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beszomacHas koHuUrypamus

beszonachas KOH(i)I/II‘ypaHI/IH IMMOMOTacT MOJIL30BATC/ISIM OLICHUBATH U OIITUMU3UPOBATH 6630HaCHy}O KOH(I)I/IpraHI/IIO

passepreiBanuii VRealize Automation.

besonacHas KoH(pUTypalys ONUCHIBAET IPOBEPKY U HACTPONKY OE30MACHBIX Pa3BEPThIBAHMIN ISl THIIMYHBIX CPE]
VRealize Automation u npenocrasnsier cBefieHUS 1 MPOLEAYPBI, KOTOPbIC TIOMOTAIOT MOJB30BATEISAM JICIaTh

OCO3HaHHBII BEIOOp, KOT/Ia peyb UIET O KOHPHUTYpALH 0e30IaCHOCTH.

LleneBas ayquropus

Ot CBCACHUS NMPCAHA3ZHAYCHBI JJI1 CUCTEMHBIX aIMUHUCTPATOPOB U APYTUX nonk3oBareneil VRealize

Automation, OTBETCTBCHHBIX 3a O6CJ'Iy')KI/IBaHI/I€ n HaCTpOﬁKy KOMIIOHEHTOB 0€30IaCHOCTU CHCTEMBIL.

I'moccapuii VMware Technical Publications

VMware Technical Publications npenocrasnsiet roccapuii ¢ TepMHHAMH, KOTOPBIE MOTYT ObITh HE3HAKOMBI
yutaresnto. OnpeneneHus TEPMUHOB, HCIOIb3yeMBIX B TEXHHYECKOU noKyMmenTaiu VMware, MoXHO HallTH Ha

crpanmre http://www.vmware.com/support/pubs.
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O030p 0a30BOTO IJIaHA 0€30MACHOCTHU
vRealize Automation

VMware npenocrasisieT KOMIUICKCHBIC PEKOMCH/IAIMH, YTOOBI IIOMOYb ITPOBEPUTH M HACTPOUTH 0a30BbIi IUIaH

GesomnacHoctu s cucremsl VRealize Automation.

Hcmonb3yiiTe COOTBETCTBYIOIINE HHCTPYMEHTHI U TIPOTIEYphI, ycTanosienusie VMware, st mpoBepku u
MOAICP)KKY O€30IacHOM 3aIUIIEHHON OCHOBHON KOH(UIypaluu st cBoei cuctembl VRealize Automation.
Hexoropsie komnonenTsl VRealize Automation ycranosieHb!l B 3alHIIEHHOM HJIH HAMOJOBUHY 3al[HUIICHHOM
COCTOSTHHH, HO KOH(DUTYPAITHIO JIIsS K&KIOTO KOMITOHEHTA CIIEYET IEPECMOTPETh U TIPOBEPHUTH B CBETE

pexomenganuii VMware otHocuTenbHO 6e30MaCHOCTH, MOJUTHK O€30MaCHOCTH OPraHU3allii 1 U3BECTHBIX YIPO3.

Cocrossaue O0e3onacHoctd VRealize Automation

Cocrosiaue 6e3zonacHoctu VRealize Automation npenmosnaraer KOMIUIEKCHO 3aLHMIICHHYIO CPEAY, OCHOBAaHHYIO
Ha KOH(UTYpaLUK CUCTEMBI H CETH, KOPIIOPATUBHBIX MOIUTHKAX 0E30MaCHOCTH, a TAKKE PEKOMEHIALUSIX 110

0€30IMacHOCTH.

[pu mpoBepke 1 HACTPOIiKe ycHIeHHOU 3amuThl cucteMbl VRealize Automation yaennte BHUMaHHE Kax 0 U3

HepPEYUCIICHHBIX HIDKE 00JacTel, Kak ONHMCaHo B pekoMeHaauiax VMware 1o yCHiIeHHIO 3allyThl.
m  be3omnacHoe pa3BepThIBaHUE

m  besonacHas koHdurypanus

m  be3omnacHoCTb ceTH

YT100BI YOCMUTHCS, UTO CHCTEMA HAICKHO 3alUIICHa, IPUMHUTE BO BHIMaHHe pekoMmeHaaiun VMware u

JIOKAJIBHBIC ITOJIUTHKH 6€3OHaCHOCTI/I, TaK KaK OHH OTHOCATCA K Ka)KZ[Oﬁ 13 3TUX KOHUCTTYaJIbHbBIX o0JacTei.

KoMITOHEHTHI CUCTEMBI

I[Tpu mpoBepKe yCHUIICHHOI 3aIUThI 1 Ge30macHoi KoHburyparmu cucteMsl VRealize Automation y6eautecs, uto
MOHUMAETE BCE KOMIOHEHTHI U MPUHIUITBI KX COBMECTHOH paboThI, 0OecreunBaronieil GpyHKIIMOHATBHOCTh

CHCTEMBI.
O6paTI/ITe BHUMAaHHUEC Ha CJICAYIOIHUC KOMIIOHCHTHI IIPU IIJIAHUPOBAHUU U pCaJIn3aliun 3amnmeHH0f/'1 CHUCTEMBEI.
m  VYcrpoiictBo VRealize Automation

s KommoneHT nH(PacTPyKTyphl KaKk YCIyTH
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YrtoObl moOIMKe MO3HAKOMHTbBCS ¢ perneHneM VRealize Automation u y3Hath 0 mpuHIUIIAX COBMECTHOI paboThI
€ro KOMIIOHEHTOB, cM. paszen /Ipunyunsl u nonsamus B nentpe nokymentauun VMware vRealize Automation.
CaejieHus 0 CTaHIAPTHBIX Pa3BepThIBAHUSX U apxutekrype VRealize Automation cm. B pasnene Dmanonnas
apxumexmypa.
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[IpoBepka 11eI0CTHOCTH
YCTAaHOBOYHOTO HOCUTEIS

ITonp30Barenu BCCraa AOJLKHBI IMTPOBEPATH HEJIOCTHOCTh YCTAHOBOYHOT'O HOCUTCIIA MEPE] YCTaHOBKOﬁ IIpOoAYyKTa
VMware.

Bcerna nposepsiite xom SHA1 nocne ckaunBanust 1ISO, aBTOHOMHOTO MaKeTa WK UCTIPABICHUS, YTOOBI
yOEINUTHCS B IIETOCTHOCTH U MOJJIMHHOCTH CKaunBaeMbIX (ailiioB. B ciyuae mprobpeTeHnst pU3HuecKOro HOCHTEIS
y VMware, ecnu 3ammTHast meyaTh MOBPEKICHA, BEPHUTE MporpaMMHoe obecriedeHre VMware, ato6s! momyduTh

3aMeHYy.

IMocite ckauMBaHUSI HOCHTEIS BOCTIONB3yHTeCh 3HaueHHeM cymMmMbl MD5/SHA1, 4T06bI IPOBEPHUTH 1IETOCTHOCTE
ckauaHHbIX (aitnos. CpaBaute pesynsrat xama MD5/SHA1 co 3nadenuem , omyOnnKoBaHHBIM Ha BeO-caiiTe

VMware. 3unauenus xsma SHA1 unu MD5 noimkHEL coBIagars.

JIOTIOJTHUTENBbHBIE CBE/ICHHS O MPOBEPKE [EJIOCTHOCTH YCTAHOBOYHOIO HOCHTEIS CM. Ha BeO-cTpanuie hitp://
kb.vmware.com/kb/1537.
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YcueHue 3aimuThl HHQPACTPYKTYPHI
IIPOrpaMMHOI0 0OECIIEUEHHSI CUCTEMBI
VMware

B nmpouecce yCUJICHUs 3alllUThl OCHUTE I/IH(i)paCprKTypy Pa3BEPHYTOro MpOrpaMMHOTO 06ecr[equI/I${, KOTOpO€
MNOAACPIKUBACT UCHTOJIB3YyCMYIO CUCTECMY VMware, u y6CZ[I/IT€CB, YTO OHa COOTBECTCTBYCT PCKOMCHAAMAM 1O

sanmre VMware.

Iepen ycunenuem 3amutsl cuctembl VMware npoBepsre v ycTpaHUTE BCE HEOUYETH O€30MACHOCTH B
HHPPACTPYKTYPE MOIEPKUBAIOIIETO TPOrPAMMHOIO 00eCIeUeH s, YTOOBI CO3[aTh MOJHOCTHIO 3AIUIIECHHYIO U
6e3omacHyIo cpemy. JIeMeHTHl HHPPaCcTPYKTYPHI MPOTPAMMHOTO 00ECTICYeHNSI, KOTOPBIE CIIEAYET MIPOBEPUTH,
BKITIOUAIOT B CeOs1 KOMIIOHCHTBI OMEPAIIHOHHON CHCTEMBI, MOJICPKUBAOIIECE IPOrPaMMHOE 00CCIICUCHUE U
MpoTpaMMHOE oOecIieueHue 0a3bl TaHHBIX. YCTPAHUTE HEJOYCTHI OC30MACHOCTH B 3TUX H PYTUX KOMIIOHEHTAaX B

COOTBETCTBHSMHE C PEKOMCHIAIMSAMHA TIPOM3BOIUTEISI U IPYTHMH COOTBETCTBYIOIMMHE ITPOTOKOIAMH OE30MacHOCTH.
B 5Ty miaBy BXOJST ClieyOIIHe Pa3aesbl:

m  VYcunenue 3anurel cpeast VMware vSphere ®

m  VeuileHHE 3aIUThI y3J1a HHOPACTPYKTYPhI KaK YCIyTH

m  Yeunenwue 3amurtel Microsoft SQL Server

m  VYcunenue 3amwmtel Microsoft .NET

m  VYcunenue 3auutel Microsoft Internet Information Services (11S)

Ycunenue 3amuThl cpeasl VMware vSphere ©

Ouenute cpeny VMware vSphere ® u yoeaurech, 4To yCTAaHOBJICH M OIJICPKUBACTCS COOTBETCTBYOIINI

ypOBEHB TpeOoBaHwmii K 3ammTe VSphere.

JlononHUTEbHBIE PEKOMEHIAIMK 00 YCHIIEHHH 3alluThl CM. 0 ajapecy http://www.vmware.com/security/
hardening-guides.html.

Wudppacrpyrrypa VMware vSphere ® sBisiercst 9acThio Cpesibl ¢ KOMIUICKCHOM 3aIlIITON W TIO3TOMY JTOJIKHA

COOTBETCTBOBAaTH TPEOOBAHMSM PYKOBOJCTB 110 0€301MacHOCTH, ycTaHoBIeHHBIM VMware.

VMware, Inc. 9
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Ycunenue 3amuThl y31a UHQPACTPYKTYPhI KaK YCIyTH

V6enurecs, uro 3amura kommnbiorepa ¢ Microsoft Windows, ra xotopoM HaxommTces y3ei1 HHPPACTPYKTYPBI Kak

YCIIyTH, YCUJIEHA B COOTBETCTBHH ¢ pekoMmenaanusmu VMware.

O3HAKOMBTECHh ¢ PEKOMEH/IAIIUSIMU B COOTBETCTBYIONIMX pykoBojcTBax Microsoft Windows o ycunenuto 3amuThbt
u 6e30macHoOCTH 1 yoenurech, uro y3en Windows Server sammimen Haiesxamum obpaszom. UrHopuposanme
PEKOMEHIAITNIA TI0 YCHIICHUEO 3aIUThl MOKET MPUBECTH K TOMY, UTO M3-3a HE3AIIUIIECHHBIX KOMIOHEHTOB,

BXOJANIIUX B BBIITYCKHU WindOWS, B CUCTCMC NOABATCA U3BECTHLBIC YA3BUMOCTH 0e30MacHOCTH.

Yro0Obl yOeIUTHCS, YTO UCIIOIb3yeMast BEPCHsl TOIEPIKUBACTCSI, CBepbTech ¢ Marpuiieil noyiepxku VRealize
Automation.

O6paTI/IT€CI) K IMOCTaBUIUKY MiCFOSOﬂ, 4TOOBI MOJYYHUTH NPAaBUJIBHBIC PCKOMCHAAINHU 10 YCUJICHUIO 3allIUTLI JJI

npoxykros Microsoft.

VYeunenue 3ammtel Microsoft SQL Server

VYoenurecs, uro 6a3a nanubix Microsoft SQL Server orsevaer npaBuiam 6€30MacHOCTH, YCTaHOBICHHBIM

kopriopanuei Microsoft u VMware.

OSHaKOMBTeCB C peKOMeHlIaHI/If{MI/I B COOTBCTCTBy}OHH/IX pyKOBO}ICTBaX 10 yCI/U[eHI/HO 3alIUThl U 6e3OHaCHOCTI/I
Microsoft SQL Server. O3uakomsrecs co BceMu Oroierensamu Microsoft nmo 6ezonacHocTtu, kacaromuMucs
ycranosiernoi Bepcun Microsoft SQL Server. UrnopupoBanue peKOMEH/IAIAT 0 YCHICHHIO 3aIUTH MOYKET
NPUBECTH K TOMY, YTO M3-3a HE3ALIMIIEHHBIX KOMIIOHEHTOB, BXOAAIIMX B cocTaB Bepcuit Microsoft SQL Server, B

CHUCTEMEC MOABATCSA U3BCCTHBLIC YA3BUMOCTU 0e30IMaCHOCTH.

Yrobbl yoenuthest, uto ucrnoibzyemas sepcust Microsoft SQL Server nonnepsxxusaercsi, cBepsrech ¢ Marpuiieii

noanepxkku VRealize Automation.

O6parurech k moctasinuky Microsoft, 4To6s! momy4nTh PEKOMEHIAIMHU TI0 YCUIICHUEO 3aIUThI ISl TPOLYKTOB
Microsoft.

VYeunienue 3ammrtel Microsoft .NET

[Tnarpopma Microsoft .NET sipsieTcst 4acThro cpesibl ¢ KOMIUIEKCHOM 3alIUTON U MOITOMY J0JDKHA OTBEYATh

TpeOOBaHUAM PYKOBOJICTB 10 Ge30macHoCTH, yetanosieHHsM Microsoft u VMware.

OSHaKOMBTeCB C peKOMeHlIaHI/If{MI/I, U3JI0)KCHHBIMU B COOTBCTCTByIOH_H/IX pyKOBOZ[CTBaX 110 yCI/IHeHI/I}O 3allIUThI U
oesomacuoctu .NET. O3nakombrech co Bcemu Gromrerensmu Microsoft mo 6e3onacHocTs, KacaronuMmucs
ucnosnb3yemoii Bepeun Microsoft SQL Server. Uruopuposanue peKOMEHIAIHH 110 YCUIICHUTO 3aIIUTHI MOKET
NPUBECTH K TOMY, YTO M3-3a HE3AILIMIIEHHBIX KOMIIOHEHTOB, BXoasammx B Microsoft.NET, B cucreme nosiBsitcst

N3BCCTHBIC YA3BUMOCTU 0€e30MacHOCTH.

Yro6bl yoemuthes, uto ucnonb3yemas Bepeust Microsoft. NET nomxnepxkusaercsi, cBepsrech ¢ Marpuiieit

noanepxkku VRealize Automation.

O6parurech k moctasinuky Microsoft, 4To6sl MOMyYNTh PEKOMEHIAIMHU TI0 YCUIICHUEO 3aIUThI ISl TPOLYKTOB
Microsoft.

VMware, Inc. 10
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VYceunenue 3ammtel Microsoft Internet Information Services
1Ss)

VYoenurecs, uto cinyx0er Microsoft Internet Information Services (11S) orBeuaror BceM TpeOGoBaHHAM PYKOBOACTB
no 6e3omacHocTH, ycranosieHusM Microsoft w VMware.

O3HAKOMBTECH ¢ PEKOMEHIAIIUSIMHU, U3JI0KEHHBIMUA B COOTBETCTBYIONIMX PYKOBOJICTBAX 0 YCHJICHUIO 3AIIUTHI U
6e3zomacuoctu Microsoft IIS. Usyunte takxe Bce Gromuterenu Microsoft mo 6ezomacuoctu, kacaromuecs
ucrons3yemoit Bepcun |1S. UrHoprupoBanne peKOMEHIANNI 10 YCHIICHHIO 3aITUTHI MOXKET MTPUBECTH K TOMY, UTO B

CHUCTEME MOABATCSA U3BCCTHBIC YA3BUMOCTHU 0€30IaCHOCTH.

YT00BI YOCIUTBCS, YTO HCIOIb3yeMas BepCUsl MOACPIKMBACTCS, CBepbTech ¢ Matpuiieil nopepxku VRealize
Automation.

O6parurech k nocrasinuky Microsoft, 4To0b! momyduTh pEKOMEHAAIMH 10 YCUIIEHHIO 3aUTHI JJIs TPOIYKTOB
Microsoft.

VMware, Inc. 1
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[IpoBepka yCTaHOBIIEHHOTO
IIPOrpaMMHOI0 00€CIICUCHUS

Tak KaK yA3BUMOCTH B CTOPOHHEM M HEHCIIOJIb3yEeMOM ITPOrpaMMHOM 00ECIICUeHHH MOBBIIIAIOT PUCK
HECAaHKLMOHUPOBAHHOIO JIOCTYIIA K CUCTEME U HApYLICHUs JOCTYIIHOCTHU, BayKHO IIPOBEPUTH BCE NIPOrPAMMHOE

O6CCH6‘ICHI/I€, YCTAHOBJICHHOC Ha KOMIIBIOTEPAX Y3JI0B VMware, 1 OIICHUTH €TI0 UCITI0JIB30BAHUC.

He ycranaBnmBaiite mporpaMMHoe o0OecrieueHne, Kotopoe He TpeOyeTcs it 6e30macHoi padoThl CUCTEMBI HA

KoMIbroTepax y3noB VMware. Ynamure HeHCIOnb3yeMoe MM JIMIITHEE MPOrpPaMMHOE 00eCIIeUeHHE.

MHBeHTapu3aiusl yCTaHOBICHHOTO HEMOJICPKUBAEMOTO
IPOTPAMMHOI0 00€CIIeUeHUS

OI.[eHI/ITG CBOC PAa3BCPThLIBAHUC VMware u BeITonHuTe HWHBCHTAPU3AIHI0 YCTAHOBJIICHHBIX ITPOAYKTOB, YTOOBI

yOennThCs, 9TO HE YCTAHOBJICHO HU OTHOH JIMITHEH HETOAAePKUBAEMON TTPOTPAMMEI.

JIoTOTHUTEIbHBIE CBEIEHHS O MOJMTHKAX TMOJIEPKKH CTOPOHHUX MPOAYKTOB CM. B cTaThe 0 moaaepkke VMware
no azapecy https://www.vmware.com/support/policies/thirdparty.html.

[IpoBepka CTOPOHHETO MPOrPAMMHOTO 00CCIICUCHUS

VMware He moaiep)KuBaeT U He PEKOMEH/IYEeT YCTAHOBKY CTOPOHHETO MPOrPaMMHOr0 00eCrieueH s, KOTOPOEe He
OBLIO MPOTECTUPOBAHO U TpoBepeHo. Hebe3omacHoe, HEeUCIPaBIeHHOE WIIH HE TPOIIE/IIIee POBEPKY
MOUTHHHOCTH CTOPOHHEE TIPOTpaMMHOE OOeCTieueH e, YCTaHOBICHHOE Ha KoMITbIoTepax y3imoB VMware, moxer
MO/IBEPTHYTh CUCTEMY PUCKY HECAaHKIIMOHMPOBAHHOTO JOCTYIIAa U HAapylIeHus goctynHocTH. [Ipn HeoOXxonumocTn
HCIIOJIb30BaTh HEIOAICPKUBAEMOE CTOPOHHEE POrPAMMHOE 00€CIICUSHUE MOCOBETYHUTECH CO CTOPOHHUM

MTOCTABIITIKOM IO TIOBOAY TPeOOBaHMA K Oe30macHON KOH(DUTYPALIMHU M HCIIPABICHHUIO.

VMware, Inc. 12
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NHCTpYKIIMY 1 UCOPABJICHUS I
cucTteMbl OezomacHoctu VMware

ZIIISI NMoAACPKaHUA MAaKCUMAJIBHOT'O YPOBHS 3alllUThI BAllIUX CUCTEM CJ'[CIIyI\/’ITe HUHCTPYKIUAM IO 0e30macHOCTH

VMware u HpHMeHHﬁTe BCC€ COOTBCTCTBYIOINEC UCIIPABIICHUS.

VMware BBIITYCKACT MHCTPYKIUU T10 0e30IM1aCHOCTH JJIsL IPOAYKTOB. CJ'ICZ[I/ITG 3a OOHOBIICHUSIMHU TUX

WHCTPYKIUH, U 00€CTIeUnBANTE 3aIIUTY HCIIOIb3yEMBIX MPOAYKTOB OT MU3BECTHBIX YIPO3.

Ouenure xypHaisl ycranoBku VRealize Automation, ucnpasnenuii u 06HOBJIEHUIA, a TaKKEe YOSTUTECH, UYTO

BBIITYIIICHHBbIC UHCTPYKIUU T10 6e3omacuoctu VMware IIPUMCHCHBI 1 CO6J'IIO,Z[aIOTC$I.

JIOTIOTHUTENBHBIC CBEICHUS O TEKYIIUX MHCTPYKIHUSIX 1Mo 6e3omacHoctr VMware cm. Ha Be6-ctpanure hitp://

www.vmware.com/security/advisories/.

VMware, Inc.
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besonacHas koH(uUryparus

IIpoBepsTe 1 OOHOBHUTE TTApaMETPhI OE30MACHOCTH ISl BUPTYyalbHBIX ycTpoiicTB VRealize Automation u
KOMITOHEHTa HH(PPACTPYKTYpPBI KaK YCIYTH B COOTBETCTBHH C KOH(UTyparueii cBoeit cuctemsr. Kpome Toro,

NPOBEPHTE U OOHOBHUTE KOH(UTYPALIUIO APYTUX KOMIIOHEHTOB M MPUIIOKEHHH.

BesomnacHas Hactpoiika ycranoBku VRealize Automation BkiroyaeT B cebst HHIUBHIYAIbHYIO HACTPOUKY BCEX
KOMITOHEHTOB M UX COBMECTHOI paboTsl. [Ipomgymaiite KOH(HUrypariio BCeX CHCTEMHBIX KOMIIOHEHTOB BO

B3aUMOJICHCTBHHU, YTOOBI JIOCTHYL TIPHEMIIEMOTO YPOBHS O€30MAaCHOCTH.
B 9Ty miaBy BXOJAT CIIEIYIOIINE PA3IEIbL:
m  OOGecneuenune OezomacHoctn ycrporictea VRealize Automation

m  3amuTa KOMIIOHEHTa HHPPACTPYKTYPhI KaK YCIyTH

Obecneuenue O6e3omacHocTu ycTpoiictBa VRealize Automation

IIpoBepsTe 1 0OHOBHUTE HACTPOWKK Oe3omacHocTy Aist yerpoiicrBa VRealize Automation B coorsercTBum ¢

KOH(UTYpAIUCH CHCTEMBI.

Hacrpoiite napameTps! 6€301aCHOCTH ISl BUPTYAIbHBIX YCTPOMCTB M OMEPAMOHHBIX CHCTEM COOTBETCTBYIOIINX
y3510B. Taxke HaCTPONTE WM TTOATBEPANTE KOH(DUTypalio APYTUX CBI3aHHBIX KOMIIOHEHTOB M NMPUJIOKEeHNUI. B
OJIHUX CITyHasiX JUIsl JOCTHIKSHUSI HEOOXOMMOW KOH(HUTypaluy TpeOyeTcst MOATBEPAUTh TEKyIllUe HACTPOHKH, B

APYyrux — U3MCHUTH WJIN I[O6aBI/ITI) Kakue-auoo HaCTpOﬁKH.

N3menenne HapoJjiia 1oJb30BaTCIIA root

MOoKHO U3MEHHTh TIapoJib MONIb30BaTess root s yerpoiictea VRealize Automation.

IIpouenypa

1. Bemonnure Bxoj B untepdeiic ynpasienus ycrpoiicrsa VRealize Automation kak nons3osaress root.
https://vrealize-automation-appliance-FQDN:5480

OTkpoiiTe BKIIaAKy AJIMHHHCTPATOP.

[{enxHuTE NOAMEHIO AAMMHUCTPUPOBAHUE.

Bgenute texyiuii maposb B TeKCTOBOM mosie Tekymmii maposs aAMMHUCTPATOPA.

Benute HOBBII naposb B TekcTOBOM nojie HOBBIN mapoJib agMHHUCTPATOPA.

o o > w N

BBeanTe HOBBII Mapoib B TekcToBOM Tosie [I0BTOPHBIN BBO HOBOI'O MAPOJIsi AIMHHHCTPATOPA.
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PykoBozcTBo 1o 6e30macHoi KOHGUTYpaLHK

7. Haxwmure kHONKY COXpaHHTh HACTPOWKH.

ITpoBepka cI0HOCTH M X311a naposist nojab3oBareisi Root

Haponb oJIb30BaTelIs root JOJDKEH COOTBETCTBOBATH KOPIIOPATUBHBIM Tpe6OBaHI/I$IM K CIIO)KHOCTH Haponeﬁ B

Balleil OpraHu3aluu.

HOZ[TBCp)KZ[CHI/Ie CJIOXKHOCTH apoJid MOJIb30BaTeIA root Tp€6yeTC$I, KOorja 1oJjb30BarTciib root MMPOXOAUT TPOBCPKY

CJIOKHOCTH TIapolisi K Moyt pam_cracklib, kotopslit nmpuMeHsIeTCst K yUYeTHBIM 3aIUCSIM MTOJIb30BATEIS.

[Taposb K y4eTHO# 3alucH JODKEH HauMHAThes ¢ $6$, uTo ykaspiBaeT Ha xomr Shab512. D1o craHaapTHBIN Xo11 st
BCEX YCTPOMWCTB C almnapaTrHoM 3alIuTOMH.

[Iponenypa

1. Yrobs! MOATBEPAUTD XIII MApOJIA MOJIb30BaATCIIA rOOt, BOﬁﬂHTC KaK I0JIb30BaTeNb 0ot u 3allyCTUTC KOMaHy #

more /etc/shadow.

OT00Opa3sATCs CBeICHHS X31IIa.

Puc. 7-1. Pe3ynbrarsl xa11a naposs

2. Ecnu naponb nonb3oBarens root ve cogepokut xaur shad12, sanycrure komanay passwd, 4TOObI H3MEHUTD

€1o0.

Jly1s1 Bcex yCTpOMCTB ¢ anmnapaTHOU 3aliuTol ucnonbdyercs enforce_for_root mins monyns pw_history, KOTOpblid
HaxoauTcs B daiine etc/pam.d/common—password. Cuctema 0 yMOTYaHHUIO 3aTIOMHHACT TIATh [TOCIIEIHUX

naposieii. Crapble napoin XpaHsTest JUlsl KaKI0ro nosib3oBarels B daiie /etc/securetty/passwd.

[IpoBepka KypHalia 1mapoJieu mnoJjib3oBaresieu root

Yo6eaurecs, 9TO KypHAI MaposIeil TPUMEHEH AJIsl YIeTHOH 3aIkcH ToNIb30BaTers root.

Jlist Bcex ycTpoOICTB ¢ amnmaparHoii 3aumToil ucnonbsyercs enforce_for_root s moxyns pw_history, kotopsiit
Haxoautcs B (aiie etc/pam.d/common—password. Cucrema 1o yMOIYaHHUIO 3aIIOMUHACT IISITh TOCICIHUX

naposieit. Ctapble maposin XpaHsTest Uisl KaKIO0ro moib3oBarens B daitne /etc/securetty/passwd.

VMware, Inc. 15



PykoBozcTBo 1o 6e30macHoi KOHGUTYpaLHK

IIpouenypa
1. BBINONHUTE CACTYIONIYI0 KOMaHY:

cat /etc/pam.d/common-password-vmware.local | grep pam_pwhistory.so
2. Yo6enutech, uto enforce_for_root oToOpakaeTcsi B BO3BPAIICHHBIX Pe3y/IbTarax.

password required pam_pwhistory.so enforce_for_root remember=5 retry=3

YhpaBiieHUE CPOKOM JICUCTBUS MapOJIst

HaCTpOfITe CpOK ﬂCﬁCTBHH napoJjist 4jid BCEX YUCTHBIX 3aUCell B COOTBETCTBUU C IMOJIUTHKAMHK 0€30IMacHOCTH

OpraHu3aluu.

[To yMoTyaHMIO BO BCEX YUETHBIX 3alMCSIX BUPTYyaJbHOrO ycTpoiicTBa VMware ¢ ycuineHHOH 3amuroi
ucnosnb3yercs: 60-1HEBHbBIN CpOK AeiCcTBUS maposisi. Ha GONBINHHCTRE 3alUIIEHHBIX YCTPOUCTB Uil YYETHON
3aITMCH TI0JIb30BaTeNs OOt ycTaHoBIeH 365-1HeBHBIH CpoK AeiicTBHs apoist. PekomMenmyeTcs yOenuThes, 4To
CPOK JCHWCTBHUS BO BCEX YUETHBIX 3alHUCAX COOTBETCTBYET TPEOOBAHMAM CTaHIAPTOB OE30MACHOCTH H

OKCILTyaTaluu.

Ecmu cpox geficTBHSI MapoIis moik30BaTels 00t cTekaeT, ero Hellb3s BO30OHOBUTE. UTOOBI IPEIOTBPATUTH
WCTEUEHHUE CPOoKa MEHCTBUS Maposiel aIMUHUCTpATOpa U TI0Ih30BaTessl root, HeoOX0IUMO MPUMEHUTH TTOTUTHKH,
JICHCTBYIONINE HA KOHKPETHOM OOBCKTE.

[Iponenypa

1. BoiianuTe B KOMIBIOTEPbI BUPTYAIbHOTO YCTPOHCTBA KaK MOJNB30BaTeb MO0t U BBIMOJIHUTE CICAYOIIYIO

KOMaH]Ty, 9TOOBI TIPOBEPUTH CPOK JICHCTBHUS MAPOJIS BO BCEX YUCTHBIX 3AITHCSX.
# cat /etc/shadow

Cpok JeHCTBHsI MapoJisi — 3TO MATOE 1moJjie (Moys pasnelsiFoTes IBOSTOUHIME) TeHeBoro (aiina. Cpok

HeﬁCTBHﬂ apoJst MOJIb30BaTCIIA root 3a1aCTCA B THAX.

Puc. 7-2. Ilone «Cpok aeiicTBHsI maposi»

2. YrtoObI U3MEHUTH CpOK IEUCTBHS y‘ICTHOﬁ 3aIIMCH I10JIb30BaTCJib rOOt, BBITIOJIHUTC KOMAaHAY CHCHyIOH.[Cﬁ

(hopMmBL.

# passwd —-x 365 root

VMware, Inc.
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PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

B a10i1 kOMane urcio 365 yka3blBaeT Ha KOJIMYECTBO JHEH O OKOHYAHHS CPOKA JCUCTBUS APOJIS.
Hcnonp3yiiTe Ty ke KOMaHy, YTOOBI M3MEHUTH JII000TO TOIB30BaTeNsl, 3aMECTHUB ONPEIEICHHYIO YUETHYIO
3aIUCh TI0JIb30BaTeIeM 00t U 3aMCHHMB KOJIMYECTBO JTHEH ISl COOTBETCTBUS CTaHIapTaM OpraHH3aluu B

OTHOIICHUU CPOKa HCﬁCTBI/IH.

YhpaBiieHHE YYETHBIMU 3anucaimMu SSH u agMuHucTparopa

Jis yaaneHHbIX COSMHEHUI BCe YCTPOMCTBA C YCHIICHHOH 3aIIUTON BKITIOUAIOT IPOTOKOJ O€30TTacHON 000I0YKH
(SSH). Ucnons3yiite nporokoia SSH mpu HEOOXOAUMOCTH U YIPABISITE UM HaJUIEKAIIUM 00pa3oM, 4TOObI

COXpPaHUTb 0€30I1aCHOCTH CUCTEMEI.

SSH — 5710 HHTEpaKTUBHASL CpeIa KOMAHIHON CTPOKH, KOTOPasi MOAICPKUBACT YIAICHHbIE TTOAKITIOYCHHS K
BUpTyansHbIM ycTpoiictBam VMware. Ilo ymomuanuio mist goctyna kK SSH TpeOyrorest yueTHbIe JaHHBIC YICTHON
3aIMCH MOJIB30BATENSI ¢ BBICOKMM YPOBHEM TpHBHIIerHid. JleficTBus mosib3oBarens root ¢ SSH o6brdHO 00X0msT

KOHTPOITb focTyia Ha ocHoBe poseit (RBAC) u sneMeHTs! yipaBieHus ayAnTOM BUPTYaIbHBIX YCTPOICTB.

PexoMentyeTcst OTKII0YNTE SSH B MPOM3BOACTBEHHOM Cpelie U aKTUBUPOBATH ATOT IPOTOKOJI TOJIBKO JIJIst
yCTpaHeHHUs MPoOIieM, KOTOPbIC HE YIaeTCs PEIIUTh ApyruME cpenctBaMu. OCTaBISIATE €ro BKIFOUYCHHBIM, TOJIBKO
eCIti OH TpeOyeTCs st KOHKPETHOM TeIH, U JIeJIaiiTe 3TO B COOTBETCTBUH C TIOMMTHKAMH OE30T1aCHOCTH CBOEH
opranuzaruu. [To ymorganuto npotokon SSH orkirouen Ha yerpoiictee VRealize Automation. B 3aBucumoctu
OT KOHurypanuu VSphere Mo)HO BKJIIOUUTh MM OTKIIIOYHTH MpoTokon SSH mpu passepTeiBannu 1abnoHa
Open Virtualization Format (OVF).

B kavecTBe mMpoCTOro Tecta i ONpesIeeHHs TOT0, BKIFOUEH JTU POTOKon SSH Ha KOMIBIOTEpE, MOMBITARTECH
OTKPBITh MOIKITIOUCHHE ¢ moMolbio SSH. Ecii mopkitoueHHe 0TKPhIBACTCS U 3aMpallliBacT YUCTHbIC TaHHbIC,

npoTokoT SSH BKITFOYEH ¥ TOCTYIIEH JUTS TOIKITFOYCHHIA.

VYueTHas 3ammch nojib3oBareist root SSH

Verpoiictea VMware He BKIIFOYAIOT TPEABAPUTEIIBHO HACTPOCHHBIC YUCTHBIC 3alIMCH MOJIB30BaTECH, II0ITOMY
yUETHas 3aIHCh MOJI30BaTeIIsi FOOt MOXKET 110 YMOJIYaHHIO HCIIONB30BaTh MpoTokon SSH, uro6sr BXOauTH

Hanpsmyro. Boiiute kak mons3oBarens root u OTKIFOUMTE POTOKONT SSH Kak MOXKHO CKopee.

YT0OBI BBITIONHATH TPEOOBAHUSI HOPMATHBHO-TIPABOBBIX CTaHIAPTOB B OTHOLICHUH HEBO3MOXKHOCTH OTKa3a, Ha BCEX
3aIUIICHHBIX YCTPOWCTBax cepep SSH mpensapuTenbHo HacTpoeH ¢ momorisio 3armcu Wheel AllowGroups na
TO, uTOOBI ocTy K SSH Moria monydars TonbKo BeromoraresbHas rpymmna Wheel. C rienbro pasmeneHust
obsi3aHHOCTEN MOKHO n3MeHuTh 3amuck Wheel AllowGroups B ¢aiine /etc/ssh/sshd_config s

UCIIOIb30BaHMsl IPYTroi Tpyrisl, Harpumep Sshd.

I'pynna wheel MmoxeT ncnosap30Barh MOIY/Ib pam_wheel 1jIs CymepHoib30BaTEIbCKOTO TOCTYIIA, TI0ITOMY €¢
WICHBI MOTYT BBIIOJIHATH (DYHKIIMH TOJIB30BATENSI FOOt, 11 KOTOPBIX TpedyeTrcs ero mapois. Pasnenenne rpymnmn
JIaeT BO3MO)KHOCTb I10JIb30BATEIIsIM MCIIONB30BaTh SSH It OIKITIOUEHNUsI K YCTPONCTBY, HO HE BBIIIOIHSITH
¢byHnkuun nomp3osarens root. He ynansiite u He u3mensiite apyrue 3anucu B nione AllowGroups, kotopoe
obecrieunBaeT MPaBWIbHYIO paboTy ycrpoiictBa. [locne BHeceHnss n3MEeHEHNsT HEOOXOIMMO Tepe3arpy3nuTh

YIPaBISIONIy o porpaMmmy SSH, BeInonHKUB KOMaHIy: # service sshd restart.
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PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

Bxutouenue u BeikitoueHue SSH Ha ycrpoiictBax VRealize Automation

ITportokon Ge3omacHoit obonouku (SSH) Ha ycrpoiictee VRealize Automation crnenyer Biiodars TOIBKO Ist
yCTpaHEHHs HEMoa[0K. Bo BpeMst 00bIYHOM paboTHI Ha dTare MpOou3BoACTBa MpoTokosl SSH nomken ObITH

BBIKJIIOYCH B 3THX KOMIIOHCHTAX.

Brutrounts 1 BBIKITIOUNTE TpoTokost SSH Ha ycrtpoiictee VRealize Automation moxao ¢ momorisio naTepdeiica

yrpasnenust ycrpoiictBom VRealize Automation.

IIpouenypa

1. Bemonnute Bxoa B uHTEepdeiic ynpasnenus ycrpoiictea VRealize Automation kak nons3osarens root.
https://vrealize-automation-appliance-FQDN:5480

2. OrkpoiiTe BKIQJAKy AIMHHUCTPATOP.

3. OrtkpoiiTe NOIMEHIO AIMHHHCTPATOP.

4. VYcranorute (raxxox Brawuuth cayxoy SSH, uto6sr rmounts SSH, win cHUMHATE 3TOT (HIIaskoK, 9TOOBI

BBIKJIFOUATE SSH.

5. Ulenkuure snemeHT COXPaHUTH HACTPONKH, YTOOBI COXPAHUTh NU3MEHEHUSI.

Coznanue JOKaJIbHOM YYETHOM 3alucu agMuHucTparopa st SSH

B nesnsix 6e30macHOCTH PEKOMEH/YeTCsl CO3/1aTh U HACTPOUTH Ha y3JlaX BUPTYaJbHOIO YCTPONCTBA JIOKAJIbHBIC
YUETHBIC 3allUCH aJIMUHHCTpaTopa st 6e3omacHoit o6onouku (mporokon SSH). Tlocne co3manust 3THX yIETHBIX

3ammceil CIeayeT yIaiuTh JO0CTYI moib3oBarens root k SSH.

Co3zaiiTe yueTHbIC 3aMMCH aAMUHUCTpaTopa it SSH i yuacTHHKOB BTOpOCTeneHHoi rpymmsl wheel, miu6o u
TO 1 Apyroe. [Ipekie 4eM OTKIIIOUUTE TIPSIMOM JIOCTYII MOJIB30BaTeNs FO0t, IPOTECTUPYHTE JOCTYII
ABTOPU30BAHHBIX aIMHHUACTPaTOpoB K SSH ¢ momorpio mapamerpa AllowGroups u yoeanTecs, 9T0 OHH MOTYT
HCIIONB30BaTh KOMaHIy SU to root ¢ momormieio rpymmsr wheel.

IIpouenypa

1. BeimonHUTe BXOJ HA BUPTYaIbHOM YCTPONCTBE B KA4ECTBE MOIB30BATENs FOOt 1 3amycTHTe yKa3aHHBIC HUKE

KOMaHAbI ¢ COOTBETCTBYOIUMU UMCHAMU IMOJIb30BATCIIA.

# useradd -g users <username> -G wheel -m —d /home/uma nonvzosamena
# passwd username

«Wheel» — rpymma, ykasannas B mapamerpe AllowGroups st moctyna k SSH. [l moGasnenns

HECKOJIbKMX BTOPOCTEINIEHHBIX I'PYyII UCIONb3YHTe KOMaHy -G wheel, sshd.

2. HepeKJ’IIO‘II/ITeCI) Ha HpO(l)I/IJ'IL TMOJIb30BATCIIA U YKAXKUTEC HOBBIH napoJib, 4TOOBI ITOBLICUTE CJI0KHOCTE napoJjs u

HAACKHOCTL €TI0 IMPOBCPKHU.

# su -username
# username@hostname: ~>passwd
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PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

Ecmm TpC6OBaHI/I$[ K CJIO)KHOCTH 1apOJid BBIMIOJIHCHBI, IAPOJIb 6y,I[CT oOHoBIIeH. B MIPOTUBHOM CJIydac

BOCCTAHOBHTCS ICXOHBIN MApOJIb M BaM HEOOXOIMMO OyIeT 3aIyCTUTh KOMaH/Iy MapoJisi 3aHOBO.
3. YtoObl oTMeHUTH IpsiMOii B0 B SSH, 3amenuTte 3amuch (#)PermitRootLogin yes Ha PermitRootLogin
no B ¢aitne /etc/ssh/sshd_config.

BBl Takxke MOXKETe BKIIIOUUTH MM BIKIIOUNTE SSH B nHTEp(eiice ynpaBieHuUs] BUPTYalbHOTO YCTPOICTBA,

YCTaHOBUB WK CHsIB (uiaskok Bxon agmuuucrparopa B SSH BruioueH Ha BiIaake AIMUHHCTPHUPOBAHHE.

Crnenytolue maru

OTKITFOYHTE TIPSMOM BXOJI OT UMEHH ITOITb30Batelrst root. [1o ymomrganuio Ha yCcTpoicTBax ¢ MOBBIIICHHON
HAJIKHOCTHIO pa3pelieH MpsSMON JOCTYI K MPOQIITIO MOIk30BaTelNs oot aepes koHcounb. [locme Toro xax BeI
CO3/IaJIMTE yUETHBIC 3aMUCU aIMUHUCTPATOPa JJIsl MPEIOTBPAIICHHsI 0TKa3a U MPOBEPUTE UX JOCTYM SU-root ¢
MOMOIIIBIO IpyIbl Wheel, oTkirounTe npsiMoii BXOJI 1oJIb30Batelisi FOOt, 3aMeHUB OT UMEHHU T0JIb30BaTesst root

3amuch ttyl Ha console B daiine /etc/security.
1. Ortkpoiite ¢aiin /etc/securetty B TEKCTOBOM peaakTope.
2. Haiigure 3anmcrh ttyl u 3aMeHuTe ee Ha console.

3. Coxpanute (ailyt U 3aKpoiiTE €ro.

[ToBermienne HagexHOCTH KOH(pUTypanuu SSH-cepBepa

Bce ycrpoiictea VMware mo yMOm4aHuI0 HMEIOT KOH(PHUTYPAITHIO ¢ TIOBBINICHHONW HaICKHOCTHIO (€CITi 3TO
BO3MOXKHO). YPOBEHb HAJIS)KHOCTH KOH(PHUIYPALUH MOKHO ITPOBEPUTH, IIPOCMOTPEB HACTPOMKHU CITy:KO cepBepa u

KIIMCHTA B pa3Jiele TI00aIbHBIX MapaMeTpoB B (aiiyie KOHPHUTYpaIHH.

IIpouenypa

1. Orkpoiite daiin koupurypannu cepsepa /etc/ssh/sshd_config na ycrpoiicree VMware u nposepsre

IMMpaBUJIbHOCTb HACTPOCK.

Tlapametp Cocrosinne

TIpoTokoun yrnpasisitoleld mporpaMMsl cepsepa TIporoxkon 2

Iudppsr CBC aes256-ctr u aes128-ctr

Iepeanpecauus TCP AllowTCPForwarding: ner

ITopTh! 11TI030B cepBepa ITopTh! HITI030B: HET

Tepeanpecarmst X11 X11Forwarding: et

Ciyx6a SSH Vcnone3yiite none AllowGroups u onpezenuTe pa3penieHHbli Z0CTYI IS TPYIIIbL.

I[063.BBTC B Irpyniry COOTBETCTBYIOLINX Y4aCTHUKOB.

ITposepka nopmmuHocTH GSSAPI GSSAPIAuthentication: Her, eciu He ucnonb3yercs

Iposepxa nogmuunocTn Keberos KeberosAuthentication: uer, eciu re ucnomnssyercst

JlokanbHble TIepeMeHHble (0GabHbI apamMeTp VeraHoBuTe 3HaYeHHE OTKIIIOYEHO KOMMEHTHPOBAHUEM wild BKIIIOUEHO JIJISt
AcceptEnv) nepeMeHHbIX LC_* unu LANG

Koudurypanus tynxemns PermitTunnel: ner
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Tlapametp Cocrosinne
CeteBble CeaHCh MaxSessions: 1
OHOBPEMEHHBIE COESIMHEHHS T0IIB30BATENS Veranosure 3Hadenue 1 11 mosp3oBaress root u iro6oro Apyroro mojb30BaTess.

st paiina /etc/security/limits.conf tpebyercs Takas jxe HaCTpoiiKa.

IIpoepka B cTporom pexume CTporue peKuMBbL: 1a

Pasnenenue npuBuneruit UsePrivilegeSeparation: na
Iposepka nomuaaoct RSA ¢aiina .rhosts RhostsESAAuthentication: et
Cixarue Cikatue: OTIOKEHO HIIH OTCYTCTBYET
Koz poBepkH MOUTMHHOCTH COOOIICHUSI MACs hmac-sha1

OrpaHn4eHHe JOCTyIa MOJIb30BaTelIst PermitUserEnvironment: ner

2. CoxpaHUTE U3MCHCHHUS U 3aKpOUTE (hail.

[ToBwImenne Hage)KHOCTH KOHPUTYyparmu SSH-kinenTa

B pamkax MOBBINICHHUS HAIGKHOCTH CHCTEMBI CIEIYET MPOBEPUTH HamexkHOCTh SSH-knuenTa. Jlist aToro
HE00X0AMMO yOeauThes, uto (aitn koHpurypaunn SSH-kineHTa Ha y3/1ax BUPTYalbHOIO yCTPOHCTBA HACTPOCH B

cooTBeTCTBHH ¢ MHCTpyKuusimu VMware.

IIpouenypa

1. Otkpoitre daitn koupurypannu SSH-kimmenra (/etc/ssh/ssh_config) u nmposepsre mpaBmIBLHOCT

HaCTPOCK B pas3aciie [1100aJIbHBIX napaMeTpoB.

Mapamerp Cocrosinne

IIpoTokoJ KiIMeHTa Iporoxon 2

IMopTh! NLIII030B KJIHEHTA TlopTel 11T1030B: HET

Mposepka nopaunnoctu GSSAPI GSSAPIAuthentication: ner

JlokaiibHbIe NepeMenHbIe (J100aIbHBII Vkaxure Tonbko nepemennsie LC_* win LANG

napamerp SendEnv)

udpsr CBC Tomsro aes256-ctr u aes128-ctr
Konbl npoBepku NOJJIHHHOCTH Hcmons3yetcst Tonbko B 3amucu MACs hmac—shal
co001meHust

2. CoxpaHuTe U3MCHEHHMS U 3aKpOUTEe (hail.

IIpoBepka paspemienuit aitna kimoda SSH

YT0OKI CBECTH K MUHUMYMY BEPOATHOCTH BPEJOHOCHLIX aTak, HO,HHCp)KPIBaﬁTC KPUTUYCCKHN BAXKHBIC pa3pClICHUA

Gaiina wiroua SSH Ha KOMITbIOTEPax y3i1a BUPTYaJIbHBIX yCTPOKCTB.
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IMocne Hactpoiiky win 0O0HOBIeHHS KoH(HUrypaunn SSH Beeraa mposepsiiiTe, He H3MEHUITICH JH CICAYIONIHE

paspemienus ¢aiina kiroua SSH.

m  Dailibl KITI04Ya 00IIEIO0CTYTHOTO y3J1a, PACIooKeHHbIe B Karaiore /etc/ssh/*key . pub, npunasiexar

TIOJT30BATENTO OOt M YCTAaHABIMBAIOT JUTS paspericHuii 3HaucHne «0644» (-rw-r--r--).

m  ®Dajlnel KIFOYA YaCTHOTO y3JIa, PACHOIOKEHHbBIC B Karajore /etc/ssh/*key, npunamiexar noinp30Baresto
root u ycranaBiamBaroT uis paspeniennii 3naueane «0600» (-rw------ ).

IIpoBepka pasperienuii as darina SSH-kirouei

V6enmurecs, uro paspemieauss SSH nmpuMeHsFOTCs K (aiinamMm OTKPBITHIX U 3aKPBITBIX KITIOUCH.

IIpouenypa
1. TlIposepsre daiibl OTKpHITEIX SSH-KIIOUEH ¢ HOMOIIBIO clieayromieil koMauasl: 1s -1 /etc/ssh/*key.pub

2. VYb6emurecs, uTO BIajenel — root, 4to Biajenel rpynmsl — root, n uto juist (aifioB yCTaHOBICHBI
paspemtenns 0644 (-rw-r--r--).

3. VYcrpanwure 51t00bIe TPOOIEMBI ¢ TOMOIIBIO CIIEIYIOIIMX KOMaH/.
chown root /etc/ssh/*key.pub
chgrp root /etc/ssh/*key.pub
chmod 644 /etc/ssh/*key.pub
4. TlposepsTe (aiiibl 3aKpeITEIX SSH-KITI0UEH ¢ ToMOMIBI0 crieayromei kKoMauasl: 1s -1 /etc/ssh/*key

5. VY06emutech, U4TO BIAJCIBICM SIBISICTCS MMOJIB30BATEIIb FOOt, BiIagenbIieM rpyIibl TaKKe SBIsCTCS rOot, a mis
(aiinoB ycranosneHsl pasperenus ¢ koqom 0600 (-rw------- ). YeTpanure nro0bie MPoOIeMbl ¢ TOMOIIBIO

CJEIYIOIINX KOMaH/.
chown root /etc/ssh/*key
chgrp root /etc/ssh/*key

chmod 600 /etc/ssh/*key

W3meHeHue nonp3oBareneil B uHTepdeiice ynpaBieHus] BUPTYyaTbHOTO
yCTPOMCTBA

UYroOsr 0becrieduTh TpeOyeMBblil yPOBEHb 0€30IIaCHOCTH, MOXKHO JOOABIISATH M YIAISATH TOIB30BaTEICH B

uHTEpdeiice ympaBIeHNs BUPTYaIbHOTO YCTPOICTBA.

VueTHas 3amuch MOMB30BATENS OOt 1yt HHTepdeiica ynpaBieH:s BUPTYAILHOTO YCTpoicTBa ucronb3yeT PAM st
NPOBEPKH MOTHHHOCTH. TakuM 00pa3oM, OyayT NPHUMEHSATBCS TaKke YpoBHH 00pe3kH, 3aaanHbie PAM. Ecin
uHTEp(EC YIpaBIeHNUs BUPTYaIbHOTO yCTPOICTBA HEe ObLT H30JIMPOBAH HAISKAIINM 00pa3oM, BO3MOKHA
OIIOKMPOBKA CHCTEMHON YUETHOMW 3aMKCH II0Ib30BaTesl FOOt B cilydae, eCiii 3Ta ydeTHasl 3alliCh CTajla 00beKTOM
araku MetozioM nepebopa. Kpome Toro, eciu npas nonb30oBaTess FoOt He0CTaTOuHO Uit 00SCIIeUeHUsI
HEMO/ICIbHOCTH 1 HECKOJIBKHX MOJIb30BaTesIeii B OpraHu3alii, PEKOMECHIYEeTCsl H3MEHUTh aJIMHHUCTPATOpa ISt

uHTEepdeiica ynpaBieHus.
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Heobxonnmsere ycnoBus

IIpouenypa

1. Bwmonnunre CJICAYIOIYIO KOMaHAY, YTOOBI CO31aThb HOBOI'O IMOJIL30BATCIIA 1 ,Z[O6aBI/ITL €Tro B I'pyniy

uHTepdeiica ynpaBieHNs] BUPTYaIbHOTO YCTPOICTBA.
useradd -G vami,root nonvzosamens

2. Cospaitre maposb sl y4eTHOU 3aIMCH TT0JIh30BaTEIs.
passwd nonwv3oeamens

3. (momomHHUTEnBEHO) BRIMONHKTE CIEMYIONLYIO KOMAHIY, 9TO0BI 3alPETUTD AOCTYII IOIB30BaTels root K

uHTEpdeiicy ynpaBiIeHNs BUPTYaIbHOTO YCTPOWUCTBRA.
usermod -R vami root
Ipumeuyanue Ilpu 3ampere mocTymna monp3oBarens root k naTepdeiicy yrnpasieHns BUPTYyaIbHOTO

yCTpoHCTBa OyeT TakKe OTKIIIoYeHa (DyHKLUS OOHOBICHUS Maposisl aAMHUHUCTPATOPa WM HOJIB30BaTeNs root

Ha BKJIaJIKC «A,HMI/IHI/ICTpaTop» .

Hactpolika npoBepky MOAIMHHOCTH 3arpy34nKa

Yt00BI 00eCTIeunTh HEOOXOANMBII YPOBEHb 3allMThl, HACTPOITE MPOBEPKY MOJIMHHOCTH 3arpy34uKa Ha

BUPTyalbHbIX ycTpoiicTBax VMware.

Ecin 3arpy34nKy cucTeMbl He TpeOyeTcst POBEPKA MOUIMHHOCTH, T10JIb30BATENH C JJOCTYIOM K KOHCOJIM CUCTEMBI
MOTYT U3MEHATH KOH(PUTYPAIMIO 3arpy3Ki CUCTEMbI UM 3arpyKaTh CUCTEMY B OJHOIOIB30BATENHLCKOM PEKUME
700 pexkuMe 0OCTYKHBAHHMS, YTO MOKET IIPUBECTH K OTKA3y B OOCITY)KUBAHHMH MM HECAHKIIMOHUPOBAHHOMY
Joctyny K cucreme. ITpoBepka MOUIMHHOCTH 3arpy34MKa He 3aJlaHa [0 YMOJIYAaHUI0 Ha BUPTYaJIbHBIX yCTPOWCTBAX
VMware, nostomy Heo6xoaumMo coszaarh mapons GRUB, uto6sr HacTpouts ee.

IIpouenypa

1. VYbemurech, 9TO Mapob 3arpy3KH CyiiecTByeT. JIjist 3TOr0 Haiimure cTpoky password —-md5 <password-

hash> B ¢aiine /boot/grub/menu.1st Ha BUpPTYyanbHBIX yCTPOHCTBAX.

2. Ecau maposis He CyIIEeCTBYET, BBIIIOJIHUTE KOMaHLy # /usr/sbin/grub-md5-crypt Ha BUpPTyaIbHOM

YCTPOMCTRBE.
Bynet co3nan naponas MD5, u komana npeaoCcTaBuT BHIXOHBIE TaHHBIE Xd1a MdS.

3. JloGaBwre maposs B (air menu. 1st, BeimonHuB komaHmy # password ——md5 <hash from grub-md5-
crypt>.

Hacrtpoitka NTP

Ecmm ncrounnku BPEMEHU UMEIOT KPUTHICCKHU BAXKHOC 3HAYCHHUEC, OTKIIIOUNUTE CUHXPOHU3AIUIO BPEMEHHU Y3JIOB U

ucnone3yiite Ha ycrpoiictee VRealize Automation mporokon NTP (Network Time Protocol).
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Vnpasistomrast mporpamma NTP Ha ycrpoiictBe VRealize Automation obecrieunBaetT CHHXpOHH3UPOBAHHYIO
padoty ciayx0 Bpemenu. [1o ymomuanuio mporokos NTP oTkiroueH, mostoMy ero HeoOX0IUMO HACTPOUTH
Bpy4HyH0. Ecitn 310 BO3MOXKHO, ucnonb3yiite mpotokoa NTP B mpon3BoacTBEeHHBIX cpefax — 3TO MO3BOJIUT
OTCJIC)KHMBATH ACHCTBUS [OJIb30BATEICH U BBISBISITH IOTCHIIMAIBHO OIIACHBIC aTAKW M BTOPYKCHHUSI TIOCPEACTBOM

HaJUIEXKAIIEro ayJiuTa 1 BejieHHs KypHaa. YBenomiieHus o 6e3onacHoct NTP cum. Ha Be6-caiite NTP.

Daitn koudurypanun NTP Haxomutces B manke /etc/ Ha KaxaoM yCTpoiicTBe. Bl MOXKETE BKIIFOUHTH CITYkKOy
NTP nmnst yerpoiicra VRealize Automation u 1o6aButh cepBepbl BpeMeHH Ha BKJIaJKe AIIMUHUCTPUPOBAHUE B
uHTepdeiice yrpasieHus BUPTYaIbHOTO YCTPOHCTBA.

IIpouenypa

1. C nomorrsio TEKCTOBOTO PEAaKTOpa OTKPOiTe (aiin koHpurypaiun /etc/ntp.conf Ha KOMIBIOTEPE Y3108

BUPTYAJIbHOTO YCTPOHCTBA.
2. B xauectse Biazensla ¢aia ykaxure root: root.
3. B xauectBe pasperieHuii ykaxute 0640.

4. YroObl CHU3UTH PHCK aTaK THIA KOTKa3 B 0OCIY)KMBAHMUY» C JIABAHOOOPA3HBIM YMHOKEHHEM JIAHHBIX B
orHomennu ciyx661 NTP, otkpoiite daiin /etc/ntp.conf u ybeaurech, 4To B HEM €CTh CTPOKH

OrpaHUYCHUN.

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5. CoxpaHute U3MeHEHHUs U 3aKpoiiTe (ailiibl.

Hacrtpoiika TLS s nepenaun gaHHbIX ycTpoiicTBa VRealize Automation

B passepreiBannu VRealize Automation gomkHbI HCHIONTB30BaThCSl HAZICKHBIE TPOTOKOMBI LS B IEIISIX 3QIUTHI

KaHaJIOB Iepe/ia4u JJisi KOMIOHEHTOB ycTpoiicTBa VRealize Automation.

B 1ensx moBwIeHUs IIPOU3BOAUTEIBHOCTH IIPOTOKOJI TLS ne BxIrOUEH JJIA mepeaadu JaHHBIX MEXIOY
HECKOTOPBIMU CJ'Iy)KGaMI/I HpI/IJ'IO)KeHI/Iﬁ Ha JIOKaJIbHBIX Yy3JiaX. Ecmu Tpe6yeTca MHOTOCJIOMHAs CHCTEMA 3alluThI,

Briounte TLS JUIA BCCX CJIYYacB MCPCAavr JAaHHBIX Ha JIOKAJIbHBIX Y3JIaX.

Basxkno! Ecnwu neiictBue TLS 3aBepiaercs Ha moacucreMe O0alaHCHPOBKH HATPY3KH, OTKIIIOUMTE HEHAIEKHBIE

npoTokossl, Hampumep SSLv2, SSLv3 u TLS 1.0, na Bcex noacucremMax 6anaHCHPOBKH HATPY3KH.

Bxmtouenue TLS B koHGUTYpally JIOKJIBHOTO y371a

o ymomuanuio TLS He ucmonb3yeTes s epeadr JaHHbIX Ha HEKOTOPBIX JTOKATBbHBIX y37axX. TLS MOkHO

BKIFOYHMTH JId MEPEAAYN JaHHBIX Ha BCEX JIOKAJbHBIX Yy3JiaX, YTOOBI ITOBBICUTH YPOBEHb 0Ee30I1aCHOCTH.

IIpouenypa

1. Toxkmounrech k Yerpoiicteo VRealize Automation ¢ momorsro SSH.
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2. VYcraHoBure pa3pClICHus I XpaHWInIIa KJITI04ue VCac, BBIIIOJIHUB YKA3aHHBIC 1aJICC KOMaH/IbI.

usermod —A vco,coredump,pivotal vco
chown vcac.pivotal /etc/vcac/vcac.keystore
chmod 640 /etc/vcac/vcac.keystore

3. Oo0HoBuTe koHuUrypanuto HAProxy.

a) Orkpoiite ¢aiin kondurypamun HAProxy, pacronoxennsiii B nanke /etc/haproxy/conf.d, u
BBIOepHTE Ciyk0y 20-vcac.cfg.

6) Haiigure cTpoKH, coaepiKariue:
server local 127.0.0.1.. u nobaBsTe B KOHIIE HUX: ss1 verify none
B nanHoMm pasnene copepikarcs Ipyrue CTpOKH, HalpuMep:
backend-horizon backend-vro

backend-vra backend-artifactory

backend-vra-health

B) Usmenute nopt mist backend-horizon ¢ 8080 na 8443.
4. Tlonyuute napoinb keystorePass.
a) Haiimure cBoiicTBO certificate.store.password B daiine /etc/vcac/security.properties.
Hanpumep, certificate.store.password=s2enc~iom0@GXATG+RB8ff7Wdm4Bg==.
6) OrmummTe 3HAYCHUE ¢ TTOMOIIBIO CIEYIONIEH KOMaH/IBI:

vcac-config prop-util -d —-p VALUE

Hamnpuwmep, vcac-config prop-util -d ——p s2enc~iomOGXATG+RB8ff7Wdm4Bg==.
5. Hacrpoiite cnyx0y VRealize Automation.
a) Orxkpoiite ¢aiin /etc/vcac/server.xml.

6) JobaBbre ykazauHblil HiKe atpuOyT B Ter « Coenunurensy», 3amenus certificate.store.password na

napoJib XpaHWiuina cepTurKaToB, 3HaYEHHE KOTOPOro ykasaHo B etc/vcac/security.properties.

scheme="https” secure="true” SSLEnabled="true” ss1Protocol="TLS” keystoreFile="/etc/vcac/
vcac.keystore” keyAlias="apache” keystorePass="certificate.store.password”

6. Hacrpoiire cnyx0y VRealize Orchestrator.
a) Orkpoiite ¢aiin /etc/vco/app-server.xml

6) JobaBwre ykazauHblil HIKe aTpuOyT B Ter « Coenunurensy», 3amenus certificate.store.password na

napoib XpaHUIHIIA cepTH(UKATOB, 3HAYEHHE KOTOPOro yka3aHo B etc/vcac/security.properties.

scheme="https” secure="true” SSLEnabled="true” ss1Protocol="TLS” keystoreFile="/etc/vcac/
vcac.keystore” keyAlias="apache” keystorePass="certificate.store.password”

VMware, Inc. 24



PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

7. Tlepesamyctute cnyx0b1 VRealize Orchestrator, vRealize Automation u HAProxy.

service vcac-server restart
service vco-server restart
service haproxy restart

Ipumeuanue Ecnu cepBep VCO He mepe3anyckaercs, nepe3arpy3uTe rIaBHbI KOMITBIOTED.

8. Hacrpoiite nnTepdeiic ynpaBieHns] BAPTYaIbHOTO yCTPOUCTRA.

YT100kI MMPOCMOTPETH COCTOAHUC CJ'Iy)KG, BBITIOJIHUTE CJICAYIOUYIO KOMaHy Ha BUPTYaJIbHOM YCTpOﬁCTBe

vRealize Automation.

curl -ks -H "Content-Type: application/json" https://localhost/component-registry/services/status/
current?limit=200 | jq -re '.content[]|"\(.serviceStatus.serviceName) \
(.serviceStatus.servicelnitializationStatus)"'

Ipumeuanue Ecnu BKIrOUnTh poTokon SSL B uHTepdeiice ympaBIeHUs BUPTYalbHBIMH YCTPOWCTBAMH, HA

BKuTasike « C1y:KOBI» Helb3si OyleT MpocMOTpeTh cocTosiuue cinyx0 VRealize Automation.

a) Ortkpoiite daiin /opt/vmware/share/htdocs/service/café-services/services.py.

6) Wsmenute cTpoky conn = httplib.HTTP() Ha conn = httplib.HTTPS() A5 MOBBIICHUS YPOBHSI

0€30IMacHOCTH.

Bxmrouenue pexxuma cooTBETCTBHS (eiepaabHOMY CTaHAApTy 00padoTKu HHGOPMAITIH
(Federal Information Processing Standard, FIPS) 140-2

Ha ycrpoiicte VRealize Automation ceiiuac ucnonesyercst Bepcus OpenSSL, coorBercTBytoLIas cTaHAapTy
FIPS 140-2, nnst mepenaun qanubix gyepes TLS B pamMkax qr000T0 BXOISIIETO W HCXOISIIETO CETEBOTO TpaduKa.

Brutrounts u BeIKTIOUNTE peskuM FIPS moxHO B nHTepdeiice ynpasienus ycrpoiictea VRealize Automation
MoskHO Takke HacTpouTh pexxkuM FIPS ¢ momMomnpio KoMaHqHON CTPOKH, BO/IS B CHCTEMY KaK MOJIb30BaTelb root

¥ BEITIOJTHUB OIHY U3 CIICAYIOMNX KOMaH/:

vcac-vami fips enable
vcac-vami fips disable
vcac-vami fips status

Eciu Brirouen pexxum FIPS, mis Bxomsinero u ucxosiiero cereBoro tpaduka ycrpoiictsa VRealize Automation
nopta 443 ucnosnesyercs mudpopanue no cranaapry FIPS 140-2. Hezaucumo ot Hactpoek FIPS, B vRealize
Automation ucnons3syercst cranmapt AES-256 s obecrieueHust 6e30MACHOCTH 3AIUIIIEHHBIX TAHHbBIX, KOTOPBIE

xpansrcs Ha ycrpoiictBe VRealize Automation.

Mpumeuanune B naunnsiii moment B VRealize Automation coorserctaue FIPS obecnieunBaercs nuiib yactudso,
TaK KaKk CEPTU(UIMPOBAHHBIC KPUITTOTPAPUICCKIE MOLY/IH HCITONB3YIOTCS €Ille He BO BCEX BHYTPEHHUX
KOMITOHEHTaX. B ciydasx, Korma cepTu(UIupOBaHHbIE MOYJIH €I HE BHEAPEHBI, BO BCEX KPUITOrPAhUUECKUX

AITOPUTMAX HCIONB3yeTes Mn(poBaHue Ha ocHOBe cTanaapTa AES—256.

IMpumeuanne Crenyromas npoueaypa nepesarpy3ut GU3HIeCKUid KOMITBIOTEp MPYU U3MEHEHNH KOH(UTypauuu.
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IIpouenypa

1. Boiiaute B nntepdeiic ynpasnenus ycrpoiicrsa VRealize Automation kak nonszosaress root.

https://vrealize-automation-appliance-FQDN:5480

2. Beibepure VRA > Hacrpoiiku y3.a.

3. HaxmuTe KHOIKY TI0]] 3ar0J0BKOM «JIeHCTBHsI» CrpaBa BBEPXY, YTOOBI BKIFOUUTH MK BBIKITFOYUTD PEKUM

FIPS.

4. Haxwmure kHOnKy [a, uTo0ObI mepesamycTuth yerpoiictBo VRealize Automation.

IIpoBepka oTkintoueHus: npoTokosioB SSLv3, TLS 1.0 u TLS 1.1

B nesnsix anmapaTHOW 3aIiuThl yOeIUTECh, 4TO Pa3BepHyTOE YCTpoicTBO YerpoiictBo VRealize Automation

HCIOJB3YCT 3allIMIICHHBIC KaHAJIbl I€pEeaaYu JaHHbBIX.

Ipumeuanne Ilocne orkmouenus TLS 1.0/1.1 u Brirouennst TLS 1.2 BBIIOTHUTB ONepanyio MPUCOCANHEHHS K

KJactepy OyneT HeBO3MOKHO

HeobOxoaumble ycnoBust

Beimonaute Brirouenne TLS B koHpUTypalin TOKaIbHOTO y3a.

[Iponenypa

1. VYo6emurecs, uro SSLv3, TLS 1.0 u TLS 1.1 orkirouenst B https-o6paborunkax HAProxy ycrpoiictsa

VYerpoiicteo VRealize Automation.

IIpoBepbTe HaJIUYHE
IIpocMoTpuTe 3TOT (haiin TAKHX 3JIEMEHTOB

/etc/haproxy/conf.d/20-vcac.cfg no-sslv3 no-tlsv10 no-
tls11 force-tls12

/etc/haproxy/conf.d/30-vro- no-sslv3 no-tlsv10 no-
config.cfg tls11 force-tls12

2. [TIlepesamycTute CIyx)0y.

service haproxy restart

VMware, Inc.

B COOTBeTCTBlellIeﬁ CTPOKeE, KaK MOKa3aHOo

bind 0.0.0.0:443 ssl crt /etc/apache2/server.pem
ciphers !aNULL: !eNULL:kECDH+AESGCM: ECDH+AESGCM:RSA
+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH no-
sslv3 no-tlsvl® no-tlsvll

bind :::8283 v4v6 ssl crt /opt/vmware/etc/lighttpd/
server.pem ciphers !aNULL:!eNULL : kECDH+AESGCM: ECDH
+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA
+AES:@STRENGTH no-sslv3 no-tlsv1l® no-tlsvll
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3. Orkpoiite daiin /opt/vmware/etc/lighttpd/1lighttpd.conf u ybeaurecs, uro B Hem oToOpakaroTcs

IMMpaBUJIbHBIC 3aAITUCHU OTKJIFOYCHUS.

IMpumeuanne VYkazauus orHocutensHO otkmoucHust TLS 1.0 wm TLS 1.1 na cepsepe Lighttpd mer.
Orpannuenune ucnonb3oBanus TLS 1.1 u TLS 1.0 moxno wactuuno o6oiith, 3anperns OpenSSL
ucnonp308arh Haboper mmdpos TLS 1.0 u TLS 1.1.

"disable"
"disable"

ssl.use-sslv2

ssl.use-sslv3
4. VYo6emurech, uto nportokonsl SSLv3, TLS 1.0 u TLS 1.1 oTkiroueHs! 715t TPOKCH-CEepBepa KOHCOIH Ha
VYerpoiicteo VRealize Automation.

a) Orpenaxrupyiite daiin /etc/vcac/security.properties, 100aBuB WM U3MEHHB CICIYIOLIYIO

CTPOKY:
consoleproxy.ssl.server.protocols = TLSv1.2
6) TlepesamycTuTe CEpBEpP C TOMOIIBIO CIACAYIOMICH KOMAH/IBI:
service vcac-server restart
5. VYo6emutecs, uro SSLv3, TLS 1.0 u TLS 1.1 otkimrodens! mist ciayx6s1 vCO.

a) Haiigure Ter <Connectors> B (daiine /etc/vco/app-server/server.xml u go6aBere CAeAyOIINI

aTpulyT:
sslEnabledProtocols = "TLSv1.2"
6) Iepesamycrure ciyx0y VCO, BBIIOIHUB CIEAYIOILYI0 KOMAH/TY.

service vco-server restart

6. Vo6eaurecs, uto SSLv3, TLS 1.0 u TLS 1.1 orxumrouenst s ciayx6sr VRealize Automation.
a) Jlob6aswre crenyromiue arpudyThl K Tery <Connector> B (aiine /etc/vcac/server.xml
sslEnabledProtocols = "TLSv1.2"
6) Ilepesamycrure ciyx0y VRealize Automation, BeIoIHUB ClIeYIONIYIO KOMAHY:
service vcac-server restart
7. Yoenurecw, uto SSLv3, TLS 1.0 u TLS 1.1 orximouens! mis RabbitMQ.

Ortkpoiite daitn /etc/rabbitmqg/rabbitmqg.config u yoemurecs, uro B pasuenax ssl u ssl_options

MPUCYTCTBYET TOJIBKO {versions, ['tlsvl.2']}.

{ssl, [
{versions, ['tlsvl.2']},
{ciphers, ["AES256-SHA", "AES128-SHA"]1}
11,
{rabbit, [
{tcp_listeners, [{"127.0.0.1", 5672}]},
{frame_max, 262144},
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{ssl_listeners, [5671]},
{ssl_options, [
{cacertfile, "/etc/rabbitmq/certs/ca/cacert.pem"},
{certfile, "/etc/rabbitmq/certs/server/cert.pem"},
{keyfile, "/etc/rabbitmqg/certs/server/key.pem"},
{versions, ['tlsvl.2']},
{ciphers, ["AES256-SHA", "AES128-SHA"]},
{verify, verify_peer},
{fail_if_no_peer_cert, false}
1o
{mnesia_table_loading_timeout, 600000},
{cluster_partition_handling, autoheal},
{heartbeat, 600}

13,
{kernel, [{net_ticktime, 1203}]1}

8. [Tlepesamyctute cepep RabbitMQ.

# service rabbitmg-server restart

9. Vo6enurech, yuro SSLv3, TLS 1.0 u TLS 1.1 orkimrouenst mist ciyx0s1 VIDM.

Ortkpoiite daitn opt/vmware/horizon/workspace/conf/server.xml mis Kaxa0ro sK3emiusipa

COCIIMHHUTEIISA, KOTOPBI comepKuT SSLEnabled="true", u yoeaurech, 4T0 B HEM €CTh CIEAYIOMIast CTPOKA.

sslEnabledProtocols="TLSv1.2"

Hactpoiika nabopos mmdpos TLS mis komnoneHToB VRealize Automation

YT100bI 00ECIIEUNTh MAKCUMAIBHYIO 0€30M1aCHOCTh, HEOOXOJMMO HACTPOMUTH JIsi KoMIoHeHTOB VRealize

Automation ucnonb3oBanue KpUNTOCTOUKUX MIU(DPOB.
Iudp, corTacoBaHHBI MEXKITy CEPBEPOM U Opay3epoM, OmpeaersieT HaAeKHOCTh mrppoBanus st TLS-ceanca.

YT00BI BCETIA HCTIOIB30BATIHUCH TOIBKO KPHIITOCTONKKE MIH(PBI, OTKITFOYHUTE JETKO PACKPBIBAEMBIC IIH(PHI B
xommnoHeHTax VRealize Automation. Hacrpoiite aist cepBepa NOIIEPKKY TOJIBKO KPHITOCTOMKHUX MIU(PPOB U
HCIIOJIb30BaHKE KIIFOUEH JOCTATOIHO GONBIIOro pasmepa. Tarke ClaemayeT HACTPOUTh HAUICHKAIINH TOPSIOK IS

BCEX IU(POB.

Ortkrounte Habopbl HIM(BPOB, KOTOPbIE HE 00ECIIEUUBAIOT POBEPKY MOITMHHOCTH, HAIIpUMep HabOphI U(POB
NULL, aNULL, eNULL. Taxxe oTKIIIOYUTE aHOHUMHBIH 0OMEH KJIF04aMu 110 rnpotokony duddu-Xenmmana
(ADH), mmdpsr sxcrioptroro yposas (EXP, mudpsr, conepxane DES), kimroun pasmepom meree 128 our amst
mudpoBaHus NONE3HOM HArpy3KkH, ucrnoib3oBanne MDS B kadecTBe MexaHH3Ma XUIMPOBAHUS TS TTOJIC3HON
Harpy3sku, HaGopsl mmdpos IDEA u RC4. Voenurech Takxke, 9TO BBIKIIOYEHBI HAOOPHI MIA(PPOB, U KOTOPHIX

HCTIONB3YyeTCsl 0OMEH KiTFodamu 1o mpotokony dubpdu-Xemmmana (DHE).

OTKITIIOUEHHE JIETKO PacKpbIBaeMbIX mudppos B HA Proxy

Cpasuure mudps cinyx6sr HA Proxy ycrpoiictsa VRealize Automation co criuckom 1omycTUMBIX HPPOB U

OTKJIFOUUTE BCE TC U3 HUX, KOTOPBIC CHUTAKOTCH JICTKO PACKPBIBACMbIMH.

VMware, Inc. 28



PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

Orkrounte Habopbl MIH(PPOB, KOTOPbIE He 00ECIIEUNBAIOT POBEPKY MONTMHHOCTH, HAaIpUMep HabOophI U(POB
NULL, aNULL, eNULL. Takxe OTKIFOYHTE aHOHUMHBII OOMEH KJIrouamu 1o nporokony duddu-Xemmmana
(ADH), umdpst sxcrioptroro yposas (EXP, mudpsr, conepxane DES), kinroun pasmepom menee 128 our ast
mpoBaHUs MONE3HOI Harpy3ku, ucrnonb3oBaHune MDS B kauecTBe MexaHM3Ma XOIIMPOBAHUS JJIsI OJIC3HOM

Harpysku, Habopsr mmdpos IDEA u RC4.

IIpouenypa

1. TIpocmotrpure mmdpst B daitne /etc/haproxy/conf.d/20-vcac. cfg s qupeKTUBBI IPUBSI3KHA U

OTKJIFOUUTE BCE TC, KOTOPBIC CUUTAIOTCSA JICTKO PACKPBIBACMbBIMHU.

bind 0.0.0.0:443 ssl crt /etc/apache2/server.pem ciphers !aNULL:!eNULL :kECDH+AESGCM:ECDH
+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH no-sslv3 no-tlsv10 no-tlsvll

2. TIpocmorpure mudpst B ¢aiine /etc/haproxy/conf.d/30-vro-config.cfg mis nupextuBbl mpuBs3ku

1 OTKJIFOUYUTE BCC TC, KOTOPBIC CHUTAIOTCA JICTKO PACKPbIBAEMbIMU.

bind :::8283 v4v6 ssl crt /opt/vmware/etc/lighttpd/server.pem ciphers !aNULL: !eNULL:kECDH
+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH no-sslv3 no-tlsv10 no-

tlsvll

OTKIIIOUCHHUE JIETKO PaCKpbIBACMbIX I]_II/I(I)pOB B cny>1<6e MMPOKCHU-CEPBEpPAa KOHCOJIN HA yCTpOﬁCTBC
VYerpoiicTBo VRealize AutomationvRealize Automation

CpaBnure mmndpsbl ciryk0bl IPOKCH-cepBepa KOHCoIH Ha ycTpoiictBe VRealize Automation co crinckom

JOIMYCTUMBIX HII/I(l)pOB " OTKJIFOYUTE BCC TC M3 HUX, KOTOPLIC CUUTAIOTCA JIETKO PACKPbIBACMbBIMU.

Orkutrounte HaGOPBI MIH(PPOB, KOTOPbIE HE 00ECIIEYUBAIOT IPOBEPKY MOIIMHHOCTH, HAIPUMEpP HaOOpPbI H(POB
NULL, aNULL, eNULL. Taxxe oTKIIfOuNTEe aHOHUMHBIH 0OMEH KJIF04aMu 10 rnpotokony duddu-Xenmmana
(ADH), mmdpsr sxcrioptroro yposas (EXP, mudpsr, conepxane DES), kinroun pasmepom meree 128 our amst
mU(poBaHKs NMOJIE3HOH HArpy3KkH, ucrnoibzoBanne MDS B kadecTBe MexaHH3Ma XOUIMPOBAHUS JUTS TTOJIC3HON
Harpysku, Habopsl mmdpos IDEA u RC4.

IIpouenypa

1. Orkpoiite B TekcToBOM pegakrope daitn /etc/vcac/security.properties.

2. JloGaBbTe B (haiia CTPOKY, 4TOOBI OTKIIFOYUTH HEHYKHBIC HAOOPBI HIH(POB.

CTpoka JOIDKHA BBITIISAACTD TaK:
consoleproxy.ssl.ciphers.disallowed=cipher_suite_1, cipher_suite_2, u m. 0.

Harpumep, ato6s1 oTkITI04HTE HabOps! mrdpos AES 128 u AES 256, ucrons3yiite caeayomnyo CTPOKy:
consoleproxy.ssl.ciphers.disallowed=TLS_DH_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA, TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, TLS_DHE_DSS_WITH_AES_256_CBC_SHA,

TLS_DHE_RSA_WITH_AES_128_CBC_SHA, TLS_DHE_RSA_WITH_AES_256_CBC_SHA

3. TlepesamycTuTe CepBep C MOMOIIBIO CIACSAYHOUICH KOMAH/IBI:

service vcac-server restart
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OTkITroueHNe JIETKO pacKpbiBaeMbIX mu(poB B ciryxkde vCO YerpoiictBo vVRealize Automation

Cpasnute wudpsl cryx6s1 VCO Yerpoiicto VRealize Automation co crnimckom 1omycTUMBIX MIH(BPOB U

OTKJIFOUUTE BCE T€ U3 HUX, KOTOPBIE CUUTAIOTCA JIETKO PACKPBIBA€EMBIMU.

OTximourte HAOOPHI MIM(POB, KOTOPBIE HE 00ECIIEYUBAIOT TPOBEPKY NMOUTMHHOCTH, HAIIpUMep HaOOphI MH(POB
NULL, aNULL, eNULL. Takxe oTKIr0YATEe aHOHUMHBIH 00OMEH Kirouamu 1o npotokony duddu-Xenimana
(ADH), mmdpsr sxcrioptroro yposas (EXP, mudpsr, conepkamnme DES), kiroun pasmepom meree 128 6ur st
QG pOBaHKS MONE3HOM HArpy3KkH, ucrnosib3oBanne MDS B kadecTBe MexaHW3Ma XOIIMPOBAHMS JUTS TTOJIE3HON

Harpy3ku, Habopsl mudpos IDEA u RCA4.

[Iponenypa
1. Haiinure B ¢aiine /etc/vco/app-server/server.xml ter <Connectors.
2. U3zmenute wim jobaBbTe aTpuOyT mudpa, 4To0bl MPUMEHUTH HEOOXOANMBIE HA0OPBI MIN(POB.

ITpumep:

ciphers="TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_E
CDSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES_256_GC
M_SHA384,TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_R
SA_WITH_AES_256_CBC_SHA384”

OTkJTroueHIe JIETKO pacKpbhiBaeMbIX MH(PoB B cirykOe RabbitMQ YcerpoiictBo vRealize Automation

CpasnuTe wudpsl cryx6s1 RabbitMQ VYerpoiicteo VRealize Automation co crimckom nonycTuMbix mugpoB u

OTKJIFOUUTE TE€ U3 HUX, KOTOPBIC CHUTAIOTCA JIETKO PACKPBIBAEMbBIMH.

Otximtourte HAOOPBI HIM(POB, KOTOPbIE HE 00ECIIEYMBAIOT TPOBEPKY MOIMHHOCTH, HAIIpUMep HaOOphl MKH(POB
NULL, aNULL, eNULL. Takxe oTKIr0YATEe aHOHUMHBII 0OMEH Kirodamu 1o npotokony duddu-Xenimana
(ADH), mmdpsr sxcrioptroro yposas (EXP, mudpsr, conepkanme DES), kiroun pasmepom meree 128 6ur st
U pPOBAHKS MONE3HOM HArpy3KkH, ucrnoib3oBanne MDS B kadecTBe MexaHW3Ma XAIIMPOBAHMS TS TIOJIC3HON

Harpy3ku, Habopsel mudpos IDEA u RCA4.

[Iponenypa

1. TlIpoBepsbre nOMIEPKUBAEMbIE HAOOPHI MU(PPOB € MOMOIILI0 KOMaH/Ibl # /usr/sbin/rabbitmgctl eval

'ssl:cipher_suites().".

B nokaszanHOM HIKe MpUMepe BO3BPAIEHBI TOJIBKO Mo iepkuBaemMbie mudpsl. Cepsep RabbitMQ e
UCIIONB3YeT U He 00BsBISIET 3TH WK(pbI, ecinu B daitne rabbitmq.config et coorBercTBYIOIIIX

HACTPOEK.

["ECDHE-ECDSA-AES256—-GCM-SHA384" , "ECDHE-RSA-AES256-GCM-SHA384" ,
"ECDHE-ECDSA-AES256-SHA384" , "ECDHE-RSA-AES256-SHA384",
"ECDH-ECDSA-AES256-GCM-SHA384" , "ECDH-RSA-AES256-GCM-SHA384" ,
"ECDH-ECDSA-AES256-SHA384" , "ECDH-RSA-AES256-SHA384",
"DHE-RSA-AES256-GCM-SHA384" , "DHE-DSS-AES256-GCM-SHA384" ,
"DHE—-RSA-AES256-SHA256" , "DHE-DSS-AES256-SHA256" , "AES256-GCM-SHA384",
"AES256-SHA256" , "ECDHE-ECDSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256" , "ECDHE-ECDSA-AES128-SHA256" ,
"ECDHE-RSA-AES128-SHA256" , "ECDH-ECDSA-AES128-GCM-SHA256" ,
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"ECDH-RSA-AES128-GCM-SHA256" , "ECDH-ECDSA-AES128-SHA256" ,
"ECDH-RSA-AES128-SHA256" , "DHE-RSA-AES128-GCM-SHA256" ,
"DHE-DSS-AES128-GCM-SHA256" , "DHE-RSA-AES128-SHA256" , "DHE-DSS-AES128-SHA256",
"AES128-GCM-SHA256" , "AES128-SHA256" , "ECDHE-ECDSA-AES256-SHA" ,
"ECDHE-RSA-AES256-SHA" , "DHE-RSA-AES256—-SHA" , "DHE-DSS—-AES256-SHA",
"ECDH-ECDSA-AES256—-SHA", "ECDH-RSA-AES256-SHA" , "AES256-SHA" ,
"ECDHE-ECDSA-DES—-CBC3-SHA", "ECDHE-RSA-DES-CBC3-SHA" , "EDH-RSA-DES—-CBC3-SHA",
"EDH-DSS-DES-CBC3-SHA" , "ECDH-ECDSA-DES-CBC3-SHA" , "ECDH-RSA-DES-CBC3-SHA",
"DES-CBC3-SHA", "ECDHE-ECDSA-AES128-SHA" , "ECDHE-RSA-AES128-SHA",
"DHE-RSA-AES128-SHA", "DHE-DSS—AES128-SHA" , "ECDH-ECDSA-AES128-SHA",
"ECDH-RSA-AES128-SHA", "AES128-SHA" ]

2. BriOepure U3 NOIICP)KUBACMBIX IIH(PPOB T€, KOTOPbIE OTBEYAIOT TPEOOBAHHAM K OS30IIaCHOCTH Barlei
OpraHu3aIH.

Hanpumep, uro0s! paspemnTs Toinbko ECDHE-ECDSA-AES128-GCM-SHA256 & ECDHE-ECDSA-AES256-GCM-
SHA384, nposepste daiin /etc/rabbitmqg/rabbitmq.config u no6assre B pasznene ssl u ssl_options

CIIE/IYIOILYIO CTPOKY:
{ciphers, [“ECDHE-ECDSA-AES128-GCM-SHA256”, “ECDHE-ECDSA-AES256-GCM-SHA384”]}
3. [Ilepesamycrure cepsep RabbitMQ ¢ momoripto cienyromieir KOMaH b

service rabbitmg-server restart

HpOBepKa 0e30IMacHOCTH HEaKTUBHBIX JaHHBIX

HpOBCpBTC 6630HaCHOCTL HOJILBOBaTeJICﬁ 6a351 JaHHBbIX U y‘{eTHBIX JaHHBbIX, HCHOHBSyeMLIX C vReaIize
Automation.

ITonme3oBarenns Postgres

VYuerHas 3anuch noib3oarens Postgres Linux mpussizana kK posid y4eTHOM 3aicH Cyneprob3oBarelis 0aspl
nanubeix Postgres, mo ymondanuio 31o 3a6I0KHpOBaHHAS YUeTHAsI 3aUCh. JTO camasi Oe30macHas KOHpHUTyparusi
JUTSL TAHHOTO TIO0JIb30BATeIs, TaK KaK JJOCTYIT K Hel MOXKHO MOJIYYHTh TOJBKO W3 YYCTHOH 3aIMCH MOJIb30BATEIIs

root. He cHumaiite OJ0KMPOBKY 3TOH yUETHOW 3alMCH MTOJIb30BATEIIS.

Ponu yquHOﬁ 3aIliCH T0JIB30BaTEIs 0a3hl JaHHBIX

Ponu yaetHoit 3anucu nons3oarenst Postgres mo ymordannio He JOJDKHBI HCIIOJIB30BATHCS 3a MpeieiaMu
(DYHKIMOHAIBHBIX BO3MOYKHOCTEH NPUIOKEHHsI. B 1essix noiaep:kku eiicTBuii 0030pa 1 0TYETHOCTH 0a3bl
JIAHHBIX, HE MCIOJIB3YEMOH 110 YMOIYaHHIO, HEOOX0ANMO CO3/aTh JOMOIHUTEIBHYIO YUETHYIO 3alHCh, a Mapoib —

3aIUIIeH HaUIeKAIIM 00pa3oM.

3armycTuTe CIeIyIoNui clieHapuil B KOMaHHOM CTpOKe:

vcac-vami add-db-user newUsername newPassword

Byner co3nan HOBBIN 10JIB30BATEIND, U 3TOT M10JIB30BATEID 3a1aCT MAPOIb.

[IpnMe'laHne OToT CHeHapI/II‘/II HeOGXO}II/IMO UCIIOJIB30BaTh AJIsA 0a3bl JaHHBIX POStgreS B TEX ClIy4adX, Korjga

UCIIONB3yeTcsl HacTpoiika Postgres «rmaBHBIA-IOMYNHEHHBIN» BBICOKOI OCTYITHOCTH.
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Hactpolika npoBepku nommHHOCTH KiueHTa PostgreSQL

Y6eautech, 4TO MPOBEPKA MOTHHHOCTH JIOKAIBLHOTO TOBEPUs HE HACTpOeHa st Oas3el maHHbIX PostgreSQL
yerpoiicta VRealize Automation. Dra xorpurypanus mo3BossieT JF000My JTOKaIBHOMY MOJIb30BATEII0, BKIIFOUas

CYTIEpPIIONB30BaTeNst 0a3bl JaHHBIX, MTOAKITIOUAaThCS Kak Jr000My monbk3oBaremio PostgreSQL 6e3 mapoist.
Ilpumeuanue YdeTHas 3aluCh Cyneprnonb3oBaresnsi Postgres momkna octaBaThest Kak JIOKaIbHOE JTOBEpHE.

PeKOMeHI[yeTCﬂ MCETOA HPOBCPKHU NOATTMHHOCTH md5, ITOCKOJIBKY OH OTHPAaBJISICT 3aH.II/I(1)pOBaHHBIC napoJu.

[TapameTps! KOHGHUTYpaIK TPOBEPKH MOJIMHHOCTH KIIMEHTa HaxoasTest B (aiie /storage/db/pgdata/
pg_hba. conf.

# TYPE DATABASE USER ADDRESS METHOD

# "local™ is for Unix domain socket connections only

local all postgres trust
# IPv4 local connections:

#host all all 127.0.0.1/32 md5
hostssl all all 127.0.0.1/32 md5

# IPv6 local connections:

#host all all ::1/128 md5
hostssl all all ::1/128 md5

# Allow remote connections for VCAC user.

#host vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac ::0/0 md5

# Allow remote connections for VCAC replication user.

#host vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication ::0/0 md5

# Allow replication connections by a user with the replication privilege.
#host replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication ::0/0 md5

[Tpu u3menenuu daiina pg_hba. conf neobxoaumo nepesamycruth cepsep Postgres, Beimonuus crenyrorime

KOMaH/bI 10 TOTO, KaK M3MEHEHUS BCTYIAT B CHITY.
# cd /opt/vmware/vpostgres/9.2/bin

# su postgres
# ./pg_ctl restart -D /storage/db/pgdata/ -m fast

Hacrpoiika pecypcoB npunoxenus: VRealize Automation

[TpocmorpuTte pecypesl npuinokenns VRealize Automation u orpanuuste paspeuienus st daitsios.
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IIpouenypa

1.

BbImosiHUTE Clleayonyo KoMaHy, 4To0bl yoeauTres, uto daisl ¢ Habopamu 6uros SUID u GUID BepHo

OTIpE/ICIICHBI.

find / -path /proc -prune -o -type f —-perm +6000 -1s

J1OJDKEH MOSABUTBCS CIIELYIOLIMNA CIIUCOK.

2197357 24 —rwsr-xr-x
set-default-helper

2197354 16 —rwxr-sr-x 1 root
read-auth-helper

2197353 12 —-rwsr-x——-— 1 root
grant-helper-pam

2197352 20 —rwxr-sr-x 1 root
grant-helper

2197351 20 —rwxr-sr-x 1 root
explicit-grant-helper

2197356 24 —rwxr-sr-x 1 root
revoke-helper

2188203 460 -rws—-x——x 1 root
2138858 12 —rwxr-sr-x 1 root
2142482 144 -rwsr-xr-x 1 root
2142477 164 -rwsr-xr-x 1 root
2142467 156 —-rwsr-xr-x 1 root
1458298 364 -rwsr-xr-x 1 root
2142481 64 —rwsr-xr-x 1 root
1458249 40 -rwsr—-x——— 1 root
2142478 148 -rwsr-xr-x 1 root
2142480 156 —-rwsr-xr-x 1 root
2142479 48 —rwsr-xr-x 1 root
311484 48 —rwsr—-x——— 1 root
launch-helper

876574 36 —rwsr-xr-x 1 root
876648 12 —rwsr-xr-x 1 root
49308 68 —rwsr—-xr-x 1 root
1130552 40 -rwsr-xr-x 1 root
1130511 40 -rwsr-xr-x 1 root
1130600 100 -rwsr-xr-x 1 root
1130601 72 —rwsr-xr-x 1 root
1130512 36 —-rwsr—-xr-x 1 root

dbus-1/dbus—daemon-launch-helper

1 polkituser root

polkituser

polkituser

polkituser

polkituser

polkituser

root
tty
root
shadow
shadow
root
root
trusted
shadow
shadow
shadow
messagebus

shadow

shadow

root
root
root
root
root
root

23176 Mar

14856 Mar

10744 Mar

19208 Mar

19008 Mar

23160 Mar

465364
10680
142890
161782
152850
365787
57776
40432
146459
152387
46967

Apr 21
May 10
Sep 15
Sep 15
Sep 15
Jul 22
Sep 15
Mar 18
Sep 15
Sep 15
Sep 15

31

31

31

31

31

31

2

2015 /usr/lib/PolicyKit/polkit-

2015 /usr/lib/PolicyKit/polkit-

2015 /usr/lib/PolicyKit/polkit-

2015 /usr/lib/PolicyKit/polkit-

2015 /usr/lib/PolicyKit/polkit-

2015 /usr/lib/PolicyKit/polkit-

2:38
2010
2015
2015
2015
2015
2015
2015
2015
2015
2015

/usr/1ib64/ssh/ssh-keysign
/usr/sbin/utempter
/usr/bin/passwd
/usr/bin/chage
/usr/bin/chfn
/usr/bin/sudo
/usr/bin/newgrp
/usr/bin/crontab
/usr/bin/chsh
/usr/bin/gpasswd
/usr/bin/expiry

47912 Sep 16 2014 /1ib64/dbus-1/dbus-daemon-

35688 Apr 10 2014 /sbin/unix_chkpwd
10736 Dec 16 2011 /sbin/unix2_chkpwd
63376 May 27 2015 /opt/likewise/bin/ksu

40016 Apr 16
40048 Apr 15
94808 Mar 11
69240 Mar 11
35792 Apr 15

2015 /bin/su

2011 /bin/ping

2015 /bin/mount

2015 /bin/umount

2011 /bin/ping6 2012 /1ib64/

BeinonauTe ciaeayronyto KOMaHay, 4To0sl yoeaurest, 4to Bce (aiiyibl Ha BUPTYaJIbHOM YCTPOICTBE HMEIOT

BJIaJIEIIBIIA.

find / -path /proc -prune -o -nouser -o -nogroup

[IpoBepsTe paspemienns st Bcex (aiioB sl BUPTYAIbHOTO YCTPOHCTBA, YTOOBI yOSIUTHCS, YTO HUA B OANH

N3 HUX HEJIB3A 3allMCaTh JAaHHBIC C ITIOMOIIBIO 3aITyCKa cneﬂy}omeﬁ KOMaH/IbI.

e %M

find / —-name
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4. BrImonHUTe CASAYIONIYI0 KOMAH/y, 4TOObI YOSIUTHCS, YTO MPABUIBHBIMU (aillaMK BIaJCET TOIbKO

10JIb30BaTeiib Vcac.

find / —-name "proc" -prune -o -user vcac -print | egrep -v —e "*/vcac/*" | egrep -v -e "*/

vmware-vcac/*"

Ecnu He mosBUTCS HU OJHOT'O pe3yJsibTara, BJIaJC/IbIICM BCCX IMPAaBUJIbHBIX (baﬁﬂOB SABJISACTCA TOJIBKO

TI0JIB30BaTeJIb VCAcC.

5. VYoenutech, uto cienyroiiue Gaiibl JOCTYIHBI JUIsl 3a[IKCH TOJIBKO MOJIh30BaTel0 VCac.
/etc/vcac/vcac/security.properties
/etc/vcac/vcac/solution-users.properties
/etc/vcac/vcac/sso-admin.properties
/etc/vcac/vcac/vcac.keystore
/etc/vcac/vcac/vcac.properties
Taxoke TpoBepsTe crieaytomue (ailiibl 1 X BIOKCHHBIC KaTaJIOTH
/var/log/vcac/*

/var/lib/vcac/*
/var/cache/vcac/*

6. y6eZ[I/IT€Cb, 4YTO MMPaBUJIBbHBIC (i)aﬁnm B CIICAYIONIUX KaTaJlorax U UX BJIOXKCHHBIX KaTaJ0raX MOXKET YUTATbh

TOJIBKO TOJIBb30BaTENb rOOt 1 veac.
/etc/vcac/*

/var/log/vcac/*
/var/1lib/vcac/*
/var/cache/vcac/*

7. Ybenutech, 4TO BIaJICIbLIEM MPABWIBHBIX (DAIJIOB SBISETCS TOIBKO MOJIB30BaTEN b FOOt MK VCO, Kak

IMOKa3aHO B CJICAYIOMIUX KaTajlorax U X BJIOXKCHHBIX KaTaJiorax.
/etc/vco/*

/var/log/vco/*

/var/1lib/vco/*

/var/cache/vco/*

8. VYbenutech, 4TO JOCTYII K 3aMMCH MTPABUIILHBIX (aiijIOB UMEET TOJIBKO MOJIb30BaTe b rOO0t mituk VCo, kak

IMOKa3aHO B CICAYIONIUX KaTajlorax U UX BJIOXKCHHBIX KaTaJiorax.
/etc/vco/*

/var/log/vco/*

/var/1lib/vco/*
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/var/cache/vco/*

9. Vb6eautech, 4TO JOCTYI K YTCHHIO MPABUIBHBIX (AiiIOB MMEET TONBKO MOJIb30BaTeNb FOOt MK VCO, Kak

IMOKa3aHO B CJICAYIOMIUX KaTajlorax U UX BJIOKCHHBIX KaTaJiorax.
/etc/vco/*

/var/log/vco/*

/var/1lib/vco/*

/var/cache/vco/*

Hactpoiika koHpurypaimm mpokcu-cepepa KoHCOIN

MoXHO HacTpOUTh KOH(QUTrypauuio yaaieHHol korconn VRealize Automation mis 6omee ObICTpOro ycTpaHeHUs

HETIOJIAAO0K U PEHICHUA OPraHU3allMOHHBIX BOIIPOCOB.

Bo Bpewmst ycTaHOBKHM, HaCTpoku win obcimyxkuBanus VRealize Automation Bel MoxeTe H3MEHSTH ONpPE/ICICHHBIC
napaMeTpsbl, YT0OBI aKTHBHUPOBATh YCTPAHEHUE HETOJA/I0K U OTIIAJIKY B cucteMe. BHocuTe B Katasor n
MOZIBEpraifTe MPOBEPKE KaXJ0€ TAKOE N3MEHEHHE, YTOObI 00ECTIEUNTh HAATIEKAIIYIO 3aIUTy COOTBETCTBYIOIINX
KOMIIOHEHTOB B COOTBETCTBHHM C UX NMpUMeHeHHeM. He mepexoaure K 3Tany NpoOU3BOACTBA, €CIIH HE YBEPEHBHI B
6e301macHOCTH U3MEHEHNH KOH(UTypannu.

Hactpoiika cpoxka aeiictBust 6miera VMware Remote Console

MosxHo HACTpPOUTH NCPHUOL ﬂeﬁCTBHH OHUIIETOB yz(aneHHoﬁ KOHCOJI, KOTOPBIC UCIIOJB3YIOTCA IPU YCTAHOBKE

coennnenuii VMware Remote Console.

Korna monb3oBarens ycranapausaer coeaunenus VMware Remote Console, cucrema cosmaer u Bo3Bpamaer
OJIHOPA30BbIE YUETHBIC JAHHBIE, C TOMOIIBIO KOTOPIX YCTAHABIMBAETCS OTAEIBHOE COEUHEHUE C BUPTYAIbHOM

MamHon. MokHO 3a4aThb B Ka4C€CTBC CPOKa I[eflCTBPIfI ounera KOHKpCTHLIﬁ nepuog BpeMCHU B MUHYTax.

IIpouenypa
1. Orxkpoiite B TekcToBOM peaakrope daiin /etc/vcac/security.properties.
2. JlobGaBwte B (haiin cTpoKy B TakoM (opmare: consoleproxy.ticket.validitySec=30

B aroit CTPOKE YHUCJIOBOC 3HAYCHUC YKA3BIBACT Ha KOJIMYCCTBO MUHYT, MMOCJIC KOTOPBIX ouner NepeCcTaHeT

JIECTBOBATh.
3. Coxpanute (aily U 3aKpOTE €ro.
4. Tlepe3amyctute VCaC-cepBep ¢ MOMOIIBIO KOMaH bl /etc/init.d/vcac-server restart

B kauecTBe cpoka aelcTBus Ounerta OyAeT yka3aH 3aJaHHBII IEPHOJ BPEMEHH B MHHYTAX.

Hacrpoiika nopta npokcu-cepepa KOHCOIH

MOoJKHO HACTPOHTH OPT, Ha KOTOPOM Ipokcu-cepsep kKoncomn VMware Remote Console Oyzer npocnyumBars

COOOIIEHNS.
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IIpouenypa
1. Ortkpoiite B TekcTOoBOM penakrope ¢aiin /etc/vcac/security.properties.
2. JlobGaBwre B (haiin CTPOKY B TakoM (opmare: consoleproxy.service.port=8445

UYucnoBoe 3HAYEHHE YKA3bIBAECT HA HOMEP MOPTa CIIYy>KOBI IPOKCH-CEpBEPa KOHCOIH, B JAHHOM CITydae —

8445.
3. Coxpanute ails u 3aKpoiite ero.
4. Tlepesamyctute VCaC-cepBep ¢ MOMOIIBI0 KOMaHIbl /etc/init.d/vcac-server restart.

HOMep nopra CJ'Iy)K6BI IMPOKCHU-CCPBEpa 6y}_'[€T HU3MCHCH Ha 3aﬂaHHBIfI HOMED.

Hacrpoiika 3aronoBka orsera X-XSS-Protection

Ho6asbTe 3aronoBok oteera X-XSS-Protection B ¢aiin kordurypammun HAProxy.

IIpouenypa
1. Orxkpoiite ast penakrupoBanus daiin /etc/haproxy/conf.d/20-vcac.cfg.

2. JlobGaBbTe CHEAyIOIINE CTPOKH B KITMEHTCKOW YaCTH:

rspdel X-XSS-Protection:\ 1;\ mode=block
rspadd X-XSS-Protection:\ 1;\ mode=block

3. [Ilepesarpysure korpurypamnuo HAProxy ¢ moMompio cieayromei KoMaHIbl:

/etc/init.d/haproxy reload

Hacrpoiika 3aronoBka orseta X-Content-Type-Options

Hob6aebTe 3aronoBok oreera X-Content-Type-Options B koudurypanuro HAProxy.

[Iponenypa
1. Ortkpoitre s penakrupoBanus ¢aiin /etc/haproxy/conf.d/20-vcac.cfg.

2. JlobaBbTe CIEAYIONIME CTPOKH B KJIMEHTCKON YaCTH:
http-response set-header X-Content-Type-Options nosniff

3. [Ilepesarpysure kordurypamuo HAProxy ¢ momomipio cieayronei KoMaHIbl:

/etc/init.d/haproxy reload

HacTtpoiika 3aronoBka orBeta HTTP Strict Transport Security

JHo6aseTe B KOHUTypanuio HAProxy saronosok orseta HTTP Strict Transport (HSTS).

IIpouenypa

1. Orxkpoiire amst penakruposanus daitn /etc/haproxy/conf.d/20-vcac.cfg.
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2. JloGaBbTe ciienyloue CTPOKH B KJIMSHTCKON YacTH:

rspdel Strict-Transport-Security:\ max-—-age=31536000
rspadd Strict-Transport-Security:\ max-—-age=31536000

3. TIlepesarpysute koHpurypamuo HAProxy ¢ momormisio cienyrorieii KOMaHIbI:

/etc/init.d/haproxy reload

Hacrpoiika 3aronoBka orsera X-Frame-Options
B HekoTophIx citydasix 3aroioBok oteera X-Frame-Options MoxeT HOsIBIASTBCS BB
3aronoBok otBetoB X-Frame-Options mossisiercest [BaX 161 M3-3a TOTO, UTO Caysk6a VIDM mobasiser sToT
3aroyioBoK B cepBepHoil yactu u B HAProxy. Takoro yiBoeHus: MOXXHO H30€KaTh C MOMOIIBIO MTPABUIIbHBIX
HACTPOCK.
I[Tpouemypa
1. Orxkpoiire aist penakruposanus daitn /etc/haproxy/conf.d/20-vcac.cfg.
2. Haiigure creayromny CTpOKy B KIMEHTCKOM 4acTu:
rspadd X-Frame-Options:\ SAMEORIGIN
3. [Tlepen cTpoKoii, KOTOPYIO BbI HAIILIH B MPEABIIYIIEM IHare, 100aBbTe TAKUE CTPOKH:
rspdel X-Frame-Options:\ SAMEORIGIN
4. TIlepesarpysure koHpurypamuo HAProxy ¢ momousto cienyroleil KoMaH bl

/etc/init.d/haproxy reload

Hacrpolika 3aroioBKOB OTBETOB cepBepa

Pexomenyercs HacTpouTh cucteMy VRealize Automation, utoObr ona orpanryrBaia HHGOPMAIUIO, TOCTYITHYIO

MOTCHIMAJIbHBIM 3JIOYMbBIIIJICHHHUKAM.

B MakcuManbsHO BO3MOKHOHM CTENEHH MUHUMH3HPYHTE KOJTHIECTBO HH(OPMAIIUN 00 YIOCTOBEPEHHSIX U BEPCHUH,
JIOCTYT K KOTOPOM MPEAOoCTaBIseT UCIIONb3yeMasi CUCTEMa. XaKephl U 3JI0YMBIIIEHHUKH MOT'YT MCIOJIb30BaTh 3TH
CBCACHUA IJIs1 IOATOTOBKU aTaK, HAIIPABJICHHBIX Ha Be6-cepBep HJIKn BEPCHUIO.

Hacrpoiika 3aronoBka oreera cepsepa Lighttpd

PexoMentyeTcst co3/1ath MyCcTOl 3arooBok st cepsepa Lighttpd ycrpoiictsa vRealize Automation.

IIpouenypa
1. Orxkpoiite B TekcTOBOM peaakrope daitn /opt/vmware/etc/lighttpd/lighttpd.conf.

2. JlobGaBbre B (haiin 3amuch server.tag =

3. CoxpaHuTe U3MEHEHHUS U 3aKpOUTe (hail.
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4. Tlepesanyctute cepsep Lighttpd ¢ momorbio komansr # /opt/vmware/etc/init.d/vami-lighttp

restart.

Hactpoiika 3aromoBka orsera TCServer misa ycrpoiictea VRealize Automation
PexoMeH 1yeTcst co3/1aTh TOJIb30BATELCKHUI MyCTOM 3aroloBOK oTBeTa cepepa T CServer, ucronb3yeMblii ¢
ycrpoiicteom VRealize Automation, 4ro6sl orpaHUYNUTE PUCK MOTYYEHHS 37I0YMBIIUIEHHUKAMU [[CHHON
nH(pOpPMAIINH.
IIpouenypa
1. Orxkpoiite B TekcTOBOM penakrope daiin /etc/vco/app-server/server.xml.
2. JloGaBbre server=" ". B KaxIbli 27eMeHT <Connectors.

Hampumep, <Connector protocol="HTTP/1.1" server="" ........ />.
3. CoxpaHuTe U3MEHEHHsI U 3aKpoiiTe (aiii.
4. Tlepe3amycTuTe CepBEP C MOMOIIBIO CAEAYIOMICH KOMAaH/IbI:

service vco-server restart

Hacrpoiika 3aronoBka orera cepsepa ciryx0 1S

B nensix 6e30macHOCTH PEKOMEH/IYeTCsl CO3aTh T0b30BATEIBCKHI ITyCTOH 3aronoBokK s cepeepa ciyxo 1S,
ucnonb3yemoro ¢ ldentity Appliance, 4to0bl orpaHUYHUTH PUCK MMOTYYEHHS 3JI0YMBIIIICHHUKAMH [IEHHON

uHpopmaIuy.

IIpouenypa

1. Orxkpoiire B TekcToBoM peaakrope daitn C: \Windows\System32\inetsrv\urlscan\UrlScan.ini.
2. Haiinure 3anuch RemoveServerHeader=0 1 U3MeHNTE ee Ha RemoveServerHeader=1..

3. CoxpaHuTe U3MEHEHHsI U 3aKpoiiTe (aiii.
4

[IepesanyctuTe cepBep ¢ MOMOIIBIO KOMaH/bl iisreset.

Crnenytolue 1maru

Ortkurrounte 3aronoBok ciyxo6 1S X-Powered By, ynanus 3aronosku orseta HT TP u3 crnincka Ha koHcONMN

nucreTaepa ciyxo IIS.
1. Ortkpoiite KOHCOJIB qucnerdepa ciyxo 11S.
2. Orxkpoiite 3aronoBok oteeta HTTP u ynamure ero u3 crnucka.

3. [IlepesamycTuTe cepBep ¢ IMOMOLIBIO KOMaHIbI iisreset.

Hactpoiika BpemeHnn oxuianus ceanca YcrporctBo VRealize Automation

Hacrpoiite napameTp BpeMeHH OXuIaHus ceanca Ha YerpoiictBo VRealize Automation B coorBercTBum ¢

MOJUTUKON OE30MaCHOCTH OpTaHM3aIUH.
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Bpewmst oxuanust ceanca YerpoiictBo VRealize Automation mo ymonuanuio B OTCYyTCTBHE aKTHBHOCTH
nons3oBatests coctapisier 30 MuHyT. UTOOBI MPUBECTH ATO 3HAYCHHE BPEMEHH OXKH/IAHHS B COOTBETCTBHE
HOJUTUKE 0E30MacHOCTH OpraHu3alny, n3MeHute daiin web . xml Ha koMmnbroTepe y3na YerpoiictBo VRealize
Automation.

IIpouenypa

1. Orxpoiire ¢aiin /usr/1lib/vcac/server/webapps/vcac/WEB-INF/web.xml B TEKCTOBOM peaakTope.

2. Haiigure session-config u HacTpoiite 3HaueHue session-timeout. Cm. crnenyrommii odopaser koja.

<!—— 30 minutes session expiration time ——>

<session-config>
<session-timeout>30</session-timeout>
<tracking-mode>COOKIE</tracking-mode>
<cookie-config>

<path>/</path>

</cookie-config>

</session-config>

3. TlepesamycTuTe CEpBep C MOMOIIBIO CIACAYIONIECH KOMAH/IBI.

service vcac-server restart

YHpaBJ'IeHI/Ie BCIIOMOI'aTCJIbHBIM IIPOT'PAMMHBIM oOecrieueHueM

I[J'IH MUHUMMU3AIUU PUCKOB 0e30IMacHOCTH yAaluTe Ui HaCTpOfITC BCIIOMOTaTCJIbHOC MPOIrpaMMHOC obecricueHre

Ha KommbroTepax y3iaoB VRealize Automation.

Hacrpoiite Bce mporpammHoe obecredeHue, KoTopoe He Oy/eT ynaaeHo, B COOTBETCTBHU ¢ PEKOMCHIAIIMAME U
MPAKTHYSCKUMH YKA3aHUSIMU [0 OE30MaCHOCTH, MPEOCTABISIEMBIMU TIOCTABIIMKOM 3TOT0 MPOrPAMMHOTO

obecrieueHnst, 9T00bI MUHUMHU3UPOBATh CIIOCOOHOCTH Takoro 10 co3maBaTh HapymeHUsT 0€30TTaCHOCTH.

3ammTa 06paboTunka 3anoMuHaromx USB-ycTpoiicTB

Zamurure 06padoTunk 3amomuHamUIX USB-ycTpoiicTB, YTOOBI PEIOTBPATUTE €0 MCIOIB30BAHIE Kak
obpaborurka USB-ycTpoiicT ¢ KoMIIbIOTEpaMHU y3JI0B BUPTyaibHOTo yerpoiictea VMware. IToTeHiuaibHbie

3JIOYMBIIIIJICHHUKHU MOTYT HUCIIOJIb30BAaTh 9TOT O6pa60T‘lI/IK, 4TOOKI CKOMIIPOMETUPOBATH CUCTEMY.

[Iponenypa
1. Orxkpoiire ¢aiin /etc/modprobe.conf.local B TekcToBOM pemakrope.

2. VYoenutecs, uto B (haiiie ecth CTpoka install usb-storage /bin/true.
3. Coxpanurte (aily u 3aKpoiiTe €ro.

3ammTa 00paboTunka mpoTokosioB Bluetooth

Zamurure 06pabotunk mportokonos Bluetooth Ha koMmbroTEpax y31M0B BUPTYaIbHOTO YCTPOHCTBA, YTOOBI

MpeAOTBPATUTDH €TI0 UCTIOJIB30BAHUC NOTCHIIUAJIbHBIMU 3JIOYMBIIIJICHHUKAMU.
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Ipuss3siBanue nporokona Bluetooth k crexy cetu He sBisieTcst HEOOXOAMMBIM. DTO IEHCTBHE MOXKET YBEITHUUTh
MOBEPXHOCTD aTaKH y3Ja.
IIpouenypa
1. Orxpoiire ¢aiin /etc/modprobe.conf.local B TekcToBOM pemakrope.
2. Yo6enutech, uto B (haiisie ecTh CleayIoNIas CTPOKa.
install bluetooth /bin/true

3. CoxpanuTte Gais u 3aKpoiite ero.

3amura nporokosia SCTP (Stream Control Transmission)

Crenaiite tak, uto6s1 mpotokonn SCTP (Stream Control Transmission) e 3arpy»xaicsi B cHCTEME 10
yYMOITYaHuI0. [10TeHIHAIbHbIC 3T0yMBIIUICHHUKA MOT'YT HCIIOJb30BaTh 3TOT IPOTOKOJ, YTOOBI CKOMIIPOMETHPOBATh

cHCTEMY.

Hacrpoiite cucteMy Ha mpeaoTBpaiienue 3arpy3ku Moaysist mporokoia SCTP (Stream Control Transmission), 3a
UCKJIFOUYCHHEM CITy4aeB, KOrma 31o abcomoTHo Heobxoaumo. [Iportokon SCTP sBnsercs Hencnonb3yeMbim
MPOTOKOJIOM TPaHCIOPTHOTO ypoBHs cranaapra |[ETF. TIpuBs3piBaHre 3TOro MpOTOKOJIA K CTEKY CETH YBEINYNBACT
IMMOBEPXHOCTH aTakKu y3Jia. HerI/IBI/IHeFHpOBaHHLIe JIOKQJIBHBIC ITPOLIECChI MOI'YT 3aCTaBUTh AAPO AMHAMUYCCKU
3arpy3uTh 00pabOTYUK MPOTOKOJIOB, OTKPBIB COKET € MIOMOIIIBIO 3TOTO MPOTOKOJIA.

[Ipoueaypa

1. Ortkpoiire daitn /etc/modprobe.conf.local B TekcToBOM penakrope.

2. VYoenutecs, uTo B (haiiie ecTh CICAYIOIIAs CTPOKa.

install sctp /bin/true

3. Coxpanute ails u 3aKpoiite ero.

3amuta nporokosia DCCP (Datagram Congestion Protocol)

B pamkax JeHCTBHI TI0 YCHIICHHIO 3aIlIUThl CHCTEMBI clieraiiTe Tak, 4toosl mpotokon DCCP (Datagram
Congestion Protocol) He 3arpy»xaics Ha KOMIIBIOTEPAX y3JI0B BUPTYaJILHOIO yCTPOMCTBA 110 YMOIYAHHMIO.

HOTeHIII/IaJ'H)HLIe 3JIOYMBIIIIJICHHUKHU MOTYT UCIIOJIB30BATh 3TOT IMPOTOKOII, 4TOOBI CKOMIIPOMETUPOBATH CUCTEMY.

He 3arpyskaiite moxyns nmporokona DCCP (Datagram Congestion Protocol), eciu 510 He siBisieTcst aBComoTHO
HeobxoxumbiM. [Tporokon DCCP siBisieTcst npejaraeMbIM MPOTOKOJIOM TPAHCIIOPTHOTO YPOBHSI, KOTOPBIi He
UCIONb3yeTcst. [[pUBSI3bIBAHKE 3TOTO MPOTOKOJIA K CTEKY CETH YBEIMYUBACT TIOBEPXHOCTH ATaKU y3JIa.
HenpusuiiernpoBaHHbIe JOKaIbHbIE POLECCHl MOIYT 3aCTABUTh SIPO UHAMUYECKH 3arpy3UTh 00pabOTUHK

IIPOTOKOJIOB, UCIIOJB30BaB 3TOT IIPOTOKOJI IJII OTKPBITHSA COKETA.

IIpouemypa

1. Otkpoitre daitn /etc/modprobe.conf.local B TekcToBOM penakrope.
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2. Vb6enuteck, uTo B (aiise ects ctpoku mporokona DCCP.

install dccp/bin/true
install dccp_ipv4/bin/true
install dccp_ipv6/bin/true

3. Coxpanwure ¢aiin u 3aKkpoiTe ero.

3ammra ceTeBOro MOCTa

Crenaiite Tak, 4TOOBI MOIYIIb CETEBOIO MOCTA HE 3arpy’kajcs B CHCTEME 0 yMOIYaHuio. [loTeHnnansHble

3J'IOyMI)II_HJ'IeHHI/IKI/I MOFyT HUCIIOJIB30BAaTh €10, lITO6I:-I CKOMHpOMeTI/IpOBaTb CI/ICTeMy.
Hactpoiite cucremy TakuM 00pa3oM, 9TOOBI OHA HE JlaBajia CeTH 3arpyKaThCsi, KPOME CIIy4acB, KOTJa 3TO
abcomoTHO HeoOxoauMo. [ToTeHnraTpHbIC 3ITOYMBIIIICHHUKN MOTYT HCIIONTB30BATh ATO, YTOOBI 000WTH
CCKHI/IOHI/IpOBaHI/Ie u 3aIJ_[I/ITy CCTH.
IIpouenypa
1. BhInonHuTe CIEIYONIYI0 KOMaHy Ha BCEX KOMITBIOTEPAX Y3JI0B BUPTyajabHOrO ycTpoiictea VMware.
# rmmod bridge
2. Orxpoiite ¢aiin /etc/modprobe.conf.local B TekcToBOM pemakrope.
3. VYo6enutech, uto B (haiisie ecTh Clieayromias CTpoKa.
install bridge /bin/false

4. Coxpanute (haiii u 3aKpoiite ero.

3ammra nporokosia RDS (Reliable Datagram Sockets)

B pamkax medCTBuil MO YCHIIEHHIO 3alIMThI CHCTEMBI ¢/eaiTe Tak, uto0bl mpotokoa RDS (Reliable Datagram
Sockets) He 3arpyskaics Ha KOMITBIOTEPAX Y3JI0B BUPTYAILHOTO YCTPOMCTBA 110 yMOIYaHHI0. [10TeHI[MaIbHEIE

3JIOYMBINUIEHHUKN MOTYT UCIIOJIB30BaTh 3TOT MPOTOKOJI, YTOOBI CKOMIIPOMETUPOBATH CUCTEMY.

IMpusizsiBanue npotokoia RDS (Reliable Datagram Sockets) k creky ceTu yBenmnunBaeT MOBEPXHOCTh ATaKH
y3na. HempuBuiernpoBaHHbIe JTOKaIbHBIC MPOLECCHl MOTYT 3aCTABUTH CHCTEMY THHAMUYCCKH 3arPy3HTh

06pa6OT‘II/IK IIPOTOKOJIOB, MUCIIOJIB30BAB IMTPOTOKOJI AJIST OTKPBITHS COKETA.

IIpouenypa
1. Orkpoiire daiin /etc/modprobe.conf.local B TekcToBOM penakrope.
2. VYb6eauteck, uTo B (aiiie ecth cTpoka install rds /bin/true.

3. CoxpanuTe Qails U 3aKpoiiTe ero.

3amura nporokona TIPC (Transparent Inter-Process Communication)

B pamkax JeficTBHI 110 3alIMTE CUCTEMBI caenaiite tak, ytoosl mpotokon TIPC (Transparent Inter-Process
Communication) ue 3arpy»aicsi Ha KOMIIBIOTEPaX y3JI0B BUPTYaIbHOTO yCTPOMCTBA MO YMOIYAHHUIO.

HOTGHI_II/IaJ'H)HI)Ie 3JIOYMBIIIIJICHHUKHU MOTYT UCIIOJIB30BaTh 3TOT IIPOTOKOII, YTOOBI CKOMIIPOMETUPOBATHE CUCTEMY.
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[pussizeiBanue mporokona TIPC (Transparent Inter-Process Communication) k creky cetn yBeanansaeT
[OBEPXHOCTH aTaky y3jia. HelprBUIernpOBaHHbIE JIOKAJILHBIE IPOLECCHI MOTYT 3aCTaBUTh SAPO JUHAMUYECKH
3arpy3uth 06pabOTYMK MPOTOKOJIOB, HCIIOJIB30BAB 3TOT IIPOTOKOJ JIIsi OTKPBITHS COKETA.

IIpouenypa

1. Orxkpoiire ¢aiin /etc/modprobe.conf.local B TekcToBOM pemakrope.

2. Yo6enutech, uyto B (aiine ecth cTpoka install tipc /bin/true.
3. Coxpanute (aily U 3aKpoITE €ro.

3ammra nporokoia IPX (Internetwork Packet Exchange)

Cremnaiite tax, uto6s1 mpotokoin IPX (Internetwork Packet Exchange) we 3arpysxaicst B cuCTEME M0 YMOTYAHHUIO.

HOTeHHI/IaJ'H)HLIe 3JIOYMBIIIJICHHUKHW MOTYT HUCIIOJIB30BATh 3TOT IIPOTOKOJI, 4TOOBI CKOMIIPOMETUPOBATHL CUCTEMY.

He 3arpysxkaiite momyis mporokomna IPX (Internetwork Packet Exchange), eciu ato He siBnsiercst aGeomoTHO
HeoOxoauMbIM. [Ipotokon IPX siBiseTcs ycTapeBIIMM IPOTOKOJIOM CETeBOro ypoBHA. IIpuBs3pIBaHUE 3TOTO
NPOTOKOJIA K CTEKY CETH YBEIMUYMBACT MOBEPXHOCTh aTaKH y3na. HenmpuBHiernpoBaHHbIC IOKATBHBIC TIPOIIECCHI
MOT'YT 3aCTaBHTh CUCTEMY IMHAMHYECKHU 3arpy3UTh 00paOOTYHK IPOTOKOIOB, UCIIONB30BaB ATOT IPOTOKOJ IS
OTKPBITHS COKETa.
IIpouenypa
1.  Orxkpoiire ¢aiin /etc/modprobe.conf.local B TekcToBOM peakrope.
2. VYo6eauteck, uTo B (haiiie ecTh CIemyroLIas CTpoKa.

install ipx /bin/true

3. Coxpanute (aily U 3aKpoiiTe €ro.

3amura nporokosia Appletalk

Cnenaiite Tak, uro0bl mpoTokos Appletalk we 3arpyskaicst B cucreme mo ymondanuto. [ToTeHIHa bHbIE

3JIOYMBIIIJICHHUKHW MOTYT HUCIIOJIb30BaTh 3TOT IIPOTOKOII, 4TOOBI CKOMIIPOMETUPOBATHL CUCTEMY.

He 3arpyxaiite mosyns nporokona Appletalk, eciiu ato He siBisiercst abcontoTHO HeoOXxoanMbIM. [IpuBsi3bIBaHIE
9TOI'0 MPOTOKOJIa K CTCKY CETU YBCIINYUBACT IMOBEPXHOCTh aTaKu Yy3Jia. HCHpI/IBI/IJ'[eFI/IpOBaHHBIe JIOKAJIbHbIC
MPOLECChl MOTYT 3aCTaBUTh CUCTEMY JTHHAMUYCCKH 3arpy3uTh 00pabOTUHK MPOTOKOJIOB, HCIOIb30BAB 3TOT
IIPOTOKOJI JUISl OTKPBITUS COKETA.

IIpouenypa

1. Orxkpoiire daiin /etc/modprobe.conf.local B TekctoBOM penakrope.

2. VYb6eautech, uTo B (aiise ecTh CICAYOLIAs CTPOKA.

install appletalk /bin/true

3. Coxpanute (aily U 3aKpoTE €ro.
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3amura nporokosa DECnet

Crenaiite Tak, uto6s1 mpotokon DECnet ue 3arpysxkancs B cucreme mo ymonuanut. [loTeHIHa bHBIC

3JIOYMBINIJICHHUKHW MOT'YT UCIIOJIB30BAaTh 3TOT NPOTOKOJI, 4TOOBI CKOMIIPOMETUPOBATHL CUCTEMY.

He 3arpyxkaiire moxyib nporokosa DECnet, ecii a1o He siBsiercst abcomoTHO HeoOxoauMbIM. [IpuBsI3pIBaHme
9TOI'0 MPOTOKOJIa K CTCKY CCTU YBCIINYUBACT MMOBEPXHOCTH aTaKu y3Jia. HerI/IBI/IHeFI/IpOBaHHBIe JIOKAJIbHbIC
HPOLECChl MOTYT 3aCTaBUTh CUCTEMY JTHHAMUYCCKH 3arpy3uTh 00pabOTUHK MPOTOKOJIOB, HCIIOIb30BAB 3TOT
HPOTOKOJ ISl OTKPBITHS COKETA.

IIpouenypa

1. Otkpoitre daitn mporokoma DECnet /etc/modprobe.conf.local B TEKCTOBOM pelakTope.

2. VYb6eautech, uTo B (aiise ecTh CICAYOLIas CTPOKA.

install decnet /bin/true

3. Coxpanute (aily U 3aKpoTE €ro.

3amuta monyins Firewire

Crenaiite Tak, 4ToObl MOYIIb Firewire He 3arpysaiicsi B cucteme 1o ymondanuto. [loreHiuanbHble

3JIOYMBIIIIJICHHUKHU MOTYT HUCIIOJIB30BAaTh 3TOT IMPOTOKOII, 4TOOBI CKOMIIPOMETUPOBATH CUCTEMY .

He 3arpysxkaiite Mmonynb Firewire, eciti 910 He SBIsIeTCS a0COIIOTHO HEOOXOUMBIM.

IIpouenypa
1. Ortkpoiire daitn /etc/modprobe.conf.local B TekcTroBoM penakrope.
2. VY6enutech, 4to B (hailyie €CTh ClEIyIONIas CTPOKa.

install ieeel394 /bin/true

3. Coxpanure ¢aiin u 3aKpoiTe €ro.

3amuTa KOMIIOHEHTAa UH(PPACTPYKTYPhI KaK yCIyTu

[pu ycuiieHny 3alUThI CUCTEMBI 3alUTHTE KOMIIOHEHT HH(PACcTPyKTYphl Kak yciyru VRealize Automation u ero

KOMIIBIOTEP Yy3JIa, YTOOBI MPEAOTBPATUTE UX UCIIOJIB30BAHNE NOTCHIIUATbHBIMHU 3JIO0YMBIITIJICHHUKAMU.

Heo6xoaumMo HACTPOHUTH mapaMeTp 6e30MacHOCTH JIJisl KOMITOHEHTa HH(PACTPyKTYphI Kak ycinyru VRealize
Automation u y3en, Ha KOTOpOM OH pasmeleH. Heo0xoanmo 3a1aTh Wi IPOBEPUTH KOHHUTYPALUIO IPYTHX
CBSI3aHHBIX KOMIIOHEHTOB U IPUJIOKEHUH. B HEKOTOPBIX Cilydasix MOKHO IPOBEPUTH CYLIECTBYIOIUE [TapaMETPhI, B

Apyrux HCO6X0}II/IMO U3MCHUTH HUJIHN I[06aBI/ITI) napaMeTpbl 11 HpaBPIJ'II:HOfI HaCTpOﬁKH.

Hactpoiika nporokomna NTP

B nensix 6e30macHOCTH PEKOMEH/IyeTCsI CTIOIB30BaTh B MPOM3BOACTBEHHON cpene VRealize Automation

ABTOPH30BaHHBIC CEPBEPHI BPEMEHH, a HE CHHXPOHM3AIMIO BPEMEHH Ha y3IIe.
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B npounsBoncTBeHHOM cpeie clienyeT OTKIIOUNTh CHHXPOHU3ALUIO BPEMEHH Ha y3JI€ U UCTOJIb30BaTh
ABTOPH30BAHHBIE CEPBEPHI BPEMEHU. JTO 00ECHEYUT TOYHOE OTCIEKHBAHNE ACHCTBHH MMOIB30BaTENEH 1 TTOMOKET

MOCPEACTBOM ayiuTa 1 )KYPHaJIOB BbIABJIATH MOTCHIUAJIBHBIC 3JIOHAMCPCHHBIC HeﬁCTBHH 1 BTOPIKCHUA.

Hacrpoiika TLS ansa nepenaun n1aHHBIX HHPPACTPYKTYPhI KaK yCIyTH

B passepreiBannu VRealize Automation nomkHbI HCIONIB30BaThCSl HAJICHKHBIE TPOTOKOMBI | LS B IEIISIX 3aIUThI

KaHaJIOB Tepeaqn AJIsl KOMIOHEHTOB HH(PACTPYKTYPHI KaK YCIYTH.

Kpunrorpaduueckue mporokons SSL (Secure Sockets Layer — ypoBens 3anuiineHHbIX COKETOB) H — Goree
HoBbiit — TLS (Transport Layer Security — 6e30nacHOCTh TPaHCIIOPTHOTO YPOBHSI) MO3BOJISIOT 00CCIEUUTh
0€30IaCHOCTh CHCTEMBI BO BPEMsI CETEBOr0 0OMEHa JaHHBIMU MEKIY Pa3IHYHBIMU €€ KOMIIOHeHTaMH. [1poTokon
SSL — GoJiee cTapblii, BO MHOTHX CIy4asxX OH y)Ke He 00eCHeYrBaeT HaUIEKAIIYIO 3alIUTy OT IMOTEHIMATbHBIX
yrpo3. B mpotokonax SSL Gonee pannux Bepcuit, Brimouas SSLv2 u SSLv3, oOHapyKeHBI CyIIeCTBEHHbIC

ciabble MecTa. JTH BEpPCHH OOJIBIIIE HE CUNTAIOTCS HAAEKHBIMU.
B 3aBHCHMOCTH OT TIOMTHK 0E30MACHOCTH OPraHM3aI[MH MOXHO TaKKe OTKIFOYHTH mpotokon TLS 1.0.

Mpumeuanune I[Ipu otkmroueHun TLS B moacucreme OanaHCHPOBKH HATPY3KH TAKXKE CICAYCT OTKIIOUUThH

HEHaJIe)KHBIE TPOTOKOITEI, Hanpumep SSLv2, SSLv3 u nipu Heobxomumoctn TLS 1.0 1 1.1.

Brurouenne nportokonioB TLS 1.1 1 1.2 anst uHGPaCTPYKTYpHI KaK yCIyTH
Bruttounre mporokonsl TLS 1.1 u 1.2 u 3agaiite npuHyIUTETbHOE X UCTIONb30BAHNE HA BCEX BHPTYAIBHBIX
MalliHaX, Ha KOTOPBIX pa3MelICHbl KOMIIOHEHTBI HHPPACTPYKTYPBI KaK yCIyTH.
IIpouenypa
1. Ilenxuute Hauamo, 3aTeM mienkHUTE 3aMyCTHTD.
2. Bsenute Regedit u naxmure kHonky OK .
3. Haiigure u OTKPONTE CIACIYIONIUI MOIPA3ILI peecTpa.
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SChannel\Protocols
4. IlpoBepsTe CleOYIONIYI0 HHPOPMALHIO U IPH HEOOXOIMMOCTH CO3/1aiiTe HOBBIC 3aIIHCH.
m  Eciu B pasnene Protocols ner noapasuena ¢ umenem TLS 1.1, cosmaiite ero.
m  Ecnu B nonpasnene TLS 1.1 ver noxpasnena ¢ umenem Client, cosnaiite ero.

m  Ecmu B nompasmene Client aet kimroua ¢ umenem DisabledByDefault, cosmatite Takoit kiitod (oH H0OKeH
umets T DWORD).

m  [lenkuure npaBoii kuonkoi mpimu kitou DisabledByDefault, Beibepure «M3Menuts» u 3aaiTe s

sroro kiroda 3Hadenue 0.

m  Ecmu B nonpasnene Client aet kiroua ¢ umenem Enabled, cosnmaiite Takoit ko4 (OH TOMKEH UMETh THIT

DWORD).

m  [llenkuure npaBoii KHONKON MbInK kitod Enabled, Beidepute «I3MeHUTH» U 3ajaiiTe it TOTO K04

3Hauenue 1.
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m  Ecmu B mompasmene TLS 1.1 wer moxpasziena ¢ uvMenem Server, cosmaiite ero.

m  Ecau B nogpasaene Server et kimoua ¢ umenem DisabledByDefault, cosnaiite Takoit kimou (0H J0/KeH
umets T DWORD).

m  IllemkuuTe npaBoii kHomkoi Meimm kitod DisabledByDefault, Beibepure «3menuTs» 1 3amaiite st

sroro Kiroda 3Hadenue 0.

m  Eciu B nogpasaene Server wer kimoua ¢ umeneM Enabled, cosnaiite Takoii kirou (OH T0KEH UMETh THIT

DWORD).

m  [llenkuure npaBoii KHONMKON MbImy Kirod Enabled, Beibepure « I3MeHUTH» U 3aaiiTe st TOTO KIIF04a

3Ha4yeHue 1.
[oBTOpHTE OMUCAHHBIE BHIIIE IIATH JUTs TIpoTokosa TLS 1.2.

Ipumeuanne YToObI BKIFOYNTH IPHHYIUTEIbHOE HcHonb30Banue 1LS 1.1 u 1.2, He06X0AUMO HACTPOUTH

JAOMOJIHUTCIIBHBIC MapaMeTpPhI, KaK OMMMCAaHO JAaJicc.

HaiinuTe u oTkpoiite crneayrouuii noapasaen peecrpa.
HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFrmework\v4.0.30319
[IpoBephTe craeayrolyo nHPOPMAIIUIO U TP HEOOXOIUMOCTH CO31alTe HOBBIC 3aITUCH.

m  Eciu orcyrersyer kitou tunia DWORD ¢ umenem SchUseStrongCrypto, cosnaiite Takoit kiiou u

3ajaiTe Uit Hero 3HadeHue 1.

m  Ecaum orcyrcryer kirod tunia DWORD ¢ umenem SystemDefaultTIsVersions, cosnpaiite Takoii kirou u

3ajiaiiTe Juis Hero 3HaueHue 1.
HaiinuTe u oTkpoiite cneayroumuii noapasaen peecrpa.
HKEY LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\.NETFrmework\v4.0.30319
[IpoBepbTe cnemyronryro HHOOPMAIIHIO U TPH HEOOXOIUMOCTH CO3JaiiTe HOBHIC 3aITHCH.

m  Ecmu orcyrerByet kimrou Tuma DWORD ¢ umenem SchUseStrongCrypto, cosmaiite Takoii kimod u

3azaiiTe s Hero 3HadeHue 1.

m  Eciu orcyreryer kitou Tunia DWORD ¢ umenem SystemDefaultTIsVersions, cosnaiite Takoii kirou u

3a/aiTe Uil Hero 3HadeHue 1.

Otkirouenre SSL 3.0 u TLS 1.0 s uHGpacTpyKTYphl Kak YCIyTH

Orksmrounte SSL 3.0 u yerapesmmii mpotokor TLS 1.0 s KOMIIOHEHTOB MHPPACTPYKTYPHI KaK YCIyTH.

IIpouenypa

1. Ilenxuute Hauamno, 3aTeM mienkHuTe 3amyCTHTD.

2. Bsenute Regedit u naxxmure kHonky OK .

3. Haiigure u OTKpOTE ClIEAYIONIMN OIPA3/e peecTpa.

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SChannel\Protocols
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[IpoBepsTe ciaemyronryo HHGOPMALUIO U IPX HEOOXOIMMOCTH CO3AaHTE HOBBIC 3AITHUCH.

Ecnu B pasnene Protocols ner nmoapasuena ¢ umenem SSL 3.0, cosnaiire ero.
Ecnu B moapazaene SSL 3.0 et noapasnena ¢ umenem Client, cosnaiire ero.

Ecnm B monpasnerne Client ver kiroua ¢ umenem DisabledByDefault, cosnmaiite Takoii kimod (oH JT0IDKeH
nmets T DWORD).

lenkuure npasoit kuonkoil Meiu kiou DisabledByDefault, Beibepure «M3menuts» u 3aaaiite s

9TOrO KiIro4a 3Hauenue 1.

[lenkHuTe MpaBoil KHOMKON MbIH Kitou Enabled, Beibepute «M3mMeHnTh» 1 3a1aiiTe AJIsl 3TOTO KITFoYa

snauenue 0.
Ecnu B moapasnene SSL 3.0 net noapasziena ¢ umMeHeM Server, cosmaiire ero.

Ecnu B monpasnerne Server wer kimoua ¢ nmerem DisabledByDefault, cosnmaiite Takoii kimod (OH J10DKeH
umets T DWORD).

Hlenkuute npaBoit kHomkoi Mbiu kirou DisabledByDefault, Beibepute «3MennTs» 1 3amaiite mis

3TOro Kirro4a 3Hadenue 1.

Ecnu B moapasnene Server wer kimoua ¢ umerneM Enabled, cosnaiite Takoii kiaro4 (OH H0KEH HMETh THIT

DWORD).

[enkHKTE TPaBOW KHOMKOHM MbIK Kiarod Enabled, Beibepure « I3MEHUTBY M 3a1aiiTe A1 3TOTO KITFOYa

snauenue 0.

5. TloBTopuTe ommcaHHbIE BBINIE MIard it nporokona TLS 1.0.

Otxmrouenue nporokona TLS 1.0 as uHPPACTPYKTYPhl KaK YCIYTH

YroObl 06ecneunTh MaKCUMaIIBHBIH YPOBEHb 0€30MacHOCTH, HACTPONTE ISl HHPPACTPYKTYPBI KaK yCIyTH

CO3/IaHHME IMYJIOB M OTKIfoumTe mpotokon TLS 1.0.

JlononHuTENbHBIE CBEIEHHS CM. B CTaThe 0a3bl 3HaHMi Maiikpocodr mo aapecy https:/

support.microsoft.com/en-us/kb/245030.

IIpouenypa

1.

Hacrpoiite st nHGpPacTPyKTyphl KaK yCIIyTH CO3/IaHHE yJI0B BMECTO HCIIOIB30BaHMs BEO-COKETOB.

a)

6)

B ¢aiine xordurypauumu cinyx6 mucnerdepa C:\Program Files (x86)\VMware\vCAC\Server
\ManagerService.exe.config nobassre cieayromre 3Had4eHus B pasen <appSettings>:

<add key="Extensibility.Client.RetrievalMethod" value="Polling"/>

<add key="Extensibility.Client.PollingInterval"” value="2000"/>

<add key="Extensibility.Client.PollingMaxEvents" value="128"/>

Iepesamycrute cnyx0y aucreruepa (ciyxx6a VMware vCloud Automation Center).
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2. V6enuteck, uto mpotokon TLS 1.0 oTkimoueH Ha cepBepe HHPPACTPYKTYPHI KaK YCIYTH.
a) 3amycTHTe PeIaKTOp peecTpa OT HMEHH aMHHHCTPATOpA.

6) B oxne peectpa otkpoiite pazaen HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control
\SecurityProviders\Schannel\Protocols\.

B) [IpaBoii KHOMKOl MBIIIH HIENKHUTE AeMeHT «IIpoTokonbi», Beioepute Co3nath > Pasnen u BBequTe
TLS 1.0.

r) B jmepeBe HaBHranuu MEIKHUTE MPABOM KHOMKON MBIIIH TOJIBKO YTO cO3MaHHbIN pasien TLS 1.0, 3atem B

packpbiBatoiiemcst MeHio Beioepute Cosnarhb > Pa3znen u Beenute Client.

1) B nepeBe HaBuranuu meIKHUTE MPABOM KHOMKON MBIIIH TOJIBKO YTO cO3MaHHbIN pasaen TLS 1.0, 3atem B

packpeiBaroniemMcs MeHI0 BeiOepute Co3nath > Pa3ngen u BBenute Server.

e) B nepese nauramuu B pazaene TLS 1.0 menkaure npasoit kanonkoil mbiiu snement Client, satem

Boibepute Co3narp > 3uauenune DWORD (32-paspsinnoe) u Beequre DisabledByDefault.

k) B nmepese nasuranuu B pasuene TLS 1.0 Beioepute anement Client, 3arem B nmpaBoii 06nactu aBaX /bl
menkautre DWORD DisabledByDefault u Beenute 1.

3) B nmepese naBuranuu B paszene TLS 1.0 menkHuTe npaBoil KHOIKOM MBIIIN 3JIeMEHT Server, zarem

BoiOepute Co3nars > 3uauenne DWORD (32-pa3psianoe) u Beeaure Enabled.

u) B nepese naBuranuu B pazaene TLS 1.0 BeiOepute snement Server, 3ateM B paBoil 001aCTH IBaX b1

menkHuTe BKI4YeHHbIi mapamerp DWORD u BBeaute 0.

k) Ilepesamyctute Windows Server.

Hacrpoiika HabopoB mudpos TLS

YroObl 00eCeUnTh MAKCHMAITbHYIO 0€30MaCHOCTh, HEOOXOIMMO HACTPOUTH Ul KomrnoHeHToB VRealize
Automation ucnons3oBanue kpunroctoikux mudpos. Ludp, cornmacoBaHHbIN MEXIY CEpBEPOM U Opay3epoM,
omnpeesieT HaaeKHOCTh mudpoBanust st TLS-cearnca. YToObl Beeria HCONB30BAIUCH TOIBKO KPUIITOCTONKHE
mr(pbl, OTKIFOYHTE JIETKO pacKpbiBaeMble mndpsl B komrnoneHTax VRealize Automation. Hacrpoiite s
cepBepa MOIEPIKKY TOIBKO KPUIITOCTOMKUX IH(POB U UCMONB30BAHUE KITFOUCH JOCTATOYHO OOJBIIOro pa3mMepa.

Takxe ciieyeT HaCTPOUTh HAUICKAIINH TOPSIOK IS BceX MHU(pPOB.

Henonyctumelie Habops! I poB

Ortkrrounte Habopbl HIH(PPOB, KOTOPbIE HE 00ECIICUUBAIOT POBEPKY MONTMHHOCTH, HAIIpUMep HabOphI IU(POB
NULL, aNULL, eNULL. Taxxe oTK/IfOuNTE aHOHUMHBIH 0OMEH KJIr04aMu 1o rnpotokony duddu-Xenimana
(ADH), mmdpsr sxcrioptroro yporas (EXP, mudpsr, conepxane DES), kinroun pasmepom meree 128 our ast
mudpoBaHKs MOJIE3HOM HArpy3KH, ucroibzoBanne MDS B kadecTBe MexaHH3Ma XOUIMPOBAHUS TS TTOJIC3HON
Harpysku, Habopsl mmppos IDEA n RC4. Y6enurech Takke, 9TO BBIKIIOUCHBI HAOOPHI MTH(POB, ST KOTOPBIX

HCTIONB3yeTCsl 0OMEH KiTrodamu 1o mpotokony dubdu-Xemmmana (DHE).

CaenieHus 0 TOM, KaKk OTKJIFOUUTH cTaTuueckue mmdps! Kimouei B VRealize Automation, cm. B cratee 6asbl
sHanuii 71094,
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[IpoBepka 6€301MacHOCTH cepBepa y3ia

B OeIX obecrieueHus: 0€30MaCHOCTH PCKOMCHAYCTCS MMTPOBCPUTH KOH(I)I/IpraHI/IIO CHCTEMBI 0€30ITaCHOCTH CCPBCPOB

y3ma nH}pacTpyKTyphl Kak ycayru (laaS).

Koprmopanust Maiikpocodr npejyiaraer HeCKOJIbKO HHCTPYMEHTOB, KOTOpbIE TIOMOTYT BaM yOCIHUThCS B
6e3omacHocTH cepBepoB y3ia. OOparnTech K MOCTaBIIUKY Kopropauu MaikpocodT, 4ToObI MOIy4UTh

HWHCTPYKIIUU OTHOCUTEIIBHO HanOoee TIOAXOISAIIETO UCTIOIB30BaHUA OTUX NHCTPYMEHTOB.

HpOBepKa 0a30BOro 1jaHa 0€301macHOCTH CCpBCpa y3ja

3amycrure Microsoft Baseline Security Analyzer (MBSA), 4to6s1 GpICTPO IOATBEPANTH, YTO Ha CEPBEPE
YCTaHOBJICHBI OCIICAHNE 00HOBIeHUS U uctpasienus. MBSA M0HO HCONB30BaTh LISl yCTAHOBKH
OTCYTCTBYIOIINX UCIIPABICHUH ISl CHCTEMBI 0€3011aCHOCTH OT Kopriopauuu Maiikpocodt, 4ToObI 0OecneunTsb

COOTBECTCTBUC PCKOMCHAAUAM MaﬁKpOCOq)T 110 OE30IaCHOCTH.

3arpysute mocienHion Bepento nacrpymenta MBSA ¢ BeG-caiita kopmoparmn Maikpocodr.

[IpoBepka koH(puUrypanum 6€30MacHOCTH cepBepa y3ia

Bocmons3yiirech MactepoM HacTpoiiku 6ezomacHoct Windows (SCW) u qucrieTuepoM COBMECTUMOCTH CHCTEMBI

6esomacHoctu Microsoft (SCM), ato6s1 IpOBEpHUTH HAIGKHOCTH KOH(PHUTYpAIIHK CepBepa y3ia.

Zanycrure SCW u3 crincka cpects aaMUHUCTpUpoBanus ¢ cepsepa Windows. DToT HHCTPYMEHT MOXKET
OIIPENICIIUTh POJTH CepBepa U YCTAHOBJICHHBIC (DYHKIHHU, BKIIFOYas ceTh, Opanamayapsl Windows u mapamerpsl
peectpa. CpaBHHUTE OTYET C MOCICIHUMHU HHCTPYKIMSIMH IO allliapaTHOM 3amure ot cootBercTayromero SCM s
Bamiero cepeepa Windows. Ha ocHoBaHHH pe3y/bTaTOB BB CMOKETE TOYHO HACTPOHTH MapaMeTpbl 6e30MacHOCTH
JUTSL KXKJI0# (DYHKLMH, HAPUMEP CETEBBIX CITYXkKO, MapaMeTpoB y4eTHOH 3anucu u Opanamayspos Windows, u

MPUMEHHUTDH MapaMeTphl K CEpBEpy.

Bonee noxpobuyto nndopmaruio 06 nacrpymente SCW moxkHo Haiith Ha BeG-caiite Microsoft TechNet.

3amnmTa pecypcoB NPUIOKEHUS

P CKOMCHAYETCA y6e,HI/ITLC$I, YTO BCC OTHOCAIIUECA K ACITY (baﬁﬂbl I/IH(i)paCprKTprI KaK yCIIYI'l UMCIOT

COOTBCTCTBYIOIIHNC PA3PCIICHUA.

Caepsre (aitnsl HHOPACTPYKTYPhI KaK YCIYTH CO CBOCH yCTaHOBKON MH(PACTPYKTYpHI Kak yciyru. B

OOJILIINHCTBE CJIy4acB BJIOKCHHBIC MAIKW U (baﬁHLI JIIsL Ka)KL[Oﬁ HarkKu JOJIDKHbBI UMCTh TC JKC HaCTpOﬁKH, 4TO U

caMa IiaIka.
ITonnoe Yrenue u

I'pynna nin ynpapieHu M3MeHeHM  BBINOJIHEH
Karajor niun ¢aiin N0JIb30BATeIH e e He Yrenue 3anuch
VMware\vCAC\Agents \<agent_name> CUCTEMA X X X X X
\logs

AIMUHHCTpPATOp X X X X X

Anmvunuctparopel X X X X X
VMware\vCAC\Agents\ <agent_name> CUCTEMA X X X X X
\temp

AJIMHHHCTpATOp X X X X X
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Karanor nim daiia

VMware\vCAC\Agents\

VMware\vCAC\Distributed Execution
Manager\

VMware\vCAC\Distributed Execution
Manager\DEM\Logs

VMware\vCAC\Distributed Execution

Manager\DEO\Logs

VMware\vCAC\Management Agent\

VMware\vCAC\Server\

VMware\vCAC\Web API

I'pynna niam

NO0JIb30BATEIH
AJIMHHHCTPATOPEI
CUCTEMA
AIMHUHHCTPATOPBI
TTonb3oBarenu
CUCTEMA
AZIMUHUCTPATOPBI
ITonb3oBarenn
CUCTEMA
AnMuHHCTpATOp
AJIMUHUCTPATOPBI
CUCTEMA
AJMUHHCTpATOP
AIMUHUCTPATOPBI
CUCTEMA
AIMUHHCTPATOPBI
ITonp3oBarenn
CUCTEMA
AZIMHHHCTPATOPEI
Ilonb3oBarenu
CUCTEMA
AJIMHHHCTPATOPEI

TTonp3oBarenn

IToHoe
ynpasBJjieHu
e

X

X

X X X X X X X X x

x

H3menenn
e

X

X

X X X X X X X X x

x

Ytenne u
BBITIOJTHEH

ue

X X X X X X X X X X X X X X X X X X X X x Xx

Ytenne

X X X X X X X X X X X X X X X X X X X X x Xx

ObecnieueHne 6€30MaCHOCTH y371a HHPPACTPYKTYPHI KaK YCIyTU

3anuch

X

X

X X X X X X X X x

x

B nesnsix 6e30macHOCTH PEKOMEH/YeTCsl HACTPOUTH OCHOBHBIE MapaMeTphl y3i1a HHPPACTPYKTYphI Kak YCIYTH B

COOTBETCTBUM C MHCTPYKIUAMU 11O 00€eCIICUeHHIO 3alIUTHI.

HacTtpoiite 3ammty 1 pa3nuyHBIX YUETHBIX 3allUCEeH, MPIIOKECHUH, TOPTOB U CIYXO0 Ha y371e HHOPACTPYKTYPHI

KaK yCIIyTH.
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IIpoBepka HACTPOEK YUETHOM 3alIUCH I0Ib30BATEINIS CEPBEPA

VYnanurte Bce JIUIIHUE JIOKAIBHBIC U JOMEHHBIEC YUETHBIC 3aIIMCH MOIb30BaTeNsl U HEHYKHbIC HACTPONKH TaKUX
YUETHBIX 3aruceil. 13 y4eTHbIX 3amnmceil Moab30BaTess], He CBSI3aHHBIX ¢ pab0TON MPHIOKEHHUH, OCTaBBTE TOIHKO
T€, KOTOPBIE HEOOXOAMMBI JJIs1 aIMUHUCTPUPOBAHUS, OOCITy)KHBAHHS U yCTPAaHEHUs HEMONIAIoK. Pa3pemre
JIOMEHHBIM YYETHBIM 3aIHCSIM T10JIb30BaTEIsi MUHUMAJIBHBIN YIQICHHBIA AOCTYII, HEOOXOAUMBIH LISt
o0ciyxnBaHus cepBepa. [10CTOSHHO KOHTPOIMPYHTE U THIATEIBHO IPOBEPSIITE MCIIONb30BAHUE ITHX YUETHBIX

3aMmucei.

VaaneHve HeHYXHbIX ITPUIIOKEHUN

Y/:[aJmTe C CCPBCPOB Y3JIOB BCC HEHYKHBIC ITPUIIOKCHUS. OHH MOBBIIIAIOT PHUCK YI'PO3bI 6630HaCHOCTI/I, TaK KakK

MOTYT COACPKATh HEU3BECTHBIC NI HEPETICHHBIC HpO6J'IeMLI 3alInUTHI.

OTKITIOYeHNE HEHYHBIX TOPTOB U CIIYkKO

[IpoBepsTe, Kakne MOPTHI OTKPBITH B OpaHaAMayspe cepBepa y3ia. 3a0J0KupyHTe Bce OPThI, KOTOpBIE HE

TpeOyroTcst I paboThl KOMIOHEHTA HH(PPACTPYKTYPhI KaK YCIYTH MM KPUTHYECKH BKHBIX (DYHKIIMHA CHCTEMBI.

Cwm. pazzuen Hacrpoiika nmopros u nporokosios. [IpoBepsre, kKakue ciry>kObl paboTaroT ¢ CepBepoM y3ia, U

OTKJIFOUUTC HCHYXXHBIC.
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Hactpoiika mapameTposB
0€30MaCHOCTH CETH IS y3JIa

Uto0b! 00ecreunTh MaKCUMAIBHYIO 3alIUTy OT U3BECTHBIX yIrpo3 0€30MacHOCTH, HACTPOUTE ceTeBOi uHTepdelic n

napamMeTpbl oOmeHa JaHHBIMHU Ha BCEX Yy3J1aX VMware.

B pamkax KOMIUIEKCHOH 3aIlIUTHI CIEAYET HACTPOUTH IMapaMeTphl 0€30ITaCHOCTH CETeBOTO HHTepderica st
BUPTYaJIbHBIX ycTpoiicTB VMware u KoMIoHeHTOB HHPPACTPYKTYpbI KaK YCIYyrH B COOTBETCTBUH C

JICWCTBYIOIIMMH TIpaBUIaMHU O€3011aCHOCTH.

B 3Ty m1aBy BXOAAT CJIEAYIOIINE PA3ICIIBL:

m  Hacrpoiika napameTpoB cetu mis ycrpoiicts VMware

m  Hacrpoiika napamMeTpoB ceTu sl y3i1a HHPPaACTPyKTYphl KaK yCIyru

m  Hacrpoiika mopToB 1 NPOTOKOJIOB

Hacrtporika nmapamerpoB cetu s ycrporucts VMware

YroObl 00ecneunTh Ha y3Jax BUPTyajibHOro ycTpoiictBa VMware o0MeH TOJbKO BaKHBIMH JJAHHBIMH M TOJIBKO C

Hazmexcameﬁ 331HHT017[, IMPOBEPHTC U OTKOppEKTprﬁTe HaCTpOﬁKH ceTeBoro ooMeHa JAaHHBIMU JJI1 9THUX Y3JI0B.

Iposepsre HacTpoiiku |P-niporokona cetn miist y3nos VMware u nactpoiite mapaMmeTpbl CETH B COOTBETCTBHH C

npaBwiaMu 0e30macHOCTH. OTKITIOUUTE BCE MPOTOKOIBI 0OMEHa BTOPOCTETICHHBIMU JIaHHBIMH.

3aKphITHE TIOIB30BATEIISAM JIOCTYTA K YIPABICHUIO CETEBBIMU
uHTepdencamu

PeKOMeH,HyeTCH OCTAaBUTDb MOJIB30BATCIIAM TOJIBKO TC pa3pClIC€HNUd CUCTEMbI, KOTOPBIC UM H€O6XOHI/IMI)I, 4TOOBI

BBITIOJIHATH paboune 00s3aHHOCTH Ha KOMITbIOTepax y3JoB ycrpoiictBa VMware.
PasperieHue y4eTHbIM 3aMUCSIM NOJIb30BATENICH C MPaBaMH yIPABIATh CETEBBIMHU HHTEp(dEHcaMu MOXKET IPUBECTH
K O6X0ﬂy MEXaHHU3MOB 6630HaCHOCTI/I CCTU WUJIK OTKa3y B 06CJ'Iy)KI/IBaHI/II/I. OI‘paHI/I‘-II)Te BO3MOXXHOCTHh UBMCHSATH
mapaMeTphl CeTEeBOT0 MHTEpderica A OIb30BaTeNe ¢ paBaMH.
IIpouenypa
1. BbinosnHute Clieayonyr0 KOMaHy Ha Ka1I0M KOMITbIoTepe y3ia ycrpoiictea VMware.

# grep —i 'AUSERCONTROL=' /etc/sysconfig/network/ifcfg*

2. VYb6eauteck, 4TO KaXI0My HHTepdeiicy nmpucBoeHo 3HaueHue NO.
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Hacrpoiika pazmepa ouepeau HeBbINMOTHEHHON paboTel TCP

YrtoObI 06ecneunTh HEKOTOPBIH YPOBEHB 3aIIUTHI OT aTaK 3JI0YMBIIUICHHUKOB, HACTPOWUTE pa3Mep odepe/u

HEBBITIOTHEHHOM paboTsl TCP mo ymomuanuio Ha KoMIbIOTEpax y3iaoB ycrpoiictea VMware.
3ajaiiTe pa3Mepam ouepelieil HeBBITIOIIHEHHON pabOoThI MPAaBUIIBHOE 3HAYEHHE pa3Mepa M0 YMOIYaHHIO, YTOOBI
CMSATYHTH MOCIEACTBHUSI aTaK THIA OTKa3 B 00CITyKUBaHUUY», ocylecTBiIsieMblX 0 T CP. PekomennoBaHHbI#H
napameTp no ymonyanuio — 1280.
IIpouenypa
1. BbinonHute clieayonyro KOMaHy Ha KaI0M KOMITbIoTepe y3ia ycrpoiictea VMware.
# cat /proc/sys/net/ipv4/tcp_max_syn_backlog
2. Orxkpoiite ¢aiin /etc/sysctl.conf B TekcToBOM penakrope.

3. 3apaiite pa3mep ouepeau HeBBIONMHEHHON paboThl TCP mo ymonuanuto, 1006aBuB B (haii CiIeayrolLyo

3aIHUCh.
net.ipv4.tcp_max_syn_backlog=1280

4. CoxpaHuTe U3MEHEHHS U 3aKpoiite daii.

OtkioHenue 3xo-3anpocoB ICMPV4 115 noaydyeHus: MHPOKOBEIIATEIbHOIO
azpeca

B nensix 6e30macHOCTH PEKOMEHIyeTCsl HACTPOUTH Ha y37ax ycrpoiictBa VMware nrHopupoBaHUe 5X0-3aIpOCOB

mmpokoBeniareapHoro aapeca ICMP.

OTBeThI Ha HX0-3aMPOCHI BENIAHHS MO MPOTOKOIY MEKCETEBBIX yrpasisoiux coodmexnuit (Internet Control
Message Protocol, ICMP) npenocTaBisoT BEKTOp sl paCIiMpeHus 3JI0HAMEPEHHBIX IEHCTBHN M CIIOCOOCTBYET
OMPEICIICHHUIO TOMOIOTHH CETH BPEIOHOCHBIMHU areHTaMu. HacTpouB Ha y3iax yCTpOHCTBa HTHOPHPOBAHUE X0~

3anpocoB ICMPV4, MOXHO 3allIUTUTHCS OT MOAOOHBIX YTPo3.

IIpouenypa

1. Bemonnure komMaHay # cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts Ha y3iax BUPTYajIbHOTO
ycrpoiictea VMware, uyTo0bl MpoBEpUTH OTKIIOHSIOTCS JIM HA HUX 9X0-3aIPOCHI HIMPOKOBEIIATEIHHOTO ajipeca
IPv4.

Ecnu JUIA Y3JI0B HACTPOCHO OTKJIOHCHHE HepeHaHpaBHeHI/Iﬁ |PV4, KOMaHJa BEPHET 3HAYCHUEC 0 JUIsL

napamerpa /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts.

2. Eciu HEOOXOAMMO HACTPOUTH HA Y3II€ BUPTYAJILHOTO YCTPOMCTBA OTKIIOHEHHE DX0-3aIIPOCOB
mmpokoBeniareapaoro agpeca ICMPV4, otkpoiite daitn /etc/sysctl. conf B TekcToBOM peakTope Ha
y3ne Windows.

3. Haiigure Takyro 3amuch: net.ipv4.icmp_echo_ignore_broadcasts=0 . Eciu yka3aHHOH 3aycy HET WK
JUTS Hee HEe YCTaHOBIICHO HYJIEBOC 3HAYCHUE, JOOABETE 3Ty 3aIllUCh WU H3MCHUTE €€ 3HAUCHUC

COOTBETCTBYIOIIINM 00pa3oMm.

4. CoxpaHuTe U3MEHEHUS U 3aKpoiTe (aii.
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Otknarouenue TexHuku IPv4 Proxy ARP

Jnst n30exxaHusi Hepa3pelieHHO! nepenadn HHHOPMALUK CleyeT OTKIIYNTh TexHUKY |[Pv4 Proxy ARP Ha y3nax

yerpoiictea VMware, eciu He npeaycMOTpeHbl HHbIE TpeOOBaHUSI.

Texuuka IPv4 Proxy ARP no3Bosnsier cucreme otnpasiste oTBeThI Ha 3anpockl ARP B ofHOM uHTEpdeiice oT
HUMEHHU Y3JI0B, MOJKIIIOUEHHBIX K JApyromy unrepdeiicy. Eciu 5Ta TexHUKa HEe HYXKHA, OTKJIIOUUTE €€, YTOOBI
NPEIOTBPATUTD YTEUKY aApPEeCHOM HH(GOPMAIHK TIPH Mepeaaue TaHHBIX MEKIY TOAKIIOUCHHBIMI CETMEHTAMHU CETH.
IIpouenypa

1. Bemonnure komanny # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default]|
all" ua y3max BupTyansHoro ycrpoiictea VMware, uto0sl IpoBepuTh, OTKIIFOYCHA JIM Ha HUX TexHuKa |[Pv4
Proxy ARP.

Ecnu Ha y3nax orkmoueHa texHuka [Pv6 Proxy ARP, komanna BepHer 3Hauenue 0.

/proc/sys/net/ipv4/conf/all/proxy_arp:0
/proc/sys/net/ipv4/conf/default/proxy_arp:0

Ecnu y3mb1 HacTpoeHBI PaBUITBHO, HUKAKUX JAPYTHX JCHCTBHHA HE TpeOyeTcs.

2. Ecnu mHeoOxoaumo HacTpouTth TeXxHUKY |IPV6 Proxy ARP Ha y3iax, OTKpoiTe B TEKCTOBOM PEIaKTOpE
¢aiin /etc/sysctl.conf.

3. TlpoBepbTe yKa3aHHBIC Aalice 3alUCH.

net.ipv4.conf.default.proxy_arp=0
net.ipv4.conf.all.proxy_arp=0

Ecnu 3ammceii HeT wim JUIA HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, [[06aBI>Te 9TH 3allMCHU UJIM U3BMCHUTC UX
3Ha4YCHHS COOTBCTCTBYIOIIIUM 06p330M.

4. CoxpaHUTE BHECEHHBIC U3MCHEHUS U 3aKpOiTe (haii.

OTtkioHeHHe cooOIeHuit o nepeHanpanienuu ICMP IPv4

B 1iensx 6€30macHOCTH PEKOMEHIYETCS HACTPOUTh Ha y371aX BUPTyansHOro ycrpoiictBa VMware otknoneHne

coobuieHuit o nepenanpasietun ICMP [Pv4.

C nomoreio coobrennit o mepenanpasneany |CMP MapuipyTrzaropsl COOOMIAIOT y3iIaM 0 HaJWInH Golee
KpaTKoro MapupyTa K TOYKEC Ha3HA4YCHU. 3.]'[0yMbIH_U'IeHHI/IKI/I MOT'YT HUCIIOJIB30BATh TaKHUE COO6H.[CHI/I$[ JJIA arak
NOCpeHUKA (aTaKK «3JIOYMBIIUICHHHUK B cepennHe» ). COOOIICHHUs B TAKUX CIIy4asX BHOCSIT H3MCHEHHUS B TaOIHILy
MapIIpyToB y3ia 6e3 kakoi-nu6o npoBepku. Hactpoiite B cBoeil CHCTEME HTHOPHPOBAHUE TAKUX COOOLICHUIA,

€CJIM B HUX HCT HCO6XOHI/IMOCTI/I.
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IIpouenypa

1.

Beinonnure xomanny # grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep "default]|
all" ua y3nmax ycrpoiictBa VMware, 4to0bl IpOBEpUTh, OTKIIOHSIOTCS JIM HA HUX COOOIIEHHS O

nepenanpasienun [Pv4.

Eciu a5t y3710B HACTPOCHO OTKJIOHEHHE nepeHanpasieHuii IPv4, pesynsrar koMmaHap! OyaeT TakuM:
/proc/sys/net/ipv4/conf/all/accept_reidrects:0
/proc/sys/net/ipv4/conf/default/accept_redirects:0

Ecnu Heobxomumo HACTPOUTH HA y3JIC BUPTYaJIbHOI'O yCTpOﬁCTBa OTKJIOHEHHE COOOIICHHU O

nepenanpasienuu |Pv4, otkpoiite B TekcToBOM peaktope daiin /etc/sysctl.conf.
[IpoBepbTe 3HAYCHHUS CTPOK, KOTOPBIC HAYUHAIOTCS C net.ipv4.conf

Ecmm YKa3aHHBIX JaJjIec 3aIiCced HeT WiIn JUIA HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, )IO6aBBT€ OTH 3aIIUCHU

B (haifa WM N3MEHNTE NX 3HAYEHUS] COOTBETCTBYIOLINM 00pa3oM.

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

4. CoxpaHWTe BHECEHHbIE H3MEHEHHS U 3aKpOUTE (haii.

Otknonenune ICMP-coo01iennii o iepeHamnpasieHnu |Pv6

PexomenmyeTcst yOemuTesi, 4T0 KOMITBIOTEPHI Y3II0B BUPTyansHOro ycrpoiictea VMware otknonstor ICMP-

coobienust o nepenanpasienuu |PV6.

C nomoreio coobrennit o mepenanpasneann |CMP mapipyTruzatopsl COOOMIAIOT y3IaM 0 HaIuInH Golee

KpaTKoro MapupyTa K TOYKE Ha3HA4YCHU. 3ﬂ0yMI>IHIJ'IeHHI/IKI/I MOT'YT UCIIOJIB30BATH TaKHUE COOGHIGHI/IH JJIA atak

MocCpeaAHNKa (aTaKI/I «3JIOYMBIIIIJICHHUK B cepe/:[I/IHe»). COO6H.IGHI/I$I B TAaKUX CJIy4asaX BHOCAT U3MCHCHUSA B Ta6m/1uy

MapIIpyToB y3ia 0e3 Kakoi-mbo MpoBepKu. YOeIUTech, 4TO HCIOIb3yeMas CHCTEMa HaCTPOCHA UTHOPUPOBATH HX,

€CJIM OHU HE€ HYKHBI IJId JPYTUX ueneﬁ.

IIpouenypa

1.

3amyctute koMaHay # grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep "default|
all" Ha KOMIBIOTEpax y3JI0B BUPTyanbHOro ycrpoiictBa VMware, uto0bl yOeuThesl, 4TO OHH OTKIOHSIOT

cooOieHust o nepeHanpaniexnu |Pv6

Ecnu KOMIBIOTEPHI Y370B HACTPOCHBI OTKIOHATH MepeHanpasneHust IPv6, sta komaHma Bo3Bparaet

CIIeyIoIIee COOOIICHNE:!
/proc/sys/net/ipv6/conf/all/accept_redirects:0
/proc/sys/net/ipv6/conf/default/accept_redirects:0

Uto0BI HACTPONUTH KOMIIBIOTEPHI y3JI0B BUPTYAJILHOTO YCTPOMCTBA HA OTKIOHEHNE COOOIICHUH O

nepenanpasnennn IPv4, otkpoiite daiin /etc/sysctl. conf B TekctoBOM pemakrope.
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[IpoBepbTe 3HaUCHMS CTPOK, KOTOPBIE HAYMHAIOTCS ¢ net.ipv6.conf

Ecnu 3HaueHus A5 CeyronmX 3anuceid B TaHHOW 00JIaCTH HEe YCTaHOBJICHBI HA HOJIb WJIM 3aIUCH HE

CyHIECTBYIOT, IlO6aBLTe HUX B 3TOT (baﬁn WM OOHOBHTE CYHIECTBYIOMIUEC 3allMCHU HAJIC)KAIIITUM 06pa30M.

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4. CoxpaHuTe U3MEHEHUsI U 3aKpoiiTe (aii.

Perucrpanus nakero Martian IPv4

PeroMeHmyeTCst YOCMUTRCS, UTO KOMITBIOTEPHI Y3II0B BUPTYaIbHOTO yeTpoiicTBa VMware 3amucsBaoT B KypHa
naketsl Martian IPv4.

ITaketsr Martian CoACpKAT agpeca, KOTOPbIC U3BECTHLI CUCTEME KakK HGHCﬁCTBHTGHBHLIe. HaCTpOﬁTC KOMITBIOTEPbI

Y3JIOB HA 3alMCh 3THX COOOIIECHUH, YTOOBI UMETh BO3ZMOKHOCTH OTPEEISATh HENPaBUIbHBIE KOH(DUTYpalny Wi

TCKYIIUEC aTaKH.

IIpouenypa

1.

Beinonnure xomanny # grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep "default|all”
Ha KOMIIbIOTEpax y3ioB ycrpoiictBa VMware, 4ro0bl yOeanuThCsl, YTO OHU 3aMUCHIBAIOT B )KyPHAJ MAKETHI
Martian IPv4.

Ecnu BupTyanbHBIC MAIIMHBI HACTPOCHBI Ha 3aITUCh B KypHAN maketoB Martian, onn Bo3BpamiaroT cienyroriee

cooOlIeHNE:

/proc/sys/net/ipv4/conf/all/log_martians:1
/proc/sys/net/ipv4/default/log_martians:1

Ecnu y3mb1 HacTpOoeHBI PaBUIIBHO, HUKAKHUX JAPYTHUX JACHCTBHHA HE TpeOyeTcs.

Ecnu HeoOX0MuMO HACTPOUTh BUPTYalbHBIC MAIIHHBI Ha 3alMCh B )KypHAN makeroB martian IPv4, otkpoiite

¢aiin /etc/sysctl.conf B TekcToBOM penakrope.
[IpoBeprTe 3HAYCHHS CTPOK, KOTOPBIC HAYMHAIOTCS € het.ipv4. conf.

Ecnu 3nauenne JJI0 CIIEAYOIUX 3amnuceil He YCTAHOBJICHBI Ha 1 wim oHu He CYIIECTBYIOT, Z[OGaBLTe HUX B 3TOT

(haiin nam OOHOBHUTE CYIIECTBYIOIIHE 3AIMCH HAJICKALIIIM 00pa3oM.

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

4. CoxpaHHUTe U3MCHECHUS U 3aKPOUTE (haii.

@unbrpalus oOpaTtHoro Tpakra IPv4

B nesmsix 6e30MacHOCTH PEKOMEH/IYeTCsl HACTPOHTh Ha y3iax ycrpoiictea VMware ¢unsrpanuio o6paTHOro Tpakra

IPv4.

VMware, Inc. 55



PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

OunpTpaiys 00paTHOroO TpakTa 00eCHeYNBALCT 3aIUTY OT JIOKHBIX aJJPECOB UCTOYHUKOB 3@ CUET TOTO, YTO CHCTEMa
HUTHOPUPYET MAKETHI C aApe€CaMi UCTOUYHUKA, KOTOPBIC HE UMCIOT MapiiupyTa Wi MaplIpyT KOTOPBIX HE YKa3bIBa€T
Ha UCXOIHBIN uHTEepdeiic. HacTpoiite y3ibl Tak, 4TOOBI (rIIbTpalys 0OPaTHOIO TPAaKTa HA HUX HCIIOIh30BaJach
BCEI/Ia, KOTJIa 3TO BO3MOXHO. B HEKOTOPBIX CiTyyasix, B 3aBUCUMOCTH OT POJIM CUCTEMbI, (QUIBTpAIHst 00paTHOrO
TPaKTa MOXKET NMPUBECTH K HTHOPHUPOBAHMIO omycTrMoro Tpaduka. Ecnu o6HapyxutTcs mogobHas mpobiema,

nonpoGyﬁTe YCTAaHOBUTH MCHEEC JKECTKUU PEXKUM HUIIN OTKIIHOUUTE (l)I/I.]'H)TpaHI/IIO O6paTHOl"O TpakKTa.

IIpouenypa

1. Bemonaute komauny # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|all" Ha
y3J1aX BUPTyalibHOTO ycrpoiictBa VMware, 4ro0bl pOBEpUTh UCTIONB3YETCs JIM HA HUX (IIBTPALHS

obparHoro tpakra |Pv4.

Ecnu Ha BUPTyanbHBIX MalIHAX UCMIONB3YyeTCs GuibTparms odpaTHoro Tpakta |Pv4, pesyapraT koMaH bt

OyHeT CIeIYIOIIIM:

/proc/sys/net/ipv4/conf/all/rp_filter:1
/proc/sys/net/ipv4/conf/default/re_filter:1

Ecnu BupTyanbHblE MaIlInHBI HACTPOEHBI IIPaBUIIBHO, HUKAKKUX JPYTUX AEHCTBHUII HE TpeOyeTcs.

2. Ecmu HEOOXOIMMO HACTPOUTH (HUIBTPaIHi0 00paTHoro TpakTa |IPv4 Ha y3max, OTKpOiTe B TEKCTOBOM

penaxrope daiin /etc/sysctl.conf.
3. [IlpoBepbTe 3HAUECHUS CTPOK, KOTOPbIE HAYMHAIOTCS ¢ het.ipv4.conf

Ecmm YKa3aHHbIX JaJice 3aIKceil HeT Win JUTIA HUX HE YCTAHOBJICHO 3HA4YCHUC 1 , Z[06aBI)Te OTH 3aIlMCU B (baﬁn

WJIX U3MEHHUTE UX 3HAYCHUS COOTBETCTBYIOIUM 06p8.30M.

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

4. CoxpaHHUTe U3MCHCHHUS U 3aKPOUTE (haii.

Otknonenue nepeaapecanuu IPv4
Hacrpoiite Ha y3nax ycrpoiicta VMware otkinonenue nepeaapecanuu 1Pv4.

Ecmu B cucreme Hactpoena |P-niepeada u faHHasi cucrema He SIBISICTCS] HA3HAYSHHBIM MapIIPYTH3ATOPOM,
3JI0yMBIIUIEHHUKH MOTYT HCIIONB30BaTh 3TO U 00X0a CHCTEMBI 0€30TTaCHOCTH CETH, YKa3aB Ul Mepeaadn
JAHHBIX MyTh, OOXOASIIMI (DUIBTPALIMIO HA CETEBBIX yCTPOHCTBax. HacTpoiiTe Ha y3/1aX BUPTYaJbHOTO YCTPOiCTBa

OTKJIOHCHHUE IIEpcaapecannumn |PV4, YTOOBI 3allIUTUTHCA OT HOHOGHOﬁ YIpO35bI.

IIpouenypa

1. Bemonuure komanay # cat /proc/sys/net/ipvé4/ip_forward na y3nax ycrpoiicrea VMware, uro6s

MPOBEPUTH, OTKIIOHSIETCS JIN Ha HUX Tiepeajpecanus |Pv4.

Eciu 1yis1 y3710B HaCTpOEHO OTKIOHEHHe nepeaapecanuu |IPv4, komana BepHer 3nadenue O s mapamerpa /
proc/sys/net/ipv4/ip_forward. Eciau BupTyanbHble MallMHbl HACTPOEHBI IPABUIIBHO, HUKAKUX APYTUX

JIeHCTBUH HEe TpeOyeTcs.
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2. Ecim HEoOXOIMMO HACTPOUTH Ha y3JIe BUPTYAILHOIO YCTPOWCTBA OTKIOHEHHME nepeanpecanun IPv4, otkpoiite

B TEKCTOBOM pejnaktope daiin /etc/sysctl.conf.

3. Haiinure takyto 3amuce: net.ipv4.ip_forward=0. Ecnu ykazaHHO# 3amKCH HET WIH ISl Hee He YCTaHOBJICHO

HYJIE€BOC 3HAYCHUC, JI00aBbTE OTY 3allUCh WJIN U3MEHUTE €€ 3HAUYCHNE COOTBETCTBYIOIINM O6p3.30M.

4. CoxpaHuTe U3MEHEHUs U 3aKpoiiTe (aii.

OtknoHeHue nepeaapecanuu IPv6

B JE(SA15:0.€ 0e301acHOCTH PCKOMCHAYCTCS HACTPOUTH Ha y3JiaX YCTpofICTBa VMware orkinonenue nepeaapecanumn
IPV6.

Ecnu B cucreme HactpoeHa |IP-mepenava u qanHas cucremMa He SIBISICTCS HA3HAYCHHBIM MapIIPyTH3aTOPOM,
37I0YMBIIUICHHUKH MOTYT HCIIOIB30BaTh 3TO ISl 00X0/1a CHCTEMBI OE30IIaCHOCTH CETH, yKa3aB ISl TIepeaadn
JAHHBIX MyTh, OOXOAAIIII (PUIBTPALIMIO HA CETEBBIX yCTpoicTBax. HacTpoiiTe Ha y3/max BUPTYyadbHOTO YCTpOiicTBa
OTKIIOHEeHHe nepeaapecanuu |PV6, 9To0b! 3aUTHTRCS OT MOA0OHOH yrPO3BI.

IIpouenypa

1. Bomonuute xomanny # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|

all" ma VMware y3nax ycTpoicTBa, 4TOObI IPOBEPHUTH, OTKIOHSAETCS JIM HA HUX mepeaapecarus |Pv6.

Ecnu JUIA Y3JI0B HACTPOCHO OTKIIOHCHHUE NIEpeaipecaliu |PV6, pe3yibTaT KOMaHAbI 6yILeT TaKHUM.

/proc/sys/net/ipv6/conf/all/forwarding:0
/proc/sys/net/ipv6/conf/default/forwarding:0

Ecnu y31161 HacTpOEHBI IPaBUIIBHO, HUKAKHUX JIPYTHX JCHCTBUI HE TpeOyercs.

2. Ecmu HeOOXOIMMO HACTPOUTH Ha y3JI€ OTKIOHEHHe Tepeanpecanun |Pv6, oTKpoiiTe B TEKCTOBOM pelakTope

¢aiin /etc/sysctl.conf.
3. [IlpoBepsTe 3HaUCHHUS CTPOK, KOTOPbIE HAYMHAIOTCS ¢ net.ipv6.conf

Ecnu YKa3aHHbIX JaJiee 3aMuceil HeT WiIn 1A HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, ]1068.BI)T€ OTH 3aIIMCHU

WA U3MCHUTC UX 3HAYCHUSA COOTBETCTBYIOIUM 06pa30M.

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4. CoxpaHuTe BHECEHHbIC H3MEHEHHUS U 3aKpoiTe (aii.

HUcnoab3zoBanne Syncookies TCP IPv4

VYo6enurech, 4T0 KOMIBIOTEPHI y3ia ycrpoiicts VMware ucnosszytor Syncookies TCP I1Pv4.
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Cunxponnast araka TCP Moxer nmpuBecTd K 0TKa3y B OOCIy)KHBaHHH IyTeM 3aroiHeHus Tabmuisr TCP-

coemuHeHNU#H cuctembl coeanHenusmu B coctossand SYN_RCVD. Texuonorust Syncookies mpemotspariaet

OTCJIC)KMBAHUEC COCAMHECHUS N0 IMOJTYUYCHUA MOCICAYIOUICTO ACK, MPOBEPAA, YTO MHUIHUATOP MBITACTCA BBIIIOJIHUTDH

JIOMYCTUMOE TOJIKIIOUCHUE U He sBisieTcst uctounnkom Flood-araku. Dra TexHonorus He paboTaeT MOIHOCTHIO
COBMECTHUMBIM CO CTaHapTamu criocobom. OH akTUBUpYETCs TONBKO IpH yciioBuu Flood-araku, a taxke

TMO3BOJISACT 3AIMUTUTL CUCTEMY, IPOJOJIKASA O6CJ'Iy)KI/IBaTL JAOITYCTUMBIC 3alIPOChI.

IIpouenypa

1. 3Bamycrure komanny # cat /proc/sys/net/ipv4/tcp_syncookies Ha kommpioTepax y3ia yCTpOHCTB
VMware, 9to0bl yOeanThCS, 9TO OHHU UCTIONB3yI0T Syncookies TCP IPv4.

Ecnu KoMIBIOTEpBI y371a HACTPOCHBI Ha 3ampeT nepeHanpasieHus IPv4, sta komanaa BepHeT 3HadeHue 1 mist /

proc/sys/net/ipv4/tcp_syncookies. Ecinu BupTyalibHble MallliHbl HACTPOEHBI IPABUIIBHO, HUKAKUX

IpyTUX NeHcTBUi He TpedyeTcs.

2. UYro0Obl HACTPOUTH BUPTYAIbHOE YCTPOHCTBO Ha Hcmons3oBanne Syncookies TCP IPv4, otkpoiite /etc/
sysctl.conf B TekcroBoM pemakrope.

3. Haiigure Takyro 3amuch: net.1ipv4.tcp_syncookies=1.

Ecmm JJIA JTOH 3aIliCH B HaCTOﬂH.[I/Iﬁ MOMCHT HC YCTAHOBJICHO 3HAYCHNC CIMHUILIBI UJIN C€CJIM OHA HC

CyHIECTBYECT, JI00aBbTE 3aMKMCh WK U3MEHUTE CYHIIECTBYIONIIYIO 3alTUCh COOTBETCTBEHHO.

4. CoxpaHuTe BHECEHHbIE H3MEHEHHS U 3aKpOUTE (haiis.

OTtkioHeHue 00BABICHUN MapiipyTu3atopa |IPv6

Hacrpoiite s y3nos VMware otkioneHue 00bsBieHnit MapupyTuzaropa u nepenanpasnenuit ICMP, ecnu Takue

OOBSIBIICHUSA U TIEPEHAINPABICHISI He TPEOYIOTCS ISl paOOTHI CHCTEMBI.

I[Tpotoxkon IPV6 mo3BonsieT cucTeMaM HACTpaHBaTh CETEBBIC YCTPOMCTBA TTOCPEIACTBOM aBTOMATHYCCKOTO
npuMmeHennst nHdopmanyn u3 cetu. C TOUKH 3peHHst O€30ITaCHOCTH HACTPOMKa BayKHBIX JaHHBIX KOHQUTYpaln
BPYUHYIO SIBIISIeTCsl OoJiee Ha/le)KHBIM METO/IOM T10 CPaBHEHHIO ¢ MPUEMOM JAaHHBIX U3 CETH 0€3 HaUIeKaIInx
MIPOBEPOK.

IIpouenypa

1. Brmonuute komanny # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|
all" na y3nax ycrpoiicrea VMware, 4to0bl poBepHTh, OTKIOHSIOTCS JIM HA HUX OObSIBICHHS

MapuIpyTHU3aTopa.

Ecnu 1715 y370B HACTPOCHO OTKIIOHEHUE 00bsIBICHHH MapiipyTuzaTopa |IPv6, xomanaa BepreT 3HadeHue 0.

/proc/sys/net/ipv6/conf/all/accept_ra:0
/proc/sys/net/ipv6/conf/default/accept_ra:0

Ecnu y3mb1 HacTpoeHBI IPaBUIIBHO, HUKAKUX APYTHX JACHCTBHHA HE TpeOyeTcs.

2. Ecnu HeoOXOAMMO HACTPOMTH OTKJIIOHEHHE 00BbsBICHHI MapuipyTu3artopa IPv6 Ha y3iax, oTkpoiite B

TEKCTOBOM penaktope ¢aiin /etc/sysctl.conf.
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4.

HpOBCpBTC YKa3aHHbIC AaJICC 3allhCH.

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

Ecnu 3ammceit HeT niun JUIA HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, 21063BBTC 9TH 3allMCH UJIM U3BMCHHUTC HUX

3Ha4YCHUA COOTBCTCTBYIOINM 06pa30M.

CoxpaHUTE BHECCHHBIC N3MCHECHUS U 3aKPOUTE (aii.

OTKJI0OHEHHE BBI30BOB Mapipytu3aropa IPv6e

B nensix 6e30macHOCTH PEKOMEHYeTCsl HACTPOUTD Ha y37ax ycrpoiictBa VMware oTkiIIoHeHHE BBI30BOB

mapinpytusaropa [Pv6, eciu nnoe He TpedyeTcs yist paboThl CHCTEMBI.

HapaMeTp BbI30OBOB MAapHIpyTHU3aTopa ONpeaAcCasACT, CKOJIbKO TaKUX BbI3OBOB OTIIPABJIACTCA IMPU MMOJYYCHUN

unrep¢eiica. Ecan Ha3HauaroTCsl CTaTHYECKKE aJipeca, B OTIPABKE BBI30BOB HET HEOOXOIMMOCTH.

IIpouenypa

1.

4,

Beinonnure komanny # grep [01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep
"default|all" na y3nax ycrpoiicrBa VMware, uToObl IpOBEpHUTH, OTKIIOHSIOTCS JIM HA HUX BBI3OBBI

mapuipytu3saropa IPv6.

Ecnu muist y3710B HacTpOEHO OTKIIOHEHHE 00bsBICHHUIT MapipyTuzaropa |IPv6, pesyibraT komaHs! Oyaer

TaKHM:

/proc/sys/net/ipv6/conf/all/router_solicitations:0
/proc/sys/net/ipv6/conf/default/router_solicitations:0

Ecnu y31bl HacTpoeHbI PaBUIIbHO, HUKAKUX JIPYTUX JIeHCcTBUI He TpebyeTcs.

Ecan Heo0X0AMMO HACTPOHUTH OTKIIOHEHUE BBI30BOB MappyTuiaropa |IPv6 Ha y3max, OTKpOiTE B TEKCTOBOM

penaxrope ¢aitn /etc/sysctl.conf.

HpOBepBTe YKa3aHHbIC JaJICC 3allhCU.

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

Ecnm 3anuceit HeT wim U1 HUX He YCTaHOBJICHBI HYJICBBIC 3HAYCHU S, I[O6aBLTC OTH 3aITMCH NI U3MCHUTE UX

3HAUCHUSI COOTBETCTBYIOLIMM 00pa3oM.

CoxpaHuTe U3MEHEHHS U 3aKpoiTe (ait.

OTKIIOHEHUE MPENOUTeHUsI MapiipyTuzaropa |IPv6 npu BbeI30Bax
MapuIpyTu3aTopa

Hacrpoiite Ha y3nax ycrpoiictBa VMware orkioHenue Bbi30BoB Mapiipytusaropa |Pv6, ecnu nHoe He Tpebyercs

JUTs1 pabOThI CUCTEMBI.
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[TapameTp mpeanovTeHNUs: MapIIpyTH3aTOPa MIPU BBI30BAX ONpPEEIsIeT IPEeIOuTeHUs MappyTu3aropa. Ecin

HAa3HA4YaIOTCA CTaTUYECKHE aJpeca, ModydaTh CBECHHUS O MPEANOYTCHUH MapIIpyTH3aTopa MpH BEI30BaX HE

Tpedyercs.

IIpouenypa

1.

4.

Bemonnure komanny # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep
"default|all" na y3max ycrpoiictea VMware, 4to6sl IpoBepHTh, OTKIOHSIOTCS JIH HA HUX BBI30BBI

Mapuipytu3zaropa IPv6.

Ecam 1715 y370B HACTPOCHO OTKJIOHEHHUE 0OBsIBICHHH Mapiipytu3aTopa |[Pv6, pesynsrar komanasl Oyner

TAKUM.

/proc/sys/net/ipv6/conf/all/accept_ra_rtr_pref:0
/proc/sys/net/ipv6/conf/default/accept_ra_rtr_pref:0

Ecnu y31161 HacTpOEHBI IPaBUIIBHO, HUKAKHUX JIPYTHX JICHCTBUI He TpeOyercs.

Ecin Heo0X0anMO HACTPOUTH OTKIIOHEHHE BBI30BOB MapuipyTa |IPV6 Ha y3i1ax, OTKpOHTE B TEKCTOBOM

penakrope ¢aitn /etc/sysctl.conf.

HpOBCpBTC YKa3aHHbIC JaJICC 3allCH.

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

Ecnu 3ammceit HeT niun JUIA HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, 21063BI)TC 9TH 3allMCH UJIM U3BMCHHUTC HUX

3HAYEHHS COOTBETCTBYIOIIUM 00Pa3OM.

CoxpaHuTe BHECCHHBIC N3MCHEHUS U 3aKPOUTE (aii.

OTtkiioHeHue npedukca Mapuipytusaropa |Pv6

Hacrpoiite Ha y3nax ycrpoiictea VMware orkionenue npedpukca mapiipyrusaropa IPV6, eciu nnoe ne

TpeOyeTCst yist pabOThI CHCTEMBI.

[Tapametp accept_ra_pinfo omnpezenser, MpUHUMAET JIM CHCTEMa CBEJCHUS O peHKCe OT MapUIpyTH3aTopa.

Ecnu HazHaw9aloTCs cTaTHUECKHUE afpeca, MOoTydaTh CBEACHUS O pe(uKce MapIIpyTH3aTopa He TpeOyeTcs.

IIpouenypa

1.

Bemonnure komanny # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep
"default|all" na y3nax ycrpoiictea VMware, 4to0bl IpoBepHTh, OTKIOHSIIOTCS JIM Ha HUX CBEJICHHS O

npedukce mapiupyrusaropa |IPv6.

Ecnu mist y370B HACTPOCHO OTKIOHEHHE 00bsBIeHNMIT MapipyTu3zaropa |IPv6, pesyaprar komaH b1 OyaeT

TaKUM:

/proc/sys/net/ipv6/conf/all/accept_ra_pinfo:0
/proc/sys/net/ipv6/conf/default/accept_ra_pinfo:0

Ecnu y3mb1 HacTpoeHBI IPaBUIIBHO, HUKAKUX JAPYTHUX JACHCTBHHA HE TpeOyeTcs.
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2. Ecin HeoOX0IMMO HACTPOUTH OTKIOHEHHE CBEICHUH 0 mpedukce MapmpyTtusaropa IPv6 Ha y3max, oTkpoiite B

TEKCTOBOM pejiakTope ¢aiin /etc/sysctl.conf.

3. TIlIpoBepbTe yka3aHHbIC Jajee 3alKCH.

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

Ecnu 3ammcei HeT wim 11 HUX HE YCTAHOBJICHBI HYJIEBBIC 3HAUCHU, I[O6aBLTC OTH 3aITMCH NI U3MCHUTEC UX

3HAYEHHs COOTBETCTBYIOLIUM 00Pa3OM.

4. CoxpaHHuTe U3MEHEHHS U 3aKpoiite daiii.

OTKJIOHEHUE OTPaHUYCHUI TIPBHIKKOB B 00BSIBIEHUU MapuipyTuzaropa |Pv6e

Hacrpoiite s y3noB ycrpoiictBa VMware oTkioHeHHe orpaHHYeHHI MPpbDKKOB MapuipyTusaropa IPv6, eciu

TaKkWue OTpaHUYEHUS He TpeOyroTcs.

[Tapamerp accept_ra_defrtr onpeznesnsier, IPUHUMALT JIM CUCTEMa OIPaHUYCHUS IPHDKKOB U3 OOBSIBICHUS
Mmappytuzaropa. [Ipu HyneBoM 3HaUeHNH MMapaMeTpa MapIIpyTH3aTop HE CMOJKET N3MEHHUTD Ballle CTAH/IApPTHOE
orpaHnYeHue NPbDKKOB |PV6G it HCXOmSIIMX MAKEeTOB.

IIpouenypa

1. Bsinonnure komanny # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|
all" ma y3max ycrpoiictea VMware, uto0Obl poBepUTH, OTKIOHSIIOTCS JIU HA HUX OTPAHUYEHUsI TPHLKKOB

mapiipytuzaropa |[Pv6.

Ecnu 1714 y370B HACTPOESHO OTKJIOHEHHE OrpaHMYEeHUH IPBDKKOB MapiupyTusaropa |IPv6, xomanaa BepHet

suauenue 0.

/proc/sys/net/ipv6/conf/all/accept_ra_defrtr:0
/proc/sys/net/ipv6/conf/default/accept_ra_defrtr:0

Ecnu y31161 HacTpOEHBI IPaBUIIBHO, HUKAKHUX JIPYTHX JICHCTBUI HEe TpeOyercs.

2. Ecnu HEoOXOAMMO HACTPOHTH HA y3Jie OTKIIOHEHHE OrpaHUYEHHI MPbDKKOB MapiipyTuzaropa IPv6, otkpoiite

B TEKCTOBOM penakrope daiin /etc/sysctl.conf.

3. IlpoBepbTe yka3aHHbIC Jajee 3alHCH.

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

Ecnu 3ammceit HeT niun JUIA HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, L[O6aBI)Te OTH 3aITMCHU WU U3MCHUTC UX

3HA4YCHU COOTBCTCTBYIOLINM 06pa30M.

4. CoxpaHHUTe BHECEHHbIC H3MEHEHHUS U 3aKpouTe (haii.

VMware, Inc. 61



PyxoBozcTBO 10 Ge3omacHoi KoHbUTrypanun

OTKIIOHEHHE HACTPOEK aBTOMAaTUYECKON KOH(PUTYpallUd B OOBSABICHUH
Mapiupyrtusaropa IPv6

Hacrpoiite s y3noB ycrpoiictea VMware oTkiIoHeHHe HACTPOECK aBTOMAaTHYSCKON KOH(DHUTYpaluu

mapinpytusaropa IPv6, eciu takue HacTpoiiku He TpeOGyroTCs.

[Tapametp autoconf onpenesnsier, MOXET JIM CUCTEMa Ha OCHOBAaHUH OOBSIBJICHUH MapIIpyTH3aTopa Ha3HAYUTh

I00aNBHBIN HHINBUAYAIBHBIN agpec HHTEpdEiCy.

IIpouenypa

1.

4.

Bemonaute komanny # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|
all" ua y3max ycrpoiictea VMware, 4toObl mpoBepHTh, OTKIOHSOTCS JIH HA HUX HACTPOWKH aBTOMATHYECKOi

KoH(purypauu mapipyrusaropa |[Pv6.

Eciu 1y1st y3710B HACTPOEHO OTKJIOHEHHE HACTPOEK aBTOMATHUECKOM KOH(HUrypaluu MapiipyTtusaropa |Pv6,

KOMaHJa BEPHET 3HAYCHUEC 0.

/proc/sys/net/ipv6/conf/all/autoconf:0
/proc/sys/net/ipv6/conf/default/autoconf:0

Ecnu y3mb1 HacTpoeHBI PaBUITBHO, HUKAKHUX JAPYTHUX JCHCTBHHA HE TpeOyeTcs.

Ecnu Heo0x0aMMO HACTPOUTH Ha y3Jie OTKIIOHEHNE HACTPOCK aBTOMATUYECKOi KOH(pUTypaluu

mapuipytuzaropa IPv6, otkpoiite B TekcToBOM penaktope daitn /etc/sysctl.conf.

[TpoBepbTe yKa3aHHbBIE Aaliee 3alnCH.

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

Ecnu 3ammceii HeT wim JUIA HUX HE YCTAHOBJICHBI HYJICBBIC 3HAYCHU, [[06aBI>Te 9TH 3allUCHU UJIM U3BMCHUTC UX

3Ha4YCHHSA COOTBCTCTBYIOIIIUM 06p330M.

CoxpaHuTe BHECEHHBIC M3MEHEHHS M 3aKpouTe (haiii.

OTtkJI0HEeHME BEI3OBOB cocena IPv6e

Hacrpoiite Ha y3nax ycrpoiictBa VMware otkionenue Bei30BOB cocena IPv6, eciiu Takue BI30BBI HE TPeOYIOTCSI.

HapaMeTp dad_transmits OIPCACIIACT, CKOJIBKO BBI3OBOB COCEAa NOJIKHO OTIPABJIATHCA HAa OAUH aApeC

(rmoGaneHE 1 link-local) mpu monmywenun uaTepdeiica s 0OeceUeH s YHHKATLHOCTH JAaHHOTO a/ipeca B CETH.
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IIpouenypa

1. Bomonuute xomanny # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep
"default|all" ma VMware y3nax yctpoiicTa, 4TOOBI IIPOBEPUTH, OTKIIOHSFOTCS JIM Ha HUX BBI3OBHI cOCena

IPV6.

Ecmm ms Y3JI0B HACTPOCHO OTKJIIOHEHHUE BBI3OBOB COCEa |PV6, KOMaHJa BEPHET 3HAYCHUE 0.

/proc/sys/net/ipv6/conf/all/dad_transmits:0
/proc/sys/net/ipv6/conf/default/dad_transmits:0

Ecnu y31mbel HacTpOEHBI MPaBUIIBHO, HUKAKUX JIPYTUX JIEHCTBUI He TpebyeTcs.

2. Ecmu HCOGXOL[I/IMO HACTPOUTH HA y3JIC OTKIIOHCHUC BBI3OBOB COCCa |PV6, OTKpOﬁTe B TCKCTOBOM PEHAKTOPEC

¢aiin /etc/sysctl.conf.

3. TlIpoBepbTe yka3aHHbIC Jajee 3aluCH.

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

Ecrnu 3anuceii HeT WM JUIs HUX HE yCTAHOBIICHBI HYJIEBbIE 3HAYEHUs, JOOABBTE ATH 3aIMCH WA U3MEHUTE UX
3HAUCHUSI COOTBETCTBYIOLIMM 00pa3oM.

4. CoxpaHuTe BHECEHHbIE H3MEHEHHS U 3aKpOUTe (haii.

OrpaHndeHrne MaKCUMaJILHOTO KOJIMYECTBA ajipecoB IPv6

y6e,HI/ITeCL, YTO KOMIIBIOTCPHI Y3JI0B YCTpoﬁCTBa VMware OrpaHUYUBAIOT IMaApaMCTP MAKCUMAJIbHOI'O KOJINYCCTBA

anpecos IPV6 1o MunrMyma, HE0OXOMMOTO JJIst pabOThI CHCTEMBI.

IapameTp MakCHMAIBHOTO KOJMYeCTBa aapecos |IPv6 ompenernsieT KonmnaecTBO mT00aIbHBIX OHOAIPECHBIX
anpecos IPV6, nocrymubix st kaxporo uarepdeiica. Komuuecto mo ymonuanuio — 16 aapecos, HO HEOOXOIUMO
3a7aTh TOYHOE KOIUIECTBO CTATHYCCKU HACTPOCHHBIX IIO0ATBHBIX aIpecOB, HEOOXOIMMBIX JUT UCTIONB3YeMOit

CHUCTCMBI.

IIpouenypa

1. Bomonaute komanny # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep
"default|all" nHa kommbroTepax y3moB ycrpoiictBa VMware, 4to0bl yOeAUTHCS, YTO OHU HaUICKALIMM

00pa3oM OrpaHHYHUBAOT MAKCHMaJIbHOE KOIUYECTBO agpecos IPv6.

Ecimm KOMIIBIOTEPHI Y3JI0B HACTPOCHBI HA OrPAHUYCHNE MAKCUMAJIbHOTO KOJINYECTBA aJpECOB |PV6, JTa

KOMaH/1a BepHeT 3HadeHust 1.

/proc/sys/net/ipv6/conf/all/max_addresses:1
/proc/sys/net/ipv6/conf/default/max_addresses:1

Ecnu y31bl HaCTpOEHBI MPaBUIIBHO, HUKAKUX JIPYTUX JIEHCTBUI He TpebyeTcs.

2. Ecmm HCO6XOZ[I/IMO HACTPOUTHh MAaKCUMAJIbHOC KOJIMYCCTBO a/Ip€COB IPv6 na KOMIIBIOTEPAX y3JI0B, OTKpOﬁTC

¢aiin /etc/sysctl.conf B TekctoBOM penakrope.
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3. TIlIpoBepbTe yka3aHHbIC Jajee 3alHCH.

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

Ecnu 3anucu He CYIIECTBYIOT WJIM UX 3HAYCHUSA HE PABHBI 1 y 2106aBBTe TaKHe 3aIiCH Ui OOHOBUTE
HaaJICKalum 06pa30M CYHIECTBYIOIIUEC 3aIlHCH.

4. CoxpaHuTe BHECEHHbIC H3MEHEHHUS U 3aKpoiTe (haii.

Hactpoiika mapaMeTpoB ceTH s y3j1a HHPPACTPYKTYphl Kak
YCIyTU

B oeiax 0e30IacHOCTH PEKOMEHAYETCSA HACTPOUTH IMapaMETPhI oOMeHa JaHHBIMH B CE€TH Ha y3JI€ KOMIIOHEHTA
uH(ppacTpykTypsl Kak ycayra VMware B cootBeTcTBuE ¢ TpeOoBaHusAME U HHCTpyKiusmu VMware.

Urobbl 0becrieunth MOIEPXKKY Beex Gyukuuii VRealize Automation ¢ maanexanm ypoBHeM 6e301aCHOCTH,

HACTPOHTE KOH(DUTYpALNIO CETH TS y3/1a HHYPACTPYKTYPhI KAK YCIYTH.

CM. paszen 3amuTa KOMIIOHEHTa HHPPACTPYKTYPhI KaK yCIyTH.

Hacrpoiika moptoB v nMpOTOKOJIOB

PexoMeH 1yeTcst HACTPOUTD MOPTHI U MPOTOKOJIBI JIJIsl BCEX yCTpOiicTB 1 komroHeHToB VRealize Automation B

COOTBETCTBHH C pykoBoacTBamu VMware.

Hacrpoiite BXOIsIIMEe 1 UCXOASAIINE MOPTHI U1 kKomoHeHToB VRealize Automation B cootBercTBHH €
TpeGOBaHMIMH K pabOTe KPUTHICCKH Ba)KHBIX KOMIIOHEHTOB CHCTEMBI B IIPOU3BOACTBEHHOI cpeze. OTKII0UNTE BCe
HEHYIKHbIE TTOPTHI U TIpoTOKOIBL. CM. pasaen Dmanonunas apxumexkmypa VRealize Automation B noxymenranuu
no VMware vRealize Automation.

HucrpymenT «IIopThl M MPOTOKOJIBLI»

C IIOMOUIbIO CPEACTBA ((HOpTLI 1 IIPOTOKOJIBI» MOXXHO IIPOCMaTPUBATH PIH(I)OpMaL[PIIO O MopTax i pa3JInIHbIX
IPOAYKTOB VMware, B TOM YHUCJIC TSI HECKOJIBKUX IMPOAYKTOB OAHOBPEMEHHO, HA O/THOM TTaHeIn YIIpaBJICHUSA.
KpOMe TOT'0, MOXHO 3KCIIOPTUPOBATH BLI6paHHI>Ie JaHHBIC U3 3TOT0 CPEACTBA JIA JOCTYyIla B aBTOHOMHOM PCKHUME.

B HacTosAee BpeMsa CpeaACTBO ((HOpTLI 1 IIPOTOKOJIBI» MOAACPIKUBACT CICITYIOIINE pe].HeHI/IH:
m  vSphere;

= VSAN;

m  NSX for vSphere;

m  VRealize Network Insight;

m  VvRealize Operations Manager;

m  VvRealize Automation.

DT0 cpescTBO MOKHO 3arpy3uTh Ha caiite hitps://ports.vmware.com/.
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[Tonp30BaTenbCKuUe MOPTHI

B nensix 6e3omacHOCTH HaCTpO#iTe mojib3oBaresbekue noptel VRealize Automation B coorBercTBru ¢

uncrpykuusmu VMware.

HeoOxonnmble MOPTHI JOIDKHBI ObITH TOCTYIHBI TOJBKO Yepe3 3al[HICHHYIO CETh.

CEPBEP MOPTBI

VYerpoiierso VRealize Automation 443, 8443

[TopThl, HEOOXOAUMBIE aIMUHUCTPATOPY

B nesnsix 6e301acHOCTH PEKOMEH/IyeTCsl HACTPOUTh MOPThI aagMuHucTparopa VRealize Automation B coorsercTBin

¢ uncrpykuusimu VMware.

HCO6XO,HI/IMI>16 TOPThI JOJIPKHBI OBITH JOCTYIHBI TOJBKO Y€PE3 3aIUIICHHYIO CCTh.

CEPBEP MIOPTBI

Cepsep VRealize Application Services 5480

[Topts! ycTpoiicTBa VRealize Automation

B uensix obecrieyernst 6e30MacHOCTH PEKOMEH/IYETCsl HACTPOUTD BXOJISIIME W UCXOJISIIHE MOPTHI sl YCTPOHCTBO
vRealize Automation B coorserctBuu ¢ unctpykuusmu VMware.

Bxopsiue noptet

Hacrpoiite MUHEMaTBHOE HEOOXOAMMOE KOIMYECTBO BXOSIIMX MOPTOB uist YerpoiicTBo VRealize Automation.

HaCTpOﬁTe JAONOJIHUTCIIBHBIC TOPTHI, €CJIN 3TO HCO6XO,Z[I/IMO JJIA KOH(I)I/IpraL[I/II/I BaIleii CUCTEMBI.

Tabmuma 8-1. MuHUMaIbHOE 0053aTEIHPHOE KOJIMYECTBO BXOISIINX TTOPTOB

MnOoPT MPOTOKOJI KOMMEHTAPHUHU

443 TCP Jloctyn k BezoBam API i korconu VRealize Automation

8443 TCP I[Mpoxkcu-cepsep VMware Remote Console

5480 TCP Jloctyn k unTepdeiicy ympasierus ycrpoiictBom VRealize Automation.
5488, 5489 TCP Buyrpennuii. Mcnonssyercst pemenneM Yerpoiicteo VRealize

Automation mis o6HOBIEHNIA.
5672 TCP O6men coobmennsmu RabbitMQ.

Ipumeuyanue Ilpu kmactepusanuu dK3eMIULIpoB YeTpoiicTBo VRealize
Automation, Bo3MoXxHO, TOHAJOOUTCST HACTPOUTH OTKPBITHIC TOPTHI 4369
n 25672.

40002 TCP Tpebyercs st cayx6b1 VIDM. 3amuineno 6panamayspoM OT BCEro
BHEIIHEro TpaduKa 3a HCKIIOYEHHEM TpauKa OT APYrUX y3JoB

VYerpoiicto VRealize Automation npu go6asiennn B KoH(uUryparmzo

BBICOKOH JAOCTYITHOCTH.

Ecmu HeO6XOZ[I/IMO, HaCTpOﬁTe JOTOJTHUTCIIBHBIC BXOAAIINE MMOPTHI.
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Tabmura 8-2. J[onoTHUTEIbHBIE BXOMSIINAE TOPTHI

OoPT IMPOTOKO.I KOMMEHTAPHUH

22 TCP (dononuutensHo) SSH. B npou3BoACTBEHHOI Cpejie OTKIIYUTE CIIyKOy
SSH, npocaymmusatonryio nopr 22, u 3akpoire nopr 22.

80 TCP (domonautensro) [lepenanpasmser ua mopt 443.

Hcxoasiue nopTel

Hacrpoiite He0OX0MUMBbIE HCXOISTITHE TIOPTHI.

Tabnuia 8-3. MuanManbHOE 0053aTeTFHOE KOJTHMYECTBO UCXOASIINUX TTOPTOB

IHOPT IMPOTOKOJI KOMMEHTAPUHU

25,587 TCP u UDP Iporokon SMTP 1u1st OTIpaBKH HCXOSIIUX YBEIOMIICHHUH 110

UIEKTPOHHON MouTe.

53 TCP u UDP DNS.
67, 68, 546, 547 TCP u UDP DHCP.
110, 995 TCP u UDP TIporokon POP mist monmydenust BXOMSIIUX YBEIOMIICHHUIA 110

3HeKTp0HHOﬁ TIo4Te.

143, 993 TCP u UDP Iporokon IMAP jutst ronydeHust BXOISIMX YBEIOMICHHIT 10

3J'IeKTp0HHOﬁ To4Te.

443 TCP Cnyx0a ynpasinenus HHPPaCTPyKTYPbI KaK YCIYTH 0 TPOTOKOITY
HTTPS.

Ecmm HeO6XOZ[I/IMO, HaCTpOﬁTe JOTOJTHUTCIIBHBIC UCXOASAIINE TOPTHI.

Tabmuua 8-4. JlonoMHUTENbHBIE UCXOISIINE TOPTHI

OorPT MMPOTOKOJI KOMMEHTAPUH

80 TCP (JomonuurensHo) cnmonb3yeTcst Iuist MOMyYIeHuUsT OOHOBICHHUIMA
nporpaMMHoro obecredeHnst. OOHOBICHHSI MOKHO 3arpyarh

MIPUMEHSATE 110 OTACIIbHOCTH.

123 TCP u UDP (MomnonauTensHo) Mcmonb3yercs Uisi HOAKITIOYCHHUS HETTOCPEIACTBEHHO K

NTP BmecTo ucnonbp30BaHUsI BpeMEHH y3J1a.

CpenctBo «IlopTsl 1 MPOTOKOIIBI»

C nomomplo cpeacTsa «IIopThl ¥ MPOTOKOIBI» MOXKHO IIPOCMATPUBATh HH(YOPMALIUIO O MOPTaxX I Pa3IMYHbIX
npoxykroB VMware, B ToM 4Hciie Ui HECKOJIBKUX NPOIYKTOB OJHOBPEMEHHO, Ha OJIHO MaHEeNH yIpaBIICHUs.
Kpome Toro, MO’KHO 3KCTIOPTHPOBATh BEIOPAHHBIC JaHHBIC U3 3TOTO CPEICTBA JUIS IOCTYIa B aBTOHOMHOM PEKUME.

B nacrosmee BpeMs cpeacTBo «I1opTel U MPOTOKONBI» MOAAEPKUBACT CIEAYIOIINE PELICHUS:

m  vSphere;
= VSAN;
m  NSX for vSphere;

vRealize Network Insight;
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m vRealize Operations Manager;
m  vRealize Automation.

OtH cpezcTBa qocTynHbl Ha noprane https://ports.vmware.com/.

[TopTel UHGPACTPYKTYPHI KaK YCIYTH

PexoMmeHIyeTcss HACTPOUTh BXOJSIIME M UCXOMSIIIE TOPTHI ISl KOMIIOHEHTOB HH(PPacTPYKTyphl Kak yciyru (laaS)
B COOTBETCTBHHU C pykoBojcTBamu VMware.

Bxopsue noptsl

HacTtpoiite MUHIMaTbHOE KOJIMYECTBO TPEOYEMBIX BXOMSIINX MOPTOB AJISI KOMIIOHEHTOB HH(PACTPYKTYPHI KakK

yCIIyTH.

Ta6J'H/II_[a 8-5. MuHUMaILHOE 00513aT€ILHOE KOTUYECTBO BXOOAMIUX IMMOPTOB

KOMIIOHEHT norPT MMPOTOKO.JI KOMMEHTAPUH

Manager Service 443 TCP OOMeH TaHHBIMH ¢ KOMIIOHCHTaMH HH(PPACTPYKTYPHI KaK YCIYTH U YCTPOHCTBOM
vRealize Automation o nporoxory HTTPS. Ha m06bIx y3max BUpTyanu3amuy,
KOTOPBIMH YIPABIISIIOT IPOKCH-areHThI, TAKXKE J0JDKEH OBITh OTKPBIT ISl BXOSIIIETO
tpaduxa TCP-nopr 443

Hcxonsimue noptel

Hacrpoiite MUHMMaIBHOE KOJIMYECTBO TPEOYEMbIX UCXOMSIINX MOPTOB ISl KOMIIOHEHTOB HH(PACTPYKTYPBI KaKk

YCIIyTH.

Ta6n1z1ua 8-6. MuHuManbpHOe 00s3aTeNIbHOE KOJTUYECTBO HUCXOAAMIUX MMOPTOB

KOMIIOHEHT IOPT IMPOTOKO.T KOMMEHTAPHUHA

Bee 53 TCP u UDP DNS.

Bee TCP u UDP DHCP.

Manager Service 443 TCP O6meH nanHbIME ¢ yerpoiicTBoM VRealize Automation o nporokony HTTPS.
Be06-caiir 443 TCP OO6MeH JlaHHBIMK CO CITyk00i aucnerdepa o nporokony HTTPS.

Jlucnieruepst 443 TCP OOGMEH JaHHBIME CO CIIy*k00i aucnerdepa no nporokony HTTPS.

Distributed

Execution

Manager

IIpoxcu-arenTsl 443 TCP OOMeH TaHHBIMU ¢ KOMITOHeHTOM «Ciry)k0a aucrerdepa» U y3inaMu BUPTyalTH3aliu

no nporokoiny HTTPS.
TocreBoii arent 443 TCP OO6MeH TaHHBIMH CO CITyK00# qucmerdepa mo nmporokony HTTPS.

Cyxb6a 1433 TCP MSSQL.
Jcrierdepa, Beo-

caiTt

HpI/I H€O6XO[[I/IMOCTI/I HaCTpOﬁTe JONOJIHUTEIIbHBIC UCXOAAIINE TOPTHI.
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Tabmuia 8-7. J[onoTHUTEIbHBIE UCXOSATITNE TTOPTHI

KOMIIOHEHT OPT IPOTOKOJI KOMMEHTAPUM

Bcee 123 TCP u UDP NTP He siBisiercst 00s3aTeIbHBIM.
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AyIUT U BEJICHUE KypHAIa

B nensix 6e30macHOCTH PEeKOMEHyeTCsl HACTPOUTD ayluT U BeIeHHe KypHaia B cucteme VRealize Automation B

COOTBETCTBHHM ¢ MHCTpYyKuusimu VMware.

[Ipu ynaneHHOM BeJleHHMH JKypHaja Ha CIEIMaIbHOM IIEHTPAJILHOM y3J1e o0ecliedynBaeTcs 0e30macHoe XpaHeHUE
(aiinos xypHanma. Cobupas aiiasl )KypHata Ha IEHTPAIHLHOM y3JI€, BBl MOJKETE KOHTPOJIMPOBATH CPELy C
MOMOIIBIO €IMHOTO HHCTPyMEHTA. Takke MOKHO BBIIOJIHATH OOIIMIT aHAJIN3 U MTOUCK MPU3HAKOB yIpo3, HAPUMEP
COIVIAaCOBAHHBIX aTaK Ha HECKOJIBKHUX 00bEKTaxX B paMKax HH(PACTPYKTyphl. BejeHue xypHaia Ha eIIMHOM
3aIIMIIEHHOM CepBepe MOMOXKET M30eKaTh HeXeNaTeIbHbIX JICHCTBUH C )KypHAJIOM U B TEUEHHE JUTUTEIHEHOTO

BPEMEHHU COXPAHITh HEOOXOAMMBIE 3aIUCH aylInuTa.

Oobecneuenue 0€30MaCHOCTU CEpBEpa yAAJECHHOTO BEICHUS
KypHaja

[Tocie B371OMa CHCTEMBI 3aLMTHI Ha y3J1€ 3JI0YMBILIUICHHUKH YacTO MBITAIOTCS HAUTH U U3MEHHUTH (ailibl )KypHaa,
YTOOBI CKPBITH CBOM JICHCTBHS U COXPAHHUTh TOJIyYCHHBII KOHTPOJIb HAJl CHCTEMOH, OCTABIINCH HE3aMEUCHHBIMH.
Jlnst mpenoTBpaleHnsT HE3aKOHHBIX U3MEHEHMH JKypHaja ClefyeT HauIeKalM 00pa3oM 3aIlUTUTh CEPBEP

YAaJICHHOI'O BCACHUSA KXypHaJia.

Hcnons3oBanne apropuzoBaHHoro NTP-cepsepa

Ha Bcex y3max JOJDKEH HCIIONB30BATHCS OMMH M TOT )K€ HCTOYHUK OTHOCHTEIBHOTO BPEMEHH (C YUIETOM CMEIICHHS
BCIIC/ICTBHE JIOKATH3AIMHN ), COOTBETCTBYIOIIHI OMOOPEHHOMY CTaHIAPTy BPEMEHH, HAPHMEP BCEMHUPHOMY
koopauHupoanHomy Bpemenu (Coordinated Universal Time, UTC). IIpaBuibHO OpraHu30BaHHOE
HCIIONTb30BaHNE UCTOYHMKOB BPEMEHH MO3BOIISIET OBICTPO OTCIICKUBATH M COOTHOCHTD MEXIy Co00it neiicTBusI
37I0YMBIIIIICHHUKOB TIPH MPOBEPKE COOTBETCTBYIOMINX (ailioB sxypHana. [Ipu HeMpaBUIIBHBIX HACTPOHKAX BPEMEHH
YCIIOKHSFOTCS TPOBEPKA M COMOCTaBICHUE (HailIoB KypHAJIa C LEIbIO BBIBICHUS aTakK, a ayAuT JaeT HEeTOYHbIC

PE3yIbTaTHI.

HUcnonw3yiite no kpaiineir mepe Tpu NTP-cepBepa Ha ocHOBE BHENIHMX HCTOYHUKOB BPEMEHH HJIM HACTPOITE
HecKoubKO JoKaabHbIX NTP-cepBepoB B JOBepeHHOI ceTH, KOTOpbIE Oy/IyT MOIy4Yarh JaHHBIC BPEMEHH KaK

MUHUMYM OT TPEX BHCIIHHUX UCTOYHHUKOB BPCMCHU.
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