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YcTtaHoBKa VRealize Automation

DTO PYKOBOJCTBO 10 ycmanoske VReadlize Automation coaepXuT HHCTPYKIUH [0 YCTAHOBKE C TIOMOIIBIO
Macrepa, yCTaHOBKE BPYyUHYIO U aBTOMaTH4YecKoil ycraHoBke VMware vRealize ™ Automation.

Ipumeuanne He Bo Bcex Bepcusx penreHus VRealize Automation moryT ObITh J0CTYNHBI Bce QYHKIMU U
Bo3MoxkHOCTH. CpaBHeHHe QYHKIHMI BO BceX Bepcusx mpuBeneHo B https://www.vmware.com/products/
vrealize-automation/.

Llenesas ayautopus

Ora unpopMaIys mpeaHa3HauYCHa ISl OMBITHBIX CUCTEMHbBIX aMUHHUCTpaTopoB cpeax Windows wiu Linux,

3HAKOMBIX C TEXHOJIOTUEH BUPTYaJIbHBIX MalIMH U (pyHKIIMOHUPOBAHHEM IIEHTpa 00pabOTKH JaHHBIX.
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OOHOBNEHHbIE CBEAEHUS

B tabnuiie HEKe MpUBEICHBI U3MEHEHHUs, BHECEHHBIE B PYKOBOJICTBO Ycemanoska VRealize Automation s
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Onucanne

B OOHoBIeH pa3jen YcTaHOBKa areHTa ynpasnenus VRealize Automation.

B OOHOBIEH pa3jen BrimoueHne aBTOMaTHIECKOrO aBapHIHHOTO IIEPEKIIOUCHHUS CITy)KOBI JUCIIeTIepa.
®  OOHoBneH pa3aen HenpasuibHast peructpanus ciyx0 komrnonenToB VRealize Automation.

O6HoBIeH pa3nen M3BieyeHne cepTU(GUKATOB U 3aKPBITHIX KIIFOYCH.

O6noeieH pazaen Cepsepst Windows HUubpactpykrypa Kak yciyra.

O6HoBIEH paszen Y3en cayx0sl aucnerdepa MuppacTpyKkTypa Kak yciyra .

OO6HoBJIeH paszen Y3en cepeepa SQL Server MuppacTpykTypa Kak yciuyra.

O6uoeieH paszaen He usmensiite qacoBoii nosic B VRealize Automation.

OG6HOBIIEH pa3zien YpaBieHue HCIPABICHUSMHI JTOCTYIIA.

Jlo6aenen snemenT OTKIOHEHHE MOAKITFOYECHUH KOOPIMHATOPA PACIIPE/ICIICHHBIX TPaH3aKIUi.

O6uoBieH pasaen COoii 3apOCOB KOMITBIOTEPA PU OTKIIOYCHHUH yIaICHHBIX TPAH3AKIHIA.

B Jlo6asnenmne emie oanoro ycrpoiictsa VRealize Automation B kiactep m06aBneHo HAMOMUHAHKE 1O TTOBOLY

COCAMHHUTEIS.

B Oo6HoBneH pazaen Ycrpoiictso VRealize Automation.

B JloGaeneH sneMeHT He n3meHsiite yacoBoii nosic B VRealize Automation.

B B VuerHble 3amHCH U ITaposIi OOHOBIEHEI TApaMETPHI TPYIIIOBOI ITOTUTHKH.

m B Cepsepsl Windows HubpactpykTypa Kak yciayra OOHOBICH aHITIHICKHN SI3bIKOBOM CTAHIAPT.

B Jlo6asneH snemeHT CepBepbl HHOPACTPYKTYPHI KaK YCIYTH 0TOOPa)XaroTcs co craTycoM «He moaxmodeHo».
B B VuyerHble 3amucu U naposiy A00aBICHBI TapaMETPbI TPYIIIOBON MOIHTHKH.

B B Cepsepsr Windows Wudpactpykrypa kak yciayra yaaneHa obornouka PowerShell 2 u nodasnen

AHTTIMICKUIN SI3BbIKOBOI CTaHAApT.

I/ICHpaBHeHO HECKOJIBKO THUIIEPCCHIIOK.

HepBOHa‘IaHLHa}I peaakuus JOKyMEHTa.



O630p ycTaHOBKKN VRealize
Automation

VRealize Automation Mo»HO yCcTaHOBUTH KaKk B MUHUMAJILHOM Maciitade Jjist MOIePIKKH KCIIEPUMEHTaIbHBIX
cpea, Tak M B JIpyrux, 0ojiee KPYMHBIX MacIITadax Juis MOJICPXKKH paclipeeIeHHbIX KOPIOPATHBHBIX
KOH(UTypanuii, CioCOOHBIX CIPABISITHCS C IPOU3BOJCTBEHHBIMU pa00OYMMHU HArpy3KaMu. Y CTAHOBKA MOJKET

BBITIOJIHATHCA B UHTCPAKTUBHOM WJIM ABTOMATUYCCKOM PEIKUME.

ITocne 3aBepieHMsT yCTAaHOBKH HCIOb30BaHue VRealize Automation maunHaeTcst ¢ HACTPOMKU CHCTEMBI U
apeH/IaTOPOB, KOTOPbIE 00ECIICUMBAIOT MOIB30BATENSIM JIOCTYIT K CAMOCTOSITEIILHOM MOJATOTOBKE M YIPABICHUIO

KU3HCHHBIM [IUKJIOM OOJIAYHBIX CIIYXKO.

B aTy rnaBy BXOIAT CIEIYIOIINE Pa3IeibL:

m  VYcranoBka VRealize Automation

m  Hossie Bo3MOkHOCTH B ycTraHoBke VRealize Automation
m  VRealize Automation YcranaBnuBaeMbie KOMIOHEHTBI

m  Tun pa3BepThiBaHUS

m  Bri6op cocoba ycTaHOBKH

YctaHoBka VRealize Automation

VRealize Automation M0oXHO yCTaHOBHUTH Pa3HBIMU CIIOCOOAMH, KQXKIbIH M3 KOTOPBIX MPEIyCMaTPHBACT

OTIpEIeIEHHYIO CTENEeHb B3aMMOACHCTBHSL.

Jst ycTaHOBKH HEO0OXOAMMO pa3BepHYTh ycTpoiicTBO VRealize Automation, a 3aTeM BBIIOIHUTE YCTAHOBKY

OJIHUM M3 CJIEYIONINX CIIOCOOOB.
m  OOmas ycTaHoOBKa ¢ MOMOIIBIO MacTepa B Opaysepe

m  OtaenbHas HaCTPOIKa yCTPOWCTBA B Opay3epe M OTAelbHasl YCTaHOBKAa KOMIIOHEHTOB CepBepa

Uundpacrpykrypa kak yciayra B Windows

m  ABTOMAaTHYecKas yCTAaHOBKA C ITOMOIIbIO KOMAaH/HOW CTPOKH C MPUHITHEM JaHHBIX U3 (baiiyia 0TBETOB

CBOMCTB

m  VYcranoBka uepe3 unrepgeiic REST API ¢ npunsituem nannsix B popmare JSSON

VMware, Inc. 9
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Kpowme toro, moxuo ycranoButh VRealize Automation ¢ momomieto Lifecycle Manager. JlononHurensHbie
cBeleHus CM. B PyKOBOJICTBE 10 yCTaHOBKE, OOHOBIICHHUIO U yrpasieHuio VRealize Suite Lifecycle Manager.

vRealize Suite Lifecycle Manager no3gosisieT aBTOMaTH3UPOBATh YCTAHOBKY, HACTPOWKY, OOHOBJICHHE,
WCTIpaBJICHUE, YIIPaBICHNE KOHPHUTypauell 1 ycTpaHeHne ee Ipei(oB, a Takke KOHTPOIb pabOTOCTIOCOOHOCTH 3
enMHOW KoHcomu ynpaBneHus. HaxxmuTe 31ech s yecraHoBku VRealize Suite Lifecycle Manager. Lifecycle
Manager npenocrasisier UT-criennanictam pecypcehl Iuisl yIpaBiIeHHsT 00JaYHBIMH CPelaMH, ITO3BOJISS
COCPEIOTOYUTHCS Ha PELICHUH KPUTHYECKH Ba)KHBIX 33124 M OJTHOBPEMEHHO C TeM COKpalliasi CpOKH peaslu3ainuu

MPEUMYIIECTB, a TAKXKE MOBBIIASA HAACI)KHOCTh U COTJIACOBAHHOCTH pe].HCHPIIZ.

HoBble BO3MOXHOCTUK B yCTaHOBKe VRealize Automation

Ecnu y Bac yxe ycraHoBlieHbI Oojiee panHue Bepcun VRealize Automation, o3nakoMbTech ¢ U3MEHEHUSAMHE

nponecca yCTaHOBKHU JJIS1 OTOI'O BBIITYCKa.

m  [Ipu BXOJe B CHCTEMY MOCJI€ YCTAHOBKU HA HOBOW CTPAHMIIE CBOJIKU MOSBISIETCS uHTEpdEic
aJIMUHUCTPHPOBaHUs ycTpoiicTBa VRealize Automation, coaepikaiiuii cBeieHHs O CUCTEME, €€ COCTOSTHUN

" CTaATUCTUYCCKUC TAHHBIC 00 UCITOIL30BAHUH CUCTEMEL.

m  Teneps Ha Bkaagke «Kmacrep» B mHTepdeiice amMUHUCTPUPOBaHUs ycTpoiicTBa VRealize Automation

MOryT OTO6pa)KaTI)C$I pas3InYHbIC CTATUCTUYCCKUC JAHHBIC O (l)yHKHI/IOHI/IpOBaHI/II/I CHCTCMBI.

UT0OBI U3MEHUTH HCHOJ’IBByCMHﬁ IO YMOJIYaHUIO IMOPAAOK IMPEAOCTABICHUA OTYETHBIX JaHHBIX O KJIACTEPE,

OTpeJaKTUpyiTe craeayromuil (aiin Ha ycrpoiictBe VRealize Automation.
/etc/vcac/validation.properties
HekoTopbie HACTPOMKHN B 3TOM (haiisic TaKKe BIUSIIOT HA COCTOSHHIE CTPAHUIIBI CBOJIKU.

m B 3T0oM BBITyCKE HCIIPABICHBI O0OHAPYKEHHBIE MPOOIEMBI, KOTOPBIC TIEPEUNCICHBI B MH(POPMAIIH O BEPCHU.

VRealize Automation YctaHaBnmBaembie KOMMOHEHTbI

Tunuynas ycraHoBka VRealize Automation cocrour u3 ycrpoiictea VRealize Automation u oxsoro wiu
HECKOJBbKUX cepBepoB WINAOWS, KoTopsie BMECTE MpenocTaBisiioT nHdpacTpykrypy VRealize Automation
kak ycayry (Mudpactpykrypa Kak yciayra).

YctponcTteo VRealize Automation

VYerpoiictBo VRealize Automation — ato npeaBaputenbHO CKOHGUTYPHPOBaHHOE BUPTYaIbHOE YCTPOUCTBO
noj ynpasienuem Linux. YcerpoiictBo VRealize Automation npegocrasisiercs: B BUje OTKPBITOTO (aiiia
BUPTYQJIN3AINHU, KOTOPBIH HEOOXOIMMO Pa3BEpHYTh B UMEIOLICHCS BUPTYATM3UPOBAHHONW HH(PACTPYKTYype,

Harpumep B VSphere.

VYerpoiicto VRealize Automation Beimonusier HeckoIbKO (DyHKIINH, SIBISIOIMXCS KITFOUYeBbIME Juts VRealize
Automation.

m  YCTpOICTBO COJCPIKHUT CepBEp, Ha KOTOPOM pa3MelIeH moprtai npoaykros VRealize Automation, kyzna

MOJIF30BATENHN 3aXOAAT IS OATOTOBKH C CaMOOOCITYKUBAaHUEM U [T YIPABICHUS 00TaYHBIMH CITy’KOaMU.

VMware, Inc. 10
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Veranoska VRealize Automation

u Ha YCTpOﬁCTBC HCIOJIB3YCTCA (byHKIII/IH C€ANHOI0 BXOoAa AJid aBTOpU3allui U MPOBCPKU NOAJIMHHOCTHU

IMOJIH30BATEIICH.

m  Ha cepBepe ycTpoiicTBa pa3melnaetcs HHTepdeiic ynpaBieHus s HACTPOeK ycTpoiicTBa VRealize
Automation.

®m  YCTpoicTBO BKJIIOYAET B ce0s pe/iBapuTeIbHO CKOH(UTyprupoBaHHyto 6a3y nanueix PostgreSQL, koropas

UCIIONb3YeTCs /ISl BHYTPEHHUX orepaluii ycrpoiictBa VRealize Automation

B KpyIHBIX pa3BepTHIBAHUSIX C PE3EPBHBIMH yCTPOMCTBAMNU 0a3bl JAHHBIX BCIIOMOTATEIBHBIX YCTPOMCTB

CITy’KaT PeIUIMKaMu [Uisi 00ECIICUeHUsI BEICOKOH JIOCTYIHOCTH.

®m  YCTpoiCTBO BKJIIOYAET B ce0s IpeiBapUTEIbHO CKOH(UTYpHpOBaHHEIH sK3eMiisip VRealize Orchestrator.
B VRealize Automation ucnone3yrores aeiictust u padboune mpoteccol VRealize Orchestrator,

pacmmpsironie Habop BO3ZMOXKHOCTEH.

Ceifuac peKOMEH/IyeTCst UCIIOIb30BaTh BCTPOCHHBIH dk3emIuisip VRealize Orchestrator. B Gonee pannux
pa3BepTHIBAHUAX WIIM OCOOBIX CITydasx MOJIb30BaTEJIM MOTYT nojkmovars VRealize Automation k

BHelHeMy dKk3emiusipy VRealize Orchestrator.

m  YCTpOICTBO COJCPIKUT 3arpy’KaeMoe CPEICTBO YCTAHOBKH areHra yrnpasieHus. Ha Bcex cepBepax Windows,
obpasyromux Bamry Uudpactpykrypa kak yenyravRealize Automation, nomkHa ObITh BBINOIHEHA

YCTaHOBKA arcHTa ymnpaBJICHUA.

ATeHT ynpasieHus peructpupyet cepsepsl Windows MHdpacTpyKkTypa Kak ycinyra ¢ HOMOLIBIO yCTpoiicTBa
VRealize Automation, aBromatu3upyeT ycTaHOBKY KOMIOHEHTOB MH(ppacTpyKTypa Kak yciayra u

YIIpaBJIC€HUE UMH, a TAKKE co6npaeT JAaHHBIC MMOAACPIKKN U TCIEMETPUICCKUE TAaHHBIC.

NHppacTpykTypa Kak ycnyra

Hudpactpykrypa kak yciayra VRealize Automation cocrout u3 ogHOro win Heckonbkux cepsepoB Windows,
KOTOpbIE PadOTAIOT BMECTE, MOJICITUPYS U MOATOTABINBAS CUCTEMbI B YACTHBIX, OOIIEAOCTYMHBIX WA THOPUIHBIX

00navHbIX HHPPACTPYKTYpaX.

VYcranoBute koMrnoHeHTs MHBpacTpykTypa kKak yenyravRealize Automation Ha oauH min HECKOIBKO
BUPTYaJIbHBIX JIH00 usudeckux cepepoB Windows. Ilocne ycranoBku onepatun MHppacTpykTypa Kak yciayra

TIOSIBIISIIOTCS Ha BKIasike «MHppacTpykTypa» B HHTepdelice MpoayKTa.

HHuppacTpyKTypa KaK yciayra COCTOUT U3 CICAYIONIMX KOMIIOHCHTOB, KOTOPBIE MOTYT OBITh YCTAHOBJICHBI
COBMCCTHO WJIH MO OTACIIBHOCTHU B 3aBUCUMOCTU OT padMepa pa3sBCpTbIBaAHUA.

Beb-cepBep

Beb-cepeep UudpacTpykTypa Kak yciyra obecriednBaeT aJMUHUCTPUPOBAHUE HHPPACTPYKTYPBI U CO3/IAaHUE
ciyxOb1 Juist uHTep(eiica npoaykra VRealize Automation. Dror kommnoneHT BeO-cepBepa B3aUMO/ICHCTBYET CO
ciryk00ii ucrnierdepa, KoTopast peocTasisieT oOHoBieHHs: n3 aucnerdepa Distributed Execution Manager
(DEM), 6a3s1 nanneix SQL Server u arenros.

Model Manager

JIyist yIpoIeHHsT MHTETPaliy ¢ BHEIIHUME CHCTEeMaMu U O0a3amu JaHHbIX B VRealize Automation

HCIIOJB3YIOTCA MOJCIIN. B MOJACIX peain30BaHa 6I/I3HCC'J'IOFI/IKa, HcCnoJb3yeMas B DEM.
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Veranoska VRealize Automation

Jlucnerdyep Mo/IeNIn TIPEIOCTABIISIET CITY>KOBI M CITy>KeOHBIE TIPOTPaMMBI ISl COXPAHEHMS, 3aIUTHI 1
PacIpoCTpaHeHHs HIEMEHTOB MOJIENIeH, a TaKkKe yIpaBJIeHUs UX Bepcusamu. Jucnerdep moxeneir Model
Manager pa3meraercsi Ha OJIHOM U3 BeO-cepBepoB MHppacTpyKTypa Kak yciayra U B3auMOJICHCTBYET ¢

mucnierdyepamu DEM, 6azoii nanubix SQL Server u Be6-caiiTom uHTepdeiica mpoayKTa.

Manager Service

Cnyx0a gucrietdaepa — 310 ciy:x6a WIiNndows, kotopasi KOOpIUHUPYET B3aUMOJICHCTBUE MEKIY MUCIICTICPAMU
DEM Hudpactpykrypa Kak yciyra, 6a3oif manaeix SQL Server, areatamu u SMTP. [Tomumo 3toro ciayx0a
JuicTieTdepa CBs3bIBACTCs ¢ BeO-cepBepoM uepes jucrierdep mojeneil. OHa 1o/bKHa ObITh 3allylieHa MO YUYeTHOM
3aIMCHI0 JOMEHA C IIPaBaMH JIOKAIBHOIO aJIMHHICTpaTopa Ha Beex cepBepax Windows MHdpacTpykTypa Kak

yciyra.

Eciu aBroMaTHYecKoe aBapuitHOE MEPEKIII0YCHIE CITy:KObI JIUCIIeTUepa He BKItoueHo, MHppacTpykTypa Kak
yciyra TpedyerT, 4ToObI ciyk0a JucreTdepa BRIMONHIACH B OJJUH MOMEHT BPEMEHHU TOJIBKO Ha OJTHOM
komiisroTepe Windows. Jlist obecrieueH s pe3epBHOT0 KOMMUPOBAHHS U BBICOKOM TOCTYITHOCTH MOYKHO
Pa3BEPHYTH OMOJHUTEIBHBIC KOMITBIOTEPBI CO CITY)KOOW qucIeTdepa, HO IPU 3TOM IS aBapUHHOTO
MEePEKIIIOYEHHSI BPYYHYIO HEOOXOIMMO, YTOOBI HA KOMIIBIOTEPAX PE3EPBHOTO KOIMPOBAHMUS CIIyxk0a ObLia

OCTAaHOBJICHA M HACTPOCHA Ha 3aMyCK BPYUHYIO.

I[OHOJ'IHI/ITCJIBHBIG CBCACHUA CM. B PA3ACIIC ABTOMaTHYCCKOE aBapHﬁHoe MEPEKIOYCHUC CHy>K6BI AUCIieTyepa .

basza paHHbIX SQL Server

B perennn MHdpacTpyKkTypa Kak ycinyra Juisi XpaHeHHs: HHOopManuu 00 yIpaBiIseMbIX UM KOMIIBIOTEpaxX, a
TaKke HH(GOpMaIK 0 COOCTBEHHBIX JIEMEHTAX U TOJMTHKAX MCTIONb3yeTcs 0a3a gaHHbix Microsoft SQL
Server. bonbIMHCTBO NoNb30Bareleil paspemaer VRealize Automation co3naBars 6a3y JaHHBIX BO BpeMs

YCTaHOBKH. Taxxe MOXHO cO37aTh 633}7 JTAHHBIX CaMOCTOSITEILHO B COOTBETCTBHUH C MOJIUTHKAMHM Balleit Cpeasbl.

Distributed Execution Manager

Komnonent DEM UudpacTpykrypa Kak yciryra BBIIOIHICT OM3HEC-JIOIMKY HACTPAMBAEMbIX MOJICIICH,
B3aUMO/IeHcTBYs ¢ 6a3oit manueix SQL Server Mudpacrpykrypa Kak yciyra, a Takke ¢ BHCIIHUMH 0a3aMu
JaHHBIX U cucteMamu. Yamie Bcero nucrnerdepsl DEM ycranaBnusarotes Ha cepsep Windows Uudpactpykrypa
KaK yCIIyTa, Ha KOTOPOM pa3MeMIaeTCsl aKTHBHAS CITyk0a AHCIIeTYepa, HO 3TO YCIOBHUC HE SIBISCTCS

00s3aTEIBHBIM.

Kaxprit sx3emiursip DEM netictByer kak pabounii mpormecc uin opKkecTpaTrop. DTH POIH MOTYT OBITh

YCTaHOBJICHBI HA OAWH M TOT K€ CEPBECP UIIU OTACIBHBIC CEPBEPHI.

Pabouwnit nporiecc DEM: pabounii nporiecc DEM nmeer oy QyHKIMIO — BEINOIHATE pabodne MPOIECCHI.
Hecxkompko pabounx mporieccoB DEM moBbImaroT MOIMIHOCTS U MOTYT OBITH YCTAHOBJICHBI HA OJMH U TOT XK€

cepBep WM OT/ICNBHBIC CEPBEPHI.
Opxkectparop DEM: opkectparop DEM Bbinonnsier crieayronye GyHKIUE HAA30pa.

m  OrcrexuBanue padounx mporeccos DEM. Ecnmu pabouwmii mporiece 0CTaHaBIMBACTCS WIIH TEPSCT
MOJIKJIIOUEHHUE K JIUCTIETYePy MOJIENeH, ¢ TOMOIIbIo opkecTpaTopa DEM st paGouue mporieccs

nepeMeraroTes B Apyroi padounii nmpomecc DEM.

u HHaHI/IpOBaHI/Ie pa60q14x IIPOLECCOB IMMYTEM CO3AaHUA UX IK3CMILIAPOB B 3allJTAHUPOBAHHOC BPEMs.
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Veranoska VRealize Automation

u OC}’IHCCTBJ'IGHI/IC KOHTPOJIA 3a TCM, 4TOOEI B KOHerTHHﬁ MOMCHT BPpEMCHU ObLI 3allyleH TOJbKO OJUH

9K3EMIULAP 3aIIAaHMPOBAHHOTO paboyero mporecca.

m  [IpenBaputensHas o0paboTka pabounX MPOLECCOB Tepe/] X BeinonHeHneM. [IpeaBapurenbaas o6padboTka
BKJIIOUAET B ce0s1 MPOBEPKY HEOOXOANMBIX yCIOBHH /Ul pPabOYMX MPOLECCOB M CO3AaHIE HCTOPUH

BBITIOJTHCHHUA TAKHUX MPOLECCCOB.

AxtuBHOMY OpKecTpaTopy DEM HeoOxoamMo ycTOWIMBOE OCTOSHHOE CETEBOE MOAKITIOUEHIE K y3IIy AUCIeTdepa
MoJieTH. B KpynHBIX pa3BepThIBAaHMSAX ¢ HECKOIBLKUMH opkecTparopamu DEM Ha pa3HbIx cepBepax
JIOTIOJTHUTEIIEHBIE OPKECTPATOPBI CITyXKAT B Ka4eCTBE Pe3epBHBIX. JlonoIHUTeNIbHBIE OpKecTpaTopsl DEM
OTCJIC)KUBAIOT COCTOSTHUE aKTHBHOTO OPKECTpaTopa, oOecneunBas pe3epBUPOBAHNE U aBapUitHOE TTEPEKII0UCHNE B
ciTydae BO3HHUKHOBEHUS TPOOIEMBI ¢ aKTUBHBIM opkectparopom DEM. Jlnst Takoro Tuma koHGUTyparmm
0TpabOTKH 0TKa3a MOYKHO TOIPOOOBATh YCTAaHOBUTH aKTHBHBIN opkecTpaTop DEM ¢ akTHBHBIM y3710M CITyKOBI

JUCTIETYEpa M BTOPOCTEIIEHHBIE OpKecTpatopbl DEM ¢ pe3epBHBIMEU y31maMu CITy>KOBI JHCTIETIEPA.

AreHTbl

B Nudpacrpykrypa kak ycayravRealize Automation st uHTerpanuy ¢ BHEIIHUME CHCTEMAaMHU U YIPABJICHHS
nndopmanueii B komrnoneHntax VRealize Automation ucnonb3yrorcest areHTbI.

Yare Bcero arentsl VRealize Automation ycranasnusarorcst Ha cepep Windows Nudpactpykrypa kax
yciyra, Ha KOTOPOM Pa3MeIaeTcst akTHBHAs CiIyk0a aucrerdepa, HO 9TO yCJIOBHE HE SIBISCTCS 00513aTC/IbHBIM.
HeckoibKO areHTOB MOBBIIIAIOT MOIIHOCTh i MOTYT OBITh YCTAHOBIICHBI HA OJMH M TOT )K€ CEPBEpP WIIH OT/ACIbHbBIC
CepBepbI.

Mpokcu-areHTbl BUPTYanusaunm

B VRealize Automation co3narorcst BUpTyanbHble MAIIMHBL HA Y3J1aX BUPTYATH3ALUH U OCYIICCTRISETCS
yrpasieHue UMU. [IpoKcH-areHThl BUPTyaH3aliy OTIPABISIFOT KOMaHabl Ha y3ibl VSphere ESX Server,

XenServer u Hyper-V u noarotoBieHHbIe HA HUX BUPTYaIbHbIC MAIIMHBI, @ TAKXKE COOMPAIOT C HUX JIaHHBIE.
[Ipokcu-arenTt BUpTyanu3auuy odyafaeT CIeAyIOMMMHI XapaKTePUCTUKAMH.

m  Emy 00b1uHO TpeOyroTcs paBa aAMUHHUCTpaTOpa Ha raTdgopMe BUPTYaTH3aLiH, KOTOPOW OH yNpaBJIsieT.

= OH B3aMMOJEHCTBYET co ciyx00i aucrerdepa MuppacTpykTypa Kak yciayra.

m  OH ycraHaBIMBaeTCs OTACIBHO M UMEET COOCTBEHHBIN (ailil KOHPHUTYpaLHH.

B GosbuimHCcTBe pasBepThiBanuii VRealize Automationycranasnuaercst npokcu-arent VSphere. MoxHo
YCTAHOBHTH JPYTHE MPOKCU-AreHThI B 3aBUCHMOCTH OT PECYPCOB BUPTYAIU3AIMU, KOTOPBIC MCIONB3YIOTCS HA

00BEKTE.

AreHTbl MHTEerpaunmn BUpTyarbHbIX KOMMNbIOTEPOB

Arentsl PowerShell s naterpannu BuptyainbHbix koMmnbiorepos (Virtual desktop integration, VDI)
npeHa3HaueHs! Ui nHTerpanun VRealize Automation ¢ BaemHiMu BUpTyalibHBIMU cHcTeMamu. AreHtam VDI

TpeOyIOTCs MpaBa aMHUHUCTPATOPA HA BHEIIHUX CUCTCMaX.

BupryasibHble MaliHbI, TOATOTOBICHHBIE penienneM VRealize Automation ¢ XenDesktop, moxHo
3apeructpupoBath Ha kouTposuiepe Citrix Desktop Delivery Controller (DDC), koTopsiii 0o3BOJISICT
MOJIb30BATENIO MOIYYaTh H0CTYI K BeO-unTepdeiicy XenDesktop ¢ vRealize Automation.
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Veranoska VRealize Automation

AreHTbl NHTErpaumn BHELLUHEN NOAroTOBKU

Arentsl PowerShell nns unrerpanuu saenneii noarorosku (External Provisioning Integration, EPI)
peanmsyiot B VRealize Automation Bo3M0KHOCTh HHTETpAIK BHEITHUX CUCTEM B MPOIECC MMOIOTOBKH

KOMITBIOTEPA.

Hanpumep, npu unrerpamuu ¢ Citrix Provisioning Server koMmbioTepbl MOKHO HOATOTOBUTH C MOMOMIBIO
MOTOKOBOH Tepeaun JaHHBIX Ha JHCKe 1Mo TpeboBaHMIo, a areHT EP| mpegocTaBnseT BO3MOKHOCTD BBITIONTHATH

cuenapun Visual BasiC Ha IOMOIHUTENBHBIX ITAMaxX B MPOIECCE MOATOTOBKH.

Arentam EPI TpeOyrorcst mpaBa agMuHHCTpaTOpa HAa BHEIIHUX CHCTEMaX, C KOTOPHIMHU OHU B3aUMO/ICHCTBYIOT.

AreHT uHcTpyMeHTapus ynpasnenna Windows (WMI)

Arent uncrpymentapus ynpasienust Windows (WMI) B vRealize Automation npenycmarpusaer
pacumpeHHble BO3MOXKHOCTH MOHUTOPUHTA JIAHHBIX 0 cucteme WiINAOWS u yripaBiieHus UMH, a TaKkKe
LEHTPAIM30BAHHOTO YIIpaBJcHUs yaaieHHbIMU cepepamu Windows. Arent WMI Takke 1aet BO3MOKHOCTh

cobuparth gaHHblie ¢ cepepoB WiNndOWS, yrpasieHue KOTOpbIMU ocyliecTBisiercs: B VRealize Automation.

Twun pasBepTbiBAHUA

J1yist IpoBepKM KOHLIEIIIMY MJIH BBITTOJHEHUS pa3paboTKU MOXKHO ycTaHOBUTH VRealize Automation kax
MHHHMAaJIbHOE Pa3BEpPTHIBAHNE HJIM B PAcIpeielieHHON KOH(UTypaluu, MOAXOASAIISH U CPEIHUX M KPYITHBIX

IMPOU3BOACTBECHHBIX pa6otmx Harpys3ok.

MuHnmanbHble pa3BepTbiBaHUSA VRealize Automation

MuHIMaIbHBIC pa3BepTHIBAHMUSI BKIFOYAIOT B cesi 0J1HO ycTpoiicTBo VRealize Automation u onun cepsep
Windows, Ha KOTOPOM pa3MeIlaoTCsi KOMIIOHEHTHI MH(pacTpyKkTypa Kak ycinyra. B MUHIMansHOM
pasBepThiBanuK 0a3a nanHbiX SQL Server vRealize Automation moxer ObITh Ha ogHOM cepepe Windows
Wudpactpykrypa Kak yciryra BMeCTe ¢ KOMIIOHEHTaMH MH(pacTpyKTypa Kak yciryra Win Ha OTASIBHOM CepBepe
Windows.
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Veranoska VRealize Automation

Puc. 1-1. MuHumanbsHoe pasBepTbiBaHMe VRealize Automation

Monb3oBatenu

YcTponcTBo
VRealize Automation

VvRealize
Orchestrator

Basa gaHHbIX
Postgres
yCcTponcTea

_____ Ba3a gaHHbIX
SQL Server
WHdpacTpykTypa MHPaCTPYKTYpPhbI
Kak ycrnyra Kak ycnyru
vRealize Automation

» Be6-cepBep -
* Y3en gucnetyepa mogenem
* Y3en cnyx6bl gucneryepa
« Distributed Execution

Manager (DEM)
* AreHT

Pecypcbl BupTyanusaumu

Henp3s npeo6pa303aTL MHWHUMAJIBbHOC pa3sBCPThIBAHUC B KOPIIOPATUBHOC pa3BEPThHIBAHUC. I[J'IS[ BCPTUKAJIBHOI'O

MacIITabMpOBaHUS PAa3BEPTHIBAHNS HAYHUTE C HEOOJNIBIIOTO KOPHOPATHBHOTO PA3BEPTHIBAHUS U JOOABISIHTE K

HEMY KOMITOHCHTHI. Hcnonbp3oBaHre MUHUMAJIBHOTO Pa3BEPTHIBAHUA [JIA ITOU eI HEC MOAACPIKUBACTCH.

PacnpeneneHHble pa3BepTbiBaHUA VRealize Automation

PacripesienieHHbIe KOPIIOPATHBHBIC Pa3BEePTHIBAHUSI MOT'YT HMETh pa3Hble pa3Mepsbl. basoBoe pacmpeseneHHoe
pa3BepThIBaHNE MOXET yny4inTh padory VRealize Automation onaronaps pa3merieHn0 KOMIIOHEHTOB

WudpactpykTypa Kak yciyra Ha OTAeNbHBIX cepBepax WINAOWS, Kak MOKa3aHO HAa PUCYHKE HIKE.
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Veranoska VRealize Automation

Puc. 1-2. PacnpegeneHHoe passepTbiBaHWe VRealize Automation

Monb3oBartenu

YcTponcTeo
vRealize Automation

VRealize
Orchestrator
Basza aaHHbIX
Postgres
yCTpoWcTBa

Bbasa gaHHbIX

SQL Server

VHGPACTPYKTYPbI
Kak ycnyru

o

Beb6-cepBep
WHDPaCTPYKTYpbI Kak ycryru
7]
y3en gucneryepa Mogenen

Y3en cnyx6bl
avcnetyepa MHPacTpyKTypbl
Kak ycnyrm

[Oucnetyepsl DEM

MHPACTPYKTYPbI
KaK ycnyru

AreHTbI
WHPACTPYKTYpPbI
Kak ycnyru

PeCprbIBMpTyaﬂMSaHMM

MHorue npou3BOJCTBEHHBIE PA3BEPThIBAHMS JOCTUTAIOT ellie 00Jiee BEICOKOH MPOU3BOJUTENLHOCTU C PE3EPBHBIMU

YCTpOﬁCTBaMH, PE3CPBHBIMU CEPBEPaAMU U 6aHaHCHpOBKOI>‘I HarpyskKu. prl’[HBIe PpacipeaciCHHbIC pa3BCPThIBAHUS

00€eCIeunBaloT JIy4IIyI0 MacITaOUPyeMOCTb, BBICOKYIO JOCTYITHOCTh ¥ aBapuiiHOe BoccTaHOBIeHHE. OOpaTute

BHHMAaHHE, YTO TeIepbh PEKOMEH/IYeTCsl MCIIOIb30BaTh BCTPOCHHBIH dk3eMiusip VRealize Orchestrator, Ho B

Oosiee paHHUX Pa3BEPTHIBAHHUIX MOXKET 0TOOpaxkarhes nojakioueHne VRealize Automation k Buemnemy

sk3emiusipy VRealize Orchestrator.
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Veranoska VRealize Automation

Pwuc. 1-3. KpynHoe pacnpeneneHHoe pa3BepTbiBaHe VRealize Automation ¢ 6anaHcnpoBKOW Harpy3ku

Monb3oBatenu

Yctponcteo vRealize Automation HeobsizatensHo

vRealize

Orchestrator
Moacuctema BGanaHcUPOBKY Harpy3ku

1

1

1

1

1

1

1

1

1

MNoacuctema 1
. . : : 6anaHcuMpoBku !
vRealize Automation VRealize Automation p !
1

1

1

1

]

1

1

1

1

Harpysku

vRealize vRealize

1 1 1
Orchestrator Orchestrator HdononHutensHble
3K3eMnnsApbl

Orchestrator
vRealize

Basa gaHHbIx

1

1

1

1

1

1

1

1

1

: OCHOBHOE YCTPOWCTBO [ononHuTensLHOE YCTPOMCTBO
1

1

1

1

1

1

1

1

1

! Postgres yctpoiictea

n BebG-cepBep MHPaCTPYKTYpbI KaK ycnyru

Mogcucrema GaHaHCMpOBKM Harpysku

Beb-cepBep MHpacTpyKTyphbl [ononHuTenbHble BEG-cepBeEpDI
kak ycnyr nysen MHAPACTPYKTYpPbI Kak ycryru
Avcneryepa moaenen 6e3 aucnetyepa Mmogenen
basa gaHHbIX
SQL Server

VHPACTPYKTYpbI
Kak ycnyru

=

N Cniyx6a ancnetyepa MHpacTpyKTypbl Kak ycnyru

lMogcuctema 6anaHCMpOBKY Harpy3Kku

AKTUBHBIN y3en crnyobl MaccuBHble y3nbl Cry:
aucneryepa MHPacTPyKTypbl Aucrietyepa MHpPacTpyH
KaK ycryru Kak ycnyrm

OpkecTpaTopbl DEM Pa6ouue npoueccsl DEM AreHTbI
MNHMPaCTPYKTYpbI MHPACTPYKTYpPbI MHMPaCTPYKTYpbI
Kak ycnyrm KaK ycryru Kakycnyrv

PeCprbI BUpTYanusauuu

JlononHuTeNnbHBIE CBEJCHUS] O MAcIITAONPOBAHUY U BEICOKOH JOCTYITHOCTH CM. B PYKOBOJACTBE Dmaionnas

apxumexmypa VRealize Automation.
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Veranoska VRealize Automation

Beibop cnocoba ycTaHOBKM

OO0wmmit mactep ycranoku VRealize Automation — 3To 0CHOBHOI HHCTPYMEHT ISl HOBBIX YCTAaHOBOK
VRealize Automation. Bel Taxke MOXKeTe BBIIIOJIHUTB OTICIBHBIC MPOLIECCHl YCTAHOBKH BPYYHYIO HIIH

ABTOMATHUYECKYIO YCTAaHOBKY.

m  MacTep yCTaHOBKH 0OOecIeurBaeT IPOCTYIO U OBICTPYIO YCTAaHOBKY, OT MUHUMAJILHBIX Pa3BEPTHIBAHUH /10
pachpe/ielieHHbIX KOPIIOPATUBHBIX Pa3BEPThIBAHUI C MOJICHCTEMaMU 0aJaHCUPOBKU HArpy3KH MM 03 HHX.

BonpmumHCcTBO MOIB30BaTeNCH 3aIllyCKaroT MAaCTEp YCTAaHOBKHU.

m  [llaru ycTaHOBKH, BBINIOJIHSIEMbIE BPY4HYI0, HEOOXOAMMBI, €CJIM HY)KHO pacllMpHUTh pa3BepThiBaHue VRealize
Automation uim eciau MacTep yCTaHOBKHM NPEKPaTHI padoTy 1o Kakod-nnbo npuyuHe. [locne Havyana

YCTAHOBKH BPYYHYIO BEPHYThCSI U 3aIlyCTUTh MacTep YCTaHOBKHM Oy/IeT HEBO3MOKHO.

] B 3aBucumocTu ot HOTp€6HOCTCﬁ MOXKHO TaK>X¢€ UCIIOJIb30BaTh NPCUMYIIICCTBA aBTOMATHYECKOM YCTAaHOBKH,

YCTAQHOBKH C ITOMOII[bI0 KOMaH/JHOM CTPOKH MJIM yCTaHOBKH Ha 0aze API.
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[TogrotoBKa K ycTaHoBKe VRealize
Automation

VRealize Automation ycranasiuBaercsi B CyHIECTBYIOIIECH HHPPACTPYKTYpe BUpPTyaiu3auu. [Ipexiae uem

HayaTh yCTaHOBKY, HY’KHO BBIIIOJHUTE OIPEACICHHbIC TPEOOBaHUS K CPEE U CHCTEMHBIC TPEOOBAHMS.
B 3Ty riaBy BXOJST CIEIyIOIINE Pa3ieIbl:

m  OOmas noAroToBKa

m  VY4eTHbIE 3allUCU U [IapOJIH

m  Uwmena y3nos u IP-agpeca

m  3ajepkka ¥ IpOMycKHas COCOOHOCTh

m  VYcrpoiictBo VRealize Automation

m  Cepaepst Windows Hudpactpykrypa Kak yciyra

m  Be0O-cepep Mudpactpykrypa Kak yciyra

m  V3en ciayxObl aucnierdepa MHpacTpykTypa Kak yciayra

m  VY3exn cepBepa SQL Server MudpacTpykTypa Kak yciayra

m  VYzen Distributed Execution Manager Uudpactpykrypa kak yciayra

m  Ceprudurarsl

Obuwaa nogrotoBka

CymiecTByeT HECKOJIBKO CBSI3aHHBIX C Pa3BepPThIBaHNEM (DAKTOPOB, C KOTOPBIMU HEOOXOIMMO O3HAKOMHTHCS TIepe/]

ycranoBkoil VRealize Automation.
,ZIOHOHHI/ITCIH:HLIC CBCIACHUA O Tpe6OBaHI/I$[X K cpeac 0oJiee BLICOKOTO YPOBH:, BKIIO4Yas MOAACPKUBAEMbIC BEPCHUU

OIIepaLliOHHON cuCcTeMBI U Opay3epa, cM. B pazjeine Matpuua nojepxku uis VRealize Automation.

Be6-6pay3epbl nonb3oBarenem

OTKpBITHE HECKOJIBKUX OKOH M BKJIJIOK Opay3epa He nojepxkuBaercs. VRealize Automation nomnepxusaer

OJIMH CCAHC Ha I10JIb30BaTECJIA.

Vnaneunsie koncoau VMware Remote Console, noarorosiieHHsie B VSPhere, cOBMECTUMBI TOJIBKO €

MOJIMHOXKECTBOM Opay3epoB, NOJIep)KUBaeMbIX perieHneM VRealize Automation.

VMware, Inc. 19


https://www.vmware.com/pdf/vrealize-automation-6x7x-support-matrix.pdf
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CTopoHHee nporpammHoe obecneyeHune

I[HSI BCCTroO CTOpOHHeFO HpOFpaMMHOFO o6ecnequI/I}1 JOJIKHBI 6I>ITI> IIocJIeAHUueC 06HOBHCHI/I$I IIOCTABIIIUKOB C
ucnpasieHusiMu. K ctoponHeMy nporpamMmmHomy obecniedenuto otHocstest OC Microsoft Windows u cepsep
SQL Server.

CHUHXpOHM3aumns BpeMEHHN

Bce ycrpoiictBa VRealize Automation u cepsepst Windows MHubpacTpykTypa Kak yciayra J0JKHbI
CHHXPOHHU3HPOBATHCS C OJHMM M TEM XK€ UCTOYHHUKOM BPeMEHH. MOXKHO HCIIOJIb30BaTh TOJIBKO OIUH H3

NPHUBEICHHBIX HIDKE HCTOYHHUKOB. He coBMemnaiTe HCTOYHHKH BPEMEHH.
m  V3en ycrpoiictBa VRealize Automation
m  Opnun BHewHmii cepsep nporokona NTP (Network Time Protocol)

Jist ucnionb3oBanus y3na ycrpoiicrBa VRealize Automation neodxoaumo 3anyctuth npotokos NTP wHa y3ie

ESXi. [TogpoOHee 0 KOHTpoJIe BpeMeHH cM. B pasaene Crathst 0a3bl 3Hanunii VMware 1318,

Hcrounux BpPEMCHHA BBI6I/IpaeTC$[ Ha CTPpAaHULIC MAaCTE€Ppa YCTAHOBKH, I'’IC YKA3aHbL 00s13aTelIbHbBIC yciioBus

YCTaHOBKH.

YyeTHble 3anncu 1 naponu

Iepen ycranoBkoii VRealize Automation moxer notpeboBaThest CO3aTh HECKOJIBKO YUETHBIX 3alucel u

napoJsieil oIb30BaTeNIs WK 3aIJIaHUPOBATh MapaMeTphl Ul HUX.

YyeTHas 3anucb cnyx6bl MIHdpacTpykTypa Kak ycnyra

Wudpactpykrypa Kak yciyra ycTaHaBIMBaeT HECKOJIbKO ciry:k0 WiNndOws, koTopble HE00X0IMMO 3aITyCKaTh MO/

OJIHOHM yYETHOM 3alIUChIO MOJIb30BATEIIS.
m  Jyisg y4eTHOH 3amucy JTOJIKHBI ObITh MPEIOCTABIICHBI IPaBa MOJIb30BaTElIs JOMEHA.

m  Jlst y4eTHO 3amucu He TpeOYIOTCs MpaBa aJIMUHUACTPATOPA IOMEHA, OJJHAKO MPaBa JOKAILHOTO
aJIMUHUCTPATOPa JOJDKHBI OBITH MPEOCTaBICHBI Ha Beex cepBepax Windows UudpacTpykTypa Kak yciayra

JI0 Hayasla yCTaHOBKH.
m  [laponp yueTHOU 3amKcCH HE MOYKET COJIEPIKaTh CUMBOJI JIBOMHBIX KaBbluek ( " ).

®m  YCTaHOBLIMK areHra ynpasieHus i cepsepo Windows MudpacTpykrypa Kak yciiyra 3anpanmBaeTr

JIaHHbIE YYETHOM 3arucH.

m  J[st y4eTHOM 3aIicH JOIDKHO UMEThCs paspelieHie Bxoa B kadyecTBe ciy:KObI, O3BOJISIONIEE CITyKOeE

JicIieTdepa 3aryckaTh U co3JaBarh (aiiibl )KypHaa.
m /[ y4eTHOM 3amicy JOJDKHO UMeThes paspenienue dbo B 6asze nanubix MH]pacTpyKTypa Kak yciyra.

B ciyuae ncnonb30BaHus yCTaHOBIIMKA ISl CO34aHust 0a3bl JaHHBIX MEpe]l yCTAaHOBKOM clieyeT 100aBUTh
BXOJ C y4eTHOM 3anmckio Ha cepep SQL Server. [locne cozmanus 0a3bl TaHHBIX YCTAHOBIIUK

Mpe0CTaBIsAeT paspenieHue dbo.
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B SQL, €CJI CPEACTBO YCTAHOBKU UCIIOJB3YCTCA IJIsI CO3AaHU 0a3bl JaHHBIX, IEpea YCTaHOBKOﬁ CJICayCT

J006aBUTH POJTb CHCTEMHOT'O aMUHHUCTPATOpa K yYETHOH 3aIHCH.

Poinb cuctemuoro aIMUHUCTpATOpa HC Tpe6y€TC$I B CJIyda€ HUCIOJb30BaHUS YIKC CyIHeCTByIOIHCﬁ HYCTOfI 0a3bl

JTaHHBIX.

Ecnu Ha caifre HCHIONB3YIOTCS apaMeTphl OC30MACHOCTH C HCIIOJIB30BAHUEM TPYIIIOBHIX MOJUTHK, TIPOBEPHTEC
yKa3aHHbIE HIKE MapaMeTphbl YUETHOM 3arucu. 3alyCTUTe pelakTop IpyioBsiX noautuk gpedit.msc u
otkpoite pasaen Konpurypanus komnsiorepa > Hacrpoiiku Windows > Hacrtpoiiku GesomacHocTH >
JlokanbHble moIuTHKY > HazHavyeHue NpaB noJib30BaTelleii.

m  «OTKJIOHATH JIOKAJTbHBIA BXOI» — HE J00ABIISHTE yUSTHYIO 3aIUCh.
m  «Pa3pemars JIOKaIbHBINA BXOA» — N00ABBTE YUETHYIO 3alUCh.
m  «OTKJIOHATH JOCTYI K 3TOMY KOMIIBIOTEPY U3 CETU» — HE JOOaBIIAITE yU4ETHYIO 3alUCh.

m  «JloCTyn K 3TOMy KOMIIBIOTEPY U3 CETH» — JJ0OABbTE YUETHYIO 3alUCh.

YnoctoBepeHue nyna npunoxeHun IS

Jyist y9eTHOM 3aIliuCH, MCIIOIb3yeMOi B KaUeCTBE YIO0CTOBEPEHHUS ITyJia npuiiokenuit IS mist ciy:x661 Model

Manager Web, nomxHo umetbes pasperieHue Bxoa B kauecTBe MAKETHOTO 3aIaHHUS.

YyeTHble aaHHble 6a3bl AaHHbIX IHGpacTpyKTypa Kak ycnyra

MokHO pa3peiuTs ycraHoBiuky VRealize Automation cosnare 6a3y JaHHBIX WITH JK€ CO3/aTh €€ OTACIBHO C

nomoineio cepeepa SQL Server. Korna ycranosumk VRealize Automation cosmaer 6a3y naHHbIX,

MMPUMCHAIOTCA CIICAYIOIIHNC Tpe6OBaHI/I$I.

IIpu ucnonbp3oBanuu ycraHosiuka VRealize Automation, eciu BeiOpana npoBepka MoTMHHOCTH
Windows, To [uis y4eTHOH 3amucH, 3amyCKaroLieil areHT yrpaBJIeHUsl HA OCHOBHOM BeO-cepBepe
Wudpacrpykrypa kak ycinyra, B SQL nomkHa ObITh IpeIocTaBiIeHa POIb CUCTEMHOI'O aIMHHUCTPATOPA,

H€O6XOZ[I/IMa$I AJId CO3J1aHus U U3BMCHCHHA pasMepa 0a3bl JJaHHBIX.

[Tpu ucnonp3oBanuu ycraHosiuka VRealize Automation, maxe ecinu He BriOpaHa nmpoBepka MOTHHHOCTH
Windows, st y4eTHOW 3aliCH, 3aITyCKArOLIel areHT yIpaBJIeHHs] Ha OCHOBHOM BeO-cepBepe
uHppacTpyKTypsl Kak yciayrd, B SQL 10mKHa UMEThCS POJib CUCTEMHOTO aMUHHCTPATOPa, MOCKOJIBKY

YUYCTHBIC JAHHBIC MCIIOJB3YKOTCA B CPEAC BBIIIOJIHCHUS.

Ecnu 6a3a maHHBIX CO37aeTCsl OTACIBHO, IS IPEIOCTABISIEMBIX YUCTHBIX AaHHBIX Mojb3oBaresss Windows

i nons3oBarest SQL HeoOXoauMo TobKo paspenieHue dbo B 6a3e maHHBIX.

MaponbHas pasa ans 3awmnTel 6a3bl JaHHbIX HPpacTpyKTypa Kak
ycrnyra

[MaponbHas dpaza asst 3anUThl 0a3bl JaHHBIX CO3/AET KIIOY MIM(POBaHHsI, 00eCIIeUNBAIONINN 0€301TaCHOCTh

JnaHHBIX B Oaze manHblx SQL MHbpacTpykTypa Kak yciayra. Jrta mapoibHas (paza yKa3plBaeTCsl HA CTPaHUIIE y3J1a

WudpactpykTypa Kak yciayra Mactepa yCTaHOBKH.

3aruraHUpyiTe UCTIONB30BAHUE OJTHOM M TOU e MapoJbHOW (hpasbl JUTd 3alIUTH 0a3 TaHHBIX BO BCEM

yctanoBiieHHOM [10, 9T00BI y Ka)X0r0 KOMITOHEHTA OBUT OJTUH U TOT K€ KJTI0Y MH(POBAHMSL.
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u 3anummure MapoJIbHYIO q)pa?)y, IMOCKOJIbKY OHa HOHaZ[06I/ITC${ JJIs1 BOCCTaAHOBJICHU S 0a3bl JaHHBIX B ClIy4ac

c00st naM 0OaBIEHUSI KOMIIOHEHTOB TOCIIE TIEPBOHAYATIBHON YCTAaHOBKH.

m  [laponbHas (hpa3za mist 3amUTHl 0a3bl JAaHHBIX HE MOXKET COJICPKATh CHMBOJI TBOMHBIX KaBbruek ( " ). Takas

napoJjbHas pa3a MPUHUMACTCA B MOMEHT €€ CO3/IaHUsl, HO MIPUBOIUT K COOI0 yCTAaHOBKH.

KoHeu4Hble To4kn vSphere

Ecnu 3ammanupoBana moAroToBKa KOHEYHOU TOUKH vSphere, nonagoburcs Y4YE€THAast 3alUCh TOMEHA WU
JIOKaJIbHAs YUCTHasA 3alucChb € pa3pCuICHUCM, HeO6XOI[I/IMI)IM JJIs1 BBITTIOJTHEHU SL onepaunﬁ C LICJICBBIM 06L€KTOM.
Jyist y4eTHOM 3alucH Takke TpeOyeTCss HACTPOHUTh COOTBETCTBYIOIINI YPOBEHb paspelicHus B VRealize
Orchestrator.

Maponb agMuHucTpatopa vVRealize Automation

[Nocne ycraHoBKU napoib agMUHUCTpaTopa VRealize Automation nossossier BoiTH B apeHAAaTOp 1O

yMoruaHuo. [1aposib aqMUHHCTpaTOpa yKasbiBaeTcs Ha cTpanuie Single Sign-On macrepa yCTaHOBKH.

IMapons agmunuctpatopa VRealize Automation He MoxeT cojepkarh CUMBOJI 3HaKa paBeHCTBA ( = ) B KOHIIE.

HOHO6HBIﬁ apoJjib IPpUHUMACTCA B MOMCHT €TI0 CO3JIaHHs, HO IMO3KE NPHUBOAUT K omoKam IIpU BBITIOJTHEHUU

TaKHUX onepaunﬁ, KaK COXpAaHCHHUC KOHCYHBIX TOYCK.

meHa y3nos u IP-agpeca

VRealize Automation tpedyer, 4TOObI y3JIbI B YCTAHOBKE OBUIA HA3BAaHBI COTIIACHO OIPEICICHHBIM

TpeOOBaHUSIM.

m  Bce komnbtotepsl VRealize Automation B ycraHoBKe JI0JDKHBI HMETh BO3MOYKHOCTB COTIOCTABIISITH APYT

npyra 1o moHoMy goMeHHOMy uMern (FQDN).

HpI/I YCTaHOBKE BCCTa BBOJAUTE MOJIHOC TOMEHHOC UM BO BpEMs I/II[GHTI/I(I)I/IKaLII/II/I nIn BI)I60pa KOMIIBIOTEpA

vRealize Automation. He BBoauTte IP-anpeca u kopoTkue uMeHa KOMITBIOTEPOB.

m  Kpowme nosnnoro nomenHoro umenu, B Windows tpebyercsi, 9ToObI KOMIIBIOTEPHI ¢ Pa3MeIleHHON BeO-
ciy»k00ii Ecrierdepa MoJielieid, ciryk00ii qucnerdepa u 6a3oi nanueix Microsoft SQL Server mornu

COMoCTaBISITh Apyr npyra no umenn Windows Internet Name Service (WINS).

Hactpoiite ams cBoeit cuctembl foMeHHBIX UMeH (DNS) conocrasmenne 3tux kopotkux nmeH WINS y3i0B.

m  lImMs [oMeHa M KOMIIBIOTEpa JOJDKHO OTBEYaTh CJICHYIOIUM TpeboBaHusIM. Mg xommbioTepa VRealize

Automation nomkHo HaunHaThCs ¢ OyKBbI (a—2, A—-Z), 3akaHunBaThcst OykBo miu 1udpoit (0-9) u

CoOJIepXKaTh TOJBKO OYKBBI, UMPbI U Aeducs ( - ). 3HAK MOUepPKUBaHUS (_) HEIb3sl UCIOIb30BATh B UMCHH

y3J1a Wik NOJHOM TOMCHHOM HMMCHHU.

[ToxpoOHee 0 MOMyCTUMBIX UMEHAX CM. B CIICIU(UKAINUIX UMEH y3i10B oT Internet Engineering Task
Force. Cm. www.ietf.org.

L} B O6HH/IX clydasax paccanHBaﬁTe OCTaBUTb UMCHA Yy3JIOB U IMOJHBIC TOMCHHBIC UMCHA, 3allJTaHUPOBAHHBIC

qutsi cucrtem VRealize Automation. He Bcera BO3MOXKHO M3MEHHUTh UMsI y3iia. Eciii u3MeHeHne BO3MOKHO,

€ro mporeypa MOXeT OBITh CIIOKHOM.
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m  OnTUMaNbHBIM pEIICHHEM OyIeT pe3epBUPOBAHIE U HCIIOIB30BAHUE CTaTHYCCKHX |P-aapecoB st Bcex
ycrpoiictB VRealize Automation u cepsepo Windows Mudpactpykrypa kak yciayra. VRealize
Automation nomnepxusaer DHCP, HO 17151 TOATOCPOUHBIX pa3BepThIBAHUH, HATPUMED MPOU3BOICTBEHHBIX

cpel, peKoMeHIyIoTcs cTatndeckne |P-anpeca.

m  Bo Bpewms pazsepreiBanust OVF nin OV A k yerpoiictBy VRealize Automation npumensiercs |P-
azpec.

m  Jlns Undpactpykrypa kak yciayra-cepepoB WindOwS HE0OX0ANMO BBITTOIHNATH OOBIYHBIN MPOIECC /IS
ornepalMoHHON cucteMbl. 3anaiite IP-axpec nepen ycranoskoit VRealize AutomationMudpactpykrypa

KakK yciyra.

3agepxka 1 npornyckHasi CnocobHOCTb

B VRealize Automation nonaepkuBaroTCsi HECKOJIBKO Y3JI0B U PaCIpe/ielieHHas] YCTAHOBKA, HO CKOPOCTh

nepeaayu JaHHbIX U pasMep TOMa JOJIKHBI COOTBETCTBOBATH MUHUMAJIbHBIM Tp€6OBaHI/I$IM.

B VRealize Automation tpebyertcsi cpesa ¢ ceTeBoit 3a1epKoil He Oosiee 5 MC 1 POMyCKHOM COCOOHOCTHIO

He Hwke 1T'b mi1st ciaenyommx KOMIIOHEHTOB.

m  VYcrpoiictBo VRealize Automation

m  Be0O-cepep Uudpactpykrypa xax yciyra

m  V3en aucneruyepa monenu MHppacTpyKTypa Kak yciayra

m  V3en ciayxObl qucnerdepa MHppacTpyKkTypa Kak yciyra

m  baza gansaeix SQL Server Undpactpykrypa Kak yciayra

m  Opxkecrparop DEM Undpactpykrypa kak yciayra

Crnenyromuii KOMIIOHEHT MOKET paboTaTh Ha caifiTax ¢ 6oyiee BRICOKOW 3aEPKKOH, HO 3TO HE PEKOMEHIYETCS.
m  PaGouwmii npouecc DEM Mudpacrpykrypa kak yciayra

MO’HO yCTaHOBHTH CIEIYIOUINI KOMIIOHEHT Ha CaliTe KOHEYHOH TOUKH, C KOTOPHIM OYyIeT MPOHCXOIUTh OOMEH

JaHHBIMU.

m  [Ipokcu-arent UudpacTpykTypa Kak yciyra

YctponctBo VRealize Automation

BonbuimHCeTBO TpeOoBaHmii K ycTpoiicTBy VRealize Automation npenpaputensHo 3aaHbl B pa3BepHYTHIX
dhopmarax OVF win OVA. OxHu u Te ke TpeOOBaHUS MPEAbSIBISIOTCS K ABTOHOMHOMY, TJIABHOMY YCTPOWCTBY H

ycTpoiicTBy peruinku VRealize Automation.

MuHuMaabHOE 000PYI0BAHUE BUPTYATbHON MAIIMHBI, HA KOTOPOM BO3MOYKHO pa3BepThIBAHUE. BepcHus 7 THOO
ESX/ESXi 4.x win 6onee nozaueit Bepeun. Cm. pasaen Crares 6asel snanuii VMware 2007240, Uz-3a

mOoTPeOHOCTH B allllapaTHBIX PeCypcax He BBIMOJHsNTE pa3sepThiBanne Ha VMware Workstation.
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VYcerpoiictBo padotaet mon ynpasieaunem OC SUSE Linux Enterprise 11 (64-paspsanoit). VMware He
MOJIICP’KUBACT M3MEHEHHE M HACTPOIKY ycTpoiicTBa. Hu B KoeM cirydae He m00aBmsiiTe, HE ynansaiTe U He

OOHOBJISIITE MAKETHI HUIIK HaCTpanBacMbIC CLICHAPUH, B TOM YUCJIC aHTUBUPYCHOC MPOIrpaMMHOC obecreueHue.

INocne pa3BepThIBaHMS MOXKHO HCIIONB30BaTh VSPhere i HacTpoiky napaMeTpoB 000pyJOBaHUs yCTPOHCTBA

VRealize Automation B cootBetcTBHH ¢ TpeboBanusmu Active Directory. Cwm. creayrolyro Tabuiy.

Tabnumua 2-1. TpeboBaHus k 06opyaoBaHuio ycTponcTea VRealize Automation gnsi Active Directory

Yerpoiicteo VRealize Automation st neGoasmnx karaioros  Yerpoiicrso VRealize Automation st 6osibmx karanoros

Active Directory Active Directory

m 41111 m 41111

m 18 I'GaiiT mamsitu B 22 ['0aiiT namMsaTH

B Xpanwmmie 140 T'Gaiit B Xpanwmmie 140 T'Gaiit

B ciyuae nebonbiioro karanora Active Directory opranu3aivonHasi €[HHUIA BKIIOYACT /10
25 000 nonp3oBaTeneil ¢ CHHXPOHU3ALNEH B KOHPUTYpaIUU XPAaHHIUINA HACHTH(PUKATOPOB. B citydae 601b110I0

katanora Active Directory opranuzanuonnas eaununa Bkiarodaet 6osnee 25 000 monb3oBaterneii.

MopTbl ycTponcTBa VRealize Automation

Kax mipaBuio, mopThel Ha ycTpoiicTBe VRealize Automation mpeasapuTensHO HACTPOEHBI B pa3BEPHYTHIX (haiiiax
dhopmara OVF nimm OVA.

Ha ycrpoiictBe VRealize Automation ucrnonb3yioTest ciaeayoIue mopThl.

Tabnuua 2-2. Bxogdwme nopthbl

Port IIpoToxou Kommenrapuu

22 TCP (HeoGs3atensuo). Jloctym mist cearncoB SSH.

80 TCP (HeoGs3atensHo). [lepenanpasnenue Ha nopt 443

88 TCP (UDP Iposepka nommaHoctH Cloud KDC Kerberos ¢ BHenHIX MOOWIBHBIX YCTPOUCTB.
HEO00s3aTeBLHO)

443 TCP Jocryn k BeizoBaM APl 1 konconu VRealize Automation

ﬂOCTyH JUIsT KOMIIBIOTEPOB € LEJIBIO 3arpy3KH 'OCTEBOIO ar€éHTa U areHra Ha4yaIbHOU 3arpysKu

MIpOorpaMMHOI0 obecrieueHus.

JlocTym It HOACHCTeMBI OallaHCHPOBKHU HAarpy3KkH, Opaysep.

4369, 5671, TCP O6MmeH coobienusMu RabbitMQ.
5672, 25672
5480 TCP Jloctyn k uaTepdeiicy ynpaBieHus BUPTYAIbHBIM yCTPOHCTBOM.

HCI’IOJ’IBSyeTCH areHTOM YIIpaBJICHUS.

5488, 5489 TCP HUcnons3yercst yerpoiictBom VRealize Automation sayrtpente miist 0OHOBIICHHIA.

8230, 8280, TCP Buytpennuii sx3emmsip VRealize Orchestrator.

8281, 8283

8443 TCP Hoctyn st 6paysepa. [opt aist anmuanctparopa ldentity Manager no nporokoiy HTTPS.
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Tabnuua 2-2. Bxogdawme nopTbl (poaoirKeHme)

Port

8444

8494

9300-9400

54328

40002,
40003

8090, 8092

ITporoxon

TCP

TCP

TCP

UDP

TCP

TCP

KommenTapuu

OOmeH JAHHBIMHU C ITPOKCHU-CEPBEPOM KOHCOJIH JUIA HOZ[KJ'I}O‘{CHI/H‘/’I 9epe3 KOHCOJIb VMware

Remote Console vSphere.

CHHXpOHI/BaHI/IS{ Kiacrepa CJ'Iy)KGLI KOHTCﬁHepOB

Hocryn nnst aynurta ldentity Manager.

Cunxponuzanus kiacrepa VIDM

Hcrnone3yercs B ciry0e MPOBEPKH paboTOCIIOCOOHOCTH ISl YCTAHOBKH TTOJKIIFOUCHHST MEXITY

y3namu VRA

Tabnuua 2-3. Ucxogsiime nopthbl

Port

25, 587

53

67, 68, 546,
547

80

88, 464, 135

110, 995

143, 993

123

389

389, 636,
3268, 3269

443

445

902

VMware, Inc.

IpoToxou

TCP u UDP

TCP u UDP

TCP u UDP

TCP

TCP u UDP

TCP u UDP

TCP u UDP

TCP u UDP

TCP

TCP

TCP

TCP

TCP

KommenTapuun

Iportokon SMTP mi1s oTIpaBKH HCXOISIINX YBEIOMIICHHUIT MO 3JIEKTPOHHOI moUTe.
Cepsep DNS.

DHCP.

(Heobs3atensHo). Mcmonb3yeTest uisl MOTydeHHsT OOHOBICHHH IIPOrPaMMHOTO 00ECIICUCHUS.

OOHOBJICHHSI MOKHO 3arpysuTh OTACJIBHO U IIPUMEHUTH

KonTpostep nomena.
Iportokon POP st mosyyeHust BXOMAMMX YBEIOMICHHH 110 JICKTPOHHOM TOYTe.
IIporokon IMAP st mostydeHHst BXOSIMX YBEIOMIICHHH 110 2JICKTPOHHOM ToYTe.

(Heobs13atenbro). Mcnonb3yercst uis MOAKII0YeHUs! HerocpeactBeHHO kK NTP Bmecto

HCIOJIB30BaHUs BPEMEHU Yy3Jia

JlocTym k cepBepy HoxpkIoueHui View

Active Directory. [Toka3zaHbl HOPTBI 0 YMOTYAHHIO, HO X MOYKHO HACTPAHBATh.

OOMeH TaHHBIMHE CO CITyk00ii qucmerdepa laaS u y3mamu KOHEIHOI TOYKH HHPPACTPYKTYPHI 10

mporokory HTTPS.

OO6MeH TaHHBIMHE C IPOTPaMMHOI ciryk0oii VRealize Automation mo mporoxony HTTPS.
Joctyn k cepBepy obHoBnenuii Identity Manager.

Jloctyn K cepBepy NojkIroueHuit View

JToctyn k penosutopuio ThinApp ms Identity Manager.

HWcnone3yerest 171st onepaiuii konupoBanus ¢aitnos cetn ESXi u moakmouenus yepes VMware
Remote Console.
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Tabnuua 2-3. Ncxogaiwme nopTbl (pooirkeHme)

Port ITpoTokoa KommenTapnn

5050 TCP (HeoGs3arensro). Jns obmena nannsivu ¢ VRealize Business for Cloud.

5432 TCP u UDP (HeoGs13arenbro). [l oOMeHa anHbIME ¢ 6a30ii gaHHbIX POstgreSQL apyroro ycrpoiicTsa.

5500 TCP Cucrema RSA SecurID. Iloka3al mopt Mo yMOJTYaHHIO, HO €r0 MOYKHO HACTPAHBATh.

8281 TCP (Heobs3atenbHo). Mcmonb3yercst ais oOMeHa TaHHBIMU C BHEIITHUM SK3eMILIIpoM VRealize
Orchestrator

8494 TCP CHHXpOHH3ALHUS KIIacTepa CIIyKObl KOHTEIHepOB

9300-9400 TCP Hocryn nnst aynurta ldentity Manager.

54328 UbP

40002, TCP Cunxponuzanus kiacrepa VIDM

40003

J7st KOHKpETHBIX MOJKITIoUaeMbIXx MoayJeil VRealize Orchestrator, koTopsle 00MEHHBAIOTCS TAaHHBIMU C

BHCINHUMHU CUCTEMAMU, MOT'YT HOTpC6OBaTBCH JApPYTUC TIOPTHI. IIOHOJ'[HI/ITGHBHBIC CBCACHUA CM. B TOKYMCHTAIIUN

1o nojKiIovYaeMoMy Moy VRealize Orchestrator.

Cepsepbl Windows VHdpacTpyKTypa Kak ycnyra

Bce cepepst WiNdOWwsS, Ha KOTOpBIX pa3MelieHbl KoMIoHeHThl MH(pacTpykTypa Kak yciyra, T0/KHBI OTBeYaTh

OIpeieNIeHHBIM TpeOOBaHUsM. BhIonHNuTe TpeOOBaHMs, MPEKIE YeM 3allyCTUTh MacTep ycTaHOBKH VRealize

Automation wim craniapTHbIi ycraHoBIIUK Ha 6aze Windows.

Baz:kno! [Ilpu ycranoske Opanamaysp Windows otkmodaercs. Eciu MOIUTHKY MIIOIAAKA TPEOYIOT, 4YTOOBI

opanamaysp Windows paboTait, HOBTOPHO BKIIFOUHTE €r0 MOCJe YCTAHOBKU U OTJCIILHO OTKpOiiTe mopThl laaS-

cepsepoB Windows. Cwm. paszgen [Toptsl cepsepos Windows MHppacTpykTypa Kak yciyra.

m  [lomecrute Bce cepBepsl WINAOWS HHGpACTPYKTYphl KaK YCIYTU B OAWH U TOT e noMeH. He ncmomnb3yiite

paboume TPyIHL.

m  Kaxnomy cepBepy TpeOyercsi cieayroliee MUHUMATIbHOE 000pyI0BaHHUE.
21011
m 8 [0aiT mamsitu

m 40 I'baiiT qUCKOBOTrO MPOCTPAHCTBA

Cepsepy, Ha KOTOPOM pasMmenieHa 06aza naHHbIX SQL ¢ KoMITOHEHTaMH HHPPACTPYKTYPBI KaK YCIYTH, MOXKET

MoTpeOOBATHCS JOMOTHUTEIBHOE 000pyI0BaHHE.

m VY laaS-cepeepoB Windows u y3na 6a3sl qanabix SQL Server nomkHa OBITh BO3MOXKHOCTh

npeobpazoBeiBaTh NetBIOS-umena npyr apyra B agpeca. [Ipu Heooxoaumoctu nob6aBbre NetBIOS-umena B

¢aiin /etc/hosts Ha kaxaom laaS-cepeepe Windows u y3ne 6a3bl nanabix SQL Server, nocie dero

[EePe3anyCTUTES KOMIIBIOTCPBI.

VMware, Inc.
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m  lI3-3a moTpeOHOCTH B ammapaTHBIX pecypcax He BBIIONHSITE pa3BepThiBanne Ha VMware Workstation.
s VYcranosute Microsoft .NET Framework 3.5.
m  VYcranosute Microsoft NET Framework 4.5.2 unu Gosee nmo3mHel BepcHH.
Konuto .NET MoxHO nonyuuts ¢ jroboro ycrpoiicrsa VRealize Automation:
https://vrealize-automation-appliance-FQDN:5480/installer

Ecnu i 3arpysku ucnonssyercst Internet Explorer, yoenutech, uto koH(UTypanus yCUICHHON
OesonacHocTH BhIKIIOUeHa. [lepeiinute k res://iesetup.dll/SoftAdmin.htm wa cepsepe Windows.

m  VYcranosure Microsoft PowerShell 3.0 uiu 4.0 B 3aBucumoctu ot Bepcun Windows.

Jlnist HeKoTOpBIX 0OHOBIICHHUH MM repeHocoB VRealize Automation moxer notpedoBarhcs ycTaHOBKA

Gosiee crapoii mim HoBoW Bepcun PowerShell momumo Tekyiiei Bepcuu.

m  Jlns m00oro pasBepThIBaHUs KPyIIHEE MUHUMAIBHOTO BeiOepuTe s cepBepoB Windows Uudpactpykrypa

KaK yCllyra aHIJIMACKUM SI3bIK.

m  Ecnu Ha omHOM cepBepe WINAOWS ycTaHaBIMBAeTCS HECKOJIBKO KOMIIOHEHTOB MH(pacTpyKTypa Kak yciyra,

IUIAaHUPYHTE UX yCTAHOBKY B OJHY M Ty ke manky. He ucromnb3yiiTe pa3Hble MyTH.

m  Cepsepol MH]pacTpykTypa Kak yciryra UCIONB3YIOT MPOTOKON TLS ayist mpoBepKH MOTHHHOCTH, KOTOpast

BKJIFOUEHA 10 YMOJYaHHIO Ha HEKOTOPhIX cepBepax Windows.

Ha HexoTOpbIX caidTax mpoTokoda TLS oTKIIOYEH B Hesx 6e30MacHOCTH, HO HEOOXOMMO OCTaBUTh
BKJIFOUEHHBIM XOTs1 ObI 0/iH nipotokos TLS. B aT0it Bepcun VRealize Automation nopnepxusaercst
TLS 1.2,

= Bxirounre ciyx0y KoopauHaTopa pacnpeeneHnbix Tpanzakuuit (Distributed Transaction Coordinator,
DTC). B UndpactpykTypa kak ycayra ciyx6a DTC ucnonb3yercs Uist TpaH3aKIui U IeHCTBUN 0a3bl

JIAHHBIX, TAKKX KaK CO3[jaHue paboyero mporecca.

Ipumeuanue Ecmu mis coznanus UHbpacTpykTypa Kak yciayra-cepepa WindOwS kioHupyeTcs
KOMIIBIOTED, ycTaHoBHUTe ciayx0y DTC Ha ki0oHe nocie kiIoHupoBaHus. Eciay KIOHMpOBaTh KOMIIBIOTED, Ha
KoTOpoM ke ecth DTC, ero yHUKabHbBII HACHTH(GHUKATOP KOIHMPYETCS B KJIOH, YTO IPUBOAUT K COOIO

nepexayn gaHHbBIX. CM. pa3gen Omnbka oOMeHa JaHHBEIMU CO CITY’K00i anucmeTyepa .

Taroke Brmounte DTC Ha cepBepe, Tie pa3menieHa 6a3a gaHHeIX SQL, ecim 3TOT cepBep paboTaeT OTAEIBHO
ot Uudpacrpykrypa kak yciyra. JlononHUTeNbHbIE CBEJCHUS O TOM, Kak BKIounth DTC, cM. B pazuerne
Cratbs 6a3p1 3HaHM VMware 2038943.

m  YOenurech, 4TO paboTaeT ciayx0a BTOPUYHOTO BXoJa B cucremy. [Ipu sxeslaHuu MOXKHO OCTAHOBUTB 3TY

ciry0y 110 3aBEpIICHUN YCTAHOBKH.

MopTbl cepBepoB Windows VIHpacTpykTypa Kak ycnyra

Iepen ycranoBkoit VRealize Automation neodxoanmo Hactpouth mopthl cepBepoB Windows
Wudpactpykrypa Kak yciyra.
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OtkpoliTe mopTel Mex1y Bcemu cepeepamu Windows Mudpactpykrypa Kak yciryra B COOTBETCTBHHU C

MPUBEJICHHBIMU HIKE TabnuaMu. BrimoynTe crojia Takxke cepBep, Ha KOTOpOM pa3merieHa 6a3a naHueix SQL,

ecii OH oTxesieH oT MHpacTpykTypa kak yciyra. Ecim 3To pa3pelieHo NoJIUTHKaMu caiTa, TakkKe MOXKHO

OTKJIFOUHUTH Opanamayapbl Mexay VHdpactpykrypa kak ycnyra-cepsepamu Windows u SQL Server.

Tabnuua 2-4. Bxoasiume noptbl

Port

443

443

443

443

443

1433

Tabnuuya 2-5.

Port

53

67, 68, 546,
547

123

443

443

443

443

443

VMware, Inc.

IpoToxox

TCP

TCP

TCP

TCP

TCP

TCP

Kommnonent

Manager Service

VYerpoiictBo VRealize
Automation

V31161 KOHEUHOH TOUKU

HH(PACTPYKTYPhI

T'ocreBoit arent

areHT HadaJbHOU 3arpyskKu

IIporpaMMHOTO obecrieucHust

Pabouwnii npouecc DEM

Oxzemmmsip SQL Server

Mcxopawme nopThbl

IpoToxox

TCP u UDP

TCP n UDP

TCP n UDP

TCP

TCP

TCP

TCP

TCP

Kommnonent

Bce

Bce

Bce

Manager Service

Jucnergeps! Distributed
Execution Manager

IIpokcu-areHTsr

ATeHT yNnpaBJIeHUS.

T'ocreBoit arent

areHT HavaJbHOU 3arpysKu

TIporpaMMHOT0 obecrieueHust

KommenTapun

OOMEH JTaHHBIMH C KOMITIOHEHTAMU MHQPACTPYKTYPhI KaK YCIyrd U

ycrpoiictBoMm VRealize Automation no nporokony HTTPS.

OOMeH JTaHHBIMU ¢ KOMIIOHEHTaMH MH(PPACTPYKTYPbI KaK YCIyrd U

ycrpoiictBoMm VRealize Automation no mporokony HTTPS.

OOMeH JTaHHBIMU ¢ KOMIIOHEHTaMH MH(PPACTPYKTYPbI KaK YCIyrd U
ycrpoiictBom VRealize Automation no nporokony HTTPS. Kak
mpaBuio, MopT 443 SBISETCS NOPTOM /Tl OOMEHa TaAHHBIMH 10
YMOJIYHHUIO ISl BUPTYAlIbHBIX U OOJIAYHBIX y3/I0B KOHEYHBIX TOUCK
nHppacTpyKTypsl. OJJHAKO CM. OKYMEHTAIMIO, TIPE/IOCTABICHHYIO
y371aMi HHPPACTPYKTYPBI, YTOOBI 03HAKOMUTBCS C TIOTHBIM CIIUCKOM

HEOOXOAUMBIX OPTOB U IOPTOB MO YMOIUAHHIO.

OOMeH TaHHBIME €O CIyK00# aucnerdepa mo mpotokony HTTPS

Bsaumopueiictue ¢ NSX Manager

MSSQL

KommenTapuun

DNS

DHCP

(HeoGsi3arenbruo). NTP

O6MeH aHHBIME C ycTpoiictBoMm VRealize Automation mo
nporokorry HTTPS.

OOMeH JaHHBIMHE €O CIyk00i qucmerdepa 1o mporokory HTTPS

OOMeH aHHBIMH CO CIy>KOOH JUcIeTdepa H y37IaMH KOHETHOI

TOYKH HH(PACTPYKTYpHI 10 mpoTokoiry HTTPS.

O6MeH aHHBIME € yeTpoiictBoMm VRealize Automation

OOMeH TaHHBIME €O CIyK00# aucmeTdepa mo mpotokomy HTTPS
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Tabnuua 2-5. Ncxogswme nopThl (IpoomKeHne)

Port IIporoxon Komnonent KommenTapuu
1433 TCP Manager Service MSSQL
Website
5480 TCP Bcee OOmen manupIME ¢ yeTpoiictBoM VRealize Automation.

Taxoke, B cBsi3u ¢ BriroueHneM DTC mexay Bcemu cepBepamu, it DTC tpedyeres mopt 135 no mpoTtokoiry
TCP u canyuaitnblii mopt mexay 1024 u 65535. O6paTtute BHUMaHUE: CPEACTBO MTPOBEPKH HEOOXOMMBIX

TpeboBaHuii mposepsiet, 3amymieH Ju DTC u oTKpHITH 1 TpeOyeMble MOPTHI.

Beb-cepBep VIHGpacTpykTypa Kak ycnyra

Cepeep Windows, Ha KOTOpPOM pa3MeIieH BeO-KOMITOHEHT, JI0JI’KEH COOTBETCTBOBATD JIOTIOJIHUTEIBHBIM
TpeOOBaHUSIM, TOMUMO TPEOOBAHUMA, TIPEAYCMOTPEHHBIX /I Beex cepBepoB Windows MHdpacTpykTypa Kak

ycayra.
TpeOoBaHMsI HE MEHSIOTCSI B 3aBUCUMOCTH OT TOTO, Pa3MEIICH JIU Ha BEO-KOMIIOHCHTE JUCIIETICP MOICIICH.
m  Hactpoiite Java.

m  VYcranoBure 64-paspsaayto Bepcuto Java 1.8 (oouosnenune 201 wim Oonee mo3aHei Bepcun). He

UCTIONB3YHTE 32-pa3psHyI0 BEPCHIO.
Hocrarouno Bepcuu JRE. ITonnsrit kommiexr JDK He Tpedyercst.
m  Hacrpoiite nepemennyto cpeast JAVA_HOME na ycranoBounyto nanky Java.
m  VYo6enurech B goctynHoctu $JAVA_HOME%\bin\java.exe.
m  Hactpoiite ciyx05l IIS cormacHo ciemyromeit Tadmurre.

Tpedyercs IS 7.5 nns Windows Server 2008, 1IS 8 ans Windows Server 2012, 1IS 8.5 nas
Windows Server 2012 R2 u IS 10 anst Windows 2016.

VMware, Inc.
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Kpome napameTpoB KOHHUTYypaluK cTapaiiTech He pa3MeliaTh JOMOIHUTEIbHBIC BeO-caiiThl B IS, VRealize

Automation 3amaer uis MpUBS3KK HA CBOEM MOpTe sl 0OMeHa JaHHBIMH BCe HeHazHaueHHble |P-aipeca,

JieIasi HeBO3MOXKHBIM CO3/IaHHE JOMOIHUTENBHBIX NpHBA30K. [lo ymonuanuto B VRealize Automation

ucnonb3yercs nopt 443.

Tabnuua 2-6. Internet Information Services VHdpacTpykTypa kak ycrnyra

Komnownenr IIS IMMapametp

Ponu cyx6 1S

Pounn ciyx6b1 aktuBain Windows 1S

npoBepka nogmuaHoctH Windows
CTaTHYeCKOe COAEPIKUMOE
JIOKyMEHT 110 yMOJIYaQHUIO
ASPNET 3.5 u ASPNET 4.5
Pacumpenust ISAPI

Duetp ISAPI

API konduryparmu

Cpena NET

Mogzens mpomnecca

AxrtuBaruss WCF (tonbko pasHoBuanoct Windows Server 2008)
AxrtuBaius o HTTP

He-HTTP axruBarus (tonsko pasuosuanoctu Windows Server 2008)

(PasuoBunnoct Windows Server 2012: nepeiinute B paszen
«Kommonentsr» > «Kommonentsl .NET Framework 3.5» > «He-HTTP

AKTHBAIUSI»)

IMapamerps! npoBepku nommuHHOCTH IS Hactpoiite crneayromue 3Ha4eHHs], HCTIONb3yeMbIe HE 110 yMOIYAHUIO.

ITposepka noammuHOCTH WINAOWS BKIIFOYEHA

AHOHUMHAs TIPOBEPKA IMOUIMHHOCTHU BBIKIIFOUYCHA

He u3mensiiite CJIEAYIONINE 3HAUCHUS 110 YMOJIYaHHUIO.

TTocrasmuk Negotiate Bkimouen

TTocraBumk NTLM BriaoueH

Pexum siapa nposepku nomiuHHocTH WiNndOws BriIoden

ITposepxka nogymuaHOCTH WINAOWS ¢ pacnmpeHHOM 3aluToi OTKIFoYeHa

s cepruduxatos, ucnons3ytonmx SHA-512, nporokon TLS 1.2 nomken
ObITH OTKITIOUEH B pasHoBuaHocTsx Windows Server 2012.

Y3en cnyxobl gucnetyepa NHdpacTpyKkTypa Kak ycnyra

Cepeep WiNndOws, Ha KOTOPOM pa3MeEIleH KOMIIOHSHT CITy>KObI TUCIIeTYepa, TOJDKEH OTBEUYATh OMOJIHUTEIBHBIM

TpeboBaHuUsIM, MOMUMO TpeboBaHwuii isi Beex cepBepoB Windows HUudpactpykrypa kak yciyra.

Mexay y3nom DEM u y3510M city:x0bl JuciieTyepa He JODKHO COBITh HUKAKUX OpaHaMay3poB. JlOMOJHUTEIbHBIC

cBeneHus cM. B pazzene Iloptel cepepoB Windows MudpacTpykTypa Kak yciyra.

Ot0 TpeboBaHUE MPUMEHSETCS HE3aBUCUMO OT TOT0, O KAKOM Y3Jie CIyXKObl AUCIEeTYEpa UIET Peub — OCHOBHOM

WM PE3EPBHOM.

VMware, Inc.
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Y3en cepsepa SQL Server NHdppacTpykTypa Kak ycryra

Cepgep Windows, Ha koTopoM pa3melieHa 0aza ganubix SQL MudpacTpykrypa Kak yciyra, JO/DKeH

COOTBETCTBOBATH ONPCACIICHHBIM TpC6OBaHI/I${M.

SQL Server mMoxer HaxoqUThCsl HA 0JJHOM 13 cepBepoB Windows MHppacTpykTypa Kak yciayra wind Ha

otaenbpHOM y3iie. [Ipu pa3MerieHnn BMecTe ¢ KOMIOHeHTaMu MHGpacTpykTypa Kak yciyra NpUMEeHSIOTCS

JIOTIOJTHUTEJIbHBIE TPeOOBaHMs, TOMUMO TpeOOBaHHIi, PEyCMOTPEHHBIX /sl Bcex cepBepoB Windows

WudpacrpykTypa Kak yciyra.

VMware, Inc.

B stom Bhiycke VRealize Automation we noanepxusaercs pexxum coBmectumoctr 130 SQL
Server 2016 mo ymomvanuto. Eciu s ucnons3oBanus ¢ MH(pacTpykTypa Kak yciyra OTISIBHO CO3/TaeTCst

nycras 6a3a nanusix SQL Server 2016, ucnonesyiite pexxum coBmectumoct 100 mim 120.

Ecnu 6a3a 1aHHBIX CO3/aHa C MOMOIIBIO cpecTBa ycranoBku VRealize Automation, coBmectumocTs yike

HACTPOCHA.
Taxoe e moBeneHue xapakrepro u st SQL Server 2017.

I'pynmna gocrynnoctu AlwaysOn (AAG) nognepxkuBaercst Tosibko B SQL Server 2016 Enterprise wim
SQL Server 2017 Enterprise. Ilpu ucnons3oBanun AAG HE0OXOMMO YKa3aTh [IOJHOE JOMEHHOE UMSI
npociymuBaresnss AAG B kadectse y3na SQL Server. [Ipu coznannun AAG 3anaiite DTC_Support =

Per_DB. YcraHoBKa 3TOro 3HaueHus mocie co3nanust AAG He cpaboTaer.
B ciydae pazmenieHust BMeCTe ¢ KOMIIOHEHTaMH MHppacTpyKTypa Kak yciayra HacTpoiTe Java.

m  YcranoBure 64-paspsanyto Bepcuto Java 1.8 (oonosnenune 201 unu Oonee mo3aHei Bepcun). He

UCTIONB3YHTE 32-pa3psiIHyI0 BEPCHIO.

Hocrarouno Bepcuu JRE. TTonnbiit kommiext JDK He Tpedyercst.
m  Hactpoiite nepemennyro cpeast JAVA_HOME nHa ycTaHOBOYHYIO manky Java.
m  Yo6enutech B nocrynaoctu %JAVA_HOMEX\bin\java.exe.

Hcnone3yiite nopaepxkupaemMyto Bepcuro SQL Server uz Marpuis! noagepxku s VRealize
Automation.

Bxirounte nporokon TCP/IP s SQL Server.

B SQL Server npexycMoTpeHa MOAEIb 0a3bl JaHHBIX, KOTOPAsk UCIIOIB3YETCS KaK MIa0JIoH IS BCex 0a3
JIAHHBIX, CO3/1aBaeMbIX Ha sk3eMIursipe SQL. UToObl obecrieunTh npaBuiibHYI0 ycTaHoBKY MH(ppacTpykTypa

KaK yCiIyTa, He U3MEHIHTEe pa3Mep MOJenu 0a3bl JaHHBIX.

OO0BI4HO cepBepy Tpedyercst 0ombine 00opyIoBaHus, 4eM omucaHHbiil B Cepeper Windows

Nudpactpykrypa Kak yciryra MUHIMYM.

JlononHuTenbHbIe CBEJCHUS CM. B pasjielie cneyudurayuu 060py008anus U MaKkCUMAIbHAs eMKOCb B

JOKYMEHTAIUH 110 Dmanonnas apxumexkmypa VRealize Automation.

[pexxze yem 3anmyCcTUTh CPeCTBO yeTaHOBKH VRealize Automation, Heo6xoanmMo HACHTHDHUIUPOBATS

yUYeTHBIC 3aIucH U 100aBuTh paspemicaus B SQL. CM. pazmen YUeTHbIC 3aucy U maposin.
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Y3en Distributed Execution Manager MHdppacTpyKkTypa Kak
ycnyra

Cepeep Windows, Ha KOTOpOM pa3MelieH oOpKecTpaTop wid padouwmii mporece Distributed Execution
Manager (DEM), nomkeH oTBeYaTh AOMOJHUTEIBLHBIM TPEOOBAHUAM, KPOME TPEOOBAHMIA ISl BCEX CEPBEPOB

Windows Hudpactpykrypa kak yciyra.

Mexny yznom DEM u y3nom cirysx0b1 tucrieTyepa He JOIDKHO OBITh HUKAKUX OpaHIMay3poB. JonoaHnuTenbHbIe

cBepenus cM. B pasmene [loptel cepBepoB Windows MubpactpykTypa Kak yciyra.

Paboune PO ECChI DEM MOT'YT UMETb JONOJHUTCIbHBIC Tpe6OBaHI/I$I B 3aBUCHMMOCTH OT IIOATI'OTaBJIMBACMbIX

pecypcoB, ¢ KOTOPIMUA OHH B3aMMOACHCTBYIOT.

Paboune npoueccel DEM ¢ Amazon Web Services

Pabouwnii nporiecc DEM vRealize Automationudpactpykrypa kak yciyra, B3auMoieicTByomii ¢ Amazon
Web Services (AWS), nomkeH 0TBeuaTh JOMOJHATEIbHBIM TPEOOBAHUSIM, KPOME TPeOOBAHUH JIJIs BCEX

cepsepoB Windows Uudpactpykrypa kak ycayra u DEM B nenom.

Pa6ouwmii mporrecc DEM moskeT B3aumozpeiictBoBate ¢ AWS mst moarotoBku. Pabounit mporiecc DEM

B3aUMO/ICHCTBYET C yueTHO# 3anucbio Amazon EC2 u coOupaer cBsizaHHbIC C HEW JlaHHbIE.
m  PaGouwmii npouecc DEM nomxken nmers noctyn k MHTEpHETY.

m  Ecmu pabounii npouecc DEM naxoautcs 3a 6panaMayspom, HEOOXOIUMO Pa3peIInTh BXOMSIINHN 1
ucxomsammid Tpadguk HTTPS c caiira aws .amazon . com, a takxke URL-aapeca mist pernonos EC2, x
KOTOPBIM UMEIOT JIOCTYN ydeTHble 3anucu AWS, Hanpumep ec2.us—east—-1.amazonaws . com s

BocTouyHOro perrnona CIIIA.

Kaxnmerit URL-anpec conocraBmsieTcst ¢ nuamna3onoM |P-aapecos, mosToMy, BOSMOXKHO, [UIS IIPOCMOTPA H
HACTpoMKu 3TuX |P-anpecoB nmpuaeTcst UCIOIb30BaTh HHCTPYMEHT, KOTOPBIH, HAIPUMEp, MpeaaraeTcs Ha

BeO-caiite xommanuu Network Solutions.

m  Ecau pabounii nporiecc DEM nonyuaer nocryn k MHTepHETY 4Yepe3 npokcu-cepsep, ciyx0y DEM
HE00XO0MMO 3aITyCTHTh ¢ IOMOIIBIO YYETHBIX JAHHBIX, KOTOPBIE MOT'YT MPOWTH MPOBEPKY MOIMHHOCTH Ha

TPOKCH-CEepBEpE.

Paboune npoueccbl DEM ¢ OpenStack nnn PowerVC

Pabouwnit nporiecc DEM Hudpactpykrypa kak ycnyravRealize Automation, B3aumoaeiictByronmii ¢
OpenStack umu PowerVC u nonyyaromnuii OT HUX JaHHbIe, JOJDKEH COOTBETCTBOBATH JIOMOJIHUTEIBHBIM
TpeOOBaHUAM, IOMUMO TPeOOBaHUI, MPUMEHUMBIX KO BceM cepBepam Windows MudpacTpykTypa Kak yciayra u

k DEM B nienom.
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Tabnuua 2-7. Tpebosanua ans OpenStack n PowerVC pabodyero npouecca DEM

YcranoBka TpeOoBanust

Bcee B peectpe Windows skiroueHa noazepsxka nporokona TLS v1.2 u NET framework. [Tpumep:

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319]
"SchUseStrongCrypto"=dword: 00000001

[HKEY_LOCAL _MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NETFramework
\v4.0.30319]
"SchUseStrongCrypto"=dword: 00000001

V3enx DEM Windows 2008 B peectpe Windows sxumounte mpotokon TLS v1.2. Tlpumep:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Protocols\TLS 1.2]
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Protocols\TLS 1.2\Client]

"DisabledByDefault"=dword: 00000000

"Enabled"=dword: 00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Protocols\TLS 1.2\Server]

"DisabledByDefault"=dword: 00000000

"Enabled"=dword:00000001

Camosasepsirornue ceprudukarsl  Ecnu B ax3emmsipe PowerVC wim OpenStack He Henonbs3yroTest HaaeKHbIE CePTU(UKATHI,
B y3JIe KOHEYHON TOUKU ummoprupyire ceprudurar SSL u3 csoero sxzemmiipa PowerVC wmm OpenStack ua kaxprit
HHOPACTPYKTYPBHI cepsep laaS Windows, rie Oyzaer npoxoants ycrpanoBka DEM vRealize Automation.

Paboune npoueccol DEM ¢ Red Hat Enterprise Virtualization

Pabounit nporiecc DEM Undpactpykrypa kak ycnyravRealize Automation, B3aumoaeicTByomumii ¢ peieHnemMm
Red Hat Enterprise Virtualization (RHEV) u nosnyvaromnuii oT Hero 1aHHbIE, JOJKSH COOTBETCTBOBATh
JIOTIOJTHATEIIEHBIM TPeOOBaHUAM, IOMUMO TPeOOBaHHH, IIPUMEHUMBIX KO BceM cepBepam Windows

Wudpacrpykrypa xak ycinyra u k DEM B nenom.

m  HeoOxomnmo mpucoeanHuTh Kaxkayto cpeny RHEV x nomeny, comepxamemy cepsep pabodero mporecca
DEM.

®m  VyeTHbIE JaHHbIEC, KOTOPBIE UCIIOIB3YIOTCS [UISl yIPABICHUsS] KOHEUYHOI TOUKOW, MPEICTABISIIONIEH Cpemy
RHEV, nomxHsl 06sasath npasamu agmMuHuctpartopa B cpege RHEV. Ilpu ucnons3oBannun RHEV s

HOATOTOBKM pabounii mporiecc DEM B3anmoneiicTByeT ¢ 3TOl y4eTHOH 3annchio U MOTy4aeT OT Hee JaHHBIE.

u I[.]'lﬂ YUYE€THBIX JAaHHBIX TAKKE€ TOJIKHBI UMETHCA MPUBUIICTUN, JOCTATOYHLBIC JJId CO3aHUsA 00BLEKTOB B y3jax B

npezienax Cpezpl.

Paboune npoueccel DEM ¢ SCVMM

Pabounit nporiecc DEM Undpactpykrypa kak ycnyravRealize Automation, koutponupyromiuii BUpTyaibHbIe
MmarmHbl yepe3 System Center Virtual Machine Manager (SCVMM), nomkeH cOOTBETCTBOBATh
JIOTIOJTHUTEJIbHBIM TPEOOBaHHSIM, IOMUMO TPEOOBaHUH, IPUMEHUMBIX KO BceM cepBepam Windows

Wudpacrpykrypa xak yciyra u k DEM B nenom.

m  VYcranoBure padbounii nporecc DEM na kommbioTep ¢ koHcosbio SCVMM.
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Pexomennyercs ycranasiausaTh kKoHCoub SCVMM Ha oTnensHom pabouem nponecce DEM.

Pabouwnit nporiecc DEM nomken uMets noctyn k moayinto PowerShell SCVMM, ycranosieHHOMY ¢

KOHCOJIBIO.
st nonutrky BeinonneHuss PowerShell nyxHo ycranoBuTs 3Hadenue RemoteSigned mnu Unrestricted.

UYroObl MPOBEPHUTH MOIUTHKY BEITONHEHUS POwerShell, BBeaure oHy U3 CIEIYIOMNAX KOMaHI B KOMaHIHOMN

crpoke PowerShell.

help about_signing
help Set-ExecutionPolicy

Eciu 3TH ycroBus He BBIMOJHSIIOTCS] HAa BCEX KOMIBIOTEPAX, IIe YCTAHOBICHBI pabouune mpotecchl DEM B
paMKax JJaHHOTO HK3EMIUIIPa, BOCIob3yiiTech komanaamu SKill, 4To0Obl HanpaBuTh cBsizanHbie ¢ SCVMM
paboune mporiecchl Ha Te padoure nporeccsl DEM, koTopbie ycTaHOBICHBI Ha KOMITBIOTEPAX, OTBEYAOIIIX

OTHUM YCJIOBUSM.

VRealize Automation He noaaepxuBaeT pa3BepThIBAHUE CPEJIbI, HCIONB3YIOIICH KOHPHUTYPAIINO YaCTHOTO

obnaka SCVMM. VRealize Automation B Hactosiiiee BpeMst He MOXKET OCYIIECTBIISTh MOTyUYeHNUE JaHHbBIX OT

yacTHBIX 00akoB SCVMM, a Taxke BBIICICHUE PECYpCOB ISl HUX M TIOATOTOBKY PECYPCOB Ha UX OCHOBE.

K SCVMM npuMeHsItoTesl CAeyIoIIne JTONOTHUTEbHbIC TPEOOBAHMUSI.

VRealize Automation nonnepxusaer SCVMM 2012 R2 npu nanmnuuu PowerShell 3 win 6onee no3aHei

BEpPCHH.

Koncons SCVMM crnienyer ycraHapiauBath 10 yCTaHOBKU pabounx mporeccoB DEM vRealize Automation,

KOTOpBIE BBIMIOJIHSIOTCS C UCTIONb30BaHHEM pabouunx snemeHToB SCVMM.

Ecmu ycranoButh pabounii nporiecc DEM 1o ycranosku konconmu SCVMM, oTobpazstest ommoOkn xKypHaa,

KaK [0Ka3aHO B IIPUMEpE HIKE.

Pabounit mpouecc "ScvmmEndpointDataCollection" 3aBepuiwics cb6oeM €O ClieayrOLIM
uckimroueHueM : «Mms "Get-VMMServer'" He pacrno3HaHO Kak MMs KOMaHieTa, (GyHKuuu, daitia
CKpHIITA WM BBIMOJHIEMON MporpaMmbl. [IpoBephTe MPaBHIBHOCTh HANMCAHUS WMEHH, a TakKe

HaJIM4Yu€ M NPaBUIIBHOCTH IIYTH, IIOCJIE€ YErO IMOBTOPUTEC IIONBITKY .

Jis peteHust 3Toi mpoodiieMsl yoeaureck, uto koucoilb SCVMM ycraHoBiICHA, U TIepe3anyCcTUTe CIyxkOy

pabouero nporecca DEM.
Kaxpprit ax3emmissp SCVMM HyXKHO MOAKITIOYUTE K JIOMEHY, COACPIKAIIeMy CepBep.

Y4eTHbIE JAHHBIC, UCHIOJIB3yEMBbIE AJISl YIPABICHUs KOHEYHONW TOYKOH, KOTOPask MPEACTABISIET AK3EMILIAP

SCVMM, nomxHsl 0051a/1aTh TpaBaMu aJMUHKICTpaTopa Ha cepsepe SCVMM.
OHM TaxKe JOJDKHBI IMETH TpaBa aJIMUHICTpaTopa Ha cepBepax Hyper-V B sx3eMiuipe.

YT0OBI MPEIOCTaBUTh KOMIIBIOTEPBI HA OcHOBe pecypca SCVMM, nmonb3oBarens VRealize Automation,
KOTOPBIH 3alIpallluBaeT IEMEHT KaTauora, JOJDKeH 001aJaTh POJIbI0 aIMUHHCTPATOPA B SK3EMIUIIPE
SCVMM.
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m  Cepsepsl Hyper-V B axzemmusipe SCVMM, koTtopsiM OyIyT YIIPaBiIsTh, 10JKHBI OBITH CepBEpaMn
Windows 2008 R2 SP1 ¢ Hyper-V. IIporeccop 10KeH cojiepKaTh He0OOX0IUMbIC PACHINPEHHS
BUPTYyaJIU3alliH, T0JUKHA ObITh yeTaHoBieHa cpeaa .NET Framework 4.5.2 wnu Gonee mo3mHel Bepeuy, a

TaKKe BKJIIOUeH MHCTpyMeHTapuil yrpasienus Windows (WMI).

m  YT0OBI MOArOTOBUTH KOMIIBbIOTED MoKosieHHs 2 Ha pecypce SCVMM 2012 R2, caenyer 100aBUTh B CXeMy

9JIEMEHTOB CJIEIYIOIIIE CBOICTRA.

Scvmm.Generation2 = true
Hyperv.Network.Type = synthetic

Ha crpanune nadopmanum o cOopke CXeMbl 2JIEMEHTOB KOMITBIOTEpa IMOKOJICHHS 2 JJOJDKEH OBITh yKa3aH
MMETOIINICS BUPTYaIbHBIN skecTKui nuck (VHDX), s kotoporo cobpans! ganusie. Ecnu 3ot mHOpMarim

HCT, IOAIOTOBKAa KOMIIBIOTEPA MMOKOJICHUA 2 HE BBINOIHSIETCS.

JIoTONHUTENbHBIE CBEJICHHUS O BBIOJHEHHH HEOOX0AMMBIX TpeboBanuii k cpee SCVMM cwm. B pasnerne
Hacmpoiika vRealize Automation.

CepTudukartsl

vRealize Automation ucnonb3yer cepruduxarsl SSL, 4ToObl 00eCeunTh OE30IIACHOCTD CBS3U MEKTY
KoMroHeHTaMu MHpacTpykTypa Kak yciayra u 9Kk3eMIuisipaMu ycrpoiictea VRealize Automation. Yerpoiictea
U KOMIIBIOTEPHI 10]1 yripasieHueM WindOwS 0OMEHHBAIOTCS 3TUMHU cepTU(dUKATaMH, YTOObI yCTaHABINBATD
HaJIeKHbIEe MTOoAKIIoueHns. CepTH(UKAThl MOKHO TIOJyYUTh BO BHYTPEHHEM WIJIM BHELIHEM IIEHTPE CepTUHUKALUH

WIIN CO3/1aTh CaMO3aBEPSIIONINE CEPTH(GHUKATEI BO BPEMsI pa3BePTHIBAHUS KaKIOT0 KOMIIOHEHTA.

Baxnnie CBCIACHUA 00 YCTpaHCHUHN HETIOJIAJ0K, MMOAACPIKKE U Tp€60BaHI/I$IX K JOBCPCHHBIM CepTI/I(I)I/IKaTaM CM. B

pasnene Craths 06a3wl 3HaHui VMware 2106583.

Ipumeuanue VRealize Automation nmognepxusaet ceprudukatel SHA2. B camozaBepsmux cepTudukarax,
CO3JJaHHBIX B cucteme, ucnonbsyercs SHA-56 ¢ mudposannem RSA. Bo3MokHO, TOTpeOyeTCs BBINOIHUTH

obHoBieHHe 10 cepTudukaroB SHAZ2 B cOOTBETCTBUH ¢ TPeOOBaHUSIMH OIIEPALIIOHHONW CHCTEMBI HIIH Opay3epa.

OOHOBUTH WU 3aMCHUTH CepTI/I(i)I/IKaTLI MOJKHO ITOCJIC Pa3BEPTHIBAHU. HaanMep, MOXCT UCTCUb CPOK JIehcTBUS
CepTI/ICI)I/IKaTa WJIN BBl MOJKETEC BO BPEMS HAYAJIIBHOI'O Pa3BEPTHIBAHUSA UCIIOJIB30BATE CAMO3aBEPAIONINE
CepTI/I(i)I/IKaTI)I, a 3aTEM IMOJYYHUTh CepTI/I(l)I/IKaTLI 13 HAJAC)KHOI'O EHTpPaA CepTI/I(l)I/IKaHI/II/I nepea HadyajloM peain3aluu

vRealize Automation.
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Tabnuua 2-8. Peanunsaummn ceptudumnkatos

MuHuMajibHOe pa3BepTbIBaHuE

Komnonent (HenmpoHu3BOICTBEHHOE) Pacnpenesiennoe paspepThiBanue (r0TOBOE K IPOU3BOJCTBY)
YcrpoiicTBo Co3snaiite camo3zaBepstomuii ceprudukar JI71s KaKI0ro KiacTepa yCTPOUCTB MOXKHO HCIIOIB30BaTh CePTUHHKAT
vRealize BO BpeMsl HACTPOUKH yCTPOHCTBA. BHYTPEHHET0 MJIM BHELIHETo lieHTpa cepTudukanuu. [logaepxusaorcs
Automation MHOTOpa30BbIC U I'PYIIIOBBIC CEPTH(HUKATHL.

KomnonenTst Bo Bpems ycranoBku npumute co3ganuele  [lomyunte MHOTOpa3oBbIi cepTudUKAT, HAIPHMEp cepTU(UKAT
Wudpacrpykrypa caMo3aBepsIoIe CepTU(UKATHI UK anpTepHATUBHOTO nMeHH cyobekTa (SAN), OT BHYTpPEHHETO Hin

KaK yciyra BbIOEpHTE T10/1aBJICHUE CEPTH(UKATOB. BHEIIHETO LIEHTPa CepTU(HKALMU, KOTOPOMY JIOBEpSIeT Balll BeO-

KIIMCHT.

Lleno4ykun ceptudpukaton

Ecnm ncnone3yroTest enoyky cepTUQHUKATOB, YKAKHUTE CEPTU(HUKATHI B CIEAYIOIIEM TTOPSIKE:
m  cepruUKaT KIMEHTA WIK cepBepa, MOINHCAHHBIA MPOMEXYTOUYHBIM CEPTU(PHUKATOM IIEHTpa CepTUDHUKALIUH;
B IPOMEXYTOYHbIC cepTH(UKATHI (OANH MM HECKOJIBKO);

®m  KOpHEBOH cepTu(dUKAT LIeHTpa cepTH(GHUKALINH.

Ipu umnopre ceprudukatos 106asbTe Bepxuuit konoututyn «HAYAJIbHBIA CEPTUDHUKAT» 1 HikHuit
xomnontutyn «KOHEUHBI CEPTUDUKAT» st Kakaoro cepTiukara.

[Mpn HacTponke URL-agpeca Bxoga B cpeny VRealize Automation
N3MeHseTcs cepTudmkaTr

Eciu HeoO0X0auMO, YTOOBI MOJIB30BATENIM BXOAUIN ¢ oMo URL-UMeHH, OTIMYaonerocss 0T UMEHU
YCTPOMCTBA WM MOJICUCTeMbI OanaHCHpOBKU Harpy3ku VRealize Automation, cm. nreiictBust mo HacTpoiike
CNAME 10 u nocinie ycraHoBku B pazjene 3ananne URL-anpeca juis Bxosa B VRealize Automation B Buje

HaCcTpanBacMoOro MMCHHU.

TpeboBaHus k cepTudmkatam anga vRealize Automation

IMpu ucnonp3oBanuu cepruduraTos ¢ VRealize Automation onu q0IDKHBEL OTBEYATH OMPEACICHHBIM
TpeOOBaHUSIM.
MopaepxuBaemble TUMNbl CEPTUUNKATOB

Bo MHOTHX OpraHu3anuax CepTI/Id)I/IKaTBI BBIITYCKAIOTCA WJIK 3allpallliBarOTCA BHCIITHUMHA LHEHTPaMU B

COOTBETCTBHU C Tp€6OBaHI/I$IMI/I I[aHHOﬁ OpraHu3anuu.

Hwxe nepeuunciienbl TpeOoBaHMsI, Kacarouyecs: oOmenpruHAToro (opMara yJI0CTOBEpEHUH 1 TUTIOB cepTU(HUKATOB,

UCTIONB3YEMbIX B CTAHAAPTHBIX pa3BepThiBaHusix VRealize Automation.
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CaoiicTBO cepTH(dHUKATA

AJITOPUTM XETIHPOBAHUS
ANTOpUTM NOAIHCH

JlmHa xiroua

Tpe6oBanus

SHAT1, SHA2, (256, 584, 512)

RSASSA-PKCS1_VI_5

2084, 4096

Ipumeuanue Iloamucs RSASSA-PSS He noanepkuBaercs 1is pa3BeprhiBanuii VRealize Automation.

HUcnosp3yercs cTaHmapTHas NOAMKCH LeHTpa ceptudukannn Microsoft B Windows 2012 R2. Tloanuce — 310

HACTpanBaeMBbIii TapaMeTp, O3TOMY TIPH HCIIOIBb30BaHKH IIeHTpa cepTudukanun Microsoft Heobxoanmo

Y6C,HI/ITI)CH, YTO OHAa HACTPOCHA MPABUJIBHO.

Tabnuua ceptndukatos, nogaepxmeaembix VRealize Automation

AJIropuT™M

XeIHpPOBaH

ust SHA1

Anroput™ RSASSA-

MO ATIHCH PKCS1_V1_5

Pazmep 2048 4096
KITI0Ya

Ilomnepxka  ITogmepix Tlonnepx
vRealize HUBACTCS HMBAETCSt
Automatio  (mpoBepen  (mpoBepen
n 0) 0)
AJIropuT™

XelHpPOBaH

ust SHA2-384
Anroput™ RSASSA-PKCS1_V1_5
TTO/ITTUCH

Pazmep 2048 4096
KITI09a

ITonnepxka Ionnepxxus  Ilognepxu
vRealize aercst BaeTcs
Automatio  (mpoBepero  (mpoBepe
n ) 0)

RSASSA-PSS
2048 4096
He He
MOJICPIKUBA  TIOJACPIKHMBA
eTcst eTcst
RSASSA-PSS
2048 4096
He He
MOJICp)KMBa  TOJUIEPKUBA

€TCA €TCA

N3BnedyeHne cepTUKaToB 1 3aKPbITbIX

SHA2-256

RSASSA-PKCS1_V1_5

2048 4096

Ilomnepxusa  IlognepkuBae

eTcst TCS

(mpoBepeHo)  (mpoBepeHO)
SHA2-512

RSASSA-PKCS1_V1_5

2048 4096

TlonnepxxuBa  Ilomnep:kuBa

ercst eTcst

(mpoBepeno)  (IpOBEpEHO)
KImro4en

VY cepTr(uKaToB Ui BUPTYaIbHBIX YCTPOHCTB A0oJKeH ObITh (hopmat PEM.

RSASSA-PSS

2048

He
MO/IIEPIKIBA

€TCA

RSASSA-PSS

2048

He
MO/IIEPIKUBAC

TCs

4096

He
MO/IIEPIKUBA

€TCA

4096

He
MO/IIEPIKUBA

€TCsA

Ecnu nentp ceptuduranuu Bergan ceprupukat B hopmare PFX, mpeobpasyiite PFX-daiin 8 PEM-daiin ¢

romoipo OpenSSL.

openssl pkcsl2 -in path-to-pfx —-out desired-path-to-pem —nodes
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IIpumep:
openssl pkcsl2 -in C:\vra-cert.pfx —out C:\vra-cert.pem -nodes

Bo3M0KHO, MOHAI00KUTCST BBECTH MapojibHYIO (hpasy, eciiu 3Toro tpedosan PFX-ceptudukar.
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Pa3BepTbiBaHME YCTPOUCTBA
vRealize Automation

VYerpoiictBo VRealize Automation npenocrasisercs B BUjie OTKPHITOro (aiiia BUpTyalin3aun, KOTOPbIi

HE00XO0MMO Pa3BEpPHYTh B MMEIOLICHCS BUPTYaIN3UPOBAHHON HHAPACTPYKTYpe.
B sTy rnaBy BXOAAT ciemyromue pasaesbl:

m  VRealize Automation Pa3sepreiBanne ycTpoiicTa

m  PassepreiBanue ycrpoiictBa VRealize Automation

] I[0621BH€HI/I€ CCTCBLIX aAIITCPOB IEPE/ 3allyCKOM YCTAHOBIIUKA

VRealize Automation PasBepTbiBaHne yCTpOUCTBa

[pexae yem nepeiTu K KakoMmy JIH00 BapuaHTy YCTaHOBKH, HEOOXOJIUMO, YTOObI JUIsl BCEX YCTAHOBOK
MepBOHAYAIILHO PUCYTCTBOBAJIO pa3BepHyTOe, HO He HacTpoeHHoe VRealize Automation ycrpoiicrBovRealize
Automation.

m  OOmas ycTaHOBKa € IMTOMOIIBIO MacTepa yCTAaHOBKH B Opaysepe

m  OtaenbHas HaCTPOWKa yCTPOWCTBA B Opay3epe ¢ MOCHIeAYONMMHU OT/ACIbHbIME ycTaHoBKamu WiNndOws st

cepBepOB MHPPACTPYKTYPHI KaK YCIYTH
m  VYCTraHoBKa C MOMOIIbIO KOMaH/IHOM CTPOKH C MIPUHITHEM JIAHHBIX U3 (pailiia OTBETOB CBOMCTB

m  VYcranoBka 4yepe3 untepdeiic REST API ¢ npunstrem nassbeix B popmate JSON

PasBepTbiBaHWe ycTpoucTea VRealize Automation

Jst BBIOOpA Jroboro myTH ycranoBku B VRealize Automation tpebyercst pa3BepHYyTh XOTs ObI OJTHO
ycrpoiictBo VRealize Automation.

YroObl cO31aTh YCTPONCTBO, C IMOMOIIBIO KiIMEeHTa VSPhere 3arpy3ure n pa3BepHUTE YaCTHYHO HACTPOCHHYIO
BUPTYJIBHYIO MAIlIMHy W3 Ia0JIOHA. DTN ASHCTBUS MOXKET MTOTPEOOBATHCS BBITIOIHNATH HECKOJIBKO Pa3, €CIH
HYKHO CO3/1aTh KOPIIOPaTUBHOE pa3BepThIBAHUE JUIsl 00ECIIeYeH s BEICOKOH JOCTYITHOCTH U aBapUIHOTO
nepekiroyeHus. [Ipu TakoM pa3BepThIBaHHU OOBIYHO HMEETCsl HECKOJIBKUX YCTpoicTB VRealize Automation B

nojcucreMe 0alaHCUPOBKH HArpy3KH.
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Heobxoaumble ycrnosusi

Boiinure B kaueHT VSphere ¢ momoipio y4eTHOH 3amicH, B KOTOPOH €CTh pa3pelieHne Ha pa3BepThIBAHUE

mabnoHoB popmara OVF B repapxum.

3arpysure daitn OVF umu OVA ycrpoiictBa VRealize Automation B pacnonoxeHue, TOCTyITHOE UL
kimueHTa VSphere.

Mpoueaypa

1.

2
3
4.,
5

© ©® N O

10

1.

B vSphere Bribepure napamerp Pa3sBepuyrs maéiaon OVF.

Beeaure nmyts k OVF— nnn OVA—-daiiny ycrpoiictsa VRealize Automation.
[Ipocmotpute cBeaeHus O MadIoHe.

[IpouTHTe ¥ MIPUMHUTE yCIOBUSI JIUIEH3MOHHOTO COTJIAIICHHS C KOHEYHBIM TT0JIb30BATEIIEM.
Beenure nMs ycTpOHCTBaA U PaCIOJIOKEHUE B UEPAPXUU.

HpI/I Ppa3BEPTbIBAHUN YCTpOﬁCTB YKQKUTC JId KAXKA0I0 U3 HUX Pa3HbIC UMCHA, UCIIOJIb3YS UCKIIHOYUTCIIBHO

OykBbl U 1dpsl. Hanpumep, B MMeHaX Hellb3sl UCIIOIB30BaTh CUMBOJI MO {4E€pKUBaHUs (_).

BeiOepuTte y3en u kiactep, B KOTOPOM OyAeT HaXOJHUThCS YCTPOHCTBO.

BeiGepure 1y pecypcoB, B KOTOPOM OyJIeT HaXOJUThCSI YCTPOHCTBO.

BeiOepuTe XpaHWIHILIE, B KOTOPOM OYIET pa3MeIeHO yCTPOHCTRO.

Bribepure dpopmar nucka.

Toncteie GpopmaThl yiIydmaT ObICTPOJCHCTBIE, @ TOHKHE 00ECIICYNBAIOT IKOHOMHUIO MECTa B XPaHUJIHILIE.

dopmar He BIMSET HA pa3Mep AUCKa ycTporcTBa. Eciu i XpaHeHHs TaHHBIX YCTPOUCTBY TpeOyeTcst

OoutbIlie MecTa, 1Mocje pa3BepThIBAHMS YBEIMUbTE pa3Mep JHcKa ¢ momolbio VSphere.
B packpeiBatoiiemcst MeHto BbioeputTe «CeTh Ha3HAUCHUS».
3afaiite cBOICTBA yCTPOMCTBA.

a) Baeaure u nmoaTBEpIUTE NAPOIB MOJIb30BATENS FOOL.

C NOMOIIBIO YYCETHBIX JAHHBIX IMOJIB30BATCIIA root Mo>XHO BOWTH B BC6-I/IHTGp(1)eI>'IC AIMUHUCTPUPOBAHMNA,

pa3MeIleHHBII Ha YCTPOUCTBE, JINOO B KOHCOJIb KOMAHIHOM CTPOKU B ONEPAI[HOHHON CHCTEME

YCTpOMCTBA.

0) BsiOepuTe, paspeniars Ju yAaJCHHbBIC MTOAKIIOYCHHUS 110 MPOTOKOIY SSH K KOHCOJIM KOMaHIHON CTPOKH.

OTKIII0O4YeHNE IMIPpOTOKOJIa SSH noBslmaer 6630HaCHOCTL, HO IIpU 3TOM HOCTYIT K KOHCOJIN

OCYIIECTBIIACTCA HEIOCPEACTBEHHO B VSphere, a HC C MMOMOIIbIO OTACIIBHOTO TCPMUHAJI-KIIUCHTA.
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B) B none Umst Yy3J1a BB€IUTE TIOJTHOC TOMEHHOEC UM YCTpoﬁCTBa.

r)

YrtoObI TIOJIYYNUTH ONTUMAJIBHBIC PE3YJILTATHI, BBEAUTE IOJHOE JOMEHHOC UMS, JaXKE€ €CJIN UCIIOJIb3YyETCA

npotokon DHCP.

IMpumeuanne ITOT NPOTOKON NOAAepkuBaercs B VRealize Automation, Ho npu npou3BoCTBEHHBIX

Pa3BEPTHIBAHUAX PCKOMCHAYCTCS HUCIIOJIb30BAThL CTATUYCCKHUE IP—a/:[peca.

Ecmu ncnone3yrorcs ctatndeckue |P-anpeca, B pasgence «CBOHCTBa ceT» BBEANUTE 3HAUCHUS JJIS IITIO32,
macku cetd 1 DNS-cepsepoB. Taxxke HeoOxoanumo BBecTH |IP-aapec, MojgHOE JOMEHHOE UMS U JOMEH ISt

caMoro yc’I‘pOﬁCTBa, KaK IMOKa3aHO B IMPHUMEPE HUIKC.

Puc. 3-1. MNpumep CBOMCTB BUPTyanbHOro yCTPOMCTBA

+ Application 3 settings

o This will be used as an initial status ofthe S5H senvice in the appliance. You can change it later from the
Enable S5H service in the appliance Web console.

appliance
]

Hostname The host name for this virtual machine. Provide the fully qualified domain name if you use a static IP.
Leave blank ta try to reverse look up the IP address if you use DHCP.

|va1.mycompamr.com

Initial root password This will be used as an initial password for the root user account. You can change the password later (by
using the passwd command or from the appliance Web consale).

Enter passwaord

s |

Confirm password

P —— |

~ Metworking Properties G settings
Default Gateway The default gateway address for this ¥YM. Leave blank if DHCP is desired.
[12.3456.79 |
Domain Mame The domain name of this WM. Leave blank if DHCP is desired.

|mycompany.com |

Domain Name Servers The domain name server IP Addresses for this VM (comma separated). Leave blank if DHCP is desired.
|‘12.34.55.BD, 12.34.56.81 |

Domain Search Path The domain search path (comma or space separated domain names) for this VM. Leave blank if DHCF is
desired.

|mycompany.com |

Network 1 IP Address The IP address for this interface. Leave blank if DHCP is desired.
|‘12.34.55.?8 |
Metwaork 1 Metmask The netmask or prefix for this interface. Leave blank if DHCP is desired.

|255.255.254.0 |

bbb bbb bbb bsbbbbdbddbbbbbdbirbbbdbbdbbbbbdbbbbddddddbdddbbirddddddddbddbdbbrdbdddddddddddbsdr

12. B 3aBucumoctu ot passepreiBanusi, VCenter Server u kondurypampuu DNS BbiGepuTe 0JJ1MH U3 yKa3aHHBIX

HIKE CIIOCO00B 3aBCPUICHUSA PA3BCPTHIBAHUS U BKIIIOUCHUS YCTpoﬁCTBa.

Ecnu Pa3BEPTHIBAHNUE BBIIIOJHECHO B VSphere 1 KoMaHAa BKJIWYUTHL NUTAHHE MOCJIe pa3sBepThIBAHUSA

JIOCTYIIHA Ha cTpaHule «['0TOBO K 3aBepIICHUIO», BBIIIOJIHUTE CIEAYIOIIUE [Iart.
a) BrpiOepure BKJIIOUHTH MUTaHHE NOC]e Pa3BePTHIBAHMS U HAXMHUTE KHONIKY ["oTOBO.

6) 3asepummB pa3sepToiBanue (daitia B vCenter Server, HaxMuTe KHONKY 3aKpbITh.
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B)

I[O)KHI/ITCCB 3alryCcKa BHpTyaJ'H:HOﬁ MaIIUHEBL. JTOT Tpouecc MOKET 3aHATH OO 5 MHUHYT.

m  Ecnu pasBepThiBaHHE BBIIOIHEHO B VSphere n xomanaa BKIYHTE NUTaHME NOC/e Pa3BepThIBAHMS

HC JOCTYyITHA Ha CTPpAHULIC «['oToBO K 3aBCPUHICHUTIO», BBIITOJIHUTE CICAYIOMINUE HIaru.

a)
0)
B)
r)

1)

3aBepimB pa3BepThiBanue (aitna B vCenter Server, HaxMuTe KHOMKY 3aKpPbITh.
Bkirounte yerpoiictBo VRealize Automation.
JoxauTech 3alycKa BUPTYaIbHON MAIIWHBL DTOT MPOLECC MOXKET 3aHATh 10 5 MUHYT.

VYoenmureck, uto ycrpoiictBo VRealize Automation passepayTto. i1st 3TOro npoBepbTe CBS3b MO
ero TOJHOMY JOMEHHOMY HMeHHU. ECiu Helb3si IPOBEPHUTH CBSI3b C YCTPOMCTBOM, MEpe3alryCTuTe

BUPTYJIBHYIO MalINHY.

Jloxxaurech 3amrycka BUPTYallbHON MamnHBI. DTOT MIPOLECC MOKET 3aHATH JI0 5 MUHYT.

m  Ecnu yerpoiictBo VRealize Automation paseepuyto B vCloud ¢ nmomorsto VCloud Director,

vCloud moskeT nepeorpeaenuTh Mapoiib, BBeIeHHbINH Bo BpeMs pa3BepThiBanis OV A. UtoObl He

JOMYCTUTH MCPE3AIMCH, BBIITOJIHUTE CICAYIOIHNC MIaru.

a)

0)

B)
r)

)

e)

IMocne passepreiBanus B VCloud Director menkuaure VAPP, 4ToObI TPOCMOTPETH CBEJCHUS 00
ycrpoiictee VRealize Automation.

lenkuure ycrpoiictBo VRealize Automation npaBoit KHOTKO#T MbIIIH U BEIOEPUTE MYHKT

CaoiicTBa.
[Menxuaute BkIanky Hacrtpoiika rocresoii OC.

B pasznene Copoc napoasi chumute diaxok PazpemuTs napoas JOKAIbHOT0 aAMUHHCTPATOPA U

menkaute OK.
Bkirounte yerpoiictBo VRealize Automation.

Jloxxaurech 3amrycka BUPTYallbHON MamInHBI. DTOT MIPOLECC MOKET 3aHATH JI0 5 MUHYT.

13. V6eaurecs, uto ycrpoiictBo VRealize Automation passepryro. [{iist 3T0ro npoBepbTe CBA3b M0 €ro

TMOJIHOMY JOME€HHOMY MMECHU.

Cnegytowme waru

m  (HeoOs3arenwsHo.) Jlo6aBbTe cereBbie agantepbl. CM. pasznen JloOaBieHne ceTeBbIX afanTepoB Mmepe

3allyCKOM YCTaHOBIIUKA.

m  Boiigure B uHTepdelic aIMUHUCTPUPOBAHUS HA OCHOBE Opay3epa, 4ToObI 3aIlyCTHTh MacTep o0meit

YCTaHOBKH WJIN BPYYHYIO HACTPOUTH YCTPOICTBO.

https://vrealize-automation-appliance-FQDN:5480

m  TaiKke MOXKHO MPOIYCTUTh BXOJ], YTOOBI BBIIIOJHUTH aBTOMATHYECKYHO ycTaHOBKY VRealize Automation

WJIM YCTAHOBKY C MCToNb3oBaHueM AP,
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[loGaBrneHve ceTeBbiX aganTepoB nepen 3anyckom ycTaHOBLUMKA

VRealize Automation nojepkruBaetT HECKOJILKO CETEBBIX ajantepoB. [lepes 3amyckoM yCcTaHOBIMKA MOKHO
J00aBUTH CETEeBbIC afanTepsl st ycrpoiicta VRealize Automation winu cepsepa Windows Uudpacrpykrypa

Kak yciyra.

Ecnu nepej 3amyckom mactepa ycranoBku VRealize Automation tpebyercst HECKOJIbKO CETEBBIX aJIalTEePOB,
YCTaHOBJICHHBIX JIOKAJIbHO, H00aBbTE X MOCIE pa3BepThiBaHust B VCenter, Ho 1o 3amycka mactepa.
JlomoTHUTEIBHBIE CETEBBIC aaNTepPhl, YCTAHOBICHHBIC JIOKAIBHO, paHEEe MOTIIH IOTPEOOBATHCS B CIICAYIOIINX

Cllyyasix.
m  HeoOXxoanMbl OT/AENBHBIC CETH JUIS MOJIB30BATENSI U HHPPACTPYKTYPHI.

m  HeoOxoauMm IOMOJHUTEIBHBIN CETEBOW ananTtep il MPUCOeAnHEeHHs cepBepoB MHDpacTpykTypa Kak yciryra

k qomeny Active Directory.

JIOHOHHI/ITCHLHBIC CBCACHUA O CHCHAPUAX C HCCKOJBLKUMHU CETCBBIMHU aJalTepaMu CM. B 3TOU 3aI1icu 6nora
VMware Cloud Management.

[Tpu Hanuuuu Tpex mim OoJiee CETEBbIX alANTEPOB MPUMEHSIOTCS CIEIYIOINE OrPAaHUYCHHS.
= VIDM tpebyercs nocryn k 6ase panubix Postgres u Active Directory.

m B knacrepe Boicokoii goctynHoct VIDM Tpebyercst noctyn k URL-anpecy noacucremsl 6anaHcHpOBKU

HaTPY3KH.
m  [IpenmectBytontue noakitoueHus VIDM nomkHBI BBITOIHATHCS Y€pe3 JBa MEPBBIX CETEBBIX ajanTepa.

] CereBbie alallTepbl, HAYHIHUE ITOCJIC BTOPOro CETECBOr0 aJanrepa, HE JOJLDKHBI UCITOJIb30BATHCA WIIN

pacnio3HaBathes VIDM.

m  CereBbie amanTepsl, WAYIIHE TOCIE BTOPOTO CETEBOTO ajamnTepa, He JTOJDKHBI HCIIONB30BATHCS U
noakmouenust k Active Directory.

Ipu Hactpoiike katanora B VRealize Automation ucnone3yiite nepBblii Wi BTOPOil ceTeBOil agantep.

HeobxoauMble ycnousi

PasBepHuTe BUpTyalbHbIe MalinHbl ycTpoiicTBa VRealize Automation B dopmare OVF u BupTyaibHbie

mamuHael WINdOWS, HO He BXOIUTE U HE 3allyCKaiTe MacTep YCTAaHOBKHU.

Mpouenypa

1. B vCenter nobasbTe ceTeBbie ajanTepsl Ui Kax0ro ycrpoiictea VRealize Automation.
a) llenkuute pa3BepHYTOE YCTPOWCTBO MPABO KHOMKON MBIIIHU 1 BbiOepuTe I3MEeHUTH MapaMeTpsl.
6) JobasbTe cereBble amantepsl VMXNETN.
B) Ecam ycTpoiicTBO BKIIOYEHO, EPE3amyCTUTE €ro.

2. BbrInonHUTe BXOJ B KOMaHIHYIO CTPOKY ycTpoiicTBa VRealize Automation kak mons3zoBatens root.
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3. HaCTpOﬁTe CCTCBLIC aJallTCPhbI, BBIIOJIHUB CICAYIONIYIO KOMAaHAY UISA KaXAO0ro U3 HHUX.

Ybeanrech, 4TO BKIFOUEH apec NUI03a MO yMoadaHuio. CTaTH4ecKHe MapIIpyThl MOKHO HACTPOHUTH MOCIIE

3aBepIIEHUs ITOI NPOLEaYPHI.

/opt/vmware/share/vami/vami_set_network network-interface (STATICV4|STATICV4+DHCPV6 |
STATICV4+AUTOV6) IPv4-addressnetmaskgateway—v4-address

IIpumep:

/opt/vmware/share/vami/vami_set_network ethl STATICV4 192.168.100.20 255.255.255.0
192.168.100.1

4. VYoeautech, uto Bee y3ubl VRealize Automation moryt paspemiate DNS-umena npyr npyra.

5. VYo0enutecsh, uto Bee y3ibl VRealize Automation moryT noiay4uTh T0OCTYI K JIFOOBIM TTOJIHBIM JIOMEHHBIM

MMEHAaM ITOJICHCTEMbI OaJaHCHPOBKU HArPy3KH Ul KOMIIOHEHTOB VRealize Automation.

6. [Ilpu ucnonnzoBanuu Split-Brain DNS y6enurecs, uto Bece y3nbl VRealize Automation u Bupryanshbie |P-

ajipeca MMEIOT OJMHAKOBOE MOJIHOE JJOMeHHOoe UM B cixy)x6e DNS st IP-agpeca u Buptyansaoro |P-anpeca

Ka)XI0T0 y37Ia.
7. B vCenter nobaBbre ceteBble agantepsl a1s cepBepoB Windows MHdpacTpykTypa Kak yciyra.

a) Illenkuute cepBep MHbpacTpyKTypa Kak yciayra nmpaBoil KHOIIKOW MBIIIH U BeIOepuTe U3MeHUTH

napamMerpsbl.
6) JoOaBbTe ceTeBbie alanTephbl B BUPTYaIbHYIO MalInHy cepBepa MHppacTpykTypa Kak yciyra.

8. B Windows HactpoiiTe 100aBIeHHbIC CETeBbIC afanTepbl cepBepa MHpacTpyKkTypa Kak yciyra u ux |P-

aznpeca. [Ipr HEOOXOAMMOCTH CM. IOKYMEHTAIMIO 110 Microsoft.

Cnegytowme waru

m  (HeoGs3arensHo) Eciin TpeOyrOTCS CTATHYECKUE MAPIIPYThI, CACIYHTE HHCTPYKIUAM, COACPKALIIMCS B

paszzene Hactpoiika cTaTHueCKUX MaplIpyTOB MEPes MPOI0DKEHHEM YCTaHOBKH.

m  Boiiaure B unTepdeiic aiMUHUCTPUPOBAHKS Ha OCHOBE Opay3epa, 4ToObI 3aIyCTUTh MacTep OO0IIei

YCTQHOBKH HWJIM BPYYHYIO HACTPOUTH yCTPOWUCTBO.

https://vrealize-automation-appliance-FQDN:5480

m  Taike MOXKHO MPOIYCTUTB BXOJ, YTOOBI BBIITOJIHUTH aBTOMATHYECKYIO ycTaHOBKY VRealize Automation

WJIM YCTAHOBKY C MCIoNb30BaHueM API.
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MOMOLLbIO MacTepa YyCTaHOBKMU

Mactep ycranoBku VRealize Automation oGecrieunBaer npocTyro U OBICTPYIO YCTAHOBKY Ul MUHUMAaIbHBIX

WJIN KOPIIOPATHBHBIX Pa3BEPTHIBAHUMA.

[Tepen 3anmyckoM mactepa HYKHO BBIIIOJIHUTH IPEBApUTENIbHBIE TpeOOBaHMsl. J[J1s 9TOro pazsBepHUTE YCTPOHCTBO
vRealize Automation u nactpoiite cepsepst Windows Uudpactpykrypa Kak yciayra. Macrep yCTaHOBKH
MOSIBUTCS TIPU TIEPBOM BXOJIe B pa3BepHyTOe ycTpoiicTBo VRealize Automation.

u YT1o0OBI OCTAHOBUTH MacCTEp U BEPHYTHCA K pa60Te C HUM II03KC, HAXKKMHUTEC KHOIIKY B])IXOZI.

u YT0oOBI OTKIIFOYUTD MacCTep, HAXKMHUTE KHOIIKY OrMeHna uiu BBIﬁﬂHTe W HAYHUTC YCTaHABJIMBATH MMPOIrPaMMHOC

obecrieueHne BPyYHYIO C TIOMOIIBIO CTAaHIAPTHBIX HHTEP(PEHCOB.

Mactep — OCHOBHOI MHCTPYMEHT JIsl HOBOHM ycTaHoBku VRealize Automation. Eciu nocie 3anycka mactepa
He0OXO0IMMO pa3BepHYTh CYIIECTBYOIIee pa3BepThiBanne VRealize Automation, cm. mpouenypst, onucanHbie B

pasnene ['maBa 5 Mutepdeiicel crangapTHOi ycTaHoBku VRealize Automation.
B 5Ty rnaBy BXOAST clieyIolIUe pa3/eibl:
m  lcnonbp3oBaHue MacTepa yCTaHOBKH Ul MUHMMAJIbHBIX Pa3BEPThIBAHUN

] Hcnonb3oBanue MacTepa YCTAHOBKHU IJIS1 KOPIIOPATUBHBIX pa3B€pTLIBaHI/Iﬁ

Acnonb3oBaHne mactepa yCTaHOBKM AN MUHMMAITbHbIX
pa3BepTbiBAHUN

MuHHMaJbHBIE Pa3BEPThIBAHUS JEMOHCTPUPYIOT, Kak padoraer VRealize Automation, Ho o0br4HO He 00aaI0T

I[OCTaTO‘IHOfI MOMIIHOCTBIO JIS1 NOAACPI KKK KOPIOPATHBHBIX MPOU3BOJACTBCHHBIX CPEU.

YcTaHOBUTE MUHUMAIBLHOE Pa3BEPTHIBAHUE IS SKCIIEPUMEHTAIBHON paboThl MM O3HaKoMIIeHus ¢ VRealize
Automation.

3anyC|< MacTepa yCTaHOBKU ON1A MUHMMAlIbHOIo pa3BepTbiBaHUA

MuHUMaIbHBIC pa3BepTHIBAHUs OOBIYHO COCTOST M3 OJHOrO ycTpoiictBa VRealize Automation, oxHoro cepsepa
Windows Hudpactpykrypa kak yciyra u arenta VSphere st KoHeuHbIX Touek. [Ipu MUHUManbHON yCTaHOBKE

BCEe KOMIOHEHTHI MH(pacTpyKkTypa Kak yciiyra pasMeniaroTcsi Ha ogHoM cepeepe Windows.
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Heobxoaumble ycrnosusi

m  BoinosgHuTe npeaBapuTelibHbIe YCIOBUS, H3JI0XKeHHbIe B pa3aene [ nasa 2 [loaroroska k ycranoske VRealize
Automation.

m  Cosnaiite HeHacTpoeHHOE ycTpoiicTBo. CM. pasznen PassepreiBanue ycrpoiictea VRealize Automation.

Mpoueaypa

1. Boiinute B uHTEpdEiic aAMUHUCTPUPOBaHUs ycTpolicTBa VRealize Automation kak monb3oBatens root.
https://vrealize-automation-appliance-FQDN:5480

2. Korma oTKpoeTcs MacTep yCTaHOBKH, HAKMHUTE KHOMKY JlaJiee.

3. [lpumwure ycnoBHs JIUIEH3MOHHOTO COTTIANICHUS M HAKMUTE KHOIIKY [laJiee.

4. Ha crpannie «Tum pa3BepThiBaHus» BeIOeprUTe MUHMMAJILHOE pa3BepThIBAHNE U Y CTAHOBUTH

HHPACTPYKTYPY KaK YCJAYTY, a 3aTeM HaXMUTE KHONKY [lastee.

5. Ha crpanuniie «HeoOX0auMbIe YCIIOBHS YCTAHOBKU» MOXHO MPHOCTAHOBUTHCSI, YTOOBI BOMTH Ha cepBep
Windows Hudpactpykrypa Kak yciyra ¥ yCTAHOBUTH areHT YIPaBICHUS. ATCHT YIIPABJICHHS [T03BOJISET
ycrporictBy VRealize Automation obuapysxkuts cepsep MHbpacTpyKTypa Kak yciayra v MOAKIIOYUTHCS K

HEeMy.

CnepytoLme waru

VYcraHoBuUTe areHT ynpasieHus Ha cepsepe Windows Mudpactpykrypa kak yciayra. CMm. pa3gen Y craHoBKa

areHra yrpasienust VRealize Automation.

YcTaHoBKa areHTa ynpasrneHusa vRealize Automation

s Beex cepBepoB WiNAOWS HHPpaCTPyKTYphI KaK YCIYyTrH TPEOYETCs areHT yIPaBJICHUS, KOTOPBINA CBSI3bIBACT
9TH CEPBEPHI ¢ ONpe/IelIeHHBIM ycTpoiicTBoM VRealize Automation.

Ecnu 6a3a nanneix SQL Server ans vVRealize Automation pasmeniena Ha otnensHoM kKomiblotepe Windows,
T/Ie HeT KOMITOHEHTOB HH(PACTPYKTYPHI KaK YCIyTH, TO s Komibiotepa SQL Server e Tpebyercs areHT

YIIPABJICHUS.

AreHT yrpasnenus: peructpupyet cepsep Windows uHppacTpyKTypbl Kak YCIYTH Ha OMPEICICHHOM YCTPOCTBE
VRealize Automation, aBroMaTu3npyeT yCTAaHOBKY KOMITOHEHTOB MH(PACTPYKTYPHI KaK YCIYTU U YIIPABICHUC
HMH, a TAKKe COOMpPAaeT MUArHOCTUYECKHIE U TeJIeMETPHUSCKUE JaHHbIe. ATEHT yrpaBieHus paboTaeT Kak ciayxoa
Windows u 3amyckaercst ¢ OMOIIBIO YUETHOW 3aIich JOMEHa C IpaBaMK aJMHUHHCTPATOpa Ha cepBepax

Windows undpactpykTyphl Kak yCiayru.

Heobxoaumble ycriosus
Co3spnaiire ycrpoiictBo VRealize Automation u 3amycrure mactep ycTaHOBKH.

Cwm. PaszBepthiBanue ycrpoiictBa VRealize Automation u 3amyck mactepa ycTaHOBKH JUIsi MUHUMAIIBHOTO

Ppa3BCPTbIBAHMA.
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Mpoueaypa

1. Boiigure B koHCOJb ycTpoiicTBa VRealize Automation B kauecTBe NpUBHICTHPOBAHHOTO MTOJIH30BATEIS.

2. Bseaute cnenyromyro KOMaHy:
openssl x509 —in /opt/vmware/etc/lighttpd/server.pem -fingerprint -noout -shal

3. Ckonmpyiite 0THEYaTOK, YTOOBI MPOBEPHUTH €ro moKe. [Ipumep:
71:84:47:72:03:57:C8:C2:68:65:00:06:BC:D8:23:98:92:54:BF:89

4. Boiigure Ha cepep WINAOWS uH(DpacTpyKTyphl KaK yCIYTH, HCIOJIb3Ysl YICTHYIO 3aIKCh C IPaBaMu
aJIMUHUCTPATOpA.

5. Orkpoiite URL-aapec nporpaMmsl yCTaHOBKH ycTpoiicTBa VRealize Automation B Be6-0Opaysepe.
https://vrealize-automation-appliance-FQDN:5480/installer

6. BriOcpuTe mporpaMmMy yCTAHOBKH areHTa YNPaBJIEHHs, 3aTCM COXPAHUTE U 3amycTute daiin .msi.

7. OsHakoMmbTeCh ¢ HH(OpPMAIIUEH HA YKpaHe MPUBETCTBUSL.

8. [lpumure yciioBHs JIUIEH3MOHHOTO COTJIAIICHUS.

9. TloarBepauTe WK U3MEHHUTE TANKY YCTAHOBKH.

Program Files (x86)\VMware\vCAC\Management Agent

10. Beenure cBeenus 06 yerpoiictee VRealize Automation, kak ykazaHo panee.

a) Bseawute agpec ycrpoiictBa ¢ npepurcom HTTPS, Briroyast mojaHOE JOMEHHOE UMS U HOMEP
nopta :5480.

0) BaemuTe JaHHBIC YUETHOH 3aMKCH MOJB30BATENS FOOt A yCTpOHCTBRA.

B) Illenknure nmyHKT 3arpy3uTh U yOequTech, 9YTO OTIIEYATOK COBIIA/IACT C TEM, KOTOPBIH BBl CKOITUPOBAIIN

panee. He oOpamaiiTe BHUMaHUs Ha TBOETOYHSI.

Ecnm otmreuarku He COBIIAZIAIOT, IPOBEPLTC aApeC YCTpOﬁCTBa.

Puc. 4-1. AreHT ynpaBneHus: cBeaeHus o6 yctporictee vRealize Automation

*
wRa appliance address: :
|https:.-’.:’va'|.compan}l.com: 5480 :
Specify the scheme and the port (hosted by default on 54800, Example: https v a-address:5480 :

*
Root username: Password: ]

*
|r00t || [IITTTITY) |
Prowide wRealize Autornation appliance roat user credentials
Management Site Service certificate SHA1 fingerprint:
|?1844??2035?(:8(:2686500068CD823989254BF89 Load
[T confirm the Fingerprint matches the Management Sike Service S50 certificate

L bbb bbbttt it bttt bddddddddddibdbbbbibbbbbbdis
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11. Bsenure ums noab3osarens B Gpopmare "domain\username" u mapoJib IS yUETHOM 3aIiCH CITyKOBI.

Y4eTHas 3anKCh CITyKObI JOIKHA OBITH TOMEHHON yYETHOM 3alMChIO C IPaBaMy aJMUHUCTPATOPa Ha
cepepax Windows uHbpacTpyKTyphl Kak yciyrd. Mcnons3yiite ais BCeX CilydaeB OJIHY YUCTHYIO 3aIliCh

CITYKOBI.

12. 3aBepunte yCTaHOBKY arcHTa yIpaBJICHHs, CIEAYs] HHCTPYKIUSM ITPOTPAMMBI.

Pesynerathl

Ipumeuanue B ciydae 3amensl ycrpoiictBa VRealize Automation morpedyercst 3aHOBO yCTaHOBHUTH areHT

YIpaBJIeHUs], TaK KaK OHH CBSI3aHBI MEXIy COOOH.

VYnanenue ¢ cepsepa WindOWS KOMIIOHEHTOB HHPPACTPYKTYPHI KaK YCIYTH He NPUBENET K YAAICHUIO areHTa
yrpasienus. YToObl yaaauTh areHT yIpaBlieHus, Ucronb3yiTe pyHkuuo Windows «YcTaHOBKa U yaajeHHe

MIPOTPaMM».

CnegytoLme waru

BepHuTech K MacTepy yCTaHOBKH, OTKpbITOMY B Opay3epe. Cepeepbl WINAOWS HHOPACTPYKTYphI KaK YCIYTH €

YCTaHOBJICHHBIM areHTOM YTIPaBICHHS OTOOPAXaroTCs B paszesic 00HAPYKEHHBIX y3JI0B.

3aBepLueHne paboTbl MacTepa yCTaHOBKU

ITocne ycTaHOBKHM areHTa YIpaBieHHUS BEPHUTECh B MacTep U cieAyiiTe MHCTpYKIusM. Eciin Bam TpeOyroTcs
JIOTIOJIHUTENBbHbBIE MHCTPYKIUH OTHOCUTEIBHO MAapaMeTPOB, Neperaure 1no cebuike «CrpaBka» B IPaBOM BEPXHEM

yrIIy Mactepa.

m  [lo 3aBeprieHnn paboOTHI MacTepa Ha MOCIEIHeH cTpaHuie Oy IyT yKa3aHbl yTh K (ailiry CBOMCTB U €ro nmsl.
MoKHO OTpenakTupoBaTh (aii 1 UCIOJIb30BAThH €ro JUIsl BBIOJIHEHHs aBTOMAaTHUeCKON ycTaHoBku VRealize
Automation ¢ ncronp30BaHIEM TaKHX K€ HIM MOJ00HBIX ITApaMeTpoB, Kak B ceaHce Mactepa. CM. pasznen

I'maBa 6 ABromarnueckas ycraHoBka VRealize Automation.

] Ecnu BEI CO3JaJI1 NIEPBOHAYAJIILHOE COACPIKUMOEC, MOKHO BOWTH B apeHAaTop IO YMOJYAaHUIO B Ka4Y€CTBC

noJsib3oBarelis ¢ umeHeMm configurationadmin u 3anpocUTh IEMEHTHI KaTajIora.

] CBG,HGHI/IH (6] HaCTpOﬁKe A0CTYylla K apC€HAATOPY IO YMOIYAHUIO UIA APYTHUX IOJIB30BATENICH CM. B pasacie

Hacrpoiika noctyna k apeHAaTopy 10 yMOJYaHHIO.

cnonb3oBaHne macTepa YCTaHOBKU AJ19 KOpnopaTUBHbIX
pa3BepTbiBAHUN

KOpHOpaTI/IBHOC Pa3BEPTHIBAHUEC MOKHO aJallTUPOBATL IO HYXK/Ibl OpraHru3aiuu. KOpHOpaTI/IBHOG Ppa3BCPThLIBAHUC
MOJKET COCTOATH U3 PACIIPCACIICHHBIX KOMIIOHCHTOB HUJIN paSBepTBIBaHI/Iﬁ BBICOKOM JOCTYIIHOCTH, HACTPOCHHBIX C

noaACUCTCMaMu 6aHaHCI/Ip0BKI/I Harpysku.
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KopnopariBHoe pa3BepThIBaHNE MTPEAHAZHAUCHO JUIS YCTAHOBOK C OOJIee CIIONKHOW CTPYKTYPOH, MMEIOIINX
pacmpesielieHHbIe U N30bITOUHbIE KOMIIOHEHTBI, 1 OOBIYHO MPEIIONIATAeT UCTIOIb30BAHUE TTOJICHCTEM
0aJaHCHPOBKM Harpy3KH. Y CTaHOBKA KOMIOHEHTOB MH(pacTpyKTypa Kak yciayra He sBIsIeTCsl 00s3aTelIbHOM

HE3aBUCHUMO OT THUIIA PAa3BEPTHIBAHUA.

[Ipu pa3BepTHIBAHUM C HCIOJIB30BAHUEM MOJACHCTEM OATaHCHPOBKH HATPY3KU HAIWYUE HECKOJIBKUX aKTHBHBIX
IK3eMILIIPOB BeO-cepBepa u ycrpoiictB VRealize Automation npuBomut k c6oto ycranoBku. Bo Bpemst
YCTaHOBKH JIOJDKEH OBITh aKTHBEH TOJBKO OJIMH AK3EMILLIp BeO-cepBepa U 0fHO ycTpoiictBo VRealize
Automation.

3anyck macTepa yCcTaHOBKM ANsi KOPNOPaTUBHOIO pa3BepTbiBaHUS

KopmopaTuBHbIe pa3BepThIBaHHUS TOCTATOYHO BENUKHU JUIS MMPOU3BOACTBEHHBIX cpejl. MacTep yCTaHOBKH MOXKHO
HCIIOJIb30BATh JIJISl pa3BEPTHIBAHUS PACIPEICTICHHON YCTAaHOBKU WM Paclpe/eIeHHON YCTaHOBKHU € MOACHUCTEMaMU

OamaHCUPOBKM HArpPy3KH IS 00ECTIEUeHHS BHICOKOI JOCTYITHOCTH U OTKa30yCTOIUNBOCTH.

[Ipu BBIMOJHEHUH PACIIPE/ICIIEHHON YCTAHOBKH C MOJICHCTEMaMu OalaHCUPOBKH HATPY3KH HEOOXOAUMO YBEIOMHTH
rpyIIy, OTBEYAOIIYIO 38 HACTPOiKyY cpemnsl VRealize Automation. Bo Bpemst HacTpoiiku cchuiku Ha Active
Directory aaMuHuCTpaTOphl apEeHIATOPA JOJIKHBI HACTPOUTH YIIPABJIEHHE KATAIOraMU JUIsl 00eCTIeYeH s

BBICOKOM JIOCTYITHOCTH.

Heobxognmble ycnosus

m  BrInosHUTE NpeaBapuTelibHbIC YCIOBUS, H3JI0kKeHHbIe B pa3aene [ nasa 2 [loaroroska k ycranoske VRealize
Automation.

m  Cospmaiite HeHacTpoeHHOE ycTpoiicTBo. CM. pasaen PassepreiBanue ycrpoiictea VRealize Automation.

Mpouenypa

1. Boiiaure B unTepdeiic anMuHECTpUpOBaHus ycTpoiicTBa VRealize Automation kax monb3oBarens root.
https://vrealize-automation-appliance-FQDN:5480

2. Kornma otkpoercst MacTep yCTaHOBKH, HAKMHUTE KHOTIKY [laJiee.

3. [IlpumuTe ycI0OBHs JMIEH3HOHHOTO COTJIALICHUS M HAXKMUTE KHONKY [laJjee.

4. Ha crpanune «Tun passeproiBanuA» BblOepuTe KopnopaTusHoe pa3BepTbiBaHUe U Y CTAHOBHTH
HHGPACTPYKTYPY KAK YCJAYTY.

5. Ha crpanune «Heo06xo/iMble yCIOBHSI YCTAHOBKUY» MOMKHO IMPUOCTAHOBUTHCS, YTOOBI BOUTH HAa CEPBEPHI
Windows HuppacTpykTypa KaK yciayra 1 yCTAaHOBUTbH areHT YIPaBICHHs. ATGHT yIPaBJICHUS MTO3BOJISET
yctpoiictBy VRealize Automation obnapyxuts cepepbl MHbpacTpyKkTypa Kak yciyra u MOJKIFOUUTHCS K

HHM.

Cnegytowme waru

YcTaHOBHUTE areHT ymnpaBiieHus Ha cepBepax MubpacTpykrypa kak ycayra Windows. Cwm. pasaen YcraHoBka
areHTa ympasienus VRealize Automation.
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YcTaHoBKa areHTa ynpasrneHusa vRealize Automation

s Beex laaS-cepsepoB WINAOWS TpeOyeTcst areHT yrpaBlICHHsI, KOTOPBIN CBS3BIBACT 3TH CEPBEPHI C UX

OCHOBHBIM ycTpoiicTBoM VRealize Automation.

Ecnu 6a3a nanneix SQL Server mis VRealize Automation pasmeriena Ha otaensHOM Komibiotepe Windows,

I7ie HeT KOMITIOHEHTOB MH(PACTPYKTYpPhI Kak YCIyTH, TO Ui KoMmisiotrepa SQL Server He tpebyercst areHT

yIpaBJICHUS.

ATeHT ynpaeneHus peructpupyet laaS-cepsep Windows Ha ocHOBHOM ycTpoiicTBe VRealize Automation,

ABTOMATH3MPYET YCTAaHOBKY |88S-KOMIOHEHTOB U YIIpaBJIeHHE UMH, a TAKKe COOMpaeT HHPOPMAIIMIO IS

MOAJCPIKKH U TeJIEMETPUH. ATEHT yrpaBlieHus paboTaeT Kak ciyx6a WiNndOWS u 3amyckaercs ¢ TOMOLIBIO

YUETHOU 3aIlicH JOMEHa C MMpaBaMH aJMUHHCTpaTopa Ha cepBepax WiNndOWwWS nHppacTpyKTyphl KaKk YCIYTH.

Heobxognmble ycnosus

Co3spaiite 0JJHO WK HECKOJIBKO ycTpoicTB VRealize Automation u 3amycrure Mactep yCTaHOBKH.

Cwm. PasBepreiBanue ycrpoiicta VRealize Automation u 3amyck Mactepa yCTaHOBKH JUIsi KOPIIOPATHBHOTO

pa3BepThIBAHUS.

Mpouenypa

1. Boiiaute B KOHCOIb OCHOBHOTO ycTpoiicTBa VRealize Automation kak nons3osarens root.

2. Bseaure ciemyomny0 KOMaHIy:
openssl x509 -in /opt/vmware/etc/lighttpd/server.pem -fingerprint -noout -shal

3. Ckonupyiite oTHe4YaTok, 4ToObl MPOBEPHUTH €ro mozxe. [Ipumep:
71:84:47:72:03:57:C8:C2:68:65:00:06:BC:D8:23:98:92:54:BF:89

4. Boiinure Ha cepep WiNdows uHGpacTpyKTYphl Kak yCIIyTH, HCIONB3Ys YYETHYIO 3alHCh C IPAaBaMH
aJIMUHHCTpATopa.

5. Orkpoiite URL-aapec mporpamMmbl YCTaHOBKHM OCHOBHOTO ycTpoiicTBa VRealize Automation B Be6-
Opaysepe.
https://vrealize-automation-appliance-FQDN:5480/installer

6. BriOepure mporpaMmy yCTAaHOBKH areHTa yNpaBJIeHHsl, 3aT€M COXpaHUTE U 3amyctute dain .msti.

7. OszHakoMbTeCh ¢ HHPOPMAIMEH Ha YKpaHe TPUBETCTBUSL.

8. Ilpumure ycIoBHs JIUIEH3HOHHOTO COTJIALICHHUS.

9. [loarsepaure WM U3MEHHUTE TAINKY YCTAHOBKH.

Program Files (x86)\VMware\vCAC\Management Agent
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10. Beeaure cBeaenust 00 OCHOBHOM ycTpoiicTBe VRealize Automation:

a) Baeaute agpec ocHOBHOTO ycTpoiicTBa ¢ npedukcom HTTPS, Bkitouas moyiHOE JOMEHHOE UMSI U HOMEP
nopta :5480.

6) BseauTe maHHBIC YUETHOH 3aMUCH MOJIB30BATENA FOOt 11T OCHOBHOTO yCTPOHCTBA.

B) Ilenknure nmyHKT 3arpy3uTh U yOequTECh, YTO OTIIEYATOK COBIIA/IACT C TEM, KOTOPBIH BB CKOITUPOBAIIN

panee. He oOparmaiite BHUMaHUS Ha ABOCTOUHS.

Ecnm otmeuarku He COBIIAZIAIOT, MPOBEPLTC aAPCC YCTpOfICTBa.

Puc. 4-2. AreHT ynpaeneHus: ceegenns ob yctponcTtee VRealize Automation

+
wRa appliance address: :
|https:.-’.:’va'|.compan}l.com: 5480 :
Specify the scheme and the port (hosted by default on 54800, Example: https v a-address:5480 :
Root username: Password: §

|r00t || [ITTTTTT] |

Prowide wRealize Autornation appliance roat user credentials
Management Site Service certificate SHA1 fingerprint:

|? 18447720357 CAC26E650006BCDE239539254BF59 Load

[T confirm the Fingerprint matches the Management Sike Service S50 certificate

b bdddbddddddbddbdbdioddbdbdiddidbdiddibddibdbs
11. Bsenure ums noas3osarens B GpopMare "domain\username" u napoJib JIs yUETHOMN 3aIiCH CITyKOBI.

YdeTHas 3amUCh CIYXKOBI TOKHA OBITH JOMEHHOM YYETHOW 3alHCHIO C MTPaBaMU aAMUHUCTPATOpa Ha
cepBepax Windows undpacTpykTypsl Kak yciayru. Mcnonb3yiite st BceX ciIydaeB OAHY YUETHYIO 3alnch

CITYKOBI.

12. 3aBepuinre yCTaHOBKY areHTa yIpaBJICHHs, CIEAYs] HHCTPYKLHUSIM ITPOTrPaMMBI.

Pesynerathl

[oBTopuTe 3TY NpoLeaypy At Bcex cepBepoB Windows, rae OynyT pa3MeIarbcss KOMIOHEHTBI

UH(PACTPYKTYpHI KaK yCIyTH.

Ipumeuanue B ciydae 3amensl ycrpoiictBa VRealize Automation morpedyercst 3aHOBO yCTaHOBHUTH are¢HT

yIpaBJIeHUs], TaK KaK OHH CBSI3aHBI MEXIy COOOH.

VYnanenue ¢ cepepa WIiNndOWS KOMIOHEHTOB HH(PPACTPYKTYPHI KaK YCIYTH HE MPHUBEACT K yJAJICHUIO areHTa
ynpaieHus. UToObl yJamuTh areHT yrpasieHus, uenonbayire ¢pyHkimo Windows «YcTaHoBKa U ylalleHHe

TIPOTPaMM».

CnegytoLme waru

BepHuTech K MacTepy yCTaHOBKH, OTKpbITOMY B Opay3epe. Cepeepsl WINAOWS HHOPACTPYKTYphI KaK YCIYTH €

YCTaHOBJICHHBIM areHTOM YTPABICHUS OTOOPAXKAIOTCS B pa3/iesic OOHAPYKEHHBIX Y3JI0B.
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3aBepLueHne paboTbl MacTepa yCTaHOBKU

ITocne ycTaHOBKM areHTa yNpaBlIeHHs BEPHUTECh B MAaCTep U cileayiTe HHCTpyKIusaM. Eciu Bam TpeGyroTes
JIOTIOJHUTENbHbIE MHCTPYKIIMM OTHOCUTEIILHO MapaMeTpoB, nepeianure no cepiike «CrpaBka» B MIPABOM BEPXHEM

YTy MacTepa.

m  [lo 3aBepiieHnn paboOTHI MacTepa Ha MOCIeIHeH cTpaHuie Oy IyT yKa3aHbl IyTh K (ailiry CBOMCTB U ero nmsl.
MoO’XKHO OTpeJakTHPOBaTh (hailll ¥ HCIOIB30BAThH €TI0 I BHIIOJIHEHHUS aBTOMAaTHYECKOH ycTaHOBKH VRealize
Automation ¢ ucrnonap30BaHIEM TaKHX K€ WK TOJOOHBIX MAPaMeTPoOB, Kak B ceance Mactepa. CM. paszaen

I'maBa 6 ApromaTuyeckasi yctanoBka VRealize Automation.

u Ecu BoI CO3J1aJI1 NIEPBOHAYAIILHOE COACPIKUMOEC, MOKHO BOWTH B apeHAaTop MO YMOJIYAaHUIO B Ka4Y€CTBE

moJib30Barelis ¢ uMeHeMm configurationadmin u 3anpocUTh IIEMEHTHI KAaTajIora.

u CBGHGHI/IH (6] HaCTpOﬁKC A0CTYylla K ap€HAATOPY IO YMOYAHUIO UIS JPYTHUX IIOJIb30BATeNICH CM. B pasaeie

Hacrpoiika nocryna k apeHaaToOpy 10 YMOJIYAHHUIO.
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ITocne 3amycka macTepa yCTaHOBKHM, BO3MOXKHO, TOTPEOYETCS BHIITOJHUTH HEKOTOPBIC 3a/1a41 110 YCTAaHOBKE

BPYYHYIO C TIOMOIIBIO CTaHAAPTHBIX HHTEP(EHCOB.

Mactep ycraHoBKH, onucaHHblil B [1aBa 4 Ycranoska VRealize Automation ¢ nomoiisio Mactepa ycTaHOBKH,
SIBJISICTCS] OCHOBHBIM MHCTPYMEHTOM JUIsl HOBBIX yCTaHOBOK VRealize Automation. Oxgnako nocine 3amycka

Macrepa Jiisi HEKOTOPBIX Olepaluii MOXKeT TpeOoBaThCs Oosiee CTaphlii MPOLIECC YCTAHOBKU BPYUYHYIO.

[laru, BBITOIHACMBIC BPYYHYHO, HEOOXOAMUMBI, €CIIM HY)KHO PaclIMpUTh pa3BepThiBaHue VRealize Automation
WJIM €CJIM MacTep MPeKpaTuil padoTy 1o Kakou-imnbo npuuuHe. CUTyaluu, B KOTOPBIX MOTYT MOTPEOOBATHCS

MPOLIEYPHI, OITMCAHHBIC B 3TOM pasfieiie, BKIOYAIOT B ce0sl CIEAyIOINe IPUMEPHI.
m  Pa0ora mMacTepa OTMEHEHa JI0 3aBEPILICHUS YCTAHOBKH.
= Bo BpeMst yCTaHOBKH C ITOMOIIBIO MacTepa MPOH30IIeI COOM.

m  HeoOxomaumo m100aBuThH eie 0aHO ycrpoiicTBo VRealize Automation mns obGecriedenus BHICOKOI

JAOCTYIIHOCTH.

m  HeoOxomnmo no6aBuTh eme onuH Beb-cepep MHPpacTpyKTypa Kak yciayra s o0ecredeHus] BBICOKON

JOCTYITHOCTH.
m  HeoOxoauMm elie oiMH areHT NpOKCU-CepBepa.
m  TpeOyercs eme onun padounii nmporecc DEM wmim opkectpatop DEM.

MO’KHO UCTIONB30BaTh BCE MM HEKOTOPBIC pydHbIe Tiporiecchl. [IpocMOTpuTe MaTepuan B 3TOM pas3jele u

BBINOJIHUTE MPOLEAYPBI, KOTOPBIE KACAIOTCS Balllel CUTYalUH.

B 5Ty rmaBy BXOZAT CIELYIOIIUE Pa3IEIIbL:

m  lcronp3oBaHue cTaHAAPTHBIX HHTEP(EHCOB 1T MUHUMAIBHOTO pa3BePTHIBAHUS

m  lcnonp3oBaHNE CTaHAAPTHBIX UHTEP(HEHCOB I paclpeieIeHHBIX pa3BePThIBAHUN

m  VYcranoska aredtoB VRealize Automation
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cnonb3oBaHne cTaHgapTHbIX MHTepdEencoB AN MUHUMAIIbHOro
pa3BepTbiBaHUS

ABTOHOMHOE MUHHUMAJILHOC Pa3BEPTBIBAHUE MOKHO BBIITIOJTHUTH IJISI UCIIOJIB30BaHUA B CPEAC pa3pa60TKH njin B
KadyCCTBC ﬂCMOHCTpaHHOHHOﬁ YCTaHOBKH. MunnmManbHOE Pa3BEPTHIBAHUEC HEC MOAXOAUT IJId HpOI/I3BO,HCTBeHHOI71

Cpeibl.

KOHTpOJ'IbeII7I CMNCOK MNHNMaribHOro pa3BepTbiBaHUA

vRealize Automation ycranasnuBaercsi B MUHUMaJIbHOW KOH(UTYpaIKu /sl IEMOHCTPAIIMOHHON YCTaHOBKH
WIN pa3padoTKH. MUHUMAIbHBIC Pa3BEPTHIBAHUS TPEOYIOT MEHBIIE [IArOB ISl YCTAHOBKH, HO HE 00Ja1aroT

IMPONU3BOACTBEHHBIMU BO3MOXXHOCTAMHU KOPIIOPATUBHOTO Pa3sBECPThLIBAHUA.
Brimonaute 3a/1a41 BBICOKOI'O YPOBHS B CICAYIOIIEM IOPAKE.
Tabnuua 5-1. KOHTPONbHbLIV CIMCOK MUHUMAarbHOIO pa3BepTbiBaHNS

3agaua CaeneHust

CrutaHupyiTe cpeay U BBINOJIHUTE MPEABAPUTEIBHBIC YCIOBHS I'maBa 2 IloxroroBka k ycraHoBke VRealize Automation

JUIs1 YCTAaHOBKH.

Cospaiite HeHacTpoeHHOE ycTpoiicTBo VRealize Automation. PasBepTriBanue yctpoiictBa VRealize Automation
Hacrpoiite yctpoiictBo VRealize Automation spyunyio. Hacrpoiika ycrpoiictBa VRealize Automation
VYcraHoBHTE KOMIIOHEHTHI HH(PACTPYKTYPHI KaK yCIYTH Ha VYcTaHOBKA KOMIIOHEHTOB HH(PACTPYKTYPhI KaK YCIyri

OJIHOM cepBepe 1o ynpasiaerrem Windows.

VcraHoBHUTE JOMOJHUTENBHBIE AT€HTHI, €CIIH 3TO HEOOXOAMMO. Vcranoska arentoB VRealize Automation

Beimonante 3a/1a4yy MoCJI€ yCTaHOBKH, TaKUE KaK HaCTpOfIKa HaCTpOﬁI{a JOCTYyIIa K ap€HAaTopy 1O YMOJIYaHUIO

Uy uduud o

apeHjaTopa 1o yMOJYaHHUIO.

HacTtponka yctponctea vRealize Automation

YerpoiictBo VRealize Automation — 3To yacTHYHO HACTPOEHHAs! BUPTYyaslbHasl MAIllMHA, HA KOTOPOH
pa3meriatotes cepsep VRealize Automation u Be6-nopran nosb3oBareneil. HeodxoauMo 3arpy3uts u
pa3BepHyTh madioH ycrpoiictBa B popmare OVF Ha cepsep vCenter Server wimu B uepapxuro ESX mmm ESXI.

Heobxognmble ycnosus
m  Cospnaiite HeHacTpoeHHOE ycTpoiicTBo. CM. pasznen PassepreiBanue ycrpoiictBa VRealize Automation.

m  [lonyuure ceprudukar MpoBepKH MOAIMHHOCTU Jisl ycTpoiicTBa VRealize Automation.

Mpoueaypa

1. Brmonnure Bxox B uHtepdeiic ynpasnenus ycrpoiictsa VRealize Automation, koropoe TpeGyercs

HACTPOUTD, KaK IOJIb30BATCIIb root.
https://vrealize-automation-appliance-FQDN:5480

[Ipournopupyiite Bce mpeaynpexkaeHHs O cepTU(HKATE.

VMware, Inc. 54



Veranoska VRealize Automation

2.

3.

4,

Ecnu nosiBuTCS MacTep yCTaHOBKH, OTMEHUTE €r0, YTOOBI IepeiiTh K MHTep(EHCy yIpaBICHUS.

Bribepure pasnen AqmuHucTpaTop > HacTpoiiku BpeMeHU 1 33aaiiTe HCTOYHUK CHHXPOHM3AIIUN BPEMEHH.

IMapamerp Onucanne
Bpewms y3iaa Cunxponmsanus ¢ y3noMm ESXi yerpoiicta VRealize Automation.
CepBep BpeMeHH CHHXpOHH3ALMS ¢ OJTHUM BHEIIHKM cepBepoM npotokona NTP (Network Time

Protocol). Beenute nonxoe pomennoe ums uinu IP-anpec cepepa NTP.

HeobxoanMo CHHXpOHU3UPOBATH yeTpoiicTBa VRealize Automation u cepsepsr Windows
HHPPACTPYKTYPHI KaK YCIYTH C OJHUM M TEM € HCTOYHHUKOM BpeMeHU. He Mcmonb3yiiTe pa3Hble HCTOYHUKA

BpPEMEHHU B OJTHOM pa3BepThiBanuu VRealize Automation.

Bribepure VRA > Hacrtpoiiku y3aa.

IMapameTp JeiicTBHe

Pemath aBTOMaTHYECKH BLI6epm‘e napameTp Pemartn ABTOMATHY€CKH, YTOOBI yKasatb ums

TeKyIero ysia Juis YcrpoiictBo VRealize Automation.

OO0HoBJIEHHE Y312 J1i1s HOBBIX y3110B BeIOepuTe OOHOB/IeHMe y3/1a. BBequTe 1nojgHoe JoOMEHHOe
nmst YerpoiictBo VRealize Automation, vra-hostname.domain.name,
B TeKcToBOM nosiec Mms y3ma.

Jliist pacripeieNieHHbIX pa3BepThIBAaHUM, B KOTOPBIX MCIIOJIB3YETCs MOACUCTEMA
OasaHCUPOBKM HarpyskH, Beioepure OOHOB/IeHHe y3.1a. Beeaure noaHoe
JIOMEHHOE MM$1 CepBepa IMOJCHCTEMbI OaaHCUPOBKU HArpy3KH, VId-
loadbalancername.domain.name, B texctoBoMm mone Umst y3aa.

I[pumeuanue Ecnm s 3a1aHus UMEHU y3J1a UCHOJb3yeTcs GyHknus QOOHOBIeHNE y3/1a, HACTPOUTE

mapameTpbl eJJMHOT0 BXO/1a, KaK OMUCAHO Jajiee B 3TOi mporeaype.

Bribepure Hy)xHOE neiicTBue B MeHIO JleiicTBHe ¢ cepTH(UKATOM.

Ecnu ucnonb3yercst ceprudukar B koguposke PEM, Harpumep aist pacripeieIeHHON cpejibl, BEIOepHUTe
Hmmnopr.

Wmmoptupyembie cepTH(GUKATHI TODKHBI OBITH TOBEPEHHBIMH. Y 0SIUTECh, YTO HX MOXKHO MPUMEHUTH KO
BCEM dK3eMILsipam ycrpoiicta VRealize Automation u mo6oii nmojcucteMe 0anaHCHPOBKU HATPY3KH MTPU
MOMOIIH CepTU(UKATOB C albTEPHATHBHBIM UMEHeM cyObekTa (Subject Alternative Name, SAN).
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Ecnu Heo6xoumo co3nath 3anpoc CSR Ha HOBBIN cepTH(UKAT, KOTOPBIH MOKHO OYZET OTIPAaBHUThH B LICHTP
ceprudukanuu, Beioepute Co3aars 3anpoc noanmucu. CSR 1Mo3BOJIMT BallleMy LEHTPY CepTUDHUKALIUH
co37aTh CepTH(UKAT C MPABMWILHBIMUA 3HAUCHHUSIMH, KOTOPBIN 3aTeM OyAeT MOXKHO UMIIOPTHPOBATh.

IMpumeuanne Eciau UCHONB3YIOTCS HEMOYKH CEPTUPHUKATOB, YKAXKHUTE CEPTUPHUKATHI B CIEAYIONIEM MOPSIIIKE:

a) cepTH(dUKAT KIMEHTa WM CEPBEpa, MOANNCAHHBIA TPOMEXYTOUHBIM CEPTU(HHKATOM [IEHTpPa

cepTUhHUKAIIH;
6) mnpoMeXyTOuHble cepTU(UKATHI (OJJMH WIIM HECKOJIBKO);

B) KOPHEBOH CepTHU(HKAT LIEHTPA CEPTUDHUKALIHH.

IMapametp HeiicTBue

CoXpaHHUTh CYLIECTBYIOILYIO CoxpanuTte TekyIyio koupurypammo SSL. Beibepute 10T mapamerp, 4To0bl OTMEHUTD
N3MCHCHHSI.

Co3znaTpb cepruukar a) 3HaueHue, oToOpakaeMoe B TEKCTOBOM Tosic OObIYHOE MMS, SBIISCTCS HMEHEM Y314,

KOTOpOE 0TOOpaKaeTcs B BEPXHEH 4acTH cTpaHHIbl. Ecin cymiecTByoT
JOTIOJIHUTENBHBIC YK3EMILTAPBI yeTpoiicTBa VRealize Automation, ux monmsie
JOMEHHBIC UMEHA BKIo4YaoTcst B atpudyt SAN ceprudukara.

6) B texcroBoM nose OpraHu3anusi BBEANTE Ha3BaHUE OPraHHM3ALIHI, HAIIPUMED
Ha3BaHHE CBOCH KOMITAHUH.

B) B rekcroBom nose OpraHu3anioHHast eIHHHLA BBEIUTE OPraHM3alHOHHYIO
e/IMHHUILY, HAIIPHUMED Ha3BaHHUE OT/ENa W PACIIONIOKEHHE.

r) B tekcroBom mone CTpana BBeauTe ABYXOyKBEHHBIH Ko cTpaubl SO 3166,
nanpumep RU.
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9.

IMapameTp JeiicTBHE

Co3aaThb 3anpoc NOAMMCH a)

0)

B)

r)

Hmnopt a)

0)

B)

Bri6epure Co3aTh 3anpoc MOIUCH.

IIpoBepbTe 3HaYCHHST B TEKCTOBBIX MoJsaXx Opranusamun, Opranu3annoHHast
enunuua, Kox crpannt u O6bIuHOe UMS. DTH 3HAYCHUS TOJCTABISIOTCS U3
cymecTByoiiero ceprudukara. [Ipin He0OXOAUMOCTH ITH 3HAYCHHS MOIKHO

HU3MCHHUTD.

Ilenxanre Co3mats CSR 11t coznanust 3ampoca Ha IOAIUCE CepTHHHKATA, a 3aTeM
LIEJIKHUTE CCBUIKY 3arpy3HTh co3AanHbli CSR 31ech, 9TOOB! OTKPHITH THAIOr0BOE
OKHO, C OMOIIBI0 KOToporo CSR MOKHO OyJeT COXPaHHTb B PACIIONIOKEHHUH IS

OTIPABKH B LIEHTP CPTUGUKALIVIH.

ITpu mosy4eHnn NoAroToBICHHOro ceprudukata menkuaure MMmopTupoBars u

BBITIOJIHUTE MPOLIEAYpY HUMIIopTa cepTudukara B VRealize Automation.

CxonupyiiTe 3HaueHus ceprudukara, Haunnas ¢ 3aronoska BEGIN PRIVATE KEY
1o HwkHero kosontutyiaa END PRIVATE KEY BiIo4HTENbHO, U BCTAaBbTE UX B
TeKCcTOBOE MoJie 3aKpbITHIii K04 RSA.

CkomnupyiiTe 3HaueHus ceprudukara, HaunHas ¢ 3aronoBka BEGIN CERTIFICATE
1o HwkHero konontutyina END CERTIFICATE BKIIOYMTENIBHO, U BCTABBTE UX B
texcroBoe noje Llenouka cepruduraro. /Iyt HECKOIBKUX 3HAUYCHUI CePTU(PUKATOB
nob6asete 3aronoBok BEGIN PRIVATE KEY u HuwxkHuit kogontutyn END
PRIVATE KEY B kaxaplii cepTudukar.

Ipumeuanne B memoukax cepTU(UKATOB MOTYT OBITH ZOCTYIHBI JOMOIHUTEIBHBIC
aTpHOYTHL.

(Heo0s3arensHo.) Ecii cepTudukar ucnoiab3yeT napoiibHyio Gppasy 1t
mrdpOBaHKsI KIFOYa, CKOIMPYHTE ee U BCTaBbTe B TeKCTOBOE 110je [TaposabHast

¢ppaza.

lenkaure COXpaHUTHh HACTPOWKH, YTOOBI COXPAHUTh CBEACHUS 00 y3iie U KoHpurypammo SSL.

Hacrpolika napamMeTpoB e1MHOro BXoJa

lenkaure Coobdmennsi. OToOpa3siTcs mapaMeTpbl KOHOUTYPAIIUH U COCTOSTHHE OOMEHa COOOIICHUSIMU JIJIs

ycTpoiicTBa. He u3aMeHsiTe 3Tu HaCTpONKU.

Hepel‘/izu/ITe Ha BKIIAAKY TeJleMeTpI/Iﬂ, YTOOBI BI)I6paTI), MPUCOCANHATHCA K IMPOrpaMMe yJIydlICHHUA Ka4€CTBa

nporpammuoro obecrieuerust (CEIP) or komnanun VMware uiu Her.

Ceenenus o coopanubix B CEIP manHbIX ¥ 1ensX ux ucnosib3oBanus B VMware usnoxkeHsl B pa3zaeie 1rust

& Assurance Center ua ctpanure http://www.vmware.com/trustvmware/ceip.html.

m  Beibepure BerynuTh B iporpamMmy yiydiieHusi Kayecrsa nporpammioro ooecniedenusi (CEIP) or

KOMIIaHUH VMware, 4TOOBI MPUHATH Y4acCTUs B ITOU nmporpamMmme.

= Ormennte BbIOOp BeTynuTh B porpamMmy yJaydlleHHs1 KauecTBa MPOrpaMMHOro odecreyeHust

(CEIP) or komnanuu VMware, 4ro0bl He IPHHUMATH YYaCTHs B 9TOH IporpaMme.

10. Ilenkuaute Ciry:K0bI 1 yOeIuTECh, YTO CITY>KOBI 3apETUCTPUPOBAHEI.

B 3aBucumocTu ot KOHq)I/IpraHI/II/I CaﬁTa, 9TO MOXKET 3aHATHL 0k0Jio 10 MUHYT.

IMpumeuanune Ilpu 3TOM MOKHO BOWTH B ycTpoicTBO U 3amyctuts tail -f /var/log/vcac/

catalina.out, 4TOOBI CIEANTE 3a 3aIYCKOM CITyXKO.
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11. BBeaute cBelCHHUS O JTUICH3UU.
a) Illenxnute VRA > JIunieH3upoBaHue.
0) Illenkuute JinueH3mpoBaHue.
B) BBaeaute neiicTBUTENBHBII NTUIIEH3NOHHBIN Kitou VRealize Automation, 3arpykeHHslii BMecTe ¢

YCTaHOBOYHBIMH (baﬁHaMH, U HMICJIKHUTC OTleaBI/lTb KJII0OY.

Ipumeuanue Ecnu npounsonnia ommOKa MOIKITFOUCHISI, BO3MOXKHO, BOSHUKIIHM IPOOJIEMBI ¢ ITOJACHCTEMOM

6aJ'IaHCI/Ip0BKI/I Harpy3ku. HpOBepLTe CETCBOC MOJKIOYCHHUEC K ITOJCUCTEME 6aHaHCI/Ip0BKI/I HarpyskKu.

12. V6enurecs, yto Moxere Boitu B VRealize Automation.
a) Orkpoiite B BeO-Opay3epe URL-anpec untepdeiica VRealize Automation.
https://vrealize-automation-appliance-FQDN/vcac
6) Ilpumure cepruduxar VRealize Automation.
B) [IpumuTe cepTHHHUKAT €UMHOTO BXOJA.

r) Boiigure, ncnonb3ys ydetHyo 3anuck administrator@vsphere.local u maposb, ykasaHHbli npu

HaCTpOﬁKC CAWHOTI'O BXO/Ja.

WuTepdeiic 0TKpoeTcs Ha CTpaHUIEe « ApeHIaTOphI» Ha BKIaJKe AAMHHHCTPUpOBaHMe. B crimcke

oTo0Opa3uTcs OMH apeHaaTop ¢ uMeHeM vVsphere.local.

Pesynesrathl

PasBeprhiBaHKe U HAacTpoiika YcrpoiicTBo VRealize Automation 3asepiuena. Eciu nocie HacTpoiiku
KOH(HTYypaluy yCTPOHCTBO HEe paboTaeT HaAJIeKAIUM 00pa3oM, MOBTOPUTE pa3BepPTHIBAHUE U HACTPOHTE

KOH(HUTYpaImio yCTpoiicTBa CHOBA. He BHOCHTE M3MEHEHHS B CYIIECTBYIOIIEE YCTPOICTBO.

Cnegytowme waru

CwM. pazzmen YcTaHOBKAa KOMIOHEHTOB HH(PACTPYKTYPHI.

YcTaHOBKa KOMMOHEHTOB MH(PPaACTPYKTYpPbI KaK yCIyru

YcTaHOBKY MOTHOTO HaOOpa KOMIIOHEHTOB MH(MPACTPYKTYPHI KaK YCIyTH HAa BUPTYaJbHYIO MAlIUHY WU
¢bm3nyeckuii kommbroTep WIiNdOWS BBIONHSET aAMUHUCTPATOP. [109TOMY IS BBINOJIHEHUS 3THX 33124

TpeOyIoTCsl paBa aIMUHUCTPATOPA.

[Ipyu MUHUMAIBHOW YCTAaHOBKE BCe KOMIIOHEHTHI YCTAHABIMBAIOTCS Ha 0JJHOM cepBepe Windows, kpome 6a3bl
nmaHHbIX SQL, KOTOpY MOXHO YCTaHOBUTH Ha OTACIBHOM CepBEpeE.

BkntoueHne cnHxpoHmnsaumm spemeHn Ha cepeepe Windows Server

Bpewmsi cepepa VRealize Automation u cepsepo WIiNdOWS HyXHO CHHXPOHHU3UPOBATH, YTOOBI 00ECTICUNTh

YCHCIMIHOCTb YCTAaHOBKH.
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Huxe omucano, Kak BKJIIOUUTH CHHXPOHU3AINIO BpeMeHu ¢ y37a0M ESX nin ESXi ¢ moMoIipio HHCTPYMEHTOB
VMware Tools. Mxorna kommnoHeHTs! 1aaS ycraHaBimBaroTest Ha (GU3MUECKOM y3Iie MIIH JUIsi CHHXPOHH3AIUH
BPEMCHU HE HYXHO UCIIOJIb30BaTh HHCTpYMEeHTHI VMware Tools. B Takux ciydasx yOemIuThCs, 4TO Ha CepBEpe

3a/1aHO MIPABUIIFHOE BPEMs, MOYKHO C ITOMOIIBIO JIF0O0TO criocoba Ha Baml BEIOOP.
Mpouenypa
1. OrkpoiiTe KOMaHHYIO CTPOKY Ha KOMIIbIOTEpE, Ha KoTopoM ycraHoBieHa OC Windows.

2. UYro0sI nepeiiTu B KaTajor HHCTpyMeHTOB VMware TOoOls, BBeanuTe Ceayonyo KOMaHIy:

cd C:\Program Files\VMware\VMware Tools

3. Yro0Obl 0TOOpa3UTh CTATYC CUHXPOHHU3ALMKM BPEMEHH, BBEANTE CIIEAYIOIIYI0 KOMaHIY:

VMwareToolboxCmd.exe timesync status

4. Ecnu cHHXpOHHU3AIM BPEMEHH OTKIIOUEHA, YTOOB! €€ BKIIOYHTE, BBEIUTE CICAYIONIYI0 KOMAHITY:

VMwareToolboxCmd.exe timesync enable

CepTudmkaTbl MHDPACTPYKTYpPbI Kak yCnyru

KomnoneHTsl nHGpacTpyKTyphl Kak yciayru VRealize Automation ucnonesyror ceprudukars 1 SSL st
Oe3omacHol cBs3U. [Ipn MUHUMATBLHOW YCTAHOBKE IS IGMOHCTPAIIMH BO3MOKHOCTEH MOKHO MCIIOB30BaTh

caMo3aBepsIIolIe CepTH(UKATEI.

B pacnpeneneHHoii cpesie MOKHO TOJIYYUTh CepTH(UKAT IOMEHA OT JIOBEPEHHOTO LIEHTPa CepTHHUKAIINH.
JlononuurensHble CBEJCHUS 00 YCTaHOBKE CEPTH(UKATOB JIOMEHA JUIsi KOMIIOHEHTOB HH(PPACTPYKTYPBI KaK YCIyTH

CM. B pasniernie Y CTaHOBKA CepTU(PUKATOB NHMPACTPYKTYPhI KaK YCIYTH TJIABBI O paclpee]IeHHOM pa3BepThIBAHHH.

YcTaHOBKa KOMMNOHEHTOB MHADPACTPYKTYpb!

st ycranoBku city:x0 MHppacTpyKkTypa Kak yciayra Ha BUPTyajJbHOM Wi (usnueckom kommbiotepe Windows
CHCTEMHBIH aJIMHHUCTPATOP JOJDKEH BBITIOJIHUTE BXOJ B cucreMy WINAOWS Ha KOMITBIOTEpE W BOCIIOIB30BATHCS

MacTepOM yCTaHOBKH.

Heobxognmble ycnosus
m  [Iposepbre, uTO cepBep oTBeuaeT TpedoBanusM B Cepsepsl Windows MudpacTpykTypa Kak yciyra.

m  BrrroueHne cuHXpoHU3aIMK BpeMeHH Ha cepepe Windows Server .
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m  YOeaurtech, uTo ycTpoiictBo VRealize Automation pa3BepHyTo U MOJHOCTBIO HACTPOCHO, a BCE
HEOOXOIMMBIE CITY>KOBI 3aImyIieHs! (Ciryk0a MOAKII0YaeMbIX MOIYJIeH, cIyk0a KaTaloroB, TTOCTABIIIK

NPOKCH-cepBepa HHPPACTPYKTYPHI KaK YCIyTH).
Mpoueaypa

1. 3arpyska cpenctea ycranoBku MH(pacTpykrypa kak yciryravRealize Automation
YroOsl ycTanoBuTh MHppacTpyKTypa Kak yciayra Ha MUHUMaJIEHOM BUPTYaJIbHOM MM (PU3UUECKOM cepBepe
Windows, HeoOX0ANMO 3arpy3UTh KOIIHIO CpeJICTBA yCTaHOBKH MH(ppacTpyKTypa Kak yciyra ¢ ycTpolcTBa
vRealize Automation.

2. BriOop THIa yCTAaHOBKH
CucTeMHBII aIMHHICTPATOP 3aIlyCKaeT MacTep YCTAaHOBKH Ha yCTaHOBOYHOM KomibioTepe ¢ OC
Windows 2008 mm 2012.

3. TIlIpoBepka roTOBHOCTH

CpencTBO MPOBEPKH TOTOBHOCTH MPOBEPSET KOMIIBIOTEpP Ha COOTBETCTBHE TPEOOBAHUSIM K ycTaHOBKe |aaS.

4. Hactpoiika mapamMeTpoB cepBepa U YUYETHON 3alKcH

Cucremnblii anmuHEcTpaTtop VRealize Automation moxkeT ykas3biBaTh mapaMeTphl cepBepa U y4EeTHOR
3amucu Jyis cepBepa ycraHoBku WINAOWS, a takke BRIOHpaTh dK3eMIUTIp cepBepa 0a3bl gaHHbix SQL u
Croco0 MPOBEPKH MOATUHHOCTH.

5. VkazaHnue AUCIETYCPOB U arcHTOB
MuHHMaJbHAST YCTAHOBKA MTPEAyCMaTpUBAET YCTaHOBKY 00s13aTenibHOro nucneryepa Distributed
Execution Manager u npokcu-arenra VSphere no ymondanuto. [locine yCTaHOBKH CHCTEMHBIN
AJIMUHHCTPATOP MOXKET 100aBUTh MPOKCU-areHThl (Hampumep, XenServer wim Hyper-V) ¢ nomoiiso
MOJIB30BATENILCKOTO CPE/ICTBA YCTAHOBKH.

6. Perucrpaiusi KOMIOHEHTOB HH(PACTPYKTYPHI KaK yCIyTH
CucTeMHBII aIMHHICTPATOpP ycTaHaBIuBaeT cepTudukar MHdpacTpykTypa Kak yciiyra U perucTpupyeT
KOMIOHeHTHl MH(ppacTpyKTypa Kak yciuyra ¢ MOMOIIBIO CIyKObI €IMHOTO BXO/A.

7. 3aBeplicHHE YCTAaHOBKH

VYcranoBky MH(ppacTpykTypa Kak yciryra 3aBepiiaeT CUCTeMHBIH aMHHUACTPATOP.

3arpyska cpencTtsa ycTaHoBKM NHpacTpykTypa Kak ycnyravRealize Automation

YroObl ycTaHoBUTh MHBpacTpyKTypa Kak yciayra Ha MUHUMAJILHOM BUPTYaJIbHOM MM (DU3UUECKOM cepBepe
Windows, Heo0X0IuMO 3arpy3uTh KOIHUIO CPEICTBA YCTaHOBKU NHMpACTpyKTypa Kak yciyra ¢ yCTpoucTBa
vRealize Automation.

Ecnu npu 3arpy3ke mosiBATCS IPeIyIPEXICHUS O cepTH(UKaTe, IPOUTHOPUPYHTE MX, YTOOBI 3aBEPIINTD

YCTaHOBKY.

Heobxognmble ycnosus

m  Osnakombrech ¢ TpeboBanusiMu Mudpactpykrypa kak yciyrak cepsepy Windows. Cwm. paznen Cepsepsl
Windows Hudpactpykrypa Kak yciyra.
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Ecnu s yeranoBku ucnonesyerces Internet Explorer, yoeaurech, 4To KOHQUTYpAIHs YCUICHHON

Ge3omacHOCTH He BKIoueHa. [lepeiianTe k res://iesetup.dll/SoftAdmin.htm Ha cepepe Windows.

Mpoueaypa

1.

Boiinure Ha cepsep Windows Nudpactpykrypa kak yciyra, HCHOJIb3Ys YUETHYIO 3aMUCh C ITPaBaMu

aIMHUHUCTPATOPA.

Iepeiinure B BeO-Opaysepe no URL-anpecy cpeacTBa ycraHoBKH ycTpoiicTBa VRealize Automation.
https://vrealize-automation-appliance-FQDN:5480/installer

[Ienxaute CpeacTBO YCTAHOBKH HHPPACTPYKTYPbI KaK YCJIYIH.

Coxpanure setup__vrealize-automation-appliance-FQDMA5480 ua cepsep Windows.

He m3mensiiite nmsa aiina cpencrsa ycraHoBkr. OHO UCTIONB3YyeTCs IS HOAKIIOUEHHS yCTaHOBICHHOTO

peuieHus K ycrpoiictBy VRealize Automation.

Bbi6op Tnna yctaHoBKM

CuCTeMHBII aIMUHUCTPATOP 3aIlyCKAeT MacTep YCTAHOBKH HA YCTAaHOBOUHOM KoMmIbiotepe ¢ OC
Windows 2008 wm 2012.

Heobxoanmble ycnosus

3arpyska cpezcrBa ycraHoBku MHdpactpykrypa kak ycnyravRealize Automation.

Mpoueaypa

1.

[lenkHuTe MPaBOil KHOMKON MBI (aiin ycraHoBKU setup__vrealize-automation-appliance-

FQDMa5480 . exe u BEIOCpUTE IMyHKT 3aMyCTUTH OT HMEHU aIMHHUCTPATOPA.
Haxmure knonky dadgiee.
[TpumuTe ycinoBus JULEH3MOHHOTO COTJIAIICHUS] M HAKMUTE KHOTIKY [laJiee.

Ha crpanwuiie BxoJa YKa)KUTe y4eTHbBIC JaHHBIC aIMUHUCTpATOpa Ui ycTpoiicTBa VRealize Automation u

npoBepbTe cepTudurar SSL.
a) Bseawute ums nonp3oBatens root u maposns.
Beenute naponb, yKa3aHHBIH MpU pa3BepThIBaHUH ycTpolicTBa VRealize Automation.
6) Bridepute IIpunaTh cepTuUKAT.
B) lenknure IlpocMoTpeTh cepTHdHUKAT.

CpaBHUTE OTIEUaTOK cepThuduKara ¢ OTIEYaTKOM, 33/IaHHbIM JUIsi ycTpoiicTBa VRealize Automation.
Ceptudukat ycrpoiictea VRealize Automation MoxHO mocMoTpeTs B Opay3epe KIHeHTa pU
NoJyueHun Joctymna K uHrepdeiicy ynpasnenus ycrpoiictBom VRealize Automation uepes

nopt 5480.

Bribepute IIpuHaTh cepTHdUKAT.

Haxxmute knonky JaJiee.
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7. BBI6epI/ITC sneMmenT Iloanan YCTaHOBKAaHA CTPAaHUIIEC Tun YCTAaHOBKH, €CJIM BbI CO3Ja€TC MUHUMAJIBHOC

pa3BepThIBaHNE, U HAXMHUTE KHOMKY [lanee.

MpoBepka roTOBHOCTU

CpencTBo MpoBepKU TOTOBHOCTH MPOBEPSIET KOMITBIOTEP Ha COOTBETCTBUE TpeOOBaHMSM K ycTaHOBKe |aas.

Heobxognmbie ycnosus

Br16op THMA yCTaHOBKH.

Mpoueaypa

1. Beimonaute IMPOBEPKY HGO6XOHI/IMBIX KOMITOHCHTOB.

IMapamerp Onucanne

Omuodok Her Haxxmure kHomnky [lajiee.

Hexpurnyeckue omnoku lenkuure OGoiiTH.

Kpurunueckune ommdxku O0X0/1 KpUTHUECKUX OIIMOOK MPUBOAUT K OO0 ycTaHOBKU. [Ipu oToOpakeHun

MPEayHPEXKACHHS BEIOCPHUTE €ro Ha JICBOIT MAHENH U CIICAYHTEe yKa3aHUsIM CIIpaBa.
Ycrpanure Bce KpuTHdeckue ook u menkuute [IpoBepuTh cHOBA, YTOObI BBITTOIHUTH

MIPOBEPKY.

2. Haxwmure kHonky [lasiee.

PesynbraThbl

KOMHBIOTep COOTBETCTBYCT TpC6OBaHI/I$IM K yCTaHOBKE€.

HacTtpoiika napameTpoB cepBepa 1 y4eTHOW 3anucu

Cucremnblii aqvuanctparop VRealize Automation moxker yka3pIBaTh IapaMeTpsl CEpBepa U YUETHOMN 3aIiCH
Jutsi cepBepa ycraHoBku Windows, a Takxke BbIOMpaTh SK3eMILLIp cepBepa 0a3bl qaHHbIX SQL 1 cnocob

MNPOBCPKU NOAJIMHHOCTH.

HeobxoauMble ycnosusi

[TpoBepka rOTOBHOCTH.

Mpoueaypa

1. Ha crpanune ITapameTpsl cepBepa u yueTHol 3amucu mii O0Hapy KeHHbIe MapaMeTPhbl BBEIUTEC UM
MOJIK30BATEIIS ¥ MAPOJIb ISl YUeTHO#H 3amucH ciry:x0 Windows. Dta ydeTHast 3alHCh CITyK0 T0JDKHA
MIPEJCTABIATH CO0O0Il IOKAIBHYIO YUETHYIO 3alMCh aJMHUHUCTPATOPA, KOTOpas Takke 00IagaeT npaBaMu

aamuHKCcTparopa SQL.
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2.

3.

7.

Beenure ¢pasy B rexcroBom nosie [lapoasnas ¢gpa3za.

[TaponbHas ¢pasza nmpeacTaBiseT co6oif Hadbop CIOB, ¢ TOMOIIBI0 KOTOPOTO CO3/1AeTCs KIIT0Y MN(POBAHUS IS

3alllUThl JaHHBIX B Oase.

IMpumeuanne CoxpaHuTe MaposibHYIO (pasy Tak, 4ToObl B OyayieM OHa OblIa JIOCTYITHA BO BpeMsl

BOCCTAHOBJICHUSA CUCTEMbI WJIN YCTAHOBKHU.

Uro0bl yCTAHOBHUTH IK3eMIUISAP 0a3bl JaHHBIX HA TOT XKE CEPBEP ¢ KOMIOHeHTaMu MHppacTpyKTypa Kak
yciyra, IpUMUTE CepBep MO yMOTYaHUIO B TeKcToBOM Tojie CepBep B paszzene «CBeneHus: 00 yCTaHOBKE

0a3bl gaHabeIXx SQL».
Ecnu 6a3a maHHBIX HaXOAWTCS Ha JAPYTOM KOMIIBIOTEPE, BBEIUTE CEPBEP B cleayroiieM dopmare.
machine-FQDN, port-number\named-database-instance

B texcroBom mojsie Ums 0a3bl AAHHBIX ITPUMUTEC 3HAUYCHHUE 110 YMOJIYaHUIO UJIKM BBECAUTE COOTBETCTBYIOIICC

UMsI, €CJIM 3TO BO3MOXKHO.
Bribepure criocod mpoBepKH MOTMHHOCTH.

¢ VYcranosure ¢uaxok Mcmonb3oBats npoepky mogauuuocta Windows, eciu Heo6xoaumo co3aaTh
0a3y JaHHBIX, KOTOpast OyJIeT MCIIOIB30BaTh yueTHbIC AaHHbIe WINAOWS TeKkymiero moiap3oBateis. Y
MOJIB30BATENIs JIOJDKHBI ObITh puBMIIerud Sys_admin SQL.

¢ Cunmure duaxok Mcnonb3oBanue npoepku nogmunnoctu Windows, eciu xortute co3nars 6a3y
JIAHHBIX, KOTOpas OyJIeT UCI0JIb30BaTh NPoBepKy noaunHHocTd SQL. B nonssx Ums moab3oBarednst u
IMapoJb BBeUTE NaHHbIe MOJIb30BaTels cepBepa SQL Server ¢ npusmiernsimu Sys_admin SQL s
sK3eMIUIsIpa cepepa SQL Server.

Pexomenyercst ucrosb3oBath npoBepky nojummHHoctd Windows. Ilpu BeIGOpe MpoBEepKH MMOUIMHHOCTH

SQL He3amm(poBaHHBIN MApOITb 0a3bl JAaHHBIX MOSIBUTCS B ONMPEICICHHBIX (haiimax KoHpUTypamnu.
(momonuuTenbHO) YcranoBute (iaxok Memons3oBaTh SSL muist moakiouenusi K 6asze TaHHBIX.

ITo ymomuanuto iaxxok ycranosieH. [Ipotokor SSL oGecrieunBaet 6oee Ge30macHOe COSTMHEHUE MEKIY

cepepoM laaS u 6a3oit nanneix SQL. Tem He MeHee, ISt HOAJIEPKKU ITOTO MapaMeTpa HY»KHO CHadaa

Hactpouth SSL Ha cepBepe SQL Server. JlononHurenbHbie cBejieHus 0 HacTpoiike SSL Ha cepsepe SQL cm.

B paszaene Crates Microsoft Technet 189067.

Haxxmute kHonky daJjiee.

YkasaHue gucrneTyepoB 1 areHToB

MuHHMasbHAs YCTAHOBKA MPEyCMaTpUBAET YCTAaHOBKY o0si3arenbHoro aucrerdepa Distributed Execution

Manager 1 INPOKCHU-arcHTa VSphere 10 YMOJIYaHUIO. ITocie YCTaHOBKHU CHCTESMHBIN AAMUHUCTPATOP MOKET

J100aBUTh MPOKCHU-areHThl (Hanpumep, XenServer win Hyper-V) ¢ moMoIsko mojib30BaTeIbCKOro CPeacTBa

YCTaHOBKHU.

HeobxoauMble ycnosusi

Hacrpoiika mapameTpoB cepBepa U y4eTHOH 3aliCH.
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Mpoueaypa

1.

3.

Ha crpanune Distributed Execution Manager u npokcu-arent vSphere npuMure 3Ha4eHus 110

YMOJIYaHUIO UK, €CJINU 53TO BO3MOKHO, UBMCHUTC UMCHA.

Jnst ycraHOBKHM areHTa VSphere npumuTe 3Ha4CHUE 110 YMOTYAaHHIO, YTOOBI BKIIOYHTH MOJATOTOBKY C

noMolIIbo VSphere, mwin oTMEeHHUTE BBIOOP, €CITH 3TO BO3MOYKHO.
a) DBriOepure 31eMeHT YCTaHOBHTH M HACTPOUTH arent vSphere.

6) HpI/IMI/ITe 3HAYCHMS areHTa ¥ KOHCYHOIH TOYKH I10 YMOJIYaHUIO UJIN BBCIAUTC UMH.

3anummTe 3HaYCHNE UMEHH KOHEYHOM Touku. Ero Heo0X01MMO MpaBUIbHO BBECTH BO BPEMsI HACTPOHKH

koHeuHoi Touku VSphere vRealize Automation, unaue moxeT pou3oiTa cOO¥.

Haxxmute kHonky aJjiee.

PeFVICTpaLI,VIﬂ KOMIMOHEHTOB VIHq)paCprKTypbl KaK ycnyru

CucTeMHbII aIMUHUCTPATOp ycTaHaBiuBaeT cepTudukar MHppacTpyKTypa Kak yciayra u perucTpupyer

KOMITOHEHTHI MH(ppacTpyKTypa Kak yciayra ¢ HOMOIIBIO CIIy>KOBbI €JMHOTO BXO/A.

HeobxoauMble ycnosusi

3arpy3ka cpezctBa ycranoBku Mudpactpykrypa kak ycnyravRealize Automation.

Mpoueaypa

1.

HpI/IMI/ITe 3HAYCHUC 110 YMOJTYaHHIO B I10JIC CepBep, A€ aBTOMAaTHYCCKU YKA3bIBACTCA IMMOJTHOC TOMECHHOC UMA

cepBepa ycTpoiictBa VRealize Automation, ¢ kotoporo 0buia 3arpyxeHa nporpaMma yCTaHOBKH.

YOenurech, 4To MOJTHOE TOMEHHOE UMS MCIIONIb3YyeTCs JUTsl uaeHTudukanmm cepsepa, a He |IP-aapeca.

HpI/I HCIOJb30BaHUN HCCKOJBKUX BUPTYAJIbHBIX YCTpoﬁCTB 1 IOACUCTEMBI 6aJ'IaHCI/IpOBKI/I Harpy3kKku BBCIUTC

MyTh K BUPTYaTbHOMY YCTPOHCTBY MOJCHCTEMBI OalaHCUPOBKH HArpy3KH.

lenkaure 3arpy3uTh, 4ToOBl YKa3aTh 3HAYCHUE TTapaMeTpa APpeH1aTop eTNHOT0 BX0/1a M0 YMOJTYAHHIO
(vsphere.local).

[lenkHauTe 3arpy3uTh, 4TOOBI MONYYHUTH cepTUHKAT U3 ycTpoiicTBa VRealize Automation.
MoxHo menkHyTh IIpocMoTpers cepTHdHKAT, 4TOOBI IPOCMOTPETH CBEJICHHSI O CepPTU(HKATE.
Bribepute IIpunsiTh cepTHUKAT, YTOOB YyCTAHOBUTH CEPTU(HKAT CITY>KOBI €JMHOTO BXO/IA.

Ha manenu «AIMHHHUCTPATOpP CITy>KOBI €AMHOTO BXO0J1a» B TEKCTOBOM rosie iMs moJsib30BaTe st BBEAUTE
administrator, a B rekcroBom none Ilapoas u [oaTBepaANTE MAPOIBL — TAPOIIb, ONMPEACICHHBIH IS

3TOTO TOJIB30BATENS TIPH HACTPOIKE CITy>KOBI €IMHOTO BXOA.
Crpasa ot niosist IMs1 mos1b30BaTeJIs 1EJIKHUTE CCBHUIKY, YTOOBI TPOBEPUTH BBEICHHBIN MapOJIb.

B note CepBep HHGPACTPYKTYPBI KaK yCIyrH, coJepiKalieM uMs y3iia kommnsiorepa Windows, Ha

KOTOPOM BBIITOJIHACTCA YCTAHOBKA, IPUMUTEC 3HAUYCHHUC 110 YMOJIYAaHUIO.

Cmpasa ot niosist CepBep HHPPACTPYKTYPhI KaK YCJIYIH IIEITKHUTE TECTOBYIO CCBUIKY, YTOOBI TPOBEPHUTH

IMOAKIIFOYCHHE.
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9. Haxwmure kHoTIKY [lasiee.

Ecnu nmocne Haxatus kHOnky Jlanee BOSHUKHYT Kakne-Iu00 OMMOKH, YCTPAaHUTE UX, MPEXKIE YeM

MMPOJAOJIKUTD.

3aBepLueHne yCTaHOBKM

VYcranoBky MHppacTpyKTypa Kak yciayra 3aBepliaeT CHCTEMHbIH aMUHHCTPATOP.

HeobxoauMble ycnosusi
m  Perucrpaiysi KOMIOHEHTOB HH(DPACTPYKTYPHI KK yCIYTH.

m  Y0emurech, YTO KOMIIBIOTEDP, HA KOTOPOM BBIMOJIHSACTCS YCTaHOBKA 1aaS, MOAKIIIOYCH K CETH U €r0 MOYKHO

MOJKIIIOYUTH K YCTpoicTBY VRealize Automation, ¢ kotoporo 3arpy»xaercs ycraHoBInuK laas.

Mpoueaypa
1. OsnakombTech ¢ HHGOpMaIUeil Ha cTpaHuile Bee roTOBO K YCTAHOBKE M HAKMUTE KHOTIKY Y CTAHOBMTh.

Ilocne atoro YCTaHOBKA HAYHCTCA. B 3aBucumocTu ot KOH(I)I/IpraIII/II/I CCTHU YCTAaHOBKA MOKCT 3aHATh OT IATHU

MUHYT 10 OJHOT'O 4aca.

2. KOFH& IIOABUTCA COO6IIICHI/I€ 0 €C yCIICIIHOM 3aBCpIICHUU, TO, HC CHUMas (I)J'Ia)KOK Ilomounb MHE ¢

HA4Ya/JIbHOM YCTAHOBKOM, HaxxMuTe KHONKU [lasee u I'oToBo.

3. 3akpoiite okHO coobuiennst HacTpoiika cucTemsl.

Pesynerathbl

Iocne sToro ycraHoBka OyeT 3aBepLIeHa.

Cnegytowme waru

ITpoBepka ciy:x0 HHOPACTPYKTYPBI KaK YCIyTH.

cnonb3oBaHne cTaHgapTHbIX UHTepdencoB s
pacnpegeneHHbIX pa3sepTbiBaHUM

IIpu KOpHOpaTHBHBIX pa3BepThIBAHUIX obecrieunBaercst 0ojiee Bbicokas eMkocTh VRealize Automation B
NPOU3BOICTBEHHOMN Cpefie; s HUX TpedyeTcs, 4TOObl KOMIOHEHThI PACTIPEACISUIMCH HA HECKOIBKO KOMITBIOTEPOB.
KopriopatusHbie pa3BepThIBaHUS, HOMUMO MOICHCTEM OaTaHCHPOBKH HATPY3KH, TAKIKE MOTYT BKIIIOUYATh B CEOsI

CHUCTEMbI PE3CPBUPOBAHUA.

KOHTpOJ’IbeIVI CMNCOK pacrnpenerneHHoro pa3sepTbiBaHUA

CucTeMHBII aIMUHICTPATOP MOXKET pa3BepHyTh VRealize Automation B pacnpeaeneHHoil KoHGUTYpayu 1

Omaromapst ToMy 00€CTIEUHUTh 3aIUTy OTPaOOTKH OTKa3a W BHICOKOIOCTYITHOCTh ITOCPEICTBOM H30BITOYHOCTH.

KOHTpOJ’IBHHﬁ CIIUCOK pacnpeACJICHHOI0 Pa3BEPThIBAHUA COACPIKUT BBICOKOYpOBHeBBIﬁ CITMCOK ﬂeﬁCTBHﬁ,

HYXXHBIX JUISI BBIITOJTHCHU S pacnpeneneHHoﬁ YCTaHOBKH.
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Tabnuua 5-2. KoHTpornbHbIA CNCOK pacnpeaerneHHoro passepTbiBaHUs

3agaua CBenenust

U 3annanupyiiTe ¥ HOATOTOBBTE CPEIy YCTAHOBKH U I'maBa 2 IloxroroBka k ycraHoBke VRealize Automation
yOeauTech, YTO BBIMOIHCHBI HEOOXOIUMBIC YCIOBUS IS

YCTaHOBKH.

UBannmanupyiite ncrons3opanue cepruduraron SSL n TpeboBanus k 1OBEpHIO I CEPTU(GUKATOB B PACHPEACICHHOM Pa3BePTHIBAHHI

IIOJIyYUTE UX.

U Passepuute Benymmii cepsep ycrpoiictea VRealize PassepTeiBanue ycrpoiicta VRealize Automation
Automation u mr00bIe TOMONTHUTENBHBIE YCTPONCTBA,
TpeOyeMble I 00eCIeueHUs Pe3ePBUPOBAHNUS U

BBICOKOM JOCTYITHOCTH.

U Hacrpoiite moacucTeMy GanaHCHpOBKH HArpy3ku ajis  HacTpoiika moacucTeMbl GanaHCHpOBKH HATPY3KH
obpaboTku Tpaduka ycrpoiictea VRealize
Automation.

U Hacrpoiite Bemymmii cepsep ycrpoiictsa VRealize Hacrpoiika ycrpoiicts st VRealize Automation
Automation u nr00bIe TOMONTHATENBHBIE YCTPOHCTBA,
Pa3BepHyTHIE I 00ECIICUCHNUS PE3CPBUPOBAHUS U

BBICOKOM JOCTYITHOCTH.

U Hacrpoiite nojcucTeMy 6ajaHCUPOBKH HATPY3KH Uls Y CTAHOBKA KOMIIOHEHTOB HH(PACTPYKTYPBI KAK YCIyTH B PACIIPE/EIICHHOM
obpaboTku Tpaduka komnonenra laaS vRealize KOH(UTypanuu

Automation u ycraHoBuTe KOMIOHEHTHI laasS

VRealize Automation.

U Ecim tpebyercs, ycTaHOBUTE areHTHI I HHTErpaluy Y cranoska arentos VRealize Automation

C BHCOIHUMHU CUCTEMaMHU.

U Hacrpoiite apennaTop Mo yMOTYAHHIO M YKAKHTE Hacrpoiika jocTyna K apeHiaTopy 110 yMOJIYaHUIO

nuuensuro laas.

VvRealize Orchestrator

VYerpoiicto VRealize Automation Brimiodaer B cebst BetpoeHHyto Bepeuto VRealize Orchestrator, koropas B
HacCToAIIEC BpEMA PEKOMCHAOBAHA /I MCIIOJIb30BaHUsA ¢ HOBbIMU YCTAaHOBKaMU. B 60.1'[66 CTapbIX Pa3BEPTHIBAHUAX
WA OCOOBIX CITydasX MOJ30BATEIH MOTYT MOAKIIIOYATh VRealize Automation k oraenbHBIM, BHEIIHUM
vRealize Orchestrator. Cm. https://www.vmware.com/products/vrealize-orchestrator.html.

Ioapo6Guee o coenuuenun VRealize Automation u vRealize Orchestrator cm. B pasnene Hcnonvzosanue
nookmouaemoeo mooyna VRealize Orchestrator ona vRealize Automation.

YnpasneHue katanoramu

[Tpu BBINOJIHEHUN PACIIPE/IEICHHON YCTAHOBKH C MOJCUCTEMON 0aIaHCUPOBKU HArPY3KH JUlsi 00ecrieueH st
BBICOKOI JIOCTYITHOCTH ¥ OTKa30yCTOHYHUBOCTH HEOOXOANMO YBEJOMHTH TPYIIITY, OTBEHAIOLIYIO 32 HACTPOUKY
cpensl VRealize Automation. Bo Bpemst HacTpoiiku ccbuiku Ha Active Directory agmuHuCTpaTOph

apeHAaTopa AOJLKHBI HACTPOUTH YIIPABJICHUC KaTaJlOTaMU JJIs o0ecreyeHus: BLICOKOM JAOCTYIHOCTH.

,ZIOHOHHI/ITCHI)HBIC CBCIACHUA O HaCTpOfIKe YIipaBJICHUA KaTajloraMu JJisd obecneyeHus: BLICOKOM JOCTYIIHOCTHU CM. B

pykoBojctee Hacmpoiika VRealize Automation.
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OTkntoyeHne npoBepok paboTocnocobHOCTM noacnuctem 6anaHcMpoBKU
Harpy3ku

[IpoBepku paboTOCIIOCOOHOCTH 00ECIIEYMBAIOT OTIPABKY TpaduKa MMOJCUCTEMaMH OallaHCUPOBKH HAarpy3KH
TOJIBKO Ha y3J1bl, KOTOpbIe padoTatoT. [ToncucTremMa 6amaHCUPOBKN HArpy3KH OTIIPABIISIET CUTHAI TPOBEPKH
paboToCOCOOHOCTH C 3a/JaHHOW YaCTOTOM Ha KaX[bIH y3e. Y3IIbl, IPEBBIMIAIOIINE TOPOT cOOsl, CTAHOBSTCS HE

MIOIXOIAIIAMH JUTSI HOBOTO Tpaduka.

st pacpenesieHuss U OTpabOTKU 0TKa3a pabourx HArpy30K 3a MOJCUCTEMON OanmaHCHPOBKH HATPY3KH MOXKHO
pa3MecTuTh HECKOJbKO ycTpoiicTB VRealize Automation. Kpome Toro, 3a COOTBETCTBYIOMIUMHE MOJICHCTEMAMH
0aNaHCUPOBKH HATPY3KH MOXKHO Pa3MECTHUTh HECKOJIBbKO BeO-cepBepoB MHppacTpyKTypa Kak yciayra u HECKOJIbKO

cepBepoB ciIykO0bl mucnerdepa MapacTpykTypa Kak yciyra.

[Tpu ucnonp30BaHUM MOJCHUCTEM OANTaHCHPOBKU HArPY3KH HE pa3peliaiiTe UM OTIIPABISITH CUTHAIBI IPOBEPKU
paboToCTIOCOOHOCTH BO BpeMsl YCTaHOBKH. [IpoBepkr paboTOCTIOCOOHOCTH MOTYT MEMIATh YCTAHOBKE HITH

BbI3BIBATh €€ HCIIPOTHO3UPYEMOC IMOBEACHUC.

m  [Ipu passeprhiBanuu ycrpoiictBa VRealize Automation wiu xomnonentoB MHdpacTpykTypa Kak yciyra 3a
CYIIECTBYIOIIMMHE MOJICHCTEMaMU OaNaHCHPOBKH HATPY3KH CIIEIYET OTKIIOYUTH ITPOBEPKY
paboTOCTIOCOOHOCTH BO BCEX MOACHUCTEMAaX OaTaHCHPOBKH HATPY3KH B MPEIIOKCHHON KOH(DUTYpanni,

MpeKAC UCM YyCTaHaBJIUBATDH Kakue-IM00 KOMIIOHEHTEI.

m  [lociie yCTaHOBKM M HACTPOWKHU Bcex dk3eMIuisipoB VRealize Automation, Bkiro4asi Bce KOMIIOHEHTBI
ycrpoiictBa VRealize Automation u kommnonentsl MHppacTpykTypa Kak yciyra, MOXKHO CHOBa BKJIFOUUTH

MIPOBEPKY PabOTOCTIOCOOHOCTH.

TpeboBaHus K oBepUIO aAns cepTumnkaToB B pacnpeneneHHoOM
pasBepTbiBaHU

VRealize Automation ucnonbs3yer cepTudHKaTh! ISl YyCTAHOBICHUS JIOBEPUTEIBHBIX OTHOIICHUH U

obOecrieueHus 3alIUIICHHOI'O oOmeHa JaHHBIMH MEXIYy KOMIIOHEHTAMHU B PaCPEACIICHHBIX Pa3BEPThIBAHUAX.

B pacnpeaciiCHHOM WU KIIACTCPHOM PA3BEPTHIBAHUU OpTraHU3al s CepTI/I(l)I/IKaTOB BO MHOI'OM COOTBETCTBYET

TpexypoBHEBO# apxutekrype VRealize Automation.

m  ycrporictBa VRealize Automation

m  BeO-KOMIOHEHTH MHppacTpyKTypa Kak yciyra

B KOMIIOHEHTHI CITy>KOBI tucrieTyepa MHppacTpykTypa Kak yciayra

B pacnpezneneHHOM Kiactepe KaxIblii KOMIBIOTEP HA ONPeIeICHHOM YPOBHE HCIONB3YeT OO cepTU(HKAT.
Hanpumep, kaxgoe ycrpoiictBo VRealize Automation ucnons3yer oOmuii cepTuUKAT, U KaXKIblid y3ei

CITYy>KOBI TUCTIETIEpa MCIIONB3YeT OOMIHiA cepTurKaT.

Ecau BeO-KOMITOHEHTELI U KOMIIOHEHTEI CJ'Iy)K6LI JUCTIETYEpa pasMCIICHBI HAa OJHOM KOMIIBIOTEPE, I obonx

YPOBHEH JTOCTaTOYHO OJHOTO CepTH(HHKATA.
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CepTudumkatbl, co3gaHHbIE CUCTEMOM

Hauunas ¢ Bepcun 7.0, eciu He MpeJOCTaBUTh COOCTBEHHbIC CepTH(UKATHI, MacTep ycTaHOBKH VRealize
Automation moxeTr aBTOMaTHYECKH CO3/1aBaTh CaMO3aBEPAIOIINE CEPTU(HUKATHI U Pa3MellaTh ux B
COOTBETCTBYIOIINX XPAaHWINIIAX IOBEPUS B PACIIPE/ICIICHHBIX KOMIIOHEHTAX, KOTOPbIE HYXIAIOTCS B 3THX

cepTuduKaTax.

Ceenennst 00 OOHOBICHUH CaMO3aBEPSIONINX CEPTUPUKATOB, CO3IAHHBIX CHCTEMOH, C HCIIOIB30BaHHEM
cepTU(HUKATOB, MPEIOCTABICHHBIX MMOJIb30BATEICM HIIH [ICHTPOM CEPTHU(HKAIINU, CM. B pa3iene Ynpaesnenue
vRealize Automation.

MpepocTaBneHne co6CTBEHHbIX CEPTUUKATOB

[Tpu 3amycke cTaHIapTHOW MPOTrpaMMbl YCTAHOBKH BPYUHYIO ITPEAOCTABIISIOTCS COOCTBEHHBIE CaMO3aBEPSIIOLIHE

ceprudukarsl uian ceprudukarel U3 nentpa cepruduxamun (CA).

B cmyuae, ecinu cepTH(UKATEI MPETOCTABISIFOTCS MTOJIB30BATEICM HIIH CO3AI0TCS UM ¢ rmomorbio OpenSSL mmm
JIPYrOTr0 METO/1a, MOYKHO HCIIOJIh30BATh IPYIIIOBBIC CEPTH(PHUKATHI HIIH CCPTUPHUKATHI AJIbTCPHATUBHOTO MMEHHU
cyonekta (SAN).

cepruduratsl MHPpacTpyKkTypa Kak yciayra JOJDKHBI OBITh MHOTOPA30BBIMH. B ciyuae mpenocTaBiieHus
CepTU(PUKATOB MOIH30BATEIEM HEOOXOAUMO TONTYIUTH MHOTOPA30BBIA CePTU(DUKAT, KOTOPBIA BKITFOYACT
KoMIoHeHThI MH(pacTpykTypa Kak yciiyra B KiacTepe, a 3aTeM CKOIMPOBAThH €r0 B XPAHHIIUINE JOBEPHS IS

KaXXa0ro u3 KOMIIOHCHTOB.

Moacuctembl GanaHCMPOBKN Harpy3ku

Jliist obecnieyeHnst BBICOKOM TOCTYITHOCTH M aBapUIHOTO MEPEKITIOYSHUS] MOXKHO JJOOABUTh MOJICHCTEMBI
0aJaHCHPOBKM HArpy3KH Mepes pacipeaeieHHpiMu Komnonentamu VRealize Automation. Komnanus VMware
PEKOMEHIyeT CKBO3HYIO KOH(MUTYpAIIHIO JIJIs TOJcHucTeM OanaHcupoBKu Harpysku VRealize Automation. B
CKBO3HOM KOH(UTYpaIMH ITOJCUCTEMbI 0aJaHCHPOBKU HArPY3KH IEPeatoT 3alpockl KOMIOHEHTaM 6e3
pacumdposku. [locie sToro ycrpoiicra VRealize Automation u y3isl uHppacTpykTypsl Kak yciyru (laasS)

BBITIOJTHSAIOT HEOOXOIUMYIO pacIIu(ppoBKy.

Ecnu HCIOJIB3YKOTCS MMOACUCTEMbL 6aHaHCI/Ip0BKI/I Harpysku, B ﬂOBepeHHLIﬁ aapec MHOIopa3oBoro CepTI/Iq)I/IKaTa

KJracTepa HEOOXO0IUMO BKJIKOYHUTH IMOJIHOE JOMEHHOE MM IO ACUCTEMBI 6aJIaHCI/Ip0BKI/I HarpysKu.

HOHOJ’IHI/ITCHLHLIG CBCIACHUA 00 UCIIOIL30BAHUH U HaCTpOﬁKe OoJACUCTEM 6aHaHCI/Ip0BKI/I HarpyskKu CM. B pasJiciie

IHoocucmema 6anancuposku naepysku VRealize Automation.

TpeboBaHus kK goBeputo A9 cepTUdunKaToB

B caenytomeit Tabnune npuBeaeHb! TpeOOBaHMS K JOBEPUTEIBHON PETHCTPALNY U Pa3IHIHBIX HMIIOPTHPYEMbIX

cepTU(hUKATOB.
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Hmnopt 3aperncTpupoBaTh
Kuactep ycrpoiictBa VRealize Automation Kiactep BeO-KOMIIOHEHTOB HH(MPACTPYKTYPHI KaK YCIyTH
Kractep Beb-kommonenta MHdpacTpykTypa Kak ycayra B Kiacrep yerpoiictBa VRealize Automation

B KiacTep KOMIOHEHTOB CIyKOBI AUCIETYEPA

m  Opxkecrparop DEM 1 KoMIOHEHTBI paboUyHX MPOLECCOB

DEM
Kiactep koMIIOHEHTOB ci1y>x0bI aucnerdepa MHppacTpykTypa Kak m  Opxkecrparop DEM 1 KOMIOHEHTBI paboUYHX MPOLIECCOB
yciyra DEM

B AreHTHI U TIPOKCH-arCHThI

[loBepune k cepTudmKaty n ctaHgapTHbIA YCTaHOBLLMK

[Tpu xaXka0M 3amycke cTaHAAPTHOM MPOrpaMMbl YCTAHOBKH BPYUHYIO JUISl CO3/JaHUs KOMIOHEHTOB
WudpactpykTypa Kak yciayra HeoOX0ANMO HaCTPOUTH I0BEpHE CEPTU(HHUKATOB HA ITUX KOMITOHEHTAX
Wudpactpykrypa xak yciyra. Hanpumep, MOXHO MCHONIB30BaTh CTAHAAPTHBIN YCTAHOBIIMK ISl YBEIUYCHHS

MacmTaba CyIeCTBYIONIIETO Pa3BEPTHIBAHMSL.
m  BeO-y3umbl u y31bl CityObl qucnierdepa MHppacTpyKkTypa Kak yciayra

Wmnoprupyiite daitnel web. pfx u ms.pfx B ykazaHHbIe HHKE PACIIONIOKESHUSI.

Host Computer/Certificates/Personal certificate store
Host Computer/Certificates/Trusted People certificate store

m  Y3uet DEM Orchestrator Uudpactpykrypa kak yciryra, y3isl padodero mporecca DEM u y35bl mpokcu-
areHTa

Nmnoprupyiite daitner web. pfx u ms.pfx B ykasaHHoe HIKE pPacONIOKCHHE.

Host Computer/Certificates/Trusted People certificate store

B xpanunumie ceptudukatoB «/[oBepeHHBIC TUIa» HE HYKHO UMIIOPTUPOBATH 3aKPBITHIN KIFOY BMECTE C
ceptuduKkatoM. B mpomecce aBTOMaTH4ecKoi yCTAHOBKH B XpaHWJINIIE cepTU(UKATOB «/lOBEpEHHBIE THIIa»

YCTaHaBJIUBACTCA TOJIBKO CCpTI/I(l)I/IKaT.

HacTtponka gosepusi ceptudukaTa ans y3nos Beb-KkOMNOHEHTa, Cny>Kobl
auncnetyepa n DEM

KireHThl, KOTOpbIe HCIOJIB3YIOT OTHEYAaTOK C MPEyCTaHOBIeHHBIMU (aitmamu PFX mist mongepkku npoBepku
HOUTMHHOCTH HOJIB30BATEIICH, JODKHBI HACTPOUTD JOBEPHE OTIeYaTKa Ha KOMIIBIOTEpax BeO-y3ia, CIIyKObI
mucnierdepa u y3na DEM Orchestrator u Worker.

Kuuentsl, umnoprupytomiue ¢aiiisl PEM min ncnone3yromime camo3asepsitoiiye cepTuuKaTbl, MOTYT

UTHOPUPOBATh JAHHYIO IPOLETYPY.

HeobxoauMble ycnosusi

Jnst mpoBepKHU MOUIMHHOCTH OTIIeYaTKa JOCTYIHBI AomycTHMbIe (aiiasl web. pfx u ms.pfx.
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Mpoueaypa

1. Uwmmnoprupyiite daiinet web . pfx ums. pfx B cremyronie pacmoaokeHnsI Ha KOMITBIOTEPaX y37I0B BeO-

KOMITOHEHTA U CIIyObl Aucneryepa:
m  Host Computer/Certificates/Personal certificate store
m  Host Computer/Certificates/Trusted People certificate store

2. Uwmnoprupyiite ¢daiiiet web. pfx ums.pfx B crenyroiie pacnoiaoxeHust Ha KomnberoTepax y3ia DEM
Orchestrator u Worker:

Host Computer/Certificates/Trusted People certificate store
3. OrtkpoiiTe OKHO KOHCOH yrpaBieHus Microsoft ma kaxoM KOMITbIOTEpE y3I1a, YIaCTBYIOIIEM B MPOIEIYPE.

IIpumeyanue @axTUyecKue IyTU U IApaMETPbl B KOHCOJIM YIIPABJIIEHUs MOTYT CIIErKa OTIUYaThCs B

3aBUCHMOCTH OT Bepcuil U KoHburypaimii cucrembr Windows.
a) Bribepure ocHACTKY «J[06aBHTH MIIH YIATATH».
6) Briboepute CepTudurarsl.

B) BriOepure JlokanbHbIl KOMIBIOTEP.

r) Ortkpoiite daiibl cepTudukaTa, UMIOPTHPOBAHHBIE paHee, U CKOMUPYHTE OTIIEYATKH.

Cnegytowme waru

BcraBbre oTnevatok Ha crpanuiy «Cepruduxar» macrepa VRealize Automation st ciyxObl qucnerdepa,

BeO-KOMIIOHEHTOB U KoMIoHeHTOoB DEM.

Beoomoctu no yctaHoBke

B BEAOMOCTH 3allMCBIBACTCA BaKHasA I/IH(bOpMaL[I/Iﬂ, K KOTOpOI?I HCO6XOHI/IMO O6paH_IaTLC$I BO BpEM: YCTAHOBKH.

[Tpu BBOJE MapamMeTpoB yuuThiBaeTcsi peructp. OOparuTe BHUMaHKE, YTO MPH YCTAHOBKE PACIPE/ICICHHOTO
Ppa3BepTHIBAHUS TPUCYTCTBYIOT JOMIOIHNUTEIBHBIE TPOCTPAHCTBA s OOJBIIEro KOJMMuecTBa KOMIoHeHToB. He Bee
MPOCTPAHCTBA B BEIOMOCTSIX MOTYT IMOHaA00UThCs. [ITOMHMO 3TOTO, KOMITBIOTEP MOXKET pa3MelaTh HECKOJIbKO
KOMITOHEHTOB MH(pacTpykTypa Kak yciayra. Hampumep, ocHOBHOM BeO-cepsep n opkectpatop DEM moryt

HAXOAUTHCI HA OAHOM U TOM K€ ITIOJTHOM JOMCHHOM HMMCHU.
Tabnuua 5-3. YctpoicTteo VRealize Automation

Ilepemennas Moe 3Ha4enne IIpumep

TTosHOE TOMEHHOE MMSI OCHOBHOTO automation.mycompany.com
ycrpoiicta VRealize Automation

IP-aznpec ocHoBHOTO ycTpoiicTBa VRealize 123.234.1.105
Automation

Tonbko st cipaBky; He BBoAuTe |P-anpeca

ITonHOE TOMEHHOE M3l JIOTIONHUTEIILHOIO automation2.mycompany.com
ycrpoiicta VRealize Automation
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Tabnuua 5-3. YctponcTteo VRealize Automation (npomomkenwe)

Ilepemennas Moe 3Ha4yeHHne

IP-anpec 1OMOMHUTEIBHOTO yeTpoiicTBa
VvRealize Automation

Tonbko mst cipaBky; He BBoAUTE |P-anpeca

IonHoe 1oMeHHOE UMsl TIOJICUCTEMBI
0alaHCHPOBKH Harpy3KH yCTPOKCTBA

VRealize Automation

IP-anpec moacucremMbl GagaHCHPOBKH
Harpysku ycrpoiicta VRealize
Automation

Tonbko juist cipaBky; He BBoAUTE |P-anpeca

Wms nonb3oBaTens HHTEpdelica yIpaBIeHuUs!
(https://appliance-FQDN:5480)

root (mo ymonauanuio)

IMaposs uuTepdeiica ynpasneHus

ApeHgaTop 1o yMOJI4aHHIO vsphere.local (1o ymon4anuo)

WM monmb30BaTestst apeHaaTopa mo administrator@vsphere.local (o

YMOITYaHHIO YMOITYaHHIO)

IMapons apengaTopa MO YMOIYaHHIO

Tabnuua 5-4. Cepaepbl Windows MHpacTpykTypa kak ycnyra

Ilepemennas Moe 3HaueHue

Beb-cepBep 0CHOBHOTO ycTpolcTBa
HudpactpykTypa Kak yciayra ¢ HOIHBIM
JOMEHHBIM UMEHEM IaHHBIX AUCIETYepa

MoJenen

Beb-cepBep 0cHOBHOTO ycTpolcTBa
Wudpacrpykrypa kak yciyra ¢ |[P-agpecom

JTAHHBIX JMCIIETYepa MOJeNnen

Tonbko Juis cripaBku; He BBojuTe |P-anpeca

TMonHoe JOMEHHOE UMsl BeO-cepBepa
JIOTIOJTHUTEIILHOTO yCTPOICTBA

MudpactpykTypa Kak yciayra

IP-aznpec BeG-cepBepa JAOMOTHUTEIBHOTO
yerpoiictBa MH]pacTpykTypa Kak yciayra

Tosbko uist ciipaBky; He BBoauTe |P-anpeca

[TosHOE TOMEHHOE UM TTO/ICHCTEMBI
0aJaHCHPOBKU HArpy3ku BeG-cepsepa

Wudpactpykrypa Kak yciayra

IP-azpec mojacucTeMbl OaIaHCHPOBKH
Harpy3ku Be0-cepBepa MHppacTpyKTypa Kak
yciryra

Tounbko y1st cripaBky; He BBoauTe |P-anpeca

VMware, Inc.

IIpumep

123.234.1.106

automation-balance.mycompany.com

123.234.1.201

root

admini123

vsphere.local

administrator@vsphere.local

login123

Ipumep

web.mycompany.com

123.234.1.107

web2.mycompany.com

123.234.1.108

web-balance.mycompany.com

123.234.1.202
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Tabnuua 5-4. Cepeepbl Windows NHdpacTpykTypa Kak ycnyra (pomomkeHmue)

Ilepemennas

ITonnoe oMeHHOE MMs y371a aKTHBHOM
ciryx0b1 qucnierdepa MH(pacTpykTypa Kak
yciyra

IP-anpec y31a akTHBHOM CITy>KOBI
nucnerdepa MHppacTpykTypa Kak yciyra

Tonbko juist cipaBky; He BBoauTe |P-anpeca

TTonHoe noMeHHOE NMs y371a TaCCUBHOM
ciryx0b1 qucnieryepa MH(pacTpykTypa Kak
yciyra

IP-anpec y3ma naccHBHOM CITyKObI
nucnierdepa MHppacTpykTypa Kak yciyra
TounbKo uLst CripaBKy; He BBoauTe |P-aapeca

ITosHOE JOMEHHOE UM TTO/ICUCTEMBI
0aJaHCUPOBKM HAarpy3KH y3J1a CIryKObl

aucreryepa MH(pacTpykTypa Kak yciyra

IP-azipec nojcucTeMbl 6anaHCUPOBKU
HArpy3KH y31a CIIy>KObl JucrieTdepa
Wudpactpykrypa Kak yciayra

Tonbko Juis cipaBku; He BBojMTe |P-anpeca

B ciyuae ciyx6 Uudpactpykrypa kax
ycllyra — y4eTHas 3aI1Ch JJOMCHA C

npaBaMM aJMUHUCTPATOpa Ha y3/1ax

Taposb yuetHoit 3anucu

Tabnuua 5-5. basa gaHHbIx SQL Server NHdpacTpykTypa Kak ycrnyra

Ilepemennas

Dx3eMIUIsIp 6a3bl JaHHBIX
VIms 6a3bl TaHHBIX

TaponbHas ¢pasa (Mcnonbzyemast npu

YCTaHOBKE, OOHOBIICHUH U MIEPEHOCE)

Moe 3naueHnune

Moe 3nauenune

VCAC (1o yMoI4aHuto)

IIpumep

mgr-svc.mycompany.com

123.234.1.109

mgr-svc2.mycompany.com

123.234.1.110

mgr-svc-balance.mycompany.com

123.234.203

TMOJAAEPXKKA\noarorasiusaroliee JIMIo

login123

IIpumep

IAASSQL
VCAC

login123

Tabnuua 5-6. [ncnetyepsbl Distributed Execution Managers NHdpacTpykTypa Kak ycnyra

Ilepemennas

Tlonnoe nomennoe ums yzina DEM

IP-anpec y3na DEM

Tonbko i cnpaBku; He BBojuTe |P-anpeca

Tlonnoe nomennoe ums yzna DEM

IP-anpec yzna DEM

Tonbko s cnpaBku; He BBojuTe |P-anpeca

VMware, Inc.

Moe 3HauyeHue

Mpumep

dem.mycompany.com

123.234.1.1M

dem2.mycompany.com

123.234.1.112
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Tabnuua 5-6. Oucnetyepsl Distributed Execution Managers VHdpacTpykTypa Kak ycnyra

(pomomkeHue)

Ilepemennas

VHukaneHOe uMs opkectparopa DEM
VYHukaneHoe uMs opkectparopa DEM
VYHukansHoe umst paboyero nporecca DEM
VYhukaneHoe uMs pabodero nporecca DEM
YHukaneHoe uMs padouero nporecca DEM

VYHukansHoe umst paboyero nporecca DEM

HacTporika nogcuctembl 6anaHCMPOBKM HArpy3ku

Moe 3naueHnune

IIpumep

Orchestrator-1

Orchestrator-2

Worker-1

Worker-2

Worker-3

Worker-4

PasBepHyB ycrpoiicTa s VRealize Automation, Bel MoXkeTe HaCTPOUTH B MOJACHCTEME OATaHCHPOBKU

Harpy3KHu pacrpeleieHue Tpaduka mo HeCKOJIbKHM 3K3eMIUIsipaM YcTpoiicTBo VRealize Automation.

B cnenxyromem cnmicke MpUBEIEHB! OCHOBHBIC JCHCTBUS IO HACTPOWKE MOACHCTEMBI OATaHCUPOBKH HATPY3KH JUIS

tpaduka VRealize Automation:

1. YcranoBute moacucTeMy OaJaHCHPOBKU Harpy3KH.

2. Bxirounte CXOJCTBO CCAHCOB, MJIN CXOJHBIC CCAHCHI.

3. 3apaiiTe B mojcucTeMe O0aNaHCUPOBKU HArpy3KH BpeMs oxkuaanus no menblieit mepe 100 cexyH.

4. Ecnu juis Bameil ceTy MM MOJICHCTEMBI OaJTaHCUPOBKH HAarpy3KH TpeOyeTcst cepTH(UKAT, UMIIOPTHPYITE ero

B TOJICUCTEMY OalaHCHPOBKH Harpy3ku. MHpopmanmio 06 OTHOMEHUSX TOBEPHsI U JOBEPUU K cepTU(hUKaTaM

cM. B pazzenie TpeGoBaHMs K JIOBEPHUIO ISl CEpTU(PHKATOB B paclpeieIeHHOM pa3BepThiBaHnH. CBeneHus 00

M3BJICYCHUH CePTH(UKATOB CM. B pazjelne V3BieueHne cepTuuKaToB U 3aKpPbITHIX KIIOUYCH.

5. HacrpoiiTe noacucTeMy OanaHCUPOBKH HArpy3ku st Tpaduka YcrpoiictBo VRealize Automation.

6. Hacrpoiite ycrpoiictBa mist VRealize Automation. Cwu. paszaen Hacrpoiika ycrpoiicts s VRealize

Automation.

IMpumeuanne 3anaBasi BUPTyalibHbIE YCTpOICTBa /Ui pabOThI C TOACUCTEMOI OalaHCUPOBKH HArpy3KH,

BEIOECPHUTE TOJILKO T€ BUPTYaJbHBIE YCTPOWCTBA, KOTOPbIE HACTPOCHHI [iis paboThl ¢ VRealize Automation. Ecnu

BbI 33]]a€Te HEHACTPOCHHBIE YCTPOICTBA, OTOOPaXKAIOTCsI COOOLICHUS 00 OIINOKaX.

JlononuauTtensHyo nHGpOpMaNnio o OaTaHCHPOBKE HArPYy3KH CM. B TEXHMUYECKOH TeMAaTHUECKOI cTaThe

banancuposka naepysxku VRealize Automation.

CBelieHUs 0 MacIITaOMPOBAHUH U BBICOKOI IOCTYITHOCTH CM. B PYKOBOJACTBE Dmanonnasn apxumexkmypa VReadlize

Automation.

VMware, Inc.
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HacTtponka yctponcts ansa vRealize Automation

ITocne pa3BepThIBaHUS YCTPOMCTB M HACTPOUKHU OAIaHCUPOBKH HATPy3KH HY)KHO HACTPOUTH YCTPOMCTBA ISt
vRealize Automation.

HacTtponka nepsoro yctponctea VRealize Automation B knacrepe

Yerpoiicto VRealize Automation — 3To yacTHYHO HacTpOeHHas BUPTyasibHasl MalliHa, HA KOTOPOM

pa3meriatotes cepsep VRealize Automation u Bed-noprain nosb3oBareneil. Heooxoaumo 3arpy3urts u

pa3BepHyTh 1mabdioH ycrpoiicTBa B popmare OVF Ha cepBep vCenter Server wim B uepapxuto ESX mmu ESXi.

Heobxoaumble ycnosusi

m  Cospnaiite HeHacTpoeHHOE ycTpoiicTBo. CM. pasznen PaseepreiBanue ycrpoiictBa VRealize Automation.

m  [lonyuure ceprudukar MpoBepKH MOATMHHOCTU Isl ycTpoiicTBa VRealize Automation.
Ecmu aTo Tpebyercst uist Ballel CeTH WIIH MOJICHCTEMBI OallaHCUPOBKA HArpy3KH, B X0JI€ TAIbHEHIINX
JeicTBUi cepTH(UKAT KOMUPYETCsl B MOACUCTEMY OaTaHCHPOBKU HArpy3KH M Ha JOTIOJHHUTEIBHbIC
YCTPOICTBA.

Mpoueaypa

1. Bemonnure Bxox B unrepdeiic ynpasnenus ycrpoiicrsa VRealize Automation, koropoe tpedyercs
HACTPOMTh, KaK I10JIb30BaTelh OOt.
https://vrealize-automation-appliance-FQDN:5480
[TpournopupyiiTe Bce penynpexieHus o ceprudukare.

2. Ecnu nosiBUTCSI MacTep yCTaHOBKH, OTMEHHTE €T0, YTOOBI MEpeUTH K MHTep(eicy ynpaBieHus.

3. Beibepure pazgen Axmunucrparop > HacTpoiiku BpeMeHH 1 33aiiTe HCTOYHUK CHHXPOHHM3AIH BPEMEHH.

IMapametp Onucanne
Bpems y3aa Cunxpounmsarus ¢ y3nom ESXi yerpoiictsa VRealize Automation.
Cepsep BpeMeHn Cunxponmsanus ¢ ofHuM BHemHNM cepepom mpotokona NTP (Network Time

Protocol). Beenute nonxoe gomennoe ums uiu IP-anpec cepepa NTP.

HeobxonuMo CHHXpOHU3UPOBATH Bee ycTpoiicTBa VRealize Automation u cepreper Windows
uH(paCTPYKTYphl KaK YCIYTU C OJJHUM M TEM K€ HCTOYHUKOM BpeMeHH. He ucnonb3yiite pa3Hble HCTOYHUKH

BpPEMEHHU B OJITHOM pa3BepThiBanuu VRealize Automation.
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4. Bribepure VRA > Hacrtpoiiku y3aa.

IMapameTp JeiicTBHe

Pemath aBTOMaTHYECKH Beibepure napamerp Pemath aBTOMaTHYeCKH, YTOOBI YKa3aTh UM

TEeKyIero y3na /st ycTpoiictBa VRealize Automation.

OO0HoBIIEHHE Y312 J1i1s HOBBIX y3110B BeiOepuTe OOHOB/IeHMe y31a. BBeauTe nojsHoe JOMEHHOe
nms yerpoiictBa VRealize Automation, vra-hostname.domain.name, B

TekcToBOM Tosie Umst y3Ja.

Jlnsi pacrpe/ielieHHbIX Pa3BePThIBAHHI, B KOTOPBIX MCIIONIb3YETCs MOJACHCTEMa
OaaHCUPOBKM Harpys3kH, Beioepure OOHOB/IeHHe y31a. BBequre nonHoe
JIOMCHHOE MM$1 CepBepa MOJACHCTEMbI OalaHCUPOBKU HArPY3KH, VIO~

loadbalancername.domain.name, B tekctoBom mone Umst y3ia.

Ipumeuanue Ecnu 11 3anaHust KMCHU y3J1a UCHOJb3yeTcs GyHkius QOOHOBIEHNE y3/1a, HACTPOUTE

napameTpbl eJJMHOT0 BX0/1a, KaK OMUCAHO Jajiee B 3TO Mmporeaype.

5. Bribepute HyXHOe neiicTBre B MeHIO [leiicTBHe ¢ cepTUHKATOM.

Ecnu ncnonesyercst ceprudukar B koguposke PEM, Hanpumep u1st pactipeieieHHO# cpe/ibl, BBIOepHTE

HNmmnopr.

Wmmoptupyembie cepTH(OUKATHI TOKHBI OBITh TOBEPEHHBIME. Y 0SIUTECh, YTO UX MOXHO MPUMEHUTH KO
BCEM dK3eMILIsipaM ycrpoiicta VRealize Automation u mo6oii mojacucreMe 0anaHCUPOBKH HATPY3KH MTPU

MOMOIIY cepTH(UKATOB C aJbTEpPHATHBHBIM MMeHeM cyObekTa (Subject Alternative Name, SAN).
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Ecnu Heo6xoumo co3nath 3anpoc CSR Ha HOBBIN cepTH(UKAT, KOTOPBIH MOKHO OYZET OTIPAaBHUThH B LICHTP
ceprudukanuu, Beioepute Co3aars 3anpoc noanmucu. CSR 1Mo3BOJIMT BallleMy LEHTPY CepTUDHUKALIUH
co37aTh CepTH(UKAT C MPABMWILHBIMUA 3HAUCHHUSIMH, KOTOPBIN 3aTeM OyAeT MOXKHO UMIIOPTHPOBATh.

IMpumeuanne Eciau UCHONB3YIOTCS HEMOYKH CEPTUPHUKATOB, YKAXKHUTE CEPTUPHUKATHI B CIEAYIONIEM MOPSIIIKE:

a) cepTH(dUKAT KIMEHTa WM CEPBEpa, MOANNCAHHBIA TPOMEXYTOUHBIM CEPTU(HHKATOM [IEHTpPa

cepTUhHUKAIIH;
6) mnpoMeXyTOuHble cepTU(UKATHI (OJJMH WIIM HECKOJIBKO);

B) KOPHEBOH CepTHU(HKAT LIEHTPA CEPTUDHUKALIHH.

IMapametp HeiicTBue

CoXpaHHUTh CYLIECTBYIOILYIO CoxpanuTte TekyIyio koupurypammo SSL. Beibepute 10T mapamerp, 4To0bl OTMEHUTD
N3MCHCHHSI.

Co3znaTpb cepruukar a) 3HaueHue, oToOpakaeMoe B TEKCTOBOM Tosic OObIYHOE MMS, SBIISCTCS HMEHEM Y314,

KOTOpOE 0TOOpaKaeTcs B BEPXHEH 4acTH cTpaHHIbl. Ecin cymiecTByoT
JOTIOJIHUTENBHBIC YK3EMILTAPBI yeTpoiicTBa VRealize Automation, ux monmsie
JOMEHHBIC UMEHA BKIo4YaoTcst B atpudyt SAN ceprudukara.

6) B texcroBoM nose OpraHu3anusi BBEANTE Ha3BaHUE OPraHHM3ALIHI, HAIIPUMED
Ha3BaHHE CBOCH KOMITAHUH.

B) B rekcroBom nose OpraHu3anioHHast eIHHHLA BBEIUTE OPraHM3alHOHHYIO
e/IMHHUILY, HAIIPHUMED Ha3BaHHUE OT/ENa W PACIIONIOKEHHE.

r) B tekcroBom mone CTpana BBeauTe ABYXOyKBEHHBIH Ko cTpaubl SO 3166,
nanpumep RU.

VMware, Inc. 76



Veranoska VRealize Automation

IMapameTp

Co3aaThb 3anpoc NOAMMCH a)
0)
B)
r)

Hmnopt a)
0)

B)

JeiicTBHE

Bri6epure Co3aTh 3anpoc MOIUCH.

IIpoBepbTe 3HaYCHHST B TEKCTOBBIX MoJsaXx Opranusamun, Opranu3annoHHast
enunuua, Kox crpannt u O6bIuHOe UMS. DTH 3HAYCHUS TOJCTABISIOTCS U3
cymecTByoiiero ceprudukara. [Ipin He0OXOAUMOCTH ITH 3HAYCHHS MOIKHO

HU3MCHHUTD.

Ilenxanre Co3mats CSR 11t coznanust 3ampoca Ha IOAIUCE CepTHHHKATA, a 3aTeM
LIEJIKHUTE CCBUIKY 3arpy3HTh co3AanHbli CSR 31ech, 9TOOB! OTKPHITH THAIOr0BOE
OKHO, C OMOIIBI0 KOToporo CSR MOKHO OyJeT COXPaHHTb B PACIIONIOKEHHUH IS

OTIPABKH B LIEHTP CPTUGUKALIVIH.

ITpu mosy4eHnn NoAroToBICHHOro ceprudukata menkuaure MMmopTupoBars u

BBITIOJIHUTE MPOLIEAYpY HUMIIopTa cepTudukara B VRealize Automation.

CxonupyiiTe 3HaueHus ceprudukara, Haunnas ¢ 3aronoska BEGIN PRIVATE KEY
1o HwkHero kosontutyiaa END PRIVATE KEY BiIo4HTENbHO, U BCTAaBbTE UX B
TeKCcTOBOE MoJie 3aKpbITHIii K04 RSA.

CkomnupyiiTe 3HaueHus ceprudukara, HaunHas ¢ 3aronoBka BEGIN CERTIFICATE
1o HwkHero konontutyina END CERTIFICATE BKIIOYMTENIBHO, U BCTABBTE UX B
texcroBoe noje Llenouka cepruduraro. /Iyt HECKOIBKUX 3HAUYCHUI CePTU(PUKATOB
nob6asete 3aronoBok BEGIN PRIVATE KEY u HuwxkHuit kogontutyn END
PRIVATE KEY B kaxaplii cepTudukar.

Ipumeuanne B memoukax cepTU(UKATOB MOTYT OBITH ZOCTYIHBI JOMOIHUTEIBHBIC
aTpHOYTHL.

(Heo0s3arensHo.) Ecii cepTudukar ucnoiab3yeT napoiibHyio Gppasy 1t
mrdpOBaHKsI KIFOYa, CKOIMPYHTE ee U BCTaBbTe B TeKCTOBOE 110je [TaposabHast

¢ppaza.

6. Illenknure CoXpaHUTh HACTPOMKH, YTOOBI COXPAaHUTh CBEJICHUS 00 y3ie u KoHdurypauuio SSL.

7. Ecam 310 TpeOyeTcs [uis Ballleil CeTH WM MOJCUCTEMBI OaTaHCHPOBKN HArpy3KH, CKOIMPYHTE

HMHOpTHpOBaHHHﬁ WJIA HOBBIU CO3)IaHHI:II>i CepTI/Iq)I/IKaT B [MOACUCTEMY 6aJ'IaHCI/IpOBKI/I HarpyskKu

BUPTYaJIbHOI'O YCTPOHCTBA.

MosxeT noTpeboBaThCs BKIIOUUTH JOCTYII € ITpaBamMu FOOt no nporokosry SSH, 4To0bI SKCIIOPTHPOBATH

CepTU(UKAT.

a)

0)

B)

r)

1)

e)

Ecnu BXoJ1 B crcTeMy ellie He BBIIOJIHEH, BoiquTe B uHTep(eiic ynpasienus ycrpoiictBom VRealize

Automation B kauecTBe noas3oBareist root.

https://vrealize-automation-appliance-FQDN:5480

Otkpoiite BKJIaAKy AAMHHHCTPATOP.

[enkuure nogmenio Admin.

Ycranosure ¢naxok Cayxo6a SSH Briouena.

ITo okoHYaHHK MPOLIEAYPBI CHUMUTE (DIIaXKOK, 4TOOBI BBIKIIOUNTE SSH.

VYcranorure draxxox Bxox agMuancTparopa mo mporokoay SSH.

ITo okoHYaHHK MPOLIEAYPBI CHUMUTE (DIIaXKOK, 4TOOBI BBIKIIOUNTE SSH.

Haxwvure kHonky COXpaHHThL HACTPOMKH.

VMware, Inc.

77



Veranoska VRealize Automation

8.

9.

10

1.

12.

13.

14.

Hacrpoiika mapameTpoB eMHOTO BXOAa
Menxanute CaykoObl.
[lepen ycTaHOBKOH JIMIICH3WHU MITH BXOJa B KOHCOJIb BCE CITY KOBI JOJDKHBI yke paboraTs. OHM 3aITyCKaroTCs

npubau3uTenbHo uepe3 10 MUHYT.

I[pumeuanue Taxxe MOXHO BOMTH B yCTPOUCTBO U BhIMONHUTH KoManay tail -f /var/log/vcac/

catalina.out a1t MOHUTOPHHTA ONIEPALIMH 3AITyCKA CITYKOBI.

BBenure cBeeHUS O JIMLIEH3UU.

a) lenkunure VRA > JlunensupoBanmue.

6) Ilenkuute JlnueH3npoBaHue.

B) BBeaute melicCTBUTEIBHBIN JUIICH3HOHHBIN Ki0ou VRealize Automation, 3arpyxeHHbiil BMeCTe ¢

YCTQaHOBOYHBIMH (aiiamu, U meiIkHnTe OTHPABUTH KJIIOY.

[IpHMeanne Ecmu mpousoI1ia OIIHOKA OOAKIIFOYCHHA, BO3MOXXHO, BO3SHUKIIU HpO6J'ICMI)I C HO)ICI/ICTCM()ﬁ

6amaHcupoBKH Harpy3ku. [IpoBeppTe ceTeBOE MOAKIIOUEHHE K MOJCHCTEME OANTaHCHPOBKH HATPY3KH.

Menxanute Coobdmenusi. OToOpa3sTcs mapaMeTpsl KOHGUTYPAIIIH U COCTOSTHIE 0OMeHa COOOIIEHUIME IS

ycTpoiicTBa. He n3MeHsiite 5TH HaCTPOHKH.

Ilepeiinure Ha Bianky TeseMerpusi, 4To0BI BBIOPATh, MPUCOETUHATHCS K IIPOrPAMME YITyUIIEHHs Ka4ecTBa

nporpammuoro obecrieuenust (CEIP) or komnannn VMware uinu Her.

Caenienust o codopannbix B CEIP nanHbIX U nensx ux ucnosib3oBanusi B VMware usnoxensl B pazjene 1rust
& Assurance Center na crpanune http://www.vmware.com/trustvmware/ceip.html.

m  BriOepure Berynuths B mporpamMmy yiay4dineHusi KadecTBa mporpamvuoro odecriedenusi (CEIP) or

koMnanun VMware, 9To0sl IPUHATE yYacTHS B 3TOW MPOrpaMMe.

s Ormenute BbIOOp BeTynmuTh B mporpamMmy yJayqineHusi KAuecTBa MPOrpaMMHOT0 odecriedeHust

(CEIP) or komnanuu VMware, 4ro0bl He IPUHUMATH YYaCTHs B 9TOH IporpaMme.
Haxwmure kHonky COXpaHHThL HACTPOIKH.
Yoenurech, yTo MOKeTe BoTH B VRealize Automation.
a) Ortkpoiite B BeO-Opay3epe URL-anpec nnrepdeiica VRealize Automation.
https://vrealize-automation-appliance-FQDN/vcac
6) IlpourHopupyiite mpeaynpexKacHus cepTiuduKara, eciii OHU OYIyT MOSBISATHCSL.

B) Boiigure, ucnonb3ys yuerHyto 3anuck administrator@vsphere.local u naposns, ykasanHslit npu

HaCTpOﬁKe CAWHOI'0 BXOJa.

WuTepdeiic oTkpoeTcs Ha CTpaHUIEe K APEHIATOPHI» HAa BKIAJAKe AAMHHUCTPUpOBaHHe. B crmcke
otoOpasuTcst OJIMH apeHaaTop ¢ umenem vVsphere.local.

VMware, Inc. 78


http://www.vmware.com/trustvmware/ceip.html

Veranoska VRealize Automation

HacTporika gononHUTENbHbIX 3K3eMNsipoB ycTponcTBa VRealize Automation

CucTeMHBII aJIMHHICTPATOP MOXKET pa3BepHYTh HECKOJIBKO 3K3eMIUIIPOB ycTpolicTBa VRealize Automation,

4TOOBI 00CCIEYUTh N30BITOYHOCTh B BHICOKOIOCTYITHOM Cpelie.

Just kaxaoro ycrpoiicrsa VRealize Automation HyxHO BKIIIOYNTH CHHXPOHU3AIMIO BPEMEHH U J00aBUThH
ycTpoiicTBO B Kiactep. CBelieHns1 0 KOHPUTYypalMy, OCHOBaHHBIE Ha HACTPOIKax OCHOBHOI'O YCTpOMCTBA

vRealize Automation, no0aBisitOTCS aBTOMATHYECKH TPH JOOABICHUH YCTPOICTBA B KIIacTep.

[Tpu BBINOIHEHUN paCIIPE/IeNICHHON YCTAHOBKH C MOJICUCTEMON 0aJaHCUPOBKU HArPy3KH JUlsi o0ecrieueH st
BBICOKOH JIOCTYITHOCTH M OTKa30yCTOHYHUBOCTH HEOOXOANMO YBEJOMHTH TPYIIITY, OTBEHAIOLIYIO 332 HACTPOUKY
cpensl VRealize Automation. Bo Bpemst HacTpoiiku ccbuiku Ha Active Directory agmMuHuCTpaTOphl

apeéHaaTropa AOJDKHBI HACTPOUTH YIIPABJICHUE KaTaJloraMu I o0ecreyeHus] BLICOKOM JAOCTYITHOCTH.

[obaeneHune ele ogHoro yctponcTtea VRealize Automation B knactep

Jlns obecniedeHus BBICOKOH JOCTYMHOCTH B PACIpPEeICHHBIX YCTAaHOBKAX MEpe]] KIacTEpOM Y3JIOB YCTPOHCTBA

VRealize Automation moxer UCONB30BaThCs MOACUCTEMa OANTAHCHPOBKH HATPY3KH.

YroObl pUCOSTMHNTH HOBOE ycTpoiicTBo VRealize Automation k cymectByromieMy Kiactepy U3 OJHOTO HUITH
HECKOJIBKUX YCTPOMCTB, BOCIONB3YiiTeCh HHTEP(EHCOM yIpaBIeHHUs: HA HOBOM ycTpoiicTe. Omnepariust
[PHUCOCINHEHNSI TO3BOISIET CKOITMPOBATh HH(POPMALUIO 0 KOHGUTYpaluK Ha J00aBIsIeMOEe HOBOE yCTPONCTBO,

BKItovas ceprudukar, SSO, nuieH3uro, 6a3y JaHHBIX U HHPOPMALIUIO O COOOIICHUSIX.

Active Directory: kaxmaoe ycrpoiictBo VRealize Automation copepxur coenHUTENb, KOTOPbIH
MOJJIEP)KUBACT MTPOBEPKY MOJIUHHOCTH MMOJIb30BATENEH, HO ISl 00ECIIEUSHUS] CHHXPOHU3AI[MH KAaTaIora 00OBIYHO
HACTPOEH TOJIbKO OJIMH COeMHUTENb. [locie 1o0aBIeHus Ipyroro ycTpoiicTBa He 3a0y1bTe HAaCTPOUTh BTOPO
COCJIHUTEITb, KOTOPBII COOTBETCTBYET J00ABICHHOMY YCTPONCTBY. BTOPOI COCIMHUTEI MOIKITFOYACTCS K
MOCTABIIMKY YAOCTOBEPEHHIA U CBsi3aH ¢ TeM ke karanorom Active Directory. Takum obGpasom, npu cboe

MIEPBOTO YCTPOMCTBA BTOPOE YCTPOUCTBO OepeT Ha ceOsl (YHKIUU MPOBEPKH MTOIJIHHHOCTH MOJIH30BATEICH.

VYceTpoiicTBa HEOOX0IUMO JOOABIATE B KJIACTEP MO OJHOMY, a HE BCE OJHOBPEMEHHO.

Heobxoanmble ycnosus

m  HeoOxomaumo, uTOOBI B KJIACTEPE yKe OBLIO OJHO WIIM HECKOJBKO ycTpoiicTB VRealize Automation u npu
9TOM OJIHO W3 HUX SIBJSUIOCH OCHOBHBIM y3i10M. CM. paszmen Hactpoiika neporo ycrpoiictea VRealize

Automation B kiacrepe.
HoBoe ycTpoicTBO MOXKHO CJIe/laTh OCHOBHBIM Y3JIOM TOJIBKO MOCJIE €r0 MPUCOESTHHEHHS K KIIACTePy.
m  Cospmaiite HOBBIH y3en ycrpoiictBa. Cum. paszgen PassepreiBanue ycrpoiictsa VRealize Automation.
m  VOenurech, 4TO MOJACHCTEMA OATAHCHPOBKH HATPY3KH HACTPOEHA JUIS UCIIOJIb30BAHUSI C HOBBIM YCTPOWCTBOM.

m  VOenurech, 4TO TpaQUK MOXKET MPOXOJUThH Yepe3 MOJCHCTEMY OallaHCUPOBKH HArpy3KH, 4TOOBI JIOCTHUraTh

BCEX TCKYyLIUX Yy3JIOB U HOBOT'O y3J14, KOTOpLIfI 6y,HGT BCKOpEC HO6aBJ’I€H.

m  Y0emutech, YTO Ha TEKYIIMX y3JlaX 3aIyIleHb! Bce ciyx0bl VRealize Automation.
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Mpoueaypa

1. Bomonnure Bxox B untepdeiic ynpapnenus: HoBoro ycrpoiictea VRealize Automation kak nonb3oBaTesb
root.

https://vrealize-automation-appliance-FQDN:5480
[Ipournopupyiite Bce npeaynpexeHus 0 cepTuduKaTe.
2. Ecnu nosiBUTCSI MacTep yCTaHOBKH, OTMEHHTE €ro, 4YTo0bI MepeiTH K uHTepdeiicy ynpaBieHus.

3. Bribepure AnmunncrpaTop > HacTpoiikn BpeMeHH M yCTaHOBHUTE TOT K€ HCTOYHUK BPEMEHHU, KOTOPBIH

HCIIONB3YETCs OCTANBHBIMU YCTPOWCTBAMHU B KJIacTepe.
4. Bribepure VRA > Kuacrep.

5. B texcroBom nose HayaJbHbIi y3ea1 KiiacTepa BBEJUTE ITOJHOE JOMEHHOE MM paHee HaCTPOCHHOTO

ycrpoiictBa VRealize Automation.

MO»HO HCIOJIB30BATh MOJIHOE JJIOMEHHOE MMsI OCHOBHOTO ycTpoiicTBa VRealize Automation mium nroboro

ycrpoiictBa VRealize Automation, kotopoe yke IpHUCOETHHEHO K KIacTepy.
6. B texcroBom nosie Ilaposs BBeauTE MapOJib NPUBUICTHPOBAHHOTO MOJIH30BATEIS.
7. Ulenkuute I[IpucoeTMHATH K KJIACTEPY.
8. [IlpourHopupyiite Bce NpeaynpexIeHns o cepTudukare.
Cuay>x0bI 17151 KJTacTepa Nepe3ayieHbl.
9. VY0enutech, 4TO CITyKOBI 3aMMyIICHBI.
a) Ortkpoiite Biaaky Ciry:KObI.

6) Ortkpoiite BkIanky OOHOBJIeHHe, 9TOOBI CICTUTH 32 XOI0M 3aIyCKa CITyXO.

Pesynerathl

Ecnu ornepanusd nMpuCoCANHEHUA K KJIIAaCTCPY 3aHUMACT OY€Hb MHOT'O BPEMCHU U B UTOI'C BPEMSA OKHUJIaHUA

HCTEKAET, CM. CTaThio 0a3el 3HaHuii VMware 58708.

OTKMOYEHNE Heuncnon b3yeMbIX CJ'Iy)K6

YroObl 3ape3epBUPOBATH BHYTPEHHHE PECYPCHI, €CIIM UCIIOb3YeTCsl BHEIHUN dK3eMIusap VRealize

Orchestrator, MmoxHO OTKITIOUNTH BCTpOCHHYIO ciiyxk0y VRealize Orchestrator.

Heobxoaumble ycnosusi

JobGasnenue eme oqHOro yerpoiictea VRealize Automation B kmactep

Mpoueaypa

1. Boiigure B KOHCOJIb yrpaBiieHus: ycrpoiictea VRealize Automation.

VMware, Inc.

80


https://kb.vmware.com/s/article/58708

Veranoska VRealize Automation

2. OcranoBure ciryx0y VRealize Orchestrator.

service vco-server stop
chkconfig vco-server off

MpoBepka pacnpeneneHHoro pa3BepTbiBaHUS

IMoce pa3BepThIBaHUS JOMOJIHUTEIBHBIX IK3EMILLIPOB ycTpoiicTBa VRealize Automation crnenyer nposeputsb
HaJIM4yue JOCTyIa K YCTPOIMCTBaM KjacTtepa.

Mpoueaypa

1. B unTepdeiice ynpasieHns: HOACUCTEMON OalaHCHPOBKU HArpy3KH WK B ee (ailie KOHQUTypannu BpeMeHHO

OTKJIFOYUTE BCE Yy3JIbl, KPOME TECTUPYEMOTO.

2. IIpoBepbre BO3MOKHOCTH BXOja B VRealize Automation ¢ nomoripio ajpeca nojacucTeMbl 6aTaHCUPOBKU

Harpys3KH:
https://vrealize-automation-appliance-load-balancer-FQDN/vcac

3. [loarBepauB Hanuume JOCTyIa K HOBOMY ycTpoiictBy VRealize Automation uepes noacucremy

6aJ'IaHCI/Ip0BKI/I HarpyskKu, HOBTOPHO BKIIFOUUTE OCTAJIbHBIC Y3JIbI.

YcTtaHoBKa KOMMOHEHTOB MH(PACTPYKTYPbI Kak yCryrn B pacrnpeneneHHoun
KOH(purypaumm

CucTeMHbBII aIMUHUCTPATOP YCTAHABIMBACT KOMIIOHEHTHI 18aS mocse pa3BepThIBAHUS U MTOJHOW HACTPOHKH
ycrpoiicTB. KoMoHeHTbI HHPPACTPYKTYphI KaK YCIyTH 00€CIeYHBaIOT TOCTYH K (DYHKIUSIM HHPPACTPYKTYPHI
vRealize Automation.

Bce KOMITOHEHTBI JIOJDKHBI OBITh 3aITyIIEHBI 110] OJJHUM T0JIb30BaTENIEM YUETHOM 3aIlUCH CITy>KObI, KOTOpast
JOJDKHA SBJIATBCS YYETHOU 3aIMCHIO JOMEHA ¥ MMETh NIPUBIJIETHU Ha KaXKIOM paclipesielieHHOM cepsepe laaS. He

I/ICHOJ'IB3YI71T€ YUCTHBIC 3aIllUCH JIOKAJIbHOI CHUCTEMBI.

Heobxogumble ycrnosusi
m  Hacrpoiika mepBoro ycrporictBa VRealize Automation B kiractepe.

m  Eciu caift conepxut Heckoibko ycTpoictB VRealize Automation, Jlobasienue erie 0/{HOT0 ycTpoiicTBa
vRealize Automation B kiactep.

m  [Iposepbre, uTo cepBep oTBeuaeT TpedoBanusM B Cepsepsl Windows MudpacTpykTypa Kak yciyra.

m  [lomyuute cepruduKkar u3 HaJACIKHOTO [IEHTPA CEPTH(GHUKALNNU I UMIIOPTA B XPAHWIUIIC HATCKHBIX
KOPHEBBIX CepTU(HUKATOB Uil KOMIIBIOTEPOB, Ha KOTOPBIX IJIAHUPYETCS YCTAaHOBHUTH JaHHbIE BeO-caiTa

KOMIIOHCHTOB U AUCHIETYCPA MOHGHCﬁ.
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HpI/I HCIIOJIB30BaHUU ITOACHUCTEM 63J’IaHCI/IpOBKI/I HarpyskKu B Cpee y6€Z[I/IT€CI), YTO OHH OTBCYAKOT

TpeOOBaHMAM KOH(DHUTYPAIIHH.

Mpoueaypa

1.

YcTaHoBKa cepTUHHUKATOB HHPPACTPYKTYPHI KaK YCIyTH

[t paboueii cpeapl MOTy9IHTe CEPTUPHUKAT TOMEHA OT TJOBEPEHHOTO IIEHTpa cepTrudukanmm. iMmoptupyite

CepTI/Iq)I/IKaT B XpaHUJIIUIIEC JOBECPCHHBIX KOPHEBLIX CepTI/I(l)I/IKaTOB Ha BCCX KOMIIBIOTCPAX, Ha KOTOPBIX 6y,ueT

BBITIOJIHATHCS yCTAaHOBKA KOMIOHEHTa «Beb-caiit» u «Ciyxba nucnerdepa» (kommbiorepsl 1IS), Bo Bpemst

YCTAHOBKH MH(PACTPYKTYPHI KaK YCITyTH.

3arpyska cpeacTBa ycTraHoBku MH(pacTpykTypa Kak yciayravRealize Automation

Uto651 ycTanoBUTH MHPpacTpyKTypa Kak yciryra Ha pacipeeCHHBIX BUPTYaIbHBIX N (U3NIECKAX
cepepax Windows, HeoOX0IMMO 3arpy3uTh KOITHIO CpecTBa ycTaHOBKU MH(ppacTpyKTypa Kak ycmyra ¢
ycrpoiictBa VRealize Automation.

Bri6op crieHapus 6a3bl JaHHBIX laaS

Pemenne VRealize Automation laaS ucnons3yer 6a3y nanubix Microsoft SQL Server mis xpaHeHus

uH(opmanuu 00 ynpapiIsieMbIX UM KOMIIBIOTEPAX M CBOMX 3JIEMEHTaX U MOJNTHKAX.

YcraHoBKa KOMIOHEHTa «Beb-caiiT» MH(PacTpyKTYphl KaK YCIIyTH ¥ JJAHHBIX JTUCTIETYepa MOJICIIN

CHCTEMHBIH aIMIHHUCTPATOP YCTAaHABIUBACT KOMIOHEHT «BeO-caiiT» ayisl pe0CTaBICHISI TOCTYyTa K
BO3MOXKHOCTSIM HH(]pacTpyKTypsl B BeO-koHcomu VRealize Automation. MoxHO yCcTaHOBUTH OJIMH HJIH
HECKOJIBKO 3K3eMILISIPOB KOMIIOHCHTa «Be0-calfT», HO IS 3TOr0 HEOOXOUMO HACTPOUTH KOMITOHCHT
«JlarHBIC MUCTIETYepa MOJETN» Ha KOMIBIOTEPE, TJC Pa3MEIICH MePBHIii KOMITOHEHT «Beb-caiT».

Kommnonent «Z[aHHBIe JAUCTICTYCpa MOACIN» YCTAHABINBACTCA TOJIBKO OAWH pas.

YcTaHoBKa JOTOTHATEIBHBIX KOMITIOHEHTOB BeO-cepBepa MHppacTpykTypa Kak ycimyra

Be0-cepBep mpeocTaBiseT I0CTYI K BO3MOXKHOCTIM HHppacTpykTypsl B VRealize Automation. Tlocne
YCTaHOBKH IIEPBOTO BeO-cepBepa MPOU3BOAUTEIBHOCTh MOKHO MOBBICUTH IIyTEM YCTAHOBKU

JIOTIOTHUTENBHBIX BeO-cepBepoB MH(DpacTpykTypa Kak yciyra.

YcTaHoBKa aKTUBHOTO KOMIIOHEHTA «Cny>K6a AUcCreTucpa»

AxTHBHBIA KOMIOHEHT «Cryx0a aucrerdepa» — 3To ciryxkba WIiNndOws, KoTopasi KOOpIHHUPYET 0OMEH
nanHbIME Mexay MHdpacTpykTypa kak ycnyra gucrietdepamu Distributed Execution Manager, 6a3zoit

JAHHBIX, aT€HTaMH, MPOKCU-AaTeHTaMHU U MPOTOKoIIoM SMTP.

YcTaHoBKa pe3epBHOrO KoMmoHeHTa «Ciyx0a aucrerdepa»

PesepBHbIit KoMoHeHT «Ciyx0a aucrerdepa» oOecrneunBaeT pe3epBUPOBAHUS U BBICOKYIO JIOCTYITHOCTb.
Ero MoHO 3amyCTUTh BPYYHYO B CIIy4ae OCTAHOBKH aKTHBHOM CITYKOBI.

Vcranoska Distributed Execution Manager

VYcranosute Distributed Execution Manager, ykazas ajist Hero oJiHy U3 JIByX pOJIei: OpKeCTpaTop Min
pabouwnii mponecc. Heo6xoanmo ycTaHOBHTH IO KpaifHEeH Mepe 1o ogHOMY 3k3eMIursipy DEM s kaxoi
pos. Kpome 3TOro, MOKHO yCTaHOBHTH JIONOJHHUTENbHBIC dK3eMIUIipsl DEM 1yt nopnepkku aBapuitHOro

NEPCKIIIOYCHUA U o0ecreueHus: BLICOKOU JOCTYITHOCTH.
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9. Hacrpoiika goctyna k 6a3e manubiX laaS B cmyxoe Windows

CuCTeMHBIH aIMUHUCTPATOP MOXKET U3MEHUTD CIOCO0 MPOBEPKHU MOTMHHOCTH, UCTIONB3YEMBIH Ul JOCTYTIa
Kk 0aze mannbix SQL Bo Bpemst BoinonHeHHs1 (MOCIIE 3aBepIleHns: yeTaHoBKH). [1o ymMomdaHuio
ynocroBeperne WiNndOWS ydeTHOIT 3ammicH, BOLICANICH B CHCTEMY, UCTIONB3YETCs sl MOAKIFOUYCHUS K Oase

JAHHBIX TTIOCJIE €€ YCTaHOBKH.

10. IIposepka ciryx0 HHPPACTPYKTYPHI KaK YCIyTH

[Tocite ycTaHOBKHM CHCTEMHOMY aJIMHHUCTPATOPY HEOOXOANMO MPOBEPUTH paboTy cityk0 MH(PACTPYKTYPHI

Kak yciayru. Ecim ciryx0b1 paboTaroT, ycTaHOBKA BBINOJIHEHA YCIEITHO.

Cnegytowme waru

VYceranoBute opkectparop DEM u no kpaitHeir Mmepe oauH 3Kk3eMIULsIp padodero mporecca DEM. Cum. paznen
Ycranoska Distributed Execution Manager.

YcTaHoBKa cepTumKkaTtoB MHPPACTPYKTYPbI Kak ycrnyru

st paboueii cpeibl OJTyYHTE CEPTUPHUKAT TOMEHA OT JOBEPCHHOTO IICHTpa ceprudukarmu. MmopTupynrte
cepTu(UKAT B XpaHHUJIMIIE JJOBEPEHHBIX KOPHEBBIX CEPTHU(PUKATOB HA BCEX KOMITBIOTEpaxX, Ha KOTOPBIX OyaeT
BBITIOJIHATHCS YCTAaHOBKA KOMIOHEHTa «Beb-caiim» u «Ciyx0a qucnerdepa» (kommbiorepsl |IS), Bo Bpemst

YCTAHOBKH HH(PACTPYKTYPHI KaK yCITyTH.

HeobxoauMble ycnousi

Ha xommbrorepax moj ynpasienuem Windows 2012 nmeooxoaumo oTkimounTh 1LS1.2 s ceprudukaTos, s
KOTOpPBIX ucnoib3yercss SHAS12. [lononaurenbHbie cBefeHus 00 oTkimroueHnu 1LS1.2 cm. B pasnene CraThbs
6a3sl 3Hanuii Microsoft 245030.

Mpoueaypa

1. Tlomyumre cepTudukar oT JOBEPEHHOIO [IEHTPA CEPTUDHUKALINY.

2. Orkpoiite gucrmetdep cayx0 IS.

3. B pexume npocMoTpa Bo3MOKHOCTEH JBax /bl eskHUTe CepTHUKATHI cepBepa.
4. Ha manemn «JlefictBus» menkauTe UMmopTUpoOBaTh.

a) Baeaure ums ¢aiina B TekctoBoM nose @aiin ceprudukara Wi HAHKMUATE KHONKY «O030p» (...), 4TOOBI

HnepeiTH K UMeHH (aiia, B KOTOPOM XPAHUTCS IKCIIOPTUPOBAHHBIN cepTH(UKAT.

6) Bsexure napoip B TekctoBoM mosie Iapods, ecinu cepTudukar SKCIOPTHPOBAH C HCIIOIB30BAHHEM

napoJsl.
B) Bribepute [IoMeTHTH 3TOT KJIIOY KAK YKCIIOPTHPYEMBIii.
5. Haxwmure kaonky OK.

6. Illenknure umnoprupyemsiii ceprudukar u Beioepure [IpocMoTpeTs.
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7. VYOenutech, 4TO CepTH(UKAT U COOTBETCTBYIOIIAS [IEMTOYKA CEPTUPHUKATOB JIOBEPEHHBIC.
Ecnu ceprudukaTt HeIOBEpEHHBIH, 0TOOpa3uTcs coodimenne Het moBepus K 3TOMy KOPHEBOMY

cepruduKary LeHTpa cepTH]UKAIHH.

Ipumeuanue [Ipexae yeM NPUCTYNHTH K yCTAaHOBKE, HEOOXOAMMO YCTPaHUTh IpobiieMy ¢ poBepreM. B

MIPOTHBHOM CITy4yae pa3BepPThIBAHHUE 3aBEPILUTCS COOEM.

8. [Ilepesamycture ciyx0bl IS i OTKpOiTe OKHO KOMAHIHOW CTPOKHU C MOBBIIICHHBIMHU TPUBUICTHIMA U

BBeaUTE 1isreset.

CnepytoLme waru

3arpy3ka cpejcrBa ycranoBku Mudpactpykrypa kak ycinyravRealize Automation.

3arpyska cpeacTtBa ycTaHOBKU MIH(bpacTpykTypa Kak ycnyravRealize Automation

YroOsl ycTanoBUTh MH(ppacTpyKTypa Kak yciyra Ha pacrpe/IeJeHHBIX BUPTYalbHBIX WM (PU3UUECKUX CepBepax
Windows, Heo0X0IMMO 3arpy3uTh KOIHIO CPEICTBA yCTaHOBKU MHMpacTpyKTypa Kak yciyra ¢ yeTpoicTBa
vRealize Automation.

Ecnu npu 3arpy3ke nosiBATCS IPEYIPEXICHUS O cepTU(UKaTe, IPOUTHOPUPYHTE MX, YTOOBI 3aBEPIINTD

YCTAHOBKY.

HeobxoauMble ycnosusi

m  Hacrpoiika nepsoro ycrpoiictsa VRealize Automation B kiacrepe u, Heobsa3aTenbHo, Jlo6aBienue eme

ojHOTrO ycrpoiicta VRealize Automation B kiacrep.
m  [Iposepsre, uTO cepBep oTBeuaeT TpedoBanusiM B Cepsepsl Windows Mudpactpykrypa Kak yciyra.

m  Y0emurech, 9TO CEPTUPHUKAT UMITOPTHPOBAH B IS 1 94TO KOpHEBOH cepTU(UKAT WK LEHTP CEPTUDHUKALINN

HaxXoJuTCA B TOBEPECHHOM KOPHEBOM PACHOJIOKCHUU HAa YCTAHOBOYHOM KOMIIBIOTEPE.

m  [Ipu ucronp30BaHUN MOJCUCTEM OATAHCHPOBKU HArpy3KH B cpele yOenuTech, YTO OHU OTBEYAIOT

TpeOOBaHUSAM KOH(PHUTYPALHH.

Mpoueaypa

1. (momomuurensHO) B ciyuae ycranoBku Ha kommnbiotep ¢ OC Windows 2012 akrusupyiite HTTP.
a) BriGepure B qucneruepe cepepo @ynknun > J[06aBuTh GyHKIUN.
6) Pazsepuure y3en Ciay:xxkob1 WCF B pasnene ¢pyukuuit .NET Framework.
B) Bribepure AkTuBanms uyepes HTTP.

2. Boiigure Ha cepsep Windows NudpacTpykTypa Kak yciayra, HCHOIb3ysl YIETHYIO 3alHCh C IpaBaMu

aIMHHHICTPATOPA.

3. [Ilepeiiaure B BeO-Opaysepe no URL-anpecy cpenctsa ycraHoBku ycTpoiicTBa VRealize Automation. He

UCTIOJIB3YHTE aJipec MOJICUCTEMbI OAIAHCHPOBKH HATPY3KH.

https://vrealize-automation-appliance-FQDN:5480/installer
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4. lIllenxnute CpeACTBO YCTAHOBKH HH(PACTPYKTYPHI KAK yCJIYIH.

5. Coxpanure setup__vrealize-automation-appliance-FQDMI5480 na cepsep Windows.

He u3menstiite umst ¢aiina cpeacrsa ycraHoBkH. OHO MCIOIB3YETCS ISl TIOKIFOUSHHUST YCTAHOBICHHOTO

petienust k ycrpoiictBy VRealize Automation.

6. 3arpysure Qaiin cpeacTBa yCTaHOBKM Ha Kakablid H(pacTpykTypa kak ycinyra-cepsep Windows, Ha

KOTOPOM YCTAHABJIMBAIOTCA KOMIIOHCHTBI.

CnepytoLme waru

YcranoBute 6a3y AaHHBIX HHYPACTPYKTYPHI KaK yCIyTu. JloMOTHNTENbHBIE CBEICHNS CM. B paszene Beioop

crieHapust 0a3bl naHHBIX |aas.

Bbibop cueHapua 6a3bl gaHHbIX laaS

Pemenne VRealize Automation laaS ucnonssyer 6a3y mannsix Microsoft SQL Server s xpanenus

I/IH(bOpMaL[I/II/I 00 YHOpaBIA€MbIX UM KOMIIBIOTCPAX W CBOUX 3JIECMCHTAX U IMOJMTHUKAX.

EcTh HeckosibKO Tporeayp co3aanus 0a3sl naHHBIX |2aS. BeiOop 01HON M3 HUX 3aBUCHUT OT BAIUX MPEINOYTCHUI

Y MIPUBUIIETUH.

Ilpumeuanne be3onacHblil NpoTokosl SSL MOXHO BKJIIOYHUTH TIPH CO3/IaHUU WIIM OOHOBIICHUHU 0a3bl JAaHHBIX

SQL. Hanpumep, npu co3gaHuyl Wik 0OHOBIICHUX 0a3bl JaHHBIX SQL MOXHO ¢ TOMOIIBIO ITapaMeTpa

«be3omacHbiil mpoTokosl SSL» ykasare, uro koHdurypanuio SSL, yxe 3ananHyio B cepBepe SQL Server, HyxHO

MIPUMEHUTH TPH NOAKIIoYeHNH K 0a3e maHHbix SQL. [Iporokon SSL obecneunBaet Oonee Oe3omacHoe

coeIMHEHUE MeXIy cepBepoM laaS u 6a3oit nanHeix SQL. UT0OBI UCIIONB30BATh ATOT MapaMeTp, yiKe JOCTYITHBIH

B MacTepe yCTaHOBKH, TpeOyercs, uroOsl Ha cepBepe SQL Server yxe ObuT HacTpoeH mpoTokon SSL.

JononuurenbHele CBeeHUs 0 HacTpoiike SSL Ha cepBepe SQL cm. B Cratest Microsoft Technet 189067.

Tabnuua 5-7. Belbop cueHapus 6a3bl AaHHbIX laasS

Cuenapmuii

Coznanne 6a3pl TaHHBIX 18aS BPyUYHYIO C MOMOIIBIO YKa3aHHBIX
CIieHapueB 0a3bl JaHHBIX. DTOT BapHAHT AACT aAMUHUCTPATOPY
©a3bl TaHHBIX BO3MOKHOCTh O3HAKOMHTBCS C H3MCHCHUSIMH, TIPEKIEC

YEM CO31aBaTh 633}/ JAaHHBIX.

TloaroroBka myctoid 6a3bl JaHHBIX U MCHOJIB30BAHME YCTAHOBIINKA
JUISL 3ATIOJTHEHUSI CXEeMbI 0a3bl JaHHBIX. DTOT BapUaHT JacT
YCTaHOBIIMKY BO3MOKHOCTb HCIIOJIB30BATh MOJIb30BATENs Oa3bl

naHHbIX ¢ npuBmwierdsmu dbo st 3amonHeHust 6a3bl JaHHBIX.

Vcnonp3oBanue yCTaHOBIIUKA IS CO3JaHMA 0a3bl JaHHBIX. DTO
caMBblif MPOCTON BapuaHT, HO UL HETO TpeOyeTcs HCIOIb30BaTh B

yCTaHOBIIMKE NpuBMiIernk sysadmin.

CospgaHue 6a3sbl gaHHbIX laaS Bpy4Hyto

Ipouenypa

Co3nanue 0a3bl JaHHBIX [8aS Bpy4HyIO.

[MoaroToBka mycToii 0a3bl JaHHBIX .

Coznanune 6a3bl JaHHBIX HHPPACTPYKTYpHI Kak ycuyru (laaS) ¢

MIOMOMIBIO MacCTEpa YCTAHOBKH.

Cucremnblii anmuHEcTpaTtop VRealize Automation moxer co3nath 6a3y JaHHBIX BPYYHYHO ¢ IOMOLIBIO

crieHapueB ot VMware.
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Heobxoaumble ycrnosusi

m  VYcranoBure Ha y3en SQL Server Microsoft .NET Framework 4.5.2 unu 6osnee mo3iHeid Bepcui.

m  UroObl MOAKIIFOYUTHCS K 0a3e JTaHHBIX, UCIONB3YiTE mpoBepKy momanuaaoctn Windows, a ve SQL.

= O3HaKOMBTECh C HCOOXOIUMBIMHU TPEOOBAHMIMHU K yCTaHOBKE 0a3bl MaHHBIX. CM. pazmen Y3en cepsepa SQL
Server UndpactpykTypa Kak yciyra.

m [lepeiiaute B BeO-Opay3epe mo URL-anpecy cpenctBa ycranoBku ycrpoiictBa VRealize Automation u
cKauaiiTe clieHapHH yCTaHOBKH 0a3bl NaHHBIX VH(pacTpyKkTypa Kak yciyra.
https://vrealize-automation-appliance-FQDN:5480/installer

Mpoueaypa

1. Tlepeiinure k monkaranory baza maHHBIX B KaTajore, W3 KOTOPOTO BbI U3BIEKIN ZIP-apXuB yCTaHOBKH.

2. Usenekute apxuB DBInstall.zip B mokanbHbIN KaTaior.

3. Boiinure B y3en 0a3bl ganHbIX WINAOWS ¢ npaBaMu, KOTOpbIE MO3BOJISIIOT CO3/1ABATh U YIaJIATh MPUBHICTHI
aIMHUHHCTPATOPa B 3k3eMIusipe cepBepa SQL.

4. Eciu He0OXOIUMO, 03HAKOMBTECH CO CLICHAPUSIMH pa3BepThIBaHMS 0a3bl JaHHBIX. B 4acTHOCTH, eciu
HE00XO0IMMO, 03HAKOMBTECH C TapaMmerpamu B paszaeiec DBSettings oowekra CreateDatabase.sql u
U3MCHHTE HX.

[lapameTpsl B clieHApHH SIBISIOTCS PEKOMEHIYyEeMBIMHU ITapameTpaMu. TpeGyIoTcest TOIBKO IapamMeTpbl
ALLOW_SNAPSHOT_ISOLATION ON u READ_COMMITTED_SNAPSHOT ON.
5. BbrlnonHUTE CIEIYIONYI0 KOMaHIy ¢ apIyMeHTaMH, OMMCAaHHBIMH B TaOJIHLE.

BuildDB.bat /p:DBServer=db_server;
DBName=db_name;DBDir=db_dir;
LogDir=[log_dir];ServiceUser=service_users;
ReportLogin=web_user;
VersionString=version_string

Tabnuua 5-8. 3HavyeHus 6a3bl JaHHbIX

Ilepemennas 3HaueHue

db_server VkaspiBaet ok3emusip SQL Server B ¢popmare dbhostname[, port
number]\SQL instance. Yka3bIBaiiTe HOMEp MOPTa TOJIBKO B TOM
Cllydae, eCIIU HCIIOIB3YeTCsl OPT He 1Mo ymordanuro. Homep mopra
Microsoft SQL no ymonuanuto — 1433, 3nadueHne 110 yMOIYaHUIO
s db_server — localhost.

db_name VM 6a3bl aHHBIX. 3HAYEHHE 10 YMOJIYaHUI0 — vra VMs 6a3bt

JAaHHBIX TOJDKHO ObITh He Goubiie 128 cumBonos ASCIl B wuny.

db_dir IlyTh K KaTanory AaHHbIX JUlsl 0a3bl JaHHBIX (03 mocieHeil Kocoi
4epThI).

log_dir Iyt K KaTanory »xypHana st 6a3sl JaHHBIX (0e3 mociaeaHel Kocon
4epPTHI).

service_user Vimsi 11011630BaTelIsl, 110/ KOTOPBIM 3aIlyCKaeTcsl Cllyk0a aucrerdepa.
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Tabnuua 5-8. 3Ha4yeHus 6a3bl 4aHHbIX (TIPOXOIKEHHUE)

Ilepemennas 3HaueHune
Web_user ViMst monp30Batests, Mol KOTOPBIM 3aITyCKalOTCs BEO-CITyKOBI.
version_string Bepcus VRealize Automation, naiinennas mytem Bxoaa B

yerpoiictBo VRealize Automation u Beibopa BrIaaku

«OOHOBIICHHEY.

Hanpumep, crpoka Bepcun VRealize Automation6.1 — 6.1.0.1200.

Pesynerathl

Byner co3nana 6a3a qaHHBIX.

Cnegytowme waru

YcTraHOBKa KOMIIOHEHTOB MH(PACTPYKTYpHI KaK YCIYTH B pacHpeAeIeHHON KOH(UTrypauu.

MogroTtoBka nycTom 6a3bl JaHHbIX

Cucremusblii anmMuaucTparop VRealize Automation moxer ycranoBuTh cxeMy MHppacTpyKTypa Kak yciayra B

mycToi 0a3e JaHHBIX. DTOT CIOCO0 YCTAaHOBKM 00ECTIeYNBaeT MaKCUMAIIbHBIA KOHTPOIh O€30MacHOCTH 0a3bl

JJaHHBIX.

Heobxoaumble ycnosusi

= O3HAaKOMBTECh C HCOOXOUMBIMU TPEOOBAHUSIMH K yCTaHOBKE 0a3bl AaHHBIX. CM. pazaen Y3en cepsepa SQL
Server NudpacTpykTypa Kak yciyra.

m  [lepeiinure B BeO-Opay3sepe mo URL-anpecy cpencrsa ycranoBku ycrpoiictBa VRealize Automation u
CKayaiiTe CIeHapuH yCTaHOBKHU 0a3bl maHHBIX MHDpacTpyKTypa Kak yciyra.
https://vrealize-automation-appliance-FQDN:5480/installer

Mpoueaypa

1. TIlepeiimute k katamory basa maHHBIX B KaTayore, TJe pacliakOBaH yCTaHOBOYHBINA Z|P-apxwuB.

2. Uzenekute apxus DBInstall.zip B nokanbHbIi KaTauor.

3. Boiiaure Ha y3en cepBepa 0asbl ganubix Windows ¢ ponsio sysadmin s sxsemimuisipe SQL Server.

4. OrpenakTupyiiTe ykazaHHble HIDKe (aiiiibl 1 3aMEeHHTE BCe BXOXKICHHS EPEMEHHBIX B TAOJIMIe NPaBUIEHBIMU

3HAYCHUSAMU JIJIs1 cBoel CpeAabl.

CreateDatabase.sql
SetDatabaseSettings.sql
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Tabnuua 5-9. 3HavyeHus 6a3sbl JaHHbIX

Ilepemennas 3HaueHune

$(DBName) Wms 6a3sl nanublx, Hanpumep VRA. VMst 6a3bl JaHHBIX TOJDKHO OBITH
He Gonbire 128 cumsonos ASCIl B wmmny.

$(DBDir) ITyTh K KaTajory JaHHBIX I Oa3bl JaHHBIX (0€3 mocieHel Kocoi
YEPTHI).

$(LogDir) Iyt K KaTanory *xypHaia st 6a3sl JaHHBIX (0e3 mocieaHel Kocon
YEPTBI).

5. TIlposepbte mapamerpsl B pazaene DBSettings daiina SetDatabaseSettings.sql u npu HeoOxomumMocTH

HU3MCHUTE HX.

B cuenapumn ykazaHbl peKOMEHTyeMble TTapaMeTphl st 0a3bl JaHHBIX HHPPACTPYKTYPBI KaK YCIYTH.
O06s13aTenbHBIME SIBIISTIOTCS JTATG TapameTpsl ALLOW_SNAPSHOT_ISOLATION ON u
READ_COMMITTED_SNAPSHOT ON.

6. Ortkpoiite SQL Server Management Studio.
7. lllenxuure Co31aTh 3ampoc.
Otkpoercs okHo SQL-3amnpoca.
8. B meno 3anpoc Boidbepute nyHkt Peskum SQLCMD.
9. Ha naHenb 3ampocoB BCTaBbTE BCE M3MEHEHHOE coneprkumMoe ¢aiina CreateDatabase.sql.

10. Tlox conepkumbiM (aitna CreateDatabase. sql BcraBbTe Bce u3MeHEHHOE CoiepkuMOe (aiita

SetDatabaseSettings.sql.
1. Illenkuure BHINOJIHUTD.

Iocne sToro cuenapuii 3amycTuTes u OyneT co3aana 0a3a JaHHBIX.

CnepytoLme waru

YcTaHOBKa KOMIIOHEHTOB HH(PPACTPYKTYPHI KaK YCIYTH B PACHpPEACICHHON KOH(DUTYpaIli.

Co3pnaHve 6a3bl 4aHHbIX UHPPaCTPYKTYphI kak ycryru (laaS) ¢ noMoLLblo MacTepa yYCTaHOBKM

Pemienne VRealize Automation ucrnons3syer 6a3y nanubix Microsoft SQL Server mis xpaHeHust HHGOpMAIUH

00 YHOpaBIAE€MbIX UM KOMIIBIOTEPAX U CBOUX J3JICMCHTAX U IMOJIHUTHUKAX.

Hipke npuBeieHb! MONIATOBbIE HHCTPYKIUH 110 CO3/IaHHIO 0a3bl JaHHBIX 1aaS ¢ MOMOIIBIO YCTAaHOBIIMKA U
3aIOJTHEHHIO CYIIECTBYIOMIEH mycTolt 6a3bl naHHBIX. Kpome Toro, 6a3y maHHBIX MOXHO CO3/1aTh BpYUIHY0. CM.

paznen Co3manue 0a3bl JaHHBIX |@aS BpydHYIO.

Heobxognmbie ycnosus

m  Ecnu BbI co3nmaete 6a3y maHHBIX ¢ MPOBepkoi mommmHHOCTH WiINAOWS BMECTO IIPOBEPKHU MO TMHHOCTH
SQL, ybenurecs, 4TO IMONB30BaTENh, 3aIlyCTUBIINI CPEACTBO YCTAaHOBKH, 00IaacT MpaBaMyi CHCTEMHOTO

agMuHHCcTpaTopa B cepBepe SQL Server.

m  3arpyska cpezcrtBa ycraHoBku Mudpactpykrypa kak ycinyravRealize Automation.
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Mpoueaypa

1. IllenkuHuTe mpaBoii KHOMKOW MBIl (aiin ycraHoBku setup__vrealize-automation-appliance-

FQDMa5480 . exe u BbIOEpHTE MYHKT 3aIlyCTHTh OT HMEHH a/IMUHHCTPATOPA.
2. Haxwmure kHonKy danee.
3. [lpumwure ycrnoBus JMIEH3MOHHOTO COTJIANICHUS M HAKMUTE KHOIIKY [laJiee.

4. Ha crpaHuIe BX0OJa YKOKHUTE YUSTHbIC JaHHbBIC aIMUHUCTpaTOpa JjIsd ycTpoiictBa VRealize Automation n
npoBepbTe ceprudukar SSL.

a) Beaure nms mosnp3zoBatens root u mapons.

BBenure mapouib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure IIpunsite cepruduxar.
B) Illenkuute [IpocMoTpeTs cepTHUKAT.

CpaBHUTE OTIEYaTOK cepTU(UKaTa C OTIIEYaTKOM, 33/IaHHBIM JUIsl ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicrea VRealize Automation moxuo nmocMotpeTsh B Opay3epe KIHEeHTa MpH
NOJIy4eHHH JocTyna K nHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

nopt 5480.

5. Haxwmure xHonky Jdanee.
6. Ha crpanunne «Tun ycranoBku» BeiOepute napamerp Ilobp3oBaTenbckasi yCTAHOBKA.

7. Ha crpanune «Tun ycraHoBku» Ha BkIaake «Bpibop komnoneHTos» BbiOepure CepBep HHPPACTPYKTYPBI

KaK YCJIyIH.

8. HpI/IMI/ITe KOPHCBOC paCOIOKCHUC YCTAHOBKU UJIN BLI6epI/ITe KOMaHay HN3MmeHUuTD U BBI6epI/ITe IyThb

YCTaHOBKH.

I[an(e B pacrpcAciCHHOM pa3BEPThIBAHUU MHOrIa MOKHO YCTAHOBUTH HECKOJIBKO KOMIIOHCHTOB

Wudpactpykrypa Kak yciayra Ha ogHoM cepBepe Windows.

[Tpu ycraHoBKe HECKOJIBKHX KOMIIOHEHTOB MH(]pacTpyKTypa Kak yciyra Bcerjia UCHoiIb3yiTe OJJMH U TOT JKe

My Th.
9. Haxwmure kHonKy [lasiee.

10. Ha crpanuiie BbIOOpOUHOIT ycTaHOBKU cepBepa |aaS Beidepure baza naHHbIX.

11. B texcroBOM moire 3K3eMlIJISlp 0a3bl JAAHHBIX YKaXXUTE DK3EMILIAPD 0as3bl JAaHHBIX HUJIN IICJIIKHUTC
CxaHUpOBaTh U BEIOEPUTE CIHCOK AK3eMIUTAPOB. Eciu sKx3eMIutsap 6a3bl JaHHBIX HAXOJUTCS B IIOPTE HE TI0
YMOJIYaHUIO, YKAXKUTE HOMCD OPTA B XaPAKTECPUCTUKAX IK3EMILIAPA C IMOMOIIBIO (bOpMI)I
dbhost,SQL_port_number\SQLinstance. Homep nopra Microsoft SQL mo ymomuanuro — 1443.

12. (momonuutensHO) Ycranoute (uaxox Memosb3oBaTh SSL 1 moakiaovyeHus K 0a3e TaHHBIX.

Io ymonganuio ¢uaxkok ycraHosieH. [Ipotokon SSL obecrnieunBaer Gosiee 6€30MacHOe COSTMHEHHE MEKITY
cepBepoM laaS u 6azoit nanueix SQL. Tem He MeHee, Uit HOAIEPKKH ITOTO MapaMeTpa HY)KHO CHadaa
Hactpouth SSL Ha cepBepe SQL Server. JlononnuTenbHble cBeieHus 0 HacTpoiike SSL Ha cepsepe SQL cm.
B paszaene Cratbs Microsoft Technet 189067.
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13.

14.

15.

16.

17.

18.

19.

20.

BBI6epI/ITe THUIT YCTAHOBKU 0a3bl JaHHBIX Ha IIaHCIN Hmsa 6a3bl JAHHBIX.

m  YroObl co3aTh cXxeMy B CyLIeCTBYIOLIeH 0a3e qaHHbIX, BEIOepuTe Menob30BaTh CyIeCTBYIOLIYIO

MyCTy10 0a3y JaHHBIX.

m  UYroObl co3naTh 0a3y MaHHBIX, BBEIUTEC HOBOE MMs 0a3bl JAHHBIX WIIH UCIOJIB3YHTE UM TI0 YMOITYAHHIO

vra. s 6a3sl TaHHBIX TOKHO ObITh He Oosbiie 128 cumBonoB ASCIl B muny.

Canmvnte dnaxxoxk Mcmorp30BaTh JaHHBIE H KATAJIOTH 5KYPHAJIA M0 YMOJYAHHIO, 9TOOBI YKa3aTh
IBTEPHATHBHBIC PACIIOJIIOKEHHUS, UIIM OCTABbTE €0, YTOObI MCIOJIB30BATh KATAJIOIH MO YMOJIYaHHIO

(pexomeHIyeTCS).
BeiGepure MeTo/1 IPOBEPKH MOJIMHHOCTH JUIsl yCTAaHOBKH 0a3bl AaHHBIX co cnucka [IpoBepka moaJuHHOCTH.

] YTo0OBI HCIOJIB30BaTh YYE€THBIE JaHHBIC, IO KOTOPBIMU 3aITyCKACTCA YCTAaHOBIIUK UIST CO3OaHUA 0a3bl

JaHHBIX, ycraHoBuTe Quaxok Ucnonn3oBarh ynocroBepenue Windows....
m  UroObI mcmons30BaTh MpoBepKy mommrnHHOCTH SQL, cHumuTe drakox Menoabp30BaTh y10CTOBepeHne
Windows.... Beeaute yuernnie nannsie SQL B TekcToBBIX Moisix «Ilob30Batenb» 1 «I1apoib».

[To ymon4aHuio yueTHas 3a1uch MoJIb3oBatelis ciayx0b WINAOWS ucmonb3yercs i J0CTyma K 0ase
JIAHHBIX BO BPEMs BBITIONHEHHS. Y HTON YUETHOMN 3aIMCH JOJKHBI OBITH TIpaBa CHCTEMHOTO aJIMUHHCTPATOPa B
sx3eMIuisipe cepeepa SQL Server. YueTHble gaHHBIC I JOCTYIA K 0a3e JaHHBIX BO BPEMsI BHITOJIHCHHS

MOYKHO HACTPOWTH TaK, YTOOBI HCIIOIB30BAUCH YUeTHRIC TaHHbIe SQL.

Pexomenyercst ucrosb3oBath npoBepky nojummHHoctd Windows. TIpu BeIOOpe MpoBEepKH MOUIMHHOCTH

SQL ne3zammdpoBaHHBIN MApOITb 0a3bl TAaHHBIX MOSIBUTCS B ONMPEICICHHBIX (haimax KoHpUTypanu.
Haxmure knonky lagee.

BrimonauTe IIPOBEPKY H606XOHI/IMBIX KOMITIOHCHTOB.

IMapameTp Onucanne
Omuodok Her Haxxmure xHonky Jlajee.
Hexpurnyeckne omudku lenxnure OOoTH.

Kpurnueckue omudku O06X0/1 KPUTHYECKNX OIMIMOOK MPHBOANUT K cOOt0 ycTaHoBKH. [Ipn oToOpakeHnn
TPEYNPEXKACHHS BEIOCPHUTE €ro Ha JICBOIT MAHENH U CIICAYHTE yKa3aHUSIM CIIpaBa.

yCTpaHI/ITe BCC KPUTUYICCKUEC OLINOKH U IICIIKHUTE l'lponepuTL CHOBA, YTOOBI BBITIOJIHUTH
MIPOBEPKY.
[llenxkauTe 251€MEHT Y CTAHOBUTD.

[Tpn nosiBineHNn cooOrmmeHns 00 y/1auHOM BBIIONMHEHNN cHUMHTE (uiakok [IoMo4yb MHe ¢ HaYaJIbHOM

YCTAHOBKOM 1 HAXKMUTE KHOTIKY JlaJiee.

[lleaxauTe >mement I'oToBo.

Pesynberathl

[Tocse aroro 6a3a JaHHBIX OyAET rOTOBA K HCIIOJIb30BAHHUIO.
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YcTaHoBKa KOMMNOHeHTa «Beb-cant» MHpacTpyKTypbl Kak YCryrn U AaHHbIX
ancnetyepa mogenu

CucTeMHBII aIMUHUCTPATOp YCTAHABINBAECT KOMIIOHEHT «BeO-caldT» /Ui npeioCcTaBIeHus JOCTyIa K
BO3MOXKHOCTSIM HH(pacTpyKTypsl B BeG-koHCcoMM VRealize Automation. MoxHO ycTaHOBUTb OMH WU
HECKOJIbKO K3EMILISIPOB KOMITIOHEHTa «Beb-caidT», HO Uil 3TOr0 HEOOXOAMMO HACTPOUTh KOMIIOHEHT «JlaHHbIE
JcIieTdepa MOJIeNIN» Ha KOMIBIOTEpE, TAE pa3MelleH MepBblii KoMITOHEHT «Beb-caiit». Kommonent «JlanHbre
JuICTieTdepa MOJISNTN» yCTAaHABJIMBACTCS TOJILKO OJIMH pas.

Heobxoanmble ycnosus

m  VYcraHoBure 0a3y JaHHBIX HHPPACTPYKTYPbI KaK yciyry. JlONONHUTENbHBIE CBEICHUS CM. B pasjeiie Brioop

creHapus 0a3bl TaHHBIX |aas.

m  Eciu yxe ycTaHOBJICHBI Jpyrue KOMIIOHEHThI MH(ppacTpyKTypa Kak yciayra, Hy>KHO HCIIOJIb30BaTh CO3IaHHYIO

MMapoNIbHYIO (Ppasy 0a3bl JaHHBIX.

m  [Ipu ucnosnp30BaHuy MojcUCTEM OalaHCUPOBKH HArpy3KH B cpejie yOeIuTech, YTO OHM OTBEYAIOT

TpeOOBaHUAM KOH(HUTYPAIIHH.
Mpouenypa

1. VYcranoBka nepBoro KoMnoHeHTta BeO-cepepa MHpacTpykTypa Kak yciayra

Kommnonent Be6-cepsepa MudpacTpyKTypa Kak yciryra yCTaHaBIUBACTCS Ul MPEJIOCTaBICHNS JOCTYTa K

BO3MOXKHOCTSM HH(ppacTpykTypsl B VRealize Automation.

2. Hacrpoiika JaHHBIX AUCIIETYepa MOJCICH

KommonenT AUCIICTICPpA MOI[GJ'Ieﬁ HYXXHO YCTaHABJIMBATh HAa TOM KOMIBIOTEPEC, I'/IC Pa3MCIICH HCpBbIﬁ

KOMITOHEHT BeO-cepBepa. JlaHHble nucnerdepa Moaesei 3aat0Tcsl TOJIBKO OJMH pas.

PesynbraThbl

MOXHO yCTaHOBHUTb JJONOJHUTEIbHBIC KOMIIOHEHTHI BeO-caiita mim ciyx0y aucnerdepa. CMm. pa3zuen YcraHoBKa
JIOTIOTHUTEBHBIX KOMIIOHEHTOB BeO-cepBepa MHppacTpyKTypa Kak yciayra Wik Y CTAHOBKAa aKTHBHOTO

komrtonenrta «Ciyx0a aucreraepa .

YcTaHoBKa nepBoro komnoHeHTa Be6-cepBepa MHdpacTpykTypa Kak ycnyra

Kommonent Be6-cepsepa MH]pacTpyKTypa Kak yciryra yCTaHaBIUBACTCS [UIs MPEIOCTaBICHNS JOCTYTA K

BO3MOXKHOCTSM HH(ppacTpykTypsl B VRealize Automation.

MOXHO yCTaHOBUTH HECKOJIBKO BeO-cepBepoB MHppacTpykTypa Kak yciryra, HO TOJIBKO MEPBBIH M3 HUX Oyaer

BKJIFOUATh B ceOsl JaHHbIC JUCIIeTYepa MOJIEIICH.

Heobxognmble ycnosus
m  Cosnanue 6a3bl JaHHBIX MHPPACTPYKTYphI Kak yciyru (laaS) ¢ moMouipio MacTepa yCTaHOBKH.
m  [Iposepsre, uTO cepBep oTBeuaet TpedoBanusiM B Cepsepbl Windows Mubpactpykrypa kak yciayra.

m  Eciu yxe yCcTaHOBJICHBI JpyrHe KOMIIOHEHTHI MH(ppacTpyKTypa Kak yciayra, Hy>KHO HCIIOJIb30BaTh CO31aHHYIO

MapoNbHYI0 (Qpa3y 0a3bl JaHHBIX.
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HpI/I HCIIOJIB30BaHUU ITOACHUCTEM 6aHaHCI/IpOBKI/I HarpyskKu B Cpee y6€Z[I/IT€CL, YTO OHH OTBCYAKOT

TpeOOBaHMAM KOH(DHUTYPAIIHH.

Mpoueaypa

1.

10.

1.

[Tpu Mcronabp30BaHUM TOACUCTEMBI OANAaHCHPOBKU HArPY3KH OTKJIIOUUTE JPYTHE y3JIbl, HAXOASIIMECS B HEH, U

yOenuTech, 4To TpadyK HANMPABIAETCS Ha HYKHBIH y3ell.

[ToMuMO 3TOrO, OTKIIOYHUTE MPOBEPKU PabOTOCIIOCOOHOCTH MOACUCTEMbI OATAHCUPOBKU HArPYy3KH, [OKa BCE

komiioneHTsl VRealize Automation e OyayT ycTaHOBICHBI U HACTPOCHBI.

[lenkauTe MpaBoi KHOMKOM MbIK (ailyl ycTaHOBKU Setup__vrealize-automation-appliance-

FQDMa5480 . exe n BbIOEpHUTE MyHKT 3aIyCTHTh OT HMEHH a/IMHHHCTPATOPA.
Haxxmute kHonky aJjiee.
[TpumuTe ycioBus JULEH3MOHHOTO COTJIAIICHUS M HAKMUTE KHOIIKY [laJsiee.

Ha crpanuiie BXojia yKaxuTe y4eTHbIe JaHHbIE aJIMIHUCTpATOpa [uisi ycTpoiicTBa VRealize Automation u
nposepbTe cepruduxar SSL.

a) Bseaute M none3oBarens root u napois.

BBeauTe naposib, ykazaHHbIH NpU pa3BepThIBaHUHU yCTpoiicTBa VRealize Automation.
6) Brioepute [IpunsaTe cepruukKar.
B) Illenkuute [IpocMoTpeTs cepTH(UKAT.

CpaBHHUTE OTIIEYATOK cepTH(UKaTa ¢ OTHEYaTKOM, 3aJaHHBIM JUIsi ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiictBa VRealize Automation moxHo nmocMoTpeTh B Opay3epe KIUEeHTa MpH
NoJyueHHu JocTyna K uarepdeiicy ynpasnenus ycrpoiictBom VRealize Automation uepes

nopt 5480.

Haxxmute kHonky aJiee.
Ha ctpannne «Tum ycranoBku» Beioepute napametp Iosb3oBaTesbeckasi yCTAHOBKA.

Ha crpanune «Tun ycraHoBkn» Ha BKIagke «Boi0op kommoHnenToB» BhIOepuTe CepBep HHPPACTPYKTYPBI

KaK yCJYIH.

[TpumuTe KOPHEBOE PACHOIOKEHNE YCTAHOBKH MM BbIOepHuTe KoMaHty I3MeHUTh U BBIOEPHTE TTyTh

YCTaHOBKH.

I[ance B PACIIPCACIICHHOM PA3BCPThIBAHNU MHOIId MOXKXHO YCTAHOBUTH HCCKOJIBKO KOMIIOHCHTOB

Wudpacrpykrypa kak yciyra Ha ogqHoMm cepsepe Windows.

[Tpn ycraHoBKe HECKOJIBKHX KOMIOHEHTOB MH(]pacTpyKTypa Kak yciryra Bcer/ia HCIONb3yiTe OJUH U TOT K€

MyTh.
Haxxmute kHonky daJjiee.

Bri0epute paznen Beb-caiit u /lanHble qucneryepa Momesn Ha crpanuie [lob3oBaTebckasi yCTAHOBKA

cepBepa HH(PPACTPYKTYPHI KAK YCJHYTH.
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12.

13.
14.

15.

16.

17.

BriOepute BeO-caiiT B crivicke JOCTYIHBIX MJIM IIPUMHTE BeO-CalT MO0 YMOJUAHHMIO Ha BKIIajKke Bed-caiiT

aAMUHHCTPHPOBAHUS U JUCIIeTYEPa MOJEIH.

B rexcroBom nonie Homep mopTa BBeuTE TOCTYITHBIN HOMEp MOPTa WM NpUMHTE TTOPT 443 10 yMOJIYaHHIO.
lenkuure IIpoBepuTh NPUBSA3KY, YTOOB! YOSIUTHCS, YTO HOMEpP TOpPTA JIOCTYIEH ISl HCIIOIb30BaHMU.
Bribepure ceptudukar st 5TOro KOMIIOHEHTA.

a) Ecmm ceprudukat 65U1 IMIIOPTHPOBAH TOCTE HaYajla yCTAaHOBKH, HAKMUTE KHOTKY OOHOBHTH, 9TOOBI

OOHOBUTH CIHCOK.
6) B cromcke JJocTynHble cepTUUKATHI BRIOCpUTE cepTU(UKAT IS MCTIOTH30BAHUS.

B) HpI/I HUMIIOPTE CCpTI/I(i)I/IKaTa C HCIIOHATHBIM MMCHCM, KOTOpLIﬁ HC 0T06pa>1<aeTc51 B CIIMCKC, CHUMHUTC

¢duaxxoxk OTOOpa3UTh cepTHPUKATHI ¢ HOHATHBIMU HMEHAMH ¥ HOKMHUTE KHONIKY OOHOBHUTD.

[Ipu ycranoBke B cpefie, I71¢ HE UCIONIB3YETCsl MOICHCTEMa OaTaHCHPOBKN HAarpy3KH, YTOOBI HE BBIOUPATH
ceptuukar, MoxxHo BeIOpaTh Co31aTh camo3aBepsiionuii cepTudukat. [Ipn ycTaHOBKE TOMOIHUTENBEHBIX
KOMITOHEHTOB «Beb-caiiT» 11 moacucTeMsl OaaHCUPOBKH HArpy3KH HE CO3/laBaifiTe caMO3aBEPSIOIINE
ceptudukarsl. iMmoprupyiite cepTuduKar u3 0CHOBHOrO BeO-cepBepa HHYPACTPYKTYPHI KaK yCIyTH, YTOObI

HCTIONb30BaTh O/INH CEPTU(HKAT Ha BCEX CEpBEpax IS MOACUCTEMBI OAaTaHCHPOBKH HArPY3KH.

(moronauTenbHO) Lllenkuute [IpocMoTpeTh cepTHdUKAT, TPOCMOTPUTE CEPTUPHKAT U HAKMUTE KHOIIKY

OK, 9T0OBI 3aKPBITH OKHO CO CBEICHHUSIMHU.

(moronauTENBHHO) BriOepnTe CKPHITH HECOOTBETCTBHE CePTHHUKATOB, YTOOBI CKPBITH OIINOKK
ceprudukaros. ITocie 3Toro npu ycraHoBke OyIyT HTHOPUPOBATHCS OMIMOKH HECOOTBETCTBUS B MMEHAX

CepTI/I(l)I/IKaTOB, a TaKke Jr00bIe OIIMOKU COOTBETCTBHS B CIIUCKE OT3LIBOB YAaJICHHBIX CepTI/I(i)I/IKaTOB.

D10 MeHee OE30MacHbIM BapHAHT.

HacTpolika gaHHbIX gucnetyepa mogenen

KommoneHnt JUCTieTyepa MOHCHEﬁ HYXHO YyCTaHaBJIMBATb Ha TOM KOMIIBIOTEPE, I'I€ Pa3MEIICH HepBLIﬁ KOMIIOHCHT

Be6—cepBepa. I[aHHBIe AUCIICTUCPpa Moueneﬁ 3aJar0TCA TOJIBKO OAUH pas.

HeobxoauMble ycnosusi

YcTaHoBKa MEPBOTO KOMITOHEHTa BebO-cepBepa MHppacTpykTypa Kak yciyra.

Mpoueaypa

1. Tlepeiinute Ha BKnaaxy JlaHHbIe AucHeTYepa Moeei.

2. B tekcroBoMm nose CepBep BBEIMTE MOJHOE TOMEHHOE nMsl ycTpoiicTBa VRealize Automation.
vrealize-automation-appliance.mycompany.com
He BBOmuTe IP-ampec.

3. Ilenknure 3arpy3uTh, 4To0bI 0TOOPA3UTH APEHIATOP €AMHOT0 BX0/1a M0 YMOJIYAHHUIO.

HCHOJ’IB3yeMBII>i IO YMOJYaHUIO apeHAATOp Vsphe re.local CO31aCTCsA aBTOMAaTU4YCCKU MTPU HaCTpOﬁKe

enuHoOro Bxoja. He m3MmeHsiite ero.
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4.

10.
1.

12.

13.

YroOBI UMITOPTHPOBATH CEPTU(UKAT U3 BUPTYAILHOTO YCTPOUCTBA, MICIKHUTE 3arpy3uTh.
3arpyska cepTu]rKaTa MOKET BBINOIHATHCS HECKOIBKO MUHYT.

(moronauTenbHO) Lllenkuute [IpocMoTpeTh cepTHdUKAT, TPOCMOTPHUTE CEPTUPHKAT U HAKMUTE KHOIIKY

OK, 9T00BI 3aKPBITH OKHO CO CBEICHHUSIMHU.
[Menxuure IpuHATHL cepTUdUKAT.

Beenute administrator@vsphere.local B TekcroBom mone Mms mosab30Batedisi, a Mapoiib, CO3IaHHbIH

[IpU HACTPOMKE eAMHOro Bxoaa, — B TekcToBble nouist [lapoas u [loarBepaxaenne.
(momomHUTENEHO) UTOOR MPOBEPHUTH YUETHBIC JaHHBIC, MIETKHUTE TecT.

B texcroBom nosie CepBep HHPPACTPYKTYPbI KaK YCJIYTH YKOKUTE KOMIIOHEHT BeO-cepBepa

WudpactpykTypa Kak yciyra.

IMapameTp Onucanne

C HO}]cl/lcTeMOﬁ 6a.nchup0mm HarpyskKu BBGI[I/ITC TIOJIHOC TOMEHHOE UM 1 HOMEP I1OpTa IOJACUCTEMbI 6aﬂaHCI/IpOBKI/I Harpysku
JULsL KOMIIOHEHTa Beb-cepBepa Uudpactpykrypa kak yciyra, web-load-
balancer.mycompany.com:443.

He BBoauTte IP-anpeca.

Be3 noacucreMbl 02J1aHCHPOBKH BBeaunte mosHOE JOMEHHOE UMSI M HOMEP IIOPTa KOMIIBIOTEPA, Ha KOTOPOM yCTaHOBIICH

HArpy3Ku KoMIoHeHT BeO-cepBepa UubpactpykTypa Kak yciayra, web.mycompany.com:443.

He BBoguTte IP-anpeca.

[To ymomuanuio ucnosibdyercs nopt 443.
UT00BI IPOBEPUTH MOAKIIOYCHUE K cepBepy, menkauTe Tect.
Haxwmute xHonky Jlasee.

Brimonaute IMMPOBEPKY HeO6XO,IlI/IMBIX KOMITOHCHTOB.

IMapameTp Onucanne

Omuodok Her Haxxmure kHomnky [lajee.

Hexpurnyeckue omnoku lenkuure OGoiiTH.

Kpuruueckune ommdxku O0X0/1 KPUTHIECKUX OIIHOOK MPUBOAKUT K 6010 ycTaHOBKH. [Ipn oToOpaxeHnu

MPeyNPExKACHHs BEIOCPHUTE €ro Ha JICBOI AHENH U CIICAYHTe yKa3aHUsIM CIIpaBa.
Ycrpanure Bce KpuTHyeckue ook U menkuute [IpoBepuTh cHOBA, YTOObI BBITOJIHUTH

IIPOBEPKY.

Ha ctpanune «Ilapamerpsl cepBepa U y4eTHOM 3anucu» B TEKCTOBbIX NoJAX UHpopmManms 1 HACTPOHKHU
cepBepa BBEIUTE UM MTOIB30BATENSI M TAPOJh TOI30BATENs YUETHOH 3aliCH CIYKObI, KOTOPBIA UMEeT

[IPUBUJIETUHU aIMUHHUCTPATOPA Ha TEKYILIEM CEPBEPE YCTAaHOBKH.

[Tomp30BaTeneM y4eTHON 3aMMCH CITY>KOBI JODKHA OBITH OJHA yUETHAS 3aliCh JOMEHA C MPUBIJICTUAMHI Ha
KaXJIOM PacrpeiesICHHOM CepBepe HHPPACTPYKTYpPhI Kak yciyrd. He ucrosb3yiite yueTHbIC 3aicu

JIOKAJIbHOW CHCTEMBEI.
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14. Beeaure naponbHyto (pasy Ul Co3/aHMs KIro4ya MU(GPOBaHHs, KOTOPBIH HCIOIB3YeTCs ISl 3alUThl Oa3bl

JTaHHBIX.

IMapamerp Onucanne

Ecau B 37T0ii cpene yxe yecraHapauBaauch B texcrosom nose ITaponbnas ¢pasa u IloaTBepaxaeHne BBEUTE CO31aHHYIO paHee

KOMIIOHEHTBI MapoJbHYI0 (pasy.

Ecan YCTaHOBKA BBINOJJHACTCH BIEPBbIE B TexcroBom mome l'[apom,naﬂ (l)pasa n “O)ITBEp)K}]eHl/le BBEUTE MTAPOJIBHYIO 6ppa3y.

Vcnone3yiite 9Ty maposibHyI0 (ppasy KakAblil pa3 IpH yCTaHOBKE HOBOTO KOMIIOHEHTA.

CoxpaHuTe MaposibHyI0 (pasy B HaJICKHOM MECTe JJIsl ITOCIEYIONIEro UCIOIb30BaHuUSI.

15. B TekcToBOM moste paszena Ceeaennst 00 yeranoBke 6a3 nanubix Microsoft SQL ykaxute cepsep 6asbl

JIAHHBIX MHPPACTPYKTYPBI KaK YCIYTH, UMsi 0a3bl JaHHBIX U CIIOCOO MPOBEPKH MOJUIMHHOCTH.

3TO Te cBeZEHUsI O cepBepe 0a3bl JaHHBIX MHPPACTPYKTYPHI KaK YCIYTH, UMst 0a3bl JaHHBIX U CIIOCO0

MPOBEPKH MOJUIMHHOCTH, KOTOPbIe ObUIN 33/1aHbl paHee.
16. Haxwmure knonky lasee.
17. lllenkHuTe 7IEMEHT Y CTAHOBUTD.

18. Tlocne 3aBepmienust ycraHoBkr cHuMUTE (axkok [IpoBecTn yepe3 mpouecc nepBoHAYATBLHON HACTPOHKHU U

HaxxMuTe KHonky JlaJgiee.

Cnegytowme waru

MoO’KHO yCTaHOBUTb JONOJIHUTEIbHBIE KOMIIOHEHTH! BeO-cepBepa WK ciyk0y aucnerdepa. CM. pa3nen Y cTaHOBKa
JIOTIOJTHUTEIBHBIX KOMITOHEHTOB BeO-cepBepa MH(ppacTpyKkTypa Kak yciayra mwin Y CTaHOBKa aKTHUBHOTO
KoMmroHeHTa «Ciyk6a aucneryepa .

YcTaHoBKa AOMONMHUTENbHBIX KOMMOHEHTOB BeG-cepBepa MHdpacTpykTypa Kak ycryra

Beb-cepBep mpeocTaBiseT I0CTYI K BO3MOXKHOCTIM HHppacTpykTypsl B VRealize Automation. Tlocne
YCTaHOBKH IIEPBOTrO BeO-cepBepa MPOU3BOAUTEILHOCTh MOKHO MOBBICHTh IyTEM YCTAHOBKH JIOMOJIHUTEIBHBIX

BeO-cepBepoB MHPpacTpykTypa Kak yciyra.

He YCTaHaBHHBaﬁTe JAHHBIC AUCIICTUCPA MO,HGJ'ICfI C AOIIOJIHUTCIIbHBIM KOMIIOHCHTOM Be6—cepBepa. I[aHHI)Ie

JHCIIeTYepa MOAENEH pa3MelIaloTcs TOJIBKO B IIEPBOM KOMIIOHEHTE BeO-cepBepa.

Heobxognmble ycnosus
m  VYcraHoBKa KOMIOHEHTa «Be0-caiiT» MHPPaCTPYKTYyphbl KaK YCIYrd U JaHHBIX JHUCIeTYepa MOJIEIH.
m  VOenurech, 4TO HOBBIN cepBep oTBeuaeT TpebosanusiM B Cepsepsl Windows MudpacTpykrypa Kak yciyra.

m  Vcnons3yiite uaTepdeiic ynpasinenus ycrpoiictsa VRealize Automation mst 3amens! ceprudukara:
cepTu(UKAT JOJDKEH BKIFOUATH MMOJHOE JJOMEHHOE UMsi HOBOTO y3ia. CM. paszuen 3amena cepmugpuxamos 6

yempotucmse VRealize Automation B pykosoactse o Ynpaesnienue VReadlize Automation.

m  Eciu yxe ycTaHOBJICHBI pyrue KOMIIOHEHTHI MH(ppacTpyKTypa Kak yciayra, Hy>KHO HCIIOJIb30BaTh CO31aHHYIO

naposbHyto (pasy 0a3bl JaHHBIX.
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HpI/I HCIIOJIB30BaHUU ITOACHUCTEM 6aHaHCI/IpOBKI/I HarpyskKu B Cpee y6€Z[I/IT€CL, YTO OHH OTBCYAKOT

TpeOOBaHMAM KOH(DHUTYPAIIHH.

Mpoueaypa

1.

10.

1.

[Tpu Mcronabp30BaHUM TOACUCTEMBI OANAaHCHPOBKU HArPY3KH OTKJIIOUUTE JPYTHE y3JIbl, HAXOASIIMECS B HEH, U

yOenuTech, 4To TpadyK HANMPABIAETCS Ha HYKHBIH y3ell.

[ToMuMO 3TOrO, OTKIIOYHUTE MPOBEPKU PabOTOCIIOCOOHOCTH MOACUCTEMbI OATAHCUPOBKU HArPYy3KH, [OKa BCE

komiioneHTsl VRealize Automation e OyayT ycTaHOBICHBI U HACTPOCHBI.

[lenkauTe MpaBoi KHOMKOM MbIK (ailyl ycTaHOBKU Setup__vrealize-automation-appliance-

FQDMa5480 . exe n BbIOEpHUTE MyHKT 3aIyCTHTh OT HMEHH a/IMHHHCTPATOPA.
Haxxmute kHonky aJjiee.
[TpumuTe ycioBus JULEH3MOHHOTO COTJIAIICHUS M HAKMUTE KHOIIKY [laJsiee.

Ha crpanuiie BXojia yKaxuTe y4eTHbIe JaHHbIE aJIMIHUCTpATOpa [uisi ycTpoiicTBa VRealize Automation u
nposepbTe cepruduxar SSL.

a) Bseaute M none3oBarens root u napois.

BBeauTe naposib, ykazaHHbIH NpU pa3BepThIBaHUHU yCTpoiicTBa VRealize Automation.
6) Brioepute [IpunsaTe cepruukKar.
B) Illenkuute [IpocMoTpeTs cepTH(UKAT.

CpaBHHUTE OTIIEYATOK cepTH(UKaTa ¢ OTHEYaTKOM, 3aJaHHBIM JUIsi ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiictBa VRealize Automation moxHo nmocMoTpeTh B Opay3epe KIUEeHTa MpH
NoJyueHHu JocTyna K uarepdeiicy ynpasnenus ycrpoiictBom VRealize Automation uepes

nopt 5480.

Haxxmute kHonky aJiee.
Ha ctpannne «Tum ycranoBku» Beioepute napametp Iosb3oBaTesbeckasi yCTAHOBKA.

Ha crpanune «Tun ycraHoBkn» Ha BKIagke «Boi0op kommoHnenToB» BhIOepuTe CepBep HHPPACTPYKTYPBI

KaK yCJYIH.

[TpumuTe KOPHEBOE PACHOIOKEHNE YCTAHOBKH MM BbIOepHuTe KoMaHty I3MeHUTh U BBIOEPHTE TTyTh

YCTaHOBKH.

I[ance B PACIIPCACIICHHOM PA3BCPThIBAHNU MHOIId MOXKXHO YCTAHOBUTH HCCKOJIBKO KOMIIOHCHTOB

Wudpacrpykrypa kak yciyra Ha ogqHoMm cepsepe Windows.

[Tpn ycraHoBKe HECKOJIBKHX KOMIOHEHTOB MH(]pacTpyKTypa Kak yciryra Bcer/ia HCIONb3yiTe OJUH U TOT K€

MyTh.
Haxxmute kHonky daJjiee.

Bri0epute paznen Beb-caiit Ha crpanuiie [loab30BaTeIbCckasi yCTAHOBKA cepBepa HHPPACTPYKTYPHI KaK

YCJIyTH.
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12.

13.
14.

15.

16.

17.

18.

19.

20.

BriOepute BeO-caiiT B crivicke JOCTYIHBIX MJIM IIPUMHTE BeO-CalT MO0 YMOJUAHHMIO Ha BKIIajKke Bed-caiiT

AIMUHHUCTPUPOBAHUA U JUCHIETYEPA MOJECJIN.

B rexcroBom nonie Homep mopTa BBeuTE TOCTYITHBIN HOMEp MOPTa WM NpUMHTE TTOPT 443 10 yMOJIYaHHIO.

[Menxante [IpoBepuTH NPUBA3KY, YTOOB! yOSAUTHCS, UTO HOMEP MOPTA TOCTYTICH JUIS NCIOIH30BAHUS.
Bribepure ceptudukar st 5TOro KOMIIOHEHTA.

a) Ecmm ceprudukat 65U1 IMIIOPTHPOBAH TOCTE HaYajla yCTAaHOBKH, HAKMUTE KHOTKY OOHOBHTH, 9TOOBI

OOHOBUTH CIHCOK.

6) B cromcke JJocTynHble cepTUUKATHI BRIOCpUTE cepTU(UKAT IS MCTIOTH30BAHUS.

B) [lpm ummnopte ceprudukara ¢ HEMOHATHBIM UMEHEM, KOTOPBIH HE 0TOOpaXkaeTcst B CIIUCKE, CHUMUTE
¢duaxxoxk OTOOpa3UTh cepTHPUKATHI ¢ HOHATHBIMU HMEHAMH ¥ HOKMHUTE KHONIKY OOHOBHUTD.

[Ipu ycranoBke B cpefie, I71¢ HE UCIONIB3YETCsl MOICHCTEMa OaTaHCHPOBKN HAarpy3KH, YTOOBI HE BBIOUPATH
ceptuukar, MoxxHo BeIOpaTh Co31aTh camo3aBepsiionuii cepTudukat. [Ipn ycTaHOBKE TOMOIHUTENBEHBIX

KOMITOHEHTOB «Beb-caiiT» 11 moacucTeMsl OaaHCUPOBKH HArpy3KH HE CO3/laBaifiTe caMO3aBEPSIOIINE

ceptudukarsl. iMmoprupyiite cepTuduKar u3 0CHOBHOrO BeO-cepBepa HHYPACTPYKTYPHI KaK yCIyTH, YTOObI

HCTIONb30BaTh O/INH CEPTU(HKAT Ha BCEX CEpBEpax IS MOACUCTEMBI OAaTaHCHPOBKH HArPY3KH.

(moronauTenbHO) Lllenkuute [IpocMoTpeTh cepTHdUKAT, TPOCMOTPUTE CEPTUPHKAT U HAKMUTE KHOIIKY

OK, 9T0OBI 3aKPBITH OKHO CO CBEICHHUSIMHU.

(moronauTENBHHO) BriOepnTe CKPHITH HECOOTBETCTBHE CePTHHUKATOB, YTOOBI CKPBITH OIINOKK
ceprudukaros. ITocie 3Toro npu ycraHoBke OyIyT HTHOPUPOBATHCS OMIMOKH HECOOTBETCTBUS B MMEHAX

cepTH(UKATOB, a TAKKE JIIOObIC OMIMOKH COOTBETCTBUS B CIIMCKE OT3BIBOB Y/IAJIICHHBIX CEPTU(DHUKATOB.
D10 MeHee OE30MacHbIM BapHAHT.

B rexcroBom nosie CepBep HHQPPACTPYKTYPHI KaK YCJIYTH YKQKUTE NEPBbI KOMIOHEHT BeO-cepBepa

WudpactpykTypa KaKk yciyra.

IapameTp Onucanne

C l'[O}]ﬂ/lCTeMOﬁ 6anaﬂcupomm Hany3Kl/I BBSI[I/ITe TIOJTHOC TOMEHHOE UMsI 1 HOMED IOpTa MOACUCTEMBI 6aHaHCI/Ip0BKI/I Harpysku
JULsL KOMIIOHEHTa BeO-cepBepa UuppacTpykTypa Kak yciyra, web-load-
balancer.mycompany.com:443.

He BBoaute IP-anpeca.

Be3 noacucreMbl 0ajJaHCHPOBKH BBeauTe nojgHoe JOMEHHOE UMsI U HOMEp TOPTa KOMITbIOTEPA, HA KOTOPOM YCTaHOBIIEH
HArpy3KHu MepBbIil KOMITOHEHT BeO-cepBepa MHdpacTpykTypa Kak yciyra,
web.mycompany.com:443.

He BBoauTe IP-anpeca.

[To ymosrqanuio ucnonesyercs mopt 443.
UT00BI IPOBEPUTH MOAKIIOYCHNE K cepBepy, menkuuTe Tect.

Haxxmute kHonky JaJiee.
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21. BrimonHHTE MPOBEPKY HEOOXOIMMBIX KOMIOHEHTOB.

IMapametp Onucanne

Omuodok Her Haxxmure kHomnky [laJjiee.

Hexpurnyeckue ommuoku Ienkuure O6oiiTH.

Kpurtuueckune omudxku O0X0/1 KPUTHUECKUX OMIMOOK MPUBOAUT K cOOK0 ycTaHOBKU. [Ipn oToOpaskeHun

IpeIynpekaeHNs BEIOEpUTE ero Ha JICBOU MaHEeNH U CIeTyHTe yKa3aHHsAM CIpaBa.
VYcrpanure Bce KpuTnueckue omuOky u menkuute IIpoBepuTh ¢HOBA, YTOOB! BBHIIOIHUTH

IIPOBEPKY.

22. Ha crpanune «IlapaMeTpsl cepBepa W yYETHOM 3aIMCH» B TEKCTOBBIX MoJsix UH(popManust 1151 HACTPOHKH
cepBepa BBEIUTE UM MTOJIB30BATENSI M ITAPOJIh OJIB30BATEIIsl YUCTHOM 3aIUCH CIYKObI, KOTOPBIA UMEET
[IPUBWIETMH aAMUHHUCTPATOPa Ha TEKYILLEM CEPBEPE YCTAHOBKHU.

ITonp30BaTeneM y4eTHOW 3aIUCH CITY>KOBI JOJDKHA OBITH OJIHA YUETHAS 3alKCh JOMEHA C MPUBIJICTUSIMU Ha
Ka)X/IOM pacrpeie]ICHHOM cepBepe HHPPACTPYKTYphI Kak yciyru. He ucronp3yiiTe yueTHbIE 3amHch
JIOKQJIbHON CUCTEMBI.

23. Beeaute naposibHyto (Gpasy Ui Co3JaHus Kitoda mu(poBaHus, KOTOPIH UCIOJIB3YETCsI ISl 3alIUThI 0a3bl
JIAaHHBIX.

IMapamerp Onucanne

Eciu B 3710i1 cpene yxe yeranapiauBaiauch B texcroBom nose [MapoabHas ¢gpa3sa u [loaTBepikaeHne BBEUTE CO3IaHHYIO paHEe
KOMIIOHEHTBI aposbHyIo dpasy.

Ecin ycraHoBKa BbINOJIHsIeTcs BliepBble B TexcroBom nose IapoabsHasi ¢hpaza u IloaTBep:kaenne BBeuTe MapoibHyio dpasy.

Hcnonp3yiiTe 3Ty naposibHyio (hpasy Kax/Iblii pa3 Ipy yCTaHOBKE HOBOTO KOMIIOHEHTA.

COXpaHI/ITG MMapoJIbHYIO q)pasy B HAaJIC)KHOM MCCTC JId MOCICAYIOIICTO0 NCTIOJIb30BaHU.

24. B tekcroBoM nosie pasaena Ceenenus 06 ycranoBke 6a3 nannbix Microsoft SQL ykaxute cepsep 6asbl

JAHHBIX HHPPACTPYKTYPBI KaK YCIYTH, UMst 0a3bl JAHHBIX U CIIOCOO MPOBEPKH MOJUTMHHOCTH.

D70 Te CBeICHUsI O cepBepe 0a3bl JaHHBIX MHPPACTPYKTYPhI KaK YCIyTrH, UMst 0a3bl JaHHBIX U CIIOCO0

IMMPOBEPKU MOAIIMHHOCTH, KOTOPLIC ObLIN 3a/1aHbl paHCEC.

25. Haxwmure kHonky [lasiee.

26. lllenxHUTE AJIEMEHT Y CTAHOBHTD.

27. Iocne 3aBepiieHus ycraHOBKH cHuMHTE (uiakok IIpoBecTr yepe3 npoiece NepBoHAYAIBLHOI HACTPOHKH U

HaXXMUTC KHOIIKY I[a.nee.

CnepytoLme waru

VcTaHoBKa aKTUBHOTO KOMITOHEHTA <<Cny>x<6a AUCIICTYUCPpA» .

YcTaHOBKa akTUBHOro KoMrnoHeHTa «Cnyxba gucnetyepa»

AxruBHblil komrnoneHT «Cirysk0a aucnerdyepa» — 310 ciyx6a Windows, kotopast KOOpJAHHUPYET 00MEH
nanHbiME Mexy MHdpacTpykrypa kak ycnyra gucretdepamu Distributed Execution Manager, 6a3zoit

JAHHBIX, ar€HTaMH, MPOKCU-AareHTaMHU U MPOTOKoIIoM SMTP.
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Ecnu He BKIIIOUUTH aBTOMAaTHYECKOE aBapuitHOE TEPEKIIIOUCHNE CITYKOBI JucneTdepa, pasBepThIBaHue
Wudpactpykrypa kKak yciayra Oyner TpeboBaTh, 4TOOB! B TaHHBII MOMEHT BPEMEHH CIyk0a AucreTdepa Obiia
aKTHBHA TOJILKO Ha OJHOM KoMmbloTepe ¢ Windows. Ha kommbproTepax pe3epBHOIO KOIMHMPOBAHHS CITyk0a

JIOJKHA OBITH OCTAHOBJIEHA M HACTPOCHA HA 3aITyCK BPYYHYIO.

CM. pa3zen ABTOMAaTHYECKOE aBapUiHOE MEPEKIIIOUYECHHE CITyKObI TucreTyepa .

HeobxoauMble ycnosusi

m  Eciu yxe ycTaHOBJICHBI pyrue KOMIIOHEHTHI MHppacTpyKTypa Kak yciayra, Hy>KHO HCIIOJIb30BaTh CO31aHHYIO

napojbHyto (pasy 0a3bl JaHHBIX.

m  (momomHUTENBHO) UTOOBI yCTaHOBUTH KOMIIOHEHT «Ciryk0a aucrieTuepa» Ha KaKOM-JTHO0 BeO-caiiTe, Kpome

Be0O-caliTa 10 yMOJIYaHHMIO, CCIYET CO3/1aTh BeO-caiiT Ha cepBepe ciryxo0 IIS.

m  VOenurech, 4TO cepTU(UKAT, BBIJAHHBIN LIEHTPOM CepTU(HUKALNYT, UMIOPTHPOBaH B IS 1 4To KOpHEBOH
cepTU(UKAT WIN LEHTDP CEePTUPUKALNY SBIIAIOTCSA JOBEPEHHBIMH. Bce KOMIIOHEHTBI IOACHCTEMBI

6aHaHCI/Ip0BKI/I HarpyskKu AJOJIKHbI UMETb OAWH CCpTI/I(i)I/IKaT.

m  Y0emuTech, 9TO MOJCHCTEMA OATAHCUPOBKH HArpy3KH BeO-caifTa HaCTpOEHa U UTO JIJISl BPEMEHH OXKHIAHHS

MOJICUCTEMBI OAJTaHCHUPOBKU HArpy3KH YCTAHOBJIEHO 3HaueHHe He MeHee «180 cekyH».

m  YcTaHoBKa KOMIOHEHTa «Beb-caliT» mH(PacTpyKTyphl KaK YCIYTH U JAaHHBIX JUCTIETIePa MOACTH.

Mpoueaypa

1. HpI/I HCIIOJIB30BaHUU IIOJCUCTCMBI 6aHaHCI/Ip0BKI/I Harpys3kKu OTKJIHOYHUTE APYTUC y3Jibl, HAXOAAIIHNCCA B Heﬁ, u

yOenuTech, uTo TpadyK HAMPABIAETCS Ha HYKHBIH y3el.

TTomumo 9TOT'0, OTKJIHOYUTC MPOBCPKU pa60TO0HOCO6HOCTI/I IIOACUCTCMBI 63J’IaHCI/Ip0BKI/I Harpysku, 1mmoka BC€

komroneHTsl VRealize Automation e OyayT ycTaHOBICHBI U HACTPOCHBI.

2. lllenkHuTe nMpaBoil KHOMKOW MbIH (haiin yctaHoBKU setup__vrealize-automation-appliance-

FQDMa5480 . exe n BbIOEpHUTE MyHKT 3aIyCTHTh OT HMEHH aIMHHHCTPATOPA.
3. [Ilpumure yciaoBHs JIMIEH3HOHHOTO COTJIALICHUS M HAXKMUTE KHONKY [lajee.

4. Ha crpanuiie BX0o/1a YKaXHUTE YUETHbBIC JaHHBIC aIMHHUCTPATOpa JUis ycTpoiicTBa VRealize Automation u
npoBepbTe ceprrdurar SSL.

a) Baeaure M nonp3oBaress root u mapob.

BBenure mapoiib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure [IpunsiTe cepTuduKar.
B) Ulenkaute IlpocmoTpeTh cepTudHUKAT.

CpaBHUTE OTIEYaTOK cepTU(HKaTa C OTIIEYaTKOM, 33/IaHHBIM JUIsl ycTpolicTBa VRealize Automation.
Ceprudukar ycrpoiictea VRealize Automation moxuo mocMoTpeTh B Opay3epe KIHEeHTa MpH
NOJIy4eHHH JocTyna K uHrepdeiicy ynpasieHus ycrpoiictBom VRealize Automation uepes

mopt 5480.

5. Haxwmure xHonky Jlanee.
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6.

7.

8.

10

1.

12.

13.

14.
15.

16.

Ha crpanune «Tun ycranoBkn» Boioepute napamerp Ioab3oBaTtesbekas ycTaHOBKA.

Ha ctpanune «Tum yctaHoBKH» Ha BKIagKe «Brioop KoMmoHeHToB» BhiOepuTe CepBep HHPPaCTPYKTYphI

KaK yCJIyru.

[IpumuTe KOPHEBOE PACHONOKEHNE YCTAHOBKY MM BbIOepuTe KoMaHly I3MeHUTh U BBIOEPUTE Iy Th

YCTaHOBKHU.

Z[an(e B pacrip€ACJICHHOM Pa3sBEPTHIBAHUN MHOI' LA MOYKHO YCTAaHOBUTH HECKOJIBKO KOMIIOHEHTOB

Wudpactpykrypa Kak yciyra Ha onHoM cepBepe Windows.

[Ipn ycraHoBKe HECKOJIBKMX KOMIOHEHTOB MH(pacTpyKTypa Kak yciryra Bcerjia UCHONb3yiTe OJUH U TOT K€

MyTb.
Haxxmute kHonky aJjiee.

Bribepure paznen Cay:x6a qucnerdepa Ha ctpanuie Iloab3oBaTeabckasi ycTaHOBKA cepBepa

HHPPACTPYKTYPbI KaK YCJIYTH.

B texcroBom nosie CepBep HHPPACTPYKTYPHI KaK YCJIYTH YKQOKUTE KOMIIOHEHT BeO-cepBepa

WudpactpykTypa KaKk yciyra.

IMapameTp Onucanne

C l'[O}]ﬂ/lCTeMOﬁ 6anancupomm Hany3Kl/I BBSI[I/ITG TIOJTHOC TOMEHHOE UMsI U HOMED ITOpTa MOACUCTEMBI 6aHaHCI/Ip0BKI/I Harpysku
JULsL KOMIIOHeHTa BeO-cepBepa MHppacTpykTypa kak yciyra, web-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.

Be3 noacucreMbl 02J1aHCHPOBKH BBeaute mosHoe JOMEHHOE UM M HOMEP TOPTa KOMIIBIOTEPA, Ha KOTOPOM yCTaHOBIICH

HArpy3Ku KOMIIOHEeHT BeO-cepBepa UHbpacTpykTypa Kak yciayra, web.mycompany.com:443.

He BBoauTe IP-anpeca.

[To ymosrqanuro ucnonessyercs nopt 443.
Bribepute AKTHBHBII y3ei1, 1151 KOTOPOro YCTAHOBJIEH aBTOMATHYECKHUI THUII 3aIycKa.

Bribepute BeO-caiiT B crivcke JOCTYIHBIX MJIM IIPUMHTE BeO-CallT M0 YMOJIUaHMIO Ha BKIIajke Bed-caiit

aAMUHHMCTPHPOBAHUS U JUCIIeTYEPa MO/EIH.

B rexcroBom nonie Homep mopTa BBeuTe JOCTYITHBII HOMEp MMOPTa WK NpUMHTE TTOPT 443 10 yMOJIYaHHIO.
lenkaure IIpoBepuTh NPUBA3KY, YTOOB! YOSTUTHCS, YTO HOMEpP TOPTA JOCTYIEH ISl HCIIOIb30BaHMU.
Bribepure ceptudukar Juist 3Toro KOMIIOHEHTA.

a) Ecmm ceprudukat ObUT IMIIOPTHPOBAH TOCTE HaYajla yCTAaHOBKH, HAKMUTE KHOTIKY OOHOBHUTH, 9TOOBI

OOHOBUTH CIHCOK.
6) B cmomcke JJoctynHble cepTuUKATHI BEIOCpUTE cepTU(UKAT IS NCTIOIH30BAHUS.

B) HpI/I HUMIIOPTE CepTI/I(I)I/IKaTa C HCIIOHATHBIM MMCHCM, KOTOpLIﬁ HC 0To6pa>1<aeTc91 B CIIMCKC, CHUMUTC

¢maxxox OTOOpa3uTh cepTU(PHUKATHI C MOHATHBIMH HMEHAMH 1 HOKMUTE KHONIKY OOHOBHTB.
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17.

18.

19.

20.

21.

22

23

24,

25

[Ipu ycranoBke B cpefie, I7ie HE HCHOJIB3YETCs TTOJICHCTEMa OaTaHCUPOBKN HAarpy3KH, YTOOBI HE BBIOMPATH
ceprudukar, MoxHo BbIOpaTh Co31aTh camo3aBepsiiomuii cepTuduxar. [Ipu ycraHOBKe JOMOIHUTEIBHBIX
KOMITOHEHTOB «Beb-caiiT» i1 mocucTeMsl OajlaHCUPOBKH HAarpy3KH HE CO3J/laBaliTe caMO3aBepsIoIue
ceptudukatel. IMmopTupyite cepTU(HUKAT U3 OCHOBHOTO BeO-cepBepa HHPPACTPYKTYpHI KaK yCIYTH, YTOOBI

HCIIOJIB30BAaTh OJUH CepTI/I(l)I/IKaT Ha BCEX CEpBCpax MJId MOACUCTEMBI 63J’IaHCI/IpOBKI/I Harpys3kwu.

(mononauTensHo) lenknure IIpocMoTpeTh cepTHHUKAT, IPOCMOTPUTE CEPTU(GUKAT U HAKMHUTE KHOIIKY

OK, 4T00BI 3aKpHITh OKHO CO CBEJCHUSIMH.
Haxxmute kHonky aJjiee.
[IpocMoTpuTe peBapuTesbHBIE TPEOOBAHHS U HAXKMHUTE KHOTIKY Jlasee.

Ha crpanune «Ilapamerpsl cepBepa U yYETHON 3alMCH» B TEKCTOBBIX NOJsIX MH(opManust 1J1s1 HacCTPOoiiKH
cepBepa BBEANUTE MM MOJIB30BATEIISI U TIAPOJIb MOJIB30BATEINs yUETHON 3alHCH CITyKObI, KOTOPBIN MMeeT

NPUBWIETUN aIMUHUCTPATOpPa HA TEKYIIEM CEpBEPE YCTAaHOBKU.

[Tonp30BaTeneM y4eTHOH 3aMMCH CIIYKOBI JOJKHA OBITH OJJHA yYETHAs 3alHCh JIOMEHA C MPUBMICTUSIMU Ha
Ka)XJIOM paclpeeNIeHHOM cepBepe HHPPACTPYKTYpPhI Kak yciryru. He ucnomnb3yiite yueTHbIC 3anch

JIOKAJIbHOI CHUCTEMBI.

Beeaure maponpHyto (pasy Ui co3aHus KiIro4ya M(poBaHus, KOTOPBIH HCHONb3YeTCs TSI 3alUThI Oa3bl

JaHHBIX.

IMapametp Onucanne

Ecun B 3T0ii cpeje yxe ycraHaBauBaauch B tekcroBoum nose Iapoasnas ¢pasa u [loaTsepikienne BBEINTE CO3IaHHYIO paHee

KOMIIOHEHTBI maposbHyIo dpasy.

Eciin ycraHoBKa BbINOJIHsIeTcsl BiiepBble B TexcroBom nose IaposabsHas ¢paza u IloaTBep:kaeHne BBeUTe NapoibHyio dpasy.

Hcnonp3yiiTe 3Ty naposibHyio (paszy Kax/Iblil pa3 IpH yCTAaHOBKE HOBOTO KOMIIOHEHTA.

COXpaHI/ITe MnapoJIbHYIO (bpa3y B HAaJIC)KHOM MECTE JId MOCICAYIOIIETr0 NCTIOJIb30BaHU .

B tekcrosom mone pasnena Ceegenust 00 ycranoBke 6a3 1anubix Microsoft SQL ykaxure cepsep 6asni

JTAHHBIX HHPPACTPYKTYPBI KaK YCIYTH, UMsI 0a3bl JaHHBIX U CIIOCOO MPOBEPKH MOJUTMHHOCTH.

OT0 Te cBeZeHNs O cepBepe 0a3bl JaHHBIX WHPPACTPYKTYPHI KaK yCIyTH, UMs 0a3bl JaHHBIX U CIIOCO0

MIPOBEPKH IMOJTMHHOCTH, KOTOpPhIe OBLIH 3a/IaHBI paHEe.
Haxxmute knonky Jlasnee.
[llenxaUTE 2JIEMEHT Y CTAHOBUTD.

IToce 3aBepuieHus ycTaHOBKU cHuMHTe (uiaxkok I[IpoBecT yepe3 npoiuece NepBOHAYAIBHOI HACTPOHKH U

HaXMHUTEC KHOIIKY I[a.nee.

26. Illenxuute snement I'oToBoO.

Cnegytowme waru

YroObl yCTAHOBJICHHBINH KOMIIOHEHT «CiTyk0a JAucreTyepa» rapaHTHPOBAHHO BBIMOJIHSII POJIb AKTHBHOT'O
IK3eMIuIsIpa, yoeautecs, uro ciyxbda vCloud Automation Center Service paboraer, U ycTaHOBUTE JUIst

Hee THII 3aITycka K ABTO».
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MOHO yCTaHOBUTS €IIIe OJIH IK3eMILIIp KoMoHeHTa «Ciy»k0a ucrerdyepa» B Ka4eCTBE PE3epPBHOM KOIHH,
KOTOPBIN MOXKHO 3aITyCTHTh BPYUYHYIO IIpH cO0€ aKTMBHOTO 3K3eMIuIsapa. CM. pa3aen Y cTaHOBKA PE3epPBHOTO

komrtonenTa «Ciyx0a aucreraepa.

CHCcTeMHBIH aIMHHICTPATOP MOXKET H3MEHHUTH CIIOCO0 NMPOBEPKHU IOUIMHHOCTH, HCIIOIb3YEMBIi JUIs J0CTyIa
K 0aze manHbIx SQL Bo Bpems BinonHeHwus (mociie 3aBepiueHus ycranoBku). Cm. paszuen Hacrpoiika noctyrna

K Oase manHbIX laaS B cinyxbe Windows.

YcTaHoBKa pe3epBHOro KoMroHeHTa «Cryx6a aucneTtyepa»

PezepsHbIit koMnoHeHT «Ciyx0a aucrerdepa» oOecreunBaeT pe3epBUPOBAHNS U BBICOKYIO JIOCTYHIHOCTh. Ero

MOYKHO 3aITyCTHTh BPYYHYIO B CIIydyae OCTAaHOBKU aKTHBHOM CITyKOBI.

Ecnu He BKIIIOUNTH aBTOMAaTHYECKOE aBApUIHOE MEPEKIIOUCHNE CITY OBl JHUCIEeTYepa, pa3BepThIBAHNE

Wudpacrpykrypa kak yciyra Oyaer TpedoBarh, 4TOObI B JIaHHBI MOMEHT BPEMEHH Cily:k0a aucrnerdepa Obuia

aKTHBHA TOJILKO Ha 0JJHOM KomibioTepe ¢ Windows. Ha komrbroTepax pe3epBHOTO KOMHUPOBAHUS Clyxk0a

JIOJDKHA OBITH OCTAHOBJIEHA M HACTPOCHA Ha 3aIlyCK BPYYHYIO.

Cwm. pasnen ABTOMaTHYECKOE aBapHﬁHOe NCPCKIIHOYCHUC CJ'Iy)K6BI aucreryepa .

HeobxoauMble ycnousi

Ecnu yxe ycTaHOBIEHBI Ipyriue KOMIIOHEHTHI MH(pacTpyKTypa Kak yciyra, Hy’KHO HCHOJIb30BaTh CO3JaHHYIO

naposbHyto (pasy 06a3bl JaHHBIX.

(mommomaMTENHEHO) UTOOB! YCTaHOBUTH KOMIOHEHT «Ciyk0a mucteTdepa» Ha KaKoM-JIH00 BeO-caiiTe, Kpome

BeO-caiiTa 10 yMOJIUaHHIO, CJIEyeT co3/aTh BeO-callT Ha cepepe ciryxo IIS.

HWcnone3yiite unTepdeiic ynpasieHus ycrpoiictea VRealize Automation s 3amenst ceprudukara:
cepTH(HKAT TOJDKEH BKIIOYATh ITOJIHOE JOMCHHOE MMsi HOBOTO y3na. CM. pasjen 3amena cepmuduxamos 6

yempoticmee VReadlize Automation B pykoBojicTse o Ynpasienue VRealize Automation.

VYbenurech, uto cepTrduKaT, BEIIAHHBINA HEHTPOM cepTrduKamu, UMIopTupoBaH B IIS 1 uTo KopHEBOH
cepTU(UKAT WIN LEHTDP CEPTUGHKALNY SIBIAIOTCS JOBEPEHHBIMH. Bce KOMIIOHEHTBI IOACHCTEMBI

0aJaHCHPOBKU HArpy3KH JIOJKHBI UIMETh OJINH CepTU(HKAT.
Y6emutech, 9To moacucTeMa OaTaHCHPOBKH HArpy3Ku KOMIOHEHTa «Beb-caiiT» HacTpoeHa.

YcraHoBKa KOMIOHEeHTa «Beb-caiiT» MH(PacTPYKTYphl KaK YCIyTd ¥ JJAHHBIX JTUCTIETYepa MOJICIH.

Mpouenypa

1

HpI/I HCIIOJIB30BaHUH ITOJCUCTEMBI 6aJ'IaHCI/IpOBKI/I HArpys3Ku OTKIHOYUTE APYTUC y3Jibl, HAXOAAIHNCCA B HCI&/‘IY u

yOenuTech, 4To TpapuK HANPABISETCS HA HYKHBIH y3ell.

ITomumo 9TOT'0, OTKIHOYUTC TPOBCPKU pa6OTOCHOCO6HOCTI/I IIOACUCTEMBI 6aHaHCI/Ip0BKI/I Harpysku, IoKa BCC

KoMIoHeHThI VRealize Automation He OyayT yCcTaHOBJICHBI U HACTPOCHBI.

[lenkHuTe TPaBOM KHOMKON MbIIIHU (aiin ycTaHOBKU setup__vrealize-automation-appliance-

FQDMa5480 . exe u BeIOCpUTE MMyHKT 3aNyCTUTH OT HMEHU aIMHHUCTPATOPA.
Haxxmute knonky /lanee.

HpI/IMI/ITC YCJIOBUA JTUIEH3MOHHOTO COTJIAICHUA U HAXXMUTE KHOIIKY I[anee.
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5. Ha crpanunue Bxosa ykakxute y4eTHbIC JaHHBIC aIMHHUCTpATOpa [uisl ycTpoiicTBa VRealize Automation n

npoBepbTe ceprudukar SSL.
a) Bseaure uMs none3oBaresst OOt U Mapob.
BBeaure maposib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure [IpunsiTe cepruduxar.
B) Illenkuute [IpocMoTpeTs cepTH(UKAT.

CpaBHHTE OTIICYATOK CepTH(HKATa C OTIICYATKOM, 3aJaHHBIM Jis ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicrea VRealize Automation moxuo mocMoTpeTh B Opay3epe KIHEeHTa MpH
NOJIy4eHHH JocTyna K uHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

mopt 5480.

6. Haxwmure kHonky [lasiee.
7. Ha crpanune «Tun ycranoBku» Beibepure napametp Iosib30BaTeIbcKasi yCTAHOBKA.

8. Ha crpanune «Tun ycraHoBku» Ha BkIaake «Beibop komnoneHTos» BbiOepute CepBep HHPPACTPYKTYPBI

KaK YCJIyTH.

9. [lpumure KOpHEBOE PACIOJIOKEHNE YCTAHOBKH MM BbiOepHuTe KoMaHy I3MeHUTH U BHIOEPUTE 1Ty Th

YCTaHOBKH.

Jlaxke B pacrpe/ielieHHOM Pa3BEPTHIBAHUU WHOTAa MOKHO YCTaHOBUTH HECKOJIBKO KOMITOHEHTOB

Wudpacrpykrypa Kak yciayra Ha ogHoM cepBepe Windows.

[Tpu ycraHOBKE HECKOJIBKUX KOMIIOHEHTOB MH()pacTpyKkTypa Kak yciyra Beria UCIOJIb3yHTe OAMH U TOT XKe

MyTh.

10. Haxxmute kHomky Jdanee.

11. Beibepure pazgen Cay:x6a qucnerdepa Ha crpanune Ilosib30BaTesbcKasi yCTAHOBKA cepBepa

HHPPACTPYKTYPhI KAK yCJIYIH.

12. B texcroBoM note CepBep HHPPACTPYKTYPHI KAK YCIYTH YKOKUTE KOMIOHEHT BeO-cepBepa

Wudpacrpykrypa Kax yciyra.

IMapametp Onucanne

C nojpcucremoii 6alaHCMPOBKM HArpy3Ku  BBeauTe mosnHoe JOMEHHOE UMs M HOMEp MOPTa MOACUCTEMbI OaTaHCUPOBKH HATrPy3KH
IUTSL KOMIIOHEHTa Beb-cepBepa UndpacTpykrypa Kak yciyra, web-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.

be3 MOICHUCTEMBbI 63H2Hcl/lpOBKl/I BBSI[I/ITG TI0JTHOC TOMEHHOE UMsI 1 HOMED IIOpTa KOMIIBIOTEPA, HA KOTOPOM YCTaHOBJICH

HATpy3KH KOMITOHEHT BeO-cepepa MHppacTpykTypa Kak yciyra, web.mycompany.com:443.

He BBoaute IP-anpeca.

ITo ymomyanuto ncnonb3yercst mopt 44 3.

13. Bsibepute mapamerp Y3ell X0JI0IHOTO pe3epBUPOBAHMS JIJIsl AaBAPHITHOI0 BOCCTAHOBJIEHHUSI.
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14.

15.
16.

17.

18.

19.
20.

21.

22

23.

BriOepute BeO-caiiT B crivicke JOCTYIHBIX MJIM IIPUMHTE BeO-CalT MO0 YMOJUAHHMIO Ha BKIIajKke Bed-caiiT

aAMUHHCTPHPOBAHUS U JUCIIeTYEPa MOJEIH.

B rexcroBom nonie Homep mopTa BBeuTE TOCTYITHBIN HOMEp MOPTa WM NpUMHTE TTOPT 443 10 yMOJIYaHHIO.
lenkuure IIpoBepuTh NPUBSA3KY, YTOOB! YOSIUTHCS, YTO HOMEpP TOpPTA JIOCTYIEH ISl HCIIOIb30BaHMU.
Bribepure ceptudukar st 5TOro KOMIIOHEHTA.

a) Ecmm ceprudukat 65U1 IMIIOPTHPOBAH TOCTE HaYajla yCTAaHOBKH, HAKMUTE KHOTKY OOHOBHTH, 9TOOBI

OOHOBUTH CIHCOK.
6) B cromcke JJocTynHble cepTUUKATHI BRIOCpUTE cepTU(UKAT IS MCTIOTH30BAHUS.

B) HpI/I HUMIIOPTE CCpTI/I(i)I/IKaTa C HCIIOHATHBIM MMCHCM, KOTOpLIﬁ HC 0T06pa>1<aeTc51 B CIIMCKC, CHUMHUTC

¢duaxxoxk OTOOpa3UTh cepTHPUKATHI ¢ HOHATHBIMU HMEHAMH ¥ HOKMHUTE KHONIKY OOHOBHUTD.

[Ipu ycranoBke B cpefie, I71¢ HE UCIONIB3YETCsl MOICHCTEMa OaTaHCHPOBKN HAarpy3KH, YTOOBI HE BBIOUPATH
ceptuukar, MoxxHo BeIOpaTh Co31aTh camo3aBepsiionuii cepTudukat. [Ipn ycTaHOBKE TOMOIHUTENBEHBIX
KOMITOHEHTOB «Beb-caiiT» 11 moacucTeMsl OaaHCUPOBKH HArpy3KH HE CO3/laBaifiTe caMO3aBEPSIOIINE
ceptudukarsl. iMmoprupyiite cepTuduKar u3 0CHOBHOrO BeO-cepBepa HHYPACTPYKTYPHI KaK yCIyTH, YTOObI

HCTIONb30BaTh O/INH CEPTU(HKAT Ha BCEX CEpBEpax IS MOACUCTEMBI OAaTaHCHPOBKH HArPY3KH.

(moronauTenbHO) Lllenkuute [IpocMoTpeTh cepTHdUKAT, TPOCMOTPUTE CEPTUPHKAT U HAKMUTE KHOIIKY

OK, 9T0OBI 3aKPBITH OKHO CO CBEICHHUSIMHU.
Haxxmute knonky JlaJiee.
IIpocmoTpuTe peaBapuTEIbHBIC TPeOOBAaHM H HAXMHTE KHOTIKY [lasiee.

Ha crpanune «IlapameTpsl cepBepa U y4eTHOH 3amucu» B TEKCTOBBIX MOJsIX UHpopManus A8 HACTPOHKHU
cepBepa BBEANUTE MM MOJIB30BATEIS U TAPOJIb MOIb30BATENS YUETHON 3alHCH CITykKObI, KOTOPBII MMeeT

MPUBUJICTUN aIMUHUCTPATOPA HAa TCKYIIEM CEPBCPEC YCTAHOBKHU.

ITonp30BaTeneM y4eTHOH 3aMKCH CIyKOBI JOJIKHA OBITh OJJHA yUETHAs 3alMCh JIOMEHA C MPUBMICTUSIMU Ha
Ka)KJIOM paclpe/IelIecHHOM cepBepe HH(PPACTPYKTYpPbI Kak yciyru. He ucnosp3yiite yueTHble 3ancu

JIOKAJIbHOW CHCTEMBI.

BBGZ[I/ITG MapoJIbHYIO (bpa3y JJIA CO3JaHMs KJIro4Ya HII/I(i)pOBaHI/IH, KOTOpBIﬁ HCIOJIB3YCTCA IJId 3alllAThL 0a3bl

JTaHHBIX.

IapameTp Onucanne

Ecau B 37T0ii cpene yxe ycranapauBaauch B texcrosom nose ITaponbnas ¢gpasa u IloaTBepaxaeHne BBEUTE CO31aHHYIO paHee

KOMIIOHEHTBI MapoJbHYI0 (pasy.

Ecan YCTaHOBKA BBINOJJHACTCH BIEPBbIE B TexcroBom mose l'[apom,naﬂ (l)pasa n “O)ITBEp)K}]eHl/le BBEIUTE MMAPOJIBHYIO 6ppa3y.

Vcnone3yiite 9Ty maposibHyI0 (ppasy KakAblil pa3 IpH yCTaHOBKE HOBOTO KOMIIOHEHTA.

CoxpaHuTe MaposibHyIo (pa3zy B HaJACKHOM MeCTe JJIsl ITOCIIEIYIONIEro HCIOIb30BaHNUSI.

B tekcToBoM mone paszena CBeqennst 00 ycranoBke 6a3 1anubix Microsoft SQL ykaxkure cepsep 6assi

JIAHHBIX MHPPACTPYKTYPBI KaK YCIYTH, UMsi 0a3bl JaHHBIX U CIIOCOO MPOBEPKH MOJIMHHOCTH.

3TO Te cBeAEHUsI O cepBepe 0a3bl JaHHBIX MHPPACTPYKTYPBI KaK YCIYTH, UMst 0a3bl JaHHBIX U CIIOCO0

MIPOBEPKHU MOITMHHOCTH, KOTOpPhIE OBIIH 3aaHbI paHee.
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24, Haxwmure kHOTIKY [lastee.
25. IlleakHUTE DIEMEHT Y CTAHOBHTh.

26. [locne 3aBeprieHns ycraHoBKH cHuMHTE (uiakok IIpoBecTn yepe3 npoiece nepBOHAYAIBLHOI HACTPOHKH U

HaXmuTe KHONKY [Jlasiee.

27. llenkuute 31emeHT ['oTOBO.

CnegytoLme waru

m  YroObl ycTaHOBJICHHBIH KOMIIOHEHT «Citykba ucnerdepa» rapaHTHPOBAHHO BBIMOJIHSI POJIb PE3EPBHOTO
9K3eMIUIsIpa, yoenurech, uTo ciyxba VRealize Automation e paboraer, 1 yCTaHOBHUTE TSI HEE THII
3anycka «Bpyunyro».

m  CuCTeMHBIH aJMUHHACTPATOP MOXKET U3MEHHUTH CIIOCOO NPOBEPKH MOTMHHOCTH, UCIIOIb3yeMBIH IS 1OCTyna
K 0aze manHbIXx SQL Bo Bpems BbinonHeHwus (1ociie 3aBepiueHus ycranoBku). Cm. paszuen Hacrpoiika noctyna

K Oase manHbIX laaS B ciyxbe Windows.

YctaHoBka Distributed Execution Manager

VYcranosute Distributed Execution Manager, ykazas aist HEro oJiHy U3 JIByX pOJICi: OPKeCTpaTop Win
pabouwnii mpouecc. HeodxoanmMo ycTaHOBHTB O KpaliHeW Mepe 1o oJHoMY 3k3eMIursipy DEM s kaxmoii ponu.
Kpome 3Toro, MOXKHO yCTaHOBHUTH JIOTIOJHUTENBHBIE dK3eMILIApbl DEM 1 nomnepixku aBapuitHOTo

MEPCKIOYCHUA U o0ecrneueHus: BLICOKOM JOCTYITHOCTH.

CHCTeMHBII aIMUHICTPATOP JOJKEH BBIOPATh YCTAHOBOYHBIC KOMITBIOTEPHI, KOTOPBIE COOTBETCTBYIOT
MpeBaApUTEIILHBIM CUCTEMHBIM TpeboBaHusIM. Dk3eMIusipel DEM ¢ ponbio opkecTpaTopa u pabouero nporecca

MOTYT HaXOJHUThCS Ha OJTHOM KOMIBIOTEPE.
[Tnanupys ycranoBky Distributed Execution Manager, cienyer yuutsiBath ciienyronme GakTopsl.

m  Jlucnieruepsr DEM c posbio opkecTpaTopa NoAaep KUBAIOT BHICOKYIO JOCTYITHOCTD 110 CXEME «aKTHBHBIN-
aKTUBHbIH». Kak npaBuiio, Ha Ka’kZioM KOMIIBIOTEPE CO CIy>KOOH AucIeTdepa yCTaHABIUBACTCA OJHH

komroHeHT DEM c pornbio opkectpartopa.

u OpKeCTpaTop CJICAYCT YCTaHaBJIMBATh HAa KOMIBIOTEPE C HAACKHBIM CCTEBBIM MOAKIIOYCHUEM K Y31y

JIACTIETIEPa MOJICTH.

m  Pekomennyercst ycraHOBUTH BTOPOH dk3eMiuisip DEM ¢ posbio opkecTpaTopa Ha ApyroM KOMIBIOTEPE s

ABAPUITHOIO MEPEKITIOYEHMSL.

m  Kak npasuno, sx3emmuisapsl DEM ¢ ponbio pabouero mpolecca yCTaHABIUBAIOTCA Ha CEPBEP ¢ KOMIOHEHTOM
«Ciryx6a nmucnerdepa» HHOPACTPYKTYPHI KaK YCIYTH WM Ha OTASNBHBINA cepBep. CepBep TOMKEH HMETh

CCTCBOC MOJAKIOYCHHUEC K Y3J1y AUCIECTUCPAa MOJCIIN.

m  MOJXHO YCTaHOBHTD JOMOTHUTEIBHBIC dK3eMIUIIpsl DEM s pe3epBupoBaHus M MacmITaOUpPyEeMOCTH.

Heckonbko OK3CMIUIAPOB CJIIEAYET YCTAHOBUTHL HA OAHOM KOMIIBIOTEPE.

CyImecTBYIOT ompeneieHHbIe TpeOoBaHus K ycTraHoBke DEM, KoTOpBIe 3aBUCAT OT MCIIOIB3YEMBIX KOHETHBIX

touek. CMm. pazaen Y3zen Distributed Execution Manager Uudpacrpykrypa Kax yciyra.
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YctaHoBka gucnetyepos Distributed Execution Manager

Heo0x01uMo ycTaHOBUTH KaK MHHUMYM OiMH padounii nmporiecc DEM u onun opkectparop DEM. Tlponecc

YCTAHOBKH 3TUX KOMIIOHEHTOB IPOHUCXOJAUT OANHAKOBO.

Jucneruyepsl DEM ¢ posbio opkecTparopa moJIepyKUBal0T BHICOKYIO IOCTYITHOCTh 10 CXEME «aKTHBHbBII-
aKTUBHBIN». Kak MpaBuiio, Ha KaKI0M KOMIIBIOTEpPE CO CIYKO0H AMUCIeTYepa yCTAHABINBACTCS OJMH KOMIIOHEHT
DEM c ponbio opkectpatopa. Komnonentst DEM ¢ posbio opkectpaTopa u pabodero mporecca MOKHO

YCTaHaBJIMBATb HAa OAHOM KOMIIBIOTEPEC.

Heobxoaumble ycriosus
3arpy3ka cpezcrBa ycranosku Mudpactpykrypa kak ycnyravRealize Automation.

[Tepen ycranoBkoit HoBoro padouero nporecca DEM skcnoprupyiite ceprudukaTt U3 BUPTyaJIbHOIO yCTpOicTBa B
ycraHoBke VRA ¥ IMIOPTHPYHTE €r0 B MECTO XPaHEHHs JOBEPEHHBIX KOPHEBBIX CEPTU(HKATOB JUIS JIOKAIHLHOTO

KOMITBIOTEPA.

Mpouenypa

1. IllenkuuTe mpaBoii KHOMKOW MbiK (aitn ycranoBku setup__vrealize-automation-appliance-

FQDMa5480 . exe u BeIOCpUTE IMyHKT 3aMyCTUTH OT HMEHU aIMHUHUCTPATOPA.
2. Haxwmure kHomKy [lasiee.
3. [IlpumuTe ycI0OBHs JMIIEH3HOHHOTO COTJIALICHUS 1 HAKMUTE KHONIKY [laJee.

4. Ha crpanuie BXo/a yKaXUTe YUETHbIC JaHHbIC aIMHHUCTpATOpa [uisl ycTpoiicTBa VRealize Automation n

mpoBepbTe cepTudurar SSL.
a) Bseaute ums nonb3oBatens root u maposns.
Beenute napoib, yKa3aHHBII IPpU pa3BepThIBaHUM ycTpolicTBa VRealize Automation.
6) Brioepute IIpunsaThL ceprudurar.
B) enknure IlpocMoTpeTh cepTHdHUKAT.

CpaBHHTE OTIIEYATOK cepTH(HKATa C OTIICYATKOM, 3aJaHHBIM 11 ycTpoiicTBa VRealize Automation.
Ceptudukar ycrpoiictsa VRealize Automation MoxHO mocMoTpeTs B Opay3epe KIHeHTa IpU
NoJyueHHuH Joctyna K nHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

nopt 5480.

5. Haxwmure xHonky JlaJee.
6. Ha crpanune «Tun ycranoBku» BeiOepute napamerp Iloab3oBaTenbckasi yCTAaHOBKA.

7. Ha crpanuue «Tun ycTraHOBKU» Ha BKIaake «Beibop komronentos» Beioepure Distributed Execution
Manager.

8. Ilpumure KOpHEBOE PACIONOKEHNE YCTAHOBKH MM BbiOepHuTe KoMaHy I3MeHUTH U BHIOCPUTE 1Ty Th

YCTaHOBKHU.

I[an(e B pacrip€aCJICHHOM Pa3sBEPTHIBAHUN MHOI' LA MOKHO YCTAaHOBUTH HECKOJIBKO KOMIIOHEHTOB

Wudpactpykrypa kak yciyra Ha ongHoM cepBepe Windows.
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10

1.

12.

13.

14.

15.

16.

17.

18.

[Ipn ycraHoBKe HECKOJIBKHX KOMIIOHEHTOB MH(]pacTpyKTypa Kak yciryra Bcerjia HCIoiIb3yiTe OJJMH U TOT JKe

My Th.

Haxxmute knonky JlaJiee.

IIpocmoTpuTe peaBapuTEIbHBIC TPeOOBAHMS M HAXMHTE KHOTIKY [lasiee.

BBenute y4ueTHbIC JaHHBIC, KOTOPBIC OYAYT UCIIOIB30BAThCS ISl pAOOTHI KOMIIOHCHTOB.

VdeTHas 3anuch CJ'Iy)K6I>I JOJDKHA UMETH IMPUBUJICTHUU JIOKAJIbHOT'O aIMUHUCTPATOPA U SABJIATHCS yquHoﬁ
3alMUCbI0 JOMCHA, UCIOJIB3YEMOI'O B IMPOIECCC YCTAHOBKU laaS. Yuernas 3anuce CJ'Iy)K6I)I C IPpUBWICTUSAMHU Ha

Ka)KJIOM pacrpe/eliecHHOM cepBepe |aaS He noymkHa ObITh yueTHOM 3amuckio Local System.
Haxxmute kHonky JaJiee.

B packpsiBatomemcs merro Poas DEM BriOepuTe THTT YCTaHOBKH.

IMapamerp Onucanne
Pa6ounii npouecc DK3eMILISp ¢ PoJbI0 pabodero mporuecca OTBEYAET 3a BBIOJHEHHE PabourX MPOIECCOB.
OpkecTpaTop OpkecTpatop KOHTpoIHpyeT padoty sk3emiuripa DEM, 3amymenHoro B kagecTse

pabouero nporecca, BKIIOYas INIAHUPOBAHKE M IPEIBAPUTEIBHYIO 00pabOTKy pabounx

IIPOIECCOB, a TAKKE OTCIICKUBACT €TI0 COCTOSTHUE B CETHU.

B rexcroBom nonre Mmst DEM BBenuTe yHukambHOEe HMSI, KOTOpoe HACHTH(UIPYET 3TOT aucterdep DEM.

Wwmst He nomkHO coziepxath npodensl. Kpome Toro, ero ainHa He JoipkHA npeBbimaTh 128 cumBosios. [Ipu
BBOJIC IMEHH, KOTOPOE MCIIOIBL30BAIOCH PaHee, Ha dKpaHe MOSBUTCS clieayromniee coobmmenne: «9to nmsi DEM
yke cymecTByeT. UToObl BBeCTH Jpyroe uMs [uisd atoro aucrnerdepa DEM, naxxmute xkHonky "/a". B ciydae

BOCCTaHOBJICHUS WJIH TepeyCTaHOBKH aucrieTdyepa DEM ¢ TeM ke nmeHeM HakmuTe KHONKY "Het"».
(momomuuTenbHo) B mone Onucanue DEM BBenuTe omrcanue 5TOro SK3eMIuisipa.

B texcroBsie nonst Ums y3ua cay:xk0bl gucnerdepa u Ums y3iia Be0d-ciy:k0bl AncneT4yepa MOJAeIU BBEIUTE

COOTBETCTBYIOIIIMC MMEHA Y3JI0B 1 HOMEpA IMOPTOB.

ITapameTp Onucanne

C HO):ICI/ICTeMOﬁ 6anancnpomm HArpy3sKu BBGI[I/ITG TIOJTHOC NTOMEHHOE UM 1 HOMED IOpTa IMOACUCTEM 6aJIaHCI/IpOBKI/I HarpysKu st
KOMIIOHCHTA CJ'Iy)KGI;I JAUCTIETYEpa U Be6—cepBepa, Ha KOTOPOM pasMeIaeTCs AUCIIETYED
Mozeneil, mgr-svc-load-balancer.mycompany.com:443 n web-load-
balancer.mycompany.com:443.

He BBoaute IP-anpeca.

Be3 noacucreMbl 6a1aHCHPOBKH Beeaure mosiHOE JOMEHHOE UMS M HOMEP T10PTa KOMIIBIOTEpa, Ha KOTOPOM yCTAHOBIIEH
HArpy3KH KOMIIOHEHT CJIyOBbI IUcTieTdepa, u BeG-cepBep, Tie Pa3MelleH UCIIeTIep MOJIENIeH,

mgr-svc.mycompany.com:443 u web.mycompany.com:443.

He BBoauTe IP-anpeca.

[To ymosrganuro ucnonssyercs mopt 443.

(momomHMTENHEHO) YTOOR MPOBEPHUTH MOIKIIOUEHHUE K CIIy)KOe AnucmeTyepa U BeO-ciayx0e aucrerdepa MOACIH,

menkHute [IpoBeputs.

Haxwvure xHonky 106aBUTD.
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19. Haxwmute kHomKy Jdamee.

20. [IleakHHUTE 3JIEMEHT Y CTAHOBHUTb.

21. [locne 3aBeprieHus ycTaHOBKH cHUMHTE (uiakok IIpoBecTn yepe3 npoiece NepBOHAYAIBLHON HACTPOHKH U

HaXmuTe KHONKY [Jlasiee.

22. lllenxuute snemeHt I'oToBo.

CnegytoLme waru

m  VOenurech, 4TO Ciryk0a paboTaeT U B KypHasle HET coo0ImeHni 00 ommoOkax. Mms ciyxObl mpeacTaBisier
coboii komouHaru Pors—Hms nast VMware DEM, rae pons — Orchestrator wim Worker. Xypran
naxoaurcs B manke /nstall Location\Distributed Execution Manager\Name\Logs.

m  YTtoObl yCTAaHOBUTH JAOIMOJHUTENBbHBIE SK3eMILIIphl DEM, BBITTOIIHUTE OMMCAHHYIO MPOIIETYPY CHOBA.

Hactpoiika DEM ans nogknioveHus k SCVMM Ha gpyrom nyTn yCTaHOBKU

[To ymomuanwuto juisi ¢aiina koHpuryparmu padodero nporecca DEM ucnonb3yercst craHIapTHBIN MyTh
YCTAHOBKH KOHCOJIM AMCIeT4Yepa BUpTyanbHbix Mamua Microsoft System Center (Microsoft System
Center Virtual Machine Manager, SCVMM). Ecnu ycranoBuTh koHcob SCVMM He B pacmoioxkeHue mno

YMOJTUYAHHIO, TTIOTpedyeTcss OOHOBUTH (paiii.

DTy npoueaypy HYKHO BBIMOJIHATH TOJIBKO MPHU HAJHYUK KOHEYHBIX ToueK U areHToB SCVMM,

Heobxognmbie ycnosus
m  lI3BecTeH MCHONB3yEeMBIH HE 110 YMOIYaHUIO MyTh, IJle yCTaHoBJIeHa KoHconb SCVMM.

Jlanmee mpuBeeH CTaHIAPTHBIN MyTh, KOTOPBIH HEOOXOIMMO U3MEHHTE B (aiiyie KOHQUTYpaInu.

path="{ProgramFiles}\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"

Mpoueaypa
1. Ocranosute ciayx0y padouero nporecca DEM.
2. Orxkpoiite crieayromi Gaiin B TSKCTOBOM PeIaKTope.

Program Files (x86)\VMware\vCAC\Distributed Execution Manager\instance-name
\DynamicOps.DEM. exe.config

3. Haiigure paznen <assemblylLoadConfigurations>.

4. OOHOBHTE KaXKIBIH MyTh, UCIOJB3YsI CIACAYIOMUI IPIMEp B Ka4ECTBE HHCTPYKIIHH.

<assemblyLoadConfiguration>
<assemblies>
<!— List of required assemblies for Scvmm ——>
<add name="Errors" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
<add name="Microsoft.SystemCenter.VirtualMachineManager" path="D:\Microsoft System Center 2012
R2\Virtual Machine Manager\bin"/>
<add name="Remoting" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
<add name="TraceWrapper" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager
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\bin"/>
<add name="Utils" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
</assemblies>

</assemblyLoadConfiguration>

5. Coxpanwure u 3akpoiite ¢aiin DynamicOps.DEM.exe.config.

6. IlepesamycTure ciyx0y padouero npormecca DEM.

PesynbraTtbl

JlononHuTenbHbIe CBEJCHUS CM. B pazjene Padoune nporeccel DEM ¢ SCVMM.

JlomomHUTENbHEIC CBeIcHHS O TToaroToBke cpensl SCVMM u co3manun koneunoit Toukn SCVMM cwm. B paznene
Hacmporiixa vRealize Automation.

HacTporika goctyna k 6a3e gaHHbix laaS B cnyx6e Windows

CucTeMHbBII aMUHHCTPATOP MOXKET U3MEHUTDH CHOCO0 MPOBEPKHU MOATMHHOCTH, UCTIOIb3YEMBbIl JUIs JOCTYIA K
6a3e manHbIx SQL BO BpeMs BBITIOTHEHUs (IIOCIIE 3aBEpICHUs YCTAaHOBKHU). 110 yMOIUaHHIO YIOCTOBEPCHUE
Windows y4eTHO# 3amucH, BOIIEAIICH B CHCTEMY, UCIIONIB3YETCsl TS TOKITIOYCHUsI K 0a3e AaHHbIX MOCIE ee

YCTaHOBKHU.

BkntoyeHne goctyna k 6ase gaHHbIX MHPPACTPYKTYPbI KaK YCNyrn U3 y4eTHOW 3anncy nonb3oBatens
Cnyx0bl

Ecnu 6a3a manubpix SQL ycTaHOBIICHa Ha OTIEIBHOM OT CITY>KOBI JHICTIETIEpa Y3JI€, TOCTYII K 0a3e NaHHBIX W3
CITy>KOBI UCIIeTYepa MOJKECH OBITh BKIIFOUCH. ECii 101p30BaTelb, OT KIMEHH KOTOPOro OyneT paboTaTh JuUcCIeTdep
CITy>KOBI, SIBISICTCS BIIAJICIbIIeM 0a3bl JaHHBIX, HUKAKUX JeHcTBUI He Tpebyercs. Ecimu moip3oBaTenb He sSBISCTCS

BJIAAC/IBLICM 0a3bl JAaHHBbIX, CHCTEMHBIN AIMHUHUCTPATOP JOJIKCH MPEAOCTABUTh €EMY HOCTYII.

Heobxognmbie ycnosus
m  BriOop crenapus 6a3bl 1aHHbIX |aaS.

] Y6CZ[I/ITCCL, YTO MOJIb30BAaTCJIb, OT UMCHHU KOTOPOTO 6y,£[eT pa6OTaTb JAUCIICTYCD CJ'Iy)K6BI, HC ABJIACTCA

BJIaJIENIbIIEM 0a3bl JAHHBIX.

Mpouenypa

1. Ilepeiinure k monkaranory basa naHHBIX B KaTanore, IJie pacliakoBaH yCTaHOBOYHBIN ZIP-apxuB.
2. MUzsnekute apxuB DBInstall.zip B nokanbHBIN KaTauor.

3. Boiigure B y3en 6a3sl JaHHBIX Kak I0Ib30BaTENb ¢ poubio sysadmin s sksemmispe SQL Server.
a4

. HW3amenute VMPSOpsUser.sql u 3amenure Bce sx3emmunsipel $(Service User) monb3oBarenem (u3

mara 3), OT UIMEHH KOTOporo OyzeT paboTaTh ciyk0a aucrerdepa.
He 3amensiite ServiceUser B konie ctpoku Ha WHERE name = N'ServiceUser'.
5. Orkpoiite SQL Server Management Studio.

6. Bribepure 6a3y panubix (VCAC o ymonyanuio) B paszzene ba3bl JaHHBIX B 00JacTH cleBa.
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7. lllenkuure Co3maTh 3ampoc.
Otkpoetcs okHO SQL-3amnpoca B 0bsacTy cripasa.
8. B okHe 3anpocoB BCTaBbTe M3MEHEHHOE coaepikumoe (aitna VMPSOpsUser.sql.

9. Illenxunte BBINOJIHUTD.

PesynbraTtbl

Joctym k 0a3e JaHHBIX BKIIOYEH M3 CIYXKOBI AucmeTdepa.

HacTtpolika ncnonb3oBaHusl NPOBEPKN NOANMHHOCTM SQL ansa yyetHom 3anucu cnyx6 Windows

ITo ymomuanuto yueTHas 3amuch ciryx0s1 WINAOWS ucmosb3yercs A1 JOCTyma K 0a3e JaHHBIX BO BpEMs
BBIMOJTHEHUSI, JaKe €CIIH ISl ATOM 0a3bl JaHHBIX HACTPOEHA MPOBepKa NoAaruHHOCTH SQL. MOKHO 3aMEeHUTH

MPOBEPKY MOIMHHOCTH BO BpeMmst BbimosiHeHus: Windows ua nposepky SQL.

[TpranHO# A71st UI3MEHEHUS TPOBEPKU MOITMHHOCTH BO BPEMsI BBITIOJIHEHHUSI MOXKET OBITh, HAPUMEp, TO, YTO Oaza

JaHHBIX HAXOAUTCA B HCHAZC)KHOM JTOMCHC.

Heobxoanmble ycnosus

Yo6enurech, uro 6a3a nanneix SQL Server vRealize Automation cymecrsyer. Haunute ¢ paznena Bridbop

crieHapus 0a3bl JaHHBIX laas.

Mpoueaypa

1. Hcnone3yst y4eTHyto 3anuch ¢ MPUBUIICTUSIME aJIMUHHUCTpaTopa, BoiauTe B cepsep Windows

WnudpactpykTypa Kak yciayra, Ha KOTOPOM pa3MeIleHa CITy:k0a Jucnerdepa.

2. B paznene CpeacrBa axmunucrpupoBanusi > Cuay:k0sl octanoBute ciyx0y VMware vCloud
Automation Center.

3. Ortxkpoiite creayromiue (Gaiibl B TCKCTOBOM PEIaKTOpE.

C:\Program Files (x86)\VMware\vCAC\Server\ManagerService.exe.config
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Web\Web.config

4. B xaxaom ¢aitne naiiinte pasnen <connectionStringss>.
5. 3amenwure
Integrated Security=True;
Ha
User Id=database-username;Password=database-password,

6. Coxpanure u 3aKpoiiTe (ailibl.

ManagerService.exe.config
Web.config

7. 3anycrure ciayxx6y VMware vCloud Automation Center.
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8. Bocnons3yiitech KoMaHI0i iisreset, 4ToOBI epe3ammycTuts |IS.

MpoBepka cnyx6 MHPPACTPYKTYpbl KaK yCcnyru

[Tocne ycTaHOBKM CHCTEMHOMY aJIMHHHCTPATOPY HEOOXOANMO MPOBEPHUTH paboTy Ciyk0 HHPPACTPYKTYpPhI Kak
yeayru. Ecnu cimy»x0bl paboTaloT, yCTaHOBKA BBIIIOJIHEHA YCIIEIIHO.

Mpoueaypa

1. Ha pabouem croie WindOws komIibroTepa HHPPACTPYKTYphl Kak YCIYTH MOCIEI0BATEIbHO BhIOEpUTE

3eMEeHTbl AIMHUHHCTPHPoBaHue > Ciryxk0bl.

2. Haiigure cienyronme cioyX0bl 1 yoennTech, YTO OHM MPEeOBIBAIOT B cocTosTHIM «PaboTaer», a s mapamerpa

«Tun 3aIllyCKa» YCTaHOBJICHO 3HAYCHHUC «ABTOMATHYECKH.

s DEM VMware: «Opkectpatop» — Hms, tae Mus — 3710 cTpoka, ykazanHas B okHe Umsi DEM Bo

BpPEMs YCTAaHOBKHU.

s DEM VMware: «Pabounit nmponiecc» — Hwms, e Mwsa — 3T0 cTpoka, ykasanHas B okHe Mmsa DEM o

BpPEMs YCTAaHOBKHU.
m  Arenr VMware vCloud Automation Center: Mus azenma.
m  Cuyxb6a VMware vCloud Automation Center.

3. 3akpoiite okHO CiryKOBI.

YcTtaHoBKa areHToB VRealize Automation

B vRealize Automation ucnonp3yroTcst areHTsl Ui HHTETPAlUU C BHCITHUMHE cucTeMaMu. CHCTEMHBIN
AJIMUHHCTPATOP MOXKET BHIOPATH, KAKKE areHThl YCTAHOBUTD, YTOOBI 00ECIIeYuTh OOMEH JaHHBIMH C JIPYTHMHU

wiaTopMaMu BUPTyaTU3alny.

Jost ynpaBiieHns BHEITHUMHE cucTeMaMu VRealize Automation ncmomnb3yer clieayronye TUIbl areHTOoB:
m  [Ipokcu-arentsl runepeusopa (VSphere, cepsepsr Citrix Xen u Microsoft Hyper-V)

m  Aredtsl uHTeTpanuu EPI

m  Arente VDI

m  Arentsr WMI

YroObl 00ecneynTh BEICOKYIO JIOCTYITHOCTh, MOYKHO YCTaHOBUTH HECKOJIBKO areHTOB JUISl OJJHOM KOHEYHOH TOUYKH.
YcraHOBUTE KaX/Iblil 3 PE3EPBHBIX areHTOB Ha OTACILHOM cepsepe. IIpu 3ToM Aiist HUX cleyeT 3a1aTh
OJITHAKOBOE MMS M OJIMHAKOBBIE MTapaMeTphl. Pe3epBHBIC areHTHl 00eCIeYNBAIOT HEKOTOPYIO CTEIEHb
OTKa30yCTOWYMBOCTH, HO HE 00ECIIeUunBAalOT aBapuifHOe nepekodeHne. Hampumep, eciam Bbl yCTaHOBUTE JjBa
arenra VSphere — onuH Ha cepepe A, a BTopoil Ha cepsepe b, n cepBep A cTaHeT HEOCTYIHBIM, areHT,
yCTaHOBIICHHBIN Ha cepBepe b, mpomomkut 06paboTky pabounx 31eMeHTOB. TeMm He MeHee, areHT Ha cepBepe b He

MOXET 3aBEpIINTH 00padOTKY paboyvero ajaeMeHTa, KOTOPHIH y)ke Hayaln oOpadaThIBaTh areHT Ha cepBepe A.
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Mo>KHO BBIOpaTh YCTaHOBKY arcHTa VSphere xak 4acTh MUHHUMAJIbHON YCTAHOBKH, HO 10 €€ 3aBEPIICHUN MOXKHO
TaKke A00aBUTh JPyrHe areHThl, B TOM YHCIIE JAOTOJHUTENbHBIN areHT VSphere. PacnpenenenHoe
pa3BepThIBAaHKE MPEyCMATPUBACT YCTAHOBKY BCEX arcHTOB IO 3aBEPIICHUU 0a30BOW pacIpe/ICICHHON YCTaHOBKH.

YcraHaBIMBaeMble areHTHI 3aBUCAT OT PECYPCOB HHPPACTPYKTYPBI.

I[OHOJ'IHI/ITCJ‘H;HLIG CBCACHUA 06 UCIIOJIb30BAHUHN ar¢HTOB vSphere CM. B pasjelic Tp66OBaHI/1$1 K aréHTamMm
vSphere.

YcTtaHoBKa 3HavyeHna RemoteSigned ansa nonuTuKK BbIMOMTHEHNSA
PowerShell

Jyis BBITIOJTHEHUS JIOKAIBHBIX ciicHapueB PowerShell st monutuku Beimonnenus PowerShell nyxHo

n3MeHnTE 3Hauenne ¢ Restricted ma RemoteSigned umu Unrestricted.

JlononHUTeNbHbIC CBEJCHHS O MOJUTHKE BhimoaHeHus PowerShell cm. B pazaene Cratsbs Microsoft
PowerShell o nonurrkax BeinosnHenus. Eciu ynpasienue noiautikoi Beinonnenuss PowerShell
OCYIIECTBIISICTCSL HA YPOBHE TPYIIIOBBIX MOJIUTHK, 0OparuTech B ciryk0y M T-nonaepskku, uTodbl y3HaTh 00
OrpaHUYCHUSIX 10 U3MEHEHHIO MOJHUTHK, U rnpoutuTe crathio Craths Microsoft PowerShell o mapamerpax

rpynroBbIX MOJIUTHK.

Heobxoaumble ycnosusi

m  [lepen ycraHoBKOit areHTa yoeautech, uto Microsoft PowerShell ycranopieHa Ha y3ie yCTaHOBKH.
TpeOyemast BepcHs 3aBHCHUT OT ONIEPALIOHHOI CUCTEMBI y3J1a yCTAHOBKH. J{OMOJIHUTENBHbIE CBECHHS CM. B

LlenTtpe cnpaBku 1 nojiepkKu Maikpocodr.

m /s moydeHus NOTONHUTENIBHBIX CBEICHUH O MOJIHUTHKE BBINOMHEHHs: PowerShell samyctute komanay help
about_signing wiu help Set-ExecutionPolicy B komaHaHOil ctpoke PowerShell.

Mpoueaypa

1. Hcnonp3ys yueTHYIO 3alUCh aIMUHICTPATOPA, BOWIUTE HA y3ell HHPPACTPYKTYPHI KaK YCIIyTH, TS

YCTAHOBJIEH arc¢HT.

BsiGepure IMyck > Bee nporpammet > Bepcus Windows PowerShell > Windows PowerShell.

st 3nauennss RemoteSigned Beinonuute komanay Set-ExecutionPolicy RemoteSigned.

s 3nauenus Unrestricted BeimonnuTe komManay Set-ExecutionPolicy Unrestricted.

y6eﬂI/ITeCL, YTO BBINTOJIHEHUE KOMAH/bI 3aBEPIINIOCH 0e3 oImmoOoK.

o U A W N

Beenure Exit B xomanmHoi# crpoke PowerShell.

BbiGop cueHapust yCTaHOBKW areHTa

Br10op areHToB, KOTOpBIE HEOOXOMMO YCTAHOBUTD, 3aBUCHT OT BHEIITHUX CHCTEM, C KOTOPBIMU HYXKHO

BBITIOJITHUTH UHTCTPAlUIo.
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Tabnuua 5-10. Beibop cueHapust areHTa

Cuenapuii HHTErpanuu TpeOoBaHMsl K aTeHTY M CBSI3aHHbIE C HUM NPOLEIypPhI

HOI[FOTaBHHBaﬁTe 06J'Ia'-IHLIe KOM]'IBIOTepLI l'[yTeM I/IHTCFpaLH/H/I C He Hy)KH() yCTaHaBJ’II/IBaTB arcHT.
obJyiagHoOl cpezol, Takoil kak Amazon Web Services wm Red
Hat Enterprise Linux OpenStack Platform.

HOL[FOTaBHHBaﬁTe BUPTYaJIbHBIE MALIWHBI ITYTEM HHTErpaliuu co VYcraHoBka u HﬂC'I‘pOﬁKa IIPOKCHU-areHTa Jajis vSphere

cpenoit vSphere.

INoxrorapnusaiiTe BUpTyajbHble MAIIMHBI ITyTEM HHTErPALIUHU CO YcraHoBka npokcu-areHta uis Hyper-V wim XenServer

cpenoit Microsoft Hyper-V Server.

IMoxrorapnupaiite BUPTyallbHbIC MALIMHBI ITyTEM HHTETPALIMH CO B VYcraHoBKa npokcu-arenta st Hyper-V wmm XenServer
cpenioit XenServer. ®m  VYcranoska arenra EPI s Citrix

TloaroraBnuBaiiTe BUPTyaabHbIC MALIMHBI ITyTEM HHTETPALUK CO B VYcranoska arenta VDI gns XenDesktop

cpenoii XenDesktop. ®  VYcranoska arenta EPI qus Citrix

B nporecce moaroToBku moib3yiTecs cueHapmsimvu Visual Basic VYecranoska arenta EPI s ciienapues Visual Basic

nepen HOL[I‘OTOBKOI\;I KOMIIBIOTEpPA, ITOCJIE HEC WJIU IIPU OT3BIBE.

CobupaiiTe faHHBIE C TOATOTOBICHHBIX KOMIIBIOTEPOB MO VYcranoska arenta WMI st ynanenssix 3anpocos WMI
ynpasienueM WiNndOws, HanpuMmep CBEJEHHS O CTaTyce BiaJelbla
xoMmibioTepa B Active Directory.

HOI[FOTaBHHBaﬁTe BUPTYaJIbHbIC MAIIMHBI ITyTEM MHTErpaliu He HYXHO yCTaHaBJIMBaTb arcHT.

TF000H APYTroil MoIep)KUBaeMOil BUPTYaIbHOM IIIaTGOPMOIi.

MecTo yCTaHOBKM areHTa u TpeboBaHns K yCTaHOBKE

CucTeMHbII aIMUHHCTPATOpP, KaK MpaBHIIO, yCTAHABIMBACT areHThl Ha cepBep VRealize Automation, na

KOTOPOM pa3MCEUIICH aKTUBHBINA KOMIIOHEHT CJ'Iy)K6I>I AUCIeTICpa.

Eciu areHT yCTaHOBJICH Ha JAPYroM y3jie, KOH(GUTYpAIHsl CETH J0/DKHA 00CCIICYUTh CBSA3b MEXKIy arcHTOM U

KOMIBIOTEPOM, Ha KOTOpOﬁ YCTaHOBJICHA cnyxc6a JAUCIieTYEepa.

Kax/iplii areHT ycTaHaBIMBaeTCsl C yHUKaJIbHBIM UMEHEM B CBOM coOCTBeHHBIN Katanor Agents\agentname B
Katanore ycranoBku VRealize Automation (kak npasuio, Program Files(x86)\VMware\vCAC), a ero

koHpuryparus xpanutes B (aitne VRMAgent . exe.config B aTom karanore.

YcTaHOBKa M HacTpouKa rnpokcu-areHTa ans vSphere

CHCTeMHOMY aIMHHUCTPATOPY HEOOXOIUMO YCTaHOBHUTH MTPOKCU-ATrCHTHI, 9YTOOBI 00ECIICYNTh OOMEH TAaHHBIMHU C
IK3eMIUIIpamMu cepBepa VSphere. AreHTsl 00HAPYKUBAIOT JOCTYIIHYIO padoTy, MOIYyYat0T CBEACHUS 00 y3/1ax U
COO0IIAIOT 00 U3MEHEHHH COCTOSHHS PA00YMX IEMEHTOB Ha «3aBEPIICHO», a TAKXKE JPYTHX U3MEHEHHUIX

COCTOSAHMA y3J1a.

TpeboBaHus k areHTam vSphere

VYueTHbIe JaHHBIE KOHEUHOH Touku VSphere win te, KOTopble Oy/IeT HCIO0Ib30BaTh areHT, JOJKHBI
MPEOCTABIIATh AJIMUHUCTPATUBHBIA TOCTYII K Y3y YCTaHOBKH. ATeHTHI VSPhere noimKHBI COOTBETCTBOBATH

KOH(pUTYpannoHHbIM TpeboBanusiM VRealize Automation.
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Y4yeTHble JaHHble

[Tpu coznanuu KOHEYHOH TOUKH JUIst dKk3eMIuipa VCenter Server, ynpasiieHneM KOTOPbIM OyAeT OCYIIECTBISTh
areHT vSphere, MoxHO BbIOpaTh, KaKne YUETHbIC JaHHBIC OH Oy/IeT MCHOIb30BaTh ISl B3AaUMOJICHCTBHS C

vCenter Server, — ucrosb30BaHHbIC ISl B X0/1a B CIIYKOy MM Apyrue yKa3aHHbIE YUeTHbIC JaHHbIE.

Ipusuierust VApp . Import no3BosisieT BBIOIHUTH pa3BepThIBAHUE KOMIIbIOTEpa VSphere ¢ moMoripto
mapamMeTpoB, UMIIOPTHPOBaHHBIX U3 (aitna OVF. Ceenenus o npumierud VSphere MokHo HalTH B
JoKyMeHTarmu 1o komriekty VSphere SDK. Ecnu mmaHupyercst vcnonb30BaTh KOHEUHYIO TOUKy VSphere s
pa3BepThIBaHUs BUPTYaIbHBIX MalinH 13 mabdionoB OVF, ybenurech, 4To Ha CBSI3aHHOM C ATOW KOHEYHOM

Toukoi cepBepe vCenter Server yuernsie ganHble BKIo4atoT npusmiernio VApp . Import nns vSphere.

B crienyroreii tabuine mepeduciIe bl pa3penieHrs Ha ydeTHbIe TaHHbIe KOHEYHO! Touku VSphere s
ynpasienus sk3emiusipom VCenter Server. Paspemiennst 10JKHBI ObITh BKIIIOYEHBI ISl BCEX KJIACTEPOB

vCenter Server, a He TOIbKO KJIacTepa, Ha KOTOPOM OHHU OYIyT PacCIIOOKEHBL.

Tabnuua 5-11. Pa3spelueHuns, Heobxoammele areHTy vSphere ans ynpasneHusi ak3emnnsipom vCenter
Server

3HayeHue aTpudyTa

Knacrep

KnaCTep XpaHUIUIAa JaHHBIX

ITanka

I[J'ISI BCEX PETUOHOB

Paspeumenue

Boipenenune npoctpancTa

ITpocMoTp XpaHUIMILA JTAHHBIX

HaCTpOﬁKa KJlacT€pa XpaHWJINIa JaHHBIX

Coszanue marnok

VaneHue marok

praBHeHI/Ie MOJIE30BATCIIBCKUMHA anPIGyTaMI/I

VYcTaHOBKA MONIB30BATENBCKUX aTpUOYyTOB

Cetb Hasnauenue cetu
Paspemrenust Paspemrenne Ha n3MeHEHHE
VAPP Wmmnopt
Kondurypamus npunoxenus VAPP
Pecypc Ha3nadyeHue BUPTyaIbHOH MAIINHEL IIyJly PECypcoB
IlepeHoc BBIKIIIOUCHHOM BUPTYaJIbHON MaIlIuHBI
Ilepenoc BKIIFOUEHHOH BUPTYyalbHOM MaIlIMHbI
BupryanbHas mammna Hepapxus Co31aH1e Ha OCHOBE CYLIECTBYIOLLEH
Co3natb
Ilepemectuts
Y nanurs

MHurepakTuBHOE 3a7aHue

VMware, Inc.
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Tabnuua 5-11. Pa3spelueHuns, Heobxoammele areHTy vSphere ans ynpasnenusi ak3emnnsipom vCenter

Server (pomomkeHue)

3navenue aTpudyTa

VMware, Inc.

Kouduryparms

IToxroroska

CocrosiHue

Paspemenue

BzaumopieiicTBIE ¢ KOHCOIIBIO
IMoaxouenne ycrpoiicra
Brikimrouenue

Bxirouenune

Copoc

IIpuocraHoBUTH

VYcTanoBka cpeicTB

JloGaBiieHue CyIEeCcTBYIOIIEro UCcKa
JloGaBieHHe HOBOTO JHCKA
JlobaBieHue iy yaneHue ycTpoicTsa
VY nanenue ucka

JlonoTHUTEIIEHO

M3menenne xonmnyectna LI1
W3menenue pecypcos

Pacmmpenne BHPTYaIbHOTO AHCKA
OtcnexxuBanue H3MCHCHUH Ha AUCKE
IMamsTs

Vi3MeHeHne mapamMeTpoB ycTpoiicTa
IlepenmenoBanue

Jlobapnenue annoraiuu (Bepeuu 5.0 u Oonee mo3aHeit)
ITapameTpsl

Pazmenienue (aiiaoB moakauku
Hacrpoiika

KitornpoBaHue mrabiIoHOB
KnonupoBanue BUpTyanbHON MalInHbI
PazBepThiBaHue 11120JOHOB

Urenne crienu(UKaMU HACTPOIKN

COSZ[B.HI/IE? MOMCHTAJIbHOTO CHUMKAa
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Tabnuua 5-11. Pa3spelueHuns, Heobxoammele areHTy vSphere ans ynpasnenusi ak3emnnsipom vCenter
Server (pomomkeHue)

3HaueHue aTpudyTa Paspemenne

VY naneHne MOMEHTAIBHBIX CHUMKOB

BoccTaHoBHTh M3 MOMEHTAIILHOTO CHUMKa

OTKJIIOUHTE WIN IEPEeHACTPOHTE CTOPOHHEE IPOrpaMMHOE 00ECIIeUeHHe, B pe3yIbTaTe paboThl KOTOPOIO MOXKET
MU3MEHHUTBCSI COCTOSIHUE TIMTAHUSI BUPTYAIbHBIX MAIIMH, HEe MpuHaUIexkamux k VRealize Automation. Dtu
M3MEHEHHs] MOT'YT IIOBIIMSTH Ha ynpasiieHue VRealize Automation »u3HEeHHBIM [UKJIOM KOMITBIOTEPOB.

YctaHoBKa areHTa vSphere

VYcranosure arent vSphere st ynpasnenus sx3emiuiipamu VCenter Server. UtoObl o6ecnednTh BBICOKYIO
JIOCTYITHOCTh, MO’KHO YCTaHOBHTBH BTOPOW pe3epBHBIN areHT VSphere mst toro xe sk3emmuipa vCenter Server.

CneayeT Ha3BaThb U HACTPOUTH arCHThI VSphere OAWHAKOBO W YCTAHOBUTH MX HA Pa3sHBIX KOMIIBIOTEpax.

Heobxoanmble ycnosus
m  YcranoBute MHppacTpyKTypa Kak yciyra, BKIOUas BeO-cepBep U y3ell CIyKObl Tucrerdepa.

] Y66Z[I/IT€CL, YTO MCKAY AOMCHOM KOMIBIOTEPA, Ha KOTOpLII;'I YCTAHABJIIMBACTCA areHT, 1 JOMCHOM, Ha KOTOPOM

YCTaHOBJICHBI KOMIIOHCHTHI HHYPACTPYKTYPHI KaK YCIYTH, CYNICCTBYIOT OTHOILICHHUS TOBEPHSL.
m  Y0emutech, 9To TpeboBaHUs B TpeboBanus k areHTaMm VSphere ObUIH BHITIOTHEHBI.
m  Ecnu koHeuHast Touka VSPhEere mis 3Toro areHra y»e co3JaHa, 3alulliuTe e¢ UMsl.

m  3arpyska cpezcrtBa ycraHoBku MubpacTpykrypa kak ycnyravRealize Automation.

Mpoueaypa

1. IllenkuuTte mpaBoii KHOIKOW MbIiH (aiin ycraHoBku setup__vrealize-automation-appliance-

FQDMa5480 . exe u BbIOEpHTE MYHKT 3aIyCTHTh OT HMEHH a/IMUHHCTPATOPA.
2. Haxwmure kHOTIKY [lasee.
3. [lpumure ycioBus JMIEH3MOHHOTO COTJIALICHUS M HAKMUTE KHOIIKY [lasiee.

4. Ha crpaHuIe BX0oJa YKaKUTE YUeTHbIC JaHHbIC aIMHHUCTpaTopa I ycTpoiictBa VRealize Automation u

nposepbTe ceprudukar SSL.
a) Beaure nms nonpzoBatens root u maposs.
BBenure mapouib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) BriOepure IIpunsite cepTuduxar.
B) Illenkuute IIpocMoTpeTs cepTH(UKAT.

CpaBHHUTE OTIIEYATOK cepTH(HUKATa ¢ OTIEYATKOM, 3aJaHHBIM JUIsl ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicrea VRealize Automation moxno nmocMoTpeTh B Opay3epe KIUEeHTa MpH
NOJTy4YeHHH JI0CTyNa K uHTepdeiicy ynpasnenus ycrpoiictBoM VRealize Automation uepes

nopt 5480.
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1.

12.

13.

VMware, Inc.

Ha crpanune «Tun ycranoBkn» Boioepute napamerp Ioab3oBaTtesbekas ycTaHOBKA.
B ob6mactn «Br16op kommoneHToB» BeIOepuTe IIpOKCH-areHTHI.

[TpumuTe KOpHEBOE PACHIOIOKEHNE YCTAHOBKH MM BbIOepHuTe KoMaHty I3MeHUTH U BBIOEPHTE Ty Th

YCTaHOBKH.

I[ame B pacCrpecaCciCHHOM pa3BCPThIBAHUU NHOI/Ida MOXKXHO YCTAHOBUTH HECKOJBKO KOMIIOHCHTOB

WudpactpykTypa Kak yciayra Ha ogHoM cepBepe Windows.

[Ipn ycraHoBKe HECKOJIBKHX KOMIIOHEHTOB MH]pacTpyKTypa Kak yciryra Bcerjia HCIoiIb3yiTe OJJMH U TOT JKe

My Th.

Haxxmute kHonky JlaJiee.

Ha ycTaHOBOYHOM KOMIIbIOTEpE BOWANUTE B CUCTEMY C MpaBaMu aJIMHHUCTparopa ciyx6 Windows.
Criyx0a noymKHA OBITh 3aITyIICHA Ha TOM K€ YCTAHOBOYHOM KOMITBIOTEPE.

Haxxmute kHonky aJjiee.

B criucke Tum arenta Beioepure VSphere.

B texcroBoMm mone UM areHTa BBEAWTE WACHTU(DHUKATOP IS 3TOTO areHTa.

Xpanure ¢aiia c UMEHEM areHra, y4eTHBIMU JaHHBIMH, IMEHEM KOHEYHOW TOYKHM M MHpOpManueit 0o
9K3eMIUIIPE TUIATGOPMBI I KaXKIO0TO areHTa. JTa WHPOpPMAaLus MOHATOOUTCS I HACTPOWKHA KOHEUHBIX

TOYEK M JTOOABJICHUS Y3JI0B B OyyIIEeM.

Baskuno! [lns obecrieyeHs BEICOKOH HOCTYITHOCTH MOXKHO 1OOABUThH PE3epPBHBIC areHTHl M HACTPOUTH MX

AaHAJIOTHN4HO. I[y6J'II/IpOBaTB areHThl HeoOSI3aTEIbHO.

ITapamerp Onucanne

PesepBHbIii areHT VYcranaBnuBaiiTe pe3epBHbIC areHTHl Ha PA3IMIHBIX CEPBEPaX.

HaswiBaiite u HaCTpaHBaﬁTe PE3EPBHLIC ar€HThI aHAJIOI'UYIHO.

ABTOHOMHBIW areHT Hasnaubte AréHTy YHUKaJIbHOC UMS.

Hactpoiite moaxiroueHue K y3i1y ciy:KObl aucnietdepa MHPpacTpyKkTypa Kak yciayra.

IMapametp Onucanne

C nojcucremMoii 6aJaHCHPOBKM HATPY3KM  BBeuTe 10JIHOE JIOMEHHOE MMsl M HOMEp MOpTa MOJICUCTEMbI OaJaHCUPOBKU HArPy3KU
st kommnonenTa «Ciykba qucmerdepa», mgr-svc-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.

Be3 noacucreMbl 0aIaHCHPOBKH Baemure moiHOE TOMEHHOE UMsI i HOMED MOPTa KOMITBIOTEPa, HA KOTOPOM YCTAHOBJICH
HArpy3KHu kommnoHeHT «Ciyx0a ucnerdepa», mgr-svc.mycompany.com:443.

He BBoauTte IP-anpeca.

ITo ymomyanuio ncnonb3yercst mopt 44 3.
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14.

15.

16.

17.
18.

19.

20.

21.

22,

Hacrpoiite noakirouenne k Bed-cepBepy MudpacTpykTypa Kak yciyra.

IMapametp Onucanne

C nojcucremMoii 6aJaHCHPOBKM HATPY3KH  BBeuTe MoiHOE JOMEHHOE MMs M HOMEp MOpTa MOJCHCTEMbl 0alaHCUPOBKU HArpy3Ku

JUTsl KOMIIOHEHTa Beb-cepBepa, web-load-balancer.mycompany.com:443.

He BBoaute IP-anpeca.

be3 MOACHCTEMbI 6anaﬂcupomm BBGI[I/ITG TIOJTHOC TOMEHHOE UMsI 1 HOMED IIOPTa KOMIIBIOTEPA, HA KOTOPOM YCTaHOBJICH

HAIpy3KH KOMIIOHEHT BeO-cepBepa, web.mycompany.com:443.

He BBoaute IP-apeca.

Io ymourdanuio ucnonb3yercst mopt 443.
[lenkuure [IpoBepuTH, YTOOBI IPOBEPHUTH MOAKIIOYCHUE K KAKIOMY U3 Y3IIOB.
BBeaute nMs KOHEUHOM TOYKH.

Mmsa xoneunoil Touky, 3aganHoe B VRealize Automation, 1oipkHO cOOTBETCTBOBATHL UMEHU KOHEYHOM
TOYKH, YKa3aHHOMY Jyisi IPOKcH-areHTa VSphere Bo Bpemst yCTaHOBKU. B MPOTHBHOM cilyuae KOHEYHast

TOYKa He OyAeT (QYHKIMOHUPOBATH.

Haxxmute kHonky Jl00aBMTh.

Haxxmute kHonky JlaJiee.

Haxmure KHOIIKY Y CTaHOBHUTD, YTOOBI HA4YaTh YCTAHOBKY.

Yepes HECKOJIBKO MUHYT TOSIBUTCSI COOOIIEHNE 00 YCIIECIIHOM 3aBEPIICHUN OIEpaIiy.
Haxxmute kHonky HaJjiee.

[Ienxuure snement I'oToBo.

Yb6emutech, 9TO yCTAaHOBKA BBITIOJTHEHA YCIIEIIHO.

23. (monosiHUTENEHO) J{00aBbTE HECKOJIBKO areéHTOB B PA3IMYHBIX KOH(PUTYPALMSIX U KOHEUHYIO TOUKY B paMKax

TOM K€ CHCTEMEI.

CnepytoLme waru

Hacrpotiika arenta vSphere.

Hactpolika areHTa vSphere

Hacrpoiire arent VSphere B mporecce MOArOTOBKH K CO3/[aHUIO M MCIIOJIb30BAHMIO KOHEUHBIX ToYek VSphere B

cxeMax sneMeHToB VRealize Automation.

CriyxeOHast mporpaMMa MPOKCH-areHTa UCIOIb3YeTCsl, 9YTOOBI N3MEHUTH 3aIIn(pOBaHHbBIC YacTH (aiiia

KOH(UTypalMy areHTa WK MOJUTUKY yAaJIeHHs: KOMIIBIOTEPOB sl TIaT(OopM BUPTyaIH3aluy. 3anppoBbIBACTCS

TOJIBKO 4acTh (paitna kongpurypanuu arenta VRMAgent. exe. config. Hanpumep, 3ammdpoBbiBaeTcs pasjen

serviceConfiguration.

VMware, Inc.
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Heobxoaumble ycrnosusi

HMcnosp3yst ydeTHYI0 3aich ¢ MPUBHIICTHSAMA aIMUHHCTpaTopa, Boiaute B cepBep Windows Nudpactpykrypa

Kak ycjyra, Ha KOTOpOM yCTaHOBIIEH areHT VSphere.

Mpouenypa
1. Orxkpoiite komanHyt0 cTpoKy WINAOWS B KayecTBe aMUHHCTPATOPA.
2. l3MeHwuTe MANKy yCTaHOBKH arcHTta, rae adgent-name — mamka, B KOTOPO# coaepkutest areHt VSphere.
cd %SystemDrive%\Program Files (x86)\VMware\vCAC\Agents\agent-name
3. (momomHUTENHHO) UTOOH! TPOCMOTPETH TEKYIIHE MapaMeTphl KOHOUTYPAIINH, BBEIUTE CICAYIONIYI0 KOMAHIY.
DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config get
[anee npuBeneH npuMep pe3ysibTaTa KOMaHIbL.
managementEndpointName: VCendpoint
doDeletes: True
4. (momoysHUTENHHO) YTOOB! M3MEHUTH MMSI KOHCYHOW TOYKH, HACTPOCHHOW IPH YCTAHOBKE, BOCIIONB3YHTECH
cienyoue KoMaHI01.
set managementEndpointName
Hamnpumep: DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set managementEndpointName my—
endpoint
DTOT MPOIECC MOKHO HCII0JIb30BaTh ISl IEPSMMEHOBaHUs KOHEUHOU Touku B VRealize Automation
BMECTO TOT'O, YTOOBI MEHATH KOHEYHBIE TOUKH.
5. (momosiHuTENHHO) YTOOB! HACTPOUTH MOJUTUKY YIAICHUS BUPTYaIbHBIX MAIIUH, BOCIIOIB3YHTECH CIICAYIOIICH
KOMAaH/I0H.
set doDeletes
Hamnpumep: DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set doDeletes false
ITapamerp Onucanne
HCTHHA (ITo ymomuanuio.) Y paneHue BUPTYaTbHBIX MAIHH, yaaJeHHbIX B VRealize
Automation, u3 vCenter Server.
J10Kb Iepemernenne BUPTYaTbHBIX MaIllHH, yaaleHHbIX B VRealize Automation, B karamor
VRMDeleted B vCenter Server.
6. Bribepute snementsl CpencrBa agMuHUCTpUpoBanus > Ciy:K0bl U IIepe3aryCTuTe CIry’)k0y arenra

VRealize Automation — agent-name.

CnegytoLme waru

Yt00BI 00€CICUNTh BBICOKYIO JOCTYNHOCTb IJIs KOHEYHOU TOYKH, MOKHO YCTAaHOBUTb U HACTPOUTH pe3epBHLIﬁ

areHT. Y CTaHOBHUTE Ka)KAbIH U3 PE3EPBHBIX areHTOB HAa OTAEIBHOM cepBepe. [Ipn 3ToM Ul HUX ClielyeT 3a/1aTh

OAWHAKOBOC UM U OJJUHAKOBBLIC TApaMETPhI.
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YctaHoBKa npokcu-areHTa ans Hyper-V unn XenServer

CHCTEeMHBIN aJIMUHUCTPATOP YCTaHABIMBAET MPOKCU-areHThl, YTOOBI 00eCTIeunTh OOMEH TaHHBIMHU C
IK3eMIULIpamMu cepBepa Hyper-V u XenServer. Arentsl 00HapyKHBaIOT JIOCTYIHYIO paboTy, MOIy4atoT
cBeZieHHs 00 y37aX ¥ COOOMIAI0T 00 M3MEHEHUHU COCTOSHUS pabovrX dIEeMEHTOB Ha «3aBEepIIeHO», a TAKKe IPYTUX

HU3MCHCHHUAX COCTOSAHHUSA Yy3Ja.

TpeboBaHus k Hyper-V n XenServer

I[J'Iﬂ YCTaHOBKH MPOKCHU-arc¢HTOB I'MIICPBU30pPaA Hyper—V Tpe6yIOTC$I YUYCTHBIC JaHHbIE CUCTEMHOT'O

aIIMHHHCTPATOpA.

YueTHEIC JaHHbIC, C UCIIOJIb30BAHUEM KOTOPBIX 6yz1eT 3aryuicHa cnyn<6a arcHra, JOJI)KHbI OBITH HaJICJICHBI

IpaBaMy aJIMHHNACTPATOpPA Ul JOCTYTIA K y3]Iy YCTaHOBKH.

VYueTHbIe JaHHBIE C NIPaBaMK aMUHHCTpaTOpa TPeOYIOTCS JUIs BeeX IK3eMILIIpoB XenServer uinun Hyper-V na

y351aX, KOTOPBIMH OyJIeT yNpaBisITh areHT.
Ecnu ncnone3yrorest mysiel XenN, To Bee y3JIbl B UX Mpejienax Heo0X0MMO HASHTH(OUIIMPOBATH C TOMOIIBIO

ITOJIHBIX JJOMCHHBIX UMCH.

Ipumeuanune Ilo ymomuanuro Hyper-V He HACTpOeH Ajis yaajeHHOro ynpaenenus. [Ipokcu-arent VRealize
AutomationHyper-V He MoxeT 00MeHHBaThCs JAHHBIME C cepBepoM Hyper-V, eciiu yaajaeHHoe ynpaBieHue

HC BKIIFOYCHO.

JlomomHUTEIRHEBIE CBEICHUS O HAacTpoiike Hyper-V mis yoaaeHHOTO YIpaBIeHUS CM. B TOKYMEHTAIIUH 110
Microsoft Windows Server.

YctaHoBka areHTa Hyper-V unmn XenServer

Arent Hyper-V ynpasiser sxk3emiusipamu Hyper-V Server. Arentr XenServer ynpasiser SK3eMIusipaMmu
cepBepa XenServer.

Heobxoanmble ycnosus
m  YcraHoBute MH(ppacTpykTypa Kak yciyra, BKIFOUast BeO-cepBep U y3ell CIyKObI TUcCIeTdepa.
m  3arpyska cpeiactBa ycraHoBku MH(bpacTpykTypa kak yciayravRealize Automation.

u y6e,HI/ITeCL, YTO MPOKCHU-Ar€HThI THIIEPBU30pa Hyper-V HUMCIOT YYETHBIC JAaHHBIC CUCTECMHOI'O

aIIMHHHCTPATOPA.

u VGCI[I/ITCCL, YTO YUCTHBIC JaHHBIC, C UCIIOJIb30BAHUEM KOTOPbLIX 6y,ueT 3alyiicHa cny>K6a arcHra, HaJICJICHBI

IpaBaMy aJIMHHNACTPATOpA JUIs JOCTYTIA K y3]Iy YCTaHOBKH.

m  YOenurech, 4TO BCe SK3eMIULIpEl XenServer wimm Hyper-V Ha y3mnax, KOTOpsIMU OyJIeT yIpaBisTh areHr,

HUMEIOT YUCTHBIC JaHHBIC aIMUHUCTPATOpA.

u Ecmm HCHOJIB3YIOTCS IMYJIbL Xen, 06paTI/ITe BHHUMAHUEC, YTO BCEC Y3JIbl B UX IMPCaACiax JOJIKHbBI OBITH

I/I,Z[eHTI/I(i)I/IL[I/IpOBaHLI C IIOMOIIIBIO ITOJTHBIX JOMCHHBIX UMCH.
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VRealize Automation se MoxxeT 0OMEHHMBATHCSI JAHHBIMH C y3JI0M, KOTOPbIH HE HACHTU(GUIIMPOBAH T10

MOJTHOMY JIOMEHHOMY MMEHH B ITyJie X€N, UK yNPaBIsTh UM.

] HaCTpOﬁTe Hyper—V JJId yIaJICHHOT'O YHIpaBJICHU, I1T06])I 06€CH€‘II/ITL 06MeH JaHHBIMU MEKIY CEPBCPOM
Hyper-V u npokcu-arentamu VRealize AutomationHyper-V.

I[OHOJ'IHI/ITGJ‘H;HLIG CBCICHUS O HaCTpOfIKe Hyper—V JUISL YI[EU'ICHHOFO praBJ‘[eHI/IH CM. B I[OKYMGHTaHI/II/I 10
Microsoft Windows Server.

Mpoueaypa

1. IllenkHute npaBoii KHONKOW MbIlHM (aiin yctaHoBKkU setup__vrealize—-automation-appliance-

FQDMa5480 . exe u BbIOEpHUTE MyHKT 3aIyCTHTh OT HMEHH aIMHHHCTPATOPA.
2. Haxwmure kHOTIKY [lasiee.
3. [lpumwure ycioBHs JIMIEH3MOHHOTO COTJIALICHUS] M HAKMUTE KHOIIKY [laJsiee.

4. Ha crpanuiie BXo/ia YKaXHUTe YUETHbIC JaHHbIE aJIMHHUCTPATOpa [uisi ycTpoiicTBa VRealize Automation u
nposepbTe cepruduxar SSL.

a) Bseaute nMs none3oBarens root u maposs.

BBeauTe naposib, ykazaHHbIH NPU pa3BepThIBAaHUU yCTpoiicTBa VRealize Automation.
0) Brioepute [IpunsaTes cepruukar.
B) Illenkuute [IpocMoTpeTs cepTHdUKAT.

CpaBHHUTE OTIIEYaTOK cepTH(UKaTa ¢ OTHEYaTKOM, 3aJaHHBIM JUIs yCTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiictBa VRealize Automation moxHo nmocMoTpeTh B Opay3epe KIUEeHTa MpH
MoJyueHHuH Joctyna K uarepdeiicy ynpasnenus ycrpoiictBom VRealize Automation uepes

nopt 5480.

5. Ha crpanune «Tun ycranHoBku» BeiOepute napamerp Iloab3oBaTenbckasi yCTAHOBKA.
6. Ha crpanuiie «Tun ycTaHOBKU» IICTKHUTC BBIGOP KOMIIOHEHTOB.

7. IlpumuTe KOPHEBOE PACHONIOKEHNE YCTAHOBKH MM BbIOepHuTe KoMaHy I3MeHUTh U BBIOEPHTE Ty Th

YCTaHOBKH.

I[ance B PpACIIPCACIICHHOM PAa3BCPThIBAHNU MHOI'Id MOXKXHO YCTAHOBUTH HCCKOJIBKO KOMIIOHCHTOB

Wudpacrpykrypa kak yciyra Ha ogHom cepsepe Windows.

[Tpn ycraHoBKe HECKOJIBKHX KOMIOHEHTOB MH(]pacTpyKTypa Kak yciryra Bcer/ia HCIOIb3yiTe OJUH U TOT K€

Iy Th.

8. Haxwmure kHOTIKY [lasee.

9. Ha ycTaHOBOYHOM KOMIIBIOTEPE BOWANTE B CUCTEMY C IpaBaMu aJIMHHUCTparopa ciayxo Windows.
Ciry0a toyKkHa OBITh 3alyILeHA HAa TOM XK€ YCTAHOBOYHOM KOMITBIOTEpE.

10. Haxxmute kHomky Janee.
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11. B cnucke Tum arenTa BoiOepUTE areHr.

m  Xen

= Hyper-V

12. B tekctoBoMm nosie Msi arenTa BBeanTe UACHTH(OUKATOP ISl ATOTO areHTa.

XpaHI/ITC q)aﬁn C UMCHCM arcHra, y4CTHbIMU JaHHbIMU, UMCHEM KOHEYHOH TOYKHU 1 HH(bOpMaHHeﬁ 00

9K3eMIUIIPE TUIATGOPMBI IS KaXKIO0TO areHTa. JTa WHPOpPMAaLns MOHATOOUTCS I HACTPOUKHA KOHEUHBIX

TOYEK M JTOOABJIICHUS Y3JI0B B OyIyIIEeM.

Baskuno! [lns obecrieyeHUs BEICOKOH HOCTYITHOCTH MOXKHO JOOABUTH PE3EpPBHBIE areHTHl M HACTPOUTH MX

AHAJIOTH4HO. I[y6J'II/IpOBaTB areHThl He0OSI3aTEIbHO.

ITapamerp

Pe3epBHblii areHT

ABTOHOMHBIW areHT

Onucanue

VcranaBnuBaiiTe PE3CPBHBIC ar€HTHI Ha Pa3JIMIHBIX CEPBEPax.

HaswiBaiite u HaCTpaHBaﬁTe PE3EPBHLBIC ar€HThlI aHAJIOTUYIHO.

Hasnaubte AréHTy YHUKaAJIIbHOC UMS.

13. CooOuire UMst areHTa aJMHUHUCTPATOPY MHQPACTPYKTYPHI KaK YCIyTd, KOTOPbIA HACTpauBaeT KOHEUHbIE

TOYKH.

YT0o0BI 00€CIEUNTh JA0CTyIl U 060p JAaHHBIX, KOHCYHasA TOYKa J0JI’KHa OBITH CBSI3aHA C aréHToM, HaCTPOCHHLIM

IS HEeE.

14. HacrpoiiTe moakiitoueHHE K Y37y ciyxO0bl nucnerdepa MHdpacTpykTypa Kak yciyra.

IMapametp

C noacucTeMoii 6aJaHCHPOBKH HATPY3KH

Be3 noacucreMbl 0a1aHCHPOBKH

HArpy3KH

Onucanue

Beeaure nosHoe JOMEHHOE UMSI U HOMEP TIOPTa TIOJCHCTEMbI OAIAHCUPOBKH HATPY3KH
st kommnonenTa «Ciykba qucmerdepa», mgr-svc-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.
Beemute moiHOe TOMEHHOE UMsI i HOMED MOPTa KOMITBIOTEPa, HA KOTOPOM YCTAHOBJIECH
kommnoHeHT «Ciyx0a qucnerdepa», mgr-svc.mycompany.com:443.

He BBoauTe IP-anpeca.

ITo ymomyanuio ncnonb3yercst mopt 44 3.

15. Hactpoiite moakmoueHne K BeO-cepBepy MHPpacTpyKkTypa Kak yciyra.

ITapametp

C nojacucremMoii 6aJIaHCHPOBKH HATPY3KH

Be3 noacucreMbl 0a1aHCHPOBKH
HArpy3KH

Onucanue

BBenute monHoe JOMEHHOE UM M HOMEp HOPTa MOJCUCTEMBbI OaTaHCUPOBKH HArPY3KH

IUTSL KOMIIOHEHTa Beb-cepBepa, web-load-balancer.mycompany.com:443.

He BBoaute IP-anpeca.

BBSI[I/ITe TIOJTHOC TOMEHHOE UMsI 1 HOMED IIOPpTa KOMIIBIOTEPA, HA KOTOPOM YCTaHOBJIEH

KOMITOHEHT BeD-cepBepa, web.mycompany.com:443.

He BBoauTe IP-anpeca.

ITo ymomyanuto ncnonb3yercst mopt 44 3.

VMware, Inc.
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16. Illenkuute [IpoBepuTh, 4TOOB NPOBEPHUTH TTOAKIIOUCHNE K KaXK/IOMY U3 y3JIOB.

17. BBeaure y4eTHble JaHHBIC MOIB30BATEIS C IPABAMU aJIMHHUCTPATOPA Ul IK3EMIUIIpa YIPaBIsEMOTO

cepBepa.
18. Haxwmure kHorky /[06aBUTH.
19. Haxwmute kHomKy Jdamee.
20. (momoauTENRHO) J[00aBETE €Ie ONMH arcHT.
Hanpumep, MoxHO 100aBUTh areHT Xen, eciu panee Obl1 1obasneH areHT Hyper-V.
21. Haxxmurte KHONKY Y CTAHOBHUTD, YTOObI HA4YaTh YCTAHOBKY.
Yepes HECKOIBKO MUHYT TIOSIBUTCSI COOOIIEHNE 00 YCIICIIHOM 3aBEpIICHUN OIEpPaIiu.
22. Haxxmure kHOKy daJee.
23. lllenkuute 31emeHT ['oTOBO.

24. Y0enuTech, 4TO yCTAaHOBKA BBIMOJIHEHA YCIEIITHO.

Cnegytowme waru

UYrto0bI 00€CIeunTh BEICOKYIO TOCTYITHOCTD I KOHEYHOW TOYKH, MOKHO YCTAaHOBHUTH U HACTPOUTH PE3CPBHBIN
areHT. Y CTaHOBUTE KaX/bIi U3 PE3ePBHBIX areHTOB Ha OTJEIbHOM cepBepe. [Ipu 3ToM [1sl HUX cliefyeT 3a/1aTh

OAMHAKOBOC MM U OJJMHAKOBBIC ITapaMETPHI.

Hactpotiika arenra Hyper-V wm XenServer.

HacTtponka areHTa Hyper-V unm XenServer

CucreMHEBIN AIMHUHUCTPATOP MOKET UBMCHUTDH MapaMETpPhI KOH(l)I/Il"ypaHI/II/I MPOKCU-arceHTa, HarpuMep MnOJIUTUKY

yianeHus wiaTGopM BUPTyaTu3anni. Bel MokeTe NCTONIB30BaTh CIYKEOHYIO MPOrpaMMy MTPOKCH-AreHTa, YTOObI

M3MEHUTh MCXOJIHBIE KOH(QUTYpaliH, 3anpoBaHHbIe B (aiiie KOHQUTypaluy areHTa.

Heobxoaumble ycnosusi

BOﬁHHTe B CUCTEMY, B KOTOpOﬁ YCTAaHOBJICH arc¢HT, ¢ IIpaBaMi CHCTEMHOI'0 aIMUHHUCTPaTOpA.

Mpoueaypa

1. BHecuTe U3MeHEHHUS B KaTajor YCTAHOBKH arcHToB, I'’IC Ggent_name — OTO KaTaJorI, B KOTOPOM HaXOAUTCA

MIPOKCH-AareHT, a Tak)Ke UMs, 1O KOTOPHIM YCTAaHOBJIEH areHr.
cd Program Files (x86)\VMware\vCAC Agents\agent_name

2. TlpocMoTpuTe TEKYIIUE MapaMeTpbl KOH(GUTYypaiuu.
Baeaure DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config get

Huxe IIPUBCACH IIPUMEP BbIX0J1a KOMaH/bI:

Username: XSadmin

VMware, Inc.
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3. Bseaute komaHIy Set, 4TOOBI U3MEHUTH CBOMCTBO, T1¢ Property (CBOWCTBO) — 3TO OJMH U3 MapaMETPOB B

Ta0IuIE.

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set property value (3nauenue

CBOICTBA)

Ecnu me BBecTH Value (3HaquI/IC), TO OporpamMma 3arpoCUuT y IMOJIb30BATCIsI BBOJ HOBOI'O 3HAYCHUSA.

CaoiictBo Onucanune

username  VMs monb3oBatess, HMEIOLIETO paBa aAMHHKCTpaTopa Uit cepBepa XenServer wmm Hyper-V, ¢ KOTopsIM areHT

oOMeHHBaeTCs JTAHHBIMH.

password  ITapoib [t MMCHH MOJIE30BATENS C MPABaMH aIMHHICTPATOPA.

4. lenknure Iyck > AgmunucrpupoBanue > Ciy:xk0b1 1 nepesanycrure ciyxx0y VRealize Automation
Agent - agentname (ums arexra).

Mpumep. N3MeHeHre yYeTHbIX AaHHbIX aaMUHUCTpaTopa

BBeaute crneayronyo KOMaHIy, YTOObI H3MEHUTh YUETHBIC TAHHBIC aIMHHUCTPATOPA sl TIaT(HOPMBI

BHPTYaJIH3alliH, YKa3aHHOH BO BPeMs YCTAHOBKH arcHTa.

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set username jsmith

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set password

CnepytoLme waru

Yro6bl 06eceUnTh BBICOKYIO JOCTYITHOCTD JUISi KOHEYHON TOYKH, MOXKHO YCTaHOBUTH U HACTPOUTH PE3EPBHBII
areHT. Y CTaHOBUTE KaXKJblil U3 PE3epBHBIX ar€HTOB Ha OTJCJILHOM cepBepe. [Ipu 3ToM A HUX cleqyeT 3aaaTh

OJMHAKOBOC UM U OAWHAKOBBIC ITapaMETpPhI.

YctaHoBka areHTa VDI ana XenDesktop

vRealize Automation ucnons3yer arentsl PowerShell VDI, uTo0bl peructpupoBath HOATOTABIMBAEMbIC UM

KOMIBIOTEPbIL Xen DeSktOp C UCIIOJIb30BAHMEM BHCIIHUX CUCTEM YIIPABJIICHUS BUPTYAaJIbHBIMU KOMIIBIOTCPAMU.

Arent unTerpamyun VDI mpenocTaBiseT BiaaesbliaM 3aperuCTPUPOBAHHBIX KOMIIBIOTEPOB MPSIMOE TIOKIIOUCHHE K
BeO-uHTepdeticy XenDesktop. MoxHo yctanoBuTh areHT VDI B kKauecTBe BBIICIICHHOTO areHTa, 4TO0BI
B3aMMOZEHCTBOBATh C OJHUM KOHTPOJUICPOM MPEROCTAaBICHHS BUPTyanbHBIX KoMmibioTepos (Desktop Delivery
Controller, DDC), nnu B kauecTBe 00IIEro areHTa, KOTOpbIi MOXKET B3aUMO/ICHCTBOBATh C HECKOJIBKUMHU

koHTposaepamu DDC.

TpeboBaHus k XenDesktop

CucrteMHOMY aJIMHHUCTPATOPY HeoOxomumo ycranoBuTh arent Virtual Desktop Infrastructure (VDI), aro6s
obecrieunTh HHTErpanuio ceppepoB XenDesktop B VRealize Automation.

UT0051 00eCTIeYnTh B3aMMOICHCTBHE ¢ HECKOIBKUMH CepBEpaMi, MOXKHO yCTaHOBUTH obmuit arent VDI. Tpu
YCTAHOBKE OZIHOTO BBIJICJICHHOTO areHTa Ha cepBep Julsl OaJaHCHUPOBKU HArpy3KH MJIM aBTOPU3ALMHA HEOOXOANMO
ykazath ums cepBepa DDC XenDesktop. BrineneHHbIH areHT MoskeT 00pabaThBaTh TOJIBKO 3alIPOCH Ha

perucTtpanunro, HalipaBJICHHbLIC Ha CEPBEDP, KOTOpHﬁ YKa3aH B KOH(i)I/IpraHI/II/I.
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YroObl y3HATh HHPOPMAIMIO O TOAEpKIBaeMbIX Bepcusix XenDesktop mus cepsepoB DDC XenDesktop, cm.
JToKyMeHT Mampuya nodoepocku VRealize Automation na Be6-caiite VMware.

YcTaHoBKa y3na 1 y4eTHbIX OaHHbIX

YyeTHbIC JaHHBIC, KOTOPBIC ar€HT UCIIOJB3YET IJIA pa6OTBI, JOJDKHBI IPEAOCTABJIATH a}IMI/IHI/ICTpaTI/IBHHﬁ J0CTyI

ko BceM cepBepam DDC XenDesktop, ¢ koTopbiMu B3aMMOIEHCTBYET areHT.

TpeboBaHusa k XenDesktop

Wwmsi, npucBoeHHoe y3iy XenServer Ha cepsepe XenDesktop, 10/mKHO COOTBETCTBOBATh YHUBEPCATLHOMY
YHUKaJIbHOMY uaeHTHukaropy myia Xen B XenCenter. JlonoaHuTenbHbIE CBEICHHS CM. B pa3jiene 3aj1anue

nMeHH y31a XenServer.

Cepgep DDC XenDesktop, ¢ momolipro KOTOporo HeoOX0IMMO 3aperuCTpUPOBaTh KOMITBIOTEPHI, JIOJKEH OBITH
HACTPOEH CICAYIOMINM 00pa3oM.

m  JIng Tuna rpynmsl WM KaTajaora HeoOX0IUMMO yCTaHOBUTH 3HaueHHe CyecTByeT, 4ToObl 00eCcIeYnTh

BO3MOKHOCTbH MCIOJIb30BaHusA ¢ VRealize Automation.

m  wmsa ysnavCenter Server na cepsepe DDC nomkHO coOoTBETCTBOBaTh HMEHH 3k3eMIusipa vCenter
Server, BBeJiecHHOMY JIJIsl KOHeUHO# Touku VSphere vRealize Automation, 6e3 nomena. [Ipu HacTpoiike
KOHEYHOW TOYKHM HEO0OXOJMMO yKa3blBaTh MojiHoe kBanuduuposannoe nms gomeHa (FQDN), a ve IP-anpec.
Hampumep, ecim ampec B koHeuHoit Touke — https://virtual-center27.domain/sdk, ua cepsepe DDC
HEoOX0MMO yCTaHOBHUTH MMs y3i1a Virtual-center27.

Ecnu npu Hactpoiike koHeuHo# Touku VSphere vRealize Automation ykaszan IP-agpec, s Hee
HeoOxomMo ykaszate FQDN. JlonoHUTENbHBIC CBEJCHHS O HACTPOHKE KOHEYHBIX TOUCK CM. B pas/ese

Konghueypayua ungpacmpyxmyper kax yciyeu.

TpeboBaHusa Kk y3ny areHta XenDesktop

Jomken ObITh ycTaHOBIIEH Habop cpeacts paspadorku (SDK) Citrix XenDesktop. SDK mnst XenDesktop ecthb
Ha ycTaHOBOYHOM Jucke XenDesktop.

Iepen ycraHoBKo# arenrta ybemurech, uto Microsoft PowerShell ycranosnena Ha y3ne ycranoBku. TpeGyemas
BEpCHS 3aBHCHUT OT ONEPALlMOHHON CHCTEMbI y371a YCTaHOBKH. J{OMONMHUTEbHBIC CBeIeH s M. B LleHTpe cripaBku

U noyIepskku Maitkpocodr.

Jnst monmTrky BeimonHenuss MS PowerShell yecranaBnusaercs 3naueHne RemoteSigned unu Unrestricted.
CwM. paznen YcraHoBka 3HaucHus RemoteSigned ms nonutuku BeinosiHenust PowerShell.

Jlist ostyueHus AOTIOJTHUTENILHBIX CBEJICHHUI 0 mojauThKe BhinonHeHuss PowerShell sanycrute komanay help
about_signing miu help Set-ExecutionPolicy B xomaHaHO# cTpoke PowerShell.
3agaHue nveHun ysna XenServer

B XenDesktop ums, npucBoerHoe y3i1y XenServer Ha cepBepe XenDesktop, momkHO COOTBETCTBOBATh
YHHUBEpCAILHOMY YHUKaIbHOMY HaeHTH(UKaTOpy myna Xen B XenCenter. Ecnu myn XenPool ne HactpoeH,

UM JOJDKHO COOTBCTCTBOBATH YHUBCPCAJILHOMY YHUKAJIBHOMY I/I,HGHTI/I(I)I/IKaTopy XenServer.
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Mpoueaypa

1. B Citrix XenCenter Boioepure myn XenPool uiu aBroHoMHbIH XenServer u Beidepure BKiIaakyOouee.

3anuIInTe YHUBEPCATIbHbIA YHUKATBHBII HACHTU(DUKATOP.
2. [lpu nobasnenuu mysina XenServer uiu aBToHoMHOro y3na B XenDesktop BBeaute yHUBepCaIbHbIN
YHUKAJbHBII HACHTU(UKATOP, 3aMHCAHHbIA HAa MPEABIAYIIEM Iare, B KauecTBe nMeHH B moje [oakitoueHue.
YctaHoBka areHTa XenDesktop

Arentsl PowerShell gns unrerpamuu BupryaisHbix kommbsiorepoB (Virtual desktop Integration, VDI)
npe/IHa3HAYCHBI [l HHTErPAK C BHEITHUMH BUPTYaJbHBIMU KOMIIbIOTEpaMH, TakuMu kKak XenDesktop u

Citrix. Ucnomns3yiite arear PowerShell VDI ais ynpasienus: kommbtorepom XenDesktop.

Heobxoanmble ycrnous
m  YcranoBute MH(ppacTpyKkTypa Kak yciyra, BKIFOUas BeO-CepBep U y3ell CIyKObI TucreTdepa.
m  Y0emutech, uto TpeboBaHms B TpeboBanms k XenDesktop ObIi BHITOTHEHEI.

m  3arpyska cpezacrtBa ycraHoBku MHbpacTpykTypa kak ycnyravRealize Automation.

Mpouenypa

1. IllenkuuTe mpaBoii KHOMKOM MK (aitn ycranoBku setup__vrealize-automation-appliance-

FQDMa5480 . exe u BeIOCpUTE MyHKT 3aNyCTUTH OT HMEHU aIMHUHUCTPATOPA.
2. Haxwmure kHOTIKY [lasiee.
3. [lpumwure ycroBHs JIUIEH3MOHHOTO COTTIANICHUS M HAXKMUTE KHOIIKY [lasiee.

4. Ha crpanuiie BXoJa YKOKHUTE YUETHbIC JaHHbBIC aIMHHICTPATOpa A1 ycTpoiictBa VRealize Automation u
npoBepbTe cepTudurar SSL.

a) Bsemure ums nonp3oBatens root u maposns.

BBeute maposib, yKa3aHHBIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure [punsiTs ceprudukar.
B) Illenkuute [IpocMoTpeTs cepTH(UKAT.

CpaBHHTE OTIICYATOK CepTH(HKATa C OTIICYATKOM, 3aJaHHBIM i ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicta VRealize Automation MoxHO mocMoTpeTh B Opay3epe KIHeHTa IpU
NOJIyueHHH JocTyna K nHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

mopt 5480.

5. Haxwmure xHonky JlaJee.
6. Ha crpanurne «Tun ycranoBku» BeiOepute napamerp Iloab3oBaTenbckasi yCTAHOBKA.

7. Ha Bxnanke «Bpi6op KkoMroHeHTOB» BbiOepuTe IIpokcu-areHThl.
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8.

10

1.
12.

13.

14.

VMware, Inc.

[IpumuTe KOpHEBOE PACHOIOKEHNE YCTAHOBKH MM BbIOepHuTe KoMaH 1y I3MeHUTH U BBIOEPUTE 1Ty Th

YCTaHOBKH.

I[ame B pacrpeaCciCHHOM pa3BEPThIBAHUU MHOI/Ida MOXKXHO YCTAHOBUTH HECKOJIBKO KOMIIOHCHTOB

WudpactpykTypa Kak yciayra Ha ogHoM cepBepe Windows.

[Ipn ycraHoBKke HECKOJIBKHX KOMIOHEHTOB MH(]pacTpyKTypa Kak yciryra Bcerjia HCIoiIb3yiTe OJJMH U TOT JKe

MyTh.

Haxxmute kHonky JlaJiee.

Ha ycraHOBOYHOM KOMIIBIOTEPE BOHIUTE B CUCTEMY C IIpaBaMH aJMHHHCTpaTopa ciryx0 Windows.
Cayx06a noimKHa OBITH 3aITyllieHa Ha TOM K€ YCTaHOBOYHOM KOMITBIOTEpE.

Haxxmute kHonky aJjiee.

B cnucke Tum arenta Boibepure VdiPowerShell.

B texcroBom nosie Ms1 areHTa BBEIUTE UACHTU(HUKATOP AJISI 3TOTO arcHTa.

Xpanure ¢aiia c UMEHEM areHra, y4eTHBIMU JaHHBIMH, IMEHEM KOHEYHOW TOYKHM M MHpOpManueit 0o
9K3eMIUIIPE TUIATGOPMBI I KaXKIO0TO areHTa. JTa WHPOpPMAaLns MOHATOOUTCS I HACTPOUKHA KOHEUHBIX

TOYEK M JTOOABJIICHUS Y3JI0B B OyIyIIEeM.

Baskuno! [lns obecrieyeHs BEICOKOH JOCTYITHOCTH MOXKHO 1OOABUThH PE3EpPBHBIC areHThl M HACTPOUTH MX

AaHAJIOTHN4HO. I[y6J'II/IpOBaTB areHThl HeoOSI3aTEIbHO.

ITapamerp Onucanne

PesepBHbIii areHT VYcranaBnuBaiiTe pe3epBHbIC areHTHl Ha PA3IMIHBIX CEPBEPaX.

HaswiBaiite u HaCTpaHBaﬁTe PE3EPBHBIC ar€HThI aHAJIOTUYHO.

ABTOHOMHBIW areHT Hasnaubte AréHTy YHUKaJIbHOC UMS.

Hactpoiite moaxiroueHue K y3i1y ciykO0bl aucnietdepa MHPpacTpyKkTypa Kak yciayra.

IMapametp Onucanne

C nojcucremMoii 6aJaHCHPOBKM HATPY3KM  BBeuTe 10JIHOE JJOMEHHOE MMsI M HOMEp MOpTa MOJICUCTEMbI 0alaHCUPOBKU HArPy3KU
st kommnonenTa «Ciykba qucmerdepa», mgr-svc-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.

Be3 noacucreMbl 0aIaHCHPOBKH Beemute moiHOE TOMEHHOE UMsI i HOMED MOPTa KOMITBIOTEPa, HA KOTOPOM YCTAHOBJICH
HArpy3KHu kommnoHeHT «Ciyx0a gucnerdepa», mgr-svc.mycompany.com:443.

He BBoaute IP-anpeca.

ITo ymomyanuio ncnonb3yercst mopt 44 3.
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15.

16.
17.
18.

19.

20.

21.

22,
23.

24,

Hacrpoiite noakirouenne k Bed-cepBepy MudpacTpykTypa Kak yciyra.

IMapametp Onucanne

C nojcucremMoii 6aJaHCHPOBKM HATPY3KH  BBeuTe MoiHOE JOMEHHOE MMs M HOMEp MOpTa MOJCHCTEMbl 0alaHCUPOBKU HArpy3Ku

JUTsl KOMIIOHEHTa Beb-cepBepa, web-load-balancer.mycompany.com:443.

He BBoaute IP-anpeca.

be3 MOACHCTEMbI 6anaﬂcupomm BBGI[I/ITG TIOJTHOC TOMEHHOE UMsI 1 HOMED IIOPTa KOMIIBIOTEPA, HA KOTOPOM YCTaHOBJICH

HAIpy3KH KOMIIOHEHT BeO-cepBepa, web.mycompany.com:443.

He BBoaute IP-apeca.

Io ymourdanuio ucnonb3yercst mopt 443.

lenkuure IIpoBepUTDH, YTOOBI IPOBEPUTH MOJKIIOYEHHE K KaXKJIOMY H3 Y3JI0B.
Bri6epure Bepeusi VDI.

B rexcroBom nosie Cepsep VDI BBeiuTe 107HOE JOMEHHOE UMSI YIIPABIISIEMOTO CepBepa.
Haxxmute kHonky Jl00aBMTh.

Haxxmute knonky JlaJiee.

Haxmure KHOIIKY Y CTaHOBUTD, YTOOBI HA4YaTh YCTAHOBKY.

Yepes HECKOJIBKO MUHYT TOSIBUTCSI COOOIIEHNE 00 YCIICIIHOM 3aBEPIICHUN OIEpaIuy.
Haxxmute kHonky aJjiee.

lenkuure snement I'otoBo.

Yb6enutech, 9TO yCTAaHOBKA BBITIOTHEHA YCIIEIIHO.

25. (nonosiHuTeNbHO) Jl00aBbTE HECKOJIBKO areHTOB B PA3IMYHBIX KOH(GUTYPALMSIX U KOHEUHYIO TOUKY B PaMKax

TOM K€ CHCTEMEIL.

CnepytoLme waru

UroOb! 00€CIIEUNTh BHICOKYIO JOCTYITHOCTD JUIl KOHEYHOW TOYKH, MOKHO YCTAHOBUTH M HACTPOUTH PE3EPBHBIN

areHT. Y CTaHOBUTE Ka)K,HLIﬁ U3 pE3CPBHBIX ar€HTOB Ha OTACJIBHOM CEPBCPEC. HpI/I OTOM I HUX CJICAYCT 3a4aTh

OIMHAKOBOC MM U OAWHAKOBBIC ITapaMeTpPhI.

YctaHoBka areHTta EPI ans Citrix

Arentsl PowerShell External Provisioning Integration (EPI) peanu3yor BO3MOKHOCTb HHTEIPALIUH

BHemHuX KommbioTepoB CitriX B mporecc moaroroBku. Arent EPI obecrieurBaeT moToKoByo mepejiady o0pa3on

qucka CitriX, KoTopble HCIONB3YIOTCS JJIsl 3arpy3KHU M 3a1ycka KOMITBIOTEPOB, 0 TPEOOBAHUIO.

Brigenennsriii areatT EP| B3aumoseiicTByeT ¢ OTHUM BHEITHHM CEPBEPOM ITOATOTOBKH. HeoOX0oauMo yCTaHOBUTH

omun areHT EPI mis kaxmoro sx3emmuisipa Citrix Provisioning Server.

VMware, Inc.

128



Veranoska VRealize Automation

TpeboBaHus k cepepy Citrix Provisioning Server

CHCTeMHBIH aIMIHHUCTPATOP UCIIONB3YET areHThl HHPpacTPyKTyphl BHeMHEH moarotoBku (EPI), aTo6s
unrerpupoBats cepepsl Citrix Provisioning Server u Bxio4uTh Mclojb3oBanue cueHapues Visual Basic B
nporecce MOATOTOBKH.

PacnonoxeHune YCTaHOBKU U yYE€THbIE aHHble

VYcranoute arent Ha y3ne PVS must ax3emrusipoB Citrix Provisioning Services. Tlpex/e 4emM ycTaHaBIUBaTh

areHr, yoeuTech, YTO y3el YCTaHOBKH COOTBETCTBYET TpeOoBaHMsAM K Tpebosanus k y3iy arenra Citrix.

Xots areat EPI MmoxkeT 00bIYHO B3aMMOCHCTBOBATH C HECKOJIBKUMHE cepBepamu, st cepBepa Citrix
Provisioning Server tpebyertcs BbineneHHblid areHT EPI. Crienyer ycraHOBUTB 10 oJHOMY areHty EPI s
kaxoro sk3emiusipa Citrix Provisioning Server, ykaszas npu 3ToM UMsl cepBepa, Ha KOTOPOM pa3MelieH
9K3EMIUTSP. YUCTHBIC TaHHbBIC, KOTOPBIC UCIONB3YIOTCS AJIs 3allyCKa arcHTa, A0JDKHBI MPEAyCMaTpUBATh

aJIMUHUCTPATUBHBINA HocTyn K 3k3eMiusipy Citrix Provisioning Server.

Ceenenust o noguepxuaembix Bepeusix Citrix PVS eum. 3aecs: Mampuya nodoepocku VRedlize Automation.

TpeboBaHus k yany areHTa Citrix

IMaker SDK PowerShell u Citrix Provisioning Services HyHO yCTaHOBUTbH Ha y3€J YCTAaHOBKH Tepe/]
ycTaHoBKOU areHTa. [logpoOHbIe cBeieHus cM. Ha BeO-caiite VMware 3uecs: Mampuya noodepacku VRealize
Automation.

I[Tepen ycranoBKo# areHTa yoeaurecs, uto Microsoft PowerShell ycranosnena Ha y3ie yctaHoBkH. TpeGyemast
BEPCHsI 3aBUCHUT OT OIEPALMOHHOM CHCTEMBI y3Jia YCTAHOBKH. JlOTONHUTENbHbIE CBeeHus cM. B LIeHTpe cripaBku

U nojiepskku Maitkpocodr.

Kpowme Toro, cnenyer yoeauThcs, 9To ycTaHOBJIEHA ocHAacTKa PowerShell. JlomonHuTeIbHBIC CBEICHUS CM. B

Pyrxosoocmee no npoepammuposanuro PowerShell Citrix Provisioning Services na Be6-caiite Citrix.

Just nonuuku Beinonuenuss MS PowerShell ycranasnusaercs 3nauenne RemoteSigned uiun Unrestricted.

CwM. paznen YcranoBka 3HaucHus RemoteSigned ms nonmutuku BeinosiHeHust PowerShell.

Jl1st osTydeHnst TOTIOJTHUTENIFHBIX CBEICHUH O MOJMTHKE BhIoHeHns: PowerShell sanmyctute komanay help

about_signing miu help Set-ExecutionPolicy B komaHaHOi# crpoke PowerShell.

YcTtaHoBka areHTa Citrix

Arentel PowerShell External Provisioning Integration (EPI) peanu3yioT BO3MOKHOCTb HHTEIPALIAH
BHEIIIHUX CHCTEM B IPOILECC MOJrOTOBKH KOMIbIOTepoB. Mcnosb3yiite arent EPI PowerShell mis unrerpaum ¢
Citrix Provisioning Server, 4To0bl akTHBHPOBATH MOJrOTOBKY KOMIIBIOTEPOB C MOMOILBIO MOTOKOBOHU TIepeadn

JIAHHBIX Ha JUCKE MO TPeOOBAHUIO.

Heobxoanmble ycnosus
m  VYcranoBute MHDpacTpyKkTypa Kak yciyra, BKIOUast BeO-cepBep U y3en CIyKObl TuceTdepa.
m  VYO6enurech, uto TpeboBanust B Tpedosanus k cepsepy Citrix Provisioning Server Gbuid BBIMOIHEHBI.

m  3arpyska cpezacrtBa ycraHoBku MHdpacTpykrypa kak ycinyravRealize Automation.
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Mpoueaypa

1.

10.

1.

[lenkHKUTE TPaBOil KHOMKON MBI (aiin ycraHoBKU setup__vrealize-automation-appliance-

FQDMa5480 . exe u BbIOEpHTE MYHKT 3aIlyCTHTh OT HMEHH a/IMUHHCTPATOPA.
Haxwmure knonky Jdasiee.
[IpuMuTe ycaoBuS IUIIEH3MOHHOTO COTJANICHUA U Ha)XMHUTE KHOTIKY JlaJiee.

Ha ctpanuie BXo/ia yKa)KuTe y4eTHBIC JaHHBIC a]MUHUCTpaTOpa Uil yeTpoiicTBa VRealize Automation u
npoBepbTe ceprudukar SSL.

a) Beaure nms mosnp3zoBatens root u mapons.

BBenure mapouib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure IIpunsite cepruduxar.
B) Illenkuute [IpocMoTpeTs cepTHUKAT.

CpaBHUTE OTIEYaTOK cepTU(UKaTa C OTIIEYaTKOM, 33/IaHHBIM JUIsl ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicrea VRealize Automation moxuo nmocMotpeTsh B Opay3epe KIHEeHTa MpH
NOJIy4eHHH JocTyna K nHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

nopt 5480.

Ha crpanune «Tun ycranosku» BbiOepure napamerp Iloib3oBaTesbckasi yCTaHOBKA.
Ha crpanume «Tum ycTaHOBKH» IenkHUTE BHIOOP KOMIIOHEHTOB.

[TpumuTe KOPHEBOE PACHOIOKEHNE YCTAHOBKH WM BbIOepruTe KoMaHty I3MeHUTH U BHIOEpUTE 1Ty Th

YCTaHOBKH.

I[an(e B pacCrpcaCciCHHOM pa3BEPThIBAHUU MHOIIa MOKHO YCTAHOBUTH HECKOJIBKO KOMIIOHCHTOB

Wudpacrpykrypa Kak yciayra Ha ogHoM cepBepe Windows.

[Ipu ycraHoBKe HECKOJIBKHX KOMIIOHEHTOB MH(]pacTpykTypa Kak yciyra Bcerja UCHoiIb3yiTe OJJMH U TOT JKe

My Th.

Haxxmute knonky JlaJiee.

Ha ycTaHOBOYHOM KOMIIbIOTEPE BOWANUTE B CUCTEMY C IpaBaMu aJIMHHUCTparopa ciyxo Windows.
Cuayx06a noimKHa OBITH 3aITyllieHa Ha TOM K€ YCTAaHOBOYHOM KOMITBIOTEpE.

Haxxmute kHonky aJjiee.

B criucke tunos arenros Beibepute EPIPowerShell.
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12. B tekcroBoMm noje Ums arenrTa BBCJIUTC I/IZ[CHTI/I(l)I/IKaTOp JUIL OTOI'0O arc¢Hra.

Xpanute ¢ails ¢ UMEHEM areHTa, YYeTHBIMU JaHHBIMH, UMEHEM KOHEYHOW TOUKH W WH(popmanmeir 00

OK3CMILIAPC HJ'IaT(l)OpMLI JUIA KaXI0ro arcHra. Ota I/IHq)OpMaHI/IH HOHHJ_'[06I/ITC${ JUIsL HaCTpOI:IKH KOHCYHBIX

TOYEK U JOOaBIEHUS Y3JI0B B OyAyIIeM.

Ba:xno! ﬂJ’IH 00ecreueHs] BLICOKOM JAOCTYITHOCTU MOXKHO I[06aBI/ITB PE3CPBHBIC AI'CHTBI U HACTPOUTH UX

aHaJIOrM4HO. JlyOnupoBaTh areHThl HeoO3aTeNbHO.

IMapameTp

Pe3epBHbIii areHT

ABTOHOMHBII areHT

Onucanue

VYcranapnuBaiiTe pe3epBHbIC areHThbl Ha Pa3JIMUHBIX CEPBEPAX.

HasbiBaiiTe n HacTpanBaiiTe pe3epBHbIC areHThl AHAJIOTHYHO.

Ha3naubTe areHTy yHUKaIbHOE MM

13. Hacrpoiite monkimodeHne K y3iIy Ciryk0s! aucrerdaepa MHabpacTpykTypa Kak yciyra.

IMapamerp

C noacucremoii 6aIaHCHPOBKH HATPY3KH

Be3 noacucreMbl 6ajJaHCHPOBKH
HArpy3Ku

Onucanue

BBSI[I/ITG TIOJTHOC TOMEHHOE UMsI U HOMED ITOpTa MOACUCTEMBI 6a.HaHCI/IpoBKI/I Harpysku
Juist KoMmnoHeHTa «Ciyx0a jucrnierdepa», mgr-svc-load-
balancer.mycompany.com:443.

He BBoauTte IP-anpeca.
BBeauTe nojaHoe JOMEHHOE UMsI M HOMEp TOPTa KOMITIOTEPA, Ha KOTOPOM YCTaHOBIICH
kommoneHT «Ciyxba aucneraepa», mgr-sve.mycompany.com:443.

He BBoauTe IP-anpeca.

ITo ymomuanuto ucnonb3yercst mopt 443.

14. Hacrpoiite monkimodeHne kK Be6-cepBepy MHppacTpykTypa Kak yciyra.

IMapamerp

C noacucremoii 6aIaHCHPOBKH HATPY3KH

Be3 noacucreMbl 02J1aHCHPOBKH
HATrpy3KH

Onucanue

BBGI[I/ITG TIOJTHOC TOMEHHOE UMsI U HOMED IOpTa MOACUCTEMBI GaHaHCI/IpOBKI/I Harpysku
Ul KOMIIOHEHTa BeO-cepBepa, web-load-balancer.mycompany.com:443.

He BBoauTe IP-anpeca.

Bsenute nonnoe 1oMeHHOE MMs U HOMEp MOPTa KOMIbBIOTEPa, HA KOTOPOM YCTAHOBJICH
KOMIIOHEHT BeO-cepBepa, web.mycompany.com:443.

He BBoauTe IP-anpeca.

[To ymomnuanuo ucnossdyercs nopt 443.

15. Illenkuute IIpoBepuTh, 4TOOB NPOBEPHUTH MOAKIIOUCHNE K KaXKIOMY U3 y3JIOB.

16. Bridepure Tun EPI.

17. B texcroBom noie Cepsep EPI BBemuTe momHoe moMeHHOE UMS YIIPAaBIsIEMOTO CepBepa.

18. Haxwmure kHomky /106aBUTH.

19. Haxwmute xHOmKy [damee.
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20. Haxxmure KHONKY Y CTaHOBHUTD, YTOOBI HA4YaTh YCTAHOBKY.
Yepes HECKOIBKO MUHYT TIOSIBUTCS COOOIICHNE 00 YCIEIIHOM 3aBEPIICHUH OTICPalUH.
21. Haxwmure kHomKy [lasiee.
22. Illenkuute dneMeHnt I'oToBO.
23. Y0enuTeck, 4TO yCTAaHOBKA BBIMOJIHEHA YCIEITHO.

24, (momonauTeNHHO) Jl06aBbTE HECKOJIBKO ar€HTOB B PA3IMYHBIX KOHPUTYpAIHIX U KOHEYHYIO TOUKY B paMKax

TOMH K€ CHCTEMEL.

CnegytoLme waru

UYrto0bl 00€CIICUNTh BRICOKYIO JIOCTYITHOCTD JUISI KOHEYHOUW TOYKH, MOKHO YCTAaHOBHUTH U HACTPOUTH PE3CPBHBIN
areHT. Y CTaHOBUTE KK U3 PE3EPBHBIX areHTOB HA OTJCIBLHOM cepBepe. [Ipu 3ToM a7 HUX CleayeT 3aaaTh

OAMHAKOBOC UM U OJJUHAKOBLIC TApaMETPhI.

YctaHoBka areHTa EPI gnsa cueHapue Visual Basic

CucreMHBIN AIMUHUCTPATOP MOKET YKa3aTb CHUCHAPUU Visual Basic B Ka4Y€CTBE AOIIOJIHUTCIbHBIX IAaroB B
mponecce NOoAroTOBKMU 10 WUJIHU ITOCJIE MOATOTOBKHU KOMITBIOTEPA UM IIPU €TI0 U3BATUH. Hepeﬂ 3aIllyCKOM CIICHAapuEB
Visual Basic neooxoaumo ycranosuts PowerShell External Provisioning Integration (EPI).

Cuenapuu Visual BasiC yka3aHbl B CXeMe 3JIEMEHTOB, C TIOMOIIBIO KOTOPOM BBIMOIHSICTCS MOrOTOBKA
KOMIIBIOTEPOB. Takue ClieHapuy UMEIOT JOCTYI KO BCEM HACTPAMBAEMBIM CBOWCTBAM, CBSI3aHHBIM C KOMITBIOTEPOM.
VkazaHHbIE B HUX 3HAYECHUS MOT'YT OOHOBJISATHCS. JIEHCTBHAM, BBITOJHAEMBIM Ha CIEIYIOIIEM Iare pabouero

nmponecca, 10CTYIHbI OOHOBJICHHBIC 3HAYCHUS.

Hanpumep, 10 MOArOTOBKH ClICHAPUI MOXKHO HCIIOJIb30BaTh ISl CO3MaHMs CEPTU(UKATOB MM MapKEPOB

66301’[.’$ICHOCTI/IY KOTOPBIC 3aTEM MOXKHO UCIOJIB30BaTh NPHU NOATOTOBKE KOMIIBIOTEPA.

UYtoObl 100aBUTH CIIEHAPUHU B MPOIECC MMOATOTOBKH, HEOOXOIMMO YCTAaHOBUTH OIPEeICHHBIN THIl arenTa EP| u

Pa3sMECTUTh H€06XOI[I/IMBI€ ClicHapuu B CUCTEME, B KOTOpOﬁ YCTAHOBJICH arcHT.

[Tpu BeIMONHEHMN crieHapust areHT EPI| npoxoanT Bce HacTpauBaeMble CBOHCTBA KOMITBIOTEPA B KAYECTBE
apryMeHTOB B CLeHapuH. UToObI BO3BPATUTH OOHOBJICHHBIC 3HAYCHHS CBOICTB, HEOOXOIMMO Pa3MECTHTh ITH
CBOMCTBa B CiIoBape U BbI3BaTh QyHKIMI0 VRealize Automation. [Ipumep cueHapust XpaHUTCs B [IOJIKaTaIore
CIIeHapHeB KaTajiora yCTaHOBKHM areHta EPl. DToT crienapunii comepKuT 3aroyioBOK AJIst 3arpy3KH BCEX apryMEHTOB
B CJIOBAPb, CYLIHOCTh, B KOTOPYIO MOXHO J100aBJISITh (DYHKIUH, U HIDKHUN KOJOHTUTYII JUIsi BO3BpaTa

OOHOBJICHHBIX 3HAYCHHUI HaCTpanBacMbIX CBOIICTB.

Ipumeuyanune MOXXHO YCTaHOBHTH HeCKOJIbKO areHTOB EPI u ciienapues Visual BasiC Ha HeckolIbKHX cepBepax
¥ BBIMOJIHUTH MOJITOTOBKY Ha y3JI€ areHTa C UCMOJIb30BaHHEM KOHKPETHOro areHTa u ciienapues Visual Basic.

Jyist 3TOTO HY)KHO 0OpaTUThCS B CIIykO0y momiaepxkun VMware.
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TpeboBaHus k cueHapuam Visual Basic

CucTeMHbIi aIMUHUCTPATOP YCTAHABIMBACT areHThl ¢ BHEIIHEW CTPYKTYypoit moaroroBku (External
Provisioning Infrastructure, EPI), koTopsie npeocTaBisioT BO3MOXHOCTE BBIIONHATH clieHapun Visual Basic

B ITPOILIECCE MMOATOTOBKH.

B cnenyromeii Tadauie onrcanbl TpeOOBaHMs, KOTOPbIE OTHOCSTCS K ycTaHOBKe arenTta EPI, koTopsiii

MPEAOCTABIIAET BO3MOKHOCTE BBITIOJIHATH CLIICHAPUHA Visual Basic B IIPOLECCE MOATOTOBKH.
Tabnuua 5-12. AreHTbl EPI ang BbinonHeHus cueHapues Visual Basic

Tpe6oBanue Onucanne

VYderHble AaHHBIC VYueTHbIe IaHHBIE, C KOTOPHIMH OY/ET BBINOJIHATHCS areHT, JOJDKHBI UIMETh

aJIMUHHUCTPATUBHBIH JOCTYI K Y31y YCTAHOBKH.

Microsoft PowerShell Ipexne YeM ycTaHaBIMBATH ArCHT, B Y37 cleayeT yctaHoBuTh Microsoft PowerShell.
TpeOyemast BepcHst 3aBUCUT OT ONEPAMOHHON CHCTEMBI y371a yCTAaHOBKM, KOTOPbIH MOT
OBITh YCTAHOBJICH C 3TOM ONEPALMOHHON CHCTEMOH. JIONONIHUTENBHY IO HHPOPMALIUIO CM. Ha
caiite http://support.microsoft.com.

Tonuruka Bemonuenus MS PowerShell Jlst monutuku Beimonnenust MS PowerShell HyxHo ycTaHOBHTD 3HAYCHHE
RemoteSigned umu Unrestricted.

UYroOs! mOIy4nTh HH(GOPMALHUIO O MOJUTHKE BhINOIHeHNs POwerShell, Be3oBute onHy 13

CJIeYIOIMX KOMaH[ B KOMaHJHOU cTpoke PowerShell:

help about_signing
help Set-ExecutionPolicy

YctaHoBKa areHTa anga cueHapueB Visual Basic

Arentsl PowerShell External Provisioning Integration (EPI) peanu3yor BO3MOKHOCTb HHTEIPALIUH
BHCIIHUX CUCTEM B IMPOUECCC NOATOTOBKU KOMIIBIOTCPOB. HCHOJ‘IBByﬁTe areut EPI JUTA BBIIIOJIHCHUSA CLICHApUCB

Visual Basic B kauecTBe MOMOJHUTEIBHBIX STAMOB B MPOIECCE MOATOTOBKH.

Heobxoanmble ycnosus
m  YcraHoBute MHppacTpyKTypa Kak yciyra, BKIOUas BeO-cepBep U y3ell CiIyKObl Jucrerdepa.
m  VO6enurech, uto TpeboBanust B Tpeboanus k cienapusiv Visual BasiC ObUTH BBIIOIHEHBI.

m  3arpyska cpezacrtBa ycraHoBku MHppacTpykrypa kak ycnyravRealize Automation.

Mpouenypa

1. IllenkuuTe mpaBoii KHOMKOW MbIiu (aitan ycraHoBku setup__vrealize—-automation-appliance-

FQDMa5480 . exe u BEIOEpUTE MMyHKT 3aMyCTUTH OT HMEHU aIMHHUCTPATOPA.
2. Haxwmure kHomKy [lajiee.

3. HpI/IMI/ITe YCJIOBUA JIMICH3UOHHOI'O COTIAIICHUS U HAXKMUTC KHOIIKY I[a.nee.
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Veranoska VRealize Automation

4. Ha crpanuie BXosa yKaXHUTe YUETHbBIC JaHHBIC aIMHHUCTpATOpa [uisl ycTpoiicTBa VRealize Automation n
npoBepbTe ceprudukar SSL.

a) Bseaure uMs none3oBaresst OOt U Mapob.

BBeaure maposib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure [IpunsiTe cepruduxar.
B) Illenkuute [IpocMoTpeTs cepTH(UKAT.

CpaBHHTE OTIICYATOK CepTH(HKATa C OTIICYATKOM, 3aJaHHBIM Jis ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicrea VRealize Automation moxuo mocMoTpeTh B Opay3epe KIHEeHTa MpH
NOJIy4eHHH JocTyna K uHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

mopt 5480.

5. Ha crpanuue «Tun ycraHoBku» BbiOepute napamerp Ioab3oBaTeibekasi ycTaHOBKA.
6. Ha crpanurne «Tun ycTaHOBKH» IIETKHUTE BHIOOP KOMIIOHEHTOB.

7. llpumuTe KOpHEBOE PACIIOJIOKEHUE YCTAHOBKU WM BhIOEepuTe KoMaH1y U3MeHnTDb 1 BbIOEpUTE ITyTh

YCTaHOBKHU.

Jlaxke B pacnpe/ielieHHOM Pa3BEPTHIBAHUU WHOT]Aa MOKHO YCTAaHOBUTH HECKOJIBKO KOMITOHEHTOB

Wudpacrpykrypa Kak yciayra Ha ogHoMm cepBepe Windows.

[Tpu ycTaHOBKe HECKOJIBKUX KOMIIOHEHTOB MH(pacTpyKkTypa Kak yciyra Beeria UCIOJIb3yHTe OANH U TOT XKe

Iy Tb.

8. Haxwmure kHonky [lasiee.

9. Ha ycTaHOBOYHOM KOMITBIOTEpPE BOHIHUTE B CHCTEMY C IpaBaMu aJIMHHHCTpaTopa ciyxx0 Windows.
Cayx0a nomKHa ObITh 3aITyllieHa Ha TOM K€ YCTaHOBOYHOM KOMITBIOTEpE.

10. Haxxwmure xkaOTIKY [anee.

11. B cnucke tunos arenros Beidoepute EPIPowerShell.

12. B tekcroBom nosie MM arenTa BBeanTe HICHTHOUKATOD UL 9TOTO areHra.

Xpanure ¢aiia c UMEHEM areHra, y4eTHbIMU JaHHBIMU, UMEHEM KOHEYHOH TOYKHM M MHpOopManueil 0o
9K3EMIULIpe TIaT(OPMBI JUTS KaX/I0TO areHTa. JT1a nHdpopManus NoHaJOOUTCS JUIs HACTPOMKH KOHEYHBIX

TOYCK U JOOABIICHUSI Y3JIOB B OyayIEM.

Ba:kno! [lns obecnieueHnst BBICOKOHW JTOCTYMHOCTH MOXKHO JJOOABUTH PE3EPBHBIC areHTHI M HACTPOUTD HX

aHayorM4Ho. JlyOnupoBaTh areHTHl HEO0OS3aTEIBHO.

IMapamerp Onucanne

Pe3epBHl)ll7l areHT VYcranaBiauBaiTe PE3CPBHBIC ar€HTHI Ha Pa3JIMYHBIX CEPBEpax.

HasbiBaiiTe 1 HacTpauBaiiTe pe3epBHbIC areHThl aHAJOTUYHO.

ABTOHOMHBIH areHT Ha3HaybTe areHTy YHUKaJIbHOE MM
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13. HacrpoiiTe moakiitoueHHE K Y37y ciaykO0bl qucnerdepa MHpacTpykTypa Kak yciyra.

IMapametp Onucanne

C noacucTeMoii 6ajlaHCHPOBKH HArpy3KH  BBeauTe MOJHOE JOMEHHOE UMl M HOMEP MOpTa MOJICHCTEMbI GalaHCHPOBKH HATPY3KH
st komnonenTa «Ciyskba aucmerdepa», mgr-svc-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.

be3 MOACHCTEMbI 6anaﬂcupomm BBGI[I/ITG TIOJTHOC TOMEHHOE UMsI 1 HOMED IIOPTa KOMIIBIOTEPA, HA KOTOPOM YCTaHOBJICH

HAIpy3KH xoMnoHeHT «Ciyx0a aucnerdepa», mgr-sve.mycompany.com:443.

He BBoaute IP-anpeca.

Io ymourdanuio ucnonb3yercst mopt 443.

14. Hacrpoiite noaxioueHue k Bed-cepepy MHppacTpykTypa Kak yciyra.

IMapametp Onucanne

C nojcucTeMoii 6aJaHCHPOBKM HATPY3KH  BBejuTe 1MOHOE JOMEHHOE MMs i HOMEp [OpTa MOJCHCTEMbI 0aTaHCUPOBKU HArpy3Ku

IUTsl KOMIIOHEHTa Beb-cepBepa, web-load-balancer.mycompany.com:443.

He BBoguTte IP-anpeca.

Be3 MOACUCTEMBI 6anaﬂcupomm BBGI[I/ITG TIOJTHOC TOMEHHOE UMsI 1 HOMED IIOPTa KOMIIBIOTEPA, HA KOTOPOM YCTaHOBJICH

HArpy3KHu KOMITOHEHT BeO-cepBepa, web.mycompany.com:443.

He BBoaute IP-anpeca.

ITo ymomyanuio ncnonb3yercst mopt 44 3.
15. Illenkuute [IpoBepuTh, 4TOOBI NPOBEPUTH TTOAKIIOUCHNE K KaXKIOMY U3 y3JIOB.
16. Bribepute Tum EPI.
17. B texcroBom nosie Cepsep EPI BBeuTe mosiHOE TOMEHHOE UM YIIPABIISIEMOTO CEpBEpa.
18. Haxxmmure kHOTIKY /[00aBUTH.
19. Haxwmute kHomky Jamee.
20. HaxmuTe KHOTIKY Y CTAaHOBUTH, YTOOBI HAYATh YCTAHOBKY.
Yepes HECKOJIKO MUHYT MOSIBUTCSI COOOIIEHUE 00 yCIIEITHOM 3aBEPILICHUH ONepalny.
21. Haxwmure kHOTIKY [lasiee.
22, [llenkuute 31eMeHT ['oTOBO.
23. Y0enuTech, 9TO YCTAHOBKA BBHITOJHEHA YCIICIITHO.
24. (nonosHUTENEHO) J{00aBbTE HECKOIBKO areHTOB B PA3IMYHBIX KOH(PUTYPALMSIX ¥ KOHEUHYIO TOUYKY B paMKax

TOM K€ CHCTEMEI.

YctaHoBka areHTa WMI ansa yaaneHHbix 3anpocos WMI

CHCTeMHBIH aIMIHACTPATOP akTHBHpYeT mpoTokosn WMI i ycranasnuBaet areaT WMI Ha BceX ympaBiIseMbIx

KOMIIBIOTEpAX WindOWS, YTOOBI AKTUBHUPOBATh YHPABJIICHUEC JaHHBIMU U OIICpAlHUAMU. VcraHoBKa areHra
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HeoOxouma st cOopa TaHHbIX, HanpuMmep coctosiaus Active Directory Braaenbiia KOMOblOTEPa, C

komIbtoTepoB Windows.

BkntoyeHue yaaneHHbix 3anpocos WMI Ha komnbloTepax Windows

s ucnionp3oBanust areHToB WMI Hy)XHO BKIIFOYNTH yaaneHHbIe 3ampockl WMI Ha yripaBiisieMbIx cepBepax
Windows.

Mpoueaypa

1. B kaxmoM jJoMeHe, CoJepsKaiieM TTOAr0TOBJICHHBIE W YITPABIsieMbIe BUPTYalbHble Mamuuel Windows,
cosnaiite rpynmy Active Directory. Jlo6aBbTe B Hee yUCTHBIC JaHHBIC CIy:KObI areHToB WMI,

BBITIOJTHAIOIHNX YAAJICHHBIC 3aIIPOCHI WMI Ha MOATOTOBJICHHBIX KOMIIBIOTEPAX.

2. Bxmounte yaanernbie 3anpockt WMI st rpynn Active Directory, coaepkaiiux yueTHbIC TaHHbIC arcHTa B

Ka)JIOM TOArOTOBJIEHHOM KomibioTepe Windows.

YctaHoBka areHTa WMI

Arent unctpymeHnTapus ynpaeierus Windows (Windows Management Instrumentation, WMI)

obecrieunBaeT cOOp JIaHHBIX Ha yIpaBIsieMbIX KoMmbioTepax Windows.

Heobxognmble ycnosus

m  VYcradoBure MHppacTpyKTypa Kak ycioyra, BKIIOUas BeO-cepBep U y3ell CIyKObl Tucrerdepa.

m  VYOenurech, uTo TpeboBaHus B Bruiouenue ynaneHusix 3anpocos VWMI Ha kommbsrorepax Windows 6sum

BBITIOJTHCHBI.

m  3arpyska cpenctBa ycraHoBku MH(bpacTpykTypa kak ycinyravRealize Automation.

Mpoueaypa

1. Ilenkuure npaBoil KHONMKOW MbIHU (aiiin ycraHoOBKU Setup__vrealize-automation-appliance-

FQDMa5480 . exe u BeIOEpUTE MyHKT 3aNyCTUTH OT HMEHU aMMHUCTPATOPA.
2. Haxwmure kHOTIKY [lasee.

3. [Ilpumure ycIoBHs JMIEH3HOHHOTO COTJIALICHUS M HAKMUTE KHONKY [lasee.
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4. Ha crpanuie BXosa yKaXHUTe YUETHbBIC JaHHBIC aIMHHUCTpATOpa [uisl ycTpoiicTBa VRealize Automation n
npoBepbTe ceprudukar SSL.

a) Bseaure uMs none3oBaresst OOt U Mapob.

BBeaure maposib, yKa3aHHbIN [IpU pa3BepThiBaHUU ycTpoiicTBa VRealize Automation.
6) Bribepure [IpunsiTe cepruduxar.
B) Illenkuute [IpocMoTpeTs cepTH(UKAT.

CpaBHHTE OTIICYATOK CepTH(HKATa C OTIICYATKOM, 3aJaHHBIM Jis ycTpoiicTBa VRealize Automation.
Ceprudukar ycrpoiicrea VRealize Automation moxuo mocMoTpeTh B Opay3epe KIHEeHTa MpH
NOJIy4eHHH JocTyna K uHrepdeiicy ynpasienus ycrpoiictBom VRealize Automation uepes

mopt 5480.

5. Ha crpanuue «Tun ycraHoBku» BbiOepute napamerp Ioab3oBaTeibekasi ycTaHOBKA.
6. Ha crpanurne «Tun ycTaHOBKH» IIETKHUTE BHIOOP KOMIIOHEHTOB.

7. llpumuTe KOpHEBOE PACIIOJIOKEHUE YCTAHOBKU WM BhIOEepuTe KoMaH1y U3MeHnTDb 1 BbIOEpUTE ITyTh

YCTaHOBKHU.

Jlaxke B pacnpe/ielieHHOM Pa3BEPTHIBAHUU WHOT]Aa MOKHO YCTAaHOBUTH HECKOJIBKO KOMITOHEHTOB

Wudpacrpykrypa Kak yciayra Ha ogHoMm cepBepe Windows.

[Tpu ycTaHOBKe HECKOJIBKUX KOMIIOHEHTOB MH(pacTpyKkTypa Kak yciyra Beeria UCIOJIb3yHTe OANH U TOT XKe

My Th.

8. Haxwmure kHonky [lasiee.

9. Ha ycTaHOBOYHOM KOMIIBIOTEPE BOWAUTE B CUCTEMY C IpaBaMu aJIMUHUCTparopa ciyxo Windows.
Cayx0a nomKHa ObITh 3aITyllieHa Ha TOM K€ YCTaHOBOYHOM KOMITBIOTEpE.

10. Haxxwmure xkaOTIKY [anee.

11. B cnucke Tun arenta BeiGepure WMI.

12. B texctoBoM mosie Ums arenta BBenuTe HACHTU(OUKATOP AJIS ATOTO areHTa.

Xpanure ¢aiia c UMEHEM areHra, y4eTHbIMU JaHHBIMU, UMEHEM KOHEYHOH TOYKHM M MHpOopManueil 0o
9K3EMIULIpe TIaT(OPMBI JUTS KaX/I0TO areHTa. JT1a nHdpopManus NoHaJOOUTCS JUIs HACTPOMKH KOHEYHBIX

TOYCK U JOOABIICHUSI Y3JIOB B OyayIEM.

Ba:kno! [lns obecnieueHnst BBICOKOHW JTOCTYMHOCTH MOXKHO JJOOABUTH PE3EPBHBIC areHTHI M HACTPOUTD HX

aHayorM4Ho. JlyOnupoBaTh areHTHl HEO0OS3aTEIBHO.

IMapamerp Onucanne

Pe3epBHl)ll7l areHT VYcranaBiauBaiTe PE3CPBHBIC ar€HTHI Ha Pa3JIMYHBIX CEPBEpax.

HasbiBaiiTe 1 HacTpauBaiiTe pe3epBHbIC areHThl aHAJOTUYHO.

ABTOHOMHBIH areHT Ha3HaybTe areHTy YHUKaJIbHOE MM
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13. HacrpoiiTe moakiitoueHHE K Y37y ciaykO0bl qucnerdepa MHpacTpykTypa Kak yciyra.

IMapametp

C nojpcucremoii 6aJIaHCHPOBKH HATPY3KH

Be3 noacucrembl 0a1aHCHPOBKH

HArpy3KH

Onucanue

BBeTe MOJIHOE JOMEHHOE UMSI K HOMEP MOpTa IOACHCTeMbI 0aJaHCHPOBKH HArPY3KH
st komnonenTa «Ciyskba aucmerdepa», mgr-svc-load-
balancer.mycompany.com:443.

He BBoauTe IP-anpeca.
BBeauTe nojgHOE JOMEHHOE UMsI B HOMEP TOpTa KOMITBIOTEpa, Ha KOTOPOM YCTAaHOBIICH
kommnoHeHT «Ciyx0a qucnerdepa», mgr-svc.mycompany.com:443.

He BBoaute IP-anpeca.

Io ymourdanuio ucnonb3yercst mopt 443.

14. Hacrpoiite noaxioueHue k Bed-cepepy MHppacTpykTypa Kak yciyra.

IMapametp

C noacucTeMoii 6aJaHCHPOBKH HATPY3KH

Be3 noacucrembl 0a1aHCHPOBKH
HArpy3KH

Onucanue

BBemute monHOEe JOMEHHOE UMsI i HOMEp MOPTa MOJCUCTEMBI OATaHCHPOBKH HATPY3KH
IUTsl KOMIIOHEHTa Beb-cepBepa, web-load-balancer.mycompany.com:443.

He BBoguTte IP-anpeca.

BBeauTe nojHOE JOMEHHOE UMsI B HOMEp TOpTa KOMITBIOTEpa, Ha KOTOPOM YCTaHOBIICH
KOMITOHEHT BeO-cepBepa, web.mycompany.com:443.

He BBoaute IP-anpeca.

ITo ymomyanuio ncnonb3yercst mopt 44 3.

15. Hlenkuaute IlpoBepuTh, 4TOOBI MPOBEPUTH MOJKIIOUEHUE K KaXIOMYy U3 y3JI0B.

16. Haxxmure kHOTIKY /[00aBUTH.

17. Haxxmute kHonky JlaJiee.

18. Haxxmute KHOTIKY Y CTAaHOBUTH, YTOOBI HAYATh YCTAHOBKY.

Yepes HECKOJIKO MUHYT MOSIBUTCSI COOOIIEHUE 00 yCIIEITHOM 3aBEPILICHUH ONepaIny.

19. Haxwmmure kHomiky [lasiee.

20. lllenkuute snemeHt I'oToBo.

21. Y6enurech, 9TO YCTAaHOBKA BBHITOJHEHA YCIICIITHO.

22. (nonosiHUTENbHO) Jl00aBbTE HECKOIBKO areHTOB B PA3IMYHBIX KOH(PUTYPALMSIX U KOHEUHYIO TOUKY B paMKax

TOM K€ CHCTEMEI.
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ABTOMaTn4yeckasi yctaHoBKa
vRealize Automation

VRealize Automation no3BosisieT BBINOIHITH ABTOMATHUECKYIO YCTAHOBKY 110 CIIGHAPHUIO M3 KOMaHHOH CTPOKH
M aBTOMaTHYECKYIO YCTaHOBKY ¢ ncrnosb3oBanueM APl B obonx ciydasx HeoOX0aUMO 3apaHee MOJrOTOBUTh

3HAYEHHs, KOTOPbIC BBOJSITCSI BPYUHYIO IIPH OOBIYHON YCTaHOBKE.

B 3Ty riiaBy BXOZAT CIEIYIOLIHE Pa3ielibl:

m  ABromaruueckas ycraHoBka VRealize Automation

m  BrmonHeHue aBToMaTHyeckoil ycraHoBkH VRealize Automation

m  ABTOMaTHuecKas yCTaHOBKa areHTa ynpasieHus VRealize Automation
m  daiin oTBeTa aBTOMAaTHYECKON ycTaHoBku VRealize Automation

m  KomanuHas crpoka juisi ycranopku VRealize Automation

m APl ycranosku B VRealize Automation

m  [lepexon Mmexay GopMaToM CBOWCTB aBTOMAaTHUCCKOW ycTaHoBKH VRealize Automation u gopmartom
JSON

ABTOMartunyeckasa ycrtaHoBka VRealize Automation

[Tpu aBTOMaTHUecKoi ycraHoBKe VRealize Automation ucnomnb3yercst uctoHsieMbli (aiii, KOTOPbI CChUIAETCS

Ha TEKCTOBBIN (hailll OTBETOB.

B (baﬁne OTBETOB MPEABAPUTECIIBHO 3a/Jal0TC IMOJIHBIE TOMEHHBIC UMEHA, YUYCTHBIC JaHHBIC JIs YUCTHBIX 3anucen
" ApYyTrue nmapameTpsbl, KOTOPLIC, KaK IIpaBuJo, Z[O6aBJ'I$IIOTC$I B X0JI€ TpaZ[HHHOHHOﬁ YCTAHOBKHU C MCIOJIb30BAHUCM

MacTepa WM Py4YHOW YCTaHOBKH. ABTOMAaTHYECKas YCTAaHOBKA XOPOIIO MOAXOIUT JUTS CISAYIOINX CIy4aeB.
m  Pa3BepThIBaHHE HECKOJIBKUX IMPAKTUYECKU OJUHAKOBBIX CPEJ

m  MHOrokpaTrHoe IOBTOPHOE Pa3BEPThHIBAHUE OJHOU U TOU K€ Cpelbl

m  VYcraHoBka 0e3 y4JacTHs IOJIb30BaTeIs

u YcTaHoBKa Ha OCHOBE CliCHapusd
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Veranoska VRealize Automation

BbinonHeHne aBTomatndeckon yctaHoBkM VRealize Automation

V3 KOHCOJIH TOJIBKO YTO pa3BepHyTOro ycrpoiictea VRealize Automation MokHO BBIMONHATE aBTOMaTHUYECKYIO

ycranoBky VRealize Automation, He Tpebyrolyi0 y4acTus oIb30BaTelsI.

Heobxogumble ycrnosus
m  Cospnaiite HeHacTpoeHHOe ycTpoiicTBo. CM. paszaen PassepreiBanue ycrpoiictea VRealize Automation.

m  Cospmaiite wim onpezaenute cBou MHppacTpykTypa Kak yciyra-cepsepbl WiNdOWS u HacTpoiiTe ux

HEoOX0nMble TpeOOBaHMSI.
m  VYcraHOBHTE areHT yrpasieHus Ha cepBepax MHdpactpykrypa kak yciyra Windows.

ATEHT ynpapJeHHs MOXXHO YCTaHOBHTH C MOMOILBIO TPAJUIMOHHON 3arpy3ku (aiina .msi wiu
ABTOMATHUYECKOT'0 MpOoIecca, OMMCAHHOTO B ABTOMATHUECKasl yCTaHOBKA areHTa ynpasienus VRealize
Automation.

Mpoueaypa
1. Boiigure B koHCOJb ycTpoiicTBa VRealize Automation B kauecTBe NpuUBHIETHPOBAHHOTO TOJIH30BATEIS.
2. [lepeiimure B ciieayronyii KaTaor.
/usr/1lib/vcac/tools/install
3. Orkpoiite ¢aiin otBeta ha.properties B TEKCTOBOM peaakTope.

4. JloGaBbTe 3amucH, XapaKTepHbIe IS Balllero pa3BepThiBanus, B daiine ha.properties, 3atem coxpanute u

3aKpoiTe (ai.

MOKHO TaKKe COKOHOMHTb BpeMsi, CKOITMPOBAB U M3MeHUB (ail ha.properties u3 apyroro

pa3BepTHIBAaHMS BMECTO PEIaKTHPOBAHUS Bcero (aiiina o yMOI9aHHMIO.
5. U3 Toro e karajnora 3amyCTHTEe YCTaHOBKY, BBIIOJHHB CJIEIYIOIIYI0 KOMaH/y.
vra-ha-config.sh
YcraHOBKa MOXKET JUIMThCS JI0 4aca u 0ojiee, B 3aBUCHMOCTH OT CPEAbl M pa3Mepa pa3BepThIBAHMSL.
6. (momommmuTensHO) [Tocie 3aBepIeHNsT yCTaHOBKH MMPOCMOTpHTE (hailir KypHama.
/var/log/vcac/vra-ha-config. log

CpencTBo aBTOMaTHYECKON YCTAHOBKH HE COXPAHSET CITy:KEOHBIE TaHHBIE B KYPHAJI, B YACTHOCTH TIapOJIH,

JIMOCH3UHU HUJIN CepTI/I(l)I/IKaTLI.

ABTOMaTU4ecKasi ycTaHOBKa areHTa ynpaesneHunsa vRealize
Automation

AreHt ynpaenenus VRealize Automation MoxHO yCTaHOBHTH ¢ IOMOIIBIO KOMaHIHOW CTPOKH Ha JH0OOM

WudpactpykTypa Kak yciayra-cepsepe Windows.
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ABTOMATHYECKasi YCTAaHOBKA arcHTa yrpaBJeHHs1 cCOCTOUT u3 cueHapus Windows PowerShell, B kotopom
HACTPanuBalOTCA HEKOTOpbIe apaMeTpsl. [locie nobaBiueHus mapaMeTpoB, 3aBUCAIINX OT KOHKPETHOTO
pa3BepTHIBAHUS, areHT YIIPABJICHHUS MOYKHO aBTOMAaTHYECKH yCTAaHOBHUTH Ha Bcex MH(pacTpyKTypa Kak yciyra-

cepBepax WiNndOWS, 3amyCTUB KOITUK OJHOTO U TOTO K€ CLIEHAPHs Ha KaXKIOM M3 HHUX.

Heobxognmble ycnosus
m  Cospmaiite HeHacTpoeHHOE ycTpoiictBo. CM. pasaen PassepreiBanue ycrpoiictea VRealize Automation.

m  Cospaiite mwin onpenenurte cBou MHppacTpykTypa Kak yciayra-cepsepsl WindOws u HacTpoiite ux

He0OX0uMbIe TPEOOBAHUSI.

Mpoueaypa

1. Boiinure Ha cepsep Windows MudpacTtpykTypa Kak yciayra, UCIOJb3ysl yUETHYIO 3alKCh C IpaBaMu

aIMIHHCTPATOPA.
2. Orkpoiite URL-anpec nmporpammbl ycTaHOBKH ycTpolicTBa VRealize Automation B Be6-Opay3sepe.
https://vrealize-automation-appliance-FQDN:5480/installer

3. Ilenkuure ccpbuiky Ha ¢aiin cuenapus InstallManagementAgent.psl PowerShell mpaBoii kHOMKOR

MBIIIN W COXPAaHHUTE €ro Ha paboumit cToN WK B manky Ha MHppacTpykTypa Kak yciayra-cepsepe Windows.
4. Ortkpoiite ¢aitn InstallManagementAgent.psl B TeKCTOBOM pemakTope.
5. Bo3ne BepxHeii yactu (aiiia ciieHapust 100aBbTe MapaMeTphl, 3aBUCSIIUE OT KOHKPETHOTO Pa3BEPTHIBAHUSL.
m  URL-aapec ycrpoiictBa VRealize Automation
https://vrealize-automation-appliance-FQDN:5480
m  VueTHble JaHHbIC JUIsl yYETHOM 3aIlMCH T0JIb30BaTelsi rOOt Ha ycTpoiictBe VRealize Automation

m  YdeTHBIC TaHHBIC MOJIB30BaTENs Cly) 06l VRealize Automation, yyernas 3amuck 1oMeHa ¢ IpaBaMu

aamuHncTparopa Ha Mudpacrpykrypa kak ycnyra-cepsepax Windows
m  Jlamka, B KOTOPYIO M0 YMOJTYAHHIO YCTAHABIUBACTCS arcHT ynpasieHusi, — Program Files (x86)
m  (momomHuUTeNnpHO) OTmevyaTok ceprudukara Gpopmata PEM, ucmonszyemoro as mpoBepKH IMOATHHHOCTH
6. Coxpanure u 3akpoiire daitn InstallManagementAgent.psl.

7. UYtoObI aBTOMAaTHYECKHU YCTAHOBUTD Ar¢HT YIIPABJICHUSA, ABAXK/bI HICJIKHUTE q)ai/'m

InstallManagementAgent.psl.

8. (momomHHTENBHO) YOEIUTECh B TOM, UTO YCTAHOBKA 3aBeplieHa. [{Js 9TOro HaliuTe areHT ynpaBJjieHus
VMware vCloud Automation Center B criicke «IIporpamMMbl 1 KOMITOHEHTBI» Ha TTAHEH YIIPABICHUS
Windows u B crnicke 3amyIieHHbIX ciyx0 Windows.

dann oTBeTa aBTOMaTU4eCcKon yctaHoBkM VRealize Automation

Jlnst aBTOMaTHYeCKUX ycTaHOBOK VRealize Automation Heo6xoiMo 3apaHee MOArOTOBUTh TEKCTOBBINH (haiii

OTBCTA.
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Bce 3aH0BO pa3BepuyThie YcrpoiictBo VRealize Automation coxepskar daiin 0TBeTa M0 YMOIYAHUIO.
/usr/1lib/vcac/tools/install/ha.properties

YT0ObI BBITOIHUTE ABTOMATUYCCKYIO YCTAHOBKY, HeO6XOﬂI/IMO HACTPOUTH MapaMeTphl B ha. prope rtiesc
IMOMOIIBIO TEKCTOBOTO pEAAKTOPA IJIA pa3BEPThIBAHUSA, KOTOPOE CIEAYET YCTAHOBUTB. HPPIBC,I[CHHLIC HUXKC

HPUMEPBI — 3TO JIMIIb HEKOTOPBIE TTAPAMETPHI M CBEACHUSI, KOTOPhIE HEOOXOAUMO J00aBUTb.

m  JlunensuonHslil kimou VRealize Automation uim nakera

m  [lonnble foMeHHBIE HMeHa y3ia YcTpolicTBo VRealize Automation

m  VueTHbIE JJaHHbBIC YUETHOMW 3alicu nosb3oBaress root YerpoiictBo VRealize Automation

m  [lonnble nomennsie nmena Mudpactpykrypa xak yciyra-cepsepa Windows, koropble Oy yT BHIIOJIHST

poIb BeO-y3II0B, Y3JI0B CIyXKOBI AUCIIETYEPA U T. .

m  YdyeTHbIC JaHHBIC MMOJIb30BATENs CIIy:KObI VRealize Automation, yderHast 3amuch JOMEHa C IpaBamMu

anMuHHCTpaTopa Ha MHppacTpykTypa Kak ycinyra-cepsepax Windows
m  [lonHble JOMEHHbIE MMEHA MOJICUCTEMbI OAJTaHCUPOBKU HArPY3KH
m  [lapamerpsr 6a3b1 manHbIXx SQL Server
m  [lapameTpsl areHTa IPOKCHU-CEPBEpa AN HOAKIIOYEHHS K PecypcaM BUPTyalu3aluy

] I[OJI)KHEI JI1 TIporpamMMa aBTOMAaTHYECKOU YCTAaHOBKH IIBITaTHCA UCIIPABUTH OTCYTCTBYIOIINE HCO6XO,III/IMLIC

TpeboBanust udpactpykrypa kak yciyra-cepsepa Windows

IIporpaMmma aBTOMATHYECKON YCTAHOBKH MOYKET MCIPABISITh MHOTHE OTCYTCTBYIOIINE HEOOXOIUMbIC
tpeboBanuss Windows. XoTsi HEeKOTOpbIe IPOOJIEMbI ¢ KOHPUTypaluei, HalpuMep OTCYTCTBUE JTOCTATOYHOMN

MOIITHOCTH HNEHTPAJIBHOT'O IIpomeccopa, nporpamma aBTOMAaTHYECKOU YCTaHOBKHU U3MEHHUTH HE MOXKCET.

J1Jist S5KOHOMUM BpEMEHH MOYKHO TIOBTOPHO MCIIOJIB30BaTh U U3MeHHUTH (haiin ha.properties, HacTpOCHHBIH s
JPYTOTO pa3BEepTHIBAHMS, B KOTOPOM TapaMeTpsl ObUTH MTOX0XHUMH. KpoMe Toro, Bo BpeMsi HeaBTOMAaTHYECKOH
ycranoBku VRealize Automation ¢ momorpio MacTepa yCTaHOBKH TOCIEIHUNA CO3/A€T U COXPAHSIET MapamMmeTphbl
B Qaiine ha.properties. ®aiin MOKeT OBbITh MOJIC3CH AJISI MOBTOPHOTO UCTIOJIB30BAHMS U M3MCHEHHUS JUTs

ABTOMATHUYECKOI YCTaHOBKH MOJOOHOTO Pa3BEPTHIBAHMS.

Macrep He coxpansieT B (aiin ha.properties mapamerpbl, HMEIOIIHE OTHOLIEHHE K YaCTHONW COOCTBEHHOCTH,

HaIpUMep Mapoiy, JULEH3UN WIN CePTUHUKATHI.

KomaHgHasa ctpoka ans yctaHoBku VRealize Automation

vRealize Automation coxepxut uHTepderic KOMaHIHONH CTPOKH Ha OCHOBE KOHCOJIM IS BHECCHHS H3MCHCHUI

B HaCTpOfIKPI YCTaHOBKH, KOTOPBIC MOT'YT HOTp€6OBaTBC$I IocJIe M3HAYaIbHOK YCTAHOBKHU.

C nomouipto nnTepdeiica komananon crpoku (CLI) MOKHO 3amyCTUTH 3a/1aull YCTAHOBKU U HACTPOWKH, KOTOPBIC
HOCIIe W3HAYAIBHOH yCTaHOBKHM OOJIbIIE HENb3s BBHIIOMHUTH Yepe3 uHTepdeiic Ha ocHoBe Opaysepa. Oynkuun CLI:
MOBTOPHAs MPOBEPKa HEOOXOANMBIX YCIOBHUH, yCTAHOBKA KOMIIOHEHTOB MH(PACTPYKTYpHI KaK yCIyTH, YCTAHOBKA
cepTU(UKATOB WM HACTpoiika MMeHH y3ia VRealize Automation, Ha KOTOpBIi MOJIb30BATENH HANIPABIISIOT CBOI

BeO-Opaysep.
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Wnrepdeiic CLI Taxke nosneseH Uit OMBITHBIX MOJIB30BATEICH, KOTOPBIE XOTAT CO3/1aTh CLICHAPHUHU OIPEACICHHBIX
oneparyid. Hexoropsie Gpyukiym CLI HCIIONB3yIOTCS TPU aBTOMATHYECKON YCTaHOBKE, II03TOMY 3HAKOMCTBO C

obenMu (QYHKIIUSAME YKPCIUT 3HAHUS TI0 CO3/IaHUI0 CIICHapHeB yCcTaHOBKH VRealize Automation.

BasoBble onepaumu no ycraHoBke VRealize Automation n3 komaHaHom
CTPOKM

B unTepdeiice komanaHOM cTpoku Juis ycranoBku VRealize Automation npenycmorpenst 6a30Bbie orepaiun

BBICIICTO YPOBHH.

BasoBble onepannu Mo3BoJIsIIOT 0ToOpaXkaTh uaeHTudukarops! y3inos VRealize Automation, 3amyckatsb
KOMAH/Ibl, IPOBEPSTh COCTOSHUE KOMAH/IbI WIIH MPOCMATPUBATH CIIPABOUHYIO HH(pOpMaIH0. UToObI 0TOOpa3UTh
9TH ONEPAIMU U UX MMapaMeTphl Ha JHUCIUIEe KOHCOJIM, BBEIUTE CICAYIONIYI0 KOMaHIy 0e3 KaKux-1nbo mapamMeTpoB

U olpeienuTeneit.

vra-command

OTtobpaxeHne naeHTUUKaToOpoB y3rnoB

Heobxoaumo 3HaTh uaeHTHGHUKATOPHI y3710B VRealize Automation, 4roObl BBIMOTHATE KOMaHAIB! ISl HYKHBIX

IIEJIEBBIX CUCTeM. YTOOBI 0TOOPa3UTh HACHTH(UKATOPHI Y3JI0B, BBEANUTE CIEAYIONIYI0 KOMAHIY.
vra-command list-nodes

ObpamaiiTe BHUMaHUE Ha HACHTH(UKATOPHI Y3II0B, TIPEXKIE YeM 3aITyCKaTh KOMaH/IbI Ha TOM HJIH HHOM
KOMIIbIOTEPE.

BbinonHeHue KOMaH

BonbimHCTBO (DYHKIMI KOMAaHAHOW CTPOKU MPETyCMaTPUBAIOT BHIOJIHEHHE KOMaH]I O OTHOIICHHIO K Y371y B

kiactepe VRealize Automation. Yto0Ob! BRIIONIHUTE KOMaH/Ty, UCHOJIB3YHTE CISTYIONINN CHHTAKCHUC.
vra-command execute —--node node-IDcommand-name ——parameter—-nameparameter—value

Kak moka3aHo B CHHTaKCHCE BBIIIIC, MHOTUM KOMaHJaM TPEOYIOTCS MapaMeTphl  3HAUCHHSI TAPaMETpPOB,
BEIOpAaHHBIC MTOJTB30BATEIICM.

OT06pa>KeH|/|e COCTOAHNA KOMaHAbI

Brimonmnenne HCEKOTOPBIX KOMaH MOXCT JJIUTHCA HECKOJBKO CCKYH WX AOJIbLIC. YrtoO0bI TIPOBCPUTH X0

BBITIOJTHEHUS] BBEJICHHON KOMaH/1bl, 3aITyCTUTE CIEAYIONIYI0 KOMaH/Y.
vra-command status
CocrostHIEe KOMaH/IBI OCOOCHHO TOJE3HO IS OTCICKUBAHMS X0/1a BHIITOJHEHUS aBTOMATHYECKOH YCTaHOBKH,

KOTOpas MOXKET MPOAOKATLECA NJIUTCIIBHOC BpEMS IIPU OOJIBIINX pasdMepax pa3sBepTbIBaHUA.

OToGpaxxeHune cnpaBkn
YToObl 0TOOPA3UTh CIPABOYHYIO HH(POPMAIIUIO O BCEX JOCTYITHBIX KOMaHIaX, BBEJAUTE CICAYIOIIYI0 KOMAHITY.
vra-command help

UT0o0B! 0TOOPA3UTH CIIPABKY JIJISI OJJHONH KOMaH/bl, BBEUTE CIEAYIONIYIO KOMAaHIY.
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vra-command help command-name

HassaHuna komaHpg yctaHoBKM VRealize Automation

KOMaH[[LI MMpeaOCTaBJIAIOT KOHCOJIbHBIHN J0CTYyIl KO MHOT'UM 3aJia4yaM IO YCTaHOBKEC U HaCTpOﬁKe vRealize

Automation, kotopbie, BO3MOXHO, TOHA00UTCS BBIMOIHUTD [10CJIEe W3HAYAILHON YCTAaHOBKH.
IIpumepaMu JOCTYITHBIX KOMAH]I SIBJISTFOTCS CIICAYIONINE (DYHKIHH.
m  JloGaBnenue apyroro ycrpoiicta VRealize Automation k cyrectByroiieii ycraHoBKe

m  3ajaHue UMEHH y3J1a, HAa KOTOPBIH MM0JIb30BaTEIM HACTPAUBAIOT CBOW BeO-Opay3ep MpH MOoJIy4eHHN AO0CTYMa K
vRealize Automation

m  Coznanue 6a3bl manHbix SQL Server undpactpyKTypsl Kak yciayru
m  3amycK CpejCTBa MPOBEPKU HEOOXOMUMBIX ycinoBuid Ha cepBepe WINAOWS nH(pacTpyKTypbl Kak yCIyru
m  Ummnopt ceprudukaton

[Monuelii cnrcok jocTynHbix koMana VRealize Automation MoxHO mony4uTs mociie BXoja B KOHCOJb

ycrporictBa VRealize Automation u BBoia cienyromeii KoMaHIbI.
vra-command help

[TonHbIM cIMCOK Ha3BaHUI U MapaMeTPOB KOMaHJ HE BOCIPOU3BOAMUTCS B OTJEIbHON JOKyMeHTauuu. Jis
3(h(HEeKTUBHOTO UCTIOIB30BAHUS CIFCKA ONPEACITUTE HEOOXOAUMYI0 KOMaHAy U Cy3bTE€ ITOWCK, BBEIS CICIYIONIYIO

KOMaHYy.

vra-command help command-name

API yctaHoBku B VRealize Automation

Wnrepdeiic REST API mist ycranoBku VRealize Automation nosBosisier BeInonHATh ycTaHoBku VRealize

Automation, YHpaBiaA€MbIC HCKITHOYUTCIIBHO IMTPOTPaMMHBIM obecreueHHEM.

Just API ycranoBku Tpebyetcs, uro0sl B hopmare JSON mpenocTaBIsuIiCh Te Ke 3alicH, KOTOpbIe MpU
YCTaHOBKE uepe3 KOMaHIHYIO CTPOKY MpUHUMAIOTCs U3 daiina orBetoB ha.properties. [IpuseneHusie nanee
UHCTPYKLMH IIOMOT'YT 03HAKOMHTBCS C IIPUHLIUIIOM paboThl APl 1 Hay4HuThCS COCTABIATH IPOrPAMMHBIC BBI3OBBI
API s ycranoBku VRealize Automation.

m  UYroObl moNy4uTh AOCTYN K JOKyMeHTarmu mo AP|, ykaxute B BeO-Opays3epe CIeAYIONIYI0 CTPaHHUILY
ycrpoiictBa VRealize Automation.

https://vrealize-automation-appliance-FQDN:5480/config

Tpebyetcs HeHacTpoeHHOE yeTpoiicTBo VRealize Automation. Cu. pasnen PassepreiBanue ycrpoiictsa
vRealize Automation.

m  Yr0oOb! HCIIPOOOBATh pa3MuHbIC BAPHAHTHI YCTAHOBKHU C TIOMOIIb0 API, HaliuTe 1 pa3BepHHUTE CIIEIYIOUIYIO

komaHgy PUT.

PUT /vra-install
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m  Ckonupyiire He3anomHeHHble mapamerpsl B popmare JSON u3 mois install_json B Tekcrossiii pepakrop.
BBe/uTe 3HaYCHUS] OTBETOB TaK XKe, Kak 3To aenaercs B ha.properties. Korna orsers B popmare JSSON
OyIyT roToBbI, CKOuUpyiite u Berasbre ko B install_json, samenus M He3anonHeHHbIe ApaMETPhI B
tdopmare JSON.

AJbTEepHATUBHBIN CIIOCO0: OTPENaKTUPOBATh YKa3aHHbIH ganee madion aanHbeix JSON u ckormpoBath

pesynbrar B install_json.

/usr/1lib/vcac/tools/install/installationProperties.json

MoHO Takxe mpeobpa3oBaTh 3anoiHeHHbli ¢aiit ha.properties B dpopmar JSSON u Ha060poOT.
m B none neiicTBus BBeIUTE NPOBEPUTH U HICIKHUTE 3JIeMeHT Mcenpo6oBaTts.

JeiictBre nipoBepku 3amyckaeT B VRealize Automation nposepky 00s13aTelIbHBIX YCIOBHIT M UCIIPABICHUE

HETOJIaI0K.

m  OtBer Ha JEHCTBHE NPOBEPKH COJACPKUT OyKBEHHO-IIM(POBOI KOJI KOMAH/IbI, KOTOPBII CIIeTyeT BCTAaBUTh B

yKaszaHHyio qanee komanay GET.
GET /commands/command-id/aggregated-status
OtBer Ha komanay GET coaepxut nHGOPMAIHIO O XO/I¢ BBITOJHEHHUS IIPOBEPKH.

u [Tocre YCHEIIHOTO 3aBEPIICHUA IMTPOBEPKU MOKHO 3allyCTUTh CaMy YCTaHOBKY, IIOBTOPUB IPOIIECC. HHH 9TOro

B I0JI€ JEWCTBHS MIPOCTO BEIOEPUTE BMECTO BapHaHTA MPOBEPHUTh BAPHAHT YCTAHOBHUTD.

B 3aBUCUMOCTHU OT MacmTa6a Pa3BEPTHIBAHUA YCTAHOBKA MOKET 3aHATH 3HAYUTCIILHOC BpEMSI. qT06LI
MIPOBEPUTH XOJI €€ BEHIMOIHEHNS, HAWANTE CHOBA KO KOMaHABI M BOCIIONB3yiTech komannoi GET mms
IMOJYyUYCHUA CYMMapHOI0 COCTOAHUS. B MpUMEPE HUKC MMOKA3aHO, KaK MOXKCT BBIIVIAACTL OTBET HA KOMaHAy
GET.

"progress": "78%", "counts": {"failed": 0, "completed": 14, "total": 18,
"queued": 3, "processing": 1}, "failed-commands": 0O

u Ecnu Bo3HUKIM HpO6J'IeMI)I C yCTaHOBKOﬁ, MOJHO 3alTyCTUTh C60p JaHHBIX JXYypHaJia Jis1 BCEX Y3JI0B C

MOMOUIBIO YKa3aHHOM Jjajiee KOMaH/Bbl.
PUT /commands/log-bundle

Kak u B ciryuae ¢ ycTaHOBKOH, BO3BpamaeTcs OyKBeHHO-IIM(POBOI KO KOMaH/bI, C TIOMOIILIO KOTOPOTO

MOXHO IPOBEPUTH COCTOSIHUC 060pa JaHHBIX JXYypHaJa.

[Mepexon mexay popmMaTomMm CBOMCTB aBTOMaTUYECKOWN YCTAaHOBKN
vRealize Automation n coopmatom JSON

Jliis aBromarudeckoit yctanoBku VRealize Automation ¢ ucnions3oBanuem API win nnTepdeiica komaHIHON
CTPOKH MOXHO TIpeoOpa30BaTh 3aMOTHEHHBIN (haiin oTBeTOB cBoiicTB B popmat JSON u Hao6opoTt. Ecnu
aBTOMAaTHUeCKasl yCTAaHOBKA BBITIOJIHSETCS C MCIOJIb30BaHUEM HHTepdelica KoMaHaHOW CTpoKH, TpeOyercs daiin

CBOWCTB, eciu ¢ ucrnonb3oBanuem APl — dopmar JSON.
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Heobxoaumble ycriosus

3aroTHEHHBIH (aiiil OTBETOB CBOMCTB WM 3amoiHEHHBIH (aitr JSON
/usr/1lib/vcac/tools/install/ha.properties

anit

/usr/lib/vcac/tools/install/installationProperties.json

Mpoueaypa
1. Boiinure B ceanc koHconu ycrpoiictBa VRealize Automation kak nons3osarens root.
2. 3amyCcTHTe COOTBETCTBYIOIIUI CIIEHAPUI ITPeoOpa3oBaHusl.

m  [Ipeob6pazoBanne JSON B hopmar cBoiicTB

/usr/1lib/vcac/tools/install/convert-properties ——from-json
installationProperties.json

Cuenapuii co3aet HOBBIH (aill CBOWCTB ¢ METKOW BPEMEHU B UMEHH, HAIPUMED:
ha.2016-10-17_13.02.15.properties

m  [IpeobpasoBanue ¢popmara cBoiicts B JSSON
/usr/1lib/vcac/tools/install/convert-properties ——-to-json ha.properties

Cuenapuii cozmaet HOBbIM (haiin installationProperties.json ¢ MeTkoil BpeMeHH B HMEHH,

Hanpumep:

installationProperties.2016-10-17_13.36.13.json

Pesynbrath
MOYHO BBIBECTH Ha dKpaH CIPABOYHYIO HH()OPMAIIHIO O CIICHAPHH.

/usr/1lib/vcac/tools/install/convert-properties --help
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3agauyum nocne yctaHoBku VRealize
Automation

[Tocne ycranoBku VRealize Automation BosnukaroT 3aa4u, KOTOpble MOTYT MOTPEOOBATH BHUMAaHHSI.
B aTy rnmaBy BXOIAT CIEIyIOMINE Pa3aeIbl:

m  He u3mensiiite yacoBoii nosic B VRealize Automation

m  Hacrpoiika muppoBaHus, COOTBETCTBYIOLIETO (hepeparbHOMY CTaHIapTy 00pabOTKH HH(POpMALHU
m  BkiroueHne aBTOMAaTHYECKOTO aBapUITHOTO MEPEKIIIOYCHUs CIyKObI AucreTdepa

m  ABTOMaTHUYEeCKOE aBapuiiHOe rnepekiroueHue 0asel qanHbix POstgreSQL B VRealize Automation
= 3amMeHa caMO3aBepSIOMNX CepTU(UKATOB cepTU(HUKATAMH, BBLIAHHBIMHU IICHTPOM CEPTUHHUKAIINN

m  l3meHenue uMeH u IP-anpecos y3moB

m  VYjaanenwue y3na ycrpoiictBa VRealize Automation

m  VYcranoBka arenrta VRealize Log Insight na Mudpacrpykrypa kak yciyra-cepBepax

m  lI3menenue nopra npokcu-cepsepa st VMware Remote Console

m  lI3MeHeHue MOJHOTO JOMEHHOTo UMEHH ycTpoiicTBa VRealize Automation obpartHo Ha UCXOIHOE MOJTHOE

JIOMEHHOE UM
m  Hactpoiika rpynmsl goctynHocta AlwaysOn SQL

m  JloGaBiieHne ceTeBbIX aaanTepoB nocie ycranoBku VRealize Automation
m  Hacrpoiika cTaTHYECKUX MapLIpyTOB

m  VipaBJieHUE MCIPABICHUMH JIOCTyIA

m  Hacrpoiika goctyna K apeHIaTopy 10 YMOTYaHUIO

He nameHante yacosomn nosc B VRealize Automation

Hecmortpst Ha To uto unTepdeiic ynpasineHus ycrpoiicteom VRealize Automation no3Bosser u3aMeHHUTh 3TOT
mapaMerp, HeoOX0 MO, YTOOBI B KauecTBe YacoBoro mnosca VRealize Automation scerna 6wt ykaszan Etc/
UTC.
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Ecnu ucnione3yercs apyroii yacosoit nosic (e Etc/UTC), To, Kak CBUACTEIBCTBYET OMBIT, MOTYT IIPOUCXOJIHUTh
HEOOBIYHBIC OMMOKH, HaIpUMep cOOM MHUTpAIiii U MOTydeHHe HaOOPOB KYPHAJIOB, KOTOPBIE COAEPIKAT 3aIUCH HE

co Bcex y3noB VRealize Automation.

IMapamerp untepdeiica ynpasienus ycrpoiictBoMm VRealize Automation, koTopsliii He HY)KHO MEHSTb,

HaspiBaeTcsd Cucrema > YacoBoii mosic.

HacTtpownka wudpoBaHuda, COOTBETCTBYHOLWEro doeaepanbHOMY
cTaHgapTy o6paboTku nHdopmaumm
MOHO BKJIIOYHTH MJIM OTKIIIOUUTH MIH(pOBaHKE, COOTBETCTBYIOIIEE (peaepaIbHOMy cTaHaapTy 00paboTKu

undopmannu (Federal Information Processing Standard, FIPS) 140-2, anst BXOSIIEr0 U UCXOISIIETO
ceTeBoro Tpaduka ycrpoiictea VRealize Automation.

st uamenenus: napametpoB FIPS tpebyercs nepesanyck VRealize Automation. Io ymonganuio noaaepikka

FIPS orxmrouena.

Mpoueaypa

1. Boiigure B unrepdeiic ynpasienus ycrpoiictea VRealize Automation kak nosb3oBarens root.
https://vrealize-automation-appliance-FQDN:5480

2. Bribepute VRA > Hactpoiiku y3aa.

3. B mpaBom BepxHEM yIily HOKMHUTE KHOIKY, YTOOBI BKJIFOUUTH WK OTKIIOUNTH FIPS.

[pu BKITFOYCHHOM COCTOSIHUH JUTSL BXOJISIIETO U HCXOJSIIEro ceTeBoro Tpaduka ycrpoiictea VRealize
Automation nopra 443 ucnons3yercs mudposanue, coorsercryroiiee FIPS 140-2. HezaBucumo ot
Hactpoek FIPS B VRealize Automation ucnosnb3yoTcst aaropuTMbl, COOTBETCTBYIONIHE CTAHAAPTY
AES-256, st obecrieueHnst 6€3011aCHOCTH 3alIMIIEHHBIX JaHHbBIX, KOTOPBIE XPAHSTCS Ha yCTPOMCTBE
vRealize Automation.

Ipumeuanne B sTom Beimycke VRealize Automation coorercrue FIPS oGecrieunBaercst numb
YaCTHYHO, TaK KaK cepTH(UINPOBAHHBIE KPUIITOTpadHIeCKHe MOIYJIH UCIIONB3YIOTCA eIle He BO BCEX
BHYTPEHHUX KOMIIOHEHTaX. TaM, rie cepTUQHUIMPOBaHHbIE MOIYIIU €llle HE Pean30BaHbl, UCTIOIb3YIOTCS

AJITOPUTMBI, COOTBETCTBYIOMIME cTannapty AES-256.
4. Yrobsl nepezanyctuth VRealize Automation, naxmure kunomnky Jla.

PesynbraThbl

FIPS mMoHO Takke HaCTpOHUTh B ceaHce KOHCONM ycTpoiicTBa VRealize Automation ¢ npaBamu nosb3oBarens

root, BOCIOJb30BaBIIUCH CIEIYIOIMIMMHA KOMaH/IaMu.
vcac-vami fips enable

vcac-vami fips disable
vcac-vami fips status
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BkritoueHne aBToMaTM4eCcKoro aBapumHoOro nepeknoveHns
cnyx6bl gucnetyepa

ABTOMAaTHYECKOE aBAPUUHOE TIEPEKITFOUEHHE CIIYKObI UCIIETYEPa 10 YMOIYAHUIO BBIKITIOUEHO, €CITH JIIsI
YCTaHOBKH WJIH OOHOBJICHHS CIyKOBI TUCIIETYEpa UCIIOJIb3YETCs CTaHaapTHBIA ycraHoBuwk Windows vRealize
Automation.

UToOBI BKITIOUUTH aBTOMATHYECKOE aBapUitHOE MEPEKITI0UEHHUE CIYKObI AUCHeTyepa Mocie 3aIycka CTaHapTHOTO

ycranoBiiuka Windows, crenaiite cienyrolee.

B xoH(uUTypannu ¢ HECKOIBKUMH y37IaMU JEHCTBUSA HY’KHO BBITIOJHUATH TOJIBKO OJWH pa3 Ha JIF000M y3ie

ycrpoiictBa VRealize Automation.

Mpoueaypa
1. Boiigure B ceanc koHconu Ha ycrpoiictBe VRealize Automation kak nonbs3oBarens root.
2. [lepeiinure B ciieayronyii KaTaor.
/usr/1lib/vcac/tools/vami/commands
3. Bseawute cleayoOIIy0 KOMaHIY.

python ./manager-service-automatic-failover ENABLE

PesynbraTthl

Ecnu TpebyeTcs OTKIIOUNTh aBTOMATHYECKOE aBapUiTHOE TIEPEKITIOUEHIE BO BCEM Pa3BEPTHIBAHIH

WudpactpykTypa Kak yciayra, BBEIUTE CICAYIONIYI0 KOMaH/Ty.

python ./manager-service-automatic-failover DISABLE

ABTOMaTMYeCKOe aBapuiiHOe NepekodeHne cnyxbbl aucneTtyepa

MO>HO HACTPOUTDH aBaApUITHOE MEPEKITIOUYCHUE HA PE3EPBHYIO CiTy)0y aucnerdepa VRealize
AutomationudpactpykTypa KaKk yciayra B Ciydae OCTAHOBKA OCHOBHOM CITYKOBI.

Hauunas ¢ Bepcun VRealize Automation 7.3, Gosnbliie He TpeOyeTcsi BpyuHYIO 3allyCKaTh U OCTAHABINBATD
cinyx0y mucrerdyepa Ha KaxaoM u3 ceppepoB WiNAOWS, 4ToObI onpeennuTh, Kakoil U3 HUX BBICTYIAET B POJIH
OCHOBHOT'O WJTH PE3ePBHOr0. ABTOMATHYECKOE aBAPUIHOE MEPEKITIOUEHHE CITY)KObI TUCTIeTYepa BKIIFOYEHO 10

YMOJYAHHUIO B CIIEAYIOMINX CIyYasx.
m  [Ipu ycranoske VRealize Automation B aBromMarn4eckoM pexuMe UK ¢ TOMOIIbI0 MACTEPa YCTAHOBKH

m  [Ipu obHoBneHnu MHppacTpykTypa Kak yciyra yepe3 HHTepQeic aIMUHUCTPUPOBAHHUS WIIU C TIOMOIIBIO

CIE€Hapus aBTOMAaTHYIECKOTO OOHOBIICHHS

ABapuiiHOE MepeKIIIOYeHUE OTKIIIOUEHO, €CIIH [UIsl J00aBICHHs y3J1a CIIyKObI JucneTdepa in 0OHOBICHHS
WudpactpykTypa Kak yciayra UCIOIb3yeTcsl CTaHAapTHBIN ycTaHoBIIKK it WINdOwWsS. UToObl BKIIOYHUTH €10,
UCIIONIB3YHTE NHPOPMAIHIO U3 pasjena Briouenie aBToMaTnieckoro aBapuiiHOro MEepeKIIOUeHHs CITyKObI

JUCTIeTIepa.
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Ecnmu GyHKIMS aBTOMAaTHUECKOTO TEPEKII0UCHUST BKITIOUCHA, Clly0a Jucrerdyepa aBTOMaTHYECKN 3aIlyCTHTCS Ha
BCEX y3JIaX CIIy>KOBI JHcIeTdepa, BKIIoYas pesepBHble. OyHKINS aBapHHHOTO MEPEKIIOYSHHS O3BOJISCT y3lIaM
MPO3pavyHO OCYIIECTBIISITh B3aMMHBII MOHUTOPHHT U B Cilydae HEOOXOAMMOCTH BBIMOJHSTH aBapHiiHOE
nepekioueHue. st paboTel 3ToH (GyHKIIMK HEOOXOIUMO, YTOOBI COOTBETCTBYOMIAs ciry:)0a Windows padorasa

Ha BCCX Yy3JiaX.

IMpumeuanne Vcrnonb3oBaTh GPyHKIMIO aBTOMATHYECKOTO MEPEKIIOYeHUs He 00s13aTesbH0. Ee MoKHO
OTKJIFOUHTH U TO-TIPEKHEMY BPYUYHYIO 3allyCKaTh ¥ OCTaHABIMBATh Ciyxk0y WiINdOWS, 4ro0bl OmpeaessTh y3ibl
KaK OCHOBHbBIE WU pe3epBHbIe. Eciii aBapuitHOe MepeKIFoueHne BBIIONHIETCS BpYYHYIO, Cliyk0a 10/DKHA ObITh
OJIHOBPEMEHHO 3allylleHa TOJbKO Ha olHOM y3ie. Eciu aBToMaTnyeckoe aBapuiiHOE NEPEKIIOUEHUE OTKIIIOUEHO,
TO MPU OJHOBPEMEHHOM 3aIlyCKe CIy»KObl Ha HECKOJIBKHX cepBepax MHbpacTpykTypa Kak yciayra Oyaer

HEBO3MOXKHO UCIIONB30BaTh VRealize Automation.

He npitaiitech BHIOOPOYHO BKIIIOYATH MJIM OTKIIIOYATh (PYHKIMIO aBapuiiHOTrO nepekiitoueHus. OHa nomKHa ObITh

BKJIFOUCHA WJIM BBIKIIIOUCHA Ha BCEX y3/IaxX CIIy>KObI aucrieTdepa B pazepTeiBannn MH(pacTpykTypa Kak yciyra.

Eciii aBTOMaTH4eckoe aBapuitHOE TEPEKII0UYCHNE He pPabOTaeT, CM. COBETHI 10 YCTPAHCHHUIO HEMOJIA0K B CTAaThe
Obnosnenue VRealize Automation 7.1 unu 7.2 0o eepcuu 7.3.

JlononHuTenbHbIE CBEJCHUS O OaJaHCUPOBKE HArPy3KH JUIS Y3JIOB CIIyKOBbI ANUCIIETYEpa CM. B pasjielie

banancuposka Harpysku VRealize Automation.

ABTOMaTM4eCKOE aBapuUMHOE nepekntoyeHne basbl AaHHbIX
PostgreSQL B vRealize Automation

B passepreiBanuu VRealize Automation ¢ BbICOKO# JTOCTYITHOCTBIO HEKOTOPbIE KOH(PUTYpaIin
peyCMaTPUBAIOT aBTOMATHYCCKOE aBapUiTHOE TICPEKITFOUCHIE BCTPOCHHOM 0a3bl qaHHbix VRealize
AutomationPostgreSQL.

ABapuifHoe NepeKItoYeHIe BKIIFOUYEHO MO YMOIYaHHIO B CIEAYIOIUX CIIydasX.
m  PasBepThIBaHHE C BHICOKOH JIOCTYITHOCTBIO BKIIFOUAeT TpU ycTpoiicTBa VRealize Automation.
ABTOMAaTHYECKOE aBapHifHOE MEPEKITIOUCHNE He MOJACPKUBAIOT TOJIBKO JIBAa yCTPONCTBA.

u I[J'IH napameTpa «Penmukarus 0a3bl JJAHHBIX» BBI6I/IpaCTC$I 3HA4YCHUC «CI/IHXpOHHLIﬁ PCKHUM» Ha BKIIAJAKC

«Knacrep» untepdetica anmunuctpuposanus VRealize Automation.

OOBIYHO HE PEKOMEHAYETCS BBITIOIHATH aBapUUHOE IMEPEKITI0YCHIE BPYYHYIO, KOTa OHO BKIIFOUCHO B
aBTOMaTHUYeCKOM pexknme. OTHAKO MPH HEKOTOPBIX MPoOJIeMax ¢ y3J1aMu aBapUiHOE MEPEKITIOYCHUE MOXKET HE
BBITTOJTHATHCS] aBTOMATHICCKH, TaKe €CIIM OHO BKIFOYECHO. B 3TOM cirydae mpoBephTe, HYKHO JTH BBIITOTHUTH

aBapuUiHOE MEPEKITIYEHUE BPYUHYIO.

1. Tlocme c60st ocHOBHOTO y31a 0a3sl JaHHEIX POStgreSQL mopoxaute 5 MUHYT, TIOKa HE CTaOMIIN3APYETCS

paboTa OCTANBHOM YacTH KiacTepa.

2. Ha yane ycrpoiictBa VRealize Automation, npomosmkaroniem pabotath, OTKpoiiTe B Opay3epe Cleayonmi
URL-anpec:

https://vrealize-automation-appliance-FQDN:5434/api/status
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3. BrimonnuTe nouck csoiictsa manualFailoverNeeded.

4. Ecnu cBoiictBo manualFailoverNeeded nmeer 3HaueHue true, BBIMOIHUTE aBapHHOE TIEPEKITIOUCHHE

BPYUHYIO.

CaelieHust O BBINOJHCHUH aBApUIHOTO MEPEKIFOYCHHS BPYYHYIO CM. B CTaThe Vnpaenenue VRealize
Automation.

3amMeHa camMo3aBepPALLNX CeEPTUGUKATOB cepTudurKkaTamum,
BblAAaHHbIMU LLEHTPOM cepTudomnkaymm

IIpu ycranoBke VRealize Automation ¢ ncrons3oBanueM camo3aBepsiONIUX CePTUHHUKATOB MOKHO 3aMEHUTh

ux CepTI/I(l)I/IKaTaMI/I, BbIJaHHBIMH LHEHTPOM CepTI/I(I)I/IKaHI/II/I A0 pa3BCPThIBAHUS B pa6oqe171 cpeac.

JlononHuTeNnbHbIE CBEJCHUSI 00 OOHOBICHUH CEPTU(PHKATOB CM. B paszziene Ynpasienue VRealize Automation.

3meHeHue nmeH u IP-agpecos y3noB

B 00mux cnydasix pacCYMThIBATE OCTABUTH HMCHA Y3JIOB M IOJIHBIC TJOMEHHbBIC UMeHa U IP-anpeca,
3arIaHupOBaHHbIe 11t cucteM VRealize Automation. OtaespHbIC H3MEHEHUSI MOYKHO BHECTH M ITOCIIC

YCTaHOBKH, OJJHAKO IPHU 3TOM MOTYT BO3HUKATH HpO6H€MI>I.

m  CaesieHus 00 M3MEHEHHH UMEHH y3J1a Ha KoMmbioTepe Windows, rie pa3melieHa 0a3a JaHHBIX

Wndpacrpykrypa kak yciryra SQL Server, cm. B pasznene Vnpasienue VRealize Automation.

m  lI3MeHeHHWe MMEHH y3Jia BO BPEeMS BOCCTAHOBJICHUS KOMIOHEHTOB MHPpacTpyKTypa KaKk yCciayra MOXKeET
HOBJIHATH Ha BeO-y3en MHppacTpykTypa Kak yciyra, y3ei ciyObl JUCIeTYepa U COOTBETCTBYIOIINE UM
MOJICHICTEMBI OalaHCHUPOBKY HArpy3Kd. BoccTaHOBUTE 3TH y3IIbI HITH TIOJACHCTEMBI OATaHCHPOBKU HATPy3KH,

clielysi HHCTPYKIHUSIM [0 PE3epBHOMY KOMMPOBAHUIO M BOCCTAHOBIICHUIO VRealize Suite.

Caeziennst 00 n3MeHeHHH UMEHH y3ia win IP-anpeca yerpoiictBa VRealize Automation cu. B crienyrommx

pasnenax.

N3meHeHne nmeHn ysna yctponctea VRealize Automation

HpI/I O6CJ'Iy)KI/IBaHI/II/I Cpeabl WM CETU MOXKET BO3BHUKHYThH H€O6XO,HI/IMOCTI> B Ha3HA4YC€HHWHU HOBOI'O UMCHHU Yy3J1a

ycrpoiictBy VRealize Automation.
Baz:kno! Ilpu nepenmenoBanuu ycrpoiictBo VRealize Automation Ha HECKOJIBKO MUHYT BBIXOJHUT U3 CETH.

J1y1st aBTOHOMHBIX, TJIaBHBIX YCTPOWCTB M PEIUIMK ycTpoiicTB VRealize Automation BeINONHSIOTCS OJTHY U TE JKe

JIEUCTBHSI.

Mpoueaypa
1. B cayx0e DNS co3aaiitTe AOMOIHUTEIBHYIO 3aKMCh C HOBBIM UMCHEM Y3JIa.
IMoka He ymansiite cymecTByromlyto 3amiuck DNS co crapsiM nMeHeM.

2. Jloxxaurech BoimosHeHUs perutukarmu DNS u pacnpeaencHus 30H.
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3. Boiinure B nHTepdeiic KoMaHaHOI cTpoKu ycTpoiicTBa VRealize Automation kak mosib3oBatesb root.
4. BbINOTHUTE CIETYIOIYI0 KOMAHIY.
vcac-config hostname-change —--host nosoe_umsa_ysia ——certificate wwsa_gaiina_cepmugurama

Daiin ceprudrkaTa yka3pBaTh HE00A3aTENBHO. DTO HEOOXOIUMO CIENIaTh, €CIHN B CEPTU(HKATE
UCIIOJIb30BAJIOCh CTApOe MMsl y3Jla YCTPOHCTBaA. B 3TOM cityuae ykakute OOHOBJICHHBIH cepTH(UKAT C HOBBIM

HMCHCM Yy3J1a.

[Tpu ykazanuu ¢aiina ceprudurara KOMaH/a NEPeUMEHOBAHMS TAKKE UMIIOPTUPYET cepTU(UKAT U

BO3BpAIACT €T0 HICHTH()UKATOP.

Daiin cepTrdurara J0HKEH OBITh B TOM ke (popmare, 4To M BBIXOAHOM TekeT komanael APl /config/ssl/

generate-certificate, u comep:kaTh HOBOEC MMsI CITY)KOBI JOMCHHBIX UMEH B T10o1e SAN.

5. TIlepenmMenoBanue 3aHmUMaeT 10 15 MuHyT. Ha BEITONTHEHHE KOMaHI YXOAUT HECKOIBKO MUHYT, 3aTEM eIIe

HECKOJIbKO MUHYT Ha MOBTOPHYIO PETUCTPALUIO CITYXKOBI.

6. Ecnu crapoe nmst y3/ma ycTpOHCTBa NCIIOJIB30BATIOCH B TOJICHCTEME OATaHCHUPOBKU HATPY3KH B CPEJe BHICOKOH

JAOCTYINHOCTH, IPOBEPHTE U USMCHUTE KOH(l)I/IpraHI/IIO 3TOMN MOACUCTEMBEI, YKa3aB HOBOC HUMH.

7. B cnyx0e DNS ynanure cymectByomlyio 3anuck DNS co crapbiM nMeHem y3ia.

Pesynerathl
Ecan IIpyu USMEHCHUN UMECHU Yy3Jla BOSHUKIIN HpO6J’ICMBI, nonpo6y171Te BBIIIOJIHUTH OTACJIBHBIC

[OCJIE/I0OBATENILHOCTH JCHCTBHUH, OMKcaHHbIe B JoKyMeHTaimu o VRealize Automation 7.3.

N3meHeHue IP-agpeca yctponcTtea vRealize Automation

HpI/I O6CJ'Iy)KI/IBaHI/II/I Cpeabl UJIN CETU MOKET BO3BHUKHYTh HCO6XOZ[I/IMOCTL B Ha3HA4YCHHU APYroro IP—az(peca

cyliecTByoIIEeMy ycTpoiictey VRealize Automation.

Heobxognmbie ycnosus

m B kadecTBe MephI MPEAOCTOPOKHOCTH CJIellaiiTe MOMEHTaJ bHbIE CHUMKH yCTpoicTB VRealize Automation
u cepeepoB MHdpacTpykTypa Kak yciyra.

m I3 ceaHca KOHCONM B KauecTBe TMOJb30BaTellst rOOt Ha ycrpoiicTBax VRealize Automation npocmotpure
3anucu B (aitne /etc/hosts.

Haiinure Ha3HaueHHs apecoB, KOTOPbIE MOT'YT KOH(JIMKTOBATh C HOBBIM IU1aHOM |P-anpecos, u BHecuTe

H€O6XOZ[I/IMBI€ HU3MCHCHUA.

Ha Bcex cepBepax MH(ppacTpyKkTypa Kak yciayra HOBTOPUTE TOT mporecc st ¢aiina Windows
\system32\drivers\etc\hosts.

m  3asepuiute paboty Bcex ycrpoiictB VRealize Automation.

m  OcranoBure Bce ciyx0bl VRealize Automation na cepsepax MudpactpykTypa Kak yciyra.
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Mpoueaypa

1. B vSphere naiigure ycrpoiictBo VRealize Automation, kotopoe He0OX0 MO M3MEHHUTH, U BIOEPUTE

HeiicrBusi > U3MeHHUTH IapaMeTphl.
2. Haxwmure Ilapamerpsl VAPP.
3. Passepuute Brinenenune IP-agpecos u Britounte napamerp Cpema OVF.

4. Pazsepuure [apamerpsl OVF u Britounte napamerp 1ISO-o6pa3.

[ Virtual Haraware | VM Options | SDRS Rules | vApp Options |

~ |P allocation

IP allocation scheme AvApp can obtain its network configuration through the OVF
environment or a DHCP server. Specify the network configuration
schemes supported by this vApp:

[]DHCP
I [#/] OVF environment I

The IP allocation schemes determine what IP allocation policy
options are enabled.

IP protocal Specify the IP protocols supported by this vApp:

[ Both |+ ]

) — The OVF environment is only available
OVF environment [WL] when the VM is powered on.

OVF ervironment transport | [/ IS0 image An '_SO image, containin_g the OVF
environment document, is mounted on
the first available CD-ROM drive.

The VMware tools guestinfo.owfEnv
[ Viware Tools variable is initialized with the OVF
environment document.

FVVVV VPV VvV evYTevees

: The installation boot automatically gets
Installation boot Enable
D reset upon first power-on of the virtual
machine.
0 a | Specify the delay in seconds to wait for
T | the WM to power o

means wait until the VI i
bbb dddddddddddddddddddddddddbdddbbdddddiiiibbbdddiiiiibiisd

5. Haxwmure kaonky OK.

6. 3amycrure ycrpoiictBo VRealize Automation, kotopoe X0THTE U3MEHUTb.

7. Boiinure B untepdeiic ynpasienus ycrpoiicrea VRealize Automation kak nosb3oBarens root.
https://vrealize-automation-appliance-FQDN:5480

8. [lepeiigure Ha Bkianky CeTb.

9. Tlox BKIagKaMU IMIETKHUTE AJIpec.

10. O6uoBure IP-ampec.

11. B mpaBom BepxHEeM YTy Ha)XMHTE KHONKY COXpaHUTHh HACTPOMKH.

12. 3asepumire paboTy yctpoiictBa VRealize Automation.

13. B DNS o6noBuTE 3ammcu s HOBBIX |P-agpecos.

OOHOBUTH HY)KHO TOJIBKO CYyIIECTBYIOIIKE 3anmuck Tuna A. He uzMmensiite nojHble JOMEHHbIE NMEHA.
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HpI/I HCIIOJIB30BaHUU ITOJCUCTCMBI 6anchnp0BKn Harpys3Ku Takxe 00HOBHUTE npu HeO6XOﬂI/IMOCTI/I HaCTpOﬁKH

IP-angpeca moacHCTEMBI ISl CEPBEPHBIX Y3JIOB, IYJIOB CIIYXKO M BUPTYaJIbHBIX CEPBEPOB.
14. Jloxmurecs BoimosnHeHus perumnkanu DNS u pacnipesnenenus 30H.
15. 3amycrure Bce ycrpoiictBa VRealize Automation.
16. 3anycrure ciayx0br VRealize Automation Ha cepepax MudpacTpykTypa Kak yciyra.
17. Boiigure B unrepdeiic ynpasienus ycrpoiicrsa VRealize Automation kak nosb3oBarens root.
https://vrealize-automation-appliance-FQDN:5480
18. IIpoepsbre cocrosinue ycTpoiictBa VRealize Automation B creayronmx oonactsix.
m  CocrosiHHe MOIKITIOYCHNUS 0a3bl JaHHBIX B paszaene Kiacrep
m  Cocrosinne RabbitMQ B paznene VRA > O0meH coodmmeHusiMu
m  CocrosHue Xenon B paznene VRA > Xenon

m  Bce cayx0p1, otmeuennsie kak SAPETMICTPUPOBAHHBIE, B paznene Ciy:Kobl

HacTtpowka 6a3bl gaHHbIX SQL Ang M3MEeHEHHOro UMEHU yana

IIpu nmepenoce 0aser manHbix SQL VRealize Automationudpactpykrypa Kak yciayra Ajs APYroro MMEHH y3ja

HEO0OXO0MMO MTPOBEPHUTH MapaMeTpbl KOH(UTypamnnu.

Ecnu ncnone3yercst ognHakoBoe UMsl y3ia, 6a3y naHHbix SQL MOKHO BOCCTAHOBHTH M3 PE3ePBHOM KOIMUH, HE
BBIITOJTHSIST HUKAKUX JTOTIOJIHUTEIBHBIX eHcTBUi. [Ipn BOCCTAaHOBICHHUH JUTS JPYTOTO HMEHH y3I1a HE00XO0IUMO

BHECTH JIOTIOJIHUTEIbHBIC H3MCHEHUS B (Dailyibl KOH(DUTYpaLuu.
Jist monmydeHus CBeICHUI 00 M3MEHEHHSIX, HCOOXOIUMBIX JUIsI IIepeHoca 0a3bl jaHHbIX SQL Ha y3en ¢ apyrum

nmeHeM, cMm. Crates 0a3el 3Hanuit VMware 2074607.

N3meHeHne IP-agpeca cepBepa VHppacTpyKkTypa Kak ycnyra

B nipouiecce oOciyuBaHust cpelibl WM CETH MHOTIa TpeOyeTcs Ha3HauuTh Apyroi IP-anpec cyuectByonemy
cepepy Undpacrpykrypa kak ycinyravRealize Automation nox ynpasnennem Windows.

HeobxoauMble ycnosusi

m  Eciu HeoOxoaumo usmenuts IP-anpec yerpoiictBa VRealize Automation, crenaiite 310 B mepByto o4epe/ib.

Cwm. paznen Msmenenue IP-anpeca yctpoiictBa VRealize Automation .

m B kadecTBe Mephl MPEIOCTOPOKHOCTH CJIeIaliTe MOMEHTaIbHbIE CHUMKH yCTpoiicTB VRealize Automation

u cepepoB MHdpacTpykTypa Kak yciyra.

m I3 ceanca KOHCOJIM B KauecTBe Mob30Batelns root na ycrpoiictee VRealize Automation mpocmorpute

3anucu B (aiine /etc/hosts.

HaﬁZ[HTe Ha3HA4YCHUA aIpC€COB, KOTOPbIC MOT'YT KOH(I)HI/IKTOBEITB C HOBBIM ILIIAHOM |P-aﬂp€COB, 1 BHCCUTC

HEOOXOUMBIC U3MCHEHHUSI.

Ha Bcex cepBepax MH(pacTpykTypa Kak yciayra IMOBTOPUTE 3TOT mporecc s ¢aitna Windows
\system32\drivers\etc\hosts.
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Beikirounte yerpoiictBo VRealize Automation.

OcranoBute Bce cinyx0bl VRealize Automation ua cepsepax MudpacTpykTypa Kak yciyra.

Mpoueaypa
1. Boiinure Ha cepep MHpacTpyKkTypa Kak yciayra, UCIOJb3ysl yYETHYIO 3alliCh C IIpaBaMu aJIMHHUCTPATOPA.
2. Uszmenunte IP-ampec 8 Windows.
Haitnute IP-anpec B HacTpoiikax cereBoro amantepa WiNndOws, B pasjeiic CBOWCTB HHTEPHET-IIPOTOKOJIA.
3. OOHoBuTE NOKaNBHYIO Ci1yk0y DNS, 4TOOBI TPUMEHUTH U3MEHEHUSL.
[Tocne oonoBnenust DNS cepeepsl MHbpacTpykTypa Kak yciayra nof ymnpasieauem Windows cmoryt
HAXOJUTh JPYT APYyra B CETH U MOXKHO OyJIeT MOBTOPHO MOJAKIIOUAThCS K cepBepy WiINndows B cityuae
pa3pbiBa COSIUHEHMUSL.
4. TlpoBepbTe yKka3aHHbIH HIOKE (aiilil B TEKCTOBOM PEIAKTOpe Ha y3iie CIykKObl JucHeTdepa.
instal l-folder\vCAC\Server\ManagerService.exe.config
IManka ycranoBku 1o ymonuanuto: C:\Program Files (x86)\VMware.
TIposepbre IP-anpeca nnu monHbie JOMEHHBIC UMEHA ycTpoiicTB VRealize Automation u cepsepos
Wudpactpykrypa Kak yciyra nox ynpasieanem Windows.
5. [IlpoBepbre ykazaHHbIH HUKe (aiii B TEKCTOBOM pelakTope Ha Beex cepBepax MHbpacTpykTypa Kak yciyra
nox ynpasineauem Windows.
instal l-folder\vCAC\Management Agent\VMware.IaaS.Management.Agent.exe.Config
[poBepsbTe IP-anpec nim momHoe J0MEHHOE MMs yeTpoiicTBa VRealize Automation.
6. Boiigure B y3en SQL Server.
7. VYO6enutech, 4TO aJipec PEMNO3UTOPHUS HACTPOEH MpaBUiIbHO: B cTosidoie ConnectionString nomkHo ObITh
yKa3aHO MOJIHOE JIOMEHHOE MMSI.
Hampumep, MoxxHO oTKpbITE SQL Management Studio u co3nare cnenyrommii 3amnpoc.
"SELECT Name, ConnectionString FROM [database-name].[DynamicOps.RepositoryModel]. [Models]"
8. 3amycrure ycrpoiictBo VRealize Automation.
9. 3amycrure cinyx0bl VRealize Automation na cepsepax MuppacTpykrypa Kak yciyra.
10. IIpoBepsTe (haiibl )KypHAJIOB U yOeIUTECh, YTO YCIICHIHO 3aITyIIeHbI CIIy>KObI areHTa, pabodero nporecca
DEM, mucmietuepa u BeG-y3na.
11. Boiinute B VRealize Automation kak mosib30BaTelb ¢ POJIBIO aIMHUHHUCTPATOPa HHYPACTPYKTYPHI.
12. Bribepute Undpactpykrypa > Monutopunr > CocTosiHUEe pacnpeaeeHHOI0 BbINMOJHEHUs U yOenuTech,
YTO 3aITyIIEHbI BCE CITYXKOBI.
13. IlpoBemute mpoBepKy pabOTOCTIOCOOHOCTH: MTPOBEPHTE CITYKOBI YCTPOHCTB, MPOTECTUPYHTE TIOATOTOBKY FITH

BOCIOJIB3YiiTech MHCTpyMeHTOM VRealize Production Test.
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M3meHeHne nmenu ysna cepsepa VHpacTpykTypa Kak ycrnyra

B nmpouecce o6cmyKuBaHHUS Cpelibl MM CETH WHOT/AA TPeOyeTCsl Ha3HAYUTD IPYyTroe UM y3J1a CYIIeCTBYIOIIEMY

cepeepy MHdpacTpykTypa kak ycryravRealize Automation nox ynpasneanem Windows.

Mpoueaypa

1. Co3znaiiTe MOMEHTABHBI CHUMOK cepBepa MHppacTpyKTypa KaKk yciayra.

2. Ha cepsepe UndpacTpykTypa Kak yciayra ¢ IOMOIIbIO auctieTdepa ciiyx0 IIS ocraHoBUTE IMyJIbl TPHIOKEHUH
VRealize Automation: penozuropuii, VMware vRealize Automation u Wapi.

3. Ha cepsepe UndpactpykTypa Kak yciayra nepeiaure B pasaei « AAMUHACTpUpOBaHHE» > «Ciry:KObI», 4YTOOBI
OCTaHOBHTH BCe CITyKObI, areHTsl U aucretdepsl DEM VRealize Automation.

4. B ciyx6e DNS co3maiiTe T0OMONTHUATEIBHYIO 3aMCh C HOBBIM UMCHEM Y3JIa.
Ioka He yaansiiTe cyiecTByoIIyto 3anmuchk DNS co crapbiM nmMeHeMm.

5. Jloxaurech BbimonHeHus peruinkannin DNS u pacnpenesneHus 30H.

6. Ha cepsepe UHbpacTpykTypa Kak yciayra ©3MEHUTE UMs y371a, HO OTKaXKUTECh OT Mepe3alycka IpH
MOSIBJICHHH COOTBETCTBYIOLIETO 3aIpoca.
HaiinuTe nms y3na B cBoiictBax cucreMsl WiNndoOws, B pasjenie HMEHH KOMIIbIOTEpa, NApaMeTPOB JOMEHA U
paboueii TpyIIIbL.
[1pu mosiBIIEHHN COOTBETCTBYIOLIETO 3arpoca Ha Iepe3alryck BhIOepuTe BapraHT «llepe3ayCcTuTb mozxe.

7. Ecam uist coznanusi cepTU(HUKATOB UCIIONIB3YETCS CTapoe UMs y3i1a, OOHOBHUTE CePTU(HKATBI.
Caeziennst 00 0OHOBIIeHHH cepTH(UKATOB CM. B pasuelne Ynpasnenue VRealize Automation.

8. Bocnonb3yiiTech TEKCTOBBIM PEIAKTOPOM, YTOOBI HATH M OOHOBUTH UM y37a B (haiiiax KOHDUTypalmu.

BeimonauTe 0OHOBIICHUS! B COOTBETCTBUY ¢ U3MEHEHHBIM HMEHEM y3J1a cepBepa MHppacTpykTypa Kak yciyra.
B pacripeneneHHOM pa3BepTHIBAHUY BBICOKOW JOCTYITHOCTH MOKET IOTPEOOBATHCS TOCTYI K HECKOJIBKUM
cepBepam. [Ipu M3MeHeHNHN NMEHH y37a ATl OpKecTpaTopa wiH pabodero mporecca DEM mukaxmx

0OHOBIICHHH HE TpedyeTcsl.

Ipumeuanue OOHOBHTE TOJIBKO cTapoe MMs y3na cepBepa Windows. Eciu BMecTo Hero HailieHo umst

IOACHCTEMBI 6ELHaHCI/IpOBKI/I Harpysku, OCTaBbTC €TI0 0e3 U3MEHEHUIA.

Tabnuua 7-1. dannbl ons OGHOBINEHUS NPU U3MEHEHUN UMeHM BeG-y3na

Cepsep UHdpacTpyKkTypa Kak yciayra yTb Daiin

Be6-y3ib1 install-folder\Server\Website Web.config
install-folder\Server\Website\Cafe Vcac-Config.exe.config
install-folder\Web API Web.config
install-folde\Web APN\ConfigTool Vcac-Config.exe.config
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Tabnuua 7-1. annel s o6HOBNEHUS NMPU N3MEHEHNN UMeHN Beb-y3na (TipoTobKeHue)

Ceprep Undppacrpykrypa Kak yeayra IyTs Daiin
V3el1 ¢ YCTaHOBJIEHHBIM KOMIIOHEHTOM install-folder\Server\Model Manager Repoutil.exe.config
Jicrerdepa Mojenei Data

install-folder\Server\Model Manager Vcac-Config.exe.config

Data\Cafe
V31b1 cityk0bl AuceTYepa install-folder\Server ManagerService.exe.config
V3ne1 opkectpatopa DEM install-folder\Distributed Execution DynamicOps.DEM.exe.config
Manager\dem
V3nb1 pabounx mpoueccos DEM install-folder\Distributed Execution DynamicOps.DEM.exe.config

Manager\DEM-name

V351b1 arenra install-folder\Agents\agent-name RepoUtil.exe.config

install-folder\Agents\agent-name VRMAgent.exe.config

Tabnuua 7-2. ®annbl Ans 06HOBNEHNS NPU M3MEHEHUN NMEHM y3na cryxbbl gucneTtyepa

Cepsep UndpacTpykrypa Kak yeayra Iyt Daiin

Vamsr opkectpatopa DEM install-folder\Distributed Execution DynamicOps.DEM.exe.config
Manager\DEM-name

Vanstr pabounx mporeccoB DEM install-folder\Distributed Execution DynamicOps.DEM.exe.config
Manager\dem
V3151 arenra install-folder\Agents\agent-name VRMAgent.exe.config

Tabnvua 7-3. ®annbl 4ns o6HOBNEHUS NPY U3MEHEHUM UMEHM Y3Na areHTa

Cepsep UndpacTpykrypa Kak ycayra IIyTs Daiin

V3en arenra install-folder\Agents\agent-name VRMAgent.exe.config

9

[epesanycrure cepsep MHppacTpykTypa Kak yciyra, Ha KOTOPOM OBbIIIO H3MEHEHO MM y3JIa.
10. 3anycrure myasl npuioxennid VRealize Automation, kotopsie ObUTH OCTAaHOBJICHBI paHee.
11. 3amycrure cnyxObl VRealize Automation, arentst u aucnerdepsl DEM, koTOpbie OcTaHOBIICHBI paHee.

12. Ecmu crapoe nms y3ia cepsepa MudpacTpykTypa Kak yciryra HCHOJIB30BaJIOCh B TIOJICHCTEME OajlaHCHPOBKU
Harpy3KkH B CpeJie BBICOKOH JJOCTYIHOCTH, ITPOBEPHTE U M3MEHHUTE KOH(UTYpALNIO 3TON MOJCUCTEMBI, YKa3aB

HOBOE UM,

13. B ciyx6e DNS ynanure cymniectByroiyto 3amiuck DNS co cTapbiM nMeHeM y3ia.

14. Jloxmurecs BoimosnHeHus perunkanu DNS u pacnipesnenenus 30H.

15. Eciii BbI H3MEHUIN UM y3J1a CITy>KOBI IHCTIETYEPA, BBITOJHNTE CJICIYIOIINE TOTIOTHUTENIbHbIC TeHCTBHS.
a) OOHOBHTE MPOrPaMMHBIC areHThI HA CYLICCTBYIOIINX BUPTYaTbHBIX MAaIlIHHAX.

6) IloBropHo co3uaiite ISO-00pa3bl U MAOIOHBI, COJEPIKAIINE TOCTEBOM areHT.
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CnepytoLme waru

VYoenureck B roroBHOCTH VRealize Automation k ucrnonb3oBanuio. CM. JOKYMEHTALHIO IO PE3EPBHOMY

KOITUPOBaHHIO M BoccTaHOBIeHUIO VRealize Suite.

3apaHue URL-agpeca ansi Bxoga B VRealize Automation B Buge
HacTpanBaemoro MMeHu

Ecnu tpebyeTtes, uToObI nosb3oBarenu VRealize Automation seimonssutu Bxox mo URL-uMeHH, OTIHYHOMY OT
uMeHu ycTpoiictBa VRealize Automation wu nojcucremMbl 0alaHCHPOBKH HATPY3KH, BBITOJIHUTE JCUCTBHS 110
HACTPOUKE JI0 U MOCJIC YCTAaHOBKH.

Mpouenypa

1. Ilepen ycTaHOBKOI IMOATOTOBBTE CEpTU(UKAT, copepkamuii Heooxomumoe umsi CNAME, a taxke nMeHa

ycrporictBa VRealize Automation u moacucremsl 6alaHCHPOBKH HAIPYy3KH.

2. VYcranoBure VRealize Automation, ykazas kak 00bIYHO MMS YCTPOMCTBA WIIH MOACHCTEMBI OANTaHCHPOBKH

Harpy3ku. Bo BpeMst ycTaHOBKH MMITIOPTUPYWUTE HACTpauBaeMblii cepTH]UKAT.

3. [locne ycranoBku B ciayx0e DNS cosnaiite nceBnornm CNAME 00BIMHOTO HMEHN M YKQKUTE BUPTYaIbHBIN

IP-ampec ycTpoicTBa UM TIOJICUCTEMBI OATAHCUPOBKHU HATPy3KH.

4. BrinonHuTe BXOJ B MHTep(eiic aIMUHUCTPUPOBaHHs ycTpoiicTBa VRealize Automation kak monb3oBarensb
root.

https://vrealize-automation-appliance-FQDN:5480

5. B paznene VRA > Hacrtpoiiku y3/1a u3MeHUTe 3HaUeHUe 171 mapameTpa MUmMs y3i1a Ha BEIOpaHHOE UMS
CNAME.

YnaneHue y3na yctponctea VRealize Automation

ITpu o6cimyXkMBaHUHU CPeAbl BEICOKOW TOCTYITHOCTH MOXET MOTPeOoBaThCs YAAIUTh U3 KJIacTepa HEeUCIPABHBIN

y3en ycrpoiictBa VRealize Automation.

Jnist ynaneHusi yCTpoMcTBa ClielydTe HHCTPYKIHSIM, COJEPIKAIMMCs B cTaThe Oaswl 3Hanuii VMware 2149866.

YctaHoBka areHTa VRealize Log Insight Ha NHpacTpykTypa Kak
ycrnyra-cepepax

Cepgepst Windows B MUudpactpykrypa kak yciayra-konpurypauuu VRealize Automation ne Bkitouaror B
cebs arent VRealize Log Insight mo ymonuanuo.

Cpencreo VRealize Log Insight no3BossieT arperupoBarh U HHIACKCUPOBATH KYPHAJIbI, & TAK)KE MOXKET
co0upaTh, UMIOPTUPOBATH M AHATU3UPOBATH UX JUIS OTOOPaXKEHHs CUCTEMHBIX TpodiieM. Eciu HeoOxoqumMo
cobpath U IpoaHATM3UPOBATh KypHAIIbI ¢ cepBepoB MH(pacTpykTypa Kak yciyra ¢ nomoiisio VRealize Log
Insight, Heobxomumo oraenbHO ycranoBuTh areHt VRealize Log Insight mis Windows.
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JlOMOMHUTENBHBIC CBEJICHHS CM. B PYKOGOOCmEe no aomMuHucmpuposanuio azenma VVMware vRealize Log
Insight.

VYerpoiictea YerpoiictBo VRealize Automation sximouatot B cebs arent VRealize Log Insight mo

YMOJTYaHHIO.

3ameHeHue nopTa npokcu-cepeepa ona VMware Remote
Console

Ecnu nHa Bamewm caiite nopt 8444 GrokupyeTcst WM UCIIONb3YETCs ISl IPYTUX HYXKJI, MOXKHO M3MEHHUTH TIOPT

MPOKCH-CEepBepa, UCMOIIb3yeMblil 110 ymMouanuio B VMware Remote Console.

Mpoueaypa

1. Orkpoiite KOMaHHYIO CTPOKY ycTpoiicTBa VRealize Automation ¢ npaBamu npuBmIIeripoBaHHOTO

rosib3oBareis (mojb30BaTes root).
2. Orxkpoiite cieayrommi Gaiiin B TSKCTOBOM pelaKTope.
/etc/vcac/security.properties

3. B mapamerpe consoleproxy.service.port U3MEHUTE UCIIOJIL3yeMbIil TT0 yMoTuaHuio nopt 8444 Ha apyroii

CBOOOJTHBIHN MOPT.
4. CoxpaHHTE U 3aKpOHTe security.properties.

5. [TIlepesamycture ycrpoiictBo VRealize Automation.

PesynbraThbl

ECJ'II/I I/ICHOHBSyeTCH cpezta BbICOKOﬁ ):[OCTyHHOCTI/I, BHCCUTC aHAJIOTMYHBIC NU3MCHCHUA BO BCC yCTpOﬁCTBa
vRealize Automation.

A3mMeHeHne NonHoro JOMEHHOro MMeHu yctpomnctea vRealize
Automation obpaTHO Ha UcxogHOE NOMHOE AOMEHHOE UMS

B HEeKoTOpBIX cliydasix IOJHOEe JOMEHHOE UMs ycTpoiicTBa VRealize Automation moxer u3MeHHuThbCsl, KOoraa 3To
He TpeOyeTcsi. Hampumep, 1mosiHOe TOMEHHOE MMSI U3MEHSIETCS TIPH CO3/IaHHH KaTajlora BCTPOCHHOM ITPOBEPKU

nomuaHocTH Windows (IWA) asst ipyroro JoMeHa, Ha KOTOPOM HE 3aIyIeHO 3TO yCTPOUCTBO.

[Tpu coznanuu karanora WA juis Jpyroro JoMeHa BBIIOJIHUTE CIIEIYyIOLUe ASHCTBHUS, YTOObI M3MEHHUTH MOJIHOE

JOMCHHOC UM YCTpOI\/’ICTBa O6paTHO Ha UCXOAHOC ITOJTHOC JOMCHHOC UM.

Mpoueaypa
1. Boiigure B VRealize Automation u cospgaiite karanor IWA kak 00bIYHO.
Cwm. pazaen Hacmpoiika VRealize Automation.

2. B ciyuae cpebl BBICOKOI IOCTYITHOCTH TaK)Ke BBITOJIHUTE JICHCTBUS 10 HACTPOWKE YITPABJICHHS KaTalloraMu

Jutsi obecrieueHnsl BRICOKOH TIOCTYITHOCTH, ONKMCaHHbIe B pasaene Hacmpoiika VRealize Automation.
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3.

[Tpu cozmannm xaranora IWA nist tpyroro gomMeHa, B KOTOPOM HE 3aIlyIIEHO YCTPOWCTBO, ITOJHOE JIOMEHHOE

UMS yCTpoiicTBa OyJeT H3MEHEHO 0e3 MPeaypexKaCHUs.

Hanpumep, val.domainl.local usmenurcst na val.domain2.local npu co3nanuu katamora IWA s
momena domain2.local.

OTMEHHTE 3TO HU3MCHCHHEC, BEPHYB KAXKIOMY YCTpOﬁCTBy HUCXOJHOC IMOJIHOC JOMCHHOC UMHI. Cm. CBA3aHHYIO

npoueaypy B pasnene M3menenne nven u |P-agpecos y3ios.

Ilocne Toro xak YCTpOﬁCTBa CHOBA ITOABUJIMCH B CCTH CO CBOMMU UCXOJHBIMH ITOJTHBIMH JOMCHHBIMU

MMEHaMH, BOMIUTE Ha KaXKABIN y3en MH]pacTpykTypa Kak yCiIyra U BBITIOIHUTE CIEAYIOMINE ACHCTBUS.
a) OTkpoiiTe cienyromuil Gpaiil B TEKCTOBOM PeIaKTope.

C:\Program Files (x86)\VMware\vCAC\Management Agent
\VMware.IaaS.Management.Agent.exe.Config

6) M3meHunTe nosgHOE JOMEHHOE MMl KaXKI0TO ycTpoiicTBa endpoint address= o0paTHO Ha UCXOAHOE

IIOJITHOC JOMCHHOC NMH.

Hanpuwmep, c:

<endpoint address="https://val.domain2.local:5480/"
thumbprint="90C55BAEC53E31609EE1614CE4A8336848A8DACF" />
<endpoint address="https://va2.domain2.local:5480/"
thumbprint="0468BF6EDBC6F2209BEO1DOD7FD1094197E324ED" />

Ha:

<endpoint address="https://val.domainl.local:5480/"
thumbprint="90C55BAEC53E31609EE1614CE4A8336848A8D4CF" />
<endpoint address="https://va2.domainl.local:5480/"
thumbprint="0468BF6EDBC6F2209BEQ1DOD7FD1094197E324ED" />

B) Coxpanure u 3akpoiire VMware.IaaS.Management.Agent.exe.Config.

Boiiaute B uHTepdeiic ynpasnenus ycrpoiicrsa VRealize Automation kak nmomnbe3oBatens root.
https://vrealize-automation-appliance-FQDN:5480

Mepeiinute B pasaen VRA > Oomen coobimenusimu 1 Haxmute Copoc kiacrepa RabbitMQ.
ITocne 3aBepuienus copoca BoianuTe B nHTEp(dEC ynpaBlieHns: Kak/0ro yCTpOHCTBa.

[epeiimure B paznen Kaacrep u nmpoBepbTe, 9TO BCE Y3IIbI TOAKIIOUCHBI K KIIaCTEpy.

HacTtpowka rpynnbel goctynHoctn AlwaysOn SQL

Ecnu rpynna nocrynsoctu AlwaysOn SQL (AAG) nactpauBaercs nociie ycranoBku VRealize Automation,

H€O6XOZ[I/IMO BHCCTHU U3MCHCHUSA B KOH(bI/IpraL[I/IIO.

[Tpu Hactpoiike SQL AAG mnociie ycTaHOBKH BBINOJIHHUTE JIeHCTBUS, onucanubie B Ctarhbs 0a3bl 3Hanuii VMware

2074607, utobsl Hactpouth VRealize Automation ¢ nosiHbIM J0MeHHBIM HMeHeM npociyinuBaresss AAG B

kayectBe y3ima SQL Server.
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[lo6aBneHne ceTeBbIX aganTepoB Nocne yctaHOBKM VRealize
Automation

VRealize Automation nomaepxuBaeT HECKOIBKO CETEBBIX aganTepoB. [1ocie yCTaHOBKHA MOKHO 100aBUTH
ceTeBble aanTepsl i yerpoiicTea VRealize Automation umu cepsepa Windows UubpactpykTypa Kak
yciyra.

Jnst HeKOTOpBIX pa3BepThiBaHuil VRealize Automation mMoxeT motpeboBaThCsl HECKOIBKO CETEBBIX aAalTepoB,

HalpuMep, B CIEAYIONUINH CITyJasx.
m  HeoOXxoanMmbl OT/AENBHBIC CETH JUIS MOJIb30BATENsI U HHPPACTPYKTYPHI.

m  HeoOxoanM MOTIOTHUTEIBHBIA CETEBOW afanTep It MPUCOeAnHEHN cepBepoB MHppacTpykTypa Kak yciryra
k qomeny Active Directory.

I[OHOHHI/ITCHBHHQ CBCACHUA O CHCHAPUAX C HCCKOJBKUMHU CECTCBBIMH aJalTepaMu CM. B STOM 3amucu 0Jora
VMware Cloud Management.

Ipy HanuuuK Tpex Win OOJee CETEBBIX aJalTepOB IIPUMEHSIOTCS CICAYIOIINE OrPAaHUYCHHSI.
= VIDM tpebyercs noctym k 6ase nanHbix Postgres u Active Directory.

m B xnacrepe Boicokoit noctynmaoctu VIDM tpebyercs goctyn k URL-anpecy moacuctems! 6amaHCHPOBKA

HATPY3KH.
m  [IpenmectBytontue noakitoueHuss VIDM momKHBI BBITOJHATHCS Yepe3 JBa MEPBBIX CETEBBIX ajanTepa.

u CereBbie alalTepbl, UAYHIHUE ITOCJIC BTOPOro CETEBOI0 aJanrepa, HE JOJKHBI UCITOJIb30BATLCA WIIN

pacnio3HaBathcs VIDM.

m  CereBble aanTepbl, HAYIIHE MOCIE BTOPOrO CETEBOrO aJanrtepa, He JOJKHbI UCIIOIb30BAThCS IS
noakmouenust k Active Directory.

Ipu Hactpoiike karanora B VRealize Automation ucnonb3yiite nepsslil win BTOpOil ceTeBOM aganTep.

HeobxoauMble ycnosusi

[onHocTeio yeranoBuTe VRealize Automation B cpeny vCenter.

Mpoueaypa
1. B vCenter nobaBbre cereBbie afantepsl i KaKI0ro ycrpoiicrea VRealize Automation.
a) Illenknure ycTpolCTBO MpaBoil KHOMKOM MBIH U BbIOepuTe I3MeHNTh mapaMeTpsl.
6) JlobaBwTe cereBrie amanrepsl VMXNETN.
B) Ecnu ycrpoiicTBO BKIIIOUEHO, TIEpE3aIyCTHTE €ro.
2. Bemmonnute BXoJ B uHTepdeiic ynpasienus ycrpoiictsa VRealize Automation kak nonbs3oBareins root.
https://vrealize-automation-appliance-FQDN:5480

3. Bribepute CeThb 1 yOaUTECH, UTO JOCTYITHBI HECKOIBKO CETEBBIX aalTEPOB.
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4. BriGepure Anpec u HacTpoiite |P-aapec U1st CeTeBBIX aaanTepoB.

Tabnuvua 7-4. MNpumep KoHdUrypaumm ceTeBoro agantepa

ITapameTp 3HaveHue

Tun IPv4-anpeca Static
IPv4-anpec 172.22.0.2
Macka cetu 255.255.255.0

5. VYoenutecs, uto Bee y3ibl VRealize Automation moryr paspemiars DNS-umena gpyr apyra.

6. VYo0enutech, uto Bee y3ibl VRealize Automation moryt noiay4uTh T0CTYI K JIFOOBIM TTOJIHBIM JIOMEHHBIM

MMEHaM IOJICHCTeMbl OaTaHCUPOBKU HArpy3KH JUis KOMIIOHEHTOB VRealize Automation.

7. Ilpu ucnons3oBanuu Split-Brain DNS yo6enurecs, uro Bece y3nbsl VRealize Automation u Bupryanshsie |P-
azjpeca IMEIOT OJMHAKOBOE TIOTHOE TOMeHHOoe nMs B ciyx0e DNS mns IP-anpeca u BupryansHOTO |IP-ampeca

Ka)KIO0T0 y37Ia.
8. B vCenter nobasbre cereBbie amanteps 1 cepBepoB Windows Nudpactpykrypa kak yciyra.

a) Illenkuute cepBep MHpacTpyKkTypa Kak yciayra npaBoil KHOIIKOW MBIIIH U BeIOepuTe U3MeHUTH

napamMerpsbl.
6) JoOaBbTe ceTeBble aanTephbl B BUPTYalbHYIO MallnHy cepBepa MHppacTpykTypa Kak yciyra.

9. B Windows nacrtpoiite mo0aBiieHHbIE CeTeBbIe ajantepsl cepepa Mudpactpykrypa kak yciuyra u ux |P-

anpeca. [Ipu HEOOXOAUMOCTH CM. IOKyMEHTAIHIO 110 Microsoft.

Cnegytowme waru

(HeoOs3arensHo) Ecian HeoOX0aMMBI CTaTHUECKHE MapIIPyThl, CM. pa3zaen Hacrpoiika ctarnyeckux MapiipyTos .

HacTtpowika ctaTn4yecknx MapLupyToB

Ecnu Bo Bpemst jo0aBlieHHsI CETEBBIX a/IaNTepoB B yctaHOBKY VRealize Automationtpedyrores cratuueckue

MapuipyThbl, OTKpOﬁTe CCaHC KOMaH}IHOﬁ CTpOKH, YTOOBI BBIIIOJHHUTDH MX HaCTpOﬁKy.

Heobxoanmble ycnosus

Jlo6aBbTe HECKOJIBKO CETEBBIX aJ1anTepoB JIst ycTpoiictB VRealize Automation umm cepsepo Windows
WudpacTpyKkTypa KaKk yciyra.

Mpoueaypa
1. BrimosiHuTe BXOJ B KOMaH/IHYIO CTPOKY ycTpoiicTBa VRealize Automation kak nosb3oBarens root.
2. Ortkpoiite ¢aiinm MapIIpyToOB B TEKCTOBOM PEIaKTOpE.

/etc/sysconfig/network/routes
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3. Haiigure crpoky default aist nutio3a mo yMoiI4aHHIO, HO HE U3MEHSIHTE ee.

Mpumeuanue Eciam HE0OXOIMMO W3MEHHUTH MUTIO3 10 YMOIYAHUIO, HCIIONMB3YHTE HHTEP(EHC yIpaBIeHUS
vRealize Automation.

4. Hwxe ctpoku default no0aBbTe HOBBIC CTPOKH JUIsi CTATHYCCKUX MapuIpyToB. [Ipumep:
default 10.10.10.1 - -

172.30.30.0 192.168.100.1 255.255.255.0 eth®
192.168.210.0 192.168.230.1 255.255.255.0 eth2

. Coxpanure u 3aKkpoiite (hailr MapIIpyToB.

IlepesanmycTure yCcTpOMCTBO.

B KJ1acTepax BBICOKOH JAOCTYINHOCTH IMMOBTOPUTE NPOLCCC NI KaKA0T0 YCTpOfICTBa.

Boiinure Ha cepsep Windows Nudpactpykrypa kak yciyra B KauecTBe aJIMHHUCTPATOPA.

© © N o u

. OTkpoliTe KOMaHAHYIO CTPOKY OT UMEHH aIMHHUCTPATOPA.

10. YroObl HACTPOUTH CTATMYECKUII MapLIpyT, BBEUTE KOMaH1y route —p add, rie —p o3HayaeT cCoXpaHeHHE

CTaTUYECKUX MapHIPYTOB MOCIE nepe3arpys3ok. Ilpumep:

C:\Windows\system32> route -p add 172.30.30.0 mask 255.255.255.0 192.168.100.1 metric 1
OK!

JlononHUTENbHBIE CBEJICHUS O HACTPOMKE CTaTuuecKux MapupytoB B WINAOWS cM. B IOKYMEHTALIUH
Microsoft.

YnpasneHue ncnpasneHnsaMmn ocTyna

B rexnuueckoii nmopnepkke aist ycraHoBku VRealize Automation moxer npenycmMarpuBaThCsi HCIIPABICHUE
MPOTPAMMHOTO 00ECIICUYEHUs, KOTOPOE MOKHO YCTAHOBUTH FITH YIAIUTh C TIOMOIIbI0O HHTEp]eiica yrpaBICHHUs
ycrpoiictBom VRealize Automation.

[TockosbKy po0IeMBbl MOTYT BO3HHKATh B PEAILHOM BPEMEHH, HCIPABIICHHSI, IPEIBAPUTEIbHBIC YCIOBHS U
MHCTPYKIIMHU 10 YCTaHOBKE BBITycKaroTcsa B baza snanmit VMware. Hanpumep, ctates 70911 6a3sr 3Hanmit

VMware otcnexxuBaercsi 1 00HOBIsIeTcs: HHbOpManuen o nocineaHeM ucnpasiennu VRealize Automation 7.6.
B unTepdetiice ucnpapiieHUs] HEBO3MOKHO HCIIPABUTH CIICAYIONIME KOMIOHEHTH VRealize Automation.
®m  ATCHT yIpaBlCHUs

m  ArcHThl Kpome areHToB VSphere, nanpumep XenServer, VDI unu Hyper-V

Mpoueaypa
1. Brmosnure BXox B nHtepdeiic ynpasnenus ycrpoiictsa VRealize Automation kak nosas3oBarens root.
https://vrealize-automation-appliance-FQDN:5480

2. Bribepure VRA > UcnpaBiienus.
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3. B paznene «YnpasieHne UCIIPaBICHUSIMI» BHIOEPUTE HEOOXOAMMBIN ITapaMeTp U CIeIyHTe HHCTPYKIHSM.

IMapametp Onucanne

HoBoe ucnpasienue VcTaHOBKA HOBOTO 3arpy)KEHHOTO HCIPABICHHUSL.

YcraHoB/IeHHbIE HCTIPABJICHHSI JloGaBbTe HEABHO YCTAHOBICHHOE MCTIPABICHHE K T00ABICHHBIM y3/IaM KiIacTepa.
OTKar VY nanuTe HeAAaBHO yCTaHOBIECHHOE HCIpaBieHHe U oTkarute VRealize Automation

00paTHO K MPeIbIIYIIIM HCIPABICHUSIM.

Kypnan IIpocMOTpHTE CIMCOK YCTAHOBICHHBIX U YAAICHHBIX UCIIPABICHHUIL.

UT0ObI BKIKOYUTE WIN OTKIIFOYHTH YHpaBJIC€HUE UCIIPABICHUSAMH, BOﬁﬂHTC B KOMaHJIHYIO CTPOKY yCTpOﬁCTBa

VRealize Automation kak monb3oBartens OOt U BBequTE OHY U3 CICAYIOLINX KOMAH/I.

/opt/vmware/share/htdocs/service/hotfix/scripts/hotfix.sh enable
/opt/vmware/share/htdocs/service/hotfix/scripts/hotfix.sh disable

HacTpownka goctyna K apeHgaTopy no yMosrvyaHuio

YroObl KOMaH 12 CIIEIMAIMCTOB MOTIJIa HauaTh HAcTpoiiky VRealize Automation, eit Hy:KHO npeocTaBUTh paBa

JA0CTyla K ap€HAaTopy MO YMOJJYaHUIO.

HVcrosb3yemblii 0 yMOTYAHHIO APEHATOP CO3MaeTCsl aBTOMATHIECKH, KOT/Ia B MACTEPE YCTAHOBKH HACTPAUBACTCS
enuHblil Bxoa. Takue cBeneHus o6 apennatope, kak uMs win URL-Mapkep, H3MEHSATh Helb3s, HO BCEra MOXKHO
CO3/1aTh HOBBIX JIOKAJIBHBIX MOJIK30BATENICH W HA3HAYHUTH JOMOJHUTEIBHBIX aIMHHICTPATOPOB apEeHIATOPA HITH
UHOPACTPYKTYPBI KaK YCIYTH.
Mpoueaypa
1. Boiigure B VRealize Automation kak agMuHHCTpPATOp apeHaTopa 1Mo yMOITYaHHUIO.

a) Ilepeiimute B unTepdeiic mpoaykra VRealize Automation.

https://vrealize-automation-FQDN/vcac

6) Boiinure, ncnonp3yst uMst mojp3oBateis administrator u maponb, onpeaeneHHbIH IS 3TOTO

MOJIB30BATECJIAL TPU HaCTpOﬁKe CINHOI'O BXO/Ja.

.

Bribepure AIMUHHCTPHPOBAaHUE > APeHIATOPbI.

[lenkauTe UMs apeHaaTopa mo ymordanuto vsphere.local.

Ilepeiinure Ha Bkianky JlokajabHbIe 110J1b30BATE/IH.

B A W N

C03J:[aI7[T€ y‘{eTHLIe 3aIIUCHU JIOKAJIBHBIX HOHLSOBaTeJ'IefI JJIs1 3aJaHHOT'O 110 YMOJ'I‘IaHI/IIO apeHz[aTopa vReaIize
Automation.

JlokaibHEIE TIOJIB30BATEIN NPUBA3aHbI K KOHKPETHOMY apCHAATOPY U MOT'YT MOJYUYUTh AOCTYIl TOJBKO K TOMY

apeHAaTopy, B KOTOPOM OHH OBLTH CO3aHbI.

a) Illenknure 3Hauok «J[00aBUTE» (+).

6) BseauTe nH(pOPMAIHIO O TIOIB30BATEIE, OTBETCTBEHHOM 3a YIpaBlieHHE HH(PaCcTPyKTypoOi.
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B) Haxwmure kHonKy /100aBHUTH.

r) IloBTopuTte 3TOT mIar, 4ToOBl 100ABUTH OJHOTO MIIM HECKOJIBKUX JOMOTHUTEIBHBIX MOJIB30BATEICH,

KOTOpPBIE OTBEYAIOT 32 HACTPOMKY apeHJaTopa Mo yMOIYAHHIO.
6. OTkpoiiTe BKIIQJIKy AAMUHHCTPATOPBI.

7. HasnaubTe JTOKaIbHEBIX MI0JIB30BATEICH AAMUHUCTPATOPY ap€HAaTOpa U poOJIIM aIMUHUCTPATOPA

MH(PACTPYKTYpHI KaK yCIyTH.

a) BBG[[I/ITG WM I10JIB30BATCIIA B I10JIC ITOUCKA AHMHHHCTPaTOpLI apeH)IaTopa U HAKMUTC KJ'IaBI/IHIy
BBO/I.

6) BBaeauTe MMs noNB30BaTEIs B MOJIE ITOMCKAa AAMHUHHCTPATOPbI HHPPACTPYKTYpPHI Kak ycayru (laaS) n

HaxMuTe Kirasuiry BBO/I.

AMHHUCTPATOP HHPPACTPYKTYPHI KaK YCIYTH OTBEYACT 3a CO3/IaHUEC KOHEUYHBIX TOUCK HHPPACTPYKTYPHI
u ynpasieHue umu B VRealize Automation. Dty posib MoXeT npeocTaBUTh TOJIBKO CUCTEMHBIH

AIMHUHUCTPATOP.

8. Illenxuute OOHOBHUTH.

Cnegytowme waru

IIpenocraBeTe cBOECH TpymIe ciennantrucToB qocTyn k URL-aapecy u cBemeHus A BXOAA B CO3aHHbBIC YUETHBIC

3amKcH, 4ToObl OHM MOIJIM HayaTh HacTpoiiky VRealize Automation.

®  AIMHHHCTPATOPHI apeHAaTOpa MOTYT HACTPaMBaTh TaKUe MapaMeTphl, Kak MPOBEpKa MOTHHHOCTH
MOJI30BATEIIS, BKIIFOUYAsl KOH(DUTYPALIHIO YIIPABICHUS KaTallOTaMH JUIsl 00ECIICYCHUST BRICOKOW TOCTYITHOCTH.

Cwm. paznen Hacmpoiika vRealize Automation.

®  AJMHHHCTPATOPHI HHQPACTPYKTYPHI KaK YCIyTH MOTYT BECTH PadOTHI C BHEIIHUMHU PECYpCaMu JUIs

noarotoBku. Cum. pasmen Hacmpoiika vRealize Automation.

m  Eciiu HacTpOEHO COo3/1aHue MEPBOHAYAIBHOIO COAEPKUMOI0 BO BPEMsl YCTAHOBKH, TO aJIMUHUCTPATOP
KOH(UTYpalrU MOXKET 3alPOCUTh DJIEMEHT KaTallora Ha4yalbHOTO COAEPIKMMOTO, YTOOBI OBICTPO 3aIOIHHUTH

OKCIICPUMCHTAJIbHBIC JaHHBIC.
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YcTpaHeHne Henomnagok B xoae
ycTaHOBKN VRealize Automation

VYcerpanenune Hernonanok VRealize Automation npeagycmartpusaer ycrpaneHue npoosieM, KOTOpbie MOIyT

BO3HUKHYTH TIPH YCTaHOBKE WM HacTpolike VRealize Automation.

B 3Ty riaBy BXOJST CIEIYIOIINE Pa3/IeIbl:

m  Ortkar npu c06oe yCTaHOBKH

m  Cosmanue makera nojuepkku VRealize Automation

m  YcTpaHEeHHE HEONAJ0K B X0/¢ YCTAaHOBKH

m  YcTpaHeHME HENoIaaoK ycrpoiictBa VRealize Automation

m  YcTpaHEeHHE HEoNaJ0K B KOMIIOHEHTaX HHPACTPyKTYphl KaK yCIyrH

m  [louck u yctpaneHue mpooeM, BOSHUKAIONINX MPH BXOJIE B CUCTEMY

OTkaTt npu cboe yCTaHOBKU

Ecnu Bo BpeMst yCTaHOBKY IPOUCXOAHUT COOHM U BBIMTONHSACTCS OTKAT, MPEKIC YeM CHOBA BHIIIOIIHUTH YCTAHOBKY,
CHCTEMHOMY aJIMUHHCTPATOPY HEOOXOAMMO YOCIUThCS, YTO BCe HeoOXxomumbie (ailibl yaaneHbl. HekoTopbie

(haiiIbl HY’)KHO yIAJIUTh BPYUHYIO.

OTkaT MMHUMarbHOW YCTaHOBKM

Urobwl nostHOCTHIO VRealize Automationynanuts uHbpacTpykTypy Kak yciyry, Mpud yCTAHOBKE KOTOPOi
npowu3soliesn cOoi, CHCTEMHOMY aJIMUHHCTPATOPy HEOOXOUMO YAaIUTh HEKOTOPBIE (hailiibl BpYUHYIO U

BOCCTAHOBUTH NPEKHEE COCTOSAHUE 0a3bl JJaHHBIX.

Mpoueaypa

1. Ecimu YCTAHOBJICHBI CIICAYIOINUC KOMIIOHCHTBI, YAAJIUTC UX C IMOMOLIBIO IPOrpaMMBbl YAAJICHUA WindOWS.
m  Arenrsl VRealize Automation
m  VRealize Automation DEM-Worker

m  VRealize Automation DEM-Orchestrator
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m  Ceprep VRealize Automation

s WAPI vRealize Automation

I[Ipumeuanue Ecnm 0TOOpa3smiioch clieayromiee cooOmeHre, Iepe3arpy3uTe KOMIBIOTED, a 3aTeM BEBITIOITHUATE
Iard yka3anHo# npouenypbl: Ommbka npu OTKpbiTHH (aiia KypHana ycTaHOBKH. YOemuTech, UTO

yKa3aHHBIA (aiiyl KypHaja YCTAaHOBKM CYIIECTBYET M JOCTYIEH JUIS 3aIlich

IMpumeuanune Ilocne BocctaHoBieHHs cucteMbl WINAOWS WM yaaneHus: HHPPaCcTPYKTYphl KaK YCIyru
HEeo0XOJMMO BBITIOJTHUTH KOMaHIy 1isreset, npexie yeM nepeycTaHaBIuBaTh HHPPACTPYKTYPY KaK yCIyry

vRealize Automation.

2. BoccranoBure 0a3y JaHHBIX JI0 COCTOSIHHS, B KOTOPOM OHa OblIa /10 ycTaHOBKH. C1oco0, KOTOpHBIi
HEOOXOANMO HCIIONB30BaTh, 3aBUCUT OT N3HAYAIBLHOTO PEKUMA yCTAaHOBKH 0a3bl JAHHBIX.

3. B mucneruepe cayx6 IS (Internet Information Services) Beibepure BeO-caiiT 1o ymom4anuio (Win
YKKHUTE MOJIb30BaTeNbCKuit) U menkuute [puBssku. Yaanure npussizky HTTPS (o ymonuanuio — 443).

4. VYOenutech, 4TO yAAJCHBI perio3uTopuil mpuinoxkenuii VRealize Automation u WARPI, a takke mysbt
npunoxenunit Repository AppPool, vVCACAppPool, WapiAppPool.

PesynbraThbl

YcTraHoBKa MOJHOCTBIO YJlaJIeHa.

OtkaTt pacnpen,eneHHoﬁ YCTaHOBKUA

YTOOBI MOJHOCTBIO yJIAUTH HHPPACTPYKTYPY KaK YCIyry, IIPpH YCTaHOBKE KOTOPOH Tpou3oliesn cOoH,

CHCTEMHOMY aJJMUHHCTPATOPy HEOOXOJMMO YAAINTh HEKOTOPHIE (halliibl BpYUHYIO M BOCCTAHOBHUTH IPEKHEE

cocTosgHue 0a3bl JaHHBIX.

Mpoueaypa

1.

Ecimu YCTAHOBJICHBI CIICAYIOINUEC KOMIIOHCHTBI, YAAJIUTC UX € IIOMOLIBIO IPOrpaMMBbl YAAJICHUA Windows.

m  Ceprep VRealize Automation

s WAPI vRealize Automation

Ilpumeuanne Eciu 0ToOpasmiiock cienyroliee COOOIIeHUE, Tepe3arpy3uTe KOMIBIOTED, & 3aTEM BBIIIOJIHUTE

yKazaHHYIO nporeaypy: Ommbka mpu OTKpHITHM (aiina jKypHana yCTaHOBKH. YOemWTech, dTO

yKa3aHHBIN (haill )KypHalma yCTaHOBKH CYIICCTBYET M JOCTYIEH Ui 3aIlUCH.

Ilpumeuanune Ilocne BoccraHoBieHus cucteMbl WiNndOWS i yaaieHus: HHQPacTPyKTyphl KaK YCIyTd
HEeoOXOIMMO BBINIOJIHUTh KOMaHIy 1isreset, mpexae yeM nepeycTaHaBiIuBaTh HHOPACTPYKTYPY Kak yCIyry

VvRealize Automation.

Boccranosure 6a3y JTaHHBIX 0 COCTOSHHA, B KOTOPOM OHa Oblia A0 ycTaHOBKH. CIIoco0, KOTOPBIH

HCOGXOHI/IMO HCIOJIb30BaTh, 3aBUCUT OT U3HAYAJIBHOTO PCKUMa YCTAHOBKH 0a3bl JJaHHBIX.
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3. B mucneruepe cayx0 IIS (Internet Information Services) Beibepure BeO-caiiT 1o yMor4anuio (Win
YKQKHUTE MOJIb30BaTeNbCKUit) U menkuute [puBsasku. Yaanure npussizky HTTPS (o ymonuanuio — 443).

4. VYoenuteck, uTo ynanensl periozuropuii npuiokennit, VCAC n WAPI, a Takxke mysisl IPUIOKESHUH
RepositoryAppPool, vVCACAppPool, WapiAppPool.

PesynbraThl

Tabnuua 8-1. Toykn oTKkasa Ans oTkarta

Touka oTkaza JeiicTBHe

VYcranoBka ciy0bl qucrerdepa VY namute 110 vCloud Automation Center Server.

Vcranoska DEM Orchestrator VY nanute komnonenr DEM Orchestrator, eciu on ycraHoBieH.
VYcranoska DEM Worker Vnanute Bce paboune nporeccsl DEM, eciii TakoBbIE CYIIECTBYIOT.
VcraHoBKa areHra VY nanute Bce arentsivVRealize Automation, ecin oun ycTaHOBIICHBI.

CosgaHne nakeTa nogaepXku vRealize Automation

[Maker mognepxku VRealize Automation mMoxxHO co3athk ¢ TOMOIIBI0 HHTEp(eiica yIpaBiIeHus ycTpoiicTBa

vRealize Automation. TTakers! noaaepkku coouparoT xypHaibl. C UX TOMOIIBIO MOIB30BATENN UITH

CIICIMAITICTBI CITyKOBbI TEXHUUECKOW NoAAepkku VMware MoryT ycTpaHuTh Hemojaaku ¢ VRealize

Automation.

Mpoueaypa

1.

BeimonauTe BX0J B MHTEpdeiic yrpasienus ycrpoiicta VRealize Automation kak nonbs3zoBareins root.

https://vrealize-automation-appliance-FQDN:5480

2. Bsibepute VRA > )KypHaubl.

3. Ilenkuaute Co3AaTh MAKET MOAIEPKKH.

4. lllenkuute 3arpy3uTh U coxpaHuTe (haiiyn makera MoACPIKKA B CHCTEME.
Pesynerathl

[NakeTsl MOIEPKKU BKITIOYAKOT HH(BOpMALHIo ¢ ycTpoiictBa VRealize Automation u MudpactpykTypa Kak

ycnyra-cepsepoB Windows. Eciau Mexay KoMIoHeHTamu ycTpoiictBa VRealize Automation u

WndpactpykTypa Kak yciayra OyieT pa3opBaHO COSAMHEHHUE, B TTAKETE MOJICPKKH MOTYT OTCYTCTBOBATH JKypPHAJIBI

KOMITOHEHTOB MH(}pacTpyKkTypa Kak yciyra.

YrtoOBI TPOCMOTPETH COOpaHHBIE (haliIbI )KypHATIOB, PACTIAKYHWTE TTAKET OAICPKKH U OTKPOHTE (aii

Environment.html B Gpaysepe. be3 coenunenus komnoneHTsl MHppacTpyKTypa Kak yciayra MoryT

0003HaYaThCsl KPACHBIM LIBETOM B Tabuuile «Y3ibl». XKypHansl MHppacTpyKTypa Kak yciayra TakKe MOTyT

OTCYTCTBOBATh, €CIIM CITy:k0a areHrta ynpasieHust VRealize Automation npekparuna padoty Ha

Wudpacrpykrypa kak yciayra-cepsepax Windows, 0003Ha4eHHBIX KPaCHBIM IIBETOM.
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KomanmHas ctpoka. UToObI co31aTh MakeT MOJICPKKA U3 KOMaHIHOW CTpoKU ycTpoiicTBa VRealize Automation

KakK MoJb30BaTellb FOOt, MOXeTe BBIITOJIHUTH KOMaHay vcac—support win vcac—config log-bundle.

Taroke MOJKHO 3aIlyCTUTh MOJHYIO0 KoMaHIy log-bundle, kak moka3zaHo B cieaytomeM npumepe. Obmye cBeeHus
0O BBIITOJIHEHUH KOMaH/IbI Vra—command cM. B pa3zaene bazosrble onepanun 1o ycraHoske VRealize Automation

W3 KOMaH/IHOW CTPOKH.
# vra-command execute —-node cafe.node.497772175.21500 log-bundle --requestor va-1.mycompany.com

Parent command with id='981e3028-c99b-5c92-1bae-7d2bf5b6aaaa’ was created.
Waiting for all child commands to complete...

Command execution result:
Command id: 3d64d122-0af1-28dd-b5a5-d932b78b3678

Type: log-bundle

Node id: cafe.node.497772175.21500

Node host: va-1.mycompany.com

Result: The command was successfully executed.

Result description: {"path": "/opt/vmware/var/support-bundle/log/
va-1.mycompany.com_cafe.node.497772175.21500-VA.zip"}

Status: COMPLETED

YcTpaHeHue Henonaaok B Xoae YCTaHOBKM

B pasnenax 06 ycTpaHeHHH HEMONAIO0K s yeTpoiictB VRealize Automation paccmarpuBarotes peieHus 1mo
YCTPAHEHHUIO TIOTCHITHANBHBIX TIPOOIIEM, KOTOPhIE MOTYT BO3HMKATh Ha TAlle YCTAHOBKH ¥ ITPH OOHAPYKCHUH

KOTOpBIX MOKHO HCIOJIb30BaTh VRealize Automation.

3aBepLueHme YCTaHOBKN UJTN 0OHOBMNEHUS C OLLUMOKON BpeMEHN OXNOaAHNA
noacuctTemMsbl 68ﬂaHCMpOBKM Harpy3ku

YcranoBka win oOHoBIeHHE VRealize Automation mist pacnpeieiecHHOTO pa3BepPThIBAHHS C ITOJICUCTEMOM

OasaHCHPOBKM Harpy3ku 3aBepiiaercs ¢ omnbkoir 503 «Ciyxba HeoCTyIHaY.

Mpobnema

YcraHoBKa WM OOHOBIICHUE 3aBEPILACTCS C OIIMOKOM, Tak KaK B MapaMeTpax BPEMEHH OXKHJIAHUS TOJCUCTEMbI

6aJ'IaHCI/Ip0BKI/I Harpys3kKu yKa3aHO HCAOCTATOYHO BPEMCHU JId 3aBCPIICHUA 3a1a1u.

MpunymHa

Ecnu B mapameTpe yka3aHO HETOCTaTOYHOE BPEMs O>KUIAHMUS MOJICUCTEMBI OAITaHCHPOBKH HATPY3KH, 9TO MOYKET
MpUBECTH K cO010. [IpodieMy MOXKHO pPemInTh, YBEIUYHUB 3HAYCHHE MTapaMeTpa MOJCHCTEMbI OallaHCHPOBKH

Harpy3ku 10 100 cexyHa u 6osiee u mepe3anycTuB 3a1aqy.

Pewenune

1. VYBenuubTe 3HAUCHUE BPEMCHH OXXHUJAaHUA MMOJACUCTCMBI 6aJ'IaHCI/Ip0BKI/I Harpysku 1o Kpaﬁﬂeﬁ MEpe 10

100 cexyH.
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2. [lepeszamyctute ycTaHOBKY WMJIM OOHOBIICHHE.

Bpems Ha cepBepax He CUHXPOHU3UPOBAHO

YcraHOBKa MOXKET 3aBEpIIUTHCS C OMIMOKOM, eciu cepBepsl BpeMenn MHdpacTpykTypa Kak yciyra He

CHHXPOHH3HPOBAHKI ¢ ycTpoiictBoMm VRealize Automation.

Mpobnema

Mo3kHO BOMTH IOCIIE YCTaHOBKHU WJIM OHA 3aBCPLIUTCA C OIIMOKO¥ IIPpU BBINIOJIHECHUU BXO/Ja.

MpunumHa

CepBepsl BpeMEHH MOTYT OBITH HE CHHXPOHH3HPOBAHKEI Ha BCEX CEpBEpPax.
Pewenne

CunxpoHusupyiite Bce ycrpoiictBa VRealize Automation u cepsepsr Windows nHdpacTpyKTyphl Kak yCcIyru
C OZIHMM HCTOYHHKOM BpeMeHH. He ncronb3yiiTe pasHble HCTOYHUKH BPEMEHH B OJTHOM pa3BepThiBaHHU VRealize

Automation.
m  VYcraHoBHTE HCTOYHHK BpeMeHHU ycrpoiicTBa VRealize Automation.

a) BrimonmnuTe BXoa B uHTEpdeiic ynpasienus ycrpoiictsa VRealize Automation kak nosnb3oBarens
root.

https://vrealize-automation-appliance-FQDN:5480

6) Bribepute pazgen AnmunuctpaTop > HacTpoiiku BpeMeHH U 33/1aliTe HCTOYHUK CHHXPOHHU3AINN

BPEMEHU.
IMapameTp Onucanne
Bpewms y3na Cunxponmsarus ¢ y3iaom ESXi yerpoiicta VRealize Automation.

Cepsep Bpemenn  CHHXpOHHU3ALMS ¢ OJHUM BHEIIHUM cepBepoM nporokoia NTP (Network Time Protocol). Beeaure nosinoe
JoMeHHoe uMms uin |P-anapec cepsepa NTP.

m  JlomosmHuTenbHbIe cBeaeHus o cepBepax WINdOwWsS MH(PacTpyKTyphl KaK yCIyrd CM. B pasjieine Briodenue

CHHXPOHM3AINK BpeMeHu Ha cepeepe Windows Server .
[Mpn ncnone3osaHuu Internet Explorer 9 unun 10 B Windows 7 moryT
oToOpaXaTbCHa NyCcTble CTpaHULbI

Ipu ucnonw3osannu Internet Explorer 9 uim 10 B WindOWS 7 ¢ BKIIFOUEHHBIM PEKUMOM COBMECTUMOCTH

HEKOTOPbIE CTPaHUIBI OTOOpaXKAIOTCsl 0€3 COJIepIKaHHS.

Heobxognmbie ycnosus

Yoenurecs, uto oTobpaxaercs: ctpoka MeHto. Ecin ucnonesyercs Internet Explorer 9 wim 10, uto6st
0TOOPA3UTh CTPOKY MEHIO, HakmMuTe KiaBuiny Alt (niu nienkHuTe mpaBoi KHOMKOW MBIIIH aJPECHYIO CTPOKY H

BeIOepHTE TYHKT CTpPOKa MEHIO).
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Mpobnema

ITpu ucnonws3osanuu Internet Explorer 9 nnn 10 B WindOwsS 7 Ha clienyoluX CTpaHUIaX HET COJepIKaHHMs:
m  Uudpacrpykrypa

®  [1arKa apeHaaTopa 10 YMOJIYaHHUIO Ha CTPAHUIIE OPKEeCTPaTopa;

®m  KoH(Urypanus cepBepa Ha CTPaHUIIE OPKECTPATOPA.

MpuumHa

IIpoGmema MOXKET OBITH CBSI3aHA C PEKIMOM COBMECTHMOCTH. JTOT PEKUM MOXKHO OTKITIOUHTH B Internet

Explorer, BBINOIHUB CACIYIONIUE IATH.

Pewenne
1. Bribepute Cepsuc > [lapameTpsl MpocMOTpPa B pesKHMe COBMECTHMOCTH.
2. Caumute Guaxok OTodpakaTh caiiThl HHTPACETH B PeKUME COBMECTHMOCTH.

3. Haxwmure KHONKY 3aKpbITh.

HeBO3MOXHO YCTaHOBUTL OTHOLLEHWE A0Bepust Ans Ge3onacHoro kaHana
SSL/TLS

MoskeT nosiBUThCs cooOenne «He ymaercs ycTaHOBUTL OTHOLIEHHE J0BEpUs s GesomacHoro kanana SSL/TLS

pu oOHOBIIeHNH cepTuuKaToB Oe3zonacHoctH it VCloud Automation Center».

Mpobnema

Ecnu npu oOHoBieHun ceprrdukarta 6e3onacHocTr y (aiiina vcac-config.exe BosnukHer npobdiiema ¢

cepTU(UKATOM, MOKET OTOOPA3UTHCSI CIIEAYIOIIee COOOIICHHE:

Ba3oBoe coeaMHEHHME 3aKpHITO: HE YAAJIOCh YCTAHOBUTH OTHOLICHHE JOBEpHs I Oe3zomacHoro kaHama SSL/TLS

Haiitn nomomHuTeNnpHYI0 HHOOPMALIUIO O IPUYUHE TPOOIEMBI MOXKHO, ITPUOETHYB K CIEIYIOMIEH IpoLeIype.

Pewwenne

1. Ortxkpoiite daitn vcac—config.exe.config B TekcTOBOM pefakTope U HAWANUTE aAPEC PETO3UTOPHS:
<add key="repositoryAddress" value="https://IaaS-address:443/repository/" />

2. [Ilepeiimute mo sTomy azapecy B Internet Explorer.

3. Os3HaKOMBTECH CO BCEMHU HOABJIAOIHUMHUCS COO6H1€HI/ISIMI/I 00 OHII/I6KaX, OTHOCAIIUXCA K JOBEPHUIO

ceprudukara.

4. Tlomyunte oryer o Ge3onmacHocTH B Internet Explorer u ¢ ero moMoupio ycrpaHuTe HETOJAIK1, 3-3a

KOTOPBIX CePTU(UKAT HE SBIISACTCS HaICKHBIM.
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Pewenune

Ecnu npobiema He ucuesaeT, IOBTOPHUTE MPOLETypy, UCIOIb3Ys apec, KOTOPbIM HyKHO 3aperHCTPUPOBATh, TO

€CTh aJjpec KOHEYHOW TOYKHU, KOTOpas UCIOJIb30BaNach JUIsl perucTpanuu veac—config. exe.

MoaknodeHne K CETU C MOMOLLbIO NMPOKCU-cepBepa

HexoTopble caliTbl MOTYT NOAKITIOUATHCS K VIHTEpHETY depe3 MpoKCH-cepBep.

HeobxoauMble ycnosusi

Vmena npokcu-cepBepoB, HOMepa IMOPTOB M YUETHBIC JaHHBIE MOKHO MOJYYHTh Y aIMHHHACTPATOpA BAIIETO caiTa.

Mpobnema

Baue pa3zBepTbiBaHHE HE MOXKET IOJKIOYATHCS K OTKpBITOM cetn MHTepHer. Hanpumep, y Bac HeT gocryna K
BeO-caiitaM, 00IIe0CTYTHBIM 00J1akaM, KOTOPBIMH BBI YIIPABIISICTE, a TAKXKE aJpecaM MOCTABIINKOB, Y KOTOPHIX

BBI 3arpy’aeTe MporpaMMHOe oOecreueHre 1 OOHOBIICHUS.

MpuunHa

Ba caiit noaxmtouaercs k IHTepHeTY uepes MpoKCU-cepBep.

Peluenne

1. Orxpoiite URL-anpec unrepdeiica ynpasienust ycrpoiictea VRealize Automation B Be6-6paysepe.
https://vrealize-automation-appliance-FQDN:5480

2. Boiigure kak nonp3oBaTens OOt u Beibepute smemMeHT CeTb.

3. Bseaure nosHOe J0MeHHOE MM WK |[P-anapec Baiiero npokcu-cepBepa U HOMEp mopra.

4. Ecnu Bail NpoKCH-cepBep TpeOyeT yueTHbIE JaHHbIC, BBEAUTE UMSI TI0JIb30BATEIIS U TAPOJIb.

5.

Haxxmute kHONKy COXpaHMTh HACTPOWKH.

CnegytoLme waru

Hacrpoiiku u1st ncrionp30BaHus MPOKCH-CEpBEpa MOT'YT MOBJIHATH Ha JOCTYI moJib3oBatelst Kk VMware ldentity
Manager. Yto0s! ucmpaBUTh 3Ty TpodiaeMy, cM. pa3aen [Ipokcu-cepBep He TO3BOISIET BEITTIOIHUTE BXOJT

nons3oBareao VMware ldentity Manager.

[lenctema B KOHCONU NS HaCTpOVIKM nepsoHa4yasibHOro cogep>xXmmoro

CymiecTByeT aJbTepHATHBA HCIIOIb30BaHNIO HHTEp(eiica ycranoBkru VRealize Automation s coznanus

YUETHBIX 3alucel aIMUHACTPATOpa KOH(PHUTYPALMH U NEPBOHAYAIBLHOTO COJIEPKUMOTO.

Bwmecto ucnons3oBanus uHTEpeiica BBEANTE KOMAHIbI KOHCONH, YTOOBI CO3/1aTh MOJIB30BATEIIS
configurationadmin u nepBonavanbHoe cofepkumoe. OOpaTuTe BHUMaHHE Ha TO, 4TO UHTep(eiic MoKeT
paboTaTh co cOOSIMH MOCIIE YCIEIIHOTO BBITIOIHEHHS YacTH Mpoleaypbl. [103ToMy, BO3MOKHO, MOHAI00STCS

TOJIBKO HEKOTOPBIEC U3 KOMaH/I.
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Hampumep, MOXHO TIPOBEPHTH JKYPHAJIBI M BBIMIONHEHHE padoyero mpoiecca VRealize Orchestrator u
OIPE/ICTINTh, YTO B PE3yJibTaTe YCTAHOBKM HA OCHOBE MHTepdelica co3ian mons3osatens configurationadmin, a
HE MepBOHAYANBHOE COACPKUMOE. B TakoM citydae Juis 3aBepIieHHs IPOLEYPbl MOKHO BBECTH TOJIBKO

MOCJIEIHUE IBE KOMAH I KOHCOJIH.

Mpobnema

Ha xoneunom starne ycraHoBku VRealize Automation Heob6xomumo ciie1oBaTh ONpeeieHHON MpoLeaype As
BBOJIa HOBOT'O TapOJis, CO3/[aHusl YUETHOM 3aIuch JIOKAIBLHOr0 molib3oBaressi configurationadmin u
MEPBOHAYAIILHOTO COMEPKUMOT0. [Ipoucxoaut ommbKa, U uHTEpHEC MEPEXOTUT B HEBOCCTAHABIMBAEMOE

COCTOSHHE.

PelueHne
1. Boiinure B koHCONb ycTpoiicTBa VRealize Automation B kauecTBe IpUBUIICTUPOBAHHOTO TT0JIb30BATEIIS.
2. Wwmmnoprupyiite pabounii nporecc VRealize Orchestrator, Beeas cieayronyo KOMaHy:

/usr/sbin/vcac-config -e content-import —--workflow /usr/lib/vcac/tools/initial-config/vra-
initial-config-bundle-workflow.package —-user $SSO_ADMIN_USERNAME --password
$SSO_ADMIN_PASSWORD ——tenant $TENANT

3. BrimonnuTe pabouwnii mporecc, 4Todbl co31aTh mojp3oBareiss configurationadmin:

/usr/bin/python /opt/vmware/share/htdocs/service/wizard/initialcontent/workflowexecutor.py
——host $CURRENT_VA_HOSTNAME —-username $SSO_ADMIN_USERNAME —-password $SSO_ADMIN_PASSWORD
——workflowid f2b3064a-75ca-4199-a824-1958d9clefed ——configurationAdminPassword
$CONFIGURATIONADMIN_PASSWORD —-tenant $TENANT

4. Vwmmoptupyiite cxemy 3nemMeHTOB ASD, BBe/IS CleIyrONIy0 KOMaHY:

/usr/sbin/vcac-config -e content-import —--blueprint /usr/lib/vcac/tools/initial-config/
vra-initial-config-bundle-asd.zip —-user $CONFIGURATIONADMIN_USERNAME —-password
$CONFIGURATIONADMIN_PASSWORD —-tenant $TENANT

5. BemonnuTe padounii npoiecc, 4TOObI HACTPOUTH MEPBOHAYATHLHOE COACPKIUMOE:

/usr/bin/python /opt/vmware/share/htdocs/service/wizard/initialcontent/workflowexecutor.py
——host $CURRENT_VA_HOSTNAME —-username $SSO_ADMIN_USERNAME —-password $SSO_ADMIN_PASSWORD
——workflowid ef00fce2-80ef-4b48-96b5-fdee36981770 ——configurationAdminPassword
$CONFIGURATIONADMIN_PASSWORD

He yoaetcsa BepHyTbCA K 6bonee paHHUM BepcuaM nuueH3nn vRealize
Automation

HpI/I OTIIPABKE JIMIECH3MOHHOT'O KJIt04a Ooutee PAHHETO BBIITYCKA NPOAYKTa BO3HUKACT OIIMOKA.
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Mpobnema

Ha crpanune «JIuneHnsupoBanue» uaTepdeiica aqmuuuctpuposanust VRealize Automation nosisisiercs
Cleyrolee CooOIeHHE TIPH OTIPaBKe Kit0Ya 00Jiee paHHEro BBIYCKa MPOAYKTA IO CPABHEHHIO C TEKYIIUM.
Hanpumep, cHavyata BbI HCIIONB30BAIIN JIMLCH3HIO JUTS IPEAIPHATHIA, @ TEIeph XOTHTE IPUMEHHUTD PACIIUPEHHYIO

JIMIICH3UIO.

Unable to downgrade existing license edition

MpuumHa

Jaunublit Boinyck VRealize Automation ue nogiepxuBaet nepexoj k 6oj1ee paHHUM BEPCHSIM JIHICH3UM.

MoxHO Il06aBI/ITb TOJIBKO JIMOCH3WU PAaBHOLICHHOI'O HUJIN Ooutee IMO3JHCTO BBIITYCKaA.

Pewenune

UroObl nepeiiTi Ha Oosiee paHHUI BBITYCK, HEOOXOIUMO TepeycraHoBuTh VRealize Automation.

YcTpaHeHne Henonagok yctponcrtea VRealize Automation

Tembl 0 yCTpaHEHHIO HEMONAIOK JUisl yeTpoicTB VRealize Automation coxepikar perenus npodiem

YCTAaHOBKH, KOTOPbIE MOI'YT BOHUKHYTb IPU HCIIONIBL30BaHUK ycTpoiicTB VRealize Automation.

C6own 3arpy3ku npu paboTte yCTaHOBLLMKOB

[Tporpammam yCTaHOBKH He YAaeTcsl BHIOIHUTH 3arpy3Ky U3 ycrpoiictBa VRealize Automation.

Mpobnema

VY CTaHOBIIMKY HE BBIMOJHSIOT 3arpy3Ky MpH 3anycke setup__vrealize-automation-appliance-
FQDMa5480 . exe.

MpunynHa

m  OGHapyKeHBI IPOOIEMBI C CETEBBIM MOAKIIOYCHHUEM TIPH MOIBITKE MOAKIIOYCHUS K KOMITBIOTEPY YCTPOHCTBA
vRealize Automation.

m  He yznanoch noJkit04uuThCs K KOMIBbIOTEPY ycTpoiicTBa VRealize Automation, tak kak oH HelOCTYIIeH WK

IMMPCBLINICHO BpEMA OKHUJAHUA MMOAKIIOUYCHU.

Pewenne

1.  VYo6enurecs, uro k URL-anpecy VRealize Automation moxHo nojkimounThest B BeO-Opaysepe.
https://vrealize-automation-appliance-FQDN

2. O3HAKOMbBTECH C PYTUMHU pazjeiiaMu 00 YCTpaHEHHH HEToJaIoK ycTpoiictBa VRealize Automation.

3. 3arpysure (hailyr yCTaHOBKH U TIOBTOPHO MOJIKIFOYUTECH K yeTpoiicTBy VRealize Automation.
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HenpaBunbHble paspelueHust panna Encryption.key

Ecnu ¢aitny Encryption.key HasHauaroTcst HEBEpPHBIC pa3pelICHHs ISl BAPTYAIbHOTO YCTPOWCTBA, MOXKET

BO3HUKHYTb CUCTCMHAA omroKa.

HeobxoauMble ycnosusi

Boiinure B BUpTyanbHOE YCTPOHCTBO, KOTOPOE OTOOpa)KaeT OMIMOKY.

Ilpumeuanne Ecnu BUpTyanbHble YCTPOIHCTBA pabOTAIOT B CBSI3H C MOJCUCTEMON 0aTaHCHUPOBKU HArpy3KH,

HY>KHO TIPOBEPUTH KaXk/10€ BUPTYaIbHOE YCTPOHCTBO.

Mpob6nema

Boiigute B YerpoiictBo VRealize Automation, u otobpasutes crpannia «Apenunaropbi». [locie Havana

3arpy3Kd CTpaHHIIBI 0TOOpa3uTcs coodmenue CucreMHas ommoka.

MpuunHa

daiiny Encryption.key nasnadueHbl HEBepHbBIC pa3peIlCHIsI, WK TPYIIIE JIMOO BJale/iblly HEBEPHO Ha3HAUCH

YPOBCHb IOJIB30BATCIIA.

Pewenune

1. Orxkpoiite daiin xxypuana /var/log/vcac/catalina.out u Haiinure coobienne Cannot write

to /etc/vcac/Encryption.key.

2. [Ilepeiigure B Katajior /etc/vcac/ u npoBepbTe pa3pelleHust U paBa COOCTBEHHOCTH Ha (aiin

Encryption.key. JlomkHa oTroOpakaThCs CTPOKa, MOJ00HAS CIICIYFOIICH:

—rW——————— 1 vcac vcac 48 Dec 4 06:48 encryption.key

Tpe6yeTc>1 pa3peuieHue Ha YTCHUE U 3allUCh, @ B KAYE€CTBE BJIa/IC/Iblid U I'PYIIIbI JJIS (I)afma HYXKHO YyKa3aTb

3HA4YCHHUEC vCac.

3. Ecmm 0T06pa>1<a}0Tc;1 APYTUC BBIXOJAHBIC JaHHBIC, IPHU HCOGXO,Z[I/IMOCTI/I N3MCHUTEC paspCUICHUA WX IPpaBO Ha

COOCTBEHHOCTSH sl (haiima.

CnepytoLme waru

UroObI yOeTUThCS, YTO MOYKHO BBITIOJTHATE BXOA 0€3 OmmOOK, BOHANTE Ha CTPAHUILY « APEHIATOP».

Identity Manager ans ynpasneHus Kkatanoramu He 3anyckaeTcd nocrne

nepesanycka Horizon Workspace

B cpene Boicokoit goctynHocTn VRealize Automation moxer mpousoiitu cooii 3anycka ldentity Manager mis

yIIpaBJIeHUs KaTajoraMH IocIIe nepesarycka ciryxoer Horizon Workspace.
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Mpobnema

Co6oii 3amycka ciryx0b1 Horizon Workspace npoucxour n3-3a omuOKH, aHAIOTMYHOH CIIeyOIIeit:

Error creating bean with name

'liquibase' defined in class path resource [spring/datastore-wireup.xml]:
Invocation of init method failed; nested exception is
liquibase.exception.LockException: Could not acquire change log lock. Currently
locked by fe80:0:0:0:250:56ff:fea8:7d0c%eth0®
(fe80:0:0:0:250:56ff:fea8:7d0c%ethO®) since 10/29/15

MpuynHa

Identity Manager moxer He 3alyCTUTBCS B CPEJIC BHICOKOM JTOCTYITHOCTH M3-3a MPOOJIEM CO CIyKeOHOU

porpamMMoii yrpasieHus jganubiMu liquibase, ucnonb3yemoii VRealize Automation.

Pewenune

1.

2.

VMware, Inc.

Boiinure B ceanc koHcosn Ha ycrpoiictBe VRealize Automation kak moss3oBatens root.
Ocranosure ciyx0y Horizon Workspace ¢ momolisio clie1yomieil KOMaH/ bl

#service horizon-workspace stop

Otkpoiite obosiouky POStgres kak npuBUIETHPOBAHHBIN MTOJIH30BATEb.

su postgres

[Tepeiinure B HyXHBIH KaTajior bin.

cd /opt/vmware/vpostgres/current/bin

TToaxnrounTech K 6a3e TaHHBIX.

psql vcac

W3 saas.databasechangeloglock BemonauTe cnemyromuii 3anpoc SQL.

select * from databasechangeloglock;

Ecnu BeIXOmHBIC JaHHBIC comepikaT 3HaueHue t (true), pa3oIOKMPOBKY HY)KHO BBIIIOJIHHUTH BPYUYHYIO.
Jist 3TOTO BBIMIOJIHUTE Clieayromuii 3armpoc SQL.

update saas.databasechangeloglock set locked=FALSE, lockgranted=NULL, lockedby=NULL where
id=1;

U3 saas.databasechangeloglock seimosnnuTe cneaytomuii 3anpoc SQL.

select * from databasechangeloglock;

Beixo/iHbIe JaHHBIE TOJDKHBI cofepskarh 3HaueHue T (false), ykasbiBaroiiee, 4ro pa30iI0KHpOBKa BIITOIHEHA.
Briiiaure u3 6a3sl qanneix Postgres vcac.

vcac=# \q
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10. 3axpoiite obonouky Postgres.
exit
11. 3amycrure ciyxx0y Horizon Workspace.

#service horizon-workspace start

HenpaBunbHble Ha3Ha4YyeHnsa ponen yCTPOUCTB Nnocre aBapumHoro
nepeksitoveHnst

IMoce aBapuitHOTO MEPEKIIIOYEHHS TNIABHBIA y3ell U Y3JbI-peruiike ycrpoiictBa VRealize Automation moryr He

MOJYYHUTH MPABUIIbHOTO Ha3HAYCHUA pOHeﬁ, YTO IIOBJIMACT HA BCC CJ'Iy)KﬁI)I, KOTOPbIM Tpe6yeTc51 A0CTYI IJIst

3anucu B 0a3y JaHHBIX.

Mpobnema

B kiacTepe BBICOKOW JOCTYITHOCTH yCTpoiicTB VRealize Automation HeoOX0uMO OTKIFOYHUTE WK CICIaTh
HEJIOCTYITHBIM TJIaBHBIN y3ei 0a3bl JaHHBIX. YTOOBI IPHCBOUTE 3TOMY Y3Iy POJIb HOBOTO IJIABHOIO y3Ja, YTO
BOCCTAHOBHUT JIOCTYII K 3amucy B 0a3y naHHbIx VRealize Automation, neo6xonumo ucrosbp3oBath nHTEpdeiic

YIIpaBIECHUS HA PYTOM Y3II€.

[ToznHee npenblayIIMii TIaBHBIN y3em OyAeT CHOBa BKIIIOUEH B CETH, HO BKiaaka «Kiacrep» B ero unrepdeiice
YIPaBJIEHUS BCE €Ille yKa3bIBaeT Ha JAaHHBIN y3€ll KaK Ha INIaBHBIN, XOTS OH UM He sBisgercs. IlonbsiTkn
UCIIOJIb30BaTh JII000H nHTEpdeiic ynpaBieHus y3ia0M, 4TOObI YCTPaHUTD MPOOJIEMy IyTeM TOBTOPHOTO

opHUINANTEHOTO Ha3HAYCHHUS MPEIBIAYIIEro y3iIa IIaBHBIM, IPUBEAYT K OMINOKE.
PelweHune

HpI/I aBapHﬁHOM MEPECKIOYCHUU BBITIOJTHUTC CICAYIOINUC PEKOMCHAAIINU TTPU Hacrpoﬁxe IpeaAbIAYIIUX U HOBBIX

TJIAaBHBIX Y3JIOB.

u Hepe;[ HAa3HA4YCHUEM JIPYTOro y3ja B Ka4€CTBEC INIaBHOT'O HGO6XO,HI/IMO YAaJuTb npezu,lz[ynmﬁ IJIaBHBIN y3eia

U3 myJa y31oB ycrpoiictBa VRealize Automation noxcucrems! GanaHCHPOBKH HArpy3KH.

= YrobOsl VRealize Automation BHecna npeapIayInii raBHbIi y3ea 00paTHO B KIACTEP, MO3BOJIBTE
TpeBIAYIIEeH MaIliHEe TOSBUTHCS B CETH. 3aTeM OTKPOWTE MHTEp(EHc ympaBIeH!s] HOBBIM IJTaBHBIM Y3JIOM.

HaiinuTe npenpinymuii y3en, ykazanHelii kak invalid Ha Bkiaake «Knactep», u Haxmute kHonky Copoc.

[ocne ycnemuoro copoca MOYXKHO BOCCTAaHOBHTH NMPEABIIYIIHI Y3 B ITyJie Y3JI0B ycTpoiicTBa VRealize

Automation noacucrembl 6aTaHCUPOBKU HATPY3KH.

m  YT0OBI BpYUHYIO BHECTH MPEABIIYIINI TIaBHBIN y3€1 00paTHO B KIACTEP, MO3BOJIGTE MAIINHE TOSIBUTHCS B
CeTH U MPHCOEIUHHUTE ee K KJIacTepy, Kak OyATO 3T0 HOBBIN y3ein. [Ipu npucoennHeHUN yKaXUTe HEJaBHO

Ha3HAYCHHBIN Y3 KaK OCHOBHOI y3el.

Ilocine ycnemHoro npucoeAMHEHUs MOKHO BOCCTAHOBUTD IIPEABLIYIINN y3€] B I1yJIe Y3JI0B yCTPOMCTBA

vRealize Automation nojcucrembl 6aTaHCUPOBKU HATPY3KH.

= Jlo npaBmiIbHOro cOpoca MM NOBTOPHOIO NPHCOSAUHEHHUS IPEbIIYIIEro INIaBHOTO y3/1a K KJ1acTepy He
UCTIONB3YHTE ero MHTepdeic yrnpaBiIeHus Ul ONepauii ypaBiIeHUs KIACTEPOM, IaXXe €CJIN y3e] CHOBa

MOABUTCA B CCTHU.
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u Ilocne ycneurHoro CGpOC& HJIK MOBTOPHOTO MPUCOCANHCHUS MOKHO CHOBA IPUCBOUTH NPCAbIAYIHICMY Y3ITY

pOJIb TJIABHOTO Yy3I1a.

OwnbkM nocne NoBbILLEHNSI YPOBHSI PEMNIIMKA U FMaBHbIX y3M0B

OmuOKH AUCKOBOTO MPOCTPAHCTBA, BOZHUKAIOIINE MIPU MOBBIIICHUH YPOBHS PEIUIMKH U TIaBHBIX Y3JI0B 0a3bl

JaHHBIX ycTpoiicTBa VRealize Automation, Moryt npuBecTd K npodiaemMam ¢ MoAroTOBKOA.

Mpobnema

Ha rmaBrOM Y3JI€ 3aKaHYMBACTCSA JUCKOBOE ITPOCTPAHCTBO. Br1 BemmonHsIETE BXO HA CTpaHHuIEe 0asbl JAaHHBIX €T0
I/IHTepQ)eﬁca yHpaBJICHUA U MMOBBIMIACTE YPOBCHDL Yy3Jia PCIUIMKU C JOCTATOYHBIM 00BbEMOM MIpOCTPAaHCTBA Tak,
YTOOBI OHA CTaJl HOBBIM TJIABHBIM Y3JI0M. IloBprmenne YPOBHA BBITVIAANUT YCIICITHBIM ITOCIIE OOHOBJICHUS CTpaHUIIBI

uHTepdeiica yrpaieHus, HECMOTpPS Ha TOSBJICHHE COOOIEHNUs 00 OIIMOKe.

[To3xe BB 0CBOOOXKIAaETE AUCKOBOE MIPOCTPAHCTBO HA y3JI€, KOTOPBIN ObUT riaBHBIM. Iociie MOBBIIEHNST yPOBHS
9TOrO y3/1a CHOBA JI0 TJIABHOTO BBIIOJHEHUE ONepalnii MOJrOTOBKYA OCTAHABJIMBACTCS Ha COCTOSIHUU
IN_PROGRESS.

MpuunHa

VvRealize Automation He MOXeT MPaBUILHO OOHOBUTH KOH(UTYPAIIUIO CTAPOr0 [VIABHOTO y371a, €CIIM HE XBaTaeT

MIPOCTPAHCTBA.
Pewenne

Ecnu B nnTEpdelice ynpasieHns: BO BpeMsi MOBBILICHUs YPOBHSI 0TOOpaXKatoTcs OIMOKH, BPEMEHHO HUCKITIOUNTE
y3€I U3 MOACUCTEMBI OaaHCHPOBKHU Harpysku. McmpaseTe mpobdieMy ¢ y3iioM, Harpumep 100aBUB JIUCK, TIPEXK/IE
YeM CHOBA BKJIIOYATh €TI0 B MOJICUCTEMY OajlaHCUPOBKU HAarpy3KH. 3aTeM OOHOBHTE CTpaHMILy 0a3bl JaHHBIX

uHTep(eiica yrnpapieHus 1 yOeIUTeCh, YTO B KAYECTBE INIABHOTO y3/1a U PEIUTUKH BHIOPAHBI MPABHIIbHBIC Y3IIBL.

HenpaBunbHas perncrpauus crny6 komnoHeHToB VRealize Automation

Wurepdeiic ynpasnenuns ycrpoiictBa VRealize Automation moxer nomoupb B pelieHn# npoodemM ¢
perucTpaiueii ciayx6 koMmnoneHToB VRealize Automation.

Mpobnema

Ipu HOpManbHOH padoTe Bee cinyxObl kKoMoHeHTOB VRealize Automation nomkHbI ObITh YHUKATBHBIMA U
HaxoauThes B coctossHM «3APEIMCTPUPOBAHA». JIroOo#i apyroit Habop COCTOSTHUN MOXKET TIPUBECTH K
Henpe/ckazyeMomy nosesiennio VRealize Automation.

MpuynHa

Hiwke npuBezieHbl pUMephl po0dJieM, KOTOpbIe MOTI'YT BO3HHKHYTH CO CIIy)KOaMH KOMIIOHEHTOB VRealize
Automation.

m  Cnyx0a cTana HEaKTUBHOM.

m  [lapameTpsl cepBepa NpHBeENH CiIyk0y B coctosiHue, otianyaronieecs ot «3APEIICTPPOBAHA».
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®m  3aBUCHMOCTbH OT JIpyroi CITy>KOBI IpHBeNa CiIy’kK0y B COCTOSIHUE, OTIMYAIOIEECs] OT
«3APET'MCTPPOBAHA».

= Bo3moxHo, ciryxba SQL He 3amymieHa.

Pewenne

[ToBTOpHO 3aperucTpupyiiTe cay’Obl KOMIIOHEHTOB, C KOTOPBIMH UMEIOTCS TTPOOIEMBI.

1.

Co3znaiiTe MOMEHTAJIBHBI CHUMOK ycTpolicTBa VRealize Automation.

BO3MO)KHO, HOTpe6yeTC${ BEPHYTHCA K 3TOMY CHHUMKY, €CJIM Bbl BHECETC pa3IMUYHbIC U3BMCHCHHS B CJ'Iy)K6BI )51

YCTPOMCTBO MeperieT B HeMpeICKa3yeMoe COCTOSTHHE.

BeimonuTe BX0J B MHTEepdeiic yrpasieHus ycrpoiicta VRealize Automation kak none3zoBareins root.
https://vrealize-automation-appliance-FQDN:5480

lenxaute CaykoObl.

B cnucke C.]'Iy>K6 Haﬁ[[PITe CJ'Iy)K6y, KOTOpasa HaXOAUTCA B HCIIPABUIIBHOM COCTOAHUU WM UMCCT APYyruc

poOIeMBI.

Ecmu cmyx00ii, He paboTaromieil JODKHBIM 00pa3oM, SBISIETCS iadas—service, mepedanTe Ha CICAYIOMINN

mar.

B npoTtuBHOM citydyae, 4ToObI HOBTOPHO 3aperucTpupoBath ciiyx0y B VRealize Automation, Boiigure B
ceaHc KOHCOJIM Ha ycrpoiictBe VRealize Automation kak nosnb3oBarens root u nepesanycrute VRealize

Automation ¢ moMoIp0 ciaeayrIeii KOMaHIbl.
service vcac-server restart

Ecnu nmerorcst ciryObl, CBsI3aHHBIE CO BCTPOEHHBIM dK3eMInsipom VRealize Orchestrator, Beeante

CJIEIYIOLIYIO JOTIOIHUTEIBHYIO KOMaH/Ty.
service vco-restart restart

Ecnu iaas-service sBusiercs cimyx00i, He paboTaromiell JOIKHBIM 00pa30M, BBITIOTHUTE CIIEAYIOIINE

JIEHCTBUS [UIsl €€ IIOBTOPHOM PETUCTPALMH.
a) He oTMeHsITE perucTpaIiio AToi CIry>KObI.

6) Boiigure B cucTteMy Ha OCHOBHOM BeO-cepBepe MHppacTpykTypa Kak yciiyra moj y4eTHOH 3archio ¢

npaBaMu aJJMUHHCTpaATOpA.
B) OTKpoiiTe KOMaHIHYIO CTPOKY OT UMCHHU aJMHUHUCTPATOPA.
r) BeimomHUTE CNeMyrONTyI0 KOMaHIy.

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
RegisterSolutionUser —url https://IP unu FQDN ycmpoiicmea wiu noocucmemvl O6ANAHCUPOBKU
naepysku/ —t vsphere.local -cu administrator -cp napoms —f "C:\Program Files
(x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.data" -v

B kauectBe mapoust HeoOxoaumo BBectn administrator@vsphere.local.
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)

e)

3)

1)

BeimosmHuTe KOMaH Ty /U1t OOHOBIICHHST JAHHBIX PETHCTpalny B 06aze JaHHBIX HHPPACTPYKTYpHl KakK

YCITyTH.
Cepeep SQL ¢ nposepkoit moamuaaOcTH WindOws:

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
MoveRegistrationDataToDb -s IP unu FQDN SQL-cepsepa unppacmpykmypol kax yceayveu —d ums 6aszvl
oannvix SQL —f "C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-
Config.data" -v

Cepeep SQL ¢ cobctBeHHOM MPpoBepKoi mounHHOCTH SQL:

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
MoveRegistrationDataToDb -s IP wwu FQDN SQL—cepsepa —d ums 6azwei oannvix SQL —su
nonvzoeamenv SQL —sp naponv nonvzosamens SQL —f "C:\Program Files (x86)\VMware\vCAC\Server

\Model Manager Data\Cafe\Vcac-Config.data" -v

YroObl HaliTH UMS cepBepa MWin 6a3bl JaHHBIX, TPOCMOTPHUTE CICAYIOMINI (Bailll B TSKCTOBOM PEIaKkTope n
BBITIOJIHUTE MOMCK 10 3ampocy repository. 3nadenust Data Source wu Initial Catalog ykasbiBator

azipec cepBepa U UMs 0a3bl JaHHBIX, COOTBETCTBCHHO.
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Web\Web.config
[Tonb3oBarens SQL nomken obanath B 3Tol 06aze naHHbIX npuBuierusimu DBO.

3aperucTpupyinTe KOHEYHbIE TOYKH C ITOMOIIBIO CIEAYIOINX KOMAH/I!

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
RegisterEndpoint —-EndpointAddress https://IaaS-Web-server-or-Iload-balancer-IP-or-FQDN /vcac
——Endpoint ui -v

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
RegisterEndpoint —-EndpointAddress https://IaaS-Web-server-or-load-balancer-IP-or-FQDN /WAPI
——Endpoint wapi -v

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
RegisterEndpoint —-EndpointAddress https://IaaS-Web-server-or-load-balancer-IP-or-FQDN /
repository ——Endpoint repo -v

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
RegisterEndpoint —-EndpointAddress https://IaaS-Web-server-or-load-balancer-IP-or-FQDN /
WAPI/api/status ——Endpoint status -v

3aperucTpupyiiTe 3J€MEHThI KaTajaora, BBIOIHHUB CIEAYIOIIYI0 KOMAHIY:

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.exe"
RegisterCatalogTypesAsync -v

[Tepesamycrure IIS.

iisreset

BoiinnTe B 0OCHOBHOI y3en ciryx0bl qucrietuepa MHppacTpykTypa Kak yciayra.
[epesamycrute ciny:x0y Windows vRealize Automation.

VMware vCloud Automation Center Service
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7. UToOBI MOBTOPHO 3apErUCTPUPOBATH BCE CIYXKOBI, CBSI3aHHBIC C BHEIIHEH CHCTEMOH, HAIPUMEp BHEHIHUM

sk3emiusipom VRealize Orchestrator, Boiigure Bo BHEIIHIOIO CUCTEMY U MEpPE3aryCTUTE CIIY)KObI B HEil.

[o6aBneHne ceTeBOro agantepa nNnpuBoauT K ounmdkam B nHTepdence
ynpasrneHus

[Tocyie mobaBiieHHst BTOPOTO CETEBOTO ajanTepa B ycTpoiicTBo VRealize Automation Hekoropsle cTpaHHIIbI

unrepdeiica ynpasienus VRealize Automation nepecratot 3arpyxarbcsi.

Mpobnema

Bbl n100aBuin BTOpO#t ceTeBoit afantep ¢ nmomoiibio vCenter, u crneayromiue cTpaHuiibl HHTepdetica yrpaBicHus
vRealize Automation e 3arpyskarorcsi, a 0TOOPaXKarOT OLIHOKH.

u Ha CTpaHUIIC CocTosiHUe > CeTH TOSBIIICTCS COOOIICHNE O 3aBUCIIIEM CIICHapuu.

m  Ha crpanune CeTteBoii > aapec MosBIsCTCS COOOIIEHHE 00 OMMOKE CYNTHIBAHUS HHPOPMAIIUH CETEBOTO

unrepdeiica.

MpunumHa

Hauunas ¢ Bepcuu 7.3, yerpoiictBo VRealize Automation monnepxuBaer nBa ceteBbix anantepa. OqHAKO
ma0JIOH IPOSKTUPOBAHUS B OCHOBE YCTPOMCTBA MelIaeT NpaBUIbHOH pabdoTe nHTepdeiica ynpasieHus, oKa He

OyJeT MpUMEHEHO HY)KHOE PCIICHHE.
Pewenne

[Tocne mobaBiieHHsT TOMOIHUTEIBLHOTO CETEBOTO a/lanTepa nepesanycTure yeTpoictBo VRealize Automation.

He ynanocb NoBbICUTb YPOBEHb AOMOMHUTENBHOIO BUPTYanbHOIro
YCTPOWCTBA J0 MaBHOro

B VRealize Automation noBblmeHNI0 YpOBHS BUPTYaJIbHBIX YCTPOICTB B KJlaCTepe MOXKET MPEISITCTBOBATD

HCXBATKa IIaMsATH B HUX.

Mpobnema

Henocrarouno mamsiTH Ha TJIABHOM y3Jji€. BbI BRINONHSIETE BXO/ Ha CTpaHUIle 0a3bl JaHHBIX €ro HHTepderica
YIPaBJICHUS U MBITACTECh MOBBICHTH YPOBECHB JTOMOIHUTEIBHOTO y3JIa TaK, YTOOBI OH CTaJl HOBBIM TJIaBHEIM Y3JIOM.

[Tpoucxomut ciemyroas OmuoKa.

Fail to execute on Node uwms_ysra, host is FQDN_zragnozo_ysna
because of: Could not read remote lock command result for node: wuwmsa_yzna
on address: FQDN_zragnozo_ysna, reason is: 500 Internal Server Error

MpuunHa

[ToBbIIeHNE YPOBHS MPOUCXOUT YCHEIIHO JIUIIb TOT/Ia, KOTJa BCE Y3JIbl MOTYT MOATBEPAUTH EPEHACTPONKY Ha
HOBBIN TTIaBHBIN y3en. CIUIIKOM HU3KHH 00bEM HMaMsATH HE MO3BOJISET MPEKHEMY TJIABHOMY Y31y TPOU3BECTH

MOATBEPKACHUE, HECMOTPA HA TO, YTO BCC Yy3JIbl JOCTYIIHBI.
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Pewenune

OTKIII0YUTE UTAHKUE IIIABHOT'O y3Ja, Ha KOTOPOM HE€AOCTATOYHO IMaMsTH. Brimonaute BXOJ Ha CTpaHUIIE 0a3bl

JaHHBIX HHTEp(deiica ynpaBiIeHus JOTMOJHUTEIHHOTO Y3/1a U OBBICHTE €r0 YPOBEHb.

HepoctaTovyHO NpOoAoMKUTENBHOE BPEMSI XPaHEHUS B XXypHane
CUHXPOHU3aunmn Active Directory

3amucu B xypHaiie cuaxponusaiun B Active Directory B VRealize Automation xpausitcst Bcero HeCKOIbKO

JTHEN.

Mpobnema

3anucu xypHaIoB cuHxponnsanuu Active Directory ynanstorces u3 unTepdeiica ynpasieHus yepes 1Ba JTHs.

[Tanku 3THX KYpHAJIOB TaKXkKe yIAISIOTCS U3 CIEAYIONIEro Karanora ycrpoiictea VRealize Automation.

/db/elasticsearch/horizon/nodes/0/indices

MpunymHa

Jst skoHOMEHM TipocTpaHcTBa VRealize Automation ycranaBnuBaer MakcuManbHOE BpeMsl XpaHEHHS ISt

KypHaIoB cuHxpoHu3anuu Active Directory B koiuvecTBe Tpex IHEH.

Peluenne

1. 3amycrture ceaHc kKoHconu ycTpoiicTBa VRealize Automation B kadectBe mosb3oBatess Foot.

2. OrtkpoiiTe ciaeayromuii Gpain B TEKCTOBOM PEAaKTOpe.
/usr/local/horizon/conf/runtime-config.properties

3. VBennubTe 3HaueHue cBoiictBa dndlytics.maxQueryDays.

4. Coxpanute U 3akpoiite runtime—config.properties.

5. [Ilepesanycrure ldentity Manager u ciyx0bl rTHOKOTO TOUCKA.

service horizon-workspace restart
service elasticsearch restart

RabbitMQ He npeobpa3syeT nmeHa y3nos

RabbitMQ mo ymonuanuio ncrosb3yet aist yerpoiicts VRealize Automation koporkue nmena y3inos. 1o

MOXET HOMEeNIaTh y3JaM B IIpeoOpa3oBaHNK UMEH JPYT JpyTa.

Mpobnema

[pu nombITKE MOAKIIOUUTE Apyroe ycrpoiictBo VRealize Automation k kiacrepy npoucxoaut ommoka,
MoI00Hast ClIeaYIOIIEH.

Clustering node 'rabbit@sc2-rdops-vm@l-dhcp-62-2' with rabbit@company ...
Error: unable to connect to nodes [rabbit@company]: nodedown

DIAGNOSTICS
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attempted to contact: [rabbit@company]

rabbit@company:

* unable to connect to epmd (port 4369) on company: nxdomain (non-existing domain)

current node details:

- node name: 'rabbitmg-cli-11@sc2-rdops-vmOl-dhcp-62-2"'
— home dir: /var/lib/rabbitmq
- cookie hash: 4+kP1tKnxGYaGjrPL2C8bQ==

[2017-09-01 14:58:04] [root] [INFO] RabbitMQ join failed with exit code: 69, see RabbitMQ logs for

details.

MpuunHa

Kondurypanus Baiieii cetu He MO3BOJISICT ycTpoiictBam VRealize Automation npeobpa3oBbiBaTh UMEHA JAPYT

Apyra, €Ciii UCIOJIb3YIOTCS KOPOTKHNE NUMEHA Y3JI0B.

Pewenne

1.

Boiigure B ceaHc KOHCOJIM C YYE€THBIMU JaHHBIMHU I0JIb30BaTeNs rOOt aist Bcex ycrpoiict VRealize

Automation B pa3BepThIBaHHH.

OcranoBure ciyx0y RabbitMQ.

service rabbitmg-server stop

OTKkpoiiTe ciaemyronii Gpaii B TEKCTOBOM PEIaKTOpe.
/etc/rabbitmqg/rabbitmg-env.conf

HacTpoiite ams cienyromero cBoiicTsa 3HadeHnE 1 rue.
USE_LONGNAME=true

Coxpanure u 3akpoiite ¢aiin rabbitmg—env.conf.
Beinonaute copoc ciyx661 RabbitMQ

vcac-vami rabbitmg-cluster-config reset-rabbitmg-node

Ha onmHoMm u3 y3n0B ycrpoiicTBa VRealize Automation samycTtute crienyrommmii ciieHapuii.

vcac-config cluster-config-ping-nodes --services rabbitmg-server
Yoemutech, 4TO Ha BCEX y3iax 3amyllcHa ciyxba RabbitMQ.

vcac-vami rabbitmg-cluster-config get-rabbitmg-status
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YcTpaHeHne Henonagok B KOMMNOHEHTaxX MHAPAaCTPYKTYpbI Kak
ycnyru
TeMbl 110 yCTpaHEHUIO HETOJIaI0K [UIsi KOMIIOHEHTOB MH(PPACTPYKTYphI Kak yciyru VRealize Automation

COACPIKAT PCIICHU HpO6J’I€M YCTaHOBKH, KOTOPBIC MOT'YT BOBHUKHYTbH IPU UCIIOJIb30BAHNN vRealize

Automation.

OTKNOHEHME NOAKNIYEHUI KoopaMHaTopa pacnpeaeneHHbIX TpaH3aKuun

B VRealize Automation na koopaunatop pacnpeneneHnsix Tpansakiuii (Distributed Transaction
Coordinator, DTC) moryt BiausTh HACTPOUKH Y/aJeHHOTro Bhi30Ba mpoieayp (Remote Procedure Call, RPC)
Microsoft.

Mpobnema
[Ipoucxomsat ommoku ¢ coobmeHnem o ToM, uto noaxmoueHus DTC mexny Uudpactpykrypa xak yciyra-

cepsepamu Windows u cepepom 6a3sl manabix SQL VRealize Automation orkimonsitorcest.

MpuunHa

Joctyn orpannunBaer HacTpoiika RPC-noikitoueHnit, KOTOPYIO HYKHO OTKJIFOUHTb.
Pewenne

Ha Bcex Uuppactpykrypa kak yciayra-cepBepax Windows u cepsepe 6a3bl ganubix SQL VRealize

Automation yaaiaure CHCHyIOIHI/Iﬁ pa3aci peeCTpa uin 3a;:[a17ITe JJIs1 HCTO HYJICBOC 3HAUCHUC.

HKLM\SOFTWARE\Policies\Microsoft\Windows NT\RPC\RestrictRemoteClients

CepBepbl MHPPACTPYKTYpPbI Kak ycryriu otobpaxkatTcs co ctatycom «He
NOOKITIOYEHO»

Ipu npobiiemMax co CUETYMKOM MPOU3BOAUTENLHOCTH WINAOWS MOXKET BOSHUKHYTH CUTYAIUsl, KOT/Ia CEPBEPbI

WudpacTpykTypa Kak yciayra 0TOOpakaroTcsi Kak OTKIIOUCHHBIE.

Mpobnema

[Nocne ycraHOBKU WM OOGHOBIICHUS areHTa yrpasieHus cepsep MHppacTpykTypa Kak yciyra OTIPaBIseT MaKeThl
JUIsl IPOBEPKH CBsI3U Ha ycTpoiictBo VRealize Automation. [IpoGiema Bo3HHKAET B Te€X ciydasix, KOraa
HPOUCXOIUT cOON IIPOBEPKH CBsI3H, B pe3yibTare yero cepsep MHDpacTpykTypa Kak yciyra Ha BKIaaKe
«Knacrep» unrtepdetica ynpasnenus ycrpoiictamu VRealize Automation orobpasxaercst co crarycom «He

IOJAKIIFOYCHO .

Ha cepsepe Mubpactpykrypa kak yciayra B ¢aitie arenta ympasieaus All. log nossisiercs: mpuMepHO

cleyromiee coo0IeHre 00 omoKe.

[UTC:2019-05-25 16:09:37 Local:2019-05-25 18:09:37] [Error]: [sub-thread-Id="4" context="" token=""]
System.InvalidOperationException: Category does not exist.

at System.Diagnostics.PerformanceCounterLib.CounterExists(String machine, String category, String
counter)

at System.Diagnostics.PerformanceCounter.InitializeImpl()
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at System.Diagnostics.PerformanceCounter.NextSample()

at System.Diagnostics.PerformanceCounter.NextValue()

at VMware.IaaS.Component.Metrics.MetricsUtility.CalculateMachineProcessorMeasure(Int32
samplePeriodMilliseconds)

at VMware.IaaS.Management.Agent.ManagementEndpointService.CollectEnvironmentInfo()

at VMware.IaaS.Management.Agent.ManagementEndpointService.<PingAsync>d__0.MoveNext()

——— End of stack trace from previous location where exception was thrown ——-—

at System.Runtime.CompilerServices.TaskAwaiter.ThrowForNonSuccess(Task task)

at System.Runtime.CompilerServices.TaskAwaiter.HandleNonSuccessAndDebuggerNotification(Task task)
at System.Runtime.CompilerServices.ConfiguredTaskAwaitable 1.ConfiguredTaskAwaiter.GetResult()

at VMware.IaaS.Management.Agent.ManagementAgent.<<PingManagementEndpointAsync>b__1f>d__23.MoveNext()
——— End of stack trace from previous location where exception was thrown ——-—

at System.Runtime.CompilerServices.TaskAwaiter.ThrowForNonSuccess(Task task)

at System.Runtime.CompilerServices.TaskAwaiter.HandleNonSuccessAndDebuggerNotification(Task task)
at VMware.IaaS.Management.Agent.ManagementAgent.<ExecutePeriodicAction>d__8.MoveNext()

MpuunHa

CyIecTByeT U3BECTHAs MPo0JieMa, KOTopasi IPUBOIUT K CO0sIM B pabOTe CYSTUYMKOB MPOU3BOJAUTEIILHOCTH

Windows, B pe3yiibTaTe 4ero BO3HHKAET OIIHOKA.
Pelenune

[epectpoiiTe Bce cYeTUNKH PONU3BOIUTEILHOCTH, BKIIOYAs pacIIMPsieMble M CTOPOHHUE CUCTYHKH.
1. OtkpoiiTe KOMaHIHYIO CTPOKY Ha cepBepe MH(PPACTPYKTYPHI KaK YCIYTH OT UMEHU aIMHHUCTPATOPA.
2. IlepecrpoiiTe CYETUNKH:
cd C:\Windows\system32
lodctr /R
cd C:\Windows\syswWOwe64
lodctr /R
3. TIoBTOpHO CHHXPOHH3UPYWUTE CUSTUMKU C MHCTpyMeHTapueM yrpasienus Windows (WMI):
WINMGMT.EXE /RESYNCPERF
4. 3axpoiiTe W mepe3anycTuTe CIyKO0y OMOBEIIEHUH 1 KYyPHAIOB MPOU3BOIUTEIHHOCTH.

5. 3akpoiite u nepesamnycTure ciyx0y nHcTpyMeHTapus ynpasienus Windows.

CnegytoLime waru

Ecnu onucanHbie BBIIIE [IATW HE TIOMOTYT YCTPAHUTH IPOOJIEMY, CM. CTAThIO CITyKObI MoIepkkn Maiikpocodt
300956 unm 2554336. B craThsix onucaHo, Kak BPYYHYIO COPOCHTD CBSI3aHHBIE 3aITUCH peecTpa.

PCKOMGH,I[yeTCH CHa4daJla CO34aTb PE3CPBHYIO KOIIUIO pPEeCTpa.

CpencTBy NpoBEPKU rOTOBHOCTU HE yOaeTcsl yCTaHOBUTL
KoMnoHeHTbl .NET

Ipoucxoaut c6oii Gpyukimu MenpaBure B cpecTBE MPoBepku rotoBHOCcTH VRealize Automation, u

0TOOpaKarOTCs COOOIIEHHUS O TOM, YTO HE HaiiieH ucrounuk ycraHoBku .NET 3.5.1.
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Mpobnema

CpenctBy MpoBepKH TOTOBHOCTH HEO0OXOIMMO 1moaTBepaAnTh yeTaHoBKY .NET 3.5.1, 4T00BI BBITOIHUTD
TpeboBanus s cucteM Windows Server 2008 R2 co cinyx6amu IS 7.5 u cuctem Windows
Server 2012 R2 ¢ IIS 8.

MpuunHa

B Windows Server 2012 R2 orcyTcTBHE BO3MOKHOCTH MOJKITIOUUTHCS K MTHTEpHETY MOKET MPUBECTH K COOI0
aBTomaruueckoit ycranoBku .NET. Hekortopsie ooHoBienus Windows Server 2012 R2 moryT Takke HoMemarh
ycranoBke. [Ipo0iema Bo3HUKaeT notomy, uto B Bepcur WiNdOWS OTCyTCTBYET JIOKaIbHasi KOIHS UCTOYHHKA
ycranoBku .NET Framework 3.5.

PeleHune

VYxaxute Bpyunyto ncrounuk ycranosku .NET Framework 3.5.
1. Ha yzne Windows noaxmounte [ISO-00pa3 ycranoBounoro Hocurens Windows Server 2012 R2.

2. B mucnetuepe cepBepos Britounte .NET Framework 3.5 ¢ nomomrsro Mactepa no0aBieHus posiei u

KOMIIOHEHTOB.
3. Bo Bpewmst pabotsl MacTepa niepeiiante B karanor ycranoBku .NET Framework 3.5 na nocurene 1SO.
4. Tlocne nobasnenus .NET Framework 3.5 nepesamnycture cpecTBo NpoBepku rotroBHocTH VRealize

Automation.

[MpoBepka cepTndurkaToB cepaepa ASd MHPPACTPYKTYPbI Kak yCryrm

C nomoripro komanabl Vcac-Config.exe moxHo ybemuthes, uto ceprep Mudpactpykrypa kak yciyra
npuHuMaeT ceprudukaTel yerpoiictBa VRealize Automation u ycrpoiictsa cityx0bl €JHHOTO BXOa.

Mpobnema

[Tpu ucronp3oBaHNK KOMITIOHEHTOB MH(ppacTpyKTypa Kak yciayra HOsBIISIIOTCS OIIMOKN aBTOPU3AILNH.

MpuumHa

OmnOKy aBTOpU3aIMU MOTYT BO3HHMKATh, Korjaa MHppacTpyKTypa Kak yciayra He OTIHYaeT CepTH(UKATEI

6e30MacHOCTH OT APYTHX KOMIIOHEHTOB.

Pewenune

1. OtkpoiiTe KOMaHIHYIO CTPOKY, UCIONB3Ys NpaBa afiMUHHCTPATOpPa, U nepeiaure k karanory Cafe B myrtu
vra-installation-dir\Server\Model Manager Data\Cafe. Kak npaBuiio, oH pacrojoKeH B IaIKe
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe.
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2. BseauTe KOMaHIY BHIA
Vcac-Config.exe CheckServerCertificates -d [vra-database]l -s [VvRA SQL server] -v.

JlononHuTtenbHble MapaMeTpbl — —su  [ums noavsosamenss SQL1 v —sp [napons].

HpI/I YCHOECITHOM BBITIOJTHEHUHU KOMAH/BI MMOSIBUTCA CJICAYIOLICE COO6HI€HI/16:

Certificates validated successfully.
Command succeeded.

ITpu cb6oe KoMaH/ bl MOSBUTCS COOOIIEHHE 00 OMUOKE ¢ JOTOTHUTEILHBIMU CBEICHUSIMHU.

IIpumeuanne Dra KOMaHJa JOCTYIHA TOJIBKO B y3iie KomnoneHta Model Manager Data.

Owwnbka B y4ETHbIX AaHHbIX NPW 3anycke yCTaHOBLLUMKa MHAPACTPYKTYpbI
KakK ycnyru

[Tpu BBOJIE YUETHBIX JIAHHBIX BUPTYaJILHOTO YCTPOMCTBA B MPOIECCe YCTAHOBKH KOMIIOHEHTOB HH(PACTPYKTYPBI

KaK YCIIYTH TMOSIBIISICTCS COOOIIEHIE 00 OrmmoKe.

Mpobnema

[Tocne BBOJA YYETHBIX JAHHBIX B OKHE YCTaHOBIIHMKA HH(PACTPYKTYPHI KaK YCIYyTH MOSIBISACTCS OMIMOKa

org.xml.sax.SAXParseException.

MpunymHa

‘Vka3zaHbl HCMIPAaBUJIbHBIC YUCTHBIC JAHHBIC WM YYCTHBIC JaHHBIC B HCIIPABUJIBHOM (i)opMaTe.

Pewenne
& Bseaurte npaBuiibHbIE UMEHA apeHIaTOPa U MOJIb30BATEIs.
Hanpumep, apeHIaTop equHOTO BX0J1a [0 YMOJIYaHUIO UCIIONB3YeT Takoe JOMEHHOE nMs, Kak VSphere.local,

a me administrator@vsphere.local.

[Mpn ycTaHOBKE MHAPACTPYKTYpPbI KaK ycrnyrn otobpaxaetcs
npegynpexageHme o CoOXpaHeHUN HacTpoekK

Coo0b1enne mosBIAeTCS BO BpeMs yCTaHOBKH MHMPAcTpyKTypsl Kak yciayru. [Ipenympexnenue! He ymamocsk

COXPaHUTh HACTPOMKH B BUPTYAILHOM YCTPOHCTBE BO BPEMsI YCTAHOBKM HH(MPACTPYKTYPHl Kak YCIYTH.

Mpobnema

Bo Bpewmst ycraHOBKH HH(PACTPYKTYPBI KaK yCIyTH HOSBISICTCS HEBEpHOE coolmieHne o0 ommoke,

CUTHAJIM3UPYIOIIEE O TOM, YTO MOJIH30BATEIBCKIE HACTPOUKN HE COXPAHCHBI.

MpuynHa

9710 COO6III€HPI€ MOET OIIHOOYHO MOSIBUTHCS BCJICACTBUEC np06neM CO CBA3bIO UIIN np06neM, CBA3aHHBIX C CETBIO.
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Pewenune

He oOpariaiite BHUMaHUS Ha COOOIICHHE 00 OMIMOKE U MPOJIODKANTE YCTAHOBKY. DTO COOOIICHUE HE MOXKET

BBI3BATh COOH yCTaHOBKH.

C6on yctaHoBKM cepBepa Beb-canTta n Distributed Execution Manager

Henb3st ycranoBUTH cepBep BeO-caiita nHppacTpyKTyphl ycrpoiictBa VRealize Automation u pucnieryepst
Distributed Execution Manager, eciu mapoib Y4eTHOM 3amucu ciry:x0bl MHBpacTpyKTypa Kak yciayra

COJICPKHUT TBOWHBIC KABBIUKH.

Mpobnema

OTtobpaxaetcs coobrieHue o cboe ycraHoBku aucrnerdepos Distributed Execution Manager u cepsepa Be6-
caiita ycrpoiictBa VRealize Automation us-3a HeqomycTUMBIX MapaMeTpoB MSiexec.

MpunymHa

B mapose y4eTHoIt 3amucu ciykKObl HHPPACTPYKTYPhI KaK YCIYTH HCIOIB3YEeTCsS CUMBOJ ABOHHBIX KaBBIYCK.

Pewenune
1. VYOeaurech, 4TO B MApOJIC YUCTHOM 3amucH CITy:K0bl HPpacTpyKTypa KakK yciayra HEeT JBOWHBIX KaBBIYCK.
2. Ecam mapomib cOAepKUT JABOIHBIC KaBBIUKH, CO3/IAiTe HOBBIH.

3. [lepesamycrure ycTaHOBKY.

C6oli NpoBEPKN NOANTMHHOCTM MHPPACTPYKTYPbI Kak YCryru Bo Bpemst
YCTaHOBKM KOMMOHEHTOB yrnpasreHus Beb-cpeaon 1 Moaenbio
NHMPACTPYKTYPbI Kak ycnyru

[Tpm 3amycke cpencTBa NPOBEPKH FOTOBHOCTH MOSIBIISIETCS Co0OIIEHHE 0 cO0e MPOBEPKU MOTMHHOCTH |IS.

Mpobnema

B coobuiennn yka3aHo, 94To IpOBEpKa MOUIMHHOCTH HE BKJIIOUEeHA, HO ¢utaxkok «[IpoBepka mommuHOCTH 1IS»

YCTaHOBIICH.

Pewienne

1. Cuumure daaxok «IIposepka noamuarocTH WindOws».

2. Haxwmure kHOnKy COXpPaHUTD.

3. VYcranoBure draxok «IIposepka moamuaHocTH WindoOws».
4. Haxwmute kHOIKY COXpAHUTb.
5

HepCSaHYCTI/ITC CpC€ACTBO IMPOBEPKU T'OTOBHOCTH.
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Cbon ycTtaHOBKM KOMMOHEHTOB «[aHHble agucnetyepa mogenn» n «Beb-
cnyxba gucnetdyepa moaenn»

Bo Bpewmst ycranoBku VRealize Automation moxer npouzoiitu c00ii, eciu nporpaMMe yCTaHOBKH

WudpactpykTypa Kak yciayra He y/1aeTcsi COXPaHUTh KOMITIOHEHT JJaHHBIX U BeO-KOMITOHEHT JIHCIIeTdepa MOJIeIICH.

Mpobnema

YcTaHOBKa 3aBEpIIIIACh HEYJAYHO C TAKUM COOOIICHUEM:

VYcraHOBIMKY HHOPACTPYKTYphl Kak YCIYIM HE YIaloCh COXPAaHHUTh KOMIOHEHTHI JIAaHHBIX M BEO—KOMIIOHEHTHI AWCIIETYEepa
Mo/ieei .

MpuynHa

DTO MOXKET CJIYYUTBHCA 110 HECKOJIbKUM NPpHUYNHaM.

IIpobemsl ¢ noaKIIOUEHHEM K ycTpoiicTBy VRealize Automation wmu npobiaeMbr B3auMHOTO
HOJKIIIOYEHHs ycTpoiicTB. [lonkiroueHne He MpOUCXOMUT, TOTOMY YTO HET OTBETA WIIM MOAKIIOUYEHHE

HCBO3MOKHO.

[TpoGuiemsl ¢ oBepeHHbIMU cepTHduKaTamu B MH(pacTpyKTypa Kak yciyra Ipy UCIOJIb30BaHUN

pacrpeeseHHOi KOHPHUTYpALH.

HecooTBercTBue nMeHH cepTrdUKaTa B pacipeeeHHON KOHPHUTYpaLUH.

Bo3moxHO, cepTrduKaT HEACHCTBUTEICH WK B [IEMOYKE CEPTUPHUKATOB JIOMYIIEHA OIHOKA.
Crnyx0a perno3uTopust He 3aIyCKaeTcsl.

HenpasuibHas KOHGUTYpamust MoICHCTEMbl OalaHCUPOBKH HArpy3KH B PacrpeielIiCHHON cpeje.

Pewenne

¢ BO0O3MOXHOCTH MOJIKITIOUCHUS

VYoemurech, uto k URL-anpecy VRealize Automation moxHo moakinrounthesi B Be6-Opaysepe.
https://vrealize-automation-appliance-FQDN
[IpoGnemsbl ¢ HaJEKHBIMU cepTH(HUKATAMU

m  OtkpoiiTe B HHpPACTPYKType KaK yciayre KOHCOJb yrpasienust Microsoft, BBegure koMaHy mmc. exe
u yOeauTech, uTo cepTu(UKAT, UCIOJIb3YEMbIil IIPU YCTAaHOBKE, ObLI J100aBJICH B XPAHUIIMIIEC HAICKHBIX

KOPHEBBIX CEPTU(HUKATOB B KOMIIBIOTEPE.

m B Be0O-Opaysepe npoBepbTe coctosiHue ciiyx0b1 MetaModel u ybeaurech B 0TCYTCTBUH OMIMOOK

cepTuduKara:
https://FQDN-or-IP/repository/data/MetaModel.svc
HecooTBercTBHE MIMEHU cepTH(HUKATa

Ora ommndKa MOXKET POU30HUTH, ecii cepTU(UKAT BbIJIaH HAa ONPEIEICHHOE UMSI, HO MCIIOJIBb3YETCs C IPYTUM
nmereM win |[P-agpecom. OmmOKy HECOBMAACHUS UMEHH cepTU(UKATa BO BPEMs YCTAHOBKHA MOKHO CKPBITB,

BbIOpaB napameTp CKPBITh HECOOTBETCTBHE CePTH(RHUKATA.
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HapaMeTp <(CKpLITB HCCOOTBECTCTBUC CepTI/I(l)I/IKaTa» MOXXHO TaK>X€ HCIIOJIb30BaTh, YTOOBI HUTrHOPUPOBATH

OIMOKN HECOOTBETCTBHS CIIMCKY OT3bIBA yIAJICHHBIX CEPTH(OUKATOB.
¢ Henomyctumslii ceprudukar

OTkpoiiTe KoHCOIb yrpasieHus Microsoft ¢ komanmoii mmc . exe. Yoeaurech, 4To CpPOK JCHCTBUS
cepTuduKaTa He UCTEK U 4TO JJIs HEro 3alaHo NPaBUIIbHOE cocTosHue. Chernaiite 3To AJIs BceX cepTH(UKATOB
B IIeNI0YKe cepTUduKaroB. Bo3MOXXHO, IpH UCIIONB30BAaHUN HEPAPXUH CEPTUPHUKATOB MPUACTCS

UMIIOPTHPOBATH Jpyrue cepTHU(UKATHI B IIETIOYKE B XPAHHUJIMIIE HA/ICKHBIX KOPHEBBIX CEPTH(UKATOB.
¢ Cuyx0a pero3utopus
Hcnonp3yiiTe ciieayromue 1eicTBrs, YT00bl IPOBEPUTH COCTOSIHUE CITYKOBI PEIIO3UTOPHSL.
m B BeO-Opaysepe mpoBepbTe cocTosiHUE ciy)k061 MetaModel:
https://FQDN-or-IP/repository/data/MetaModel.svc
m  [Iposepbre aiin Repository.log Ha Hannune ommbOK.

m  Copocswre IS (iisreset), eciau BOSHUKIN TPOOIEMBI ¢ IPHIOKCHHUSIMU, Pa3MEIICHHBIMUA Ha BeO-caiTe

(penosuropumii, VRealize Automation i WAPI).

m  [IpoBepbre )ypHaibl BeO-caiita o aapecy %SystemDrive%\inetpub\logs\LogFiles, uTo6bI

MOJIYYHTh JTOTIOJHUTEIBHYO HHPOPMALIUIO U3 JKypHAIa.

m  [Ipu npoBepke TpeOoBaHUH yOeanTeCh, UTO CPEACTBO MPOBEPKH TOTOBHOCTH HE BBIAAET COOOIICHUS O

HECOOTBETCTBUM TPEOOBAHUSAM.

= B Windows 2012 ybeautecs, uto ycranosinenst ciayx0bsr WCF B paznene .NET Framework u

BKJIToueHa aktuBamus HTTP.

NHppacTpykTypa Kak ycnyra-cepsepbl Windows He nogaepxusatot FIPS

HeB03MOHO yCIIEIIHO BHINOIHUTH YCTAHOBKY, €ClM BKJIIOueH ctanaapt FIPS (penepanbHblii ctanaapt

00paboTkn nHpOPMAIINN).

Mpobnema

Bo Bpems ycraHOBKH BeO-KOMIOHEHTa HH(PPACTPYKTYPbI KaK YCIyrH YCTaHOBKA 3aBEPIIACTCS ClIeTyoLen

OIIMOKOIA.

Ora peanuzanys He SIBISIETCS YacThlO IPOBEPEHHBIX 1Mo craHiaapry FIPS kpunrorpaduueckux anropurmon

mwiatpopmbel Windows.

MpunymHa

MonensudppacTpyKkTypa Kak yciyra, npuMensiemast B VRealize Automation, ocHoBana Ha TeXHOJIOTUH
Microsoft Windows Communication Foundation (WCF), kotopas ue mognepxuaer FIPS.
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Pewenune

Otximounte nonutuky FIPS na Mudpacrpykrypa xak yciyra-cepsepe Windows.

1. Tlepeitmute B Merro Ilyck > I[laneab ynpaBiieHusi > AIMUHHCTpUpoBaHue > JlokaabHas MOJUTHKA

0€30MacHOCTH.

2. B nomanorosom okHe «I'pynmoBas moiauTHka» B pasiene JlokalibHble MOJUTHKH BEIOCPUTE MTYHKT

ITapameTpbl 6€30MACHOCTH.
3. Haiigure U OTKIIIOYHUTE CIEIYIONIYIO 3aITHCh.
Kpunrorpadust cucteMbl: HCIOIB30BaTh Ul IMU(QPOBAHMS, XOIIMPOBAHUS W MOANUCHIBAHUS

ANTOPUTMBI, COOTBETCTBYyIomuMe cTtanmapty FIPS.

HobaBneHne koHeYHOM TOYKM Bee Kak ycnyra Bbl3blBaeT BHYTPEHHIOK
OLUNOKY

[Tpu nonbITKE cO3/1aTh KOHEYHYIO TOUKY Bee kak yciayra oroOpaxaercsi cOoOIleHne 0 BHYTPEHHEH OIINOKe.

MpobGnema

He YAaCTCA CO34aTb KOHCYHYIO TOUKY. HpI/I 9TOM 0T06pa>KaeTC${ TaKo¢€ COO6IH€HI/IC (6] BHyTpeHHefI OIIHOKE:

[Ipousonuia BHYTpeHHssi omuOka. Ecnu mpoOiema BO3HHUKHET CHOBa, OOpPAaTHTECh K CHCTEMHOMY

aaMuHKCTparopy. llpu oOpameHnn K CHCTEMHOMY aIMUHHCTPATOpPY HCIIOIB3YHTE 3TOT CHPABOYHBIA KOI:

cODDOCOA1. CripaBoUuHBIE KOJbI TEHEPUPYIOTCS CIydalHBIM 00pa30M M HE CBSI3aHBI C KOHKPETHBIM COOOIICHHEM

00 ommoKe.

Pewenne
1. Orxkpoiite daiin xypHana ycrpoiictBa VRealize Automation.
/var/log/vcac/catalina.out
2. Haiinute cripaBOYHBIA KO B COOOIICHUN 00 OITHOKE.
Hanpumep, cODDOCOT.
3. Haiinure cripaBoYHBINA KO B (haiine )KypHana, 4TOOBI IEPEHTH K COOTBETCTBYIOIICH 3aITHCH.
4. TIpocMOTpHTE 3alIUCH BBIIIE U HUXKE COOTBETCTBYIOMIEH 3alMCH, YTOOB! YCTPAHUTh MPOOIeMy.

COOTBeTCTByIOH.[a?[ 34lI1MCh KypHala HC YKAa3bIBACT Ha onpeneneHHHﬁ HCTOYHHUK HpO6J’ICMBI.

C6on yaaneHusi NpoKcu-areHTa

Ecnu B nporpamme ycraHoBkd WINAOWS BKIIIOYEHO BEJCHHUE JKYPHAJA, MOXKET MPOU30UTH COO yaaneHus

IMPOKCH-arcHra.
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Mpobnema

[pu moneITKE yaaauTh NPOKCU-areHT ¢ MCIOJIB30BaHWEeM NaHenu ynpasienus Windows, npounsoiiner cooi

yJJICHHSI U OTOOpasUTCs clieyroliee coolmeHne 00 ommoKe:

Error opening installation log file. Verify that the
specified log file location exists and is writable
MpuumHa

C60ii mpoucxoauT, eciu B porpamme ycraHoBkd WIiNdOWS BKIIIOYEHO BeACHHE KypHAla, HO el He yaaeTcs
MPaBUJIBHO 3amucath (Bailyl yaajaeHus B )KypHail. JlOMOMHUTEIbHBIC CBEACHUS CM. B pasnesie CtaThs 0a3bl 3HAHMIT
Microsoft 2564571.

Pewenne
1. Ilepesarpysure KOMIBIOTEP MU MIEpe3anycTUTe €XPlorer.exe ¢ moMoIpio AUCreTyepa 3aaau.

2. VYojamure aresr.

Cbon 3anpocoB KOMMbKOTEPA NPWU OTKIKOYEHUM yaaneHHbIX TpaH3akumm

3anpocsl KOMITBIOTEPA 3aBEPIIAIOTCS OMIMOKOM, eCIH yIaJCHHBIC TPAH3aKIMH KOOPANHATOPA PACIIPEACICHHBIX
tpan3akuuii Maiikpocodr (Distributed Transaction Coordinator, DTC) oTkitoueHbl Ha KOMITBIOTEPax
Windows Server.

Mpobnema

Ecnu npu noAroToBke KOMNbIOTepa yaajJeHHbIe TPaH3aKIUKM OTKIIOYEHB! Ha IIOpTale AUCIeTYepa MO WIN
cepBepe SQL Server, 3anpockl He OynyT BRIMOAHATHCA. [Iponcxomut c6oif cOopa JaHHBIX U 3aIPOC KOMITBIOTEpA

0CTaeTcsl B COCTOSTHUM «Pabounii mporiecc KiIoHa».

MpuunHa

Vnanennsie Tpanzakiuu DTC otkimodeHs! B ax3eMiunsipe SQL nHGPaCcTpyKTYphl Kak YCIIyTH, UCIIOJIB3YEMOM

cucremoii VRealize Automation.

Pewenune

1. Bamycrute nucnerdep cepsepoB Windows, uroosr Brirountsh DTC Ha Beex cepBepax VRealize u cpsizaHHbIX
cepBepax SQL.

B Windows 7 Beibepute Ilyck > AnmunucrpupoBanue > Ci1y:k0bl KOMIIOHEHTOB.

Ipumeuanue YOeautech, 4To y Bcex cepBepoB WINAOWS ecTh YHHKaIbHbBIC HACHTH()UKATOPHI
6e3omacHocTH i KoHpurypamun MSDTC.

2. Ortkpoiite Bce y3ibl, 4To0bl HalTH JokanbHbi DTC wmn xiacrepusiit DTC, eciau ncnonp3yercst kiactepHast

cucTeMa.

Bribepure Cayxobl komnonenToB > Komnbiotepsl > Moii komnbioTep > Koopaunartop

pacnpeaeeHHbIX TPAH3aAKLIMM.
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[lenkHKUTEe TIPaBOI KHOMKOM MBIIIH JIOKaIbHBIN Wi kinactepuslii DTC u BeiOepute CBolicTBA.

OTkpoiite BKiIaaky «be3onmacHOCTE».

Bribepure napamerp Jdocryn k cetn DTC.

o 0 M W

YcranoBute (I)J'Ia)KKI/I PaspemnTL HCIOJb30BaAHUE YTAJCHHOI'0 KJINECHTA U Pa3peumn> YaajieHHoe

aIMHHHCTPUPOBaHHeE.

N

VYcranosute ¢uaxkku Pazpemmnts Bxoasume n Pa3pemnTs Hexoasmue.

8. B none Yuernas 3anuch Beequre win Beibepure NT AUTHORITY\Network Service st yuerHoii

3anmcu Bxoxa DTC.
9. Haxwmure kHonky OK.

10. YnanuTe KOMITBIOTEPHI C COCTOSTHIEM «Pabounii mporece KiIoHa».

a) Boiinure B unTepdeiic VRealize Automation.
https://vrealize-automation-appliance-FQDN/vcac/org/tenant-name

6) Bribepure UudpacTpykrypa > YnpasisieMble KOMIbIOTEPHI.

B) IllenkHuTe mMpaBoi KHOMKOW MBIIIH IEJICBON KOMIBIOTEP.

r) BriOepute YaananTb, uToObI yAQINTh KOMIIBIOTED.

Ownbka obmMeHa gaHHbIMK CO cnyk6on ancnetyepa

Cepsepsl MHdpacTpykTypa Kak yciayra, KIOHHpOBaHHBIE U3 madioHa, B koTopoM DTC yke ycTaHOBIIEH,

cojiepkar aHanorudueie uaeHTuukaropsl DTC, U 3TO MPENSTCTBYET CB3U MEXKAY Y3JIaMHU.

Mpobnema

IIpouzomen c6oii ciyx0b1 aucnieruepa MadpacTpykTypa Kak yciyra, B pe3ysbTare 4ero B )KypHaje CiIyKObl

JUCTIeTYEpa TIOSBISIETCS CIIEAYIOIIee coo0meHne 00 ommoKe.

Communication with the underlying transaction manager has failed. ———>
System.Runtime.InteropServices.COMException: The MSDTC transaction manager was unable to pull the
transaction from the source transaction manager due to communication problems. Possible causes are: a
firewall is present and it doesn't have an exception for the MSDTC process, the two machines cannot
find each other by their NetBIOS names, or the support for network transactions is not enabled for
one of the two transaction managers.

MpuunHa

Ecnu xnonupyercs cepep MudpacTpykTypa Kak yciyra, Ha KOTopoM yxe ycranosieH DTC, To cepBep-KIOH
COJICPIKHUT TOT € camblil yHUKaNbHbIH uaeHTH(GukaTop DTC, KOTOpBI IPUCYTCTBYET U HA POTUTEIHCKOM

cepBepe. CBsI3b MEKIY ABYMsI KOMIBIOTEPAMU YCTAHOBUTDH HE YAACTCA.

Pewenune

1. Ha xioHe OTKpOiiTe KOMaHAHYIO CTPOKY OT UIMEHH aJMUHHCTPATOPA.
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NameHnnock nosegeHne HaCTpOI\/JIKI/I SJ'IeKTpOHHOI\/JI NMOYThbI

Ecnm ncnonesyercst VRealize Automation 6.0 wu Oosee mo3Hsist BEpeus, C MOMOIIBbIO (PYHKIMH 111a0JI0HOB

BrinonnuTe ciaenyronyo KoMaHuy.
msdtc —-uninstall

IlepesanycTure KIIOH.

OTkpoliTe emie 0{Hy KOMaHIHYIO CTPOKY M BBEJUTE MPUBEICHHYIO HIDKE KOMaHIY.

msdtc -install manager-service-host-FQDN

BHGKTPOHHOﬁ TMMOYThI, UMEBIIUXCS B MPEABIAYIINX BEPCUAX, MOKHO HACTPANBATH TOJIBKO YBEAOMJICHHS, CO3TaHHBIC

¢ IOMOIILI0 KOMITOHEHTa |aas.

Pewenune

MOHO MCHOJIB30BATh ClieyolHe madaoHbl XSLT:

[1IabmoHbI 3J'I€KTp0HHOI>i IIOYThl HAXOOATCA B IOJKATAJIOre \Temp'l.ates YCTAaHOBOYHOI'O KaTajiora c€pBcpa.

ArchivePeriodExpired

EpiRegister

EpiUnregister

LeaseAboutToExpire

LeaseExpired

LeaseExpiredPowerOff
ManagerLeaseAboutToExpire
ManagerLeaseExpired
ManagerReclamationExpiredLeaseModified
ManagerReclamationForcedLeaseModified
ReclamationExpiredLeaseModified
ReclamationForcedLeaseModified
VdiRegister

VdiUnregister

O0b1unO 310 Karanor ZSystemDrives\Program Files x86\VMware\vCAC\Server. Karaior \Templates

COJICPIKUT TaKoke madaoHbl XSLT, koTopbie Oouiblie HE MOJJICPKUBAIOTCS U KOTOPBIE HEJb3sl H3MEHHTH.
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[Mounck 1 ycTpaHeHue npobnem, BO3HMKAKLWMX Npy BXode B
cucTemy

B paszenax mo ycrpaneHuto npo0OiieM, BO3HHKAIOUIMX MPH BXOje B cuctemy aiisi VRealize Automation
MPUBCACHBI PCHICHUS MOTCHIUAIbHBIX np06neM, CBs3aHHBIX C YCTaHOBKOﬁ, KOTOPbIC MOT'YT BOBHUKHYTDH IIpU

ucnosib3oBanuu VRealize Automation.

Cb6on 6e3 06BbACHEHUSA NPUYUHBI NPWY MOMbITKE BXOA4A B KA4YeCcTBe
agMUHUCTpaTopa MHAPACTPYKTYPbl Kak yCryru ¢ UCNofb30BaHMEM
YYETHbIX AaHHbIX C HENpaBUibHbIM (POPMaTOM MMEHU YYaCTHUKA-
nonb3oBaTens

I[Tpu nonsiTke Bxoaa B VRealize Automation B kauecTBe aIMUHUCTpATOPa HHPPACTPYKTYPBI KaK YCIYTH

MIPOUCXOAUT NIEPCHANIPABJIICHNE HA CTPAHUILY BXOJa 0e3 00BbsICHEHHUS.

Mpobnema

[Tpu nonbITKe BBINOMHUTL BXOJ B VRealize Automation B kadecTBe agMuHICTpaTOpa HHOPACTPYKTYPHI KaK
yermyru ¢ yuetHeiMu naaHbIME UPN, KoTOopbIe He comepkaT nmpedukca @dJomer B IMEHU TOTH30BATEIS,
MIPOMCXOIUT HEMEJICHHBIM BBIXO M3 €IMHOTO BXOJa M MEpeHAINIpaBICHNE HA CTPAaHHUILy BXoaa 0e3

JIOIOJHHATENBHBIX CBEAEHUN 00 OIINOKE.

MpunumHa

Beenennoe UPN pomkHO nMeTh Takoil popmart: sawe_ums.admin@domen. Hanpumep, eciiv BITOIHIETCS BXO/
C HCIOJIb30BaHMEM MMEHH Mojb30BaTens apetrov.admin@sqa.local, no mist UPN B Active Directory
yKa3aHO TOJIbKO apetrov.admin, nmpousoiiaeT ommbKa BXOa.

Pewenune

YroObl UCITPABUTH MPOOIIEMY, U3MEHUTE 3HaUeHHEe userPrincipalName, 106aBUB HEOOXOAUMOE COAEPIKUMOE
@yourdomain, u noBTopuTe MONBITKY BXxoja. B atom npumepe B kadectBe umenn UPN crienyer ykaszath
apetrov.admin@sqga.local. Oty nundopmanuto conepxkur aiin xxypHaia B nanke Log/vcac.

C6ou Bxoga npu koHdUrypauum obecneveHmnst BbICOKON AOCTYMHOCTY

[Tpu Hanuuuy HecKoJIBKUX ycTpoiicTB VRealize Automation oHu 10KHBI IMETh BO3MOXKHOCTh
UJICHTH(OUIUPOBATE APYT ApyTra I10 KOPOTKOMY MMEHH y3i1a. B MpOTHBHOM citydae BBl HE CMOXKETE BBITIOJHHUTD

BXOUH.

YroObl B KJIacTepe BBICOKOH JIOCTYITHOCTH, COCTOSIIEM U3 ycTpoiicTB VRealize Automation, npaBuibho
COTOCTABJISUTMCH KOPOTKUE MMEHA y3II0B, BHIITOJIHUTE OJIHY M3 CIEAYIOIUX npoueayp. Heodxoaumo u3MeHHTh Bee

yCTpOHCTBa B KJIacTepe.
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Mpobnema

Hacrpoiika VRealize Automation st oGecrieueHnst BRICOKO# TIOCTYITHOCTH BBIMOJHSCTCS yTEM YCTAaHOBKH
JIOTIONTHUTENBHOTO ycTpoiicTBa VRealize Automation. Ilpu monsiTke BoiiTn B VRealize Automation
HOSIBIIACTCS COOOIIEHNE O HEACHCTBUTEIBHON THUIICH3UN. [IpH 3TOM COOOIICHNE SBISETCST HEMTPABMIIBHBIM, TaK KakK

TOYHO U3BCCTHO, YTO JIMICH3UA HeﬁCTBHTCHLHa.

MpuumHa

Vanel yerpoiicta VRealize Automation uernpaBuiibHO (HOPMHUPYIOT KIacTep BBICOKOM JOCTYITHOCTH, IOKA HE

HACTPOCHO COIMOCTABJICHUE KOPOTKMUX UMEH Y3JIOB B KJIaCTEPEC.

Pewenune

¢ l3meHure wiM co3naiite cTpoky mnoucka B /etc/resolv.conf. B a10ii cTpoke 1OMKHBI OBITH YKa3aHBI
JIOMEHBI, K KOTOPBIM OTHOCSITCS ycTpoiicTBa VRealize Automation. B kadecTBe pasienuTessi TOMEHOB

ucrons3yiTe npoodenst. [Ipumep:
search sales.mycompany.com support.mycompany.com

¢ U3menuTe nnum co3maiite JOMEHHbIE CTPOKU B /etc/resolv.conf. B kaxoii cTpoke JOIDKEH ObITh yKa3aH

JIOMEH, K KOTOpOMY OTHOCSTCs yeTpoiicTBa VRealize Automation. Ipumep:
domain support.mycompany.com

¢ JloGaswre cTpoku B (aiin /etc/hosts, uToObl KOPOTKOE MMs Kaxk10ro ycTpoiictBa VRealize Automation

COITOCTaBJIAJIOCH C €TI0 IMOJHBIM JOMCHHBIM HUMCHCM. HpI/IMep:

nodel nodel.support.mycompany.com
node2 node2.support.mycompany.com

[Mpokcn-cepBep He NO3BONSAET BbINOMHUTL BXOA Nonb3oBatento VMware
Identity Manager

Hacrpoiika ncrnonb30BaHus MPOKCU-CEpBEpa MOXKET OJIOKUPOBATH BXOJ ISl TTosib3oBateneit VMware ldentity
Manager.

HeobxoauMble ycnosusi

Hacrpoiite VRealize Automation s goctyna k cet yepes mpokcu-cepsep. CM. pazaen [loitoueHne K cetn

C TIOMOIIIBIO TIPOKCH-CEPBEpA.

Mpobnema

Ipu HactpoenHom mojkaroueHnu VRealize Automation k ceru uepes nmpokcu-cepsep nosb3oBarenu VMware

Identity Manager nonyuarot ciezyroiee coodiieHie 00 ommroKe MpH MOMbITKE BOUTH B CUCTEMY.

Error Unable to get metadata

Pewenune

1. Boiinure B KoHCONb yeTpolicTBa VRealize Automation kak none3oBatens root.
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2. OrtkpoiiTe cieayromuil Gpaiil B TEKCTOBOM PEIaKkTope.
/etc/sysconfig/proxy

3. Oo6noBuTe cTpoKy NO_PROXY, 4T0OBI HTHOPHPOBATH MTPOKCH-CepBep Mpu Bxoae B VMware Identity
Manager.

NO_PROXY=vrealize-automation-hostname
Hamnpumep, NO_PROXY="1ocalhost, 127.0.0.1, automation.mycompany.com".
4. CoxpaHHUTe U 3aKpOWTE MPOKCH—CEPBED.
5. [TIlepesamycture ciyx0y padouero npocrpanctsa HOrizon myrem BBoja CICIyONICH KOMAaH/IbI.

service horizon-workspace restart
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