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banaHcunpoBka Harpyskm B VRealize
Automation

B aToM oKyMeHTe onuchiBaeTCsi KOH(uUrypanus 6anancupoBku Harpysku VRealize Automation u vRealize
Orchestrator B pacnpezeicHHOM KIaCTEpPHOM pa3BEPTHIBAHUU C TTApaMETPAMU BBICOKO JOCTYITHOCTH C
nomomisio VMware NSX, F5 Networks BIG-IP (F5) u Citrix NetScaler.

DTOT TOKYMEHT SIBIISICTCS PYKOBOJICTBOM HE I10 YCTAHOBKE, a M0 HACTPOWKE OATaHCUPOBKHU HATPY3KH,
JIOMIOJTHSIIOIIMM JIOKYMEHTBI 110 YCTaHOBKe U HacTpoiike VRealize Automation u vRealize Orchestrator,
JOCTYIHBIE B JIOKyMeHTaIuu 1o npoaykry VMware vRealize Automation u gokymeHTanum no npoaykry
VMware vRealize Orchestrator.

Dra uHpopMaLus MpeHa3HAYCHA IS CICIYFOIIUX MPOAYKTOB M BEPCHil.

Tabnuua 1-1.

Ipoaykr Bepcust

NSX-T 2.4,25,3.0

NSX-V 6.2.%, 6.3.%, 6.4.x

F5 BIG-IP LTM 11.x, 12.x, 13.x, 14.x, 15.x

Citrix NetScaler ADC

10.5, 11.x, 12.x, 13.X

vRealize Automation

8.0,8.1,8.2

VRealize Orchestrator

JlononHUTENbHBIE CBECHUS CM. B pa3zaene Tabiuisl coBMECTUMOCTH NPOoykToB VMware.

VMware, Inc.
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OCHOBHbIE NPUHLMMNBI BanaHCUPOBKHK
Harpyskm

IToncucTeMsl OamaHCMPOBKM HArpy3KH PaclpeeisiioT Harpy3Ky MEX/Iy CepBepaMy B Pa3BEPTHIBAHHAX C BHICOKOH
JIOCTYMHOCTBI0. CHCTEMHBII aJMUHUCTPATOP PETYIISIPHO CO3/1aeT pe3epBHbBIE KOMHMHU MOJICUCTEM 0alaHCHPOBKU

Harpy3Kd OJHOBPEMEHHO C PE3ePBHBIM KOIMPOBAHUEM JIPYTUX KOMIIOHEHTOB.

[Tpu pezepBHOM KONMUPOBAHUH MOJICUCTEM 0aJaHCUPOBKU HArpy3KH CIIEyHTe [TOJUTUKE CBOCH OpraHU3aluu C

YYETOM COXPAHEHHsI TOTIOJIOTHH CETH U TIAHOB PE3epBHOTO KOMMPOBAHMSA MPoIykToB VMware.
B 3Ty rmaBy BXOZST CleIyrolue pa3aesibl:

m  TpaH3uTHBIH pexxum SSL

®m  YBeJOMIIEHHUS MOJCUCTEMbI OATAaHCUPOBKU HArpy3KH

m  Tonosoruu one-arm u multi-arm

TpaH3UTHbIN pexnm SSL

TpauszutHblil pesxum SSL ncnonb3yercst ¢ KOHPUTYpausIMu O0alaHCHPOBKH HArPY3KH.
Tpan3utHbIi pexxum SSL ucnonb3yeTcs 10 CIASAYIONIUM IIPUYHHAM.
m  [IpoctoTa pa3BepThIBaHUSA

m  3a CcueT TOro, 4TO B MOJCHCTEMe OaTaHCHPOBKM HATrPy3KH HE TpeOyeTcs pa3BepThIBATh CEPTH(GUKATHI

vRealize Automation u vRealize Orchestrator, ynpormiaercs mpoiiecc pa3BepThIBaHUS.
m  OTCyTCTBHE OTICPAIIHOHHBIX U3IEPKEK

u B MoMeHnT 00HOBICHUS CepTI/I(l)I/IKaTa B KOH(l)I/IpraL[I/IIO OJCUCTCMBI 6aJ'IaHCI/IpOBKI/I HarpyskKu HC

TpeOyeTcsi BHOCUTh M3MEHEHUSI.
m  [IpocroTa 0OMeHa HaHHBIMU

s OtaenbHBIE HMEHA Y3JI0B KOMIIOHEHTOB CO COalaHCHPOBAHHOM HAarpy3KOH COOTBETCTBYIOT ITOJIIO
IBTEPHATHBHOTO UMEHHU CyOBEeKTa B cepTH(UKATAX, 32 CUET YEro ynpouaeTcs 0OMEeH JaHHBIMH MEXKIY

KIIMEHTOM | y3J1aMH ¢ 0aJlaHCUPOBKOM Harpy3Ku.

YBeagomneHust noacucteMbl GanaHCMpPOBKM Harpysku

Pexkomenyercst BKITIIOYATh YBEIOMIICHHUS MIPH JIFOOOM OTKIFOUYCHUH y3iia VRealize Automation umu vRealize
Orchestrator B myse cepBepos.

VMware, Inc.
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B VMware NSX Data Center MoxHO BKITFOUHTh YBEIOMIICHUSI ITPH TOSIBJICHUHU OMOBelIeHHH B VRealize
Operations Manager u VRealize Network Insight. Cm. nokymenranuto o VRealize Operations
Manager u VRealize Network Insight.

Just NetScaler nactpoiite cnennanbubie noByiiku SNMP u aucnieraep SNMP 1st oTnipaBki ONOBELICHHUIA.
Caenenus o xongpurypanun SNMP cm. B ntokymenrtanuu o NetScaler.

YUT0OBI HACTPOUTH YBEAOMIICHHE TIO AJIEKTPOHHOH MOYTE ¢ MOMOIIbIo F5, rcrmone3yiite ciaemyronie MeTOIbI.
m  Hacrpoiika cuctemsl BIG-IP s moctaBku co3maBaeMbIX JTOKaIBHO COOOIICHUH 3JICKTPOHHOM MOYTHI
m  Cozmanme HacTpamBaeMbIX JoBymek SNMP

m  Hactpolika onoBemienuil Juisi OTOPAaBKU YBEAOMIIEHUM 1O AJIEKTPOHHOW MOYTE

Tononorum one-arm m multi-arm

PasBepreiBanus THIIA ONE-arm u Multi-arm no-pasHoMy MapIpyTH3UPYIOT TpaduK MOJACUCTEMbI OATaHCHPOBKU

Harpys3KH.

B pasBepThiBaHuM THIIA ONE-AarMm noJcucTeMa 0alaHCUPOBKU HArpy3KkH (pU3NYECKH HEe HAXOJHUTCS B KaHaie
Tpaduka. DTO 3HAYUT, YTO BXOISANINN U UCXOMAIINNA TpaUK MOACUCTEMBI 0aTAHCUPOBKU HATPY3KH IIPOXOJIHUT
yepe3 OWH U TOT ke ceTeBoi nHuTepdeiic. Tpaduk ¢ knueHTa MPOXOAHUT Yepe3 MOJACUCTEMY OaTaHCHPOBKH
HArpy3KH ¢ npeodpaszoBanueM ceTeBbix anapecoB (NAT), rae mogcucTema OalaHCHPOBKHU HATPY3KHU SIBISICTCS
MCXOJIHBIM a/IpECOM. Y3IIbl OTIPABIISIIOT 00paTHBIN TpaduK B MOJACHCTEMY OalaHCUPOBKH HArpy3KH Iepe]] TeM,
KaK BEpHYTh €ro B KIIMCHT. be3 3Toro oOpaTHOTO MOTOKA ITAKETOB OOPATHBIN TpahuK OYACT MBITATHCS TOCTUYb

KIIMCHTA HANPSMYIO, BBI3bIBas COON MOIKIFOUCHUS.

B konburypaumu multi-arm tpaduk MappyTH3HpyeTcs Yepe3 NoACKCTeMY OalaHCHPOBKH Harpy3ku. Kak

IIpaBUJIO, I KOHCYHBIX yCTpOﬁCTB nmoacucTeMa 6a.HaHCI/IpOBKI/I Harpy3KHd sBJISICTCS MIJTIO30M 110 YMOJIYaHHUIO.

Hawuboree pacnpocTpaHeHHBIM THIIOM pa3BEepPTHIBAHUS SIBIsieTCs] KOH(Urypanus one-arm. Te ske npuHIUIBL

NPUMEHSIIOTCS K pasBepThiBaHusiM Multi-arm. Oba tumna padoraror ¢ F5 u NetScaler.

B 3TOM JI0OKYMEHTE paccMaTpUBaeTCsi pa3BepThiBaHKE KOMIIOHEHTOB VRealize Automation u
vRealize Orchestrator B kondurypauuun one-arm. PassepreiBanus Mmulti-arm Takxke noaepKUBatTCs, U UX

HaCTpOﬁKa IIOYTH aHAJIOTUYHA OIMMCAHHOMU JUIIsL KOH(I)I/IpraIII/II/I one-arm.

Kondurypauus tTuna one-arm:

vRealize Automation F5/RSX WP
Argliance

VMware, Inc. 7
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[lpegBapuTenbHble YyCNoBua Ans
HACTPOMKN NOACUCTEM
GanaHCMPOBKN Harpy3kn s
vRealize Automation

[Tepen HacTpoliKOii MoJCHCTEM 0aTaHCUPOBKU HArPy3KH JOJDKHBI OBITH BBIITOJIHEHBI CIIETYOIIHE

npeaABaprUTCIIbHBIC YCIOBUA.

m  NSX-V/T. [Ipexie ueM HauaTh pealM3alluio BBICOKOM gocTynHocTu i VRealize Automation wiu
vRealize Orchestrator ¢ ncronpzoBanrem NSX-V/T B kauecTBe MOJACHCTEMBI OATAHCHPOBKH HATPY3KH,
ybenuteck, uro Hacrpoena Tonosoruss NSX-V/T u nomaepkubaercs coorsercrByromias Bepcust NSX-V/T. B
9TOM JIOKYMEHTE paccMatpuBaeTcs acrekt Kondurypamun NSX-V/T, cBs3aHHblii ¢ 6aTaHCHPOBKO#
HarpysKku, U npejmnonaraetces, uto snement NSX-V/T HacTpoeH u npoBepeH [uls HauiexKanen paboTsl B
1eneBoil cpene u ceTsix. UToObl yOeuThCs, 9TO UCTIONb3yeMast BEPCHUS TIOIICPIKUBACTCSI, CBEPHTECH C

Tabnuie COBMECTUMOCTH MPOJTYKTA.

m  F5 BIG-IP LTM. Tlpex/e uem HauaTh pealn3ainio BICOKOM gocTynHocTH Uit VRealize Automation u
VRealize Orchestrator ¢ ucnonp3oBanneM noacucTeMbl OaaHCUPOBKU Harpy3ku F5 LTM, ydeaurecs, 4ro
9Ta MOJICHCTeMa OANaHCUPOBKU HArPY3KH YCTAHOBIICHA U JIMIICH3UPOBaHa, a HacTpoitka DNS-cepBepa

3aBepIlcHa.

m  NetScaler. IIpex/e uem HauaTh peann3alnio BICOKOW goctymnHocTH it VRealize Automation u
VRealize Orchestrator ¢ ucnonp3oBanuem nojcucTeMbl OanaHcupoBku Harpy3ku NetScaler, yoenutecs,

yto snemenT NetScaler ycranosnen u [uist Hero ecth JIMIeH3UsT Kak MUHUMYM ypoBHst Standard Edition.

m  Ceprudukarsl. 3anpocure cepTuduKar, 3aBepeHHbIN IIEHTPOM cepTH(UKAINU, B KOTOPOM YKa3aHO MOJIHOE
JOMEHHOE MUM$ MIOJICHCTEeMbI OAlaHCHPOBKH HArpy3KH U MMEHa Y3JI0B KJacTepa B pasjelie
SubjectAltNames. Dra koHpurypanus mo3BoJsieT nojcucTeMe OalaHCUPOBKH HArpy3Ku 00CITyKHUBaTh

Tpaduk 6e3 ommbok SSL.

m  [locraBumk ynocroBepenuii. Hauunas ¢ VRealize Automation 8.0, npeAmnodruTensHbIM MOCTaBIIUKOM
ynoctoBepenuit sBisiercs pemenue Workspace ONE Access, koTopoe pa3BepThIBaeTCs OTICIBHO OT

ycrpoiicTB u kiacrtepa VRealize Automation.

Toapobuyto uHbOpMAIUIO 00 YCTAHOBKE M HACTPOIKE CM. B AoKyMeHTalmu 1o VRealize Automation na Be6-

caiite docs.vmware.com.

Ipu HeoOxoaumocTH Jutst paboThl ¢ cuctemoit VRealize Automation MoxHO HACTPOUTH BHEIIHU KiacTep
vRealize Orchestrator. Oto MmoxHo caenarth nocie 3amycka cucrembl VRealize Automation. Ipu stom
koH(purypanus VRealize Automation ¢ BbICOKO# JTOCTYIMTHOCTBIO YK€ BKIIIOYAET B ce0sl BCTPOCHHBIN KI1acTep

vRealize Orchestrator.

VMware, Inc. 8
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B 9Ty I1aBy BXOJAT CICAYIOLIUEC pa3acCibl:

] BrimtosiHeHHE HAYaIbHOM YCTaHOBKH

BbinosiHeHne HavYanbHOM YyCTaHOBKN

[lepen BbIMmoJHEHHEM HavaibHOIl yctaHoBKkH VRealize Automation unu vRealize Orchestrator Heo6xoanmo

HACTPOUTH MOACUCTEMY OalTaHCHPOBKH HArpy3KH.

Mpouenypa

1. Hacrpoiite noacuctemy 6anancupoBku Harpy3ku F5, NSX wmu NetScaler. Cwm. pasaenst «Hactpoiika F5
BIG-IP», «Hactpoiika NSX» u «Hactpoiika Citrix NetScaler».

2. VYcraHoBute u HaCTpOﬁTe BCC€ KOMIIOHCHTBI CUCTEMbBI B COOTBETCTBUN C UHCTPYKUHUAMU B JIOKYMCHTALIUU 110

ycranoBke 1 HacTpoiike VRealize Automation unu VRealize Orchestrator

3. [locne ycraHoBKH yOeanuTECh, UTO BCE Y3JIbI HAXOAATCS B 0KHUIAAEMOM COCTOSIHUM C BKIIFOYEHHBIM MOHHUTOPOM
paboTOCTIOCOOHOCTH B TIOACHUCTEME OaTaHCHPOBKH HATpy3KHU. [1ym, Tpymnmsl ciry’k0 U BUPTYaJIbHBIN cepBep
Y3JIOB BUPTYaJIbHOTO YCTPOMCTBA JIOJKHBI OBITH JOCTYIHBI U 3aIyIleHbl. Bee y3ibl BUPTYalIbHBIX YCTPOWCTB

JOJIKHBI OBITh JOCTYIIHBI, 3AITyIICHBI U BKITFOUCHBI.

VMware, Inc. 9
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HacTtpounka NSX-V

MokHO pa3BepHYTh HOBBIH IUTI03 cay)k0 NSX-V Edge minn moBTOPHO MCTIONB30BaTh CYIIECTBYOMHI. B mo6om
cilydyae OH JIOJDKEH MMETh CeTeBOE MOAKIIIOUEHHE M0 HAIPABJICHUIO K KOMIIOHeHTaM VRealize, s koTopbix

BBITIOJTHSACTCS OaTaHCHUPOBKA HArpy3KH, W OT HUX.

HpI/lMeanne Y0051 HaCTpOUTH MMOCTaBIIUKa y)IOCTOBepeHI/Iﬁ C mapamMeTpamMu BBICOKOU JAOCTYIHOCTHU IJIsL

vRealize Automation, cm. nokymenrarmio mo GanancupoBke Harpysku aust VMware Workspace ONE.

B aTy rnmaBy BXOIAT CIEIyIOMINE Pa3aeIibl:
m  Hactpoiika rio6anpHBIX MapaMeTpoB
m  Hactpoiika mpoduieii nprioxeHud

m  HacTpoiika MOHUTOPHHTA CITYkKO

m  Hacrpoiika mysioB cepBepoB

m  HacTpoiika BUPTYyaJIbHBIX CEPBEPOB

HacTpowka rnobanbHbIX NapaMmeTpoB

HaCTpOfITe riao0aabHbIC napaMeTpbl, BbIIIOJHUB CICAYIOLINC HCﬁCTBHﬂ.

Mpoueaypa
1. Boiimute B NSX-V, Brioepute Jducneruep > Ilapamerpol, UHTepdeiichl.
2. BribGepure HyxHOe ycTpoiictBo Edge u3 crincka.

3. Illlenkuute HOMep BUPTYaabHOro cereBoro agantepa VNIC BremHero unrepgeiica, B KOTOpOM pa3MeleHbI

BUpTyasbHbIe |[P-anpeca, n HaxkmuTe 3Ha40K U3MEHHUTD.

VMware, Inc. 10
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4. BriGepure coorBeTcTBYIOMMN ceteBoit nnanazon st NSX-V Edge u Haxmute 3Hauok U3MeHHTB.

Edit Interface | nicO X

Basic Advanced

wNIC# 0

Name * nico

Type () internal @ Uplink () Trunk

Connected To * Prod-01 £

Connectivity Status () Connected
Configure Subnets

b ADD “ Search
|:| Primary IP Address Secondary IP Addresses Subnet Prefix Length

L 192168208102 24

i 1items

CANCEL SAVE

. Job6aswre |IP-anpeca, Ha3HaueHHBIE BUPTYalIbHBIM |P-anpecam, u Haxkxmure kHOIIKY COXpPaHHTH.

Haxwvure kHOTIKY OK, 9TOOBI 3aKpHITH CTpAaHUILy HACTPOHKN WHTEpdeiica.

HepeﬁnI/ITe Ha BKIIAAKY IMoacucrema 6anancup0mm Harpy3K 1 Ha)KMUTC 3HAYO0K HN3MeHuTD.

© N o u

YcranoBute npu HeoOXoauMocTH (XK BriIIoUnTh mojacucTeMy 0aJaHCHPOBKH Harpy3ku u Beaenue

JKypHasia u HaxMuTe COXpaHUTB.

Edit Load Balancer Global Configuration X
Load Balancer @ Enable

Acceleration (3P Disable

Logging @ Enable

Log Level "

VMware, Inc.



PykoBozcTBO 1o GamaHcHpoBKe Harpysku VRealize Automation 8.2

HacTpoika npodunen npunoxxeHum

Heobxonumo mobasuth npoduin npunoxkenuii mist VRealize Automation u ans BHemHero sk3emiuisipa
vRealize Orchestrator (meob6s3aTensno).

Mpoueaypa

1. IHenxuute Ipoduau npuIoKeHNH Ha JICBOK MaHENH.

2. Illenkuute 3Ha4oK J{06aBUTH, YTOOBI CO30aTh MPOGUIN MPUIOKCHAN, HCOOXOIUMBIC ISl JAHHOTO MPOJIYKTA,

B COOTBETCTBHHM C TIPUBEIEHHOW HIDKE Tabymiel. Ecim Huuero He yka3aHo, UCIOJIb3YHTE 3HAUECHHUE TI0

YMOJIYaHUIO.

Tabnvua 4-1. Mpodunu NpunoxXeHnn

Cpok j1eficTBHSI HCTeKaeT

Hms Tun YcroitunBocTh yepe3
vRealize Automation TpansutHsiii pexum SSL Her Her
vRealize Orchestrator Tpan3utHslii pexum SSL Her Her

IIpumeuyanne Hcnons3syiite
TOJIBKO /ISl BHELTHUX
sKk3eMIuIIpoB VRealize
Orchestrator.

VMware, Inc.
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PyxoBozcTBO 10 GamancupoBke Harpyskn VRealize Automation 8.2

Pesynesrathbl

Kondurypanus gomKHa COOTBETCTBOBATH CIEAYIOIIEMY H300paKCHUIO:

New Application Profile X
Application Profile Type SSL Passthrough . @
General
Name * vRealize Automation / vRealize Orchestrator VA Web
Persistence None .

HacTpoika MOHUTOpUHra crnyx6

HeobxoaumMo 100aBUTh MOHUTOPBI Ciyx0 uts dKk3eMIuisipa VRealize Automation u BHewHero sxk3emMiuisapa

VRealize Orchestrator (meobs3arensHo).

Mpoueaypa

1. Ha neBoii manenu HaxkmMute MOHHTOPHHTI CJIYKOBI.

VMware, Inc.
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2. Haxwmure 3Ha490K JI00aBHTH, 4TOOBI CO3/1aTh MOHUTOPHI CITY>KOBI, HCOOXOIUMBIC ISl JAHHOTO MPOIYKTa, B

COOTBETCTBHUH C IIPUBEACHHON HIDKE Tabmumel. Ecnm Hudero He ykasaHo, HCIONMB3yHTE 3HAYEHUE TI0

YMOJIYaHUIO.

Tabnuvua 4-2. MOHUTOPUWHT CryXObl

Hwms

HnTepBan

Bpems

OKUTAHUSA

Koanuect
BO
MONBITOK

Tun

Merox

URL-
ajpec

MMosnyyenn

€

O:xunaercs

vRealize
Automatio
n

3

10

3

HTTP

GET

/health

200

VRealize
Orchestrat
or

IIpumeyann
e
Hcnonw3yiite
TOJIBKO JJISt
BHELIHUX
SK3EMILIAPOB
vRealize
Orchestrat
or.

VMware, Inc.

10

HTTP

GET

/health

200
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Pesynesrathbl

Kondurypanus gomKHa COOTBETCTBOBATH CIEAYIOIIEMY H300paKCHUIO:

New Service Monitor X

Name: * vRealize Automation VA Web

Interval: 3 (Seconds)

Timeout: 10 (Seconds)

Max Retries: 3

Type: HTTP -

Expected: 200

Method: GET -

URL: /health

Send:

Receive:

Extension: |
2

HacTtpovka nynos cepBepoB

Heob6xo1Mo co3aTh myJibl cepBepoB s dk3eMiuisipa VRealize Automation u anst BHenHero sk3eMIuisipa
VRealize Orchestrator (neobs3arTensno).

Mpouenypa

1. Ha neBoii manenu Beidepure Ilymabl.

VMware, Inc.



PykoBozcTBO o GamaHcHpoBKe Harpys3ku VRealize Automation 8.2

2. Haxwmure 3Ha490K I[OﬁaBl/ITb, YTOOBI CO3J1aThb ITYJIbI, HCO6XOILI/IMLIC JJId JaHHOT'O NPOAYKTa, B COOTBETCTBUU C
MIPUBEIICHHON HIKE TaOIINIICH.
Tabnuua 4-3. MNynbl cepBepoB
IP-anpec nin
Hmsa KOHTeliHep
Hms nmyna AJITOpUTM MoHuTopbI Y4YacCTHHKA vCenter ITopT ITopT MonuTOpa
VRealize MuHumansHoe VRealize VA1 IP-anpec 443 8008
Automation 4UCIIO Automation VA2
MOAKJIIFOYCHHUH VA
vRealize MuHUMaIbHOE VRealize VA1 IP-anpec 443 8008
Orchestrator YHCIIO Orchestrator VA2
TOIKJTFOYCHU I
Ipumeyanune VA3
Hcnonb3yiite
TOJIBKO JUIA
BHCIIHUX
9K3EMILISIPOB
vRealize
Orchestrator.
Pesynerathbl
Konguryparmst 1omKHa COOTBETCTBOBATH CIIEIYIOIIEMY H300pakeHHIO!
New Pool X
General Members
 ADD
Name IP Address / Weight Monitor Port Port Max Min
VC Container Connections Connections
VRA_VA_1 10.10.10.10 1 8008 443
VRA_VA_3 10.10.10.12 1 8008 443
VRA_VA_2 10.10.10.1 1 8008 443
| 1- 3 of 3 items
=3

VMware, Inc.
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HacTpownka BupTyasrbHbIX CepBepoB

Heo0Oxoanmo HacTpouTh BUPTyalibHbIE cepBepshl Ui VRealize Automation u ams BHelIHero sK3eMIusipa

vRealize Orchestrator (meob6s3aTensno).

Mpoueaypa

1.

2.

Ha neBoit manenu Beioepure BupTyajibHble cepBepbl.

Haxxmure 3nauok J{o6aBUTh, YTOOBI CO3/1aTh BUPTYyaIbHBIC CEPBEPHI, HEOOXOIUMBIC [UIsl APYTOTO MPOAYKTa, B

COOTBETCTBHUH C IIPUBEACHHON HIDKE Tabmumel. Ecmu Hidero He yka3aHo, HCIIONB3yHTE 3HAYCHHUS T10

YMOJIYaHULO.

Tabnuvua 4-4. BupTyanbHble cepBepbl

Iyx no Mpoduian

Yckopenn YMOJIYaHH NPHJIOKEHN
Hms e IP-anpec IIporoxoa MopT 10 A
VvRealize OTKIIIOUEH IP-anpec HTTPS 443 VRealize VvRealize
Automatio 0 Automati Automatio
n on n
VvRealize OTKII0YeH IP-anmpec HTTPS 443 vRealize vRealize
Orchestrat 0 Orchestra | Orchestra
or tor tor
IIpumeyann
e
Hcnonp3yiite
TOJIBKO UIsA
BHCIITHUX
SK3EMILISIPOB
VRealize
Orchestrat
or.

VMware, Inc.
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Pesynesrathbl

Kondurypanus gomKHa COOTBETCTBOBATH CIEAYIOIIEMY H300paKEHUIO.

New Virtual Server
Virtual Server * ‘:) Enable
Acceleration * Disable
Application Profile: vRealize Automation VA Web .
Mame: * vs_vra-va-web_443
Description:
IP Address: * 10.10.10.8 Select IP Address
Protocol: HTTPS -
Port / Port Range: * 443
e.g.: 9000,9010-9020
Default Pool: ‘pool_vra-va-web_443 -

VMware, Inc.



Hactponka NSX-T

Iepen nactpoiikoit NSX-T HeoOX01MO pa3BepHYTh B Cpejie, a LT3 YpOoBHs 1 ¢ MOACHCTEMOi DalaHCHPOBKH

Harpy3KH JI0JDKEH MMETh JIOCTYI K KoMIoHeHTaM VRealize no cern.

Ipumeyanue YToOBI HACTPOUTH MOCTABIINKA yIOCTOBEPEHHI C IMapaMeTpaMH BBICOKOW JOCTYITHOCTH IS

vRealize Automation, cm. nokymenranmio 1o Ganancuposke Harpysku aist VMware Workspace ONE.

Ipumeuanue NSX-T Bepcun 2.3 He noanepxkuBaetr MoHurop HTTPS st myna BupryansHbIx cepepoB FAST

TCP. Mouutop HTTPS noguepxxusaercst mist NSX-T Bepcun 2.4 u BbIIIIe.

B aTy rnaBy BXOIAT cleqyIOMINE pa3aebl:

Hacrpotika npodueit npunoxennii NSX-T

Hactpoiika akTuBHOr0 MOHHUTOpa padoTocrmocooHocTn NSX-T
Hacrpotiika mynos cepsepoB NSX-T

Hactpotika BupTyansHbix cepBepoB NSX-T

Hactpoiika mojacucremMsl 6alaHCUPOBKH Harpy3Ku

I[O6aBHeHI/I6 BUPTYaAJIbHBIX CCPBCPOB B IOJACUCTEMY 6aHaHCI/IpOBKI/I HarpyskKu

Hactpownka npodounen npunoxeHnmn NSX-T

B NSX-T mosxHo no6aButh npoduits npuinoskeHus st 3anpocoB HTTPS.

Mpouenypa

1.

2
3.
a4

Iepetinure B pazaen CereBble noakiaovenust > banancuposka narpysku > Ilpodpuin.
Beibepure Ilpuiio:kenue B kauecTBe TUNA Mpoduiis.
[enxuaute Jlo6aBuTh npoduas npuiao:xkenns u Beioepute [podguas Fast TCP.

Beaure ums nmpoduis.

VMware, Inc. 19
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Pesynesrathbl

T'oToBbIil poduie nputoxenus s 3ampoca HT TPS nomkeH cOOTBETCTBOBATH CIIEAYIONIEMY H300paXKEeHHUIO.

"‘;f' LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

Select Profile Type APPLICATION ~

’ ADD APPLICATION PROFILE ~

Name Type Idle Timeout (sec) HA Flow Mirroring
VRA_HTTPS Vo R 1800 (3 Disabled
Description Enter Description Connection Close Timeout
Tags Tag (Required) Scope (Optional)

Maximum 30 tags are allowed.

SAVE CANCEL

HacTponka akTmuBHOro MmoHutopa pabotocrnocobHoctn NSX-T

YroObl HACTPOUTH aKTUBHBIH MOHUTOP paboTocriocodHocTH it NSX-T, BBIIOIHUTE CIIEAYIONIHE JCHCTBHSI.

Mpouenypa
1. TIlepeiinute B paznen CereBble noak/aoveHus > bamancuposka Harpy3sku > MoHUTOPBI.
2. llenkuute J00aBUTH aKTUBHBIIT MOHUTOP U BbiOepuTe HTTP.

3. Bseaute uMs MOHHTOpa pabOTOCIIOCOOHOCTH.

VMware, Inc. 20
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4. Hacrpoiite MOHHTOP pabOTOCIIOCOOHOCTH B COOTBETCTBHHU C PUBEICHHON HIDKE TAOIHIICH:

Tabnuua 5-1. Hactporika MoHMTOpa paboTocnocobHOCTH

MopT Bpems
MOHHTOP HnrtepBa oxkuganun | Cuerymk
Hmsa MHra b | 1 najgeHui Tun

Meron

URL-
azipec

Kox
oTBeTa

Teker
oTBETa

vRealize 8008 3 10 3 HTTP
Automati
on

GET

/health

200

Her

vRealize 8008 3 10 3 HTTP
Orchestra
tor

IIpumeuyan
ue
Hcnone3yit
T€ TOJIBKO
UL
BHELIHUX
9K3EMILISPO
B VRealize
Orchestra
tor.

Pesynerathl

GET

Kondurypanus gommkHa COOTBETCTBOBATH CIEAYIOIIEMY H300pasKeHNUIO.

"é" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES

Select Monitor Type ACTIVE ~

[ ADD ACTIVE MONITOR ~

Name Protocol Monitoring Port
VRealize Automationva ~ *  HTTP 8008
Description Enter Description

Tags Tag (Req Sc (Q

Maximum 30 tags are allowed.

~ Additional Properties

HTTP Request Configure

SAVE CANCEL

VMware, Inc.

COLLAPSE

Menitoring Interval

Fall Count

Rise Count

HTTP Response

/health

MONITORS

ALL

Timeout Pericd (sec)

10

200

About

Q. vRealize

Configure

Server Pools

21
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HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Method Get "

HTTP Request URL /health

HTTP Request Version

Header Name Header Value

Request Header not found

HTTP Request Body

CANCEL APPLY

HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Response Code 200 x

1 or more response codes

HTTP Response Body

VMware, Inc.
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HacTtpownka nynos cepBepoB NSX-T

HeoOxoanmo HacTpouTh IyJibl CepBEPOB Ul dK3eMIusipa VRealize Automation u BremiHero sk3emiuisipa
vRealize Orchestrator (neob6s3aTensno).

Mpoueaypa

1. TIlepeiimute B pazaen CereBble nmoAKI04YeHus > banancuposka Harpysku > IlyJibl cepBepoB.
2. lllenkuute J00aBUTH MyJI CEPBEPOB.

3. Bsenure nms myna.

4. Hacrpoiite myJ1 B COOTBETCTBUH C IPUBEACHHON HIKE TaOJIUIICH:

Tabnvua 5-2. HacTpovika nynoB cepBepoB

AKTHBHBII

Hms nmyna AJroputm MOHHUTOP HNms IP-anpec MopT
VvRealize MuHnManbsHOE VvRealize Autom VA1 IP-anpec 443
Automation YHCIIO ation VA2

TOAKITIOYECHHU I VA3
VvRealize MuHuManbsHOE VvRealize VA1 IP-anpec 443
Orchestrator YHCIIO0 Orchestrator VA2

TOAKJIIOYEHHU I VA3

IIpumeuyanue
Hcnonp3yiite TONBKO
UL BHEITHHX
9K3EMILIIPOB
vRealize
Orchestrator.

VMware, Inc.
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Pesynesrathbl

Kondurypanus gomKHa COOTBETCTBOBATH CIEAYIOIIEMY H300paKEHUIO.

‘f;?” LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

ADD SERVER POOL

Name

pool_vra-va-web_443 *

Algorithm Members/Group Virtual Servers

Least Conr - Select Members

Description Enter Description Active Monitor vra_htt
SNAT Translation Mode Automap -
» Additional Properties
Configure Server Pool Members X
Server Pool - pool_iaas-manager_443
© Enter individual members Select a group
MName 4 Port Weight State Backup Member Max
Concurrent
Connections
443 1 Enabled @ Disabled
443 1 Enabled @ Disabled

CANCEL APPLY

HacTtpownka BupTtyanbHbix cepsepoB NSX-T

HeoOxoanmo HacTpouTh BUPTyalibHbIE cepBepsl it VRealize Automation u st BHelIHero sk3emiusipa

vRealize Orchestrator (meob6s3aTensho).

Mpoueaypa

1. Tlepeitnure B paznen CereBble noak/JI0YeHus > bajancupoBka Harpy3ku > BupryaljbHble cepBepbl.

2. Ilenknure /l06aBUTH BUPTYaIbHBII cepBep U BEIOCPUTE Y POBEHb.

VMware, Inc.
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3. Hacrpoiite BUpTyasbHBIE CEPBEPHI B COOTBETCTBUU C MPUBEACHHON HIXKE TaOIHIEeH.

Tabnuua 5-3. HacTpolika BUpTyanbHbIX CEPBEPOB

Mpoduias Mpoduan
Hms Tun TPHJIOKEHUS IP-aznpec MopT IIya cepBepoB YCTOHYUBOCTH
vRealize TCP yposmst VRealize IP-anpec 443 VvRealize Her
Automation L4 Automation Automation
VRealize TCP yposust VRealize IP-anpec 443 vRealize Her
Orchestrator L4 Orchestrator Orchestrator
IIpumeyanne
Hcnonp3yiite
TOJIBKO IS
BHEIITHHX
9K3eMILIIPOB
VvRealize
Orchestrator.
Pesynerathl
Kongwuryparmst 1omKkHa COOTBETCTBOBATH CIIEIYIOIIEMY H300pakeHHIO.
‘é" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About
[ ADD VIRTUAL SERVER ~ EXP,
Name IP Address Ports Type Load Balancer Server
vs_vra-va-web_443 * 10.10.10.10 * 443 @®* LTce r34r3rd ® pool_
e.9.10.10.10.10
Description Enter Description Application Profile *

Persistence Disabled

~ Additional Properties

Max Concurrent Connections Unlimited

Sorry Server Pool Select Server Poo :
Admin State @ cEnabled

Tags red) ne {Optional)

Maximum 30 tags are allowed.

CANCEL

SAVE

VMware, Inc.

Max New Connection Rate

Default Pool Member Ports

Access Log
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HacTtpouka nogcnctembl 6anaHCUPOBKN Harpy3ku

VYkaxurte moacucTeMy OaaHCHPOBKH HArpy3KH [UIs KaXI0ro sk3eMiuiipa VRealize Automation u Brerinero
sk3emiuisipa VRealize Orchestrator (Heobs3atensbHo).

Mpoueaypa

1. Tlepeiinute B paznen CereBble noak/awuyeHus > bamancuposka Harpysku > I[loacucreMbl 0ajJaHCHPOBKH

HATpPY3KH.
2. Haxwmure /I06aBUTH moACHCTEMY 0AJIAHCMPOBKYU HATPY3KH.

3. BseauTe uMs U BHIOCPUTE MOIXOSIINI pa3Mep MOACHCTEMBI 0AJTAHCHPOBKH HATPY3KH (3aBHCUT OT

pa3mepa kiaacrepa VRealize Automation).

4. BriGepure Jloruuecknii MapmpyTuzaTop ypoBHs 1.

IMpumeuanne B NSX-T Bepcuu 2.4 npoBepku padoTOCIIOCOOHOCTH MOHUTOPA BBITOJHSIFOTCS C
ucronp30BaHueM |P-anpeca KaHaiza NCXOo/ el cBs3n ypoBHs 1 (MITH TIEpBOTO ITOPTA CITYKOBI JUTS
aBTOHOMHOTO SR ypoBHst 1) JuIs BceX IMyJIOB CEpBEPOB MOJCUCTEMbI OaJTaHCHUPOBKU HArpy3KH. Y OeanuTech, 4To

yJIbI CEPBEPOB JOCTYITHBI € 3TOTO |IP-anpeca.

PesynbraThbl

KOH(I)I/IpraIII/IH JAO0JKHA COOTBCTCTBOBATH CICAYIOLIEMY I/I306pa)KCHI/IIO:

"f;f' LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

[ ADD LOAD BALANCER co
Mame Size Tier-1 Gateway Virtual Servers
vra75_lb * Small wRA-LB-Tier-1-Router €]
Description Enter Description Error Log Level Info
Tags Tag (Required) Scope (Optional) Crl SR a

Maximum 30 tags are allowed.

> VIRTUAL SERVERS

SAVE CANCEL

[obasneHne BUPTYyarnbHbIX CEPBEPOB B NOACUCTEMY
GanaHCMPOBKU Harpy3ku

[Toce HacTpOWKH MOJCHCTEMBI OaTaHCUPOBKU HArpy3KH MOXKHO JJOOABUTH BUPTYalbHBIE CEPBEPHI.
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Mpoueaypa

1. Ilepeiinure B pasnen CeTeBble NoakI0UeHns > BaancupoBka Harpy3ku > BuptyajbHble cepBepbl.

2. Usmenwute HAaCTPOCHHLIC BUPTYAJIbHBIC CCPBEPLI.

3. HazHaybTe paHee HACTPOCHHYIO ITOJICHCTEMY OalaHCHPOBKH HAarpy3ku B KadecTse dieMenTa Ilogcucrema

0aJIaHCMPOBKHU HAIPY3KHU.

Pesynerathl

Kondurypanus gomkHa COOTBETCTBOBATH CIEAYIOIIEMY H300payKeHHUIO:

Name

vs_vra-va-web_443

IP Address

* 192.168.205.10

Description

Persistence

% Additional Properties

SAVE CANCEL

VMware, Inc.

e.g. 10.10.10.10

Enter Description

Disabled

Ports Type Load Balancer Ser

443 * o L4TCP VRA_LB ® v P

Enter Ports or Port Rang o
Application Profile * vRA_HTTPS

27



HacTtpowuka F5 Big-IP LTM

[Ipexxne yem HacTpanBaTh ycTpoiicTBO F5, HEOOX0MMMO pa3BEepHYTH €ro B cpelie ¢ JOCTYIOM K KOMITOHEHTaM
vRealize no ceru.

Ipumeyanue YToOBI HACTPOUTH MOCTABIINKA yIOCTOBEPEHHI C IMapaMeTpaMH BBICOKOW JOCTYITHOCTH IS

vRealize Automation, cm. nokymeHranumio o GanancupoBke Harpysku aust VMware Workspace ONE.

JI1st HacTpo#KM ycTpoiicTBO F5 A0IKHO COOTBETCTBOBATH CICAYIOIIMM TPEOOBAHHUSM.
m  VYcrpoiictBo F5 MoxeT ObITh 100 (PU3UMUECKUM, JTHOO BUPTYaIBHBIM.

m  [loacucremy OanaHCHPOBKM HArpy3KH MOJYJIst JIokaibHoro Tpaduka F5 (LTM) MoxHO pa3BepHYTh B

TOIOJIOTHAX THIIa ONe-arm i multi-arm.

m  LTM nmomkeH ObITh HACTPOCH U JIMIICH3UPOBAH KaK HOMUHAJIbHBIA, MUHUMAJIbHBIA MM BBIACICHHBIH. UTOOBI

HactpouTh LTM, nepeiinure B paznen Cucrema > IlpenocraBienune pecypcos.

Ecmm ucnonb3yercs F5 LTM no Bepcun 11.X, BO3MOXKHO, MOTpeOyeTcs M3MEHUTh TapaMeTpbl MOHUTOPA
PpaboTOCTIOCOOHOCTH, CBSI3aHHBIC C OTIIPABIIIEMON CTPOKOH. [IOTIOTHUTEBHBIC CBEICHHS O TOM, KaK HACTPOHTH
OTIIPABISEMYIO CTPOKY MOHHTOpA paboTOCTIOCOOHOCTH I pa3nu4HbIX Bepcuil FS LTM, cm. B pazagene Coon

poBepoK padorocmocodHocTH o HT TP MOryT MpoucXomuTh 1a)e MpH IMPaBHIIHOM OTBETE y3IIa.
B 3Ty riaBy BXOJST CIEYIOIINE Pa3IeIibl:

m  Hacrpoiika MOHUTOPOB

m  Hactpoiika mynoB cepBepoB F5

m  Hacrpoiika BUpTyassHbIX cepBepoB F5

HacTponka MOHUTOpPOB

Heobxonumo 100aBUTh MOHHTOPSI st 3Kk3eMIusipa VRealize Automation u BremHero sx3emiisipa VRealize
Orchestrator (Heo0s3arensHO).

Mpoueaypa

1. Boiinute B moacuctemy OamaHCHpOBKH Harpy3ku F5 u nmepeiinure B pa3nen JlokajabHblil Tpapuk >
Monurop.
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2. Haxwmure kHOnKy C031aTh U HACTPOWTE MOHUTOP B COOTBETCTBHU C NPHUBEACHHON HIKe Tabimuel. Ecian

HUYEro HC yKasaHo, HCHOHB3yﬁT6 3HAYCHUC 110 YMOJTYaHHUIO.

Tabnuua 6-1. HacTtpoiika MOHMTOPOB

Bpems Otnpasiasiema Ionyyaemas TopT cay:x0bI

HNms Tun HHTepBan 0KMIAHUS sl CTPOKA. CTpOKa. IICEeBIOHUMOB
VRealize HTTP 3 10 GET /health HTTP/1\.(OI1) 8008
Automation HTTP/1.0\r\n (200)

\r\n
vRealize HTTP 3 10 GET /health HTTP/1\.(OI1) 8008
Orchestrator HTTP/1.0\r\n (200)

\r\n
IIpumeyanune
Hcnonw3yiite
TOJIBKO 1A
BHCIITHHUX
SK3EMIUIAPOB
vRealize
Orchestrator.

VMware, Inc.
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Pesynesrathbl
Konguryparmst 1omKkHa COOTBETCTBOBATh CIIEIYIOIIEMY H300pakeHHIO.

Local Traffic » Monitors » New Monitor...

General Properties

Name | vra_http| va_web
Description |
I Type HTTP =]
Parent Monitor http |

Configuration: | Basic  ~|

Interval I 3 seconds
Timeout I 10 seconds

GET /health HTTP/1.0%r\n\r\n
Send String
Vi
HTTE/1%. (0|1) (200)
Receive String
4
Receive Disable String
A

User Name I
Password I

Reverse “'Yes @ No

Transparent ~Yes @ No

Alias Address I * All Addresses

Alias Service Port | 8008 | Other: |
Adaptive | Enabled

Cancel Repeat Finished

HacTtpownka nynos cepsepoB F5

Heobxonumo HacTpouTs myJisl ciyx0 mis VRealize Automation u mist BHemHero sk3emiuisipa VRealize

Orchestrator (ueo0s3arensHO).

Mpoueaypa

1. Boiinute B moacuctemMy O6amaHCHPOBKH Harpy3ku F5 u mepeiiante B pasznen JlokaabHblil Tpaguk > IlyJbl.

VMware, Inc.
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2. Haxwmure kHOnKy C031aTh U HACTPOWTE ITyJl B COOTBETCTBUH C IIPUBEICHHON HIDKE Tadbmuuei. Ecim audero

HE YKa3aHO, MCHOJIb3yHTe 3HAUCHUE 110 YMOITIAHUIO.

Tabnuua 6-2. Hactporika nynos cepBepoB

MoHuTOpBI Meton
paGoTocnocodHoC 0aTaHCHPOBKHU
HNms TH HATPY3KH Hms y3aa Anpec IopT cay:x6bI
VRealize VRealize MuHumansHoe VA1 IP-anpec 443
Automation Automation YHCIIO VA2
MO AKJIFOYEHU I VA3
(y4acTHHUK)
VRealize VRealize MuHHEMaTbEHOE VA1 IP-anpec 443
Orchestrator Orchestrator 4HUCIIO VA2
TOIKJIIOYEHU I
IIpumeuanue VA3
(y4acTHHUK)

Hcnonp3yiite TONBKO
JJIs1 BHCIIHUX
SK3EMIUISAPOB
vRealize
Orchestrator.

3. Kaxnplil yuacTHUK mysa JomkeH BBOIUTHCS Kak HoBblit y3es u no0aBisitees B rpynny HoBble ydacTHHKH.

Pesynerathl

Kondurypanus gomkHa COOTBETCTBOBATh CIEAYIOIIEMY H300payKeHNUIO.

Local Traffic » Pools : Pool List » pl_vra-va-00_443

% ~ | Properties Members Statistics |
I

Load Balancing

Load Balancing Method | Least Connections (member) j
Priority Group Activation I Disabled j
Update

Current Members

|||~ status | + Member ~ Address < Service Port | © FQDN | ¢ Ephemeral |+ Ratio | © Priority Group | *
B Q dz-vra8-node1.sof-mbu.eng.vmware.com:443 192.168.10.30 443 No 1 0 (Active) 0
B Q dz-vra8-node2.sof-mbu.eng.vmware.com:443 192.168.10.31 443 No 1 0 (Active) 0
B Q dz-vra8-node3.sof-mbu.eng.vmware.com:443 192.168.10.32 443 No 1 0 (Active) 0
Enable Disable Force Offline Remove
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HacTpownka BupTyanbHbixX cepBepoB F5

HeoOxoanmo HacTpouTh BUPTyalibHbIE cepBepsl Uit VRealize Automation u ams BHelIHero sK3eMIusipa
vRealize Orchestrator (meob6s3aTensno).

Mpoueaypa

1.

BoiinuTe B moacucremy 6amaHcHpOBKH Harpy3ku F5 u mepetinure B pa3gen JlokajabHblil Tpapuk >

BupryanbHbie cepBepsbl.

Haxxmute xHOTIKY C031aTh M HACTPOITE BUPTYAIBHBINA CEPBEP B COOTBETCTBUU C IMPUBEACHHON HIKE

Ta6J'II/III€I71. Ecnu nuuero ne YKa3aHo, chonwyﬁTe 3HAYCHUC IO YMOJIYAHHIO.

Tabrnvua 6-3. HacTpowika BupTyanbHbIX CEPBEPOB

IIpeodpa3zoBan Mpoduan
Anpec He ajpeca Iyxa no YCTOHYUBOCTH

Hms Tun Ha3HAYeHHs! IopT cay:x0bI HCTOYHHMKA YMOTYAHHIO 10 YMOJIYaHHUIO
vRealize TpousBomurens | IP-ampec 443 Asromarnuecko | VRealize Her
Automation HOCTh e Automation

(ypoBensb 4) COIOCTABJICHHE
vRealize TIpousBomurens | IP-ampec 443 Astomarnuecko | VRealize Her
Orchestrator HOCTb e Orchestrator

(ypoBeHsb 4) COIOCTABJICHHE
IIpumeyanue
Hcnonp3yiite
TOJIBKO IS
BHEIITHUX
9K3eMILIIPOB
VvRealize
Orchestrator.

Jis mpocMoTpa 00X CBEACHUI M JaHHBIX O COCTOSIHUU BUPTYaJbHBIX CEPBEPOB BhIOepuTE JIoKAIbHBII

Tpadguk > BupryajabHbie cepBepbl.
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Pesynesrathbl

Kondurypanus gomKHa COOTBETCTBOBATH CIEAYIOIIEMY H300paKCHUIO:

General Properties

Name | vs_vra-va-00_443

Description |

Type I Performance (Layer 4) ~|

O Host | Address List
Source Address I

O Host Address List
| 192.168.10.33

Destination Add Mas}

©Port Port List
| 443 [HTTPS -]

Service Port

Notify Status to Virtual Address
State I Enabled j

Configuration: | Basic  ~|

Protocol TCP |

Pratocol Profile (Client) | fastL4 |
HTTP Profile (Client) None j

HTTP Profile (Server) (Use Client Profile) j

HTTP Proxy Connect Profile | None |
VLAN and Tunnel Traffic | All' VLANS and Tunnels j

Source Address Translation | Auto Map ~|
Acceleration: I Basic  ~|

iSession Profile None =l
Rate Class | None |
Resources
Enabled Available
‘Common

<< _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APM_ExchangeSupport_OA_NtimAuth

>3 _sys_APM_ExchangeSupport_helper

_sys_APM_ExchangeSupport_main
Up Down

Default Pool + || plvra-va-00_443 =
Default Persistence Profile None =]
Fallback Persistence Profile None ]

Cancel Repeat Finished

® vs_vra-va-00_443

STATS DIAGRAM

C’ List other virtual servers that share these pools C) List other pools that use these nodes

Virtual Server Pools Pool Members
@® vs_vra-va-00_443 ® ol vra-va-00_443 @ dz-vra8-nodel.sof-mbu.er
192.168.10.33:443 192.168.10.30

@ dz-vraB-node2.sof-mbu.er
192.168.10.31
33
@ dz-vraB-node3.sof-mbu.er

192.168.10.32
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HacTtponka Citrix ADC (NetScaler
ADC)

Iepen nacrpoiikoit Citrix ADC y6enurecs, uto ycrpoiictBo NetScaler passepHyTo B cpejie ¢ 10CTYIIOM K

KomItoHeHTam VRealize.
Just mactpoiiku perienrne ADC Citrix 10/mKHO COOTBETCTBOBATH CICAYIOIIUM TPEOOBAHUSIM.
m  MOXXHO KCIIOJIb30BaTh BUPTYalbHBINA min ¢pusndeckuii NetScaler.

m  [loacucrema GanancupoBku Harpy3ku Citrix MoxeT ObITh pa3BepHyTa B TOMOJIOTHSX TUIIa ONe-arm (tpaduk
HE UJIET Yepe3 MOJICHCTeMy OallaHCHMPOBKH Harpy3ku) wid multi-arm (tpaduk umeT yepes noiacucTeMmy

OamaHCHPOBKH HATPY3KH).

m  Bxirounre nojcucreMy 0asaHcHMpOBKM Harpys3ku u Moaynu SSL. J{ns satoro nepeiinute B pasnen NetScaler

> Cucrema > ITapamerpsl > Hactpouth > OCHOBHbIE KOMIOHEHTHI.
B aTy riaBy BXOJST cieyIOIINe pa3ieibl:
m  Hacrpoiika moruropos Citrix
m  Hacrpoiika rpynmn ciyx6 Citrix

m  Hacrpoiika BupryansHbix cepsepoB Citrix

HacTtponka moHuntopoB Citrix

st mactpoiikn monuropa CitriX ciaenyer BBITOIHHUTE ClieTyIONUe AeHCTBHUSI.

Mpouenypa

1. Boiinute B moacuctemy O6anmancupoBku Harpy3ku NetScaler u nepeiinute B paznen NetScaler >

Ynpasiaenue tpadpukom > bajiaHcupoBKa Harpy3ku > MOHUTOPBI.
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2. Haxwmure kHONKYy /106aBMTH 1 HACTPOWTE MOHUTOP B COOTBETCTBHMU C MPHUBEJCHHON HIDKe Tabiuiei. Ecian

HUYEro HE yKasaHo, I/IC]'IOJTB?.}’ﬁTG 3HAYCHUC 110 YMOJTYaHUIO.

Tabnuua 7-1. Hactponka moHuTopoB Citrix

HTTP-
Kosmye | Yememn | 3ampoc/
Bpems CTBO BIX CTPOKa Ctpoka
HHuTeps 0:KMJIaH MONBITO nONbITO | OTNPAaB Kol noJjyye IMopT 3ammmen

HNms Tun an us K K KH oTBETa HUSA Ha3Ha4. HBIH
vRealize HTTP 5 4 3 1 GET / 200 Her 8008 Her
Automat health
ion
VRealize HTTP 5 4 3 1 GET / 200 Her 8008 Her
Orchestr health
ator
IIpumeua
HHe
Hcnons3y
ite
TOJIBKO
ISt
BHEIITHUX
SK3EMILISP
OB
vRealize
Orchestr
ator.
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PesyneraTthl

Konguryparmst 1omKkHa COOTBETCTBOBATh CIIEIYIOIIEMY H300pakeHHIO.

® Create Monitor

MName*

vra_https_va_web @
Type*

HTTP > ®

Basic Parameters

Interval

5 Second
Response Time-out

4 Second

Response Codes

200 x

Custom Header

HTTP Request

GET /health

Secure
Advanced Parameters

Destination IP
Destination Port

8008 (O)

Down Time
30 Second
TROFS Code
TROFS String
Dynamic Time-out
Deviation
Second

Dynamic Interval

Retries

VMware, Inc.
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HacTtpowuka rpynn cnyx6 Citrix

JI71st HAaCTPOMKH TPyNI CIIyKO BBIOJIHUATE CIEAYIONINE ACHCTBUSA.

Mpoueaypa

1. Boiinure B noacucremy 6anmancuposku Harpy3ku NetScaler u nepeiinure B paznen NetScaler >

Yupasienue Tpadpukom > bajsancupoBka Harpy3ku > I'pynnsl cay:k0.

2. Haxwmure kHONKy /106aBMTBH 1 HACTPOWTE TPYNIIBI CIIy’)KO B COOTBETCTBHHU C TIPUBEJCHHON HIKE TAOIMIEH.

Tabnuua 7-2. Hactporika rpynn cryx6

MoHuTOpHBI

paboTocnocodHoC YyacTHUKH
Hms ™ IIporoxoa TPYIII CJIyKO Anpec MopT
VvRealize VRealize Moct SSL VA1 IP-anpec 443
Automation Automation VA2

VA3

VvRealize VRealize Moct SSL VA1 IP-anpec 443
Orchestrator Orchestrator VA2
IIpumeuyanue VA3
Hcnonp3yiite TONBKO
UL BHEITHHX
9K3EMILIIPOB
vRealize
Orchestrator.
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Pesynesrathbl

Kondurypanus gomKHa COOTBETCTBOBATH CIEAYIOIIEMY H300paKCHUIO:

® Load Balancing Service Group

Basic Settings Vd
Name pl_vra-va-00_443 Cache Type SERVER
Protocol SSL_BRIDGE Cacheable NO
State ENABLED Health Monitoring YES
Effective State @ UP AppFlow Logging ENABLED
Traffic Domain 0 Monitoring Connection Close Bit NONE
Comment Number of Active Connections 0

AutoScale Mode DISABLED

Service Group Members

3 Service Group Members >
Settings /s X
SureConnect Use Client IP NO
Surge Protection ~ OFF Client Keep-alive NO
Use Proxy Port YES TCP Buffering YES
Down State Flush ENABLED Client IP DISABLED
Header s

AutoScale Mode DISABLED

Monitors X

1 Service Group to Monitor Binding >

Done

HacTtpownka BupTtyanbHbix cepsepoB Citrix

Jl1st HacTpOMKU BUPTYaJIbHBIX CEPBEPOB BHIIIOJHUTE CIEAYIOIINE IEHCTBUS.

Mpoueaypa

1. Boiinute B moacuctemy OanancupoBku Harpy3ku NetScaler u nepeiinute B pasnen NetScaler >

Ynpasiaenue Tpadpuxom > basancupoBka Harpy3ku > BupryanbHblie cepBepbl.
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2. Haxwmure kHONKY /106aBHTH 1 HAaCTPOWTE BUPTYaIbHBIH CEpPBEP B COOTBETCTBUY C IPHUBEACHHON HIXKE

Tabmumei. Ecnu HIUero He ykas3aHO, HCIIONB3yHTE 3HAUCHNE M0 YMOTYAHHIO.

Tabnuua 7-3. HacTpoiika BUpTyarnbHbIX CEpBEpPOB

Meton
Anpec 0a1aHCHPOBKH IpuBs3ka rpynn
HNms IIpoToxoa Ha3HAYeHHUA MopT HArpy3Ku CJIY:KO
vRealize Moct SSL IP-anpec 443 MuHuMansHoe VRealize
Automation YHCIIO Automation
MTOIKJIFOYEHU I
VRealize Moct SSL IP-anpec 443 MuHEMaTbHOE VRealize
Orchestrator 4HUCIIO Orchestrator
MOIKJIOUYEHU I
IIpumeuanue
Hcnonp3yiite TONBKO
JUIsL BHEIIHUX
SK3EMIUIAPOB
vRealize
Orchestrator.
PesynbraThbl
KOH(I)I/IpraHI/Iﬂ JOJKHA COOTBETCTBOBATH CICAYHOIICMY I/1306pa>l<eHI/IIOZ
® Load Balancing Virtual Server
Load Balancing Virtual Server | Export as a Template
Basic Settings
Name vs_vra-va-00_443 Listen Priority -
Protocol S5L_BRIDGE Listen Policy Expression NONE
State eup Redirection Mode P
IP Address 10.71.226.23 Range 1
Port 443 IPset -
Traffic Domain 1] RHI State PASSIVE
AppFlow Logging ENABLED
Retain Connections on Cluster NO
Services and Service Groups
No Load Balancing Virtual Server Service Binding
1 Load Balancing Virtual Server ServiceGroup Binding
Traffic Settings Vd
Health Threshold 1] Priority Queuing
Client Idle Time-out 180 Sure Connect
Minimum Autoscale Members 1] Down State Flush ENABLED
Maximum Autoscale Members 1] Layer 2 Parameters OFF
ICMP Virtual Server Respanse PASSIVE Trofs Persistence ENABLED
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YcTpaHeHne Henonagok

B 3Ty rnaBy BXOIAT cIeqyIOIINE pa3aebl:

m  OmmlOku B npouecce ycranoBku VRealize Automation npu ucnonszoBannn NSX-V B kayectse
noJicucTeMbl OanancupoBku Harpysku mist Workspace ONE

m  COowu npenocrasienus npu ucrnosnszosanun OneConnect ¢ F5 BIG-IP

m  Jlunensws F5 BIG-IP orpanmunBaeTr nporyckHy0 ClOCOOHOCTh CETH

Ownbkm B npouecce yctaHoBKN VRealize Automation npu
ncrnonb3oBaHnn NSX-V B kayecTBe nogcucteMbl banaHCUPOBKK
Harpy3ku ona Workspace ONE

Ecnu B mporecce ycranoBku VRealize Automation mpu ucnons3osannun Workspace ONE B kauectse
MOJICHICTEMBI OAJTAHCHUPOBKY HATPY3KU BO3HUKAIOT OMIMOKH, BHITONHUTE CIICIYFOIIUC ACHCTBHS IS FIX

yCTpaHEHHSI.

[Tpn ncrionpzoBannn NSX-V B kadecTBe moJicucTeMbl OaaHcUpoBKH Harpy3ku aust VMware Workspace ONE
MOT'YT CYIIECTBOBATh ONPEJICIICHHBIC CETEBbIC OIPAHUYCHHUSI, KOTOPbIC MPUBOSIT K OIIUOKAM | MPEBBIIICHUIO

BPEMEHH OXKHJIaHHs B Tpoliecce ycTaHOBKH VRealize Automation, Hampumep:

2020-06-30 09:10:08.751+0000 INFO 16 ——— [or-http-epoll-3]

com.vmware.identity.rest.RestClient : POST https://default-49-29.sqa.local/SAAS/API/1.0/0auth2/token?
grant_type=client_credentials

2020-06-30 09:10:08.755+0000 WARN 16 ——— [or-http-epoll-3]

r.netty.http.client.HttpClientConnect : [id: 0x754860c7, L:/10.244.0.206:48686 !
R:default-49-29.sqa.local/10.198.49.29:443] The connection observed an error
reactor.netty.http.client.PrematureCloseException: Connection prematurely closed BEFORE response

OTH OMMOKKA MOXHO 000MTH, YBEIMUUB TaliM-ayT rpoctos noakimodeHust NSX-V 1o 5 MuHYT BMECTO 3HaUeHHs

o ymomuanuro (1 cex.).
CrenaTh 3TO MOYKHO C TTOMOIIBIO MTPABUJIA TIPHIIOKCHISI, COACPIKAIICTO CICAYIONINE TapaMeTphI.

timeout http-keep-alive 300s
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Cbou npegocTtaBneHuns npu ncnonb3oBaHnm OneConnect c F5
BIG-IP

IIpu ucnonws3osanuu komnonenra OneConnect ¢ F5 BIG-IP B kauecTBe BUpTyallbHOTO cepBepa 3a1a4uu

MpeAOCTABJICHUS MHOI'Ia 3aBCPIIAIOTCA cboem.

OneConnect obecneunBaer MYJIBTHUIIJIEKCUPOBAHUE 1 ITOBTOPHOC MCIIOJIB30BAHNE TTOIKTIOUCHHU I IMOACUCTEMBI
6aJ'IaHCI/Ip0BKI/I Harpys3kKku K KOHEYHbIM CEPBCPaAM. DTO CHIDKACT Harpys3Ky Ha CCPBEPLI U ACTACT UX bonee

YCTOWYUBBIMH.

HUcnonr3oBate OneConnect ¢ BUPTyalIbHBIM CEPBEPOM, Ha KOTOPOM HACTPOCH TPAH3UTHEIN pesxkuM SSL, He
pexomenayeTcss F5 1 MokeT MpUBOIUTE K OMTHOKAM MPH TOMBITKE MPEIOCTABICHUS. DTO MIPOUCXOIUT TIOTOMY,
YTO MOJICKCTeMa 0aTaHCUPOBKU HATPY3KH MBITACTCS HaYaTh HOBBIA ceaHC SSL BO BpeMsi CyMICCTBYIOIIETO CEaHCa,
a KOHEYHBIH cepBep OXKUAACT, YTO KIMEHT 3aKPOET MM BO30OHOBUT CYIIECTBYIOLIHMN ceaHc. M3-3a 3Toro

npoucxo T norepst noakmodeHus. Otkimounte OneConnect, uro0s! ycTpaHnuTh 3Ty mpodiemy.

1. Boiigure B moacucTeMy 0amaHCHpOBKU Harpy3ku F5 u mepeiinute B pasnen JlokaabHblii Tpadguk >

BupryaabHnbie cepBepbl > CHHCOK BUPTYAJIbHBIX CEPBEPOB.
2. lllenkHuTe UMS BUPTYaJbHOTO CepBEpa, KOTOPBIH TPeOyeTCsl H3MEHUTb.
3. B paznene Yckopenne Boioepute Her s npoguias OneConnect.

4. Haxwmure I'oToBo.

JnueHsuna F5 BIG-IP orpaHM4MBaEeT NponyCckHY CNOCOBHOCTb
cetu

Ecnu ceteBoii Tpaduk moacucTeMbl OAIaHCHPOBKY HAarpy3KH MPEBBIMIACT JIMMUT, TPEAYCMOTPEHHBIH JIMIIEH3UEH
F5 BIG-IP, BO3MOXHO BOSHHKHOBEHHE COOEB TIPH MPEIOCTABICHUH MK TPOOIIEM MPH 3arpy3Ke CTPaHUIl KOHCOIH

vRealize Automation.

Kak npoBeputh, BO3HHKAET Jiu 3Ta mpobiema Ha riatdopme BIG-IP, onucano B paszaene Mexanusm
MPUHYIUTEIHLHOTO OTPAaHUYCHUS MPOIYCKHOM criocobHocTH cuctemoit BIG-IP VE 1o mpexycmorpeHHOTO

JIMLIEH3HUEN.
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