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YctaHoBKa u HacTtponka VMware vRealize
Orchestrator

B pykoBojctBe Yemanoska u nacmpouxaVMware vRealize Orchestrator npencraBieHbl CBeIeHUs U
. ® .
MHCTPYKIIMH TI0 yCTaHOBKe M Hactpoiike VMware ~ vRealize Orchestrator.

LleneBasi ayautopus

Ota nHbopmMauus npeaHasHaueHa 1 Npo(hecCHOHAIBHBIX aIMUHACTPATOPOB VSPNEre u ONbITHBIX CHCTEMHBIX
a/IMUHHCTPATOPOB, 3HAKOMBIX C TEXHOJIOTHEH BUPTYAIBHBIX MAIIMH U ()YHKIIMOHHUPOBAHHUEM IIEHTpa 00padOTKH

JTaHHBIX.

VMware, Inc.



3HakomMmcTBO ¢ VMware vRealize
Orchestrator

VMware vRealize Orchestrator — matdopma st aBTomMaTu3auy pa3pabOTKH U MPOIECCOB, KOTOPast
[peIoCTaBIsAeT OMOIMOTEKY PACIIUPAEMBIX PadOUNX MPOILIECCOB, MO3BOJISIONIYIO CO3/1aBaTh U 3aIlyCKATh
ABTOMATH3MPOBAHHBIC HACTpanBaeMbIe MPOLIECCHI IS yNpaBlIeHus npoaykramMu VMware, a takxke

TCXHOJIOT'MYCCKUMHA PCHICHUAMU CTOPOHHUX paBpa6OT'II/IKOB.

VRealize Orchestrator apromarusupyer ynpasicHue U pabodre 3a1aun U Npwiokenunii VMware, u CTopoHHUX
NPHIOKEHUH, TAKAX KaK CIYKObI MOJIEPKKH, CHCTEMBI YIIPABICHHS W3MEHEHUSIMH U CHCTEMBI yripasieHus 1UT-

pecypcami.
B 9Ty rnaBy BXOJAT CIEIYIOIINE Pa3IeibL:

m  OcHoBHbIC XapakrepucTuku miatpopmbr Orchestrator
m  Poum nons3oBaresneii B VRealize Orchestrator

m  Apxurekrypa VRealize Orchestrator

m [loaxmouaemsie Mmoaynu VRealize Orchestrator

OcHOBHble xapakTepucTukn nnatgopmbel Orchestrator

VRealize Orchestrator cocrout u3 Tpex ypoBHeii: miardopma OpKecTpaIiu, KOTopast MPEI0CTaBISIeT O0IIHe
(GYHKINH, HEOOXOIUMBIE TSI HHCTPYMEHTa OPKECTPAIINH; APXUTEKTYpa TTOIKIFOUAeMBIX MOIYJIEH JUTS HHTErPaIldu
yIOpaBJIeHus mojacucreMamu; OubroTeka padbounx mporeccos. VRealize Orchestrator — sto oTkpeiTas
miarGopmMa, KOTOPYIO MOYKHO PACIIHPHUTE ¢ MTOMOIIBI0 HOBBIX MOAKIIOYAEMBIX MOJYJIEH U COMEPKUMOTO, a TAKKe

MHTErpupoOBaTh B Oojiee KPyIHbIE apXUTEKTypsbI ocpeactsom REST API.

vRealize Orchestrator o6i1anaer HECKOIbKIUMHU KIFOUYEBHIMU BO3MOKHOCTSIMH, KOTOPHIE IOMOTAIOT B

BBITNIOJIHCHU N pa60tn/1x IMPOLECCOB U YIIPABJICHUN UMHU.

YcToiiuyuBOCTh

Bbaza maHHBIX poMBIIIUIEHHOTO ypoBHSI POStgreSQL ucnonb3yercs it XpaHeHHsT HE0O0X0IMMOi
uHpopMalnm, Takol Kak MPOLECChl, COCTOsSIHUS pabo4ux mporeccoB U koHpurypanus VRealize
Orchestrator.

LenTpann3zoBanHoe ynpaBJicHHE

VMware, Inc. 7
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VRealize Orchestrator npenocraBnsier cpeicTBO AJIs LCHTPATM30BAHHOTO YIPABICHUS MPOLIECCAMH.
ITnardopma Ha OCHOBE cepBepa MPUIIOKEHHH C TIOTHBIM JKypHAJIOM BEPCHH MOXKET XPaHHUTh CIICHAPUH H
NPUMHTHBBI, CBSI3aHHBIE C ITPOIIECCAMH, B OJTHOM MECTE XpaHEHHUs. DTO TO3BOJISIET N30eXKaTh MPUCYTCTBUS Ha

cepBepax ClieHapHeB 0e3 KOHTPOIISI BEPCUI M HAJIEKAIETO yIPABICHUS N3MEHEHUSIMH.

KoHTpoabHbIe TOUKH
Kaxipiit aTan paboyero mporecca coxpaHseTcs B 0a3e JaHHBIX, YTO TPEJOTBPAIIACT MOTEPIO JaHHBIX NPH
HEOOXOIMMOCTH TIePE3aIyCTHTh CepBep. DTa PYHKIINSA 0COOEHHO IMOJIe3HA /IS JTUTEIBHBIX MPOIECCOB.
IenTp ynpapiaenus

LenTp ynpapieHus — 3TO BeO-TIOPTal, KOTOPBIN O3BOJISIET NOBBICUTH 3P ()EKTUBHOCTh 8 IMUHUCTPUPOBAHHUS
sk3emiusipoB VRealize Orchestrator 3a cuer npegocraBiieHus HEHTPAIN30BAHHOTO 8 IMUHUCTPATHBHOTO
uHTepdeiica I onepanuii cpesbl BHIIOTHEHHS, MOHUTOPHHTA pab0YMX MPOLECCOB M COOTHECCHHUSI
3aIlyHICHHBIX Pa00UYHX MPOIECCOB M CHCTEMHBIX PECYPCOB.

Ynpasienue BepcusiMu

Kaxnprit o0bexT mnardopmer VRealize Orchestrator umeer ces3anublif )xypHan Bepeuit. XXypnan Bepcuii
THOJIE3eH I 0a30BOr0 YIPABICHUSI M3MEHEHUSIMU TIPH PACIIPEACIICHUH MTPOLECCOB MO 3TarnaM WIx

MCCTOIIOJIOKCHUAM ITPOCKTA.

Nurerpauus Git

vRealize Orchestrator Client no3Bosisier nnTerpupoath pernosuropun Git, 4ToObI JOMOIHATEIBHO
YIAY4IINT YIPaBICHUE BEPCHAMH U UCXOHBIM KoJ0M coaepxkumoro VRealize Orchestrator. C nomouisto
Git MoXHO ynpaBisiTh pa3paboTKoil pabovmx MPOIECCOB Cpazy B HECKOJbKHX dK3eMIunipax VRealize
Orchestrator. Cwm. pasnen Hcnoavzosanue Git ¢ knuenmom VRealize Orchestrator pykosojicrtsa
Hcnonvzosanue kmuenma VMware vRealize Orchestrator.

Oo0paboT4yuk cueHapues

O6paborunk JavaScript Mozilla Rhino no3eosnsier co3aaBate CTpOUTEIbHbIC OJIOKU TS IIIATHOPMBI
vRealize Orchestrator Client. DToT 00paboTuuk crieHapreB JOMOIHEH 0a30BBIMU (HYHKIIHSIMH KOHTPOJISI
BepCHil, MPOBEPKHU TUIIOB MEPEMEHHBIX, YIPABICHHUS MPOCTPAHCTBOM HUMEH U 00paboTKU HcKiIoYeHud. Ero

MO>KHO MICHIOJIB30BaTh B CIECAYIOIIMX CTPOUTENIBHBIX OJIOKAX:
m  JleticTBus
m  PaGoume mpormeccsl

m  [lomutnku

O0padoTyuk padovyux NpoueccoB

O06paboTunk paboYNX MPOIECCOB MO3BOISIET ABTOMATH3UPOBATH OU3HEC-TIPOIIECCHl. B HEM HCTIONB3YIOTCS

CIeYIOIIIE OOBEKTHI ISl MOIIArOBOM aBTOMATU3AIUK B PabOUHX Mpoleccax:
m  PaOouwne mporiecchl u JeiicTBHs, KOTOpbie TpenocTaBisier VRealize Orchestrator Client.
= [loJB30BaTEIBCKUE CTPOUTEIbHBIC OJIOKH, CO3IAaHHBIC 3aKA3YHKOM.

m  OObekTsl, noOaBssembie B VRealize Orchestrator Client noakirouaeMbIMU MOJTYJISIMH.

VMware, Inc. 8
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Paboune MMpOoHECChl MOT'YT 3aIlyCKAThCA MOJIB30BATCIAMU, JPYTUMU paGquMn npoueccamMu, MIAHUPOBIIUKAMUA

" ITOJIUTHUKaMH.

O0padoTYUK MOJTUTUK

O0pabOTYUK MOTUTHK UCIIONB3YETCS ISl MOHUTOPHHTA M CO3/IaHHs COOBITHI B IIEAX PeardpOBaHMUs Ha
nu3MeHeHue ycinoBuid Ha cepBepe VRealize Orchestrator Client uim B TeXHONIOTUH MOIKITIOYAEMOT0
MoyJist. [IOMTUTHKE MOTYT OOBEIUHATD COOBITHS MIATHOPMBI U MOJKITFOYAEMBIX MOIYJICH, YTO MOMOTaeT

00pabaThIBaTh N3MEHEHHS B YCIOBHUSX JTI000H M3 MHTETPUPOBAHHBIX TEXHOIOTHH.

vRealize Orchestrator Client

CosnaBaiite, 3amyckaiiTe, H3MEHSITE U OTCIekKHBaiiTe pabodre mpolecchl ¢ momMolsio VRealize
Orchestrator Client. Kpome Toro, VRealize Orchestrator Client MoxHO UCIOIb30BaTh [UIsl yIIPABICHUSI
JIeHCTBUSIMH, HACTPOMKaMH, MOJUTHKAMH U dJEMEHTaMU pecypcoB. CM. pyKOBOACTBO Mcnoavsosanie
knuenma VMware vRealize Orchestrator.

Paspaborka u pecypcsl

Ha nauanshoii ctpanuie VRealize Orchestrator npenocrasinsiercst ObICTpBIN AOCTYI K pecypcamM, KOTOpbIe
MO3BOJISIIOT pa3padaThiBaTh COOCTBEHHBIC MOAKIIOYAEMbIC MOJYJIM ISl UCIIONb30BaHus B VRealize
Orchestrator. Kpome Toro, Tam Haxoautcs uHdopmarus o6 ucnosb3oBanuu VRealize Orchestrator
REST API mis ormipaBku 3amnpocoB Ha cepep VRealize Orchestrator.

be3onacHocTh

vRealize Orchestrator npegocrasiser ciieyromue paciuiMpeHHbIe BO3MOKHOCTU OE30MaCHOCTH.

m  Uudpactpykrypa otkpsiThix kitoueit (Public Key Infrastructure, PKI) mist moxnucu u uidpoBanus

COACPIKUMOTr0, UMIOPTUPYCMOT'O U SKCIIOPTUPYEMOI'O MCIKAY CCPBEpaMU.

= Vmpasienue undpossivu npaBamu (Digital Rights Management, DRM) no3BosnsieT yka3biBaTh, Kak

MOXXHO IIPpOCMAaTpruBaTh, USMCHATH U PACTIPOCTPAHATL SKCIIOPTUPYEMOE COACPIKUMOC.

m  [Iporokon TLS (Transport Layer Security) mis odecrieuenus 3ammdpoBaHHOr0 0OMeHa JTaHHBIMU
mexkay VRealize Orchestrator Client, cepsepom VRealize Orchestrator u moctynom o npotokoiy
HTTPS k nonb3oBaTeabckoMy BeO-HHTEpQEHCY.

u Pacmnpeﬂﬂoe YHpaBJICHUC MTpaBaMU AOCTYIIA JJII KOHTPOJIA JOCTyIIa K MpoueccamM u 06T)CKTaM,

KOTOPBIMH YIPABIISIOT 3TH TPOIIECCHI.

HIu¢posanue

vRealize Orchestrator ucnonssyer crangapt AES, coorBerctBytomuii TpeboBanusm DejepaabHOTo
cranziapra o oopadorke undopmanuu (Federal Information Processing Standard, FIPS), ¢ 256-
OUTHBIM KITFOYOM THdpoBaHus s mmdpoBanus cTpok. Kirrou mmdpa cozmaercs ciydaitHpIM 00pa3oM U
YHUKAJIEH JUIsl yCTPOMCTB, KOTOPBIE HE SIBISIOTCS YacThiO KilacTepa. Bee y3ibl B KilacTepe COBMECTHO

HCHOJIB3YIOT OAWH KIIHOY mn(bpa.

VMware, Inc. 9
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Ponun nonb3oBatenen B VRealize Orchestrator

vRealize Orchestrator npenocrasiser pa3inuHbie HHCTPYMEHTHI U HHTEp(dEIChl Ha OCHOBE OIPEEICHHBIX
o0s13aHHOCTEH III00aTBHBIX poJieil mojb3oBareneil. B VRealize Orchestrator moxno co3naBars nosb3oBareneit
C MOJIHBIMH TPAaBaMH, KOTOPBIC SBJISIOTCS YaCThIO TPYIIIBI aAMUHUCTPATOPOB (AAMHHUCTPATOPHI),

pa3paboTynkoB (pa3padoTYMKH PaGovnX MPOLECCOB) U M0JIb30BATENEH C OrPAaHNYEHHBIM JOCTYIIOM.

Ponun un obsasaHHocTu B VRealize Orchestrator

VYupasisate ponsiMu nonb3oBareneit VRealize Orchestrator moxHo ¢ momMoripio MeHio YpaBiieHue poJisiMi B
VvRealize Orchestrator Client. JlononuurenbHbie cBejieHHs 0 HACTPOIKE poJiel mojbp3oBareneii B VRealize
Orchestrator Client cm. B pasnene Hasnauenue poneil ¢ kiuenme VRealize Orchestrator pykosojcrsa
Hcnonvzosanue knuenma VMware vRealize Orchestrator.

Ipumeuanue s pazseproiBanuii VRealize Orchestrator ¢ nposepkoit nojmunoctu VRealize
Automation wm nuuensueit VRealize Automation ponu nosib3oBareneii Ha3HAYAIOTCS CITYKOO0H yrIpaBlIeHUs
YUETHBIMH JIAHHBIMHU U JiocTyrioM matdopmel VRealize Automation. Cwm. pasnen Hacmpotixa poneil kiuenma
vRealize Orchestrator ¢ vRealize Automation B pykoBojactse Mcnonv3osanue KiueHma

VMware vRealize Orchestrator.

AJIMHHHCTPATOP

DTOT MOIB30BaTENb UMEET MOJIHBIH JOCTYH KO BCEM BO3MOXKHOCTSIM U COZEp)KUMOMY IuiaThopmsl VRealize
Orchestrator, B Tom uuncie K COIepKUMOMY, CO3/laHHOMY KOHKPETHBIMU TpynmnamMu. OCHOBHBIC

00513aHHOCTH aIMUHHCTPATOPA BKIIIOYAIOT CIIEAYIOIICe:
m  ycTaHOBKa M HacTpoiika VRealize Orchestrator;

m  jo0aBieHue nosnp3oBareneil B VRealize Orchestrator Client, naznauenue poueii, co3ganue u
ynanenue rpyni (cM. paszaen Cosoanue epynn ¢ kiuenme VRealize Orchestrator B pykoBojcTBe
Hcnonvzosanue kiuenma VMware vRealize Orchestrator);

®  co3IaHWe WHTerpauuu ¢ penosuropueM Git amst paspadorunkos B ux cpene VRealize Orchestrator
(M. pasnen Hacmpotika nookmoyenus k penosumopuio Git B pykoBoacTse HMcnonbsosanue KiueHma
VMware vRealize Orchestrator);

®  ycTpaHeHHe Hernosaiok B cpene VRealize Orchestrator ¢ nomomnipio takux GyHKIHN, KaKk IpoBepKa
paboYnX MPOIIECCOB U OTIIAMOYHBIC CLICHAPHHU ATl PA0OUYHX TPOIIECCOB.
Pa3paboTunk pabdouero npouecca

DTOT MOJIL30BATENIb MOXKET PACIIMPHUTh (YHKI[MOHATIbHBIE BO3MOXKHOCTH uiaTdopmbl VRealize
Orchestrator, co3naBas u uamensist 00beKThl. PazpaboTurku paboyrx MpoLeccoB HE UMEIOT B JOCTYIA K
(byHKIMSIM aIMUHUCTPUPOBaHUS U ycTpaHeHus Henonanok VRealize Orchestrator Client. OcnoBabie

00s13aHHOCTH pa3pa60T‘~II/IKOB pa6oq1/1x IIPOLICCCOB BKJIIOYAKOT CICAYIOLIUE:

®  CO3/[aHue, pelaKTUPOBaHHUE, 3aMyCK U ynanenne oobekToB VRealize Orchestrator, takux kak padouue

IMPONECCHI, HeﬁCTBHH, IIOJIMTUKHU U 3JICMCHTHI KOHq)I/IpraIII/II/I;

VMware, Inc. 10
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B [UIAHUPOBAHHUE 3aIyCKOB pabouux mpoieccoB (cM. paszen [Lianuposanue padbouux npoyeccos 8 KiueHme
vRealize Orchestrator B pykoBojctse Hcnonvszosanue kiuenma VMware vRealize Orchestrator);

u [[O6aB.H€HI/I€ COACPKUMOro, CO3AaHHOTO pa3pa60TqI/H<0M pa6oqer0 mponecca, B rpynribl, 4JICHaMU

KOTOPBIX OHM SBJISKOTCS,

®  OTIpaBKa JOKAIbHBIX H3MECHEHUI B Hepapxuu conaepkumoro VRealize Orchestrator B moakmoueHHbIe
penosuropuii Git (cm. paznen Omnpaexa usmenenuil 6 penosumopui Git B pykoBoJcTBe Hcnonvzosanue
xuenma VMware vRealize Orchestrator).

IMoan30BaTean ¢ OrpaHUYCHHBIMHU NMpaBaMH

Ionb30BaTenn, KOTOPHIM HE Ha3HAYECHA POJIb, MO-TMPEKHEMY MOTYT BXouTh B VRealize Orchestrator
Client, HO UMEIOT OrpaHUYCHHBIN TOCTYM K QYHKIHMSIM U COACPKUMOMY KineHTa. Eciu nombp3oBarens

BKJIIOUCH B IPYTITY, OH MOXET MPOCMATPUBATh U 3aIlyCKaTh COJAEPKUMOE 3TON TPYIIIIHI.

Apxntektypa vRealize Orchestrator

vRealize Orchestrator conepxut 6ubaHoTeKy pabourx MporeccoB u 00paboTYrK paboUYrx MPOIECCOB, YTO
MO3BOJISICT CO3/[aBaTh U 3aMyCKaTh pabovne MPOIECChl, KOTOPhIE 00CCTICUHBAIOT aBTOMATH3AINIO TIPOIIECCOB
opkectparu. MOKHO 3amycKaTh pabovne MpoIecChl Ha OOBEKTaX PA3IMYHBIX TEXHOJIOTUH, TOCTYI K KOTOPBIM B

VRealize Orchestrator ocyiecTsisieTcs ¢ MOMOIIBIO psijia TOAKIIOYAEMbIX MOJIYJICH.

VRealize Orchestrator npenocraBnsier craHIapTHBIA HAOOP MOAKIIOYACMBIX MOJYJICH, B TOM YHCIIC
HoAKIIoYaeMblid Moxyib 1t vCenter Server, KoTopblid O3BOJISET yIpaBiIATh 33lauaMi B pa3sHbIX cpefax,

OpeaOCTaBIACMbBIX TOAKIHOYACMbIMHA MOAYJISAMU.

Pemrenne VRealize Orchestrator ocHoBano Ha OTKPBITOH apXUTEKType, MO3BOJSIIONICH MOJKIIOYATh K
mIaThopMe OPKECTPAIMU BHELIHUE CTOPOHHKE MPUIIOKEHUSI. MOXKHO 3amyckath paboune mporecchl Ha 00beKTax
CaMOCTOSITEIILHO OIPEACIICMbIX MMOAKIOYCHHBIX BHCIIHUX TexHoJoruit. VRealize Orchestrator moakirouaercs
K CPEJICTBY MPOBEPKHU MOMATMHHOCTU (ISl YIPABICHHs YUYSTHBIME 3aMUCSIMHU MOJIB30BATENIEH ), a TAKIKE K
MpeaBapUTEILHO HACTPOCHHOU Oa3e manHbix POStgreSQL (mns coxpaneHus nHGOPMAIMK U3 BBITOTHICMBIX
paboumrx mporecco). Paborarts ¢ perienrem VRealize Orchestrator, oobexramMu, KOTOpbIE OHO MPEIOCTABIISIET,
u pabounmu nporeccamu VRealize Orchestrator moxno yepes unrepdeiic kimenra VRealize Orchestrator
Client wnu yepe3 Be6-cay:x0bl. MOHUTOPHHT U HAcTpolika pabounx mporeccoB u ciyx6 VRealize Orchestrator
ocymectBisiercs: uepe3 VRealize Orchestrator Client u uentp ynpasnenusi.

Puc. 1-1. Apxutektypa VMware vRealize Orchestrator

vRealize Orchestrator Web Services
Client REST

Third-Party

PowerShell Plug-in
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[Mogkntovyaemble mogynn VRealize Orchestrator

[Moaxirouyaembie MOJIYJIM MO3BOJISIIOT Hcnoib3oBaTh VRealize Orchestrator s nosydenus nocryna K

CTOPOHHUM CHUCTEMaM U HNPUIOKECHHUAM, d TAKKC YHIPABJIATbL UMU. Hcnonbp3oBaHne BHEITHUX pGHICHI/Iﬁ B

nojKIoYaeMbIx Moaysix VRealize Orchestrator npenocrapisier BO3MOXXHOCTb BKIIHOUATh OOBEKTHI M (DYHKLIUH

B pa60‘II/I€ Iponuecchbl, KOTOPbIC 00eceYrBaOT NOJIy4YCHHE NOCTYyIIa K 00bEKTaM U (I)yHKLII/IﬂM O9THUX BHCIITHUX

PELICHUHN.

Brenrane pemieHns, KOTOPbIE MOYKHO HUCIIOIB30BaTh C IOMOIIBIO MTOKITFOYAEMBIX MOIYJICH, BKIFOYAIOT B ce0s
CPEICTBA YIPABJICHHUS BUPTyaIU3aIleld, CHCTEMbI 3JICKTPOHHOW MMOYTHI, 0a3bl JAHHBIX, CITY)KOBI KATAJIOTOB U

uHTep(EHCH yIaIeHHOTO yIpaBICHNUSI.

VRealize Orchestrator npegocrapisier HabOp CTaHAAPTHBIX MMOIKIFOYAEMBIX MOIYJICH, KOTOPbIC MOXKHO

WCTIOJIB30BaTh JJISl BHEAPCHUS B pabodre MpoIecChl Takux TexHoiorui, kak APl-uatepdeiic VMware vCenter
Server u BO3MOXHOCTH 3IEKTPOHHOM 1MouThl. C MOMOIIBIO MOKITFOYAEMbBIX MOIYJIeH MOKHO aBTOMATH3UPOBATh
npenocraBiieHue HOBbIX W T-yciyr mwin anganTupoBaTh BO3MOXKHOCTH CYILECTBYIOIIEH HHYPACTPYKTYPBI U CIYXKO
npuitoxkenuit. Kpome Toro, oTKpbITasi apxuTeKTypa MojAKIrouaeMbIx MoayJei st VRealize Orchestrator naer

BO3MOXHOCTb paSpa6aTHBaTb MOAKIIOYACMbIC MOAYJIN AJIA AJOCTYIIA K APYTUM MPUIIOKCHHUAM.

[Moaxmouaembie moaysu VRealize Orchestrator, paspabdarsiBaembie VMware, pacnpocTpaHsioTcsi B BUIE
(aiinos VMOAPP. JlonionHuTeNbHBIE CBEJCHUS O MOJKIII0YaeMbIXx MoyIsix VRealize Orchestrator,
pa3pabaTbiBaeMbIX U mpepocTaBisieMbix VMware, cM. B pazzene BuelHue noaxkiiodaeMbie MO Iyin
vRealize Orchestrator. JlononaurenbHbie CBeICHUS O MOIKII0OYaeMbIX MOy Isix VRealize Orchestrator

CTOPOHHMX MPOM3BOIUTENCH cM. Ha cTpanuie VMware Solution Exchange.

VMware, Inc.
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TpeboBaHus K cucteme ang
vRealize Orchestrator

Jliis npaBwiibHOM pabotel VRealize Orchestrator cucrema nosmkHa COOTBETCTBOBATH TEXHUUCCKUM

TpeOOBaHUSM.

Crnncok nomnepkuBaeMbix Bepcuii vCenter Server, vSphere Web Client, vRealize Automation u apyrux

pemrenuit VMware cm. B pazzmerne Matpuia coBMmecTuMocT ipoaykToB VMware.
B 3Ty riaBy BXOJST CIEIyIOIINE Pa3IeIibl:

m  TpeGoranus k obopynoBanuto st VRealize Orchestrator Appliance

m  bpaysepsl, nopnepxxuaembie VRealize Orchestrator

m  basa mannsix VRealize Orchestrator

m  Komnonentsl VRealize Orchestrator Appliance

®m  YpOoBeHb NOAJCPIKKH WHTCPHALMOHATM3ALHMN 1 JIOKATH3aHU

m  [loprel u koHeuHble TOukn VRealize Orchestrator

TpeboBaHus kK 0bopyaoBaHUIO ONs
VRealize Orchestrator Appliance

vRealize Orchestrator Appliance — 3to npeaBapuTeIbHO HACTPOCHHASI BUPTYyalbHas MalliHa Ha Oa3e
Photon, 3amyck koTopoii ocyiiecTBisieTcsi B KoHTeiHepax. [lepe pa3BepThiBaHUEM YCTpOICTBA yOequTeCh, YTO

CHCTEMa COOTBETCTBYET MUHUMAILHBIM TPEOOBAHUSIM K 000PYIOBAHUIO.

vRealize Orchestrator Appliance npenssisiser cieayroiine TpeOOBaHKs K 000py/I0BAHHUIO:
m 411

m 12 I'b namsitu

m 200 I'b Ha XeCTKOM JUCKe

He ymenbliaiite pasMep namsti o yMOJYaHHUIO, TIOCKONIBKY /st cepBepa VRealize Orchestrator tpebyercs no

kpaiiHeil Mepe 8 I'b cBoOOHOI MamsITH.
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Bpaysepsbl, noaogepxnsaemole VRealize Orchestrator

Yoenutech, 4TO UCTONB3yeMble Opay3epsl moaaepxkuBaroT VRealize Orchestrator.

Jus nocryna k VRealize Orchestrator Client u nentpy ynpasienunst HEOOX0AMMO UCIOIb30BATh OJIMH 13

CIeNyIoNMX Opay3epoB:
= Microsoft Edge
m  Mozilla Firefox

m Google Chrome

basa gaHHbIX VRealize Orchestrator

Cepeep VRealize Orchestrator BxitouaeT npeaBapuTeIbHO HACTPOCHHYIO 0a3y maHHbIX POstgreSQL,

MOJHOCTHIO TOTOBYIO K pa60Te.

KomMmnoHeHTbl VRealize Orchestrator Appliance

VRealize Orchestrator Appliance sisiercst BUpTyalibHBIM yCTpOCTBOM Ha 0aze Photon, 3amyck kotoporo
OCYIIECTBIISICTCSI B KOHTEHHEpax.

VRealize Orchestrator Appliance Bxkitoyaer cienyromiie KOMIOHCHTHI:

m  croit Kubernetes yposus uabpacTpyKTypH;

®  [peIBapUTEIIbHO HACTpOCHHAs Oa3a maHHbIX POostgreSQL;

m  ocHoBHbIe ciyx0bl VRealize Orchestrator: ciyx0a cepsepa, ciyx0a neHTpa yrnpaBieHus U ciayxoa

T0JIb30BATENILCKOT0 HHTEp(dEica OpKecTpaIyu.

Kondurypanus 6a3b1 nannsix VRealize Orchestrator Appliance, 3agannas mo yMoI4aHHIO, MOIXOUT IS

HCIIOJIb30BaHUA B HpOH3BOHCTBeHHOI>lI cpence.

Ipumeuanne YtoOs! ucnons3oBats VRealize Orchestrator Appliance B npou3BoAcTBeHHOH cpejie,
HeoOX0MMo HacTpouTh JuIst cepBepa VRealize Orchestrator nposepky noummuaocti VRealize Automation
wn VSphere. Cwm. pa3aen Hacrpoiika aBronomHoro cepsepa VRealize Orchestrator.

ypOBeHb noaaepXxkn NHTepHauunoHasrimdaumm n ysiokasindauumnm

Lentp ynpasnenus: VRealize Orchestrator u vRealize Orchestrator Client Bkirouarot nojepxky
OIMNCPANOHHBIX CUCTEM U (bOpMaTOB JaHHBIX Ha sA3bIKaX, OTJIUYHBIX OT aHFJ’IHﬁCKOFO, a TaKiK€ MHOT'OA3bIYHYTO

MOJJIEPKKY TSI IEHTPaA YIPaBICHUS U IT0JIb30BATEIHLCKOTO NHTEpQelica KINEeHTa.

Hentp ynpaenenus VRealize Orchestrator u vRealize Orchestrator Client nonaepxuBaroT HCHoib30BaHUE
OIIepaLIOHHBIX CHCTEM, BBOJA M BBIBOJA, a Taloke (JOPMATOB TaHHBIX, TAKMX KaK Jata, BpeMs M 9HCIIa, Ha S3bIKax,

OTJIMYHEIX OT aHTJIMMCKOTIO.
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[Tonp3oBatensckue unTepdeiicsl VRealize Orchestrator n vRealize Orchestrator Client nepesenensr na

CIIEYIOIIHNE S3BIKH:
m  Vcmanckuii
m  @DpaHiy3cKkui

m  Hewmenxwmit

m  Kuralickuii (TpauIIHOHHOE MTHCHMO)

m  Kwuraiickuii (yrpoueHHoe THChMO)
m  Kopelickuii

m  SnoHckuii

m  UranesHckuid

m  [ommanackui

m  [lopryransckuii (bpasmmus)

m  Pycckuii

[MopTbl n KOHEYHbIE TOYKM VRealize Orchestrator

Cnyx0a Kubernetes vRealize Orchestrator Bkimodaer q8e KOHEYHBIC TOYKH M HECKOJIBKO OCHOBHBIX CETCBBIX

HOPTOB.

CeTteBble NOPTbl U KOHEYHbIE TOYKN VRealize Orchestrator

Joctyn k VRealize Orchestrator moxuo nonyuuts uepes nopt 443. Tlopt 443 3amuiineH caMo3aBepsONIIM

cepTuduKaTOM, KOTOPBIN CO3/1aeTCs MPU YCTAHOBKE M HE MOXKET OBITh 3aMEHEH ToJb3oBaTesneM. [Ipu

HCIOJIb30BaHUH BHEITHEH NOJACUCTCMBI 6aHaHCI/IpOBKI/I HarpyskKu ec HCO6XO,HI/IMO HAaCTPOUTH JIA 6aHaHCI/IpOBKI/I 1o

nopry 443.

IIpoToxoa Homep nopra Onucanne

TCP 22 Iopr s nocryna k VRealize
Orchestrator Appliance no nporokoiy
SSH.

TCP 443 Iopt ms nocryna k VRealize
Orchestrator.

TCP 2379 BuyTpeHHUit mopT, NCoab3yeMbIid
XPaHWIMIIEM KJII0Y-3Ha4eHHE» etcd.

TCP 2380 BHyTpeHHUI HOPT, MCIIOIb3YEeMbIH
XPaHIWINILIEM «KITI0Y-3HaueHUE» etcd.

TCP 6443 BuyTpeHHuit mopt, UCnosab3yeMblii cepBepoM
APIl-unrepdeiica kube-apiserver.

TCP 8008 BuyTtpeHnHuil nopt, ucnonab3yemMelii ceTEBbIM
IIPOKCHU-CEPBEPOM kube—proxy.

VMware, Inc.
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IIpoToxoa Homep nopra Omnucanne

TCP 10250 Ilopr, ncrone3yemslii arentoM kubelet.

TCP 16000 BuyTpeHHuii mopr.

TCP 20849 BuyTtpennuii nopt.

TCP 30333 BryTpeHHUI OPT, HCIOIB3yEMbIH CITy:KO00i
mitm proxy.

TCP 30821 BuyTtpennuii nopr.

TCP 31090 BHyTpenHuii nopr.

UDP 500 BHyTpeHHUit mopT, UCTONIB3yeMBbIl CITyKO00H
TparKa BHyTPEHHETO OOMEHa KIIFOYaMH
(IKE).

UDP 4500 BHyTpeHHUI HOPT, UCHOIB3YEeMbIH CITyKO0MH
npeobpa3zoBanus ceTeBbIx agpecoB (NAT).

UDP 8285 BHyTpeHHU MopT, HCNONB3yeMBblil CETEeBBIM

Joctym k cinyx0aM KIMeHTa U LeHTpa ypasicHus VRealize Orchestrator

KOHCYHBIX TOYKaX:

https://FQDN_opxecmpamopa/orchestration-ui

https://FQDN_opxecmpamopa/vco-controlcenter

VMware, Inc.
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Hactponka KOMNOHEHTOB
vRealize Orchestrator

[Tocne 3arpy3ku u passeptbiBanusi VRealize Orchestrator Appliance cepsep VRealize Orchestrator

SABJIACTCA NPEABAPUTCIBHO HACTPOCHHBIM. ITocie Ppa3BEPThIBAHUA CJ'Iy)K6bI 3aIllyCKaroTCA aBTOMATHUYICCKU.

YroObl OBBICHTH AOCTYIHOCTh M MacuiTabupyemocth HacTpoek VRealize Orchestrator, cnenyiire

MPUBCACHHBIM HWXXC PCKOMCHAALIUAM.

m  BbINoJHMTE yCTAaHOBKY M HACTPOMKY IOCTaBIIMKA IIPOBEPKU MOJIMHHOCTH U HacTpoiite VRealize

Orchestrator s pabotsl ¢ HuM. CM. pasgen Hactpoiika asronomHuoro cepsepa VRealize Orchestrator.

m  Jlns xiacrepHbix cpen VRealize Orchestrator ycranoBure u HacTpoiite cepBep 0anaHCHUPOBKH HArPY3KH U

HACTpOWTE ero Jyis pacrpe/eiicHus paboueit Harpy3ku Mexay cepsepamu VRealize Orchestrator.
B sTy rnaBy BXOAAT ciemyromue pasaesbl:
m  Hactpoiika vCenter Server

m  Croco06sl MPOBEPKH MOATMHHOCTH

Hactpownka vCenter Server

VYeenuuenue koauyectBa sk3eMiusipoB VCenter Server B nacrpoiikax VRealize Orchestrator npusoaur k
Tomy, uro VRealize Orchestrator npuxoaurcst ynpasisiTh J10NOJHUTEIbHBIMU ceaHcaMu. CIUIIKOM OO0JIbIIOe
YHCIIO aKTHBHBIX CEAHCOB MOXKET MPUBECTU K IPEBBILICHHUIO BpeMeHH oxxunanus B VRealize Orchestrator npu

Hasmunu 6onee 10 nonkmrouenuii k vCenter Server.
Cricok nojiiep kuBaeMbix Bepeuii vCenter Server cM. B paszaene Marpuiia COBMECTUMOCTH MPOJIYKTOB

VMware.

Ipumeuanue Eciu ceTh HMEET JOCTATOYHYIO MPOIYCKHYIO CIIOCOOHOCTh M HU3KYIO 3aJCPIKKY, MOIKHO
3aIlyCTHTh HECKOJIbKO AK3eMILsipoB VCenter Server Ha pa3HbIX BUPTYaIbHBIX MallIMHAX, BXOASIINX B HACTPOHKY
vRealize Orchestrator. IIpu ucnosabp30BaHUM JTOKATBHOM CETH IS YIIy4lICHHs CBs3u Mexay VRealize

Orchestrator u vCenter Server tpebyercst nmoakitodeHue co ckopoctb He MeHee 100 Mowur.

Cnocobbl npoBepKku NOATMHHOCTH

Jnst mpoBepKH TOTMHHOCTH M YIIPABJICHHUS paspelieHusME monb3oBatencit B VRealize Orchestrator tpebdyercs
MOJKITIOYEHHE K dK3eMILsIpy cepBepa VRealize Automation unu vSphere.
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Ipwu 3arpy3ke u pa3pepthiBanuu VRealize Orchestrator Appliance Heo6xoanmMo yka3ath B HACTPOWKAX cepBep
¢ npoBepkoit mojmHHOoCcTH VRealize Automation umu vSphere. Cwm. paznen Hacrpoiika aBToHOMHOTO cepBepa
vRealize Orchestrator.

Ipumeuanue IIposepka nommuHOcTH VRealize Orchestrator 8.x ¢ VRealize Automation
MOJIEPXKMUBAETCS TONBKO Jiiist VRealize Automation 8.x.
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YcTtaHoBKa VRealize Orchestrator

VRealize Orchestrator cocrout u3 cepBepa u KIHCHTA.

Urobnwl ucnons3oBath VRealize Orchestrator, neooxomumo passepuyth VRealize Orchestrator Appliance u
HacTpouTh cepep VRealize Orchestrator.

IMapamerpsr koHuryparmu VRealize Orchestrator nmo ymMondanuo MOKHO U3MEHUTH C TOMOIIBIO IEHTPA

ynpasnenusi VRealize Orchestrator.
B 5Ty rnaBy BXOAAT clieyIolue pa3aebl:

m  3arpyska u passepteiBanue VRealize Orchestrator Appliance

3arpyska u pasBepTbiBaHMe VRealize Orchestrator Appliance

YroObl MOJTYYUTh JOCTYI K COIEpKUMOMY 1 city:kOam VRealize Orchestrator, neobxoaumo 3arpy3uth u

pa3sepHyTh VRealize Orchestrator Appliance.

Heobxognmbie ycnosus

m  Y0emutech, uTo 3amyiieH sxk3emiuisip VCenter Server. Heodxoaumo ucnons3oBath VCenter Server

Bepcuu 6.0 mim Ooee mo3aHeH.

m  YOemutech, 4TO y3el, Ha KOTOPOM MPoBoAUTCs pa3BepThiBanue VRealize Orchestrator Appliance,
COOTBETCTBYET MUHHMAJIBLHBIM TpeOoBaHusIM K 00opynoBanuto. Cm. paszaen TpeGosanus k 000py/I0BAHUIO TS
VRealize Orchestrator Appliance.

m  Ecam cucrema n30aMpoBaHa M HE UMEET JOCTyNa K MHTepHeTY, He0OX0auMO 3arpy3uTh (aiin .ova ais

ycTpoiicTBa ¢ BeO-caiita VMware.

Mpoueaypa
1. Boiimute B VSphere Web Client or umenn anMuHHCTpaTOpA.

2. Bribepute 00BEKT HEpapXUH, KOTOPBIN SBISACTCS JEHCTBYIOIIAM POAUTEIECKAM 00BEKTOM BUPTYaIbHOM

MalHbI (HarpuMep, HeHTP 00paboTKM JaHHbBIX, MalkKa, KIacTep, MMyl PeCypcoB WM y3el).
3. Beibepure JeiictBus > Pazpepuyrth maésion OVF.

4. Bgeaure myts mim URL-aapec i noctyna k daiuty . ova n Haxxmute KHonKy Jlasee.
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1.

12.

13.

14.

Beeaure umMs u mectononoxenne VRealize Orchestrator Appliance, 3atem nakmure kHonky Jladee.

Bei0Oepure y3en, kiactep, My pecypcoB win VAPP B KauecTBE MECTAa HA3HAYCHUS, TA€ OyAET BBIIIOIHEH

3amyck ycTpoiicTea, u HaxMute Janee.
IIpouTtnTe cBeneHUS O pa3BEepPTHIBAHMM 1 HAKMHUTE KHONKY Jlanee.
IIpumMuTe ycaoBus TMLIEH3UOHHOTO COTJIAIICHHs U HaXXMHUTE KHONKY JlaJjiee.

Bribepute hopmar xpanenus s VRealize Orchestrator Appliance.

®opmat Onucanue

DopMaT «TOJICTOI» MOATOTOBKH THIIA Co3naHne BHPTYyaIbHOTO AUCKA B TOJICTOM (opmaTe o ymordaHuio. [IpoctpancTso,

Lazy Zero HEoOXOANUMOE ISl BUPTYAIBHOTO JUCKA, BBIIEISICTCS IPU CO3aHUU BUPTYaIbHOIO JAUCKA.
Ecnn xakne-mmbo naHHBIE OCTaHYTCSI Ha (PU3HYIECKOM YCTPOUCTBE, OHH HE YIAJSIOTCS BO
BpeMs CO3/IaHUsI, HO MOTYT OBITh yJaJIeHBI 0 TPeOOBAHUIO IIPH NEPBOH 3aIIUCH C

BUPTYaIbHON MalllFHBL.

®opMaT «TOJICTOI» MOATOTOBKH THIIA Tomepkka BO3MOXKHOCTEH KITACTEPHU3AIINH, HATIPUMED OTKA30yCTOMINBOCTH.

Eager Zero TIpocTpaHcTBO, HEOOXOMMMOE ISl BUPTYAIBHOTO JUCKA, BBIACISAETCS TIPH CO3IaHUH
BUPTYaIBHOTO JHcKa. Eciii Ha QU3MIECKOM YCTPOWCTBE OCTAINCH JIAHHbBIE, OHU OYIyT
COpOIIEHBI TTOCIIE CO3/IaHNsI BUPTYAIBHOTO qrcka. Co3Ianne IUCKOB B 9TOM (opmare

MO’KET 3aHHMAaTh HAMHOTO OOJIbIIE BpPEMEHHU, YEM CO3JaHUE JUCKOB B JPYTUX (j)opMaTax.

DopMaT «TOHKOI» NMOATOTOBKHU DKOHOMUS MecTa Ha JKEeCTKOM JucKe. [t TOHKOro JIMCKa MOArOTaBINBACTCS CTOIBKO
MPOCTPAHCTBA XPAHUIIUILA JIAHHBIX, CKOJIBKO JIUCKY HEOOXOJAMMO B COOTBETCTBUH CO
3HaYCHHUEM, BHIOpPAHHBIM B KauecTBe pa3Mepa jucka. TOHKHI JIUCK He TpeboBaTeleH K
pecypcam M HCIOJIb3yeT CTOIBKO MPOCTPAHCTBA XPAHUIIMIIA JIAHHBIX, CKOJIBKO HYKHO JIJIS

NE€PBOHAYAJIBHBIX onepaum‘/'l.
Haxwmure knonky Jdasee.

HactpoiiTe mapameTpsl ceT ¥ BBeAUTE NapoJib MMoJb30Barels root.

Ipu Hactpoiike mapameTpoB cetu 1 VRealize Orchestrator Appliance Heo0xoauMo UCTOIb30BATh
nporokou IPv4. Jlnst nactpoiiku konpurypauun DHCP u cratuyeckoii cetr HE0OX0AUMO J00aBUTH [UIst
vRealize Orchestrator Appliance noanoe gomennoe ums (FQDN).

Ecnu B kauecTBe MMeEHH y3I1a, KOTOpoe oToOpaxkaercst B obosouke VRealize Orchestrator Appliance
MOCJIe pa3BePThIBAHUs, YKa3aHo photon-machine, 3nauur, BhIIEYIOMSHYThIE TPEOOBAHKS K KOH(PHUTYpALHU

CCTH HEC BBITIOJIHAIOTCS.

(mononHuTenpHO) Hactpoiite nononHuTenbHble napamerpsl cetu ais VRealize Orchestrator Appliance,

TaKUe Kak BKIIIOYEHHE JJOCTYIa M0 MpoToKoiry SSH.
Haxwmure knonky Jdasee.

O3HaKOMBTECH C COACPKUMBIM CTpaHUIbI TI'oTOBO K BBINOJHEHUIO U HAKMUTE KHOIIKY T'oToBoO.

PesynbraThbl

PaseeptriBanue VRealize Orchestrator Appliance ycnemiso mpoBeieHo.
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CnepytoLme waru

Boiinure B komananyio ctpoky VRealize Orchestrator Appliance B kadectBe nosb3oBatesst root u

yOeInTech, 4TO MOXKETE BBITIOJIHATH MPSIMON Wi 00paTHbIil ipocMoTp DNS.

m  YtoO0s! BBIMONHUTE TpsiMoit ipocmoTp DNS, 3anycrure komanay nslookup FQDN_opxecmpamopa.

Komanna nomwkHa BepHyTh IP-anpec VRealize Orchestrator Appliance.
m  YroObl BEINOJIHUTE 00paTHBIH ipocMotp DNS, BeimonHute komanay nslookup IP-adpec_opkecmpamopa.

Komana fnomkHa BepHYTH MoJIHOE joMeHHoe uMsi VRealize Orchestrator Appliance.

BkntoyeHne vRealize Orchestrator Appliance n nepexop Ha rrnaBHyHO
cTpaHuLy

UYroObI KCITIOJIBL30BaTh aBTOHOMHBIH 3K3eMIusip VRealize Orchestrator Appliance, neodxoaumo cHavasa

BKJIIFOYHTH €T0.

Mpoueaypa
1. Boiinute B VSphere Web Client B kauecTBe aiMuHHCTPaTOpPA.

2. Illenkuure npaBoit kHomKoOU Mbin VRealize Orchestrator Appliance u Boibepure Iluranue >

BrkiaouynTh.

3. B BeO-Opay3sepe mepeiiinTe K ajpecy y3ia BUPTyanbHO# MammHbl VRealize Orchestrator Appliance,

KOTOpast Oblla HacTpoeHa BO BpeMsi pa3BepThiBanus OVA.

https://FQDN_opexcmpamopa/vco.

N3meHeHne cpoka OeicTBUsi Napors nonb3oBaTtens root

Io ymorganuio cpok JeUcTBUs mapodist moib3oBatens root B VRealize Orchestrator Appliance ucrekaer
yepe3 365 nHei.

Heobxognmble ycnosus

m  3arpysute u passepaure VRealize Orchestrator Appliance.

m  VYo6enurech, uto VRealize Orchestrator Appliance naxoaurcsi B pabouem COCTOSIHUH.
Mpoueaypa

1. Boiinute B VRealize Orchestrator Appliance gepe3 SSH B kauecTBe moJib30BaTedisi root.
2. 3Bamycrturte KoMaHay passwd —X uucno_oueiuucno_oueiroot.

3. Yto0bl yBeNMUNTH CPOK ACHCTBUS MAPOIIS MMOIb30BATENsI FOOt 10 OECKOHEUHOCTH, 3aIlyCTUTE KOMaHIY

passwd -x 99999 root.

BkntoyeHne n oTknodeHne goctyna K VRealize Orchestrator Appliance
no nportokony SSH

MoxHO BKIIIOYATh U OTKIIFOYATh noctym k VRealize Orchestrator Appliance no mportokony SSH.
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Heobxoaumble ycnosus
m  3arpysute u pa3Bepuute VRealize Orchestrator Appliance.

m  Y6enutech, uto VRealize Orchestrator Appliance naxonutcst B paboyeM COCTOSHHH.

Mpoueaypa
1. Boiinure B komanaHyto cTpoky VRealize Orchestrator Appliance B kadectse nosb3oBarens root.

2. UYr00bI BKIOYNTH AOCTYI IO poTokoiry SSH, 3amycrute komanay /usr/bin/toggle-ssh enable.

3. Yto0Obl OTKIIOYHTE JOCTYI N0 potokony SSH, 3anmyctute komanay /usr/bin/toggle-ssh disable.
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[lepBnYHaAA HacTpouka

[Ipex e yem MPUCTYNaTh K aBTOMATU3AIIMH 3a/1a4 M YIIPABJICHUIO CUCTEMAaMHU U MPUJIOKCHUSAMH C TIOMOIIBIO
vRealize Orchestrator, Heo6xoauMo 3aaTh HACTPOUKM BHEIIHETO MOCTABIIKKA TIPOBEPKU MOITHHHOCTH C
MOMOIIIBIO LIeHTpa yrpasienus VRealize Orchestrator. Kpome Toro, nenrp ynpasnenus VRealize
Orchestrator MoxHO KCHONB30BATH IS JIOTIOTHUTEIBHBIX 33j1a4 HACTPOMKH, TAKUX KAK yIPaBICHUE
CBCJICHUSMH O JIMIICH3USAX M cepTH(UKaTaxX, yCTaHOBKA MOAKIFOYACMbBIX MOIYJICH M MOHUTOPUHT COCTOSHHSI

kiactepa VRealize Orchestrator.

B 3Ty ri1aBy BXOJST CIEAYIOIINE Pa3IeIibl:

m  Hactpoiika aBroHOMHOTO cepBepa VRealize Orchestrator

m  Brmouenue pynkiuit VRealize Orchestrator ¢ momoripto nurieH3mit
m  [loaxmrouenne 0a3sl nanubx VRealize Orchestrator

m  YmopasieHue cepTupuKaTaMu

m  Hacrtpoiika moakmogaeMeix Moayieit VRealize Orchestrator

m  JloctymHocTh U MacmiTabupyemocts VRealize Orchestrator

m  Hacrpoiika nporpamMMsl yJIydIIeHNs] Ka4ecTBa MIPOrPAMMHOI0 00eCIICUeHHUs

HacTpoika aBToHOMHOro cepBepa VRealize Orchestrator

vRealize Orchestrator Appliance sBasiercst nmpeaBapuTeIbHO HACTPOCHHOW BUPTYaIbHOW MAIIMHOW Ha Oa3e
Photon, oxHako, 4To0bI MONYYUTh AOCTYII K MOJHOMY HaOOpY BO3MOKHOCTEH 1leHTpa yrpasinenus VRealize
Orchestrator u vRealize Orchestrator Client, neobxonumo cHavana 3a7ath KOHQUTypaLUio TTOCTABIINKA

IMPOBEPKU NMOAIIMHHOCTH.

HacTtpoika aBTOHOMHOro cepsepa VRealize Orchestrator ¢ nposepkomn
noanuHHocTu VRealize Automation

Yroosl oaroroButh VRealize Orchestrator Appliance k ucnonb3oBaHmi0, HEOOXOAUMO HACTPOUTH
napaMeTphl y3j1a U MOCTABIIHKA POBEPKU MOTUHHOCTH. MOKHO HACTPOUTH BBITIOJIHEHUE TIPOBEPKU
nouinHHOCTH B VRealize Orchestrator ¢ nomomisio VRealize Automation. [list mpoBepKu MOATMHHOCTH
vRealize Automation cienyer ucnonn3oBath VRealize Automation 8.x.
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Heobxoaumble ycrnosusi

m  3arpysuTe U pa3BepHUTE mocieaHo Bepeuio VRealize Orchestrator Appliance. Cwm. paznen 3arpyska u
passepteiBanue VRealize Orchestrator Appliance.

m  VYcranoBute u HacTpoiite VRealize Automation 8.x. Yoenurecs, uro cepep VRealize Automation
padortaet. Cm. mokymeHTanuto nmo VRealize Automation.

Ecmm IJIAHUPYCTCA CO34aTh KJIIACTEP, BBIITOJIHUTE CICAYIOIINC ,I[CﬁCTBI/IH.

m  Hacrpoiite nojcucreMy OallaHCHPOBKH Harpy3Ku IJIsl pacrpeesieHus Tpadrka Mexa1y HECKOJIbKHUMHU
sk3emmsipamu VRealize Orchestrator. Cum. PykoBojicTBo o Oanancuposke Harpysku s VMware
vRealize Orchestrator.

Mpoueaypa
1. OrkpoiiTe HEHTp ynpaBiIeHus, YTOObI 3aIyCTUTh MACTEP HACTPOMKH.
a) Ilepeiigure mo agpecy https://FQDN_oprecmpamopa/vco-controlcenter.

6) BOfI[[I/ITe B Ka4eCTBE M0JIb30BaTeist root ¢ NOMOIIBIO IMTapoJiA, KOTOpLIﬁ HCIOJIB30BAJICA B IpOLICCCE

passepreiBanns OVA.
2. Hacrpoiite ocTaBIInKa IPOBEPKH MOJTHHHOCTH.

a) Ha crpanune Hacrpoiika mocraBiiuKa NpoBepKH NoAiMHHOCcTH BEIOepuTe VRealize Automation s

PAaCKpPbIBAOIIEMCSI MCHIO Pexxum NMPOBEPKH MOAJITUHHOCTH.

06) B TekcToBOM mosie Anpec y3Ja Beeaute ajapec ysiaa VRealize Automation u naxxmure
HNOAKJOYUTD.

Anpec yana VRealize Automation nomken 6116 B hopmare https://ums_xocma_vra.
B) Ilenknure Ilpunsite ceprudukar.

r) Bseaure yueTHble gaHHBIC Biaaeiblia opranusanun VRealize Automation, or umenn kotopsix Oymet
BBITNIOJIHEHA HacTpoiika VRealize Orchestrator. Haxvure SAPETUCTPUPOBATD.

1) Haxmure COXPAHUTD U3MEHEHMUS.

[osiBuTCS coolrmieHne 00 yCHENTHOM COXPAaHEHUH KOH(UTYpaIvu.
Pesynerathbl

Hacrpoiika cepsepa VRealize Orchestrator Gbuia BbiosHEeHa YCHEIIHO.

CnepytoLme waru
m  [lepeiiaure Ha cTpanuiyy JIuneH3upoBaHue u yoeUTeCh, YTO MOCTABIUKOM JIKICH3UH siBisiercst CSP.

m  [lepeiigure Ha cTpanuny IlpoBepuTh KoHUTypanuio 1 yoeauTeCh, YTO y3€Jl HACTPOEH MPABHIILHO.

Ipumeuanue Ilociie HACTPONKHK MMOCTABIIKMKA MPOBEPKH MOATHHHOCTH cepBep VRealize Orchestrator
Oy/ieT aBTOMaTHYECKH Iepe3arpyken yepe3 2 MUHYThl. Eciu mpoBepuTh KOHDUTYpAIUIO cpa3y mocie

MPOBEPKH MOUIMHHOCTH, MOKHO MOJIYYUTh HEIOMYCTUMOE COCTOSIHIE KOH(UTrypaimu.

VMware, Inc. 24


https://docs.vmware.com/ru/vRealize-Orchestrator/8.0/vrealize-orchestrator-80-loadbalancing-guide.pdf
https://docs.vmware.com/ru/vRealize-Orchestrator/8.0/vrealize-orchestrator-80-loadbalancing-guide.pdf

VeranoBka n Hactpoiika VMware vRealize Orchestrator

HacTtpoika aBTOHOMHOro cepsepa VRealize Orchestrator ¢ npoBepkomn
noanMHHocTn vSphere

s peructpanuu cepepa VRealize Orchestrator na cepsepe vCenter Single Sign-On wucrosb3yercs: pexum

npoBepku nojnmuHHOCTH VSPhere. TIpoeepka nommmuHoctn VCenter Single Sign-On moaaep:xuBaeTcst B

vCenter Server 6.0 u 6ojce MO3AHUX BEPCHI.

Heobxoanmble ycrnosus

3arpys3uTe U pa3BepHUTE HOCIeAHIO Bepeuio VRealize Orchestrator Appliance. Cwm. pasmen 3arpyska u

passepteiBanue VRealize Orchestrator Appliance.

VYcranosute u HacTpoiite vCenter Server, npensapurensho 3amyctu VCenter Single Sign-On. Cwm.

TOKyMeHTaruro mo vSphere.

Ecnu mutanupyetcst co3aTh KIacTep, BBITOIHUTE CISAYIOMNe ASHCTBHS.

Hacrpoiite noacucremy 6anaHCHpOBKH HArpy3KH JUIsl paclpeesieHus TpadruKka MEXIy HECKOJIbKUMA

sx3eMisipamu VRealize Orchestrator. Cm. PykoBosctso no 6anancuposke Harpysku mist VMware

VvRealize Orchestrator.

Mpoueaypa

1.

OTKpoOHTE LEHTp YHPaBICHHUS, YTOOBI 3aIlyCTUTh MacTep HACTPOHKH.

a)
0)

[epetinute no aapecy https://FQDN_oprecmpamopa/vco-controlcenter.

BoiiguTe B kauecTBe M0JIb30BaTeNsA OOt ¢ MOMOLIBIO [1apoJIsl, KOTOPBIM UCIOIB30BAJICS B IIPOLIECCE

pasBeptbiBanust OVA.

Hacrpolite nocraBimyka IpoBEepKU MOAIUHHOCTH.

a)

6)

B)

Ha crpanune Hacrpoiika mocraBuinka npoBepKH MoUVIMHHOCTH BeiOepuTe VSphere B

packpbIBaroLieMcst MEHIO PeskuM NpoBepKH MOJJIUHHOCTH.

B texcToBoM moie Aﬂpec y3J1a BBCIUTE MOJTHOC JOMECHHOC UM WA IP—a,upec SK3CeMILIgpa

Platform Services Controller, coaepxaiero vCenter Single Sign-On, u Haxxmute [oAKIIOYUTD.

Ipumeuanune [Ipu ucnonp30BaHUU BHEIIHEro koHtposepa Platform Services Controller wnu
HeckolbKuX dK3eMInisipoB Platform Services Controller ¢ noxcucremoii 6anaHCUpOBKH HArpy3Ku
HEO00XO0IMMO BPYYHYIO UMIIOPTHPOBATH CEPTHMUKATHI BCEX ITUX KOHTPOIUIEPOB, HMEIOIIHUX JOCTYII K
nomeny vCenter Single Sign-On.

IMpumeuanne YToObI MHTETPUPOBATH C HACTPOEHHOU cpenoit VRealize Orchestrator apyroii kiueHT
vSphere Client, neobxoaumo HacTpouTh B VSphere ucnonb3oBanue Toro e Koutposuiepa Platform
Services Controller, 3apeructpuposantoro B VRealize Orchestrator. Jlns cpen vRealize
Orchestrator ¢ BBICOKOI JOCTYITHOCTHIO HEOOXOIUMO PEILTHIIMPOBATH dK3eMILsipel PCS,

UCIIOJIb3yeMbIE C CEPBEPOM IOJICHCTEMbI OallaHCUPOBKU Harpy3ku VRealize Orchestrator.

O3HaKOMBTECH CO CBCJACHUAMU O CepTI/I(bI/IKaTe NocCTaBUIMKa MNPOBEPKU MOIJIMHHOCTU U HAKMUTE

IpunsaTs cepruduxar.
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r) Beenmure maHHbIC y4eTHOH 3amKCH JOKAIbHOTO aqMUHUCTpaTopa s goMena vCenter Single Sign-On.

Haxxmure BAPET'MCTPUPOBATD.

B kauecTBe y4eTHO# 3amucH 1Mo yMOJIYaHuo ucronbdyercs administrator@vsphere.local, a B

KauecTBe MMEHH apeHJaTopa o ymondanuio — vsphere.local.

1) B texcroBoM nosie I'pynma aiMMHUCTPATOPOB BBEIUTE UMsI TPYIIITbI aJIMUHUCTPATOPOB U HAKMUTE
IMOUCK.

Hampuwmep, Beenure vsphere.local\vcoadmins
e) BriGepure rpymmy aIMHHACTPATOPOB.
k) Haxvure COXPAHUTH U3MEHEHMUSI.

IMosiBuTCS cOOOIICHHE 00 YCIICITHOM COXPAHCHUN KOH(PUTYpAIIHH.

Pesynerathl

Hacrpoiika cepsepa VRealize Orchestrator 6buia BbiloHEHa YCHEIIHO.

CnepytoLme waru

m  [lepeiinure Ha cTpanuny JIMeH3upoBaHHe U YOSIUTECh, UYTO OCTABIINKOM nuiieH3nn spisieTcs CIS.

m  [lepeiinure Ha ctpanuny [IpoBepuTh KoHUTypanuio u yoeauTeCh, 4To y3eJl HACTPOEH MPaBHIILHO.
IMpumeuanune Ilociie HACTPOWKHM MOCTABIIMKA IPOBEPKH MOUIMHHOCTH cepBep VRealize Orchestrator

Oy/ieT aBTOMaTHYECKH Iepe3arpy’KeH yepe3 2 MUHYThl. Eciau mpoBepuTh KOH(UTypanuio cpasy mnocie

MPOBEPKH MOUIMHHOCTH, MOKHO MOIyYUTh HEIOMyCTUMOE COCTOSIHIE KOH(UTrypannu.

BkntoyeHne doyHkumnm vRealize Orchestrator ¢ nomoLbto
NMLUEeH3nn

Hocrtyn k onpenenennsiM Gyukiusm VRealize Orchestrator 3aBucut oT nuieH3un, MpUMEHsIeMO K
pas3BepthiBanuio VRealize Orchestrator.

IMoce mpoBepkH MOUITMHHOCTH dKk3eMIusipy VRealize Orchestrator nasznavaercs nuieH3ust Ha OCHOBE
MOCTABIMKA TIPOBEPKH MOATMHHOCTH. JIMIIEH3UH KOHTPOIUPYIOT JAOCTYI K cieayomum GyHkimsam VRealize
Orchestrator:

m  Unrerpamus Git
= VYrpaBieHUE posIMU
m  [lomnepxka Heckonbkux s3bikoB (Python, Node.js u PowerShell)

Jluuensuto cepsepa VRealize Orchestrator MoxHo u3MeHHTh BpyuHYIO Ha cTpaHuile JIMIEH3uu B IIEHTpe

yIpaBJIeHUs.
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Iloanepikka HECKOJIbKUX

IIpoBepka MOAJIHHHOCTH JInnensus Hurerpanus Git YnpasJjieHue posiMmu A3BIKOB
vSphere vSphere Her Her Her
vSphere VRealize Jla Jla Jla
Automation/vRealize
Suite
vRealize Automation VvRealize la VipaBieHue poisimMu la

[MogkntodyeHne 6a3bl gaHHbIX VRealize Orchestrator

Cepgepy VRealize Orchestrator neodxonnma 6a3a TaHHBIX JUIsS XpaHEHHs HHPOPMAIIHH.

Automation/vRealize
Suite

OCyIHCCTBJ'ISICTCﬂ u3
ak3eMIuIpa VRealize
Automation,
HCHOHbSyCMOFO A1
HpOBCpKl/I IOAJIMHHOCTH
vRealize
Orchestrator.

B passepreiBanue VRealize Orchestrator Appliance Bxoaut npeBapuTeibHO HACTPOCHHAs 0a3a JaHHBIX

PostgreSQL, kotopas ucnosb3yercs cepepom VRealize Orchestrator mist xpaHeHus: 1aHHBIX.

Bbaza mannpix PostgreSQL HemocTymHa IS MOTB30BATEIICH.

YnpasrneHue ceptndmkatamm

Ceprudukar, BbIIAaHHBIH 1JIs1 KOHKPETHOTO CEpBEPa U COACPIKAIIUI CBeICHUS 00 OOIIEAOCTYITHOM KITFOYE cepBepa,

MO3BOJISIET MOJIIKUCATh BCE 3JIEMEHTHI, co3anHbie B VRealize Orchestrator, u rapantupoBarh MOJIHHHOCTb.

Korpa xiueHT nosy4aer 3JeMeHT ¢ cepBepa (00BIYHO 3TO MAKET), OH MPOBEPSIET Ballle YAOCTOBEPEHHE U

OIIPCALIIACT, MOXHO JIM NOBEPATH Bamen IIOAIINCH.

m  VYpasieunue ceprudukaramu VRealize Orchestrator

Ceprudukaramu VRealize Orchestrator moxuo ympasisith Ha ctpanuiie CepTH(HUKATBI B IICHTpE

ynpasienus: VRealize Orchestrator wiu B VRealize Orchestrator Client ¢ momoripro padounx

nporieccoB ¢ TeroM SSL_Trust_Manager.

YnpasrneHue ceptudmkatamm vRealize Orchestrator

Ceprudukaramu VRealize Orchestrator moxno ympasisith Ha crpanuiie CepTH(GUKATBI B [IGHTPE YIPABICHHs

VRealize Orchestrator wim B VRealize Orchestrator Client ¢ momoripio pabovux MpoIeccoB ¢ TeroMm

SSL_Trust_Manager.
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NmnopT ceptudmkara B xpaHunuule gosepust Orchestrator

Lentp ynpasnenus VRealize Orchestrator ucnons3yer 6e3onacHoe coeuHeHne sl 0OMeHa JTaHHBIMH C
vCenter Server, cucremoii ynpasieHus pessiinonHbiMu 0a3amu nanubix (PCYB/), LDAP, eauHbiM BXOIOM 1
npyramu cepBepamu. Tpedyemsrit ceptudukar TLS moxuOo nmnoptupoBaTth n3 URL-anpeca wmu daiina B
konupoBke PEM. Kaxaplii pa3, korja Tpedyercst HCIoIb30BaTh | LS-MOIKIIIOYEHHE K K3EMIUISIPY CepBepa,
HYKHO MMIIOPTHPOBATh COOTBETCTBYIOIMH cepTrdukar TLS Ha Bkianke /loBepeHHbIe cepTHHUKATHI CTPAHUIBI

CepTuduraTsl.

Ceprudukar TLS moxHo 3arpy3uts B VRealize Orchestrator uz URL-anpeca wnu daitna B komuposke PEM.

ITapamerp Onucanne

Hmmnopt u3 URL-agpeca niu URL-aznpec ynaaeHHOTO cepBepa:
URL-anpeca npokcu-cepsepa  https: // IP-adpec_cepsepa wn IP-adpec_cepeepa inopm

Hmmnopr u3 daiina VYkaxwure myTh K (aiiny ceprudukara B koxuposke PEM.

IMpumeuyanune Kpome TOro, MOKHO MMIOPTHPOBATh JOBEPEHHbINH cepTU(UKAT, 3aIlycTHB padouunii nporecc
Hmmnopt noBepenHoro cepruduxara u3 ¢paiizia B VRealize Orchestrator Client. ®aiin,

HUMIIOPTUPOBAHHBIN ¢ MOMOIIBIO 3TOro padodero mporecca, J0JDKeH ObITh 3aKkoanpoBal B Gpopmare DER.

JononnutensHble CBeJCHUS 00 IMIOPTE cepTU(HKATOB ¢M. B paszaene VmMmopT noBepenHoro ceprudukara B

LEHTPE yIpaBJICHUS.

Ceptudpumkat nognucu naketa

[Maketsl, skciopTHpyeMble ¢ cepBepa VRealize Orchestrator, nonyuator undposyto noamnucs. Ceprudukars!,
UCIIOJIB3YEMBbIC JUIS MTOJIIUCH TTAKETOB, MOYKHO UMIIOPTHPOBATh, SKCIIOPTUPOBATH U CO3/[aBaTh CAMOCTOSTEIBHO.
CepTtudukarsl OJIMUCH TTakeTa — 3T0 Gopma UPpPoBoOH MACHTUDUKAIIH, KOTOPAst UCTIOIB3YETCS IS

obecrieucHHs 3amU(pPOBAHHOTO COSAUHEHHS U moanucy nakeroB Orchestrator.

vRealize Orchestrator Appliance BkioJaer cepTU(HUKAT MOANMCH TaKeTa, KOTOPBIH CO31aeTCs
ABTOMATHYECKH HA OCHOBE HACTPOEK CETH YCTPOUCTBA. [Ipu M3MEHEHUH MapaMeTpPOB CETH YCTPOHCTBA
HEO0O0XO0IMMO BPYYHYIO CO3/1aTh HOBBIN cepTH(HHKAT T MOANMKCH makera. [locie co3aanus HOBOTO cepTH(hHUKaTa

IMOAIUCH IMAaKETa BCC MOCICAYIOMINEC IKCIIOPTUPYCMBIC IMAKCThI 6y[lyT IIOAIMHCBHIBATECS HOBBIM CepTI/Iq)I/IKaTOM.

CosgaHue HacTpanBaemoro ceptudumkara TLS ans vRealize Orchestrator

C nomompto VRealize Orchestrator Appliance moxHO co3nate HOBBIN cepTuduKar TLS i cpeapl uin

3a/1aTh CYIIECTBYIONII HACTPpAaUBACMBIil CepTH(HKAT.

B VRealize Orchestrator Appliance umeercst ceprudukar TLS, KOTOpBIN CO3/aeTCsl aBTOMATHYECKH B
COOTBETCTBUU C CETEBBIMHU HacTpoilkaMu ycTpoiicTBa. IIpn U3MEHEHUH CETEBBIX HACTPOEK yCTPOMCTBA
HEOOXOMMO CO3/1aTh HOBBIH cepTH(UKAT BpyUHYI0. MOXKHO CO3/1aTh LIEMIOYKY CEPTU(HHUKATOB, YTO 0OECTICYHUT
mrpoBaHUE CBSA3M M NPEJOCTABICHUE MOAMUCH JUTs NakeToB. OHAKO MOJydaTeslb HUKaK He CMOXKET IIPOBEPHTD,
YTO CaMO3aBEPEHHBIN MAaKET B CaMOM JieJie OBl BbIIaH BalllM CEPBEPOM, a HE TPEThEel CTOPOHOM, BBIJAIOIIEH
ce0st 3a Bac. UTOOBI T0Ka3aTh MOIMHHOCTD CepBepa, UCHONIB3YiTe cepTH(UKAT, TTOIINCAHHbBINH IEHTPOM

ceprudurarmu (L[C).
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VRealize Orchestrator co3naer yHUKaNIbHBIH cepTUUKAT cepBepa [isl Balliei cpe/ibl. 3aKpPBITHINA KITIOY
XpaHuTcs B Tabauie vmo_keystore 0a3el qanubix VRealize Orchestrator.

Ipumeuanne CaeneHus o ToM, Kak 3anath B VRealize Orchestrator Appliance ucnons3oBanue
CYIIECTBYIONIETO HACTpanBaeMoro ceptudukara TLS, cM. B paszene YCTaHOBKA HACTPANBACMOTO cepTH(hUKATA
TLS nnsa vRealize Orchestrator.

Heobxognmble ycnosus

VYoenurech, uro s VRealize Orchestrator Appliance Bxiouen poctyn 1o nporokony SSH. Cwm. pasznen
Brirouenue u otkimroueHue goctyna k VRealize Orchestrator Appliance no mpotokoiry SSH.

Mpoueaypa

1. Boiigure B komanaHyio ctpoky VRealize Orchestrator Appliance no mporokony SSH B kauectse

ronb3oBarens root.
2. Bemonnute komanay vracli certificate ingress —-generate auto --set stdin.

3. UYroObl npuMeHHTh HacTparBaeMblil ceprudukar k VRealize Orchestrator Appliance, 3anycrure

CIICHapUi pa3BepTHIBAHUS.

a) Ilepeitmute B xatamor /opt/scripts/.
cd /opt/scripts/
6) 3amycrure cueHapwuii . /deploy.sh.

Ba:xuno! He mpeprIBaiiTe BBITIOTHEHHE CIIeHAPHs pa3BepThIBaHUS. [locie 3aBepIeH s BHITTOTHEHNS

ClICHapud MOABUTCA CIICAYIOICC COO6III€HI/IGZ

BBonnas WacTh HporpaMMbl YCIEIIHO pa3BepHyTa. UToOBI MONy4YHMTH AOCTYyI, MHepeiigute o ampecy

aopec_opkecmpamopa

CnepytoLme waru
YT10OBI IPOBEPHUTH, MPUMEHSIETCS JIH HOBAs IETIOYKa cepTU(UKATOB, 3amycTuTe Komanay vracli certificate

ingress —--list.

YctaHoBKa HacTpamBaemoro ceptudukata TLS gna vRealize Orchestrator
Ycranosute HactpauBaembiii ceprudukar TLS mis VRealize Orchestrator Appliance.

B vRealize Orchestrator Appliance umeercs cepruduxar TLS, KOTOPBIH cO3AaeTCsI aBTOMATHYESCKH B

COOTBETCTBUU C CETEBBIMU HACTPOMKaMHU yCTpOMICTBaA.
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B VRealize Orchestrator Appliance MoxHO HACTPOUThH HUCIOJIB30BAHKE CYIIECTBYIOIIETO HACTPAUBACMOTO

ceprudukara TLS. MoxxHO 3a7aTh cepTuHKar myTeM UMIOpTa cOOTBeTCTBYyOMIEero (aitna PEM ¢ nokansHoro
koMmrbroTepa B VRealize Orchestrator Appliance. Kpome Toro, MoXHO 3a/1aTh HACTpaUBaeMblii cepTH(HUKAT
TLS nmytem KonupoBaHMs [ETOYKH cepTurKaroB HerocpeacTBeHHo B VRealize Orchestrator Appliance. B
000uX ciydasx motpedyeTcs 3amycTuTh cueHapuii . /deploy . sh nepen ucnons3oBaHneM HOBOTO cepTH(HKATA

TLS B pa3zsepreiBanuu VRealize Orchestrator.

CaezieHMs 0 CO37IaHUM HOBOT'O HacTpanBaemoro ceprudukara TLS cM. B pazaene Coszjianie HacTpauBaeMoro
ceprudurara TLS ms VRealize Orchestrator.

HeobxoauMble ycnousi

m  VYo6enurecsh, uto s VRealize Orchestrator Appliance Birouen goctyn o npotokoiny SSH. Cwm. pasznen
Brurouenue u otkimouenue gocryna k VRealize Orchestrator Appliance no nporokory SSH.

m  VOenurech, uto ¢aiin PEM, conepxammii ceprudukar TLS, copepxut clieayomre KOMIOHEHTHI B
YKa3aHHOM TOPSIIKE:

a) 3aKpBITHIN KITIOY T cepTU(UKATA;
0) ocHOBHOU cepTH(UKAT;

B) €CIIM IIPUMEHHMO, ITPOMEXKYTOUHbIN cepTudukar uiu ceprudukarel nentpa ceprudukarmu (Certificate
Authority, CA);

T) KOpPHEBOU cepTU(UKAT ICHTPA CePTUDUKAITIH.

Hanpumep, ceptudukar TLS MOXET UMETh CIIEAYIONIYIO CTPYKTYPY:
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Mpoueaypa

1.

3anaiite ceprudukar myrem ummnopra ¢paitna PEM B VRealize Orchestrator Appliance.

a) Wwmmoprupyiite ceptudukar PEM c nokanbHOT0o KOMIbIOTEpa, 3aIlyCTHB KOMaH Iy 0€3011acHOTO
kormpoBanus (SCP) u3 o6oouku SSH.
B Linux mosxHo ucronb3oBath komanay SCP tepmunana:
scp ~/PEM_local_filepath/your_cert_file.PEM root@orchestrator_FQDN_or_IP:/
PEM_orchestrator_filepath/your_cert_file.PEM
B Windows mosxHo ucnonb3oBaTh komanay PSCP kinuenta PUTTY:
pscp C:\PEM_local_filepath\your_cert_file.PEM root@<orchestrator_FQDN_or_IP>:/
PEM_orchestrator_filepath/your_cert_file.PEM
6) Boiigure B komaHHYI0 cTpoky VRealize Orchestrator Appliance no nporokony SSH B kauecTBe
nojab3oparens root.
B) Brimonnute komanay vracli certificate ingress —-set ¢aiin_cepmugpuxama.PEM.
2. (nmomoyHUTENHHO) 3amaiiTe cepTUUKAT ITyTeM KOIMMPOBAHUS IIETTOYKH CEPTUPUKATOB HETIOCPEICTBEHHO B
YCTPOMCTBO.
a) Boiigure B komanaHyio ctpoky VRealize Orchestrator Appliance no nporokony SSH B kauectBe
noJjb3osarens root.
6) Bemmonnute komanay vracli certificate ingress —-—set stdin.
B) CkonupyiiTe U BCTaBbTE LIEMOYKY CEPTUPHUKATOB U HAXKMHUTE KoMOMHanuto knasui CTRL+D.
3. Yro0Obl npuMeHHUTH HOBBIN cepTudukar TLS, 3amycTure clieHapuii pa3BepThIBAHMS.
a) Ilepeitmute B xatamor /opt/scripts/.
cd /opt/scripts/
6) 3amycrure cueHapwuii . /deploy.sh.
Ba:xuno! He mpepsIBaiiTe BBITIOTHEHHE CIIEHAPHUs pa3BepThIBaHUA. [locie 3aBepIeHus BBITOTHEHUS CIICHAPHS
MOSIBUTCSI CJICAYIOIICE COOOIICHME:
BBozHas 4acTe HPOrpamMMbl YCHEIIHO pa3BepHyTa. Jlus monydeHus ocTyma mepeiianre mo aapecy https://
FQDN_opxecmpamopa
PesynbraThbl

Hacrpausaewmbiii cepruduxar TLS nns VRealize Orchestrator Appliance ycnenrso ycraHoBeH.

Cnegytowme waru

YT0OBI IPOBEPHTH, MPUMEHSIETCS JIH HOBas IIEMOYKa cepTH(HHUKATOB, 3amycTuTe KoManay vracli certificate

ingress —-list.
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MMnopT goBepeHHoro ceptudmrkarta B LEHTPE yrnpaBreHus

Jist 6e3omacHoro oOMeHa JaHHBIME C APYTHUME cepBepamu cepep VRealize Orchestrator nomxen umersb
BO3MOKHOCTb ITOJITBEPIUTH CBOIO MOUIMHHOCTb. [1J1s1 3TOW LIes MOXKET MOTPe0OBaThCsl UMIIOPTUPOBATH
ceprudukar TLS ynaneHHoro oobekra B xpanunuiie goBepus VRealize Orchestrator. UroOsl 3aBeputh
cepTu(UKaT, €ro MOKHO UMIIOPTHPOBATh B XPaHWINIIE AOBEPHsl, ITOJKIIOYUBLINCE K onpeneienHomy URL-

azpecy Jau00 HampsMy¥o B BuZe Qaiina ¢ KogupoBkoir PEM.

Mpoueaypa
1.  Bemonnute Bxox B LleHTp ympaBieHus B KauecTBe NPHUBUJIETHPOBAHHOIO MoJib30BaTeisi root.

Ilepeiinure Ha cTpanuny CepTudukarsl.

Bribepute JloBepeHHble cepTH(UKATHI 1 HAXMUATE UMIOPTHPOBATH.
YroOb! uMIiopTupoBats cepruduxar u3 daiina, Beibepure Umnopr u3 ¢aiia B konuposke PEM.
[epetinure k Qaiiny ceptudukata u HaxmMuTe IMIOpTHPOBATS.

Yroos! ummnoptupoBats cepruduxar ¢ URL-anpeca, Boibepure UMmmoptupoBats ¢ URL-agpeca.

N o o s w N

Beenute URL-anpec, rae xpanurcs ceptudukat, u HaxMuTe IMNoOpTHPOBATS.

PesynbraThl

Ceprudukar yIajieHHOro cepBepa yCIenHO UMIIOPTUPOBaH B xpaHuiuiie nosepus VRealize Orchestrator.

Hactpownka nogkntodaembix mogyrnen vRealize Orchestrator

Toaxmouyaembie moayiau VRealize Orchestrator o ymonuanuio HaCTPaUBAIOTCS C MOMOIIBIO CIIEIIUATBLHBIX
pabouux mporeccos, BeimoyiHseMbix B VRealize Orchestrator Client.

vRealize Orchestrator Appliance npenocrasisier 10CTyI K TOTOBOH OMOIHOTEKE MOKII0YaEMbIX MOJYJIEH 110
yMour4anuio. st HACTPONKH 3TUX MOKIII0YAaeMbIX MOAYJICH 110 YMOIYaHUIO MOXKHO 3aIlyCcTHTh U3 VRealize

Orchestrator Client npenna3naueHHble it HUX pabOYUe MPOIECCHI.

Hanpumep, npu BBozie TeroB AMQP u Configuration B TeKCTOBOM MoJie IOUCKa OUOIMOTEKH pabounx
MPOIIECCOB OY/IET BHIMOJIHEH MOUCK PabOUMX TPOIIECCOB, KOTOPBIE UCIIONB3YIOTCS sl YIIPABJICHUS OpOKepaMu 1

noanuckamu AMQP.

YnpaBneHue noaknovaemMbiMn moaynsamm VRealize Orchestrator

Ha crpanune Ynpasiienne noak/iIo4aeMbIMi MOAYJISIMHU LieHTpa yrpasienus VRealize Orchestrator moxuzo
MPOCMOTPETh CITUCOK BCEX TMOJKII0UAeMbIX MOJIYJIei, ycranoBleHHbIX B VRealize Orchestrator, u Boinonnuth

OCHOBHBIC OIICpally yIIpaBJICHUS.

YcTtaHoBKka unv obHOBEHNE NOAKNI0YaeMoro Moayns

[Moaxmouaembie Moy VRealize Orchestrator nossosstor cepsepy VRealize Orchestrator Beimonusts
MHTETPAIMIO C IPYTUMHU porpaMMHBIME npoaykTamu. VRealize Orchestrator Appliance Bkmovaer B ceOst
HA0Op MPEIBAPUTEIILHO YCTAHOBICHHBIX MOAKIOYaEMbIX MOy e, Bo3amokHocTH miaTdopmbl VRealize

Orchestrator moxHO JAOMOJIHUTCIIBHO paClIuPpUTh, YCTAHOBUB HACTPAUBACMBIC MTOAKIIOYACMbIC MOYJIN.
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[oaxnroyaemMbie MOIYIH MOXKHO YCTAHOBHTH HJIM MOJICPHU3UPOBATh HA CTPAHUIC YTIpaBJieHHEe
NojJKJII4YaeMbIMU Moy isiMu B VRealize Orchestrator. TTonaepxusaembie Gpopmatsr daitnos: VMOAPP u DAR.
®aiin VMOAPP moxeT cozepxarh B cede Habop 3 Heckoyibkux (aiisioB DAR, 1 ero MOXKHO yCTaHOBHUTD Kak

IMMPUIIOKCHUC. ®daiin DAR COACPIKUT BCC PCCYPChI, CBA3aHHBIC C OAHUM MOAKIIIFOYaCMbIM MOAYJICM.

IMpumeuanne IIpennourutenbHbiM hopmaToM daiiia i NoAKIYaeMbIx Moaylieit VRealize Orchestrator
spisieres VMOAPP.

JlononHuTenbHble CBEJCHUS 00 YCTaHOBKE U MOJICPHHU3AIIMH TO/IKII0UaeMbIx MoayJieit VRealize Orchestrator

CM. B pa3zenie YcTaHOBKa M 0OHOBJIEHHE MOJIKIII0YaeMoro moayisi VRealize Orchestrator.

M3meHeHVe ypoBHSI BEAEHMS XKypHana noakniyaemMbix Moaynen

BMmecTo u3MeHeHHs1 YpoBHs BeJeHus xkypHaia a1 VRealize Orchestrator MoxxHO U3MEHHTH 9TO 3HAUYCHHE
TOJIBKO ISl OT/AENBHBIX MOJKII0YaeMbIX MOJYJIEH.

OTkntoYeHre NoaknyYaemMoro Mogyns

YUTOOBI OTKIIFOUNATH MOIKITIOYAEMBIH MOy, CHUMUTE (PIIakKOK BKIIOYHMTH MOAK/II0OYAEMBIHi MOYJIb PIIOM C €r0o

HMEHEM.
[Tpu sToM (aits moAKIII0IaeMOro MOILyJIsl HE ynansercs. JJonoaHnTenbHbIe CBEICHNS 00 yOaICHUH

HOAKIII0YaeMbIX Moaylieil u3 VRealize Orchestrator cm. B paznene Y nanenne mojikirouaeMoro MoIyJis.

YctaHoBKa 1 06HoBreHWe noakrtoyaemoro moayns vRealize Orchestrator

HOL[KJ'HO‘-IaeMBIe MO,HyJ'II/I CTOpOHHI/IX paSpa60T‘II/IKOB MOXHO yCTaHaBJ‘II/IBaTL 158 06HOBJ‘IHTB B HeHTpe praBJ‘ICHI/IH
vRealize Orchestrator.

HeobGxoaumble ycnosus

3arpysute ¢aiin .dar wim .vmoapp MOAKII0YaeMOr0 MOMYJIS.

Mpumeuanue IIpeanoururensubiM Gopmarom (aitna uis moakiI0YaeMbix Moaysieii VRealize Orchestrator
ssisieres VMOAPP.,

Mpoueaypa

1. BoiiguTe B IeHTp ynpaBjieHHsI OT UIMEHH IOJIb30BaTels root.

2. [lepeiigure Ha cTpanuily YnpasJjeHHe NOAKIIOYAeMbIMH MOIYJISIMU.

3. Haxwmure kaonky O0630p u Beidoepute dhaiin .dar win .VMOapP MoaKIF0YaeMOro MOIYJIs, KOTOPBIi

HEOOXOIMMO YCTaHOBHTH WJIH OOHOBUT.
4. Ilenxuute OTNPABUTH.

5. HpI/I HGO6X0,HI/IMOCTI/I O3HAKOMBTECh CO CBEACHUAMU O NOAKIHOYAaeMOM MOAYJIC, HPUMUTE JIMIICH3UOHHOC

COrJIaI€HNUE C KOHCYHBIM ITOJIB30BATEIIEM U HAXXMHUTE KHOIIKY YcTaHOBHTS.

Ioaxnroyaemblid MOy b OyICT yCTAHOBJICH WM OOHOBIICH, a ciyx0a cepepa VRealize Orchestrator

OyzeT mepesamnyuieHa.

VMware, Inc. 33



VcranoBka u Hactpoiika VMware vRealize Orchestrator

CnepytoLme waru
Yo6emutech, 9TO Ha CTpaHUIC Y NpPaBJeHUe MOIKIIYAeMbIMH MOIYJIAMHU YKa3aHBI TPABUIHHBIC CBEICHUS O

MOJAKIIOYaEMOM MOAYJIC.

YaaneHue nogknto4yaemoro Moayns

[Moaxirouaembie MOJIYJIM CTOPOHHUX pa3pabOTYMKOB MOKHO ynanuth u3 VRealize Orchestrator Appliance ¢

MIOMOIIBIO LIEHTPA yIPABIICHUSL.

Ipumeuanne Hauunas c VRealize Orchestrator 8.0, Goinbie He TpeOyeTcst BpyUHYIO YAaJsTh HaKeThl
nojKIIYaeMbIx Mofyieit u3 VRealize Orchestrator Client.

Mpoueaypa

1. Boiigure B IEeHTp yIpaBICHUS OT IMEHH I0JIb30BaTelNs root.

2. BriGepure YnpasiieHue noaK/I04aeMbIMH MOTYJISIMU.

3. Haiigure noakiro4aeMblii MOJTYJIb, KOTOPBIA HEOOXOAUMO YAAIUTh, U MICIKHUTE 3HAYOK yaaneHus ().

4. TloarBepauTe yaleHHUE IMOAKIIOYAEMOT0 MOAYIISL U HAKMUTE KHOMIKY YAAJIUTh.

Pesynerathl

[Moaxmouaemblii Moysb yaaneH u3 VRealize Orchestrator Appliance.

[ocTynHocTb 1 maclutabupyemocTtb VRealize Orchestrator

YroObl TIOBBICHTH AOCTYIHOCTH Ci1y)0 VRealize Orchestrator, 3anycrute HECKOIBKO 9K3EMILISIPOB CEPBEPOB
VRealize Orchestrator B kiacrepe ¢ obuieii 6a3oit nannbix. VRealize Orchestrator paboraer kak equHbIi

OK3EMIUIAP A0 TEX 1HOP, IIOKAa OH HE 6yI[GT HACTPOCH AJIA pa6OTBI B KJIaCcTEpe.

Knactep vRealize Orchestrator

Heckonbko sx3eMiuisipoB cepepa VRealize Orchestrator ¢ ogunakoBsiME KOHPHUTYpALUSIMU cepBepa u

HOJKIII0YaeMbIX MOyJIeil paboTaroT COBMECTHO B KJIaCTEPE U MCHOIb3YIOT OfHY 0a3y JaHHBIX.

Bce sx3emiuisipsl cepepa VRealize Orchestrator ooMenuBaroTes apyr ¢ IpyroM JaHHBIME [TyTeM OOMeHa
TaKTOBBIMH MMITyJIbcaMu. Kaskplii TaKTOBBIN UMITYJIbC — 3TO BPEMEHHAas METKa, KOTOPYIO y3ell 3aliChIBACT B
o0mryro 0a3y JaHHBIX KJacTepa yepes OlpeeICHHbIC HHTEPBAIBI BpeMeHH. [Ipo0iieMbl ¢ CeThi0, HEOTBEUYAIOLINIA
cepBep 0a3bl JaHHBIX WK MEpErpy3Kka MOXKET IMPUBECTH K 3aBHCaHUIO y3ia kiacrepa VRealize Orchestrator.
Ecinn aktuBHBIN 3k3eMIisIp cepBepa VRealize Orchestrator He MoXeT OTIIPaBUTh TAKTOBBIM UMITYJIEC B TCUCHHUE
BPEMEHHU OXKHJIAHUS aBAPUITHOTO TIEPEKIIIOUEHHSI, TO OH CUNTAETCS HEOTBEUYaroUMM. Bpems oxuanus aBapuitHOTo
NEePEKITIOYCHHS PABHO 3HAUYCHUIO HHTEPBaJla TAKTOBOI'O UMITYJIbCA, YMHOKCHHOMY Ha KOJMYECTBO TAKTOB
ABapUMHOI0 MEPEKIIIOUYEHHS. JTOT MapaMeTp CIYXKUT ONpe/ICIICHHEeM HEHA/Ie)KHOTO y3J1a U MOXKET ObITh HACTPOCH

B COOTBCTCTBHUU C NJOCTYIIHBIMHU pECypCaMn U HpOHBBO,I[CTBeHHOﬁ HaFPYSKOﬁ.
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Korna y3en vVRealize Orchestrator tepsier nmojxmodenue k 06a3e JaHHBIX, OH TIEPEXOAUT B PEXKUM OXKHUIAHUS U
OCTaeTCsl B HEM, TT0Ka MOJAKIIOUCHNE He OYZET BOCCTaHOBJIEHO. J[pyrue y3ibl B KIacTepe MepexBaThIBAIOT
KOHTPOJIb HaJl aKTUBHOM paboToii, BO30OHOBIISISI BCE MTPEPBaHHbIC padOvHe MPOLECCHl U3 MOCIEIHNX
HE3aBEPIICHHBIX IEMEHTOB, TAKUX KaK 3a/1a4H, BBITIOJIHSEMbIE C TOMOIIBIO CIICHAPUEB, MM BBI30BBI PaO0OUNX

IMPOIECCOB.

Cocrosinue knacrepa VRealize Orchestrator moxHo oTciexuBaTh Ha CTpaHUIe YTNpaBlieHHEe KJIacTepoM
Orchestrator B nienrpe ynpasnenust VRealize Orchestrator. Ha stoit cTpanuiie Takske MOKHO HACTPOUTH
HIEPUO/T TAKTOBOTO MMITYJIbCA KIIACTEPA, KOJINYESCTBO TAKTOB aBAPHUITHOTO MEPEKIIOUCHHST  KOJINYECTBO aKTUBHBIX
y3noB VRealize Orchestrator.

HacTtpoiika knactepa vRealize Orchestrator

Hogoe pasBepreiBanue VRealize Orchestrator moxxHoO HacTpouTh Ha paboTy B peKHME BBICOKOH IOCTYIHOCTH.

Jlis aTOor0 HEe0OX0ANMO Pa3BEPHYTH TPH y37a U OOBETUHHUTH UX B KIAacTep.

Kracrep VRealize Orchestrator cocrout u3 tpex sx3emmapopvVRealize Orchestrator ¢ obmieii 6a3oit
nmanHbIX PostgreSQL. basza manHbix HacTpoeHHOTO Kitactepa VRealize Orchestrator moxer pabotars TOJIBKO B

ACUHXPOHHOM PEKUME.

YroOsr co3nate kinactep VRealize Orchestrator, neodxoaumo BeIOpaTh 0UH 3K3eMILIsIp VRealize
Orchestrator B kauecTBe OCHOBHOTO y3i1a KiacTepa. [lociie HaCTPOWKN OCHOBHOTO y371a K HEMY CIIE/yeT

MPUCOETUHNTD JIOTIOTHUTEIbHBIE Y3IIbL.
[omyyennslii kiacrep VRealize Orchestrator no ymonvanuo HACTPOSH Ha aBTOMATHYECKOE aBapHIHHOE

HepeKIII0YeHHE.

HpnMeanHe CO0o0li aBTOMAaTUYECKOIO aBapHﬁHOI‘O MEPECKIIOYCHUS MOXKET IMMPUBCCTHU K IMOTCPE CBCZ[CHHﬁ,

cozepkamuxcs B 6a3e JaHHBIX.

HeobxoauMble ycnosusi

m  3arpysuTe U pa3BepHUTE TPU aBTOHOMHBIX 3k3eMiunipa VRealize Orchestrator. Cwm. pasnen 3arpyska u
passepreiBanue VRealize Orchestrator Appliance.

Mpumeuanue s coznanust kiacrepHoit cpenbl VRealize Orchestrator pekomenayercst HCIOIb30BaTh

TpHU y37a.

m  YOeaurtech, uTo As Beex y3ioB VRealize Orchestrator Bkmouen goctym no nporokony SSH. Cm. pazaen
Brirouenue u oTkirodeHue gocrymna k VRealize Orchestrator Appliance no mportokonry SSH.

m  Hacrpoiite cepBep nojcucTeMsl OaaHCUPOBKH Harpy3ku. CM. PykoBojcTBO 110 OaaHCHpPOBKE HATPY3KHU JIIS
VMware vRealize Orchestrator.
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Mpoueaypa

1. HacrpoiiTe OCHOBHOH y3eI.

a)

6)

B)
r)

)

Boiiaute B cpeny VRealize Orchestrator Appliance ocxoBroro y3na uepe3 SSH B kauecTse

oJIb30Bartes root.

YT0OBI HACTPOUTH CEPBEP MOACHCTEMbI OANAHCHPOBKH HArPy3KH B KiacTepe, 3alycTUTe KoMaHay vracli

load-balancer set FQDN_nodcucmemvl_banancuposku_Hazpy3sKu.
BoiiguTe B 1IeHTp ynpaBieHHsi OCHOBHOTO y3ia u BeiOepute HacTpoiiku y3Ja.

U_ICJ'IKHI/ITG HN3meHuTs U YKaKUTC aIpeC y3jia NOAKIIFOYCHHOI'0 CepBEpa MOACUCTECMbI GaHaHCI/IpOBKI/I

HaTpy3KH.

HaCTpOfITe IIoCTaBIIMKaA HpOBepKI/I IMOAJIMHHOCTH. CM pa3z{en HaCTpOﬁKa ABTOHOMHOTI'O cepBepa
vRealize Orchestrator.

2. HpI/ICOGHI/IHI/ITC JAOMOJIHUTCIIbHBIC Y3JIbl K OCHOBHOMY.

a)

0)

B)
r)

Boiinure B cpeny VRealize Orchestrator Appliance nononnurensHoro y3ia yepe3 SSH B kauectse

MoJIb30BaTesa root.

YtoObl MPUCOCAUHUTD TOTOJIHUTEIBHBIN y3€] K OCHOBHOMY, 3alycTuTe KomManay vracli cluster

joinums_ysna_unu_IP-adpec_ocnosnozo_ysna.
BBeute mapoiib mosib30BaTesss FoOt 0CHOBHOTO y3ia.

[ToBTOpHUTE MpOILEAYpPY A1 APYTOro AOMOIHUTEIBHOTO y3a.

3. (momosHuTeNbHO) Ecnm ocHOBHOM y3en MCHOIb3yeT HAacTpauBaeMblil cepTuUKaT, HeoOXoanMo IMbo 3a/1aTh

ceptuduKar B ycrpoiictse, 1100 co3narh HOBbIN cepTudukar. CMm. pazaen Cozjanue HaCTPanuBaeMoro
ceprudukara TLS nns VRealize Orchestrator.

IMpumeuanne @aiin, copeprKalyii LEMOYKY CEPTUPHUKATOB, JOJKEH UMETh KOAUPOBKY PEM.

4. 3aBepiuTe pa3BepThIBAHUE KIacTepa.

a)

0)

Boiinure B cpeny VRealize Orchestrator Appliance ocHoBHoro y3ia o npotokoiy SSH B kauectse

nosib3oBaresisi root.

Yoeaurech, 4TO BCE Y3JIbl HAXOASATCSI B COCTOSIHUM TOTOBHOCTH, BBIMOIHUB KomaHay kubectl —n

prelude get nodes.

3anycrure cueHapuii /opt/scripts/deploy.sh u goxmureck 3aBepiieHus pa3BepThIBAHMS.
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Pesynesrathbl
Knacrep VRealize Orchestrator co3nan. [Tocne cozpanus kinacrepa goctyn k cpene VRealize Orchestrator

MOJXXHO MOJYYUTH TOJIBKO C MCIIOJIb30BaAHUCM FODN—az[peca CepBEpa NMOJACUCTEMBI 6aHaHCI/IpOBKI/I Harpys3ku.

IIpumeuyanue Tak Kak JOCTYH K LEHTPY YIPABICHUS KJIACTePa MOKHO MOJIYYHTH TOJIBKO C TIOMOIIBIO AP0
oJIb30Batetst FOOt moacucTeMbl 0aTaHCUPOBKU HATPY3KH, H3MEHUTh KOH(PUTYPALIUIO KIIACTEPHOTO Yy3IIa,
MMEIOLIEro JIPYToii mapoJib moJib3oBaresisi root, HeBo3MoxkHO. UT0ObI U3MEHUTh KOH(UTYypaIHIO 3TOTO y3Ia,
yAaJHTEe ero U3 MOJCUCTEMbI OAIAHCHPOBKH HAIPY3KH, U3MCHHUTE KOH(PUTYPAIHIO B IICHTPE YIPABJICHUSI U CHOBA
J00aBbTE y3€1 B MOJCHCTEMY.

CnepytoLme waru

YroObl OTCIEKUBATH cOCTOsiHUE KinacTepa VRealize Orchestrator, Boiinure B ieHTp ynpaBiaeHUs] H OTKPOUTE
cTpaHuily YnpasieHue kiacrepom Orchestrator. Cum. pasnen Mouutopusr kiacrepa
vRealize Orchestrator.

YnaneHue y3na us knactepa vVRealize Orchestrator

MoxHo yaanuTh y3en u3 kinacrepa VRealize Orchestrator, uto6bl yMEHbIINTD €0 €eMKOCTb.

VY3en, yaanennsiid u3 kiactepa VRealize Orchestrator, nepecraer padorars. Eciiu otpedyercst cHoBa
UCIIOJIB30BaTh y3el1, HeoOxoaumo ynanuth VRealize Orchestrator Appliance nannoro y3na uz vCenter
Server u noBTOpHO pa3BepHyTh ero. CM. pasjen 3arpyska u pasBepThiBaHHUe

vRealize Orchestrator Appliance.

HeobxoauMble ycnousi

Co3spnaiire kinacrep VRealize Orchestrator. Cwm. pasnen Hacrpoiika knacrepa VRealize Orchestrator.

Mpoueaypa

1. Boiinure B komananyto crpoky VRealize Orchestrator Appliance ynansiemoro y3ia B kKadecTse

moJas3oBarelis root.
2. Yrobs! yaanuth y3en u3 VRealize Orchestrator, 3anycrure komanny vracli cluster leave.

3. Boiinure B komaHmHyo ctpoky VRealize Orchestrator Appliance ogHoro U3 ocTaBIIMXCS Y37I0B B

Ka4yecTBe MoJb30Barens root.
4. 3anycrute komanay kubectl -n prelude get nodes u yOemurech, 4To yaaneHHBbIi y3en 0oJblie He

ABJIAETCA 9aCThIO KJ1acTepa.

[opu3soHTanbHoe macluTabnpoBaHne aBTOHOMHOIO pa3BepTbiBaHUSA
vRealize Orchestrator

HyTeM TOPU30OHTAJILHOI'O MaCU_lTa6I/lpOBaHl/Iﬂ MOJKHO MOBBICUTH JOCTYIIHOCTDH U MaCLlITa6l/IpyeMOCTI> HaCTPOCHHOI'O

passeprteiBanus VRealize Orchestrator.
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Heobxoaumble ycrnosusi

m  3arpysuTte, pa3BepHUTE U HacTpoiite sk3emiusip VRealize Orchestrator. Cm. pasaenst 3arpyska u
passepreiBanne VRealize Orchestrator Appliance u Hactpoiika aBTOHOMHOTO cepBepa
vRealize Orchestrator.

m  3arpy3uTe U pa3BepHHUTE JBa JOMOIHUTEILHBIX 3Kk3emiusipa VRealize Orchestrator. Cu. pasnen 3arpyska u

paszsepreiBanue VRealize Orchestrator Appliance.

m  HacrpoiiTe cepBep noJcucTeMbl OalaHCUPOBKU Harpy3ku. CM. PYKoBOJICTBO 110 OallaHCUPOBKE HATPY3KH JIJIsI

VMware vRealize Orchestrator 8.x.

Mpoueaypa
1. HacrpoliTe 0OCHOBHOH y3el.

a) Boiinure B LeHTp ympaBlieHUs] HACTPOCHHOTO pa3BepThiBanus VRealize Orchestrator B kauectse

oJib3oBares root.

6) BriGepure Hactpoiika mocraBumka npoBepKH MOJJIUHHOCTH U OTMEHUTE PETHCTPALIUIO CBOETO

MOCTABLIMKA MPOBEPKH MOJUIMHHOCTH.
B) BriGepure Hactpoiiku y3:1a n BBeuTe NMs y371a cepBepa MOACUCTEMbI 0aIaHCHPOBKH HArPY3KH.

r) Bribepute Hacrpoiika nocTaBiuKa NPOBePKH MOJIMHHOCTH U CHOBA 3apErUCTPUPYITE TOCTABIINKA

IMPOBEPKU MOAJIMHHOCTH.

n) Boiinure B komananyto crpoky VRealize Orchestrator Appliance nactpoeHHOro sK3eMIuispa B

KadyeCTBE I10JIb30Barelrs root.

e) YrtoObl ocTaHOBUTH Bee CiIyKObI dKk3eMmiuisipa VRealize Orchestrator, BemosnuuTe komanay /opt/
scripts/deploy.sh ——onlyClean.

k) YTOOBI HACTPOUTH MOJCUCTEMY OaJaHCHPOBKU HArPY3KH, BHIOJIHUTE KOMaHny viracli load-

balancer set FQDN_éanancuposuuxa.

3) (momomuutensHo) Eciu B ax3emiuisipe VRealize Orchestrator ucnosbs3yercs HacTpauBaeMblit
ceprudukar, BeinoaHute komanay vracli certificate ingress —-set

Qatin_cepmughuxama.pem.

Ipumeuanue @aiin, comepkamunil MEMOYKY CepPTHHUKATOB, TODKEH UMETh KOAUPOBKY PEM.

2. HpI/ICOG,III/IHI/ITe JOIIOJTHUTEIIBHBIC Y3JIbl K HACTPOCHHOMY SK3EMILIAPY.

a) Boiigure B koMmauaHy0 cTpoky VRealize Orchestrator Appliance nonoaHUTENBHOTO y371a B Ka4eCTBE

IoJIb30Bates root.

6) YToOBI NPUCOCMHUTD JJONOJIHUTEIBHBIN Y3€I K HACTPOSHHOMY 3K3EMILISIPY, BBIIOIHUTE KOMaHY

vracli cluster join IP_unu_umsi_ocnognozo_ys3ia.

B) IloBTOpHUTE ATH AEHUCTBUS IJISl APYTOTO JOTOJTHUTEIHHOTO Y37,
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3. 3aBepIHI/ITe mponecc ropu3oHTaJIbHOTO MaCHITa6I/Ip0BaHI/IH.

a) Boiigure B komanaHyto cTpoky VRealize Orchestrator Appliance nactpoenHoro sk3eMuisipa B

Ka4yecTBE MoJb30Barels root.

6) 3amycrture cueHapuii /opt/scripts/deploy.sh u goxauTech 3aBepiIeHHs €ro BHITOJIHEHHUSI.

PesynbraTtbl

['opuszoHTanbHOE MaciTabupoBanue paszsepThiBanus VRealize Orchestrator BeimosnseHo.

MoHuTopuHr knactepa vVRealize Orchestrator

MO>KHO BBINOJIHUTH MOHHTOPHHT CyIIecTBYIoIero kiacrepa VRealize Orchestrator B nuenrpe ynpasienus
vRealize Orchestrator.

MOXHO OTCJIC)KUBATh COCTOSTHHSI CHHXPOHHU3AIUKN KOH(UTrypanuu 3x3emiuisipoB VRealize Orchestrator,

MIPUCOEINHIEMBIX K KJIACTEpy, Ha CTpaHUIle YrnpasJjeHue kiaacrepom Orchestrator B nentpe ynpasnenus.

CocrosiHHe CHHXPOHH3aLHH KOHPHUTYpauun Onucanne

3ANIVIIIEHO Cnyx6a VRealize Orchestrator nocrymnna u MOXKeT IPUHUMATH
3aMpOCHI.

OXUAAHUE Cnyx6a VRealize Orchestrator ne moxer 06pabaTsiBaTh 3ampOCHI

TI0 CICAYIOIIUM NPpUYAHAM.

B V3ex BXOJHT B KIacTep BbICOKOH poctynHocTH (High
Availability, HA) u octaercst B pexxuMe 0KHIaHUS 10 TEX TIOP,

[10Ka Ha OCHOBHOM Y3JI¢ He IIPOH30iIeT cOOil.

B Ciyxba He MOKET IPOBEPUTH TPEABAPHTEIbHBIC TPEOOBAHUS K
KOH(HTypanyu, HaIpuMep JOMyCTHMOE TOAKIIOYEHUE K 0a3e
JAHHBIX, NOCTABIIUKY IMMPOBCPKU NMOATUHHOCTH WX JIMLICH3UU HaA
ak3emmuisip VRealize Orchestrator.

He ynanock nosiyuurs cocrosiHue paboTocroCOOHOCTH CITyKObI HeBo3MoHO cBsi3aThest co cinyx00ii cepsepa VRealize
Orchestrator, Tak kak oHa ocTaHOBIEHA, JIHOO BO3HUKIIA ITPOOIEMa

B CCTH.

OsxuiaHue mepesarycka LenTp ynpaBneHus 0OHApYKHJI H3MEHEHHE KOH(DHUTYPALMH, U CEpPBEP

VRealize Orchestrator aBromariyeckn nepe3amnycKaeTcsl.

HacTpowka nporpaMmmbl yny4llEHUs kKayecTsa NPOrpaMmmMHOro
obecneyeHus

Ecnu BBI pemmm y4acTBOBAThH B MPOrpaMMe YIIy4UIIeHHs KadecTBa nporpammuoro obecredenus (CEIP), To
komIannu VMware OyJer npeocTaBisThes aHOHUMHAsl HHPOpPMaIs, KOTOpast TOMOYXKET YJIYYIIHTh KauecTBO,

HaJIGKHOCTh M BO3MOXKHOCTH MIPOAYKTOB 1 cayx0 VMware.

KaTteropun nigopmauuu, npegocrasnsemon komnaHnm VMware

B pamkax [IporpaMmbl yiaydieHus kauectBa nporpaMmmHoro obecriedenus: (Customer Experience
Improvement Program, CEIP) xomnanus VMware cobupaer nandopmanuio, 61arogaps KOTOpOH MOXKET

yJIy4mIaTb CBOU HPOJIYKTBI U YCIIYTH, & TAKKE yCTPAHATh POOJIEMBI.
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CeeneHus 0 JaHHBIX, codnpaeMbix B pamkax CEIP, u nensx ux ncnonp3oBaHus kommanueit VMware MoxHO

HaiiTh Ha cTpanuie Trust & Assurance Center mo ampecy http://www.vmware.com/trustvmware/

ceip.html. Cenenns o ToM, kak nmpucoeanHuThCs K mporpamme CEIP st aToro npojykra wiv BEIMTH U3 Hee,

cM. B pazzene [IprcoenuHenne kK mporpaMMe yIyqIIeHHsT KauecTBa MPOrpaMMHOTO 0OECTIEICHNUS U BBIXOJI U3 Hee.

[MpucoeanHeHne kK NnporpaMmme yny4leHusi KadyecTsa NporpamMmmMHOro
obecnevyeHns n Bbixoa U3 Hee

UYtoOBI MPUCOSANHUTHCS K TIPOTpaMMe yIyUIISHHS Ka4eCTBa MPOTrPaMMHOT0 00eCTIeueHHs, HCIIOIB3yHTe

KOMaH/IHYH0 cTpoky VRealize Orchestrator Appliance.

Mpoueaypa

1.

2.

Brmonnute Bxox B VRealize Orchestrator Appliance B kauectse monn3oBarens root.

Yto05I MPUCOCANHUTLCA K TPpOrpaMMe yJIIydIlICHUd Ka4yeCTBa MPOrpaMMHOTO oGecnequI/m, BBITIOJIHUTC

komauay vracli ceip on.

ITpocMoTpuTE CBEEHUS O TIpOrpaMMe YIIYUIIEHUSI KaueCTBa MPOIrPaMMHOTO 00€CTIeYeHHsI U BBITIOTHUTE

komaHay vracli ceip on —--acknowledge-ceip.
Iepezamycrute cinyx0b1 VRealize Orchestrator.

a) UroObl mepe3anycTuTh Ciyk0y cepBepa, BbimoaHuTe komanay kubectl -n prelude exec -it
MoOQyibs_VIo —C vco-server—app /bin/bash.

6) YtoObI OCTaHOBUTH CIyXOY, BhIONHUTE KoManay kill 1.

B) Uro0ObI mepe3anycTuTh Ciyk0y HEeHTpa yrnpasieHus, 3anycture komanay kubectl —n prelude exec
—1it mooyas_vro —c vco-controlcenter-app /bin/bash.

r) UroObl ocTaHOBUTH CIyXkO0Y, BbINOJIHNTE KoManay kill 1.

YToOBI BEIATH U3 IporpaMmhbl YIYUIICHUS Ka4ueCTBa MPOrpaMMHOTO 06CCHC‘~16HI/IH, BBITIOJTHUTC KOMaHIY

vracli ceip off.

[ToBTOpUTE ACHCTBUS AJIs TIepe3amycka Ciryxo.
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Mcnonb3oBaHue cnyx6 API-
nHTepgenca vRealize Orchestrator

Kpowme nactpoiiku VRealize Orchestrator ¢ momorpio 1ieHTpa yrpasicHHs mapaMeTpbl KOHGUTYpaluu cepBepa
vRealize Orchestrator moxuo usmensts ¢ nomornipio REST API vRealize Orchestrator, REST API uenrpa

YIPABJICHUS U YTUINTBI KOMaHAHON CTPOKU B YCTPOMCTBE.

TMoaxmoyaembliit Moy b KOHGHUTYpaluK BKIFoUeH B naket VRealize Orchestrator no ymomnuanuio. Jloctym k
pabounm mporeccam MOAKIIOYAeMOT0 MOIYIISI KOHQUTYpALlMH MOXKHO MOTYYHUTh U3 OMOTHOTEKH pabodmx
npoueccoB VRealize Orchestrator unu REST API vRealize Orchestrator. C nomoripio 3tux pabounx
MPOLIECCOB MOXKHO M3MEHUTH JIOBEPEHHBIN cepTH(UKAT 1 nmapaMeTphbl XpaHWIMIIA Kitouei cepepa VRealize
Orchestrator. Ceenenus o moctynHbix BeizoBax ciyx6 REST APl vRealize Orchestrator cm. B
JoKyMenTauuu 110 APl-unmepgeticy cepsepa vRealize Orchestrator no anpecy https://
FQDN_oprecmpamopa/vco/api/docs.

m  VYnpasnenue ceprudukaramu 1LS u Xpanwmmmamu kiodel ¢ momomnisio REST AP

I[Momumo ymipaBnenus ceprudukatamu 1LS B meHTpe ympaBieHUs JOBEPEHHBIMHU CepTH(PHUKATAMHI U
XPaHWINIIAMH KITF0YEH MOXKHO TaKKe YIPaBJIATh IyTeM 3alycka pabouyux IPOLECCOB B MOIKII0OYAEMOM

MosyJie KoHpurypanuu wim ¢ momomsio REST AP

YnpasrneHue ceptudmkatamm TLS v xpaHunuuwamm Knroyem c
nomowbo REST API

[Tomumo ympaBienus ceprudukatamMu TLS B 1ieHTpe ynpaBiIeHus T0BEPEHHBIMU CepTH(HUKATAMH W XPAaHWIHAIIAMH
KJIFOUEH MOYKHO TaK)Ke YIPaBISITh ITyTEM 3aIlycka padovnX MPOIECCOB B MOIKIIOYAEMOM MOJYyJIe KOH(PHUTIYpaln

niu ¢ omorneo REST API.

[Moaxmovaemplii MOy b KOHPUIYpAIIMU COACPKUT padovne MPOLECCHl Ul UMIIOPTA U yJalIeHUs] CEPTU(HUKATOB
TLS u xparununy kiroded. JIocTym kK 9TUM pabodrM HpoLieccaM MOYKHO MOJTYYHTh, IEPeHIs B pasebl
bubanorexa > Padoune mpoueccsl > Menemxep noBepusi SSL 1 buéanorexa > Pagoune npoueccobr >
Xpanmwimima kiawueii B VRealize Orchestrator Client. Dtu paboune nporiecchl Tak)ke MOXKHO 3aIyCTUTh C
nomormeto REST API vRealize Orchestrator.
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REST API nentpa yrnpasieHHs IPEIOCTABISIET AOCTYI K pecypcam JJisl HACTPpOWKH cepBepa VRealize
Orchestrator. REST API nienTpa ynpaBieHHss MOXKHO HCIOJIb30BaTh C CHCTEMaMH CTOPOHHUX MTPOM3BOANTECH
Jutsl aBTOMatu3anuu Hactpoiiku VRealize Orchestrator. Kopuesast koneunas touka REST API nenrpa
yrpasnenust: https://FQDN_oprecmpamopa/vco/api. Ceenennst 060 BCex TOCTYMHBIX BBI30BaX CIYKO,
KOTOpbIe MOXHO cienatk B REST API nentpa ynpasienus, cM. B ToKyMeHTanuu o APl-unmepgheticy yenmpa

ynpaenenus VRealize Orchestrator no anpecy https://FQDN_opxecmpamopa/vco-controlcenter/docs.

YnaneHune ceptndukara TLS ¢ nomowbio REST API

YroOs! yaanuth ceprudukar TLS, 3amycTure pabouuii mporece yaaaeHus JOBEPSHHOTO cepTrdukara B

TTOJIKITIOYaEMOM MOyJie KOH(GUTYpaluy WK Bocroib3yiitech REST API.

Mpoueaypa

1. Ormpasste 3ampoc GET Ha URL-anpec ciry:x051 pabounx MpoIieccoB, OTHOCAIICHCS K pabodeMy mporeccy

yAaJeHUs JOBEPEHHOTO cepTuduKara.

GET https://{ysea_oprecmpamopa} : {nopm}/vco/api/workflows?conditions=name=Delete trusted certificate

2. YroObl u3BNIEYB OINpezieseHne pabodero npouecca yIaaeHus JOBEPEHHOTO cepTu(HUKaTa, OTIPaBbTE 3aIpPOC

GET na URL-aznpec onpezeneHusl.

GET https://{ysea_opxecmpamopa} : {nopm}/vco/api/workflows/8a70a326-ffd7-4fef-97e0-2002ac49f5bd

3. Ortnpassre 3anpoc POST Ha URL-aznpec, comeprkaniuii 00beKThI BEIITOIHEHHs pabovero mpouecca yaneHus

JIOBEPEHHOTO cepTuduKaTa.

POST https://{ysea_oprecmpamopa} : {nopm}/vco/api/workflows/8a70a326-ffd7-4fef-97e0-2002ac49f5bd/
executions/

4. VYxaxure UM yAanieMoro ceprudukara B KauecTBe BXOJHOIO IapamMeTpa padodero mpouecca yIaaeHus

JAOBCPCHHOT'O CepTI/Iq)I/IKaTa B DJICMCHTC KOHTCKCTA BBIMMOJHCHHS B TCKCTE 3ampoca.

Nmnopt ceptudpumkaTtos TLS ¢ nomouibto REST API

YroObl uMmopTupoBath ceprudukarsl TLS, 3amycture pabouuii mporecc B NOAKIIOYAEMOM MOJTYJIe

KOH(UTypanuu uin Bocroas3yiitece REST API.

JloBepeHHBIN cepTH(UKAT MOXKHO UMIIOPTHPOBATh U3 ¢aitna mwmm ¢ URL-anpeca. Cm. pazgen Mmmopt

JIOBEPEHHOTr0 cepTU(UKaTa B LIEHTPE YIPABICHUS

Mpoueaypa

1. Ornpassre 3anpoc GET Ha URL-anpec ciry:x0b1 paboumx IpoIeccoB.

IMapametp Onucanne

HNmmnopr noBepeHHoro ceprudukara us JloBepeHHbIH cepTH(hHUKAT UMIIOPTUPYETCST U3 (aiina.
paiina

HWmnoprt noBepeHHoro ceprudukara ¢ JloBepennslii ceprudukar umnoprupyercs ¢ URL-aapeca.
URL-aspeca
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IMapameTp Onucanne

Hmnopr noBepeHHoro ceprudukara ¢ JoBepennsbiii ceprudukar nmmoprupyercest ¢ URL-agpeca ¢ moMoribio mpokcu-cepsepa.
URL-azpeca ¢ noMombI0 NpoKcH-cepeepa

HUmnoprt ceprudukara ¢ URL-agpeca ¢ JloBepeHHbIH cepTH(hHKAT ¢ TICEeBIOHUMOM cepTudukara ummnoprupyercs ¢ URL-aapeca.
NCEeBIOHNMOM cepTH(UKaTA

UroObl IMITIOPTHPOBATH JIOBEPEHHBIN cepTH(UKAT U3 (haiisa, BBIOIHUTE CIETyIOMNi 3anpoc GET:

GET https://{yser_oprecmpamopa} : {nopm}/vco/api/workflows?conditions=name=Import
trusted certificate from a file

Uto0Os! M3BIIEUDL ONpeeieHne pabodero mporiecca, oTnpasbTe 3anpoc GET Ha URL-anpec onpenenenus.

Yt0o0bI M3BIIEYb OIpEEIeHIE padoyero npolecca UMIIOpTa J0BEpeHHOro cepTuduKara u3 (aiina, BbIIOIHUTE

cienyoumuit 3amnpoc GET:
GET https://{ysear_opxecmpamopa} : {nopm}/vco/api/workflows/93a7bb21-0255-4750-9293-2437abe9d2e5

OtnpassTte 3anpoc POST Ha URL-anpec, comgepskaruii 00bEKTHI BBITOIHEHHUS pab0overo mporecca.

HpI/I HCIIOJIb30BAHNHN pa60qer0 npounecca nMnopTa 10BEPEHHOT0 CepTI/I(i)I/IKaTa us3 q)aﬁna BBITITIOJIHUTC

cienyromuii 3ampoc POST:

POST https://{ysea_opkecmpamopa} : {nopm}/vco/api/workflows/93a7bb21-0255-4750-9293-2437abe9d2e5/
executions

Ykaxute 3HaUCHHS BXOJHBIX IMapaMETPOB pa6oqero nmpo1uecca B 3JIEMEHTEC KOHTEKCTA BBITIOJITHCHUS B TEJIC

3amnpoca.

IMapameTp Onucanne

cer @aiin CER, u3 xotoporo uMmnoptupyercs cepruduxar TLS.
DTOT mapaMeTp mpHMeHseTcs K paboueMy Mpolieccy UMIOPTa JOBEPEHHOTO cepTHdHKaTa
u3 (aiina.

url URL-aznpec, ¢ koToporo umnoptupyetcs ceprudukar TLS. Cmy:x0Obl, OTANYHEBIEC OT

HTPS, nopnepxuator dhopmart IP_adpec_uru_DNS_ums:nopm.
DTOT mapameTp ImpHMeHsieTcsl K paboueMy Mpoleccy UMIOpPTa JOBEPEHHOTO cepTH(HKaTa

¢ URL-anpeca.

CosgaHune xpaHunuuia knroden ¢ nomoulbto REST API

UtoObI co37aTh XpaHWININE KII0YEH, 3aIyCTUTE 3aIyCTHTh pabounii mporecc Co3IaHus XpaHWINIIA KIfo4ueil B

MTOIKITIOYaeMOM MOJIYJIe KOH(PUTYpaIiy Wik Bocnoibp3yitech REST API.

Mpoueaypa

1.

OtnpaseTe 3ampoc GET Ha URL-aapec coyk0b1 pabodux MpoIeccoB, OTHOCSAIIEHCS K paboyemMy mporeccy

CO3/JaHuA XpaHUJIMIIA KJTIOUEH.

GET https://{ysear_oprecmpamopa} : {nopm}/vco/api/workflows?conditions=name=Create a keystore
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YUtoObI U3BICYDL OIPCACIICHUC pa60qero mpounecca co3ianus XpaHuiunia KHIO‘ICﬁ, OTIIPABbTC 3aIIpoOC GET Ha

URL-anpec onpeneneHus.

GET https://{ysea_opxecmpamopa} : {nopm}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/

Otnpasste 3ampoc POST Ha URL-azapec, coaeprkariuii 00bEKThI BBIMOJIHEHHs pab0overo mporecca Co3aaHus

XpaHWiIrIa KJIIOYECH.

POST https://{yser_oprecmpamopa} : {nopm}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/
executions/

VYKaxuTe UM XpaHWINIIA KI0Uel, KOTopoe TpedyeTcs co3/aTh, B KayecTBE BXOJHOTO MapameTpa pabodero

mponecca cozaaHus XpaHuiniia KJIIOUEH B DJIEMEHTE KOHTEKCTA BBHIIIOJIHCHHS B TEKCTE 3arpoca.

YoaneHue xpaHunuia knoden ¢ nomouwbio REST API

YroOb!l yIaauTh XpaHWIHUIIE KIIIOYEH, 3aIlyCTUTE padounii mporece yaueHus: XpaHuwInia KIoJel B

MOIKJTFOUaeMOM MOTyJie KOH(UTypanuu win Bocnonb3yitec REST API.

Mpouenypa

1.

Ortmnpasete 3anpoc GET na URL-anpec ciyx0bl pabounx MporeccoB, OTHOCAIIEHCS K paboueMy mporeccy

YAaJICHUs XpaHUIUIA KJTIOUCH.

GET https://{ysea_opxecmpamopa} : {nopm}/vco/api/workflows?conditions=name=Delete a keystore

YT00bI U3BIICYB OMpE/ICICHHE pabovero mpouecca yAaIeHUsI XpaHUITHIIA KITI0YeH, oTrpaBbTe 3anpoc GET Ha

URL-anpec onpenencHus.
GET https://{ysear_oprecmpamopa} : {nopm}/vco/api/workflows/7a3389eb-1fab-4d77-860b-81b66bb45b86/

OrtnpaseTe 3ampoc POST Ha URL-anpec, coaepkanuii 00beKThI BHIITOJHEHUST pabovero mporecca y1aneHus

XPAHUJIUILA KIIFOUEH.

POST https://{yser_opxecmpamopa} : {nopm}/vco/api/workflows/7a3389eb-1fab-4d77-860b-81b66bb45b86/
executions/

YKaxuTe XpaHWINIIE KI04Yel, KoTopoe TpeOyeTcs yAannuTh, B Ka4eCTBE BXOJHOTO IapamMeTpa pabodero

nmpouecca yaajJlCHud XpaHUJInIa KJIIOUEH B DJIEMEHTE KOHTEKCTA BBHITIOJTHEHUS B TEKCTE 3arpoca.

[lobaBneHune knto4va ¢ nomoubio REST API

Y0051 ,HO6aBI/ITL KJIKOY, 3allyCTHUTE pa60q1/1171 mpounecc ,Z[O6aBJ'IeHI/IH KJIr04a B MMOJAKIIOYaEMOM MOAYJIC

KOH(UTypanuu uin Bocnoib3yiitece REST API.
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Mpoueaypa

1.

OtnpassTte 3anpoc GET Ha URL-anpec cayxOpl pabodnx mporeccoB, OTHOCSIIECHCA K pabodeMy TpoIeccy

JI0OABJICHUS KJTHOYA.
GET https://{yser_oprecmpamopa} : {nopm}/vco/api/workflows?conditions=name=Add key

UTo05I U3BJICYB ONpEIeNIeHIe pabodero mporecca qo0aBIeHIs Kifoda, oTipaBbTe 3anmpoc GET va URL-anpec

OTIpe/ieIeHusl.

GET https://{ysea_opxecmpamopa} : {nopm}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/

Ortmpasete 3anpoc POST na URL-azipec, copeprxaniuii 00bEKThl BBIIIOIHEHHS padodero nporecca g00aBiIeHHs

KJIro4a.

POST https://{ysea_oprecmpamopa} : {nopm}/vco/api/workflows/6c301bff-e8fe-4ae0-ad08-5318178594b3/
executions/

B snemMeHTe KOHTEKCTa BBIOJHCHHS B TEKCTE 3alipoca 3aIaiiTe CICAYIOIINE BXOIHbBIC TTapaMeTphl pabodero
Tporiecca qo0aBIeHNs KITF0Ua: XPaHWIHIIE KITFoUe, TICeBIOHNM KITIo4a, K04 B KoaupoBke PEM, menouxa

cepTU(DUKATOB U MAPOJIb KITFOYA.
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[lononHuTenbHbIE NapamMeTpsbl
KOHJoUrypaumm

C noMoIipio LEHTpa yIpaBiIeHUs] MOKHO H3MEHUTH noBeeHue VRealize Orchestrator no ymonuanutio.
B 3Ty riiaBy BXOZAT CIEIAYIOLIHE Pa3ielibl:

m  [loBTOpHAast HAacCTpOiIiKa IPOBEPKU MOJJIMHHOCTH

m  Hacrpoiika CBOWCTB BBIIIOJIHIEMOro pabouero mnporecca

m  Qaitnel xypHasioB VRealize Orchestrator

m  Briouenue pacummpenuit Opentracing u Wavefront

m  Bxirouenue cunxponusaiuu BpeMenu B VRealize Orchestrator

m  OrTkiIrOYeHUE CHHXPOHM3aNuHU BpeMeHH B VRealize Orchestrator

[ToBTOpHas HacTpouKa NpoBepPKU NOLANUHHOCTU

Ilociie HacTpOlKM MeTOAA IPOBEPKU MOAJIMHHOCTU BO BpeMsl IIEPBOHAYAIbHON HACTPOMKHU LICHTPa yIPABICHUS Bbl

B J11000€ BPEMs MOXKCTC UBMCHUTD IMOCTABIIHMKA MPOBCPKU NOMJIMHHOCTHA WJIN HACTPOCHHBIC IMMAPAMCTPHI.

M3meHeHne noctaBLUuKa npoBepKn NOAJIMHHOCTHU

YT1o0OBI M3MEHUTH PCKUM ITPOBCPKU NOMJIIMHHOCTH WIIN HaCTpOfIKPI TNOAKIIOYCHU MTOCTABIHINKA IPOBEPKU

MOJJINMHHOCTH, HGO6XOI[I/IMO CHa4daJla OTMCHUTDH PCTUCTPALINIO CYIIECTBYIOIICTO IMOCTAaBIIUKA.

Mpoueaypa
1. Bomonnure Bxox B LleHTp ynpaBieHus B KauecTBe NPUBUJIETHPOBAHHOTO MOJIb30BaTeJsi root.

2. Ha crpanune Hacrpoiika mocTaBmmka npoBepku nogiunHoctu Haxmure kaonky OTMEHUTD
PEIT’MCTPALUIO psijioM ¢ TEKCTOBBIM TOJIEM apeca y3Jia, YT00bl OTMEHHUTH PETHCTPALIUIO JICHCTBYIOIIETO

ITOCTAaBIIHKA.

Pesynbrathl

PeFI/ICTpaLII/I}I IMOCTaBIIMKa MPOBCPKU NOAJIMHHOCTU OTMCHCHA.
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CnepytoLme waru

[lepenacTpoiiTe MpoBepKy MOUIMHHOCTH B IIeHTpe ynpasneHns. Cm. paznen Hactpoiika aBTOHOMHOTO cepBepa

vRealize Orchestrator.

N3ameHeHmne napamMmeTpoB NnpoBepkn nNOogJIMHHOCTU

Ecnu B xauectBe IMOCTaBIIMKa MPOBCPKU NOAJIMHHOCTU B HEHTPE YIPABJIICHUA UCIIOJIB3YETCA VSphere, MOJKHO

M3MEHUTh apeH/IaTopa MO yMOIYaHHIO JUIsl TPYNIbl aqMuHucTpaTopoB VRealize Orchestrator.

HeobxoauMble ycnousi

Hacrpoiite VSphere B kauecTBe mocraBilyKka MPOBEPKU NOMTHHHOCTH JUisl pa3BepThiBanus VRealize
Orchestrator. Cwm. pa3nen Hacrpoiika aBroHOMHOTO cepBepa VRealize Orchestrator ¢ nposepkoii
noIMHHOCTH VSphere.

Ipumeuanue I[Iposepka noanuHHOCTH VREalize Automation He BkiIrodaeT B ceOst 9TH mapaMeTpsl.

Mpouenypa

1. Boiinute B 1IeHTp ynpaBjieHUs OT UMEHH NOjb30BaTelns root.

2. Bribepute HacTpoiika nmocTaBImmnKa nNpoBepKH MOATHHHOCTH.

3. Haxwmure kHonky U3SMEHUTD psiiom ¢ TEKCTOBBIM NOJIEM ApeHAaTop M0 YMOJTYAHHUIO.
4. VI3MeHnTe UM apeHIATOPA.

5. Haxwmure kHonky UBSMEHUTD psgom ¢ TekcToBeIM nosiem I'pynna aiMHHHCTPATOPOB.

Ilpumeuyanne Ecau He nepeHACTPOUTH FPYIILY aJIMUHUCTPATOPOB, OHA OCTAHETCS IyCTOM, U TOCTYI K

LEHTPY YIPABJICHUS OyAET HEBO3MOXKCH.

Bsenute umsa rpynns! anmMuHuctparopos U Haxmure IOUCK.
BeiOepute rpyriy aIiMHHUCTPATOPOB.

W3meHuTe rpyniy agMHUHUCTPATOPOB.

© ©® N o

UToOB! 3aBEPIINTH U3MEHEHHE MapamMeTpoB mpoBepku noanuHHoctd, HaxxmMute COXPAHUTD
HU3MEHEHWUSI.

HacTponka cBOMCTB BbINOMHAEMOro pabo4vero npouecca

[To ymMoirganuro Juts Ka)JI0ro y3iia MOKHO 3anmycTuTh 10 300 paboumx mporeccos, a eciii JJOCTUTHYTO

MaKCUMaJIbHOE KOJIMYECTBO aKTHBHEIX pabounx mporeccos, 10 10 OO0 pabounx mporeccoB MOKHO ITOCTaBUTH B

ouepesip.
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Ecmu y3ny vVRealize Orchestrator tpedyercst Beinonnuts 6onee 300 napamienbHbIX pabodnx MpoIeccoB, TO

ocTalibHbIe pabodne MpoLecchl OyayT MOoCcTaBlIeHbI B odepeb. Koraa BeIMOIHEHNE akTHBHOTO pabodero mpouecca

3aBCPLIACTCS, 3allyCKaCTCA CﬂeﬂyIOIHI/Iﬁ pa6oq1/1171 mpouecc B o4Yepeau. Ecnu xonmnuecTBo pa60q1/1x IMpoueccCoB,

HaxoOsiAMuxcsa B OU€pean, JOCTUTAET MAaKCUMaJIBHOTO, pa60q14e TMPOIECCHI HE Il06aBJ'Iﬂ}OTCﬂ, IMOKa HC HAYHCTCA

BBIIIOJIHCHHUE OAHOT'O U3 pa60q1/1x IMMPOLECCOB B OUCPLCIU.

Ha crpanuue /lonosiHuTebHbIe apaMeTPbl B [ICHTPE YIPABICHUS MOKHO HACTPOUTDH CBOMCTBA BBIIOJIHAEMOTO

pabouero mporecca.

IMapameTp

BrunroueHue 6e30MacHOI0 pexuma

KoanuecTBo nmapajiieJIbHbIX
BBINNOJTHAEMBIX paﬁo'mx nmpoueccon

MakcumajibHOe KOJHYeCTBO
BBINNOJTHAEMBIX paﬁo'mx nmpoueccos B
ouepeaun

MaxkcnMaibHOe KOJTHYeCTBO
COXPaHEHHBIX 3aIyCKOB ISl KA/K/I0T0
pabouero npouecca

Cpok jeficTBHsSI cOOBITHII KypHaJIa

Onucanne

Eciu BkiroueH Ge30macHbIi PEXKUM, BCE BBIIIOJIHACMBIC paﬁolme NPOLECChl OTMEHAIOTCA U HE

BO300HOBIISIIOTCS IIPH clieIyronieM 3amycke y3na Orchestrator.

MakcuManbHOE KOJIMYECTBO MapalIebHbIX padounx mporueccos y3na Orchestrator, kotopeie
MOTYT BBIIOJIHATBCS OJJHOBPEMEHHO.

KosnuecTBo 3ampocoB Ha 3amyck padodero mporecca, npuHsIThIX y3iaoMm Orchestrator mo toro,

KakK OH CTaJl HEAOCTYIIHBIM.

MakcuManbHOE KOJIHYECTBO 3aBEPIICHHBIX 3aITyCKOB PabOUYMX MPOLECCOB, PErHCTPHPYEMBbIX B
XKypHae [ Kaxaoro pabodero npoiecca B knacrepe. Ecii 3T0 4KCIIo mpeBbIIIeHo, caMble

cTapble 3aIyCKH PaboUnX MPOLECCOB yAANSIOTCS.

KomnuuecTBo JHel, B TeueHHe KOTOPBIX COOBITH *KypHala JUIs JAHHOTO KJIacTepa XpaHsTCs B

0ase naHHbIX. [Tocie 3TOro coObITUS YAANISIOTCS.

dannbl xypHasrnoB VRealize Orchestrator

[Tpu oTnpaBke 3arpoca Ha TEXHUYECKYIO MOJJIEPXKKY Ciryk0a noaaepkkn VMware 3amnpocur y Bac

JMAarHOCTHYECKHE CBEJICHNS. DTa nH(popManus BKIIOYaeT B ce0sl )KypHAIBI M (Pailiibl KOHPUTYpAIui KOHKPETHOTO

OPOJYKTa C y371a, Ha KOTOPOM 3TOT MPOIYKT paboTaer.

Kypuanst VRealize Orchestrator Appliance xpansites B karanore /data/vco/usr/1ib/vco/app-

server/logs/. UtoObl 3KCIOPTHPOBATH JKypHaIIbI pa3BepToiBanus VRealize Orchestrator Appliance,

BOW/IMTE B KOMAHHYIO CTPOKY yCTpoiicTBa u 3amycture koMmanay vracli log-bundle. Co3ganubiii maket

JKYPHAJIOB COXpaHHTCs B KopHeBo# nanke VRealize Orchestrator Appliance.

CoxpaHaeMocCTb XXypHarnos

B cuenapuun VRealize Orchestrator noboro tuma, 0yb To paboumii porece, MOJUTHKA WK JSHCTBHE, MOXKHO

3alMCbIBATh JaHHBIC B XYypHaJ. DT JaHHbIC UMCIOT TUIT U YPOBCHbD. Ilo TUITY JaHHBIC pas3JCIAIOTCA Ha

MIOCTOSTHHBIC W HENIOCTOSIHHBIC. Y pOBeHb MOKeT puHUMaTh 3HadeHuss DEBUG, INFO, WARN, ERROR, TRACE u

FATAL.
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Tabnuua 7-1. Co3gaHne NOCTOSIHHBIX Y HEMOCTOSIHHBIX XypHanos

YposeHs xKypHajia IlocTossHHBIN THII HenocTosiHHbIi THI

DEBUG Server.debug("kpartkuii Texct", "nonueii  System.debug("rekcr")
TeKcT");

INFO Server.log("kpatkuii TekcT", "TONHBIIT System.log("reker");
TekcT");

WARN Server.warn("kpartkuii Tekct", "MOJHbINA System.warn("rekcer");
TekcT");

ERROR Server.error("kparkuii Tekct", "MOTHBINA System.error("rekcer");
TekcT");

lMocTosiHHbIE XypHarnbl

B mocTosHHBIX )XypHamax (KypHajax cepBepa) OTCISKUBACTCS BEICHHE KypHAIOB MPOIUIBIX 3aITyCKOB pabodux

HPOLIECCOB; ITH )KYpHAIIBI XpaHsTcst B 6a3e AaHHbIX VRealize Orchestrator.

HenocTosiHHbIe >KypHanbl

Ecnm juist co3anust clieHapHeB MCIIONIb3yeTCsl HEIOCTOSIHHBIN JKypHaJ (CHCTEMHBIN xKypHai), cepep VRealize
Orchestrator ysegomisier Bece BoinosHsiemMble npuiokerus VRealize Orchestrator o nannowm xypraie, HoO 3Ta
nHpopmanus He coxpanseTcs B 6a3e naHHbIX. [Ipy nepesarnycke MpUIIOKEHUST CBEJICHUS B )KypHaJIe
yTpaunBaroTcs. HemocTosHHbIE Ky pHAJIbI HCIIOIB3YIOTCS JUIs OTJIAJIKH M NONyYeHHs HHOOPMAIIUK B PeXKUME
peanbHOrO BpeMeHH. J[ist mpocMoTpa CUCTEMHBIX JKypHAIOB HEOOXOIMMO BBIOpATh 3aBEpIICHHBIH padounit

npotece B VRealize Orchestrator Client u nepeiitu Ha Brkinanky ’KypHaisbl.

HacTtpowka xypHarnoB vRealize Orchestrator

Ha ctpanune Hactpoiika :KypHaJoB B IICHTPE YIPaBICHUS MOYKHO 3a1aTh TPeOyeMbIil YPOBEHb BEACHUS
JKypHajla cepBepa U KypHaja clieHapueB. Eciu sxypHallbl CO37at0TCs HECKOJIBKO Pa3 B IeHb, CTAHOBUTCS TPYAHO

OTIPECTINTh IPUIUHBI IPOOIEM.

ITo ymomuanuto Ui )KypHaja cepBepa U xKypHaia clieHapueB 3ajaH yposeHb MTHOOPMAIIUA. U3menenue
YPOBHS BE/ICHHSI KypHaJla 3aTParuBaeT BCE HOBBIE COOOIIEHMSI, KOTOPBIE CEPBEP BHOCUT B JKypHAJIbBI, U
KOJIMYECTBO aKTUBHBIX MOAKIIOUEHHUH K 0a3e JaHHbIX. CTerneHb MoApoOHOCTH BEACHUS JKypHala yMEHbIIACTCS B

HOpSJKE YObIBAHUS.

Yposuu OTJIAIKA u BCE ucnonb3yrorcst Tonbko Ha 3Tane omiaaku. He ucnonb3yiite otn

napamMeTpel B HpOI/ISBOI[CTBGHHOﬁ CpeAc, TaK KaK 3TO MOXKCT HCTAaTUBHO CKa3aTbCAd HA IPOU3BOAUTCIBHOCTH.

CosgaHue xypHanoB VRealize Orchestrator

MO’KHO KCITIOPTHPOBATH KYPHAJBI Pa3BePTHIBAHUS, BOWIs B KOMaHIHYIO cTpoKy VRealize Orchestrator
Appliance B xauectBe nonbk3oBatens root u 3anycrus komanay vracli log-bundle. Cozngannsiii Habop

JKypHAJIOB COXPAaHSETCS B KOPHEBOM IMAIKe YCTPOHCTBA.

VMware, Inc. 49



VcranoBka u Hactpoiika VMware vRealize Orchestrator

IIpumeuanue Ecnu B Ki1acTepe UCIONB3YETCs HECKOJIBKO dK3eMIuIipoB VRealize Orchestrator, nadop

JKYPHAJIOB BKIIFOUYAET B ce0sl JKypHaIbl BcexX dKk3eMIusipoB VRealize Orchestrator B kmacrepe.

HacTtpownka nHterpaunn BegeHuns xypHana c vRealize Log Insight

VRealize Orchestrator moxHoO HACTPOUTH TaK, YTOOBI JAHHBIC JKypHAJIa OTIIPABIISUIUCH HA CEPBEP
vRealize Log Insight.

Wurerpanuro BeeHus xypHaia ¢ cepepoM VRealize Log Insight Mo)kHO HaCTpOUTH C MOMOIIBIO KOMaHJHOM

crpoku VRealize Orchestrator Appliance.

[lpnMeanne JIOHOJ'IHI/ITGJ'H)HLIC CBCICHUS O HaCTpOﬁKe HUHTETpalu BEACHUA XypHaJla ¢ YIaJICHHBIM CEPBEPOM
CUCTEMHOI'O mypHana CM. B pa:mene COSI[aHI/Ie HJIN TICPE3aIluCh UHTCTpAllM CUCTCMHOIO JXYpHaJia B vReaIize
Orchestrator.

Heobxognmble ycnosus

m  Hacrpoiite cepsep VRealize Log Insight. Cm. doxymenmayuio no vRealize Log Insight.

m  VYO6enurech, uto ucnoin3yercs VRealize Log Insight 4.7.1 unu Gonee mo3jHeit Bepcu.

Mpouenypa
1. Boiigure B komanaHyto ctpoky VRealize Orchestrator Appliance B kadectse nosnb3oBaresist root.
2. Yro0Obl HACTPOUTH MHTErpALMIO BesieHHs xKypHasia ¢ VRealize Log Insight, 3anycrure komanny vracli

vrli set vRLI_FQDN.

Ipumeuanue Ecnu B ax3emmipe VRealize Orchestrator ucnosne3yercst camoszasepsironuii ceprudukar,
MOYKHO OTKJIFOUUTH MPOBEPKY MOUTMHHOCTH SSL, yka3aB JA0MONHUTENBHBIN apryMeHT —k wiu ——insecure.
Cnegytowme waru
Jlnist osyueHust OTOJIHUTENBHBIX CBeJIeHUH 0 mapamerpax koHdurypaimu VRealize Log Insight 3amycrture

komanay vracli vrli -h.

CosgaHne nnu nepesannucb MHTerpauum CUCTEMHOrO XypHana B VRealize
Orchestrator

VRealize Orchestrator MoxHO HACTPOHTH TaK, YTOOBI JaHHBIC JKYpHaJa OTHPABIUIMCH HA OJUH MIIN HECKOJIBKO

yAaJIEHHBIX CEPBEPOB CUCTEMHOTO KypHaa.

I[J'IH CO3JaHUs UHTCTPAllUM CUCTCMHOI'O KypHaJja WK NEpe3alrCu CYICCTBYIOIUX I/IHTerpaHI/Iﬁ HCIIOJIB3YCTCA

koManzga vracli remote-syslog set.

Wurerpauus yaaleHHOr0 CUCTEMHOT0 xypHaia B VRealize Orchestrator nonnepxusaer Tpu Tna

TTOAKJIIIOYCHHUS

m 1o nporokosry UDP;
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m 10 nporokony TCP 6e3 TLS;

Ipumeuanue YToObI CO3MaTh MHTEIPALIMIO CHCTEMHOTO JKypHasia 0e3 ucmosb3oBanust 1LS, nobaebre iar

—-disable-ssl B komanny vracli remote-syslog set.

m 1o nporokony TCP ¢ TLS.

JlononHUTENbHBIE CBEJICHUS O HACTPOMKE MHTErpalluy BeJeHUs )KypHaia ¢ nomortibsio VRealize Log Insight cwm.

B paznene Hactpoiika nHTerpanun BeaeHus xxypHaia ¢ VRealize Log Insight.

HeobxoauMble ycnosus

HaCTpOﬁTe OAWH WJIN HECCKOJIbKO YAAJICHHBIX CEPBEPOB CUCTCMHOTO XKYypHAJIa.

Mpoueaypa
1. Boiigure B komanaHyto ctpoky VRealize Orchestrator Appliance B kadectse nosnb3oBatesist root.

2. UYro0Obl co3aTh HHTETPALIMIO C CEPBEPOM CHCTEMHOTO JKypHAIa, 3alyCcTUTe KoMaHay viracli remote-—
syslog set.

vracli remote-syslog set —id name_of_integration protocol_type://syslog_URL_or_FQDN:syslog_port

Ipumeuanue Ecnu B komanzge vracli remote-syslog set e ykasaTh mopT, TO OyIeT HUCIIOJIB30BAHO

3Ha4YeHHe MopTa Nno ymondanuo — 514.

IIpumeuanue B KOHpUTypaIMio CHCTEMHOTO KypHAJIa MOKHO J100aBUTh cepTudukar. YToObl 100aBUTH
(aiin ceprudukara, ucnonpsyiire ¢uar ——ca-file. YroObl 106aBuTh cepTUHUKAT B BUI€ OOBIYHOIO TEKCTA,

ucrons3yite diar ——ca-cert.

3. (momomuuTensHO) UTOOBI HEpe3anucarh CyIECTBYIONIYIO HHTEIPALMIO CHCTEMHOI0 JKypHAUIa, 3alyCTUTe
vracli remote-syslog set u B kauectBe 3HaueHus ¢uiara —id ykakute UMsi HHTETPALUH, KOTOPYIO

HYKHO TIepe3aIucars.

IMpumeuanne I[lo yMOIYAHUIO TIPH TOTBITKE TIEPE3ANUCH HHTETPAIIMH CHCTEMHOTO KypHaia VRealize
Orchestrator Appliance 3anpammuBaer noarsepxaeHne. UToObl IPOIYCTUTH 3aPOC OATBEPKICHUS,
no6asetTe Quar —f win ——force B komanay vracli remote-syslog set.

Cnegytowme waru

Jliist ipocMOTpa TEKYIIMX WHTErPaIliii CHCTEMHOTO JKypHAJIa B yCTPOUCTBE 3allyCTUTE KOMaH Iy viracli

remote-syslog.

YaaneHue nHterpauum cCMCTEMHOro XXypHana u3 vRealize Orchestrator

MOKHO yaaauTh HHTETPALMU CHCTEMHOro *kypHaita u3 VRealize Orchestrator Appliance, 3anyctus komMaHIy
vracli remote-syslog unset.
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Heobxoaumble ycrnosusi

Co3spaiite 0JiHy WM HECKOJIBKO MHTETPaIMii CHCTEMHOTO XypHana B VRealize Orchestrator Appliance. Cwm.
paznen Co3jaHue WM Tiepe3aich HHTErpalul CuCTeMHOro xypHana B VRealize Orchestrator.

Mpoueaypa
1. Boiiaure B komanaHyto ctpoky VRealize Orchestrator Appliance B kadectse nosb3oBareis root.
2. VYjanuTe MHTErpalMi CUCTEMHOro XypHaia u3 VRealize Orchestrator Appliance.

a) UroObl yAaIUTh OTACIbHYI0 HHTETPALMIO CHCTEMHOT0 XKypHaJa, 3amycTuTe KoManay vracli remote—

syslog unset -id umsa_unmeepayuu.

6) UtoObI yIaiuTh BCC MHTEIPAIMU CUCTEMHOrO XypHaia B VRealize Orchestrator Appliance,
3anmycTute Komanay vracli remote-syslog unset 6e3 ¢uara —id.

Ipumeuanue Ilo ymMOIgaHHIO MEpe]] yIAICHHEM BCEX MHTErPAIlMii CHCTEMHOTO XypHasia VRealize
Orchestrator Appliance sampammBaer noaTBepkaeHne. YToObI IPOIYCTHTh 3aPOC MOATBEPIKICHUS,
no6aspte (uar —f win ——force B komanay vracli remote-syslog unset.

BkntodeHne BeneHus xypHana otnagkum Kerberos

Just yctpaHeHre HernonaaoK B MoaKiIoYaeMoM Moayie VRealize Orchestrator MmoxxHO u3MeHUTh (aiin

koH(purypamun Kerberos, ucrnonb3yemMplii STHM MOJTYJIEM.

Daiin kouduryparun Kerberos naxonures B karanore /data/vco/usr/1lib/vco/app-server/conf/
vRealize Orchestrator Appliance.

Mpoueaypa
1. Boiinure B komananyio ctpoky VRealize Orchestrator Appliance B kxauectse mnoisib3oBarers root.
2. Bemonnute komanay kubectl —-n prelude edit deployment vco-app.

3. B daiine pa3BepThiBaHus BEIOCpUTE U M3MeHUTE CTPoKy —Djava.security.krb5.conf=/usr/1ib/vco/
app-server/conf/krb5.conf'.

-Djava.security.krb5.conf=/usr/1ib/vco/app-server/conf/krb5.conf -Dsun.security.krb5.debug=true'

4. CoxpaHHWTe U3MEHEHHUS U BBIIUTE U3 peaakTopa (aiyios.
5. Brmonnure komanay kubectl —-n prelude get pods.
I[O)KHI/ITGCB, Koraga 3apa60Ta}0T BCC€ MOJYJIH.

6. VYO0enutech, 4TO BefeHue KypHaa omiaaku Kerberos skiroueHo.

kubectl -n prelude log {vco_app_name} —c vco-server—app | grep krb5
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y6eI[I/ITeCL, YTO B XKXypHaJIaX COACPIKUTCA COO6IH€HI/I€, AHAJIOT'MYHOC NPUBCACHHOMY HHIKC.

kubectl -n prelude log vco-app-5c965f9b9d-v8srd —-c vco-server-app | grep krb5

12:23:05,417 INFO O11N:75 - Sysprop: java.security.krb5.conf = /usr/lib/vco/app-server/conf/
krb5.conf

12:23:05,421 INFO O11N:75 - Sysprop: sun.security.krb5.debug = true

2019-10-22 12:23:38.521+0000 [Thread-19] INFO {} [011N] Sysprop: java.security.krb5.conf

= /usr/lib/vco/app-server/conf/krb5.conf

2019-10-22 12:23:38.525+0000 [Thread-19] INFO {} [011N] Sysprop: sun.security.krb5.debug = true
Java config name: /usr/lib/vco/app-server/conf/krb5.conf

EType: sun.security.krb5.internal.crypto.Aes256CtsHmacShalEType

BkntoyeHue pacwumperun Opentracing n Wavefront

Pacmmmpenust Opentracing u Wavefront aius vRealize Orchestrator comepikar cpeacrsa c6opa JaHHBIX O

cpene VRealize Orchestrator. Ot gaHHBIC MOKHO MCIIOIB30BATH JUISl YCTPAHCHUSI HEMOIAI0K B CHCTEME U

pabounx mporeccax VRealize Orchestrator.

[epen Tem kak HacTpoutsh B VRealize Orchestrator ucnons3oBanue paciupenuid Opentracing u

Wavefront, neobxomumo BritounTth 3TH pacimpenuns B VRealize Orchestrator Appliance.

Heobxoanmble ycnoeus

Yoemutech, uto BKIOUeHa ciry:k6a SSH vRealize Orchestrator Appliance. Cwm. pasnen Bruroucnune u

oTKIIrOYeHUE AocTyna k VRealize Orchestrator Appliance no mpotokory SSH.

Mpoueaypa

1.

2.
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Boiinure B VRealize Orchestrator Appliance uepe3 SSH B kauectBe noJib3oBaTess root.
Beimonaure komany kubectl —-n prelude get pod.

YroObl TONYyYUTh CIHCOK BCEX JOCTYIHBIX paciiupenuii, 3amycrure komanay kubectl —n prelude exec
-it vco-app-your_pod_ID -c vco-server-app —— ls /var/lib/vco/app-server/
extensions.

Yto0sI BKIIOUNTH pacmupenne Opentracing, 3amycTuTe clieyIomylo KOMaH1y:

kubectl -n prelude exec -it vco-app-your_pod_ID -c vco-server—-app —
mv /var/lib/vco/app-server/extensions/
opentracing-8.1.0.jar.inactive /var/lib/vco/app-server/extensions/
opentracing-8.1.0.jar

Yro0s! BIIIOUNTH pacimpenne Wavefront, sanycrute ciaeayiomnyo KOMany:

kubectl -n prelude exec —-it vco-app-your_pod_ID -c vco-server—-app —
mv /var/lib/vco/app-server/extensions/wavefront-8.1.0.jar.inactive /var/lib/vco/
app-server/extensions/wavefront-8.1.0.jar

BotiauTte B LIeHTp ynpaBlieHUs U YOSIUTECh, YTO PACIIMPCHUS 0TOOpakatoTcst Ha crpanuie CBoiicTBa

pacIIMpeHus.
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CnepytoLme waru
Hacrpoiire unrerpamuo Opentracing u Wavefront ¢ vRealize Orchestrator na crpanuniie CBoiicTBa

pacmupenusi. Cum. paszaenst Hactpoiika pacmpenust Opentracing u Hactpoiika pacmupenust Wavefront.

HacTtponka pacwmpeHuns Opentracing

Pacmmpenne Opentracing ornpasisieT JaHHBIC O BBIMOJIHEHHUH paOd0YMX MPOLIECCOB Ha cepBep Jaeger. Otu
JIAaHHBIE BKJIIOYAIOT B ce0s1 COCTOsIHUE pabOUuero mpoiecca, BXOJAHbIC U BHIXOJHbBIC MTAPAMETPhI, HMsI [IOJIb30BATEs,

KOTOPBII HHUIUHUPOBAJI 3alyCK pabodero mpoiecca, U CBeAeHUs 00 uaeHTH(HUKaTope paboyero mpoiecca.

Heobxoanmble ycrnosus

m  [Iposepsre, BItoueHo Jin pacmmpenne Opentracing B VRealize Orchestrator Appliance. Cm. pazagen
Bkirouenune pacumpennit Opentracing u Wavefront.

m  Brinonnure pa3BepTeiBaHue cepBepa Jaeger aid ucnoib3oBaHus B pacmumpenun Opentracing.

JlononHuTeNnbHBIE CBEACHUS CM. B JIOKYMEHTAINN 10 Hadasry paboTsl ¢ Jaeger.
Mpoueaypa
1. Boiinute B 1IeHTp ympaBjieHUs OT UMEHH MOJIb30BaTelns root.
2. [Ilepeitmute Ha cTpanully CBoiicTBa paciInpeHus.
3. Bsibepurte pacmupenue Opentracing.
a4

. Bseante agpec u mopr y3na cepsepa Jaeger.

Ipumeuanue Ilepex agpecom cepBepa BCTaBbTe ABE KOChie uepThl (//).
5. Haxwmure kHonky COXpaHHUTB.

Pesynerathl

Pacmmmpenne Opentracing ms VRealize Orchestrator nacrpoeno.

Cnepytolme waru

m  Jlns 1ocTyna K Mosib30BaTeNIbckoMy HHTep(eiicy Jaeger, copepxaiieMy JTaHHbIE, COOpaHHbBIE pacIIMpeHUEM

Opentracing, nepeiigure o agpecy ysia, yKa3aHHOMY BO BpEeMsI HACTPOUKHU.
m B pasgene Cay:xba Beioepure Padoune mpomecchl.

m  YroObI yKa3arh JaHHbIE JUIS IPOCMOTPA, UCTIONb3yiTe napamerp Tern. Hampumep, uToObI IpOCMOTPETH

JaHHBIC O HEyIaBIIMXCs pabounx mporneccax, Beeaute status=failed.

HacTtponka pacwmpeHns Wavefront

Pacmupenne Wavefront ucnonesyercs asist cOopa AaHHBIX 0 Mokaszarensix cucrembl VRealize Orchestrator u

padouYnX MPOIECCOB.
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Heobxoaumble ycrnosusi

1.

IIposepste, BRMoYeHo nu pacummpenue Wavefront B VRealize Orchestrator Appliance. Cu. pasaen
Brurouenue pacmupenuii Opentracing u Wavefront.

Wmnoprupyiite ceprudukar Wavefront, BeimoiaHus crepyromiye 1eicTBUs.

a) Boiigure B nentp ynpasienust VRealize Orchestrator or umenu nons3oparens root.

0) Ilepeiimute Ha ctpanuly CepTHGHKATHI.

B) Illenkuute packpeiBaroineecst MeHio UmmopT u Beioepute UMmopTupoBats ¢ URL-agpeca.
r) Beemure URL-agpec Wavefront u naxxmure UMIopTupoBars.

Hactpoiite mpokcu-cepsep Wavefront. JlomogHUTENbHBIC CBEACHHS CM. B pazmeine [Ipokcu-cepseps
Wavefront: ycraHoBka u ynpaBlicHHE.

Mpoueaypa

1.
2.
3.
4

5.

6.

Boiiaure B nentp ynpasinenust VRealize Orchestrator or umenu nosns3osaress root.
[lepelinure Ha cTpanuny CBolicTBa pacIIHpeHHs.
Bribepure pactmpenne Wavefront.

Hacrpoiite cpoiictea Wavefront.

IMapamerp Onucanne
IIpokcu-cepsep Anpec npokcu-cepsepa Wavefront.
Y3ea (Heobs3arensHo). Anpec yzna Wavefront.

Mapkep (Heobs3arensno). Mapkep APl-untepdeiica Wavefront. JlonmonnurenbHbie CBEACHUS O
coznannu mMapkepa APl-unrepdeiica Wavefront ecm. B pazaene Cosnanne mapkepa API-

unTepdelica.

TMpedukce Jlo6GaBbTe MeTKH TPehHUKCOB TS KaXIOTo MoKasaterns, otnpasisiemoro B Wavefront.
Metku npeduKCoB pa3AensoTCs TOYKOM.

(momomuuTENBbHO) BE1OepuTe OTHPABUTH MAHEb YIPABJIEHUS M0 YMOJYAHUIO MIPU CJIeYIONIEM 3aMmycKe.

Haxwmure kHonky COXpaHHUTh.

Pesynerathbl

Pacummpenne Wavefront mis vRealize Orchestrator nacrpoeno.

CnepytoLme waru

Jnst noctyma K rmokasaTensM, coOpanHbIM pacmmpenueM Wavefront, oTkpoiite manens ynpaBieHUs 110

aZpecy, BBCACHHOMY B X0/1€ HaCTpOﬁKH.

Jlnist osyueHust yBeIOMIICHHI 0 KOHKpPETHBIX coObITHSX B cpene VRealize Orchestrator moxuo
UCIonb30BaTh GyHKIMIO onoBenieHuii Wavefront. JlononHuTenbHbIC CBEICHUS CM. B IOKYMEHTALIMN 110

¢dyukiun onosenienuit Wavefront.

VMware, Inc. 55


https://docs.wavefront.com/proxies_installing.html
https://docs.wavefront.com/proxies_installing.html
https://docs.wavefront.com/wavefront_api.html#generating-an-api-token
https://docs.wavefront.com/wavefront_api.html#generating-an-api-token
https://docs.wavefront.com/alerts.html#creating-an-alert
https://docs.wavefront.com/alerts.html#creating-an-alert

VcranoBka u Hactpoiika VMware vRealize Orchestrator

BkntoyeHne cnHxpoHusaunm spemeHun B VRealize Orchestrator

MOKHO BKITIOUMTh CHHXPOHHU3AIMIO BpeMeHH B pa3BepThiBannu VRealize Orchestrator ¢ nomonsio koMaHHO#M
crpoku VRealize Orchestrator Appliance.

C nomouipto porokoia oomena ganubiMu NTP (Network Time Protocol, nporokos cereBoro BpeMeHn)
MOKHO HACTPOHMTh CHHXPOHH3AIMIO BPEMEHH JJIsi aBTOHOMHOT'O MJIM KJIACTEPHOTO pa3BepThiBaHus VRealize

Orchestrator. vRealize Orchestrator nognepsxuBaet aBe B3auMoucKiItodaromue Koudurypaunu NTP:

Kondurypanust NTP Onucanne

ESXi JlaHHy10 KOH(UTYpAIHIO MOKHO HCIIONB30BaTh, eciu cepeep ESXi,
Ha KoTopoM pasmemntaercs VRealize Orchestrator Appliance,
cunxponusuposan ¢ cepsepom NTP. Ipu ncrnons3oBannu
KJIACTEPHOTO pa3BepThIBaHUs Bee y3ibl ESXi 1omkHbI OBITH
cuHXpoHH3HpoBanbI ¢ cepepoM NTP. JIonomHUTEIbHbIE CBEACHUS O
Hactpoiike NTP s ESXi cMm. B paznene Hactpoiika nporokosa
NTP (Network Time Protocol) na y3ne ESXi ¢ nomorsio
vSphere Web Client.

Ilpumeuanne Ecim passepreiBanne VRealize Orchestrator
niepeHocutcs Ha ysen ESXIi, KoTopslil He CHHXPOHHU3HPOBAH €

cepsepoM NTP, MOXXeT IPOM30UTH paCCHHXPOHHU3ALMSL.

systemd B aT0li KOH(HUrypanuy UCIOIb3yeTCsl YIPABIISIONIas IporpaMmma
systemd-timesyncd, ¢ nomoubp KOTOpOi U BBITIOIHSIETCS
CHHXPOHM3aIUsI YacoB pa3BepTheiBanus VRealize Orchestrator.

Ipnmeuanne [To yMouaHHIO yIpaBISIONIAs IPOrpaMMa
systemd-timesyncd BkiroueHa, HO B Hell He HACTPOCHBI CEPBEPHI
NTP. Eciu B VRealize Orchestrator Appliance ucnons3yercs
JIMHAMHYecKast HacTpoiika |P-aapecos, ycTpoiicTBO MOXET
ncnosb30Bath JMo0bie cepepbl NTP, momydeHHbIE TIPOTOKOIOM
DHCP.

Mpoueaypa
1. Boiinute B komananyio ctpoky VRealize Orchestrator Appliance B kauectse monb3oBarerns root.
2. Brximounte NTP ¢ nomompsio ESXi.

a) Bemonuute komanay vracli ntp esxi.

6) Bemomnure komanay vracli ntp apply.

Kondurypauuss NTP ESXi npumensiercst k pazsepreiBanuio VRealize Orchestrator.
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3. Brxmounte NTP ¢ momomisio systemd.

a) 3amycrture koMaHay vracli ntp systemd ——set FQDN_umu_IP-adpec_cepsepa_systemd.

I[Ipumeuanne MosxHOo 100aBUTH HeCKONBKO cepBepoB NTP systemd, pasmensist ux ceteBbie ampeca

3aIIAThIMUA.

6) Bemmonuute komanay vracli ntp apply.
Kongurypauuss NTP systemd npumensiercst k pa3sepreiBanuio VRealize Orchestrator.

4. (momosHuTenbHO) YTOOBI MOATBEpAUTH cocTosiHre KoHpurypanuu NTP, 3anycture komanay vracli ntp

status.

CnepytoLme waru

Hactpoiika NTP moxeT okazaTscsi HEyZaqHOH, €CITU pa3HUIAa BO BpeMeHH Mexay cepepom NTP u
paseepthiBanueM VRealize Orchestrator cocrapmuser 6omnee 10 MunyT. UTOOBI YCTPaHHUTH 3Ty HPOOIEMY,
nepe3arpysure VRealize Orchestrator Appliance.

OTknoYeHne CMHXpoHn3aumn sBpemeHn B vRealize Orchestrator

MOXHO OTKITFOUUTh CHHXpOHH3aIMI0 BpeMeHn npotokona NTP (Network Time Protocol, nporokon cetreBoro
BpeMeHH) B pa3BepThiBanuu VRealize Orchestrator ¢ momorpro komanaHo# crpoku VRealize Orchestrator
Appliance.

MoxHo Takxe copocuth koHpurypanuto NTP B VRealize Orchestrator Appliance o cocrosiaus mo
YMOJTYaHHIO, 3ayCTHB KoManay Vracli ntp reset. ITocne copoca koHpurypaimu He0OX0AUMO IPUMEHHUTH

M3MEHEeHHs1, 3aIyCTuB KomManay vracli ntp apply.

Heobxoaumble ycrnosusi

Ybeaurech, uTo HacTpoeHa CHHXpOoHH3anus Bpemenu ¢ ESXi wnn systemd. Cwm. paznen Brirouenne

CHHXpOHM3auuK BpemeHu B VRealize Orchestrator.

Mpoueaypa
1. Boiiaure B komanaHyto ctpoky VRealize Orchestrator Appliance B kadectse nosb3oBarens root.

2. Yro0Obl OTKIIOYUTH CUHXpOHM3a1MI0 BpemeHu ¢ ESXi uiau systemd, 3anycrure komanay vracli ntp
disable.

3. Bemonnute komangy vracli ntp apply.

4. (momosHuTenbHO) YTOOBI MOATBEPAUTH cocTosiHre KoHpurypannu NTP, 3anycture komanay vracli ntp
status.
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KoHdurypaums: npumepsl
NCMOJSIb30BaHUA U YCTPaHEHUe
Henonagok

B npumepax mcnonb3oBaHus KOHGUTYpaAIUid TPEACTABICHBI ANTOPUTMBI BBITTIOJHEHHUS 3a/1a4, MO3BOJISIONINE

YIOBJIETBOPUTH 0COOBIC TpeOOBaHUs K KOoHpuUrypamuu ceppepa VRealize Orchestrator, a takke pekomeHmarmu

M0 YCTPAaHEHHUIO HEMOJIAI0K, KOTOPBIE TIOMOTYT pa3o0paThcs B MPOOIEME U PELIUTH €€.

B 9Ty I1aBy BXOJAT CICAYIOLIUC pa3acCibl:

Hacrpoiika noaxiouaemoro moayist VRealize Orchestrator mis vSphere Web Client
OTMeHa BBINONHAEMBIX Pab0YHX MPOLIECCOB

Brirouenune otnanku cepsepa VRealize Orchestrator

W3menenue pasmepa auckos VRealize Orchestrator Appliance

MacmrrabupoBanue odbeMa naMsiTi Kyuu Ha cepepe VRealize Orchestrator

ABapuiinoe BocctanopieHue VRealize Orchestrator ¢ nomomrsio Site Recovery Manager

HacTpowka nogkntoyaemoro moayns vRealize Orchestrator ans
vSphere Web Client

UroObl HCTIONB30BATH MOJKII0OYaeMblil Moy VRealize Orchestrator ans vSphere Web Client,

HeoOxoanMo 3apeructpupoBath VRealize Orchestrator B kauectse pacmmpenus vCenter Server.

3apeructpuposan cepsep VRealize Orchestrator ¢ nomomipio vCenter Single Sign-On u HacTpouB ero st

padotsl ¢ vCenter Server, neobxoaumo 3apeructpuposath VRealize Orchestrator B xauectse pacimpenus

vCenter Server.

HeobxoauMble ycnosusi

VYoenurech, uro i VRealize Orchestrator Appliance skimoden poctyn 1o nporokony SSH. Cwm. paszzen

Bxurouenue u otkiroueHue pocryna k VRealize Orchestrator Appliance mo nporokomy SSH.

Heob6xoaumo 3apeructpupoBath VRealize Orchestrator ¢ nposepkoit mommaaocTH VSphere Ha Tom ke
sx3emmursipe Platform Services Controller, ¢ moMorp0 KOTOpOro Bbl yIpapiseTe IPOBEpKOit
nogauHHoctH vCenter Server.

VMware, Inc.

58



VcranoBka u Hactpoiika VMware vRealize Orchestrator

Cromupyitre daitn vco-plugin.zip B VRealize Orchestrator Appliance.
a) 3arpysure Qaiin vco—plugin.zip ¢ noprana VMware Technology Network.

6) Orkpoiite SSH-kTHCHT.

Mpumeuanue B cpenax Linux u MacOS MOKHO UCTOIb30BaTh HHTEP(EHC KOMAHHOM CTPOKH

tepmuHasia. B cpene WindOwS MOXHO HCIOb30BaTh KiaueHT PUTTY.,
B) UToObI cKomupoBaTh Gaitn vco—plugin.zip, ucnons3yiite KOMaHIy 0€30MaCHOTO KOMUPOBAHUS.

For Linux/MacOS: scp ~/<zip_download_dir>/vco-plugin.zip root@<orchestrator_FQDN_or_IP>:/
data/vco/usr/1ib/vco/downloads/vco-plugin.zip

For Windows: pscp C:\<zip_download_dir>\vco-plugin.zip root@<orchestrator_FQDN_or_IP>:/
data/vco/usr/1ib/vco/downloads/vco-plugin.zip

Mpouenypa

6.

Bemmonnure Bxox B VRealize Orchestrator Client.
Ilepeiinure B pa3nen budanorexa > Padoune npoueccsl.

Hatinure padouwnii nporiece Perncrpanus vCenter Orchestrator B kauecTBe pacuupenust
vCenter Server u Haxmure 3anmycTuTh.

Bribepure sx3emmisip vCenter Server, ucnonszyemsiid aist peructpauun VRealize Orchestrator.

Beenute https://FQDN_opxecmpamopa vnn cnyxe6ubiii URL-anpec moacuctemMb 6amaHCHpOBKA
HarpysKH, IepeHarpasiIsionell 3anpockl Ha y3ibl cepepa VRealize Orchestrator.

Haxxwvure 3amycTuTs.

OTMeHa BbINOSTHAEMBIX pabo4ymnx NpoLeccoB

C nomomnipio nenrtpa ynpasienus VRealize Orchestrator moxHo oTMeHsTH padoune mporeccsl, KOTopble He

3aBepIIAIOTCS JOJDKHBIM 00pa3oM.

Mpoueaypa

1.

2.

Boinonnute Bxo B LleHTp ynpaBieHus B KauecTBe NPUBUJICTHPOBAHHOIO I0J1b30BaTe st root.

Haxwvure YceTpaHeHue Henmoaajaox.
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3. OtMeHUTE BBINOIHSIEMBIC pa6oqI/Ie MMPOUECCHI.

IMapametp Onucanne

OrMeHa Beex HUKJIOB padoyero npouecca  Beaute npentudukatop padouero mpouecca, 4ToObl OTMEHUTh BCE MAapKEPhl ATOTO

pabouero nporecca.

OTMEHHUTH BBINOJIHEHHE Padouero Beeaute Bce HACHTH(GUKATOPEI MApKEPOB, KOTOPHIC CIICAyeT OTMCHHUTh. B kadectBe
npouecca no nieHTupuKraTopy pa3fenuTelIst MeXAY HACHTU(GUKATOPAMHU UCIOJb3YITE 3arisThiC.

OTMeHa BeeX BBINOJHAEMbIX padounx OTMeHa BceX BBINOJIHAEMBIX pab04nX MPOLECCOB HAa CEpPBEpE.

NpOIeCcCOB

IMpumeuanne Orepanuu M0 OTMEHE BBIMOIHEHUS paO0UYMX MPOLIECCOB M0 HICHTH(PHUKATOPY MOTYT
3aBepIIaThCs HEYAAYHO, TaK KaK HaJIS)KHOTO cr1oco0a MTHOBEHHO OTMEHHTH BBITIOJIHEHHE TOTOKA MPOLIECCOB
HE CYIIECTBYET.

PesynbraTthl

IIpu cnemyromem 3amycke cepBepa OTMEHEHHBIE pabodne Iponeccsl OyayT MO-TIPeKHEMY HaXOIUTHCS B

COCTOSAHHUHU OTMCHBI.

BkntoyeHune otnaakun cepeepa vVRealize Orchestrator

i pemienust mpoGieM, BOSHUKIIUX MPH pa3pabOTKe MOAKII0YAEMOr0 MOIYIISA, MOKHO 3aIlyCTUTh CEpBEp

vRealize Orchestrator B pexxume oTaaaKu.

HeobxoauMble ycnosusi

YcraHOBUTE M HACTPOWTE CPeCTBO KOMaHIAHOM cTpokn Kubernetes na nokaiasHoM KommbioTepe. CM. paszaen

YcraHoBka U HacTpoiika kubectl.

Mpoueaypa
1. Boiinure B komanaHyto ctpoky VRealize Orchestrator Appliance B kadecTse nosb3oBarens root.
2. Bemonnute komanny kubectl —-n prelude edit deployment vco-app.

3. Ortpenakrupyiire ¢aiin pazseprboiBanust YAML, 100aBuB NepeMEHHYIO CpeJibl OTIA KK B KOHTEHHEp VCO—

server—app. llepemeHHas goDKHA OBITH TOoOABJICHA B pa3/iel €NV KOHTeHHepa VCo—-Server—app.

containers:
— command:

env:
— name: DEBUG_PORT
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value: "your_desired_debug_port"

name: vco-server-app

Ipumeuanue [lpu n00aBlIeHUH TEPEMEHHOMN Cpebl OTIAIKU B pa3esl €NV HeoOXOAUMO CIICIOBATh

thopmaTtupoBanuio oTcTymmoB YAML, kak moka3aHo B MPEABIAYIIEM IIPAMEpE.

4. CoxpaHHUTe H3MEHEHUS B (aiiie pa3BepTHIBAHHS.

[Ipu ycrientHoM BHECEHWM M3MEHEHU B (haiiil pa3BepTHIBAHUS TOSBIISIETCSI COOOIIICHNE

deployment.extensions/vco-app edited.
5. Cospaiite ¢aiin konpurypanuun Kubernetes, 3anycrus komanay vracli dev kubeconfig.

Tak kak kubeconfig siBaseTcst cpenoit pa3padoTyrKa, MOSBUTCS 3aIpOC MOATBEPIUTh TalbHEHIINE

neiictBus. Bequre yes (1a) st IpoIo/DKeHUS Wik NO (HET), 4ToOBI TpepBaTh MPOLEAYPY.

6. Ckonupyiite COAEPKUMOE CO3IaHHOTO (hailyia KOHPUTYpaliK, HAYKHAs CO CTpOoKU dpiVersion: vlu

3akaHuuBas cTpokoit client-key—-data BkirouurensHo.
7. Coxpanute co3nansblii daitn konpurypauun Kubernetes na jokaabHOM KOMITBIOTEPE.
8. Briigure u3 VRealize Orchestrator Appliance.
9. 3aBepunTe HACTPOHKY PEKUMa OTJIaJKH Ha JIOKAIBHOM KOMIIBIOTEpE.

a) OtkpoiiTe 00010YKY KOMaH/IHON CTPOKH.

6) Ipussxute nepemennyto cpeibl KUBECONFIG k coxpanenHomy (aitny KoHdurypammu.

IIpumeuanue B kauecTBe mpuMepa HCIONIB3yeTCs cpeaa Linux.

export KUBECONFIG=/file/path/fileName

B) UroObI MpoOBEpUTH, 3AMyIICHBI JIU CITyKObI, BhIOMHATE KoMaHay kubectl cluster-info.

r) YtoOBI 3aBEepIINTHh HACTPONKY peKMMa OTIAIKH, BEIIOIHUTE cleayromuii 3anpoc APl-urTepdetica
Kubernetes.

[pumeyanue 3HayeHHE NEPEMEHHOW nOpM_0maaoKu_JOKAIbHO20_Y31a — STO TIOPT, 33/IaHHBII B
KOH(UTYpalny yAaJeHHOH OTIIaJIKU HHTErpUpOBaHHOW cpejbl paspadorku (IDE). 3nauenne nepemenHoi

nopm_omaaoky_ VIO TeHepUpyeTCsl PU BBITIOIHEHNUN Iara 3 JaHHOM MPOLE Iy phI.

kubectl port-forward pod/ud_mooyus_npuroscenus_vco nopm_omaaoku_noKaibHo2o_y31a : ROPM_OmidoKu_VIo

Ba:xno! [Ilpu nHactpoiike cpeacTBa oTinanku ykaxure mapamerpsl DNS u IP-anpeca st nokansHOTO

KOMIIBIOTEPA, HA KOTOPOM Obl1a BBITMOJHEHA KOMaHaa nepeaapecanu rmopTos.

Pesynesrathl

Otnazaka cepsepa st VRealize Orchestrator Appliance nacrpoena.
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N3meHeHne pasmepa anckoB vVRealize Orchestrator Appliance

Pasmep nucka VRealize Orchestrator Appliance MoXHO U3MEHHUTh, OTPEAAKTUPOBAB [TapaMETPhI pa3Mepa
Jcka BUpTyanbHOU mammibl VRealize Orchestrator Appliance B vSphere.

HeobxoauMble ycnosusi

VYobeaurech, uro BkitoueHa ciyx6a SSH vRealize Orchestrator Appliance. Cwm. pasaen Briouene u
oTkIroueHKe AocTyna k VRealize Orchestrator Appliance no mpotokonry SSH.

Mpouenypa

1. IIposepsre cBOOOAHOE MecTo Ha nucke B VRealize Orchestrator Appliance.

Ilpumeuanne s muckos VRealize Orchestrator Appliance tpedyercs mo kpaiineit mepe 20 %

CBO60,E[H01"O JAUCKOBOT'O IMPOCTPAHCTBA.

a) Boiinure B koMaHaHy0 cTpoky VRealize Orchestrator Appliance mo nporokony SSH B kauecTe

noib3oparens root.
6) Boimonnute komanay vracli disk-mgr.
2. Usmenute pa3mep aucka BuptyanbHoi mamuel VRealize Orchestrator Appliance B vSphere.
a) Boiigure B vSphere Client oT uMenun agMuHUCTpaTOpA.
6) BeixmounTe BupTyaneHyio Mamuny VRealize Orchestrator Appliance.

B) lllenkHuTe BUPTYyaIbHYIO MallMHY MTPaBOW KHOIKOW MBIIIK U BeIOepHUTe KoMaHy M3MeHuTH

napaMeTpbl.

r) Ha Bkiaake BupryanbHoe odopynoBanue passepaute AKecTkuii IMCK /Ui POCMOTPA U M3MEHEHUS

napamMeTpoB AMCKA, a 3aTEM HAXKMUTEC OK.

JlononHuTenbHble CBEJCHUS] 00 M3MEHEHUH pa3Mepa JIMCcKa BUPTYalbHbIX MalluH VSphere cm. B pasjene
Hzmenenue konguaypayuu upmyanisno2o Oucka pyKoBOICTBA AOMUHUCMPUPOBAHUE SUPIMYATbHBIX

mawun vSphere.

MacwTabupoBaHne obbema NnamaTn Kyyum Ha cepBepe VRealize
Orchestrator

O0bem mamsATH KyuH Ha cepBepe VRealize Orchestrator MmoxHo yBennuuTh, BHECS H3MEHEHUs B (haiii

pa3BepTHIBAHUS.

MoOXHO HAacTpoHTh 00BbEM MaMsATH KydH Ha cepBepe VRealize Orchestrator, uro6sl cpena opkecTpaiun Moria
YIPaBISTh U3MEHSIONIMMECS Harpy3kamu. Hampumep, MOKHO yBEJIMYHUTh TaMsITh Ky4d pa3BepTeiBanus VRealize

Orchestrator, ecnu manupyercs ynpasieHHe HECKOIBKUMHU cepBepamu vCenter.

HeobxoauMble ycnosusi

m  AxruBupyiite noctyn k VRealize Orchestrator Appliance no nporokoiy SSH. Cum. pasnen Britouenune u
oTkiroueHue aoctyna k VRealize Orchestrator Appliance no mportokonry SSH.
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m  VBenuubre 00bemMa O3Y BUPTyaNbHON MalIMHBI, HA KOTOPOW MPOBOAUTCS pa3BepThiBanue VRealize
Orchestrator, no cinenyoriero A0mycTuMoro ypoBHs. CBeieHHsI O TOM, Kak yBelnHuuTh 00beM O3Y
BUPTYaJIbHOW MaIuHBL B VSphere, cM. B pasaene M3menerue KoH@ueypayuu namsmu PyKOBOACTBA
Aomunucmpuposanue supmyanivnvix mawun VSphere.

Mpoueaypa

1. Boiinure B komananyto crpoky VRealize Orchestrator Appliance no nporokony SSH B kauectse
nonb3oBaress root.

2. [lepeiimute B xatanor /opt/charts/vco/templates/.

3. Cospaiite pesepBHyt komuio (daiina deployment.yaml.

cp deployment.yaml /tmp/
4. C noMoIIbio TEKCTOBOIO PeakTopa BHecHTe u3MeHeHus B ¢aiin deployment.yaml.
vi deployment.yaml
5. BrInmonHuTe MOKMCK CTPOK, COAEPKAIINX 3HAYCHHE env, MOKa He HaileTe KOHTEeIHep vco-server—app.
— hame: vco-server-app
image: {{ .Values.image.repository }}:{{ .Values.image.tag }}
env:
— name: JAVA_PROXY_SCHEMEE
6. B paszene env no0aBbTE repeMeHHyo cpeabl JVM_HEAP co 3HauenueMm, rae {DESIRED_HEAP_SIZE}
COOTBETCTBYET HOBOMY TpeOyeMoMmy o0beMy maMsTh Kyud, Hanpumep 4G.

— hame: vco-server-app
image: {{ .Values.image.repository }}:{{ .Values.image.tag }}
env:
— name: JVM_HEAP

value: {DESIRED_HEAP_SIZE}
— name: JAVA_PROXY_SCHEME
7. BbINoJIHKUTE MOUCK CTPOK, COJACPKAIIUX CTPOKY memory: 5G, B (haiiyie pa3BepThIBAHUS.

IIpumeuanue B daite pazBepThIBaHMS JOJKHA IPUCYTCTBOBATH TOJIBKO OJIHA CTPOKA memory: 5G.

resources:
limits:
memory: 5G
requests:
memory: 4G
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8. VYBeanubTe KOJUYECTBO OFpaHI/I‘{eHI/Iﬁ " 3a1mpoCoB KOHTeﬁHepa.

3HayeHHUE OrPAaHUYCHUI memory : HOJDKHO ObITh Ha 2 I'b Ooibliie, YeM 3HAYCHHE MAMSITH
JVM_HEAP, ykazanHoe B 1mare 6. Hanpumep, ecinu B miare 6 ykazano 3HaueHue value: 4G, HE0OXOJUMO
YCTaHOBHTH 3HAYCHUEC OTPAHUYCHUS 00bheMa MaMATH memory: 6G. 3HaUeHHUE requests: memory JOIKHO
obiTh Ha 1 ' Gosbiie, yem 3HaueHue naMsiti JVM_HEAP, ykazanHoe B mare 6. Hanpuwmep, eciu B miare 6 B
Ka4YeCTBC 3HAUYCHUSA Ky‘II/I yKasaHo value: 4G, JJI1 IaMsITU SaHpOCOB HCOGXO,Z[I/IMO yKaSaTI) 3HA4YCHUC memory:
5G.

resources:
limits:
memory: {Desired heap size + 2G}
requests:
memory: {Desired heap size + 1G}

9. Coxpanure u3MeHeHus B (ailie pasBepThIBaHUS U HepeiinuTe B Katamor /opt/scripts.

IIpumeuanne Ilpu pabote B KiacTepHOil cpele NMPUMEHNUTE PUBEACHHBIE BBILIE IIark KO BCEM y3J1aM

Kiacrepa.

10. Bemonnure komanny deploy.sh.

HpI/IMe‘IaHl/Ie Ecmu cpeaa ABJIACTCA KﬂaCTepHOﬁ, 3allyCTUTE cueHapMﬁ Pa3BEPTHIBAHUA Ha OCHOBHOM Y3JIC.

PesynbraThbl

O0wem namsitu Kyuu [yt cepBepa VRealize Orchestrator obut usmeneH.

ABapunHoe BoccTaHoBrneHne vRealize Orchestrator ¢ nomoubto
Site Recovery Manager

Heob6xoaumo nactpouts Site Recovery Manager st 3amutet VRealize Orchestrator. Uro6sr obecnieunts

3alUTY, BBIOJHUTE CTAaHIAPTHBIC 331a4u 10 HacTpoiike B Site Recovery Manager.

[MogrotoBka cpeabl

[epen Hactpoiikoii Site Recovery Manager Heo0xoauMo yOSAUTHCsI, YTO BBIIOJIHEHBI CIICIYHOIIUE

H€O6XOI[I/IMBI€ yciaoBus.

Ybeaurech, 4To Ha 3AIIUILIEHHBIX CaliTaXx U B CPe/ie aBapUITHOTO BOCCTAHOBIICHHUS YCTAHOBJICHO MTPOTPAMMHOE

obecnieuerne VSphere 6.0 um Ooree MO3THEH BEPCHH.
Ybenureck, uro ucnosszyercs Site Recovery Manager 8.1 unu GoJsiee no3Hel Bepcuu.

Ybenurech, uTo BhInoiHeHa HacTpoiika VRealize Orchestrator.

HacTtpownka BupTyanbHbIX MawwvH anga vSphere Replication

Heo0x011uM0 HACTPOUTh BUPTYalIbHBIC MalInHbI st VSphere Replication wim peruukanuu Ha ocHOBe

MaccuBa, 4ToOBI HCIONb30BaTh Site Recovery Manager.
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Yro0s! BKIIOUNTE VSPhere Replication Ha TpeGyeMbIXx BUPTYyalbHBIX MAILIMHAX, BBIIOIHHUTE CICAYIOINC
TICUCTBHSI.
Mpoueaypa

1. B vSphere Web Client Bbibepute BUpTYyaibHYyI0 MalllMHy, Ha KOTOPOW HY»HO BKJIIOYHTH VSphere
Replication, un maxmure JeiicrBus > Bee neiicrBusi vSphere Replication > Hacrpourts pemyinkanuio.

2. B oxne Tun pemummkanuu Boidoepute Pemummuuposats B vCenter Server u naxmure /lanee.

3. B oxne Ileaesoii caiiT Beibepure vCenter B kadecTBe Cpebl aBapUITHOTO BOCCTAHOBJICHUS U HAXKMUTE

Janee.
4. B oxne CepBep pensmkanun Beioepute cepsep VSphere Replication u naxmure [laJiee.

5. B oxne LlesieBoe pacnoJio:kenne Haxmute U3MeHHTB, BRIOEpHTE 11€71€BOE XPAHWINIIE AaHHBIX, Iae OyayT

XPaHMUTBCS PEIUIMIUPOBAHHBIE (aiibl, 1 HaxXMuTe Jdanee.
6. B oxne [lapaMeTpsl pemyIMKaUK OCTaBbTE HACTPOWKHU 10 yMOJYaHHIO U HaxkmuTe Jlastee.

7. B oxae HacTpoiiku BoccTaHOBJIeHHS BBeIuTe BpeMs s mapamerpa LleseBasi Touka BoCCTaHOBJIEHHSA

(RPO) 1 Dk3eMIIsIpbl MOMEHTA BpeMeHH, 3ateM Haxxmute [Jasee.
8. B oxne 'oTOBO K 3aBeplIeHHIO TIPOBEPHTE HACTPOUKH 1 HAXKMHUTE ['0TOBO.
9. TloBropute 3TH ACHCTBHS IS BCEX BUPTYaJIbHBIX MAIIIKMH, HA KOTOPhIX HEOOXOAUMO BKIIIOUUTH VSphere

Replication.

CosgaHue rpynn 3awmTol

['pymiibl 3alUThl CO3IAIOTCS ISl TOTO, 4TOOBI nath Site Recovery Manager Bo3MoXHOCTh 3allUIIATh

BUPTYaJIbHbIC MAlllMHBI.

I'pymmb! 3aIUTEl MOKHO pacTpenenuTs o nankaM. Ha Bkimanke I'pynnbl 3alMThI OTOOpaKaroTCsl MMEHA TPy
3alIMTHI, HO HE OTOOPaXKAIOTCSI MANKK, B KOTOPBIX OHHU pa3MelieHbl. [Ipy HaIu4dum ABYyX IPYIIT 3alUThI C
OJIMHAKOBBIMU MMEHAMHU U3 PA3HBIX MANOK UX MOXET OBITH TPYAHO Pa3nuuuTh. [03TOMY HEOOXOAMMO, YTOOBI
MMEHa TPYIII 3alIMTHl BO BCEX Mankax ObUIM YHUKAIBHBIMH. B cpenax, rie He Bce MOJIb30BaTesid 00/1alatoT
IpaBaMy MPOCMOTPA BCEX MAIOK, YTOOBI 00ECTICUNTh YHUKAIBHOCTh HMEH TPYTII 3AIIUTHI, HE Pa3MEIIaiTe TPYyTIIbI

3alllUThl B ITaIIKax.

[Ipn cozmaHmy TPYMIT 3aMUTHI AOKANTECH YCHEITHOTO 3aBEPIICHNUS onepannii. Y0eaurech, 4To rpymnmna 3aiiThl

cosnana B Site Recovery Manager u u4To 3aiura BUPTYaJIbHBIX MAIIH B TPYIIE BBIIOIHICTCS YCIEUIHO.

Heobxoaumble ycnosusi
Y6eaurech, 4TO BHIMOIHEHO OJHO U3 CIIEAYIONINX JACHCTBHIA.

u BI/IpTya.HbHBIe MAaIIHBI BXOJAT B XpaHUJINIIA JAaHHBIX, JJIST KOTOPBIX HACTPOCHA PETIJIMKAIINA Ha OCHOBE

MacCHBa.

| Brmmonaensr neobxooumvie yciaoeus 0151 CO30AaHUsL epynn 3auiumasl NOAUMUK XpaHeHUs N YYTCHbI OepanHu4dernus
epynn 6e30nacHocmu NOIUMUK XpaHeHus , TPUBEICHHBIC B PYKOBOACTBE AOMUHUCMPUPOBAHUE
Site Recovery Manager.
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m  Ha BupTyanpHBIX MallliHAX HACTpoeHa perutnkaius VSphere Replication.
L Bremonnenst HEKOTOPBIC NI BCE BHIINICYKA3aHHBIC ,Z[eﬁCTBPIH.
Mpouenypa
1. B vSphere Client unu vSphere Web Client menkuure Site Recovery > OrkpriTh Site Recovery.
2. Ha rnaBHo# Briajke Site Recovery Boibepute mapy cailToB u Haxxmute IpocMoTpeTs cBeIeHHsI.
3. [lepeiigure Ha Biaaky I'pynnbl 3ammThl 1 Haxxmure KHONKY C031aTh, 4T0OBI CO3/aTh IPYIILY 3AIUTHI.
4. Ha crpanune «/Ms 1 HanpaBJIeHHE» BBEANUTE UM M OMUCAHUE TPYIIIBI 3alIUTHI, BEIOCPUTE HAIIPABICHUE U
Haxmute Jlasee.
5. Ha crpanune «Tun Tpymms! 3aMIUTE» BRIOEPUTE TUM TPYIIIHI 3alIUTH M HAKMHUTE KHOTIKY [astee.
IMapameTp JeiicTBHe
Co3aaTh rpynmy 3alIMTHI penJinKanuu Ha  Breibepure I'pynnbl XpaHuIHII JaHHBIX (PeNVIMKANNSA HA OCHOBE MACCHBA) U Mapy
OCHOBe MacCHBa MAacCHBOB.
Co3gath rpynmy 3ammrTsl VSphere Beibepure Otnensunie BM (vSphere Replication).
Replication
Co3path rpynmy 3aliuThl MOJHTHK Bei6epute IoanTukn Xxpanenus (PeIIMKAIMsS HA OCHOBE MaCCHBA).
XpaHeHust
6. BI)I6epI/ITe rpynIibl XpaHWIUI JaHHBIX, BUPTYaJbHbIC MAllIMHbI UJIW MMOJUTUKN XPAaHCHUS, KOTOPBIC CICAYCT
J00aBUTH B TPYIIIY 3aI[UTHI.
IMapamerp JeiicTBue
l"pyrml,l 3alUTHI peNJINKAIlHA HA OCHOBE BLI6epI/ITe TPYIIIBI XPaHUIIALL JaHHBIX U HAXKMUTE ,Z[anee.
MaccuBa ITpu BEIGOpE IpyNIbI XPAHHIMIL JAHHBIX BUPTYalbHbIe MAIIHHBI, KOTOPbIE HAXOAATCS B
rpyrme, 0To0pakatoTcst B TaOIMIE BUPTYAIbHBIX MALIKH.
Ipynne: 3amursl VSphere Replication  BriGepure BupTyanbHble MaluHbl U3 cricka 1 Haxmure Jlasee.
B cnucke OTO6pa)KaIOTC$I TOJIBKO T€ BUPTYaJIbHbIC MAIlIMHBI, KOTOPBIC ObLIH HaCTPOCHBI
st vSphere Replication u erie He BKIIOYEHBI B TPYIIILY 3aIUTHL.
prl’[l’ll)l 3alIUTHI MOJUTUK XPAHCHUHA BBI6epI/[Te TIOJIUTUKU XPAaHEHUS U3 CIIMCKA U HAXKMUTE I[a.ﬂee.
7. Ha CTpaHuLC «IInan BOCCTaHOBJICHUS» MOYKHO npu HeO6X0,I[I/IMOCTI/I Z[O6aBI/ITB rpyniry 3aiuThl B IJIaH

BOCCTAHOBJICHUA.

ITapamerp

Jlo6aBUTH B CyLIECTBYIOIIMIA IIAH

BOCCTAHOBJICHHSI

Jlo6aBUTH B HOBBIii IJIAH

BOCCTAHOBJICHUSI

He 106aBjsiTh B IUIaH BOCCTAHOBJICHHS

VMware, Inc.

JeiicTBHe

JlobGaBieHne rpymIibl 3alIUThl B CYLIECTBYIONIHI IIaH BOCCTAHOBICHHS.
JlobGaBieHne rpymIibl 3alIUTE B HOBBIH IIaH BOCCTaHOBICHUA. [Ipu BeIOOpe 2TOrO

nmapaMeTpa HeOﬁXO,HI/IMO BBCCTHU UM TIJIaHA BOCCTAHOBIICHUA.

BBI6epI/[Te OTOT IapameTp, 9TOOBI HE I[O6aBJ'I$ITL TPpYHITY 3alIUTHI B IIJIaH BOCCTAHOBJICHUS.
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8. [IpoBepbre BHIOpaHHBIC HACTPOWKN U HAXMHUTE KHONKY I'0TOBO.
X0/ cO3aHusl TPYMITBI 3aIUTHl MOXKHO OTCJIEKHMBATh HA BKIagKke I'pynmna 3amuThl.

m  ['pynmsl 3alIUThl PEINTMKALIMK Ha OCHOBE MacCHBa M IPYIIbI 3auTel VSphere Replication: eciu B
Site Recovery Manager k 3alyieHHbIM BUPTYaIbHbIM MalIiHaM OBbUIN YCIICIIHO TPUMEHEHBI

COIIOCTABJICHUSA UCPAPXUU, B KAUCCTBC COCTOSHUA T'PYILI 3al[UThI 6yz[eT YKa3aHO OK.

m  ['pynmsl 3a1uThl NOJIUTHK XpaHeHus: eciu B Site Recovery Manager Obiia ycnemHo obecrieueHa
3alIMTa BCEX BUPTYaJIbHBIX MAIINH, CBA3aHHBIX C MOJIMTHKOM XpaHEHUs], B KAYECTBE COCTOSIHUS TPYIIITBI

3anThl OyaeT ykazano OK.

m  ['pynmel 3alIUThl PEIUTMKALIMK Ha OCHOBE MAacCHBa M IPYIMIbI 3alUTel VSphere Replication: ecnu
COTOCTABJICHUsI MepapXuK He ObLJIM HACTpOoeHbI WK eciiu Site Recovery Manager He yaanoch ux

MPUMCHHUTDL, B KAUYCCTBC COCTOAHUS I'PYIIIbI 3allIUTHL 6yH€T YKa3aHO He HACmpOeHOo.

m  ['pynmbl 3amuThl NOJIUTHK XpaHeHus: ecnu Site Recovery Manager ne Moxer 00ecreuuThb 3aluTy
BCEX BUPTYAJIBHBIX MAIIHH, CBS3aHHBIX C MOJUTUKON XPaHEHMs, TO B KAUECTBE COCTOSHHUS TPYIIITHI

3aIIUTHI Oy/IEeT YKa3aHO He HACMPOEHO.

Cnegytowme waru

I'pymiiel 3amuThl PeILIMKAIIMKA HA OCHOBE MacCHBa M TPyIbl 3ammThl VSphere Replication: eciu B kauecTBe
COCTOSIHHUSL 3aIIUTHI TPYIII 3alIUTHI YKAa3aHO He HACMPOEHO, IPUMEHUTE COMOCTABIICHUSI HEPAPXUU K BUPTYaJIbHBIM

MalIrmHaM.

m  CaezieHMs O TOM, KaK IPUMEHUTH COIIOCTABJICHHS HEPApXUHU KO BCEMY CaWTy WIIM IIPOBEPUTH NPABUILHOCTD
y’K€ HACTPOGHHBIX COIOCTaBICHUN HEPAPXHH, CM. B paszaene Hacmpoiika conocmasnenuil uepapxuu B
pykoBoactBe Aomunucmpuposanue Site Recovery Manager. CBeneHust 0 TOM, KaK IPUMEHHTh 3TH
COIIOCTaBJIEHHS KO BCEM BUPTYaJbHBIM MallMHAM, CM. B pasjene [Ipumenenue conocmagienuii uepapxuu Ko

6CeM YUACmMHUKAM epynnsl 3auumsl B PyKoBoaCTBe Aomunucmpuposanue Site Recovery Manager.

m  CsezeHHs O TOM, KaK IPUMEHNTH COIIOCTABJICHUS NEPAPXUH TI0 OTAEIBHOCTH K Ka)KI0W BUPTyalbHON MallllHE
B IpYIIIE 3alIUThl, CM. B pazjenie Hacmpotiika conocmasnenuti uepapxuu 0jis OmOenbHOU 8UPMYaibHOl

Mawunsl 8 2pynne 3auumsl B pyKoBOJICTBe Aomunucmpuposanue Site Recovery Manager.

['pynmsl 3a1UThl NOJUTUK XPAHEHUS: €CIM B KAUECTBE COCTOSHUS 3AIUThI TP 3aIMUThl YKA3aHO He
Hacmpoeno, yoeIuTech, YTO BBIIOIHEHbBI HE0OX00UMbLE YCA08US Ol CO30AHUS SPYNN 3AUUIMbL NOTUMUK XPAHEHUs
W YUTEHBI 0epanuyenus epynn 0e30nacHoCmu noIumuK Xpanenus, IPUBEJICHHbIE B PyKOBOJICTBE

Aomunucmpuposanue Site Recovery Manager.

Co3gaHune nnaHa BOCCTaHOBIEHUS

B miaHe BOCCTaHOBIICHHSI COICPIKATCSI CBEICHHS O TOM, KakuM obpa3om Site Recovery Manager oyner

BOCCTaHABJIMBATh BUPTYAJIbHbIC MAIlIMHBI.

Mpoueaypa
1. B vSphere Client uiu vSphere Web Client seibepure Site Recovery > OrkpoiTh Site Recovery.

2. Ha rnaBHoii Bkiajke Site Recovery Beibepute napy caiitoB u Haxxmute [IpocMoTpeTh cBeIeHuUs .
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3. Bribepute Briranky Ilianbl BoccTaHOBIEHUS U HAXKMUTE KHONIKY C031aTh, 4TOOBI CO3/1aTh TUTaH

BOCCTAHOBJICHHUA.
4. BBGL[I/ITe UM, OITMCAaHUC U HAIPaBJICHUC IJIA IJIaHa, BI)I6€pI/IT€ namnkKy U HaXKMUTEC KHOIIKY I[anee.

5. BrsiOepute TUT TPYMITHI B MEHIO.

IMapamerp Onucanne

prl’[l’lbl 3aIUTHI 1JI51 OTAECJbHBIX BM BBI6epI/[Te OTOT IapameTp, 4TOOBI CO31aTh IIJIaH BOCCTAHOBJICHUS, BKH}O‘IaIO]J_H/Iﬁ B cel0st
HUTH TPYIN XPAHUIMIL JAHHBIX PEILIHKAINIO Ha OCHOBE MaccuBa U rpymmsl 3amuTel VSphere Replication.

l"pynm,l 3alIUTHI MOJUTHK XPAHCHUA BBI6epI/[Te OTOT IapameTp, 9TOOBI CO31aTh ITJIaH BOCCTAaHOBJICHHS, BKII}O‘IaIOIJ_H/Iﬁ B ce0st

TPYIIIBI 3alIUTHI MOJUTUK XPaHEHUS.
JlaHHbII MapaMeTp MCHONb3YETCs MPU PACTIPEAETIEHHOM XPaHEHHH.
6. BriOepurte o/iHy WM HECKOJBKO IPYIIIT 3aLUTHI JJIs BOCCTAHOBJICHHS C ITOMOIIBIO I1aHa ¥ Haxkmute Jlasee.

7. B PACKPBIBAOIIEMCS MCHIO TecTtoBas ceTh BLI6CPI/IT6 CCTh, KOTOpas 6yZ[CT HCIIOJIB30BATHCA IJIA TECCTOBOI'O

BOCCTAHOBJICHUS, U Haxkmute JlaJiee.

Ecmu comocraBiaenns Ha YPOBHC caiita OTCYTCTBYIOT, TO IapaMETp MO YMOJIYaHUIO HUcnoan3oBath

COmocCTraB/icHME HA YPOBHE caiiTa co3zact N30JIMPOBAHHYIO TCCTOBYIO CETh.

8. O3HaKOMBbTECH C JAaHHBIMU CBOJKH U HAXKMHUTC KHOIIKY rOTOBO, YTOOBI CO31aTh IJIaH BOCCTAHOBJICHUA.

YHopﬂp,oqume NniaHOB BOCCTAHOBI1EHUA MO Narnkam

YToOb! yIIpaBIATh JOCTYIIOM PA3IMYHBIX MOJIB30BATENCH WM IPYIII K TUIAHAM BOCCTAHOBJICHUSI, MOKHO

YOnopaa0o4YnTh IUIaHbl BOCCTAHOBJICHUSA IO IAllKaM.

VropsioueHne mIaHOB BOCCTAHOBIICHHUS TI0 TATTKaM TIOJIC3HO TIPH HATMYHH GOJIBITOTO KOJMYIECTBA TIIAHOB
BOCCTaHOBJICHHS. MOXHO OTPaHHYHUTH JOCTYII K MIaHAM BOCCTAHOBIICHHS, pa3Mellias uX B ManKax W Ha3Havast
Markam pasiInIHBIC Pa3perieHust Il Pa3INIHBIX TOB30BATENCH WK TPYII. JOTOJHUTENBHBIC CBEACHHS O
HA3HAUCHUH PA3pCHICHUN IS MANoK cM. B paszene Haszunauenus ponei u paspewenutl Site Recovery Manager
pykoBojicTBa Aomunucmpuposanue Site Recovery Manager.

Mpoueaypa

1. Ha ruasHoii Briaake Site Recovery Boibepure napy caiito u Haxxmute IlpocMoTpeTh cBeIeHusl.

2. HepeﬁﬂHTe Ha BKIIAAKY Ilnanbr BOCCTAHOBJICHHS, 3aTEM Ha IMAHCJIHX CJICBA ICIKHUTE npaB0171 KHOITKOI

Mbimu [lanbl BoccTaHoBJIeHUs 1 BeiOepuTe Co31aTh MAMNKY.
3. BeeauTe uMs co3maBacMOi MANKH W HAKMHTE KHOTIKY J{00aBUTH.

4. ﬂOﬁaBbTe B MANKy HOBBIC NI CYHICCTBYIOMIUEC ITJIaHBI BOCCTaAHOBJICHUS.

ITapamerp Onucanne
Co31aHue HOBOTO IUIAHA BOcCTaHOBJIeHUs1  l[enkHnTe MpaBoil KHONKOH MBI ManKy # BeiOepuTe Co31aTh IJIaH BOCCTAHOBJICHHS.

I[o6am1e1me CyHIeCTBYHOLIEro MnjiaHa H_ICJ'IKHI/ITE HpaBOfI KHOIIKOW MBIIIH TUTAaH BOCCTAHOBIICHUS B HUEPAPXUICCKOM IEPEBE U

BOCCTAHOBJICHHS Beibepure IlepemecTuts. Bribepure neneByio manky 1 HaxmuTe KHonky IlepeMecTuTsh .
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N3meHeHne nnaHa BOCCTAaHOBNEHUS

IImanb BOCCTAHOBICHUS MOYKHO pPE€aAaKTUPOBAThb, U3MCHSIA CBOfICTBa, KOTOpPBIC ObLIN YKa3aHbI IIpHU UX CO3JaHHHU.
IInanel BOCCTaHOBIICHUS MOXXHO H3MEHHUTDH U3 Cpeabl OXpAaHAECMOIO 00bEKTa WU U3 Cpeanbl aBapHi/‘IHOFO

BOCCTAHOBJICHHUA.

Mpouenypa
1. B vSphere Client unu vSphere Web Client naxmure Site Recovery > OtkpoiTh Site Recovery.
2. Ha riasHoit Bkiajke Site Recovery Bribepurte mapy caittoB n Hakmute [IpocMoOTpeTh CBeIeHHS.

3. Hepel‘/'[zu/ITe Ha BKIIAAKY ILnanbl BOCCTAHOBJICHHUS, npaBoﬁ KHOITKOI MBIIIIH MICJIKHUTC I1JIaH BOCCTAaHOBJICHUS

u BeIOepuTe U3MEHHUTH.
4. (momosiHUTENBEHO) 3MeHUTE UM WM ONMCAHUE IJIaHa U HXMUTE KHOIKY [laJsiee.
HarpaBiieHue 1 pacrioo’keHUe IUIaHa BOCCTAHOBJICHHS H3MEHUTD HEJIb3s.

5. (momosiHuTENnpHO) BeIOEpHTE OTHY MM HECKOJIBKO TPYIII 3alUThI, YTOOBI JOOABUTH UX B IUIAH, JIUOO

OTMEHHTE WX BBIOOD, YTOOB! yAANHUTh U3 IJIaHa, U HaxkMmuTe lanee.

6. (momosiHHMTENFHO) B packpbiBaroIeMcst MEHIO BBIOEPUTE JPYTYIO TECTOBYIO CETh B CpeJie aBapUHHOTO

BOCCTAHOBJICHHA 1 HAXXMHUTC I[aﬂee.

7. HpOCMOTpI/ITe JAaHHBIC CBOJAKH U HAXXMHUTEC KHOIIKY FOTOBO, 4TOOBI BHECTH YKa3aHHbIC U3MCHCHUS B IJIaH

BOCCTAHOBJICHHUA.

OOHOBJICHUS TUIAHA MOKHO OTCJICKUBATHL B PEKUME MPOCMOTpa Hoc.nezume 3aJa4M.
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HacTtponka cBOMCTB CUCTEMDI

HacrtpouB cBoMCTBa cUCTEMbI, MOKHO U3MEHUTH noBerienne Orchestrator no ymosuanuto.

B 3Ty riaBy BXOJAT CIenyrOIUE Pa3IeIIbl:

m  HacTtpoiika nqoctyna k ¢ailioBoii cucteMe cepBepa Ajsi pabodnx MpoIeccoB U JeHCTBUH

m  Hacrpoiika gocTyna Kk KOMaHAaM OINepanioOHHON CHCTEMBI Ul pPabOYnX MPOLECCOB M ICHCTBHIA
m  Hacrpoiika gocryna JavaScript k knaccam Java

m  3ajaHue CBOMCTBA HACTPAaUBAEMOI'O BPEMEHU OXKUIAHUS

m  JloGarnenue coenuuureast JDBC msa nogxirouaemoro moayist SQL vRealize Orchestrator

HacTpoika goctyna K pannoBon cucteme cepsepa ans paboumnx
NPOLLECCOB N OENCTBUN

B vRealize Orchestrator paboune mporieccsl 1 IeHCTBUS UMEIOT ONPAHHYCHHBIN JOCTYI K HEKOTOPHIM
KaTtanoram (aijioBoi crcTeMbl. PacumpuTth H0CTYI K IPyruM 4acTsiM (pailioBoil CUCTEMBI CepBepa MOXKHO,

nu3MeHuB ¢aiia konpurypamuu js—io-rights.conf.
MpaBuna B dawnne js-io-rights.conf, paspewatowme goctyn ansa sannucu B
cucteme vRealize Orchestrator

@aiin js—io-rights.conf comepxur npaBuia, pasperarone JOCTYI Ui 3aUCH K ONPEISICHHBIM KaTajloram

B (paiiioBoii cucTeme cepaepa.

Ob6si3atenbHoe cogepxmmoe danna js-io-rights.conf
Kaxxmas crpoka B ¢aiine js—io-rights. conf gomkna comepxath ciemyrornyto HHOOPMAIIHIO:
B 3HaK IWIOC (+) WM MUHYC (-), YKa3bIBAIONIUN, Pa3pEIICHbI WK 3aIpCIICHBI IIPaBa;

®  yYpOBHH IIpaB: uTeHHE (r), 3amuch (W) U 3aImycK (X);

VMware, Inc. 70



VcranoBka u Hactpoiika VMware vRealize Orchestrator

®  IyTh, K KOTOPOMY IPUMEHSIOTCS MpaBa.

IMpumeuanne KopueBbiM KaTanmorom it daitna js—io-rights. conf Bcerna ssusercs /var/run/vco.
B ¢aiinooii cucreme VRealize Orchestrator Appliance sra nanka HaXOUTCSI B paCIOIOKEHUH /
data/vco/var/run/vco. Bee cogepikumoe ¢ moctynom K ¢aitnosoii cucreme VRealize Orchestrator

JIOJDKHO OBITh COIIOCTABJIEHO C ATOW KOPHEBOW TAITKOM.

Copepxunmoe danna js-io-rights.conf no ymonuaHumto
I[To ymomuanuio comepxumoe Gaiina koHdpurypamuu js—io-rights.conf B Orchestrator Appliance

BEITJISITAT CIICAYIOMINM 00pa3oM:

—-rwx /

+rwx /var/run/vco

-rwx /etc/vco/app-server/security/
+rx /etc/vco

+rx /var/log/vco/

I[TepBoie aBe CTPOKH B (aiine KoHpuUrypamuu js—io-rights.conf mo ymMoayaHuiO MpeTOCTABISIOT CIIEAYOIIHES
npasa JIoCTyIa:
-rwx /

[MomueIi [OCTYM K (aiiIOBOM cHCTEME 3aIpelieH.

+rwx /var/run/vco

JlocTym Ha YTEHHE, 3alKCh U 3aMyCK pa3pelieH B karajore /var/run/vco.

MpaBuna B danne js-io-rights.conf
vRealize Orchestrator paspemaer npasa joctymna B TOM MOpsijiKe, B KOTOPOM OHHU YKa3aHbl B (aiine js—10-

rights.conf. Kaxmas ctpoka MOKET MmepeonpenessiTh MPEeIbIIyIHe CTPOKH.

Basxno! MOXHO paspennTh JO0CTYI KO BCeM 4acTsAM (ailloBOH CUCTEMBI, 3a/1aB MPAaBUIIO +rwx / B (aiiie js—

io-rights.conf. OnHako 3T0 mpeacTaBiseT OOMBIIYIO YIrPo3y s 0€30MaCHOCTH.

HacTporika goctyna K ghannoBon cucteme cepeepa ans padoymx
npoLeccoB U OeENCTBUN

YroObl yKkazaTh, K KakiuM 4acTsiM (ailiioBoii cucteMbl cepBepa MMEIOT JOCTyN paboune nmpouecchl u API-
unrepdeiic VRealize Orchestrator, moxxxo usmenuts aiin koupurypauuu js—io-rights.conf. daiin js-
io-rights.conf co3maercs, Koraa paboumii mPOIECC MBITACTCS TOMYINUTh JOCTYI K (hailIoBOM cCHCTEME cepBepa
vRealize Orchestrator.

Mpoueaypa
1. Boiinute B komananyio ctpoky VRealize Orchestrator Appliance B kauectse monb3oBarens root.
2. [Ilepeiimute B katanor /data/vco/var/run/vco/.

3. Orxkpoiite ¢aiin koHbuUrypaumu js—io—rights.conf B TekcroBoM pemakTope.
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4. Jlo6aBbTe HEOOXOAMMBIC CTPOKH B (haitn js—io—rights.conf, uToOsl pa3pemuTs WK 3aIpPEeTHTh TOCTYI K

o0macTsiM (ailioBOi CHCTEMBI.
Hamnpumep, crienyroiasi CTpoka 3ampelnaer rpasa Ha BbIlojiHeHue B karaiore /data/vco/var/run/vco/
noexec:

-x /data/vco/var/run/vco/noexec

Karanor /data/vco/var/run/vco/noexec coxpansieT npaBa Ha BBIOJIHEHHUE, a /
data/vco/var/run/vco/noexec/bar — uwer. Oba kaTasora OCTaHyTCs JOCTYITHBIMHE JIJIsI YUTCHUS U

3aIlliCH.

Pesynerathl

IpaBa mocrymna k ¢aiinoBoii cucreme s padbouunx npoieccoB 1 APIl-unrtepdeiica VRealize Orchestrator

HU3MCHCHBI.

HacTtporka goctyna K komaHgam onepaumoHHOW CUCTEMBbI ASS
pabounx npoLeccoB U 4ENCTBUI

APIl-untepdeiic VRealize Orchestrator npenocrasinsier kiacc cuenapries Command, KOTOPBIH BBITOJIHSIET
KOMaH/Ibl B ONEpallMOHHON cucTeMe cepepa VRealize Orchestrator. [lns npenorsparueHust
HECaHKIIMOHUPOBAHHOIO JOCTYIIA K y3JIy CepBepa 1Mo yMOoJIYaHuio npuioxenusm VRealize Orchestrator ne
NPeIOCTaBISIeTCS pa3pellieHne Ha 3amyck kiacca Command. Eciu npunoxenusm VRealize Orchestrator
TpeOyeTcs paspeleHe Ha BEIIIOJHEHNE KOMaH B OIIEPAllMOHHON CHCTEMe y31a, Kiacc cieHapueB Command

MOXHO aKTUBUPOBATb.

HpeﬂOCTaBI/ITB Ppa3peICHUC Ha UCIOJIb30BAHUC KJIacCa Command MOHO, 3a71aB CBOICTBO CHCTEMEI KOH(I)I/IpraLII/II/I

VRealize Orchestrator.

Mpoueaypa
1.  Bemonnute Bxox B LleHTp ymnpaBieHus B kauecTBe NPHBUJIETHPOBAHHOIO IOJb30BaTesi root.

[llenxauTe CBOMCTBA CHCTEMBI.

Haxxmute kaonky Co3aarth.

B texcrosom moine Karou Beenure com.vmware.js.allow-local-process.

B texcroBom moite 3nauenue Beeaute true.

B texcroBoMm noje Onucanme BBEJIUTE OIMUCAHNE CUCTEMHOI'O0 CBOMCTBA.

Haxxmute kHonky J100aBUTh.

© N O U A W N

Haxxmute COXpaHI/ITB HU3MEHECHUA BO BCILIBIBAOIICM MCHIO.

IlosBUTCS COO6H.[6HI/IC C MMOATBCPIKACHUCM COXPAaHCHUA.

9. Jloxaurech nepesamnycka cepepa VRealize Orchestrator.
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Pesynesrathbl
Ipunoxenusim VRealize Orchestrator npegocrasieHsl pa3perieHus Ha 3ayCK JIOKaJbHbIX KOMaH][ B

orneparMoHHON cucteme ceprepa VRealize Orchestrator.

Ipumeuyanue 3amaB aJsi CBOMCTBA CUCTEMBI com.vmware.js.allow-local-process 3HadeHue true, BbI
pa3penuiy Kiaccy cueHapueB Command BBIMOJHATH 3aIUCh B JIFOOOM MecTe (ailyioBoOil CHCTEMBI. ITO CBOMCTBO
MepeornpeieNisieT Bce pa3pelieH s Ha J0CTyM K (ailioBoit cucreme, ycraHoBIeHHbIE B (haitie js—1io0-
rights.conf, Toxpko mis kmacca ciienapreB Command. Pasperienus Ha MOCTYI K (hailloBOM cHCTEMe, 3alaHHBIC
B (haitne js—io-rights.conf, no-npexHeMy NpUMEHSIOTCS KO BCEM MPOYUM KJIACCAM CIIEHAPHEB MOMUMO

Command.

HacTtpouvka goctyna JavaScript k krnaccam Java

Io ymomuanuio VRealize Orchestrator paspemraer noctyn JavaScript Toiabpko k orpaHHueHHOMY HAOOPyY
kiaccoB Java. Ecnu tpebyercst npegoctaBuTh JavaScript gocryn k Gosee mupokoMy Juana3oHy KiaccoB Java,
HEo0X0IMMO 3a51aTh CBOMCTBO cucteMbl VRealize Orchestrator.

Ipenocrasnenne odpadboTurky JavaScript nmomHoro nocryna Kk BUpTyainbHO# Mamuue Java (JVM) ssisercs
NOTEHIHATBHON yrpo30il 6e3omacHocTr. HernpaBuiibHbIC WM BPEAOHOCHBIC CIIEHAPUH MOTYT MOJIYYHUTh JTOCTYII KO
BCEM KOMITIOHEHTaM CHCTEMBI, JOCTYIHBIM TOJIb30BATENIO, 3amyckarolieMy cepsep VRealize Orchestrator.
[osTomy no ymomuanuio oopadorurk JavasScript vRealize Orchestrator umeer noctyn ToabKO K Kiiaccam B

nmakere java.util.*.

Ecnu tpebyetcs npenoctaBuTh JavaScript moctym k kiaccam 3a mpeaesiaMu makera java.util.*, MOXHO
yka3arh B (hailsie KoHpHUrypauu naketsl Java, JOCTyI K KOTOPBIM pa3pellieH. 3aTeM HACTPOiTe CBOHCTBO

cucTeMbl com.vmware.scripting.rhino-class—shutter—file, 4roGsl oHO yKa3biBao Ha 3TOT (aiii.

Mpoueaypa

1. Cozpnaiite TeKCTOBBIH (ailsl KoH(UTrypalmu AJsi XpaHEHHUs! CIIUCKA MaKeToB Java, K KOTOPbIM pa3pelieH
nocryn Javascript.

Hamnpumep, uto0bl paspenTsh JavaScript goctyn ko BceM kiiaccam B rakeTe java.net u kiaccy

java.lang.Object, mo0aBbTe B (hailir ciexyromiee CoaePKUMOe.

java.net.*
java.lang.Object

2. Beeaute ums daiina KoHGUTYpaUH.
3. Coxpanure aiin koudurypamuu B noakarainore /data/vco/usr/1lib/vco.
Mpumeuanue @aiin KOHGUTrypaHu HENB3s COXPAHUTh B JIPYrOM KaTayore.

4. BrmomauTe BX0 B LleHTp ympaBiieHNs B KadecTBE MPUBUIETHPOBAHHOIO MOJb30BaTeas root.
5. Ilenxuure CBoOiicTBAa CHCTEMBI.

6. Haxwmure kHoniky Co31aTh.
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7. B texcrosom mone Kimou Beequre com.vmwdre.scripting.rhino-class-shutter-file
8. B rtekcroBom nosie 3Hauenue Beeaure vco/usr/lib/vco/nookamanoz_dghaiina_rxongpueypayuu.
9. B TekcToBoM mosie OnucaHue BBEAUTE OMUCAHHE CHCTEMHOI'O CBOMCTBA.
10. Haxxmure kHomky /106aBUTH.
11. Haxxmute CoXpaHUTH M3MEHEHHsI BO BCIUIBIBAIOIIEM MEHIO.

[MosiBUTCS COOOIICHHE C TOATBEPKACHUCM COXPAHCHUS.

12. Jloxxaurech nepesanycka cepeepa VRealize Orchestrator.

PesynbraThbl

Monyne JavaScript momyuui 1ocTyn K yKa3aHHBIM Kiaccam Java.

3agaHne cBonUCTBa HacTpanBaemMoro BpemMmeHmn oxmaaHumA

IIpu neperpyske vCenter Server s Bo3BpaTta oTBeTa Ha cepBep VRealize Orchestrator tpedyercst Oomnbiie

BpeMeHH, 4yeM 3aj1anHble 1o ymomdanuo 20 000 mummrcekyna. UToOb! n30ekaTh TaKOW CUTyalluH, HEOOXOANMO

u3MeHuTh (aitn koudurypanuu VRealize Orchestrator u noBeicUTh Nepro BpeMEHH 0KUIaHHS 110

YMOJIYaHUIO.

Ecnu Bpemst o)xuiaHus 110 yMOJIYaHHIO UCTEKACT 10 3aBEPIICHNUS OMPEACICHHBIX ONepalnii, B )KypHal cepBepa

VRealize Orchestrator 3anuceiBarorcst ommoOKu.

Operation 'getPropertyContent' total time : '5742228' for 1823 calls, mean time
'3149.0', min time : '0Q', max time : '32313' Timeout, unable to get property 'info'
com.vmware.vmo.plugin.vi4.model.TimeoutException

Mpoueaypa

1. Bemonnute Bxon B LleHTp ympaBieHus B kauecTBe NPHUBUJIETHPOBAHHOIO MOJib30BaTesi root.

[lenkuute CBoOMiCcTBA CHCTEMBI.

Haxwure kHonky Co3aaTh.

B texcrosom none Kooy Beenure com.vmware.vmo.plugin.vi4.waitUpdatesTimeout

B texcToBoM moite 3nauenue BBCUTC HOBOC BPEM OXKUAAHUA B MUJUIMCCKYHAAX.

(nomonnuTensHO) B TexcToBOM mojie Onucanue BBEIUTE ONMMCAHNE CUCTEMHOIO CBOMCTBA.

Haxxmute kHonky J100aBMTh.

© N O U A W N

Haxxmute COXpaHI/ITB HU3MEHEHUSA BO BCILIBIBAKOIICM MCHIO.
TlosBUTCS COO6H.[€HI/IG C MMOATBCPIKACHUCM COXPAaHCHUA.

9. [lepesanycrure cepsep Orchestrator.
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Pesynesrathbl

3ajiaHHOe 3HAYCHHUE TIEPEONPE/ICIUT 3HAUCHHE BPEMEHU OXKHIaHuUs 110 yMouanuio, pasHoe 20 000

MUWUIMCCKYHOaM.

[o6aeneHne coegnHntTens JDBC ans nogknioyaemMoro Moayssi
SQL vRealize Orchestrator

B aTom npumMepe mokaszaHo, Kak g00aButh coeaunurens MySQL s noaximogaemoro moayisi SQL vRealize
Orchestrator.

Mpoueaypa
1. Jlo6aBbre daiin coeaunurens MySQL ¢ pacummpennem JAR B VRealize Orchestrator Appliance.

a) Boiigure B komanaHyto ctpoky VRealize Orchestrator Appliance no nporokony SSH B kauectse
noJib3oBaress root.

6) Ilepeiimure B katanor /data/vco/var/run/vco.
cd /data/vco/var/run/vco

B) Cospnaiite karanor plugins/SQL/11ib/.
mkdir -p plugins/SQL/lib/

r) Cxkonupyiite daitn JAR coemunntenst MySQL ¢ 10kaabHOT0 KOMIIBIOTEpPa B KaTtayior /
data/vco/var/run/vco/plugins/SQL/11ib/, 3anycTtuB koMaHIy 6E30MaCHOIO KOIMTHUPOBAHUS
(SCP).

scp ~/local_machine_dir/your_mysql_connector.jar root@orchestrator_FQDN_or_IP:/
data/vco/var/run/vco/plugins/SQL/1ib/

Ipumeuanue [[is konuposanus daiiza JAR coequnutens B VRealize Orchestrator Appliance

TaKKe MOXKHO HMCIOJIb30BATh Apyrue Mero/pl, Hanpumep PSCP.

2. Jlo6aBbTe HOBOE cBOMicTBO MYSQL B 11eHTp ympaBieHws.
a) Boiigure B IeHTp ympaBiIeHUs OT UMEHH MOIb30BaTelns root.
0) Brioepute CBoOiiCTBA CHCTEMBI.
B) Haxwmure xnonky Co31arhb.

r) B mone Kmiou Beequre 011n.plugin.SQL.classpath.
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1) B mone 3nauenne Beaure /var/run/vco/plugins/SQL/1ib/your_mysql_connector.jar.

Ipumeuanue B TEKCTOBOM MOJie 3HAUYCHUI MOXKHO yKa3aTh HeCKoybKo coeaunutenei JDBC,

HCIOJIb3Yd B KAYCCTBEC PA3JACIIUTEIIS TOUKY C 3aIITOMN (,) HpI/IMep:

/var/run/vco/plugins/SQL/1ib/your_mysql_connector.jar;/var/run/vco/plugins/SQL/1ib/
your_mssql_connector.jar;/var/run/vco/plugins/SQL/1ib/your_other_connector.jar

e) (momomHuTeNnbHO) BBeauTe onmucanue cBoicTBa cucteMbl MySQL.

k) Haxmure knonky Jlo6aBuTh 1 10X IUTECH TIepe3anycka cepBepa VRealize Orchestrator.

Ipumeuanue He coxpansiire ¢aiin JAR coequnurens JDBC B npyrom karaiore u He yka3bIBaiiTe
JIpyroe 3HaueHue uist cBoiicrea olln.plugin.SQL.classpath. B mpoTuBHOM citydae COEIUHUTEND

JDBC Gyner HenoctyneH Juist pazsepteiBanus VRealize Orchestrator.
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[lanbHenwne gencrTeug

[Tocne ycranoBku u Hactpoiiku VRealize Orchestrator moxHo ucnonb3oBath VRealize Orchestrator mis

ABTOMATU3ALU YaCTO NOBTOPSACMBIX IMPOLUECCOB, CBA3AHHBIX C YIIPAaBJICHUEM BHpTyaJ’ILHOﬁ Cpeﬂoﬁ.

Brmmonaute Bxox B VRealize Orchestrator Client, 3anycture u 3amianupyiite padodre mporeccs Ha
obbekrtax uepapxuu vCenter Server wium apyrux o0bexrax, k kotopbim VRealize Orchestrator nonyuaer
JIOCTYII C ITOMOIIBIO MOJKITI0YaeMbIX Mojysiel. CM. pykoBojacTBO Mcnonvzosanue kauenma VMware
vRealize Orchestrator.

Ckonupyiite U U3MEHHUTE CTaHIapTHbIC paboune mpouecchl VRealize Orchestrator u nanuimre

COOCTBCHHBIC [ICHCTBUS U pabodue IPOIECCH U aBToMaTH3amu onepamnmii B vCenter Server.

YroObl pactpuTh (GyHKIHMOHAIBHBIE BO3MOXKHOCTH TuiaTGopmbl VRealize Orchestrator, moxuo

pa3pa60TaTL MNOAKIIOYAaEMbIC MOYJIN.

Hcnonb3yst MHTErpanuio yaaieHHoro pernozuropust Git, MoxxHO yrpasisite uepapxueii VRealize
Orchestrator B Heckonpkux 3k3emiusipax VRealize Orchestrator. Cm. pykoBoacTtBo Hcnonvzosanue
xmenma VVMware vRealize Orchestrator.

Ucnonesys vSphere Web Client, moxHo 3amyckath paboure mpoiecchl Ha o0bekrax nepapxuu vSphere.
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