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PerynsapHo npoBepsiiTe Hannume 4o6aBNeHMIN U U3MEHEHUI B 3aMETKaX O BbiMycKe.

CopnepxaHue nHdopMaL MM 0 Bepcum

B 3aMeTKax O BbIMycKe 3aTparnBaloTCs ceayolme TeMbl:

» HoBble BO3MOXXHOCTU VRealize Orchestrator 8.2

« YBeIOM/IEHNE O HeYBaXUTeNbHbIX (POPMYNNPOBKaX

« YBefioMfieHre 06 n3aMeHeHnn QyHKLUK

» PasBepTbiBaHne VMware vRealize Orchestrator Appliance 8.2
o MoaepHu3auusa n murpauns Ha vRealize Orchestrator 8.2

« YBENMYeHne cpoka AeCTBUS Napons nonb3oBaTens root

« [ToagknoyaeMble Moay/n, yCTaHaBnnBaeMble € VRealize Orchestrator 8.2
o [Nopgaepxka nokannsauum

» Kak ocTaBuTb 0T3bIB

« [Ipenbiaywime BoINnyckn vRealize Orchestrator

« cnipaeneHHble Nnpobnembl

 N3BecTHble npobnemsl

BaXHO

C60i 06HOBIEHMA NOC/E BbINOJIHEHUA Npoueaypbl, ONMCAHHOW B cTaTbe 6a3bl 3HaHMI 87120

BbINoNHEHWE MHCTPYKUMIA, UCNOMb3YEMBIX ANS YCTpaHeHns ya3suMocTen CVE-2021-44228 n CVE-2021-45046
log4j, onncaHHbIX B cTaTbe 6a3bl 3HaHMI KB 87120, MOXeT npuBectu k c6osiM 06HoBNeHns anst vRealize
Automation u vRealize Orchestrator 8.6.2 unu 6onee paHHMX BepcuiA. MHCTPyKUMM NO YCTPAHEHUIO HEMOMAA0K
CM. B cTaTbe KB 87794.

HoBble BO3MOXHOCTU VRealize Orchestrator 8.2

Mo 6onbluei YacTn n3MeHeHNs B Bepcumn vVRealize Orchestrator 8.2 0OTHOCATCS K yNydLWEHMIO 06CTyXXMBAHUS U
cTabunumsaumn pabotbl. Tenepb paboume NpoLecchl U AENCTBUS MOXHO M3MEHSITb HAMpPSIMYLO B OKHE
poAMTENbCKOro paboyero npouecca, KOTOPbIM CChITAETCS Ha HUX. [JONONTHUTENbHBIE CBEAEHNS CM. B pa3aene
/3MeHeHKne paboumx NpoLEeCCcoB M AENCTBUI B OKHE pOAMTENbCKOro paboyero npouecca.

HoBas Bepcuss REST API vRealize Automation


https://kb.vmware.com/s/article/87794
https://docs.vmware.com/ru/vRealize-Orchestrator/8.2/com.vmware.vrealize.orchestrator-using-client-guide.doc/GUID-93EC1382-906B-4411-A4EF-7408D1379602.html

HoBasi Bepcusa nHtepdeiica REST API gocTynHa Bo Bcex Bbinyckax VRealize Automation. HoBas Bepcusi
noaaepxusaet Ao 300 pecypcoB Ha pa3BepTbiBaHNE N OT/IMYAETCS NOBbILLEHHOM NPON3BOAUTENBLHOCTLIO. Mpn
ncnonb3oBaHun API-uHTepdelica, He NPMBA3aHHOMO K Ballen Bepcun, oTBeT API-uHTepdenca MoxeT
n3MeHnTbCs. Ana npmeasku API-nHTepdeica k He06X0aNMOM BEPCUM PEKOMEHAYETCS MCMO/b30BaTb
nepemMeHHyto apiVersion. lMpumMep:

« YT06bI NpUBsI3aTh API-nHTEpdeENnch K API-uHTepdelicam vRealize Automation 8.1, ncnonb3yinre
nepemeHHyto apiVersion=2020-01-30.

« YT06bI NpUBsI3aTh API-nHTEpdENnchH K API-uHTepdelicam vRealize Automation 8.2, ncnonb3yinre
nepemMeHHyto apivVersion=2020-08-25.

B npoTnBHOM cnyyae 3anpockl API-uHTepderica 6yayT no yMOnYaHWIO UCMO/b30BaThb NOC/IEAHIOI BEPCUIO —
apiVersion=2020-08-25.

CBefieHuns 0 TOM, Kak npuesidaTb API-MHTepdench K onpeaeneHHon BEpCMK, CM. B pasaene «YnpasneHue
Bepcusimm API-uHTepdelica» B pyKkOBOACTBE MO NPOrpaMMUMpOBaHnio API-uHTepdeicos
vRealize Automation 8.2 (https://code.vmware.com/docs/12597).

MpumMeuaHume. vRealize Orchestrator REST API He noaaepXXvMBaeT napameTp apiVersion n UMeeT 06paTHYIo
COBMECTUMOCTb.

YBeaoMmJieHue 0 HeyBaXXuTesibHbIX (OpMYyJSIMpPOBKax

KoMnaHusi VMware npuaepXvBaeTcst aHTUANCKPUMUHALIMOHHOWM MOMUTUKK. YTO6bl pacnpoCcTpaHnTb 3Ty
NAEONOrMI0 CPEAN HaLLMX 3aKa3UYMKOB, MAPTHEPOB W COTPYAHMUKOB, U3 IOKYMEHTALMWN YAaNeHbl BCE BbIpaXXEHUS,
YKa3bIBalOLLME HA HEPABHOMPABHOE OTHOLLEHMWE MO KaKoMy-nMb0o Npu3HaKy.

YBeaomseHne 06 nameHeHnn (pyHKUUMN

Tenepb PyHKUMSA BOCNpoM3BEAEHMS MapKepoB paboumx NpoLeccoB No YMONYaHMIO OTKOYeHa. B LieHTpe
ynpaBneHusa vRealize Orchestrator MOXXHO OTAENbHO 3anyCTUTb BOCMPOU3BEAEHNE MapKePOB AN KaXkaoro
BbINOMHSAEMOro paboyero npouecca uav BKIIOYMTb YHKLMIO BOCNPOU3BEAEHNS ANS BCEX BbINOHSAEMbIX paboumnx
npoueccos. JononHUTENbHYI0 MHpOopMaUMIO CM. B pasaene Vicronb3oBaHue hyHKLMY BOCNPOU3BeaeHNs
MapkepoB pabounx NpoLeccoB B knMeHTe vRealize Orchestrator.

Pa3BepTbiBaHUue
VMware vRealize Orchestrator Appliance 8.2

vRealize Orchestrator Appliance — 370 ycTpoicTBo Ha ocHoBe OC VMware PhotonOS, pacnpocTpaHsieMoe B
Buaeo darna OVA. OHO coaepXXvT npeaBapuTenbHO HAaCTPOeHHYo 6a3y AaHHbIX PostgreSQL n MoxeT
pa3BepTbIBaTLCS C MCMONb30BaHNeM vCenter Server 6.0 unn 6onee NO3AHUX BEPCUN.

vRealize Orchestrator Appliance — 3T0 6bICTpbIN, YA06HBIN 1 6onee AOCTYNHbIN cnocob nHTerpaumm Habopa
06nayHbIX pewweHnn VMware, B TOM yncne vRealize Automation n vCenter Server, ¢ UT-npoueccamu u cpeaomn
3aKa3uuka.

WHCcTpykuumn no passepTbiBaHWiO VRealize Orchestrator Appliance cM. B pasfene 3arpyska 1 pa3sepTbiBaHue
vRealize Orchestrator Appliance.

[lononHutenbHyo nH@OpMaLmio 0 HaCTpoKKe cepBepa VRealize Orchestrator Appliance cM. B pa3gene
HacTpoiika aBTOHOMHOro cepBepa VRealize Orchestrator.

MoaepHusayusa u Murpaumsa Ha vRealize Orchestrator 8.2


https://code.vmware.com/docs/12597
https://docs.vmware.com/ru/vRealize-Orchestrator/8.2/com.vmware.vrealize.orchestrator-using-client-guide.doc/GUID-7A5D8983-E508-45F6-86E2-76E824E28D42.html
https://docs.vmware.com/ru/vRealize-Orchestrator/8.2/com.vmware.vrealize.orchestrator-install-config.doc/GUID-FD358155-8ABA-435E-99AB-C3427704B9A4.html
https://docs.vmware.com/ru/vRealize-Orchestrator/8.2/com.vmware.vrealize.orchestrator-install-config.doc/GUID-50462296-84C9-44A4-8A94-CB2E1957E23D.html

ABTOHOMHOE UNn KflacTepHoe pa3sepTbiBaHue VRealize Orchestrator 8.0 nnu 8.0.1 MOXXHO MOAEPHU3NPOBATL [0
nocneaHen BepcMm C MOMOLLbIO NoaKo4YaeMoro obpasa ISO.

[JononHuTensHble cBeaeHns o MoagepHusaunn vRealize Orchestrator Appliance cM. B pasgene MoaepHu3aums
vRealize Orchestrator.

ABTOHOMHBIV 3k3eMnnsip VRealize Orchestrator, npoweaLunii NpoBepKy NOAJIMHHOCTY C MOMOLLbIO VSphere nnm
vRealize Automation, MOXHO nepeHecTu B VRealize Orchestrator 8.2. Murpauuvs noaaepXXvBaeTcs Ans BEPCUN
vRealize Orchestrator 7.3-7.6. Murpauusi KnactepHbix pa3BepTbiBaHui VRealize Orchestrator 7.x He
noaaep>XXNBAETCA.

JononHuTensHyto HgopMaumio o Murpaumn vRealize Orchestrator Appliance cM. B pazgene Murpaums
vRealize Orchestrator.

yYBennyeHue Cpoka nencrems naponisa noJsib3oBaresns root

Ba)xHo! B Lensix 6e30nacHOCTV CPOK AeNCTBMS Naposist YYETHOM 3anMcK Nosb3oBaTens root Ans
vRealize Orchestrator Appliance coctaensieT 365 aHeln. YTobbl yBENIMUNTL CPOK AEUCTBUSI YUETHOMN 3anucu,
BoMauTe B VRealize Orchestrator Appliance kak Nosb3oBaTesb root U BbIMOMHUTE CEAYHOLLY0 KOMaHAy.

passwd -X KOJMYECTBO JHEI MMA yYeTHOM 3alucCu

YTobbl caenaTb Naposib Nosb3oBaTtens root ana vRealize Orchestrator Appliance NOCTOSAHHBIM, BbINOSIHUTE
cnegyroLyo kKomaHay.

passwd -x 99999 root

NMoagxknroyaeMbie MOAYU, YCTaHaBJ/IMBaeMble C
VRealize Orchestrator 8.2

Mo ymonuaHuio ¢ vRealize Orchestrator 8.2 ycTtaHaBnMBaloTCa criegyrolme nogKioyaemble MOayun.

« MoakntoyaeMbliit Moaynb VRealize Orchestrator vCenter Server 6.5.0

« Moakntoyaembliit Moaynb VRealize Orchestrator Mail 7.0.3

« MoaknoyaeMbliit Moaynb VRealize Orchestrator SQL 1.1.5

« MopakntoyaeMblin Moaynb vVRealize Orchestrator SSH 7.2.0

« MopaknoyaeMbliit Moaynb VRealize Orchestrator SOAP 2.0.2

« MopakntoyaeMblin Moaynb vVRealize Orchestrator HTTP-REST 2.3.8

« MoaknoyaeMbliit Moaynb VRealize Orchestrator ans Microsoft Active Directory 3.0.11
« MopaknoyaeMblin Moaynb vVRealize Orchestrator AMQP 1.0.4

« MopaknoyaeMbliit Moaynb vVRealize Orchestrator SNMP 1.0.3

« MopakntoyaeMbliit Moaynb VRealize Orchestrator PowerShell 1.0.18

« MopaknoyaeMbiin Moaynb VRealize Orchestrator Multi-Node 8.2.0

¢ VRealize Orchestrator Dynamic Types 1.3.6

« MopakntoyaeMbliit Moaynb VRealize Orchestrator vCloud Suite API (vVAPI) 7.5.2

NMoaaeprxka IoKaausauum

LleHTp ynpaBneHus vRealize Orchestrator u knneHT vRealize Orchestrator 8.2 npeacraBneHbl Ha HECKONbKUX
A3bIKaX.

Kak octaBuTb OT3bIB

Mbl LeHMM Balle MHeHue. Bbl MOXeTe OCTaBUTb OT3blB OAHUM U3 Crieayowmx cnoco6os.


https://docs.vmware.com/ru/vRealize-Orchestrator/8.2/com.vmware.vrealize.orchestrator-upgrade-migrate.doc/GUID-CDC63558-3095-40AB-AAA2-EAECE0A82827.html
https://docs.vmware.com/ru/vRealize-Orchestrator/8.2/com.vmware.vrealize.orchestrator-upgrade-migrate.doc/GUID-D1935B6F-4C18-4B97-9E03-01CC5C6FF646.html

« 3anpockl Ha NoAAEPXKY
o ®opym coobulectBa vRealize Orchestrator

3anpocbl Ha NoAAEPKKY

OTnpaensinTe 3anpocbl Ha NOAAEPXKKY MO BCEM 0OHapPYXeHHbIM NpobiieMaM, Aaxe eCcnv Bbl yXKe COOBLMAN O HUX
VMware pyrum crnoco6om.

JlononHMTENbHY0 MHGOPMaumMio 0 noaaepxke VMware 1 MHCTPYKLUMM MO OTNPABKE 3anpocoB CM. Ha
oduumanbHOM CTpaHuLe yciyr noaaepxku VMware.,

[lobaBbTe B 3anpoc ¢ansibl XXypHanoB.

Kak co3paTb hainbl XxypHanoB vRealize Orchestrator

1. BonamTe B KOMaHAHYO CTPOKY VRealize Orchestrator Appliance B kKauecTse nonb3oBaTens root.
2. BoinonHute KomMaHay vracli log-bundle.

Pe3ynbTtaT B KOpHEBOM Nanke vRealize Orchestrator Appliance co3gaercst Habop >XypHanoB.

NMpeabiaywime BbiNYCKU VRealize Orchestrator

KomnoHeHTbl 1 npobnemobl 6onee paHHUX BbiNyckoB VRealize Orchestrator onucaHbl B 3aMeTKax no Kaxaomy
BbIMyCKy. YTO6bI NPOCMOTPETL CBEAEHMS O NpeablayLwmMX Bbinyckax VRealize Orchestrator, nepenanTe no ogHoN
U3 creyoLLmX CCbINOK.

VRealize Orchestrator 8.1
VRealize Orchestrator 8.0.1
vRealize Orchestrator 8.0
vRealize Orchestrator 7.6.0
vRealize Orchestrator 7.5.0
vRealize Orchestrator 7.4.0

NUcnpassieHHble Nnpo6nemMbl

« He ynanocb 3arpy3unTtb 6onblue 20 kapTouek 06bEKTOB B NpeACTaB/IEHUM KapToyek.
Ecnu B HacTpoiikax oTobpaxkeHusi ykasaHo pa3pelueHne 6onee 2K nnm ncnonb3yeTcs HacTpanBaemoe
pa3pelieHune 6onee 1080 nukcenen nNo BLICOTE, B 3TOM NPeACTaB/EHNM HEMb3S 3arpy3nTb 6onbLue
20 KapTo4ex.

« Mocne mogepHunsauum cpeabl VRealize Automation 8.0.1 ¢ napaMeTpaMu BbICOKO AOCTYNMHOCTH
Ay6nupyroumecs nanku oto6pakaroTca BO BCTPOEHHOM K/IMeHTe VRealize Orchestrator B
APEeBOBUAHOMN CTPYKType.

MNMocne nepexona Ha vRealize Automation 8.1 BoO BCTpoeHHOM KiiMeHTe VRealize Orchestrator B
APEBOBUAHON CTPYKType 0TOBpaXkaeTCst HECKOJbKO Namnok C OAMHAKOBLIMM MMeHaMK. cnonb3yeTcs TONbKO
oAHa 13 Nanok, a gpyrue MoryT 6biTb NyCTbIMK. AHanornyHas npobnemMa MoXXeT BO3HUKHYTb C HOBbIMU
pa3BepTbiBaHMsIMK VRealize Automation 8.1 ¢ napaMeTpaMu BbICOKOW AOCTYMHOCTMU.

« Ecnmn B cueHapumn OGNL ncnonb3syercs nepeMeHHasn _ _current, 3anyck pabouero npouecca c
NpoOBEpPKOM MO yCTapeBLIeMy NpeAcTaB/IEHMIO 3aBepLUaeTcs OWN6KOoM.
Paboune npoueccol, co3aaHHbIE B yCTapeBLeM KneHTe Orchestrator ¢ MCNONb30BaHWMEM HacTpanBaeMoro
cueHapus npoeepkn OGNL ¢ nepeMeHHON _ _current, HEBO3MOXXHO 3aMnyCTUTb U3 KIMEHTA
vRealize Orchestrator, ecnu 3HadeHne nons aBnseTcs 06bekToM SDK.

« Onepauumn nssnevyeHUs M OTNpaBKU AaHHbIX 3AHUMaKOT MHOIO BPEMEHMU.
WHoraa onepaunn nsBneyeHns u oTnpaBku AaHHbIX U3 KMeHTa VRealize Orchestrator Ha
WHTErpupoBaHHbIV cepeep Git 3aHMMAIOT 40 ABYX MUHYT.


https://communities.vmware.com/community/vmtn/vrealize/orchestrator
https://www.vmware.com/support/services.html
https://docs.vmware.com/ru/vRealize-Orchestrator/8.1/rn/VMware-vRealize-Orchestrator-81-Release-Notes.html
https://docs.vmware.com/ru/vRealize-Orchestrator/8.0.1/rn/VMware-vRealize-Orchestrator-801-Release-Notes.html
https://docs.vmware.com/ru/vRealize-Orchestrator/8.0/rn/VMware-vRealize-Orchestrator-80-Release-Notes.html
https://docs.vmware.com/ru/vRealize-Orchestrator/7.6/rn/VMware-vRealize-Orchestrator-76-Release-Notes.html
https://docs.vmware.com/ru/vRealize-Orchestrator/7.5/rn/vRealize-Orchestrator-75-Release-Notes.html
https://docs.vmware.com/ru/vRealize-Orchestrator/7.4/rn/VMware-vRealize-Orchestrator-74.html

« Tunbl Properties n Array/Properties He MOryT NnpMHMMaTb 3HA4YE€HUS U3 BHELUHUX UCTOYHUKOB
Mo YMOJIYaHMIO.
Mpu MCNONb30BaHUM BHELLHMX 3HAYeHWUI Ans TUNoB Properties n Array/Properties B opMe BBoAa
paboyero npouecca 0Tobpa)atoTcs HEBEPHbIE AeiCTBMS. [laXe ecnv yaacTcs 3aaaTb NpaBUIbHOE
[EeVCTBUE, BO BpeMs NpoBepky (bopMa BBOAA 3aNOJTHSAETCS HEAOMYCTUMbIMU 3HAYEHUSIMUA.

TouykM OCTaHOBA BKJIIOUYEHbI B BU3yaJIbHOM NpeacTaB/IEHUMN OT/INYUIA B XypHane Bepcuﬁ.
B Bu3yanoHOM npeacrasieHnn OT/IMYUIA MOXHO pa3MeCTUTb TOYKN OCTaHOBa AJ11 2JIEMEHTOB U 3aAaud C
BO3MOXXHOCTbIO 106aBeHus CueHapueB.

« OTCyTCTBYET KHONKa «/ly6inpoBaTtb» B APEBOBUAHON CTPYKTYype.
Mpw BbIGOPE NAMNOK MM OTAENbHBIX 06LEKTOB B APEBOBMAHOW CTPYKTYpe OTCYTCTBYET KHOMKA
«[ybnmpoBaTtb».

« BcTpoeHHble AeCTBUSA Henb3a Ay6ampoBaTh.
Mpw M3MEHEeHWM AENUCTBUSA U3 CTaHAApTHOM 6MbnnoTekn vRealize Orchestrator cHayana HeobxoanMo ero
Ay6nnpoBaTth. Bbl He MOXeTe AybnnpoBaTh AENCTBUE, TakK Kak B KQpTOUKe AEUCTBUS HET KHOMKM
«[ybnmpoBaTtb».

Ha ctpaHuue «)XXypHan Bepcuit» 0TO6pa)katoTCA HETOUYHbIE JaHHbIE O TEKYLLEN BEPCUMN.
MocnegHne N3MEHEeHUs COAEPXXMMOro MCYE3AI0T NOC/Ie OTNPaBKY.

OTa owmrbKa MOXET BO3HUKATb, €C/IM OAHOBPEMEHHO OTKPbLITO HECKOJIbKO PeAaKTOPOB O6LEKTOB M OAMH UK
HECKOMbKO NOJb30BaTesiel BHOCAT U3MeHeHus. Hanpumep, Bbl pegakTupyete paboumnin npouecc

vRealize Orchestrator n geictBue vRealize Orchestrator B oTAeNbHbIX BKaakax bpaysepa. Mocne
HECKOMNbKUX UCMpaBeHMIM paboyero npoLecca U AenCTBUSl Bbl COXpaHSIETE U3MEHEHMS B paboyeM
npouecce. Mpu oTnpaBke 06HOBNEHHOrO paboyero npoLecca B MHTErpupoBaHHbI peno3utopui Git
COXPaHEHHbIE U3MEHEHUS TEPSIIOTCS.

» 3aBepLuaeTca ceaHC KIMeHTa VRealize Orchestrator, xoTsa AeiicTBMA B OKHe 6pay3epa elle He
3aKOHYEHbI.
Mocne AnuTenbHOro OTCYTCTBUSI AEUCTBUI B Bpay3epe UcTekaeT BPeMsl CeaHca U BbIMOJTHAETCS BbIXO4 U3
cucteMsl. 10 yMON4YaHMIO 3TOT Nepuoj coctaBnsieT 25 MuHyT. Ecnv B 6pay3epe OTKpbITO HECKOMBbKO
BKJ1IQZIOK MM OKOH AJ151 OAHOIO MPUIOXEHUS, BPEMSI OXXMAAHWUS YUUTLIBAETCS AN KaXKAOW BKIAAKM
(kaXkoro okHa). Mo3ToMy BbIX0A M3 CUCTEMbI BBIMOJSTHSIETCS, AaXKe eCnn Bbl NMpoAomkaeTe paboTy B O4HOM
13 BKJIAJOK.

« [eicTBuA, cogepxawmecs B hoopme BBoaa pabouero npouecca, OTCyTCTBYHOT B Nnakere,
BKJIlOMaKOLeM B cebs pabounii npouecc.
[enctus, cogepxalumecs B hopMe BBoAa paboyero npouecca, OTCYyTCTBYIOT B NAKeTe, BK/IOYAIOLWEM B
cebst paboumin npouecc.

N3BecTHble Npobnembl

/3BeCTHble NpobeMbl CrpynnupoBaHbl CeayoLWwMM 06pasoM.

« Mpobnembl ¢ KOHDUrypaumnen

« [Mpobnembl ¢ MUrpaumeit nnn o6HOBNEHNEM
« [pobnemsbl C BE6-KNMEHTOM

o Mpoune npobnemsbl

« /13BecTHble Npobnembl

Mpo6nembl ¢ KOH(pUrypaumein

« He ypaercs 3anyctutb koHTeiiHep LleHTpa ynpaBneHus vRealize Orchestrator unm oTkpbITh ero
B 6pay3epe.
STa npobnema Bbi3BaHa owwmbkow B daine /data/vco/usr/lib/vco/configuration/log/catalina.log.

PelwueHue.



1. Mepe3anycTute Moaynb vco-app, KOTOprVI nepectan paboTaTb, BbINOJIHMB CIEAYIOLLYIO KOMaHAY .
kubectl -n prelude delete pod vco-appl[id]
2. Yepes HECKONbKO CeKyHA Moaynb ByAeT yaaneH, a BMECTO Hero 6yaeT pa3BepHyT HOBBIW.
* vco-app- [MOeHTUuOUKATOP HOBOIO pPa3BEPTHBAHNA] 3/3 BrnnojiHsgeTCsH
30 4d6h

Mpo6nembl ¢ MUrpaumnein unm obHoBNeHUEeM

o Mpun Murpaumm vRealize Orchestrator 7.4 B vRealize Orchestrator 8.2 cnNCOK NOKasIbHbIX
M3MEeHEeHUW OeiCTBUI U peCcypcoB Ha CTpaHMUe XypHana Git nycT.
Mpw murpaumm vRealize Orchestrator 7.4 B vRealize Orchestrator 8.2 cnncok nokanbHbIX U3MEHEHWIA
AENCTBMI 1 PeCcypCoB Ha CTpaHuLe XypHana Git nyct. Coaep>xmmoe HeoCTymnHO.

PeweHune. CHauyana BbINOMHUTE MUIpauUMmIo ak3emnnspa vRealize Orchestrator ¢ 7.4 Ha 8.1 HF1/HF2, a
3aTeM 06HOBMTE ero 4o Bepcum 8.2.

« Ecnn ncnonb3yerca nuterpaums Git gna vRealize Orchestrator, cogep)xvMoe noagK/II04aeMoro
MOAYNSl MOXKET ONpeaenaThCA Kak JiokasibHble u3MeHeHus B Git.
MNocne ycTtaHoBkK VRealize Automation nnn vRealize Orchestrator 8.1 (ncnpaeneHune 3) pabouve
NpoLecchl 1 AeNCTBUS U3 MOAKMOYAEMOro Moayns vCenter onpeaensitoTcs Kak JIoKasibHble U3MEHEHNS B
Git, HanpuMep Workflows/Library/vCenter/Virtual Machine management/Device
Management/Add CD-ROM/workflow.xml.

HeT pelweHus.

Mocne pa3sBepTbiBaHUA UcnpasesieHns VRealize Automation 8.1 Mmoaynu Kubernetes ans vco-
app- AaloT c6oi ¢ cocroaHnemM CrashLoopBackOff.
B XypHane vco-app-xxx NOSABNSETCS 3anuncb nogo6bHoro Tvna:

[ERROR] ERROR: duplicate key value violates unique constraint "uk_vmoreselt"

Detail: Key (tenantid, categoryid, name)=(_ _SYSTEM, 8a7482a57310¢c834 0173 3XXXXXXXXXXXXX,
configuration.json) already exists.

Where: SQL statement "UPDATE vmo_resourceelement

SET categoryid = '8a7482a57310¢8340173 3XXXXXXXXX'

WHERE categoryid IN ( SELECT t.id FROM Tree t WHERE t.id !=
'8a7482a57310¢83401733xxxxxxxxxxx' AND t.name = 'SecurityModel' AND t.level = '11' AND
t.parentcategoryid = '8a7482a57310c83401733xxxxxxxxxx' AND t.tenantld = '_SYSTEM') and
tenantid = '_SYSTEM"

PelwueHue.

1. BonawuTe B 6a3y AaHHbIX Posgres B VRealize Automation Appliance.
2. YKaxuTte naposb vco-db.
= BbINONIHUTE KOMaHAY kubectl get secret db-credentials -n prelude -o yaml.
» YKaXuTe 3HaueHue vco-db U pacumdpyite ero (echo «vco-db value» | base64 --decode).
3. YT0b6bl NEepenTh K KOHCONM Moaynein Postgres, BbIMOMHUTE KOMaHAY kubectl exec -it
postgres-0 /bin/bash -n prelude.
4. nd Bxoda B ebs-db BbINO/HUTE KOMaHAY the psgl -U vco-db -h localhost.
5. Ouuctute 6a3y AaHHbIX.
= [poBepbTe 3anuch CO creayowmnM naeHTudnkaTopom kateropun. SELECT name, categoryid
FROM vmo_resourceelement ORDER BY name
» YaanuTte 3anuncb Co cneayowmm ngeHtundukatopom kateropun. DELETE FROM
vmo_ resourceelement WHERE categoryid ‘8a7482a57310¢83401733XXXXXXXX’.
Mpw murpaumm vRealize Orchestrator 7.4 B Bepcuio 8.1 (ucnpasneHue 3) unm 8.2 paboune
NpoLecCbl CUCTEMbDI ONpeaensroTCA KaK JIoKaJlbHble U3MEHEHMS B XXypHane Git.
Paboumne npouecchbl cucTembl, NepeHocMMble U3 Bepcumn 7.4 B Bepcuto 8.1 (Mcnpasnexuve 3) unm 8.2,
onpenensoTcs Kak sioKasibHble N3MeHeHUs B XXypHane Git.

HeT pelweHus.



« Mocne mogepHu3sauum B Kateropumn «OxuaaHme BBoAA AaHHbIX» HET MapKepoB pabouero
npouecca.
Mocne 06HOBMEHMSI KONTMUYECTBO MapKEPOB B COCTOSIHUM OXXWAAHUS B KaTeropusix BoeinosiHeHue pa6ouero
npouecca 1 OxxuaaHue BBoAa AaHHbIX OT/IMYAETCS.

HeT pelweHus.
Mpo6nembl C BE€6-KJINEHTOM

« He ypaetcs otnpasutb hparMeHTbl Commit B 3awiMuieHHYI0 BeTBb Git.
Ecnn HacTpoeHHast BeTBb Git 3awmileHa, oTnpaBka perynspHo BbIMOHAETCS € OwMbKaMm, HO NOSIBNSIETCS
coobLyeHne 0 TOM, YTO OHa NPOLLNa YCreLHO.

HeT pelweHus.

« XXypHanbl pabounx npoLeccoB He U3MEHAIOTCSA NPU Bbl6ope 31IeMeHTOB U3 CxeMbl paboumnx
NnpoLeccos.
Mpu BbIGOPE 21EMEHTOB M3 CxeMbl paboumx NPOLECCOB XKypPHAsbl HE N3MEHSI0TCA. OHM NOABNAIOTCS TO/TbKO
npu BbiboOpe NepBOro neMeHTa.

PelwieHue. Bkiounte BocnponsBeaeHe Mapkepa 1 BbibepuTe 3N1eMEHT B APEBOBUAHON CTPYKTYype
MapKepoB.

« OWKM6KMN NpoBepkH pabounx NPOLLECCOB COXPAHAOTCS AAXKEe MoC/ie UX YCTPaHEeHUs.
OLWMBKM NPOBEPKM HE MCYE3AIOT 13 CXEMbI paboumx NMPOLIECCOB MOC/E TOro, KaK OHWU YCTPAHEHbI 1
NpPOBEPEHHBIV paboynii MPOLLECC COXPAHEH.

HeT pelweHus.

« Mpu BbINO/IHEHUMN CLIEHAPUEB NOJIb30BaTe/IbCKOro 3/IEMEHTA NMPUHATUA PELLEHNA B HOBbIX
cpepax BbINOJIHEHUS MOABAIOTCA OLIMGKM.
Cpeabl BbINOMHEHUS, KpoMe JavaScript, He NOAAEPKUBAIOT HAaCTpanBaeMbIe CLIEHapUM 31IEMEHTA NPUHSATUS
PELLUEHWNNA.

PeweHune. He fobaBnsinte HacTpamBaeMble CLIEHapUN NPUHATUSA pelleHnin B cueHapum Python, Node.js
nnn PowerShell.

« Monb3oBaTenu MOryT yaasiuTb U3MeHeHus Git B coAepXMMOM, K KOTOPOMY Yy HUX HET AOCTyna.
Monb3oBaTeNn C NpPaBaMn KOHCTPYKTOPa paboumx NpoLeccoB MOryT yAansTb U3MeHeHus Git B
COAEPXXMMOM, K KOTOPOMY Y HUX HET JOCTYNa CO CTpaHMUbl XXypHana Git.

HeT pelweHus.

« B knneHTe vRealize Orchestrator B uMeHax oTo6pa)karoTcs Teru, cogepikawjue CUMBOJIbI
noagyepkKuBaHus.
KnueHT vRealize Orchestrator He nogaepX1BaeT MMEHa TEroB A/IMHOW MEHEE TPEX CUMBOJIOB MM UMEHA
Teros ¢ npobenamn. Bo BCe Tern, aBTOMaTMyeckn co3aaHHble N3 06beKTOB, MMEHAa KOTOPbIX KOpPOoYe Tpex
CMMBOSI0B, A06aBNSETCAS CMMBON NoaYepkuBaHus. Bce npobenbl Takke 3aMeHsItoTCS CMMBONaMu
noayepkveaHus. Hanpumep, ans paboyero npouecca, pacrnosioKeHHOro B Nanke /Library/project
A/app/DR/backup B ycTapeBweM knmeHte Orchestrator, Npy MUrpaunn B KIIMEHTE
vRealize Orchestrator aBTOMaTUyeckM co3aaloTca cneayrowne teru: Library, project_A, app, DR_.

PewweHue. MNpu co3aaHMmn HOBOro COAEPXKNMOro B KneHTe VRealize Orchestrator cneayiite npasunam
NPUCBOEHMUA TEMOB.

* YacTb coaep>XxMMoro, MMnopTUpoBaHHOro U3 vRealize Orchestrator 7.6, HeBO3MOXXHO yAannTb
n3 vRealize Orchestrator 8.0.



Paboune npoueccobl 6U6NMOTEKN, MMNOPTMPOBAHHbIE M3 VRealize Orchestrator 7.6 B

vRealize Orchestrator 8.x, Henb3s yaanuTb Kak 3aBUCMMOCTb HAaCTPanBaeMoro COAEPXXMMOro, Tak Kak
paboumne npoueccbl GU6AMOTEKN AOCTYNHbI TOMBKO AN YTeHWUs. BO3MOXHO, X CTOMT yAanuTb, Tak Kak OHU
66111 B VRealize Orchestrator 7.6, HO OTCYTCTBYIOT B VRealize Orchestrator 8.x n UMNOPTUPYIOTCS B
nakete. U3-3a Toro, 4to B VRealize Orchestrator 7.6 MOXHO MCMONb30BaTh HEKOTOPLIE CUMBOJILI, @ B
vRealize Orchestrator 8 — HeT, B Git MOryT BO3HMKaTb OWNOKM B paboumx npoueccax, CoaepXalinx Takme
CMMBOJTbI.

PeweHue. MNepea akcnopToM yaanute paboune npoueccbl 6ubnmotekn n3 naketa. Kpome Toro, 4tobbl He
nMnopTupoBaTb paboune npoueccbl GbaMoTeKn, MOXKHO OTMEHUTBL MX BbIBOP Nepea 3anyckoMm MMnopTa.
Ecnu Bbl HE MCMONb30BanNM 3TN peLLeHnsl, MOXXeTe BOCCTaHOBUTb NMOCNEAHION pe3epBHYHO KOMuio 6a3bl
AaHHbIX VRealize Orchestrator nepes UMNOpPTOM.

Mocne py6bnmpoBaHusa u yaaneHua paboyero npouecca JiokasibHble U3MEHEeHUS HEAOCTYMNHblI.
Mocne ay6nmpoBaHusa pabounii npouecc 6bin yaaneH. B xypHane Git HET cBeAEHMIN 0 NIOKalbHOM
M3MEHEeHUN yaaneHHoro paboyero npouecca.

HeT pelweHus.

Ecnu caenaTtb aKTUBHbIN pENO3MTOPUiIA HEaKTUBHbIM, @ 3aTEM 3aHOBO €ro aKTMBMPOBaTb, NMpwU
NonbITKE OTNPAaBMUTb JIOKa/ZIbHble U3MEHEHUS BO3HMKaeT ownbka.

/i3MeHeHne COCTOSIHUSI peNO3UTOPUSt MOXKET MPUBECTU K OLIMOKE Npu OTNpaBKe crieaytowero dparMeHTa
Commit B peno3utopuin. CoobLieHne 06 owmnbke MOXeT BbiTb cneayrowmmM. Error: Push to remote failed
with status: REJECTED_NONFASTFORWARD.

PeweHune. CHavyana U3BNeKMTE AaHHbIE, A 3aTEM OTnpaBbTe JIOKaJIbHblE N3MEHEHUA.

He yaanocb 06HOBUTb cBeaeHUs 06 aneMeHTe pecypca.
KnneHT vRealize Orchestrator He noaaep>XMBaeT 06HOBNEHUE CNEAYHOLLMX CBOMCTB 3/IEMEHTa pecypca:
“Msi, ONncaHue, Bepcusi (He 0TobpaxaeTcsl B NOMb30BaTENbCKOM MHTepdelice), Tun MIME.

HeT pelweHus.

Mocne o6HoBNeHns #o vRealize Orchestrator nnm vRealize Automation 8.x HekoTopble
3J/IEMEHTbI PecypcoB B K/IMeHTe vRealize Orchestrator Moryr oro6pakarbcsi B U3SMEHEHHOM
BuAe unu B 60onee paHHel Bepcuum.

OTa npobneMa BO3HUKAET C 3/IEMEHTAMUN PECYpPCOB, KOTOpbIE paHee 6bli 06HOB/EHBI B KIIMEHTE

vRealize Orchestrator ¢ ucnonb3oBaHneM Apyroro ncxogHoro daina. rNocne o6HOBNEHWS pa3BepTbIBaHNS
vRealize Orchestrator unun vRealize Automation 3Tu 3n1eMeHTbI pecypcoB MOTyT 6biTb 3aMEHEHbI Ha
3nieMeHTbl 601ee paHHel Bepcumn. 3Ta NpobnemMa BO3HUKAET 3MN304NYECKMU.

PelwueHue.

1. BonauTte B knneHT vRealize Orchestrator.

2. MeperignTe B pasaen AKTUBbLI > Pecypcbl.

3. BoibepuTe anemMeHT pecypca, C KOTOpbIM BO3HMKIA NoAobHas npobnema.

4. MNepeniguTte Ha BKNaAKY XKypHan BepCcui 1 BOCCTaHOBMTE COOTBETCTBYHOLLYIO BEPCUIO SNIEMEHTA.

5. MoBTOpWTE 3TW AEUCTBUS ANS BCEX SNIEMEHTOB PECYPCOB, C KOTOPLIMU BO3HUK/IA NoA06Has npobnema.

BpemMs 3ans1iaHMpOBaHHbIX 3aMyCKOB CMeLaeTcs B 4acoBoi nosic UTC.

Mpn NnaHMpoBaHMKM 3anycka paboyero npouecca C NOMOLLbIO (PyHKLMM
*workflow.scheduleRecurrently () * B CUEHApUAX 3arn/laHNPOBaHHbIE NPOLECCHI BCerAa 3anyCcKaroTcs
B YacoBoM nosice UTC. MNonb3oBaTenbCckuin MHTepdeiic knmeHTa vRealize Orchestrator BktoYaeT Bpemst
6pay3epa B Wab/ioH NOBTOPEHUS. DTO OT/IMYAET ero paboTy oT paboTbl PyHKUMK. [Py NCNOBL30BaHMM
(byHKLUMM YacoBOM NOSIC He BKJIOYAETCS B LWAboOH NOBTOPEHMS], U BPeMsi 3arnycka paboyero npouecca
paccunTbiBaeTCA Ha CTOpOHE cepBepa B YacoBoM nosace UTC.

PeweHue. [Mpu nnaHMpoBaHMK 3anycka paboyero npouecca B CLEHApUM YKa3biBalTe BPeMS B YaCOBOM
nosice UTC.



« He yaanocb npaBuibHO COXpaHUTb NEepeMeHHbIe TUNa Regexp B peAaKTope NepeMeHHbIX. B
peaakTope oTo6pa)kaloTcsA HEBEPHbIE 3HAUYEHUS.
3Ta npobneMa cBsi3aHa C TEM, UTO NepeMeEHHbIE TUMA Regexp HEBEPHO UHTEPMPETUPYIOTCS: Kak
crneumanbHble 06beKThl, @ He Kak CTPOKM.

PeweHue. lNepeknountecb Ha NCMOJIb30BaHUE NepeMeHHbIX TUMa string, MNOCKOSbKY OHWU PaBHO3HAYHbI
NnepeMeHHbIM Regexp.

B napameTpax 3HaueHuit ay6nupyrowmecs paboune npoueccbl, Co3aaHHble B yCTapeBLUeM
KnueHTe Orchestrator, MOryr oto6pa)atbCcsl B BUAi€ KOHCTaHTbl, @ He BHELLHEro AeMcrBus.

Mpy M3MeHeHUN BXOAHLIX MapaMeTPoB paboyero npouecca, Co34aHHOMO B YCTAPEBLUEM KITMEHTE
Orchestrator un gybnmpyemoro B knmeHTe vRealize Orchestrator, napamMmeTpbl 3HA4EHUN MOXKHO 3a1aTh Kak
KOHCTaHTbI, @ HE KaK BHELLHWNE AeACTBUSI.

PeweHue. MepeiianTe Ha Bklaaky ®opMa BBoAA AaHHbIX 1 U3MEHUTE NpeACTaB/ieHNe BXOAHOIO
napamMeTpa nyTeMm Ao6aBreHnst B HEro Heo6XoAMMOro BHELLHErO AeNCTBUS.

« HeBO3MOXXHO Bbl6paTbh AEACTBME B KAUeCTBe BHELLHEero MCTOYHMKa B popMax BBOAA AAHHbIX
M3-3a Npo6s1ieMbl C TUNOM BO3BPALLAEMOro 3Ha4YeHHus.
Ha Bknagke knueHTa vRealize Orchestrator ®opma BBoAa AaHHbIX Heb3sl BbIopaTb AEACTBUE C TUMOM
BO3BpaLLLI@EMOro 3Ha4€HUA Jiwboe WIN Maccus/nwboe AN 3HAYEHUSA MO YMOMYaHUIO N BapuaHTa
3Ha4yeHus.

PelwueHue.

1. BonauTe B KINEHT VRealize Orchestrator.

2. BbibepuTe pabouunii npouecc n nepenanTe Ha Bknaaky @opMa BBoAa AaHHbIX.

3. 3apaiiTe AeMCTBME C TUMOM BO3BPALLAEMOr0 3HaUYEHWS, OXXMAAEMbIM A4St 3HAYEHUS MO YMOMYAHMIO UK
BapWaHTa 3HAYEHUSI MUHN-NPUNOXEHNS, U COXPaHUTE N3MEHEHUS.

4. BbibepuTe AENCTBUE CO 3HAYEHNEM MO YMOTYAHUIO UM BApUAHTOM 3HaUYEHUS, COXPaHWUTE pabounii
npoLecc 1 OTKaTUTe AeNCTBME K NpeablayLLen BEpCUM UM BOCCTAHOBUTE A1t BO3BPALLAEMOro 3HaUYeHUs
TUN JIoboe.

Mpoune npobnembi

o CnuwkomM 6onbLuoi pasmep 6a3bl AaHHbIX VRealize Orchestrator ns-3a taénuubl
vmo_tokenreplay.
Tabnunua vmo_tokenreplay MMeeT oueHb 60MbLLION pa3mep.

PewweHue. BbinonHuTte Bxoa B LIEHTP ynpaBneHus B KayecTBE NPUBUIErMPOBAaHHOIO NOJIb30BaTeNs
root. B pa3nene CBOMCTBa pacluMpeHms BbibepuTe pacluMpeHne BOCNpov3BeaeHUs MapKkepa 1
OTK/IOYMTE CBOMCTBO Bocnpou3BeaeHue 3anMcu Ans BCexX BbiNOJIHAEMbIX NPOLeCcCoB.

« Mpu MNopTe NakeToB, pa3Mep KOTOPbIX NpeBbillaeT pa3peLleHHbl, NoABUTCA coobLieHue o
TOM, YTO NpM OTNpaBke npousoLluna ownbka c kKogom cocrosiHusa 500.
Mo yMOn4aHMI0 MaKCMMarbHbIM pa3Mep MMMNOPTUPYEMBIX NakeToB cocTaBnseT 50 MB. MNpu nonbiTke
MMNOPTUPOBATb NaKeTbl, Pa3Mep KOTOpbIX NpeBbiwaeT 50 Mb, nossnseTcs cooblieHre 0 TOM, YTO 3arpyska
He BbINOJIHEHA.

HeT pelweHus.

Mpu nMnopTe nakeTa, co3gaHHOro B 6onee nosgHen Bepcum vRealize Orchestrator, B 6onee
paHHIOK Bepcuio VRealize Orchestrator MoxeT BOSHUMKHYTb OLUMGKa.

/3-3a npobnem coBMeCTMMOCTU Bepcuii VRealize Orchestrator HEBO3MOXXHO MMNOPTUPOBATbL NaKeThl U3
6onee NO3AHMX BEPCMI NpoayKTa B 6onee paHHWE pa3BepTbiBaHUS VRealize Orchestrator.

HeT pelweHus.

- MopgkniouaeMbiit Moaysb vCenter Server He NoaAEP>XXUBAET NOJIMTUKMU.
MoakntouaeMbin Moaynb vCenter Server plug-in for vRealize Orchestrator He nogaepXxvBaeT



MCNOMb30BaHWeE NOMUTUK A1 MOHUTOPUHIA COBLITMIN ypaBnseMoro ak3emnnspa vCenter Server.

« 3anyck pabouero npouecca koMmaHabl «BbinonHUTb SSH» B nogkstoyaemMoMm Mmoayne Multi-node
npmBoaMT K c6010 pabouero npouecca.
MNpucoeanHeHne yaaneHHoro sk3emnnspa vRealize Orchestrator ¢ NOMOLLBIO NOAKII0YaeMoro Moayns
Multi-node n 3anyck paboyero npouecca BbiInONHUTb KOMaHAY SSH, KOTOPbI CUHXPOHM3NUPYETCS U3
yAaNeHHOro peno3nTopust, NPUBOANAT K c60oto paboyero npouecca.

PeweHue. [Ins yCnewwHoro BbiNonHeHMs paboyero npouecca NnepenMeHymnTe noKanbHY NEPEMEHHYIO B
C037aHHOM paboyeM npouecce Ans OKOHYaTEIbHOro 3NeMeHTa cLeHapusi BbInoMHUTbL KOMaHAy SSH.
Hwxe npuBeaeH NnpuMep cueHapus ons ycrpaHeHns npobnembl.

var r = remoteToken.getOutputParameters () ;
result = r.get ("result");
errorText = r.get ("errorText");

outputText = r.get ("outputText");

N3BecTHble Npobnembl

© 2023 VMware, Inc. Bce npaBa 3aluymLleHbI.
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