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s®E Unified Access Gateway Z4RTE

AT DARs e AR L P B4R e T N ] Pm Bl Unified Access Gateway JfE T2 B 2 [T 2o M af

o R RS A v Bk

SERA&H
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3 4 N4 Unified Access Gateway JiE 25 B 4H AEAE

B FERAE AR
UAG &% ME—[1) UAG JiE 25 478
HERE P e A A AR T R R 5 S

® en_US FoRERHE, I RTHRE.

® ja_IP £RH X

m fr_FR {oREX

®  de_DE £RfEX

® zh_CN FoRfifilhe

® zh_TW FoRE AL

® ko_KR £ REHY

®m es LoRPPIA
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= en_BR /R 5

Unified Access Gateway JiE 112 2 [l RR 1 &5 A Sk o I vl I R
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TLS 1.0 EHUH TG A 5] BIBUR I HOH TLS 1.0 Ze4-Maifisiiie .
TLS 1.1 B FHRAE A [i]e TLS 1.1 2@ e e iot.
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HRIH FERAE AR

Syslog URL i NJTIZE 4% Unified Access Gateway Hif1-11) Syslog fillllk#s URL. 1o fffE AT DLZ
URL. FHEEML IP (ihk, A ERRE Syslog flllls URL, HIANERCEkE(T
HE,

I Z T HRAERIE URL. DAESESY BRI URL, i
syslog://serverl.example.com:514, syslog://server2.example.com:
514

Syslog &% URL 5 N\ 260 8% Unified Access Gateway FE4%i1H Syslog frllll#s URL. 1z fE{ AT
PU2 URL, EAEATHE IP (b, AnECRE Syslog fillliss URL, HIAEEC sk
TEfTRERZ T
I Z PSR AEEE URL, DLESES RN URL, Fif:
syslog://serverl.example.com:514, syslog://server2.example.com:

514

fRERHAEE URL BB AT 4R S URL, 64545 Unified Access Gateway {4k,

EHRERY Cookie Unified Access Gateway RHN1) Cookie £, THR%{H Ay [##].

IP 2 BRIGERGE IP B, 7]/ STATICVA & STATICV6.

T AP Bg R TEREE R 36000000 225D,
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Eagiay FRE Ry, DI BB, FIRE( A 300000

I CEIP PRI, e Pashmdnti s 8 ([ CEIP | ) BHIRAAY VMware, Wt

K, GBI SGR 1% P RSB R
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25
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3 TR [MRFRUE] HEh, #— N,
0@ B % ROLE_MONITORING.
4 fF MRFRCE] A, mN A
a I NME—E I AR
b GESEME) B SR, NREREE AU, SRR .

c MNEEFHEIENS, BHREE DA 8 H7t, EOMUE ~ARETEM—FE/NS TR, —f[
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d RS,
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ROFTHER T EE SR P ROE FAIH
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BB ERERFRE
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4 i MAIE.
a AU AR sl 5 P AR B Il TR B USR5 L o

b FHEHERMITERHN, SNSRI RS, WREDEBB SN, At bZmm N\ &
e

B REEDLAA 8 fiyot, EOUE—EIE TR NG Ry — R R
t, H il @#$ % * ().

5 & MR

{# F Unified Access Gateway T &5 EEEFE

WS R Y R T B 5 i, 1 Al DA PR 53855 55N Unified Access Gateway
FG, WHERAAEE UL 25,

SeiRig i

TR IEAT DAARE 2l A AR 2 35 B A BN R B e i e il o 5 I AR AL A — 50
EF

1 DI B0\ Unified Access Gateway 45 S HITEE R %L,

2 g Ml A LR PR IR
adminpwd
New password for user "admin': ###&d&ddd

JOTORONONCRC OO
KRRRRRK*

Retype new password:

FEIERGIT, BRI REE DS 8 fivot, EOCOE AT TR/ NG FEE . — e A —1{
Fpkroe, Hhasil@#$ % * ().

HEIRF R R AIRIE.

adminpwd: password for "admin" updated successfully
3 AN Mla%, DAHR AR 2 B H %S,

adminpwd [-u <username>]

New password for user "jdoe': #¥dddddd

Retype new password: #¥*¥**kkrs

FELERGIT, SRR R DS 8 o, EOEE MRS TR — /NG TEE . — e f—{F
Fipkyoc, Hhasil@#$ % * ().

HRHRER FAIERE.

adminpwd: password for "jdoe" updated successfully

CLR T FE R P Bl T B G
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3 H— MEMBRZBAFZER [ x| %4,

BE ARG . BRI
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FoeE RS, VMware BRZI AR ROE R TER IR . 7555 Unified Access Gateway JitE H14E Rl &
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7E AR, SRR N AIE R,
w EATDURPE ORI A O PR RE IR CA 2811 PEM 155
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2 7 [EFEROE] BB, #e— N [SSL falllkes AR REROE] ERiE R o
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3 EHEEENHE SR, S SN EA T, AT LGEBGREA T, RS
B
4 RN PEM 5k PFX O gi,
5 QAUEREIL PEM:
a IT [FAZail] 51, #%— FBEOGEIE S % SR
b NRHBUA PSR
C TF [EEHEAS] A1, 4i— N ERBOIGEE 2 IS S R
d & MR DR
6 AR PFX:
a {E [ PEX] A, #%— MEBUEE 2 pfx #4525,
b #%— MR FERE
c BN PFX {EEHIHS,
d #@N PEX BB P4,
B AR, AnT U 0 £4 i eA s 45
7 i MR
BRI, SRR HERE AR
T8
m QUREMEA] CA SP3BT ARG, (HEEIREN CA NG, shaoe s, SRR
AR
»  RECAEEENTE L CA SEIEE, NIRRT R L T RO R
ul,
UREER BN O CA FENEGE AR, R HE T AT, QIR Ul ATaR e an i
FEEAE, FHISERBIE RSN, SRR L& T BRIGE B UL,
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“WJI)M}%FH PowerShell 5452555 Unified Access Gateway., #itfitf1) PowerShell 15415 1] {E 2 Hi 55
L5, AT IPABCR SRAF A R R IR E 7oK o

1di17] PowerShell #5455, /7 3#5% Unified Access Gateway, 52 H5& N OVF Tool a4, il
FEVA FVB A IR A AR o a8 12t AR A A 10 FEﬁEJ:H TLS/SSL fallliri it 4 e e gk
JE o

YNGR Rk
m {fi]]] PowerShell % Unified Access Gateway [ &% 753K

m  {}i}]] PowerShell £ Unified Access Gateway [ 5 &

£ PowerShell #8& Unified Access Gateway HI R G FEK

HEd H PowerShell 54153555 Unified Access Gateway, #0AZE HFFERRT VMware /& o
m 47 vCenter Server 1) VMware vSphere ESXi T4,

m  PowerShell 152 1E& 7 Windows 8.1 ok H ik At 2s 5k Windows Server 2008 R2 ik B A |- 64,
/TTO

iRt P LU £E Windows F¥#11 111 vCenter Server ol %411 Windows f#s .
= ITHRA B Windows #E 42 VMware OVF Tool 4
1B TE https://www.vmware.com/support/developer/ovf/ 44% OVF Tool 4.0.1 B EHTACAR .
TSI K vSphere ERH AR AIZERK o
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{E£F PowerShell KE}2 Unified Access Gateway JEF#E
PowerShell 54588 A (RHIERE T Z T A AHRERE o 1 538U T PowerShell #5452

Unified Access Gateway IRy, I JT S8 E B K A G BHAIRE T A= A A

ERBIH A LAAH] PowerShell FSEE INI SR AL AT 30E, 1l Unified Access Gateway #i1T{llf
EPIRSR RS R B A IR . AR E B A SR, AR A Ul 2405,

AN, AR AR SR AV B Ul 555, QRS UL AN AP B EEEA

fant AR TBEIR R BUE R R UL, RERI R R B B 2 Ak O TP B R UL B APL IR
Bl AR EE B UL 2T, HILAZR G A 35U AR T ARE 451 Unified Access Gateway
TR

TR

m % Hyper-V 35, HLANRARETH4 A R & IP 1) Unified Access Gateway, i Je BRI #5 1R fEE 2
i, SRE P Unified Access Gateway [FBHTE T HHE

DL N R fEERET S Unified Access Gateway HUHI 5415
3-1 &5 PowerShell 354

E¥ Administrator: Windows PowerShell - o X
agde; 4>

1 1 My VMware /¥ Unified Access Gateway OVA i Z %1 Windows #5%
2 % uagdeploy-XXX.zip %5 Nk 2] Windows Fsi I 1ZORK

#ERTDARTAE https://communities.vmware.com/docs/DOC-30835 EY75 ZIP #i#%,
3 Dilik PowerShell #5415, K HE-EHSOR FR ISR AEALE
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4 J3 Unified Access Gateway HE I T8 E v INT 4HBB k%,

Blan. EREHIY Unified Access Gateway JETIAEE APT, 4HRERSZ104RE ) apt.ini, %R 257 AP1
HIFT A ALRERE o A DA R apdeploy . ZIP R ZEFH Ui INT F 52 iy INT A5, Beaf Lt 2
BREE o

et
m DL INT R E A B IE R R 2 Unlfled Access Gateway Fi55, VA JE 1 I 4 T
INI RSP 1P AZHEFNAFR S8, A AeERE 2 (RN 2

n AR healthCheckUrl 3 favicon.ico i A Content Gateway #11 VMware Tunnel,

THEPY INT R SR

[General]
netManagementNetwork=
netInternet=
netBackendNetwork=

name=

dns=10.112.64.1
ip0=10.108.120.119

diskMode=

source=
defaultGateway=10.108.120.125
target=

ds=
authenticationTimeout=300000
fipsEnabled=false
uagName=trustedcert
locale=en_US
ipModeforNIC3=DHCPV4_DHCPV6
tls12Enabled=true
ipMode=DHCPV4_DHCPV6
requestTimeoutMsec=10000
ipModeforNIC2=DHCPV4_DHCPV6
tlsllEnabled=true
clientConnectionIdleTimeout=180
tls10Enabled=false
adminCertRolledBack=false
honorCipherOrder=false
cookiesToBeCached=none
healthCheckUrl=/favicon.ico
quiesceMode=false
isCiphersSetByUser=false
tlsPortSharingEnabled=true
ceipEnabled=true
bodyReceiveTimeoutMsec=15000
monitorInterval=60
cipherSuites=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_
AES_128_CBC_SHA
adminPasswordExpirationDays=90
httpConnectionTimeout=120
isTLS11SetByUser=false
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sessionTimeout=36000000
ss130Enabled=false

[WebReverseProxyl]
proxyDestinationUrl=https://10.108.120.21
trustedCertl=

instanceld=view

healthCheckUrl=/favicon.ico
userNameHeader=AccessPoint-User-ID
proxyPattern=/(.%*)

landingPagePath=/

hostEntryl=10.108.120.21 HZNView.uagqge.auto.com

[Horizon]
proxyDestinationUrl=https://enterViewConnectionServerUrl
trustedCertl=

gatewaylLocation=external

disableHtmlAccess=false

healthCheckUrl=/favicon.ico
proxyDestinationIPSupport=IPV4

smartCardHintPrompt=false

queryBrokerInterval=300
proxyPattern=(/|/view-client(.*)|/portal(.*)|/appblast(.*))
matchWindowsUserName=false

windowsSSOEnabled=false

[SSLCert]
pemPrivKey=
pemCerts=
pfxCerts=
pfxCertAlias=

[SSLCertAdmin]
pemPrivKey=
pemCerts=

pfxCerts=
pfxCertAlias=

5 EEMCERAS AT, #5li\ PowerShell set-executionpolicy #4.
set-executionpolicy -scope currentuser unrestricted

NGBS HERA T F TS BIRRA, B 2B TiE (i & — Ko

a  GEEENE) WUR PSSR B, SERUT Mo DURER £ 84545 . unblock-file -
path .\uagdeploy.psl

6 HUTarCLABIGEE . AURBARIE (INI HEZE, FRMEITHRES ap.ini,

.\uagdeploy.psl -iniFile uagl.ini
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7 EHIWE R, SHENGRRE ST R A
et R ARG B OFREL, T yes,
Unified Access Gateway ffiE 2 B iS5 B 5e e, 3 nJ A= > H .
3 PowerShell 54515 E4H RN, 2R https://communities.vmware.com/docs/DOC-30835,

T—1&

QAR EAEET4); Unified Access Gateway [FIIRFUR B BIA HURE,, sbdmit . inl 88 AR S 2% 42 00 Ay i hic
A, SREFHHIT .inl #5%: uagdeploy.psl uagl.ini. MAETAIAERREERELE 3 404,

[General]
name=UAG1
source=C:\temp\euc-unified-access—gateway-3.2.1-7766089_0VF10.ova

IR AN AT EOTEIL N TR, S5 2 BT
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Unified Access Gateway i (i 315 DA SR EE 0 T2 10 S o atonl], 1 L RRAS IR il flf T2 Al 2
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4-1 DMZ #R#EdH) Unified Access Gateway

SN
el

DMZ
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Gateway [EHoE=Ts [EHoEg= mm m
JEFEEE

Horizon —_—
Server
G

Microsoft AT vCenter
Active it AR A=yt 0] Management
Directory ESXi F 1% Server

PRIJETER TR A BELL Horizon JIEG BB Unified Access Gateway .

= Unified Access Gateway it JT]Z¢ & #5171 Horizon Server [i /5 1 EGECV e, Arllasalid T e A
KT, IR 8443 A JHAI it Blast TCP/UDP i . i, AIDAB R 443 e 7 ] it Blast
TCP/UDP i .,

st WIS Unified Access Gateway 7% A1l 1] 1IPv4 11 1Pv6 phiffifsist,, HI2AE Blast
TCP/UDP 2 iE Ayl 443, 0] DA Unified Access Gateway PAYEZ#G 1z, {it IPv6 Horizon ]
P #gp s 1Pv4 i) sap ks s R R . 552 B % Horizon JLE45 sS4 IPv4 1 IPv6 &
JHEY 25 W

= {}i}]] Unified Access Gateway % Horizon [Fr, WAZFRT Blast Ze4xfliEFT PColP 224l . 1o i e
PR RIBE I E P A HEi5H Unified Access Gateway i /% Proxy., BlastExternalURL #l
pcoipExternalURL 7 7€ &5 E Horizon Client {# FIFHAR 4L, PAHEZ Unified Access Gateway |-
A3 5 R 1 R S S SR Rl s e 1 AR o FHA 15 2 i AR A R R A B e 1)l T 2 e Rl U p
Az B, ARG et . AREGE BT M R IERR R i e i 2 Unified Access Gateway

Fell®
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®  /F Horizon s#AR il s g T Ee L5 F 44 ili (Blast 24 Mg il PColP Ze 4 ii), iAE
Unified Access Gateway JfiE T2 B | i s Beiii .

T T8 Unified Access Gateway JEJTIE T (1fiE Horizon Ze4:{allllk#S) 2E#358 Horizon 7,

fiEsE i Proxy fiarfig FiiEs, Horizon Connection Server /L34 LR TIT) Web Reverse Proxy 1F 7
HEfE. I, anAEAII Unified Access Gateway 4 7RSI i ] Proxy A5 AIE EE R T
Horizon 711 Web Reverse Proxy #T1E#E, 5t Horizon BEE Hi#2lk: Proxy Bist. [/, SifREE Web
Reverse Proxy Hif DABG 1F T, {#84 Web Reverse Proxy S TEEE 1 [/ ] Proxy #ist; il e i 1]
FA{E#— | Unified Access Gateway 1) URL IR R 1EHEf) Web Reverse Proxy H . QUR{ERE T
Horizon BT, HIATEES THIAAE

Horizon 24> filllk #4411 Unified Access Gateway JiE JTIZEE > [0 22 5240 R AR .

AR Unified Access Gateway R EFfEA5aE . 816 HIUGRE ) Linux FFBH%Hs o

m AlESe. BRI PAF Unified Access Gateway itz ZIE 511 Horizon g frlflia, ki 23 Horizon
AR AR AT R B ae s T LA, R SGE S . BRI PE A Horizon Client EiL{Z i Horizon
AR R A 2 RO . AR, R e AE sk T i e sk TE B4k, DAV sk BB A 75
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4-3 35[E Horizon Server HIT{ERERY Unified Access Gateway FEFZEE

Workspace
D ONE Fi i
C ) HErEAEr

] Bk

DMZ
L] il
e
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Gateway [EFJoE=s] [E=ScES- m m m

ERSEE
lll
LT ok
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Workspace ONE/ [
Identity Manager E E D
Workspace ONE F3 Pl

Microsoft DNS/NTP vCenter
Active JE[5%ES Management
Directory Server
-t
BR=E

i FH 35 B 5 B Horizon 2¢4frllIRZEKIL. Unified Access Gateway S 4% 108 112 5nae Jy L (45
»  Active Directory {i# & #1505

= Kiosk 15X, U175 Kiosk BEAFFANETRL, F52[R Horizon BEIASCAT

= RSA SecurlD % K 55, 1 RSA 1 SecurlD 1F A0

w A A = M A B e e MR AR T 5611 RADIUS

m  FE | CAC 5 PIV X.509 {if F& 3.

= SAML,

VMware, Inc.



i M E VMware Unified Access Gateway

FARC Horizon Connection Server IRf, DA Bt 7 iE#RRE S 5<% . Unified Access Gateway A~ 5 f 51
Active Directory il 1o AR A EAEE A%t Horizon Connection Server 1) Proxy, [KIAE T f277 I
Active Directory. 7EARBEERRE IS 2 TAEPEBHZ, Unified Access Gateway st AEBHAEF] &R 22
UL K S & FRE AR o il Sk #5445 Horizon Connection Server, Unified Access Gateway 12fE
EPEHL S S R R A E AR e 2, R e M U A S R s e T

Unified Access Gateway A< ey s PR Lot . N A WUfERE Unified Access Gateway 43 | 455k g 1m
#MI#E (Online Certificate Status Protocol, OCSP) fillx#iiiifl, LAGEAET X.509 ARl 5

F

# Horizon ERE4EE T IZ IPv4 1 IPv6 #EHE(

#ERTLA ] Unified Access Gateway PATEZ15Hz, fit IPv6 Horizon FI/7mili4R & IPv4 12 b 4R fl il
ol R IR

T DAL twonic i HR 55 Unified Access Gateway, i NIC BT & IPv4/IPv6 155X, i Horizon
R T NIC BEiN IPv4 5K, Horizon £ Bty Al g tu AR (il llesty . AERAE AR & sl HAb AR IR
iy LR o

e AIELE IPVA/IPYG BT E Unified Access Gateway [Hr, 5ffE{x TCP/UDP [ Blast #Mi URL #%
B 443, 552 R4 Horizon Ei Horizon Cloud with On-Premises Infrastructure 14735558135 ¢ Horizon
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netManagementNetwork } netBackendNetwork i = {[H4H1% %% 11 INI #5382 qd
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FARMER RAHANBAZTZEZNESTAR

et H R E VRS 2 %05 IS SUSE Linux Enterprise Server 12.0 64-bit (id:85) £r & 3t - A5
ko BHLLLN OS GNIHGEIE: Other Linux (64-bit).

an 2 H SRR B H DB S IR IIESE R G

SE N A ML 22 WD B R

1z HIgEE A4 vSphere OVF Tool {iliJ1f1) target= {fif & vCenter Server Fei5iffrf IIEME(L . wH LT
https://communities.vmware.com/docs/DOC-30835 4l R\ Feks, DAIAT T 2% vCenter Tk
s s, i b Y rdEE T XA b

target=vi://administrator@vsphere.local:PASSWORD@192.168.0.21/
YOI R A AT N — TR T e &

target=vi://administrator@vsphere.local:PASSWORD@192.168.0.21/Datacenterl/
target=vi://administrator@vsphere.local:PASSWORD@192.168.0.21/Datacenterl/host
target=vi://administrator@vsphere.local:PASSWORD@192.168.0.21/Datacenterl/host/Clusterl/
or
target=vi://administrator@vsphere.local:PASSWORD@192.168.0.21/Datacenterl/host/esxhostl

FE FURRH IR PRI 28 . MRS Kl Sk 2R T 3 R/ NES o

BEERENE: MV TAERS BCREEUH F i i #%: sessionId
m AT DB R P LR T R
= U AE7RIE 23R Unified Access Gateway | FTITERR TLS iR 1.1 ilfl 1.2 Ji

2

2
I

hain

3

i
Fm

5 {EAE Chrome BIE 25 FREIRY VMware vSphere Web Client £}
Z Unified Access Gateway ova

M\;ﬁ{i vSphere Web Client |- JIIZKEE% ova kS as [ 2086 ] Pim oM e U, 7 Chrome 1%
LHEANBE R, AGadUn—NBESHE, fRHE Ek””]]fi@« , His A e Tﬂi/muﬁlllﬁﬁl

ova 4&5;% URL. iz/t Chrome #2285 fifOME, BL Unified Access Gateway ova fiRH . A ]
MBI 25 2555 Unified Access Gateway ova,

#5£{E A VMware vSphere HTML4/5 Web Client 32
Unified Access Gateway ova

PR REEB B SR, BIan A N AR (A M4 RS Unified Access Gateway ova fEf], i A H
vSphere FLEX ] P2k 54 ova.,
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#5%{EFH VMware vSphere 6.7 HTMLS5 Web Client &
Unified Access Gateway ova

R HE® 7t VMware vSphere 6.7 HTML5 Web Client [F#3Z A H I FEEBIEJmMAL, sl
Unified Access Gateway ova . E540%1] vSphere FLEX J1] P 2555 ova,

#551¢ VMware Identity Manager i%Ei& Chrome &) XenApp

Hi% Unified Access Gateway 1 /438  VMware Identity Manager ) Web Reverse Proxy > %, #<0]GEHE

- 7R

L4 Chrome BIET 23 XenApp.
AHIGIE T 220 BR Ak fid P b R

1 L VMware Identity Manager 7% {5 HIZUAERTIE orgUseNonNPAPIForCitrixLaunch, whfdif
5| REST API,

PUT https://fqdn/SAAS/jersey/manager/api/tenants/settings?tenantId=tenantname

{ "items":[ {"name":"orgUseNonNPAPIForCitrixLaunch","value": "false"} ] }

with the following two headers:

Content-Type application/vnd.vmware.horizon.manager.tenants.tenant.config.list+json
Authorization HZN value_of_HZN_cookie_for_admin_user

2 SEf 24 /NERRfEAEEEERL, s ETHTEGE) VMware Identity Manager i .
TEZE Linux FEOPTRCEIRTS, i B NREREE HE S 108U T 54 : service horizon-

workspace restart,

FEAE Windows |+ HUSTRED IR, FRedT NAIHESA

install_dir\usr\locql\horizon\scrlpts\horlzonService.bat restart .

R HE AR SRR %ﬁ%ﬁ‘ﬁﬂﬂﬁ%
(1 u{imlﬁqﬂnx;ﬁﬂ Kerberos 15550k ¥ Kerberos [ SAML I, Rl aEerElsfigl, nl DA 2T
LB IE G ST,

Eif= KDC fARR=5Fn & infE AR RAR SRR AL,
TR IR UL ) [Edge REE] il B B IIRA CLR0E . ORI T
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7-2 EEHRAMRE - Reverse Proxy R E

Edge Service Settings =

O Horizon Settings L
v Reverse Proxy Settings o]
Vv sp_saml|

® KDC Server
® Backend Application Server

IR SR — A . RIS TR,
ZLEEDE: RERAL G, AIRTREROR MO AR —RRS .
®  Unified Access Gateway il Active Directory = [/ 4R 1]
= Unified Access Gateway £il Active Directory = [H]ff) izt E148 I

fEsE  HEER Active Directory f###s Ui TCP A1 UDP jiifzif: 88,

» O [EY Keytab 5 H 8 S REANE SRR 1) BE A IERE

A AR LAk, AIAOR Unified Access Gateway HI LA /1] Keytab f 5 i fitf]
-\ Active Directory.

B

:m\
\l
fois

#17 Kerberos N ARFEEAIERR: REFREKRKX
ﬁtfﬁntﬁin

ERROR:"wsportal.WsPortalEdgeService[createKerberosLoginContext: 119][39071f3d-9363-4e22-
a8d9-5e288ac800fe]: Error creating kerberos context.

Identity bridging may not work

javax.security.auth.login.LoginException: Clock skew too great"

#IRIA Unified Access Gateway (i Bl AD frlflastr i #I5 AF PR, ST AD fillllkss ORI DATT &
Unified Access Gateway [ [1fifit]] UTC i,

# 17 Kerberos NARFEEAERR: ABSARIEAAA
I E R

wsportal.WsPortalEdgeService[createKerberosLoginContext: 133][]: Error creating kerberos context.
Identity bridging may not work
javax.security.auth.login.LoginException: Name or service not known
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R Unified Access Gateway k4R 2 3 e (U4, B fli ] Keytab A5 Fre i {5 F Al 2k
ki s KDC IRro slfifis® NAITAHE

= Keytab 5 TIERER SPN i FH-& MR P b7 R0 FE % Unified Access Gateway
» KR E TR 1P SR ML R A W = O

BEW{EAE: user@domain.com fJ Kerberos Token BFZ5 4 §E:R, #5
#x: Kerberos Zikikir: HixaTH:
gss_acquire_cred_impersonate_name: F®ISEH GSS kB, mER

B Rt ERMESEM

"Kerberos Delegation Error: Method name: gss_acquire_cred_impersonate_name: Server
not found in Kerberos database"

ﬁu%“ﬁﬂ—lﬂjnﬂu , E ﬁﬁiﬁ
A A SR AR
i SPN R R E

SPEHERESEER . Cert-to-Kerberos
IR E Cert-to-Kerberos [, R REer il #E g, n] DA T2 AR 7 2 2 B RS 11 L i

"%E%ﬂl%\: Wnl}fj&;%o Hgﬁ%%fﬂé
75 /opt/vmware/gateway/logs/authbroker.log H[1EME

"OSCP validation of CN=clientCert, OU=EUC, O=<org name>, ST=<state name>, C=IN
failed with "Could not send OCSP request to responder: Connection refused
(Connection refused) , will attempt CRL validation"

mgon [ X509 #5% | rhE ey OCSP URL M HiAR sl A 1 F i,

OCSP /HFEERHF3E £ R

!

"revocation.RevocationCheck: OSCP validation of CN=clientCert failed with "Could not

verify signing certificate for OCSP responder:http://asdkad0l/ocsp”. will attempt
CRL validation."

BRI I T 43401 OCSP 5 s OCSP #5a0 T AsHINg »

VMware, Inc.

102



B M E VMware Unified Access Gateway

OCSP [o] FEER=E SR BB 35 - S8 5R

"WARN ocsp.BouncyCast1eOCSPHandler: Failed to verify OCSP response:
CN=asdkADO1.Asdk.ADrevocation.RevocationCheck: 08/23 14:25:49,975" [tomcat-http—-26]
WARN revocation.RevocationCheck: OSCP validation of CN=clientCert failed with "Could
not verify signing certificate for OCSP responder: http://asdkadd0l/ocsp". will
attempt CRL validation."

HFFEE OCSP [H]EEgRH A URFE R

SRR . EER TIEMSEHEEH Pim/Rs%: <sessionld>
I RN g S
o b X.500 ML HI LA M

» YPRERCE X.509 SRERHOE : smhed PRt g et P diag, DIAEE A [X.509 R
aE T [HRGEERT 4 CA BBEE] WAL FEIAHR] CA s

REHRmETEY
BEASTETRBO RSB B S P AR OE0T , AR, T DA SRR S B A TE AR
BT

f55E Esmanager.log @it 8k ARG MM 2 5110 MAC (ZHFAHR AR Qnsiee v 0 A 241 NIC B D)
P A4S, RIAEROS A i B A S A 2 1) MAC (7 HEREAR

Unified Access Gateway EFE~ [ N IEFER BB iR |
Unified Access Gateway &I OPSWAT AP DLUEs e T2 (L P 4 s A0 FH Tom il . ansiaad AN F
fife, QIAEfifRE, e

AN IERER) 5 e

Frirro
FAERR [ I 2 ReB) R [ RS A2 P B N LEAER) P <3 S BT P 3 Al o

EEEEN PR, SR SN https://gears.opswat.com/o/app/register,

Unified Access Gateway EH87R [ DNS & LR+ E#
https://gears.opswat.com |

i Ping # 2 2R R 22 1535 gears . opswat. com [1 IP {7k,

SR1%, fEHIZEE Ping a1 IP 71D, https://gears.opswat.com 1) /etc/hosts T[T, L
H Ul ¥ % Horizon 2 iE 3l %% View Edge Service HLfk = MEE H i1
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Unified Access Gateway &8a R [ EHEEFi#%
https://gears.opswat.com FFE KR |

a1 UAG Hf) gears.opswat . com F-H6IE H sk https://gears.opswat . com AREs7igpan
R, HInTRREr s At dle

RHHMEIREE Ul FH/EEEES

QAR EAEERES PEM R Unoiaties s AR g0eR, S B n s ansfUE LU B 22 5o

VAN SR A SRR I AT e BT B

R R

PEM #% U380 WIREIZ IS BEGIN MSaUGHeR. A2 fickll  PrivateKey BEGIN 435S
LGl <g

PEM #4850, BIAMIKIEE: #%A%] ---END RSA PRIVATE  PrivateKey END #3:5445
KEY. 2 Rlrl sk ASREan ekt

PEM #5038, (IANIRIARIE s HE RSA R S 3E A= 1] &Y PrivateKey EL4H%
L java.lang.lllegalArgumentException: f75:1¢ byte[]:

corrupted stream F#E 741 - FANE AR, FESE R

AR AR .

IEILGE PEM RIS S 2B RC e AT S AN DR PublicKey BEGIN &4
IR AENR PEM B0RL . G2 BdRL st AR AR Publickey END #5540,
IR AER) PEM P0RL . G52 BdRL st AR AR . #5FSTIY PublicKey L 18
AT B RS ] (LA T s WA E RS RIS

ML PR R R, P AR A M RRBR DA A TR T AR A
RIS o

ANIHERI SR ARE) D ARAEREBAS , (FANHEE BRI —{ EEEZ b EiE

RS S BAE IR K CertificateExpiredException: #5500 AR AW,
20171206054737GMT+00:00 I3, 2 Bl Sk DAAS SE4m
Ko

REEEHERRRR N FE AR R RE
AT LAE Unified Access Gateway A Tz it #4480 T H A4 (B4 tepdump A1 curl) sRE . HEUR
SESEHE ARSI, 51 anBr KoRs AEAR

LT tepdump

tepdump JE—IHAT A TR, AITACHT TCP B COLAES TREMEAE MR

AR ARAE Unified Access Gateway S TS |- 2% tepdump, Sty ST Molar & LhZede
tcpdump:

/etc/vmware/gss—support/install.sh
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NAEFIRR tepdump [T
m HT NI A DB PR s e e R i

fant  WIRME R 8443, SHEESMIBE, ORI A UDP 8443,

a tcpdump -i eth@ -n -v udp port 8443
b tcpdump -i eth® -n -v tcp port 8443
¢ tcpdump -i any -n -v port 22443
= T MAlar A LB RADIUS flliikeR{l 28074 Unified Access Gateway [1)E] 11

nslookup <radius-server—hostname>
tracepath <radius-server-hostname>
tcpdump -i any -n -v port 1812

m HT M4 LLEHE RSA SecurlD fillllk #4201 Unified Access Gateway (1310

nslookup <rsa-auth-server-hostname>
tracepath <rsa-auth-server-hostname>

£ curl %%

AT LU curl sy 2 AR S AR R AH B B A

T M Alar S AR b AR ik e s Web frlfilai 4R
curl —v —k https://<hostname—or—ip-address>:443/
R LATE esmanager . Log 15 FRgi b vy il e (1) AR [

07/14 07:29:03,882[nioEventLoopGroup—7-1]ERROR
view.ViewEdgeService[onFailure: 165][]: Failed to resolve hostname
address in proxyDestinationUrl:xref:mbxxx-cs.xyz.in

n EAEIEEN] topdump RS BERE& (141 PCOIP 4172 F1 Blast 22443) (fili#k, AL T ¢
BEBOEM LA T, SR B A SRS s B RS o A AR ek AR e i e 5 B Al AR A
e

= $}¥ Horizon ZEREHIE TCP 4R, shldT Folarsd
curl -v telnet://<virtualdesktop-ip-address>:32111
m  §}¥ Horizon MMR/CDR TCP 4%, GH#AT FAlar2 .

curl —-v telnet://<virtualdesktop-ip-address>:9427

m FUT FAar S LA E Unified Access Gateway 2G5 [ & (e GEAR . W T ar 42
T, eh AR ERBE R G I T AERE B & IR &

curl -v telnet://<virtualdesktop-ip-address>:22443
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PowerShell 5%

it PowerShell & HAT N1 a4 DA RSP e AR R 1 4R «

1
2
3

Test-NetConnection <uag-hostname-or-ip-address> —port 443
Test-NetConnection <uag-hostname-or-ip-address> —port 8443

Test-NetConnection <uag-hostname-or-ip-address> —port 4172

RHEHRREREZEBENEE

1SR 0 LI R B T RS, DURREETTI3 2449 B\ Unified Access Gateway -2, {HANE]

[ENAIERE | S5y, SRR ML, I RS o
B NSERAIL ATV T 287

AR I E T

Fr (i T g 6 AAR4E Unified Access Gateway [R5 & 75 1F BT IENS (& [ %05 00
ST T OVA R 2 R ARSI L ] 365 K.

TEFS S FH2RE R P SR e 5 . 152 #5 ik Unified Access Gateway 1) EL I
SRt

TEE R TIT, e SR T TT,

Yl~]:[
G

HABIRDY, 5 R I B AL B o

et A EERARES, AU

AT vCenter [1)E N A7 IHE
JIIE vCenter [1JE N1
A A UM S B 4 5 FORERR

IR EI A EBUE T Grub 2 BN RS IUREREEHG, A SR Fhi N2 .

2
1
2

7t vCenter T PHEDE L, A0 BIHARZE iR G
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3  Jf GNU GRUB H#giThaE R, BEPIEAA Tinux {TIUGS R, 2oty , Rt
A /$photon_linux root=$rootpartition rw init=/bin/bash. #FlHEe{E%, GNU GRUB %
FHIDBE PG AR E e A N A1

et #HH FIPS JETCEL, fips=1 MEAARB IR FAAEI THUAT R o

4 % F10 8, SRIBAL bash e nTIooHl A passwd AcaF Bl

passwd New password: Retype new password: passwd: password updated successfully

] Started Cleaning Up and Shutting Down Daemons.
] Started Cleanup udevd DB.
1 Reached target Switch Root.
Starting Switch Root...
root [ ~ 1# passud

New password:

Retype new password:

passud: password updated successfully
root [ ~ 1#

5 FEmAPnTocH, DUMBEMERZE A% unmount/
6 R E B reboot —f

w EREREE EBARR, S HROE R BRI T B BN

BARY Grub2 15
TTAERR 113 5\ {85 T] Grub2 2576
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1% Unified Access Gateway 3.1 B4, IKTHR AL RAE Grub2 i 245,
1 1135 44 R 1 root,  1f 5 HI B4R /E 455 Unified Access Gateway Rt i AR B EAHI ], 25— R
THER, PRAFEE ARG I T H %

et BIRAEATar S BRI T B A2 ARSI A T TR Grub2 B, ia RS A B v o RS
FSE A B R 2 S e AR B4 (661 UAG 3.1 RS BT RRARIRE ) o

& Unified Access Gateway fEAE B &0 %

TERHRE UL Y [SERE] B Mk UAG-log-archive.zip f65. #4% ZIP R ZE 821
Unified Access Gateway [fiE H%: B AT AT 5l 8% o

R ERCERIE AR

ERTLABIEAE LR Ul AR RS ARUE . BESTRRE H I, 1R GTSR RS LA EE RS E
Bk TR [ T8RRI TS | o OB ESURITR EsUE R T HEI o

AL B AR PITISCR ERIR AL R I a P Pl
Rig 71, AHRER

Bk e Sl il

PEll [N A ] SR T IR

EIE [ x| AR T Re ) e PR B AR AT T SRR G

) [y | At T Re A T (R R ] RS TR T

s TEE— A WA RS IREI FA T  MrRak RAE E TI E P ARG , DARAE I ER I
eS8

TR VI [SCdkaoE] B MECsk ZIP 5
15 SERE SR I TIEE 11 /opt/vmware/gateway/logs H ERILEE T2

K& 7-2. BEENNEHIIRT RREMNESR

MR L] Linux #r< (SR8 )
rpm-version.log Unified Access Gateway JIE T & 1A,
ipv4a-forwardrules TEMENIEE LRRIENY IPv4 SR HI
df.log AL T2 1 O RA RS 2 T ) e AR 2 AT df —-a -h ——total
netstat. log & P R FIBG TCP AR AR . netstat —anop
netstat-s.log TR HE B HT IR PR AR Aot EORE (CER/ERhC4] netstat -s

5o
netstat-r.log TERETIAEE T IEFRE I o netstat -r
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R1& 7-2. BOEUREHART RREANER B4

e

uag_config.json.
uag_config.ini

ps.log
ifconfig.log
free.log
top.log
iptables.log

ip6tables.log

A

Unified Access Gateway JIE T8 & 1) 5 B4 R,
EERBURFTATRE

A NG R R A TR PR T

R IR VA Y A A T 4

NGCERIRAT RAM 1] T

AT S A e A T Fek e 1 B TR 37 B
IPv4 1) IP i

IPV6 1 IP 4%,

LA json Fl ini £

Linux 4 (A58 H)

ps —-elf ——width 300
ifconfig -a

free

top -b -0 %¥MEM -n 1
iptables-save

ip6tables-save

w.log TE(ERER RS E AR 6 2 ML R AR RO AT B AT w
systemctl.log EIRTTEME R TR IR TS B systemctl
resolv.conf FHAR A ity B P 25 I LRI DNS falliless
&R 7-3. Unified Access Gateway HIEC 8748
HERATE #iA Linux 74> (2158 )

supervisord.log

esmanager-x.log.
esmanager-std-
out.log

audit.log

authbroker.log

admin.log. admin-
std-out.log

bsg.log

SecurityGateway_xxx.

log

utserver.log
activeSessions.csv
haproxy.conf

vami.log

content-
gateway.log.
content-gateway—
wrapper.log.
0.content-gateway-
YYYY-mm.dd.log.zip
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’ﬁ (Edge Service Manager [/ HE £ 45 EE HfI1 AuthBroker)
Lk

:nu

Ko

Edge Service Manager &4, #rA(EE
L=

HIEER= e =R RN (2 SINTis(e S 8

17 ¥ Radius 1 RSA SecurlD Bt AuthBroker IR+
iya3a it NS

EHE GUI Rk, BArzR 0443 R4
Unified Access Gateway REST API 2 JE FHEY T 11050 AR

% Blast ZZaEN AL SR

f 7 PColP 24 IIH ML EkILE o

fU% UDP st iR AT B A re BafUE.
YEFA Horizon Bk WRP | {ERSBHIS B,
S HIA TLS I IR HA Proxy 1B,

EJAF Bﬁﬁﬂﬁ#ﬂﬂ vami 1 \/J//( ﬂ:_ﬁh-ﬁgjl\ﬁﬁﬁziféiﬁ/‘]ﬁﬂi\iﬁﬂ

N O

g

fU75 2 ] Content Gateway 10451,

B R TROZ I
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F1& 7-3. Unified Access Gateway HIECER1E (424

BRLE B! Linux 4> (Zn558 H)
admin-zookeeper.log U Bk 17 Unified Access Gateway 4H 8 > 2Ok ERUMIR R0 4%

AL,
tunnel.log B TER XML AP EEBER—5) 2 il B R AR O RC SkaiE . 48

WAZEAE Horizon 778 H HHmAE A e e It R 8

admin-auditlog.log B F NS AR B . BN LR ol M BB R )
FIT. R 0T 40 2 IP iz, PR UL Syslog
R URL,  DAM EORESRAS HIARR A

tunnel-snap.tar.gz £U75 VMware Tunnel filfR#5F11 Proxy si4%4(1% Tarball,
aw-appliance- JHE ST ACTRAE R (FHFARIGED AirWatch JIRTS) st dA
agent.log

config.yml 1U7; Content Gateway 4H BT B A EAN R
smb.conf 15 SMB I P4t fig .

smb-connector. conf 75 SMB R 7 FIRC S EA S F AR

&2 [ -std-out.log | FURCEAE U S TIN 2 SRR P2 stdout FUERN, IfiS derd ki

%Eﬂ?ﬁo

D

FEH Unified Access Gateway =R 7E
PR UL EEH JSON AT INI A% 20y Unified Access Gateway 4H 3% E

#En] DLME T4 Unified Access Gateway 41REE, WG ILREE7 2 JSON B INI AR, #ErLLIE
Powershell $54-H5, fdi FHRE HHEA INT % %€ 263555 Unified Access Gateway

EF

1 ST EEEE > BEH Unified Access Gateway #47E .

2 $%— 1 JSON uk INI, DAIAEEg#% Al H Unified Access Gateway &l o 4 22 A RF LA e i Aldss A7
T, RaAE— N RCeREAT
WTERRAHE K RATAE N [T k] Bk,

SHHRSESR . Content Gateway

R RCE Content Gateway r, FIREEEESEE, An] DL AR 7 A2 B AE 1 E R R

£ NetApp fAk=F LEEEZ L ANERERS. THM LEBE,
ST AR AR, RHEE AR

1 ¥\ vSphere Client

2 PHRGEAE Content Gateway Hr/E11) Unified Access Gateway 9515 .

3 &% /opt/airwatch/content-gateway/conf
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4 #ls config.yml %

5 %8 aw.fileshare.jcifs.active [ E5 A true, T2 false,

6 {4 ) Content Gateway A%

$ service content-gateway restart
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