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{VMware Cloud Director £ . REHARIER ) RBHZEMAL VMware Cloud Director™ g8 1L
RISHBE BB VMware vSphere” . VMware NSX for vSphere® Hl VMware NSX-T™ Data Center
EEEANERENR.

FEHR

{VMware Cloud Director %t | REHEARIERE ) BRAREEZHEFHMK VMware Cloud Director
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VMware Cloud Director A RESEHAEE Linux L REH —= %@ VMware Cloud Director fAIfRES =R
VMware Cloud Director BR#ENHE. FATHNESERARSFEFSHT —HBA VMware Cloud
Director R EEHN R, FIERERLHAE— VMware Cloud Director ERlEFME@ARSBHEEE , I
EHEZE vSphere MR ER .

EE FXEER—ERRIFBEATH Linux F1 VMware Cloud Director EFI R EHREB RS RE
VMware Cloud Director,

ZERE{R VMware Cloud Director A , BN EERRIZEFETLZEZDME VMware Cloud
Director #1F&., BEERE=-FEH T EHEN K TRRETEENBELTEEETRERE,

R VMware Cloud Director R 86384 % %18 VMware vCenter Server. Z&REEEE VMware
ESXi™ EH#., HRMEERI , VMware Cloud Director Al BAfE B2 vCenter Server 1B/ NSX Data
Center for vSphere , B AJ L& NSX-T Data Center & %] VMware Cloud Director, b4 | i #iRE
& NSX Data Center for vSphere 1 NSX-T Data Center,,
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1-1. VMware Cloud Director Linux &L EB &
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1-2. VMware Cloud Director FEFi R B EB &

 —
—
VMware Cloud Director
VMware vSphere
l‘wlsii'{‘:l DaéaphCenter
vCenter rvopnere
Server B | > égﬁg?r
], Database
— NSX-T
B ESX Cante Data Center
vCente vCenter
ESX] - Server
E— Database

—— =

Linux EZ& 28 VMware Cloud Director {AlRESE A F M ERERIE,

BEEALEIEN VMware Cloud Director fRIIREEEAMF A ARFEFANE—EXEFHNARNER
E., BuLUEBKEREENMERTEEDEAR —BRRBEAPNFHRHETRE , RE VMware
Cloud Director ERIES Y., F2RAEAXETSNERNESTHMHERE,

1-3. BERHR A ERES T A EEN VMware Cloud Director EF# &

VMware Cloud Director ZEFRERFERLRBES . SRFRESZHANERNENERFARSET
B, YEBIRAEBERE. RE , RAETEEE I HE vCenter Server &% . ESXi E#ELK NSX
Manager 8 NSX-T Manager ST ES.

WEF I vSphere MPBRERNVBBEEN , F28 (VMware Cloud Director Service Provider Admin
Portal ¥R ) .

VMware, Inc. 10



VMware Cloud Director & & 57 &t g&

VMware Cloud Director fRIREEHA+THNE —ERARS[SEAFEHENERBREBER, i, BHANAT
EREXERATRYENERNE. SEGRKRBIFABEEFTE vCenter Server Z#t . NSX Manager #
TERUR —HZE ESXi EH#,

Hftt VMware EmREEMY

mEAER VMware Cloud Director flEAM VMware ERZEHAMHNHRHIENR , 28 (VMware Em
EEMEBEERE) |, #@itB nttp://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.

vSphere AAREFER
FEHAEE VMware Cloud Director #EEHAR vCenter Server M TEBERN ESXi TS AT SIS TRIHLE
%*O

n  FEHIAE VMware Cloud Director #MEB#EE AR EEM vCenter Server #iE , AZA T HTEHIH
VMware Cloud Director SEAFMEEFRNFAETHER, FELERUHER T ONETHE
B, AL ETIE vCenter Server #1T{EE E VMware Cloud Director B9 T4E,

m  NSX Data Center for vSphere X B/ @t fH MA R K EFEE vSphere Distributed Switch,

s B VMware Cloud Director R vCenter Server #&E % E# vSphere DRS BEILEBRIEE A
2 B8, Storage DRS (ERA) AIREATMEBHLER.

m vCenter Server MI{TEENLBEEEETH#. VMware Cloud Director BB B EE DM ATAE TN
BREAEECHINIHRER. LH , S4ERE. B REINAEIHNMBAZTEL. 28
{vCenter Server MEHEE ) RBPXMHFH [ FRE SSLERE | .

XENFE, ERENMRE:S

WMEWARAE VMware Cloud Director X EHAREEFE. BIESE . LDAP AREMEREMNHEEN ,
52/ (VMware Cloud Director RAEREA )

WEZEE, SEEBM CPU ER

MEEMAUBKEETRE . EEN CPU BRMNFMEN , 5528 VMware Cloud Director BRI E K/NAE
8,
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HARERE

AR VMware Cloud Director E#RIH NFS REMA AR FHRE. REURELAER , XHET
7] AR 2R B AH P Y T R AR 2R 17 B

REMNWTHERE

= VMware Cloud Director F#8B% A REFHER

. PERZEMER

VMware Cloud Director B HEEE R

VMware Cloud Director WIEEEEXBMNERZE . IENRRUASZEIORROEREHKERE . FKE
BREUARHEMRSE, SORRSERFSELEESR , REEB T MK ZHE VMware Cloud Director,

HE# VMware Cloud Director A fkzs . ERIERIREE. vCenter Server Z& K NSX THHEHRLERFES
THZEER :

IP {izik

&8 VMware Cloud Director fAlfR2FEI S B ERME TR SSL iwmd ., —EiwBAR HTTPS iR .
B—{EAmBAAREES Proxy B, EEXRBAUURTEN P Uit , REEEMEFEERZENE
— P {usit, BAILAER IP BB RS EMAENERELZL ., F2EA Linux ip addr add @8
SHREYE—Efru,

VMware Cloud Director EFAE B BB BRI EEE 8443 ¥ etho IP Ut AR EE A Proxy R,

F1# 4 Proxy {iit

REBTES Proxy WMEH IP LUt FEMAM SSL EENE R T E[H /M Proxy B, FIEEXE
& Proxy ERAEEEEXZTIES Proxy IP izt

HRERE— IP (UitiI &% | AT LA Service Provider Admin Portal BE] E# & Proxy ik, 4l
m , ¥ VMware Cloud Director ERSE , B4 EFEIES Proxy it BF A
vcloud.example.com:8443,

AR R R AR A

B BFERERERR (Bl NTP) , F 8RS i VMware Cloud Director Al REENE | €%
BHEMRRSE. CALARENREZEANTATREBLRSE 2B,

#H¥f VMware Cloud Director EFEBZE , ANEH AN NFS [ARSEXECAEN NTP SH5E
BFE BRI A H BF8EEE VMware Cloud Director ER S B RERN, ERSARBIFEZENTR
THRBLEEBE 2P,

ARERE

BIEARERLAN NFS fARSEIMNER ERRESEANEIA VMware Cloud Director RS , #4
BEREREHENEERA,

B E40 2
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DNS A EBAIUEMEROERTEFEGEBIAARETHERE K BN ERERREHBEEEN
THER, Bl YRAEREE vcloud.example.com BE# | THIM{Ed < 4 EEE VMware Cloud
Director EH#EM :

nslookup vcloud

nslookup vcloud.example.com

WA, MBE# veloud.example.com W IP Uit 192.168.1.1 , BI TN 54 HAEEE

vcloud.example.com :
nslookup 192.168.1.1
ERAEEFEEY ccho IP Uit EITRE DNS &, YBELNREPRDBIT TGS :

host -W 15 -R 1 -T <ethO-IP-address>

MR TZEMEFER

VMware Cloud Director WEZEXEEZ2HMRIRE, REXLAFHLFERIRE  REABHERTHE
VMware Cloud Director,

# 8 VMware Cloud Director fAIIRESE G 2 FREMESIEHIATER .

W VMware Cloud Director Ffi i fl #9488 B 232 A B E A9 HEBA & F , 5288 VMware Ports and
Protocols,

VMware Cloud Director {3 ESE BEFEIINER :

FE# VMware Cloud Director E#ERE NFAMARERK. —EEAKH ARRRE VMware Cloud
Director 8% E LR, EIZIR 443 (HTTPS) XARHBEANERFR. L ERF , I8 22 (SSH) & 80
(HTTP) th o] A EAEERRR., I | cell-management-tool BEEFEURHEHME XU, B
AXEXHAERREAARENAEREMEARE , 81 JIMX EXR (E#EE 8999) A,

MEXAERTHRE VMware Cloud Director TN EA RSN EZBENHEBEN , 528 VMware

Ports and Protocols,
TERRANEHERNEZBESZ NAHNK.
WMEHBARTRE VMware Cloud Director =¥ EH R EZIENERBER , B2 VMware

Ports and Protocols,

#£10.1 IRBA% , IRFGIRMEMAEATTLUEER VMware Cloud Director AP 3Rl B iR i A AR ESHY
EH, WESSL EHREXBRBENRERARSES 2EA . EERE VMware Cloud Director #8853E
&, WAMEA VMware Cloud Director AP| ETESRFENABAREHELBRN AT AT
BE. % VMware Cloud Director REH A K 2% , AR EHABEAREE VMware Cloud
Director WEEIEZHIREHHEFE. F2H (REMNREGHHEEE) |

FERERIAFBEH VMware Cloud Director RIRSEEU TRREZHHWHRE.
m  VMware Cloud Director &E¥| & [ iR 28

VMware, Inc. 13
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= RabbitMQ
m  Cassandra
s MRAEE  BBEALARBKKEH VMware Cloud Director fAREE. vSphere B& NSX ZEMRE.

» ERTBRBEXERMEARNIBMRERTBRBELANLRRE. CHEILAABENE 2 EEEHA
BRER.

n  #5 NFSv4 ARERREHTE. RE RN NFS MR NFSv3 T4 [ Eihmes | |, EREHARE
B, BB AESHHEEERNENRAEERERER. SANS BRE (ZEENTZEERE
FHNFS 22t ) BRBAT NFSV3E HWEIBREE. AT VMware MEEXE 2086127 FESHERRE
F1R#E VMware Cloud Director BERE 2 22N EHME.
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VMware Cloud Director EFI & EH
HNE. ARMNEE

#£ 9.7 lRBA% , VMware Cloud Director B EREEA S TRAMINEN AR PostgreSQL ERIE,
BRI E . ARIBE VMware Cloud Director BRARER |, TJURTER . B SENREHERAE
E

REHEER T ERE

» ERLERENERESTAHMER

= %f% VMware Cloud Director EFi BT

= VMware Cloud Director BRI R B IME ML A RE

»  FRMBE VMware Cloud Director EFA%E

= F#& VMware Cloud Director #

= VMware Cloud Director BRI B &=

= B VMware Cloud Director BRRBERERSE2 RN
= VMware Cloud Director BRI R BEERERESKER

» RBHBRERRE

FEREERENENESTHEAR

VMware Cloud Director BB B ER#RI PostgreSQL ERIE, AH#R PostgreSQL EREBS
Replication Manager (repmgr) TEE# |, A[ B PostgreSQL RSB ESIRUSTAM (HA) TheE, &7
DB EEERE HA BEENEREEIE | LIEA VMware Cloud Director BRI ERERIEEBEINEE,

LA LA#% VMware Cloud Director BRI £ ERBEATERER . FHHEFHER VMware Cloud Director
EREXHEE. F28 £/ vSphere Client #8%2 VMware Cloud Director B E . #£H VMware
OVF Tool FE VMware Cloud Director BER#ESFEACEENERAF TRFLE VMware Cloud
Director B B LUEIT HTTPS FEIEA Proxy &3,

£E B VMware Cloud Director ERIERTE HA , BEEE VT [REEHAR , B LUEBIE VMware
Cloud Director EA#£EN —EXEHTEEBNRESOHNTERERREENE HA E5 . TTUEBEN
HBEEABRARBERRKEAZRBREHA, F2HE B 3-1. VMware Cloud Director EF#BER E
HA #5%.
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3-1. VMware Cloud Director EFi R EE R E HA £5&

Primary

YWilware Cloud Director (AP

i Wilware Cloud
repmagrd Director DB traffic

PostgreSQL (Primary)

Database AA Database
Replication Replication

Widware Cloud
Director DB traffic

Standby 1 Standby 2

YWhiware Cloud Director (APLUI) B 5 YWihiware Cloud Director (APLUI)

repmgrd repmgrd

PostgreSQL (Standby) PostgreSQL (Standby)

EVEBERE HA B VMware Cloud Director ER & EXE
ZEEZVEHEERE HA #HEM VMware Cloud Director EIIREEEIA |, FEBH TERRE :
1 # VMware Cloud Director ERARENBATERETE,

FEFEER VMware Cloud Director RIRSBEFHAFNE—ERXKE, ABRINERESFRES VMware
Cloud Director E¥lE, EREZBA vcloud , BEREMFHES vcloud,

2 BRIEREFHERBEEEHRT.

a ZEEMI VMware Cloud Director RIERZMN , FEAREEEEREFEEA VMware Cloud
Director Service Provider Admin Portal , #8314 : https: //primary eth0 ip address/

provider,

b EERR PostgreSQL BRI ERAMN , Eil root ELBAERAXBEEEFERENT , HitH
https://primary ethl ip address:5480,

TEMHEBLERRBITHARRE,
3  #W1E VMware Cloud Director B B ITEERBASHHER.
ABRRNERERFTESHE—EEEEEXPETRE,
#Fa DREHERAEEIRE % , Replication Manager Bl HER EH T ERARBEE R ERET

E%., FIERE , VMware Cloud Director E#ER VMware Cloud Director R E N EASEEF
mo

4 TR HABSTHNREREREERTE.

VMware, Inc. 16
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HZEME VMware Cloud Director BRI E£ SR 2R INBTEBEER

5 (EEM) & —=2ZE VMware Cloud Director ER £ E#1TEREE A VMware Cloud Director &
AERXRFEEE

KEARBRAERE, VMware Cloud Director EARRHEERSESEETTIEERE.

Yidware Cloud Directo Vikdwrara Cheud Diraetsy
Primary ViMware Cloud Director Vidware Cloud Director

VMware Cloud Director (API/UI) -j
PostgrSQL (Primary) 1

Application 1 Application N
VMware Cloud Director (APIUI) WViiware Cloud Director (APIUI)

reprmgrd repmgrd

PaostgreSQL (Off) PostgreSQL (Off)
Yy WMware Cloud
Databasae Database Direciar
Replication Replication DB traffic
ViMware Cloud
Director DB traffic
Standby 1 Standby 2

WViviware Cloud Director (APILI) o VMware Cloud Director (APIUI)

repmgrd

repmgrd

PostgreS0L (Standby) PostgreSQAL (Standby)

B NRENEECRTREDRERE  AEIEHM I EREE2E  SXACREREE AP
BEEAEPEELERA rutonatic, M (VMware Cloud Director EFAEE API) . FEEERN
BERREBEERAS vanval . MRESEHRCHNITEBEEXT -3, UBSFEBEERA

Indeterminate, Indeterminate MR AHEEHNHTHEEN T EREFRBENTH 2EAERT—BNE
SR EERRBEERERERESX  F2BH1E VMware Cloud Director BRI BE S @2 MR MAE

EVAEEERE HA B VMware Cloud Director FER St E R E

B BUUBBAE—AXrERERMIESTRFEIEARXFEERLDN VMware Cloud Director #
£, VMware T X ELXERBEHINEARERSE K BAREREAERE , EAREHRBERE —HE
KR, BEEFBEESSELIESUERBEMEREEAENTE,

EERVAEERE HA KR VMware Cloud Director fAIfRgE , FEBELL ITERRE :

1 # VMware Cloud Director ER R ERE AT EHER,

FEFFER VMware Cloud Director RIfR=3BAEFHNE—ERKE., ABRNERESFRES VMware
Cloud Director E¥lE, EREZBA vcloud , BEREMFHES vcloud,

2 BRTERTFHEERBEEEHT.

a HEM®R VMware Cloud Director RERZARN , BEEARGEEERFEEA VMware Cloud
Director Service Provider Admin Portal , #3t% : https://primary eth0 ip address/

provider,

VMware, Inc. 17
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b EE PostgreSQL EXNEREMN , Bl root FPBAERAXESEEAENTE , Bith
https://primary ethl ip address:5480,

ETRHHMSABRAITHMRE,

3 (BEM) ¥ —=Z@ VMware Cloud Director FER#E B # TEEEE A VMware Cloud Director &
ARXREERE.

KEARNBRNELE. VMware Cloud Director ERRRHEEREESETTIEEHE,

Primary Wiiware Cloud ViMware Cloud Viware Cloud
! Director irer Adnplicatio Director Application M
DB traffic
Wiware Cloud Director (ARIUL) B ¥ Vhware Cloud Director (AFPUI) Wiware Cloud Director (ARPLIUL)
repmgrd ::| repmard
PostgrsQL (Primary) b PostgreSQL (Off) PosigreSQL (Off)

VMware Cloud Director EF £ BN BB REERE

#£ VMware Cloud Director 10.1 Bitg , MR FEE R ERBE KB , EALLZE VMware Cloud Director B
BHREREIFNETEERE,

MRFEERERFREMEEMELDTHIIGE  IEHAERESITEEEESRRBEBEEE,
FER  REBPEEAREATFEH ., EALUER VMware Cloud Director ERIEE AP |, SR EBEER
HEABBHFE. F2B VMware Cloud Director FEFASE AP| BiE8E

AT NRENESCRTABDRERE  AETHBHM—RZBRBERZIE , BXEAERAERALE AP
BEEREBEERNERS rutonatic, H2M (VMware Cloud Director EFIEE API) . H#EHRHN
BERAEBEERA vanual, NIREEHHRZEANBTEBEEXNT -3, IBRETHEBEEXR
Indeterminate, Indeterminate MR AR EENTHEEN T ERERRENTH2BERT—BNE
SR, EERRRERHEBEES , H2EME VMware Cloud Director EFHERE SR 2 MR MNAHE
BEELN,

MBREHNBEPZEVOAMBEEATSHEEE  AETEERNEARNERT , RESHDBBERNER
EBE EREBEEZ  SEAZLEBERSTESHREES  FNEIEERESEETER. —RER

T , VMware Cloud Director EF#BREX BRKAEFTZELMEEAPSFHRER. NREERERE
E—EERAPSFHREEE BN, BERFERFERLEERELAREL —BEFHREEE) , AFNEHHT
BULBBRIRABNEEZERFR.

NRE—EEATPEIERERNZIOMEEAPERRTRE  IBEERRBERN tealthy MRE, WRE—
BEAPETERFREET —BEAPSHRETRE  AIBEEN Degraded MR, MREBKEER
Degraded MREERFHBHMEREHE , AIES —BEFRRETFHRLEZN , TERFRELETEN. EX
EEREEEEHE , VMware Cloud Director ##AEA , BA VMware Cloud Director R Fi& &%
BEFNERE , EEZEVE—BEAPSOREEREETEENETNERES. ERBAFEHERED
E%gg , Healthy V] Degraded %%E’Jﬁ%%ﬂ%ﬁlﬁﬂ’ﬂo

VMware, Inc. 18
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3-2. FEHFEH B VMware Cloud Director EF R ERERE

Manual VMware Cloud Director Appliance Failover

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Automatic VMware Cloud Director Appliance Failover

localClusterHealth: HEALTHY
localClusterFailover: AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Primary FailureA

localClusterHealth: NO_ACTIVE_PRIMARY
localClusterFailover: MANUAL

Administrator manually
promotes a standby to primary

Administrator redeploys
failed primary as standby

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: STANDBY, nodeHealth: Healthy
cell B: nodeRole: PRIMARY, nodeHealth: Healthy
cell C: nodeRole: STANDBY, nodeHealth: Healthy

Primary FailureA

ACTIVE_| PRII"I»\F‘I

cell A: nodeRaole: PR Y, node UNHEALTHY
cell B: nodeR /. th: HEALTHY
cell C: nodeRole: TAHDB‘l nodeHealth: HEALTHY

Standby automatically
promoted to primary

Administrator redeploys
failed primary as standby

localClusterHealth: HEALTHY
localClusterFailover: AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: Healthy
cell B: nodeRole: PRIMARY, nodeHealth: Healthy
cell C: nodeRole: STANDBY, nodeHealth: Healthy

BEfRERERNENEERFRE

MRETEREFRBERERARTNEERER , VMware Cloud Director B HBIRBHIEEN T ERF
HEARE L R EHTRE .

EREREBENERLT  MRERBENTEENEECTN T ERFRFEAREZERBRE , Bl VMware
Cloud Director E BB R R EEM T ERFFHE. BB TR L EEMBEERPHNEREFRLEE S BN
BODRER, REEBCEEENTEDHH LEILWEH vpostgres BRI, 2% , BULSHBRBERN
FTEREERENBBRATORERE , UEEER2MNEBRA Healthy,

MEEERRESRIRAMENRELEEXNFMAEN , F2ERE VMware Cloud Director FEF g
EXSRSMNANAEBEES,

4% VMware Cloud Director FEFI B2

#2E VMware Cloud Director ERRE 21l , BN EEHHFERIER,
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2% VMware Cloud Director FERE BN B @ RIFHEEE

478 VMware Cloud Director fRIfR28 B F A FTE A REFES AT LAFEL NFS i HM X AR FHBRE,
EEMRERALEEEEE YREARLE. TENEEFEEUAREN DR MRNTEANEHEEES .,

EE VMware Cloud Director EF£EEXENFS ERNHAREE., ERAXEXERF S RHE
NFS H A E&H[AREFEEE, VMware Cloud Director ER £ EESEHNEHBRTE NFS ARSEBHAKXS
HEAER  SEESERNESE. ZXARAREEEERM NFS #MERY B a#t VMware Cloud
Director EA#EH/TERTEL

ARBFANE — AR ENSS U URERMZRIE —EREY  BER /opt/vmware/vceloud-
director/data/transfer. U THER HFELEBEEZR

» EHYEE LENTHRATHEALBEFE. BAxKE  SHRFETFBRELENTHAR. HEE
60 P7ENERERTRAIBALESHARFR. BANRKERTERK , IAKFELEEHE GB #
EH.

» EHNBBAEABMACRARARRIVERPHNERBAEESERALBEE. TN BEMERBARERNE
ZPNHEEFTSEALRTE. WRAFERTNASEYE/NMPRGHESE  SBUTUARRYERES
BT EERAETELMRELNZE. SEEREENANPORER OVF KXW EREEE K,

» EAXEEREROEANZETHESEBLENTEH,
n SRERCHEBREEWSER[EALERE,
n ERHEEBEHHERM response.properties BRI ZEME,

it ERARBRFENERELEAEARE-TIRANTE,

B NFS EHEREED VMware Cloud Director FEFISR BR S ThaeEE FEER, B NFS 2B
FREGSE  HTMLS FRAZENERENE, Bt ENhtaEREEHBERENETERETR.
Hit ARSTOHEERE.

FE WRSHE NFS AL Ubuntu 5 Debian BERM Linux B1THR , IRV EREEDS KB,

RE NFS fAIRRZFHIES

RE NFS RRESERFENER , LUE VMware Cloud Director BEST#ERE AL NFS AER K &g
REFFENE XU BEEIER. Elt, vcloud FERAETURTEEZIKIEE , M root FHET
DTSR ERTBRBE,

»  NFS AR E HBE LB AT VMware Cloud Director fAlRZEH AP ESEAREREHELF
BhEpntRAVERGENE AR, LINEETZE vcloud FAEKERSALRANVE , WEZN
BEEREEER.

m  NFS fARSFSERLFF VMware Cloud Director fRlfR258F 40 P KV SR BRES LAY root ZAIRF Y H A
ﬁZEEﬁ%H&%AEWO JtthJ’ﬁ‘éﬁI%f&?ﬁﬁﬁ vmware-vcd-support ?E%ﬁ%&ﬁ%ﬁﬁ%%lﬁ , T:I_:E_
e+ RRAEMEEKNELE, SulerE it LANERE NFS EHARPER
no root squash Him B ER.
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Blan , w3 NFS AR EHE IP Lk 192.168.120.7 , ¥ #§E A vCDspace M B % VMware Cloud
Director falfRz8 84 (IVEAR /nfs/vCDspace) WERZR , FEEHIL B8 , AIXARREBEEENE
PR A root:root M 750, RFFH A A vcd-celll-IP # ved-cell2- 1P WRERERHNL BV EETERNEA
M 7ER no root squash ik, YA /etc/exports BEPIIE THIT,

192.168.120.7/nfs/vCDspace VCD Celll IP Address(rw,sync,no_subtree check,no_root squash)
VCD Cell2 IP Address(rw,sync,no_subtree_check)

EEHTH , BERES P ALRARENERNZBTEEER. NR NFS ARBERFEEENS
AHANERENFAE  AEEHARDER sync BREABLEAAVEFHRERBRER. EHERZ
BT EER  EEHARREM no subtree check BEARE A FEM.

MIARFF VMware Cloud Director Rl iR F AP EERRFZBRE NFS B HVE HBEEREME NFS
HA, BALUEBBIT exportfs -a EEHAMAE NFS HAUEHEE. NFSHBE rpcinfo —p
localhost E}Z service nfs status %ﬁﬁﬁﬂﬁ%ﬁtﬁﬁ'o

/& VMware Cloud Director Z# M E NSX Data Center for vSphere

MR EIRE VMware Cloud Director Z##H NSX Data Center for vSphere AR ER , BISEZRHE
FMEZE NSX Data Center for vSphere Y A$ M —#9 NSX Manager #i{TEBEEITEGEE VMware
Cloud Director Z# & 1E vCenter Server #1171 B8 +HBEEE .

NSX Manager &% NSX Data Center for vSphere T&H ., MEHE VMware Cloud Director M
2 VMware EmZEHEBMNEHENR , F2E8 (VMware EmEBEMHRR) , @R http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. MEMBERVEBEEN , F28
VMware Cloud Director HI 48 AHREER

EE BREFEREHIT VMware Cloud Director WEHZHRFAERH, MREBEEAFREN VMware
Cloud Director &8t |, 52 R1E Linux E#H & VMware Cloud Director,

PEFRMY

®2 =@ vCenter Server RGEIAFE R NSX Manager I LB &4,

BF
1 31T NSX Manager EREREENTHE T,
FSR (NSX REEE) .
2 BABFZEMN NSX Manager BIREFAEE K IRRALEZEPHEIEENRE.

3 BEZTHEM NSX Manager EREAEXBHEEITEEREN VMware Cloud Director ZEHFFIEE
VMware Cloud Director B vCenter Server R&E LB

4 TEHEBIEERY NSX Manager YTIEBE FRE VXLAN X,

VMware Cloud Director @3 VXLAN fREE , UIRHARERAREE VDC, WRKEHER
B NSX Manager F3E VXLAN X8 | BlIR#E VDC SERERHEREERER , WHELEARITE
BRANPERER , WHKHERME VDC MHEEE ., MFEFBEERE VXLAN XENFAEN , F2H
(NSX EE#Em) .
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5 (REM) NMREEVEZRGHH Edge BERM D HKE |, FFRE NSX Controller 5.
HF2R (NSX BEIER) .

# VMware Cloud Director ZZH f&E NSX-T Data Center

MR EIEE VMware Cloud Director Z#EFEA R E NSX-T Data Center AR ER , HNAREWRE
NSX-T Data Center,

EE EERE NSX-T Data Center HFM IR , FEABAIERE Ul BAUREERL Ul HEERREAI
API, WNEFHMMEN , 3528 NSX-T Data Center BEIEIEFR A NSX-T Manager &,

WEHE VMware Cloud Director M E At VMware Em 2 EHBMENEHEN , F28 (VMware Em
EEMEHEBR) .
MERKERNMEBEN , 52K VMware Cloud Director AR AEREER

R FEEHIT VMware Cloud Director W2 ZHIFAER., IREBEEAHKEBEEMN VMware Cloud
Director £# , 2B Linux EH# VMware Cloud Director,

BRARM

B 1T# 3% NSX-T Data Center.,

BF
1 EBEBMEE NSX-T Manager ERERAEE.

WFEAB NSX-T Manager BBEHFMEN , F2 B NSX-T Data Center REIEr.
2 WEEHARFIREBIEGES.

WEFHARY EREHNFMEN , 528 NSX-T Data Center REIEFE.

i
3 HBMRE Edge HIFK Edge EE.
MFERBBEIL NSX Edge BIFHAER , 2B NSX-T Data Center ZHEIE/.
4 FRTE ESXi THEWEE.
NEABRESEEIHERDTENFEMEN , 5288 NSX-T Data Center REIEFE.
5 BIYEO0ORERE.
MERBELE O BWFMEM , 2K NSX-T Data Center BB/,
RESR
2% VMware Cloud Director 2% , #&a[LL :
1 BENERES NSX-T Manager HTEE.

WMFE X NSX-T Manager HITREBAIMERERN , 526 (VMware Cloud Director Service
Provider Admin Portal /@ ) .
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2 EY NSX-T Data Center BEHEEXENRKERE.
MEBBEEILH NSX-T Data Center BB ESZENMAREENFMAEN , F28 (VMware Cloud

Director Service Provider Admin Portal 8 ) .
3 EAFEOEREBMAINTEK,

MEBMIFIEHE NSX-T Data Center 5 O BEER Has X BN HEBNFHMENR , F2E
{VMware Cloud Director Service Provider Admin Portal ¥/ ) .

VMware Cloud Director FEF & E B R ¥ 1A A RE

B LLUE B ERE VMware Cloud Director FEFIH B — = ZEEITEIRERE L VMware Cloud Director
RIARES B 4H,. AT LAEA vSphere Client 5 VMware OVF Tool 2 VMware Cloud Director EA#E

EE FXERR—EARMKRIFEATH Linux F1 VMware Cloud Director EFI R BB LIRS RS

VMware Cloud Director,

VMware Cloud Director EFI R B R LR EMN EEMES | ¥ #1T VMware Cloud Director R#%i&
THREE.

BEAEERFEAMNEBRBFERAA VMvare Cloud Director-v.v.v.v-nnnnnn_ OVF10.ova ,

vv.v.v RERERRAE |, nnnnnn RER|RABEwIE . HII0 : vMware Cloud
Director-9.7.0.0-9229800 OVAl0.ova.

VMware Cloud Director EFA#BEHEE T I#E :

= VMware Photon™ {E¥ R #E

= VMware Cloud Director # BRI B4

m  PostgreSQL 10

FE/PNEMFH/NE VMware Cloud Director ERREXR/MNERARERERARRS. TEAENGH
BRIFEEERABNBRERDER, RIEERNE  BURESENMEHMER,

EE T %7 VMware Cloud Director BEAEE L Z#FAE=A . BE (VMware ERBEMY
BBE) |, BREERETIEN VMware T, Bt BAIM R ZEN VMware vRealize” Operations
Manager™ = VMware vRealize” Log Insight™ B5iE{A B2 AR

EREEEREHARE

#£ 9.7 lRBA%E , VMware Cloud Director B EREEA5TAM (HA) WENRER PostgreSQL &
HE, EERVAFENE HA BENEREZLEINE |, B24AH VMware Cloud Director ER# B — 1@
HTERBBATIEREE  UKHERZENMENTEEBBASTHREEE. SUERARSBFETD
# E At VMware Cloud Director EFIBE#TEEHE A vCD ERERRFETRE , LEEITTFERHEN
BRI E 2z VMware Cloud Director [RE& 4. vCD EARARERSESETTERERTNENE. &
SREREEDRBENERES TAMERE,
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#7838 , VMware Cloud Director FEFI B & A TLS (UK DB SSL) ETEHNEES (BIEEERE).
LLINRETE SR B R ENAEN , WA BREZN PostgreSQL B, EEFARBBERERE CA) HE
ERE A2 BERESHRHBR PostgreSQL M VMware Cloud Director EFISRBEE Ul BE.

&5 VMware Cloud Director BB TR X EINFERE.

FEREERKRARE

£ 9.7 lRBA%E , VMware Cloud Director EFAR ESXBEMEMEL ctho M eth1 , MERALE HTTP
REREREREMERE. TENKREE —SIMELERARNELLETEE,

#HE etho Meth1 PRV BNVNREBN FRE G,

BB etho FMEEIEE  otn1 FAEEIES
SSH 22 22

HTTP 80 TiEA

HTTPS 443 TEA
PostgreSQL TEAR 5432
EEERENE 5480 5480

EEE Proxy 8443 TEA

JMX 8998, 8999 TEBHA
JMS/ActiveMQ 61616 TEA

#3 VMware Cloud Director BRI EB#% , WJLAEH vSphere FMEINEEFIZMENEF (NIC), BFSH
(vSphere E#EERE) EEDNSRBRNE FHIEIERFKIZEN.

VMware Cloud Director BFASEM A iptables XBIIABHRBNEREER . BEEHIGHET
iptables Al , AL ERBECHAERERIIEE /etc/systemd/scripts/iptables BRIER.

#2101 WRBAA , IRIGIR M E A AT LUER VMware Cloud Director API 3513 B2 5% i Al BR 25 A9
B, M SSL EHRRBBEPRIFARBFZI 2B, &EHRE VMware Cloud Director fREER , 75
A VMware Cloud Director API E{TEZRARNABAREHLBLESNAB IO BTHEE, B
VMware Cloud Director ZHEHAH 2% , AR EABAREEE VMware Cloud Director f1FEUE Z Bl
REHHEE. FL2RERTEUAERTHEE.

VMware Cloud Director FEA#E K/NAEER|
BELNESR , B UEEERAREEANTRE VMware Cloud Director FEFI B | UR TR KN
# VMware Cloud Director EEEtEA S BHTEEE,

B8

ARARETEREFERRENER  ZBEETXEBDHAEBHE , &/ VMware Cloud Director BENXEE
e EXrERERIMEFTREE. EEP—ERERETMREEBEENTAHEERT , BEOARA
A, MRSGHRETERENRE  CEHMPBLARENRERZE  ZBSEXT2EEEENRETE
£, BHIR—LHEEREK, F2REARENBNERNES THMARE,
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VMware Cloud Director B & BEEMNE X/ T

FREVEANBIAD  RBEEEEJUARSHEREFERHKRN,
HREERE  EBNRDERAPEEREAREN=HHBE.

RIS BHERE . M hE | KEMBAR

(VVD), NEEREEXNNEARERET M  AXHFRENEEARBEHREES . KPRABRERER
REMHSKBENRE  UREEREREANERARA. BREALERFS VMware Validated Designs
(VVD) for Cloud Providers #8 R ERE .

B BUUBBAE—AXrERERMKIESORTEEIEARXFEERELN VMware Cloud Director #
£, VMware T X ELXEBBRINEARERTE K BAREREAERE  EEAREKBERE—HE

FR, BEEEESBHEIESHEIRBRELEBARENXE.

VMware Cloud Director FEF 3 B K/ FAEIRIF
O LAER T M EERERATTRENEREE X/,

EENERAR

VMware Cloud Director 15
F K vRealize Operations
Management Pack &

VMware Cloud Director H1#J
Cassandra ERHEEREE/RA

ERIE 30 £ EEHAREFE AP
WIITERAERAFIRN AL
HE.

ZEERERER

FhE
BREGNEEERSE

a

<50

5000

<100

5000

XA (VVD)
EB AP BEMEREITEE

=]
E

Ho

<100

15000

&5 ¥R , VMware Cloud Director 9.7 RESRZA primary-large M standby-large ERAEER
BRE HA BEARIEN 16 il vCPU, MRBEABKE VMware Cloud Director B BEARE |, &
B, VEFHEFTEREENSHHETE VCPUBE A 16,

i
HA # S/ EEEER + 2 BEHHE
%

VvCPU EEHFmf# 8
=%

vCPU ERRBRAfHFE TEA
%

RAM X EH &% 16GB
=%

RAM ERRXHEE TEA
%

7

7

VMware, Inc.

R

TEEERHEFE + 2 BAFGHTR
+1 EEARKRER

16

24 GB

% XHE (VWD)

1 EEERFR + 2 BEaRES
+2 BEARAFHFRE

24

32GB
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vCPU BEE#Z LW
tb ==

FTERFENGS
REELHW
PostgreSQL BT

WAERI R G2

hE

1:1

shared_buffers = '3GB";
effective_cache_size = '9GB’;
work_mem = '8MB";
maintenance_work_mem =
"1GB";

max_ worker_processes= '8";

B

R

shared_buffers = '5GB';
effective__cache_size = '15GB’;
work_mem = '8MB’;
maintenance_work_mem =
'"1GB";

max_ worker_processes= '16';

#FXH (VVD)

1:1

shared_buffers = '7GB";
effective_cache_size = '21GB";
work_mem = '8MB’;
maintenance_work_mem =
'"1GB';

max_worker_processes= '24";

£ VMware Cloud Director & F#&H , CPU S ERFHESE NI B EERSER , MELFTENE
#% . VMware Cloud Director EE b @R LEERENELS.

IR RGN REEFREERE TR

EET VMware Cloud Director f#1F#&H vcloud-container-debug.log M cell-runtime.log

BRH ,

Timeout:

LERIEUTIIATNER :

org.apache.tomcat.jdbc.pool.PoolExhaustedException:

[pool-jetty—XXXXX]
Pool empty.Unable to fetch a connection in 20 seconds,

available, VMware Cloud Director B ARt SR EEERENELR.

none

B BEERENEESAR  FRARERHIARZ 6 AXE. FoNEARIERENRETS.

WMAMBFTEAREXNAR

ZE VMware Cloud Director BB K/NAR B AXEHE S — | FEHIT VMware Cloud
Director EFREINZEE% K SUBAERERERLHITHER.

1 BREAEMBEARTENRTRE.
2 PEMAEREHROCERN vCPU , MFEMENIEAR 2 —.

EZ MAXERERNSHREEHREN RAM M vCPU EX4AME.,

3 Llroot BN EEZEAGFEH SSH AFREAZTEERAESEWIEEERE,

4 KERAEEEA postgres,

sudo -i -u postgres
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5 BEBHITUTHSLESH postgresgl.auto.conf AHRERE,

il b i

kil psgl -c "ALTER SYSTEM set shared buffers =
'3GB';"
psgl -c "ALTER SYSTEM set
effective cache size = '9GB';"
psgl -c "ALTER SYSTEM set work mem =
"S8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '8';"

KE psgl -c "ALTER SYSTEM set shared buffers =
"5GB'; "
psgl -c "ALTER SYSTEM set
effective cache size = '15GB';"
psgl -c "ALTER SYSTEM set work mem =
"8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max_worker processes= 'l6';"

BAE psqgl -c "ALTER SYSTEM set shared buffers =
'I1GB'; "
psgl -c "ALTER SYSTEM set
effective cache size = '21GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '24';"

6 1T exit mSAREZR root FAHE.
7  EFHRE vpostgres BfF,

systemctl restart vpostgres

8 HBAXBERESEA postgres.

sudo -1 -u postgres

9 YT ESHEE , #& postgresgl.auto.conf ERERAEGH , REEHRE vpostgres BF.
a # postgresgl.auto.conf REEZHHERINFHEE,

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/
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b EHEE vpostgres BF.

systemctl restart vpostgres

ZE VMware Cloud Director EFRZE B K/NARBFTABTARE | E81T VMware Cloud Director FE
FAHEPERE  BHBAEMEREELBTUHER.

1

2

10

n

Hroot S EEEASER SSH AFRBAZEERAEBNEXRA.
EERBIERT vCPU Bl , BRT TGS,

grep -c processor /proc/cpuinfo

EFERRITRET RAM B, FHIT TGS,
THBEH RAM LA KB AEfr , KZEKLEL 1024000 #KEEHR A GB,

cat /proc/meminfo | grep MemTotal | cut -dk -fl | awk '{print int($2/1024000)}"'

#T® shared buffers  , HA RAM &R % 4GB WD 2 —.
shared buffers = 0.25 * (RAM # 5t - 4GB)

iT® effective cache sizefH , HA RAM #HRE 4GB WD 2=,
effective cache size = 0.75* (RAM #&if - 4GB)

& max worker processes ff, HA vCPU WEH.

HEREREL postgres,

sudo -i -u postgres

BT oS H BRI ENELESH postgresgl.auto.conf AR

psgl -c "ALTER SYSTEM set shared buffers = 'shared buffers value';"

psgl -c "ALTER SYSTEM set effective cache_size = ‘'effective cache size value';"
psgl -c "ALTER SYSTEM set work mem = '8MB';"

psgl -c "ALTER SYSTEM set maintenance work mem = '1GB';"

psgl -c "ALTER SYSTEM set max_ worker_ processes= 'max worker processes value';"

1T exit S LUREE root EAE.
EHEE vpostgres BF.

systemctl restart vpostgres

BIREERE®EA postgres,

sudo -1 -u postgres
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12 $HYSEFHHE & postgresqgl.auto.conf IERERBEGH , AEREHME vpostgres BF.

a # postgresqgl.auto.conf R EMBERISHEE.

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@standby-node-
address:/var/vmware/vpostgres/current/pgdata/

b FE#HEE vpostgres BfF.

systemctl restart vpostgres

B2 VMware Cloud Director FEF Rt EW X EEH
EZERRKNIBE VMware Cloud Director B E | B4 EERBH BRI AHNT - EITEMELRE,
n TEREEA VMware Cloud Director. ova 1N EEE.

n HBFEEREB G, BEE NFS HAERBERTFE. F2EE Linux L4 VMware Cloud
Director B {E#FREFEFZE.

#T HAGRREHEEESABRTEE responses.properties R , B FEE appliance-
nodes B #%,

. REMNFKE RabbitMQ AMQP Broker,
VMware Cloud Director BRI B IE S =
M vSphere Client 328 VMware Cloud Director ER# &

s {FFH VMware OVF Tool Z8%& VMware Cloud Director EFR$#E

n FHACEENERAFTERIE VMware Cloud Director FEFAR B LUEIT HTTPS ME#EE Proxy &
#

£/ vSphere Client 282 VMware Cloud Director FEFI#E

BRI LAME A vSphere Client (HTML5) , # VMware Cloud Director BRI BIE A OVF &7,
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B AZ8H% VMware Cloud Director RIRESFAMNE — AR EBBEE T ERER . BILUE VMware
Cloud Director AIfRSBHANRERESBASTHREERE vCD EARKFER., F2RERLEIREN
ERESTAMARE,

BEE AHXERERE—RBRARSBEADRH Linux Ml VMware Cloud Director EFAR BB FHRARH#
VMware Cloud Director,

HHAEAKEIMAERARENEZENERER , vCPU Ml RAM B AEZEETNRETENGS
AR,

HBENGHEAREN OVA RALERBEETNREEAKENAR. EERRATHIEAKENKR

Vi

,ESHAERKBEEEFRENETHN [BR | B, AHEAREREANEBERAR vMvware

Cloud Director-v.v.v.v-nnnnnn_ OVF10.ova , P v.v.v.v RRERIRE , nnnnnn RRAEER
. Bl . vMware Cloud Director-10.0.0.0-9229800 OVA1O.ova,

MFETE vSphere FERE OVF EAMAIBEN , 5528 (vSphere ERMEEE) |

HE , BAILER VMware OVF Tool SIBERAEE. F2BEEH VMware OVF Tool #2# VMware
Cloud Director EFIE .

#E T XEE VMware Cloud Director H 82 VMware Cloud Director EFR$#E

BERM

B2 EE VMware Cloud Director FEFA R BN EMRH

BF

1

N

B
it
Ni

B &) VMware Cloud Director FEF R B =

EEMEBEARERE , HALLTE vSphere Web Client (Flex) 5 vSphere Client (HTML5) #BIRX
HERE,

B3] VMware Cloud Director FEA# B =K =2
ZERTE VMware Cloud Director 41E % , B LB ERAEBEH AR,
=

REDAHAEEAS Proxy It , BA VMware Cloud Director FEFI Bi5 B8 BT EEIE 8443 1Y
etho NIC AR EIEA Proxy IR¥. B2 B3] Linux £ VMware Cloud Director 892 F{uit .

#E [ VMware Cloud Director RIREEEAFNIERE , FEEMER.
EEGAEESE 5% A VMware Cloud Director Service Provider Admin Portal.

EFEMREAXEEHARBEEINEREZEERE , B£9LA Linux £EB VMware Cloud Director
B CAEEBNSSL BREBHEE.

B & VMware Cloud Director FEFRS B2

EFERBERALEIRE , BA L vSphere Web Client (Flex) 5 vSphere Client (HTML5) H BIER B2
%;Tgo
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BF

N o o b

£ vSphere Web Client 5 vSphere Client § , E{EAFME &Y H LIZ—TBEAER , REBER—T
' OVF §iA,

# A VMware Cloud Director.ova ERHEE , RERT—%.

WMAERKENERE , WRE vCenter Server FRENENERZRAKENER D OIERK , R
BRET—,

ENEEEH I RBRAREN ESXi THRBEE , RERT—F.
WREEAFAER , RRET -,

RELEIRESH , RERET—F.

EMMBHEBNARD , RRET—F.

FEPEAMEFH/DE VMware Cloud Director EREEXNEARBERESIRRZG. TERBMNGF
WABKNIEEERGENRBEXRNER, RIEEEME , B EEMEHMER,

By i

FEDR #8758 12 GB RAM Hl 2 fl vCPU WEREEHE S VMware Cloud Director falfk
REMAPHE—MERE.
FEREFERPNARINERERES VMware Cloud Director BRI E, ERERRB
5 vcloud s BEBEFRAES vcloud,

TEARR VMware Cloud Director 10.1.3 REH A& EE 24 GB RAM # 8 {l vCPU M &
FEBIE S VMware Cloud Director AIIREEEATNE—RERE.

VMware Cloud Director 10.1 #8748 24 GB RAM # 4 {8 vCPU WEERH BB A
VMware Cloud Director fRIREFFFAFHE—ERE.

FERERPHABRRNERERES VMware Cloud Director BRHE., ERERTRE
A veloud s BEREFHAES vcloud,

#Ham AREERE HA BEPMAZTEDRFEFE.
#E%HE 12GB RAM M 2 f vCPU WERR BN EAFHERES T AEARKN
VMware Cloud Director fRIRZEFF AT E —BRE=TRE.
FmREEEPHARRENERTEENE-BEEEEXPETRE.
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10

1

By it
#wAR AREERE HA ERETMAETEABREFHE.

VMware Cloud Director 10.1.3 REH R4 #&EE 24 GB RAM H 8 {El vCPU HyfE
AHBREAFRAERES T AMLMAREN VMware Cloud Director fAIRESEFHEHH
F_ERE=ERE.
VMware Cloud Director 10.1 #8748 24 GB RAM #1 4 {8 vCPU WEER X BB A
FREHES T AMALER VMware Cloud Director ARSEHATHNE—FBARE=
BRE.
HmEAXBEPHABRNENERTEENE - EEEFEXFETRE.

vCD fFEERER VMware Cloud Director 10.1.3 #£7% 8 GB RAM # 4 {@ vCPU WEREERNE
% VMware Cloud Director {A]IRESEAH P BRERE .
VMware Cloud Director 10.1 # 8% 8 GB RAM 1 2 il vCPU WER L EHNEA
VMware Cloud Director AIREFFATFHNRBRERE .

KREM vCD EARKAREFERTHRBRAERE, vCD EARAREREEREEE
ERE.

EE VMware Cloud Director AREBHATHN T EFERNEFHHERMENNEE., EBE HA
EETLUH-—BEXENEFZERAMESH/ N EFEREAR , SH—EXTEARFEEAMESH AR
EIEAEAEK

WEZR , EUNEFREERARENH KD,
REFHBACENERURENEGEANENETRE , RERT -,
EERATRSME MEEARXIHERFERE.

REB AR ETRRO TR, $FHERARKEN cth1 M etno NIC EZIMB R,
KRR BENIEFTREMER ., BREHESERAMREIRT ERNE R,

EE WEEGARSEAETRE,

HIPRERETHAIIgERS , BINEE-FB P EREMN IPv4 BRBGE.
BTF—%.
AESELEFERNZHITEAERE®E , LLRE VMware Cloud Director s¥#IE$! .

B3] VMware Cloud Director ER# Bt TR B2
ZERTE VMware Cloud Director 51 ¥ , B L ETEAEBEH K,

HE] VMware Cloud Director EF# B , S LUREEAXERE. ERENRAEAR, EESBXTE
EREERRENRAKRE  WEAXERARIBEHANE—RBERE,

#E UBRFRESEIRREMN, BXETKAEEMISE | 8B VMware Cloud Director &
m%ﬁo
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B
1 EVCD ERKBREERT , REEAKEFHESR.

B M
NTP fABR=% EFAMN NTP @RSV EEZBR IP ik,
NBIBHR EREENNRBERE. YEAREEL sfixn , YAEFE—EBAEFT. — @&

PREFT., —BAEFUR—BERKEFT.

EZE #ffiroot ZHMERAERRATERR. BRENBERFEREREDNHRBE
HIBABHEEN root BiF. AREFTHRE , BEUUSEEARFERETRE L root
=i,

2 OVF BERETSREEVBRTRIBNHERER.

F-REANERTBERSY MREREBEF-RBABBEGEANERE  CUBRINERBHTSERER
. BEEF-REAZBEFERADRERE , FEUEREULEE,

BUA SsH kFERCEH

g RAUEN NFS 2 B2 B Linux L% VMware Cloud Director S AREHEE.

#E UESFEEALENAY. BERBGENHEBEEN , 52/ https://kb.vmware.com/kb/
59674,

2 MREEREBARF[HANE-—ERE  FEVCORE-E [XE | BARXEREERTRAERE
HAEEH  BURAREERRF  YRERARE.

EREBMEA veloud , BEREMEMAER vcloud,

RE #Huk
B ERIGESE BASERAZE VMware & FEREGETE.
['vcloud | ERIEH [vcloud | BB  vcloud ERERAENR.

B

EERAFERAESR FHEEERIRFHFEAESE,. BRA adninistrator,

EES2E RAEEEEN2 A, ARA ved Adnin,

EERERAERT AEEERRFNER. THRESENR 6B 128 BF T2/,

HERRTEH4 AEEERNETEH M,

SR At VMware Cloud Director RN vCenter Server ERIKRHNERE. BRA
vedl,

R# 1D BEE NIC B MAC Uit BFE/FE AR VMware Cloud Director R 8 #9585
i\, ERA 1.

MRIEFTEEZ I A IBHEM VMware Cloud Director ZEE T MR | FE
E¥ S8 VMware Cloud Director ZEREM —HNRERBITE,
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3 (BEMN THUBRARERT , IREHMARAESRE , F8A ctno M etn1 ARTHEVFER
B, RERT &,

NMRECBBRFEBFARFAERBERIH  CURSERHUSERA. flU , EREREENMR etno L
B, EEEARGEETES ccnl NTHETHFR., EASHERT , LREEREZH.

FREEAXARUERIRBUEBAKBNEE, RARKSEEESEEMEN P Lt FMEERFE™
BXEEEE (CIDR) R RE (BEWR), Hlwn
172.16.100.253 172.16.100.0/19, 172.16.200.253,

4 TCERBABTERT , @A ctho M etnl NICHRBRFAER , RRET—F,

BRE i

mRME FEFREBENTERMED P ik,

AEEE DNS #Z244 , #lt mydomain.com.

AREERE AREREEIREBERNASEREE LERIZRIRE) , flm

subdomain.example.com,

B SE (REEB XFARTEANAEEBEAAEEERTEETNE @

&,
AEHEARE FEFS BHMEEBARBN 1P t,
ethO #83% IP firyt etho NERY IP fzdt.
etho #EpRER etho MHNEKESRET.
eth1 #88% 1P Uyt ethl NEK IP it
eth1 FEEFER ethl NHWHERESREE,

5 EI¥EREELE , #E VMware Cloud Director EFI R BHAKERTE , RAER— TR ATRHKBIE
%O

BIEBSE
s BRFEINERKSENER.
s %% VMware Cloud Director ERRBERE

£/ VMware OVF Tool #2 VMware Cloud Director FEF &
BRI LAMEA VMware OVF Tool # VMware Cloud Director FERIEBIFE S OVF &4,

B AZEH% VMware Cloud Director RIRESEHAEMNE —BAREBBE BT ERER . BILUE VMware
Cloud Director fAlfREEFHANEZEXELBATTHERR vCD EARKXREEE ., m2RERELEREN
BEREST AMARE,

MFELEK OVF Tool WARBAER , FBE (VMware OVF Tool lRAZRI ) 3#.
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MESEFA OVF Tool KIMEBIE , 528 (OVF Tool ERAERER) .
EE IXERE—ERRSEEATH Linux M VMware Cloud Director EFAR BB FRERH
VMware Cloud Director,

BEMEAREINMAEARENEEEREREKR , vCPU Ml RAM A RERZBEETNRETENES
AR,

FHRENSHEALEN OVA AL EHESETNEREERALENHLE., TERRIITHEAEENR
A, FESHEALEEEFRAENETN [BER | Ef. BHGERALEREANEBERA vMuare
Cloud Director-v.v.v.v-nnnnnn_ OVF10.ova , A v.v.v.v RREGRME , nnnnnn RERAZERE
. Bl . vMware Cloud Director-10.0.0.0-9229800 OVA1O.ovas

WMEFETE vSphere FEE OVF AWM ER , 528 (vSphere EEMEERE) .

=& , LA BAEMA vSphere Client SBBEFAEE. F2 8 FH vSphere Client 3% VMware Cloud
Director FEF#E .

#E T X#EE VMware Cloud Director F 82 VMware Cloud Director ER$E

HITHBEDSZH , HFZ2EFE VMware Cloud Director ERE B XA EMK 4,

MEEAELBE % , BB firstboot MHEEPHNELIERAS . FSBEME VMware Cloud Director FE
AHEDHCEE,

A EEE VMware Cloud Director ERHE B ovftool MSRIEERA

BE & ik

--noSSLVerify TEA B&iB vSphere B4R SSL B

--acceptAllEulas TEA EERERRAERESH (EULA),

--datastore target vc datastore REERESRACENERURNEEE
HEREER.

--allowAllExtraConfig THEMA H A RN RIREIA S vux B,

--net:"eth0 Network" portgroup on_vc_for eth FER#EE ccno FHEEM B N,

EE MATER etn1 BHIMHAR.
--net:"ethl Network" portgroup on vc for ethl FERHEE ccn1 #KRHN BN HEK,
EE ZATER etho BHIHARE.

--name vm _name on vc ERARXENERMRER.

--diskMode thin B thick IR B AR A R TR R RR IV RERR AR X

—-prop:"vami.ip0.VMware vCloud Directeth( ip address etho B IP fust, AREAENEHN API
FE, fEgbfuat b, DNS REERBEEL
REERAEBENIHER,
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BiE & ik
—-prop:"vami.ipl.VMware vCloud Directethl ip address ethl B IP fust, ARFERABEYE , &8
FEARHRE PostreSQL ERIERT .
--prop:"vami.DNS.VMware vCloud Directain’s ip address EREENREEBMAREN 1P ik,
--prop:"vami.domain.VMware vCloud Direlomamd'h name DNS BEfE. BTRAESEEINE—
Bz,
--prop:"vami.gateway.VMware vCloud Digatewsay ip address FEREBENTERRMERN IP i,
--prop:"vami.netmask0.VMware vCloud Dime¢mask" etho NEWREBESREE.
--prop:"vami.netmaskl.VMware vCloud Ded¢nask" ethl NENWRERKESRER.
--prop:"vami.searchpath.VMware vCloud aDildettor" domain names EREENASESRE,

HESHZERIRHNAREEEE,

—-prop:"vcloudapp. ceipienabled.VMwarel:\zﬁhboEa;fEiEector BASRERAZE VMware & F LBROGEST
8, FERMES true,

--prop:"vcloudapp.enable ssh.VMware vGirued@bfadstor” BASEREEREEN SSH BFEL.

—-prop:"vcloudapp. expireirootipasswordﬁﬁéwﬂ?rég\l@éoudiDirector" RERBEFE - RBANZEECRIRE
.

—--prop:"vcloudapp.nfs mount.VMware vChfisd iPi meldrens'’s: nfs mount path SMER NFS fRIAREZHY 1P b F0EE HBR 1%,
ERAREERES.

--prop:"vcloudapp.ntp-server.VMware vQlguderieactor'address RFRERIAREZHY 1P Ak,

--prop:"vcloudapp.varoot-password. VMwana vobiugassmeattbr" Eﬁ%ﬁ%?ﬂ&ﬁ*ﬁ%ﬁ%c %ZE@‘%EQ‘ 8

fBxrx, XEEFE-EBAEFT. —@
PREFT., —BAEFUR—BERKEFT.

EZE % root ERERHERHEER
H BEEBEBEERFAEREREIHBE
M RAMEEN root Bi5. FKEFTR
%, BUUSEREAREHEE L root

=i,
--prop:"vcloudconf.db pwd.VMware vClowb phsswetoad' vcloud FERAENERER.
ERREEMEE.
--prop:"vcloudwiz.admin email.VMware wkbwadinlinrenadi" address RGEEERIRSHNE T E
ERREEMEE.
--prop:"vcloudwiz.admin fname.VMware Adhoud victr excmer " REEBRRFHER.
BRAREEREFE,
--prop:"vcloudwiz.admin pwd.VMware vClwmal aofimecpes'sword 3%%25@# K 2T
ERREIEMEE.
--prop:"vcloudwiz.admin uname.VMware wkbudniinrestamname AOEERREEFNFEAERRE.
ERREEM#EE.
--prop:"vcloudwiz.inst id.VMware vClowdtdiirestadd" ID VMware Cloud Director R B
ERREEM#EE.
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B &

--prop:"vcloudconf.sys name.VMware vClmad siistent orne

--prop:"vcloudnet.routes0.VMware vClougp kbidretssd" cidr,

ip_addressZ2, ...

--prop:"vcloudnet.routesl.VMware vClougp kbidetssd" cidr,

ip _address2, ...

VMware, Inc.

i3

At VMware Cloud Director ZH#E I
vCenter Server BRI EHE,

BIEM, ctho NEWEERE., KAERMU
ERSBAORERAKEE, BARELE
BEME P uMEER RS EKARE
(CIDR) #E R (BTB/LT) (BETR).,
fln

172.16.100.253 172.16.100/19,
172.16.200.253,

BEM, ctnl NHEHNFERAHA, KEZMN
ERSBHEAREEE, BHRABMSE
BERE P AUt 48R B iR
(CIDR) fBE R (HIK/ILw) (BEWR).
filgn

172.16.100.253 172.16.100/19,
172.16.200.253,
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B

—--deploymentOption

VMware, Inc.

&

primary-small., primary-large.
standby-small., standby-large £
cell

i3

CENENEREEHIMK),
FE/PHEMFHNE VMware Cloud
Director BERFEX/MNEARNERZESA
REAGK, TEARBANSHABNFEE
ERENREXNER, BIEEEM
E, BUREENEEMER,

B primary-small #87%F 12 GB RAM
M2 @vCPUMEREBERESR
VMware Cloud Director fAfREsE¥4E
FHE—ERE, TERFEPHAHR
RERERES VMware Cloud
Director E¥lE., EXEEBA
veloud , BEREFRAES veloud,

B primary-large 10.1.3 MR R EH A
#%E%E 24 GB RAM # 8 { vCPU ¥
EREEIE SR VMware Cloud
Director fal AR 88 E¥ 48 P A 58 —ERK
B, primary-large 10.1 fRiGEE 24
GB RAM # 4 18 vCPU WY FEF S BB
25 VMware Cloud Director falBRE%
BEPHE—ERE. TERFEEPH
AR ERERES VMware Cloud
Director ERlE. EREEEA
veloud , BEREFHAES veloud,

B standby-small 8% 12 GB RAM
M2 @ vCPU NEREBHEAFEHR
ERESTRAMHEREN VMware
Cloud Director Al fRESBHETHNE—
BRE=ERE. FHfEEFETRHRER
AEHNERTEERNE-—EEERER
RETRE.

B  standby-large 10.1.3 R R EH A
#%E7%E 24 GB RAM # 8 { vCPU )
EREEREAFERERES T AMEA
B VMware Cloud Director {alfR88
BAETHE—ERE=/RE.
standby-large 10.1 li§E A 24 GB
RAM # 4 {8 vCPU HWEEREBERE A
ERERESTAEAREN VMware
Cloud Director fAIfREEFAPME=
BRE=EHE. FRREFEPHAHR
RERERTEENE-LEESER
RETRE.

B cell 1013 RREFRAKEE 8 GB
RAM %1 4 {8 vCPU WEREBEINER
VMware Cloud Director AfRE8E¥ A
FIEERE. cc11 101 RIEEE 8
GB RAM #1 2 {& vCPU WEEFA B I
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B & 3

24 VMware Cloud Director fAlfR&s
BAETHERERE. REM VCD EA
BABEEPHRRIERNE. vCD

ERRAREERSERETEENE,

EE VMware Cloud Director Al iRZEE
HFNETERFEFERNSHRFEXERD
HE, ERE HA BERUH—EEEN
REFEAMESH D EBEEER , R
H—EXEAEREENMESH ARG
EREK .

HE2E  BUNEHRERAKBENK
N

—--powerOn path to ova HECRBMERKIRER.

ERE T E VMware Cloud Director EF R BN E IS

BEE E#HIT VMware OVF Tool & 28l , 58 vcloudapp.varoot-
passwordVMware vCloud Director, Vcloudconf.db_pdeMware_vCloud_Director3ﬂ
vcloudconf.admin pwd.VMware vCloud Director BRI ACECNEE2ER,

ovftool \

--noSSLVerify \

--acceptAllEulas \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services_Network" \

--name=MyAppliance \

--diskMode=thin \

--prop:"vami.ip0.VMware vCloud Director"="10.0.0.142" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.24" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
—--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.db pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin email.VMware vCloud Director"="admin@mycompany.com" \
--prop:"vcloudconf.admin fname.VMware vCloud Director"="vcdadmin" \
--prop:"vcloudconf.admin pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin uname.VMware vCloud Director"="administrator" \

--prop:"vcloudconf.inst id.VMware vCloud Director"="59" \
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--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-small" \
--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

ERE4FEr VMware Cloud Director B BN EHlH S

BEE E#H{T VMware OVF Tool & 28l , &4 vcloudapp.varoot-
password.VMware vCloud Director EBEMAA/LEHEHREER,

ovftool \

--noSSLVerify \

--acceptAllEulas \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thin \

--prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MySecondAppliance" \
--deploymentOption="standby-small" \

--powerOn "/MyPath/VMware_ vCloud Director-version number OVF10.ova" \

vi://vc _user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

FHCEENEBEHAFZ T ERIE VMware Cloud Director FEFSE B LUET
HTTPS M E =& Proxy B

&R LAE A Eﬁ%ﬂ’ﬂ%ﬁﬁ FBHEMBE VMware Cloud Director EREE, LA UFERASLBRRKRET
RBENFARKSE K ELARFE[BIEPRIAZEBNFRE.

XFE% , #E VMware Cloud Director B ER: | VMware Cloud Director EE4X BREEBB/E I
FRELBERZREAN HTTPS MEEA Proxy B VMware Cloud Director & E#

ELRYRETERRARER K FRARKBAREESHN responses.properties BRRTERARER
HEBEA NFS HAERREREEE (LR /opt/vmware/vcloud-director/data/transfer), Ak
VMware Cloud Director Rz F AN BN HMERAREKSEALERBBHETRE.
responses.properties BREE SSL BECRHEFENRE , HHES8DELANBREZERHE
user.keystore.path, k7R , KEREOSEEALZENFAKESBRERTERER,
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MEFTEEAREER LALUEHEFRRTACACEENER. NEEHREACEEREEVLBHE
ENFMAENR  B2EEY CAEEN SSL BREYSHE AZE VMware Cloud Director EF#EE .

WRBEEE VMware Cloud Director EREE L FRNECEHBRIEREXBNEAZIRE , ELEHE
AIEH ZE VMware Cloud Director RIREEEAFHWIEEMERLE | AISFmHEEEN VMware Cloud
Director EARXFFRE, BULUEAZEBECHESERAFTURREIT HTTPS MEIES Proxy BWER
HERE  BHMEERRECEBERFET SSL BE.

KB

n BRETEEARBELIRMTEESAR HTTPS MEES Proxy BIZHNEHEERAF T SSL BENS
BEEFEE , B /opt/vmware/vcloud-director/certificates. ks,

s NRBEEEVSREEWEAN CAEBNEIRER , B2HEENL CA EBW SSL BRI SHE
AZ VMware Cloud Director FEFZE .

s NMREEEECHAZRERIN CAZENEERER  F2HBILZEEBI CA HEMW SSL BEE
AZE VMware Cloud Director EFE .

» BERERFBFETERNVAZRRASRETENEZREAN. SRFFEERRLANESHENEERAE
ERFERANE root B, Hlm

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http or consoleproxy
-keystore /opt/vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-
password

BF
1 BEEREFEBINH certificates. ks BEERTERALBEER I EHMTLH (ﬁZE‘\Q /opt/

vmware/vcloud-director/data/transfer/)s

2 HERRBTFEERNETENFRAEREER vcloud.

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks

3 BATRFEFEERNEREATHEBNMBAER.

chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 HEXEEARE L  FITHSLUSHEBHNBEEAR VMware Cloud Director #TEEH .,

WSt EHRERMEAPH responses.properties BR , MMIEH user. keystore.path B
DEnERLAPHERATERER.

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 RTEHMEBNBILEN , FENBBETERRKE LY vmware-ved BlR% .

service vmware-vcd restart
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6 MEARSRAETFEZBHETNANN oot B  HEFGRERNEARXRERERRE.

g8

FEAMERE NFS AR RS EEEN e ENEAEEN R ETERAEEMEANIERECHERS
BFJt SSL BE,

B CAZER SSL BEIWAZHRE AZE VMware Cloud Director FEASEE

BV EREABERERE CA BRENBRA SSL BARHMTESERNEE  YABRREEHANE
REE,

1@ VMware Cloud Director {AREEEHEEME SSL BFE , TEERAF REARB2HL2EN. &
& VMware Cloud Director Al [RE§ S4B ERMETEH SSL iwE - &M% HTTPS FEEE Proxy B,

£ VMware Cloud Director EAEED , EMEREHLAMEEN 1P UutRNEHKERE , EFEAMBETRN
EiEE - SEEE 143 AR HTTPS , #% 8443 FAREIEA Proxy B:l. SRRV EEEHEBR SSL
B, BuSHERMERSEAHBNESE 6, FRAEAZTER.

MERENBRRESAEE X.500 HAIZTEH X.509 - BIZIEM,
MBEEEAEARLRZSEBMN CAZXBNERIER , BRBEALAZSBA CAEEBN SSL BREAE
VMware Cloud Director FER# B Tt R FETIRE,

EE IZ]H , VMware Cloud Director EFIXESE4X MK/ A 2048 Ut BEREBHRE., VAKX
TEZENEZEZHER , AZBREEENSB A/, BRI NIST 57T 800-131A , /MR 1024 Ut &8
KNTFBZRXRE,

HERFFEANSEBHEEREA root FAERE  HRRB root_passwd,

DEEM

H1THE keytool %, BOULUER keytool #% CA ZHEM SSL BEE AZE VMware Cloud Director
FER#EE. VMware Cloud Director # keytool WEARBR /opt/vmware/vcloud-
director/jre/bin/keytool H,

BF

1 Blroot B EEEATMEA SSH AFwE A VMware Cloud Director BRI EF 24,

2 RENBRBEFRME , FEETIHP—ERIE.

B I8EE VMware Cloud Director FEFISE B , VMware Cloud Director € BEA HTTPS RIS E
28 Proxy REELE LB ANE 2048 U T EEREERRE.

» NRBBFBEREEBENETRBBICELENER  FUELSR PRS.
» MREREEABTEE B, BANSR/AD) EENEBRE  FEESR PR3,

3 HITHSUENEE certificates. ks BE,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

VMware, Inc. 42



VMware Cloud Director &g, HREMFHRIERE

4

HITHS , B HTTPS REMEIEE Proxy RBEY ARAMAREEEY .

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/

vcloud-director/certificates.ks -w root passwd

WS EUBIEEN BB certificates. ks PEUBEF SRBEAFE, CHEAGSHNERERY
BE, RIREN DNSHREME , £RE—RSE (CN) SREASERBEH IP itk FQDN, L&
BEEAERN 2048 UNERRE , WHEELE —FEIH,

EZ HBR VMware Cloud Director EREEBEFMNALRT , B4 AFEABESRRBERTEEN /opt/

vmmware/vcloud-director/certificates.ks V&,

HE SUERAERARE root ZBEHALSBREEERE,
B HTTPS IRIEMEIEA Proxy REEMLBHEHEEER (CSR),

EE VMware Cloud Director BRI ES Y HTTPS IR EIEE Proxy RIS AMEE/ 1P 31t
MEHEZRE, Et , CSRBIDSHEATEER (SAN) ZEH S| ZIRHMERA DNS F 1P,

a TMEhttp.csr BRPEVRIBHEBER,

keytool -keystore certificates.ks -storetype JCEKS -storepass root password -certreq
—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 7E consoleproxy.csr BREAEIRIBHRBER,

keytool -keystore certificates.ks -storetype JCEKS -storepass root password -certreq
-alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

BEBREBERIECHBERERE.

MREHBRBREEVERCEENEMRB[ER , FMEA Jakarta Tomcat,

5 CA BEBE.

#& CA ZENBRE . CA RBENEA+HEBEERE VMware Cloud Director BRHEE.
BT SUBEBBNBEEAE JCEKS ERFEFE.

a HBERERBHREBREN root.cer BREAER| certificates.ks EMREFERERF.

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-

director/certificates.ks -alias root -file root certificate file

b WMRWRBTHERE K FEER intermediate.cer BREAZR| certificates. ks LT
EERAF,

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-

director/certificates.ks -alias intermediate -file intermediate certificate file
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c EAHTTPS REEHE.

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-
director/certificates.ks -alias http -file http certificate file

d EAZEEA Proxy RIEEE.

keytool -import -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-
director/certificates.ks -alias consoleproxy -file console proxy certificate file

WS ERAFEEN CA BBNBERERKEE certificates. ks BR,
9 EZERARGEEARE , FHTaSUILEBRTEERNASR.

keytool -storetype JCEKS -storepass root password -keystore /opt/vmware/vcloud-director/

certificates.ks -list

10 #1THS , BBEEAZE VMware Cloud Director #11T{EE

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password root password

1N BTEHFZESNEBREN , FEHRE VMware Cloud Director EFARE FH viware-ved IR,

service vmware-vcd restart

BIESE
s NMREFEABRAZERAERR K F2REEACESBNERZTERREIE VMware Cloud Director ER#E
LUEST HTTPS MEIEA Proxy B3,

s NMBEFARERAERAFZEAER , BEMARSEADHNFAE VMware Cloud Director falfRss EEEIE
J?O

s MEFBHAREBRE PostgreSQL EREM VMware Cloud Director EFARBEEBFERAENTEZR
EHNFHEEN  F2EARRBRESHAHRN PostgreSQL F VMware Cloud Director ERHEE
B Ul BE.

BRI ZLEBAN CA FEM SSL BFHE AZ VMware Cloud Director FEF %
=1

NREEFEECHAZREEBN CA XBHEEESER | XBE VMware Cloud Director BEFE A RREEFE
ZE B AREA HTTPS MEEA Proxy RENEENAZ BN ERREERER.
VEEGS

s BHITH®E keytool %, BALER keytool # CA FHEBM SSL BREEAZE VMware Cloud
Director EFAgEE . VMware Cloud Director # keytool BEARER /opt/vmware/vcloud-
director/jre/bin/keytool H,
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BF
1
2

BB RERE. B CARE. CAZEEN HTTPS RIEMEIESE Proxy RIENIAZ BN ETEERE

EREES.

Ll root D HEXASRER SSH AF % A VMware Cloud Director ERIREFIEA .
MBEETHEBE  FETHS  BERCAZBNRREDETIREASHE 8  YELRIEL

cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt

£ OpenSSL & HTTPS ME1E A Proxy REZVEEGAZ SR BRELNMEERN BN P
PKCSR2 ¢ RHFEEER , YASEEREEZEERIEERE

a BAHTTPS BEZEICRBHEERER.

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
-passout pass:keystore password -out http.pfx -chain

b ABIEA Proxy REZLSRHEEEER

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pfx -chain
BT SLUMBEMNIRE certificates. ks BR,
cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

£ keytool TS HE PKCS12 £ HEEEAZE JCEKS £€BHEE.
a [EAHTTPS R PKCS12 €RFERFE.

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype JCEKS -srckeystore http.pfx

-srcstoretype PKCS12 -srcstorepass keystore password

b EAXEER Proxy RIEH PKCS12 £BHEEE,

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype JCEKS -srckeystore consoleproxy.pfx

-srcstoretype PKCS12 -srcstorepass keystore password

BABIEEARTAYS.

keytool -storetype JCEKS -storepass keystore password -keystore /opt/vmware/vcloud-
director/certificates.ks -list

PHITRSUECEBNBHREAZE VMware Cloud Director #11T{E B .

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password keystore password

VMware, Inc.

45



VMware Cloud Director &g, HREMFHRIERE

8 AT CAZEEBNERELIN, BHEHKE VMware Cloud Director BRAEE FH viware-ved BRI

service vmware-vcd restart

RESR

s NREFERAEBEAZARE  B2REACEBNERAZTBEEE VMware Cloud Director EF$EE
LUEST HTTPS M E#E & Proxy B,

s NRFAREABERFARE  BEMAREREATWIE VMware Cloud Director ER £ B#EFEHK LE
BERF,

s MEEFBHARRERE PostgreSQL EREM VMware Cloud Director EFIR BEEBFERAENE 2R
ENFHAESN , F2RERBRESHW A PostgreSQL # VMware Cloud Director FERREE
2 Ul BE,

2 VMware Cloud Director EF R E#%

#3 VMware Cloud Director fAlfR258 4% , B LAR #E Microsoft Sysprep =M Cassandra & ¥}
E. MREFERAKR PostgreSQL ERE , ATLARE SSL W FAEERE LW — L35,

#3 VMware Cloud Director BRI EB#% , WLAER vSphere FMEINEEFIZMENEF (NIC), BHSH
(vSphere E#:EERE) BEDNSRBRNE FHIEIEREKIZEN.

HE NRENESCRTREDRERE  AEIEBHM I EREE2E  SXACREREE AP
BEEAEBPEELERA rutonatic, BZM (VMware Cloud Director EFAEE API) . FEEEN
BRAEBEERNA vanual, NREETRCEANTEBEESNT -3, AIBSEAEBEESA

Indeterminate, Indeterminate MR IR EEHNHEEN T EMRFEBRENTREAERT —BHNE
SR EERREEREBEER | F208E VMware Cloud Director FER £ EE £ R 2 RN ANALE

#10.1 RBME |, IRIGIRMEMAB AT LUEEA VMware Cloud Director AP B85, B = % {7 IR 383 AV 3

& W SSLIERRBEBERTREARSETIHEE ., EERE VMware Cloud Director RRELR B4
£ VMware Cloud Director AP| ETESARNABARECHELZESNAB RN TEHEE, F
VMware Cloud Director ZHEHAH 2% , AR EABAREEE VMware Cloud Director #1FEUE Z Bl
REHHEEE, F2RREAREGHEEE,

#%¥ VMware Cloud Director EARERE

M IhEE VMware Cloud Director ERHE% , Su LS FRBAEBENRARBE, [AMRSEHAENS6H[R
S EFEETMFTE VMware Cloud Director EFRE B#HTEEMSEFEABBNRE.

VEBEMLS

m  ZfE VMware Cloud Director B E , 5528 VMware Cloud Director FEFI £ ERIBEMAIE4E

s BEHAREFETEERESE A VMware Cloud Director TEERAKENHTEE.

VMware, Inc. 46


https://docs.vmware.com/tw/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-47765AC6-38AA-4ADB-84DF-5094EDA718EC.html
https://code.vmware.com/apis/967

VMware Cloud Director &g, HREMFHRIERE

BF
1 ARIEHHCEA Web TEARERTEAR  EXRARENETH , BEERERE.
2 EENE Bx/#HENKEESE.
FERNNRESRE TR ETEARENETA.
3 Blroot %% A VMware Cloud Director BFAREBEEZEA
4 HEHMR VMware Cloud Director BRKBERAHNKBE , FEHME viware-ved BRH.
5 ¥R VMware Cloud Director MEHFMNEMFRNERRARER  ERTR 1 ELR IR 4.

BT VMware Cloud Director EFRE B K A Bt

EEREREHFEES Proxy B3R, BALIEE VMware Cloud Director Web AO#8¥ . VMware
Cloud Director API MZEIZ& Proxy B AR im B4 1L

IBAARRE VMware Cloud Director 2 FE & Proxy it , RAZERAEE G EE BTEEIE 8443
EE— IP (utt A EIES Proxy lR¥. E2HE 6.

DEFM

BRERUZREREN G /BN, ERREEETUBIT A WE.

BF

1 f£ Service Provider Admin Portal (WIEZREESIF | BEEE,

2 HEEERFHRET , B-To/.

3 HEEFARREY, BFR-THRE.

4 EEHR VMware Cloud Director URL , #&#i#E Web AR E: .

a ¥ HTTPS (£2) E&# A BHE] VMware Cloud Director A URL , RE&R—T @R LEA
Zm BN EEEENERR.
BRREEVARFECRBEREEANEE K ZBERLERBIBEA consoleproxy ZEE VMware
Cloud Director FHEESRHFEFENERE, TIEHEHTEHRPNEIES Proxy EHHEIT SSL
Bk, BRELVEBERA reM BXETEARSRBNRERE . FHEBIEINREE.
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5 (RiEM) ZE BT Cloud Director REST APl #l OpenAPI URL , i5BBAMERA Web A O#MREY]
@Eﬁo

a WAHBI HTTP EE URL,

flan | INREAE HTTP EJE URL 52%EA http://vcloud.example.com , & A LUFEUZ A
http://vcloud.example.com/api BY VMware Cloud Director API , 3t B o] BA7ZEUZ A
http://vcloud.example.com/cloudapi BY VMware Cloud Director OpenAPl,

b EABR HTTPSREST API £E URL , RAREZE—T LEBRLEAZRKEEILCSEHEENEE,

Flan |, MREA HTTPS REST APl £]K URL :RE A https://vcloud.example.com , &AL
FHEMYA https://vcloud.example.com/api BJ VMware Cloud Director API , 3 B o[ LA fF
Y https://vcloud.example.com/cloudapi B9 VMware Cloud Director OpenAPI,

BREBEEVAFTEREFEFEANER  2BRRLERFBEA heep 281E VMware Cloud
Director EEFERESRREFENBINEHFHES VIP BE (WMRFEH SSL &L1b), BRELXLEE
E5A rEM BRAATEAREBNREERE . PERINBEE.

6 A BT VMware Cloud Director 2B E# & Proxy {iit,

Az 3R VMware Cloud Director BRI E ctho NIC W EMAIHEZ B (FQDN) , &EB FQDN =5 IP
g E |, I B & B ETEEE 8443 AR EEA Proxy BRTE.
Hlan | HHWEH FQDN vcloud.example.com B VMware Cloud Director FEF 2 B #1TE | BA

vcloud.example.com: 8443,
HEERHE AR FIEARER , VMware Cloud Director @ H £ & Proxy ik,
7 FERERE  BFR-THE.

ZHIEZTE Cassandra BRI EUEETEEER

VMware Cloud Director AILASt ¥ IR Eim R EREES | WETRAEBESVNEREEREAECZRIE
MERTENNEERE BRREEER#EE Cassandra &9,

Cassandra 2 —EFBRERBERE , ZUARATEZNSNERRATRERIETNE , KKK
FHER , FIMERKEEE. MREEE VMware Cloud Director X BRERKSEHENESESE | A&
BALEWRE Cassandra #E , WHFEA cell-management-tool EEEEHKZE VMware Cloud
Director, B RINEETEEFABANERELRE,

DEEM

n  FHER VMware Cloud Director EREX#1T , RAEBRERANERELRE.

. WRBEBERZAE Cassandra , B http://cassandra.apache.org/ L &R,

n 2R (VMware Cloud Director iRAZREA) , S BAEEEERERN Cassandra lRAEE ., &
Al LA http://cassandra.apache.org/download/ T & Cassandra.

n ZHEMBRE Cassandra HE :
m Cassandra BV BEEZELNERBEMERELS A TH LA ERBES.
s EEM{A Cassandra BFEIE;.
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s XA Cassandra AFImEIEI BRI INZR . 352 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

s FE{A Cassandra EAERE . H52E http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

n  EH1E Cassandra #5% E A Java Native Access (JNA) 3.2.7 iR E H R A,
m Cassandra BB RIS BRI IR R IRIBMM

m #§ SSL i Cassandra #EFEARREMN ., WREARET A Cassandra B SSL , BIXEES
fEf#F#& LMY global.properties HEZEH ($VCLOUD HOME/etc/global.properties) #%
%ﬁ%%%{ cassandra.use.ssl %ﬁ}i;‘% 0

BF

1 M cell-management-tool ZABRERE VMware Cloud Director E& Cassandra #&EHEIEZ
BIRELR.

ETH&FIHSEH , nodel-ip. node2-ip. node3-ip F node4-ip & Cassandra £EEHNHREMN IP
it ASERTEREEE (9042), SEEERRE 15 X,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra --configure --create-schema \
--cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

--username admin --password 'P@55wOrd' --ttl 15

NFEABRERAREREREIANEN  F2RFE S EREREEIAZE,

2 (GEREM) mMRERRA 9.1 A VMware Cloud Director , #&ffMH cell-management-tool #HEE
ERERERARTREAER,
BATELRTIERN GBS

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \
--username admin --password 'P@55wOrd’'

3 EHESEE VMware Cloud Director ##F#&.

R FHE RabbitMQ AMQP Broker

MREEEFRAHET/E. BAHK VMware Cloud Director API ZE{# (f5lf Container Service
Extension (CSE). VMware Cloud Director App Launchpad = vRealize Operations Tenant App) , &l
WEREWRTE RabbitMQ AMQP Broker,

ERAETIENBE (AMQP) 2AEMTIINEBEE X ELERGHNEMEENR. VMware Cloud
Director £/ RabbitMQ AMQP Broker RiZHIEHRE . WHLEBEMNBAAAERNASERSE,

#H Linux EB VMware Cloud Director Z# | (REBHBTEHA MQTT AFmE X RabbitMQ AMQP
Broker, {28 /A MQTT AFIRTRASHMITE.
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BF
1 1% https://www.rabbitmg.com/download.htm! T & RabbitMQ fAIREE .
WMEXER RabbitMQ RAEE , 2K (VMware Cloud Director fRA ) .
2 BfE RabbitMQ ZEET , EX RN EM L RZE RabbitMQ.
8 —1{@ VMware Cloud Director f##F1& % B AI £ 48 3& £ FI3Z RabbitMQ fAIARSE .

3  Z# RabbitMQ HifE , 5B T4 VMware Cloud Director BRE&FE AL RabbitMQ ZHERKEEE
1{E.

m  RabbitMQ A REE EHM TEMFERE , Hla0 amgp.example.com.

= [0 RabbitMQ BERAERNERESABR TR,

n REBXZRASMNELEE. JESSLNAREREER 5672, SSL/TLS WERERER 5671,
» BABES TCP.

= RabbitMQ EfXH#. FARER"/ "

BRESR

#x7E5% , VMware Cloud Director AMQP [REEEZXERMEMAE . BAIURE AMQP R# , LAFEA
SSL MNFHELAE., o, BULRERY , LUEH VMware Cloud Director f### £ Java Runtime
Environment F783& JCEKS S EFHE GBE MR $VCLOUD HOME/jre/lib/security/cacerts)
REFRERE.

£EA VMware Cloud Director AMQP BR#ERUAE SSL , 528 (VMware Cloud Director Service
Provider Admin Portal #§/ ) HF# (&E AMQP Broker) &l

H & E VMware Cloud Director FER S E

% 9.7 ixBA%E , VMware Cloud Director EAEERS AR WAMINEENAHRR PostgreSQL BRE,
BRI LA VMware Cloud Director EREBEHRZEHARA ., B LUEER M PostgreSQL &R E
NERRAKEE VMware Cloud Director BEZ8E VMware Cloud Director BB & 10.0 5
EHRAHK VMware Cloud Director B35,

H 4 VMware Cloud Director FEF S E

EZE# VMware Cloud Director EFAEE 9.7 RARZE 101 R , B2 REAEHELHAH VMware
Cloud Director ERHEE

#£ VMware Cloud Director 10.0 Bi%h , X Microsoft SQL Server ERE.
E& A4 VMware Cloud Director B |, $THRANBEBEEZENUT THEMEE

» REBAR VMware Cloud Director ERERNERERE. NFEFMAEN , F2HE | ARNBER
8/ BERR.

s ZEBIEAK VMware vSphere ® R,
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s ZEBEAN VMware NSX® A,
s B VMware Cloud Director B HEINEME=HtH.

% VMware Cloud Director BBEAM VMware ERMERE=LERENHEZHNEBEN , F2HE
{(VMware EmBBEMHHEERR) , #itA : http://partnerweb.vmware.com/comp_guide/sim/
interop_matrix.php., MR ITEHE VMware Cloud Director A B P H 4K vSphere | NSX st |, 8l
HBTE VMware Cloud Director A#REZETHE. FSBFHHK VMware Cloud Director # .

ZDFHE—1E VMware Cloud Director fAlfRgE% , LA LAM VMware Cloud Director E¥E, ERE
SR FARBNTRAMENFAEN , BIEEEBITHWEE VMware Cloud Director TEWARRE, BHE
BEEARZEREETMERNIEENBEERES  ELAERBAR 2 , BREAMERAKRSELRE
EERFHIE,

HHEEERETIES , ZBGTRFEFEE VMware Cloud Director EREH :
s AEERRIHARESEREZHNRE,
n FAREEATXEN Microsoft Sysprep R SEREHN T,

ARFERHRHN VMware Cloud Director SH#EE , LEARARBIFATWAIERABRBZNENE. W
REEREHTESR , TLUETRENEE -AIFAE | SIMASETHRKERBEFMRE,

#2101 FRBA%A , IRIGIR M E A ATTLUER VMware Cloud Director API 35813 B2 5% il BR 25 1Y
B, W SSL EHRRBEPRIBFARBFZI 2EE. BEERE VMware Cloud Director BB ER , 55
£ VMware Cloud Director API ETESAANABAREEELIESNABEIROEHESE, BE
VMware Cloud Director RERH K 2% , AR EAHEAREE VMware Cloud Director K 7FEUE Z |
REHHFE. F2RARTAIRESHEBE,

EE AHKZEMA10.1% , VMware Cloud Director #—ERBHEAESNIMERERFRNEE. &
2 E%A VMware Cloud Director 8 SSL BENARNEMEE, IREBEARITKSETIREAZ
VMware Cloud Director , FH/A SSL Bk R2E , vCenter Server Ml NSX E 4R ] i & B R E 4R & BUEER
EHRBERT , ARBRERERETAH :

1T BTRFEREEIA trust-infra-certs Mm% , SEBRREBDEAKEPABEEHRE, F2HE (&
vSphere ERE A inHRE) .

2 1£ Service Provider Admin Portal &N EAF , BEUEE vCenter Server 1 NSX #1T{EEE , A
BUEEZESBEBEFRARE.

¥ VMware Cloud Director EFH#E

WRBEAE VMware Cloud Director {AlfREREE4HEE VMware Cloud Director 9.5 JERE B IE | S HEE
EBEBEEEIHRAL VMware Cloud Director BREE ., LA UEABEAR Linux B VMware
Cloud Director ZH# 2 , WMEEBEIEREPREAANBRERE. F2H (BHEZE vCloud Director fE
RAEE) |

MR ER VMware Cloud Director BB MEB Oracle BRI EZHIMER Microsoft SQL ERIE |, BISAERL
BHER PostgreSQL BRE , REBHKZE VMware Cloud Director 10.1, MEARKE | FSEE
Linux EF & VMware Cloud Director,
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FRNBERERETER

SRR

fE R SMEB Oracle BRIER VMware Cloud Director 9.0 1 9.1

fE AN PostgreSQL EHRIER VMware Cloud Director &
FA#EE 95

Linux EfEF 9MEB PostgreSQL ERIER VMware Cloud
Director 9.0, 9.1 9.5

Linux MR Microsoft SQL Server ERER VMware
Cloud Director 9.0, 9.1% 9.5

Linux EfEA MR Microsoft SQL Server ERER VMware
Cloud Director 9.7

Linux EfEF 5MEB PostgreSQL EHIER VMware Cloud
Director 9.7

VMware, Inc.

B AR

fEA R PostgreSQL ¥FIER VMware Cloud Director
MEFIEEH 101

1 ¥R Linux £B VMware Cloud Director 9.0 , &#&
VMware Cloud Director AR Z 9.1 ik, FSH (A&
vCloud Director) .

2 # Oracle ERIEBEE PostgreSQL BERE. F2H (B
HZE PostgreSQL BRE) .

3 BEHNBEARZE Linux £E# VMware Cloud Director
10.1, EZ/% VMware Cloud Director &3 THMA S
#FRRF B VMware Cloud Director R,

4  BEE VMware Cloud Director B E 10.1. F2HK
&M PostgreSQL BERIER VMware Cloud Director
#3) VMware Cloud Director ER#E.

1 BENBREAKE Linux £K VMware Cloud Director
10.1, &2 /Y VMware Cloud Director ZEEITHHES
FH KRR FEF 4K VMware Cloud Director £,

2 #HEE VMware Cloud Director EFA$E 10.1. F2HE
&8 PostgreSQL ERER VMware Cloud Director ¥
#3) VMware Cloud Director ER#E,

1 BENBREAKE Linux £K VMware Cloud Director
10.1, #®ZE¥ VMware Cloud Director R ETHAS
IR FE A VMware Cloud Director &8,

2  B¥EZ VMware Cloud Director FEF$E 10.1. 281
& 9MER PostgreSQL BEHRIER VMware Cloud Director
%] VMware Cloud Director EF$E

1 BENBEAKE Linux £K VMware Cloud Director
9.7. #&2H (F# vCloud Director) .

2 BEZE VMware Cloud Director BRI E 9.7, #2H

(#E A IMER Microsoft SQL BRI ER vCloud Director

BHEZ vCloud Director ER#E)

3 BEHNREAMRZE VMware Cloud Director ER%EE
10.1, FEZREAEHFEHHHK VMware Cloud Director
EREE,

1  BEZE VMware Cloud Director BR%E 9.7, #2H
(4 I HMEB Microsoft SQL EHIER vCloud Director
BHEZE vCloud Director BEREE)
2 BEMBREAKZE VMware Cloud Director EREE
10.1, HSREEAEHRERFAR VMware Cloud Director
EREE,

1 BEZE VMware Cloud Director BFA%E 9.7, #2H
(#fER M PostgreSQL E#HEM vCloud Director #
# % vCloud Director BA#E) .
2 BEMNBREAHKE VMware Cloud Director EFAEE
10.1, ESRFEAEHEHFHR VMware Cloud Director
ER#EE,
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B R K

fEAA#RI PostgreSQL ¥ ER VMware Cloud Director
KRR AR 10.1
Linux EfEA MR PostgreSQL BRIEH VMware Cloud 1 BEZE VMware Cloud Director EFI% & 10.0., #2H
Director 10.0 (& ER N PostgreSQL EREM vCloud Director #

®Z vCloud Director ERI#E)

2 BIEMBEFARE VMware Cloud Director FEFI#E
10.1, BZEAEAEHEHFFHH VMware Cloud Director

EREE.
AR PostgreSQL ERIER VMware Cloud Director BIEHNBEAKE VMware Cloud Director BRI E 10.1, &
FEREE 9.7 #10.0 SHEEAEHFEHAH VMware Cloud Director EFR$EE .,

FEHEHFELHLK VMware Cloud Director FER#E

BRI LA VMware Cloud Director EREBEARZERIIRA , IEAEHEHBEBENERZE
VMware Cloud Director EFRE .

EFHH VMware Cloud Director FEF# B BHIR , VMware Cloud Director FRIG#SFILEH®E , AT
BEEEH—RER, FHEEIURNRALKESE VMware Cloud Director FEF B LA K #11T VMware
Cloud Director EREARIESBEFAENERE ., VMware Cloud Director RIRESE AT THEREEREE
2Rd , EEEFE &% —1E VMware Cloud Director B #E E# VMware Cloud Director lR#. &
VMware Cloud Director HTTP in # I H EER ENE R FEHRGF L RERHE EFLENREFR.

BHKERZSME VMware Cloud Director EFAREEHEREARTHKE , BHLEEKESE VMware
Cloud Director FEFI S EEHBIH,

PEFRMY

#Y ¥ E VMware Cloud Director EFR BRI IRE.

1 RI10TMBEFRAARSEESHEHE  IRBATEZEERERBAMEEBHETRERE  BE
HRPREEREPEERNBES Manval, ARE  BULUEREBREERXNRES Autonatic, B2H
VMware Cloud Director BRI ENBEBHRERE,

2 BEABHESTHMESEMNITE VMware Cloud Director FEF S B FTER vCenter Server #1T1{#
E%O

3 BEEZFE VMware Cloud Director BERSE  #H IR TBEAE A AR —TEF > BEAEH
(EEET

4 GEEARELR-THEEEAR 6 AKRE-TRE>ZIURR. BARKNERE , WREEHEADR
B, RER-TRE.

5 f& VMware Cloud Director ERAEE FZ—TEBEAR , AEEZ—TER > BERER.

6 BRERESTAMARTNFEHMBERRFRE. FSEMRE VMware Cloud Director FEf#
ERSRE2MANBEBEES.
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BF

10

1

EHERIESEF , A VMware Cloud Director BER#BHTERNERLEEEFRAENE , LB
BIEERAHEE hetps: //appliance ip address:5480,

RTEREALEER. LAAARTERRRE RAXBARSHNERARARES. BLOENE
W, BLAEREERRARE.

BEREHATHELEARNERARE.
B BAEARTEEAKE.

VMware Cloud Director A AT #ITEAM , HEWRKXS vMware Cloud Director v.v.v.v-
nnnnnnnn_update.tar.gz , E# v. vv.v RERERMRAE |, nnnnnnnn REFARBESS. S0,
VMware Cloud Director 10.1.0.4424-14420378 update.tar.gz.

BIYEBRPHNEHREHN local-update-package HEE,

mkdir /tmp/local-update-package

BB SRR EREF.

tar -zxf VMware Cloud Director v.v.v.v-nnnnnnnn update.tar.gz \

-C /tmp/local-update-package

# local-update-package B#RABEHEHRE,

vamicli update --repo file:///tmp/local-update-package

BREEHMUABRARBEL T ERNETRE.

vamicli update --check

FRBITIRABE BT AEH,
FERHAITT < HKEEI VMware Cloud Director :

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

ERTANFAR.

vamicli update --install latest

EHHNESOTNERARX@EEFEEL  EELR2ZE 8.
REIEEHEE , 51 VMware Cloud Director EREEN AR ERIE.

/opt/vmware/appliance/bin/create-db-backup

R AERAEE | #1T VMware Cloud Director B E upgrade 2R,

/opt/vmware/vcloud-director/bin/upgrade
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12 #%S@ VMware Cloud Director FEFI & = #BaH.

shutdown -r now

BIEBLSE
s WBEHAERD , B LM VMware Cloud Director FEFAS B IRER.

s WRFARKEK , HBALLE VMware Cloud Director EFRRBEERAHRBIFIEYHRE, F2EAR
K BREEE R VMware Cloud Director FEFE .

fEA VMware EHEHEH K VMware Cloud Director EF £ E

BRI LMER VMware BEHEHER VMware Cloud Director EFRE R 9.7 iRAMRE 10.0 xR FEH R
X, RERAEHEERN.

B BREEFEA VMware EHERE | # VMware Cloud Director #EZE &M VMware Cloud
Director lRA&, VMware EfFHEFERMBHIRA., MREEEH VMware Cloud Director AR ZE
TENMRAE , F2ERERAEHRELGHAHK VMware Cloud Director EFIHEE

EFH VMware Cloud Director FEF# B EHM , VMware Cloud Director fRIE#$Z1ILE®E |, WA T
S EK— R, FHEBEURRAKEE VMware Cloud Director EFR £ B R #1T VMware
Cloud Director ERIEARIESBEAENERZ ., VMware Cloud Director R IRESE AT THEMFEEREE
gL , EEEFEIE&% —18 VMware Cloud Director FEF#E E# VMware Cloud Director BR#.
VMware Cloud Director HTTP in MBI H ERENERFEHRGF LK RERH I SFLENRETFR.

BABRERZESME VMware Cloud Director EFRREBREREARTHKE , BAEKEE VMware
Cloud Director B EE B,

PDEEMY
m ZEVFE VMware Cloud Director FEF S BERRER,

a 10T MBAEFHIREAARSIEEEHE  URBATETEERNERBARSFEDETIERE |
EEARBEAEAEBRERRNBEAS vanual, ARE  BULEAEBERERRES
Automatic, 2R VMware Cloud Director EASR BN BB BEBE.

b BEABRESTHAMEBEENEE VMware Cloud Director FEREEFTEH vCenter Server #1T

&5,
¢ HEEZIFE VMware Cloud Director BRAHE  HHEE-TEBEAR K AEZER—TERFR>HHA
EREXRA.

d EERKELZE-TEBEAR 6 ARB-TRE>ZYRR. BARBHERE , WRELBEBAR
B, REE-TRE.

e 1£ VMware Cloud Director EREE L —THBEAR , REZ—TER > BRER.

f BRENESTAMARTNAEHRBERRERE. F2HRE VMware Cloud Director &
REEESERERTNBTHBEEN,

n 52 VMware Cloud Director BRI B EE https://vapp-updates.vmware.com HTFEHE,
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BF

1 HEREBESREP , A VMware Cloud Director ERAEBEHTEEBHNERXEEEFAEN T , B
BIEERAHEE hetps: //appliance ip address:5480,

RTXEERALERRE. HHERNER  SXEFRHIEERAEE.
2 Llroot BN HEBRARFEA SSH AF BB ATEEAREIIES.
3 EREHENE, F£HIEM VMware EFIERE.

vamicli update --repo ""

4 REFHFLUER VMware EFERERBEEFMENAR,
RFARR |, vamicli ML EIEE VMware BHFHE.

vamicli update --check

FRBITIRABE BT AEH.
5 EB#MITT S HREIE VMware Cloud Director :

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

6 RISERARLBHEE %1 VMware Cloud Director ERAREN AR ERE.

/opt/vmware/appliance/bin/create-db-backup

BmE EREEBEREEN X, ERTHENARE K FVECEREE.
7 ERATHBALE.

vamicli update --install latest

8 EAHBNESHHRERNEARGEES  YESEEALELEEHNTSIEI. 4. 57,
9 WMEMERAEE , 1T VMware Cloud Director EFE upgrade 2ARK,

/opt/vmware/vcloud-director/bin/upgrade

10 #% 1@ VMware Cloud Director FEF K B = #R# .

shutdown -r now

BEBESR
. MRAERI , EELAMIER VMware Cloud Director FEF# BRIIRER

s WBRFAFLHK , EALHE VMware Cloud Director EFRAREBEERAARBFFEYHRE, F2EAR
L BBFE R VMware Cloud Director FEFSE .
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WRHE vamicli update --install latest WERY , F2EZ%E VMware Cloud Director
MR EH AN,

4 Sk B BE B & VMware Cloud Director ERARE

R VMware Cloud Director EFIS B HF KM , B LAEREFHFER VMware Cloud Director f&
AREFFBICEREENIREA,

FBERZH , BEMA VMware Cloud Director EFIE API iR TEER ST RN BT, &2
B http://code.vmware.com E# VMware Cloud Director EFI#E API RiESE,

1

VMware, Inc.

#&EZE VMware Cloud Director ERSEBEZR ARB AR Z B TEM VIR,

BEgMAEARRBERERERBIRRE. FB3H (vSphere EREIRERER) #H (EAEBR
MERERMERRE) .

BEEZE VMware Cloud Director FEF S BREFIENER.

BEEZAYMEA SSH AFRmE AEME VMware Cloud Director BRARBREFRNEXRS ., BL4E
DRERESSEA,

EFREERAREFZFLK LELE VMware Cloud Director BR#.

service vmware-vcd stop

A EE VMware Cloud Director fF & AR EREETHN RN EEE,
a LIBEAESIHEBRASMERH SSH AFHRERATER#ERNELEAS.
b #ERAESEAS postgres.

sudo -i -u postgres

c HTHSUBBRBERSHEARERETR.
EERBRESTERTINGHEN  CLAREHHRRE.

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/

vmware/vpostgres/current/etc/repmgr.conf

d EES.cUEREZHMBSHEBRERETR.

£ vSphere Client 1 , BRI MBRATEFHEAEE.

a 7TEvSphereClient# K EEZFmEREE.

b EFWERAXKBELR-TBEAR K ARER-TER> BAFREXRAE.
c EERA#KELZR-TEBEAR 6 SRR TRERMER.

d $HEHMEGERAKERFERER 6aZE6.C
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7 W repmgr TEEHMEE VMware Cloud Director EF# B f#FHRHN AR PostgreSQL EHl
ERBEEEE,
a HKEAEEEA postgres,

sudo -i -u postgres

b #ITHTURERSEMRE.

/opt/vmware/vpostgres/current/bin/repmgr cluster show

FEeRHERTRERTHE BN EEER.

ID | Name | Role | Status | Upstream | Location | Connection

string

Node 1 | Node name | primary | *running | | default | host=host IP

address user=repmgr dbname=repmgr

8 EYHBREEARE. 52H # A vSphere Client #82 VMware Cloud Director FEFARE .

9 EHEBADMFEA SSH AFEEASEE VMware Cloud Director ERRBERERNEZRESE., BM4EAE
DREREEDEA,

10 Y& VMware Cloud Director R#&-

service vmware-vcd start

#% & JMEB PostgreSQL &R EHR VMware Cloud Director %)
VMware Cloud Director EFI &

R B 8l VMware Cloud Director BiE 5N PostgreSQL ERE , B LIBEE B E VMware
Cloud Director FEFA £ E S EH#H VMware Cloud Director BB, B #I# VMware Cloud Director B
FEALAEE Linux EB VMware Cloud Director Z# 8 VMware Cloud Director EFH B E,
VMware Cloud Director IRIBAIMES AT AMERXN TEAEAZEN R PostgreSQL ERLE.

BEIEREERENEZEMER.
s FA#HIFRAE VMware Cloud Director BiE

s BEBIEEB—=ZE VMware Cloud Director EFREBHITER , X HM VMware Cloud Director
A AR =S B4

n BIBENEBEERNRANERNE
» BERAREGRBERNBRESN.

B

1 WMREBERHIIMEE PostgreSQL BRIERAE 9.x , :HFIMEE PostgreSQL BEREHMRE 10 MR E
MR,
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2 #EBIM VMware Cloud Director B3E A2 10.1 fix.
BH2BE Linux EAER VMware Cloud Director.
3 MEFEBERR VMware Cloud Director EHREIFK I,

4 FEFAFEK VMware Cloud Director BIEHNBEREER L , BT < LUELE VMware Cloud
Director BR¥.

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

5 1E/MEB PostgreSQL ERIE L |, BRI ERE.

sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name

WR /emp ERRERERANTAZE  FEAEMUBERFBZFEDER,
6 MREMEFFENMEREEWAR veloud , Bac MNLEAEEBNENEEH.
ELR 3P, EXACHREFEINERAESEFGEERE,

7 WMREFLEHH VMware Cloud Director RIEFRBEAREN P it , AIXEZATNERERE
BB SMEB PostgreSQL BERE LM EENE , REBRARERSER.

a MR /opt/vmware/vcloud-director/etc/ B global.properties,

responses.properties, certificates. proxycertificates M truststore BRE

HE| /tnp WIMEP PostgreSQL ERE LW ERMERNVE.
b #BRAERETNRFEREEHAER.

8 MRMEAEEH VMware Cloud Director BIEFRBEBRIEMN NFS [R:E , FEZIE HLLE NFS @R
B LAV M AN HEA NFS #iEE.

REZEESERRANEER  BRAE NFS FEAENERERBBMEARBIE (UID/GID) AJ5EER
#NFS Fhao A & 58 B A5 M B AR R B S AR AT .

9 EBTE—=H(ZE VMware Cloud Director EREBEHTEE K ZVHNMARESEA.

n NREPBEAERESTAMNE  ANE-EXIZREEIRESTHREE  LREELEE
—HZfE vCD BARAREFRE.

» NMREKBREREPNEEREHRER , B ERAFRFEENERS P i,
» MREEHRE NFS ARR LEAFRE , BTN HMRBEASERN L AEER.
#®2 8 VMware Cloud Director BRI BN B M A BHELE.

10 ESEHBENRFREL , MITHSIMFL VMware Cloud Director BR# .

service vmware-vcd stop

N AHEENIE RN PostgreSQL ERIE LR /tmp BERREHRIFRBNETEZREFR LN /tnp B
%¢O

BEZRELE S,
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12 BEEENERNER,

chmod a+r /tmp/db dump name

13 Blroot BN BEAFHHBNETEREFEHRNEIEESF |, WiEIMEB VMware Cloud Director EREERE
AN ERE,

14

a

ﬂ%ﬁﬁﬁ %‘tﬂ*ﬁ% postgres , Eﬁfz psqgl ﬁﬂﬁ%ﬁ% , %?ﬁﬁ'ﬁ'?@ﬁ vcloud ﬁﬂgﬁgﬁiﬁﬁo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -c 'DROP DATABASE vcloud;'

MRRABMBERNENERERTETR veloud , BEALESR 6 PETHEBRY —EFEA
%O

sudo —-i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'CREATE USER

<db_owner external pg>;'

gﬂﬁ' pg restore ﬁ:l"%"

o

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

db_dump name

MRBEIIMNPERENEREBBTR veloud , MERATESR 6 PR THERBEENEREE
E?J vcloud,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'

WMREAH VMware Cloud Director RIEBEWNEREREET R veloud , BEEREREEEREAL
vcloud , jﬁﬂ%ﬁﬂii%ﬁ;gﬂﬁnﬁ vcloudo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -d vcloud -c 'REASSIGN
OWNED BY <db_owner_ external pg> TO vcloud;'

ESEHHENRERL , AONBREARER  RREHRELRE VMware Cloud Director AR

%,

a

BORE. FEFHRENBEER  RREBERRIIMNE PostgreSQL ERE LNHE (BT R
7a PREERERINGE) ERITIRELER,

global.properties. responses.properties, truststore, certificates #

proxycertificates BRNMM /opt/vmware/vcloud-director/etc/.
#17 /opt/vmware/vcloud-director/certificates.ks AN EBREEERESE,

FORBERFERNDNAASRBFEER.
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15

16

17

C

HITI L UEHHRE VMware Cloud Director BR¥ .

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db _password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password root password new primary --primary-ip appliance eth0 ip \
--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

Hep .

m  ——keystore-password ERFELLEEFE B HE root FiF.

m --database-password EREGEEERALENEZNERENENERE.
m  --database-host ERNFEETERAKEN ctn1 MK IP Unt,

" -——primary-ip BERFSEREEN ccho FEE 1P {1k,

m  -—-console-proxy-ip BRSERAEEMN ccho FEE IP ik,

m  ——console-proxy-port BRFEEAEBEFIES Proxy EHEIE 8443,

WESRHREMET , F2EBEHEEE VMware Cloud Director EFA S EREH B E VMware
Cloud Director AR#S % 8.

TS UUBE VMware Cloud Director fR#%.

service vmware-vcd start

WA LATE /opt/vmware/vcloud-director/logs/cell.log PESIEEFEHRANREIERE,

Eha T EREE  LUSFEHNERARE ctho IP EEE HTTP. HTTPS Ml TCP 2N B H &R
EED  WRELEEBREM Linux VMware Cloud Director #1F1& 1P,

EFARBAANFIERERTREBEFR , R VMware Cloud Director BIRERIBHE .,

a

b

C

FERAFARSBFAPERRERDN ecno FB IP LUk (https://eth0 IP new cell/

provider) FRX Service Provider Admin Portal,
FREENZAATEEIAIZRBERFEE A Service Provider Admin Portal,
BB IZM vSphere MIZEREREFNREFRETA.

R IhE & VMware Cloud Director 8 2% , £/ Service Provider Admin Portal BB &
VMware Cloud Director BBIE/ B & i E S 1,

a
b

C

REFERIINERT , ENERER.
EEERP , E—TERHEFSE.
BIIERATHNRER  RER-THREREE.

B LLERE VMware Cloud Director ER#E | LU EFN B ERERIZDAARSSEA.
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BESR
¥ B EM VMware Cloud Director EF £ BRIBEFHABREERE. FEEHRENSEREELERE
REDIEHBENEE , BERTISRETIRE
1 BERERTHNIBREEERERST /opt/vmware/vecloud-director/data/transfer/
certificates.ks YWHUML.
2 HITHREREEIAGSUIRER.
ﬁﬁ1% vcloud.vcloud %ﬁtﬁ;ﬁﬁ'g%ﬁ%o

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/data/transfer/certificates.ks \

--keystore-password ks password old vCD

3  E¥HEE VMware Cloud Director BR#.

service vmware-vcd restart

MREKHAEFEE S ARSFRFHAE  SEAELXEEZNRIENENNERKERETR.

H 4% VMware Cloud Director %

HERFTE VMware Cloud Director ARz Mt AERER , BA AR AEIREHEFHEREH NSX
Manager $11TIEIEE ., A% , ATUAREEEEE VMware Cloud Director Z2E#) ESXi E# M vCenter
Server #1TERE.

EZE VMware Cloud Director XX E# Edge BB, BABEBTMEMRIEER Edge FEERAER
BE, H2ME https://kb.vmware.com/kb/66767,

#2101 WRBAA , IRISIR M E A AT LUER VMware Cloud Director API 35813 825 il BR 25 H9
B, W SSL EHRRBBEPRIFAREFS 2EB. BERE VMware Cloud Director fRBER , 55
£ VMware Cloud Director API ETESAANABAREEELIESNABEIRNEHEE, BFE
VMware Cloud Director RERHA K 2% , AR EAHEAREE VMware Cloud Director Ky 77EUE Z |
REHHEE, FLRERTEAUAERTHEE.

EE AHKZEMA10.1% , VMware Cloud Director #—ERBEAESNIMER SR IRINEE. &
=E % VMware Cloud Director B3 SSL BENAXNEMEE, IREEHRIREBTREAZ
VMware Cloud Director , BB/ SSL R RI%E , vCenter Server #1 NSX B T RE S B REF KA WEER .
EHBERT , ARBZEWERETH :

1 BITHREBEEIR trust-infra-certs % , $MEREEBHEASETFXRIBEHE. BFSH (#
vSphere ERE AHZERE) .

2 1£ Service Provider Admin Portal &N EAF , BEUEE vCenter Server 1 NSX #11T{EEE , A
BUEEZESBEBEFRARE.

VMware, Inc. 62


https://kb.vmware.com/kb/66767
https://docs.vmware.com/tw/VMware-Cloud-Director/10.1/VMware-Cloud-Director-Install-Configure-Upgrade-Guide/GUID-96E9CD2E-59BB-4B2B-B9F2-E854C7540118.html
https://docs.vmware.com/tw/VMware-Cloud-Director/10.1/VMware-Cloud-Director-Install-Configure-Upgrade-Guide/GUID-96E9CD2E-59BB-4B2B-B9F2-E854C7540118.html

VMware Cloud Director &g, HREMFHRIERE

F AR B 2 E# vCenter Server Z# BB BRI B NSX Manager

H 472 4%%) VMware Cloud Director By vCenter Server Ml ESXi T# 2 8i , X AHRE R vCenter
Server HHEZEEHY B 1B NSX Manager,

F& NSX Manager 2H i NSX EIEINEEMER , BRSSP EAKRIE ., EUEAHK VMware
Cloud Director ZBIZ 2% F & NSX Manager , w2 B E T VMware Cloud Director & FHEIEEH
1T

MEFHK NSX WHHEBEN |, 5528 NSX for vSphere BB # , #8iE5 https://docs.vmware.com,
BF

1 FREZEEZ VMware Cloud Director Z# M & @ vCenter Server HHEEER NSX Manager.

2 F#FrE NSX Manager 2% , B LAFH R B & &M vCenter Server &R ESXi E#,

Ft#&% vCenter Server &#t. ESXi E#H NSX Edge

F#% VMware Cloud Director #l NSX Manager # , 4B FH K EE 8 ZE VMware Cloud Director £
vCenter Server &M ESXi £#, AMAIECELN vCenter Server &M ESXi EHE |, BAILIFAR
NSX Edge,

DEFM

EREREEHAREELEZEIRZ vCenter Server R HBEEAIEE NSX Manager, ESRAAREDERE
vCenter Server Z# BB EE NSX Manager,

BF

1 {&H vCenter Server #1T{EEE.

a 1% VMware Cloud Director Service Provider Admin Portal ESZEE N ERT , ZEEH
vSphere ¥R,

b EZEEIRTF , #&—T vCenter Server #i{T{HH.
c EIZEFAM vCenter Server MITEREZBHRIRIRG , RER—THERA,
d #&-THE.
2 F#k vCenter Server Z#t.
MEHEBEH , 528 (vCenter Server ##&) .
3 BAFFTA VMware Cloud Director 4 URL FBE A,
a REFEEIG , BRNER,
b EEERFHRET , Z— TR,
c WERBEARML,
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4 EIEIE vCenter Server [ VMware Cloud Director By & .

a

b
C

d

#£ VMware Cloud Director Service Provider Admin Portal EZEEHIRER T |, 2E
vSphere iR,

ELEEMRP , #—T vCenter Server #{T{EM.
EE B & vCenter Server Z2HRIBIZE  REZR—TEFESR.
B—THRE.

5 HRESHKH vCenter Server RARFIXENST & ESXi £#.
28 (VMware ESXi ##&)

ET rERELERANCAREIRBTETIRERTNERESE  FUPMRINTAAREH. B
BERME  TRAERXARTUARBER , AAFERKRBEQI S AR TR,

a

b
C

d

f£A vCenter Server AR ETHENGEBER Y AHAZTHREINIEERREBEES -6
B,
FHREH.

£/ vCenter Server REEHEHE T H
£ vCenter Server R ETHBEHEEER

6 (CEEM) AFEE ALK vCenter Server R4 MBI 2 NSX Manager FTEEM NSX Edge.

EFRH NSX Edge ERBEMBES S EBAZE. BUBUEER NSX Manager 2 VMware Cloud
Director ## NSX Edge.,

WMFEEMA NSX Manager A& NSX Edge KIHHBAERR , 552K NSX for vSphere BB , #it

RESR

B https://docs.vmware.com,

EE [ VMware Cloud Director 78 NSX Edge B8 , B4 7B1E Edge XEMH VMware
Cloud Director #88 ¥4 R 1E -

s EZFEA VMware Cloud Director 5 VMware Cloud Director API E3% Edge BB TR

AR | SHHEM BB R Edge BIE,
. EHIT Edge FMEEFAHNAERBEEA NSX Edge EF#£E .

5 {2 NSX Data Center for vSphere Edge BEX EEHIE,

. EVvApp REBAER vApp FNKE AR AREREBN NSX Edge ERAEE, BEER

*

vApp BIEHER vApp A , FFEEZE vApp WRKECIER  BEREPARSAEN |, #—

T vApp REREWZTBNREARE , REE-TER.

NEEBANTEHBE Edge MEBRMER vApp BERHOFMEN , 5526 VMware Cloud
Director API B R 518,

¥ B &8 Z VMware Cloud Director Z# K Efth vCenter Server ZAEEIREF.
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VMware Cloud Director E S EEE

BULURRERE HA BETHNREERE. BONERARXERNE  UREFNREEAKERTE.

#82& VMware Cloud Director JERIRE#®R , BEZSFERAEEMN ctho M eth1 MK IP utHIFHES
B, WRMEAEE VMware Cloud Director EREEBEEETREMN N HFEHEEZTE |, AN BERBHNERSE
EO

NMRELBEEFTEFARAERESTAMEENERREITHEURERERSHE , ELALEAMRETE
ERAKXE K AREZBEMATHEALE.

B NRENESECRTREDAERE  AERBHM I EREE2E  BXACRHERLE AP
BEEREBEERERA rutomatic, H2M (VMware Cloud Director JEFIEE API) ., ¥EEHRHN
EREEBEERR vanual, IRESHTRZHNSTEBEEXT -3, UIBRSSEBEEXR
Indeterminate, Indeterminate MR A EERHHEENTERERBENTR 2 EHAT—HNE
ERE, EERRREFEBERS | F281E VMware Cloud Director EF# BB ERZ 2 RRANEE
BEEN,

VMware Cloud Director ERAEEHN AT E R EH D MNZEER

BRI LA VMware Cloud Director BB RERT PostgreSQL ERE , UHBEEHRHERE
B VMware Cloud Director I&iE,

# 1 VMware Cloud Director EF £ B R# N E R E

MRENREEESEERHKRR PostgreSQL EHEM VMware Cloud Director EREBEIE |, AT AR
FEREFEERMED VMware Cloud Director ERE, EAM .tz BERSREE NFS LA BERKRBH#TE
W E E,

BF

1 Blroot B EEEATMEA SSH AFRBEATEREFR,

2 EEZF /opt/vmware/appliance/bin,

3  #T create-db-backup W%,

mR

£ NFS £ FERRKMHFEMN veloudapp.nfs mount.VMware vCloud Director/pgdb-
backup/ B#&H , BALEBRFHBIMN do-backup-date time format.tgz R, .tgz BREEE
BEENER , URETERTFEN global.properties. responses.properties,

certificates. proxycertificates fl truststore R,

EREEETHMEREARERN VMware Cloud Director FERA R BIRIE

MRECHHDER HA BREARER VMware Cloud Director FEF S BEBIBEN R PostgreSQL & ¥}
E, AIMUBBHNERLERE  YEHPERERAEEENE.
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BERITERERE=-"FAIEMR.

REmR®E NFS HARGFEERARIERERD .car ER.
HEMEERIABRAENENEIEREENSHRES.
BEEAAENERARARETR.

SRR
BREEEFRHKRR PostgreSQL EREMNEN .tar BR, FSBHEH VMware Cloud Director fE

REENRRAEME.

BE-—EAFXEEHEREEIRESHERNERE®R. 2280 VMware Cloud Director FE % ER/YET

ENNBERE,

MREEEHNERLEESFEHENREN NFS @ARES , FFEMIE Bt NFS [RBR2S _E Y B &4

RAIAREE ., BEEECARBHNEER.

BF

1

EXENESEHREERL , lroot B9EA , REBITH S LUELL VMware Cloud Director fR#.

service vmware-vcd stop

EXENGFRRERL , BED . car BREHD /tnp ERIRK,
MR /tmp ERRERBEEHNTAZRE , FEAHMUEBERREE .tar BF.
EXENSFaRERL  BBELR /tnp HEOER.

tar -zxvf db-backup-date time format.tgz

£ /tnp BRIRA | B LB EMBEBSN global .properties., responses.properties,
certificates. proxycertficates. truststore , AR#HA vcloud date time format

&R EEENER.
#5 truststore REREBEARN VMware Cloud Director 9.7.0.1 R E#H AR,

BEEFERTHEL , Lroot S BEAFTESR , REFITTIHZ.
a ?%ﬁ vcloud ﬁﬂ]ﬁo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'

b iﬂﬁ' pg _restore ﬁ’%

o

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name
EXENSHHEFEL  FFHEENERNEL  IRELEER  RAREHMRELME VMware
Cloud Director &% .
a HEHRE. BENGEEFHERER.
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global.properties., responses.properties, certificates. proxycertificates

M truststore BRMMR /opt/vmware/vcloud-director/etc/,

5 truststore EREFEAMN VMware Cloud Director 9.7.0.1 R E#H kA,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates proxycertificates truststore

backup

b REESR 3 TPHREBHENBOERT , RRIBRARE . BRENGEFHERER.

cd /tmp
cp global.properties responses.properties certificates proxycertificates
truststore /opt/vmware/vcloud-director/etc/.

5 truststore EREFEAMN VMware Cloud Director 9.7.0.1 R E#H A,

cp certificates /opt/vmware/vcloud-director/.

c 1B /opt/vmware/vcloud-director/certificates.ks FNERREEFEER,

cd /opt/vmware/vcloud-director
mkdir -p backup
cp certificates.ks backup

d BITHSUEHRE VMware Cloud Director BR#.

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

Hrep

B -—-keystore-password ﬁlﬁﬁéﬁﬁﬁﬁtﬁ%ﬁmﬁﬁ%ﬁﬁﬁﬁﬁo

m --database-password BEERAESLERALENENHRENERNEET.
m  --database-host RIBETEEREREREEMN ctn1 FEE IP ALUEAEAF,

m  --primary-ip BEREAEZFEFNERELERERN ccno MK IP VU, EFRFTEERE
RFH 1P sk,

m  --console-proxy-ip RIERBEZRNWEAREEMN ctno MK 1P UM,

WMESRHBMREN , F2EBERERE VMware Cloud Director FEFAS# B EHHRTE VMware
Cloud Director BR# % 8.
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e HITHSLURE VMware Cloud Director RIS

service vmware-vcd start

BRI LAE /opt/vmware/vecloud-director/logs/cell.log HESIEHEEFRNRBEE.

6 (EREMN) BBEMEMEARIFEESR. F28 VMware Cloud Director ERR BRI BMIDKEAE
%o

7 HERRBEANMERFETRBEBREFEZ , R VMware Cloud Director BIZE K INER.
a EAHARBFEFAPERMRFRE ccno B8 IP Ul (nttps://et0 IP new cell/

provider) BABX VMware Cloud Director Service Provider Admin Portal,
b FABRENRABEEREEA Service Provider Admin Portal.,
c EEEH vSphere NIEREREFREHRESTH.

8 HINEREEBRERBE 2% , A Service Provider Admin Portal fiBREBRE VMware Cloud
Director BRIFEH B P ETEGRN HEIE

a WEPEBEINERT , ENERER.
b EEERT , EF—TERREERE.
c EIGHEATHREFR  RRR-THRERE®E.

9O MRBERIMNBEBEERS automatic , BIHEMERA VMware Cloud Director EFEE API BX
ﬂ%ﬁ%ﬁi% Automatice

%% VMware Cloud Director EA R BN REBEER

fix78:% , VMware Cloud Director BRI ERERFHRELEEN K NMRFEERERKE LY , BHLER
MREBESE, AUEHEREE AP BAEBEREXEFEAT.

#£ VMware Cloud Director 10.1 fits , MR F B E R ERRKE KB , E A LLZE VMware Cloud Director B
BREBEIFNTIEERE, F2E VMware Cloud Director ERR BN BB R EBE,

FEBFER VMware Cloud Director EFEE AP| , R EBEERXRES autonatic B manual, B2E
{VMware Cloud Director EFAE AP|I £E2E) ) (FEBEER ) —&.

HRRETEHRHEBENESR  EFF—SSERAMRTFEZR  CELAERAERERE AP BEENE
EBEERXERA avtonatic, MRBREREENFHERELRS , ABKBNREBERAET -3

% VMware Cloud Director & ¥} E R I 5B ELRE

BRI LARAASEINER IP (Ut AR EERAE ER VMware Cloud Director ERIENZEURE.

FEZ VMware Cloud Director EFSEHIRE , INB S EFERE=FEREBOARAR , B4
ERABR#HE VMware Cloud Director & ER SN ERIZEUE,

EF
1 Blroot B EEEAZRER SSH AFREAZERFE.
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EEZEREBH /opt/vmware/appliance/etc/pg hba.d/.

BEVEEEEN P UNBENXFE , BER

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud CIDR notation md5

filzn :
#TYPE DATABASE USER ADDRESS METHOD

host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

BHVIRB MBI BREERM pg_hba.conf BR , ZEREHYH HA BETPN T EEHENFIE.

B A E A ¥ VMware Cloud Director FEF S &/ SSH 72HL

EREALEREBHE , S REEARE b UBAYEREEN SSH FH., PB2% , BRI
SSH FHRRE .,

SSH RESERARENHIT , LARERE HA WRERERREA . A UHBREAEEFH SSH 7

B,

HE

BF
1

EHRE HA ThHERY SSH FRERETE,

Rt

WREYH OVF RRETEREE (Bl , ARARER) , 8 F VMware Cloud Director REIA
g‘o

a Blroot B EEZEARMER SSH AFwEA VMware Cloud Director BREEBEFEA.
b HBITRASFER SSH BEFEIMMIESTH.
n HERMA SSHBEE , BHIT /opt/vmware/appliance/bin/

enable root login.sh IS,

n FEEHSSHBREFE , F8IT /opt/vmware/appliance/bin/

disable root login.sh IE<H#,

MREH OVF ARETKARE , FBEM vSphere ERAENHRE

vcloudapp.enable ssh.VMware vCloud Director REME.

B BLARPIERMERNEIR , 78K vSphere PR EARTHE.

n BERASSH, #F8 vcloudapp.enable ssh.VMware vCloud Director WERER True,

n FEFEHSSH , %’%ﬂ% vcloudapp.enable ssh.VMware vCloud Director E’ﬂﬁ%ﬁ)’i% False,
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#m#E VMware Cloud Director FEF S B/ DNS BT
2% MO LB E VMware Cloud Director EAS#EM —3 %@ DNS RIFREE.

EE ZELIFEEARBENIHER. CXEACRAMENEIREBRENNERRE.

PEEMY

BF

1 MRBEERSE DNSRE (Bln , ARAIEB/) , 3% VMware Cloud Director F#REE DNS &
Eo

A root 9 HEEASMEA SSH AF#®E A VMware Cloud Director BRAREBEX#E .
b (BREM) BBIITTYa<SREE B DNS AR :

Q

ovfenv --key vami.DNS.VMware vCloud Director

c ®F—ZE DNS fR:E.

EEIEESE DNS @RS , &4 DNS_server_IPREBLER P RHEE (TEEH).
ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP
d BEEBELN , FEHME VAOS ¥

systemctl restart vaos.service

2 tﬂ%%i}d{ﬁ% DNS %Qflg y %ﬁﬂq vSphere ﬁﬁﬁ %ﬁﬁﬂ% vami.DNS.VMware vCloud Director A
BHERTE R DNS AR 1P Ak,

HRIETEZME DNS AR  FRALEROBHEE (FEEHK).
B CLARFERMBENER , T8 vSphere FEERRTHE.

#RE8 VMware Cloud Director FEF R B MR N HENFFER A
#1703 VMware Cloud Director S8 8% , AL E ctho M ethl MR NENTRERH.

MERS
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BF
1 MREGRSFHFERHE Gwm, ARARERN) , BE VMware Cloud Director P #REEFFERH.
a Blroot B EEEARMEA SSH AF A A VMware Cloud Director BRI EBEXEA .,
b (GREM) BREENSERMALE.
s HRetno, T TGS,

ovfenv --key vcloudnet.routes0.VMware vCloud Director
n HRetnl, BITTFIGS,

ovfenv --key vcloudnet.routesl.VMware vCloud Director

c DEFERHE.
FRERALARNER D BHRARKEEE. fla, R ecno , BERIT :

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

n HRetno, BITTHDS.

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "new static routesO"
n HRetnl, BTG,

ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new_static_routesl"

d EHE VMware Cloud Director FEF % E MK IR

systemctl restart vcd-ova-netconfig.service

2 MRBRABSEFEEMBE , FEA vSphere RAENHEE OVF AR,
FRERASARNER D BRI ARKAEE,

B S ERABEREEENEIR | 7 HETE vSphere W EBERBMNE.

m 5 vSphere EAENE , #% vcloudnet.routes0.VMware vCloud Director NBRMWERES

HEBREHRETFSH,
m 5 vSphere EAENE , #% vcloudnet.routesl.VMware vCloud Director NBRWERES
HEEBRETSH,

VMware Cloud Director EF £ B HAREIE ST

VMware Cloud Director BRI BB S EMNHAREIESTE,
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H & i

/opt/vmware/appliance/bin/ EREBHEEIESE.

/opt/vmware/appliance/etc/ FEREEHARER,

/opt/vmware/appliance/etc/ EA L BT BB B ZE pg hba.conf ERMNEHE, FLERE VMware Cloud
pg_hba.d/ Director E#}EH SMERFEE,

E# VMware Cloud Director EF R B EB&

EIREE VMware Cloud Director EFIE B , cEL GNP A 365 RN EBREBBE. NRELN
BREGEFENSIHRCIPNER  SULELEFNEREERR. SLABENEHEME VMware
Cloud Director & FHBHER.

VMware Cloud Director B BFE AR SSL /¥, VMware Cloud Director fR#&#& — BT AR
HTTPS ME1E4 Proxy @i, RERR PostgreSQL EREH VMware Cloud Director BRI EEEF
AENEH#LAS—#H SSL BE.

BB EFEMABEREENEE. 3F , NREE cA ZEBNEBERAMN VMware Cloud Director 1
HTTPS M=EIEA Proxy B , AIREEB TR PostgreSQL EREMEAXEEEBFAENMEEE.
CAEEBENBRESHB AL BTREZRMEBRRNTRESEEE,

BRRM

NMRACEEHFENESTANEETHNIZHHNER  FETEEMCHRERNEERN U LERE
X, FBH (BEERER) .

BF
1 Llroot B EEBADMFEA SSH & A VMware Cloud Director EREBNIEXZRS.
2 ZE{ELE VMware Cloud Director RIS , FHIT TG %,

/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown
3 FEELEFHNBREBRE , BRI TGS,

/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

LS EEHE AR PostgreSQL ERENMERLEEEE Ul FRHFEEMNEE. PostgreSQL

Nginx ARG EFHE ., LS ELEFTNBESRHEEE /opt/vmware/veloud-director/

certificates.ks , EFRBEEMAMN VMware Cloud Director 2 HTTPS MEE & Proxy B E

BEERRE E LR 4 HERA).

4 WMREBKRER CAZEBNEBE  BHRTHS , SHEENBEREBEBEEA VMware Cloud Director

B,
/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password <root-password>
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5 E#HEE VMware Cloud Director R,

service vmware-vcd start

®R

EHNBERFBR/HESHERE VMware Cloud Director EHENE®.

TIR#EIT appliance-sync BB | FTH PostgreSQL BEGEAZHM VMware Cloud Director &
F1#& B VMware Cloud Director 5 EERERF ., EETRERZEE 60V,

BEBESR

MEXE  BERHEZFFTHRABRMBIABEERERBESZBSNER.

B BERFBNAHN PostgreSQL 1 VMware Cloud Director B £ E
B Ul BE

FER , W PostgreSQL BHIER VMware Cloud Director ERAREEEERAENELA—EBER
HEBH SSL B, ARELZEMY , BULUSTERNEBEREERIINRE TR REKE CA) EENEE,

E & E8E VMware Cloud Director BRI EBR , ERELBNHA 365 RWBEKRZEERE. VMware
Cloud Director FEF £ EF A M4 SSL BE ., VMware Cloud Director FRIEHE —EBH AR HTTPS
F#E A Proxy Bill. AHI PostgreSQL BRI EHM VMware Cloud Director EREBEEFRAENEH
A% —# SSL B&E.

i BAENENERAELEEE U BENEFTEXEAN HTTPS MEES Proxy BAKERE. IR
HP—EARREEFTIRFLANRS —BARESE.
35

1 MR /opt/vmware/appliance/etc/ssl/ved ova.csr WBEHBEREEZE CA NUHE
Z

2 MREEDRTZERENER  BFEAMEEMHMEREERN DB ERBERNTEE

3 #§ /opt/vmware/appliance/etc/ssl/vced ova.crt FHYRAE PEM B BERMRA/ELZR 1+
#CARBHNEERE.

4 EEWMESHEBE 6 FEHEF vpostgres. nginx M ved_ova_ui BR¥E.

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service

5 MREEMRERERENTR , BB HLMEBHB HERERX,

mR

TIR#AT appliance-sync KK , FIBESEAZHM VMware Cloud Director f#F1& £EH
VMware Cloud Director 5 EFHEFR ., WEEAERZEFE 60,
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#Hn VMware Cloud Director EFA#E £ AT PostgreSQL ERIENE

==}

R VMware Cloud Director FEFZt BH) PostgreSQL BRI EMBEETE , BRI MR E#R R
PostgreSQL ERENRE.

PostgreSQL ERIEMAER 3 £, HERKA/NA 80GB, AIEEALBERRTRILERF.

EE Z/ALXENMIAREFAGEALENDSE  ARENTERAXENTE.

SESHERAEE LM PostgreSQL BRI EMBEA MM BRFERAKE LW PostgreSQL EHH EME X
MEREL

B

s MRMEH VMware Cloud Director BIREEEFmEE , FRESOHENTEGE  RERSOHEHE
BEEr. NEEBERNTEACNFMAEN , BF2EMIAR VMware Cloud Director EFIEEHE £
2RAMBHEBEER,

s HIRIEH VMware Cloud Director REEBES—HEXEMY , FETEHR LHTHER,

BF
1 & A vSphere Client , #Ef 3 WAREEMEIFFE KN,
SREFTEAEE LM PostgreSQL BRI EMB AN AETERAEE FM PostgreSQL &R E#
BA/NEE,
a ENSHNESFHNEARBERBKSR.
b ZNBE > KERE.
c EMEH 3K/, REER-THRE.
ENRETENEESBRERENITEERS,
2 BEFEEMAIIERLESHNEERS.
a Blroot BHEEBRAZMEM SSH AFW®E A VMware Cloud Director ER#BEXIEA .

b BFEXEGANARSFEAIEXZRS , BRTIIESHE,
/opt/vmware/appliance/bin/db_diskresize.sh

3 MREBRFPESHIBEEAREAL—E  NHUAEENENSEERECSLER.

£ VMware Cloud Director FER B 182k PostgreSQL #H&E

BT LAEF PostgreSQL ALTER SYSTEM @4 # ¥ VMware Cloud Director FEFA#E PostgreSQL A
8
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ALTER SYSTEM S ESERENEEEA postgresqgl .auto.conf R , ZE R PostgreSQL

NBLHBE LN postgresgl..conf R, REREEEEHE PostgreSQL R , MEMRESR

DR ETRE , AT EEENME . BF28E postgresqgl.conf BR , RABRENEXTEE
HEBERER K HEETREEMMN.

BF
1 Blroot BN EERANRMEA SSH AFREATERARENEEZRSA.
2 HKEREEFEA postgres,

sudo -i -u postgres
3  f#/ PostgreSQL ALTER SYSTEM S B2 E S,

psgl -c "ALTER SYSTEM set parameter='value';"

4 HYESEESENHESEEESR IH 3,
5 MBEFEESTNEESHEETEHME PostgreSQL BRI , i EHRE vpostgres fF.

systemctl restart vpostgres

6 NMREHWBENBEESHMEIE , 58 postgresql.auto.conf BRERINFHEALE YELE
R EHE PostgreSQL ARHE.

a # postgresgl.auto.conf REZHHERINFHEL,

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b MWMREHM postgresgl.auto.conf BRANELSEZTEEHRBAEEN , FEFTREF
W EIES /Y vpostgres BB,

systemctl restart vpostgres

c HUSEFHHEMEE6aM6.b,

BREZENESTAMERP EENMTHFoREER
NREBBEAMACTEAGY  ACLERETANEETEREE , ASASERBREE,
BRI~ RAGERBHRTLSS.

BE BATHEIESHEREF, JAZORAE—BESTRERUTRE,

MERS

EERBRERGHEN  LARMOMEBIE. FERD P AL, FREEROREALRIBH. T2E
BI , E/H ERFR] ERTHRNERELRBEGRN P ik, F2H (REENESTHEESHN
REE) .
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BF
1 M root BN EAHMEA SSH EABSPEMRNTHERNIEERSE.
2 #BFERAE#ERLR postgres,

sudo -1 -u postgres

3 MREBERER,

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/
vmware/vpostgres/current/etc/repmgr.conf

®=R
BRRBEERHEHERETHHRNTER reomgr TEEHNABHEERRPBR,

EERESTANEEPRIERERNSHREATRNAGS

BRI LAMEA VMware Cloud Director EREBNEEMERAENT , TENESTHAEEEP Y BRHFEEEN
AR, WETRNBEEEARAETERFR,

BRI LAE R VMware Cloud Director EFH BB B FEAE N HES VMware Cloud Director FEFHE
APl , RYBRETENSFHREENAEL, LEFRATEAEEFERAENMETERNSE,

3-3. EXENGFRRFER 2BER

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STAMDBY, nodeHealth: HEALTHY
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BEIRA

n BREBETNAEHRERRIRIFACLE. F2BE®E VMware Cloud Director EFAREESE#ES
MRMBEBEES,

B
1 BULBERARBFFANE VMware Cloud Director &7 LHES , SR EREREZEN,

HEIBREES VMware Cloud Director ERETE 30 2l 60 RWRNEEFER., SEHRIFEFEHMN IEX
B, BUEFILEETERERLNED.

2 Blroot BB AEREXEEEFEAENE , MULA : nttps://
primary ethl ip address:5480,

3 EEERT , BRABRSXESETAYE.
ZAURBFRFENEBREAACHNRE , URESHHERBENRERNEE,

4 BREERE2MNA vealthy,

5 HHUHEAMATIERERNREEREZ-TERIEZE  IRIER,

6 BEERTIAETHE , BEFMBDIERIHHEBERETNREREAEEES,

FHA MQTT AFinsI REHM Tk
BaLAER MQTT BFE %R :TEI AR VMware Cloud Director E4FM I EMFE.,

MQTT BE—REREHHN BNV EEHRBERIFE. VMware Cloud Director £ MQTT R MERBEE A
A MQTT AFRTTRNSES4HMITENEN. MQTTHEEEA MQTT RIBETEE |, thRBEITUE
AEmALENERTRHEMNE,

DEEM

n  BEREN MQTT AF X & WebSocket,

n BRETLSEREHFIEE WebSocket ARHER,
BF

1 M OpenAPI iE % A VMware Cloud Director,

2 BEEY WebSocket HE# | 518 Sec-WebSocket-Protocol AR RES ngtt. HAF KRR ESE
BE /messaging/mgtt BEWFIEREER , RARER/EE MQTT ERRBEITERE,

BE1%® VMware Cloud Director FZXZ AERFEIWE JWT Token, AT EHAEZBAMRIBR
BZEH,

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}
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3 HRUWEINESE  FEBMQTT AFmRITRERE.

publish/{user org id}/{user id}

publish/debd63a0-6eae-11ea-8c7b-0050561776be/d19fd8ff-6eae-1lea-bb42-0050561776c8

AREEETLUERABAFZFAREFIAAASEE,

publish/{user org id}/*

FREEETLUERERAT IREFIMAEEE.

publish/*/*

ELE VMware Cloud Director FERIS EEREE SRR
BRI LAME A VMware Cloud Director EREBEBFEAENTE. BAEE API 2 repmor ARURBET
BEEHREE VMware Cloud Director FEFIRBEEE

BALUERA VMware Cloud Director EFIEEEEH#AENERREEALEREREEN, RiEBER
HIER VMware Cloud Director EXEERBEAMKZEHBRERNERERE BV AHAGEESR
FEERHRBELE,

ZID%%%ZFaﬁE’\Jﬁﬁ‘é%E*ﬁEVF—ﬁ , EJJ?&@%%E&EW% Indeterminate, Indeterminate *ﬁiﬁﬁ_{ﬁggg
BEHEENTERERBRENTHE2EAERT —HNESRE, BLXADERELFEHEERR.

¥R VMware Cloud Director ERREE SR 2 M A MAHEBEHES
EAILAE VMware Cloud Director FEF X EEEBFEAE N EREEREEMRE,

BRI LAE A VMware Cloud Director FEFI# BEBFEAE N EE® VMware Cloud Director FEFEE

APl , BREBETHEENEZE. HEENAR. HERRE. SOREREBNHEENEE  URESE
FEREER, HEFRBATEEEFERAENETELREALBEER2UINSE.

EF

1 Hlroot BHEANERAXEEEMFERAENE , HitA : nttps://
primary ethl ip address:5480,

2 HEEERT , BERABRXESETAYE.
BULBRRTFENEBRAEACNRE  URFaREFERENRBFENERE.
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3 RBEESEERR.

B SE 2R
R R

B3

No_ Active_Primary

Read_Only_Primary

Critical_Problem

4 REERRBERHBEEN,

BHBEHAR
=)

FH

THRE

it

BEEMRTRFRE, TERFEAMBESHRFRER
g EMREEEE.

VMware Cloud Director B & T EM API 9 EFEE,

BEERERRE, TERFENES —ESmRHETFERE
RELREETER , B3 —BFTREFREELIERER.
TEEREEILRET I EREE , BUNRE—ETEEN
REREES —EEREHRE  AZTEEREBEEIEEE
fE. RERREAHOTEESHRERFERRELIERERE
WEHREEE  TEEEERRRE tealthy HREE,
VMware Cloud Director fEF &M EM API HIEEEE,

BRENEENIEERNE. NREMETEENSHHST
% BESEP-—ESHREFEARBINIEREFE. W
RERERREMEREENSHEES  AXEDEHEEL
FEIBEMR.

VMware Cloud Director fEFE& /M EM API EEFEA,

FE—ESKLTEENE  BEARBEFRETEENED
RBER , BWERS Read only, LEBEMBEHNSZH
=i,

VMware Cloud Director fEE N EM API EEEA.

BEENT-BWMRE, fln  A2EIE#EREREL
R REFHHFERETHERNEIERER. CLEDH
I FESEAMM

BERRE T RE R S22 VMware Cloud Director A& N EA
AP| AT A%,

i

MBFTEEREREHFE | VMware Cloud Director & B &)
BRENEREBE,

MRBRFEEREFEWE , AIXAERA VMware Cloud
Director BRI BERFAENERTHEBE AP BHRER
EREHBE,

PEBEEAEEENTEHH AT . BXEDEHH
BASEMR . FEBFEA VMware Cloud Director B E
AP, # FailoverMode Bk A Manual B Automatic, S
B VMware Cloud Director EFA$ 8 API £ESEFNE
EBEREXEN,

BEENESTAMEENERIKE
A LAEF Replication Manager TEEH , RELNERESTHAMESTHNE R Z2EANER.
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BF

B root 0B ABEM SSH BABEHREMARTHREFENEERSE.
BERAE#E AR postgres,

sudo -i -u postgres

BEBRNER.

repmgr cluster matrix ﬁ%&%%ﬂ’gﬁ{ﬁﬁ%tiﬂﬁ repmgr cluster show ‘Eﬁi% , M BASE f&E
EABETRER.

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster matrix

ETHIEFF , 8F 1 MER 2 EKE , METH 3 ERAM. SEERIHEE —BAMKE , RRZ
AR B ERREE R

F=IHPHN=ERECHELE K2 F%K, BAHH 3 CHA , BERAHEHERNMEBREN.

Name| Id | 1| 2 | 3
—————— e et SRR
node 1 | 1 | * | * | x
node 2 | 2 | * | * | x
node 3 | 3] ? | ? | ?

repmgr cluster crosscheck MR RXXBEFAHHASZHNESR K TRLFFHBREERE
&?O

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster crosscheck

ETEU@E@UE‘:‘ , AT repmgr cluster crosscheck ﬁ%ﬂ@ﬁﬁ%ﬂ%ﬁ%i%ﬁﬁi%ﬁﬁﬁtﬂﬁﬂf&ﬁﬁ%
WHETE  WEEHHZERTRIXRE, EURHP  MEHRHERD , BRHARKERE
REHH 1 XEHR IETEONHE, ER—EFUBRERURSBEH , Hd , 8% 1 818
HEEXIEH 3.

Name| Id | 1| 2 | 3
————————— Fmmm b m— b ———
node 1 | 1 | * | * | x
node 2 | 2 | * | * | *
node 3 | 3| * | * | *

BRESR
FRATENESTAMESTHERBESHRE  FESETR LATELDS  RRBERETHE,

BREENESTANEETHHNERMRE

BALAE A Replication Manager TEE#H PostgreSQL BEEIXKRini K HEEHESTAMEEDH
R B R B AREE

VMware, Inc. 80



VMware Cloud Director &g, HREMFHRIERE

BF
1 M root BN EAHMEM SSH RABZSENEMTRNTHERNIEERSE.
2 #BFERAE#ERLR postgres,

sudo -i -u postgres

3 WMEHHOERRE,

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/repmgr.conf
node status

FTEHENRSHHIRMEEEEE . PostgreSQL IRALU R EBFMAERNEN., Hln -

Node "bosl-vcloud-static-161-5":
PostgreSQL version: 10.9
Total data size: 81 MB
Conninfo: host=172.18.36.193 user=repmgr dbname=repmgr connect timeout=2
Role: primary
WAL archiving: off
Archive command: (none)
Replication connections: 2 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)

Replication lag: n/a

TN ARG IR AREER . PostgreSQL A, EEFMERM LFHMHOER. Sl .

Node "bosl-vcloud-static-161-49":
PostgreSQL version: 10.9
Total data size: 83 MB
Conninfo: host=172.18.36.191 user=repmgr dbname=repmgr connect timeout=2
Role: standby
WAL archiving: off
Archive command: (none)
Replication connections: 0 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)
Upstream node: bosl-vcloud-static-161-48 (ID: 683)
Replication lag: 0 seconds
Last received LSN: 2/D863B4E0
Last replayed LSN: 2/D863B4E0
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4 (REM) MEFZHMEN , BFEA PostgreSQL BB R KR IR HBREHHNESRE,

PostgreSQL BB A mE 2t BT H I RN I A BEREHERE AN T EMHFTEXTEN
&
a EERZE psql Kim

/opt/vmware/vpostgres/current/bin/psql

b HERFABETRALEEHEREZNEI , FRIT set \x WL,
c REFHENAGRTESREERA.

] B
EXTEHNEHTEA, select* from pg stat replication;
aEHwHR LEBRTEN, select* from pg_stat_wal_receiver;

VMware Cloud Director EFAEEERERZEER

WMREERHEHREF—E VMware Cloud Director BBV RAEWIE | SO LERENEEE.

NRERESTHMERPHREERFEAY  IBEERERURESEREE T WHERE R WA HR
LERE. Pl | pegraded BERBRVETFHREFRBETHE. AREEELAEHNBEHRLEN
EER.

VMware, Inc. 82



VMware Cloud Director &g, HREMFHRIERE

3-4. EFDRERHEERER

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth; HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby

l

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDEY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

NRENESTAMBSTNEIRZRERERLRE  ERRER N TRESESR vo_Active Primary, B
RTAREESVABEHBRHENTEMES.

RETAMEETNEIERERYEER

MBEFTERFERARAEEST , I EHP—BAFORERSESATFNEIERERL BSNERBE—BEFNSFSD
fH1EHE , 7868 JR VMware Cloud Director B#IE ., R¥EEXME , VMware Cloud Director FEf £
BEERHESEHRERARATNIERTR , SIXEFEIEE AR,

B3 VMware Cloud Director ER BN REBEER  REIEFEEKEERERETEN TERE,
HEHFNSHRERE  TUEHAEEIERBEEEFERALAMNIEREEN IP LU MEEETRE,
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FHRERERANERTHERRE

lel%jEEFﬁ?ﬁ%Jﬁ% Not reachable EY, Failed Hﬁ%& , HW1?§$%’(¥1§EE’\\‘ Running Hﬁ%& , EJJE.“‘XEFH
FER#EE HTMLS EAENEHM VMware Cloud Director EFIEE API RBEER.

ZEREEEDHEHROMRE | F28 BB VMware Cloud Director ER R BEEERI R INBERE
B,

1 WRTARE , EEHAGEHREEIA , B VMware Cloud Director 2% . RABNETEHELRATT
i llaea

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 BRENTEERUREMER.
3 BEGREBABRAFNIERER.

a Blroot B BRARTHEHRHFENEARKEEEERENHE nttps: //
standby ip address:5480,

b HLRERASEFTIERFRZGHRFRNABERTH , B—THE.

EECEAENERTAAIEACHMERES. RETERFRIGRER/RN , MHANEERFEDN
RERAITH, BEREERAA/EER.

4 WREBNETEREERUMEMFES  BBERAEREE APl Unregister 3%, # repmgr &7
AMBEBRARNTIEERARLE. 528 VMware Cloud Director FEFZE AP| 3REASI#.

5 & VMware Cloud Director fAfRZERFATBRABNTERAKE.
a UEEBES25EA Service Provider Admin Portal.
b REMREBEIINWEERT , BERERER.
c HEEEMNRT , B-TERHEEHE.
d EEGHEAPHREER  RARER-THRRBRE.

6 NMELEEEFAIABMNIEEALEN PUUMNTHKERE K FRAABNIEEREERSERE
BAAR&E | SifE A vSphere Client A& E MK,

7 WEHFNSHERARE. BALUKE VMware Cloud Director EFIRBIE | KEH VMware OVF
Tool &8& VMware Cloud Director FEF%E

BEFNGPEARKER  ERRERNLA/RRARE.

BEREBRERANER

MBFEFEKRERN railed SRE , VMware Cloud Director 8 BB HEER AR ATNRITHIEIE
HER , EEEERCRARE EARE—EHTHEGHES. BULUER HTMLS ERE T EHM
VMware Cloud Director B E AP EHERER,
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EERBEEPRATFREIRE , F2E BB VMware Cloud Director BRARERESR2MANBTERE
B,

1 WRTARE , FEAREREEIAERBE VMware Cloud Director F ., REABNETEHERATTS
DA
g =

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 BARUNETEEREBEMAEIR.

ERFERENERNATIEACHMERETS. REZTERERORE/KRY , MANEIRRELRN
RESAITH, BRESKRACER.

3 REABMNIBHERIUIINVEAREER  BBEREAEE APl Unregister F3E , & repmar &7
AMEEBRARNIEEARE. F2E VMware Cloud Director JEFI#E API sREAST 4,

4 & VMware Cloud Director fARSRFHATBRAMNTERALE.
a MEEEBE S EA Service Provider Admin Portal.
b REBEEIINERT  BNERER.
c HEEMRD , B-—TERFEES.
d EEHEAPHRER  RERER-THRERBEE.

5 MBRAESEFRALAMNIEERAREN IPUMNIRER  SRELAKNIEEARECHEBE
B, SfEH vSphere Client #E MR,

6 WBHFNSHERARE. LA LUEE VMware Cloud Director EFR B2 | S#EH VMware OVF
Tool #8& VMware Cloud Director EFI$E, HMEHFHNSHEALER K BEREMRAMEERR
RiF,

7 MEABMNEERERUIMEMREES  FHEBEE APl railover FESEEREREEXERA
Automatic. 2R VMware Cloud Director FEFISEE API SRBA .

REITRAMERTNFREEFERERE
MREHHEFRAEERT , CTUBBBEFN SRR LHEAR.

MBED—(BESDHEEREN Not reachable B Failed MREE , BRI BHFNHER., EEREESET
REROMRE | 520 BB VMware Cloud Director BRI BEERZ2 R T NBHEBEER

MEHOSHREBE , TUEALTERBREEERA XMV G RETHEN P LU MEEE.
1 MRUEE  FEARFEREEIARRM VMware Cloud Director 5, #ARNSFHREFHRANTTI
ﬁ%o

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

2 BRBNEFHEREREMER.

3 ftrepmgr SUAMBERTRREZAUNTOREE. F2RBRRERENESTRAMERTAK
HEEERNFWEIR.

VMware, Inc. 85


https://code.vmware.com/apis/967/vmware-cloud-director-appliance
https://code.vmware.com/apis/967/vmware-cloud-director-appliance

VMware Cloud Director &g, HREMFHRIERE

4 {8 Service Provider Admin Portal #£ VMware Cloud Director {fl[RESE 4 2 BR B IR N E /Y 1Fdn
FEREE.

a WEPEBEINERT , ENERER.
b EEERT , E—TERHEFE.
c EEGHEATHREFR  RRE-THRIRE®E.

5 WMREEEEEARBWFHRTHRE P 4 DNS 58 |, AIBARRABNFHRERREER
BARA AR RE TS EL MR

6 WBHFWSHERARE. B LUEE VMware Cloud Director EFREH 2 | S#EH VMware OVF
Tool Z82 VMware Cloud Director B E .

MEFNTFDEARER  ERRSRALARRARE.

7 MEABMPSEHREEUIMEARBESE  EELEEIEBEERXERAS rutonatic , BEAERAE
E APl railover A3, i52[ VMware Cloud Director FER#E AP| sREA 4,

NBHMEDEHBEHXWHMEN , BB VMware Cloud Director AL BN B BHEHBHE,
BRERENESTAMBREPAMBBELIERN SO
R A D EE ST M LA repmar | BB BBARRFEERNEHEHH.
fBE BATHEIESHENEF  JAZORAE—BESTRERTRE.

VEFS

EEBBREBEFIENTHNSHER  CLARUEMRBIE. F2AREENESTRAMERNESRR
,%zo

BF
1 Ll root BOEASMER SSH B ABENTMRTHHENIELERE.
2 KEAE#ES postgres,

sudo -i -u postgres

3 MBREBRAMIELERNER,

/opt/vmware/vpostgres/current/bin/repmgr standby unregister -f /opt/vmware/vpostgres/

current/etc/repmgr.conf --node-id=ID

#R
RREEHEHER repmgr FEERIBBRZEEHEN.

BRERERNESTANESEPRMNEIERTS

MREHNENESTAMEETNIESHAR , TEARTHNEIEHR  IXARREEABNTE
B UBHEESETBRIBEESREERT -2
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BEIRA

s EBEZERESBTERTHINTEDE , L FREHERE. BUILER VMware Cloud Director
EREE API R TEEFPTEHHNEHHRFNTE. F28 http://code.vmware.com L VMware
Cloud Director FEFIE API 2%,

n BRABNTESHEAFERADRESHERBETASHHEY  REARFTNEIEGY, NERESE
MELURFHRFERENRERNBBOMEREN , F2881E VMware Cloud Director EREE
BERIRANBEBERR,

BF
1 Bl root BHBEAHMER SSH EAREFEARNTHEHNIEZRL.,
2 HFERESEAR postgres,

sudo -i -u postgres

3 (BREM AERRRDWNEHRBEHEHOLERGE  BRITER ——dry-run BENSR S,

/opt/vmware/vpostgres/current/bin/repmgr primary unregister --node-id=node ID --dry-run

4 RERESRETRE.

/opt/vmware/vpostgres/current/bin/repmgr primary unregister --node-id=node ID

#=R
MWAEEEW repmgr REERIERETE .

REEEREE

W8 VMware Cloud Director EFIEBHNBAY , REAEBREFENE , EulREERAEERRZEN
HIETREENRE .,

VMware B X BBEEEEXEFREERBHZEEN . BLUER vivare-ved-support LU
S XM EEMA VMware Cloud Director s2é%. MEBBEWE VMware Cloud Director IR BT &Y
HAE , F2E https://kb.vmware.com/s/article/1026312, #1T vmware-ved-support I8 S BR |
RRAUEESCHERZETRERNRFETE (REAXE) WHERBEEN. F2E nttps://
kb.vmware.com/s/article/71349,

2 VMware Cloud Director FE % B R0 8248

EBE VMware Cloud Director BB % , UL EE XK E R ELBRPNERNES,

BF

1 Llroot P EEZRASMERA SSH AFHE A VMware Cloud Director EFRAEEFIEE .

2 BEZE /opt/vmware/var/log,

VMware, Inc. 87


http://code.vmware.com
https://kb.vmware.com/s/article/1026312
https://kb.vmware.com/s/article/71349
https://kb.vmware.com/s/article/71349

VMware Cloud Director &g, HREMFHRIERE

3 WMETHEE.
m firstboot ERESHEAKEEXRAMMABNTHREN.

s /opt/vmware/var/log/ved/ B 8B EE Replication Manager (repmgr) TEEH#ZE &
R ENMERALERSHERBNTHE.

m  /opt/vmware/var/log/vcd/pg/ BSRBEEHARNEALEERENEMDIHEBIRE,

" /opt/vmware/etc/vami/ovfEnv.xml EREEIHE OVF BE,

VMware Cloud Director & FIEEEAEENEERE LT

BB K IhEFE VMware Cloud Director ERI#E | {H VMware Cloud Director BRTE Al BE ARG .

Lk}
vmware-ved IREEBAKENERENIFERPIRE,

R&H

MR EWBBEEMREH , VMware Cloud Director BRI FT8EE BTALEAMN NFS A EHREREEEM
EEME. BETEERAREZA , HABRREHFETRSESR responses.properties BRH
appliance-nodes B#%,

MREEHBEFHFHEFEDR vCD EABRRXFHEFE , VMware Cloud Director IRIS AT 86 EERE , BA NFS
HAERBEEEPEXK responses.properties BR, HBESHEAEES vCD EABRKEREE>
Bl , A ERREREEFEENEES responses.properties BE,

B NRENESCREAEBRGRE  AESBHM—SZERERZE , ELEFTREREE AP
BEEREBEEXERAS rutonatic, 2B (VMware Cloud Director FEFI#E API) . FEEHRH
ERRERBEERA vanual, NRESHFHZANREBEESNT -, AIBREAEREESXA
Indeterminate, Indeterminate M S ENHHHEEN T ERFEFRBEENST R 2EHRT —FHNE
SR, EERREEREBREES 2881 VMware Cloud Director ER# B& E£R@2 MM NAEH
BEER,

RRFR

1 Llroot B EEZEARMER SSH AFHEA VMware Cloud Director EREEBFEA,

2 W|E /opt/vmware/var/log/vcd/setupved. log AR NFS HEENEERNE,

3 SHYEREEEIEENFS HFE.

4 EFNERKEE.

BESHEFREZ VMware Cloud Director RS EREHHRE VMware
Cloud Director BR¥ %k B

BEHEFE VMware Cloud Director BRAEEBR , 11T configure @S ABER K,

VMware, Inc. 88


https://code.vmware.com/apis/967

VMware Cloud Director &g, HREMFHRIERE

&

#1T# VMware Cloud Director BE R ZEFZIF M VMware Cloud Director ERE BRENEF M |
BRI AT configure S AEFHRESEH FFEFH VMware Cloud Director fR#. configure
WL AR AR IL R REERAE sun. security.validator.ValidatorException: PKIX BRI
R java.security.cert.CertPathValidatorException: HERELRM,

RRF R

1 HEEERERLBAT®S.

sed -i '/vecd ova.crt/ s/$/ --force /' /opt/vmware/appliance/bin/appliance-sync.sh
2 EF 1598 REEHYIT configqure L,

AR EY VMware Cloud Director EF S H RN ETREHHRE
BEHERNERAZ VMware Cloud Director EFRIR B | BRI UREREER R R FEERNESL
rEE

R vamicli WLEEER |, BAE R EEETREHR,

R R
1 Llroot B9 EEBEADTMFEH SSH & A VMware Cloud Director BRAEEFIES.

2 BRZMEMNRCEE.

m R vamicli update --check X , FEEZE /opt/vmware/var/log/vami/

vami.log,

m MR vamicli update --install latest kM, BFEEZE /opt/vmware/var/log/

vami/updatecli.logs

3 WMETHEE.

#2Z VMware Cloud Director E# k8

¥ZE VMware Cloud Director B B EHHF , #1T vamicli update --check S AREERKE.

A

BIEHRERXERZE VMware Cloud Director ER#BENREF B , BRI IT vanicli update --
check MEUREBEREEUHEH ., vanicli update --check S WHEEARIERAK: THE
BB R AR, BELRAE.

R&E

ENERERZHNRETER,
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P ES
1 FAEENRELHIT vanicli %,

vamicli update --repo file:/root/local-update-repo
2 BRITHIURERTEEN.

vamicli update --check

Z 84t VMware Cloud Director B &% 5 # %k B

Z# VMware Cloud Director B EEN R EHNE , 11T vamicli update --install latest
WL AR R,

RIE
B @mREXERZE VMware Cloud Director EREBMNWRFHR , BRI LEIT vamicli update --

install latest MLUEARHMNATABHER. vanicli update —-install latest WL AR

BRBABRAY: BOTEHATRBREER

RHR

E NFS AREFEEAFHE , SR EiER.

BRIR

1 ®ERHER /opt/vmware/vceloud-director/data/transfer B NFS fABR2S AT 17 HL,

2 BRBTa<SHUERTANEHEER.

vamicli update --install latest

2 VMware Cloud Director FRIEHIARRE

BAILAEA VMware Cloud Director EF R BN SR FRAENERRIBEFAEA ZHEZEEE VMware
Cloud Director RFISHIAREE .

BF

1 Llroot BHBRANERXEEEFEAENT , #HitA : https://
primary ethl ip address:5480,

2 FERGRBEAMRE  FRAERPRIERE.

R VMware Cloud Director BB IFFEE/E , Bl vimware-ved Ml vpostgres IRIEIEEEIT.
BEBESR
MBEBERE repmgrd RIEWARELLEITESE | B4 AFEH VMware Cloud Director FEFIEE AP,
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£ Linux L 2%, ARANEE
VMware Cloud Director

WA LAEBE - 2@ Linux AIRES %% VMware Cloud Director E &= %2 VMware Cloud
Director EA£EN —HZEMITEBERE L VMware Cloud Director FIIREEE 4, EREHBEHITHA
¥ VMware Cloud Director A8 | BiEE VAR EE R EEE,

ERAM Linux B VMware Cloud Director BREEEE /M BERIE , M VMware Cloud Director EFEE
AR# PostgreSQL EHRIE.

#Y VMware Cloud Director fARESE¥4H % , # VMware Cloud Director Z#E vSphere ERETE
&, HRPEREIR , VMware Cloud Director A LA NSX Data Center for vSphere, NSX-T Data
Center EIRFEAME .

FH#I|AE VMware Cloud Director Z# 85 | B VMware Cloud Director BMEEMER ELE | RE @R
8%, BEREM vSphere 2 BB EREZE.

# Linux EH9IEAE VMware Cloud Director Z#EBEZ VMware Cloud Director FEF& B |, [FEH
VMware Cloud Director 88 , W EREREZEALEFNARIERE.,

AEEWTHER
n ARSI

n  EHRHE VMware Cloud Director

s 7E Linux £&# VMware Cloud Director
s &% VMware Cloud Director %

m £ Linux EH#&K VMware Cloud Director

s F# VMware Cloud Director %

HRERE
vSphere £t VMware Cloud Director Wi . stEHEBKITE. EHKRZEN , FAETELEN
EH vSphere B VMware Cloud Director B8 , B2 — A7 X EWALE,

MRERERICRRFZEER , AINER LASHE  SEASNEAEREUARMAERENEDHSER. &
AER T FiE R R E T KER D AV AERE

n HYUESEEEERLFEAMN vCenter Server REHLE — 8 VMware Cloud Director 1741

3
e

HE

[
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s EEEFA B VMware Cloud Director Linux fAREZEDHFE (VMware Cloud Director MRASE:
) PRENRECEENFEETER,

n  HIREFEIE Linux 2% VMware Cloud Director , i858 & VMware Cloud Director E¥IEE , &I
£ Linux £ E VMware Cloud Director B 7MEE PostgreSQL &% & H frat

X5 %% VMware Cloud Director

£ Linux fAIPREE E &% VMware Cloud Director 28 , HBLEHBREE,

£ Linux £3%E VMware Cloud Director By ¥MEE PostgreSQL & ¥} E

VMware Cloud Director 7R EFEAERERBFLAEM. 7 Linux £Z% VMware Cloud
Director Bl , XBRFEFRE PostgreSQL EREHITERE , I VMware Cloud Director B EfE
AE|RE,

# PostgreSQL B ¥IEE VMware Cloud Director B A K , PostgreSQL EREEFSHCHRES
K.

B ARYENEANEREEBIEIUHE VMware Cloud Director 8. VMware Cloud Director #
SEEEMEM VMware EREAERELLE,

VMware Cloud Director X128 SSL E&ZE PostgreSQL BRI E., FHHHEKR R ER EESR T
HE L VMware Cloud Director Al fREFE 4% , BRI LUE PostgreSQL ERE LA SSL., F2K BF
HARESEZ B IMNE PostgreSQL BRI E F#ITHMAHRE,

#5 {2 Linux £# VMware Cloud Director fEF#EERIE, VMware Cloud Director FEF % E
AR PostgreSQL BHIE.,

PHEEH

WEFBEZEN VMware Cloud Director EREN & , F2H (VMware EmEBMHHREK) .
BABHE PostgreSQL i . IESIBEEE,

BF

1 BREERERMRS.
BB 16 GB iiEf. 100 GB #FEM 4 8 CPU WE R ER RS EAR —MK VMware Cloud
Director fAfR=5840 .

2 HEEBEMRRRLEREXZEMN PostgreSQL AThR.

n  EREM sErVER ENCODING EAEAR utr-8, MRELZHERE , WIHKR TS ERERRSBIEER
GRrEAN RS  BISELIE.

» {#/ PostgreSQL initdb #% , # Lc_coLLaTE 8 1c_cTypE WERES en vs.uTF-8, i
i

initdb --locale=en US.UTF-8
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3 BUEREFRE.
'Fﬁﬂﬁ%%@.fz{i)ﬂ% vcloud,

create user vcloud;

4 BIUEBERBEHTEERISHEERERSE.
ERABELUTIABTNGS , BBR vcloud WEREFEREREERAENEREE.

create database vcloud owner vcloud;

5 BENEZBERCENEREERFE.
L;{Tﬁ%gﬂé}@ﬁ% vcloudpass *Eﬁ%ﬁﬁﬂ]ﬁ;ﬁﬁ% vcloud,

alter user vcloud password 'vcloudpass';

6 ARENEEEEBAENE.
UTHLRIE Login RERRARBNEREEE voloud.

alter role vcloud with login;

rESR

#3 VMware Cloud Director fAlRESE A% , B L PostgreSQL EREREATZTERE VMware
Cloud Director fF1EH SSL EE , WAET» ERESHUESRENEE. BFSREMNE PostgreSQL
BEREERITHAMARE,

£ Linux L% VMware Cloud Director Hy{E# [ REHEIFZE

FERBIEREEETLE. THEURRBRENBEMNTRHNEREER | B4 HEFE VMware Cloud
Director fARESE A PV FTE ARSEBAEZE NFS S HM L AR EHBRE.

ARESFHANES — AR EMS B HEERMEEIRE —E#ES  BE 2 /opt/viware/vcloud-
director/data/transfer, HIENMEEEEN ST NERE :

» BEHEEH, LENTHATHEALBEFE. BaxKE  SHEFEFBRLENTRHAT. HEE
60 PENERERTAIBALAESHARER, BRNLERTERK , IAKFEIREHE GB #
£,

» EIBBAAMACBAARRENESINEREESEALRTE. E/NPRMERBA RN E
BANREETSLALREE, IRAHERTNAREZIE/NBBANEE  BUURRHAEIERE
FTEESRRETELMRELNEZRE, SEBREENAPIIARBE OVF KEANEREEEI R,

i ERARBRTFENERELXRAAFANE-TIRANTE.
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RE NFS AR FR

}|E NFS RIBSEEHENER , LUME VMware Cloud Director BEZMSERE AL NFS BER & &
REMRBEFENE , URZUBEIER. Elt , vcloud FRETUMTIELEESIHIERX |, M root FAET
LUBRITZRERTBEWE,

= NFS AR E HIFE LA AFF VMware Cloud Director {AIBR2R & A+ K SEMRBEK EHEHE
EFBNAACEARTENMBAER, WHEEARE vcloud ERESERBARLANVE | WRZMN
BEFERER,

= NFS fAfREFHSE L FF VMware Cloud Director falBRaz &4 + #Y S B M BRAF LAY root RFIRFHHA
ﬁﬁﬂﬁﬁgﬂiﬁlﬁﬁﬁo Jtt%ﬁ‘éﬂ%iﬁﬁﬂi vmware-vcd-support }E%ﬁ%&ﬁ%ﬁﬁ%giﬁ , Eﬁ_
R B ERERERERKELE, SUsHELANVERE NFS EHARPER
no root squash RmBLER,

Blan , R NFS RS AR IP fuilk 192.168.120.7 , ¥ #$E A vCDspace K B #&# %A VMware Cloud
Director RIFREEE A (VB4 /nfs/vCDspace) WEWZER K ZEEHIEH® AN ERREBEEREMNE
FR % root:root 1 750, AU A B ved-celll-IP #l ved-cell2-IP M BEREERN AN BETENEA
M5 ER no root squash Fik, BHBETE /etc/exports BRPFIETHIIT,

192.168.120.7/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root squash)
vCD Cell2 IP Address(rw,sync,no_subtree_check)

EEHTH , BERES P ALRARENERNZBTEEER. NR NFS ARBERFEEENS
AHANERENFAE  AEEHARDTER sync BREABLEAAVEFHRERNBRER. EHERZ
B FEER  EELARRFEM no subtree check BEARE A FEM.

MARFF VMware Cloud Director Rl iR F AR EERREZBME NFS B HAVE HBEEREME NFS
H#HHA, BULUBBIIT exportts -a EFEHE NFS HAUEH#E., NFSHBE rpcinfo —p
localhost ﬁy, service nfs status %Zﬁﬁﬁﬂﬁ%tﬁﬁ'o

2 &% VMware Cloud Director ZE AR EEFIRAFHNEZEEE

EFA VMware Cloud Director RIIREEEHAAHAR |, LA LS H EARNIRERITRERER | UAR
VMware Cloud Director RIfREBFEFHANAERE. AT HERR K RELASSRETHRERERUARD
BEHARSEFEVNE  URZERTZEER , BRAMERERSEEENENE. HRYXEFEA root
FRAENTARZERER  WREREFHEHARBIETENERTAHS , AIXLERER root FRHET
EERATHARBRITARZERER, NREEEN root FREFPHTHR , IS AEZERERB T
root ERES D RITHHMMVE , Hln , LR NFS BHEINPHHAME 8.

TRIELZHE VMware 2B £i8
ZHRERZZUBNAANEZN., EERIHEE  BXATHIZHE VMware RHEE.
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B LAER Linux rom TER VMware 2 €488 |, B85 VMware Cloud Director ZEERNEEHE |
HAEMKE viware.com HEMEHFBTHER., MREEITEZHE VMware Cloud Director FWEK £
ZELNASR  ISEZEIAPFETRE, CHUUEHARESIARBF 2 FHREIEE  RE
FRAERENERETHERRIAR.

FE TEHAUOUERMTIRENANREE., ANRELLMETANFERAREMN, BRIEANBRESHIE
TEHNARREEAMHARHEE, T SRJFBEE,

EF

1 BIYB#ERHFE VMware EE QNS

2 fERMEERIESR , # http://packages.vmware.com/tools/keys B# FTE BN VMware DA%
K

3 KERERFEEREEYNBERE.
4 HRE-EALTHROHSR  FATTIGSREASER,

# rpm --import /key path/key name

key_path R EFEMWMOE &,
key_name REBHIES.

£ VMware Cloud Director 2% flI5% € NSX Data Center for vSphere

MR EHEE VMware Cloud Director Z##H NSX Data Center for vSphere F#REIR , IS EZSE
FMEZE NSX Data Center for vSphere Y A$ M —#9 NSX Manager i {TEBEEITEGEE VMware
Cloud Director Z# H#IE{E vCenter Server #1117 EEFERIEE .

NSX Manager &% NSX Data Center for vSphere T&H ., MEHE VMware Cloud Director M
. VMware EmZEHBMENENENR , F20 (VMware EmEBMHERK) , #utH http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. MEMBERVEBEEN , F2R
VMware Cloud Director H 48 4HREER

EE WLREFEEHIT VMware Cloud Director WEHZEBF A ER., MREREAREBEHN VMware
Cloud Director &8t |, 52 RE Linux E#H# VMware Cloud Director,

PHEEH

®2 =@ vCenter Server RGEIIAFE R NSX Manager I A E&E4,

BF
1 #1T NSX Manager EREREENZHE TE,
FSR (NSX ZEEB) .
2 BABFZEMN NSX Manager RIREFAEE K IRRALEREPHEIEENRE.
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3 BEFZHEM NSX Manager ERERAEKBREITEEREN VMware Cloud Director ZEEFHIEE
VMware Cloud Director B vCenter Server & 4 BB

4 TEFEBAEERY NSX Manager TR FRE VXLAN &,

VMware Cloud Director 8#Y VXLAN fEEE , URHEARKRERGIRME VDC, MRREIEE
B4 NSX Manager FERE VXLAN X | BliRtE VDC 8RB THAREEHR , LKKEXEELRE
BANRAREE , WHERME VvDC HEH ., WFEBBRE VXLAN XENFHAENR , B2
(NSX EE#ER) .

5 (EEMN) NRESEERAKFMN Edge BEREM DA H , HRE NSX Controller E& .
B2 (NSX BEIE™E) .

# VMware Cloud Director ZE M€ NSX-T Data Center
WREAEE VMware Cloud Director Z#EFEAMR B NSX-T Data Center WRKER , KLERELRE
NSX-T Data Center,

EE EERE NSX-T Data Center HF T E |, FEEAGSCHEER Ul ARERS{L Ul B ERNEA
API, INEFHMEN , 3528 NSX-T Data Center EIRIEFR B H NSX-T Manager 18,

WMEHFF VMware Cloud Director MlEM VMware EmZBEHBMNEHENR , FH28 (VMware Efm
EEMEREBRR) .
MERBERWHEBEN , 528 VMware Cloud Director R AHEREESR,

WRFEEHIT VMware Cloud Director WEHZERAEH., MREBEEAFIREN VMware Cloud
Director £% , 2R Linux EFH# VMware Cloud Director,

VEFS

B 17238 NSX-T Data Center,

BF
1 EBBMIRE NSX-T Manager ERERAEE.

WMFEBRB NSX-T Manager FPEMNFMEN , F2 K NSX-T Data Center ZEIEE.
2 RELHA/RFIREVEHES.

NFERBEIEREHANFMAENR , 26 NSX-T Data Center ZEIER.

e
3 MEHMRE Edge BB K Edge K.
WMFEREE NSX Edge WFHAE , 7526 NSX-T Data Center R ER.
4 FRTE ESXi EHEHEH.
NEAERESEEIHENTRNFHMEN , B2 8 NSX-T Data Center REIEE.
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5 EVEOERE,
MEEBENE O BHNFHMEN , 528 NSX-T Data Center B2,

BESE
284 VMware Cloud Director 2% , &AL :
1 MEIEMNERE S NSX-T Manager #1T{EE.

mEFEZEE NSX-T Manager HITERIMEREE , 528 (VMware Cloud Director Service
Provider Admin Portal 5 ) .

2 B NSX-T Data Center BHEHZENRAEERE.
WMEFBEI A NSX-T Data Center EHEHXZBENFEREERNFMENR , F28 (VMware Cloud

Director Service Provider Admin Portal 8 ) .
3 EAFEOEREBMAINTHEK,

MEBMIFIEHE NSX-T Data Center 5 O BEBEK Has X BN FEBWFHMENR , F2E
{VMware Cloud Director Service Provider Admin Portal ¥/ ) .

£ Linux £ %8 VMware Cloud Director

B LUEBE —HZ @ Linux AIRES L &% VMware Cloud Director BB 37 VMware Cloud
Director fAIfREEEI4E ., ZHRIREF—FERAKERSEY —ELEE  SREASEDERERTHAN
Hi &,

WEFEBERANEZHZEEX NMREREARBEMN VMware Cloud Director Z# | 287 Linux
EFHE VMware Cloud Director

EE FXERR—ERRIFBEATH Linux F1 VMware Cloud Director EFI R BB LR &%
VMware Cloud Director,

#10.1 WxBAtE , BRASIREE FABA T LER VMware Cloud Director API 3Rl 5 82 & i 7] BR 28 #9322
B, M SSL EHRRBBEPRIFARBFS 2EB. BEHRE VMware Cloud Director BREER , 75
A VMware Cloud Director AP| E{TEZRARNABAREHLBLESNABEHRNBTHEE, B
VMware Cloud Director ZHEHAH 2% , AR EABAREEE VMware Cloud Director F1FEUE Z Bl
REHHEE. FL2RERTEUAERTHEE.

DB
n ERERBEEHAENEERRSEFTEE 2 E VMware Cloud Director TEEE R EHEBER,

» BROCHAARSBHEAZEEARSBNESERIEEL SSLERE, SSL BEREEBINAEESL4ET
HEFAEAEEN. ERRSFEANTERELERHEANSRRACTERTAIBILEZERER |, f
W /tmp/certificates.ks. wZEA Linux £B VMware Cloud Director 83 SSL B&E 2 #i.

s ERDEEHE VMware Cloud Director Al RZEE M FTE B E MRS AR AT LAFZEHY NFS sRE b A
HEMEE. B2 Linux -4 VMware Cloud Director W{EH RIREHERE.
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. BEREEEI VMware Cloud Director EXE , BEZERERNEHBEATNAEAREER., F28%E
Linux £ E VMware Cloud Director By ZMEB PostgreSQL Bl E., R EHERREEMBKESE
PERKESEE.

n  #RRFTE VMware Cloud Director fRIfRES . BERIERPARES. FTE vCenter Server Z& FMABRIEH
NSX Manager $1T1E 8 o] LAk B VMware Cloud Director BI48RAREE R il iR 4T B E P W S 18
FHERE,

n  TEFRFIE VMware Cloud Director fAfREFHER EMRFEACHEAKGERARBIREALSL , 2Z=FH
T VMware Cloud Director RY4ERE4HREER

. WREFEIR LDAP REEAFAEREEE , FERXZBRBREHEEME VMware Cloud Director
A AR 217 EN.

s ARG RABEFE | FAUAKETEHERM R, EEE 443 £ VMware Cloud Director B
vCenter Server Z#%: % E A RUREE .

BF

1 EARSEEANSE—ERE LEZ%E VMware Cloud Director B
EEFRE | WERLREGHR , BUUBKRESE —@BZ Linux ARES LT VMware Cloud
Director Z# R LY VMware Cloud Director {alRESEE4H

2 &% Linux £ VMware Cloud Director B MEE SSL BH
VMware Cloud Director £/ SSL #x:# f FinE R RS 2 BEMNZ 2. 88 VMware Cloud
Director AREFMNEZ ERMETER SSL wE , DBIEN HTTPS #EIZEA& Proxy BEifl.

3 REPKEEREES

EARBAANE —ERKE L RHE VMware Cloud Director # , BN BEHITHAREIE S |, LUstH I
HBERBRIAREERNEES HESHERY —BARERE K EXREARSFANEMRERFSE
{5 F I B FEAE

4 EABRBANEMEE EZ%E VMware Cloud Director
BRI LABE R FTE MR 22 £ VMware Cloud Director fRIBRESEEAH . HHARIAR S BE4H 1Y BT A {r] AR 85 4B

HALDMENENEESHFASHREE , ALK EAFEHARERANE—BARERFEYNOE
ﬁo
BIEBELSR
FRARBEREEIAN system-setup < , IEARGEE SRS EEBEMNRNBICRAKRSZFANE
BE, F28 &E VMware Cloud Director £ .

ERIREFHANE —EKE L2 VMware Cloud Director {5

EBFIRE  UERLREEHE , BOLIRKBES —E B Linux [AREE LEHIT VMware Cloud Director
Z#EEXLUE T VMware Cloud Director {aIRESE 4 .
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VMware Cloud Director for Linux AU # BN THTREE X REM , BBHEA vmware-vcloud-
director-distribution-v FRX. v.v-nnnnnn.bin X , P v v RRERRE , nnnnnn KX
HERHS . B vmware-vcloud-director-distribution-8.10.0-3698331.bin, FITILATH
TERAZESRAK VMware Cloud Director,

VMware Cloud Director ZHE B S5RE B ERARSBEETSMEL AL RES, , YEE LZHE VMware
Cloud Director #X8&

DEFS

n BRRBRLEETAEBEMRRIMN Superuser BE.

n NMRABVEZLBEARIZEERNENEE  FEERARBLTHALRE VMware RRSH. R
ERIREERNEUEE  AEXRPBTETERAREE. F2RTHALRZE VMware 2AE

BF

1 LURBRERESSEABRRARSE.

2 BEREERTHEEEMRMR:S.
MREREER ENEHE  BFEEEREN B EARIBTAFRNNLE,

3 BETHNANREBRESFESTREDLAMNBNRER.

MD5 K& SHA1 BNBEBNESEAGETHEE L, FHEAEENIE  BECTENTHERZNE
MREBESFETHEA LBETIHWANRER, THHEXM Linux L RER /nstallation-file HI 48
MBERE,

[root@celll /tmp]# mdS5sum installation-file
hon<EEEXEARFETHER LN MDS ANREBHNZEERETRERS.
4 BELTEERTUHMIT,

ZERBREERTER, TERTTEALER , FHBEEES. Shell RARBIESE , YHITTH
Linux 8% , B /nstallation-file & VMware Cloud Director REEENTERTEEZRE,

[root@celll /tmpl# chmod u+x installation-file
5 HITRERER
EEPITREER  FRAHTERKEHE , flw .
[root@celll /tmpl# ./installation-file

HERBEZRESTHRABRK RPM Ef.

i BEERECEBASEMNERFTINBERATREER.
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WMRKREEHEMRSE LZE VMware 2H€8  ZEBXESERTIBINES ;

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£fd4949

ZEBAEFRT THBE,
a BAIRH/EHEER.
b BRREBRNBUEE.
¢ B vcloud EREBEMEA,
d fRE#% VMware Cloud Director RPM &,
e REERE.
RETHR , ERAGRTENTAREST , RREMBRENEER.
6 ENEEUTHRLESHE.
a EECOHEXNFRTHARESE , FRA y LI Enter &,
b EHAZEDHEXNBBEXTHTHEESE , B8 A n IR Enter

$H¥ Linux B VMware Cloud Director M FIEHE SSL B

VMware Cloud Director £ SSL R Fim B (A ke 2 BB Z 2. S8 VMware Cloud Director
ARBESEZERMBETEN SSL %%, 2BIAR HTTPS MEE A Proxy B,

BEBGTULTEN P i, L TNEEEMETHESSNE— P Ui, SERESEELEBN
SSLEE. ATUSHEMERLERARNNEER SN EAEAZTEE.

A Linux £# VMware Cloud Director 33 SSL B&E 28

REBFAMN Linux B VMware Cloud Director B |, S84 BARBRERANSEKERLIMERE , RE
BELREEATKSBEERESD,

B BHEAEE Linux E&% VMware Cloud Director # , A BABBEHAREEZ Y BE. VMware
Cloud Director EF R ESE X FAMPBEILBREBN SSL BFE.

BF
1 Bl root % & A VMware Cloud Director fAlfR28.
2 BIHEIMRERAY 1P fiut.
AW ifconfig FMTRESILAMRIIMN 1P it
3 HREME P i, BT T IS UREL P it BEN TEAEH B (FQDN),

nslookup ip-address

VMware, Inc. 100



VMware Cloud Director &g, HREMFHRIERE

4 FTTEME P {ukEMEEN FOQDN, MRRESHRERSFERE— P it |, FEREEHE 1P it
AR HTTPS IR , #SWME 1P st AR EIES Proxy BRI,

BIBEBAERM FQDN , MREMAKR R EREEFFSERM P i, B8 FAFE P it E
{EM FQDN , EANMREEREBLSTBAEE , M4 ERM FQDN,

BIEBLSE

AMEREELEE. SUAFEAHSEREEEKE CA XENEXUREREERE,

#F CAEBHNEERGESHESHNERE.

s MEEIMEA CAZEEBH SSL BENHEBEEN , 5285 Linux £ VMware Cloud Director &
M CAEBH SSL BRERHFEEREE.

n MEEVEBREE SSLBRIFWMHEBEN , 284 Linux A VMware Cloud Director 3 B &%
21 SSL B,

s NEEAZLBCHAZSEBN CAZBHEIEEENHEBEEN , 5285 Linux £H VMware Cloud
Director EYBEEEALZ SR CA BEN SSL BESBEFE.
A Linux £# VMware Cloud Director Y B RZFZM SSL BFE

EREEENEBET K BRFBERVRME—FESAEFERNNFXRKSE VMware Cloud Director & E
SSL,

18 VMware Cloud Director fARESE8ER JCEKS £BHFEREEZDLEMME SSL B , —EAR
HTTPS BR# , 2 —EBIAREIES Proxy IR,

WA LAE cell-management-tool B BHREZBMN SSL BE, EHTHRBREREA I RITRERER
2% , cell-management-tool ngﬁgfaéﬁﬁﬁ%to %%Eﬁ&ﬁﬂﬁ%%ﬁ%ﬂﬂ@%—1ﬁiéti‘ii€
VMware Cloud Director Eigg,

EE EEFEHEE 2048 UTtHEB A/  EREEELATLHLZENTEZER  REABREBENSE X
/N, 1REE NIST 43F) 800-131A , MR 1024 U T B KN BZRIXIE,

EF

1 Blroot BN EHEBRARMEH SSH AFHZE A VMware Cloud Director RIIRESMIEE R A,

2 HITHS, BHTTPS RRIEMEES Proxy RIEEL XA MAZRSBAY .

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
certificates.ks -w passwd

WHESEE certificates. ks BYHEHRIES passwd HNEBREE, cell-management-tool
FATSHERBERLRRE. GREN DNSHREME , BEE CN SREASHERBEN P it
FQDN, BLBREBEATFERN 2048 U RRE , Y EEVEZ —FEH,

EE 2RBHEFEERREFEFEEZA4ATHER#E vcloud.vcloud FEHL, VMware Cloud Director
THREXNSEIWFEAEMNEAE,
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BESB
STeRECEREEE. SEMITARLIESTEREY VMware Cloud Director iR B 488 M E B EE
B EERHSBRHTERCEE. SoESTRAKEENEES.

5 Linux E# VMware Cloud Director Y CA ZHEH SSL BEELREHERE

BYEEA CAEENBREA SSL BARMTESERNGE , YABRREESREREBANERR
%O

18 VMware Cloud Director A RS EPEEMME SSL B , TeeBARAFRERARSZEMRE2BER. &
f& VMware Cloud Director fAlfRz§ %A EMETREH SSL imE , 2BIAMR HTTPS MEEE Proxy &
o

ERMERMTURTEN IP i, B AR EEMEFEERENE— 1P iu. SERMHOFTELEE
By SSL B . SR LUHEMBERMEAERNEE , flU , EAERAFTERE.

MER A BE E S AEE X.500 P#EIBREM X.509 ERBIBEM,
ZBALUERREERRRERE CA ZENEBIRAREREZRE.

BAILAER cell-management-tool B BERHEEN SSL BE . ERTAEBREEX ZAIRATREHEER
2?& , cell-management-tool ’Aﬁﬁfiiﬁéi‘i%@&ﬁﬁ*ﬁto %%Bﬁﬁﬁﬁﬁ%ﬁﬁﬁﬁﬂg%_1ﬁiét§§
VMware Cloud Director Bi2&

MBEZEERARLRZSEBMN CA ZBNEBER , HKEA Linux £ VMware Cloud Director X8
EEEALZESREBN CAREN SSL BESBHEEDAANEFETIRE,

EE SELHEHIEE 2048 UTHEBA/)  ERECEELATHZENZTEZER , ACBEREFEN SR/ K
AN, AREE NIST 437 800-131A , MR 1024 U T B AN T BZEIXE,
NEEYS

n ERIALEREFEINE RS Java Runtime Environment 8 SEHTHRANE I , UMEMEH keytool %
REARBFE. VMware Cloud Director RERRNE# keytool HWEARER /opt/vmware/vcloud-
director/jre/bin/keytool , BEREBAILAEFEME ZEE Java Runtime Environment BV E S L #,
THERF., TXENBEMEMKRZ keytool FIBMHEBHEE VMware Cloud Director ¥ H
A, BERSHEFIRR keytool EMNAEREREH,

n  BITEE keytool ¥,

n WMEBE generate-certs MY ZAABRENEZSHFMAER , F2H A HTTPS MEEZES Proxy mE
ELXBREERE.

n WIFEBAR certificates WIS ZAAREBENESHMAER , F2HE B HTTPS FMEEE Proxy mE
HRE

EF
1 Llroot HHEEBRADMFER SSH AFHE A VMware Cloud Director {ARESEERNIEEZ RS,
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2 HITHES, BHTTPS RRIEMEES Proxy RIEEL XA MAZ SR Y .

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o

certificates.ks -w keystore password

WHESEE certificates. ks BIREHEAGREZBHNESRHEEE, CEATSHERBERILE
&, RRIBEWN DNS HEME , #HBE CN SREATEBRBEH IP L=k FQDN, EREEAFERDN
2048 (U TEHRERE  WHEEE—FRH.

EE 2RBHEFEERREFEFEESM4ATHER#E vcloud.vcloud :EHL, VMware Cloud Director
ZHREXNSEI W FERAEMEA,
3 A HTTPS REFMEES Proxy REZILBEHREER,

EE MREEEE HTTPS REMEEE Proxy REEATREMN IP fust , BETHHSHAREIHES
B Pk,

a =& http.csr BRIBIRHBHEBER,

keytool -keystore certificates.ks -storetype JCEKS -storepass keystore password
-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 1E consoleproxy.csr BRPBIBEFRBER,

keytool -keystore certificates.ks -storetype JCEKS -storepass keystore password
-certreq -alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

4 BEEABEEBERIIECNBIRRERE.
MRENBEREEVERCEETPERARIER , FEM Jakarta Tomcat,
{8 CA HERE.
5 BEEBBIHEAN JCEKS HRREFE.
a MBIEBREBMBHRBER root.cer BREAE certificates.ks EMHBEFERRP.

keytool -import -storetype JCEKS -storepass keystore password —-keystore

certificates.ks -alias root -file root certificate file

b WMRWETHERE , FEHEHR intermediate.cer BEE AT certificates.ks BT
EBERTF.

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias intermediate -file intermediate certificate file
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c EAHTTPS REEHE.

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias http -file http certificate file

d EAZEEA Proxy RIEEE.

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias consoleproxy -file console proxy certificate file

WS ERAFEEN CA BBNBEMANRKEE certificates. ks BR

6 HEMIABIRBCEEAZE JCEKS £RBEFE , BRTHSSILERRFEERNAE.
keytool -storetype JCEKS -storepass keystore password -keystore certificates.ks -list

7 HRARB[BEFHAFTHE VMware Cloud Director AR ERLLERF .

BrESR

RE N KREEE VMware Cloud Director #{T{EE , BT configure ESH , #RHBRATE
A Z VMware Cloud Director, 52 RRERKEEREES,

B WMREBEIM certificates.ks keystore BRFIEEKERELE RN ZHMEMEE P
WEBEMNFERRSETRE , B keystore BREHEZMAREE. MTHRIESER , BFER
{/\Mﬁﬁ%ﬁﬁgﬂg@%ﬁo

WMRBEZEIWERE VMware Cloud Director /T , BFERAREREEIAMWN certificates
WLEARESRHETE. FH2H B HTTPS FMEIEE Proxy mEMER.

5 Linux £# VMware Cloud Director EV EECEAFLZREIBN CA FEH SSL B
FEREERE

MBEELEECHAZRSRAN CA ZBNEEEER | KB VMware Cloud Director BEEFEAERHEEE
ZH, BYAREA HTTPS MEHEA Proxy RENEBENAZLRBNSRHEERESR

BRRM

F2RBA Linux LB VMware Cloud Director 3 SSL BFE 280,

ERAGERENMELRHE Java Runtime Environment 8 SEHMRAMNER | LMEMER keytool 8%
REARBFE. VMware Cloud Director RERRE# keytool HWEERER /opt/vmware/vcloud-
dlrector/j re/bin/keytool , BRETLEFEME L2 Java Runtime Environment BYE il £ 3

THERRF, TXEINAFEMEMIIEZ keytool FIEMHEEE VMware Cloud Director & Ef#
B, BEamSHEHRR keytool BNREREREF,

BITHE keytool WS,
TEIZ % OpenSSL.,

MEER certificates WS ZUARENESHMAER , FSE B HTTPS MEIESE Proxy W
HBE .
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B
1 MREFHEBE  FRTHS SR CARBNERETABIASE L YEYBRES,

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt

2 f{Ef OpenSSL & HTTPS ME#EA Proxy REZLEAEAZ SR, BRELENEERNZNPE
PKCS2 ¢ BAEAFERER , TASEESRRAFTEEREECEH.

a AHTTPS RBEIEHBRBEFEER

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http

-passout pass:keystore password -out http.pfx -chain

b AEESE Proxy BRI SBREFEER

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pfx -chain

3 M keytool #§ PKCS12 £MEFFEEAZE JCEKS £BHEEFE.
a BITHSLUEA HTTPS BRIEM PKCS12 £BREEE.

keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks
—-deststoretype JCEKS -srckeystore http.pfx -srcstoretype PKCS1l2 -srcstorepass

keystore password

b #MITHSUEATES Proxy RIEM PKCS12 £BHEERE,

keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks
—-deststoretype JCEKS -srckeystore consoleproxy.pfx -srcstoretype PKCS1l2 -srcstorepass
keystore password

4 ZEZERABERBCEAZE JCEKS £BHEE , S TaS Y HERHEERRZRNAS.,

keytool -storetype JCEKS -storepass keystore password -keystore certificates.ks -list

5 HBEFMA VMware Cloud Director EFEHREEILEF.
BIEBELSR

. MRBERFRE VMware Cloud Director BTIEEE , BT confiqure 8L , BEESRHEFE
E AZ VMware Cloud Director, 52 R ERKEEREELE,

T WMREEBIMW certificates.ks SRFCERRFEENKELELE BN BEERR P X
WEENFERRETRE 6 FEZERREEEERERIZMARSE. MTHERESER K SEEREZ
CRETERTEN,

s MBERELZHEIWFRE VMware Cloud Director #1T{ERE K FERAREEREEIAMN certificates
DHLSEABESBRAEFE. F2HE B HTTPS MEEE Proxy mEHERE.
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REMEEAENEER

ERARBBANE —EHRE L R%E VMware Cloud Director # , BN BERITHEEIEST | I H K EER
BUAREENESZR. WESHEEL —EARERE , BERKREMRIREEEFAAEMNE MK S R4 AE A LE E
EO

VMware Cloud Director AfRBRFHANMAKEEHAENEEGNEMARFAER . & VMware
Cloud Director AR EFHANE —ERE LATARESHR , ZESHREEY—EADEE , ZERER
BENEESREMUHRARARSBIREER.

BUNEESEAFEHEAFHTARESH. BREDHRAR  FRTRERENGS , BESHER
REBMARBENREER. HREDER  TEACAGSRREMREEN.
MREBEEAEREMBEFEERE (AR HTTPS RBMEEZSE Proxy IR#) ME— IP it , BIXEE
BBEA THTHARESHE.

B RENEEIAGSTANSEYRRENARRENEEGHFAERN TS, FRAELETHS

HHNESFSEASHALEENCERE, NEERCAREEEEIANEN K F2HAE S E FEREET

AgE,

AE

n HREBHRNAL  FRE EadEsE,

n HRABBAR  FRN agdEsE

. HITEBARLZH , BRAREEE veroup nove WERBRARE VMware Cloud Director FifE
BN TEREREE. WEBEA /opt/vmware/vcloud-director,

BrF

1 LURERAESF 2D EA VMware Cloud Director falBRES .

2 #T configure W% :

« HREHER  BRAHS  BEHRETBEAFEOER.

/opt/vmware/vcloud-director/bin/configure
» HREDERX K FRTRAEREMNSIBENGS.

/opt/vmware/vcloud-director/bin/configure options -unattended

ELRERTEN , A&
a RILERELSARFERLER,

b F&’~ VMware Cloud Director R B % 0] AR E S ZE VMware Cloud Director [RERBEMN
URL,

c XE VMware Cloud Director 174
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3 (EEM) 2T VMware Cloud Director RERE URL , YM# A y BUBE VMware Cloud Director
BR# .

WA LUREFEBBHIT service vmware-ved start S HEBRE R,

mR

ENEEREMEAMAERENBRENITEEEANERNBREELFARREL /opt /vmware/
vcloud-director/etc/responses.properties HWEIERZER, HEREBERZEN , EEHFILRER
SR FRSEFEARSERE.

BESR

HOEENELARFERE2NMUE. RECHER , IRTELCREDELENNUE. RHOERK , B
REBNARBREXMALT,

MBEH B ARBFLEARERA , FASUAMRBEERIED /opt/vmvare/veloud-
director/data/transfer,

EEXARSE

EEDRKATT contigure HEHN , BIESHRRTLWATIER,

ERETHRE , MR Enter .

® 41 ERAMBREREREHMAEOEN

HEEM B
HTTPS BRIHY IP {zuk FERABE—ETAN IP ik,
FIEE Proxy BRIEH 1P ik FARAE—ERTAN IP it

AT NREEECHAERERRERE AR
HTTPS BRIEM A Proxy IRTS) ME— IP fudl ,
A BAEEBHER THTHREESE.

Java R EEERNTEERL B3 /opt/keystore/certificates.ks,

SREFENERE FZ2E A Linux L# VMware Cloud Director #31
SSL BEZHl,

HTTPS SSL BENFZESRET #2385 Linux £ VMware Cloud Director #32
SSL BEZHl.

FA Proxy SSL BENALZRSRZRE EZ2EA Linux E# VMware Cloud Director #31
SSL B2,

BARREZEHEE Syslog £ 18 VMware Cloud Director & H i RE & i

#%: B 5282 VMware Cloud Director E¥HE |, 7
90 X% ZIH, RELERBEZAEINNKER , FRE
VMware Cloud Director fR# i 2 E %X 2
syslog 2 ARR (NEREZEZE VMware Cloud
Director E¥IE).

m EEMB , FHiE Enter 8.

m EERA , B8 A Syslog EHEER IP {uit,
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®4-1. EBABARRENEREDBATNEN (&)

HEEM
MREMAEIREKS , AIFEE Syslog EHE UDP iR

ERERRFNWEHEBR Pzt
EREERE

EREEHE

ENEREREES

ERERT

AT ZE VMware & F LB BUERTE] (CEIP)

BBHES2E

L
AR A 514,

HITEREN AR,
FERR A 5432,
8 A vcloud,

ESBE Linux £E3RE VMware Cloud Director #J
JMER PostgreSQL EHRIE .,

HZ B Linux £5]E VMware Cloud Director #Y
SMER PostgreSQL BE¥IE,

HEMBE VMware & FERBGESTEI ([ CEIP ),
BRIEB CEIP WEMNER IR VMware EAEBELE
Bz ABRNFAENHENEEERIAL , #uLR
http://www.vmware.com/trustvmware/
ceip.html, BRI ERARFREE T ABERMASRR
HItERK VMware CEIP, E2H%E 5 E HEKE
BIAZE,

BEMALGE  F@Ay.

MREFBSE VMware CEIP 58| , FHA n.

EEBEKXTHIT configure BLHEF , BAMUERSIHFRERETENERBENSH.

®4-2. AERLAARKXBEMNSIH
BE

--help(-h)

--config-file (-c)

--console-proxy-ip (-cons)

—--console-proxy-port-https

--database-ssl

VMware, Inc.

Bl

AN

global.properties

ERHOBE

IPv4 il | BRI
AEEM

0-65535 FE RN EE

true B false

LG
BNARRENS BNEE

SERTHEHELN AR RRENER
EBRFELERD . nREHKILE
1, AIFERNEAR /opt/vmware/
vcloud-director/etc/

global.properties,

AEgB i AR VMware
Cloud Director 12 & Proxy R
#%. Bl 70.77.118.159,

AR VMware Cloud Director 1%
A Proxy BRISHEZERE.

BRI PostgreSQL BRIERE
BEZEH VMware Cloud Director
EITHEEEMN SSLER,
MRIBE PostgreSQL BRI ER
EAFEAEBRESRERILBEE ,
BB BTEINEB PostgreSQL BFRIE
LEITHMAERE,
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*®4-2. ARAREABENSIB &)

BR

--database-host(-dbhost)

--database-name (-dbname)

--database-password (-dbpassword)

--database-port (-dbport)

--database-type (-dbtype)

--database-user (-dbuser)

--enable-ceip

--uuid (-g)

--primary-ip (-ip)

--primary-port-http

--primary-port-https

--keystore (-k)

VMware, Inc.

L

VMware Cloud
Director & ¥ EE#H
IP it sk SRR 415 2 7B

ERERBEE

EREFRAENSE.
T RAA Null,

ENERBEENEE
s E R Y R SRS

ENERE. XENE

A postgres,

ENEERAENERE
EH.

true B} false

F::

IPv4 {7l |, BEHERES

0 % 65535 #EAMNE
£

0-65535 HIE RN

BE SSL BRNLES
8K Java SBFHEFER
it

MR

E2B7E Linux EBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

E2B7E Linux EBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

E2B7E Linux EBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

E2B7E Linux LBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

BEM, ENERERKERR
postgres. WBETE Linux £RE
VMware Cloud Director By sMEp
PostgreSQL BE#E,

ESEBE Linux E3RE VMware
Cloud Director B 5MB
PostgreSQL BRI,

WERSBE VMware FFERIGE
&T8I ([ CEIP )., BAMEB CEIP I
ENERLR VMware FRELSE
Rz ARNFAENENEEERE
Ay, @A http://
www.vmware.com/trustvmware/
ceip.html, EBAIERFEREE
TEBERMARERLLERD
VMware CEIP, #F2R% 5 & &7F
BEEIASE,

AREFREENOME— BB

RSB AR VMware
Cloud Director Web /M HE R . I
i, 70.17.118.159,

A EL VMware Cloud Director
Web NMEBRHFEL HTTP (TZ2)
ERNEZRRG

AR EE VMware Cloud Director
Web NMEBRBEEL HTTPS (£2)
ERNEZRRE
PERTEREEE. Flm /opt/

keystore/certificates. ks,
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*®4-2. ARAREABENSIB &)

By SI®

--syslog-host (-loghost) Syslog falfRa8 EHEY 1P
{rursh EEMIHEE

--syslog-port (-logport) 0-65535 EEANEE

--response-file (-r) B ERE R

--unattended-installation (-unattended) ﬁ{\

--keystore-password (-w) SSL BREEBHREFER
[

6. BEEWMME P BEBAR

MR

18 VMware Cloud Director f#1F
BN REE B EREE
VMware Cloud Director &I |
WFE 90 REEH, HELEREZA
BRIER , FBRE VMware
Cloud Director BR#&# &% 2 &
%3 syslog ARARRX(NERER
Z| VMware Cloud Director &#¥}
E).

syslog BFEEEE  UEZE
FEREENREMRSE. EXREE, A
AR A 514,

MERTERTER., AREE, B
R A /opt/vmware/vcloud-
director/etc/
responses.properties, BEH
TRERRUENFIEEASERER
IeiERP,

EE WERGSREEN, T68F
BRARFIAREFHAREEAE,

BERRBEFEZENME  BER
FRERTREER,

EERBRE.

SSL BEESBHETERE.

THEFRSHEEEMERE IP it (AR HTTPS IRIEMEESE Proxy RIE) B VMware Cloud

Director fRAIIREEHIT BHEVAHRE,

[root@celll /opt/vmware/vcloud-director/
bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-

ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10

-unattended

VMware, Inc.
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g5 . EEE— 1P Uit B EHERE
THgEHGSHEREEE— P Uit (EEMEREE , 2BIAR HTTPS RREFMEZES Proxy BRI B9
VMware Cloud Director fAlfREEHIT B B4HAE,

[root@celll /opt/vmware/vcloud-director/

binl# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresql-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended

REREREHEEE

SEERESE — 18 VMware Cloud Director P& BT iR AR R ENEESRFAENSRFETEER
T, EESHEER  ELNEAMARSFIARFHFAKEERD. SERRFBEFELR2EHERTNE
E@i&EO

EEERIESE —BEERELW /opt/vmware/veloud-director/etc/responses.properties ,
RERERRREREER. FLARBZZFHAR , CXEFEAEERENER , URHAERARSEZLAN

EE ZuLUSEHAREREEREIAGEN FmS , HRESE —M VMware Cloud Director R FH&REER
REREREEGHMERETEE, FHEETARENESESEASSAEENCERE K FHitEFEH
FEATEREEENTSE , FEXBERERESFEE (LK /opt /vmware/vecloud-director/etc/
responses.properties) WHA R A, 2K (VMware Cloud Director B2 815 ) I (FEFH
EEBIASE) .,

BF

1 REOEE,

BERNERNREEREZNCE. RITHER , IREEKCHHZRE2NUE, AOERK 1
REBLARAKREEANT.

2 EEFEREEE.
a BERESRECERERENAR[ITAFTIHNLE.

#Ha BUASERRE %% VMware Cloud Director #if8#% , AU EEFEHARERERRE
HE OEERECEBTNAEESMEEERE veloud.veloud A , ML EEHIFTR.

[root@celll /tmp]#ls -1 responses.properties-rw------- 1 vcloud vcloud 418 Jun 8 13:42
responses.properties

ZERASEVIERAEMEA.
b A -r BRI EEEEERSEBRATARESRH.
DRERESSBEA , RREZES . Shell ARKMERE , RARE@A

[root@celll /tmp]#/opt/vmware/vcloud-director/bin/configure -r /path-to-response-file
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BESR
REHEMARR 2% , FREREARRECPNEEEES,

EARESEFANEMK S EZ % VMware Cloud Director

& LABERS ST @ ARES £ VMware Cloud Director A RZS &4 ., RN MIRZIEFAT A [IRESE KA

MENEREERFAENRRE , AL ELACARERENE —EXNERAELNDERE.

EE FXBRER—(ERRIFATH Linux F VMware Cloud Director ERHEDE FRERE
VMware Cloud Director,
B
n BRETUEFNRELARFHFANE - ERERFEINOEE, F2RREAREENEER.
n  #ERTE VMware Cloud Director fAllREZFAMNE —BRE LETHAERHBEFEEE /opt/
vmware/vcloud-director/data/transfer,
BF
1 DRERAESSEABERRS.
2 BRERBRTHZEBEMRR:SR.
NMREREERBLNHE  BFRREERERI B RARFIIUAFINNVE.
3 BWEREERTUHT.

ZERREERTER, EERETEEIER , FHBEES . Shell RARMIAE , IHIT T
Linux #5% , B jnstallation-file & VMware Cloud Director ZREEN TEREELE,

[root@celll /tmpl# chmod u+x installation-file
4 BITREER.
ERYTREER , FOAETERESRE , fim .
[root@celll /tmpl# ./installation-file
IEREERRECHRABRN RPM EH,
B BEEARBECEBASHEMERFZINERRTREER.
WMRREBFEARSE LRZE VMware RRTHR , KREXESETTIIRANES .

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

ZEREASWT TIIEE.
a BREIMHESHEER.
b BRZEERNBUEE.
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c EM vcloud EREMBEA.
d fRE# VMware Cloud Director RPM &4
e REHE,
RETHRE , ZEEAGRTENTARESE , RIEABRRENEER.
5 WA n iR Enter 8 , IEBHTHRIESH.
AU REBRECEEMATA , RATHEIESHE.
6 KIRERMEFERMEER /opt/vmware/veloud-director/data/transfer,
fAREEB A M FTE VMware Cloud Director {7l BR 23 &8 24 B #6 A RE B 1ME BIE — B HMES,
7 HEEEERZLARSETFROCE.
[E] FEAE BX 18 & BB Y PR B S 8 W EAR 68 A &
8 HTARIESE.
a EBRUCIEEREER , RHIT configure WL,

/opt/vmware/vcloud-director/bin/configure -r /responses.properties

%?E%ﬁ%%ﬂ%@@ﬁ@%ﬂ vcloud.vcloud é‘E%’EH&lE’MﬁE , ?A&ﬁﬁﬁ @@E{m%ﬁk , Rﬁ'ﬁ'f&ﬂ
IS,

b WHRERE , £} HTTP REMEESE Proxy BRI IP ik,

c MREBRREFHARESHERFREEENREEBPIRTIERER  BFRUBRNKESHE
MEW.

ZESHBERIMEEEN  YEEARBESZTERE , REBME VMware Cloud Director #F# .
9 (REM) @Ay, LUKRE VMware Cloud Director BR¥ .

WA LUREIFEBHIT service vmware-ved start T HERE R,
BESR
BEENERF K SEZRARFEFIEZ NARSETFA,

£ VMware Cloud Director IR FTE RS LETH , BXEFARESR. ZAEEERFNEEE
AR AL VMware Cloud Director ERtE, B ERAREFEEREEIARE system-setup TR
VL ERE, F20 |/E VMware Cloud Director &%

Z % VMware Cloud Director #

#3 VMware Cloud Director Al lREs&8 4% , B LAZ % Microsoft Sysprep #EZR Cassandra E#t
E., MREFEHNZ PostgreSQL ERE , AJUARE SSL WHABRERE LW L2328
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VMware Cloud Director &g, HREMFHRIERE

#10.1 WxBAtE , BRASIRMEE FABA T EAER VMware Cloud Director API 38l 5 B2 & i 7] BR 28 #9322
#,WESSL EHRRLBETIRIFARII HEB. HEERE VMware Cloud Director fRELR , A
f£A VMware Cloud Director API E#ETESARNARAREHELZESNABERNHEEE . FE
VMware Cloud Director RERH K 2% , AR EAHEAREE VMware Cloud Director Ky 7FEUE Z &
REHHEE, FLRERTEUABERIHEE.

B3] Linux £ VMware Cloud Director 892 B {z it

EFEmEREHTERES Proxy B3R, B LI E VMware Cloud Director Web AO#¥ . VMware
Cloud Director API ME1E& Proxy K TER i B4 1

DB
BRERURGERENSG BN, ERAEEETUETARRE,
BF
1 f£ Service Provider Admin Portal (WIEZPEEIH | BEERE.
2 HEEBERTHRET , B-ToRAuR.
3 EFEEFTA AR, FER-THRE.
4 EEHE] VMware Cloud Director URL , i&#iéE Web AO#MAMIHE.
a #¥ HTTP (&%) E&#WABE VMware Cloud Director 4 URL,

b &% HTTPS (£2) E&# A B3 VMware Cloud Director 2/ URL , REER—T EEREEA
ZimEBRMEERENEE.
BEEEVAFEREREERANERE , ZBRBRLEERBE A consoleproxy ZE{E VMware
Cloud Director RFHEESRRBEFEN TR, THXEHEHFEHRFMNITIES Proxy EHEIT SSL
Kik, BRELVABEREA rEM BRXETEAZEBNREERR. PHBENEEE.
5 (REM) ZEEH3 Cloud Director REST API #l OpenAPI URL , EBABMER Web A AR E Y]
BRIRsh.

a BWAHF HTTP £ URL.

flan , MREAE HTTP EJK URL :REA http://vcloud.example.com , A LAFEL A
http://vcloud.example.com/api B9 VMware Cloud Director API , 3t B a] BAFEU A
http://vcloud.example.com/cloudapi BY VMware Cloud Director OpenAPI,

b BWAHBR HTTPS RESTAPI EE URL , AR —T LEBXR LEEZRHEYSEHENEE.

flan , IRE HTTPS REST APl EJK URL :EA https://vcloud.example.com , &AL
FHEMYR nttps://vecloud.example.com/api B9 VMware Cloud Director API , 3t B[ LATF
B nttps://vcloud.example.com/cloudapi B9 VMware Cloud Director OpenAPI,
BRELVAFERBIRHEANTE  ZBERLEIBIES ntep Z8ME VMware Cloud
Director R ERRBFENBEREHTLEHSE VIP BE (WREH SSL K1), BEBEEVAR
EHA pEM BRXEFTESRESRNIRIBE . PEBENREE.
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VMware Cloud Director &g, HREMFHRIERE

6 M AHBZ:T VMware Cloud Director 2 E# & Proxy {uzit,
sefzut 2 B EER RN VMware Cloud Director ARSI E H L &S = BAHE B (FQDN),
TERREIEES 443,

EE VMware Cloud Director EFI £ BES BB BFTE IR 8443 9 ctho NIC AR EEA Proxy R
ﬁo

Bl W EHE FQDN vcloud.example.com B VMware Cloud Director FEFIE E#ITEE , @A

vcloud.example.com: 8443,
EERKE FBRERTIEARER , VMware Cloud Director SR X & Proxy {it,
7 FERERE O FER-THE.

ZHRIERTE Cassandra ERIEUERIEEER

VMware Cloud Director AILASt ¥ G Eim RV EREES | WETRAEEESVNEREEREAECZRIE
MERTENNEE BREEER#EEE Cassandra &9,

Cassandra 2 —EFBERBERE , ZUARATEZNSNERRATREMIETNE , KKK
FHER  fIMERKEEE MREEE VMware Cloud Director X BRERKSESHENESESE | B4
BALEWRE Cassandra #5E , WHFEA cell-management-tool EEEEKZE VMware Cloud
Director, HENERINEETEEFAZANE R ERR.

DEEM

»n  FHESE VMware Cloud Director EREX#1T , RAEBRERANER ELRE.

n HRBEBERZE Cassandra , MBI http://cassandra.apache.org/ L E#,

n  #2E (VMware Cloud Director fRAG#RE ) , MEXEAEEEEREN Cassandra RAFE., &
A LA## http://cassandra.apache.org/download/ T Cassandra.

n ZHEMBRE Cassandra HE :
m Cassandra BEVBEEZELNERBEMERES A TH A ERBES.
s EEM{A Cassandra BFEIE;.

» XA Cassandra AFmEIEBIMIINZR, 2B http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

s B{A Cassandra EAERFE . 52 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

n &8 Cassandra #5% LA Java Native Access (JNA) 3.2.7 iR B H A,
m Cassandra Bi A Z|EI A N 2 IRIBMM

m  #% SSL EE Cassandra BEEARREMN. MRERET A Cassandra BiA SSL , BIXEES
fEf# 74 L/ global .properties #EZEH (SVCLOUD HOME/etc/global.properties) #%
ﬁﬂ%%ﬁ cassandra.use.ssl %ﬁi% 0
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BF

1 f#fM cell-management-tool RARKIRE VMware Cloud Director £& Cassandra # &g~
RIRIELR .

ETHEFIHSH , nodel-ip. node2-ip. node3-ip ¥ node4-ip & Cassandra 2EMNHREMN IP
it ASEATEREEE (9042), SEEERRE 15 XK.

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool cassandra --configure --create-schema \
--cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

--username admin --password 'P@55wOrd' --ttl 15

MECHMEAREFHEEEIAGEN  H2HE 5 ¥ BEREEIASE.

2 (GEREM) mMEREEMRARA 9.1 A4 VMware Cloud Director , #8f#f cell-management-tool $EE
ERERERAREREES.
BITEURTIEFINGS

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \
--username admin --password 'P@55wOrd’'

3 EHEISEE VMware Cloud Director #1E#

EIMEB PostgreSQL BRI E E#ITH bR AE

#3 VMware Cloud Director {alRES & 4% , B LS IR PostgreSQL EREREAZEENRH
VMware Cloud Director f#774&H#) SSL B4R , YRABH I ERES AR SHERRE,
BZENESEERFEEN SSL BE  HESRNCHA L AN REREBN =RETHELE. RE , £
DMERABEREZN SSL BERHUARHRRELBEREN SSL BF , BELEALZEREAZ VMware
Cloud Director EEFZHE,

EERBENASRRRNFRNERENRE , EUNARENEARETNERNEARN autovacuum 2
%O
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BF
1 ®RE VMware Cloud Director E& PostgreSQL EHE 2 E#) SSL E4R .,

a MREHINER PostgreSQL BRI EFFABREZENBRIRAARR , RS E VMware Cloud
Director EKRHITTHmS , BEREREEA VMware Cloud Director 5 EEHE.

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or_ private cert

b #ITTHe<EA VMware Cloud Director 82 PostgreSQL Z R SSL E4R .

[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool reconfigure-database --database-ssl true

WA LAER --private-key-path BIEHARB[BELAPNIEREFERBIT TGS,

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-
path path to private key

NEEREAREFEREEIANFHEN L F2RE - E RFREEIAZE.
2 REBEBNRGHRE , i postgresgl.conf BRFAMNEREHRE,
Bl , s+¥EH 16 GB IR AL , BUUERA TSI F .

max_connections = 500

# Set effective cache size to 50% of total memory.
effective cache size = 8GB

# Set shared buffers to 25% of total memory
shared buffers = 4GB

3 WBBEMNER , fi8 postgresql.conf EEHPM autovacuum S8,

A — % VMware Cloud Director TEEH , B AFEATHI S ER.

autovacuum = on

track counts = on
autovacuum max workers = 3
autovacuum naptime = Imin

autovacuum vacuum cost limit = 2400

%ﬁ%%?ﬁ@]%ﬁiaﬂ autovacuum vacuum scale factor fﬁlf}{& activity parameters ﬁﬂ%o
BEBSR
MREEHRME postgresgl.conf BR , REEHRBERE.
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ZHE M E RabbitMQ AMQP Broker

MRHEEEFEHFETIE, BHSH VMware Cloud Director API ZE{# (70 Container Service
Extension (CSE). VMware Cloud Director App Launchpad = vRealize Operations Tenant App) , Al
WEREWRE RabbitMQ AMQP Broker,

ERAEMTIBEABE (AMQP) RAEFIINRABEE X ELERGNEMEEN. VMware Cloud
Director £/ RabbitMQ AMQP Broker RiZHIEMHRE . WA EBEMBAFMERNAESERSE.

HR Linux £# VMware Cloud Director 2% , REBAEAEA MQTT AFREAR RabbitMQ AMQP
Broker, :#2MH €A MQTT AFKITERE4MIA.
BF
1 % https://www.rabbitmqg.com/download.htm| T & RabbitMQ fAIfRES .
MEZEN RabbitMQ IRAEE |, 5528 (VMware Cloud Director lRAEEH )
2 BfE RabbitMQ ZEET , EXENEM L LK RabbitMQ.
& — 18 VMware Cloud Director f##F#& 4 E Al £ #85% £ FI3E RabbitMQ fAIARER .

3  Z#% RabbitMQ Hif , 2 T4 VMware Cloud Director REREM L RabbitMQ R KK T EE

ME.

m  RabbitMQ fAfREs WM ZEMEIFEME , Hla amgp.example.com.

m [0 RabbitMQ BFRFERNEAEEBRER.

n REENEENMSNEREE. JESSLWTEREREEA 5672, SSL/TLS WTEREEER 5671,

n BHWHES TCP.

=  RabbitMQ E#Ei# FEREA"/".
BESR
fix78:% , VMware Cloud Director AMQP [REEEXAMEZENAE ., BAILIRE AMQP R , AEH
SSL tn#ZE L. seoh , BALARERS , LAEA VMware Cloud Director f##F#& £ Java Runtime
Environment B8 JCEKS 5EFHE BEMNR $VCLOUD HOME/jre/lib/security/cacerts)
REBFRERE,

£ZE A VMware Cloud Director AMQP BRFIERLA SSL , 52 (VMware Cloud Director Service
Provider Admin Portal ¥§8 ) F# (5&E AMQP Broker) &E#fl,

A MQTT AP mRI BEH4MITE
BRI LMER MQTT AF R ETEE B VMware Cloud Director B4 M TEMFE .,

MQTT BE—REREHHN —ENAEEHRBEARIGE. VMware Cloud Director £ MQTT ZMAEREEA I
A MQTT AFHTTREMNSEHMITENES. MQTTHESEAB MQTT RIBETEE | LhRBEITUE
AEmALENERTREMNE.
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BE
m

BF
1

2

e

&4
BFREN MQTT B FinXx# WebSocket,
BT LS EEHIE E WebSocket AR ESK,

8 OpenAPI i 2% A VMware Cloud Director.,

EEEY WebSocket HL |, 1 Sec-WebSocket-Protocol AR RES nqtt. EAFRREAE
BZE /messaging/matt BB WHIEREEZEHE , REREFEEE MQTT ERREBEETIRE.

&B&1% VMware Cloud Director FIZE2EZ AERHEZIE| JWT Token, AT ERE B BMEZTR
BZEH,

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}
RINEVELRE , FEB MQTT APmRTREERE,

publish/{user org id}/{user id}

publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8

AREESTUERBAFZAREFIAAASEE.

publish/{user org id}/*

AGEERTLUERBRAT IRENAEEE.

publish/*/*

Linux EH# VMware Cloud Director

ZE ¥ VMware Cloud Director A& ZIFiRAS |, EEEM R REFEFHA PN EFES LA VMware Cloud
Director lR¥S , EEEMRMREE L ZEHF A , AH VMware Cloud Director EXIE |, It EH RS
VMware Cloud Director 7.

WEREAE VMware Cloud Director RIREEE 4SS Linux LH VMware Cloud Director &8 | A LA{E
AEAR Linux B VMware Cloud Director ZEBRRFARIEHIRIE .

#H Linux 8 VMware Cloud Director Z% |, BA LT EEBN AL , FBHHH VMware Cloud
Director, &2 EY¥ VMware Cloud Director ZE#ETHAB M ARRFHFH 4 VMware Cloud
Director 2%, ZBRBEABNAR  BTE— WS ITARGARSIFEATHMEREFRNERNE, EBF
BHE , RFEARSEREENERE.
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#& VMware Cloud Director 9.5 B#4 :

m Oracle BRIEFSXE. MBELHBEEH VMware Cloud Director Z8#H Oracle BB E |, F2BH#
FEBMIEREBRERR.

s AXERBMER ESXi £, BRBARZE , X ERAMA ESXi £#, & LUEA vSphere Client
#% ESXi EWBREEEN .

m  VMware Cloud Director fEFIEBH#E LDAP XEM Java, MBEFEHNZE LDAPS AREE , A&
% LDAP B ALY , BUERAECEBIREEBNER. NWEHBEN , F2K (Java 8 IRA%
E) |, #8itB https://www.java.com,

#£ VMware Cloud Director 10.0 Bi%s , T8 Microsoft SQL Server ERE.,
E& A4 VMware Cloud Director B , TR ANEEHBEEZENUT THEMEE

s ZEBIAR VMware Cloud Director ERENEREZRE ., NEFMEN , F28 [ ARFNBER
=’ BERx,

s ZHEBEAMN VMware vSphere ® fRZs,
s ZEBEAN VMware NSX® R,
m 2 VMware Cloud Director B B8N EME=F T4,

WEE VMware Cloud Director EBE M VMware EREE=FERENEZHENEBEN , F2H
(VMware ERBEEMHEBR) , #itB : http://partnerweb.vmware.com/comp_guide/sim/
interop_matrix.php., MRITEHE VMware Cloud Director H#BRHH&K vSphere 5 NSX T, Bl
WZBFE VMware Cloud Director A& #EEITHER ., FHSEHAH VMware Cloud Director # .

Z2LFH4—1ME VMware Cloud Director faliREg#& , A LAFA A VMware Cloud Director E¥E, EXE
SRFARBANTRBMENFAEN , BIEEEBITWIE VMware Cloud Director TEHARRE, BHE
BEEARZEREAMEMNIEENMBEENES , BXEERBAERZH , BRAERAKRSBLIE
FEAERPHNIE.

HHREERETINEG , ZBHTEMFE VMware Cloud Director EREH :
n AR RIHARESEREZHINRE,
s AREBETXEMN Microsoft Sysprep ERBEERETHNRE,

AHREEZHRA VMware Cloud Director EH#FRE | MEARARESEFHAFNWTERRSESMNERE. @
REFEREHTEHSR , TETRENER —RIFAE | SlNRGETHRIFERBEFERE,
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#10.1 WxBAtE , BRASIRMEE FABA T EAER VMware Cloud Director API 38l 5 B2 & i 7] BR 28 #9322

#,WESSL EHRRLBETIRIFARII HEB. HEERE VMware Cloud Director fRELR , A
f£A VMware Cloud Director API E#ETESARNARAREHELZESNABERNHEEE . FE
VMware Cloud Director RERH K 2% , AR EAHEAREE VMware Cloud Director Ky 7FEUE Z &
REHHEE, FLRERTEUABERIHEE.

EE AHKZEMA10.1% , VMware Cloud Director #—ERBEAESNIMER SR FRINEE. &
=E 2% VMware Cloud Director E3 SSL BENAXNEMEE, REEHRIREBTEEAZ
VMware Cloud Director , BB/ SSL R RIRE , vCenter Server #1 NSX BR T RE S B RE R KA MEER .
EURBERT , ARBERERETH :

HITREREETA trust-infra-certs % , EARREBEAKRHTABRERE. F2H (#

1

vSphere ERE AHZERE) .

2 1£ Service Provider Admin Portal fEA &N EAF , BEUEE vCenter Server 1 NSX #11T{EEE , A

REERZIBRERENBADE.

AR ENTERRE

RRBE

fEFSMER Oracle ERIERY VMware Cloud Director 9.0 #1 9.1

fEFSMER PostgreSQL B #HER VMware Cloud Director FE
BA#E 95

Linux EfEASMEE PostgreSQL BERIER VMware Cloud
Director 9.0, 9.1 9.5

Linux EfE A SMEE Microsoft SQL Server ERIER VMware
Cloud Director 9.0, 9.1#1 9.5

Linux L 9MEB Microsoft SQL Server BRI EH VMware
Cloud Director 9.7

VMware, Inc.

SRt 2

Linux £ 588 PostgreSQL ¥R E VMware Cloud
Director 10.1

1

HH Linux £B VMware Cloud Director 9.0 , &7
VMware Cloud Director A#RZ 9.1 Mk, FZHE (A&
vCloud Director) .

# Oracle BRIEBEZE PostgreSQL BERE, F2H (B
B PostgreSQL ERIE) .

BEHRBEAKZE Linux £B VMware Cloud Director
10.1, FHZ/¥ VMware Cloud Director Z&#ETHHER
R FE A4 VMware Cloud Director 2,

TxE

BENBEARE Linux LA VMware Cloud Director 10.1,
H2EY VMware Cloud Director R ETHAS A RRIFE
B A4 VMware Cloud Director &,

1

BIENBREFRZE Linux LB VMware Cloud Director
9.7. #&2H (F# vCloud Director) .

# Microsoft SQL Server EREBEZE PostgreSQL & #}
B, 528 (BEE PostgreSQL BRE) .
BEHNBREAKE Linux £EA VMware Cloud Director
10.1, &2 /Y VMware Cloud Director ZEEITHHES
HFARRFEF 4K VMware Cloud Director &8,

# Microsoft SQL Server EREBEZE PostgreSQL &t
B, #2H (BEZX PostgreSQL BRE)
BEHBEAKE Linux £B VMware Cloud Director

10.1, FHZ2/¥ VMware Cloud Director Z&#ETHHER
HAHRRFE A K VMware Cloud Director T,
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B R K

Linux LfERSMER PostgreSQL ¥ EH VMware Cloud
RIFBE Director 10.1
Linux L 9MEB PostgreSQL EHIER VMware Cloud BIEHBEARE Linux £A VMware Cloud Director 10.1,
Director 9.7 # 10.0 #=2B% VMware Cloud Director R##ETH AR FHRHF

B4 VMware Cloud Director %2,

fE AR PostgreSQL X ER VMware Cloud Director TXE
FEA%EE 9.7 M10.0

¥ VMware Cloud Director R45E1TH &t A 4R

BRI LAEBHITEE --private-key-path EIEH VMware Cloud Director ZERR , KA K[ IRESE
AP FTERERUAREAERE,

B LERBERAR Linux B VMware Cloud Director ZHE R | EXEH Linux E¥RZZELARKEE
VMware Cloud Director Z## VMware Cloud Director A iR8§84H . MR VMware Cloud Director
fAIREE BT S VMware Cloud Director 9.5 EAEEHE , AIEAERAR Linux # VMware Cloud
Director ZERXNUEEBETEREBHBARECRENERE. BSRARMNBE VMware Cloud
Director EFI#E

VMware Cloud Director for Linux R ABUBREN THTELAREM , EBHEA vware-veloud-
director-distribution-v FER. v.v-nnnnnn.bin KX , HB v.v.v RRERRA , nnnnnn 3%
HBHEE, HIW : vmware-vcloud-director-distribution-8.10.0-3698331.bin, #{TILATEL
TRTRER AL VMware Cloud Director,

HITEHE --private-key-path BIEH VMware Cloud Director ZHERERE , B LFIE upgrade 2H
BXMWEMHSEE | flIl--naintenance-cell, MEERE upgrade XABARENHEEN , F2
RENEARAARRSE,

DEFRHE

s T VMware Cloud Director E¥E . vSphere 7T NSX THEEHRAH VMware Cloud

Director #8&.

EE mMREEFEFH VMware Cloud Director £ Oracle ERESR Microsoft SQL Server E#}
E 6 ARERALCBHEE PostgreSQL BRI E , RAEBETHE., NEABEHNARKER , F28E
Linux EF & VMware Cloud Director,

n RBLEFEEBEEMREEN Superuser RFE.

» MRVEZEBABRBZEEZNBUERE  FEERARSE L TEILRE VMware RRER. MR
ERFREERNBUREE  AEZEHNBITEBARIEE. F2RATHALLZE VMware 2RE
ﬁ%o

s FRIACEGEEUNRESR  TEALZEAHKLN VMware Cloud Director EREEARZAS
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BF

1

WA RS B U5 Superuser ERBEWBHE RN TEIT SSH B, HERITRE  BTUUHITT

B Linux &% :
sudo -u vcloud ssh -i private-key-path root@cell-ip

WEHIREZRE veloud BARE , REUBRERE S D ERIT cell-ip KfER SSH ERZERTFH , B
TRUEBFEAERE, MBEAREREER L private-key-path PR ZEBATREHAE veloud. veloud
B, BHEN RSB EERIT co/-ip REERBEMAEN authorized-keys BR , BIHSHK
Iﬂo

B vceloud EAHE . veloud BMM veloud.veloud lRFE 2H VMware Cloud Director R
#BIK , A4 VMware Cloud Director BF#TEFMANE 285, vcloud FHEERT,

RSN ATA ESXi T ERA. % VMware Cloud Director 9.5 Bis , T XESERHM ESXi £
%O

BERARBFHATNIERARSFBABUTUFRAANERARSFSFETE. BFSEE Linux L4
VMware Cloud Director Wy &R REHEZE.

R VMware Cloud Director Z# A LDAPS A REFUAE AKX EHE LDAP ALK , FER
EBEERBIEREN Java 8 Update 181 B, MEMEEN , F2H8 (Java S RAEE ) | #iutA

https://www.java.com,

DRERE S D E A B RRRES.

2 BEREERTHEZEEMMRES.

MRERERBLNKE B REERERI B RARSZIUAFINNVE.
RETHNAIREREESFS TREE L AMNANRER.

MD5 K SHA1 MR EBNESAMETHER L, FEABEENIE  BECTHNZEEERNE
MREBEEFETHEA LBETHWANRER, THHEXM Linux L REER /nstallation-file B 48
BB,

[root@celll /tmp]# mdS5sum installation-file

S EEEXAFETHER LN MDS BAREBH REERENRER.
BERKERTUAIT.

ZHEBEREEJTER, EERETEABLER , FHBREEES . Shell RARMIRE , IHMIT T
Linux 5% , E installation-file & VMware Cloud Director KR EEN TRIREEZE,

[root@celll /tmpl# chmod u+x installation-file
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5 HEXEA. Shell RARFEREP , A --private-key-path BENBERERZIAESBNRES
BETREER.
BRI LHIBERE upgrade 2ABRMHEHMBSRIEA,

./installation-file --private-key-path /vcloud/.ssh/id rsa

#H BEIRREEBASEMNEREZTNEZRTZEER.
ZHEXEBZER VMware Cloud Director , Wi RIEEAFAK.

MRZHERENERE VMware Cloud Director RAFRHBRZERERPIRA , e SR RERA
BIXHER.

6 EAyiiREnter B, BRAR.

"R

ZERABEBE T ISR ERARTERE.

1 BRENRFEEIBFSFEER,

2 fRB4 VMware Cloud Director RPM £

3 FAHEFFEEFE LK VMware Cloud Director BX88.
4  F#& VMware Cloud Director EH}E .
5

F 4 EI AR BB 1FHE LR VMware Cloud Director EB& | REBEHEEREFEIK LMW VMware
Cloud Director BR#%.

6 EHREAEIFEFESLLN VMware Cloud Director R .

BIEBSE
BEFRRSEHATHNIIEFER LM VMware Cloud Director BR¥S

BRE T AFAREE 2 EEE vCenter Server ZGE BB ZE NSX Manager , A& F A vCenter Server
##& . ESXi E#F NSX Edge .

F B4 VMware Cloud Director Z4

WA LVE BT A S SIEIEN VMware Cloud Director ZERRXRARE —H#EHK. EHHMBECHED
BEERZH , BEOHALAARERERE, ARARSHATEL—BREEZE , BAREHELE,

B LMERBE AR Linux B VMware Cloud Director Z# R |, £XEM Linux ERZELAREE
VMware Cloud Director Z## VMware Cloud Director fAlfRESE 4. R VMware Cloud Director
fAREEEFHEE VMware Cloud Director 9.5 EA#EEE |, AIFEABEAR Linux B VMware Cloud
Director ZERXNUEEBETERERHBARECEENERE, F2EAKMBE VMware Cloud
Director EFA#E .

R ZHE® VMware Cloud Director 28t | A LA VMware Cloud Director ZERITHEABHI T+
& MIARRFFEARSEREENERE, F2HYE VMware Cloud Director Z#3ETE A S+
fﬂo
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BEIRA

52 VMware Cloud Director & . vSphere Tt NSX T EFIRAR VMware Cloud
Director #8%& .

BEE mMREEEFEH VMware Cloud Director £ Oracle ERER Microsoft SQL Server & #}
B, AERALECBHEE PostgreSQL BRE , RAEBETHE., NEMSENARER , F28E
Linux EF# VMware Cloud Director,

HRIEHEE VMware Cloud Director Al lRESE 4 P RBREEM Superuser .

MRABPEZREARBLREERNBUEE  FEERARFLTRAERE VMware DHER. WX
ERFEZEERNBUEE  AEZRHETEREARET. F2RTHALRZE VMware DRAE
iﬁo

EERCEEENNERESE  UEALEARMN VMware Cloud Director EiB8hRAS

BB ATA ESXi B ERUA. % VMware Cloud Director 9.5 B , *XECSEHM ESXi £
%O

BF

1

#®

H#% VMware Cloud Director f#17#

VMware Cloud Director ZHE BN S5 E B ERARSBRERFEME AR SREY , X ARFMREZLH
VMware Cloud Director B,

FH# VMware Cloud Director E¥E
REHAEH VMware Cloud Director Al REE#1T VMware Cloud Director ERIEH KT E, EHHK

HAERECZH , TEHEFRECHHEM VMware Cloud Director A iRzs.
S

HRFAREEEAEP A VMware Cloud Director RIREBEMERER , B LURBRE#ESR LN
VMware Cloud Director BR#.

FAREAE EE vCenter Server A& EBIEHY B8 NSX Manager

H4RS1E NSX Manager 2# , B LAFH4K vCenter Server &% . T#H NSX Edge., BHZ2BEHK
vCenter Server &% . ESXi E#F NSX Edge .

H#% VMware Cloud Director #1741

VMware Cloud Director ZHE BN S5 E B ERARSRERFEME AR REY , I ARMFMRIEZLH
VMware Cloud Director 8,

VMware Cloud Director for Linux R ABU BN THTREE X REM , BBHEA vmware-vcloud-
director-distribution-v FRX. v.v-nnnnnn.bin X , EF v v RRERRZE , nnnnnn KX
HERHS . B vmware-vcloud-director-distribution-8.10.0-3698331.bin, FITILATH
TRAUZEHAR VMware Cloud Director,

YN ZF#FH VMware Cloud Director &8 | #4487 VMware Cloud Director fARESEAN ESEKE
LE#4T VMware Cloud Director £,
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BF

LRERE S 55 A BEARSR.

HERERETHEBRARS.

MRCBEHEBLNER  BFRREERERI B RARETUFRNAE.
RETHNAIREBEEFS THREE L AMNANRER.

MD5 & SHA1 BB EBNEEAMETREER L, SHEHEENIE  BECTENZRERNA
N EBREFATHER LERNANRERE., THHRRAM Linux SSER installation-file K48

[root@celll /tmp]# mdS5sum installation-file

R <EERNSANS THER LN MDS BANRERNZRERBNRER.
BEREERTUBMT.

ZERREERTER, TZERETEEIER , FHBEES . Shell RARMIAE , IHIT T
Linux #5% , B jnstallation-file & VMware Cloud Director ZREREN TEREELRE,

[root@celll /tmpl# chmod u+x installation-file

HITZHER,
EFEPTTERER  FRAHTERKERE , flw
[root@celll /tmpl# ./installation-file
HERERZEESHBERAHRN RPM E4,
B EARECEBASTEAERETNERRATEEER.
WMRZHRENEHZE VMware Cloud Director RASRE R ZHEERPHRA , ICSERERE
BIWEER,
MR REEBREREBER VMware Cloud Director , BIZRS SR REEAHAR.
A y WIR Enter 8 , MRAHK.
ZHREXGERTIARIERE.
a BREIMTEMEER,
b f#EB#% VMware Cloud Director RPM E,

c fRELRLEREERT VMware Cloud Director TERR#E , &5 L RAIKEEE LK VMware Cloud
Director R¥S , ¥ AR E LA VMware Cloud Director 18,

MREREBBERARRE LRE VMware RHEH | ZEBEAFETRTIRIANES !

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949
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BEFHEMRSE LMIREA global .properties BRE , REEBXNEE TR TIRANES :

warning: /opt/vmware/vcloud-director/etc/global.properties created as /opt/vmware/vcloud-

director/etc/global.properties.rpmnew

HE NMREBEFMEEFHRE global .properties B , BT
global.properties.rpmnew TEEELEE

7 (BREM) ENTHERE.
FHE , FHUREAREEAZER /opt/vmware/veloud-director/etc/

log4j.properties.rpmnew,

BR B
MRBRBERENTHEAR BUERERZE /opt/vmware/veloud-director/etc/

logdj.properties,

MREEBELEAR EEREMBNEE | B /opt/vmware/vcloud-director/etc/
log4dj.properties.rpmnew E834E /opt/vmware/vcloud-director/etc/

log4j.properties ERETEH.

#HR

VMware Cloud Director AR % , ZEEXEBE T~ —AHE K ETEsEBEHAEENENER. A
%, ZEBRRERREHTERNEARTE,

BIEBLSE

MR AAE , BALLFAH VMware Cloud Director B8 E .

HRAMRBEATHNSEE VMware Cloud Director EREEHREF.

EE ARARSIFATHIERERNEREN , 2/ VMware Cloud Director fR¥ .

H 4 VMware Cloud Director E8 &

REFHAHZB VMware Cloud Director RIBEEE#11T VMware Cloud Director ERIEARTH., EHEELA
EREZE , TEEHRBEHARWEM VMware Cloud Director fafkzEs .

FETHR B EREAN T/EHBNFAEMSBEFHERT VMware Cloud Director BRIER ., HRER
EAFEFELIEERLN , ALEREAR AR ERAAREFHARIFRET M ITEEERT.

VMware Cloud Director AIfRSFZEHAF NI ERERLAERNERE, BEREZEARZSVEREE 0 R
EEARERE—X., ABEREZ% , KHHEH VMware Cloud Director ERELZESEEZERE,. &
VERBFAEREE  THSGHESZEABNERE,

BRRM
» BEHBRAERE. FRENENERERBERNER.
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s TERRREBEFATHFE VMware Cloud Director FERERELERE. EFAREE , SELEHR
MEER, MREEERFAHRDN VMware Cloud Director fAfREE , LA LAMERAFERESET AL
BEHRS., IEERNAEAREREEIAREEFERNEN  F2HESE REREEIA
8E,

» BRAENEARLARKZSEIE,
BF
1 BITEARNREEEMNERE upgrade 2AER.

/opt/vmware/vcloud-director/bin/upgrade

MREREARAARRERZ NSX Manager lRATHE , eSBER—IEBEENEXBCE A K.

2 HERTE, @Ay XiE Enter REREREAR.

3 HERRE, WAy YR Enter BREICHEHERE.
WMRFEAT --backup-completed BHE , AABRANTHRBIIIETR,

4 MENABRXNBAIERADRES  FERTEERBA n 63X Shell , ARBARBEAREFREE
BT, YABRA-EBIR IR AR

mR

EREARIESRTEYEREENE, ARTRE , AR REEB N AERSE LEE VMware
Cloud Director BR#.

HBIELSR
B y WiR Enter 8 , AT service vmware-ved start WS REZRE.
BT LARREN B FHARHY VMware Cloud Director falBR=3HY BREE .

BRI LAH R A AR BS BXAH AU H 8% VMware Cloud Director REX B ERIE. HFLREAHAH VMware Cloud
Director f&171%.

EREARLARNSE
#1T upgrade AARRE , LAUESSFFREREENERRENIH.

upgrade DABKXWNES /opt/vmware/vcloud-director/bin/.

VMware, Inc. 128



VMware Cloud Director &g, HREMFHRIERE

®4-3. EREARNARKNBEMNGIH

BR

—--backup-completed

--ceip-user

--enable-ceip

--installer-path

--maintenance-cell

--multisite-user

--private-key-path

--unattended-upgrade

VMware, Inc.

5%

AN

CEIP lRISIRFHERE R,

BETIHEP—IF
m true

m false

VMware Cloud Director R#E RN TEEKE
£, FA%E vcloud.vcloud % ERESER R %

BRUARAREFLZEERNBE.

IP sk

SUBRBIRFNERAERR.

pathname

Rk

EBEHEBERHE VMware Cloud
Director &7, BEILRER ,
FORARKNTERTNECHENERNE,

MRAFSGABFEFEABLERAE
EWNERE  AIARERK. BR
& : phone-home-system-

accounto

EENRZHERRLHE VMware BF
EERDUERTE] (CEIP). MBEXEBFA
RAREMHBERRER false , BIFER
A true, VMware B FEEE
5T8 ([ CEIP ) IREBARNEB CEIP
WENERLK VMware EHELE
ERZARNEMENR  ZEAHR
AEEERFHDO , FiutH : http://
www.vmware.com/trustvmware/
ceip.html, BALEHBEERERT
BRERF AR LEERN VMware
CEIP, F2RE - E REHREET
B22E,

FE --private-key-path ]I,

FRMEAEER BT 2 ARDA
BN RERN 1P Ak, HREFE
SEAMMRFIREMATEAEER

X WEEMBEEARBRITER
B, ERMRERCAREEDA
—ERFRENRER  WREEFRE

-—private-key-path &I,

VMware Cloud Director %35 &%h
BEEEALIRE . MRAZEZ/HC
FEABLEAERBHNERSE , Al
HEFEERH, FERE  multisite-

system—-account,

REEZAZSBRNTEERER,
EREER , ARFIFETNAE
RIFREEEREAREEFERRN.
HEMEHFBE. NEFBELART
EREWFMAER , F2RY
VMware Cloud Director Z#3#1T
BAESMW AR,

EEBBAR
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MBREBEH —-private-key-path BIE , FIEHERSLERES RFF Superuser TR ERBEMNE R TEST
ssh B4, BUFEABEUNTAARHY Linux S8 SFIREFLLRE ., WEHIRELRHN veloud DR, A
B root B EMIT cell-ip BfEMA ssh BEEHER , ETRUBEHAEDE.

sudo -u vcloud ssh -i private-key-path root@cell-ip

MRXRERER L private-key-path PR ZEEBAHERAE veloud.veloud B , BEHENAFER
BEBIT cell-ip BFIERBFEAEMN authorized-keys BR |, Blds SR,

B vceloud FAE. veloud AR veloud.veloud HRFE 2H VMware Cloud Director ZERRNEY
# , FYE VMware Cloud Director BF#ITEATAN S 285, veloud FHEERE.

H#% VMware Cloud Director &

FHERFTE VMware Cloud Director Al fRes Mt A ERER , BRI LUARAEIRZHEFHEERIEH NSX
Manager $11T{EEE. A% , ATLUARCEEEZE VMware Cloud Director Z# ) ESXi T#H vCenter
Server MTEE.

EZE VMware Cloud Director X E# i Edge B, BABBTMEMRIEER Edge REERAER
&, 2R https://kb.vmware.com/kb/66767,

#7101 [RBA , IRIGIRHE A AT LUER VMware Cloud Director API 3R 5I3 B2 5= i Al BR 25 HY B
B, IWESSL EREIBRBETRIMARBFZE 2@, HEERE VMware Cloud Director fER , A
£ VMware Cloud Director API #TEFRARN AR AREEBLIESNABERNEEEE, FE
VMware Cloud Director RERFH K 2% , AR EHATEAREE VMware Cloud Director Ky 7FEUE 2 &l
REHHEE, F2ERTEHURERTHEE,

EE AHEMRZA10.1% , VMware Cloud Director #—ERFBEAEFESENTMAEREBIRBNER. &

ZE% VMware Cloud Director B SSL BRENAAEMBE., MREEARNKEBEEAE

VMware Cloud Director , B4 SSL BRI , vCenter Server fl NSX BRI R B REBEH KL KEER,

EHBERT , AREREMERETA :

1 ﬂ?ﬁﬁﬁ%%ﬂlﬂ trust-infra-certs ﬁ% , H%Fﬁ*ﬁ‘ﬁ%ﬁﬁﬁﬁ)\%ﬂlﬂﬁﬁ%ﬁﬁﬁ&lﬁo %%Eﬁ <ﬁé
vSphere EREARZEE) .

2 £ Service Provider Admin Portal &N HEF , BEEE vCenter Server 1 NSX #1T{EE , A
BEESBERENWMARE,

F4% B 2 #Z vCenter Server Z &A= B NSX Manager

F 4 Z 422 VMware Cloud Director B vCenter Server f ESXi #6281 , A BAHHZE LY vCenter
Server 1HEBEEHY F 1B NSX Manager,

F4 NSX Manager & T NSX BEINGENFE , ERTEPERRRE. BAUEAR VMware
Cloud Director ZBIs 2 & F 4 NSX Manager , Ei# 2 EHEFT VMware Cloud Director & EFE&IEEH
1T
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MEFHK NSX WHEBEN |, 5528 NSX for vSphere BB # , #8iE5B https://docs.vmware.com.,

BF
1 FREZEEZ VMware Cloud Director Z# M & @ vCenter Server HHEEER NSX Manager.
2 FH#FrE NSX Manager 2% , B AF K B2 &8 H vCenter Server &R ESXi EH#E.

Fr& vCenter Server &%, ESXi E#F NSX Edge

F#% VMware Cloud Director #1 NSX Manager # , A EF R EE#HEZE VMware Cloud Director #9
vCenter Server MM ESXi £#, AMATECELM vCenter Server 24 ESXi F#& | BATUFAHK
NSX Edge.

DEFMY

EREREEHAREELEZEIRZ vCenter Server R HBEEAEE NSX Manager, BE2RAAREDERE
vCenter Server Z#HEEH 18 NSX Manager.

BF

1 {28 vCenter Server #1T{EEE.

a 1% VMware Cloud Director Service Provider Admin Portal ESEE N ERT , 2
vSphere &R,

b EZEEIRF , #&—T vCenter Server I{T{EM.
c EIEFEAMAM vCenter Server RTMERZBIVBFERM , ARE—THA.
d #&-THE.
2 F#k vCenter Server Z#t.
WMEMHEBAEN , 528 (vCenter Server AR ) .
3 BR#FTE VMware Cloud Director A URL FBE 84 .
a WRENEEI G , BIRERE,
b HEEERFHRET , - TAAM4,
c WERBEARML.
4 EHERE vCenter Server [ VMware Cloud Director HJ & 8%

a 1 VMware Cloud Director Service Provider Admin Portal B EBEHMNERT , BE
vSphere &iR.,

b HEAEMT , #—T vCenter Server #{TEM.
c EHVE#E vCenter Server Z#IRIBIRIA K REBR—TEHFESR.
d &—TRE.
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5 FHBEHEM vCenter Server R ENET A ESXi EH#,
H208 (VMware ESXi ##) .

ET rERELARHANCARIRBTETIRERTNERESE  FUPMRNTXAREH. B
BERME  TRAERXARTURBER , AAFERKRBERI AR TR,

a fEHA vCenter Server ZGIFHEBRNEBER  YATZEIR LN EERBRREEE—AF
B
b FREH.
c fER vCenter Server ZREHER T,
d f#M vCenter Server ZZEREME HEEEN .
6 (REM) AHRHECFAK vCenter Server R 2 NSX Manager FTEIEH NSX Edge.

EHAH NSX Edge ERBEMBES FEBZE., BALUERA NSX Manager 2 VMware Cloud
Director ## NSX Edge.

n  WMEMEH NSX Manager ## NSX Edge BIERBIE RN , 552 B NSX for vSphere FREAX 4 , #4t
B https://docs.vmware.com,

s EEFEH VMware Cloud Director 7+ NSX Edge B , 8448 Edge XEM VMware
Cloud Director #8¥I# E#R1E -

n  E&ER VMware Cloud Director 5 VMware Cloud Director APl E3& Edge i RS
AR ES | SHHEM BB F R Edge BB,

. EHIE Edge FMEEFAHREREEA NSX Edge EFIEE .

%5 1 NSX Data Center for vSphere Edge BE X IESH P,

¥ vApp REPER vApp RIKE , S R ARARBEBN NSX Edge ERKE. BER
vApp BRIEHER vApp #% , FBEEZE vApp W ZRSIER , BrHARFAER | &
T vApp REREMTBNRERZE  REE-TER.

MEEBENAERHEE Edge BEMER vApp FRMNZFMAEN , 5528 VMware Cloud
Director AP| B\ :&&T18m.

BIESE
¥ EEEZE VMware Cloud Director 2B Efh vCenter Server ZREELREF.
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REREEIRZE

HEREEIARTANEE VMware Cloud Director EHRRERENGSHARRR., KASHIRES
Eﬁﬁﬁﬁg&ﬁﬁﬁ %ﬁ%\n}b%ﬁﬁﬁ%\%o

HEREEIAERER /opt/vmware/vcloud-director/bin/, BALUEHAERHNITE—o< , b
D E A EE Shell #4T,

HIH AT A<
EESIHTANRERERIAGS , HEATHHST.

./cell-management-tool -h

5 Shell #E=
FERTEASIEUAREREEIR MERRTR) , BALLEEMATEH Shell #1T.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool

Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands. cmt>

B Shell BB | BAUE cnt> BRRFATHARARFREEIAGS , MHEHIFTR.

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line. cmt>

MEERBTHEEER cnt> BRFT. BELER Shell B3 |, BFE cnt> BIRFTLTEA exit,
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s R = == H=
hl . HEREEILARAESRHA
HEHIBMITE— . FEBHRGS , FIHATAKN Shell EBTAGS,
[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h
usage: cell-management-tool -h,--help print this message Available commands: cell -

Manipulates the Cell and core components certificates - Reconfigures the SSL certificates for

the cell . . . For command specific help: cell-management-tool <commandName> -h

m  RE VMware Cloud Director 8
ﬁﬁﬁﬁﬁ*ﬁ%ﬁlﬂﬂ’ﬂ system-setup ﬁf% , EHE%%%%%IEEIPEFEEHEEﬁﬁ%ﬂiﬁ%ﬂ&ﬁ‘ﬂﬁﬁﬂﬁ%&ﬁ%ﬂ
HERE,

n FARBEEELHER AP K FEE
#£ VMware Cloud Director 10.0 Bt , A LAEHEBEH VMware Cloud Director OpenAPI & A
e, DU RS IR & MAFE A ZE VMware Cloud Director.,

n BEEEEK
FERFEEREEIAN cell FHS , B LEEIEHEREHITEEELIRE. REERAPIEN
MREE, EFFEREEES  REEBEEARES.

» EERETEREAER
FRARBEREETAMN cell-application MY REHIFERERBFRTH —HEARER.

n EHEREESAR
B LEBFERARBEREETIAMN reconfigure-database TS REFH VMware Cloud
Director ERIENESRASR .

n BRI EBEESNHEESER
VMware Cloud Director £/ Quartz TEHFRES ARG LEITHIERSESE (Th), R
Quartz HFERERERR , BUELIRIFULRE. FHARBEREEIAMN fix-scheduler-data
WELHREENETREEERNIESRER , URFTEBERLER,

n B HTTPS MEIZEA Proxy MEBELXEBREBRE
FERBFEEEETIAMN generate—certs IS A HTTPS flEE A Proxy mEEL BREFEBM SSL
BE

s HUR HTTPS ME#E A Proxy iwHHEH
FRRBFEEEEIAN certificates MTEUL HTTPS FEE A Proxy WmEH SSL BFE.

n  RIMEIRBEA SSL BE
ﬁﬁﬁﬁﬁ*ﬁ%fglﬁﬂ@ import-trusted-certificates ﬁ%@lﬁ% , LX)%M‘ES‘Z%E?I\%BHE?’I’% (ZZI]
AMQP 1 VMware Cloud Director E¥IE) WRZELR.

n & vSphere ERE AR HEH

%, ERARBEEREEIEAEMN trust-infra-certs Mm% , MBEFM vSphere ERWEFTEL
¥ HEE AZE VMware Cloud Director E¥lE.
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s RENREEHHEFE
RERFAKE , BEEAREEEEIAMN nanage-test-connection-blacklist TS REHRK
HEMMNFEE  REBAREARMEYE VMware Cloud Director K 1ZEE.

n EEAH SSLBWEE
FERARFREETIAMN ciphers WS, RERMFRREMNBBELS , UEE SSL EHRIBHBEE
A

n EEAFH SSLBABESRE
LEERTEMEBRE SSL ERTBREFFREN—A SSL BABE , FEARFEREEIAN
ssl-protocols W%,

n REEERE
FERRBEREETAMN configure-netrics MEREBERENERE.

m  RJE Cassandra EEEHRE
ERRBEEEETIAMN cassandra WS , BRGRESERELEEERNE.

n BRAGEEEENR
&R HE VMware Cloud Director ERIENEAESBAER , B AEAREFREEIAN
recover-password B % REFE VMware Cloud Director R EEE R,

s EHTERNKBAREE
BRBEREETAN roil-taks B2, REFRBERUEMMEEERTH TEEBBGE
BAREE . BRIEFMBEREFHECEHEA , TRIZSEEMEA rail-tasks M.

n REBKAEERE
FRBFEEEIAMN configure-audit-syslog MR , RERMRCHEBZAEN TN,

n RESFHHEAR
FEEHAAREEVEFHAEREFEANESR , IUAFEAREREEIAMN nanage-cnail W%,
s SR EEHES
FERBFEEEEIAMN rind-orphan-vms % , JFREMH vCenter EREEBTFE VMware Cloud
Director ERENEREB[NSE .
. MATEH VMware B F EBRBUESTE
EEMASEL VMware HEF&BRUGESTE (CEIP) , BRI AEAREREEIAN
configure-ceip %ﬁ%o
n EFEARNAEARRE
FRHFEEHREEILAEM nanage-config Fa% , BULEHFAENERARNARLRE |, flnE &
TIEE
» REBSRRSEHR
BZEESFEERMAHMASINEMESRIFZEEREER K FEHRRAGEERZRISHER
B, BUUREERZRLSH R, BAULERABFEREERIAMN nanage-config Fm< , BBRHIT
RRRESHNEXNEEEEE RKZEBHZBLTEHR.
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s SHEESELZEL VMware Cloud Director R E N EEITREHR
EZEMBMEH VMware Cloud Director BI3EH VMware Cloud Director EZEHE R IP (it
DNS HE , B FERFEEEETLAM nanage-config FH%.

m  {HiE vCenter ERHEEHRE
EREAREREEIAN debug-auto-import F@< , BAAEKRZE vApp WHEFIEEE —=
%@ vCenter [ERMBNEREE

s ENELEZSTHAEMARN MAC it

REHRETHEZERAENMRE VMware Cloud Director 3t &+HE: , ATt EEIEE2™M
MEMPARPEE MACUUER, ZEERGLMEFR X ERBTEARZEBIBHNETEFE
Hep—{Eit& L EHESE MAC ik,

s E3#H VMware Cloud Director EEHE EHNERE IP it

EEEHERES AN ESE D VMware Cloud Director fE1ZA&RY IP it , LA MERFEERER
I/ED

i& 7 VMware Cloud Director &4

EFH%T?#%‘EIEIEE’\J system-setup ﬁ% , EHEFH%ﬁ%ﬂé'ﬁﬁﬁEﬂ*ﬁﬁﬁﬁ%ﬂiﬁ%ﬂﬁﬁ%tﬁﬂﬁ%ﬁﬁ%ﬂﬁ@ﬁ
BE,

& E VMware Cloud Director A RSB ATHWFERARBLSHESETERE % , BULUEBTIER
W<y, ERAMEBEERNRELNREAGEERERF UK DA VMware Cloud Director EHHE :

cell-management-tool system-setup options

BEEIECRENRGZ LTSS, VEBEMERE , -—unattended M —-password BRI
R5-1. BEREBEITARFEHES| B, system-setup FWE

By g% #Hat
--help (-h) & RELERNPTAGTSHRE.
——email BERIZEAKETEE ZASEENESTBHBISRER
B E F Ik VMware Cloud Director &}
f,
——full-name BEEICRAHEEE ZREBHEENZBESHERE VMware
HEE, Cloud Director ERER
--installation-id 1% 63 SIEARMNES % VMware Cloud Director 228

WZ#E ID. ZABER NICELE
MAC futit R ZE ID,

AT NREHBESUEEBBTE

# VMware Cloud Director 82

VERMBE |, FHEREEHESME VMware
Cloud Director RERER —H TH
L
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RE-1. EEREEITHRFEHES| ., system-setup Fin s (&)

B

--password

--serial-number

—--system-name

—--unattended

—-user

5%
RERNAREES
M=, £

F--unattended #IH
REE, WRTEA
--unattended I,
ERREDSH LR
EEBRHHGTERRE
WA

AR ZENFR X
L),

VMware Cloud
Director vCenter
Server BRI REFE M
=28

14

AW

BERNAREES
HERERR.

&if) : ¥8E VMware Cloud Director &£ E
BLTIRABNGS AEESH VMware Cloud Director REW T R4

F --password

 HLERTCRALBRRARAEIERINTE.

i b

RGEEE M VMware Cloud
Director #ETRFE FSRMU TG,

BEM, NEARBXH VMware
Cloud Director FFif.

It VMware Cloud Director R
FEEFTMH vCenter Server L,
HEUANBBHERRRRER,

BEY, EALBAUAGSE, @
STERREETE-SHNBA.

RGEEE M VMware Cloud
Director #ETRFEHSEMALERE
£,

Eo EH )\J'/\‘\*%E --unattended

[root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool system-setup \

--user admin --full-name "VCD System Administrator" --email vcd-admin@example.com --system-

name VCD --installation-id 2

Please enter the new password for user admin
Re-enter the password to confirm:

Username: admin
Full name: VCD System Administrator
Email: vcd-admin@example.com
System name: VCD
Installation ID: 2

Are you sure you want to use these parameters?

Creating admin user.
Setting system details.
Completing system setup.

System setup is complete.

VMware, Inc.
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FEARBREELER AP im BN FEUE

#£ VMware Cloud Director 10.0 Bi#ts , B LAEAEEK VMware Cloud Director OpenAPI| & A%
2, DU BR ISR it & M AFH A 7B VMware Cloud Director,

A LME A REF R OpenAP| iR B SRR #I1% VMware Cloud Director BIfZEY , fEE L2 M.

B /cloudapi/1.0.0/sessions/provider - ARBRBREEZAN OpenAPI e, AEAEEERL
i 257 H VMware Cloud Director,

m  /cloudapi/1.0.0/sessions/ - FAREBAZEAN OpenAP| i, RISIREEELFEHILIFEEFER

VMware Cloud Director,

RFER , RUEEBEEEEMNEBFEREAEBZEA /api/sessions AP| i B %R1FZEL VMware Cloud

Director,

EBRFERAREREEIAN nanage-config TH<S , BAIEARKIRMEY /api/sessions AP inE
MEEE , At , BEEREZARSER/RERHEEFZIH /cloudapi/1.0.0/sessions/
provider OpenAP| i B,

B ECERARBREMEY /api/sessions API IHEHFEGS | BRAAER AP Ind , ERERED
EiR 4t SAML Token BYRBRHEEZREERY.

EF
1 B root D EATMEA SSH & A{E{T VMware Cloud Director #FEENIEEREL,

2 BHEHEHIREMEY /api/sessions AP InHWEFEEE K BEAREREELR REBITTIHS :

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v true

mR

RIERMEREBEE /api/sessions APl i B, RERMUETLUERAFHE OpenAPl i%E /cloudapi/
1.0.0/sessions/provider BIFHL VMware Cloud Director, & AATLAEEEAEM /api/sessions API
B FNFTH /cloudapi/1.0.0/sessions/ OpenAP| in i3 1ZE VMware Cloud Director,

BESR
EEMARMEY /api/sessions APl s B ZEUE | BHT TGS :

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false

BEEHFS

EEREVEETAN cell F8< , BUNEETHEHEREN THEELRD . BEERATITENR
. EHREREERN  EEBRARETRE.
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EEEERER  BEATIEXN®SI
cell-management-tool cell -u sysadmin-username -p sysadmin-password option
Hh sysadmin-username M sysadmin-password RRBEEBNEREZBNERE,

B ERREEE , LUNERLER. EHERT , SSERTEBAZHMAEER LBTRZER.

BFRUEBER --pic BRYRUBERRFNEFERE  REHAREEERR. 2ESKETHEYN
BF&AE , FERABEUTIARNGS

cat /var/run/vmware-vcd-cell.pid

®5-2. REHEETARBESIY, cell FHT

B =l i
RELERIFIRAGTHRE.

--help i1

--pid BEEEFNEFBE A LAE A IR EEMR -username.
(-1)
--maintenance true B false EHBEATRERERS.
(—m) ﬁﬁ*ﬁ'tﬂ’g ‘3'% true %ﬂ:;ﬁg} B jﬁ
ERFREABEEN,
S|¥ false EEMFHRERNERE
-—password VMware Cloud Director Z&EE WRFEA -usernane BI1E | Bl AR
) BEHH it

MREMUEE  SSEFRTEBEMA
BRMTEEE EETZER,

true B} false

LR LIRS,

--quiesce
- BIB crue BMEHESE,

SI# ralse %E%ﬁ%‘iﬂﬁﬁ%%ﬁc
--shutdown i1 ERREE L EFEREE VMware
(-s) Cloud Director BR#.
--status i3 BREEREFRELBITHTEHERE
(-t) RFRAARENEEEN.
--status-verbose ﬁ{\ ﬁﬁﬁ&ﬁﬁ*ﬁtiﬂﬁﬂ’ﬂ I'ﬂzgﬁﬁﬁ

(-tt)

——-username

(-u)

BEEREFREAEN

VMware Cloud Director ZREE

EREERAERR.

HRRER FFAIEBAE .

A AR BIRE —pia,

EARFHREETAMN cell-application MY REEFRBERERBRIRTH —HEARER.
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VMware Cloud Director #1172/t VMware Cloud Director AF s FrEREN Z EEARR . KA

R, RERERBELEARKN 0.

ZE,

EERRABEREFRABDRANTEARRN

BEEEERPNFERE T REZE VMware Cloud Director

RE , BEEATHEAND S

cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command

sysadmin-username

VMware Cloud Director R EEENFEHRAERTE.

sysadmin-password

VMware Cloud Director ZAEHEEMN G, MERBEESHKFT , AIXNBEBRBRIESIHEA.

A BALAE cell-management-tool R FIHIRAE VMware Cloud Director R EEEH
B, 8B, EREZREEEERS. MEEF cell-nanagement-tool RRWAREE , ER@A
B, RIET2RTEER L,

BRAEBER--pid BRYRURBEREFNEFBIE , RERARAEEERT. AESHER
KREORFBAE , FEAEUTIRENRS

cat /var/run/vmware-vcd-cell.pid

command

cell-application %ﬁ%o

R5-3. EEBEEIAREES|S, cell-application FWM<

we
--help (-h)

--application-

states

--disable
—--enable
--pid (-i)
--list

--password (-p)

--set

—-username (-U)

VMware, Inc.

5%
E:d

FERRRRERTE

AR ERIR
RFREFNREFREITE
&

VMware Cloud Director B &
bt

FERRNREBITEH A DR 2 R

sEms
IBE.

VMware Cloud Director B
BAEEE,

ik
RAMERPIABSHREE.

IR EFRERARARE B #IRE.,

iR EREARERERREEANT.

AL FEEREAERNERERBBERT.

EALAEALEBRRA -uH -u M -p.

JIMpmAEREREARS | YERRESAFERTFERRBFANT,
BEN. NREREGSHPRMUBE  EHSERTEBARE.
EEETREFRMBBATH - AREFREARS. LHSEBERREN

EREEBRERBEBN —EHREFEERAER. #/H --enable R —-
disable B@FE—EREAMNREME,

REE --pid BREE
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g5 . JHRERERAEARERBME
BAF cell-management-tool MY YEERMREEERRE , WEHERRAFEREARARERBREF
ﬁo

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool -u administrator cell-application --list

Please enter the administrator password:

name id enabled

description

Networking com.vmware.vc... true Exposes NSX api endpoints directly from
vCD.

Console Proxy com.vmware.vc... true Proxies VM console data

connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant
site.

Compute Service Broker com.vmware.vc... true Allows registering with a service
control...

Maintenance Application com.vmware.vc... false Indicates to users the cell is

undergo ...

Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST
APT.

EHENEERAR

BU L EBFERREREEIAMN reconfigure-database @< REFH VMware Cloud Director &
BENERKANS.
£ VMware Cloud Director Z# 5 VMware Cloud Director EF R BEX SR FHRE , Lo UREEHE

HFRANERNEESEANES., HZBEE Linux E2% VMware Cloud Director #1 VMware Cloud Director &
AEENTSNKHERE,

% E VMware Cloud Director BRlE®# , A LUEBFER reconfigure-database TS REFHER
EEZR. BOLEEE VMware Cloud Director ERIEBZEIFHEH  SFERNEFHERBANZE , A
A PostgreSQL BRI ER SSL E#R .

cell-management-tool reconfigure-database options

BEE BEBIIT reconfigure-database ML EBFEEARERNDIHALRE
global.properties FEIFERE responses.properties, BITWHS ZH] , SRR EEREMNRL /opt/
vmware/vcloud-director/etc/responses.properties WHTUBA, NEREREEFHAEERE
MAEBIE R , 5528 £ Linux £E% % VMware Cloud Director,

MRFER --pid BB , BAAEFHBREETEERARE,
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R5-4. HEREBEITARRBEHES|E, reconfigure-database FW<

&8

--help

(-n)
--database-host

(-dbhost)

--database-instance

(-dbinstance)

--database-name

(-dbname)

--database-password

(-dbpassword)

--database-port

(-dbport)
--database-type

(-dbtype)

--database-user

(-dbuser)

--database-ssl

VMware, Inc.

SIR

113
AR

VMware Cloud
Director BRI EE#H
IP st R EERIHEE

SQL Server EHIEH
1T1EEE.

EMERBEME.

BEREEAENRR,

BERERBEEREE
#EERE e
.

EREER, THIHF
—1{& :

B sqglserver

B  postgres

ENEERENERE
B,

true B false

RERHOREFRBE.

i P
RAEBIP I ARENREE,

FEH database. jdbcUrl ABHE,

BEE ga<ERSEg.

BEM, IRENEERA
sqlserver , BIfEFLILIRIAE,

EE mRashEE  XARMUR
AREER ER AR ELEEE.

EH database. jdbcUrl NEME,

20 database.password ABRH
B, ZRENZBEEURNRTERT
BIINEE

FEH database. jdbcUrl ABHE.

EE haSERIEERN.

EH database. jdbcUrl ABHE.

FEH database.user RBWE,

MREREER A postgres , BIfE
FLRIE, |E PostgreSQL &#
B, LERHE VMware Cloud
Director #1T SSL E#R,

BEM, ERITHH VMware Cloud
Director f#Fi& LHITREHRE.
TEEENRBREEE.

WREE - —private-key-path FEHLAE
A, BaNERENERFEEE LT
BT <.
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R5-4. HEREBEIRRBHES|B, reconfigure-database TS (&)

&8 SIR Higt
--private-key-path RERNLZSROE  BEM. ARSHATNRERER
TEHE. EXEHE , ENHENERR , AR
EHRE.

EE FfERERLEAANBRER
EEREBBER TEST SSH &

.
--remote-sudo-user B7A sudo #RHBEA ERGREAETRBERAER , H
EBB, --private-key-path BIFRREME

A

HRERKE , BTLUSRERR
postgres £ & , filu

--remote-sudo-

user=postgres,

Ef@ﬁﬁﬁ%lﬁ --database-host Z‘u --database-port H?:r s ﬁ%@%’ﬁ%’é%l?ﬁﬂ’ﬂ%iﬁ , 1&$§/§“§ﬁi%*ﬂg
BEHEHAERATFEYE K NEREFEECEENBTHIERE.

MRIEFEH--private-key-path BE , IEREELEREAATBREAEERERBNER TET
SSH #E&R, fln , EEHTER , BRI LBIT TS Linux < :

sudo -u vcloud ssh -i private-key-path root@cell-ip

HEBIRELH veloud BB, RELIBERE B D EHIT cell-ip BfEM SSH BREFFR , BF
REBERAERE, MRABEREEFERL private-key-path PRSI HERE veloud. veloud i
B, BEHEN QRSB EENT cel-ip BFEEMBRERAEN authorized-keys R , Alan TR,

B vceloud FRAE. veloud AR veloud.veloud HRFE 2H VMware Cloud Director ZERRNEY
# , FYE VMware Cloud Director B F#ITREFTAMN S 285, veloud EHEERN.

&if5] : # % VMware Cloud Director Bl EF A EBBINRE
EESE VMware Cloud Director ERIEFAEZRBMNEE  UiSMEEMESARRBEAERRRE , &
ALBATFH&HS -

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
-dbuser vcd-dba -dbpassword P@55wOrd

Y BREFMERERLIBTREHRRE , EH VMware Cloud
Director R E IP ik

MREREAE sudo HRWIIERERAE , BUUBT TGS , LABEFREFE®RL VMware Cloud
Director ERIER IP it :

[sudo@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
--dbhost db_ip address -i $(service vmware-vcd pid cell) --private-key-path=path to private-
key \
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--remote-sudo-user=non-root-user

FREIEEERVBRERER

VMware Cloud Director £/ Quartz T/EHFES ARG LBITHIERTESE (T), R Quartz #
E%ﬁﬁﬂ]ﬁjﬁg& , ﬁiﬁJﬁ‘éﬂi;‘fﬁEIﬂ%ﬂ:%"uo ﬁﬁﬁﬁﬁ*ﬁgiilﬂﬂg fix-scheduler-data ﬁi%ﬁjﬁﬁﬂ

ETRERRENIIERER  URFEBELER.
FERHESYIERERNENE  BEATIEANG S

cell-management-tool fix-scheduler-data options

KR 5-5. EFHREEITHRBIFEHES|S. fix-scheduler-data FW%

2R S| %

--help (-h) &

--dbuser VMware Cloud Director E#}E
ERENEREER.

--dbpassword VMware Cloud Director & #}E
FERENER.

ik
RASERPITABSHREE.

BEAFEBLHIPRME.

BEARRHUABTRTR.

B HTTPS ME# A& Proxy mEBELXBREBERE

ERREREETAMN generate-certs <A HTTPS MEIEA Proxy wEELEBREEN SSL BE.

18 VMware Cloud Director fAlfRAZEF A EP A AZ TMME SSL W H : —EAR HTTPS BR# , 5 — @R
BAREEE Proxy BRI, HTTPS R imE X VMware Cloud Director Service Provider Admin
Portal., VMware Cloud Director Tenant Portal 1 VMware Cloud Director API, RiwEEE Proxy

B & VMRC ZE vApp MEREIRIER.

BEREETIARMN generate-certs WS BEBEEITA Linux £#Y VMware Cloud Director #3 B %

1 SSL BEERF.

EEEEHNBEREE SSL BRAMBEFTNREEMN keystore , ERATIEAN BT

cell-management-tool generate-certs options

R5-6. FEREBEIRBIEHES| B, generate-certs TS

By 5|8
--help (-h) L
——expiration (-X) days-until-expiration

VMware, Inc.

it
RELBERPITAGSHRE.
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R 5-6. HEREETIRREES| B, generate-certs TS (&)

71g =) it
——issuer (i) name=value [, X.500 WMEEREANBAIZRE, ER
name=value, ...] 5 cn=ropn, HF FODN RIEEE

HEERPFHEERE IP st (WR%
BURANTERASEE), BEEEES
BEEHEMEA , FUEER ()R
BN A SISk B RECI .

--httpcert () Fi:d B HTTPS mEBELRE.
——key-size (-S) key-size SAKRND , UBBNTHEERR. B

%A 2048, 1RIE NIST 457
800-131A , N 1024 EB KM T

BEIXE,
--keystore-pwd (-W) keystore-password E# L keystore KRG,
-—out (-0) keystore-pathname M EHE L keystore HRERER
48
--consoleproxycert (-p) Fiid BEETIES Proxy IWEHEE,

B AEFREREBEFHSHAEARY  BREK 5 M o BERKREM 5 N - BERENER.

ghl: EVERBERE

EMEEHIEAMR /tmp/cell . ks B keystore , BEBRIEA xspw., HRZ keystore FNFIEMSELL
BEY .

FEHEEATHIARERZLHBRE. BRESBRES cN-Unknown, WEBEEATARMN 2048 Lt E
BRRE A YHEBVEKR-FIH,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw

New keystore created and written to /tmp/cell.ks.

WEHESEL HTTPS WENHBE, cHEASRAN N EEREZZHWISTEATE. BREZEWRES
CN=Test, L=London, C=GB, HTTPS EEMNH BEE S —E 4096 Ut £ K SHEEILE 90 X3
B, EEA Proxy WENBEERRTSZIEE,

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,
C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

BEE FH% vcloud.veloud AT BIARGBEN keystore BRMHE&. VMware Cloud Director &
HEEXGEIHEAEMNEA.

VMware, Inc. 145



VMware Cloud Director &g, HREMFHRIERE

B HTTPS M E1E & Proxy i 2Ry B F#
FRRBEREEIARY certificates S HML HTTPS MEEE Proxy WmE#Y SSL BE,

HEBEEBIARMN certificates WML BBEITERF , L JCEKS £ BRAEFEFRRENTRIRINRES
B, B certificates WS EREERIINACEEZERR , AUAHBERIR I ER., BEE
VHECDHEERFEW JCEKS £8FEFE , 5285 Linux LK VMware Cloud Director B BRZEH
SSL B/,

HERR S MERRER SSL BFE , FEAUTRAN®S :
cell-management-tool certificates options

R5-7. RBEREETRRBEHES|H, certificates THME

BE

--help (-h)

--config (-C)
--httpks (-))

--consoleproxyks (-p)

--responses (-I)

--keystore (-K)

--keystore-password (-W)

gHl . BB

ik Y
F::

f#FHEM global .properties
BREERTERE

A

R
responses.properties R

EEREEH

keystore-pathname

keystore-password

i
RAGER P ARSHREE.

FE A $VCLOUD HOME/etc/
global.properties,

X http i ZEFTE A/ KeyStore
=R certificates,

R EIEE Proxy B FTERA/
KeyStore &5
proxycertificates,

FEER A $VCLOUD HOME/etc/

responses.properties,

BECHEB BN JCEKS keystore
TEELCEE. CBEN - HER
RERA -k,

—-keystore RIBFTSRM JCEKS
keystore 5. BV BB
—kspassword M --keystorepwd &
H,

BRI AERE --config M --responses B , BRIEFBLEERESRERNERNVE LBH., N&EHIRAN
M /tmp/my-new-certs.ks B keystore , BEBRIEA kspw, RNEHIEFEAE /tmp/my-new-
certs.ks FRENBERRBEFEEREEN http IwHBFE.

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw

Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

B BLAERRBRZRENBBRTE.
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WEIMERARFSEE A SSL B

ﬁﬁﬁﬁﬁ%"é‘ﬁliﬂ’ﬂ import-trusted-certificates ﬁ%&*ﬁﬁ% , LXFH%ELTE&I‘%BHE?% (lel
AMQP # VMware Cloud Director BRI E) WZ 2B,

VMware Cloud Director #BEZEBEBENBEREALESNEEERE | REZIIBBRENEREE
i ARBESEZDEEZTINIBRE. EEESEENBREABERNEEENE , HEAUTHERN
me

cell-management-toolimport-trusted-certificatesoptions

KR5-8. MEREETRIBEEES| B, import-trusted-certificates TWM<

3] S g
--help(-h) 23 REWERPAAGSHEE,
--destination B8 EE’QM%FE#MEE’\J%%%@%EO

MRHLH ERREM , BIFER
% /opt/vmware/vcloud-

director/etc/certificates,

--destination-password FE EE’QM%E#HEE’\J%E%C ?EEQZ%
vcloud.ssl.truststore.password

HE (MRREDSH LR,

--destination-type SR rEER BN EEERENSRFEEESR
B, AR JKS 5 JCEKS, HRA
JCEKS,

--force = E=H B’QM%E@ME*E’JEHE
.

--source BRATE IR PEM ERMNTEBEEEE,

gHl: EAZEENER

& BEBR /tmp/demo . pem BEAZE VMware Cloud Director XS BREFE (LK /opt/
vmware/vcloud-director/etc/certificates), VMware Cloud Director f&fF import-
trusted-certificates WYMENEMBERANSBRERTERE.

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

& vSphere BIRE AR EBH

A%, FRABEEREEIEM trust-infra-certs Mm% , REBEEFH vSphere ERWERE IS H
E A ZE VMware Cloud Director ¥},

BEREEIAMN trust-infra-certs MY EEBHREREPH vSphere BRI E SSL BFE , EH
E A VMware Cloud Director B8 E.
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DEFMG
BRELHE AmER vCenter Server 1 NSX Manager #17{E# ERE B EEHIT.

EF
1 Blroot OB AZHMEH SSH B A VMware Cloud Director R INIEEZR ST,

2 BOTIHRANDS.

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

R5-9. BEREETREEES|H, trust-infra-certs ¥M<%

=3 SI® Eip
--help (-h) i3 RHLENPTAGTSHEE.
—--vsphere Fii:d FRTNEGEERZEDAEEEEN

vCenter Server, NSX Data Center
for vSphere Hl NSX-T Data Center #

TEENERE.

--trust i1 REM. BEBEHEZE VMware Cloud
Director FEFHE.

--inspect BEM ERER. BREM, EERREREERTP,

--unattended ﬁﬂ\i\ %Eﬁa {Eﬁﬁﬁtglﬁuqﬁﬁﬁéﬂ# , ﬁ%
TERREETE-—STHNBA. ZEY
BEEEEMEERERERE,

g5l . SEIE A vSphere ERIHEFHFTERHE
EEEELEEA vSphere ERHHEFHEE A MARREBE—SRAA , FRTEETIRENGS.

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs --vsphere --unattended

REARERHHEE
ZHERIAA LK%  BEABEREEILAMN nanage-test-connection-blacklist &< XRE $H IR EH
WIFEE , REBAAREARMEYE VMware Cloud Director 8K FEUAE.

#£ VMware Cloud Director 10.1 Bitg , BRFF1Z & MABA T LAEA VMware Cloud Director API 3Kl
HERIGAREENER |, WE SSL ERRRBERTERIBRAMKSEE 2HA.

HEZREEIHE VMware Cloud Director #TERZEESRENABAN , ARRHETRERLER
FEBAN AR EMRIHBE.

mi—3k  MREERAACDRNESHEEESFRHESIZE VMware Cloud Director AP| i EZR %
VMware Cloud Director B#85& , I EEESEHEFTE FHRNIBEH,

ZHFFA R % BEHBEBEARMYE VMware Cloud Director N EEEZR , AEAREEEEIAN
manage-test-connection-blacklist WL RFEHAIPEMAAIEAFTEE.
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BF
1 Blroot BHBAZHMEA SSH & A VMware Cloud Director R NIEX RS,

2 BITHSHUSERBINEEHEEE,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist

option

FR5-10. EEFEHREEITEHREFEES|F, nanage-test-connection-blacklist FMW<

By il #i

--help (-h) & RELERPITRATSHREE.

--add-ip IPv4 B IPv6 fiii 7% 1P [uk 8 ZHHEEE

--add-name FHO RSN TERERE B FRARBH A BN EHHEE.

--add-range IPv4 =% IPv6 {1t 2@ , 3A CIDR = # IP {unt BEFIEZHHEFE,
BEFHRHERN

--list & JIHFEEEREFINRAER,

EE AT SSL ZIFEE
ERBERERIAN cipners B , REMFREHOEBERE | DUEE SSLERTRBBER.

#5 ciphers MSEEAM VMware Cloud Director AR HTTPS ME#E 4 Proxy BN —ABR M
FHEARM VMware Cloud Director EF#BERREERLEEBEFEAENTEMN AP WEE.

AFEmER SSL BB ZE VMware Cloud Director EF&E , MESRSRHACEEATNZBEREE
IRENZR, FERBFELEEL  SFRRAEERBEAETEUREERNZSE , IF_REAE
ERFEEH SSL EHAKM. RERFAR VMware Cloud Director i , RERARESHERER TR
WEX. NMRCFEARE TEATNEBFEL) BE—RIJETNER , AiE<SHBEREEHBNAR
DAZFERAZEZRLBRES, BEELEBEFEMHEAYE , ZNUMBEFARENERE  EETUR
TR BRERBELEFREATFNRIBEEE -

1 BAUREAEMEZIEREIHEE. BALUFER cell-management-tool ciphers -a, 1T
#HIPR , FIHARARPATNAERE.

2 fff cell-management-tool certificates MELHEHERNREEEINRAFEE.

3 M cell-management-tool ciphers MSEHREATFNEEEE , UHRHBRERERANFT
BER. ERXRHERUNEZBERIEAYUTRZE , FRELEHBIUERLEY ZFEFERN
SSL E#.

EE FEA VMRC FEAZTEMFH AES256-SHA 1 AES128-SHA %1% , IR VMware Cloud
Director AP ER VMRC X4 | BREEZ IHEERE,
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FEEEATFNSSLBBEE  FEATIHEXNG S,
cell-management-tool ciphers options

RE-1N. FEREEITAREES|, ciphers THES

2] 5%

--help (-h) i1

--all-allowed (-a) =

--compatible-reset (-C) i1

--disallow (-d) UER RN EBHERE
BE,

--1ist (-I) i

--reset (-) =

il ZIFWMERS

VMware Cloud Director BEB LR ENERAREFE,

H#gt
RELBERPITAGSHRE.

5l VMware Cloud Director X
T E &,

ERAAFNEREREE  XLAE
RFLFEEEBRRERANRR.

FitERREANEEEETNE
®. SRATIHERE  BLEAES
EFANTEBNTEEE , BARIT
BB EERUAHRE.

EE MRBITIEBERFFHEM
B, BREAEEE.

EERBABETRENER , FHT -

EE # 1T ciphers --disallow
%, REEHBEBFEE.

FIHBRIEEEAN —EAAFNE
.

ERAATFNEBERBE, MR
RERNBIEEAZLENER , AE
HERRERAAFNEBNHEEZ
Bl , BEPERIEER SSL BERERE
.

BHE ¥{T ciphers --reset %,
MHABBFRRBRETRE,

AEHER T IARATFNERBFERARMEBR , URNAZATHFEERANER.

1 HMEERBANEREE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -1

VMware, Inc.
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ZnSHNaHEER CERARENFE,

Allowed ciphers:

*
*
*

*

2 HIE

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384

SRFHE SSL ERMHBE T REN A RRINIBTE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -a

Zin < SR E AN BREE.

#

./cell-management-tool ciphers -a

Product default ciphers:

*

*

*

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384
TLS ECDHE ECDSA WITH AES 128 CBC SHA
TLS ECDHE ECDSA WITH AES 256 CBC SHA
TLS ECDHE ECDSA WITH AES 128 CBC_SHA256
TLS ECDHE ECDSA WITH AES 256 CBC_ SHA384
TLS ECDHE RSA WITH AES 128 CBC SHA

TLS ECDHE RSA WITH AES 256 CBC_ SHA

TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 256 CBC SHA384
TLS RSA WITH AES 256 GCM SHA384

TLS RSA WITH AES 128 GCM SHA256

TLS RSA WITH AES 256 CBC_ SHA256

TLS ECDH RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 256 CBC_ SHA

TLS RSA WITH AES 128 CBC SHA256

TLS ECDH ECDSA WITH AES 256 CBC SHA

TLS ECDH ECDSA WITH AES 128 CBC SHA

TLS ECDH RSA WITH AES 128 CBC SHA

TLS RSA WITH AES 128 CBC_ SHA

3 EEEFANER.
MREHTRSHEAAREARERE BB E2ARARE.

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool ciphers -d
TLS_RSA WITH AES 128 CBC_SHA,TLS_ECDH RSA WITH AES 128 CBC_SHA

4 T

TUREEHARRNBE., FEFTFENEARRORER.

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-

director/bin ]# ./cell-management-tool ciphers -1
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ZE SRR RECANRERRNEE.

Allowed ciphers:

*

*

*

*

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384
TLS ECDHE ECDSA WITH AES 128 CBC_ SHA
TLS ECDHE ECDSA WITH AES 256 CBC_SHA
TLS ECDHE ECDSA WITH AES 128 CBC SHA256
TLS ECDHE ECDSA WITH AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 128 CBC_SHA

TLS ECDHE RSA WITH AES 256 CBC_SHA

TLS ECDHE RSA WITH AES 128 CBC_SHA256
TLS ECDHE RSA WITH AES 256 CBC_ SHA384
TLS RSA WITH AES 256 GCM SHA384

TLS RSA WITH AES 128 GCM SHA256

TLS RSA WITH AES 256 CBC SHA256

TLS ECDH RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 128 CBC SHA256

TLS ECDH ECDSA WITH AES 256 CBC_SHA

TLS ECDH ECDSA WITH AES 128 CBC_SHA

S AR SSL Bl EEE

BEREMTHBE SSL EHRIBRBFHRMAMN—H SSL 4

ssl-protocols ﬁi%o

RFImER SSL EBRZE

oo

EBE

RACEAECMHERENREMFE.

BF

1 Blroot B EEREAMRMEA SSH AFHRE
2 HITUTHESUEEATN SSL BABEFE

cell-management-tool ssl-protocols options

RE-12. EHEBEITAERFHES|Z, ssl-protocols F

B

--help (-h)

--all-allowed (-a)

VMware, Inc.

BARWME , FEAREFREERIAN

VMware Cloud Director &R , MEKRSRHEESEE AN SSL @
FRERENBABE. BHAEBMBE (BF TLSVI.

SSLv3 # SSLv2Hello) AEFERBE L |

A VMware Cloud Director fEF&NIEXZAS.

L

AN

P
Ap

PAN
=<

i3
RAENLERPAIAGSHEE.

%4 VMware Cloud Director X
WA SSL BAME.

152



VMware Cloud Director &g, HREMFHRIERE

RE5-12. REREEIHERBIFEHES|E, ssl-protocols F< (&)

B - ik
--disallow (-d) BUESR R SSL AR SSL BIABEEE
BARBESEEE. EFRERBERIEENEN D

B, BREATIHRER  BXEE
EEFAN SSL BB ENTEE
B, BARTIEESER UM

RE.

EZE NRPTHBBERTHEM

&5, BRERE SSL BARGE.

EEWEFA RN SSL B
E, BEAT -2 B,

EZE #7

ssl-protocols --disallow

%, RABHRBRAES.

—-1ist (-I) e B B AT EEE AN —A RN
SSL BRI E

--reset (-r) i3 KEREW SSL B EEE
EEZE a7
ssl-protocols --reset % ,
MABHRRBE TR

g6 . FHARFHNERE SSL BMBELENRELAN SSL BABER

£/ --all-allowed (-a) BIRSIH AFFRFRE SSL ERRRMBERHENAE SSL BABE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2

* TLSv1l.1l

* TLSvl

* SSLv3

* SSLv2Hello

HEEBERRERREAIEN SSL BABEESE. HEIHML SSL BREHE , FEA
--list ('l) EIEO

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:

* TLSv1.2
* TLSv1.1l
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FESHREZERW SSL B EBFE |, 35 --disallow (-d) BE, EEREBEEE ssl-protocols
-a FEENAHBABETFENERSRBEE.

WEBIETEH A M SSL BABEBE |, LLEE TLSVI, R 5.5 Update 3e B vCenter Server lRAE
= TLSvVI,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

ERTh@RS 2%, EXBEFBB RIS,

REEEWRE
FRREREEIAN configure-metrics ﬁ%%ﬁi%ﬂ&%ﬂ’ﬂlﬁ%ﬁo

VMware Cloud Director AJARE IR ERBENEHEEREAECRFENERLENNEE. FH
- FHLHE VMware Cloud Director IWEMWEE ., £/ cell-management-tool cassandra %
5% E Apache Cassandra ERELLHE VMware Cloud Director EE2EFEME, 52/ :&RE Cassandra
EEERE.

EERE VMware Cloud Director WEWEE | FFEAUTENTSS :

cell-management-tool configure-metrics --metrics-config pathname

RE-13. EREEBETHERIFES|®, configure-metrics Fns

WS SI® Ecpud

——help (-h) &= RELENPITAGTSHBE.

--repository-host (BB ) KairosDB EH#H FHEZ B 1P BB, /A cell-management-
3k tool cassandra %ﬁ‘%ﬂ’g

--cluster-nodes BIFRE Apache
Cassandra ERELLAE VMware
Cloud Director EEFME.

--repository-port (BB ) EFEHAM KairosDB E#E 2B, /A cell-management-
tool cassandra FESH --port
RIERE Apache Cassandra E#l
ELLAME VMware Cloud Director
ERTFME.

--metrics-confg BREE Eiﬁﬂﬁﬁﬁﬂ’g%@

ghl . REEEENEER

WEHRETEEES , W /tmp/metrics.groovy BRPIEE

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy
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VMware Cloud Director EEWERBEEE vSphere REEBEEFRENEEFE., NEEHEESR
BARESENFMEN , 528 vSphere ReEEEERPAXM ., netrics-config BREIAT —RZ{E
EEEE YASESIANEEREVWESE. N

configuration ({
metric("cpu.usage.average")
metric ("cpu.usagemhz.average")
metric("cpu.usage.maximum")
metric("disk.used.latest") {
currentInterval=300
historicInterval=300
entity="vVM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"

}

XETIEEER,
®5-14. EEERE
ERERE it
cpu.usage.average WERKENEREE , A Y ERERN CPU HEETTH
CPUSBHEBNE L. BREMBEMETHAERL.
cpu.usagemhz.average HERSSENTIREE K HFXYEEERAN CPU BEaARR
e, BEFEEEFNFREZL.
cpu.usage.maximum WERKENEREE , HEEEAN CPU #E LRETTA
CPU#BHEBNEL. BREMBEBETHARERL.
mem.usage.average ERESREANCRESGRENCRBEENE I,
disk.provisioned.latest EERFEBASERER P OALERERNFETEE.
disk.used.latest FEERERMEANRTERE.
disk.read.average FTIEERERN FHEIGERE,
disk.write.average FIEERERNTEHEARE,

EE EERHEBERSEERE  SXEERGAMBHTNEL. CPUEERMAKRUEFEENSE
%O

HNEEASEER K SULUEETIIRESH.
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R 5-15. EBEWEZH
SREE

currentInterval

historicInterval

entity

instance

minReportingInterval

aggregator

&
BEVH.

BEVH.

THHEH—@E : Host.

VM

vSphere HEEEEES

PerfMetricId H{TIEEE
RIS

BEVH.

THEAHP—E :
AVERAGE., MINIMUM,
MAXTMUM, SUMMATTON

H/E Cassandra EEEHE

HERAREREETAMN cassandra B, BRFRESEREENESENE.

VMware Cloud Director A AN E AT RHERKFIEREREABZBFTENERBLENNEE. £
It ¥4 R E Apache Cassandra B E L HYE VMware Cloud Director E2FHE, HTAEHN
cell-management-tool configure-metrics FRSREERENEER. F2RREEERE.

B EEEBH#FE Apache Cassandra ERES, NMEABEREEEMHENERBRFEFNEIKREEE
ENFMAEN , S22 REWHRE Cassandra EREUHEREFEEESH,

EE# Y VMware Cloud Director B2 Apache Cassandra ERIEBWER , mEAUTHENGS

5 -

cell-management-tool cassandra options

®e
--help (-h)

—--add-rollup

VMware, Inc.

k-4

Eii:3
AR

A

ik

EHEFITRAEEE GHEENEEEH) BEANBEBR )L
WEEMN)., EXREE, QIFERE 20, EBR1EEXEKRR 20
KI{E , & vSphere MALEEEFIES.

EHRSEEERFEANSEER AR AEN). EXREE, 8
FERRA 20, EEHK1EEZEARR 20 W& , W0 vSphere gk
EEEMER.

AEAEEZ VCUHHNER, BRIEE , AIERAERERES.
WkRAEEHATARAEER.

ERERE R 2 ERETERNER BImER CPU &), AT
ERTERNRESIMERRGRER., " BBREMEEER.
HITERNRES. 235  EREELER. BEFS W
"prskrILE") EWEZMITERNER ., BRIEE , MERS

nmEn
o

EEREREFFIERREANARTAFEBRE UYRE
fin). BEWERBERNAMETZE , T3 — S EHHREMAN
E. ARA O (BERBREHEBR)

1= minReportingInterval HE#MTHEARER, EREE,
BIFERR A AVERAGE,

DA
<

FK5-16. HEHEE T BRIFHES| 8, cassandra F#

3

i
RELSSHITRARERE.
ENEERBLEERAER. B2

B ZEWRE Cassandra BEHRIELL
REELTEEEHN.
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R 5-16. BIFHREBEITAREHES|E. cassandra F% (&)

wE ] 3

--cluster-nodes address [, address ... ] ESE MR Cassandra #EEIEE
¥ | AR VMware Cloud Director

E&.

clean = #£ VMware Cloud Director E#E
B} Cassandra BEERE .

--configure = R E VMware Cloud Director LAE2
A Cassandra HEHEEMEH,

—-dump ﬁ{\ {tEED B ﬁﬁﬂ’ﬂ?@ﬁﬁﬁﬁ?)

--keyspace FE # Cassandra F#9 VMware Cloud

Director €8 Z=HEZBRTEH
string. &% vcloud metricss

-—offline i1 sRJE Cassandra £ VMware Cloud
Director i , BERFTEBERE
VMware Cloud Director 3:8Iz%4H

R,

--password FE Cassandra ERE A ENHH

--port By EEEEETFRETESRNERER,
FARR A 9042,

——ttl B KEEBERHRE integer X. #
integer RES 0 I KBEREBEERE
.

--update-schema i1 M1t Cassandra 2248 s DR E
VMware Cloud Director EE%&
.

--username FEB Cassandra BRI EFHENETE,

il : :]RE Cassandra EREER

FEREMM TGS , Hb nodel-ip. node2-ip. node3-ip M node4-ip & Cassandra #EREH IP
frit, #ERATEREREE (9042), EKEEBERREE 15 X,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --configure --create-schema \
--cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

--username admin --password 'P@55wOrd' --ttl 15

RS TERE , ELAEHFBBREFRE.

ERAGEEER

BIMRAE VMware Cloud Director BRI ERNERAEEBANER R AERAREREETAN
recover-password i8S REJR VMware Cloud Director AR EEE .
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ETHREHREEBIEAEM recover-password 1% , & VMware Cloud Director ERIEFRAE B BNER

B ERER T LERE VMware Cloud Director ZREIE S5,
FEERZAEEERE  BEATIHERNGSY :

cell-management-tool recover-password options

xR5-17. FEREBEIRBIEHES| B, recover-password THE

By S| % g

--help (-h) i3 RELERFATRAGSHRE.,

-—dbuser VMware Cloud Director E8E MAE®SIFRME,
FERENEREER.

——dbpassword VMware Cloud Director ElE #RIBHBIZETRER,
FERENZE,

B TERY R BURE

ERAREREETIAN rfail-tasks T, REMERFHEHS AR EERTH TR 5B

. REMEHEFHREHCHA  SRIBEEER rail-tasks WL,

£ cell-management-tool -q MSFMLBERRK , MITHFNITEEELERNERKL, MRITHE
BEEZCFULNRBERLHT , ABREAETUBRRRTE , S2REEURNTHINIELRR. ZE6EE
(GREIFITHRI TIELRR) 2% , BREABTUHIT cell-management-tool fail-tasks REHHB
ETHENTHMRE, UEBFXNENTENTHRERBRARE , ERTERBEEARNEEBERERN

KA, BB RIG ARG RV TEM .
FEELENATERLAER LBTNIAEE  BEATIHIEANG S

cell-management-tool -u sysadmin-username cell --status-verbose

#* 5-18. EEHREB T HIBIFHES|E, rfail-tasks FWHE

we S|® gl
--help (-h) & RELERFATRAGSHREE,
--message (-m) MEXE, EERIETHAMENMNELE,

ghl . RERLATHIALK
e 551 B E 7 B 17 A BB B (D AE 54T O THEARBRIBEY TR BARRE,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown"

Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?

VMware, Inc.
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BAy AEHTRARESAEERMANTHE. BA o, BTHEEENT.

B WREEGDERTZSEIE, IEKNEREEEL THHMLE , IFREBUETEE, SEFREBEL
BN IHETE,

RERGASEE

ﬁﬁﬁﬁﬁ%%ﬁlﬂﬂg configure-audit-syslog ‘lﬁi% , %E%ﬁ%ﬂﬁ%&%ﬂ%ﬂgﬁﬁo

&8 VMware Cloud Director @E#&F I IRE &2 2882 VMware Cloud Director E#lE |, I
90 REFH, TEERBZMNEZHESR , 55:RE VMware Cloud Director PRI EZ N 2 E%E
Linux syslog AZARX (IEEEZEZE VMware Cloud Director BEHE).

AMERESHIRCEERZASNEESN. F28 (VMware Cloud Director £ | BRESRFRIE
M) PR (RERBEENEER)  LHEREARECHEEENCHREZEGRBEMERRSD
global.properties Ml responses.properties, BANEATIRANREFREEIAGSS , &
EEMERRPNERASLEARE

cell-management-tool configure-audit-syslog options

EEANREREEIAFHSHMENTNEERNSRBERERDN global .properties M
responses.properties BEH. EFNHBREFERER K BET LN

R5-19. BERESEITEBIFEHES| S, configure-audit-syslog FWH<

By SI® H
--help (-h) i3 REHERNPITHGSHREE,
--disable (-d) i3 ZIE[ syslog iR EHN. Ei

B%EH#EE VMware Cloud
Director EXIE. HZRBEFEUERE
global.properties
responses.properties HHY
audit.syslog.host F
audit.syslog.port W@E’ﬂﬁo

--syslog-host (-loghost) Syslog fAlAREE EHH LEERIBEHE audit.syslog.host A
Pl TERAAERE BFHERABENLURTERS
.
--syslog-port (-logport) 0-65535 SIEAMES  HIEBEE audit.syslog.port A
BTHERREENEY,

'E"'M‘#E'E --syslog-host _ﬂ]/ﬁi --syslog-port E’J{EH , ﬁi 5@%? Eﬁﬂ’ﬂ%ﬁ%é‘EﬁE , 1E7F§/EUT=;:‘£
FTHESEEASNERREIHERN , IFREFENTFIMN syslog B,
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Eif5l . B Syslog RIRE KB

EE fRALGSHENSEEEAHARENDERE, FALGSE , FRAREECLR /opt/
vmware/vcloud-director/etc/responses.properties AR B A, 528 (VMware Cloud
Director 2% ., REHEARERM) ## (REREECERACEE) .

EESFEZW Syslog MEMNEH  BEERELTIATHNGS :
[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

L E IR FT E M TERRE IR FEEE Syslog FlE.

LS EEH global.properties Ml responses.properties , BENEESHRBEBHETE , BEL
AR,

REETBI A

FEEEASRERVETBAERBEANELR , TUEARFREETAMN nanage-enail W%,

XFER , RAEBERETHHER , LBHARAEEETREEEANANSHRMR . BAILUER
VMware Cloud Director APl 2 Web XA EHEFEHHNHEBE, BUUBEBEATIRANHERE
KEBTAGSY K BESEETNNAEREFBHAR :

cell-management-tool manage-email options

R5-20. HEREEITEBEHES|E. nanage-email FWHR

2] S i

--help & REHERPITAGSHRE,

-—delete HARAERE EMBRZBAHER.

—--lookup EAERE Lol AREM. ﬂﬂ%*%ﬁ‘—ilﬁtﬁ ,
WLEEEMEEAABNEE.

--locale A ERE AR s Wi SEERMA en-US 1 E

REMEARLEE, EEREHEMM
ERE , BEARE,
--set-template BECEHETEHE WERAAER AR ER EEF
A ERVEREE B, WA lHFEAZE veloud.veloud 38
B, #l0 /tmp/my-email-
template.txt

BERENARFEAER , TARTENEFBHEA.
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£ 5-21. VMware Cloud Director & F B4 B HE 18

#% i

VAPP UNDEPLOY NOTIFICATION vihqmd{T P EXFH A NS ZIH
RHRE R, HAZME,
VAPP_UNDEPLOY NOTIFICATION ¥WMWare Cloud Director ¥

TR BIR vApp BIR.

VAPP STORAGE NOTIFICATION DuAHNe {4 B A B S 2 A6
HERER, HATHE,
VAPP_STORAGE NOTIFICATION BYJMware Cloud Director %

MIBR vApPP-

VAPP_ STORAGE NOTIFICATION FvARp#IEEETE A BN 2IHI6E
HRETR, HAZEE,

VAPP_STORAGE_NOTIFICATION_BQMware Cloud Director &

# vApp B A2 EIH,

VAPPTEMPLATE_STORAGE_NOTIFIvAp0EZR fh1F EHEHEN1 2
MRFHRE R, HAZIME,
VAPPTEMPLATE_STORAGE_NOTIFIGAIHALBERSUd Director 4

MIBR vApp E7<,

VAPPTEMPLATE STORAGE NOTIFIvAppEiZR A EEIEAE &2
MRFHRE R, HAZIMSE
VAPPTEMPLATE_STORAGE_NOTIFIGAI#ATEBORSud Director &

# vApp SEIRERABEIE.
HMRHETFEER (eER)

DISK_STORAGE_ALERT

2t E VDC B HUMB AT
BER, ETHHEEHMAE
BEHEREREETEmE
TABERNREHEE VDCE

B,

VM_HW UPGRADE INVALID POWERIEBREERHEESERRENE
., FEEAREREE XA

VM_UPDATE_NESTED_HV_ INVALID g8 R R Avsey

B,

DISK STORAGE ALERT VDCS

FEDERATION CERTIFICATE succHbE SSOHmAR =Y /B ¥ B %
e B AASEERR

FEDERATION CERTIFICATE SUCCEAM) BPENBEIIMIEL. T
RTEAMEEAR SSO [AMR
BT EHBELEH VMware

Cloud Director,

IPSEC_VPN_TUNNEL ERROR VPN BEH#HR A EETR)
IPSEC_VPN_TUNNEL ERROR SUMMARY
ERA VPN BE (REER)

IPSEC_VPN_TUNNEL_ENABLED

IPSEC VPN TUNNEL ENABLED _SUMMARY

VMware, Inc.

AREESFEBT

VApp KBTI ERME A B 2
Bl , ARBURRRENHEN
REEHAERER,

vApp R FEHEAEIMZ
Bl , ARBURRRENHEN
REEHAERER,

vApp R FEHEAEIMZ
Bl , AREURRRENHEN
REEHAERER,

vApp EBAHY {17 EAE A 2
Zal, AREURRERENIBE
MRFFEHAERER,

VApp EZAHY i 17 EAE A 2
ZH, AEEURRRENTE
MRFFEHAERER,

EENFHELWHREZ[T
REEFAGHRAMER,

EENFHELWHREZ[T
EEEINAGHKRAER,

EERAEERAREREEN
EEARAE

MRERBENE 5 A 2R
7 REIH,

g VPN BESELRE,

g VPN BEELREZER
EEEE,

Witk &

VApp B & , B MRE
EERAAEES ST
BEESWEEA.

VApp B & , B MRE
EERAAEES  AE8E
BEESWEEA.

VApp B & , B MRE
EERAAEEE  NE8E
BEESWEEA.

vApp BAMNEERE , REM
REEERAMEER  RA
AEEEEWEEA.

vApp BAMEERE , REM
RERERAMEER , RA
AEEEEWEEA.

AREER

RiEER

EREENEEE  REMR
BEERAGEER , AS
EERSWEBEA.

EREES

AEES
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*®5-22. AAHFATNEFBAER

BA

vCenter Server EEHEHE FEHE
=~

vCenter Server B ESE FEH4E
T, ZEFHHELRERERFRAEE
SREZ vCenter Server HEfELR .,

AMQP BEFEE FH4ER., B
VMware Cloud Director £ AMQP fa ik
BRESPEHNETR,

BENEEGCHEETHBAER
BEHNEERCERETBMHER

THRCETRBTHEREFHMHER

FRCEIBAERRRBTHERET
BHER

LDAP $8iREFHEMHE R
LDAP EFERISEFBHER

AR ERSEE T B4 ER

gHl . EMEFEMAEAN

THHLSEUBEES /tmp/DISK_STORAGE ALERT VDCS-new.txt WERFBIMAR , B
ETBAEANEIAR.

DISK_STORAGE_ALERT_VDCS

MREXEFEY
vCenter Server EHEEHF,

vCenter Server F B8 &R0,

RabbitMQ {2 IH B ERF .

VMware Cloud Director 28 ¥} EiE#E &
TR

VMware Cloud Director EHEFREE
RER,

EEMEET AR T ENE R

2 EMEET A o B R B R B P BT AR
.

B2 | DAP B2 HAR,
EH®A LDAP EHEHM,

WEREERTEH . MEERIENRR
BER.

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-email --set-template DISK STORAGE ALERT VDCS /tmp/

DISK STORAGE ALERT VDCS-new.txt

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value
"This is an alert from $productName The S$datastore is used by the following PVDC(s) :

$SpvdcsList

Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value "This is an alert from
SproductName The S$datastore is used by the followingProvider VDC (s) :

VCD Email notification details:

name : DISK STORAGE ALERT VDCS

description : Alert when used disk storage exceeds threshold

Wtk &
AOEEER

RAEEER

config key : email.template.DISK STORAGE ALERT VDCS.en-US

VMware, Inc.
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template placeholders [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]

template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

SR E RS

FREEREEIAM rfind-orphan-vns % , AIHRBMNR vCenter ERE{ETRTE VMware Cloud
Director ERIENERKBHN S E

£ vCenter ERIEH S E | {EF1E VMware Cloud Director B EREBZBIR AN ERKSE K BA
VMware Cloud Director A FEGELHE  EEMNERAEENRTER. EESETANERTHE
HZEREEY , EFEAEIHEH . EREHRUREESHIE, rind-orphan-vms ML AREES | H
ELEEMEE  LESEBBRIEHEA VMware Cloud Director, ttin S BEEEEEREEEREN#H
# EfRECEABREERFM VMware Cloud Director 5 vCenter R | At EENEEERK
&,

EATIRANDS

cell-management-tool find-orphan-vms options

R5-23. EEREEITHARIEES|S, find-orphan-vms FWE

2y =) 4 #at

——help (-h) i3 REKERFITAGSHEE,

--enableVerifyHostname i1 BUA SSL BRI EREBEE

--host MHE EEHAPESTIEREE
VMware Cloud Director Z#H# IP
frutsh e MR R,

-—output-file BEEBY - M ERMEEFEEZEAZERNT
ERKEE, BE - WREEE, U
HEEBAZEERH,

—-password (-p) P VMware Cloud Director Z&REE
BRE,

——port VMware Cloud Director BEFFELGSFERAER VMware

HTTPS EfZiR, Cloud DirectorHTTPS E BRI

ELLIE.

--trustStore Java EEEHERE RN TER BEFFELGSFERAER VMware

--trustStorePassword

--trustStoreType

VMware, Inc.

TEB.

;E’EE@ --trustStore E’ﬂ@.‘ﬁ%

?E'EE’J -—-trustStore Egﬁgﬂ
(PKCS12, JCEKS %)

Cloud Director {5 E 7 E1E RIFE
ELLIE,

BEEMEA --truststore BEER
FEFRERRKEE.

BHEEHER —-truststore BEENR
EEEHERERIEE,
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R5-23. BEXREEIHRBEHES|#, find-orphan-vns F< (&)

215 =) 4 #iat

——user (-U) PHE VMware Cloud Director & &
BERAEERE.

—-vc-name PHE EEHAAESTER#EZ
vCenter &g,

--vc-password PE vCenter BB E R,

--vc-user HE vCenter EEBEEFRERE.

il . SHINZAERMKES
WEHIAEEHE — vCenter Server, HA ——output-file HIEES - , BtERSEREERHED,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --
output-file -

Querying for VC by name 10.20.30.40

Querying all vdc's associated with VC: 10.20.30.40 (https://10.20.30.40:443)

Querying all vdc<->resource pool mappings associated with VC: 10.20.30.40 (https://
10.20.30.40:443)

Querying all vdc<->VM Moref mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis complete.

VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]1" (org: "ExampleOrg") ResPool: primary (1a97...)
[moref: "resgroup-30515"]

The following 22 orphan VMs were discovered:

Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test
VMs", parent moref : "group-v30533")

Orphan VM: "indDiskl12-0-51259 (Obbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test
VMs", parent moref : "group-v30533")

MATEE VMware & F &5 oGEST S

ZEMAZSEDE VMware BEELKERBGESTE| (CEIP) , BRAILUFERBEREEIAN configure-ceip F

DA
A0 < o

HERSE VMware B FRERELTE| ([ CEIP | ), BREB CEIP WEMNER LR VMware FAELE
B ARNEAER BN EEEREFD , MuA http://www.vmware.com/trustvmware/
ceip.html, B AFERAREEREETABERMASELLERKN VMware CEIP,

cell-management-tool configure-ceip options

WMBEBFEBEKRE R VMware CEIP |, FFHEL --disable BIEHITHBS.
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R5-24. EEREBITEBEES|S, configure-ceip FWE

71g =) it

--help i RELENPTAGTSHRE.

(-n)

—-disable i EH VMware B F &ERUGETTEl,

--enable Fi:d MA VMware BFE & ESTE,

--status = BT~ VMware B KRB IGERTEIF
K B a1 S EiREE,

g4 . B VMware BF KEBRIGETE
EEM VMware BFSRIENE , BEABLUTHIAENSS

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool configure-ceip --disable

Participation disabled

BTHHSER , RETEBEXEMENS VMware TFEBRBGEST S,
= EER VMware RFERBUET BTN E NS ERE , FEARLUTIABTNG S ¢

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool configure-ceip --status

Participation disabled

ENEARNERRE

FRARBEREEIAN nanage-config ¥M< , BUUEHFFENERARNARRE , 608 28575
QO

#*®5-25. EFHREEIAREES| . nanage-config FWM<

By SI® it
--help (-h) i REKFRSHTRRERE,
——delete (-d) i BREEARERE.
~~Tookup (-1) i SREFEAESRENE.
~-name (-n) HEREER BEEERENER.

R -, -1 M v BEREE,
--value (-v) HEREE IR EH B RARRENE,

flan |, WA LAEA manage-config FSREH SRS H R,

VMware, Inc.
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REH SRS R

2 EEREE RHEAEMASREHMASTRZERRERR  FSERRAGETERESHEEE
B LIREEREFH R, B AERARBEEREETIEAEMN nanage-config TmM< , BERFTEEEL
MWEXEREBHERREBBZRLTHR.

EFRERBKREZRLSK  SRHANBZEFEKEXEREB# vCenter Server FRET&RE VMware
Cloud Director BHRERAFTE , BELIIBRESN THRES . ZAURHHAECRMEZTRETERN
BRAEEBEHE. ZAURGAETEEZTRBRLSNEXNEEERE . SUURGHE—TRB TR
RESHEXEREHAE.

B ERABEEEEIAMN nanage-config FMSREH B HRERNAERE, WEMFEA nanage-
config FImLHIMBEN , F2REFEARINARRE,

3% 5-26. B2HIRMVARRTE

ARE mRE LG
vcloud.tasks.VDC_ENABLE DOWNLOAD. 30 VMware Cloud Director H{TE#E R
queue.limit FRE B3 B SRR R vCenter

Server T# % VMware Cloud Director
R EE BRI,
R VMware Cloud Director #11T71&
BraTENCRHEXEEEAEEBITL
PR, BXEEB SRR BZES
7, RERFTH.

vcloud.tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director H{TE& R
cue.limit FEEBETREEELSNEXERBR
&,

R VMware Cloud Director #4718
BRARSHITREXEEBASEBIR
#l, BESRLKRHSAZERS , RE

REELS,
contentLibrary.item.sync.batch.si 10 E-THREZURKRLSHEXEEBR
ze .

MREETRERERRSNEXERE
HEBBIES A ABRESRERHS A
ZEMD , RERFRD.

gf| . REFREBSNEIEHR
Tola 44— THASTRRESHRAEER R BHEE.

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5

MRTHEZEE 3EARXERRE  FERR-EEENIVTHEZNES . F-HoESHEERE
F_MOBEETRNEMEEE , RE-—BIELERBHN=(EEE .
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$H ¥ £ VMware Cloud Director R E N HE{T SRR

E2EIRMEH VMware Cloud Director BBiEH VMware Cloud Director R EIE R IP It F DNS
BR , BUUERAREFEEEIAMN nanage-config FH<.
gl

RIEA% , B8 EFE VMware Cloud Director Service Provider Admin Portal 2 VMware Cloud
Director Tenant Portal,

BAZENLA vrL FREARARTENERSEERSIE.

RH

VMware Cloud Director B ERBIRERILA (CORS) B E /e , 43 o] FHAEEL Service Provider
Admin Portal 1 VMware Cloud Director Tenant Portal B i BB ik BB EE .

EREERREHE  SEANEH CORS BFREE, HESARRHATMERESRN HTTP M HTTPS
HE  HEFEE IP Uit DNS B, iy, eBBELH IP Uit , ZMitH VMware Cloud Director
ARESEAEATmMN B FH L ERER.

EERAEEDBNFEEREHH , FEER VMware Cloud Director f#1Z## DNS BBEHBEE , It
BESEFERRTEN DNS ZEBETFEL

BRRTT R

1 Llroot B BEAHMEA SSH B AARBHATWEH—ERER.

2 EEIHTARFEEIRES VMware Cloud Director FHEHIBM URL , BRIT T A& 5.

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -1

SRR —EAEESAREHATHEREERN HTTP M HTTPS HEEMEE , HhEE IP it
DNS &%, i, eBEE2H Pyt , ZMitH VMware Cloud Director AR EARTHANEH
TSR,

WEBERNEM RN FE  HEZHRBEER,
3 (%Eﬁ) EEEH webapp.allowed.origins HRERE s B ﬁ—Fﬂﬁ%EUo Eﬁ%ﬁu‘*‘ , RENE
ZYRUEH BN FREEXRTN IP LR DNS EBHEE , SLXEAZBAREER,

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -v "comma separated list of URLs without spaces"

{H8E vCenter [ERHEIZIR R

ZERFERAREREEIAN debug-auto-import ¥@% , B UAERE vApp WEFIIEE —=5 2@
vCenter EHHEENREA.
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EERARED  AS VDCEEHHEEZE VDC 2EREBHFEYM vCenter ERRME. 228
{VMware Cloud Director Service Provider Admin Portal ¥/ ) # (FEMEFEA vApp &) . W0
B vCenter EEHBARBREEZSIN vApp F , BE U H L EEBEEH VDC $4T debug-auto-

. A A
import F@%.
cell-management-tool debug-auto-import options

debug-auto-import FnSEERE vCenter EREBNAEUREZRREFIR BN REERNIEREE
M. BEPEZESESIANERZEEAZES VDC K vCenter EHHEE.

#®5-27. RHEHREEITAREHES|B. debug-auto-import F@<

BR 5% i i
--help i RELBERPITAGSHRBE.
(-n)
--org HEEE BEM. JIHETASMRBINERE
ERHTERAE.
--vm EREREEANIE JIHESEEERRSEEBNCKE
REEEE ERHER AR E .

WMRER --org BIH , AIRREM,

6| . MIEFRMIREM cest HEE vCenter ERBBRE
T5le S & EE Fia A SR BB Center BERBHMABAR.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:
1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:

1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

EHEHF  AERHESERWHREREFIRD K BEEBEEFTH test BW=1E vCenter EHHMEHNERE
M. EHEHES import-test3 RESTHNEEELEAZ VDC WERKSNEF] .

ENEEX DU EMAMRKAN MAC ik

MR ETHEZEZRBBAME VMware Cloud Director ¥ & HRIE: , ATAESEE LIS 2 T
MR AE MAC UHER, EERRNHEFE  SLERBTENRIEEBIENETTEFEE P — @l
B LEHESE MAC {uit,
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E#A VMware Cloud Director iR EHIE , SREZHEBEITE. VMware Cloud Director i & 25 58 Bl i
EEXEFESEARNTEN MAC Ui, RETHEZEBBTEHME VMware Cloud Director K#E AIES
E£MERHN MAC fuit, EEN MAC Uit AJRESEREMEMERE LA 2 BN ERFRFREFE,

ERETHRZEBNEN BB LA CHBRIERAR 2H , EXAFHREREEIAWN nac-
address-management FanSEHP—EIEE EEFHEE MAC fzdt,

cell-management-tool mac-address-management options

ERELHN MAC Uit , FREFTERZEBIBHEIET. ZETTEERRERERT  BERE
ERERHFETREAF _EARSH , UBRRERRE.

RMAMRBEAMNEE VMware Cloud Director RE#11T mac-address-management T %, st
# VMware Cloud Director ERIE#{T , it , HARBRB[BEANTH S —IX.

EE MAC Ut EFHEEEE VMware Cloud Director S —ER SR, RBREFEL 2R , X EEFL
ARSEFHADPNFIERER LNES,

#*® 5-28. BEFHEERITABIEHES|E. nac-address-management Fa<

B =l i

--help i RELERPATAGSHRE.

(-n)

--regenerate i MBRFFERERN MAC fzit , 4R

BEEEFELEHN MAC {uut. 0
REFRFELATRENET , SRER
HEBBBEHFHEE MAC fudt, R
BIEEFEABN MAC it

T AREHATHRARERLY
ARNFERATRE, MBFILHET
% LEEBNERER , F2H 58

RFH,
--regenerate-with-seed N0 % 63 2HEWE EEREPREFNEIET , MR
FEREE FrAEREAN MAC fiit , SREH

RENEFELEHN MAC ik, #
REBIEEEA MAC ik,

HE ARSFHATHAERERY
ARNFEERTRE, MFFILHET
®LEEBNERER , F2H 58
.

--show-seed = E@Eﬁﬁ%%uﬁTE%EEEFﬁE@
MAC fust &8 .

EE BRBEEFEAN MAC fult, ZESEEFEAN MAC VBB AEHEEN MAC it , BH4E
ERMRAE MAC fuit, NEFEEREEASHWEBEENR , 528 (VMware Cloud Director #HAF
AOHEIIERE) .
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g6 RIBFTWERTETFENRELE MAC fuit
THSSKEMNETRES 9, WREFRENET BHEEFAREMN MAC it :

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.

g6 . mBEBENETNSEETEE/ERAN MAC [Uut BB
T oG4 M B 5T HSEE T8 MAC {2458 HHBEEN -

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.
MAC address seed 9 is in use by 12 MAC addresses

MAC address seed 1 is in use by 1 MAC addresses

EREHIF  RGWHEREANETS O, ERNZETE 12 8 MAC {uit, i, ERETEFRZHR
RIS 1 B9 MAC fustAE 118,

¥ # VMware Cloud Director {#Z#% LHWERE IP it

EEFHERESTAMEES VMware Cloud Director &M IP it , BRI ERABERKEET
EO

BRRM

EEFHERESTAMEETNHEERN P it , XERUEBINTE/ERN P it, BERD P
i, HEEH VMware Cloud Director BFAEE API R TESETSmEISBNETEEBAIE, F268 http://
code.vmware.com E£H# VMware Cloud Director FEFISE API 2S£

BF
1 Blroot BZEEEASMEA SSH AFRBEABREFEARFENERRE.
2 BRREFREDEELERH BT,

service vmware-vcd pid cell

MRFEERFEZABAE NULL , BIFRR VMware Cloud Director EFEREEHT , BEAUSE
BEREN IP it MAEHKE VMware Cloud Director fE#

3 FEFHARSBHATNAERES LN Py FRTTISHS

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host
primary node IP address —--pid cell process ID --remote-sudo-user postgres --private-key-

path /opt/vmware/vcloud-director/id rsa

Al HE RERRERS .,
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4 (EEMH) BFEEE VMware Cloud Director R FHEE2RIED T EBNERIE IP fit,

grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties

AeMLERREREEN.
5 WMRAEAREEREN , FRODSETENRE.
n MRBEERRBT , FROTTHSS

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

host primary node IP address
n MRBEREEHT  FRT TGS

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address -i cell process ID

6 MWMREHRET RAMTHRERE , BRTHSUEHNME vmware-ved BRI,
a BITHSUUMELRE.

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
cell) -s

b TS UMBRS.

systemctl start vmware-vcd
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AC &%

VMware Cloud Director $t¥i A REHA TN B EZHRFEFRIBMIRENM ., BULURRCE | UBEEGHF
EFRIAEYH VMware Cloud Director B E B {THIRB R M EM B EETEH IR,

VMware Cloud Director :2$%

AEEBIERR A &

/opt/vmware/vcloud-director/logs/cell.log

/opt/vmware/vcloud-director/logs/cell-

management-tool

/opt/vmware/vcloud-director/logs/cell-runtime
/opt/vmware/vcloud-director/logs/cloud-proxy
/opt/vmware/vcloud-director/logs/console-proxy

/opt/vmware/vcloud-director/logs/server-group-

communications

/opt/vmware/vcloud-director/logs/statsfeeder

/opt/vmware/vcloud-director/logs/vcloud-

container-debug.log

/opt/vmware/vcloud-director/logs/vcloud-

container-info.log

/opt/vmware/vcloud-director/logs/vmware-vcd-

watchdog. log

/opt/vmware/vcloud-director/logs/

diagnostics.log

/opt/vmware/vcloud-director/logs/
YYYY MM DD.request.log

g
B VMware Cloud Director #fF KM ERE8HH,

RERNRTFREEIAREAR.

fRFHRA TR RS E.
RERNERAELTEZAE
RERNERTZEARELTEAS.

fRERE A AREEFF AR,

ERHEEEE R (1€ vCenter Server) Mf#FE MUK ERA

Bro

RERNEEERDENE.

BERNEACEAE . LEKERBEREFRAINESNE

BRERBMANENLENLS . CREFRARFELDE, @R
EFNRBEEN.

BERDETE. RECEEARDHEAETRADEHTE T
Rt ERSRIEZEA.

HTTP ERMER#ER A Apache BRAGEER,

VMware Cloud Director F& gt B0 %
VMware Cloud Director BRI B AT — LIV EE.
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ok 2] g
/opt/vmware/var/log/firstboot BEHEREE S RBERERNTEEN.
/opt/vmware/var/log/vecd &£ Replication Manager (repmgr) TEEHRE.
EMERAEE RSB TE.
/opt/vmware/var/log/vcd/pg BEHERNBRAERAXEE N ERD BT,
/opt/vmware/etc/vami/ovEEnv.xml BE OVF BBSEH.
/var/vmware/vpostgres/current/pgdata/log BEHERRN PostgreSQL ER EMEBIRYFCEE.
/opt/vmware/var/log/vami/updatecli.log BEHERREARBEBNTCE.

ERAEANFHRER. XFREFRAF=FTERRRLE.
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L

A Linux rpm 0%, &M@ 7BI{AARESAEBRZ 2 VMware Cloud Director ¥,

BF
1 LUBEAES S EABERARSE.
2 HEERAREHEEZE , BEEEN /opt/vware/vecloud-director/data/transfer,

3 BREEA. Shell RRFHBIRE | REHIT Linux rpm @35,

rpm -e vmware-phonehome vmware-vcloud-director vmware-vcloud-director-rhel

tu%ﬂﬁﬂﬂﬁééﬂ’ﬂﬁ#ﬁﬁﬁ vmware-vcloud-director ﬁﬁl , %ﬁé?&ﬁi@ﬁﬁilﬁ?z% VMware
Cloud Director BI £ R R H B LEH.
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