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VMware Cloud Director A RESEHAEE Linux L REH —= %@ VMware Cloud Director fAIfRES =R
VMware Cloud Director BR#ENHE. FATHNESERARSFEFSHT —HBA VMware Cloud
Director R EEHN R, FIERERLHAE— VMware Cloud Director ERlEFME@ARSBHEEE , I
EHEZE vSphere MR ER .

EE FXEER—ERRIFBEATH Linux F1 VMware Cloud Director EFI R EHREB LR RE
VMware Cloud Director,

ZERE{R VMware Cloud Director A , BN EERRIZEFETLZEZDME VMware Cloud
Director #1F&., BEERE=-FEH T EHEN K TRRETEENBELTEEETRERE,

R VMware Cloud Director R 86384 % %18 VMware vCenter Server. Z&REEEE VMware
ESXi™ EH#., HRMEERI , VMware Cloud Director Al BAfE B2 vCenter Server 1B/ NSX Data
Center for vSphere , B AJ L& NSX-T Data Center & %] VMware Cloud Director, b4 | i #iRE
& NSX Data Center for vSphere 1 NSX-T Data Center,,
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1-1. VMware Cloud Director Linux &L EB &
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1-2. VMware Cloud Director FEFi R B EB &
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VMware Cloud Director
VMware vSphere
l‘wlsii'{‘:l DaéaphCenter
vCenter rvopnere
Server B | > égﬁg?r
], Database
— NSX-T
B ESX Cante Data Center
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Linux EZ& 28 VMware Cloud Director {AlRESE A F M ERERIE,

BEEALEIEN VMware Cloud Director fRIIREEEAMF A ARFEFANE—EXEFHNARNER
E., BuLUEBKEREENMERTEEDEAR —BRRBEAPNFHRHETRE , RE VMware
Cloud Director ERIES Y., F2RAEAXETSNERNESTHMHERE,

1-3. BERHR A ERES T A EEN VMware Cloud Director EF# &

VMware Cloud Director ZEFRERFERLRBES . SRFRESZHANERNENERFARSET
B, YEBIRAEBERE. R , RAEEEE I HE vCenter Server &% . ESXi E#ELK NSX
Manager 8 NSX-T Manager ST ES.

WEF I vSphere MPBRERNVBBEEN , F28 (VMware Cloud Director Service Provider Admin
Portal ¥R ) .
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VMware Cloud Director fRIREEHA+THNE —ERARS[SEAFEHENERBREBER, i, BHANAT
EREXERATRYENERNE. SEGRKRBIFABEEFTE vCenter Server Z#t . NSX Manager #
TERUR —HZE ESXi EH#,

Hftt VMware EmREEMY

mEAER VMware Cloud Director flEAM VMware ERZEHAMHNHRHIENR , 28 (VMware Em
EEMEBEERE) |, #@itB nttp://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.

vSphere AAREFER
FEHAEE VMware Cloud Director #EEHAR vCenter Server M TEBERN ESXi TS AT SIS TRIHLE
%*O

n  FEHIAE VMware Cloud Director #MEB#EE AR EEM vCenter Server #iE , AZA T HTEHIH
VMware Cloud Director SEAFMEEFRNFAETHER, FELERUHER T ONETHE
B, AL ETIE vCenter Server #1T{EE E VMware Cloud Director B9 T4E,

m  NSX Data Center for vSphere X B/ @t fH MA R K EFEE vSphere Distributed Switch,

s B VMware Cloud Director R vCenter Server #&E % E# vSphere DRS BEILEBRIEE A
2 B8, Storage DRS (ERA) AIREATMEBHLER.

m vCenter Server MI{TEENLBEEEETH#. VMware Cloud Director BB B EE DM ATAE TN
BREAEECHINIHRER. LH , S4ERE. B REINAEIHNMBAZTEL. 28
{vCenter Server MEHEE ) RBPXMHFH [ FRE SSLERE | .

XENFE, ERENMRE:S

WMEWARAE VMware Cloud Director X EHAREEFE. BIESE . LDAP AREMEREMNHEEN ,
52/ (VMware Cloud Director RAEREA )

WEZEE, SEEBM CPU ER

MEEMAUBKEETRE . EEN CPU BRMNFMEN , 5528 VMware Cloud Director BRI E K/NAE
8,
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HARERE

AR VMware Cloud Director E#RIH NFS REMA AR FHRE. REURELAER , XHET
7] AR 2R B AH P Y T R AR 2R 17 B

REMNWTHERE

= VMware Cloud Director F#8B% A REFHER

. PERZEMER

VMware Cloud Director B HEEE R

VMware Cloud Director WIEEEEXBMNERZE . IENRRUASZEIORROEREHKERE . FKE
BREUARHEMRSE, SORRSERFSELEESR , REEB T MK ZHE VMware Cloud Director,

HE# VMware Cloud Director A fkzs . ERIERIREE. vCenter Server Z& K NSX THHEHRLERFES
THZEER :

IP {izik

&8 VMware Cloud Director fAlfR2FEI S B ERME TR SSL iwmd ., —EiwBAR HTTPS iR .
B—{EAmBAAREES Proxy B, EEXRBAUURTEN P Uit , REEEMEFEERZENE
— P {usit, BAILAER IP BB RS EMAENERELZL ., F2EA Linux ip addr add @8
SHREYE—Efru,

VMware Cloud Director EFAE B BB BRI EEE 8443 ¥ etho IP Ut AR EE A Proxy R,

F1# 4 Proxy {iit

REBTES Proxy WMEH IP LUt FEMAM SSL EENE R T E[H /M Proxy B, FIEEXE
& Proxy ERAEEEEXZTIES Proxy IP izt

HRERE— IP (UitiI &% | AT LA Service Provider Admin Portal BE] E# & Proxy ik, 4l
m , ¥ VMware Cloud Director ERSE , B4 EFEIES Proxy it BF A
vcloud.example.com:8443,

AR R R R AR A

B BFERERERR (Bl NTP) , F 8RS i VMware Cloud Director Al REENE | €%
BHEMRRSE. CALARENREZEANTATREBLRSE 2B,

#H¥f VMware Cloud Director EFEBZE , ANEH AN NFS [ARSEXECAEN NTP SH5E
BFE BRI A H BF8EEE VMware Cloud Director ER S B RERN, ERSARBIFEZENTR
THRBLEEBE 2P,

ARERE

BIEARERLAN NFS fARSEIMNER ERRESEANEIA VMware Cloud Director RS , #4
BEREREHENEERA,

EHE AR
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DNS A EBAIUEMEROERTEFEGEBIAARETHERE K BN ERERREHBEEEN
THER, Bl YRAEREE vcloud.example.com BE# | THIM{Ed < 4 EEE VMware Cloud
Director EH#EM :

nslookup vcloud

nslookup vcloud.example.com

WA, MBE# veloud.example.com W IP Uit 192.168.1.1 , BI TN 54 HAEEE

vcloud.example.com :
nslookup 192.168.1.1
ERAEEFEEY ccho IP Uit EITRE DNS &, YBELNREPRDBIT TGS :

host -W 15 -R 1 -T <ethO-IP-address>

MR TZEMEFER

VMware Cloud Director WEZEXEEZ2HMRIRE, REXLAFHLFERIRE  REABHERTHE
VMware Cloud Director,

# 8 VMware Cloud Director fAIIRESE G 2 FREMESIEHIATER .

W VMware Cloud Director Ffi i fl #9488 B 232 A B E A9 HEBA & F , 5288 VMware Ports and
Protocols,

VMware Cloud Director {3 ESE BEFEIINER :

FE# VMware Cloud Director E#ERE NFAMARERK. —EEAKH ARRRE VMware Cloud
Director 8% E LR, EIZIR 443 (HTTPS) XARHBEANERFR. L ERF , I8 22 (SSH) & 80
(HTTP) th o] A EAEERRR., I | cell-management-tool BEEFEURHEHME XU, B
AXEXHAERREAARENAEREMEARE , 81 JIMX EXR (E#EE 8999) A,

MEXAERTHRE VMware Cloud Director TN EA RSN EZBENHEBEN , 528 VMware

Ports and Protocols,
TERRANEHERNEZBESZ NAHNK.
WMEHBARTRE VMware Cloud Director =¥ EH R EZIENERBER , B2 VMware

Ports and Protocols,

#£10.1 IRBA% , IRFGIRMEMAEATTLUEER VMware Cloud Director AP 3Rl B iR i A AR ESHY
EH, WESSL EHREXBRBENRERARSES 2EA . EERE VMware Cloud Director #8853E
&, WAMEA VMware Cloud Director AP| ETESRFENABAREHELBRN AT AT
BE. % VMware Cloud Director REH A K 2% , AR EHABEAREE VMware Cloud
Director WEEIEZHIREHHEFE. F2H (REMNREGHHEEE) |

FERERIAFBEH VMware Cloud Director RIRSEEU TRREZHHWHRE.
m  VMware Cloud Director &E¥| & [ iR 28

VMware, Inc. 13


https://ports.vmware.com/home/VMware-Cloud-Director
https://ports.vmware.com/home/VMware-Cloud-Director
https://ports.vmware.com/home/VMware-Cloud-Director
https://ports.vmware.com/home/VMware-Cloud-Director
https://ports.vmware.com/home/VMware-Cloud-Director
https://ports.vmware.com/home/VMware-Cloud-Director
https://docs.vmware.com/tw/VMware-Cloud-Director/10.1/VMware-Cloud-Director-Install-Configure-Upgrade-Guide/GUID-66221D98-FA64-43EF-B6DF-5C2CED29FE6A.html

VMware Cloud Director &g, HREMFHRIERE

= RabbitMQ
m  Cassandra
s MRAEE  BBEALARBKKEH VMware Cloud Director fAREE. vSphere B& NSX ZEMRE.

» ERTBRBEXERMEARNIBMRERTBRBELANLRRE. CHEILAABENE 2 EEEHA
BRER.

n  #5 NFSv4 ARERREHTE. RE RN NFS MR NFSv3 T4 [ Eihmes | |, EREHARE
B, BB AESHHEEERNENRAEERERER. SANS BRE (ZEENTZEERE
FHNFS 22t ) BRBAT NFSV3E HWEIBREE. AT VMware MEEXE 2086127 FESHERRE
F1R#E VMware Cloud Director BERE 2 22N EHME.
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VMware Cloud Director EFI & EH
HNE. ARMNEE

#£ 9.7 lRBA% , VMware Cloud Director B EREEA S TRAMINEN AR PostgreSQL ERIE,
BRI E . ARIBE VMware Cloud Director BRARER |, TJURTER . B SENREHERAE
E

REHEER T ERE

» ERLERENERESTAHMER

= %f% VMware Cloud Director EFi BT

= VMware Cloud Director BRI R B IME ML A RE

»  FRMBE VMware Cloud Director EFA%E

= F#& VMware Cloud Director #

= VMware Cloud Director BRI B &=

= B VMware Cloud Director BRRBERERSE2 RN
= VMware Cloud Director BRI R BEERERESKER

» RBHBRERRE

FEREERENENESTHEAR

VMware Cloud Director BB B ER#RI PostgreSQL ERIE, AH#R PostgreSQL EREBS
Replication Manager (repmgr) TEE# |, A[ B PostgreSQL RSB ESIRUSTAM (HA) TheE, &7
DB EEERE HA BEENEREEIE | LIEA VMware Cloud Director BRI ERERIEEBEINEE,

LA LA#% VMware Cloud Director BRI £ ERBEATERER . FHHEFHER VMware Cloud Director
EREXHEE. F28 £/ vSphere Client #8%2 VMware Cloud Director B E . #£H VMware
OVF Tool FE VMware Cloud Director BER#ESFEACEENERAF TRFLE VMware Cloud
Director B B LUEIT HTTPS FEIEA Proxy &3,

£E B VMware Cloud Director ERIERTE HA , BEEE VT [REEHAR , B LUEBIE VMware
Cloud Director EA#£EN —EXEHTEEBNRESOHNTERERREENE HA E5 . TTUEBEN
HBEEABRARBERRKEAZRBREHA, F2HE B 3-1. VMware Cloud Director EF#BER E
HA #5%.
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3-1. VMware Cloud Director EFi R EE R E HA £5&

Primary

YWilware Cloud Director (AP

i Wilware Cloud
repmagrd Director DB traffic

PostgreSQL (Primary)

Database AA Database
Replication Replication

Widware Cloud
Director DB traffic

Standby 1 Standby 2

YWhiware Cloud Director (APLUI) B 5 YWihiware Cloud Director (APLUI)

repmgrd repmgrd

PostgreSQL (Standby) PostgreSQL (Standby)

EVEBERE HA B VMware Cloud Director ER & EXE
ZEEZVEHEERE HA #HEM VMware Cloud Director EIIREEEIA |, FEBH TERRE :
1 # VMware Cloud Director ERARENBATERETE,

FEFEER VMware Cloud Director RIRSBEFHAFNE—ERXKE, ABRINERESFRES VMware
Cloud Director E¥lE, EREZBA vcloud , BEREMFHES vcloud,

2 BRIEREFHERBEEEHRT.

a ZEEMF VMware Cloud Director RIERZMNR , FEAREEEEREFEEA VMware Cloud
Director Service Provider Admin Portal , #8314 : https: //primary eth0 ip address/

provider,

b EERR PostgreSQL BRI ERAMN , Eil root ELBAERAXBEEEFERENT , HitH
https://primary ethl ip address:5480,

TEMHEBLERRBITHARRE,
3  #W1E VMware Cloud Director B B ITEERBASHHER.
ABRRNERERFTESHE—EEEEEXPETRE,
T DREHERAEEIRE % , Replication Manager B EHER EH T ERARBEE RN ERT

E%., FIERE , VMware Cloud Director E#ER VMware Cloud Director R E N EASEEF
mo

4 TR HABSTHNREREREERTE.
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HZEME VMware Cloud Director BRI E£ SR 2R INBTEBEER

5 (EEM) & —=2ZE VMware Cloud Director ER £ E#1TEREE A VMware Cloud Director &
AERXRFEEE

KEARBRAERE, VMware Cloud Director EARRHEERSESEETTIEERE.

Yidware Cloud Directo Vikdwrara Cheud Diraetsy
Primary ViMware Cloud Director Vidware Cloud Director

VMware Cloud Director (API/UI) -j
PostgrSQL (Primary) 1

Application 1 Application N
VMware Cloud Director (APIUI) WViiware Cloud Director (APIUI)

reprmgrd repmgrd

PaostgreSQL (Off) PostgreSQL (Off)
Yy WMware Cloud
Databasae Database Direciar
Replication Replication DB traffic
ViMware Cloud
Director DB traffic
Standby 1 Standby 2

WViviware Cloud Director (APILI) o VMware Cloud Director (APIUI)

repmgrd

repmgrd

PostgreS0L (Standby) PostgreSQAL (Standby)

B NRENEECRTREDRERE  AEIEBHM I EREE2E  SXACRHEREE AP
BEEAEPEELERA rutonatic, M (VMware Cloud Director EFAEE API) . FEEERN
BERREBEERAS vanval . MRESEHRCHNITEBEEXT -3, UBSFEBEERA

Indeterminate, Indeterminate MR AHEEHNHTHEEN T EREFRBENTH 2EAERT—BNE
SR EERRBEERERERESX  F2BH1E VMware Cloud Director BRI BE S @2 MR MAE

EVAEEERE HA B VMware Cloud Director FER St E R E

B FBUUBBAE—AXrERERMIESTRFEIEARXNFEERLDN VMware Cloud Director #
£, VMware T X ELXERBEHINEARERSE K BAREREAERE , EAREHRBERE —HE
KR, BEEFBEESSELIESUERBEMEREEAENTE,

EERVAEERE HA KR VMware Cloud Director fAIfRgE , FEBELL ITERRE :

1 # VMware Cloud Director ER R ERE AT EHER,

FEFFER VMware Cloud Director RIfR=3BAEFHNE—ERKE., ABRNERESFRES VMware
Cloud Director E¥lE, EREZBA vcloud , BEREMFHES vcloud,

2 BRTERTFHEERBEEEHT.

a HEM®R VMware Cloud Director [RERZARN , BEARGEEERFEEA VMware Cloud
Director Service Provider Admin Portal , #3t% : https://primary eth0 ip address/

provider,

VMware, Inc. 17
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b EE PostgreSQL EXNEREMN , Bl root FPBAERAXESEEAENTE , Bith
https://primary ethl ip address:5480,

ETRHHMSABRAITHMRE,

3 (BEM) ¥ —=Z@ VMware Cloud Director FER#E B # TEEEE A VMware Cloud Director &
ARXREERE.

KEARNBRNELE. VMware Cloud Director ERRRHEEREESETTIEEHE,

Primary Wiiware Cloud ViMware Cloud Viware Cloud
! Director irer Adnplicatio Director Application M
DB traffic
Wiware Cloud Director (ARIUL) B ¥ Vhware Cloud Director (AFPUI) Wiware Cloud Director (ARPLIUL)
repmgrd ::| repmard
PostgrsQL (Primary) b PostgreSQL (Off) PosigreSQL (Off)

VMware Cloud Director EF £ BN BB REERE

#£ VMware Cloud Director 10.1 Bitg , MR FEE R ERBE KB , EALLZE VMware Cloud Director B
BHREREIFNETEERE,

MRFEERERFREMEEMELDTHIIGE  IEHAERESITEEEESRRBEBEEE,
FER  REBPEEAREATFEH ., EALUER VMware Cloud Director ERIEE AP |, SR EBEER
HEABBHFE. F2B VMware Cloud Director FEFASE AP| BiE8E

A NRENESCRTABHRERE  AETHBHM—RZBRBERZIE , BXEAFERAERALE AP
BEEREBEERNERS rutonatic, H2M (VMware Cloud Director EFIEE API) . H#EHRHN
BERAEBEERA vanual, NIREEHHRZEANBTEBEEXNT -3, IBRETHEBEEXR
Indeterminate, Indeterminate MR AR EENTHEEN T ERERRENTH2BERT—BNE
SR, EERRRERHEBEES , H2EME VMware Cloud Director EFHERE SR 2 MR MNAHE
BEELN,

MBREHNBEPZEVOAMBEEATSHEEE  AETEERNEARNERT , RESHDBBERNER
EBE EREBEEZ  SEAZLEBERSTESHREES  FNEIEERESEETER. —RER

T , VMware Cloud Director EF#BREX BRKAEFTZELMEEAPSFHRER. NREERERE
E—EERAPSFHREEE BN, BERFERFERLEERELAREL —BEFHREEE) , AFNEHHT
BULBBRIRABNEEZERFR.

NRE—EEATPEIERERNZIOMEEAPERRTRE  IBEERRBERN tealthy MRE, WRE—
BEAPETERFREET —BEAPSHRETRE  AIBEEN Degraded MR, MREBKEER
Degraded MREERFHBHMEREHE , AIES —BEFRRETFHRLEZN , TERFRELETEN. EX
EEREEEEHE , VMware Cloud Director ##AEA , BA VMware Cloud Director R Fi& &%
BEFNERE , EEZEVE—BEAPSOREEREETEENETNERES. ERBAFEHERED
E%gg , Healthy V] Degraded %%E’Jﬁ%%ﬂ%ﬁlﬁﬂ’ﬂo
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3-2. FEHFEH B VMware Cloud Director EF R ERERE

Manual VMware Cloud Director Appliance Failover

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Automatic VMware Cloud Director Appliance Failover

localClusterHealth: HEALTHY
localClusterFailover: AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Primary FailureA

localClusterHealth: NO_ACTIVE_PRIMARY
localClusterFailover: MANUAL

Administrator manually
promotes a standby to primary

Administrator redeploys
failed primary as standby

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: STANDBY, nodeHealth: Healthy
cell B: nodeRole: PRIMARY, nodeHealth: Healthy
cell C: nodeRole: STANDBY, nodeHealth: Healthy

Primary FailureA

ACTIVE_| PRII"I»\F‘I

cell A: nodeRaole: PR Y, node UNHEALTHY
cell B: nodeR /. th: HEALTHY
cell C: nodeRole: TAHDB‘l nodeHealth: HEALTHY

Standby automatically
promoted to primary

Administrator redeploys
failed primary as standby

localClusterHealth: HEALTHY
localClusterFailover: AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: Healthy
cell B: nodeRole: PRIMARY, nodeHealth: Healthy
cell C: nodeRole: STANDBY, nodeHealth: Healthy

BEfRERERNENEERFRE

MRETEREFRBERERARTNEERER , VMware Cloud Director B HBIRBHIEEN T ERF
HEARE L R EHTRE .

EREREBENERLT  MRERBENTEENEECTN T ERFRFEAREZERBRE , Bl VMware
Cloud Director E BB R R EEM T ERFFHE. BB TR L EEMBEERPHNEREFRLEE S BN
BODRER, REEBCEEENTEDHH LEILWEH vpostgres BRI, 2% , BULSHBRBERN
FTEREERENBBRATORERE , UEEER2MNEBRA Healthy,

MEEERRESRIRAMENRELEEXNFMAEN , F2ERE VMware Cloud Director FEF g
EXSRSMNANAEBEES,

4% VMware Cloud Director FEFI B2

#2E VMware Cloud Director ERRE 21l , BN EEHHFERIER,
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2% VMware Cloud Director FERE BN B @ RIFHEEE

478 VMware Cloud Director fRIfR28 B F A FTE A REFES AT LAFEL NFS i HM X AR FHBRE,
VMware Cloud Director fE i EHARZBHEEEETEALBEEEE K YREANRLE. TENTERH
FEUREIINRRMRTRMN B &2EE

EE VMware Cloud Director EFREEXENFS ERNHARKEE., EARXEBRERFY RHE
NFS # A EHARSEHEE. VMware Cloud Director EREEES AN BT NFS HANKZH
HHER  SEESERNEEE. SXARIAREEEENN NFS #HERY B a# VMware Cloud
Director EFAE#TERFEL.

AREFAEANES — BN SRS EEERMERE — M ER . /opt/vmware/vcloud-director/
data/transfer, SERELHMEEZENSAERZE , B

» EHEDH, LENTHATHEALBEEFE. SaxKE  SHRFEFBRLENTRHRAT. HEE
60 PENERERTAIBALESHALBR. BRNLRTERK, IAKFELREHE GB #
£,

» EHNBBAEABACRARARRDVEZPNERBEESERALBEE. T BBMERBARRNE
BTNRETSEALRBEE. NRAHERTHEMEYE/IMPRMANESR  EUUBRREERESE
FTEERAEFTELMRELNZRE. SEEREENAPIARBE OVF KN EREEEI R,

= VMware Cloud Director @ EREEERERORFEEHLAMN pgdb-backup B&H, BLHE
DRBETEESEAREZME.

n SREFRCEREEWSEREALERE,
n FEAEEHHERFN response.properties BRI ZEE.,

i EnARBARFENUREXARTARE-SRANTE,

5 NFS FHEREEZ VMware Cloud Director FEFSR BERE S ThEeE L FEER. B NFS 2B
EREGE EAXEEEMFRAENEREOE, HtuaSaSENTtaRREREHRBENEER
F, Bk ARSHHRERS.

# WEREHE NFS FEHLL Ubuntu 5 Debian BERBEM Linux B1THR , IRV EREHED TREZ KR,

HAGEERE

B Linux BEBHNEL NFS RRSED® Microsoft Windows Server ZEHMAR TR . VMware vSAN &
KR NFS TheeZ | mRELAGER. % vSAN 7.0 Bt , LA LEA vSAN BRIRHThEE | LUER
NFS 3.0 # NFS 4.1 B EEH NFS £/, MEAR vSAN ERBHENFMAEN , F2HE VMware
vSphere EmRBAXHHE (BE VMware vSAN) 15/,
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R E NFS RS ER

}|E NFS RIBSEEHENER , LUME VMware Cloud Director BEZMSERE AL NFS BER & &
REMBEFENE , URZUBEIER. Elt , vcloud FRETUMTIELEESIHIEE |, Mroot FAET
UBITZRERTEWE,

= NFS AR E HIFE LB AT VMware Cloud Director {AIfR2R & A+ K SEMRBFEK EHELE
BB AACEARTENMEAER, WHEEARE vcloud ERESERBARLANVE | WHRZMN
BEFERER,

= NFS fAfREFHSE L FF VMware Cloud Director falBRaz &4 + #Y S B M BRAF LAY root RFIRFHHA
11%5:%%?&%)&1&[‘& Jtt%ﬁ‘éﬂ%iﬁﬁﬂi vmware-vcd-support }E%ﬁ%&ﬁ%ﬁﬁ%glﬁ y Eﬁ_
R B ERERERERKELE, SUsHELANVERE NFS EHARPER
no root squash RmBLER,

Linux NFS {a] Bk 22 &5 451

IR Linux NFS fAlfRE8 EB B A vCDspace I B #1EA VMware Cloud Director fal B 28 B 40 #Y {580 2= 7
(ILEA /nfs/vCDspace) , EEEHIL B & , ML ERFREBEEGEMNERS root:root M 750, A FFH
£ % vCD-Celll-IP, vCD-Cell2-IP §l vCD-Cell3-IP =B FEN LAV BEETENZEAFTIN S ER
no_root_squash F7k. BHBEAKE /etc/exports BEPHIETHIT,

/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root_squash)
/nfs/vCDspace vCD Cell2 IP Address(rw,sync,no_subtree check,no_root_squash)

/nfs/vCDspace vCD Cell3 IP Address(rw,sync,no_subtree check,no_root_squash)

EEHTH , AR P AuRARENERNZETEEER. DR NFS ARSERFESENS
AHANERENFAE  AEEHARTER sync BEABLAFVEFHRERNBRER. EHERZR
BT REE  EEHMARPMEM no subtree check BIEARSAFEM.

#7 VMware Cloud Director fAlfR2E 84 P WS ERAREE , BLHEE NFS AR /etc/exports 18
EHEEHENIER |, MEMPI TS I0EMEL NFS A, £ NFS AR LS E /etc/exports R
% , BT exportfs -a LEFELE NFS £/,

£ VMware Cloud Director 2% flI5% E NSX Data Center for vSphere

MREAEE VMware Cloud Director Z2 £/ NSX Data Center for vSphere WHRER , IS BEZE
MEZE NSX Data Center for vSphere A5 —#9 NSX Manager #i{TEBEEEITEGEE VMware
Cloud Director Z# H#IE{E vCenter Server #1117 E & RIEE.

NSX Manager &% NSX Data Center for vSphere T&H ., MEHE VMware Cloud Director M
f2 VMware EmZEHEB NG ER , F2H8 (VMware EmEBEMHRR) , #uR http://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. MEMBERVEBEEN , F28
VMware Cloud Director HI 48 4HREER

EE WREFEREHIT VMware Cloud Director WEHZHERAER, MREBEEAFKEBEEN VMware
Cloud Director &8t |, 527 Linux EFH & VMware Cloud Director,
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DEFMG
#REE vCenter Server ZZA TS L E NSX Manager B A ER4

BF
1 #1T NSX Manager EREREENRETE,
FSH (NSX REIEE) .
2 BALBREN NSX Manager ERERAKE , WRALEZRKPBIEENRE.

3 BEZHEM NSX Manager ERERAKBEREITEEREN VMware Cloud Director ZEFHIEE
VMware Cloud Director B vCenter Server R&: =4 REEE

4 EMEBER NSX Manager #{T{EBE R E VXLAN X8,

VMware Cloud Director 82 VXLAN fREE , SUIRHARERAREE VDC, WRKEHR
BB NSX Manager 5 E VXLAN X8 |, BIIRME VDC SR THEBEEHR , LEFEXEREITE
FANEREE  WHKEHERME VDC HEH ., MEBBERE VXLAN XENFHFHAEN , F28
(NSX BEEHERE) .

5 (EREM) NREEVERGHH Edge BERME D HEE |, FFRE NSX Controller 5.
E2H (NSX BEiEE) .

A VMware Cloud Director Z# & E NSX-T Data Center
WMREAEE VMware Cloud Director Z#EFEAMR B NSX-T Data Center WRKER , KERELRE
NSX-T Data Center,

BEE EERE NSX-T Data Center HFITHE |, FEEAGSCHER Ul ARERSL Ul B ERNEA
API, INEFHMEN , 3528 NSX-T Data Center BEIRIER A NSX-T Manager 18,

WMEHF R VMware Cloud Director MlEM VMware EmZ2BEHBMNEHFENR , FH28 (VMware Efm
EEMEEBR) .
MERBERWHEBEN , F52E VMware Cloud Director BB HEREER,

R FEEHIT VMware Cloud Director W2 ZEIFAER., REBEEAHFKEEH VMware Cloud
Director £# , 2B Linux EH# VMware Cloud Director,

PHEEY
B 1T238 NSX-T Data Center,

BF
1 TBBNF|E NSX-T Manager ERERARE
WEHF R NSX-T Manager B FME , 5528 NSX-T Data Center R 5w,
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2 REENRRERELEAES.
NFRERRLEREISNFMAEN 28 NSX-T Data Center ZEIERE,

e
3 MEHMRE Edge HIBK Edge BE.
MFHBEIL NSX Edge BIFHAER , 526 NSX-T Data Center ZHIE/.
4 FRIE ESXi THEWETR,
NEEHERES TR RERTUOFMEN , S8 NSX-T Data Center REIER.
5 EY%EOERE.
MEEREYE O BHFMEN , 5261 NSX-T Data Center EEI5R.
RESR
2% VMware Cloud Director 2% , #&a[LL :
1 [ENERZEHE NSX-T Manager BT{EEE.

WMFE R NSX-T Manager HITEBAMEREN , 526 (VMware Cloud Director Service
Provider Admin Portal /) .

2 #Y NSX-T Data Center BRABE X ENRAKRER,

WMEBBEEILH NSX-T Data Center EHEHZENRREBNFMAEN , 528 (VMware Cloud
Director Service Provider Admin Portal /) .

3 EAZE O EREMABIMDERE.

WMEBBEHIEH NSX-T Data Center 5 O BBERHASZIENIIMNBRBNFEMNEN  F2H
{VMware Cloud Director Service Provider Admin Portal ¥/ ) .

VMware Cloud Director FEFI & E M ERB R F 1A A RE

BT LAE B EPE VMware Cloud Director ER#EH —RNZ BB TEEERKZE L VMware Cloud Director
RIARESE¥4H . AT LAE vSphere Client 5 VMware OVF Tool %2 VMware Cloud Director EA#E

EE FXERR—ERMRIBEATH Linux Fl VMware Cloud Director ER R ERE FRE &%
VMware Cloud Director,

VMware Cloud Director ERIE E R TA LR EMNEEMES | B ¥ 1T VMware Cloud Director fR#&E
THRE.
BmEREERFERANEBIERNA VMwvare Cloud Director-v.v.v.v-nnnnnn_ OVE10.ova , HH

v.v.v. v RRERIRE , nnnnnn REBARBEwR. BI0 : vMware Cloud
Director-9.7.0.0-9229800 OVAlO0.ova,
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VMware Cloud Director BRI BEHBE T HIHHE !

= VMware Photon™ {EE R #E

= VMware Cloud Director # iR &4

m  PostgreSQL 10

FE/NBRMFH/DE VMware Cloud Director BERRERX/NEARERERARARS. TERBENESD
BRNFREERGNRBEANER, BIEERNE , CUEEEREEMER.

EE FXETE VMware Cloud Director EREE L ZHETME=F . BE (VMware EREBEME
BR) , MABETEXEN VMware TTHE. BIN | A LLZ X B VMware vRealize” Operations
Manager™ 5 VMware vRealize” Log Insight™ ES#REBRERA,

EREEBEEREHRRE

#£ 9.7 lRBA%E , VMware Cloud Director B EREEA5 T AM (HA) WENRER PostgreSQL &
BE ZBEEVAEENE HABSENEREERE , B4 VMware Cloud Director EFEEHN — 1@
HTEBRBBATEREE  UKHERZENMENTEEBBASTHREE. SUERARSBFETD
# E At VMware Cloud Director EFAEE#TEEHE A vCD ERABRXFETRE , UEEITTFEREHEN
ERE 2 VMware Cloud Director [RIEE 4. vCD EARARERSESETERERTINENE. &
SREREESENENES TAMARE,

fkx7E:% , VMware Cloud Director BEFA£ESM A TLS (K BBEMN SSL) ETEREER (BEER).
WIhEEESPBE T NER , WEABHRESM PostgreSQL B, EEMFARHBRRIESERE CA) HNE
2RE A F2EEARBEREZBHNAMR PostgreSQL F VMware Cloud Director EAREEIE Ul BH.

%5 VMware Cloud Director EFAR B TR X EINPERIE,

FEREERKRAR

£ 9.7 lRBA%E , VMware Cloud Director EFAH ES X B EMEMEL ctho M eth1 , MERALE HTTP
RERERNEREMERE. TRNKREE —IMELERRAELETEE,

#H ectho Meth1 PRMABNREBN FRE G,

i 3 etho LRYEIIEIE  eocn1 LREEE
SSH 22 22

HTTP 80 TEAR

HTTPS 443 TER
PostgreSQL TEAR 5432
EEERENE 5480 5480

F# A& Proxy 8443 TEA

JIMX 8998, 8999 TEA
JMS/ActiveMQ 61616 TEA
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#3 VMware Cloud Director BRI EB% , WLAER vSphere FMEINREF LM N EF (NIC), BHZH
(vSphere E#:EERE) EEPNSRBRNE LI ERKIEZEN.

VMware Cloud Director BB iptables XEH AR ANEREBR., BEEHEBE]
iptables BRAl , I ERBCWARERIIBE /etc/systemd/scripts/iptables BRNER.

#10.1 WxBAtE , BRASIRMEE FABA T LAER VMware Cloud Director API 38l 5 82 & i 7] IR 28 19 32
B, W SSL EHRRBBEPRIFAREFZI 2EE. BEEHRE VMware Cloud Director BRBER , F5H
£ VMware Cloud Director API E{TESAANABAREEELIESNABEIRNEHEE, BFE
VMware Cloud Director RERHA K 2% , AR EAEAREE VMware Cloud Director K7 FEUE Z |
REHHEE, FLRERTEUABERHEE.

VMware Cloud Director EFR & B K/NFAEER|

BRELNER  SUUBESERFREZEANTE VMware Cloud Director BRAEEBHARE , URATE KN
B VMware Cloud Director [ESREREEHTEE.

B8

AEGEIEREERENER  SBETXEREHRIERE , &/ VMware Cloud Director BE&4EAE
EEXEREEIRESHHEE. EET - EARFEEEAREBRENETARERLT , REGART
R, MREGHREEREYE K TEFMPEHRYENRTFERZN  ZBEEX2EREFNRETE
B, BHBE-LEHERE F2RERKENENENESTHMAR,

VMware Cloud Director BRA#EENER /N HEEHBHEEE . DR pH | KBEANEFKE
(VVD), NEERKEXNNEARERETM , AX4TRM/NEEAREHRES . XABREER
RIBHHKBRIBENARE  UREEREFEANFERARS, BXEHEREAS VMware Validated Designs
(VVD) for Cloud Providers #RERE .

FERVEANBIAND , RAEBEETLUAREHEREENKD,

HREERNE  EENE/DMEEATHEREREEN=GTHIE,

#F SEUURBEAE—EAXZEFERMIESTREEIEARAFEEEHN VMware Cloud Director #
£, VMware T X E4AEREDTNERHEERIE  HARENEAERE , EERERIBEE—WE
KR, BERFEERIEELIESVNERBEMHBERENSE,

VMware Cloud Director FEF# B X/ REIF

B LAERA T Y M EERERAFTRENEREE X/,

hE XH KR (VVD)
EERNERRSG EREHNEEERE HEERER FEiR AP BEMERETEE
VMware Cloud Director B & = =
I #Y vRealize Operations
Management Pack &
VMware Cloud Director 1y & = =]

Cassandra ERHEBEEE/RA
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&
ERIE 30 P EHRIFE API <50
WXETEAERAFIRNALN
£ =
S EEMEREES 5000
HRETER

RE

<100

5000

XA (VVD)

<100

15000

#sE KTER , VMware Cloud Director 9.7 RE SR primary-large M standby-large EREER
BARE HA BSKARLHEW 16l vCPU, MREREARBFAE VMware Cloud Director EF B4R | B
B VEFEHETEREENSHHETE VCPU BEA 16,

L]

HA B4R 1EEERFE + 2 BEWHERT
%

vCPU =B Fmf#E 8

2

vCPU EARXf#F TER

1%

RAM XE 5w 16GB

2

RAM ERRA@EE TER

%

vCPU EREBZ O 11

btk =&

FERBEFRANSE shared_buffers = '3GB';

fRFHR LS effective_cache_size = '9GB’;

PostgreSQL BRT work mem = '8MB'":

maintenance_work_mem =
"1GB";

max_ worker_processes= '8";

WAERRGEREBN

rE

TEEERHFE + 2 BAEFaHTER
+1 EEARRER

16

24 GB

shared_buffers = '5GB';
effective__cache_size = '15GB’;
work_mem = '8MB';
maintenance_work_mem =
'"1GB";

max_worker_processes= '16';

¥ XHE (vVD)
1EEXERER + 2 BE0HEER
+2 AEARIRER

24

32GB

1:1

shared_buffers = '7GB';
effective_cache_size = '21GB";
work_mem = '8MB’;
maintenance_work_mem =
'"1GB';

max_worker_processes= '24";

1£ VMware Cloud Director f#Z#&H , CPU it BB FRHESENYECEESER , NELRENE
# . VMware Cloud Director {7 IJRE @ X A E R EMNELR.

VMware, Inc.
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WAREARSENEEEBRERESTR

TE{EMT VMware Cloud Director f#1F#&H vcloud-container-debug.log M cell-runtime.

ERP  LEFIEUTIARMNIER
org.apache.tomcat.jdbc.pool.PoolExhaustedException: [pool-jetty—-XXXXX]

Timeout: Pool empty.Unable to fetch a connection in 20 seconds, none

available, VMware Cloud Director B AIfEE R LEERENELZ.

B BEERENEESAR  FRARERHARSZ 6 BXE. FoNEARIRENRETS.

WM BT ERAREANAR

ZEi VMware Cloud Director BB XK/NARBF AXEHARE S — | EH1T VMware Cloud
Director EFAR BN BE% LU AEMERERLBITHER.

1 BRECAEMBEARFTENREEE.
2 REAARERHOLEEMN VCPU , UERENXEARZ—.
EE MRIERERNSHREERN RAM M vCPU BXAME.,

3 Blroot B EHEBRATMEA SSH AFREATERARENEELRLS,
4 BERAESFEA postgres,

sudo -1 -u postgres

VMware, Inc.
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5 BEBHITUTHSLESH postgresgl.auto.conf AHRERE,

il b it

kil psgl -c "ALTER SYSTEM set shared buffers =
'3GB';"
psgl -c "ALTER SYSTEM set
effective cache size = '9GB';"
psgl -c "ALTER SYSTEM set work mem =
"S8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '8';"

KE psgl -c "ALTER SYSTEM set shared buffers =
"5GB'; "
psgl -c "ALTER SYSTEM set
effective cache size = '15GB';"
psgl -c "ALTER SYSTEM set work mem =
"8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max_worker processes= 'l6';"

BAE psqgl -c "ALTER SYSTEM set shared buffers =
'I1GB'; "
psgl -c "ALTER SYSTEM set
effective cache size = '21GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max worker processes= '24';"

6 1T exit mSAREZR root FAHE.
7  EFHRE vpostgres BfF,

systemctl restart vpostgres

8 HBAXBERESEA postgres.

sudo -1 -u postgres

9 YT ESHEE , #& postgresgl.auto.conf ERERAEGH , REEHRE vpostgres BF.
a # postgresgl.auto.conf REEZHHERINFHEE,

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/
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b EHEE vpostgres BF.

systemctl restart vpostgres

ZE VMware Cloud Director EFRZE B K/NARBFTABTARE | E81T VMware Cloud Director FE
FAHEPERE  BHBAEMEREELBTUHER.

1

2

10

n

Hroot S EEEASER SSH AFRBAZEERAEBNEXRA.
EERBIERT vCPU Bl , BRT TGS,

grep -c processor /proc/cpuinfo

EFERRITRET RAM B, FHIT TGS,
THBEH RAM LA KB AEfr , KZEKLEL 1024000 #KEEHR A GB,

cat /proc/meminfo | grep MemTotal | cut -dk -fl | awk '{print int($2/1024000)}"'

#T® shared buffers  , HA RAM &R % 4GB WD 2 —.
shared buffers = 0.25 * (RAM # 5t - 4GB)

iT® effective cache sizefH , HA RAM #HRE 4GB WD 2=,
effective cache size = 0.75* (RAM #&if - 4GB)

& max worker processes ff, HA vCPU WEH.

HEREREL postgres,

sudo -i -u postgres

BT oS H BRI ENELESH postgresgl.auto.conf AR

psgl -c "ALTER SYSTEM set shared buffers = 'shared buffers value';"

psgl -c "ALTER SYSTEM set effective cache_size = ‘'effective cache size value';"
psgl -c "ALTER SYSTEM set work mem = '8MB';"

psgl -c "ALTER SYSTEM set maintenance work mem = '1GB';"

psgl -c "ALTER SYSTEM set max_ worker_ processes= 'max worker processes value';"

1T exit S LUREE root EAE.
EHEE vpostgres BF.

systemctl restart vpostgres

BIREERE®EA postgres,

sudo -1 -u postgres
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12 $HYSEFHHE & postgresqgl.auto.conf IERERBEGH , AEREHME vpostgres BF.

a # postgresqgl.auto.conf R EMBERISHEE.

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@standby-node-
address:/var/vmware/vpostgres/current/pgdata/

b FE#HEE vpostgres BfF.

systemctl restart vpostgres

B2 VMware Cloud Director FEF Rt EW X EEH
EZERRKNIBE VMware Cloud Director B E | B4 EERBH BRI AHNT - EITEMELRE,
n TEREEA VMware Cloud Director. ova 1N EEE.

n HBFEEREB G, BEE NFS HAERBERTFE. F2EE Linux L4 VMware Cloud
Director B {E#FREFEFZE.

#F HAGRREHEEESABRTEE responses.properties R , B FEE appliance-
nodes B #%,

. REMNFKE RabbitMQ AMQP Broker,
VMware Cloud Director BRI B IE S =
M vSphere Client 328 VMware Cloud Director ER# &

s {FFH VMware OVF Tool Z8%& VMware Cloud Director EFR$#E

n FHACEENERAFTERIE VMware Cloud Director FEFAR B LUEIT HTTPS ME#EE Proxy &
#

£/ vSphere Client 282 VMware Cloud Director FEFI#E

BRI LAE R vSphere Client (HTML5) , # VMware Cloud Director FEFI BB A OVF Ei4&, 2pE
OVF i A BN BEEALEEEFAENEPRTRRE.
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B AZ8H% VMware Cloud Director RIRESFAMNE — AR EBBEE T ERER . BILUE VMware
Cloud Director AR AN EZEKEWBB AT THEELZE VMware Cloud Director BERRRREFE.
EZRERAEERENERES THAMARE,

BEE AXERERE—RBRARSBEALADRH Linux Ml VMware Cloud Director EFAR BB FRARH#
VMware Cloud Director,

HHAEAKEIMAERARENEZENERER , vCPU fl RAM B AEZEETNRETENGS
AR,

FMENGREARKEN OVA RALAREETNRAERALENRE., EERRBITHEARBENR
X, FSAERKEEEFERAENETHN [BR | Bl AHEAREREANEBERAR vMware
Cloud Director-v.v.v.v-nnnnnn_ OVF10.ova , EF vivivv RREMIRAE , nnnnnn RRERR
. Bl . vMware Cloud Director-10.2.0.0-9229800 OVA1O.ova,

MFETE vSphere FERE OVF EAMAIBEN , 5528 (vSphere ERMEEE) |

HE , BAILER VMware OVF Tool SIBERAEE. F2BEEH VMware OVF Tool #2# VMware
Cloud Director EFIE .

#E T XEE VMware Cloud Director H 82 VMware Cloud Director BR$#E

PEEY
B2 EE VMware Cloud Director FEFA R BN EMRH
BF

1 BXE VMware Cloud Director EFA R EIE

EEMEBEARERE , HALLTE vSphere Web Client (Flex) 5 vSphere Client (HTML5) #BIRX
HEBEE , AEHB OVF EX,

2 3E VMware Cloud Director T EERAH®E

BIXIEEREENE OVF 8I4#%& | B4 B#EER EE VMware Cloud Director FEFE E#TEE/
ERfEEEFRAENEPRTRERE.

3 3®E VMware Cloud Director S MEARRHEHE
BEHREABRKNBEENRIIE OVF 8i5% , X AR BT ENENNTERNERAXESEEASE
NEFBITRERE .

BIBEBSR

. RELHEES Proxy fuit , BB VMware Cloud Director B B¢ EE BT EIZE 8443 K
etho NIC AR EIEA Proxy IR¥. B2 B3] Linux £ VMware Cloud Director #92 F{uit .

s ZZE[G VMware Cloud Director RIREEEAEAFIERE , FEEWLER.
n EEHABELE 5B A VMware Cloud Director Service Provider Admin Portal,

s EENREAXREEHEBEEYNBEREZZEE , £9LUA Linux £EH VMware Cloud Director
B CAEEBNSSL BREBHEE.

VMware, Inc. 31



VMware Cloud Director &g, HREMFHRIERE

EYE) VMware Cloud Director FEf S E 2

EERBEARBERE , H£0LATE vSphere Web Client (Flex) % vSphere Client (HTML5) # B Rk &R
BB REWE OVF EiX,

EF

1 7£ vSphere Web Client 2 vSphere Client F , EEAFMAE EWG LIZ—TBEREHR K ARE—T
£ E OVF A<,

2 # A VMware Cloud Director.ova NIRRT , RERT—%.

3 HWMAERMBEMNERE  WBE vCenter Server FHREMUENERSERALEENERPLORER K , R
BET—%.

ENGEEHLHERALEN ESXi TRIEER , RERT—F,
WEHEAFAER  REET D,

RERTIEZRESH , KRBT S

7 ENHBEENA)D , REET—H.

FEPEFFD/DE VMware Cloud Director ERREEXNMNEARBREN IR Z G, TEREMNG
BABKNIEEERENREXRNER, RIEEEME , BT EMEHMER,

o o h

B’iR i3

FENE #EHE 12 GB RAM # 2 {8 vCPU WEFAEK B E R VMware Cloud Director fAlfR
BEATHE—ERE.
TEREEPNABRNERERES VMware Cloud Director E¥lE., EREZRE
B vcloud s Hﬁﬂﬁ@iﬁﬁ 5 vcloude

FEAR ®m  VMware Cloud Director 10.2.1 REH A EHE 24 GB RAM #1 8 fEl vCPU
HIER®EIZA VMware Cloud Director ARSEEHATHNE —ERE.

m  VMware Cloud Director 10.2 # 8% 24 GB RAM # 4 {l vCPU HER & E I
£% VMware Cloud Director fAIBREEEAPNE—BERKE.,

FERERPIARNERERES VMware Cloud Director BRI E, ERERRB
Z%'fj vcloud , ﬂﬁﬂﬁﬁﬁﬁ %Pj vcloude

o pa ARAEERE HA BEFMAZTZNEREFE,

#4878 12 GB RAM 1 2 il vCPU MWEA R EN B A ERAE R ES A AR
VMware Cloud Director AIREBFFHATHNE_—BRE=EXE.

FoRERTHARIENERETIEENE-BEERSEAPETRE.
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30| iyl
HFhHRa AREERE HA BEPMA T EXREFFR,
B VMware Cloud Director 10.2.1 REH A EE 24 GB RAM 1 8 fil vCPU
NERKEREBAFHERNES THMARERN VMware Cloud Director faliRE8

BEPHE_ERE=EHRE.

m  VMware Cloud Director 10.2 # 8% 24 GB RAM # 4 fl vCPU HEEFR B I
EAFERERESTAMAEN VMware Cloud Director fAIfRESBIHATHE =
EfE=MRE.

HmEAXBEPHABRNENERTEENE - EEEFEXFETRE.

Cloud Director fF#EERARR ®  VMware Cloud Director 10.2.1 REH R4 EHE 8 GB RAM #l 4 {& vCPU
HEREBEIE A VMware Cloud Director fAIREEEIE T EBERE .

B VMware Cloud Director 10.2 # 8% 8 GB RAM 1 2 {8 vCPU HER KB
25A VMware Cloud Director fARESEHEATNEERE .

KREM vCD EARKXRFERTHABRAERE, vCD EARAREHREEREEE
ERE.

EE VMware Cloud Director AREBHATN T EFERNEFHHERMENEE., EEE HA
EETLUH-—BEXENEFZERAMESH/ N EFEREAR , SH—EXTEARFEEAMESH AR
EIEAEAEK

WEZR , EUNEFREERARENH KD,

8 ARERMBARENERURENMGTEANENTHE A ARRET-F.
EERATRSME MEEARXIHERFERE.

9 HENGRRFEFRPNTHNANER , SFHEARKEMN ccn1 M etno NIC EEE FMBHE,
KRR BENIEFTREMER ., BREHESERAMREIRT ERNE R,

EEZ WMEBNBARSETRE.
10 #t 1P BERETRHXeERS , BINFE-FB P REM IPv4 BAGE.
n 8F-F.

AORSRLEHENZRENATEAEE , ARE VMware Cloud Director &R,
12 £VCD ERXBRTEERT K REEAXBFAER.

BRI #it
NTP fa iR=S EFERAN NTP @RS EEBER (P ik,
RIBT T EAXENNBRRER. VEEEEL slTEr , YAEFE—RBAEZET. —@

PREFT., —BAHEFUR—ERKRFT.

EE #firoot ZREBHERRATERR. BEENBERFEREREDNHRBE
HIEAAMEE root Bif. FEEFTHRE , BUTUSEEMAEHFER LN root
.

MEBEEFA FIPS X | AIEALEN root ZBLEEE 4 AREZFE T,
T OVF BERBETEREBZHERGRBVRBRE,
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13

14

#®
1

2

"

RE iyt

F-RBALRTRBY MRERBAEF - REBEARBECEANKRER | ELEARITDEEBHTSRBTHRE
. BRAEFE-RBARBEEANGRER  SHEUERIUILER.

BUH SSH REBA AR , BRERAMRE.

B NELFREALENAY. BERREMNMEBEN , 528 https://kb.vmware.com/kb/
59674,

GREMN) THMRARATERY , MRENARAETR , FRA ctho M etnl MBNHENFEE
B, RERT—F,

MRCBRFBFERFAERHERIE  CURSERHUFERA. HlU , EREREENMR etno L
K, EEEREBETESR ccnl NTHETHFIR. EAZSHERT , LREEREZH.

FREAXARUERI BB AKBNEE, RERKSEEEEEMEN P Lt FEERFE™
X EEIE (CIDR) MR RE (BER), Hlwn
172.16.100.253 172.16.100.0/19, 172.16.200.253,

ERBRABRERY , BA ctho M ethl NIC WARFMAER , RAERT—%,

BRE g

HRME FERAEBENTERMEN P ik,

EEERE DNS #BE# , it mydomain.com.

ARRERR ARERALBEIREBERNAISEBEE CLERAZKIRE) , flm

subdomain.example.com.

e L PEEE] XFARFRANASEBRASESKREEEFNE R

&,
#1# F A IR RS EREBENAEEBARSIFN P i,
ethO #83% IP firyt etho NEKY IP £t
ethO BRI FERRIER etho MHNFEKESRET.
eth1 @& 1P Uyt ethl NEIK IP £zt
eth1 FRAERRIER ethl MHNFEKESRET.

IR E®E L , ®E VMware Cloud Director FEFI SR BMARERTE , RAEE—TRETBHKRI
go

S8R
PR A ERBEBENEIR .

% E VMware Cloud Director T EERAE B R E VMware Cloud Director i MERARAFEEF
¥,
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|/ E VMware Cloud Director T EEREE

BIEEREBENE OVF EI4%E | A E#ETTE VMware Cloud Director B EBEHRTERNER
FEEEFAENEFRITRERER,

DEFRMS

1 BX& VMware Cloud Director ER#EIRE.

2 FRFHBINERBIRNER.

3  H{TEE%EME VMware Cloud Director BERAE BN ERHARSHEEEEE.

BF

1 BARMRERERELEEZ nttps://Primary-Appliance-ethl-IP-Address: 5480,

2 BEAFEERKREVTERNEARBEEEEAENE.
FEEAKBERAREREBEENETR.

3 GEEALERTERY K REEARBEFMAER K REET-F.

B®E ik

ERNRAUBA NFS 8 NFS R AERFAREMZFZENLE, VMware Cloud Director BB =&V E |, W1
NFS BMELBRB AR RZ XIS,

[vcloud | ERAENERERTE vcloud PostgreSQL EREFERAENEE.

BRI ERTR #52 vcloud PostgreSQL BRI EME A &M BT,

BHREFERIGESN RARERSE VMware BFEEMEE.

4 GEERRFERT K RERAGEESFMER K REET-F.

RE g

ERAEES REEERRFNEMRESME. BRA adninistrator,

=R RAEEERRFNER. ZHRESENR 6 2128 @BF T2,
BRHR BRARGEERIRFHER.

2% REEEAN2E. RS veD Adnin.

BT E it REEEENE T,

5 £ VMware Cloud Director REER T |, [REMBITEENZE,

BE Hu

E3 g At VMware Cloud Director Z## # vCenter Server BRI R Z T8,

%23t ID AEH NIC B MAC B EME AR VMware Cloud Director 2234958 5!
5. EEA 1.

MRIEEE LI EIBEHEM VMware Cloud Director REZ T MR | BFE
E¥ S8 VMware Cloud Director REREM —HN R EZBITE.
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6 E-—TEX, RRERZGRETKRE , B—TRE.

"R

MRMEXRL , AEBESABRINENETAENBRERSIRR.

“ES

= #F VMware Cloud Director EF£BRE

» BEGHHIEABRNREER. F2RME VMware Cloud Director BRAREIRE,
= :RE VMware Cloud Director #&@ M EARR HEFE

% E VMware Cloud Director Fis MEARR HEFHE

AGFRHEARAREREE OVF 4% , BLAHETENENNTERNERLEEECERAEMEF
MITREMER.

PEEMY
1 BEEOHNEARINREEE., B2EEE VMware Cloud Director EFREBIFE
2 EZ2E%EE VMware Cloud Director ERR BN EHARSEHER.
3 FBFEINERKEENER.
BF
1 FIBRBERESYEES nttps://Cell-ethl-IP-Address: 5480,
2 BAGIEARAHERNEALEEEMARAENTE.
AR T EHMEPEAETR.
3 BMAERERMVEMN NFS 8.
4 B—TRR A6 REBEZRAGRETHKE , B—TRE,
BESR
%% VMware Cloud Director BRI ERKE
£ VMware OVF Tool Z2 VMware Cloud Director FEF 4 E

BEILAMEA VMware OVF Tool # VMware Cloud Director FERIEBIFE S OVF &4,

B AZEH VMware Cloud Director AR EHAEMNE — AR EBE BT ERER. BOLUE VMware
Cloud Director AR AN EZREKELB AT THEELZE VMware Cloud Director ERRRXREFE.

mBRHE OVF Tool MAABAE , HSBH (VMware OVF Tool KRAHE ) 4.
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MESEFA OVF Tool KIMEBIE , 528 (OVF Tool ERAERER) .
EE IXERE—ERRSEEATH Linux M VMware Cloud Director ERR BB FRERH
VMware Cloud Director,

BEMEAREINMAEARENEEEREREKR , vCPU Ml RAM A RERZBEETNRETENES
AR,

FHENSTEALEN OVA AL ERESTNREERAKENRE, EERRHTHEAKENR

X FZ2RERLBEEECAENETN [BR | Ef. AMHERALERCANESBERXA vMware
Cloud Director-v.v.v.v-nnnnnn_ OVE10.ova , P viv.v.v RERERRA , nnnnnn RFRA R
$%. Bl : vMware Cloud Director-10.2.0.0-9229800 OVA10.ova,

MEFE vSphere FERE OVF BAMIERMEN , E2H (vSphere EHMEEE) .

=& , LA BAEMA vSphere Client SBBEFAEE. F2 8 FH vSphere Client 3% VMware Cloud
Director ER£E

BITHBHSZH , 52BIE VMware Cloud Director FEA R B K EHKH,
#£ VMware Cloud Director 10.2 B#h , %#ZBHEE --X:enableHiddenProperties SE 7 IR
VMware Cloud Director EFRE

fEE GUHUEERETERAXENZHBEETEN OVF AREE K BERENERVITEAKEEE
EAENEATERE .

FAMNEBE VMware Cloud Director BRI EM ovftool METRIBEAR

BE & g
--noSSLVerify TEA B&IB vSphere B4R SSL B
--acceptAllEulas TEA EERERRAERESH (EULA),
--X:enableHiddenProperties TEA AR EFREARBARNIIERS.
--datastore target_vc datastore REERERACENERURNESE
HNEREER.
--allowAllExtraConfig TEH R EMERRRERS vix B,
——net:"eth0 Network" portgroup on_vc_for eth0 EREE ccno HRHN BN,

BEE MSBATRR eth1 BHBAR,

--net:"ethl Network" portgroup on vc for ethl FERHEE ctn1 HERH B MR,
EE MATER etho BRI,

——name Vminameionivc E%%Ewﬁﬁ%%%ﬁo
--diskMode thin B thick ERSES AR EREURNEBRER,
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BE & ik
--prop:"vami.ip0.VMware vCloud Directeth0 ip address etho B9 IP {3k, ARERAENER API
FEL, fEgbfust b, DNS REEFBEEL
REERARBENIHER,
—-prop:"vami.ipl.VMware vCloud Directethl ip address ethl B IP fust, ARFERABREYE , €
FER#RI PostreSQL & RHERT
--prop:"vami.DNS.VMware vCloud Directain’s ip address EREENAEEBMARIFN (P ik,
--prop:"vami.domain.VMware vCloud Direlomadh name DNS Eg%ﬁiﬁc ﬁﬂ_‘%}ggﬁ'@‘*‘ E’g%_
BrE.
--prop:"vami.gateway.VMware vCloud Digeteway ip address FERHEENTEREERN IP ik,
--prop:"vami.netmask0.VMware vCloud Dietmask" etho NENWFREERETE,
--prop:"vami.netmaskl.VMware vCloud Die¢aask" ethl NENRERKESRERE.
--prop:"vami.searchpath.VMware vCloud aDiluedttor" domain names FEREENRAEESKRE,

MESSERDRNAREEEE,
--prop:"vcloudconf.ceip enabled.VMware&rvelBudabseector BAZSERZHE VMware & FR&EBREGETT
B, ERES true.

MRTEERERRTEARBEEEER
ENAUNTREZEALERTE , BIET

;08
--prop:"vcloudapp.enable ssh. VMware7v®m@dgﬁ)fEéGEOr" BMAREREEREEN SSH BEFE.
--prop:"vcloudapp.expire root pas swordtr‘ﬁ\éwﬁrég&@éoud_Director" RAERBEFE - RBANZBEFEANRE
[
--prop:"vcloudapp.nfs mount.VMware vCIhdisd ipieeiches's: nfs mount path SMEB NFS fAIBRESHY IP {1k FE HBE R
ERARTERETS.
--prop:"vcloudapp.ntp-server.VMware v@ltpuderieactpr'address BRI ARESHY 1P fzdk,
—--prop:"vcloudapp.varoot-password.VMwana vobiugasismeatbr" FEREENNRBE, LZ‘ZE@%EQ\ 8

BFr , YEEFAE-—EARFT. —@
PRFRL., —EHEFUR—EEKRFT.

EZ ¥ root ERERHERMBEER
% BENRBERMARERENLNE
W AEHEE root B, FABERFTH
® BB EEAAEHES LB root
=i,

--prop:"vcloudconf.db pwd.VMware vClowutb pinsswood' vcloud FAENEREZRE.
ERARETERETR,

MRTEERERRTEARBEEEER
ENEUATREEERARERTE  ART
pd: 08
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B &

--prop:"vcloudconf.admin email.VMware wel aahihi ematidr 'address

--prop:"vcloudconf.admin fname.VMware Adiliond doli meaateor"

--prop:"vcloudconf.admin pwd.VMware vGlohicdmire passtvord

--prop:"vcloudconf.admin uname.VMware will aahili resetoaie

--prop:"vcloudconf.inst id.VMware vClowdl Dimséaddr'TD

--prop:"vcloudconf.sys name.VMware vClwad shisteat oaine

--prop:"vcloudnet.routes0.VMware vCloug tceetssd" cidr,

ip address2, ...

--prop:"vcloudnet.routesl.VMware vClougp Riiceetssd" cidr,

ip address2, ...

VMware, Inc.

i

FEEERIESWET B b,
BAREEMHER.
NRITHERBARTERR BT ER
ENANERIERARERE  MRT
=,

FEEERESNETE.
ERARTEMHER.
NRTEEREANTERALRERER
ENANERIBRARERE  BRT
.

FREERESWERE.
ERARTBMEH.
NRIEEREANTERALEEEER
ENAUSRIERARERE  BRT
.

AEEERIEFNERESE.
EAREZEREFE.
MRITEEBERNTEALEBEEEEH
ENEUATREERALERE , AIRA
=3:0

VMware Cloud Director Z #5175
ERREZEREFE.
MRTEEBBERNTEAEBEEEEH
ENEAUATRETERALERE , AIRA
F:3:0)8

Atk VMware Cloud Director Z## 3 )
vCenter Server BRI RHIZHE.
MRITEEBBERNTERALEEEEEH
ENHEUATREERALERE , AIRA
=3:0

BEM, ctno NENFREREH, BVERMNU
ERSRAEAREEE, BREAKSE
BERE P U MEER AR KRS
(CIDR) BB (B1E/L) (BEAE).
iz

172.16.100.253 172.16.100/19,
172.16.200.253,

BEM. ccnt NEMNFERA. SKERL
ERSBHREAEEE, BARESE
BERE P o MEER B K R RE
(CIDR) BRI (HB/LT) (B ETE).,
Bl ,

172.16.100.253 172.16.100/19,
172.16.200.253,
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B

—--deploymentOption

VMware, Inc.

&

primary-small., primary-large.
standby-small., standby-large £
cell

i

CENENEREEHIMK),
FE/PHEMFHNE VMware Cloud
Director BERFEX/MNEARNERZESA
REAGK, TEARBANSHABNFEE
ERENREXNER, BIEEEM
E, BUREENEEMER,

B primary-small #87%F 12 GB RAM
M2 @vCPUMEREBERESR
VMware Cloud Director fAfREsE¥4E
FHE—ERE, TERFEPHAHR
RERERES VMware Cloud
Director E¥lE., EXEEBA
vcloud , BEREMEAEAR vcloud,

B primary-large :

m  VMware Cloud Director 10.2.1
REHIRAEESE 24 GB RAM H
8 {8l vCPU WIEREBHER
VMware Cloud Director & fR8%
BAETHE—ERE.

m  VMware Cloud Director 10.2 #
£ 24 GB RAM # 4 {& vCPU
WERKEINESR VMware
Cloud Director Al fReSBHE KIS
—ERE.

FERERPHABRINERNERER

VMware Cloud Director E#lE., &

ﬂﬁg*ﬁ% vcloud , Eﬁﬂﬁﬁﬁﬁ%

A vcloud,

B standby-small #$8% 12 GB RAM
2 M@ vCPUNERKERNERER
ERESWAMEEERN VMware
Cloud Director A fREsFFETWE=
BRE=ERE. FHREFEPHARHR
ANENERETEERNE—BEEERER
RETRE.

B standby-large :

m  VMware Cloud Director 10.2.1
REHRAEEE 24 GB RAM H
8 {8 vCPU WIEER# BE B REH
ERESTAMEEREN VMware
Cloud Director fAIRREEF APV
—ERE=ERE.

®m  VMware Cloud Director 10.2 #
£ 24 GB RAM 7 4 {& vCPU
WERLENEATEHENEST
FAMHHERER VMware Cloud
Director Al fR=FEF4H A58 (@
E=ERE.

FWEEETHARIENERTES

PE—EBEEBEXPETRE.
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——powerOn

path to ova

i

B cell:

®  VMware Cloud Director 10.2.1
REFHIRAEEESE 8 GB RAM
4 {8 vCPU WEERLBERER
VMware Cloud Director {7 iR &%
BEPHERERES,

®m  VMware Cloud Director 10.2 #
H7%E 8 GBRAM # 2 @ vCPU ¥
EREZEBEIEA VMware Cloud
Director Al =& EF4H R &AL
8.

REA vCD ERARKRFERPHRER

RNERE. vCD ERARAREEEE

EE VMware Cloud Director falfR2E 8
HFNEERFEENSTREEXEAKRD
HE. ERE HA BERUH—BEEEN
BHEFEFENAWESG D EFEFRER , X
H—EXTEAREFFRNMESH ARG
FRAR,

BE2® , BUNERREERAKENK

Mo

HERFABERKRSR.

EREFE VMware Cloud Director £ EERARBNEHIHS

EE #E#1T VMware OVF Tool i< Z 8l , s vcloudapp.varoot-
passwordVMware vCloud Director. vcloudconf.db pwdVMware vCloud Director Bl

vcloudconf.admin pwd.VMware vCloud Director BHERRACHEHN RS,

ovftool \

--noSSLVerify \
-—acceptAllEulas \

--X:enableHiddenProperties \

--datastore="datastore6' \
--allowAllExtraConfig \
--net:"ethO0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \

-—-name=MyAppliance \
--diskMode=thick \
ip0.VMware vCloud Director"="10.0.0.142" \
ipl.VMware vCloud Director"="172.18.41.24" \

—--prop:"vami.
—--prop:"vami.
.DNS.VMware vCloud Director"="10.0.0.2" \

—--prop:"vami

—--prop:"vami.

—--prop:"vami

—--prop:"vami

—--prop:"vami.

—--prop:"vami.

VMware, Inc.

domain.VMware vCloud Director"="mycompany.com" \

.gateway.VMware vCloud Director"="10.0.0.1" \
.netmask0.VMware vCloud Director"="255.255.0.0" \

netmaskl.VMware vCloud Director"="255.255.224.0" \

searchpath.VMware vCloud Director

eng.mycompany.com" \
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--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
—--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
—--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.db pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin email.VMware vCloud Director"="admin@mycompany.com" \
--prop:"vcloudconf.admin fname.VMware vCloud Director"="vcdadmin" \
--prop:"vcloudconf.admin pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin uname.VMware vCloud Director"="administrator" \
--prop:"vcloudconf.inst id.VMware vCloud Director"="59" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-large" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

EREFEr VMware Cloud Director £ EERR BN EHlHS

BEE £#H1T VMware OVF Tool & 28l , &8 vcloudapp.varoot-
password.VMware vCloud Director EBEMAR/LZEHEHREER,

ovftool \

--noSSLVerify \

--acceptAllEulas \

--X:enableHiddenProperties \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thick \

--prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
—--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MySecondAppliance" \
--deploymentOption="standby-large" \

--powerOn "/MyPath/VMware_ vCloud Director-version number OVF10.ova" \

vi://vc _user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

# 2 VMware Cloud Director FEF# &%

BEEAKE R, BB firstboot MBEFHESHERME . F2EMRE VMware Cloud Director &
REEPHRCEE.
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FREAXEEEFAEMERETERALE. FLHERE VMware Cloud Director T EEREE

E
EREAXBEEEFERAENEREGHRFENEARRER. F2HRE VMware Cloud Director #F
wHERARA TR,

FHCEENEBEAFZ T ERIE VMware Cloud Director FERSE B LUET
HTTPS FEIZE & Proxy #&f

AR EBNEAF UBREE VMware Cloud Director BREE, BAUEASLRERRER
RBENFMRR K SLARF[IBIETAIADEBEH FHESE,

k78R , ZBE VMware Cloud Director EF £ B , VMware Cloud Director SE4X B REERE , I
FRELEBERREAN HTTPS MEEA Proxy B VMware Cloud Director & E#
ELRIIBEIEEALER K FERAXBHREBEE responses.properties BREFTEERAEER
HEBEA NFS HAERREFERE (LR /opt/vmware/vcloud-director/data/transfer), it
VMware Cloud Director AR H AR BN HEMEALELSHERALMEREBHETRE.
responses.properties IBREE SSL BEEBREAFENER , AP ES8BEENEREBRE
user.keystore.path, RTFER , WRRIENSEEALENAKESRBRETEER.

HMEFEEALERZ K LULSHEFREAFEACEENER. NEEHRFEHACEERIERISRES
EWNFMAEN  F2EEY CAEEN SSL BREYSHE AZE VMware Cloud Director FEFI#E
MREEEE VMware Cloud Director EREELFANEHSRIREENERAFTLRR , AIELEEH
AIEMAZ VMware Cloud Director AREEFHAFWAEHMERAEE | BSEHHEFHEM VMware Cloud
Director EARAFEER., BULMEAZSBECESERAFTURRET HTTPS MEIZEE Proxy B ER
HENE BHMREERRECHEEBERFT SSL BE.

BRRM

n BRETEEAXELREATESHR HTITPS MEEA Proxy HIBHNEHBERF T SSL BENE
e EE , B /opt/vmware/vcloud-director/certificates.ks,

s NRBEEZVSHREYUWYEAN CAEXBNEBIRER , B2HEN CAEXEN SSL BEISHE
AZE VMware Cloud Director EF$RE

n NRZBEEECHAZESEBAN CAZBHNEERER , F2REAZ BT CA #EEBMN SSL BEE
AZ VMware Cloud Director ER#E

s NRBECHEBEAFTSSL BENSREEENERA JCEKS , FRIERHFEEEDSBOILAR
BEAHESEBAETENDZIBEHEYT. SRRACERBX AEYNBMEEAEERFEHANINBERBHRST.

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http or consoleproxy
-keystore /opt/vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-

password

BF
1 BEESHEHBRIFMNH certificates. ks BRRTERALEERIE@MER (LR /opt/

vmware/vcloud-director/data/transfer/).
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2 KRERREFEERNERENFAEREEAR veloud,

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks

3 BRATRF/ETEERNEFEATERMBAER.

chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 HEXEEREEL  JIToSUEHESNEEE AR VMware Cloud Director #/T{EEH .,
WSt EEHEREFADPH responses.properties B8R , MBI user. keystore. path B
DigmERnt AT BREERER,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 RTEHHBNBRER , FEFRBEIERRAKE LK voware-ved BRI,
a H{TeSUFEILERYE.

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s

b TS URBIRS.

systemctl start vmware-vcd

6 ERARESRAETEZBEMNNANG oot B , REFTRERNEARAMERERRE.

g
FEAMER NFS R AEHBREREEN AT ENERALENCRETERALERMFERANHECEES
A= SSL B,

BV CAZFEER SSL BELEHE AZE VMware Cloud Director FEFIZE

BVEEABERERE CA) HENBREAS SSL BARHKTREERNEE  YRBREEZSHANE
BREE,

18 VMware Cloud Director Al RS EEEME SSL BE , 7B RAF REMARBE-BLZ 2B, &
& VMware Cloud Director Al [REES4BEX ERME T B SSL S - 3 HTTPS FMEEE Proxy B,

£ VMware Cloud Director ERAH ER , EMEREHLAMEEN P UutRFHEERE , EFAMEBETRN
HIEIE - ASEEE 143 AR HTTPS , #5 8443 ARNEEA Proxy Bil. SERESEEEHEEK SSL
BE, SuHtEmMERSEERERNER , fln , FRABRAZTEE.

MEm R E R E X AEE X.500 H#AIBHM X.509 TRBIZEM,
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MREBCEBALZ LSRN CABBHNEIEER  BRESAELEBMN CA EBH SSL BREAZE
VMware Cloud Director EFE BTN EFEITIRE.

EE IEHE , VMware Cloud Director EFI R ESELA SR A/NE 2048 N TN EERFZBEER, VAL
TEZENEZEHER , AZBREBEENSB A/, BB NIST 7T 800-131A , /MR 1024 LT £ 18
KNTFBZRRE,

HEFRFEANSRREETEEREA root FRERE , HRRA root_password,

DEEY

HITHE keytool %, LA LUMEMA keytool # CA HEEM SSL BHE AZE VMware Cloud Director
FER#EE, VMware Cloud Director # keytool BNEARER /opt/vmware/vcloud-
director/jre/bin/keytool H,

BF

1 Llroot B EERATMER SSH AFwEA VMware Cloud Director BREEFXEA.

2 BRENBREFRME , FEETIHP—ERE,

B IREE VMware Cloud Director FEFI#E R , VMware Cloud Director € B &4 HTTPS RIS E
A& Proxy RISEL LB A/NA 2048 U T B REBEE.

n NMRBEFREREUBENERBBCELENER  FUELSR PRS.
» MRGREFEABTRE B, BRANSH/AD) EEFBR  FHRESR

3 HITHSLMENERE certificates. ks BE,

Ni

B3,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

4 HTHS , BHTTPS RBEMEES Proxy REBEZY XAMNLESIRECH .

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/

vcloud-director/certificates.ks -w root passwd

W SEUBEENZIBE certificates. ks FERVREFERHFFE., CHEAGSHEREREL
BiE. RREWN DNS HREME , £RE—RERE CN) BREASERKE P zitsk FGDN, &
EEAERN 2048 UTERRE  YHEELE—FEH,

EZ HBR VMware Cloud Director EREEBEFMNARLRE , L AFEARESBREETEN /opt/

vmmware/vcloud-director/certificates.ks (N B,

FE SULUERERLE root ZBMASRRBFERT.
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5 A HTTPS REMEIES Proxy RBELBHEEBER (CSR).

EE VMware Cloud Director B ES ¥ HTTPS IREMEIZE Proxy RIS AMEBE/ 1P {231k
MEWER. Bt , CSREVMSHERTHRAIE (SAN) M5 HIRMHEBH DNS F 1P,

a =& http.csr BRIBIYRIBHEIER,

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreqg
-alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 7E consoleproxy.csr BRABIRIBHREBER,

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreq
-alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

6 BEERBREFBERICNBREERE.
NRENBERBENVERCEEREARIER , FEM Jakarta Tomcat,
0§ CA #EBE.
7 #CAREBNERE. CARBENEMPEBEERE VMware Cloud Director ER%RE.
8 HMTHTUNCEBBREAZE PKCSI2 £RATFE.
a BBIEFEMBIRBIER root.cer BREAE certificates.ks ERMBEFERRP,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
vcloud-director/certificates.ks -alias root -file root certificate file

b WMRWBTHERE , FEER intermediate.cer BREAZR| certificates. ks BT
EERAF,

keytool -import -storetype PKCS12 -storepass root password —-keystore /opt/vmware/

vcloud-director/certificates.ks -alias intermediate -file intermediate certificate file

c EAHTTPS REEH.

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/

vcloud-director/certificates.ks -alias http -file http certificate file

d EAEEA Proxy RIERH.

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
vcloud-director/certificates.ks -alias consoleproxy -file
console proxy certificate file

WS HERAHIEN CA EBNBERERES certificates. ks BR,
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9 HERARBEEARRE , FATHSUIHERATFEERNAR,

keytool -storetype PKCS12 -storepass root password -keystore /opt/vmware/vcloud-director/

certificates.ks -list

10 #1TH<S , BBHEAZE VMware Cloud Director $11T{E 8 .

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password root password

1N BTEHFESHNBILEN , FEHEE VMware Cloud Director EFARE FH viware-ved IRIE.
a HITHSLUELRE.

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s
b HTWLURBRKE.

systemctl start vmware-vcd

RESR

n NRREAEBEAZEAERE K S2REACEBENERAZTBEIE VMware Cloud Director B E
LA#EST HTTPS FME# A Proxy B,

s NRFREHERAFAEE  BEMARSISFATRNHIE VMware Cloud Director fAlfRE§ L EELLE
J?O

. MEABEARA#BRE PostgreSQL EXIEM VMware Cloud Director ERAREEBFERAENE 2B
ENFHAEN , F2RERBRESEN AR PostgreSQL # VMware Cloud Director FERIEEE
Ul BE.

BIZREIEA CA FER SSL BFEE AZE VMware Cloud Director FER %
=

MBEFLEECHAZRSRAN CA ZBHNEREER | KB VMware Cloud Director BEEFEAERHEEE
ZH, BYAREAN HTTPS MEIES Proxy BB ERNMARSEBNSRHETERER.
PEEY

s BiTRR keytool W%, BAILUER keytool #§ CA HEM SSL BEEAZE VMware Cloud
Director EA#E ., VMware Cloud Director # keytool FEZAREBR /opt/vmware/vcloud-
director/jre/bin/keytool H,

. EENTHEEE. B CARE. CAEEWHTTPS RBEMEEE Proxy RN RS EINBHRERS
FEREES,

EF
1 Blroot B EEZEATMER SSH AFHE A VMware Cloud Director BB FEE,
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2 MREETEBE  FRODS BB CARSNERETABRASHE B YEVBEHEE,

cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt

3 M OpenSSL & HTTPS ME#E & Proxy REZVEAEAZ S8 BRRELFEENEZNHESE
HEERER K TASESRHFBEERERIEERE

a BAHTTPS BEZEICRBHEERER.

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
-passout pass:keystore password -out http.pl2 -chain

b ABIEA Proxy REZLSRHEEFEER

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pl2 -chain

4 HITHSUENRERE certificates.ks BE,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

5 M keytool S PKCS12 £MHEFEEAZE certificates. ks BB ERE,
a EAHTTPS IR#HY PKCS12 EMAFE.

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype PKCS12 -srckeystore http.pl2
-srcstoretype PKCS12 -srcstorepass keystore password

b EAXEE Proxy RIEH PKCS12 £BHEEFEE,

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype PKCS12 -srckeystore consoleproxy.pl2

-srcstoretype PKCS12 -srcstorepass keystore password

6 WRBIEEARTHI.

keytool -storetype PKCS12 -storepass keystore password -keystore /opt/vmware/vcloud-
director/certificates.ks -list

7 HITHSLUEEEHEBNBHEEAZE VMware Cloud Director 11T,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password keystore password

8 AT CAZEEBNERELEN, FEHBE VMware Cloud Director BER#EE EH viware-ved RIS,

service vmware-vcd restart
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RESR

s NREFERAEAFARE  B2REACEBNERFZTEBEEE VMware Cloud Director EF$#E
LA#EST HTTPS FME# A Proxy B

s NRFRERAERAFARE  FEMARSIFATIE VMware Cloud Director EF#BREFEK LE
BHERF,

s MEABEARA#BRE PostgreSQL EXIEM VMware Cloud Director ERAREEBFERAENE 2B
ENFHAEN , F2RAERBRESHN AR PostgreSQL # VMware Cloud Director FERIEEE
Ul BE.

2 VMware Cloud Director EF R E#%

#3 VMware Cloud Director falfRes84H % , B LAZ % Microsoft Sysprep #EZR 1 Cassandra E#t
E. MREHEANR PostgreSQL BERE , ATLARRE SSL W ARERE LN — B35,

#Y VMware Cloud Director BRI E % , ATLAMEMR vSphere PR IhEEFIEMEENE -+ (NIC), B2
(vSphere B ERE) EEPNSRBRNE FHIEIERELIZEN.

g NRENESCRTABDRERE  ETHEHM RS BRBERZIE , BUEAFEAERALE AP
BEEAEBERELXERA rutonatic, M (VMware Cloud Director EFEE API) . FEEERN
ERAEBEERA vanual, NIRBEEHHRZEANBTEBEEXNT -3, IBESHBEEXR
Indeterminate, Indeterminate MR TR EENTHHEEN T ERERRENTH2BERT—BWE
S, EERREERIEBREEN |, F2H®BIE VMware Cloud Director EF#EBEE SRR RAEREE
BEEX,

#10.1 WxBAE , BRASIRMEE FABA T LAER VMware Cloud Director API 38l 5 82 & i 7] BR 28 19 32
#,WESSL EHRRBEBETRIFARII HEA. EERE VMware Cloud Director fRRELR , A
f£H VMware Cloud Director API ETESARNARARETHELZESNABEIRNHEEE . FE
VMware Cloud Director RERHA K 2% , AR EATEAREE VMware Cloud Director K 7FEUE Z |
REHHEE, FLRRTEUAERIHEE.

%% VMware Cloud Director EFA £ ERE

HKIIERE VMware Cloud Director EF#EB% S USFRAXENZGFE, [AMREEANSH @R
BHEEFMTA VMware Cloud Director ER R E#HTER L EFRERNEE.

PHEEY
s ¥ VMware Cloud Director EREE . 52/ VMware Cloud Director EF & B ILEM A IHA

s BEHARSBHEEEREETE A VMware Cloud Director TEERARENHEE,

B
1 ATEEHHEA Web TEERERTEER  EXRARENETH , BEERERE.
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2 EENE BER/#HENREESE.
FERNSESRRAETEARENLETS.
3 Blroot 5% A VMware Cloud Director BRI BT IS .
4 FHEHR VMware Cloud Director ERKERRAHNEE , BEHAE viware-ved RHE.
5 ¥R VMware Cloud Director BEFRNEMFmNERARAAERE  ERSR 1 ZESR IR 4.

B3] VMware Cloud Director FER#E M A At

EEREEHTESER Proxy ER |, LA LUEE VMware Cloud Director Web AO#8% . VMware
Cloud Director API flE1E & Proxy BYTE % i B4 4L

AR TE VMware Cloud Director 2 EIE& Proxy Uit , RAZERARESE R BT EREIE 8443
ME— IP Uit AREES Proxy R, E2E 6.

B

BRERURKREBRENI BN, ERREERTUATAARKE,

BF

1 ## Service Provider Admin Portal (WIESEESIH | BINEE,

2 GEEERTHRET , R—TARML.

3 FREAFTARARY  #FR-—THE.

4 #EEHF VMware Cloud Director URL , E4R%E Web AOMAMIRE: .

a #H¥ HTTPS (%) E&# A B3i] VMware Cloud Director 2 URL , REZR—T LER L&A
ZImHENETEENERR.
BEELEVANEREHHEERANEE  ZBERLERBAEA consoleproxy Z&E VMware
Cloud Director FHEESRHEEENERE, TIXEHEHTEHRPNEIES Proxy BHETT SSL
#it, BRELVEEERA rEM BXEFTEARRESBNIHE TR . PERENREE.

VMware, Inc. 50



VMware Cloud Director &g, HREMFHRIERE

5 (RiEM) ZE B Cloud Director REST APl #l OpenAPI URL , 55BBAMEA Web A O#MREY]
@Eﬁo

a WAHBI HTTP EE URL,

flan | INREAE HTTP EJE URL 52%EA http://vcloud.example.com , & A LUFEUZ A
http://vcloud.example.com/api BY VMware Cloud Director API , 3t B o] BA7ZEUZ A
http://vcloud.example.com/cloudapi BY VMware Cloud Director OpenAPl,

b EABR HTTPSREST API £K URL , RAEZEZE—T LEBRLEAZRKEEILCSEHEENEE,

Flan |, MREA HTTPS REST APl £]K URL :RE A https://vcloud.example.com , &AL
FHEMYA https://vcloud.example.com/api BJ VMware Cloud Director API , 3 B o[ LA fF
Y https://vcloud.example.com/cloudapi B9 VMware Cloud Director OpenAPI,

BREBEEVAFTEREFEFEANER  2BRRLERFBEA heep 281E VMware Cloud
Director EEFERESRREFENBINEHFHES VIP BE (WMRFEH SSL &L1b), BRELXLEE
E5A rEM BRAATEAREBNREERE . PERINBEE.

6 A BT VMware Cloud Director 2B E# & Proxy {iit,

Az 3R VMware Cloud Director BRI E ctho NIC W EMAIHEZ B (FQDN) , &EB FQDN =5 IP
g E |, I B & B ETEEE 8443 AR EEA Proxy BRTE.
Hlan | HHWEH FQDN vcloud.example.com B VMware Cloud Director FEF 2 B #1TE | BA

vcloud.example.com: 8443,
HEERHE AR FIEARER , VMware Cloud Director @ H £ & Proxy ik,
7 FERERE  BFR-THE.

ZHIEZTE Cassandra BRI EUEETEEER

VMware Cloud Director AILASt ¥ IR Eim R EREES | WETRAEBESVNEREEREAECZRIE
MERTENNEERE BRREEER#EE Cassandra &9,

Cassandra 2 —EFBRERBERE , ZUARATEZNSNERRATRERIETNE , KKK
FHER , FIMERKEEE. MREEE VMware Cloud Director X BRERKSEHENESESE | A&
BALEWRE Cassandra #E , WHFEA cell-management-tool EEEEHKZE VMware Cloud
Director, B RINEETEEFABANERELRE,

DEEM

n  FHER VMware Cloud Director EREX#1T , RAEBRERANERELRE.

. WRBEBERZAE Cassandra , B http://cassandra.apache.org/ L &R,

n 2R (VMware Cloud Director iRAZREA) , S BAEEEERERN Cassandra lRAEE ., &
Al LA http://cassandra.apache.org/download/ T & Cassandra.

n ZHEMBRE Cassandra HE :
m Cassandra BV BEEZELNERBEMERELS A TH LA ERBES.
s EEM{A Cassandra BFEIE;.
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BF

1

s XA Cassandra AFImEIEI BRI INZR . 352 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

s FE{A Cassandra EAERE . H52E http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

n  EH1E Cassandra #5% E A Java Native Access (JNA) 3.2.7 iR E H R A,
m Cassandra BB RIS BRI IR R IRIBMM

m #§ SSL i Cassandra #EFEARREMN ., WREARET A Cassandra B SSL , BIXEES
fEf#F#& LMY global.properties HEZEH ($VCLOUD HOME/etc/global.properties) #%
%ﬁ%%%{ cassandra.use.ssl %ﬁ}i;‘% 0

M cell-management-tool XX ERE VMware Cloud Director B2 Cassandra #&EHHIE 2
BHER.

ETH&FIHSEH , nodel-ip. node2-ip. node3-ip F node4-ip & Cassandra £EEHNHREMN IP
it ASERTEREEE (9042), SEEERRE 15 X,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra --configure --create-schema \
--cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

--username admin --password 'P@55wOrd' --ttl 15

NFEABRERAREREREIANEN  F2RFE S EREREEIAZE,

(GEREM) MBRERMA 9.1 A& VMware Cloud Director , 58 cell-management-tool #HEE
ERERERARTREAER,
BATELURTIEHN G

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra --add-rollup \
--username admin --password 'P@55wOrd’'

3 EHESEE VMware Cloud Director ##F#&.

R FHE RabbitMQ AMQP Broker

MREEEFRAHET/E. BAHK VMware Cloud Director API ZE{# (f5lf Container Service
Extension (CSE) M VMware Cloud Director App Launchpad) , BI%4BZ I 5%E RabbitMQ AMQP
Broker,

ERASTIIERBE AMQP) RASTIINAKEE  IXEEXAGHEMEN. VMware Cloud

Director £/ RabbitMQ AMQP Broker RiZHIEHRE . WHLEBEMBAAERNAEERSEE.

¥ VMware Cloud Director , REBHEFFER MQTT A FwmEM RabbitMQ AMQP Broker, 52

B MQTT BFImTRENH. T/ENEE.
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BF
1 & https://www.rabbitmg.com/download.htm| T & RabbitMQ falfkzS.
MFEXEH RabbitMQ RAEE , F2H (VMware Cloud Director lRAFRE ) .
2 BfE RabbitMQ ZEET , EX RN EM L RZE RabbitMQ.
8 —1{@ VMware Cloud Director f##F1& % B AI £ 48 3& £ FI3Z RabbitMQ fAIARSE .

3  Z# RabbitMQ HifE , 5B T4 VMware Cloud Director BRE&FE AL RabbitMQ ZHERKEEE
1{E.

m  RabbitMQ A REE EHM TEMFERE , Hla0 amgp.example.com.

= [3 RabbitMQ BREEERNERAELEBRER.

n REBXZRASMNELEE. JESSLNAREREER 5672, SSL/TLS WERERER 5671,

» BABES TCP.

= RabbitMQ EfEXH#.  FEARER"/".
BRESR
kTR , VMware Cloud Director AMQP JRIEEEXRMBNALE . BAIURE AMQP IR , UEA
SSL tZBLME. it , BRMURERY , A VMware Cloud Director f##F# £ Java Runtime

Environment F783& JCEKS S EFEHE GBE MR $VCLOUD HOME/jre/lib/security/cacerts)
REFRERE.

£ZEA VMware Cloud Director AMQP BR#ERAE SSL , 528 (VMware Cloud Director Service
Provider Admin Portal I8 ) B8 (RE AMQP Broker) &3,

%% VMware Cloud Director FEAA#E root X5

¥ VMware Cloud Director EFREEM root Gy , EXEEHERALERESRBHEERE , 16LEH
G,
PEEY

. BHITEE keytool 8% . VMware Cloud Director #§ keytool BWEAREBR /opt/vmware/vcloud-
director/jre/bin/keytool H,

n NREBFERABEAFABEYKEGEE NFS HAGHREEL  FERFEHACEENERAZTEED
2 VVMware Cloud Director FEFIS B LUEIT HTTPS ME A Proxy Bl H Arifi (12 F i 1TIR /ELATE
RECEH,

EBF
1 Llroot B EEZRADMEA SSH AFHE A VMware Cloud Director EREE XIS,
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2 iﬂ‘/ﬁ' passwd ﬁ?l"% s jﬁ‘ﬁ% root fiﬁﬁ%ﬂ'ﬂ%ﬁ%o

passwd root

Wi WMREAT FIPS B3, AIEREEMN root RIBLAZLEE 14 BF T,
HE MR root R EIH , VMware Cloud Director @ 8% — X root 9 & A VMware
Cloud Director EF# B XA RFIRRIGETRE,

3 HIHSLUENREENEESRHEEERER.

cp /opt/vmware/vcloud-director/certificates.ks /tmp/certificates.ks

4 FREELFNBESRBEE , FBIIT keytool WL,

keytool -importkeystore -srckeystore /opt/vmware/vcloud-director/certificates.ks
-srcstoretype PKCS12 -srcstorepass old root password -destkeystore /opt/vmware/vcloud-
director/certificates-new.ks -deststoretype PKCS12 -deststorepass new root password

-destkeypass new_root password

&5 % VMware Cloud Director 10.2 B4 , VMware Cloud Director B BENTER BHE SE M
FEEIA PKCS12, MREHEANEALBRAEHKZE 102 R, FFEH JCEKS A

-srcstoretype *ﬂ —deststoretypeo
keytool -importkeystore -srckeystore /opt/vmware/vcloud-director/certificates.ks
-srcstoretype JCEKS -srcstorepass old root password -destkeystore /opt/vmware/vcloud-

director/certificates-new.ks -deststoretype JCEKS -deststorepass new root password

-destkeypass new root password

5 #THT, UEENBESRAETEERINAAHER.

mv /opt/vmware/vcloud-director/certificates-new.ks /opt/vmware/vcloud-director/

certificates.ks

6 HERIATRBEFEERNCEAENHEAHESTE  FRT chom BT,

chown vcloud.vcloud /opt/vmware/vcloud-director/certificates.ks

7 EEFRASRBEFEENHEE , 5EH VMware Cloud Director Al iRES4H%E :

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password new root password
RESR

HESTHWESEERKEEENLER.

EE FEEREEXAXAMEBN root BiE., FMHIBHNERALERLAFERIH root HEE,

VMware, Inc. 54



VMware Cloud Director &g, HREMFHRIERE

HEFFE VMware Cloud Director FEF S E

£ 9.7 MxBA% , VMware Cloud Director B EREEE S AN AN A#HR PostgreSQL ERIE,
BRI LU VMware Cloud Director BRAREBAH R EEFMA, B LUEERIMEB PostgreSQL ERIE
NERRAKEE VMware Cloud Director BEZ8E VMware Cloud Director BB & 10.0 &
EHRAHK VMware Cloud Director B35,

H# VMware Cloud Director FEF S E

&E# VMware Cloud Director EFIEE 9.7 RARZE 102 iy , B2 REAEHELHFAH VMware
Cloud Director EF#E

#£ VMware Cloud Director 10.0 Bi%& , X8 Microsoft SQL Server ERE.
E&H 4 VMware Cloud Director B |, TR AN BEHBEEZENUT THEMEE

= EEBAR VMware Cloud Director ERERNERERE. MFEFMAEN , F2H [ ARNBER
8 B'ERR.

s IEBRIEAKN VMware vSphere ® hRA,
s BEREAB VMware NSX® RS,
m 2 VMware Cloud Director B EBINEME=F T4,

%% VMware Cloud Director EBHEAM VMware ERRE=LFERENHEZIHENEBEN , F2H
(VMware ERBEMHERR) |, #itB : http://partnerweb.vmware.com/comp_guide/sim/
interop_matrix.php., MRITEHE VMware Cloud Director H#BRH A4 vSphere 5 NSX T, Bl
HZATE VMware Cloud Director ARZETHE. FSBFHAHK VMware Cloud Director # .

ZLFH4—1ME VMware Cloud Director faliRgg & , A LAHA A VMware Cloud Director E¥E, EXE
SRFARBATHARENFAEN , BIFEEEHRTHATE VMware Cloud Director TEHRE, EE
BEEARZEREAMEMNIEEMBEENES , ZXEERBAERZH , BRAERAKRBLIZE
FEAERPHNIE.

HAHREERETINELH , ZBUHTRMFE VMware Cloud Director EREH :
n AEERIHARESERZHINRE,
s ARNEFEBEITXEN Microsoft Sysprep BEBSEREHTNLE,

HAHREEZHRA VMware Cloud Director EH#ER | MEARARSEFHAFWAERRSEMNERE. @
RIEFEREHTEE  JLUETREUER —RIAE , GINRGETHRSENBESFREE,
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#£10.1 WRBAA , RIGRMEBEMABATLEER VMware Cloud Director API 388 5 B2 5% i (7] IR 28 £ 2
B, M SSL EHRRBBEPRIFAREFS 2EB. BERE VMware Cloud Director BRBER , &5
£ VMware Cloud Director API ETESAANABAREEELIESNABEIMNEHEE, BE
VMware Cloud Director RERH K 2% , AR EAHEAREE VMware Cloud Director Ky 7FEUE Z &
REHHEE, FLRERTEUABERIHEE.

EE ARKEMRA10.1 REHRA% , VMware Cloud Director #§—EBEBRABSENTMEREEIRE
HEE., E2EA VMware Cloud Director B SSL BENARNEMEE ., NREEHRIRSERIE
AZE VMware Cloud Director , B/ SSL B8F IR , vCenter Server fl NSX BRI RES B REZR KK
fRER, EHERT , ARAERMERETHA .

1 BTHEFEEEEIA trust-infra-certs W% , SEBXEDEARPRABIREHE. F2H (&
vSphere ERE A mBERE) .

2 1£ Service Provider Admin Portal fEA &N EAF , BEUEE vCenter Server 1 NSX #11T{EEE , A
BEEZESBEBEFRARE.

#E VMware Cloud Director EFRE

RBEAE VMware Cloud Director Al REsEE4H B E VMware Cloud Director 9.5 JERE B IE | M HEE
BEBRIEBEZEEHRAR VMware Cloud Director FEFISEE SaILUERBEAR Linux B VMware
Cloud Director ZH# 2 , WMEEBEIEREPREAANBERE. F2H (BHEZE vCloud Director fE
AHE) |

MR EK VMware Cloud Director BB FMEB Oracle BRI EZHIMER Microsoft SQL ERIE |, BISAEL
BE 3 PostgreSQL ERE , REBHAMZE VMware Cloud Director 10.2, MEARKE , BFSEE
Linux EF# VMware Cloud Director.

FARMBERRKETERE

BRI

fEAA#RI PostgreSQL ¥BEM VMware Cloud Director
FRRME FEFR%R 10.2
Linux LA SMEB Microsoft SQL Server BRI EH VMware 1 #HEZE VMware Cloud Director FER#E 9.7, 228
Cloud Director 9.7 (#E RSN Microsoft SQL ERIER vCloud Director

BHEZE vCloud Director EREE ) |

2 BIEMBEFARE VMware Cloud Director FEFI R E
10.2, BEZEEAEHREHFHHR VMware Cloud Director

EREE.
Linux L 9ME8 PostgreSQL EHRIER VMware Cloud 1 #BEZE VMware Cloud Director FEF#E 9.7, 22K
Director 9.7 (#ERIMEB PostgreSQL EFRHEM vCloud Director #

B % vCloud Director BRAEE) .

2 BEMBEFAKE VMware Cloud Director ERAEE
10.2. F2REERAERERFHAH VMware Cloud Director
EREE.
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B R %

fEAA#RI PostgreSQL ¥ ER VMware Cloud Director
KRR MERR 10.2
Linux EfEA MR PostgreSQL BRIEH VMware Cloud 1 BEZE VMware Cloud Director EFI% & 10.0., #2H
Director 10.0 (& ER N PostgreSQL EREM vCloud Director #

®Z vCloud Director ERI#E)

2 BIEMBEFARE VMware Cloud Director FEFI#E
10.2, BEZEEAEHREHFHAHE VMware Cloud Director

EREE.
Linux EfEF 928 PostgreSQL EHIER VMware Cloud 1 #BEZE VMware Cloud Director EF#E 10.1, #F2H
Director 10.1 (K ER MR PostgreSQL BRER VMware Cloud

Director B#E % VMware Cloud Director ER#£E )

2 BIEMBEARE VMware Cloud Director FER#E
10.2, FSREEAEHEHAHK VMware Cloud Director

EAEE,
fER AR PostgreSQL EHIER VMware Cloud Director IS BB ARZE VMware Cloud Director FEFAE 10.2, &
FEF%E 9.7, 10.0 % 10.1 ZRFERAEHEMHFH VMware Cloud Director BEREE .,

FEHEHEHLEFHAK VMware Cloud Director ER$#E

BRI LA VMware Cloud Director EREEAHRZRIFIRA , AIEAEHFEHBEFENERZE
VMware Cloud Director EFRE .

EH VMware Cloud Director FEFI# BB , VMware Cloud Director FRIS#SFILE®E | AT
BEEEH—REE, SHEBEUARARSE VMware Cloud Director ERE B R #1T VMware
Cloud Director EREFARIESHEAENEB. VMware Cloud Director fRREE A+ TEREFEEE
2Ry , HEFIE &% —E VMware Cloud Director FEF#E E# VMware Cloud Director fR¥.
VMware Cloud Director HTTP in MBI HERR EN AR T HESF LERERHI B EFLENRBETE.

BHKERZEME VMware Cloud Director EFEBEHEREARTHKE , BLEKEME VMware
Cloud Director FEFI £ EE5BIH# .

PEEY

# Y FE VMware Cloud Director FEA S BRI IRER,

1 10T MRMBEFHEAARIEESHE , NRBATEETEENERKAMSEDETRERE , BE
F 4% Hp ﬁﬂ%@%@ﬁ*ﬁﬁ@ﬁ% Manual o ﬂ'?&?ﬁ , jﬁ"xﬁ“‘iﬂ%‘@%ggﬁﬁfﬁiﬁ Automatico %%Bﬁ
VMware Cloud Director EAREN BB REBE.

2 EABHESTHMEENITE VMware Cloud Director FEF 2 B FTER vCenter Server #1T{&
%O

3 HEEZIE VMware Cloud Director EA#HE  HHLEER-TEEAR A AZER—TER>REAEMN
EXRARS.

4 EERRELEZE-TEBEAR  KARR-TRE>ZYRR. BARBHERE , WRELBEBAR
B, REE-TRE.

5 % VMware Cloud Director EFARE LR —TBEAR , REEZ—TER > BRER.
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6 WRERESTAMARTHREHMBERRFNRE, F2ERE VMware Cloud Director BRI
ERSRSMRANBEBEES,

B

1 HEREZERES , B A VMware Cloud Director B EHTEBNERXLEEEFEAENT , UUE
BIEEEAEE https: //appliance ip address:5480,

TTEERRAREER. YAAARTEERRE K AXBARSHNERARARES. HOEHE
K, ELAEAERRALE.

2 BENEATHRELEARNWEARE.
B SAEARTERRAKE.

VMware Cloud Director & AIH{TERM , EBWHEAR VMware Cloud Director v.v.v.v-
nnnnnnnn_update.tar.gz , EF v. v v RRERRA , nnnnnnnn K ERAZERS. Hlm
VMware Cloud Director 10.1.0.4424-14420378 update.tar.gz.

3 BUERPHEENREMNM local-update-package B &,

mkdir /tmp/local-update-package

4 HEHBMHESETFENERES.

tar -zxf VMware Cloud Director v.v.v.v-nnnnnnnn update.tar.gz \

-C /tmp/local-update-package
5 local-update-package B AENTFHE.
vamicli update --repo file:///tmp/local-update-package

6 MEEHMUBRARTEL T ERNETRE.

vamicli update --check

FRBITRABERRDTAER.

7 EBHITTH eSS KER VMware Cloud Director :

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

8 EMTANAR.

vamicli update --install latest

9 TEHHNEFONEAERREERL EELB2ZFS8,
10 REEEAEE |, %1 VMware Cloud Director ERRENRBRNERE.

/opt/vmware/appliance/bin/create-db-backup
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1M REAEAESE , 1T VMware Cloud Director B E upgrade 2R,

/opt/vmware/vcloud-director/bin/upgrade

12 #%S@ VMware Cloud Director FEFI B = #B#H.

shutdown -r now

BIELSR
n WEREHAERD , EA LM VMware Cloud Director FEFSERRER.

s WRFARLEK , EBALHE VMware Cloud Director EFRREBEERAHRBFIEHRE, F2EAR
K BAFER VMware Cloud Director FEFZE .

fEA VMware EHEHEH K VMware Cloud Director EF £ E

BA LUMER VMware BEHERER VMware Cloud Director B E R 9.7 iRARZE 10.0 xR E H R
X RNERABEEN.

B BREEFER VMware EFTERE | #& VMware Cloud Director AR ZE&H K VMware Cloud
Director fiA&., VMware EFERERERERIRA, MREEEK VMware Cloud Director A ZE
TEWRAE , F2EBEAEHFREHFH VMware Cloud Director EFAEE

EFHH VMware Cloud Director FEF# B BHIR , VMware Cloud Director FRIG#SFILEH®E |, AT
BEEEH—RER, FHEEEURNRALKESE VMware Cloud Director FEF B LA KR 8117 VMware
Cloud Director ERIEFARIESBEFAENERE ., VMware Cloud Director RIRESE AT THEREEREE
2Rd , EEEFE &% —1E VMware Cloud Director EF#E E# VMware Cloud Director lR#. &
VMware Cloud Director HTTP in %I H EERENE R FEHRGF L RERHE EFENRFR.

BHKERZSME VMware Cloud Director EFAREEHEREARTHKE , BHLEEKEE VMware
Cloud Director FEFI S EE B,

PEFRMY

n ZEVIFE VMware Cloud Director FEFSE B RIRER,

a RI0ITMBIEFIRAARSEESEHE  URBATEIEERNERBARSETETIERE |
BEAGHEASAEBREERSES vanual, ARE  BULEIEBEERRES
Automatic. 2B VMware Cloud Director BRAREN BB REBE,

b BABRESTHAMEENTE VMware Cloud Director FEFA S B FT7E Y vCenter Server #4T

{888,
¢ EEZIZE VMware Cloud Director ER#HE , TELIR—TBEAR , ARZ—TERF > B
EMEXRSG

d HEEARKELR-THREER 6 ARE-TRE>ZURR. BARKNER , WREEHEAR
B, RER-TRE.

e 1£ VMware Cloud Director EREE 12— THBEAR , REZ—TER > BRER.
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f BRENESTAMARTHNAEHRMER RIFRE., F2RME VMware Cloud Director F&
RAEEESERE2UANBTHEBERN,

n 52 VMware Cloud Director BRI B EE https://vapp-updates.vmware.com FTFEHE,

BF

1 EHEEBESRSF , A VMware Cloud Director EAREHTEENERELEEEEFEAENTE , LR
AEEERESE nttps: //appliance ip address:5480,

RTXEERALELZR. EHERNER  SXEFRIEEALE.
2 LBlroot B EEZRASFEH SSH AFREATERAEE RS
3 EREHENE, £HIED VMware EFERE.

vamicli update --repo ""

4 WMBEFHLUEFE VMware EFEHERBTEEMENHAR.
XFERR , vamicli ML EIEME VMware BEFEHRE.

vamicli update --check

FRBITIRABE BT AEH.
5 BEB#MTTHHSHKEE VMware Cloud Director :

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

6 MRIEEREBHEE , 1D VMware Cloud Director EAREN AR ERE.

/opt/vmware/appliance/bin/create-db-backup

B EREBEREENM—X. ERTRENANRE K FVECEREE.
7 ERATHBAE.

vamicli update --install latest

8 EAHBNEOHHRERNEARRGES  YESEEALELEEHNTHIE3. 4. 5M7.
9 WMEMERAEE 1T VMware Cloud Director EE upgrade 2ARH,

/opt/vmware/vcloud-director/bin/upgrade

10 #% M@ VMware Cloud Director FEFI B = #BH.

shutdown -r now

BIBELSR
s WREHAHERKD , EA LM VMware Cloud Director FEFSERRER.
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MBRARKY , BATLE VMware Cloud Director EFREEERAARBIFIENHIRE, F2EAR
K BB R VMware Cloud Director FEFI#E

WERHE vamicli update --install latest Sk, i82F %% VMware Cloud Director
MR ER K.

F 4 L BREE B VMware Cloud Director EFA#E

&R VMware Cloud Director BB AR K , BAILAEREFARFER VMware Cloud Director FE
RAEBRIFIEN CEAEENRE,

FBERZH , HEMA VMware Cloud Director EFI#E API R TEEREFHEHRNEHBAE. &2
Bl http://code.vmware.com £# VMware Cloud Director BB AP| £2£,

1

#FEE VMware Cloud Director EFIEBEZ R ARBAR ZRIFTEIHNIRE,

BRENAEAZRRERERERUSERE. F3HE (vSphere ERMBEEER) 1Y (EARR
B RIERMERRR) .

B EE VMware Cloud Director ER R BEREBRNER.

HEXASRER SSH AF %% A& VMware Cloud Director ERS# ERERNEXRE, BXA
LBERESDEA,

EFrEEAREEFZFEL L{FELE VMware Cloud Director BR¥S.

service vmware-vcd stop

A EE VMware Cloud Director f1Z &R BB ERHNEEE,
a LUBEAESIHEEBRASRER SSH AFRBRATE#ERNELZERE.
b HKEAESEA postgres,

sudo -1 -u postgres

c BOHSTUBRREESDEARERTS.
EEBBRERAIERTHOSHER | LR REHIRBE.

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/

vmware/vpostgres/current/etc/repmgr.conf

d E#ES.cUBRESZAMSHERAREREFR.

£ vSphere Client & , BAFIXMRFIEFSHEAEE.

a 7TEvSphereClient# K BEEZFmEREE.

b EFGERRELEZ-TBEAR A ARE-TEER> WATMERRSE.
c GEEARELR-THREAR 6 REBER-TIEHBRMER.

d SHHHMSGGERAREREFRERE 6aZE6.C
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7 W repmgr TEEHMEE VMware Cloud Director EF# B f#FHRHN AR PostgreSQL EHl
ERBEEEE,
a HKEAEEEA postgres,

sudo -i -u postgres

b #ITHTURERSEMRE.

/opt/vmware/vpostgres/current/bin/repmgr cluster show

FEeRHERTRERTHE BN EEER.

ID | Name | Role | Status | Upstream | Location | Connection

string

Node 1 | Node name | primary | *running | | default | host=host IP

address user=repmgr dbname=repmgr

8 EYHBREEARE. 52H # A vSphere Client #82 VMware Cloud Director FEFARE .

9 EHEBADMFEA SSH AFEEASEE VMware Cloud Director ERRBERERNEZRESE., BM4EAE
DREREEDEA,

10 Y& VMware Cloud Director R#&-

service vmware-vcd start

#% & JMEB PostgreSQL &R EHR VMware Cloud Director %)
VMware Cloud Director EFI &

R B 8l VMware Cloud Director BiE 5N PostgreSQL ERE , B LIBEE B E VMware
Cloud Director FEFA £ E S EH#H VMware Cloud Director BB, B #I# VMware Cloud Director B
FEALAEE Linux EB VMware Cloud Director Z# 8 VMware Cloud Director EFH B E,
VMware Cloud Director IRIBAIMES AT AMERXN TEAEAZEN R PostgreSQL ERLE.

BEIEREERENEZEMER.
s FA#HIFRAE VMware Cloud Director BiE

s BEBIEEB—=ZE VMware Cloud Director EFREBHITER , X HM VMware Cloud Director
A AR =S B4

n BIBENEBEERNRANERNE
» BERAREGRBERNBRESN.

B

1 WMREBERHIIMEE PostgreSQL BRIERAE 9.x , :HFIMEE PostgreSQL BEREHMRE 10 MR E
MR,
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2 #BEBM VMware Cloud Director BiEH# % 10.2 kR,
B2 B Linux EAER VMware Cloud Director.,
3 MEFEBERR VMware Cloud Director EHREIRK I

4 FEFAFEK VMware Cloud Director BIEHNBEREER L , BT < LUELE VMware Cloud
Director BR¥.

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

5 1E/MEB PostgreSQL ERIE L |, BRI ERE.

sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name

WR /emp ERRERERANTAZE  FEAEMUBERFBZFEDER,
6 MREMEFFENMEREEWAR veloud , Bac MNLEAEEBNENEEH.
ELR 3P, EXACHREFEINERAESEFGEERE,

7 WMREFLEHH VMware Cloud Director RIEFRBEAREN P it , AIXEZATNERERE
BB SMEB PostgreSQL BERE LM EENE , REBRARERSER.

a MR /opt/vmware/vcloud-director/etc/ B global.properties,

responses.properties, certificates. proxycertificates M truststore BRE

HE| /tnp WIMEP PostgreSQL ERE LW ERMERNVE.
b #BRAERETNRFEREEHAER.

8 MRMEAEEH VMware Cloud Director BIEFRBEBRIEMN NFS [R:E , FEZIE HLLE NFS @R
B LAV M AN HEA NFS #iEE.

REZEESERRANEER  BRAE NFS FEAENERERBBMEARBIE (UID/GID) AJ5EER
#NFS Fhao A & 58 B A5 M B AR R B S AR AT .

9 EBTE—=H(ZE VMware Cloud Director EREBEHTEE K ZVHNMARESEA.

n NREPBEAERESTAMNE  ANE-EXIZREEIRESTHREE  LREELEE
—HZfE vCD BARAREFRE.

» NMREKBREREPNEEREHRER , B ERAFRFEENERS P i,
» MREEHRE NFS ARR LEAFRE , BTN HMRBEASERN L AEER.
#®2 8 VMware Cloud Director BRI BN B M A BHELE.

10 ESEHBENRFREL , MITHSIMFL VMware Cloud Director BR# .

service vmware-vcd stop

N AHEENIE RN PostgreSQL ERIE LR /tmp BERREHRIFRBNETEZREFR LN /tnp B
%¢O

BEZRELE S,
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12 BEEENERNER,

chmod a+r /tmp/db dump name

13 Blroot BN BEAFHHBNETEREFEHRNEIEESF |, WiEIMEB VMware Cloud Director EREERE
AN ERE,

14

a

ﬂ%ﬁﬁﬁ %‘tﬂ*ﬁ% postgres , Eﬁfz psqgl ﬁﬂﬁ%ﬁ% , %?ﬁﬁ'ﬁ'?@ﬁ vcloud ﬁﬂgﬁgﬁiﬁﬁo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -c 'DROP DATABASE vcloud;'

MRRABMBERNENERERTETR veloud , BEALESR 6 PETHEBRY —EFEA
%O

sudo —-i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'CREATE USER

<db_owner external pg>;'

gﬂﬁ' pg restore ﬁ:l"%"

o

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

db_dump name

MRBEIIMNPERENEREBBTR veloud , MERATESR 6 PR THERBEENEREE
E?J vcloud,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'

WMREAH VMware Cloud Director RIEBEWNEREREET R veloud , BEEREREEEREAL
vcloud , jﬁﬂ%ﬁﬂii%ﬁ;gﬂﬁnﬁ vcloudo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -d vcloud -c 'REASSIGN
OWNED BY <db_owner_ external pg> TO vcloud;'

ESEHHENRERL , AONBREARER  RREHRELRE VMware Cloud Director AR

%,

a

BORE. FEFHRENBEER  RREBERRIIMNE PostgreSQL ERE LNHE (BT R
7a PREERERINGE) ERITIRELER,

global.properties. responses.properties, truststore, certificates #

proxycertificates BRNMM /opt/vmware/vcloud-director/etc/.
#17 /opt/vmware/vcloud-director/certificates.ks AN EBREEERESE,

FORBERFERNDNAASRBFEER.
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15

16

17

C

HITI L UEHHRE VMware Cloud Director BR¥ .

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db _password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password root password new primary --primary-ip appliance eth0 ip \
--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

Hep .

m  ——keystore-password ERFELLEEFE B HE root FiF.

m --database-password EREGEEERALENEZNERENENERE.
m  --database-host ERNFEETERAKEN ctn1 MK IP Unt,

" -——primary-ip BERFSEREEN ccho FEE 1P {1k,

m  -—-console-proxy-ip BRSERAEEMN ccho FEE IP ik,

m  ——console-proxy-port BRFEEAEBEFIES Proxy EHEIE 8443,

WESRHREMET , F2EBEHEEE VMware Cloud Director EFA S EREH B E VMware
Cloud Director AR#S % 8.

TS UUBE VMware Cloud Director fR#%.

service vmware-vcd start

WA LATE /opt/vmware/vcloud-director/logs/cell.log PESIEEFEHRANREIERE,

Eha T EREE  LUSFEHNERARE ctho IP EEE HTTP. HTTPS Ml TCP 2N B H &R
EED  WRELEEBREM Linux VMware Cloud Director #1F1& 1P,

EFARBAANFIERERTREBEFR , R VMware Cloud Director BIRERIBHE .,

a

b

C

FERAFARSBFAPERRERDN ecno FB IP LUk (https://eth0 IP new cell/

provider) FRX Service Provider Admin Portal,
FRAEENZAATEEIAZRBERFEE A Service Provider Admin Portal,
BB IZM vSphere MIZEREREFNREFRETA.

R IhE & VMware Cloud Director 8 2% , £/ Service Provider Admin Portal BB &
VMware Cloud Director BBIE/ B & i E S 1,

a
b

C

REFERIINERT , ENERER.
EEERP , E—TERHEFRE.
BRIERATHNRER  RER-THREREE.

B LLERE VMware Cloud Director ER#E | LU EFN B ERERIZDAARSSEA.
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BESR
¥ B EM VMware Cloud Director EF £ BRIBEFHABREERE. FEEHRENSEREELERE
REDIEHBENEE , BERTISRETIRE
1 BERERTHNIBREEERERST /opt/vmware/vecloud-director/data/transfer/
certificates.ks YWHUML.
2 HITHREREEIAGSUIRER.
ﬁﬁ1% vcloud.vcloud %ﬁtﬁ;ﬁﬁ'g%ﬁ%o

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/data/transfer/certificates.ks \

--keystore-password ks password old vCD

3  E¥HEE VMware Cloud Director BR#.

service vmware-vcd restart

MREKHAEFEE S ARSFRFHAE  SEAELXEEZNRIENENNERKERETR.

H 4% VMware Cloud Director %

HERFTE VMware Cloud Director ARz Mt AERER , BA AR AEIREHEFHEREH NSX
Manager $11TIEIEE ., A% , ATUAREEEEE VMware Cloud Director Z2E#) ESXi E# M vCenter
Server #1TERE.

EZE VMware Cloud Director XX E# Edge BiE ., BAEBTMEMRIEER Edge FEERAER
BE, H2ME https://kb.vmware.com/kb/66767,

#2101 WRBAA , IRISIR M E A AT LUER VMware Cloud Director API 35813 825 il BR 25 H9
B, W SSL EHRRBBEPRIFAREFS 2EB. BERE VMware Cloud Director fRBER , 55
£ VMware Cloud Director API ETESAANABAREEELIESNABEIRNEHEE, BFE
VMware Cloud Director RERHA K 2% , AR EAHEAREE VMware Cloud Director Ky 77EUE Z |
REHHEE, FLRERTEAUAERTHEE.

EE ARKEMRA10.1 REHRA% , VMware Cloud Director #§—EBREBRABSNTMEREEIRE
HEE., E2EA VMware Cloud Director B SSL BENARNEMEE, NREEHRIRSBRIRE
AZE VMware Cloud Director , B/ SSL B8F& =8 , vCenter Server fl NSX BRI RES B REZR KK
$HER, ERLIERT , ARAERMERETA

1 BITHREBEEIR trust-infra-certs % , $MEREEBHEASETFXRIBEHE. BFSH (#
vSphere ERE AHZERE) .

2 1£ Service Provider Admin Portal &N EAF , BEUEE vCenter Server 1 NSX #11T{EEE , A
BUEEZESBEBEFRARE.
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F AR B 2 E# vCenter Server Z# BB BRI B NSX Manager

H 472 4%%) VMware Cloud Director By vCenter Server Ml ESXi T# 2 8i , X AHRE R vCenter
Server HHEZEEHY B 1B NSX Manager,

F& NSX Manager 2H i NSX EIEINEEMER , BRSSP EAKRIE ., EUEAHK VMware
Cloud Director ZBIZ 2% F & NSX Manager , w2 B E T VMware Cloud Director & FHEIEEH
1T

MEFHK NSX WHHEBEN |, 5528 NSX for vSphere BB # , #8iE5 https://docs.vmware.com,
BF

1 FREZEEZ VMware Cloud Director Z# M & @ vCenter Server HHEEER NSX Manager.

2 F#FrE NSX Manager 2% , B LAFH R B & &M vCenter Server &R ESXi E#,

Ft#&% vCenter Server &#t. ESXi E#H NSX Edge

F#% VMware Cloud Director #l NSX Manager # , 4B FH K EE 8 ZE VMware Cloud Director £
vCenter Server &M ESXi £#, AMAIECELN vCenter Server &M ESXi EHE |, BAILIFAR
NSX Edge,

DEFM

EREREEHAREELEZEIRZ vCenter Server R HBEEAIEE NSX Manager, ESRAAREDERE
vCenter Server Z# BB EE NSX Manager,

BF

1 {&H vCenter Server #1T{EEE.

a 1% VMware Cloud Director Service Provider Admin Portal ESZEEFIMNERT , EH
vSphere ¥R,

b EZEZEMRTF , #&—T vCenter Server #i{T{HH.
c EIZEFAM vCenter Server MITEREZBHVRIRIRG , RER—THFRA,
d #&-THE.
2 F#k vCenter Server Z#t.
MEHEBEH , 528 (vCenter Server ##&) .
3 BAFFTA VMware Cloud Director 4 URL FBE A,
a RENEEIG , BRNER,
b EEERFHRET , Z—TARMH.
c WERBEARML,

VMware, Inc. 67


https://docs.vmware.com

VMware Cloud Director &g, HREMFHRIERE

4 EIEIE vCenter Server [ VMware Cloud Director By & .

a

b
C

d

#& VMware Cloud Director Service Provider Admin Portal EZEEHIRER T |, 2E
vSphere iR,

ELEEMRP , #—T vCenter Server #{T{EM.
RE B & vCenter Server Z2HRIBIRE K RER—TEFER.
B—THRE.

5 HRESHKH vCenter Server RARFIXENST & ESXi £#.
28 (VMware ESXi ##&)

ET rERECERANCAREIRBTETIRERTNERTESE  FUPMMRINTAAREH. B
BERME  TRAERXARTUARBER , AAFERKRBEQI S AR TR,

a

b
C

d

f£A vCenter Server AR ETHENGEBER Y AHAZTHREINIEERREBEES -6
B,
FHREH.

£/ vCenter Server REEHEHE T H
£ vCenter Server R ETHBEHEEER

6 (CEEM) AFEE ALK vCenter Server R4 MBI 2 NSX Manager FTEEM NSX Edge.

EFRH NSX Edge ERBEMBES S EBAZE. BUBUEER NSX Manager 2 VMware Cloud
Director ## NSX Edge.,

WMEMEHA NSX Manager 4 NSX Edge KIAHBEE R , 552 B NSX for vSphere sRBASH |, Ak

BRESR

A https://docs.vmware.com/tw/,

ZE A VMware Cloud Director A NSX Edge FE , #£44EE Edge XEM VMware
Cloud Director #8514 Hi#24E :

s EEBEH VMware Cloud Director 2 VMware Cloud Director API E3& Edge BiE TR

AR 2B BEFA R Edge BB,
n EHIE Edge MEESFHHREREBA NSX Edge EREE .

5 {2 NSX Data Center for vSphere Edge BE X EBH ML,

*

¥ vApp MEHPER vApp R , S REILARAABEN NSX Edge ERKE., BER
vApp RIFEFER vApp ik , FEEZE vApp WBRRSIER , BREARFAER | &

T vApp AREWITRNEFRE K ARE-TER.

NEEBMAENBE Edge MENER vApp BENFHMEM , HS6 VMware Cloud
Director AP| 2R 5T#8m.

HEZ#HZE VMware Cloud Director Z#E I E fth vCenter Server R EEWEF.
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VMware Cloud Director E S EEE

BULURRERE HA BETHNREERE. BONERARXERNE  UREFNREEAKERTE.

#82& VMware Cloud Director JERIRE#®R , BEZSFERAEEMN ctho M eth1 MK IP utHIFHES
B, WRMEAEE VMware Cloud Director EREEBEEETREMN N HFEHEEZTE |, AN BERBHNERSE
EO

NMRELBEEFTEFARAERESTAMEENERREITHEURERERSHE , ELALEAMRETE
ERAKXE K AREZBEMATHEALE.

B NRENEFCRTAEDAERE  AERBBHM IS EREE2E  BXACRHEREE AP
BEEREBEERERA rutomatic, H2M (VMware Cloud Director JEFIEE API) ., ¥EEHRHN
EREEBEERR vanual, IRESHTRZHNSTEBEEXT -3, UIBRSSEBEEXR
Indeterminate, Indeterminate MR A EERHHEENTERERBENTR 2 EHAT—HNE
ERE, EERRREFEBERS | F281E VMware Cloud Director EF# BB ERZ 2 RRANEE
BEEN,

VMware Cloud Director ERAEEHN AT E R EH D MNZEER

BRI LA VMware Cloud Director BB RERT PostgreSQL ERE , UHBEEHRHERE
B VMware Cloud Director I&iE,

# 1 VMware Cloud Director EF £ B R# N E R E

MRENREEESEERHKRR PostgreSQL EHEM VMware Cloud Director EREBEIE |, AT AR
FEREFEERMED VMware Cloud Director ERE, EAM .tz BERSREE NFS LA BERKRBH#TE
W E E,

BF

1 Blroot B EEEATMEA SSH AFRBEATEREFR,

2 HITUTHS , HH VMware Cloud Director EFR BN RHBRREHE.

/opt/vmware/appliance/bin/create-db-backup

mR

£ NFS L AERREHFEMN vcloudapp.nfs mount.VMware vCloud Director/pgdb-
backup/ B#H , BAI LB EFELH do-backup-date time format.tgz . .tgz BEREEE
BEEEER , LRFEFEFEDN global .properties. responses.properties,

certificates. proxycertificates M truststore ER,

ZEREEETHAMEREARER VMware Cloud Director ER#E 10.2.1 RE B A
BiE

MBHREHEHEE HA BRI EHEMN VMware Cloud Director BR®E 10.2.1 RERRABENRHTRR
PostgreSQL EXE |, BN BHFNERALEERE YHHTPEREREEERE,
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BERITERERE=-"FAIEMR.

REmR®E NFS HARGFEERARIERERD .car ER.
HEMEERIABRAENENEIEREENSHRES.
BEEAAENERARARETR.

SRR
BREEEFRHKRR PostgreSQL EREMNEN .tar BR, FSBHEH VMware Cloud Director fE

REENRRAEME.

BE-—EAFXEEHEREEIRESHERNERE®R. 2280 VMware Cloud Director FE % ER/YET

ENNBERE,

MREEEHNERLEESFEHENREN NFS @ARES , FFEMIE Bt NFS [RBR2S _E Y B &4

RAIAREE ., BEEECARBHNEER.

BF

1

EXENESEHREERL , lroot B9EA , REBITH S LUELL VMware Cloud Director fR#.

service vmware-vcd stop

EXENGFRRERL , BED . car BREHD /tnp ERIRK,
MR /tmp ERRERBEEHNTAZRE , FEAHMUEBERREE .tar BF.
EXENSFaRERL  BBELR /tnp HEOER.

tar -zxvf db-backup-date time format.tgz

£ /tnp BRIRA | B LB EMBEBSN global .properties., responses.properties,
certificates. proxycertficates. truststore , AR#HA vcloud date time format

HNEREMEENER.
B3 truststore EREBEAM VMware Cloud Director 9.7.0.1 lRZ 10.2.1 X,

BEEFERTHEL , Lroot S BEAFTESR , REFITTIHZ.
a ?%ﬁ vcloud ﬁﬂ]ﬁo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'

b iﬂﬁ' pg _restore ﬁ’%

o

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name
EXENSHHEFEL  FFHEENERNEL  IRELEER  RAREHMRELME VMware
Cloud Director &% .
a HEHRE. BENGEEFHERER.
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global.properties., responses.properties, certificates. proxycertificates

M truststore BRMMR /opt/vmware/vcloud-director/etc/,

B35 truststore EREBEAMN VMware Cloud Director 9.7.0.1 iR E 10.2.1 X,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates proxycertificates truststore

backup

b REESR 3 TPHREBHENBOERT , RRIBRARE . BRENGEFHERER.

cd /tmp
cp global.properties responses.properties certificates proxycertificates

truststore /opt/vmware/vcloud-director/etc/.

fEE truststore BREBAM VMware Cloud Director 9.7.0.1 R E 10.2.1 k&,
¢ #10 /opt/vmware/vcloud-director/certificates.ks FHEBRETFERR,

cd /opt/vmware/vcloud-director
mkdir -p backup

cp certificates.ks backup

d BT TFHHSUEHRRE VMware Cloud Director IR¥ .

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0O ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true

Hep:

m  ——keystore-password RIEAAEALXE I RENCRACERE. cRFACERBIER
FEREENESHBERANRER.

m  -—database-password RIBEEZTE VMware Cloud Director EREBEEBFEAENE (LR
https://appliance eth0 ip:5480) PR EEAEENBRENEREZHHER.

m  ——database-host RIBEFEEREREAEEMN ccn1 FEE 1P ULAERF.

" --primary-ip HERZLEZRNEAZEREFRM ctno MK IP LUHEFT., EFRETEERE
R 1P Azt

m  --console-proxy-ip RIERBEZRNWEAREN ctno MK IP UM,
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ESFHEMET , F2EBEHERE VMware Cloud Director EFASEREHHE VMware
Cloud Director BR# % B,

e HITHSLLERE VMware Cloud Director BR¥S.

service vmware-vcd start

A LATE /opt/vmware/vcloud-director/logs/cell.log PESIEREFHRAREIERE,

6 (EREYN) XBEMEMEARINREEFEE. 528 VMware Cloud Director FERE EMIBE M HAE
%O

7 WMRHEAXLEFEHAN PEENKNEREREETRE , BISBEHNVHK VMware Cloud Director
AREFHANENE ST EHSERUBEFTERAEE P,

8 HARSEFHANFERERTHBBREFE , 5 VMware Cloud Director BIEE K IEER,

a MEAFARBJFAPERMBEFHE ecno B8 IP U4k (https://et0 IP new cell/
provider) B VMware Cloud Director Service Provider Admin Portal.

MRBELR 7 EF 7T EHFEH[4ERE QX EFEARRSSFAN QA 77E Service Provider
Admin Portal,

b FHBEAENRHKEEEFHEZ A Service Provider Admin Portal,
c BEABIEH vSphere NEREREHBEHRESATH,

9 INEREBEREZRERE 2% , A Service Provider Admin Portal fiBREBRE VMware Cloud
Director BRIFEH B P ETERN HFE

a REPEBINERT  EHNERER.
b EEERT , ZF—TEREFHE.
c EEGHEATHRER  ARER-THRERBRE.
10 MEBRAHBEBEERS rvtonatic , BIMUEER VMware Cloud Director BRI E API IR
HBEBES Automatics
Eﬁﬂﬁﬁﬂﬁﬁﬁﬁﬂﬁﬁﬂﬁﬁﬂ@ VMware Cloud Director BER#E 10.2.2 R E#HRA
R

WRECHEHLER HA BB EARERN VMware Cloud Director EFASRE 10.2.2 REFRAEREN AR
PostgreSQL BRI E , A UPBEHNEALEESE W EHPERERAEZEEHNE.

BERTERERE=FEZEMR.

n REHRENFS HARFEERABRINEHERD .car BR.
» BENEERIABRXENENEIEZREENSHRES.

n HEEAMENEARIHEES.
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TR IR

BRAEBEARBRR PostgreSQL EREMEN .tar BE, FZ2BHEH VMware Cloud Director f&E
AHEENRBRINERE.

HE-—EXEEREREEIMESTHERERES. H20 VMware Cloud Director FEF$ B0
EMANBEHERE,

NMRECBBHEAREESERACNRIEN NFS ARSE , FREMIEH I NFS AAR2E LAYH B &
RIMHLAEE, BEEEERRANENER.

BF

1

EXTENESEHREEERL , lroot B9EA , REBITH S LUELL VMware Cloud Director fR#.

service vmware-vcd stop

EXENGRREER L, BED . car BREHD /tnp ERRK,
MR /tmp BERRERZAEHNATRAEE , FEAHMUERRET .car X,
EEENGFHHEES L, BBRELR /wmp HEGESR.

tar -zxvf db-backup-date time format.tgz

£ /tnp BERRA | B LB EMBESAN global .properties. responses.properties.,
certificates.pem, certificates.key. proxycertficates.pem,
proxycertficates.key. truststore.pem, ARE A vcloud date time format MERE
RENTESR,

5 truststore.pem BREBAMN VMware Cloud Director 10.2.2 RE#HIRA .

BEXTERFREL , Lroot S BEAXES , RERITTIGS.
a %ﬁ vcloud ﬁ*}l'Eo

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -c 'DROP DATABASE vcloud;'

b iﬂﬁ' pg _restore ﬁ’%

o

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name
EFXENSHHEFEL  AFHEENERNEL  IRELER  RAREHMRELME VMware
Cloud Director &%,
a HEORE. BENGEEFHRERER.
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global.properties. responses.properties. certificates.pem.
certificates.key. proxycertificates.pem. proxycertificates.key.
responses.properties, certificates.pem, certificates.key.
proxycertificates.pem, proxycertificates.key M truststore.pem R

M /opt/vmware/vcloud-director/etc/,

%5 truststore.pem BREBFAMN VMware Cloud Director 10.2.2 R EHARA,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates.* proxycertificates.*

truststore.* backup

b REESR 3 THMEBHENBOERT , RRIBARAE . BRENGEFRERER.

cd /tmp
cp global.properties responses.properties certificates.* proxycertificates.*
truststore.* /opt/vmware/vcloud-director/etc/

&5 truststore.pem BREFAMN VMware Cloud Director 10.2.2 R EHRA
¢ 1B /opt/vmware/vcloud-director/certificates.ks FHERREEEER.

cd /opt/vmware/vcloud-director
mkdir -p backup

cp certificates.ks backup

d BT TFHHSUEHRE VMware Cloud Director IR# .

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true

Hep:

m  ——keystore-password REFAEALELI RRNCRHEEERE. SREFEZRBIHER
FERAX£ERESHBEANBREE.

m  --database-password BIEEFE VMware Cloud Director EFAREEBERAENT (XK
https://appliance eth0 ip:5480) PR EEAEBEHNBRENEREZHER.

m  -——database-host RIBEFEEREREAEEMN ccn1 FEE 1P LULAERF.
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6

7

8

9

" -—primary-ip HEZLEEZEFNEALEBERERN ccno M IP UuHEFF, EFRFEERE
FEER 1P {uit,

m  --console-proxy-ip RIBRBEZRNWEAREEMN ctno MK 1P UM,

WMESRSHHMREN , F2EBEHRERE VMware Cloud Director FEFA S BREEHHRTE VMware
Cloud Director BRI& KB,

e TS LUERE) VMware Cloud Director BR#% .

service vmware-vcd start

BRI LATE /opt/vmware/vcloud-director/logs/cell.log FESIEHEERNRBEE.

GRIEZEM) PEBEMEAERARIHER. 528 VMware Cloud Director FEFI S BRI SR AB4A
ﬁ_.gxo

MBEHEALEFRAN P EENKNEREREETRRE , BISHBEHFNVH VMware Cloud Director
ARSFHAEANENER FEHSAEBENEREE P,

ERRRFANIERERTHRRBERFE , R VMware Cloud Director RIZRE M IIER.

a FEAHARBFATERRERN ctno MR IP AUt (https://et0 IP new cell/
provider) BB VMware Cloud Director Service Provider Admin Portal,

MBRELSE 7 EH 7T EHTHHARL | RIXAEFEARRIEIFAN QAU FE Service Provider
Admin Portal,

b FREENRAKBEEFTEZ A Service Provider Admin Portal,
c  ERRBIBH vSphere MEREBEREFREGESTHA,

RUEBBEREEZER 2% , EH Service Provider Admin Portal BB HRE VMware Cloud
Director IRIEMN EFETEZENREFE.

a HREFEEINERT K ZNERER.
b HEEEART , B—TERFEEE.
c EEGHERATHRER  RRE-THREIREE.

10 MEBFRINBEBEEXA rvtomatic , AIAEEH VMware Cloud Director EFIEE API BIX

n

H%E%&Eg Automatice

8 VMware Cloud Director FEFEE FIPS X EEFEA SRR , BIMXAFER VMware Cloud
Director FEASE AP BIETHRE,

REHE FIPS EXEEHER.

%% VMware Cloud Director EF R BN A EBEERER

kAR , VMware Cloud Director ERXERERFBHREREEN  MRTEZERERBLRM , BLFR
MREREEE. JUERERRE AP BREBEBEXEERED.
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#£ VMware Cloud Director 10.1 fits , MR FEBE R ERRKE KB , E A LLZE VMware Cloud Director B
BREBEIFNIEERE, F2/ VMware Cloud Director ERR BN BHBREBE,

FEBFER VMware Cloud Director EFEE AP| , R EBEERXRES autonatic B manual, B2H
{VMware Cloud Director EFAE AP|I £E2E) ) (FEBEEX ) —H.

HNRETEDRGEBENES  EXE2—ZHAEMRER2E K SXNEFEHRERESE API SEENAE
SEPEERXERS autonatic, NRBAEREENAERERS  AIFHENIEBEES T3
|/ E VMware Cloud Director & ¥ ERY S ER 17 EURE

ZAI AR AR EINE 1P Ut A BN EEREA K ERN VMware Cloud Director BB/ FEUE.

BHEZE VMware Cloud Director FER R B , RURLFHEIEAE=ZFEREROBRER , £
ERAHAHRN VMware Cloud Director &} E/ SMEB17EURE .,

BF

1 Blroot HnEEZEAHMEM SSH AFHEATERMERE.

2 BEBEZEPNEHR /opt/vmware/appliance/etc/pg hba.d/.

3 EYEEEEMNSIPUNERENIFE , BLR

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud CIDR notation md5

Hlgn
#TYPE DATABASE USER ADDRESS METHOD

host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

EHVIE B M INEI B REEHRY pg_hba.conf R , ZEREHYH HA BRPHNETEERENFEUE,

By =2 ¥ VMware Cloud Director FEFISE B/ SSH 1FHX

EEAEERSHE , AUUREEARE , b BAHEREEN SSH 7H., B 2% , BAILY)BR
SSH EFERRE .

SSHEESHERAEEDHIT , UAREHE HA THEERERIBREA, BUUHEBREREEH SSH &
Hl, EXE HA EER) SSH ERIERIEETE
PEFRMY

EEXAEE OVF AR , AIMEMER vSphere FRENEEE OVF ARE. w2E (vSphere E#H#
EEEE) IBEHM (RE vApp AR ) &,
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BF

1 MREYH OVF ARETEREE (Hln , ANEIEER) , 8% VMware Cloud Director A
EO

a Llroot P EEZREASMEA SSH AFHE A VMware Cloud Director ERAEEFIEE .
b #ITRAASNER SSH BIFIMMIESTHE.

n EHERA SSHRFE , AT /opt/vmware/appliance/bin/

enable root login.sh S,

n EFHEEFH SSHBFE , 81T /opt/vmware/appliance/bin/

disable root login.sh IE<#,
2 MREH OVF ARETKARE , FEA vSphere EAENEHRE

vcloudapp.enable ssh.VMware vCloud Director REMNE.

B S ERBEREEENEIR | 7 HETE vSphere W EBERBMNE.

m FHERA SSH, ## vcloudapp.enable ssh.VMware vCloud Director H{ERRES True.

n BEERSSH, &8 vcloudapp.enable ssh.VMware vCloud Director MERER False,

£ VMware Cloud Director FEFIEE FRAAZEA FIPS &=

#£10.2.2 B , ATEAAE VMware Cloud Director BEREEBREAMER FIPS 140-2 BREN HRIEH=ZE
#  WHTE FIPS HAEX THIT.

BB EMEEZE (FIPS) 140-2 REBMMNEABNFEZE  AREERBHEEEANZEZHEER, NIST
RIS REEARTETE (CMVP) E2EEMNE FIPS 140-2 BENRIEREZEM,

VMware Cloud Director FIPS TENEBENWRECSEBRERETHWERUNZEHED., FEHEMBER
VMware EmRHH FIPS 140-2 XEBHIFHFMEN , F2 8 https://www.vmware.com/security/
certifications/fips.html,

{kFE5% , VMware Cloud Director FIPS ERZFMIINBZBEREAARRE . BUA FIPS X% , AT VMware
Cloud Director iREAMEH FIPS 140-2 BB R IGHmEEA L WA K FIPS HHEERX THIT.

B BAFIPS Bt ERAEHBBHNROER.

EE A FIPS R | B vRealize Orchestrator B & HEEE/E,

£ VMware Cloud Director 10.2.2 ¥ |, E#& A FIPS X\ , EX N SAML HERR, RKER FIPS
B | HER IR N R ERE .

VMware Cloud Director fEFI LA FIPS 140-2 BB RIS MmEHEA
m  VMware BC-FJA (Bouncy Castle FIPS Java API) x4 1.0.2.1 : B& #3673
m  VMware OpenSSL FIPS ¥4 4E R 2.0.20-vmw : BF #3857
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VMware Cloud Director Bi#FHEE TR (CMT) HEE—#, BR  FEKREEIATRYTA FIPS &
£ VMware Cloud Director FERISER K EEXERAEERTEAT FIPS HEER THIT , AIXLERE
EEERAEE FIPS BEXMFEESE FIPS B3,

n ERAREFIPS EXREREAEEFX(ERG. RMRANERENSERZRGRIENER,

s EEEFIPS B 2 EEEAEE L#HITH VMware Cloud Director & E&HE,

BB Linux £EM VMware Cloud Director REXBAFER FIPS BXXWE , :F20H (EARSEFEATHN
IS LR FIPS =) .

BRRM

s NRCHAEEWRE , B2 Cassandra BREREAEMRE X.500 v3 BEZER AV ELM, &4
A% B VMware Cloud Director EAMERBMMBEH KR E Cassandra, WFE RFFH SSL MNZEHIAE
L , B2 (BEANN SSL MZRBE)

m £ vCenter Lookup Service f#Br%E & VMware Cloud Director, i82R (VMware Cloud Director
Service Provider Admin Portal /) F#Y (&RE vSphere R ) .

BF

—

## Service Provider Admin Portal (WIESFEESIH | BINEE,
HEEERFHRET , BESSL.

B—THA.

EERALCERBERF , FR-THA.

BREFTKE , VMware Cloud Director @R EERMA (ZFEREREHEE) AL |, BRI LAEES
THB 5, EH5B 5 AHIT API <, VMware Cloud Director FER R BES BB EHRE HEK.

5 EERBSEMAEALEE FIPS #3 , A VMware Cloud Director B E API ¥ fips/
{node name} URL & pur B3R, #E2E (VMware Cloud Director EFR#E API) .

Hh W N

wE S AFEREE pur BRNHESEN /hode_name).
&4 - BA FIPS B
=R

PUT https://vcloud.example.com:5480/api/1.0.0/fips/{node name}
Content-Type: application/json

{

"applianceFips": "ON"
}

6 HHBEEARXE GINEE FoNERARXER) EESIR5.
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BIELSE

EEBRIDEERNMRE | B LUER VMware Cloud Director ERARESEFRENTE. S2EHE
VMware Cloud Director FEF S E FIPS R,

¥ VMware Cloud Director FEFIRE FIPS =

#£10.2.2 B , VMware Cloud Director EFZ B[ LATE FIPS R E X THT, BULURRERAEE
FEEERE FIPS 1,

f£ VMware Cloud Director EFIEER | HE# VMware Cloud Director EFI £ EREATE FIPS 4
BAEXNTHT , AXERRNEEEREE FIPS BXXMFEFE FIPS E3X,

n EAHEFIPS EAREREARLEFEX(ZRSG. ABRXERENSEREEXENER,
n BEEFIPS EX 2B EEAEE EHITH VMware Cloud Director fEEHER
& 3-1. FIPS R AREE

B2RR i
FERBRMEFE FIPS BAA. MERNIDERFERREE

© e,

@R FIPS EXEREESSFEFREME, FRAERALE
& AP RS EHAERALE FIPS B, BFEALE FIPS EX
EHBHEHRE VMware Cloud Director KRS,

VMware Cloud Director FEF# B & A ERKER FIPS &
@ ®. EAHE LM VMware Cloud Director FRIE K B AT &riE
BEER FIPS BXTREE,

PEEMY
1£ VMware Cloud Director FEFI# & FBUASEH FIPS #=

BF

1 Blroot o B AERARBEECMMENT , 1A : https://
primary ethl ip address:5480,

2 HEERT , BERRGEE,
3 RESEHMN EEARENRER FIPS BXHMRE,

% E VMware Cloud Director FEFI4t 8 SNMP R

#& VMware Cloud Director 10.2.2 B4 , AT Ui VMware Cloud Director FEF#E SNMP KRB
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HEREERBAHE SNMP) 2—BEAERXEBRAHE , AREEMEZEMEITE, VMware Cloud
Director EAAEE®S SNMP REER , ZREBRX AT EWMEFE GET. GETBULK M GETNEXT E
3K, VMware Cloud Director FEf#E SNMP REREREFMERF S SNMP ZEK SNMP BRI
B, TELB SNMP VI, v2c 5 v3 RERERN. B2 , RE SNMP V3 RHEENR2M , BERER
ERMEMMNE.

MREE—M8 Net-SNMP RERN , FERKRENER THEHE :

n ABRE102.2 RBEHRALR , VMware Cloud Director #& M Net-SNMP dEE{X A VMware-
SNMP,

s AEBBREMEE Net-SNMP BEFEANEEH ABRE , BA VMware-SNMP FERE M{Z LE snmpd
BERMANEARHREZER,

VMware Cloud Director EA#ER VMware-SNMP X EBE% Linux EXRSKEEENE (MIB) , A[E
BTYIEEEZE MIB BUE,

= SNMPv2-MIB

m  RFC 3418IF-MIB

s  RFC2863IP-MIB

m  RFC 4293IP-FORWARD-MIB

s RFC4292UDP-MIB

s RFC4N3TCP-MIB

s RFC4022ENTITY-MIB

m  RFC 4133HOST-RESOURCES-MIB

s RFC2790VMWARE-SYSTEM-MIB, REVISION 201008020000Z

A SNMP RERARE BRI EEE

#& VMware Cloud Director 10.2.2 B4 , 18R R E VMware Cloud Director SNMP REBRE N ETH
# , BIEAUZENEE SNMP EEAFRAAKNER |, HlW1 GET. GETNEXT M GETBULK B3R,

k78R , RN SNMP RERREEE UDP B2 161 URAEERANER, WLEA vicfg-snmp
-—port WYREFEAERE ZERH®E SNMP REEXWEZEHEAMBHENEZEREFTR  F282E
https://ports.vmware.com/home/VMware-Cloud-Director,

DB

HEBBRETE Net-SNMP #BEREANREH AERE , BA VMware-SNMP B FE LE snmpd B
SRANEHWAERE,

BF

1 UEEEERERNERAES I EABAEE Shell,
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2 EBBITTI@SER SNMP,
vicfg-snmp --disable

3 HESESNMP REEBAAREBHABZRNWERE BRI TS

vicfg-snmp --port port number

% SNMP v1 B2 v2c 3% VMware Cloud Director FEF & E

# VMware Cloud Director 10.2.2 Bith , AILAZER A SNMP RERBRAZDRE—E+E |, LLEHE SNMP
£ F VMware Cloud Director FEFEEE . A SNMP v1 Hl v2c¢ 2 E VMware Cloud Director SNMP {81
B REEXZERH.

ESNMPVI Ml v2c H , #BFEREBE-—HZESIEEYANGEEE. SEEZBITRE -—BREF
A, BB EIRRBENARZS2, BERREARE , BEM SNMP V3,

ZEMHA VMware Cloud Director FEF#E SNMP REBEZ X REZXMEW SNMP v1 #l v2c FlE |, 844
BAEVARERARE—EHLE. SNMPHEERT —HEBNEERE., EBRE—HENEBENER
ZEULURB SNMP AL, £EREEBRATURSELEFHNKE.

BF
1 NEEEERRNERAES DB AEAEE Shell,
2 BHERESNMP #8 , BHIT vicfg-snmp -c W<,
pimn , EEREAR . REMEDHBMEX PO, FRT TGS :

vicfg-snmp --comunities public,eastnoc,westnoc

BREALDSEELEE  SAEENREEEEELTINER, ST ASELE  FERERE
3 FBEBIITTHBSEA SNMP,

vicfg-snmp --enable

% SNMP v3 i85 %E VMware Cloud Director FEF % E

#& VMware Cloud Director 10.2.2 B4 , AT A SNMP v3 :%E VMware Cloud Director ERIRE. 5B
SNMP v3 & E SNMP RERRE K RAEBEEXAXEGAVRERHESNZ 2N  ERZEHFRERINMNER,

% SNMP v3 8&E VMware Cloud Director ER#BRIFE=EZ% .
1 ®RE SNMP S| B AT

2 RE SNMP BEMEBLER G E

3 ®RES
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1@ SNMP v3 REEXNBEE —ESIZREE , FAHEHE BB, SIZBABEEEERRERT
EEXRAREE SNMP V3 SEETREBENNZNEMEBRLEE, MEKRERA SNMP RERX ZaIfEE
SIZERANE  AIEEEABY SNMP RERKXEF | VMware Cloud Director € E 4 5| 3 BITS .

FERRERAENE D , TULARE., BALAFYE SNMP v3 EETNE  UBRERNEEM, B
LRLBMBERMKL SNMP VI Ml v2c (ERHHFZHERALZEN) ESEANEZE2YE. RENBLBET
2N, BR  NREHERARL  AIXERARRE.

BENBLBAHENTERES none,

BRZAURES EAFIR SNMP V3 EfNEAE. ERAEEBRETSEBEB N2 BT L. KELRAER &
ERBEAEFNRENRBALAEBUR SNMP REEXNSIZRFIBRELBINBAMZE. [IEFEARAE
%, MRS FES|IZAAE. BEBEAHTIBABEANE , ISERERAEFLIN , MEXEBHEHRR
Eo

KB

MREEFRE SNMP REMNBILBEANGE  FRACHENIRECESACAHENRIBNBARE. BH
REMEZEL R S EFT.

BF

1 AR EERRNEAES 2B ARRAEKE Shell,

2 #1T vicfg-snmp --engineid HLREBE,

pign , BT TS S

vicfg-snmp --engineid 80001£888016718238d613d6000000000

Hr | 80001f8880167b18238d613d6000000000 AR RENN 5 & 32 AF T 2B+ %
LFEHR,

3 (REM ZFEXERIBEAGE BRI vicfg-snmp --authentication ms
Bl , MTTIHS

vicfg-snmp --authentication protocol

Heh | protocol %78 % none (RREERF). SHA1l., SHA256, SHA384 T SHA512, flil |, MR EE
BEBENHERES SHAS12 , BIAERIT TGS,

vicfg-snmp --authentication SHA512

4 (BEM) ZEREBILBABE , FHIT vicfg-snmp --privacy <.
Bl BT THGS

vicfg-snmp --privacy protocol
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Heh | protocol %785 none (RNEREFL), AES128, AES192 5 AES256, il , MMREEiGEFL
BB ERES AES128 |, BIKEBHIT TGRS,

vicfg-snmp --privacy AES128

5 MREEAHEHRIN/IRLBAGE  FENSEAENRBEBLMRE  SRTTIHS.

vicfg-snmp --hashkey authentication-password privacy-password

BB A authentication-password M/, privacy-password , EEBEURREHBREBEMEBARE, &
BREMEZDLE SEFT. BT authentication-password M privacy-password , B ABEE
CFIRERE SNMP AiFR, <HEEBEREEwERLSRITBAERIZRLESBEN.

6 BREBTTIDSRE-—RSECEAE.
ANERSBEENFAHMBSAEAEREEELERE. BSUTURELBERE.

vicfg-snmp --users userid/authhash/privhash/security

WLHHSBUAT,
L2 o pd

userid BRAEREERE,
authhash BRAERBEWZRILEE.
privhash  BRBBILEHZR{LEE,

model BARAZERERANRZEMER , TUA auth (RRERE). priv (RTEENRERL) = none (RTRERFM
Bk,

Bl , MREERERBEREMNERE | AT

vicfg-snmp --users vcd-snmp-user/-/-/none

NREERTEEREMZENCERE | AT .

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/~/auth
MREERTEERERZNBILEZNEAE  TLHT .

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/
dal057af05f67a25a09265a%a2bedb53/priv

7 CREYN) MRLEMBR-HZEERAE  FEAFNERAEFHERNEESR 6,
BIR#IT vicfg-snmp --users BEBELINEMERE.
8 BEBITTIGSA SNMP,

vicfg-snmp --enable
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# snmpwalk B2 VMware Cloud Director SNMP # ¢ F

#£ VMware Cloud Director 10.2.2 it , Z#E#% GETNEXT BEXRMAH Y FEIREBANEHE OID H
EBE A —BS , BALBIT snmpwalk <.

DEFRHE

s A A SNMP vl E v2c 82E VMware Cloud Director FEFI#E = A& SNMP v3 %E VMware Cloud
Director FEAZE % E VMware Cloud Director FEFIRE .

BF
1 HEAMEKE K BRARBCRE snnpwalk s, YELERFETRE,
2 T snmpwalk %,

snmpwalk -v SNMP version -1 security level -a authorization procotol -A
authorization password -x privacy protocol -X privacy password -u username host IP:port
queried MIB OID

Heh -1 REZZMER , TRES noAuthNoPriv, authNoPriv B authpriv, MEEE
snmpwalk WESHHEY , AT -n.

g5 - snmpwalk &H

sysDescr.OMIB OID WEIHIEATURUTRE :

snmpwalk -v 3 -1 authPriv -a SHA512 -A myauthpassword -x AES128 -X myprivpassword -u vcd-snmp-—
user 192.168.100.187:10161 sysDescr.0

i< ER T HE L.

SNMPv2-MIB: :sysDescr.0 = STRING: VMware-Cloud-Director-Appliance 10.2.2.5553 generic build
17709283 VMware, Inc x86 64

E 3% VMware Cloud Director FEFI % & SNMP HRE

#£ VMware Cloud Director 10.2.2 B4 , AILAs%E VMware Cloud Director FEF# & SNMP KIER
XN, BEEERE SNMP REXFEAREREN , FEREAEE SNMP RE.,

BRRM

A B SNMP vl 2 v2¢ 528 E VMware Cloud Director JEFI#E = A& SNMP v3 :2RE VMware Cloud
Director FEF#E 3% E VMware Cloud Director FEF%E .

BF
1 DEEEEERNEAES > EAEREE Shell,
2 EHEBHME SNMP REMEAERELFR SNMP RERER | FHIT TGS,

vicfg-snmp --reset
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#&7 VMware Cloud Director FEF#E SNMP B E

#& VMware Cloud Director 10.2.2 Bi%A , AJLABE’R SNMP RE , flin UDP EiEiE 8 VI FERE.
SIZRANE. RENMEBLBEAGES.

BEIRM

B A SNMP v1 B v2c 3/E VMware Cloud Director BARE 5 & SNMP v3 :%E VMware Cloud
Director EA %R E 3% E VMware Cloud Director FEFRE .

B
1 LUEAEREEERNEAESDEABAKE Shell.

2 PEEHERSNMPRE , FITTIHS.

vicfg-snmp --show

g1l . #HI vicfg-snmp --show B H
HHlWMHBEREHHEERERZNRIZEN v3 FHAEMA SNMP REEXK,

Current SNMP agent setting

Enabled : true

UDP port : 161

V1/V2c Communities :

V1 Notification targets :

Notification filter oids:

V3 Notification targets :

V3 Users : vcd-snmp-user 225e07958d3c6af615588db17d61986e69fb7a71
dal057af05f67a25a09265a%a2bedb53 authPriv
Contact :

Location :

Engine ID : 80001£8880efbab0540a653e6000000000
Auth Protocol : usmHMACSHAAuthProtocol

Priv Protocol : usmAESCfbl28PrivProtocol

Log level : warning

Process ID : 15828

Large Storage Support : False

Simple Application Names: False

INFO: listing complete.

#mEE VMware Cloud Director FEF S E /) DNS :HRE
MBI  BEALUEE VMware Cloud Director EFAR BN —= %@ DNS RIRES.

EE SEIGEEARKENIHERE. SXAEAMENIRERENENNERRE.

VR

EEXKABE OVF RE , AIXEFEH vSphere FRENHEEE OVF ARE., #H2H (vSphere E#E#
REE) EEHN (RE vApp AR ) &,
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BF

1 MREEREE DNSRE @l , ARRAEEBER) , 81 VMware Cloud Director R 4R¥E DNS &
Eo
a Llroot P EEZREASMEA SSH AFHE A VMware Cloud Director ERAEEFIEE .
b (REM) BBITTYa<SREE BN DNS AR :

ovfenv --key vami.DNS.VMware vCloud Director
c BE-NZH DNS AR,
EEIEEZE DNS AR , F# DNS_server_IPRERNEF S RIEE (TEZH).

ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP

d BZEEFESFLEN , FEHRE VAOS R,

systemctl restart vaos.service

2 MREXABE DNS RE , i&fEH vSphere FRENEH vami.DNS.VMware vCloud Director W
BHWERESH DNS [IREEH 1P it

HRIETEZME DNS AR=E , FRALERSBHEE (FE22HK).

B B ARPERMERNEIR | 78K vSphere R EARABTHE.

#RE8 VMware Cloud Director ER S EMR N EHNFERH
#1TH% VMware Cloud Director #3B% , AL E ctho M ethl MR NENFRERH.

BRRM

HEXKABE OVF AR , BIXAMEA vSphere FAENEEE OVF ARE. #2[H (vSphere EH#
BREE) EEPH (RE vApp RE) £&E,

BF
1 MRETRHSEHFERHE BIW, ARRAFEBR) , BE VMware Cloud Director H #REEF IR H .
a Blroot BPEEBEASMEA SSH AF®E A VMware Cloud Director BRAREFZA .
b (GREM) REENSERMALE.
. HRetho, MITTFII@S.

ovfenv --key vcloudnet.routesO.VMware vCloud Director

s HRetn1, BT THHS.

ovfenv --key vcloudnet.routesl.VMware vCloud Director
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c BEFERME.
FRERHAARNER S B RARENEE. S, R etno , BEMT :

ovfenv --key vcloudnet.routes0.VMware vCloud Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

n HRetno, BT TR

ovfenv --key vcloudnet.routes0.VMware vCloud Director --value "new_static_routesO"
n HRetn1, BITTHSS.

ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new static routesl"

d EHKE VMware Cloud Director FEF%E F AR RIS,

systemctl restart vcd-ova-netconfig.service

2 MREAABEFERME , 56 vSphere FAENHEEE OVF AR,
BRERAVEARUNER RN HBENEE,

B CLFRRERKBENER , T8 vSphere FEERARTHNE.

] ﬁﬁﬁ vSphere ﬁﬁﬁ%fl\ﬁ s Hé’r vcloudnet.routes0.VMware vCloud Director W@E’JE?&E%

R EBBRETS,
] E}Eﬁ vSphere ﬁﬁﬁ%fl\ﬁ s ng vcloudnet.routesl.VMware vCloud Director W?&E’J{E%‘ﬁi%
BRI FR,

VMware Cloud Director FEF £ B ARIESTE

VMware Cloud Director B BEREEENALEIRSTE.

B & it

/opt/vmware/appliance/bin/ FER#EBEHRBESTE.

/opt/vmware/appliance/etc/ FER#EBHREE,

/opt/vmware/appliance/etc/ ERIHE BT BB #IEE pg_hba.conf RN B &, FSERE VMware Cloud
pg_hba.d/ Director E#E/ SN ER1ZEE .

E # VMware Cloud Director B B RF

E &I 8 VMware Cloud Director ER#H ER |, CSELEEMIA 365 KWERFBRTE ., NRELHN
BEGDEFEENSIHREIPNER , BULELEFNEREERR, ELABNEHEME VMware
Cloud Director & FBHIEH.

VMware Cloud Director EF# BEF M SSL /¥, VMware Cloud Director RIE#& —EBE AR

HTTPS MEEE Proxy #:l. W#RX PostgreSQL ERIEHM VMware Cloud Director FEF S B S
AENERAS -4 SSL BE.
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BALBFEMABREZZENEE. RE , WREE CA BN EBEMAMN VMware Cloud Director £
HTTPS M=EIEA Proxy Bl , BIREREARAMBRN PostgreSQL ERENERALESEFRAENEEE.
CAEZENBRESHNE AR EREEBNTRSEHEE.

BBRA

» NREEFEHERESTAMBETNEIEZDHNERE  FEMAHABREREREEX , UHILER
B, F2R (BERER) .

s WRBAT FIPS X |, AIEAEEN root ZBEXEBE 14 BREZF ., FSEAEE VMware
Cloud Director BRI B root &5,

BF

1 Llroot B EEBEADMEA SSH & A VMware Cloud Director ER®BMNIEXZRE.
2 EE{EIF VMware Cloud Director IR¥ , m#IT FHHZS.

/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown

3 RENENEALEEEERAENHELENNBEREERE , A HTTPS MEES Proxy B, &
HENEREEEEFRAENHELENNERBERE.

s EBRMBRR PostgreSQL ERIEF VMware Cloud Director ERAREEEFHENHEHEELBRE
ERE BT

/opt/vmware/appliance/bin/generate-certificates.sh <root-password> --skip-vcd-certs

o< EEHEARN PostgreSQL EREMERLESE Ul FRAFEENEE.
PostgreSQL 1 Nginx AR & EFHE .

s BRT AR PostgreSQL BREMERALEEBEFEHENTDEEREZI , BA VMware
Cloud Director B HTTPS M E1#E & Proxy BRlEAFHNERERERSE.

a

VMware, Inc.

/= DAL .
BT RS S
/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

MBEBKRER CAHRBHNEE  BHTHS , BHEENBEREXEREEA VMware Cloud
Director #,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --
keystore /opt/vmware/vcloud-director/certificates.ks --keystore-password <root-
password>

EH B E VMware Cloud Director BR¥% .

service vmware-vcd start
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S E BB HARN PostgreSQL ERENERAREERE Ul FRAMELENER,
PostgreSQL #l Nginx AIRBEEFHE ., UTSEELETNEIRESBFERFE /opt /vmware/
vcloud-director/certificates.ks , EFBEEMAM VMware Cloud Director 2 HTTPS
FIEEA Proxy BRAMNF ERESEE (£ 4 F6£H),

#2

EHNBERFBR/FLSHERAE VMware Cloud Director EHENEH.

TIR#AT appliance-sync BB | FTH PostgreSQL BHEEEAZHM VMware Cloud Director

F# LB VMware Cloud Director 5 EFHERF ., EEXTRERZEE 60 ¥,

BEBESR

MEXE  BRESEBETIHRABNMBIAREEREXLBEBNEE.

B BEREEN R PostgreSQL M VMware Cloud Director ER £ E

EE Ul BF

Mfx7ER , AR PostgreSQL ERIEFR VMware Cloud Director B EEEFRAE M ALA—4E8R
HEBH SSL BFE. AREZEMY , ZULBTERNEREZZBREFINARRRERE CA) ZEENEE,

E & E8E VMware Cloud Director BERI#ER , EBEL BN A 365 RWBEKRZEERE. VMware
Cloud Director EFA# EFAMAA SSL /. VMware Cloud Director fR#&#& — & RFE AN HTTPS #
FIEA Proxy Bifl. R#R PostgreSQL BRI EF VMware Cloud Director ER#EEEEFEAE N EH
A% —# SSLBE.

i BRERNENERELEEE U BENEFTEXEAN HTTPS MEEE Proxy BAKERE. IR
Hp—EARRKEATIHRFLARNRS —ARESE.
BF

1 #UR /opt/vmware/appliance/etc/ssl/ved ova.csr WBREBRBEREEE CA UHE
Z

2 NMREEDRTZERENER  FEAEEMHMEREERN DB ERBERNTEE

3 # /opt/vmware/appliance/etc/ssl/vced ova.crt FHIRE PEM BN BEMRABEDSR 14
#CARBHNEERE.

4 FEEWMEHEE  BSEHBE vpostgres. nginx # ved_ova_ui BRTE.

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service

5 MRLEMREIEZENENER K FHAEEMGHNBHEERN,
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mR

TIR#AT appliance-sync HEK , FIBESEAZHM VMware Cloud Director f#Fi& £EH
VMware Cloud Director 5 EFHEF ., MEXMERZEE O,

E{X VMware Cloud Director FEA S EN ERHFAREFHFTE
BRI LAIE S B R B E VMware Cloud Director EREER NFS £ A,

BF

1 B LI EIE VMware Cloud Director RIFRBZEFHAF A EEAEE LW vnware-ved BRI,

/opt/vmware/vcloud-director/bin/cell-management-tool -u admin username cell --shutdown

2 f-?]tfﬂﬁﬁ%%ﬁ%ﬂqzﬁﬁﬁﬂgﬁﬁﬁﬁtﬁlﬂ appliance-sync.timer Hﬁﬁ%o

systemctl stop appliance-sync.timer

3 EXEEAKEL BB NFS HAPNERERER NFS A,

a

B HH NFS LR

mkdir /opt/vmware/vcloud-director/data/transfer-new/

TERTEMER EHMERA NFS ARSI HA.

mount -t nfs Primary appliance IP address:/data/transfer /opt/vmware/vcloud-director/

data/transfer-new
BERTtEERLABRETEHILA.
A ERERFENREERATERERRLAATRENWEZEENHE,

cp -R /opt/vmware/vcloud-director/data/transfer/* /opt/vmware/vcloud-director/data/

transfer-new/

RINERERE , BBRE /opt/vmware/vcloud-director/data/transfer-new AR
RPMITUT S, BRE NFS HANRBLAE NFS HAS.

diff -r --brief /opt/vmware/vcloud-director/data/transfer/ /opt/vmware/vcloud-director/

data/transfer-new/

e ER B MR R EDBRHT NFS 2R,

umount /opt/vmware/vcloud-director/data/transfer-new/

TR P i B 2 R

rmdir /opt/vmware/vcloud-director/data/transfer-new/
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4 FEH /etc/fstab R, ¥ NFS TE BH NFS RIREFNKRE,

Primary appliance IP address:/data/transfer appliance /opt/vmware/vcloud-director/data/
transfer/ nfs defaults 0 0

5 HHEENFSHA.

umount /opt/vmware/vcloud-director/data/transfer/

6 HMEFH NFS £,

mount -a

7 B¥E nount LIRS SHEMNEN NFS A |, UBERCThEMNE NFS /A,
8 ﬁﬁﬁ J’XT@%H@%W@ ﬁﬂg%ﬁ%ﬁé root ﬁﬁ% vcloud,

chown -R vcloud:vcloud /opt/vmware/vcloud-director/data/transfer

9 E¥ & appliance-sync.timer R#.

systemctl start appliance-sync.timer

10 HARB[BHATHAEHHEELSR 4 E 9,
1" _7ﬂ_1ﬁﬁgﬁ , E%ﬁ'ﬁ&ﬁ vmware-vcd Hﬁi%o

systemctl start vmware-vcd

12 E% vmware-vcd Eﬁﬁﬁ%ﬁﬁ%ﬂqﬂygﬁﬁﬁﬁﬁ%tmﬁﬁﬂzo

10 VMware Cloud Director FEFIE E L Wi\ PostgreSQL ERENA

==

R VMware Cloud Director FEFZ B #) PostgreSQL BRI EMBEEE AT E , BT LAUE MR
PostgreSQL ERENRE.

PostgreSQL BRI EMAER 3 £, HFERK/NE 80GB, JEEAELEEERFTRILLER.
EE SHARENENRESHRALENSE  RABENTERALENETE.

BESFTEAEE LW PostgreSQL EREMBE AR/ NNEHETERAEE LK PostgreSQL BRI E#RE X
/NERE,
PEEMY

s MREH VMware Cloud Director RIFEEEFmEE , FRESTHENTEGE  RERSHHE
BBERF. NEERANTHACHFMAEN , F2EMRHK VMware Cloud Director EF £ EHR K4
2RRANBEBEES

s WREH VMware Cloud Director RIEEBE—HXEMHY  SEZTEHY LHRTHER,
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BF

3

3

E A vSphere Client , #$ER 3 WAREIEMEIFTEKXRN,

SREFTEAEE LM PostgreSQL BRI EMB A MM AETERAEE FM PostgreSQL &R E#E
BA/NEE,

a ENSEESFHNEARBERBESR.

b EIEME > RERE.

c EMER 3K/, REBER-TEE.

ENRETENEESBRERENITEERS,

HEEEATEARBHMNEXRE.

a Blroot HHEEBRALMEA SSH AFW®E A VMware Cloud Director ERIEEBEESA,

b BERBERANARBEERIERRAS , FATTIESH.

/opt/vmware/appliance/bin/db_diskresize.sh
MRERBEPEENIEFEARETL—E , AHHAFENENSEASHERLER.

VMware Cloud Director FE & &K PostgreSQL #RE

BRI LAE A PostgreSQL ALTER SYSTEM s S ¥ VMware Cloud Director FEFI#£ 8 PostgreSQL A

;ule ¢}

ALT

ER SYSTEM S EBRBERENBERE A postgresqgl .auto.conf BR , ZERTE PostgreSQL

WBCHIBE L postgresgl.conf EE, REREETESTHRI PostgreSQL RiE , MEMKRES
DBERRNETRE , BT EEENRE., FOEE postgresqgl.conf BER , BABENEETERE
HEZSER K BS2ETEFEMN.

BF
1
2

Bl root B EEBASMER SSH AFRBATERARENEXRSR,

BERESE A postgres.,
sudo -1 -u postgres
£ PostgreSQL ALTER SYSTEM in S B E B8,

psgql -c "ALTER SYSTEM set parameter='value';"

HYSEESENALESHEESR SB 3,
MREEESEFNELESBHEEETHAE PostgreSQL RIS , FEHREF vpostgres BF .

systemctl restart vpostgres
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6 NMREHWBENBEESHMEIE , 58 postgresql.auto.conf BRERISFHEALE YELE
R EHRE PostgreSQL AR#.

a # postgresgl.auto.conf REEZHHERENFHEE,

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b MWMREHM postgresgl.auto.conf BRANELSEZTEEHRBAEN , FEFTREF
W EIE /Y vpostgres BBF.

systemctl restart vpostgres

c HHUSEFHHEMEE6aM6.b,

BRERENESTANEET EERTHSFoHEES
NREBBEAMACTEAGY  ACLERSTANEETEREE , ALASERBREE,

WNEHE VMware Cloud Director EF#E API WEEME |, 5528 VMware Cloud Director FEFI#E
API BB

B LERT —RAGERDBE R IR RRTE.
i ATEIEHHEREE  SAZELERE —EFHRHERBRTIRE.

BF
1 FESHEBRESNGHEHNNER BT VMware Cloud Director BRI E AP| 757 NODES,
2 HEHP—EEEF , #4T VMware Cloud Director EFI$ B API 7774 UNREGISTER,
H™¥ node-name REBRZFmEARENER,
3 FERREREZNSHIHRTIBHREERNESTRAMESRS , FHIT APl & nopEs,

HERESTAMEETRIEREFRNSHRERTRNAGS

&R LAER VMware Cloud Director BEREENEREAENE , FENESTAMERERIRFBFRN
At , YKTRNREEARASIERETE.

A LAEA VMware Cloud Director FER#EEEFERAENEDH VMware Cloud Director FERIEE
APl , RYBRETENMSHHEEERNAC, UEFRBTFASEFAEN EETERNSE.
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3-3. EXENGFRR TR 2 BER

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDEY, nodeHealth: HEALTHY
cell C: nodeRole: STAMDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STAMDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

BERMY

BF

4

5
6

BRBEETHAEHRHERRRIFES LR, F2RME VMware Cloud Director ERRERSEES
RANMBHBEEN,

F BN RREEANFTA VMware Cloud Director & LHES |, S RERENEEBES.

HEBEED VMware Cloud Director E¥E#E 30 2l 60 BRAEEFEH, EERRIETAHMN ITEX
B, B EFIEEEPFEREELNES,

HKroot 5B AERAKBEEEEAENE , #A1EA  https://
primary ethl ip address:5480,

EERERT , ERARIENETRAYE.
BALBBARFENEBREAEIRE , ARGHRFERENRFEROEE.
BREKREMRNA sealthy,
SHHEARSIRMERNEERRE -TEHRRE  IRIER,
EERTHEZRE  FENRBFRRSHEEETNRTREREEES,

A MQTT AFRIRAEH. THENEE
BRI LAMER MQTT A F iR RKETEE R VMware Cloud Director B4 M TEME .,
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MQTT E—REREHHN ENVAEEHRBERIGE. VMware Cloud Director £/ MQTT R #ERBEE T I
A MQTT AFRTTRNSE4HMIT/ENEN. MQTTHEEEA MQTT RIBETEE |, LhRBEIUE
AEmALENERTREMNE.

#& VMware Cloud Director 10.2.2 B4 , AIUAERA MQTT FAIFRTHEER,

B

s BREH MQTT AFIRXE WebSocket,

n BREALEGEERNIEE WebSocket AFHER,

n NMRLEITREE K FREEEVWETRAEERN. F20H KTEEWEMBM,

BF
1 {EA OpenAPI & & A VMware Cloud Director,

2 BEEEY WebSocket EE , 551§ Sec-WebSocket-Protocol ABRRES natt. HAFIRRERE
B ZE /messaging/matt BEWFILIZEZE K REBBEEE MQTT ESERBETIRE,

B2 VMware Cloud Director 2R AERFPIFZIWE| JWT Token, AT ER &S B ZHR
BZEA,

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

3 RUWBMNESEK  FEBMQTT AFRRITEERE,

publish/{user org id}/{user id}

publish/debd63a0-6eae-11ea-8c7b-0050561776be/d19fd8ff-6eae-1lea-bb42-0050561776c8

HREERTUERBRAT IRFMAEASEE.
publish/ {user org id}/+
RGEEEATLUERERAT AREFNAEEE,
publish/#
4 (EEM) M VMware Cloud Director 10.2.2 SiEHRAS |, BFiIEEE,
metrics/({org id}/{vapp id}
REZGEERTUFNEETE,

IRy

#£ VMware Cloud Director 10.2.2 F%8 , TAAFRIEAEAERBE N CPU M EBEABRED
WHERRER,
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BE CPUNRREEABINTELEERER |, ABEATLFER VMware Cloud Director BEIEEEX S
WRFFERERBEATHNERKRSEE ZEAAEARDERERRES K SXERE . B8 BHENE
R RIIREFEE,

EELHABTHREABRA MR ENRKRF[HNESR , BALEA VMware NSX Advanced Load

Balancer (Avi Networks),

REMBM B BEHIMNEER

EERBAAREEREZH , ZXEREEDEREAEABATR, ® VMware Cloud Director 10.2.2 B
W, TAERABEBEN.

1 Blroot B7EEEASMEA SSH AFRBEAREFEARFENERRE.

2 BB Cassandra EREPREEEWSRBAEEENNE  EREEEENFAMNER TR
%EEO

n ZEIWRTE Cassandra ERELURERESIEEER
s EEAREERBEMNBERTREEESH  BRTTIHS :

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

3 RAEE%M,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true
4 1E /tmp BRIRPEY netrics.groovy BE , ¥EBETIRE,

configuration ({
metric("cpu.ready.summation") {

currentInterval=20
historicInterval=20
entity="vM"
instance=""
minReportingInterval=300
aggregator="AVERAGE"

}
5 EARE,

SVCLOUD_HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy
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6 MWREBEFORE Cassandra , FFIRMEBNWE BN EHERIFASH . EZENEEFEEN
B (AR ABE{) REH Cassandra 1.

SVCLOUD_HOME/bin/cell-management-tool cassandra -configure -cluster-nodes
nodes_ IP addresses —username cassandra -password cassandra password —port port number —ttl
TTL days —update-schema

7 HACARERRUTRERE  HSERABEDEN  FATTIGHS.

SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set

password=<password>

RAWMERTHSH , FARFER () FREREEARKRFT.
8 EXNMBREEE.

service vmware-vcd restart
9 BMBEBEREREEE

BB DR ERRE R

MEHEABABBDEREARS , AIXESERBREBRGIRSGETHN —HZMEAS. % VMware
Cloud Director 10.2.2 B4 , RIUAEHA B B4 H.

BB
REMEB M B BEBOMNEERX

BF
1 REFEEIG , BRNER,
2 EEERTHEREAFIEST  ZRERRBEE.
3 BRLEDHEBREABERFIENAEBAASRZERRERREE.
4 3ZE vmware:scalegroup Entitlement [RIEE , REIR— T4,
5 BRBHE:
a EIMBRABEMEA.
b ENMEXAGRMINELS.
» NRBERRBEBRAIRAFTNAEREESNTEINAS  FEMBMRRERAA.
» NRBERRBERGIRFFOBTEAS  BEBZIES.
6 B-—THE.
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RESR

B4 EH VMWARE:SCALEGROUP #ERFIEZLEFABHBFANEEAAR, BF2H (VMware
Cloud Director Service Provider Admin Portal 368 ) F8 (RIBEMNFESHEABAZE) |

Et$: VMware Cloud Director EFISREE R EEER RN
A LAEA VMware Cloud Director ER#£EBEESEFERAENT. BREE API = repmgr BRURRETL
BEHREE VMware Cloud Director B B &,

BALUERA VMware Cloud Director EFXBEEEBFRENERREEALEREBEES, FEbEE
AR VMware Cloud Director E X EERELANRSEHBRENERERE  ERVEHRAEER
FHRARELHE,

QD%%%ZFE-?E’\JE%EEEEVF—& , /E\Ugﬁgg%ﬁﬁ;ﬁ Indeterminate, Indeterminate *ﬁﬁﬁfﬁggg
BHHEENTERERBRENTRE 2 EHET SN ESRE, EXEDEHRELFEEERR.

¥2%3 VMware Cloud Director EAXBES# 2RI MR EBEE
Ea LAfE A VMware Cloud Director FER S B EEF A& N EREIEEEAREE,

A LUEA VMware Cloud Director ER#EEEFERAENHEDH VMware Cloud Director FERIEE
APl BMEBEEETREENERE. BEERNAE . FESKRE. FoRERBRENREENERE  URES
FEREER HEFRBATEEEFAENAPEREALBEER2UINSE.

BF

1 Llroot B R ANERXEEEFEAENT , HitA : https://
primary ethl ip address:5480.

2 HEEERG , BERARERETAYE.

BB EHRNEE DNS 58, At RE, HEFHH AENNEIRHH) NE8 , UREH L
aRKEE.

FERERT  TREBANENESR ORTENTIEHMBELER. THEMIENREESR (ORTEN
IRHHNPFRBERAREHRATRER , REFHRECZEINEIEDH,. NIRERKEEREERN
RRBEE , BIFRE A E, MRMRBLESETENH , ALEBEBERESE , WEEMRR
e,
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3 RBEESEERR.

WERERRMRE

Healthy

Degraded

No Active Primary

Read Only Primary

Critical Problem

SSH_Problem

4 REERRBEAHBEERN,

AEBEHERN
HE

Fg

THEE

VMware, Inc.

it

BEEMRTRFRE, TERFEAMBESHRFRER
g EMREEEE.

VMware Cloud Director B & T EM API 9 EFEE,

BEERERRE, TERFENES —ESmRHETFERE
RELREETER , B3 —BFTREFREELIERER.
TEEREEILRET I EREE , BUNRE—ETEEN
REREES —EEREHRE  AZTEEREBEEIEEE
fE. RERREAHOTEESHRERFERRELIERERE
WEHREEE  TEEEERRRE tealthy HREE,
VMware Cloud Director fEF &M EM API HIEEEE,

BRENEENIEERNE. NREMETEENSHHST
% BESEP-—ESHREFEARBINIEREFE. W
RERERREMEREENSHEES  AXEDEHEEL
FEIBEMR.

VMware Cloud Director B &M EHM API EAFE A,

FE—ESKLTEENE  BEARBEFRETEENED
RBER , BWERS Read only, LEBEMBEHNSZH
=i,

VMware Cloud Director &N EM APl EEFER.

EEEAT—BHkeE. Sl B2EFEEERENG L
R REFHHFERETHERNEIERER. CLEDH
I FESEAMM

BERRE T RE R S22 VMware Cloud Director A& N EA
AP| AT A%,

SSH BIBEE R postgres & & AER SSH ERZHHE
BERENY. YASREILRERE. FoEEER2N
WMIER SSH FRE,

VMware Cloud Director fEFE N EM API AJREEETR1E
HEE,

b

MBFEEREREWFE | VMware Cloud Director € B &)
BRENEREBE,

MRFEERERFEWHE , BSEFER VMware Cloud
Director ERE£BEEFRAENERBEBE AP BHBER
ERGEBE,

PHEPEEAERENTETRZ2ET -8, BXEDEHR
BEAEEAMRR ., EBMEA VMware Cloud Director BRI E
APl , # FailoverMode B A Manual B Automatic, S
B VMware Cloud Director EFA$ 8 API £ESEFHNE
EBEEEN.
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3 VMware Cloud Director FEF B RF& ik EE

A LAEA VMware Cloud Director ER# B S EFAE N HEEIE VMware Cloud Director BRI B R
FHIAREE

£ R¥) RoIERL , BUUERFENSHEALEEN vnware-ved, vpostgres M appliance-
sync.timer HEZ% , LX&FEFEEﬁﬁﬁ#%E’J vmware-ved M appliance-sync.timer Hﬁﬁ%o

appliance-sync.timer BRIEEERIIT appliance-sync.service , ESHEERE HA #EES VMware
Cloud Director fAIfRESFFATNFIEH R 2B AMBEN. appliance-sync.service BBBIFME A
EREEEMATEAEBNARRE , Y VMware Cloud Director BRI R BT ERRATERRENR
FiZ E‘fﬂ%éﬁﬂ’ﬂﬁééﬂﬁ%% waiting | running,

BF

1 Wroot BN BEANERALEEEMFRAENT , HitB : https://
primary ethl ip address:5480,

2 HEEERS , BERBERSIEZEER.
3 % VMware Cloud Director IRFSRIAREE

BEENESIAMEENERRE

S BB A Replication Manager TR | R A9 0B A FA A 3 58 o0 10 B B > PO IR
BFF

1 M root &% BARMA SSH BABEFEANIT B HEHRNERLRL.

2 WEMAEBES postgres.

sudo -i -u postgres

3 BREESHNER.
B repmgr cluster matrix ﬁ%&%ﬁﬂ@ﬁ{ﬁﬁ%&tﬁﬁ repmgr cluster show ﬁ'% , jﬁLX%Eﬁi
ERAERER.

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster matrix

ETHIEFIF , 6% MER 2 EME , MEH 3 EHM. SEERIIHEE —BAMKE , RRZ
ARFN A HERURER.

F=IFHN=ERECHRTHE K? 5%, ERHXN I EEM , ERFHEBHERNAEBEEN.

Name| Id | 1| 2 | 3

———————— fmmm e — b ———
node 1 | 1] v v
node 2 | 2 | * | * |
node 3 | 3| 2| 2 |
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B repmgr cluster crosscheck ﬁ%%i‘éﬂ’lﬁé’é{%?ﬁéﬁé‘ZEﬂE@E% ) ﬂ%jﬁﬁﬂiﬁﬂﬁﬁﬁﬁg
l%%o

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster crosscheck

ETEU@@U“F‘ ﬂl'f‘.l’ repmgr cluster crosscheck nn7%%%&%E§$%ﬁ@%wuiﬂﬂjgﬁﬁf@ﬁigﬁ
WEHETEO YEEHHZIEARITIXRE, EHESF , FIEHREHCHE , B ARERE
REHH 1 LEEHR 3 ETEANHE, ER—(EFUBARMKRS BISE6 , Hb , G881 8%

HEBEXDEE 3,
Name| Id | 1] 2 3
_——— o
node 1 | 1 | * | * | x
node 2 | 2 | * | * | *
node 3 | 3 | * | * | *
BESR

FRHATENESTANESETHERESHRE  FESEHRLATELESS  REBERETHR,

BEENESTANERETHMNERRE

A L E A Replication Manager TEEHH PostgreSQL BB KR iHEH K HREESHESTAMEESTH
BRI B ETAREE,

B
1 Blroot B BARMEA SSH BABRKEPEMATHEBHNERRS.

2 BERAESER postgres,

sudo -i -u postgres

3 REHRNERRE.

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/repmgr.conf

node status

TEHRNRGEHRMUEHER . PostgreSQL RAURESTHAERNENR. Sl :

Node "bosl-vcloud-static-161-5":
PostgreSQL version: 10.9
Total data size: 81 MB
Conninfo: host=172.18.36.193 user=repmgr dbname=repmgr connect timeout=2
Role: primary
WAL archiving: off
Archive command: (none)
Replication connections: 2 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)

Replication lag: n/a
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FoHRNAREHRREEBER. PostgreSQL IRA . ERFHMER M LA ER. Fi

Node "bosl-vcloud-static-161-49":
PostgreSQL version: 10.9
Total data size: 83 MB
Conninfo: host=172.18.36.191 user=repmgr dbname=repmgr connect timeout=2
Role: standby
WAL archiving: off
Archive command: (none)
Replication connections: 0 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)
Upstream node: bosl-vcloud-static-161-48 (ID: 683)
Replication lag: 0 seconds
Last received LSN: 2/D863B4E0
Last replayed LSN: 2/D863B4E0

4 (CREN) NMFEEZHMAEMN , BEMA PostgreSOL EFA K EHHNERMRE.

PostgreSQL EBX R in AT RUEESTHEN T AEENCRREE AR T EDHIEXRTEN
&,
a EH=E psqgl R U

/opt/vmware/vpostgres/current/bin/psqgl

b HERMBETRLEEAEREZNEI , FHIT set \x WL,
c REFRNACITERSREEN.

B BiE
EXEHYS EBTEA, select* from pg stat replication;
EFDHNLERTER, select* from pg stat wal receiver;

¥Z VMware Cloud Director FRFEHIAREE

A LAEA VMware Cloud Director B BN EBFRENHRRIBEMEAZHEEERDN VMware
Cloud Director FRIEHIARERE
EF

1 Blroot BAEANERAXEEEMFERAENE , HitA : https://
primary ethl ip address:5480.

2 EERGRBEAMNE  FRAERFRIEE.
R VMware Cloud Director BB IFFE/E , Al vmware-ved Ml vpostgres IRIEIEEHEIT,

BIESE
MREBEMRE repmgrd RIEMARELUEITESE | BX4AFEH VMware Cloud Director FEFIZE API,
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VMware Cloud Director EFIEEER EEEER

MREREHREP —E VMware Cloud Director EiBi A WE , LU LIEREREESE.

MRERESTAMBRTHEBRERAY , IBKRSKRESERBE T BEHRE LR AR
LR, Bl | pegraded BERBMNETFHREFRBRETHE., RREEELXATHNBEHRBEN
EEE.

3-4. RFDRERHEERR

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby

l

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDRBY, nodeHealth: HEALTHY
cell C: nodeRole: STAMDEY, nodeHealth: HEALTHY

MRENESTHAMEETNIZRERERAE  BERREMRNTEEEESR vo_Active Primary , B
RIAGEESMABEHRYENEERTE.
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RETHEBEETNEERFHRBEER

MRFTBEFERAEESHT , EHP—ASFOHEEMLESETNIEFERT BN ERE—EFHNFSD
FEF |, 7 8EEIE VMware Cloud Director E8lE., RHEENXME , VMware Cloud Director fE 2
BEEEHSESEHRESARATNEIERETR , X EFDEEFAMR,

R¥E VMware Cloud Director EREENAEBEES K #ETERFEEHEERERETEN TERE.
HMEFWSHREEE  TUFEAEEIERBREEFRAABRNIEREEN P U FMEHERE,
FEHRERPHEHESNERIERE

ZIU%IE%T?FI‘%JEB@ Not reachable B Failed Hﬁﬁ.& , HW1%$%’(¥1‘%B€R\‘ Running ﬂﬁ%ﬁ , EIJEILXEFH
FER#EE HTMLS EAENEM VMware Cloud Director EFIEE API RBEER.

ZEREEEDHEHROME | F28 BB VMware Cloud Director ER R BEE SRR INBERBE
B,

1 WRTARE , EEAREREEIEA , B VMware Cloud Director 2%, RABNETEFELRATT
S

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 BRENTEERUIREMER.
3 BEGREBABRAFNEIERER.

a Blroot O BEARTHERHFENEAREEEERENE nttps: //
standby ip address:5480,

b HLRERASEFTIERFRIGHRFRNABERTH , B—THE.

EECEAENERTARIZACHMERES. RETERFERIGRER/RR , MHANEERFEDN
RERAITH, BEREERAA/EER.

4 REIBNEERERIUIIMEMAFEE  EBEREALE APl unregister 5%, # repmgr &1
AMEEBRABRNIEERARSE. B2/B VMware Cloud Director FEFISE API 3B 4.

5 & VMware Cloud Director fAlfRZERF AT BHRABNTERAEE.
a MEEBES25EA Service Provider Admin Portal.
b RENRSEIINWERT , BENERER.
c HEEERT , B-TEREES.
d EEGHMEAPHREER  ARER-THRBRE.

6 NMELEEEFAIABMNTIERALEN PUUMNTHKERE K FRAABNIEEREERSERE
FAiR&E | SifE A vSphere Client A& E MK,

7 WEHFNSHERARE. BALUKRE VMware Cloud Director EFRBIE | HEH VMware OVF
Tool 2 VMware Cloud Director FEFRE .

BEFNFHEARER  EERBRALARRARE.
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8 I VMware Cloud Director EASE FIPS BREZRMCEE , AIKEEH VMware Cloud
Director BAARE API BIXETRE.

HER FIPS EXS8BHER.

HBREBERANER

MBFERERER railed ARE , VMware Cloud Director @ BB S HHEER AR ATNHTHIE
HER  BEEERCERINRE  RARE—EIHTHEHREESR. BALIER HTMLS EFAENEM
VMware Cloud Director B E API fBEFER.

EPEREEEDHEHROMRE | F28 BB VMware Cloud Director EF R BEEERI R INBERE
B,

1 WRTARE , EEARTEHREEIARBBE VMware Cloud Director 2%, REABNETEF#ERAT TS
we

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 BRENTEERUIREMER.

EECEAENERTARIEACHMERES. RETERFRIVGRE/RN , MHANEERFEN
RERAITH, BEREERAA/EHER.

3 WREBMNETERFERUMEMFES  BBEAEREE APl Unregister 3% , # repmar &7
AMBEBRARNTIEERARLE. 528 VMware Cloud Director FEFZE AP| SREASI#.

4 # VMware Cloud Director fRfReREHEAPBIRABN T ERARE.
a UEEBES25EA Service Provider Admin Portal.
b HREMREEIINERT , BENERER.
c HEEMRT , B-TERHEEE.
d EEGHEAPHMREER  ARER-THERBRE.

5 MBRAESECFHALAKMNIEEARSN IPUUNIKERE K BRELAMNIEEARECERE
R, SAEM vSphere Client A& EMIBR.

6 HEBHWSHEARE. BILUE VMware Cloud Director ERIRBHE |, HFH VMware OVF
Tool & VMware Cloud Director EFAHE HMBHNSHEALER  BERERAMLBARR
E&?O

7 MEABMPETERERUIMNMEMREES , FHEREE APl railover HESBEERERBREEXERA
Automatic. EZB VMware Cloud Director EFA#E AP| B4,

8 R VMware Cloud Director ERHE FIPS BXEBFEa B , BIXEER VMware Cloud
Director EFARE API BIXETRE.,

HER FIPS BEXEBRBER.
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RETAMBRTNENRERREERR
NREHHERFAERRT , CTUEBBEHNHSHRERLHEER.

WREH—EFHREFHRER Not reachable H Failed MREE , BAUBBHNRE TR, EERREESD
RIEFHRNAREE , F2E MR VMware Cloud Director BRI R EESR2RRNBEBEEN,

MEMNGOEERE , TUERALTHERBRERERA XMV G HEFHEN P LU MELEE,
1 WMRTEE  FEARFREE AR VMware Cloud Director BF ., XK FmREFHENIT T
ﬁ%o

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

2 BERUNFHEREEEMER.

3 WREBNSFHREERUMEMFES K BBEHAEREE APl Unregister 3% , # repmgr &7
AMBEEBBRABNSHEER. FH28 VMware Cloud Director FEFI#E API SREI4.

4 {#/ Service Provider Admin Portal #£ VMware Cloud Director A RESEI A R B ER B IR HER S
EREE.

a HREFEEINERT K ZNERER.
b HEEERT , E—TEREERK.
c EEGHEATHRERE , RRE-THRIRERE.

5 MRELEEEFERRBNFRMEFE IP UM DNS 288 | AIXFARRABNETHRHERRFER
BARAMRE A EMIBR

6 WEHNWSHERRSE. LA LUBE VMware Cloud Director EFI B2 | S#EH VMware OVF
Tool 2 VMware Cloud Director FEF%E .

BEFNGHEARER  BERRERNLA/RRRE.

7 REBPOSHHEBUMITAREESE  EEEBEREPEENERS rutonatic , BEAERSE
B APl railover F3&., 28 VMware Cloud Director FEFRE AP| iREAXH.

NEEBEBHREBEERNNSEMERN , 5528 VMware Cloud Director ERIEEN HEIRIEHRE,

8 MR VMware Cloud Director ER#E FIPS X EBRER 2R , BIXEFEA VMware Cloud
Director EFAEE APl BIEITRE,

BEE FIPS EXEEHER.

BRERENESUANBEEP RN EIERFHHEES

MRENERESTAMEETNETER ST K , TLER VMware Cloud Director AP f##BRE 8%
KMWEE  USHEREEDTBRYBREEREERT -2,

mEBBMEA VMware Cloud Director APl FIFF#IE R , 5528 VMware Cloud Director FEFI#E API
SREAS A RY UNREGISTER API 3% |, 881k A https://developer.vmware.com/.
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BEIRA

n EREEEREENHHERIEEADRE B TEHER, NEREERELURSHREERREN
FENEZBHEBEEDN , 528 %%E VMware Cloud Director ER R BEESERZ 2 RN NBEBERE
Eﬁo

» NREBEMREFEIEDHH  FEIAXMNVEIEHHERIER PREL BRREEFSHEE A
BRAEHOEEER.

BF
o HEBRIFEATEHH  FEZITHSHNERTEHR LR HMBRE:

DELETE https://<Active _Node FQODN>:5480/api/1.0.0/nodes/<Inactive Node Name>

SREHMEREE

R VMware Cloud Director EF S EIELAY , IEALBAREREEE , B EEAEETZE
HEEENRERR,

VMware i T B EEERESZ ERERFERREEHZEEN ., B ER viwvare-ved- support LB
S FHWEHEEMF VMware Cloud Director 28 . WEBREKE VMware Cloud Director 2B &K
HANE , 528 https://kb.vmware.com/s/article/1026312, #T vmware-ved-support HS IR |
EHRITEESCHBRECTHREMRNRBER (RERBLR) WHBENR. F26 nttps://
kb.vmware.com/s/article/71349,

¥Z VMware Cloud Director FEA# E P 0 82415
EBZ VMware Cloud Director BFAEE % , BuLIREE XEENERERSZEPNERNES

BF
1 Blroot B EEEARMEA SSH AF WA A VMware Cloud Director BR#EBEXZA
2 EHEZ /opt/vmware/var/log.
3 WETHE.
s firstboot ERESHERARBEERMBMEBNLEEN.

m /opt/vmware/var/log/vcd/ B#EEE Replication Manager (repmgr) TEEH#ZH# &
FRENERAELEERSHBN T,

m  /opt/vmware/var/log/vcd/pg/ BEZBEHEARRNEALEEERENEMIHBHICE,

m  /opt/vmware/etc/vami/ovfEnv.xml EEREEIHE OVF 28,

VMware Cloud Director R FIEEEALENERE LT

BB R INEE VMware Cloud Director FEFI#E |, 1B VMware Cloud Director ARIE AT 8EEE AR ED
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G
vmware-vcd HE&EEH %E%ﬂg‘féﬁ%glz{/ﬁﬁﬁ ':F'Hﬁ/%go

RA

MREHBXTEMFHE , VMware Cloud Director IR ATRERRTFALEAMN NFS L AERBRKREFEM
FBERE, BBFERAEE N , HAGWBREREFEETSES responses.properties R
appliance-nodes H#k.

MRBEMEEFMEFREK vCD BARKFEER , VMware Cloud Director BRI ATREE ERRE) , BB NFS
HAERREEREX responses.properties BR BESHEALED vCO ERRRERAEXEZ
El] , HAERREFFESEAEBE responses.properties BE,

B NRENBESCREAEDRERE  AESBEHA—IZERERZE  EXECREREE AP
BEEREBEENERAS rutonatic, H2B (VMware Cloud Director FEFIEE API) . HiREEFEHKHN
FERAEBEENS vanval, NREEHHCENFEREEXT -8 , AIBSEREBEESAE
Indeterminate, Indeterminate *ﬁiﬁﬁl’ﬁﬁggﬁkﬁﬁ%ﬁiﬁéﬁ’ﬂIE%#%E&K@E@@%ZE I'IHEEZ:_&E@B%
SR, EERREEREBREEN | F2EHE VMware Cloud Director FER S E& S @2 RN MAGE
BEER,

BRR

1 Blroot B EEZEASMEA SSH AFHE A VMware Cloud Director EFAEEFIEE .

2 ®WE /opt/vmware/var/log/vced/setupved.log HEEE NFS HEEMNEERAE.,

3 HYHEREBERNERSNFS BEE.

4 EHEHBEHEE

EREREERTEHE NFS REXMRER

MREAE VMware Cloud Director EFEEXREHEXARTERIE AN , BEFSETRTAMEER
BEERAE,

[z
£ VMware Cloud Director FEF BB , MERLHERSE NFS HAMNERME.

RE
WMRERE R VMware Cloud Director &S A RFHFE , AN SHMEET NFS BES KK,
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BRI R

[7E:S

10.2

10.2

10.2

10.2

10.2

10.2

10.2

10.2

10.2

10.2

VMware, Inc.

R

/opt/vmware/vcloud-director/
data/transfer/xyz B UID & 999
WARHERERES ; HEA 1003

/opt/vmware/vcloud-director/
data/transfer/xyz B GID A& 999
HARAEREFRER ; BHA 1002

BOEEERL A LRBER

/usr/bin/mount -t nfs
10.150.170.3:/data/

transfer /opt/vmware/vcloud-
director/data/nfs-test HiR#E
. FERE: 5 ®

/usr/bin/mount -t nfs
10.150.170.3:/data/
transfer /opt/vmware/vcloud-

director/data/nfs-test HIREIRE

BERAABSETEFRE: /opt/vmware/

vcloud-director/data/transfer

HATEER /opt/vmware/vcloud-
director/data/transfer/xyz BR
FERRATEHA: touch xyz. FTAH:
root root 644. ¥|E: root,

root, 600

NFS fAfREESFERERKEERETR
&, BEEZER:. 3 28 12 B

HATEER /opt/vmware/vcloud-
director/data/transfer/xyz BR
FERRATEHA: chmod xyz. FTAH:
root root 750. ¥}%: root,

root, 700

HITIEERF /opt/vmware/veloud-
director/data/transfer/xyz B=R
HIREPRRTEHA: chown xyz. TEHR:
root root 750. ¥ Z: root,

root, 700

BifF

Ehi¥ NFS fAARES L vcloud fEABEME
FAEBRBIGARE, £ NFS ARSEMER
#EL  vcloud EAERBIBESERE
HREMNE,

Ehi¥ NFS fABRES L vcloud A &ME
ERBITEARE, £ NFS FREMERSE
B, vcloud FRERABSEEEM
Eif:SR=

BERRAEEREEEN NFS HA L
BAWRE., ZERIEEEANERER ,
FEAEAEAM Linux Ba8HME NFS #
R

BENERAEBEELE S WABEER
NFS HANERE., EERARTEER
RFEMENFS HA , BERGAEM
Linux #28:&1THME. IE , BREU NFS
HAM NFS ARSREHRE.

ENERAEBEEARMNEEE NFS A
WRE., EERISEEEEE NFS #
A, FERMERAEAM Linux #E5ETH
. 0%, BRFIL NFS 2K NFS AR
BEHRE.

B A AR ERTEE. BYZA

BEE NFS @A FHITEEMER
%, ERERE. HARERTERVEAY
ENERE , YEIERRE,

58 NFS ffREEMEAKE LR
E, MREM—ERmEETER , F&
HRERERWER  XRAEA NTP

ETRS.

WEE NFS WA FHITEEMER
%, ERERE. RARERTERVEAY
ENERE , YEIERRE,

WETE NFS BIt A L BTEEEE
% EREEE. BARERTEREAY
ENEREE , LEIERRE.
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7%
10.2 REHIRA

10.2 REHIRA

10.2 REFHRA

10.2 REFHRA

10.2 REFHRA

10.2 REHFIRA

10.2 REHIRA

10.2 REHFIRA

10.2 REHFIRA

10.2 REHFIRA

10.2 REFIRA

10.2 REHFIRA

10.2.1

10.2.1

VMware, Inc.

iR
WLSIBBUEEKR. A

nfsValidate nfs mount string

nfs_mount FERZEH

nfs_mount FEREN:

nfs mount string argument

REREREN: cel 1 type string

Cloud Director ERHBRHRED
SRR

10.150.170.3:/data/transfer/
cells BBEFE. TEEALEBEXR
BRI E 8.

10.150.170.3:/data/transfer/
appliance-nodes H&EBEFE. £E
FEREBEERBERILE .

responses.properties BRERFHE
RERLALE. TEEAXEERBRI
B #%.

responses.properties BRAEFHE
RERIAAL, BREFERSHRRT
RERAEKEL.

ERARRTEEEETR , BEHT
nfsValidate,

EEEVEFERENLESHEE
F: /opt/vmware/vcloud-

director/data/nfs-test

ct

BORTERMM nrs HALBURR.
WHEEERA. EUREERHRELDN
NFS ERRAGAMEIREE

no_root squash

FRERUNERSLA LHERAT

chmod W%

L

HOREIMT JSON BRAZ, REFRH
JSON ERAEI,

NFS HMEFRREERAEH, i
NFS #ZF 858,

#% NFS #MEF RS FEAFMERX
IP_address.:path

RBEFIRERNER primary. standby =
cell, MR OVF SHAEN LillEM
&5, FREEAKEAR,

FEREBEFEKX /opt/vmware/
appliance/etc/os-
configuration-completed &R, &
EERRS.

EEAFEE ERE /opt/vmware/
appliance/etc/vecd-
configuration-completed R, E
WmEBREDTR , EFRERTHIES
5.

LESRFEFEREEERAKEL. B
FHER NFS ARE L BLAKHEB
B,

LESRFEFEREEEAKEL. B
FHER NFS AR L, BLEKER
B,

EXERAREL
responses.properties BRAEE

£, BUEREBR,

ESGRRFRERAKEL
responses.properties ERNVERF
. TEERARBWREHARE. REH
fefFFHR e, EXAXRETERAE
=1

BESRERETH , AERERARIT
nfsValidate,

FREERAGER , UREEEETI
BEHERE.

EEREAXESEEEHEN NFS £#A L
BANERE., EERAEELBEANER ,
BESEAEM Linux HEEEME NFS #
A

YRR E LB FE O HE NFS A
I RERZGEMHNFEIERNRER., €3
ERAEM Linux #358ME NFS A,
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N fHR e
10.2.1 EERERENER A LHERRT YRR 5 B A B O HMNE NFS 2 A
chown % IERZGMHEEENRRE. EXER
Hh Linux #2858 NFS £/,
10.2.1 MR R LA BENEAREEEE S DREMEERE
NFS HANERERE., EERARBEER
BriME NFS HA |, BERERHEM
Linux #2538 1THNE, NE , BB NFS
HAK NFS FRR:EEHRE.
10.2.1 BMERIR B L8R TEILE AR E L EZEEE NFS 1A
WEE. EERASEEEHENFS #
A, BESRMEREM Linux #ESETH
. SE , BEI NFS K NFS AR
BEHRE.
10.2.1 BHEN nrs AR vip B 123 MK BEE NFS E@Ht A ERITIEEFEE
HEREMER ; BEA root REM %, BREEEN/RBFETRARNEHE
NEs #AM GID B 456 WRARE WERE, TEEME.
F)ﬂﬁﬁ ; ﬁﬁqﬁ root
10.2.1 BN vrs RALNEEEN/ RER  HEE NFS ERitA ERTIEEESE
TEIATER. FEH : root:root , IR % BREFE. FANENHIHZ
A 750, 3 : root:root s BXA HETRREBHER. EEME.
777
10.2.1 NFS fAfRESFERERAKERETR EREE NFS RS MEREE ENERER

&, BEZEES :1:55:14.603510

E, MREM—ERmEETER  F&
HRERERWER  WHRAEA NTP
ETES,

BEHIEREZ| VMware Cloud Director FEFR SR B EH R E VMware

Cloud Director BRI kB
BEHEFEZE VMware Cloud Director BRE B , #1T configure MY AREE LK,

L]

#1714 VMware Cloud Director BHE B R ZIFH VMware Cloud Director BRI R BIRIZNEZFHR ,
BRI LAAT configure MR UEHRESEHREAFHEPH VMware Cloud Director fR#. configure
WL AR ABI B RERAS sun. security.validator.ValidatorException: PKIX BE{EER
HEM: java.security.cert.CertPathValidatorException: BERELY,

VS
1 EEERRERLITHS.

sed -i '/ved ova.crt/ s/$/ --force /' /opt/vmware/appliance/bin/appliance-sync.sh

2 S35 108 RBEHHIT configure ¥,
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VMware Cloud Director EFH BFHmE NS ESELES

VMware Cloud Director #EHH2ENRLSBRET., NRFHHMSESELIER SV ARERRIY
fRRFARE

Bi]:)

VMware Cloud Director B EEBEFRENEEEER M NERA DEGRADED , HF —BEFomEi S
HIREER » EEER,

/nodes API EEIMEFIEY 10ocalclusterHealth £ DEGRADED , BB} status & 2 EZEE H
nodeHealth Ay UNHEALTHY,

BIN | /nodes API AT RERSH I RS T AU,

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr
connect_ timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running"”,

"upstream": ""

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr
connect timeout=2",

"failover": {

"details": "failover state unknown - unable to ssh to failed or unreachable
node",

"mode": "UNKNOWN",
"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = n/a",

"status": "UNKNOWN"

}I
"id": unreachable standby node ID,
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"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "UNHEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "? unreachable",

"upstream": "primary host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node running standby node ID (running standby host IP):
repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

1,
"warnings": [
"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)",
"node \"unreachable standby host name\" (ID: unreachable standby node ID) is
registered as an active standby but is unreachable"

]

F&H

ARRERTEM , PostgreSQL EREMFATEE N (WAL), TEHHFEK WAL BREERASH
FoEY , UETEENER, SHREERE WAL AHHETERE, NRSHHRELESR  ©8
FIEEW WAL , BEERBAHR AT T EHBMNIRREE,

RRFR

o BABFESNSHHMNERERRTEERT.

o BRESTHHNERESRRTEFLER.

o TERRATEFMALFHEHMEEMERIERN SSH B,
o WEREWEHH LK vpostgres RERE ELEHIT,
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#ESB
ERWRREMHESR SSH B, BONRTEHER TR HEENERRE,

VMware Cloud Director F&E 2 B 15 an 50 B8 B R E &R RE

VMware Cloud Director ##E B 2ENELERES., NRFHHBERNRELENRE SV EARERE
I fRSRRERE

Ll

VMware Cloud Director EFX EEEFRENEAKEEREMNERA DEGRADED , HF —ERELEH
FHHENREAITY  YEESHHH 2 LFHHNS B EE —EEES (1),

PostgreSQL re kB T~ EEZHHMER T WAL BER,

2020-10-08 04:10:50.064 UTC [13390] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:50.064 UTC [13390] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

2020-10-08 04:10:55.047 UTC [13432] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:55.047 UTC [13432] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

/nodes AP| BEIFEFISH 1ocalclusterHealth £ DEGRADED , B status B¥ITH , nodeHealth
A HEALTHY., EFmHR2 LB HNEBaEE —EBES (1), B /nodes API BENEBESEHGFS
HEARELEZH DT,

BIN | /nodes API ATRERSH I Bl T AU,

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect_timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

s

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",
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"upstream":
by
{
"connectionString": "host=unattached standby host IP user=repmgr dbname=repmgr
connect_ timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node unattached standby node ID
(unattached standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

}I
"id": unattached standby node ID,

"location": "default",

"name": "unattached standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "! upstream host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
connect_ timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = not applicable",
"status": "NOT APPLICABLE"

}I
"id": running standby node ID,

"location": "default",
"name": "running standby host name",
"nodeHealth": "HEALTHY",
"nodeRole": "STANDBY",
"role": "standby",
"status": "running",
"upstream": "upstream host name"
}
i
"warnings": [

"node \"unattached standby host name\" (ID: unattached standby node ID) is not

attached to its upstream node \"upstream host name\" (ID: upstream node id)"

]

MREHHUHERAREGRE , ELASRENES. NRBBERABESRENKEBR  ATEESHE
BEEREFRHMHSESR WAL THRAEER , AEREEZREER.
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REE

REREPTEM , PostgreSQL EREMEAEARARLE (WAL, ERHHFEE WAL EREEATH
o, LWETERSNER, SoHHSERS WAL REHETRE. MRS R RELR
B, CEFLER WAL, BEZRAFARSH EEMIAREDE.

BRIR

1 HEHOSHER,

2 BREERELNSHEHRN,

BESR
FZRERETRANERTNSRREEREER.

BESEEEMRNIER SSH A&

EEEERE HA #HRER VMware Cloud Director BFHBIZE+ | postgres R EHEEER SSH &E
GBEHUEEREHE.

B

EEREHYH BHIER SSH BRER | VMware Cloud Director €887R localClusterHealth A
SSH_PROBLEM, HEBMRIEIEIBREMRE.,

AT LA VMware Cloud Director EREBEEBMFEA BN ERMR localclusterdealth , HATLAEIT /
nodes VMware Cloud Director EFI#E API, 728 VMware Cloud Director EFIHEE API SR X
%,

EHER SSH BENEEET N Y ZEETE EHIT /nodes APl B |, /nodes API LI TE :
localClusterHealth 4% SSH PROBLEM , localClusterFailover 4 INDETERMINATE, RifBEEIN
# INDETERMINATE , BR#IT /nodes API IWEFBESEAIEIR SSH ERFIHHEEH R 2 —. HHHR SSH
FEIREMNET R  HEIEARXW "failover" BIH I Y "details” /R : ssh failed.command: ssh

unreachable standby host IP /usr/bin/grep failover=manual /opt/vmware/

vpostgres/10/etc/repmgr.conf,

Bl MNRSHEEHIE SSH BIRE | 3 BE#EIT GET https: //primary host IP:5480/api/1.0.0/
nodes , Bl /nodes API AIgE=EE T 5IE .

"localClusterFailover": "INDETERMINATE",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
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applicable",
"status": "NOT APPLICABLE"

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream":

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {

"details": "On node running standby node ID (running standby host name) :

repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect timeout=2",

"failover": {

"details": "ssh failed. command: ssh unreachable standby host IP /usr/bin/

grep failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {

"details": "On node unreachable standby node ID

(unreachable standby host name): repmgrd = not running",
"status": "NOT RUNNING"

b
"id": unreachable standby node ID,

"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"
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] 4

"warnings": []

WRHFIT GET nttps://unreachable standby host IP:5480/api/1.0.0/nodes , HREIHMTZEE ,
Al 10ocalclusterrailover M localClusterState BRI ABEFRIERE, /nodes AP EEEELME |, i5H
unreachable_standby _host_name B xEBESEEHHWHEE,

f5lEN | /nodes API AIREESE R T HIE .

"localClusterFailover": "MANUAL",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr
connect timeout=2",
"failover": {
"details": "ssh failed. command: ssh primary host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {

"details": "On node primary node ID (primary host name): repmgrd
"status": "UNKNOWN"

n/a",

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "? running",

"upstream": ""

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
connect timeout=2",

"failover": {
"details": "ssh failed. command: ssh running standby host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = n/a",

"status": "UNKNOWN"

}l

"id": running standby node ID,

"location": "default",

"name": "running standby host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "STANDBY",
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"role": "standby",
"status": "? running",
"upstream": "primary host name"
by
{
"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "? primary host name"

1,

"warnings": [
"unable to connect to node \"primary host name\" (ID: primary node ID)",
"unable to connect to node \"running standby host name\" (ID:

running standby node ID)",

"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)'s upstream node \"primary host name\" (ID: primary node ID)",
"unable to determine if node \"unreachable standby host name\" (ID:
unreachable standby node ID) is attached to its upstream node \"primary host name\" (ID:

primary node ID)"

]

R&H

VMware Cloud Director # postgres &M SSH BEREE NFS LA EHBAREFEED, I8
PEGFREBLXEAEEHAEHARBETENEIE. IRERNEFHESBTZEME , B postgres £
EHK SSH BETBERSELBEN , IZHHELAFER SSH AFREHHSHE LHTHS.
VMware Cloud Director EFRAEEXNBEEBILINEE | 7 861E HA X T EREHIT,

RRF R
1 BREHRHZHAREFEESABEYETEE, F2RARTERESTAMESNERRE,
2 EBRBHITTHGS , B appliance-sync.timer R EAREEHR SSH BEMNETE E#IT.

systemctl status appliance-sync.timer
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Bl , L AUREEER

* appliance-sync.timer - Periodic check and sync of needed files for Cloud Appliance
functionality

Loaded: loaded (/lib/systemd/system/appliance-sync.timer; enabled; vendor preset:
enabled)

Active: active (waiting) since Sat 2020-09-05 23:22:49 UTC; 1 months 9 days ago

Warning: Journal has been rotated since unit was started. Log output is incomplete or
unavailable.

3 MR appliance-sync.timer REWMRETRZIERF , BRIT TS UEHME R,

systemctl start appliance-sync.timer

4 ZEFH00% , REMSEHA VMware Cloud Director BB R ENERREERI2HRIETA
HEALTHY , B\ /nodes API,

5 28R 8 ¥ VMware Cloud Director EF SRR BT R E#HEMR

B @mREXEMZ VMware Cloud Director ERSE B , BB REFREFHEERMNES

gl

MR vamicli ML EEER , B AERATEREETRERE,

BRTR

1 Wroot BEHEEEARMEM SSH B A VMware Cloud Director EREEBEF#E4&

2 EEZHEMNTEE.

m MR vamicli update --check kB , BEBEZE /opt/vmware/var/log/vami/

vami.log,

m MR vamicli update --install latest kM, BEEZE /opt/vmware/var/log/

vami/updatecli.logs

3 RETHE.
¥Z& VMware Cloud Director EH kB
#ZE VMware Cloud Director BRI B EHEF , $1T vamicli update --check S A BEE R,

Bi]:)

HIEHERXNERZ VMware Cloud Director BRA#ENRFHR , BAIEIT vamnicli update --
check MEUMEBEREEUHEH, vanicli update --check WS WHERARWERAK: THE
AURERRAIER. BEEARAE.

RE
EHFRUE R SRR IERE.
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BRI R
1 FEAERNEREHIT vanicli 8%,

vamicli update --repo file:/root/local-update-repo

2 BRITHIURERTEEN.

vamicli update --check

Z %t VMware Cloud Director B & 375 1k 8

Z# VMware Cloud Director B EEN R EHNE , 11T vamicli update --install latest
WL AR R,

G

HIEHREXNERZE VMware Cloud Director BERREBENREFHMRE , BRILMIT vanicli update --
install latest MLUEARHMNATABHER. vanicli update —-install latest WL AR
BRBYBRAK: HTEAZRGRERR

RE

E NFS RRBF[EEFIG , REREMER,

RRAE

1 WERHEMEZ /opt/vmware/vcloud-director/data/transfer B NFS Al fREE Al 1FEL,

2 BRBTa<SHUERTANEHEER.

vamicli update --install latest
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£ Linux L 2%, ARANEE
VMware Cloud Director

WA LAEBE - 2@ Linux AIRES %% VMware Cloud Director E &= %2 VMware Cloud
Director EA£EN —HZEMITEBERE L VMware Cloud Director FIIREEE 4, EREHBEHITHA
¥ VMware Cloud Director A8 | BiEE VAR EE R EEE,

ERAM Linux B VMware Cloud Director BREEEE /M BERIE , M VMware Cloud Director EFEE
AR# PostgreSQL EHRIE.

#Y VMware Cloud Director fARESE¥4H % , # VMware Cloud Director Z#E vSphere ERETE
&, HRPEREIR , VMware Cloud Director A LA NSX Data Center for vSphere, NSX-T Data
Center EIRFEAME .

FH#I|AE VMware Cloud Director Z# 85 | B VMware Cloud Director BMEEMER ELE | RE @R
8%, BEREM vSphere 2 BB EREZE.

# Linux EH9IEAE VMware Cloud Director Z#EBEZ VMware Cloud Director FEF& B |, [FEH
VMware Cloud Director 88 , W EREREZEALEFNARIERE.,

AEEWTHER
n ARSI

n  EHRHE VMware Cloud Director

s 7E Linux £&# VMware Cloud Director
s &% VMware Cloud Director %

m £ Linux EH#&K VMware Cloud Director

s F# VMware Cloud Director %

HRERE
vSphere £t VMware Cloud Director Wi . stEHEBKITE. EHKRZEN , FAETELEN
EH vSphere B VMware Cloud Director B8 , B2 — A7 X EWALE,

MRERERICRRFZEER , AINER LASHE  SEASNEAEREUARMAERENEDHSER. &
AER T FiE R R E T KER D AV AERE

n HYUESEEEERLFEAMN vCenter Server REHLE — 8 VMware Cloud Director 1741

3
e

HE

[
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s EEEFA B VMware Cloud Director Linux fAREZEDHFE (VMware Cloud Director MRASE:
) PRENRECEENFEETER,

n  HIREFEIE Linux 2% VMware Cloud Director , i858 & VMware Cloud Director E¥IEE , &I
£ Linux £ E VMware Cloud Director B 7MEE PostgreSQL &% & H frat

X5 %% VMware Cloud Director

£ Linux fAIPREE E &% VMware Cloud Director 28 , HBLEHBREE,

£ Linux £3%E VMware Cloud Director By ¥MEE PostgreSQL & ¥} E

VMware Cloud Director 7R EFEAERERBFLAEM. 7 Linux £Z% VMware Cloud
Director Bl , XBRFEFRE PostgreSQL EREHITERE , I VMware Cloud Director B EfE
AE|RE,

# PostgreSQL B ¥IEE VMware Cloud Director B A K , PostgreSQL EREEFSHCHRES
K.

B ARYENEANEREEBIEIUHE VMware Cloud Director 8. VMware Cloud Director #
SEEEMEM VMware EREAERELLE,

VMware Cloud Director X128 SSL E&ZE PostgreSQL BRI E., FHHHEKR R ER EESR T
HE L VMware Cloud Director Al fREFE 4% , BRI LUE PostgreSQL ERE LA SSL., F2K BF
HARESEZ B IMNE PostgreSQL BRI E F#ITHMAHRE,

#5 {Z Linux £# VMware Cloud Director fE M EERIE, VMware Cloud Director FEF % E
AR PostgreSQL BHIE.,

PHEEH

WEFBEZEN VMware Cloud Director EREN & , F2H (VMware EmEBMHHREK) .
BABHE PostgreSQL i . IESIBEEE,

BF

1 BREERERMRS.
BB 16 GB iiEf. 100 GB #FEM 4 8 CPU WE R ER RS EAR —MK VMware Cloud
Director fAfR=5840 .

2 HEEBEMRRRLEREXZEMN PostgreSQL AThR.

n  EREM sErVER ENCODING EAEAR utr-8, MRELZHERE , WIHKR TS ERERRSBIEER
GRrEAN RS  BISELIE.

» {#/ PostgreSQL initdb #% , # Lc_coLLaTE 8 1c_cTypE WERES en vs.uTF-8, i
i

initdb --locale=en US.UTF-8
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3 BUEREFRE.
'Fﬁﬂﬁ%%@.fz{i)ﬂ% vcloud,

create user vcloud;

4 BIUEBERBEHTEERISHEERERSE.
ERABELUTIABTNGS , BBR vcloud WEREFEREREERAENEREE.

create database vcloud owner vcloud;

5 BENEZBERCENEREERFE.
L;{Tﬁ%gﬂé}@ﬁ% vcloudpass *Eﬁ%ﬁﬁﬂ]ﬁ;ﬁﬁ% vcloud,

alter user vcloud password 'vcloudpass';

6 ARENEEEEBAENE.
UTHLRIE Login RERRARBNEREEE voloud.

alter role vcloud with login;

rESR

#3 VMware Cloud Director fAlRESE A% , B L PostgreSQL EREREATZTERE VMware
Cloud Director fF1EH SSL EE , WAET» ERESHUESRENEE. BFSREMNE PostgreSQL
BEREERITHAMARE,

£ Linux L% VMware Cloud Director Hy{E# [ REHEIFZE

FERBIEREEETLE. THEURRBRENBEMNTRHNEREER | B4 HEFE VMware Cloud
Director fARESE A PV FTE ARSEBAEZE NFS S HM L AR EHBRE.

ARB{BEFHAEANET — AR EMES S URERZRIE —EEZER . /opt/vmware/vcloud-director/
data/transfer, HENEEEZENAIXNERZE , €4F

» BEHEEH, LENTHATHEALBEFE BaxKE  SREFEFBRLENTRHAT. HEE
60 PENERERTAIBAEESHARER, BRNLERTERK, IAKFELREHE GB #
£,

n EIBBAAMACBAARRENESINEREESEALRTE. E/NPRMERBA RN E
BPNREETSLALRERE, IRAHERTNAREZIENBBANEE  BUURRHAERERE
FTEERREFTELMRELNZRE, SEBREENAPIIARBE OVF AN EREEEI R,

i ERARBRFENERELEAFARE-TIRENEE,
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HAREERE

B Linux BEBHELR NFS FRREEE Microsoft Windows Server ZEHMARF R . VMware vSAN &
LR NFS TheeZ | RMELARGER. £ vSAN 7.0 BItE , BALEA vSAN BRIRHIhEE | LUER
NFS 3.0 #1 NFS 4.1 BB EEL NFS A, WFEEE vSAN ERBRBHFHEN , F28 VMware
vSphere EmaBAXHFHH (BEE VMware vSAN) 18,

% E NFS ARSI ES

HBE NFS RBSEEHEMER , LUME VMware Cloud Director BESMSERE AL NFS BER Y E
BEEEEVE , I RZVEZFIESR, EHit , vcloud EFRAETURITEEEZIHKIEZE , T root EAET
DT RERTRIE,

s NFS @ARBHYEHFEMAARH VMware Cloud Director AIREBHATHNSERRERSHELHF
BFEINEANVNEEGENE AR, WINEETE veloud FAEBEREARBNE | ¥HRHZMN
BEEDER,

s NFS f@RES 4B AL FF VMware Cloud Director {AlfRES 84 F VS ERREE LK root ZRGIRF ¥ H A
NEEEENE AR, LIWEETEERMER vnwvare-ved-support IS BRESHFRIBIE | 8-

REEFEREMEREERERE., ZAUSHERANERE NFS EHARREH
no root squash EKT%EJH:%SJ?O

Linux NFS 1a] BR 28 &35

R Linux NFS R k28 BB R A vCDspace B B #4E5H VMware Cloud Director {al BR 28 B 45 1Y 28 2= 5
(ILEA /nfs/vCDspace) , EEEH I B & , AL ERREEEENZERS root:root M 750, AFFY
£ 5 vCD-Celll-IP, vCD-Cell2-IP fl vCD-Cell3-IP =B EFEN AN BETENSAFIRN S EZR
no_root_squash Bk, BYMAE /etc/exports BRPHETHT.

/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root squash)
/nfs/vCDspace vCD Cell2 IP Address(rw,sync,no_subtree check,no_root squash)
/nfs/vCDspace vCD Cell3 IP Address(rw,sync,no_subtree check,no_root squash)

EEHTH , BERES P ALRARENERNZBTEEER. DR NFS ARSERFEEENS
AHANERENFAE  AEEHARDTER sync BREABLEAAVEFHRERBRERL. EHERZ
R FE SR EEHARBPMER no_subtree check BIEAREAREM.

¥ VMware Cloud Director fAlfREEEFA PN EERRE , BAEE NFS RIARZER /etc/exports 18
RAEEHENEES |, UEAMP TS IBEMEL NFS HA., 7£ NFS @RS LY /etc/exports EBRE
TE8EE , AT exportfs -a LIE#HEL A NFS #£5,

32 E# VMware Cloud Director ZE AR EEFIRAFHNEZEEIE

EFH# VMware Cloud Director Al REZFFAERE , BB EARNVMARITLRERER , UHAK
VMware Cloud Director A REEFHANFERE. ATHERR K FEASSRETHRERRUARE
EHARERTFEVLE  URZERTEEER , BAMERTESEEENZENE. ARYEFEH root
FRAEMTARZEER  WRELEFHEHARBABTELERITHA , AILERR root FAE AL
EERTHRBERITARTERER, NREEEN root FRHESPMTHR , X EEZREERII T
root FREE S HTHWEMME |, Flin , 1A NFS #MEIMIBAIE M B 82,
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THIZHE VMware 2 &8
THEEZERUENAFREEN, EERIRE  SMNEATRHRIZE VMware D &8,

BRI LAMEA Linux rpm TR K VMware 2 €88 , 385 VMware Cloud Director ZEERNBNEE |
RAEMRE viware.com HEMEEBTHER. MREEITERHE VMware Cloud Director B E K =
ZHEAASHR  ISEZEIAPFETRSE. CHUUEHRRESARBFZITFHREZE , RE
FRAEREBNERETHERES AR,

#F3 THRALLEENTENEANREE, ETRERUREE AN RAREM, BREANBRESHRIBL
TENARREHEAMHARTER, ETERIBENEE,

EBF

1 BYBHSXHET VMware ERAALER.

2 MEAMBEZIER  #® http://packages.vmware.com/tools/keys B8 FEHAEH VMware A A #
Z\m ﬁﬁﬁo

3 BEREREFELERUMNBE.
4 HRE-—ELTENER K FATTIGSREAZR.

# rpm --import /key path/key name

key_path RREFLWHE .
key_name 2&BHER.

£ VMware Cloud Director £ M5 E NSX Data Center for vSphere

MR IEEE VMware Cloud Director Z# @A NSX Data Center for vSphere AR ER , IS ELRHE
FEEE NSX Data Center for vSphere i —#) NSX Manager B{TEBEZITEE S VMware
Cloud Director Z# Hh#yE{E vCenter Server #1171 A BA R .

NSX Manager B &7 NSX Data Center for vSphere T& /. tEHE VMware Cloud Director Ff1E
f VMware EmZEHEB N BRI EN , 28 (VMware EmEBMHEBR) , #uA nttp://
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. MERBEERVEBFEN , F2H
VMware Cloud Director B4 HREER

EE WEFEEHIT VMware Cloud Director W2 HZHERAEA., MREREAKBEHN VMware
Cloud Director &% , 5287 Linux EF & VMware Cloud Director,

DEFRM
H®ZREE vCenter Server ZAEIAFE R NSX Manager I A EF4,

EF
1 #4T NSX Manager EiREAHE BN L T /E,
HE2E (NSX R#EE/E) .
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2 BABFZEMN NSX Manager BIREAEE K IRRLEREPHEIEENRE.

3 BEZEMN NSX Manager EREAEBEHEITEEREN VMware Cloud Director R E
VMware Cloud Director B vCenter Server &&= £ REE: .

4 1EFEEEERY NSX Manager $IfTEEFRE VXLAN X,

VMware Cloud Director @ VXLAN FREE , UREHMARERGREMEE VDC, MRREME
B NSX Manager 8% E VXLAN X8 |, BIIR#E VDC SR HEREERR , LFEXEEITR
FANMERERE  WAEHERME VDC HES ., MEBBKE VXLAN SENFHMAEHN , F28
(NSX EE#Em) .

5 (EEM) NREEERGTH Edge BEBERMEDHKE |, FFRE NSX Controller #5%,
B2 (NSX BEIE®E) .

£ VMware Cloud Director ZE M%< NSX-T Data Center

WRBAEE VMware Cloud Director R FEAME NSX-T Data Center WRKER , KEARRELHRTE
NSX-T Data Center,

EE EERTE NSX-T Data Center MM T A , FAEABLHERRA Ul AREES{E Ul MHHENRA
API, MNEFHMME , F28 NSX-T Data Center EEIERE A NSX-T Manager &,

WEHFB VMware Cloud Director M E At VMware ERZEHEBMNEHEN , F28 (VMware Em
EEMHER) .

WMEMEKRERNEBED , 528 VMware Cloud Director BIAEIRHERETER

W FEEHIT VMware Cloud Director WEHZERKEAEA ., REREAFEEH VMware Cloud
Director Z# , 2R Linux EH & VMware Cloud Director,

PEFRMY
B 1T23& NSX-T Data Center,

BF
1 EBMRE NSX-T Manager [EREREE,
MEAB NSX-T Manager SBEMFMAEN , E2H NSX-T Data Center R#IEE.
2 RELHARFIREVERES.
NEEFZVEHEISNFMEN , F2H NSX-T Data Center ZEKIEF,
mE
3 IEMRE Edge HIER Edge 5.
WMFEBBE NSX Edge WFHAER , 7526 NSX-T Data Center REEER.

4 T ESX| THEMEE.
MEERRESEETHERHEMNFMEN , 3528 NSX-T Data Center T 15/,
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5 EVEOERE,
MEEBENE O BHNFHMEN , 528 NSX-T Data Center B2,

BESE
284 VMware Cloud Director 2% , &AL :
1 MEIEMNERE S NSX-T Manager #1T{EE.

mEFEZEE NSX-T Manager HITERIMEREE , 528 (VMware Cloud Director Service
Provider Admin Portal 5 ) .

2 B NSX-T Data Center BHEHZENRAEERE.
WMEFBEI A NSX-T Data Center EHEHXZBENFEREERNFMENR , F28 (VMware Cloud

Director Service Provider Admin Portal 8 ) .
3 EAFEOEREBMAINTHEK,

MEBMIFIEHE NSX-T Data Center 5 O BEBEK Has X BN FEBWFHMENR , F2E
{VMware Cloud Director Service Provider Admin Portal ¥/ ) .

£ Linux £ %8 VMware Cloud Director

B LUEBE —HZ @ Linux AIRES L &% VMware Cloud Director BB 37 VMware Cloud
Director fAIfREEEI4E ., ZHRIREF—FERAKERSEY —ELEE  SREASEDERERTHAN
Hi &,

WEFEBERANEZHZEEX NMREREARBEMN VMware Cloud Director Z# | 287 Linux
EFHE VMware Cloud Director

EE FXERR—ERRIFBEATH Linux 1 VMware Cloud Director EFI R BB LIRS &%
VMware Cloud Director,

#10.1 WxBAtE , BRASIREE FABA T LER VMware Cloud Director API 3Rl 5 82 & i 7] BR 28 #9322
B, M SSL EHRRBBEPRIFARBFS 2EB. BEHRE VMware Cloud Director BREER , 75
A VMware Cloud Director AP| E{TEZRARNABAREHLBLESNABEHRNBTHEE, B
VMware Cloud Director ZHEHAH 2% , AR EABAREEE VMware Cloud Director F1FEUE Z Bl
REHHEE. FL2RERTEUAERTHEE.

DB
n ERERBEEHAENEERRSEFTEE 2 E VMware Cloud Director TEEE R EHEBER,

» BROCHAARSBHEAZEEARSBNESERIEEL SSLERE, SSL BEREEBINAEESL4ET
HEFAEAEEN. ERRSFEANTERELERHEANSRRACTERTAIBILEZERER |, f
W /tmp/certificates.ks. wZEA Linux £B VMware Cloud Director 83 SSL B&E 2 #i.

s ERDEEHE VMware Cloud Director Al RZEE M FTE B E MRS AR AT LAFZEHY NFS sRE b A
HEMEE. B2 Linux -4 VMware Cloud Director W{EH RIREHERE.
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. BEREEEI VMware Cloud Director EXE , BEZERERNEHBEATNAEAREER., F28%E
Linux £ E VMware Cloud Director By ZMEB PostgreSQL Bl E., R EHERREEMBKESE
PERKESEE.

n  #RRFTE VMware Cloud Director fRIfRES . BERIERPARES. FTE vCenter Server Z& FMABRIEH
NSX Manager $1T1E 8 o] LAk B VMware Cloud Director BI48RAREE R il iR 4T B E P W S 18
FHERE,

n  TEFRFIE VMware Cloud Director fAfREFHER EMRFEACHEAKGERARBIREALSL , 2Z=FH
T VMware Cloud Director RY4ERE4HREER

. WREFEIR LDAP REEAFAEREEE , FERXZBRBREHEEME VMware Cloud Director
A AR 217 EN.

s ARG RABEFE | FAUAKETEHERM R, EEE 443 £ VMware Cloud Director B
vCenter Server Z#%: % E A RUREE .

BF

1 EARSEEANSE—ERE LEZ%E VMware Cloud Director B
EEFRE | WERLREGHR , BUUBKRESE —@BZ Linux ARES LT VMware Cloud
Director Z# R LY VMware Cloud Director {alRESEE4H

2 &% Linux £ VMware Cloud Director B MEE SSL BH
VMware Cloud Director £/ SSL #x:# f FinE R RS 2 BEMNZ 2. 88 VMware Cloud
Director AREFMNEZ ERMETER SSL wE , DBIEN HTTPS #EIZEA& Proxy BEifl.

3 REPKEEREES

EARBAANE —ERKE L RHE VMware Cloud Director # , BN BEHITHAREIE S |, LUstH I
HBERBRIAREERNEES HESHERY —BARERE K EXREARSFANEMRERFSE
{5 F I B FEAE

4 EABRBANEMEE EZ%E VMware Cloud Director
BRI LABE R FTE MR 22 £ VMware Cloud Director fRIBRESEEAH . HHARIAR S BE4H 1Y BT A {r] AR 85 4B

HALDMENENEESHFASHREE , ALK EAFEHARERANE—BARERFEYNOE
ﬁo
BIEBELSR
FRARBEREEIAN system-setup < , IEARGEE SRS EEBEMNRNBICRAKRSZFANE
BE, F28 &E VMware Cloud Director £ .

ERIREFHANE —EKE L2 VMware Cloud Director {5

EBFIRE  UERLREEHE , BOLIRKBES —E B Linux [AREE LEHIT VMware Cloud Director
Z#EEXLUE T VMware Cloud Director {aIRESE 4 .
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VMware Cloud Director for Linux AU # BN THTREE X REM , BBHEA vmware-vcloud-
director-distribution-v FRX. v.v-nnnnnn.bin X , P v v RRERRE , nnnnnn KX
HERHS . B vmware-vcloud-director-distribution-8.10.0-3698331.bin, FITILATH
TERAZESRAK VMware Cloud Director,

VMware Cloud Director ZHE B S5RE B ERARSBEETSMEL AL RES, , YEE LZHE VMware
Cloud Director #X8&

DEFS

n BRRBRLEETAEBEMRRIMN Superuser BE.

n NMRABVEZLBEARIZEERNENEE  FEERARBLTHALRE VMware RRSH. R
ERIREERNEUEE  AEXRPBTETERAREE. F2RTHALRZE VMware 2AE

BF

1 LURERAESSEABRRARSE.

2 BEREERTHEEEMRMR:S.
MREREER ENEHE  BFEEEREN B EARIBTAFRNNLE,

3 BETHNANREBRESFESTREDLAMNBNRER.

MD5 K& SHA1 BNBEBNESEAGETHEE L, FHEAEENIE  BECTENTHERZNE
MREBESFETHEA LBETIHWANRER, THHEXM Linux L RER /nstallation-file HI 48
MBERE,

[root@celll /tmp]# mdS5sum installation-file
hon<EEEXEARFETHER LN MDS ANREBHNZEERETRERS.
4 BELTEERTUHMIT,

ZERBREERTER, TERTTEALER  FHBEEES. Shell RARBESE , YHITTH
Linux 8% , B /nstallation-file & VMware Cloud Director REEENTERTEEZRE,

[root@celll /tmpl# chmod u+x installation-file
5 HITRERER
EEPITREER  FRAHTERKEHE , flw .
[root@celll /tmpl# ./installation-file

HERBEZRESTHRABRK RPM Ef.

i BEERECEBASEMNERFTINBERATREER.
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WMRKREEHEMRSE LZE VMware 2H€8  ZEBXESERTIBINES ;

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£fd4949

ZEBAEFRT THBE,
a BAIRH/EHEER.
b BRREBRNBUEE.
¢ B vcloud EREBEMEA,
d fRE#% VMware Cloud Director RPM &,
e REERE.
RETHR , ERAGRTENTAREST , RREMBRENEER.
6 ENEEUTHRLESHE.
a EECOHEXNFRTHARESE , FRA y LI Enter &,
b EHAZEDHEXNBBEXTHTHEESE , B8 A n IR Enter

$H¥ Linux B VMware Cloud Director M FIEHE SSL B

VMware Cloud Director £ SSL R Fim B (A ke 2 BB Z 2. S8 VMware Cloud Director
ARBESEZERMBETEN SSL %%, 2BIAR HTTPS MEE A Proxy B,

BEBGTULTEN P i, L TNEEEMETHESSNE— P Ui, SERESEELEBN
SSLEE. ATUSHEMERLERARNNEER SN EAEAZTEE.

A Linux £# VMware Cloud Director 33 SSL B&E 28

REBFAMN Linux B VMware Cloud Director B |, S84 BARBRERANSEKERLIMERE , RE
BELREEATKSBEERESD,

B BHEAEE Linux E&% VMware Cloud Director # , A BABBEHAREEZ Y BE. VMware
Cloud Director EF R ESE X FAMPBEILBREBN SSL BFE.

BF
1 Bl root % & A VMware Cloud Director fAlfR28.
2 BIHEIMRERAY 1P fiut.
AW ifconfig FMTRESILAMRIIMN 1P it
3 HREME P i, BT T IS UREL P it BEN TEAEH B (FQDN),

nslookup ip-address
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4 FTTEME P {ukEMEEN FOQDN, MRRESHRERSFERE— P it |, FEREEHE 1P it
AR HTTPS IR , #SWME 1P st AR EIES Proxy BRI,

BIBEBAERM FQDN , MREMAKR R EREEFFSERM P i, B8 FAFE P it E
{EM FQDN , EANMREEREBLSTBAEE , M4 ERM FQDN,

BIEBLSE

AMEREELEE. SUAFEAHSEREEEKE CA XENEXUREREERE,

#F CAEBHNEERGESHESHNERE.

s MEEIMEA CAZEEBH SSL BENHEBEEN , 5285 Linux £ VMware Cloud Director &
M CAEBH SSL BRERHFEEREE.

n MEEVEBREE SSLBRIFWMHEBEN , 284 Linux A VMware Cloud Director 3 B &%
21 SSL B,

s NEEAZLBCHAZSEBN CAZBHEIEEENHEBEEN , 5285 Linux £H VMware Cloud
Director EYBEEEALZ SR CA BEN SSL BESBEFE.
A Linux £# VMware Cloud Director Y B RZFZM SSL BFE

EREEENEBET K BRFBERVRME—FESAEFERNNFXRKSE VMware Cloud Director & E
SSL,

18 VMware Cloud Director fARESE8ER JCEKS £BHFEREEZDLEMME SSL B , —EAR
HTTPS BR# , 2 —EBIAREIES Proxy IR,

WA LAE cell-management-tool B BHREZBMN SSL BE, EHTHRBREREA I RITRERER
2% , cell-management-tool ngﬁgfaéﬁﬁﬁ%to %%Eﬁ&ﬁﬂﬁ%%ﬁ%ﬂﬂ@%—1ﬁiéti‘ii€
VMware Cloud Director Eigg,

EE EEFEMEE 2048 UTHEB A/  EREEELATLHLZENTEZER  REABREBENSE X
/N, 1REE NIST 43F) 800-131A , MR 1024 U T B KN BZRIXIE,

EF

1 Blroot BN EHEBRARMEH SSH AFHZE A VMware Cloud Director RIIRESMIEE R A,

2 HITHS, BHTTPS RRIEMEES Proxy RIEEL XA MAZRSBAY .

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
certificates.ks -w passwd

WHESEE certificates. ks BYHEHRIES passwd HNEBREE, cell-management-tool
FATSHERBERLRRE. GREN DNSHREME , BEE CN SREASHERBEN P it
FQDN, BLBREBEATFERN 2048 U RRE , Y EEVEZ —FEH,

EE RBHEFEERREFEFEE S4B THER#E vcloud.vcloud FEHL, VMware Cloud Director
THREXNSEIWFEAEMNEAE,
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BESB
STeRECEREEE. SEMITARLIESTEREY VMware Cloud Director iR B 488 M E B EE
B EERHSBRHTERCEE. SoESTRAKEENEES.

5 Linux E# VMware Cloud Director Y CA ZHEH SSL BEELREHERE

BYEEA CAEENBREA SSL BARMTESERNGE , YABRREESREREBANERR
%O

18 VMware Cloud Director A RS EPEEMME SSL B , TeeBARAFRERARSZEMRE2BER. &
f& VMware Cloud Director fAlfRz§ %A EMETREH SSL imE , 2BIAMR HTTPS MEEE Proxy &
o

ERMERMTURTEN IP i, B AR EEMEFEERENE— 1P iu. SERMHOFTELEE
By SSL B . SR LUHEMBERMEAERNEE , flU , EAERAFTERE.

MER A BE E S AEE X.500 P#EIBREM X.509 ERBIBEM,
ZBALUERREERRRERE CA ZENEBIRAREREZRE.

BAILAER cell-management-tool B BERHEEN SSL BE . ERTAEBREEX ZAIRATREHEER
2?& , cell-management-tool ’Aﬁﬁfiiﬁéi‘i%@&ﬁﬁ*ﬁto %%Bﬁﬁﬁﬁﬁ%ﬁﬁﬁﬁﬂg%_1ﬁiét§§
VMware Cloud Director Bi2&

MBEZEERARLRZSEBMN CA ZBNEBER , HKEA Linux £ VMware Cloud Director X8
EEEALZESREBN CAREN SSL BESBHEEDAANEFETIRE,

EE ZELHEHIEE 2048 UTHEBA/)  EREEELATHZENZEZER , ACBEREFEN SR/ K
AN, AREE NIST 437 800-131A , MR 1024 U T B AN T BZEIXE,
NEEYS

n ERIALEREFEINE RS Java Runtime Environment 8 SEHTHRANE I , UMEMEH keytool %
REARBFE. VMware Cloud Director RERRNE# keytool HWEARER /opt/vmware/vcloud-
director/jre/bin/keytool , BEREBAILAEFEME ZEE Java Runtime Environment BV E S L #,
THERF., TXENBEMEMKRZ keytool FIBMHEBHEE VMware Cloud Director ¥ H
A, BERSHEFIRR keytool EMNAEREREH,

n  BITEE keytool ¥,

n WMEBE generate-certs MY ZAABRENEZSHFMAER , F2H A HTTPS MEEZES Proxy mE
ELXBREERE.

n WIFEBAR certificates WIS ZAAREBENESHMAER , F2HE B HTTPS FMEEE Proxy mE
HRE

EF
1 Llroot HHEEBRADMFER SSH AFHE A VMware Cloud Director {ARESEERNIEEZ RS,
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2 HITHES, BHTTPS RRIEMEES Proxy RIEEL XA MAZ SR Y .

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
certificates.ks -w keystore password

WHESEE certificates. ks BIREHEAGREZBHNESRHEEE, CEATSHERBERILE
&, RRIBEWN DNS HEME , #HBE CN SREATEBRBEH IP L=k FQDN, EREEAFERDN
2048 (U TEHRERE  WHEEE—FRH.

EE 2BHEFEERREFEFEESM4ATHER#E vcloud.vecloud 3EHL, VMware Cloud Director
ZHREXNSEI W FERAEMEA,
3 A HTTPS REFMEES Proxy REZILBEHREER,

EE MREEEE HTTPS REMEEE Proxy REEATREMN IP fust , BETHHSHAREIHES
B Pk,

a =& http.csr BRIBIRHBHEBER,

keytool -keystore certificates.ks -storetype PKCS12 -storepass keystore password
-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,1ip:10.100.101.10"

b 1E consoleproxy.csr ERPBIBEFRBER,

keytool -keystore certificates.ks -storetype PKCS12 -storepass keystore password
-certreq -alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

4 EBEABEEBERIICHNBIRRERE,
MRENBEREEVERCEETPERARIEE , FEM Jakarta Tomcat,
{8 CA HERE.
5 KEHEBBEEA PKCSR2 £RREFE.
a HBIEBREBMBIRBER root.cer BREAE certificates.ks ERMBEFERERP.

keytool -import -storetype PKCS12 -storepass keystore password -keystore

certificates.ks -alias root -file root certificate file

b WMRWETHERE , FEHER intermediate.cer BEE AR certificates.ks BT
EBERTF.

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias intermediate -file intermediate certificate file
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c EAHTTPS REEHE.

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias http -file http certificate file

d EAZEEA Proxy RIEEE.

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias consoleproxy -file console proxy certificate file

WS ERAFEEHN CA BBNBREMAREE certificates. ks BR
6 FEERIABITRECEAZ PKCSR £BRBERE , FHTHSLIHEBHEERENAS,

keytool -storetype PKCS12 -storepass keystore password -keystore certificates.ks -list

7 YRR EMETMETE VMware Cloud Director fRIREEEE IR,

BIEBESR

n WRBEREE VMware Cloud Director #I1T{EEE , F#IT configure BSH , KRR ESBHEFE
A Z VMware Cloud Director, :52RRERKEEREES,

BT WMREBEIM certificates.ks keystore BRFIEEKERELE TRA I ZHMEMEE P
WEBEMNFERRETRE , FLEEZ keystore BREHEZMAREE. MTHRIESER , BFER
1/\“/(%&%1%#&%@%%0

s MBERELZHEIWFRE VMware Cloud Director #1T{EE K FERAREEREEIAM certificates
WLTEARESRHETE. FH2H B HTTPS FMEIEE Proxy mEMEHE.

A Linux £# VMware Cloud Director EV HECEALZLIBM CA B SSL R
BEWETE

MBRELEECHAZRSRMN CA ZBNEREER | KHETE VMware Cloud Director BEEFEAERHFEEE
ZH, BYAREA HTTPS MEHEA Proxy RENBENILZLRBNSRHEERESR

PEEY

n F2EA Linux LB VMware Cloud Director 3 SSL BHE 280,

n EERLEEENERE Java Runtime Environment 8 RETIRAMNER , LLEMEM keytool B85
REABFE. VMware Cloud Director RERRNE# keytool WEARER /opt/vmware/vcloud-
dlrector/j re/bin/keytool , BRETLEFEME LS Java Runtime Environment B E Bl £ 3

THERRF, TXEINAFEMEMRIEZ keytool FIEMHEEE VMware Cloud Director £ Ef#
B, BEamSHEHRR keytool BNRERAEREF,

. BITEE keytool BT,
m  FEIEHE OpenSSL,

n WFEBR certificates WS ZAAREBENESHMAER , FF2HE B HTTPS FMEEE Proxy imEh
HBE .
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B
1 MREFHEBE  FRTHS SR CARBNERETABIASE L YEYBRES,

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt

2 f{Ef OpenSSL & HTTPS ME#EA Proxy REZLEAEAZ SR, BRELENEERNZNPE
PKCS2 ¢ BAEAFERER , TASEESRRAFTEEREECEH.

a AHTTPS RBEIEHBRBEFEER

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http

-passout pass:keystore password -out http.pl2 -chain

b AEESE Proxy BRI SBREFEER

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pl2 -chain

3 M keytool #5 PKCS12 £MREFEEAZE certificate.ks ERMRAFE.
a HITWSUEA HTTPS IRIEH PKCS12 ERBFE.

keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks
—-deststoretype PKCS1l2 -srckeystore http.pl2 -srcstoretype PKCS1l2 -srcstorepass

keystore password

b #MITHSUEATES Proxy RIEM PKCS12 £BHEERE,

keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks
—-deststoretype PKCS12 -srckeystore consoleproxy.pl2 -srcstoretype PKCS12 -srcstorepass

keystore password

4 EFERABERGCEAZTRATE  FITHSUIHERBFEERNAR.

keytool -storetype PKCS12 -storepass keystore password -keystore certificates.ks -list

5 HIBEBHRWETE VMware Cloud Director R EELRERF.

BIEBLSE
n MRBERFRE VMware Cloud Director BTIEEE , BT confiqure IESTE , BEESRHEFE
A Z VMware Cloud Director, 52 R ERKEEREES,

BT WMREBEIM certificates.ks ERHEEREMEESKEEAEE TEH IS EEERE 1P L
WEBWERRSTE  BSZeREEFEERERNIZMAMREE. HTHRESER , RFEREZ
CREFERTER,

s MBRERELZHEIWIRE VMware Cloud Director #1TERE K FERAREEEREEIAN certificates
BLEAREFSHRFATE. F2E B HTTPS MEE A Proxy WMEHIRE.
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REMEEAENEER

ERARBBANE —EHRE L R%E VMware Cloud Director # , BN BERITHEEIEST | I H K EER
BUAREENESZR. WESHEEL —EARERE , BERKREMRIREEEFAAEMNE MK S R4 AE A LE E
EO

VMware Cloud Director AfRBRFHANMAKEEHAENEEGNEMARFAER . & VMware
Cloud Director AR EFHANE —ERE LATARESHR , ZESHREEY—EADEE , ZERER
BENEESREMUHRARARSBIREER.

BUNEESEAFEHEAFHTARESH. BREDHRAR  FRTRERENGS , BESHER
REBMARBENREER. HREDER  TEACAGSRREMREEN.
MREBEEAEREMBEFEERE (AR HTTPS RBMEEZSE Proxy IR#) ME— IP it , BIXEE
BBEA THTHARESHE.

B RENEEIAGSTARSEYRRENARRENEEGHFAERN TS, FRELETHS

HHNESFSEASHALEENCERE, NEERCAREEEEIANEN K F2HAE S E FEREET

AgE,

AE

n HREBHRNAL  FRE EadEsE,

n HRABBAR  FRN agdEsE

. HITEBARLZH , BRAREEE veroup nove WERBRARE VMware Cloud Director FifE
BN TEREREE. WEBEA /opt/vmware/vcloud-director,

BrF

1 LURERAESF 2D EA VMware Cloud Director falBRES .

2 #T configure W% :

« HREHER  BRAHS  BEHRETBEAFEOER.

/opt/vmware/vcloud-director/bin/configure
» HREDERX K FRTRAEREMNSIBENGS.

/opt/vmware/vcloud-director/bin/configure options -unattended

ELRERTEN , A&
a RILERELSARFERLER,

b F&’~ VMware Cloud Director R B % 0] AR E S ZE VMware Cloud Director [RERBEMN
URL,

c XE VMware Cloud Director 174
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3 (EEM) 2T VMware Cloud Director BERFE URL , YM# A y BUB(E VMware Cloud Director
BR# .

WA LUREFEBBHIT service vmware-ved start S HEBRE R,

mR

ENEEREMEAMAERENBRENITEEEANERNBREELFARREL /opt /vmware/
vcloud-director/etc/responses.properties HWEIERZER, HEREBERZEN , EEHFILRER
SR FRSEFEARSERE.

BESR

HOEENELARFERE2NMUE. RECHER , IRTELCREDELENNUE. RHOERK , B
REBNARBREXMALT,

MBEH B ARBFLEARERA , FASUAMRBEERIED /opt/vmvare/veloud-
director/data/transfer,

EEXARSE

EEDRKATT contigure HEHN , BIESHRRTLWATIER,

ERETHRE , MR Enter .

® 41 ERAMBREREREHMAEOEN

DERM 3ER
HTTPS BRIHY IP {zuk FERABE—ETAN IP ik,
FIEE Proxy BRIEH 1P ik FARAE—ERTAN IP it

A NREEECHAERERRERE (AR
HTTPS BRIEM A Proxy IRTS) ME— IP fudl ,
A BAEEBHER THTHREESE.

Java R EEERNTEERL B3 /opt/keystore/certificates.ks,

SREFENERE FZ2E A Linux L# VMware Cloud Director #31
SSL BEZHl,

HTTPS SSL BENFZESRET #2385 Linux £ VMware Cloud Director #32
SSL BEZHl.

FA Proxy SSL BENALZRSRZRE EZ2EA Linux E# VMware Cloud Director #31
SSL B2,

BARREZEHEE Syslog £ 18 VMware Cloud Director & H i RE & i

#%: B 5282 VMware Cloud Director E¥HE |, 7
90 X% ZIH, RELERBEZAEINNKER , FRE
VMware Cloud Director fR# i 2 E %X 2
syslog 2 ARR (NEREZEZE VMware Cloud
Director E¥IE).

m EEMB , FHiE Enter 8.

m EERA , B8 A Syslog EHEER IP {uit,
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®4-1. EBABARRENEREDBATNEN (&)

HEEM
MREMAEIREKS , AIFEE Syslog EHE UDP iR

ERERRFNWEHEBR Pzt
EREERE

EREEHE

ENEREREES

ERERT

AT ZE VMware & F LB BUERTE] (CEIP)

BBHES2E

L
AR A 514,

HITEREN AR,
FERR A 5432,
8 A vcloud,

ESBE Linux £E3RE VMware Cloud Director #J
JMER PostgreSQL EHRIE .,

HZ B Linux £5]E VMware Cloud Director #Y
SMER PostgreSQL BE¥IE,

HEMBE VMware & FERBGESTEI ([ CEIP ),
BRIEB CEIP WEMNER IR VMware EAEBELE
Bz ABRNFAENHENEEERIAL , #uLR
http://www.vmware.com/trustvmware/
ceip.html, BRI ERARFREE T ABERMASRR
HItERK VMware CEIP, E2H%E 5 E HEKE
BIAZE,

BEMALGE  F@Ay.

MREFBSE VMware CEIP 58| , FHA n.

EEBEKXTHIT configure BLHEF , BAMUERSIHFRERETENERBENSH.

®4-2. AERLAARKXBEMNSIH
g

--help(-h)

--config-file (-c)

--console-proxy-ip (-cons)

—--console-proxy-port-https

--database-ssl

VMware, Inc.

B8

AN

global.properties

ERHOBE

IPv4 il | BRI
AEEM

0-65535 FE RN EE

true B false

LG
BNARRENS BNEE

SERTHEHELN AR RRENER
EBRFELERD . nREHKILE
1, AIFERNEAR /opt/vmware/
vcloud-director/etc/

global.properties,

AEgB i AR VMware
Cloud Director 12 & Proxy R
#%. Bl 70.77.118.159,

AR VMware Cloud Director 1%
A Proxy BRISHEZERE.

BRI PostgreSQL BRIERE
BEZEH VMware Cloud Director
EITHEEEMN SSLER,
MRIBE PostgreSQL BRI ER
EAFEAEBRESRERILBEE ,
BB BTEINEB PostgreSQL BFRIE
LEITHMAERE,
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*®4-2. ARAREABENSIB &)

BR

--database-host(-dbhost)

--database-name (-dbname)

--database-password (-dbpassword)

--database-port (-dbport)

--database-type (-dbtype)

--database-user (-dbuser)

--enable-ceip

--uuid (-g)

--primary-ip (-ip)

--primary-port-http

--primary-port-https

--keystore (-k)

VMware, Inc.

L

VMware Cloud
Director & ¥ EE#H
IP it sk SRR 415 2 7B

ERERBEE

EREFRAENSE.
T RAA Null,

ENERBEENEE
s E R Y R SRS

ENERE. XENE

A postgres,

ENEERAENERE
EH.

true B} false

F::

IPv4 {7l |, BEHERES

0 % 65535 #EAMNE
£

0-65535 HIE RN

BE SSL BRNLES
8K Java SBFHEFER
it

MR

E2B7E Linux EBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

E2B7E Linux EBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

E2B7E Linux EBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

E2B7E Linux LBE VMware
Cloud Director K SMEB
PostgreSQL BRI E .,

BEM, ENERERKERR
postgres. WBETE Linux £RE
VMware Cloud Director By sMEp
PostgreSQL BE#E,

ESEBE Linux E3RE VMware
Cloud Director B 5MB
PostgreSQL BRI,

WERSBE VMware FFERIGE
&T8I ([ CEIP )., BAMEB CEIP I
ENERLR VMware FRELSE
Rz ARNFAENENEEERE
Ay, @A http://
www.vmware.com/trustvmware/
ceip.html, EBAIERFEREE
TEBERMARERLLERD
VMware CEIP, #F2R% 5 & &7F
BEEIASE,

AREFREENOME— BB

RSB AR VMware
Cloud Director Web /M HE R . I
i, 70.17.118.159,

A EL VMware Cloud Director
Web NMEBRHFEL HTTP (TZ2)
ERNEZRRG

AR EE VMware Cloud Director
Web NMEBRBEEL HTTPS (£2)
ERNEZRRE
PERTEREEE. Flm /opt/

keystore/certificates. ks,
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®4-2. AEAABRXERNSIE &)
BE L L7

--syslog-host (-loghost) Syslog AR E#EY IP S8 VMware Cloud Director f#7F
it ERAE AR BN REE B EREE

VMware Cloud Director &I |
W 90 REEIH, BELEREZA
BRIER , FBRE VMware
Cloud Director BR#&# &% 2 &
%3 syslog ARARRX(NERER
Z| VMware Cloud Director &#¥}
E).

--syslog-port (-logport) 0-65535 EEANEE syslog BFFIEEEE  LWEZRE
FEREENRRR. EREE , A
AR A 514,

--response-file (-r) B ERE R VERTERTEE, EXRIEE, A
R A /opt/vmware/vcloud-
director/etc/
responses.properties, BEH
TRERRUENFIEEASERER
IeiERP,

EE WERGSREENR, T8
BRARFIAREFHAREEAE,
BERRBEFEZENME  BER

FENTIRMEEA,
--unattended-installation (-unattended) Fiiid BEEBRE,
--keystore-password (-w) SSL BREEBHREFER SSL BEESBHETERE.

{3

6. BEEWMME P BEBAR

THEFRSHEEEMERE IP it (AR HTTPS IRIEMEESE Proxy RIE) B VMware Cloud
Director fAIfREZEN1T B B)AHRE

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-
ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10
-unattended
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i . EFE— IP (Uit BEERE

THgEHGSHEREEE— P Uit (EEMEREE , 2BIAR HTTPS RREFMEZES Proxy BRI B9
VMware Cloud Director fAlfREEHIT B B4HAE,

[root@celll /opt/vmware/vcloud-director/

binl# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresql-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended

RENEREHEEE

¥% — {8 VMware Cloud Director RFERENABERENEEFFHAENERFELEET . LERS
ERBEN  EEMEARSBIARFEHARKEEEAD. CELERERREFERENNE.

CEEREVESE—EERELRN /opt/vmware/vecloud-director/etc/responses.properties ,
HERERBRERNEESR, FTEFZAREEHAR  SXLEFHOEENER  DIRHEAERAKRIEL
ARARESE,

EE REREEIAGCESTARSEYREENHEBRRERNEESFAENNFRS. FRAEBETAME
WEEEFASFHARENDEE BALEFERAETAAEREEENG<H , FEAREREESFE (L
M /opt/vmware/vcloud-director/etc/responses.properties) WHAIE A,

BF

1 REDEE.

BERNERNREERZZNNE. RFITHEFR , IREEKCHHZZ2NUE, AOERK R
REBLARRKREEANT.

2 EEFEREEE.
a BERESRECEAERENAR[ITAFTHHLE.

#Ha BUASERRE X% VMware Cloud Director #if8#% , A TN EEFEARERERRE
B CEEREEBINFAEESSATHERE veloud. veloud BEL , MBLEHIFT R,

[root@celll /tmp]# 1ls -1 responses.properties

S s = 1 vcloud vcloud 418 Jun 8 13:42 responses.properties

RERASEVIEAENRTA,
b A -r BRI EEEEERSEBRATARESRH.
DRERESGSBEA , RREZES . Shell ARKMERE , RAR@A

[root@celll /tmpl# /opt/vmware/vcloud-director/bin/configure -r /path-to-response-file

BESR
REHMMAMRE 2% , FRBREZARRECMHEEEEL,
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ERRESEFHANEMEE 23 VMware Cloud Director

& LABERS ST @ ARES £ VMware Cloud Director fARZSEI4AE ., RN FIRSZEA T TE [IRESE KA

MENEREERFAENRRE , AHELXACAREREANE —ERERFAELNDERE.

EE TXEER—BERRSIEAPH Linux M1 VMware Cloud Director EREERE L RERHE
VMware Cloud Director,
B
n BRETUENRELARFFANE - ERERFEINOEE, F2RREAREENEER.
n  #EFRTE VMware Cloud Director fAllRZZEAMNE —BRE LMET HAERHBEFEEE /opt/
vmware/vcloud-director/data/transfer,
BF
1 DRERAESSEABERRS.
2 BRERBRTHRZEBEMRR:SR.
NMREREERBLNHE  BFRREERERI B RARSIIUAFINNVE.
3 BWEREERTUHT.

ZERREERTER, EERTETEEIER , FHBEES . Shell RARBIARE , IHIT T
Linux 5% , B jnstallation-file & VMware Cloud Director ZREEN TEREELE.

[root@celll /tmpl# chmod u+x installation-file
4 HITREER.
BERTREER SR AHETERTESE , flw:
[root@celll /tmpl# ./installation-file
HEREEZREESBRARN RPM EH4,
AR BERERCEBASEMNERFINERATIRER,
MRKREBERRSE LLE VMware A€  REBXNESETRTIRANES .
warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949
ZEREAGHTTIEE.
a WRIRBEMBEER.
b BRLTEERNBUEER.
¢ Y vcloud Em%*uﬁ%ﬁo

d fRE# VMware Cloud Director RPM B4,
e ZTHEHE,

VMware, Inc.

143



VMware Cloud Director &g, HREMFHRIERE

RETHRE , ZEEAGRTENTARESE , RIEABRRENEER.,
5 WA niiREnter 8, ERMTHRIESH.
AU REBRECEEMATA , RATHEESHE.
6 BHAEBRFEMES /opt/vnware/vcloud-director/data/transfer,
AAREEFFAE TN FTE VMware Cloud Director il FR 23 &8 %848 L R B HMEEIE — B 3.
7 BEEEERZLARSBTEFRNVE.
[E] e BX 8 & B Y P B S A W AR 68 A & JER
8 HITAHRIESE.
a EBRUECIEEREER , RKHIT configure WL,

/opt /vmware /vcloud-director/bin/configure -r /responses.properties
ZIESTHE RO EEERE veloud.veloud BEEMWNE , AREADEERABA , RYTHE
RIETHR.

b HRERE , ZHE HTTP BRIBEMEZ S Proxy BRIFAY IP ik,

c MREBRFHARESHERFREEENREEBPIRTIARER  BFRABRNKESHE
ME.

ZRESBERIMEBEN YK ARSESETERE , AEBEE VMware Cloud Director f#1F1& .
9 (EEM @Ay, LLEE VMware Cloud Director IR,

WA LUREFEBHIT service vmware-ved start T HERERE.

BIEBLSE
EENERF , SEZARSEHIEE I ARESEA.
£ VMware Cloud Director [RIERFTE AR LETHE K SXEFRARESR. ZGEEERFNMEEE

AR VMware Cloud Director ERE., BRI UEAREEEETAER system-setup FHER
DB ERE. FSB RE VMware Cloud Director 2%

Z &% VMware Cloud Director %

#3 VMware Cloud Director ARS8 4% , B LAR % Microsoft Sysprep =M Cassandra & ¥}
E. MREFERAKR PostgreSQL ERE , ATLARE SSL W FAEERE LW — L35,

#2101 WRBRA , IRIGIR M E A AT LAER VMware Cloud Director API 3513 B2 5% s Al BR 25 HY
B, IWESSL EREREBETIRIMARB[ZI 2@, HEERE VMware Cloud Director R ELR , A
£/ VMware Cloud Director API #E{TERAHNARAREEBLIESNABERNEEEE. FE
VMware Cloud Director RERFH K 2% , AR EAEAREE VMware Cloud Director Ky 1FEUE Z &l
REHHEE, FL2ERTEUAERTHEE.
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BET Linux £ VMware Cloud Director 892 B {1t

EERTEHFESER Proxy ER |, B LUBE VMware Cloud Director Web AQ#8% . VMware
Cloud Director AP| F1E1E& Proxy BT8R ik AL .

BB

BRERURAKREEENG BN, ERHEETEETUATARARKE,

BF

1

2
3
4

# Service Provider Admin Portal (WIESPEESIH | RENEE.
EEBERPHRET  B— TR

EERARRE , BR—THRE.

#ZHF VMware Cloud Director URL , #E#R%8 Web A L&A S .

a

b

¥ HTTP (R&2) E&# A BF] VMware Cloud Director 2 URL,

Y HTTPS (£2) E&# A BT VMware Cloud Director 28 URL , RA&ZE—T EEXRLEEA
Zm Bh B M EEEA IR,

BRREEVARFECRBEREEANEE K ZBERLERFIAEA consoleproxy ZE{E VMware
Cloud Director REHRESRHFEFENRE. TIXEHEHFTEHRBPMWEESE Proxy EHFHEIT SSL
®BiE, BRELVEBERA reM BXETEAZSBNRERE . FREABIEIREE.

(BiZEM) ZE B3] Cloud Director REST API 1 OpenAPI URL , ERFMEA Web A OB EY]

HBiRsh .,

a HABR HTTP 2 URL,
Hlgn |, INREE HTTP EJE URL fXEA http://vcloud.example.com , &7 LAFEV A
http://vcloud.example.com/api B VMware Cloud Director API , 3 H A] BATF BV 4
http://vcloud.example.com/cloudapi BJ VMware Cloud Director OpenAPI,

b ®WAHBR HTTPS REST API £E URL , ARZ— T LERLEAZRMELSTHENEE.

flan , IRIEE HTTPS REST APl EJE URL :REA https://vcloud.example.com , &AL
FHMYR https://vecloud.example.com/api B9 VMware Cloud Director API , 3t B AL ATF
B nttps://vcloud.example.com/cloudapi B9 VMware Cloud Director OpenAPI,
BREEVAFTERBRUEANER  ZBERLERBIE A ntep Z8ME VMware Cloud
Director FHBERFEFENBENEHTER VIP BE (WRMEMA SSL Lib), BEEEXLAE
28%A pEM RAEBFEAESRBORIHEE . THBRNBERE.
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6 M AHBZ:T VMware Cloud Director 2 E# & Proxy {uzit,
sefzut 2 B EER RN VMware Cloud Director ARSI E H L &S = BAHE B (FQDN),
TERREIEES 443,

EE VMware Cloud Director EFI £ BEAS BB BFTE IR 8443 1 ctho NIC AR EEA Proxy R
ﬁo

Bl W EHE FQDN vcloud.example.com B VMware Cloud Director FEFIE E#ITEE , @A

vcloud.example.com: 8443,
EERKE FBRERTIEARER , VMware Cloud Director SR X & Proxy {it,
7 FERERE O FER-THE.

ZHRIERTE Cassandra ERIEUERIEEER

VMware Cloud Director AILASt ¥ G Eim RV EREES | WETRAEEESVNEREEREAECZRIE
MERTENNEE BREEER#EEE Cassandra &9,

Cassandra 2 —EFBERBERE , ZUARATEZNSNERRATREMIETNE , KKK
FHER  fIMERKEEE MREEE VMware Cloud Director X BRERKSESHENESESE | B4
BALEWRE Cassandra #5E , WHFEA cell-management-tool EEEEKZE VMware Cloud
Director, HENERINEETEEFAZANE R ERR.

DEEM

»n  FHESE VMware Cloud Director EREX#1T , RAEBRERANER ELRE.

n HRBEBERZE Cassandra , MBI http://cassandra.apache.org/ L E#,

n  #2E (VMware Cloud Director fRAG#RE ) , MEXEAEEEEREN Cassandra RAFE., &
A LA## http://cassandra.apache.org/download/ T Cassandra.

n ZHEMBRE Cassandra HE :
m Cassandra BEVBEEZELNERBEMERES A TH A ERBES.
s EEM{A Cassandra BFEIE;.

» XA Cassandra AFmEIEBIMIINZR, 2B http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureSSLIntro.html,

s B{A Cassandra EAERFE . 52 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

n &8 Cassandra #5% LA Java Native Access (JNA) 3.2.7 iR B H A,
m Cassandra Bi A Z|EI A N 2 IRIBMM

m  #% SSL EE Cassandra BEEARREMN. MRERET A Cassandra BiA SSL , BIXEES
fEf# 74 L/ global .properties #EZEH (SVCLOUD HOME/etc/global.properties) #%
ﬁﬂ%%ﬁ cassandra.use.ssl %ﬁi% 0
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BF

1 f#fM cell-management-tool RARKIRE VMware Cloud Director £& Cassandra # &g~
RIRIELR .

ETHEFIHSH , nodel-ip. node2-ip. node3-ip ¥ node4-ip & Cassandra 2EMNHREMN IP
it ASEATEREEE (9042), SEEERRE 15 XK.

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool cassandra --configure --create-schema \
--cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

--username admin --password 'P@55wOrd' --ttl 15

MECHMEAREFHEEEIAGEN  H2HE 5 ¥ BEREEIASE.

2 (GEREM) mMEREEMRARA 9.1 A4 VMware Cloud Director , #8f#f cell-management-tool $EE
ERERERAREREES.
BITEURTIEFINGS

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --add-rollup \
--username admin --password 'P@55wOrd’'

3 EHEISEE VMware Cloud Director #1E#

EIMEB PostgreSQL BRI E E#ITH bR AE

#3 VMware Cloud Director {alRES & 4% , B LS IR PostgreSQL EREREAZEENRH
VMware Cloud Director f#774&H#) SSL B4R , YRABH I ERES AR SHERRE,
BZENESEERFEEN SSL BE  HESRNCHA L AN REREBN =RETHELE. RE , £
DMERABEREZN SSL BERHUARHRRELBEREN SSL BF , BELEALZEREAZ VMware
Cloud Director EEFZHE,

EERBENASRRRNFRNERENRE , EUNARENEARETNERNEARN autovacuum 2
%O
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BF
1 ®RE VMware Cloud Director E& PostgreSQL EHE 2 E#) SSL E4R .,

a MREHINER PostgreSQL BRI EFFABREZENBRIRAARR , RS E VMware Cloud
Director EKRHITTHmS , BEREREEA VMware Cloud Director 5 EEHE.

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or_ private cert

b #ITTHe<EA VMware Cloud Director 82 PostgreSQL Z R SSL E4R .

[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool reconfigure-database --database-ssl true

WA LAER --private-key-path BIEHARB[BELAPNIEREFERBIT TGS,

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-
path path to private key

NEEREAREFEREEIANFHEN L F2RE - E RFREEIAZE.
2 REBEBNRGHRE , i postgresgl.conf BRFAMNEREHRE,
Bl , s+¥EH 16 GB IR AL , BUUERA TSI F .

max_connections = 500

# Set effective cache size to 50% of total memory.
effective cache size = 8GB

# Set shared buffers to 25% of total memory
shared buffers = 4GB

3 WBBEMNER , fi8 postgresql.conf EEHPM autovacuum S8,

A — % VMware Cloud Director TEEH , B AFEATHI S ER.

autovacuum = on

track counts = on
autovacuum max workers = 3
autovacuum naptime = Imin

autovacuum vacuum cost limit = 2400

%ﬁ%%?ﬁ@]%ﬁiaﬂ autovacuum vacuum scale factor fﬁlf}{& activity parameters ﬁﬂ%o
BEBSR
MREEHRME postgresgl.conf BR , REEHRBERE.
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ZHE M E RabbitMQ AMQP Broker

MRHEEEFEHFETIE, BHSH VMware Cloud Director API ZE{# (70 Container Service
Extension (CSE) 1 VMware Cloud Director App Launchpad) , BI%4BZ I 5%E RabbitMQ AMQP
Broker,

ERAEMTIBEABE (AMQP) RAEFIINRABEE X ELERGNEMEEN. VMware Cloud
Director £/ RabbitMQ AMQP Broker RiZHIEMHRE . WA EBEMBAFMERNAESERSE.

# 7 VMware Cloud Director , REBARFAIERA MQTT AF K E A RabbitMQ AMQP Broker, &%
B A MQTT AFRRIREN . ThNEE.
BF
1 % https://www.rabbitmqg.com/download.htm| T & RabbitMQ fAlfRES.
MFEZEN RabbitMQ IRAEE |, 5588 (VMware Cloud Director lRZAEEHR )
2 #fE RabbitMQ ZEKIET , EXEMEM L ZHK RabbitMQ.
& — 1 VMware Cloud Director #1844 E Al £ #85% £ FI3E RabbitMQ fAIAREF .

3 &% RabbitMQ HIf |, R T &4 VMware Cloud Director 2 E A Ak RabbitMQ REBFAEE
HiE.

m  RabbitMQ fAfREs EWN TEMEIFEME , HlU amgp.example.com.

m [ RabbitMQ BREREMNFEAEEBR BN,

n RERNZEASMNERE, JFSSLWFEREREEA 5672, SSL/TLS WHEREREEA 5671,

. BHABESR TCP,

»  RabbitMQ E#F#. FERER "/
BEBESR
fx78:% , VMware Cloud Director AMQP [REEEXAMEZENAE ., BAILIRE AMQP R#E , AEH
SSL MNEELME . o, BAUBRERY , LMEA VMware Cloud Director f### £ Java Runtime
Environment B8 JCEKS EEFHE BFEMNR $VCLOUD HOME/jre/lib/security/cacerts)
REFNREBRE.

£ZE A VMware Cloud Director AMQP BRFERLA SSL , 52 (VMware Cloud Director Service
Provider Admin Portal ¥§8 ) F# (3&E AMQP Broker) E#fl,

£H MQTT A FiREIESEH. THENEE

BRI LMER MQTT AF R ETEE B VMware Cloud Director B4 TEMFE .

MQTT R—EEREMHN BN EEWBENNE. VMware Cloud Director £ MQTT 24 AREE R LA
A MQTT AFHTTREMNSESHMITENES. MQTTHESEB MQTT RIBETEE | LhRBEITUE
AEmRALENERTRHEMNE.

#£ VMware Cloud Director 10.2.2 Bi& , AJUAERA MQTT BFm:IHEE.
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DB

n  FEREN MQTT AFIRXE WebSocket,

n  EREALEIREIIEE WebSocket AR ER,

n NMRLBETREE K FREEEWEIMAEERM. F2R REEEREMRMS,
BF

1 A OpenAPI i 2% A VMware Cloud Director,

2 BEEY WebSocket EE , 351 Sec-WebSocket-Protocol ABRRES natt. HAFIRBRERE
BZE /messaging/matt BRI FILIZEZE K RBBEREE MQTT ESEREBETIRE,

&% VMware Cloud Director 222 AERFPZIWE| JWT Token, AL ER &S B ZHR
B%EA,

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}
3 HYBEVERE , FEBMQTT AFRRITREE,

publish/ {user org id}/{user id}

publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-1lea-bb42-0050561776c8

AREEETIUERAERFZIRERAEAMIRE,
publish/{user org id}/+
AREESUUAEABRAFARERAMEEE.

publish/#

4 (EEM) M VMware Cloud Director 10.2.2 SiEH A |, FiIEEE,

metrics/f{org id}/{vApp id}
REZAERERTUEFHEELTE,

EEIEYn &3

#£ VMware Cloud Director 10.2.2 fi%8 , TAAFAREAEAERBE N CPU M EBEABRED
WHRERRER,

B CPUMRREEABRINTELERER |, AEATLER VMware Cloud Director BEIEEE XS
ERFTRERBATHERKSEHEE, EEANAEARDERERRS K SX4ERE . BHEBENE
R BRI IREFERE,
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EEVHAMTHEEARXMRENFARBZNER , B EA VMware NSX Advanced Load
Balancer (Avi Networks),

&% E M2 B B 48 BUMBRE S
OABARBEBEIE S , BXERTEEBBHBHREARRTR. % VMware Cloud Director 10.2.2 B
W, TAEAEBEN.
1 Hlroot B EEEATMA SSH AF R AEBET T MREENELERE.
2 BB Cassandra EREFREEEWERBAEEEHKE K REREEEERNFEMENER TR
%E%O
n REWHRE Cassandra EREUHERIEEE R
s EEAREERBEMNBERTREEESEH  BRTTIHS :

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

3 RAEERM,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true

4 1E /tmp BRRFEY netrics.groovy BE , YEBETIARE.

configuration ({
metric ("cpu.ready.summation") {

currentInterval=20
historicInterval=20
entity="VM"
instance=""
minReportingInterval=300
aggregator="AVERAGE"

5 EAERE,

SVCLOUD HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy

6 WREBEFERE Cassandra , FHRHIEBMWET RN ERNERIFAER . EZENEEFEEN
B (AR ABEN) REF Cassandra 4,

SVCLOUD_HOME/bin/cell-management-tool cassandra -configure -cluster-nodes
nodes IP addresses -username cassandra —password cassandra password —-port port number —-ttl

TTL days —update-schema
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7 R CAERBREWTRERE , SZRABBEN , FATTIGHS.

SVCLOUD_ HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_ HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set
password=<password>

RAHEER TSR, EARMR () FRREEARKFT.
8 ENRBREFE.

service vmware-vcd restart

9 BRMEBEHERKREE

BB BRERERRE R

MRFLERBABDEREARER , AIXNEBERBRESRHBIARAHHN —RZEAEB. % VMware
Cloud Director 10.2.2 B4 , ATLAEH B B4R,

REWRM
REMBMEBEBOMNEER

BF
1 REBEEH S ZHNEE,
2 EEERPHEEAFREGET  RREREBE.
3 BRLENHREBDHENFIENAEAASLEERERBEEE.
4 3EH vmware:scalegroup Entitlement [RIEE , REBE— T4,
5 BMEBRBE :
a EEIBRMBREA.
b ENEXAGCEMIIMNES.
» NMRLEEBRBEBRMRIRASTNAERBESNFEYNAS  SENBRMAIMEABEA,
» NMRBEERBEBHIRAKPOREAS  FEBZIAS.
6 E—THE.
rESR

U ERN VMWARE:SCALEGROUP #RHNEZHEFHEMRBANEABAAR, F28E (VMware
Cloud Director Service Provider Admin Portal /) 8 (@B NFEEZEHABALE)
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£ Linux EFH# VMware Cloud Director

EE ¥ VMware Cloud Director A& ZIFRAS |, ;B RREZHFHA PN EFES LKA VMware Cloud
Director [R# , EEEMRIZ L ZEHHFIRA , 4 VMware Cloud Director ERIE |, WEHRE
VMware Cloud Director 7%,

WRIEAE VMware Cloud Director A RSB AHAEE Linux £A VMware Cloud Director 22 | &AILAE
AEAR Linux B VMware Cloud Director ZERRB X RAREHIBIE,

R Linux E# VMware Cloud Director £8 | A UBTEABH AR , HFBFHK VMware Cloud
Director, &2 B¥ VMware Cloud Director ZE#ETEAB A RRFHAHK VMware Cloud
Director 2%, ZBRBABHOFAR  BTE—HSHITARARSIFEATNMEREENENE, EBF
BAHE  RKFEARSEREENERE.

#& VMware Cloud Director 9.5 B#4 :

s Oracle EREARTXE. MREEAEH VMware Cloud Director ZEFE Oracle BRI E |, F2EH
FRBMTEREERR.

s FAXERBAMNER ESXi X#. BBHSK 2z , AARAMAE ESXi T, BuLIEA vSphere Client
# ESXi EWEBRNEEES,

= VMware Cloud Director S EEHGE LDAP W Java, NREFEAWE LDAPS fAR:E , B
% LDAP BAKY , BAERRCEFETEEZBNESE. WEMHBEEN , 28 (Java 8 A ®
E) , #8itB https://www.java.com,

£ VMware Cloud Director 10.0 Bi#8 , X1 Microsoft SQL Server ERIE,
EI8F 4% VMware Cloud Director B |, TR AN EEHBEERZEN T THEHEE

s ZEEAR VMware Cloud Director ERIENERIEHRE, MEFMAEN , F28H [ ARNBER
&’ BEREK,

n BEHIERAN VMware vSphere ® A,
s ZEBEAN VMware NSX® A,
s B VMware Cloud Director B HEIMEME=HtH.

% VMware Cloud Director BBEAM VMware ERERE=LFERENHEZHENEBEN , F2H
{(VMware EmBEBMHHEERR) , #itA : http://partnerweb.vmware.com/comp_guide/sim/
interop_matrix.php., MR ITEE VMware Cloud Director A B H K vSphere | NSX st |, 8l
HZBTE VMware Cloud Director A#REZETHE. FSBFH K VMware Cloud Director # .

ZDFHE—1E VMware Cloud Director fAlfRgE% , LA UHAMK VMware Cloud Director E¥E, ERE
SR FARBNTRAMEBNFAEN , BIEEEBITWEE VMware Cloud Director TEWARE, BHE
BEEARZERETMERNIEENBEERES , ELAERBAR 2 , BREMERARSELRE
EERFHIE,

LHHEEERETIEY , ZBHETRFEFE VMware Cloud Director ERERH :
s AEERRIHARESEREZHNRE.,
. FAREEAITXEN Microsoft Sysprep R ESEREHN T,
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AHBEERHEMN VMware Cloud Director {E#ER |, UMEA B AREFHATWFERREMNERE, W
BEREHTES  TLUETREUER —RIFE |, SIMNRLFETARSERBGIRE,

#1071 WRBAME , RIS AL E A AT LUER VMware Cloud Director API 353 B3 ik R R 25 A9 B
B, ME SSL ERRBBEPRIBARTZZ 2EBA. BZHRE VMware Cloud Director fRER , F5H
A VMware Cloud Director AP| E{TEZFARNABAREHBLESNABEHRNBTHEHEE, FE
VMware Cloud Director RERFA K 2% , AR EEEAREE VMware Cloud Director B FEUE Z &l
REHHEE, F2RERTCHABERIHEE,

EE ARERA10.1 REHFAE , VMware Cloud Director i —E2BHEHBE SN EMNEREBIREY
HEE., E2EA VMware Cloud Director B SSL BENARNEMEE, NREEARIRSBIRE
AZ VMware Cloud Director , B/ SSL BR#&[IRE , vCenter Server fl NSX ERIJRESBEREZR KN
fER. EHERT , AREEWERETA :

1 *ﬂ.ﬁ'ﬁﬁ*ﬁgﬁlﬂ trust-infra-certs ‘lﬁf% , H%Fﬁ“ﬁ‘ﬁ%ﬁﬁibﬁ)\%tiﬂiﬁﬁ%ﬁﬁﬂi %%‘Eﬁ <‘/fﬁ’5
vSphere BERE A mEERE) .

2 £ Service Provider Admin Portal A& THEF , BEEE vCenter Server 1 NSX #1T{EE , A
BEESBERENHARE,

FHAGREN TERE

B AR

Linux £ 3B PostgreSQL R M VMware Cloud

RIRRIE Director 10.2

Linux A SMEE Microsoft SQL Server E¥ER VMware 1
Cloud Director 9.7

#% Microsoft SQL Server EREBEZE PostgreSQL &}
B, 28 (BEZX PostgreSQL BRE)

2 BEHNBREAKE Linux £B VMware Cloud Director
10.2, #EHZE¥ VMware Cloud Director ZE3ETHAR
AR RFE K VMware Cloud Director 28,

Linux EfEASME PostgreSQL BERIER VMware Cloud
Director 9.7, 10.0 5§ 10.1

FEARERN PostgreSQL ERER VMware Cloud Director

BENBEARE Linux LA VMware Cloud Director 10.2,,
H2EY VMware Cloud Director ZEETHASARRF
B VMware Cloud Director &,

xE

FEF#E 9.7, 10.0 5 10.1

¥ VMware Cloud Director R /THE A &t H 4%

B LUEBHMITESE --private-key-path BIEH VMware Cloud Director ZHER , RA ARS8
HPNFTERERIUAREAERNE.

A LAEREAR Linux B VMware Cloud Director ZERR | EX BN Linux EEXRZZELAREE
VMware Cloud Director Z## VMware Cloud Director Rl fRESE8#4H ., R VMware Cloud Director
fARE B HEE VMware Cloud Director 9.5 ERA#EEE , AIFEABEAR Linux B VMware Cloud
Director ZERXUEEBRETERERHBARECEENERE. F2BEARFNBE VMware Cloud
Director EF#E.
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VMware Cloud Director &g, HREMFHRIERE

VMware Cloud Director for Linux AU # BN THTREE X REM , BBHEA vmware-vcloud-
director-distribution-v FRX. v.v-nnnnnn.bin X , P v v RRERRE , nnnnnn KX
HERHS . B vmware-vcloud-director-distribution-8.10.0-3698331.bin, FITILATH
TERAZESRAK VMware Cloud Director,

HITEHE --private-key-path BIEH VMware Cloud Director ZHERREF , B LI upgrade 2H
Eﬁﬂ@ﬁﬁﬂﬁ%i&lﬁ , @Jﬂu——maintenance—cello ﬂu%ﬁ*g“i upgrade ﬂﬁﬁﬁﬁ%lﬁﬂl‘J*EBﬁﬁﬁﬂ , %’%%
REREARLAAERZE,

DEFMS

m T VMware Cloud Director & . vSphere st NSX TTHEEFRAH VMware Cloud
Director #8%&.

EE mMREEEFEH VMware Cloud Director ZZ A Oracle ERER Microsoft SQL Server E#}
B, BERLCBHEE PostgreSQL BRE , REFETHE., NEAREHNARER  F280E
Linux EF# VMware Cloud Director,

n REBELEDTEEBEEMREEN Superuser R&E,

s NRBEZHEEARIZEERNEBNERE  FEEEARSLTHELZE VMware 2HEH®, R
ERILEERNENVEE  AEZEHHITEERARIET. F2RTHLZE VMware 2B &
ﬁﬁo

n ERRACEEEVRNRESE  TERAEZEAHEN VMware Cloud Director EREEIRAN

n ERFEREERE A Superuser TERERBIIE N TEIT SSH ER., EEHTRE , BT T
5 Linux 8% :

sudo -u vcloud ssh -i private-key-path root@cell-ip

WEHIFREZRM veloud D @A, REUREAEF D ERIT cell-ip BHEA SSH EREFFH , B
TREEEAERE, WRANEEEFERL private-key-path PR EBTTAHMEHRE veloud.veloud
B, BHENARSBEEIRT co/l-ip BEERBERAEN authorized-keys BR , AIE R
IjJO

B vcloud EAFE . veloud BN veloud.veloud lRF EH VMware Cloud Director R4 R,
#NHK , FfE VMware Cloud Director BFETRAMAN G 288, veloud BRHEERE.

s EREWFE ESXi THHEEHA. TXECERAM ESXi #,

n BRARSBHAPNFERRSHBUUAERRANERAKRSFEFE, F28E Linux LEHE
VMware Cloud Director Ky {E AR HFE.

s 8 VMware Cloud Director Z#ffH LDAPS RIRSFLUR EFHREHIE LDAP BEAKLM | BHER
EBHEARBIEREN Java 8 Update 181 BE ., MNEMEEN , F2H8 (Java8 RAEE ) |, #iut A

https://www.java.com,
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BF

6

mR

LRERE S 5B A BEARSR.

HERERETHEBRARS.

MRCBEHEBLNER  BFRREERERI B RARETUFRNAE.
RETHNAIREBEEFS THREE L AMNANRER.

MD5 & SHA1 BB EBNEEAMETREER L, SHEHEENIE  BECTENZRERNA
N EBREFATHER LERNANRERE., THHRRAM Linux SSER installation-file K48

[root@celll /tmp]# mdS5sum installation-file

R <EERNSANS THER LN MDS BANRERNZRERBNRER.
BEREERTUBMT.

ZERREERTER, TZERETEEIER , FHBEES . Shell RARMIAE , IHIT T
Linux #5% , B jnstallation-file & VMware Cloud Director ZREREN TEREELRE,

[root@celll /tmpl# chmod u+x installation-file

EXEE . Shell AR WRBWIRES |, FH --private-key-path BEMEEHERZLZRSBNRER
BHITREER,
BRI LAFTIEERE upgrade RARBRXWEMHSRE,

./installation-file --private-key-path /vcloud/.ssh/id rsa

#a BEIRREEBASEMNEREZINEERTIEER.
Z#E N E BRI ER VMware Cloud Director , Wi RIBTERH K.

WMRZHEREREHZ VMware Cloud Director RAZRHBALZERERZPHRAE , BT SEREERS
B4R,

By WiZ Enter 8 , MRBAR.

ZEREABBETIZRERARTHERE.

1

2
3
4
5

BRENREEREIRETEMEER.

f# B4 VMware Cloud Director RPM &,

F4% B 51 LB VMware Cloud Director (88,
F#% VMware Cloud Director B E.

HRFIRHFEFREZS LM VMware Cloud Director #i88 |, REBEHREFEEFR LK VMware
Cloud Director BR#.

VMware, Inc. 156



VMware Cloud Director &g, HREMFHRIERE

6 EHFREAEIFEFESLLN VMware Cloud Director IRTE.

BIEBLSE
BB RREE AT E#E®R LM VMware Cloud Director BR#.

BRE T AHARE D EEE vCenter Server RS MHBEBEHIZE NSX Manager , SR#EFH A vCenter Server
FA#HE. ESXi EH#F NSX Edge.

FEH K VMware Cloud Director &£
BRI LB BPITT A SBIEN VMware Cloud Director ZERXRARE — K. EHRBCHEN
REERZH , BAAEARERELE, ARARSBSREATEL—ARER2E  BAREHELRE,

BRI LAEREARM Linux B VMware Cloud Director ZERR |, X EW Linux EZRZGLARBE
VMware Cloud Director Z## VMware Cloud Director fRIfRESE8#4H ., R VMware Cloud Director
fAR=2E B HEE VMware Cloud Director 9.5 ERA#EEE , AIFEABEAR Linux B VMware Cloud
Director ZERXUEEBRETERERHBARECEENERE. F2BEARFNBE VMware Cloud
Director EF#E .

HRZFHE® VMware Cloud Director 8t | A BL¥ VMware Cloud Director Z#EHTHEMABHIF
R MARBFFIARSERERNERE, JF2EE VMware Cloud Director &8 #1778 48 4 it F+
I;@O

DEFRMG
s 5 VMware Cloud Director E¥l&E . vSphere Tt NSX THEFIRAR VMware Cloud
Director #8%&.

EE mMREMEEFEFH VMware Cloud Director R £ Oracle ERESR Microsoft SQL Server E#}
B, FRERALECBHEE PostgreSQL BERE , RAEBETHE., NEASEHNARER , F28E
Linux EF & VMware Cloud Director,

s TEFRIEHEA VMware Cloud Director Al iRz5E¥4H @ IREFHY Superuser 5%

» MRVEZEBEARBZEEZNBUERE  FEEBRARSE L TEILRE VMware RRER. MR
EREBZEERNBAUEE  AEZKPBIFTEBRREE. F2ETHALARE VMware 2HE

s FRIACEBEERNEESE  TEASEARB VMware Cloud Director BREERRAR
n BREWE ESXi EMHUERA. TXEEEAM ESXi =#.
BF

1 H# VMware Cloud Director f#1F#

VMware Cloud Director ZHE BN S5 E B EZARSRERFAMEHRIRES , I ARMFMRELH
VMware Cloud Director &,
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2  F# VMware Cloud Director E¥l &
REHEH VMware Cloud Director fAlIREEE1T VMware Cloud Director ERIEHA KT E, EHK

HAEREZH , TEHEFREBEHHHEM VMware Cloud Director A iRzS .
BIEBSE

s FERFARBEBATRIFTE VMware Cloud Director AIREEMERIER , LU UREBFAEHERLN
VMware Cloud Director IR#.

s FAREECEE vCenter Server ZZ BB A S NSX Manager

n  FEREE NSX Manager 2% , BRI LA vCenter Server &% . EH#H NSX Edge, BZBRAR
vCenter Server &% . ESXi E#F NSX Edge.

F#% VMware Cloud Director #1F#

VMware Cloud Director ZHE BN S5 E B ERARSRERFEMEARRES , I ARFREZLH
VMware Cloud Director g8,

VMware Cloud Director for Linux R AU # BN THTREE X REM , BBHEA vmware-vcloud-
director-distribution-v FRX. v.v-nnnnnn.bin BRX , EF v.v.v KRERRZE , nnnnnn KK
HERmS . B vmware-vcloud-director-distribution-8.10.0-3698331.bin, FITLLATH
TRETREHFAHK VMware Cloud Director,

BN ZHEEE VMware Cloud Director 28 | #2487 VMware Cloud Director fRIfREEE AN B ERE
£ #1147 VMware Cloud Director Z£2=.

B
1 LBRERESSEABRMARES.
2 BEREERTHEZERMARESE.
MRACBEHFBLNER  FRREERERI B RARETUFRNAE.
3 BRETENANRERERENATREE LAMNABNBRER.

MD5 K& SHA1 BN BEBNEEAMETREER L, SHEHEENIE  BECTENZRERNA
FREBEAFETHER LBATHWANRER., THHEXM Linux SRR installation-file By 42

[root@celll /tmp]# mdS5sum installation-file
hHSEEEAXEFSTHER LN MD5 ANREBNZXEREANREE,
4 BELZERZRTUHIT.

ZERREERTER, EERETEEIER , FHBEEES . Shell RARMIAE , IHT T
Linux #5% , B jnstallation-file & VMware Cloud Director ZREZEN TEREELE,

[root@celll /tmpl# chmod u+x installation-file
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5 HMITREER.
ERYTREER  FUAETEREERE , fim .

[root@celll /tmpl# ./installation-file
HERERZEESHBRAHRN RPM E4,
FE BINRCEBASTEMNEEFEINEZRTZEER.
MBRLZHEREREBE VMware Cloud Director RAZERHBENRZERBEDHRA | Bl e B RERA
BI&ER,
MR RHBREREERR VMware Cloud Director , BIZRS SR RIEEAHR.
6 HAyli&Enter 6 BWREALK,
ZEEXN BB TIHARIERE.
a BREIMTEMEER,
b fRE#% VMware Cloud Director RPM B4,

c fREEKRLEREERT VMware Cloud Director TERR#E , €& L RIREE LK VMware Cloud
Director [R# , ¥ AR E LR VMware Cloud Director Eig&,

MREAREBERARRE LEZE VMware RHER  ZEBASETTIRIANES !

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

BEEHEMRESE LMIREA global .properties BRE , ZREEXEHTITIRANES :

warning: /opt/vmware/vcloud-director/etc/global.properties created as /opt/vmware/vcloud-

director/etc/global.properties.rpmnew

T UREBEWNCEHEE global .properties BR , BT LR
global.properties.rpmnew FEELSEE,

7 (EEM) ENRHEAR.
% FHRBRAREEAZER /opt/vmware/vecloud-director/etc/

log4dj.properties.rpmnew,

B BiE
MRBABERENTHEAR BUEEERZE /opt/vmware/veloud-director/etc/

logdj.properties,

NMREFOBEDEASR EEREMMNEE | B4 /opt/vmware/vcloud-director/etc/
log4i.properties.rpmnew BHE /opt/vmware/vcloud-director/etc/
log4j.properties BRETE

VMware, Inc. 159



VMware Cloud Director &g, HREMFHRIERE

#R

VMware Cloud Director AR % , ZEEXNEB T~ —AHE K ETEsEBEHAEENENER. A
% ZEEBASEREHTERNEARIE,

BIEBLSE

R AAE , BALLFAH VMware Cloud Director B8 E .,

HRAMRBEATHNSEE VMware Cloud Director #EREEHREF.

EZ ALARSFEATNAEREENELNER , F2RE VMware Cloud Director fz# .

#H 4 VMware Cloud Director E¥ &

REAFH VMware Cloud Director fRIIREE#11T VMware Cloud Director BREHA K TE. EHHLA
EREZE , TEEHRBEHAREM VMware Cloud Director faRzs .

FAE#THRENSTERN TAEEBHFAERBEMEFE VMware Cloud Director EREH . HREHR
EAKEELTHEERARNY , ELEREARLAARNERIARBFRERIBEAITEEERT.

VMware Cloud Director RIfRSBEHAFNWFIERERLAHRNERE, EREZEALZSVEREE 0 R
EEARERE—X., ABREREZ% , KHEH VMware Cloud Director ERELZESEEZENE, &
PDBABRAERER , THEEHEESEZCHRNERE.

BRRM
» BORAERE SACHENERRBBRERENER.

s TERFARIFEATHETE VMware Cloud Director #EIEENE LR, EARPE , SELEAHR
NEER, MBEEEKRFALRN VMware Cloud Director [AIIREE , BRI AFERAMEHREE I ALY
BAERERYE., NEERENMERFEREEILAREEREKNEN K F2RESEREKEEIA
8&,

» REENEARLHABRINZSEXAE,
BF
1 HMTEERREREMNERE upgrade 2AER,

/opt/vmware/vcloud-director/bin/upgrade

MREREARXARIERE NSX Manager REAFHE , e8R R —MEBESARILEUEA K.
2 HERTE, WAy iR Enter REZEREAR.
3 ERTE, WAy Xk Enter REZCHEHERE,

MRMEMAT --vackup-completed BIE , AABRKGHBLIIRET,

4 WMEARBNRAYIEAPREER , FERTEARTEA n &R Shell, REBIRBEMAREREE
W7, YABRA-REBIR IR 1 AR
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mR

EREARIESHTYRERNEENME. ARTERE , RASRREEEH N ARESS EAE VMware
Cloud Director BR#%.

BESR
B y 1% Enter 88 , AMHEBIT service vmware-ved start LM EBIZRE.
&0 LARRED 2 FH B9 VMware Cloud Director falBR &8 # BRTS .

B LA R A AR ES BXAH Y H B2 VMware Cloud Director REX B E RIS, F2REAHAH VMware Cloud
Director & F1&

EREARLCARENZE
1T upgrade AARAE , BUUEG LI FRHAREENELSBRENSIH.
upgrade R2ABRMMNES /opt/vmware/vcloud-director/bin/,
®4-3. EREARRARNBEMSIH

215 SI% Kt

--backup-completed i1 EEE B K VMware Cloud
Director ffE{p. BELLEER , 7
BARABRKXTERTEENERE,

--ceip-user CEIP RIIRFHEAEEM. MRRGEABTEFEEAMERE
EWNEAE  AARSRH. AR
& : phone-home-system-

accounteo

-—enable-ceip RETHHAP—IF : BENZERETLE VMware BF

m true KERE TR (CEIP), WRERBFIA
R BERRER false , AIFAR
A true. VMware HWEFEBIE
5T&l ([ CEIP ] ) {RtBARNER CEIP
WENERLE VMware ERELE
ERzRABNEMER  ZENRH
RIEEEREBHL , @A : http://
www.vmware.com/trustvmware/
ceip.html, BAUEAREEEEET
ERERF AR ELEERN VMware
CEIP, F2RESE REFREET
B8Z,

--installer-path VMware Cloud Director Z# g R TRIKE FEE - private-key-path EIHE,
Z8. A% vcloud.vcloud HEREERZE
ERARARFBFEEREERME &,

m false
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®4-3. EREARAARANBENSIH (&)

BR 5% Rk

--maintenance-cell IP fi ik HERAEULEREEBITZARLA
BANREEN 1P ik, WEFE
BEHMAFRERIEAEEE
X, YEHMREREFRARBRGES
B, EHUREREAREELE
—BRERENREE , LEFRE
BEAY AR, TE

--private-key-path &I,

—-—multisite-user LUARRIRFNEREER, VMware Cloud Director %35&h
HEEEALIRE . MRAKEABFT
FEAALEAERBNERE , 8
FRERHY, FERME  multisite-

system-account,

--private-key-path pathname BEBZAZRERNTERERRE,
EALRER , ARSFEATVHRE
REESEENEAREZEZBRHE.
FENEHEAE., NEFBALART
RENFHMEN , F2RY
VMware Cloud Director R #1T
SR,

--unattended-upgrade Fiiid EEBBAR

WMBIEEH ——private-key-path BIE , FIEREERLARES AT Superuser EREZBWER THET
ssh B, BAERABELCAN TR Linux WLIIRBELEZE. LEHIREEN veloud FHBA, A
B root BDEBIT cell-ip BfEMA ssh BEZHFRE , ETRUBERAERE.

sudo -u vcloud ssh -i private-key-path root@cell-ip

MRABEFE L private-key-path FIFRZE S| ITHBEAE veloud. veloud AL , BAEEMN ARS8
BIEBIT cell-ip BHFERBEAEM authorized-keys BE |, Blev<S R,

BE velowd EAE . veloud BN veloud.veloud lRE 2H VMware Cloud Director RERRENT
# , F1E VMware Cloud Director BF#TIRFTAMN G 285, vcloud EHEEZRE.

H#% VMware Cloud Director #

F#FTE VMware Cloud Director AIRSBMARERER , BAUARAZEHIZHEARRIEH NSX
Manager $I{TIEEE . A% , TUAREEEEE VMware Cloud Director Z2E#) ESXi E#H vCenter
Server F{T{EEE.

EE VMware Cloud Director X E# Edge BB, BXEBTMEMRIEER Edge MEBEEHR AEPR
BIE, B2/ https://kb.vmware.com/kb/66767,
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#£10.1 WRBAA , RIGRMEBEMABATLEER VMware Cloud Director API 388 5 B2 5% i (7] IR 28 £ 2
B, M SSL EHRRBBEPRIFAREFS 2EB. BERE VMware Cloud Director BRBER , &5
£ VMware Cloud Director API ETESAANABAREEELIESNABEIMNEHEE, BE
VMware Cloud Director RERH K 2% , AR EAHEAREE VMware Cloud Director Ky 7FEUE Z &
REHHEE, FLRERTEUABERIHEE.

EE ARKEMRA10.1 REHRA% , VMware Cloud Director #§—EBEBRABSENTMEREEIRE
HEE., E2EA VMware Cloud Director B SSL BENARNEMEE ., NREEHRIRSERIE
AZE VMware Cloud Director , B/ SSL B8F IR , vCenter Server fl NSX BRI RES B REZR KK
fRER, EHERT , ARAERMERETHA .

1 BTHEFEEEEIA trust-infra-certs W% , SEBXEDEARPRABIREHE. F2H (&
vSphere ERE A mBERE) .

2 1£ Service Provider Admin Portal fEA &N EAF , BEUEE vCenter Server 1 NSX #11T{EEE , A
BEEZESBEBEFRARE.

4% B2 2 vCenter Server A& HEEE A E B NSX Manager

H 4 & 422 VMware Cloud Director B vCenter Server fl ESXi #2851 , B4 AHHE L vCenter
Server MEABEHI =@ NSX Manager,

F 4% NSX Manager H i NSX BEEINGENFE , ERTEDPEFAKRE . B UEHK VMware
Cloud Director ZBIZ 2% F 4% NSX Manager , iR 2 A B EI VMware Cloud Director A F & EEH
17,

MEFHK NSX WHHEBBE , 528 NSX for vSphere SREAX# |, @it A https://docs.vmware.com,
BF

1 F#EEZ#ZE VMware Cloud Director R & 1B vCenter Server HEEH NSX Manager,

2 F#KFrE NSX Manager 2% , B LAFH 4 B & &MY vCenter Server &G R ESXi F#,

FH#% vCenter Server Z#t. ESXi FH#F NSX Edge

F#% VMware Cloud Director 1 NSX Manager # , A B R EEEEZE VMware Cloud Director #
vCenter Server &M ESXi T#, AMAIECELEN vCenter Server Z& M ESXi EHE | BRI LR
NSX Edge,

PHEEH

ERREEHAREEL ZENRZ vCenter Server A HBIEEAYZ B NSX Manager, B2 R AREDERE
vCenter Server Z&GHBE#H N @ NSX Manager,
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BF

{2 vCenter Server $1T{EEE .

a 1 VMware Cloud Director Service Provider Admin Portal ESEE N ERT , ZEH
vSphere iR,

b EZEZEMRTF , #&—T vCenter Server 1{T{HH.

c EIZEFAM vCenter Server MITERZBHRIRIRG , RER—THFA,
d #&-THE.

F+#& vCenter Server Z#t.

MEHEBEH , 528 (vCenter Server ##&) .

B FTE VMware Cloud Director 2 URL MR SE4

a REFEEI+H , BRNER,

b EEERFHRET , B—TAREML.

c MRAEARMIL.

EHEHE vCenter Server [ VMware Cloud Director #J & ##.

a % VMware Cloud Director Service Provider Admin Portal EZEBEFINERT , 2
vSphere &iR.

b MEZEEIRF , #&—T vCenter Server #{T{EM.

c EHBE vCenter Server FRBHBREIRMR , RER—TENER.
d #&-THE.

FHREFHMKE vCenter Server ZBEFAZENEE ESXi E#.

#2/R (VMware ESXi #HR) -

EZ rERELARANCARTIRBETNIRERTNERESE  FUPMMRNTXAREH. B
BERNE  TRRERAARTURETR , UAFERKEBERIEARNEE.

a fEHA vCenter Server ZGHEHEBRNEBER  YATZEIR LN EERBREREEZEE—6F
.

b FREH

c fER vCenter Server ZREHER T,

d fEH vCenter Server A& EHE HAEBE,
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6 (EEM) ARECE ALK vCenter Server Z&GHEIH 2 NSX Manager FIEE/H NSX Edge.,

BEHAKK NSX Edge EXRBEMBES FEBXE., BALUERA NSX Manager 2 VMware Cloud
Director ## NSX Edge.

n  WEFEH NSX Manager ## NSX Edge HIHEREE RN , 582 B NSX for vSphere BRI , #4t
A https://docs.vmware.com/tw/,

. BEEFH VMware Cloud Director 4 NSX Edge B , 4B Edge XEM VMware
Cloud Director #EY4 1814k :

s E&MEA VMware Cloud Director 8 VMware Cloud Director API E3& Edge FE RIS
HEEEEs K 2HEEMBE AN Edge ME.

n EHIE Edge MESFARBREBA NSX Edge EREE .

&5 {2 NSX Data Center for vSphere Edge BEX EEHIE.,

n R vApp REFER vApp MK , ARSI AKEREEN NSX Edge EREE, BER
vApp BEBEHER vApp H% , BEEZE vApp WK RSIER K BErREAKFMAER | &#—
T vApp REEETENRERE  REKR-TER.

MEFBNAEHRIE Edge BMEMER vApp FRMNFMAEN , 5528 VMware Cloud
Director AP| B RsH1E/.

BIEBLSE
HEZEZE VMware Cloud Director Z# M Efth vCenter Server R EBEWEF.
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REREEIRZE

HEREEIARTANEE VMware Cloud Director EHRRERENGSHARRR., KASHIRES
Eﬁﬁﬁﬁg&ﬁﬁﬁ %ﬁ%\n}b%ﬁﬁﬁ%’\%o

HEREEIAERER /opt/vmware/vcloud-director/bin/, BALUEHAERHNITE—o< , b
D E A EE Shell #4T,

HIH AT A<
EESIHTANRERERIAGS , HEATHHST.

./cell-management-tool -h

5 Shell #E=
FERTEASIEUAREREEIR MERRTR) , BALLEEMATEH Shell #1T.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool

Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands. cmt>

B Shell BB | BAUE cnt> BRRFATHARARFREEIAGS , MHEHIFTR.

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line. cmt>

MEERBTHEEER cnt> BRFT. BELER Shell B3 |, BFE cnt> BIRFTLTEA exit,
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s R = == H=
hl . HEREEILARAESRHA
HEHIBMITE— . FEBHRGS , FIHATAKN Shell EBTAGS,
[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h
usage: cell-management-tool -h,--help print this message Available commands: cell -

Manipulates the Cell and core components certificates - Reconfigures the SSL certificates for

the cell . . . For command specific help: cell-management-tool <commandName> -h

m  RE VMware Cloud Director 8
ﬁﬁﬁﬁﬁ*ﬁ%ﬁlﬂﬂ’ﬂ system-setup ﬁf% , EHE%%%%%IEEIPEFEEHEEﬁﬁ%ﬂiﬁ%ﬂ&ﬁ‘ﬂﬁﬁﬂﬁ%&ﬁ%ﬂ
HERE,

n FARBEEELHER AP K FEE
#£ VMware Cloud Director 10.0 Bt , A LAEHEBEH VMware Cloud Director OpenAPI & A
e, DU RS IR & MAFE A ZE VMware Cloud Director.,

n BEEEEK
FERFEEREEIAN cell FHS , B LEEIEHEREHITEEELIRE. REERAPIEN
MREE, EFFEREEES  REEBEEARES.

» EERETEREAER
FRARBEREETAMN cell-application MY REHIFERERBFRTH —HEARER.

n EHEREESAR
B LEBFERARBEREETIAMN reconfigure-database TS REFH VMware Cloud
Director ERIENESRASR .

n BRI EBEESNHEESER
VMware Cloud Director £/ Quartz TEHFRES ARG LEITHIERSESE (Th), R
Quartz HFERERERR , BUELIRIFULRE. FHARBEREEIAMN fix-scheduler-data
WELHREENETREEERNIESRER , URFTEBERLER,

n B HTTPS MEIZEA Proxy MEBELXEBREBRE
FERBFEEEETIAMN generate—certs IS A HTTPS flEE A Proxy mEEL BREFEBM SSL
BE

s HUR HTTPS ME#E A Proxy iwHHEH
FRRBFEEEEIAN certificates MTEUL HTTPS FEE A Proxy WmEH SSL BFE.

n  RIMEIRBEA SSL BE
ﬁﬁﬁﬁﬁ*ﬁ%fglﬁﬂ@ import-trusted-certificates ﬁ%@lﬁ% , LX)%M‘ES‘Z%E?I\%BHE?’I’% (ZZI]
AMQP 1 VMware Cloud Director E¥IE) WRZELR.

n & vSphere ERE AR HEH

%, ERARBEEREEIEAEMN trust-infra-certs Mm% , MBEFM vSphere ERWEFTEL
¥ HEE AZE VMware Cloud Director E¥lE.
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n REARESRFHFE
ZHRYARE  BEAREEREEIAMN nanage-test-connection-blacklist S REER
EBEMMNFZERE  RAEBARBARMYE VMware Cloud Director #33H 17 EURE .,

» REFAEEAFHEEN FIPS R&E
#£ VMware Cloud Director 10.2.2 %8 , EERFBEFIEEA Y VMware Cloud Director f#FH&H
FIPS iR&& , AJLAEA fips-status <. WHSLTEET VMware Cloud Director BRI EH
FIPS #AR&E,

n BEEAHN SSL BBAE
FRRBEEREETIAN ciphers S, RERBMERERNBZBELHS , IMEE SSL EHRRIBHEE
mo

n BEAKHN SSLBABEBE
FEREMRMERESSL ERIBEFPRMEMN —4A SSL BNGE , FEAREREEIAN
ssl-protocols ﬁ%o

n REEEWEMZM
AILAE AR EREEIARMN configure-metrics MSREERENEESE.

m (RE Cassandra EEERE
Eﬁﬁﬁ%%ﬂlﬂﬂ cassandra ﬁf% , ﬂ%ﬁﬁ*ﬁ'ﬁﬁ:ﬁ%%ﬁgéﬁﬂﬁo

n BERZABEEEEDR
&R HE VMware Cloud Director ERIENFEAESBANER , R AEAREREEIAN
recover-password B8 % RE KR VMware Cloud Director R EEE R,
s EHF TR RBUIREE
FRAREREEIAN rfail-tasks S , REFERBFENZERARFEETHTH TEMEBBN T
BRAREE, BRIEFMBERIFRECRAR , BRIEEEMEM fail-tasks WL,
n REBEAEERE
FERFEREEITEAEM configure—audit-syslog MY , RERSTHERBZAEMNFR,
. REETBAEK
FEEHAGEEVEFEH4ERRFEANEGELR  UAFEAREFEREEIAMN nanage-enail W<,
. ESRMLHERMES
FERAREEEEIAMN rind-orphan-vms % , ARHEMR vCenter EREEFE VMware Cloud
Director ERlENEREBZNSE.
s MASEH VMware FF LERBUESTE
BEEMATELE VMware BEF&RIBUGESTS| (CEIP) , B UFEAREFREEIAN
configure-ceip %ﬁ%o
n EHEARNERBRTE
FERBFEEEIAN nanage-config Fo< , BUUEHFTENERRNALRE , A &8
TEE .
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s REBBRELSEHR
BZEESEERMAHMASINAEMEASRZEESREER K FERAZGEEZESHERE
8 K BUUREEZESEHR., BULERAREEREEIEN nanage-config ¥WM% , ZBREIT
REFREIL MR EIE EH 8B KRR E B SREPEH R,

n  SHE#ESEEE VMware Cloud Director R E N EE TR &R
EERIBIMEH VMware Cloud Director B#EH VMware Cloud Director & ZHEHA K IP {11t F
DNS EH , BALERAFEEREERETAMN nanage-config Fm<,

n  {E%8 vCenter ERHBHER
ZEREAREREEIAM debug-auto-import FW% , BAILBERE vApp MHEFIEEE —
%@ vCenter [EREBNERE

n ENELSZIHAEMFRKRN MAC it
MRHKRETHEZEZRBNBHME VMware Cloud Director ¥ & HRIE: | AAESEELIE 2
FEBAERPRE MACUIEER, ZEERRLEFER  SXERBTEARZHBINBHNETEFE
Hh— @it & L EHESE MAC it

= 3 VMware Cloud Director f#EF1#& LR ERE IP {it

EEEHERESTAMESED VMware Cloud Director fEFI&H IP it , LA EREERER
IEO

iR E VMware Cloud Director &4

FRREEREEIAY systen-setup %, IFARAEEERFEMABENRIDALARSEFEANE
ﬂEO

] E VMware Cloud Director AIRSFHAFNFIERARSYEEHESZTEREZR , BALUEBR THHERX
H<H , FRAMBERRELINRAGEESIRS UK ALK VMware Cloud Director ERHE :

cell-management-tool system-setup options

ﬁﬁﬂ\%EETﬁEE’ﬂ?\ﬁtiﬂﬁﬁtﬁ%%o %ﬁ?ﬁiﬁﬁﬁglﬁ , ——unattended jﬂ] —-—-password Fﬁﬂ‘o
RE-1. EEBEBEIRREES| H, system-setup FTWE
By 5| #Ha
--help (-h) = RELRENFITAGTSHREE,
——email BEEICRAHREEE RESEENESTHABUEREE
YEFER ¢, VMware Cloud Director &}
.,
——full-name BERIUCZREEE ZAAKEEENZEEREE VMware
HEE, Cloud Director E¥EH,
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RE-1. EEREEITHRFEHES| ., system-setup Fin s (&)

B

--installation-id

—--password

--serial-number

—--system—-name

--unattended

—-user

5l#
1% 63 BENKNER

BERIYZRZREES
M=, &
F--unattended #IH
NEE, WRTER
--unattended 3EIH ,
ERREDSH LR
EEBRHHTERRE

BA

AR REN RS (X
EEH®).

VMware Cloud
Director vCenter
Server BRI REE
=%,

14

An

BERIYZEZREES
MERERRE.

&4 : ¥8FE VMware Cloud Director &R E
HLTIABRHNR S AIEEH VMware Cloud Director ZEWFIBERERTE. ARKIEE --unattended

b —-—-password

, BLERTERMYBAARREESRINER,

i b

IR VMware Cloud Director 2%
W& ID. RAEAER NIC EE
MAC fusit & A ZE ID,

BT NREHEESUHARERE

# VMware Cloud Director Z##

VMR, FERHEE VMware
Cloud Director Z# & EM — L
B

RGEEEM VMware Cloud
Director #TREBER SR HE.

BEM. YARERH VMware
Cloud Director F%.

It VMware Cloud Director 27
FEEFMH vCenter Server L,
HEALEBNERRRER.

BEN, EALBAUAGSE, &
STERTGETE-SHNEA,

ZEEEEM VMware Cloud
Director #TRERFRMHLERE
BB,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool system-setup \

--user admin --full-name "VCD System Administrator" --email vcd-admin@example.com --system-

name VCD --installation-id 2

Please enter the new password for user admin
Re-enter the password to confirm:

Username: admin
Full name: VCD System Administrator
Email: vcd-admin@example.com
System name: VCD
Installation ID: 2

Are you sure you want to use these parameters?

VMware, Inc.

[Y/n]:y

(password must have more than 6 characters):
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Creating admin user.
Setting system details.
Completing system setup.

System setup is complete.

= A RIS IR M E X ERN AP in B8y 7 EUE

# VMware Cloud Director 10.0 B4 , B LAEFHEBEK VMware Cloud Director OpenAP| & A i
2 DA ARFEIR 4t & A A&FE A FH VMware Cloud Director,

A LAME A REF R OpenAP| iR B 3R #1% VMware Cloud Director BIfZEL , fMEES L2 M.

m  /cloudapi/1.0.0/sessions/provider - AR IRIFIRMEZ AL OpenAP| inSh, ABABEEAL
i 2 77E VMware Cloud Director,

m  /cloudapi/1.0.0/sessions/ - FARAEBEAZE AN OpenAP| imE . ARIGIZME BIEM It imEFE
VMware Cloud Director,

RTER , RHEEEEMNABFEREEBRZEA /api/sessions API s B 2RK1FEL VMware Cloud
Director,

ERFERREREEIEMN nanage-config Fans , B LUMERARBIBMEY /api/sessions APl imE
Ky 1Z EUE , [FH 1t , SRRERHEEEARG A ERRFREEFZIOH /cloudapi/1.0.0/sessions/
provider OpenAP! i 2,

B ELEHRERHEEY /api/sessions AP In BV ZENR: | R FTEEM AP nE , EREZEES
{ZR 1t SAML Token WRIEIRHEBER G S LY,

EF

1 Ll root BN B AZMERH SSH & A{EM VMware Cloud Director FEEMNIEE RS,

2 EEHHEHRMHEY /api/sessions AP WENEFIE K BEARTEEREERIAR  REBVITTIHS :

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v true

mR

PRAEGIBMEEEBFE /api/sessions AP| inBh, REIRMEETLUEAFHE OpenAPl w2 /cloudapi/
1.0.0/sessions/provider RIEH VMware Cloud Director, &I ATLAEEFER /api/sessions API
IR /cloudapi/1.0.0/sessions/ OpenAPl B #1FHL VMware Cloud Director,

BESR
HEMARMEY /api/sessions AP IRV FEUE | BRATTHGS ¢

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false
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BTN

BRRBEREETIAN cell F@< , BUNEEITEHEREN THERERE . REERPIEOMR

. ZEHREREERSX  REFEBARER.
EEEEMER  BEATIEANG S

cell-management-tool cell -u sysadmin-username -p sysadmin-password option

B sysadmin-username M sysadmin-password RRGEBEBNEA L EBNHE,

T ERREEE  SUNERLER. THERT , SSERTEATHMNAEER LBTRZER,
BRUEBER --pic BREYRUBEREFNEFRARE  REHARELEERR. 2ESKETHEN

BEHEBE  FERABELTIAETNSDS :

cat /var/run/vmware-vcd-cell.pid

RE5-2. FEREETERFHES|H, cell THE

--maintenance

(-m)

—--password

(-p)

--quiesce

(G))

—--shutdown

(-9)

--status

(-t
--status-verbose

(-tt)

—-username

(-u)

VMware, Inc.

318

Eiiid
AR

R R TR T RIS

true B false

VMware Cloud Director Z&E
EHEZN

true B} false

VMware Cloud Director Rt
ERFERAEERE.

i
RELERPTAGSTHRE.

A LA BB -username,

TEHEEEXTRERTRE.
ﬁﬁ*ﬁtﬂg rE”ﬁ true §ﬂ:%§] , i
FERFREAEERN,

BIB alcc BEEMTERR AR
MR -username BIE (=%
B,

MREFMUIRE  HLFRREEA
FBRMAEEE LB RZEBR.
FBLEFELNED,

Sl¥ true SBHRERSR.

Sl¥ false BEHMEBHRESR.

E[REE LEERR VMware
Cloud Director BR#.

BREERFRLBTHIERERE
R ERRENEREN.

BREEREELRITH IEREFEE
R AIERE.

A LA AL BIREL —pia,
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BEFTFHRERREN

EAREFHREETAMN cell-application MY REFIRBERERBRIHTHN —HEEARER.

VMware Cloud Director #1712/t VMware Cloud Director AF i FrERENZ ERARR . k7
%R RENSREELERAERAN -y, BEEEEIIMNAERE T #EEZE VMware Cloud Director

ZE.

EERARBERERBBEAAMTEARANEE , BEATIHIEANG ST

cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command

sysadmin-username

VMware Cloud Director R EEENFERAERTRE,

sysadmin-password

VMware Cloud Director ZHEEENZRE, NERBESEKFET , AIXBEKREKRESIHRA.

@i BHLME cell-management-tool R FIHIRM VMware Cloud Director ZGEEEH
B, TR, ERLEREEEERS., S cell-nanagement-tool IBRE AR , ER@A
B, BTSRRI EER L,

BRAERER--pid BRAYRURBEREFNEFEIE  REHARAAEEERR. FESHEE
BEORFHEBIE  FERABELTIRATNSS :

cat /var/run/vmware-vcd-cell.pid

command

cell-application %ﬁ%o

R5-3. EEEEEIRREHES|#, cell-application FWH<

wE
--help (-h)

--application-
states

--disable
--enable
--pid (-0
--list

--password (-p)

VMware, Inc.

5% i

i RAMERPATAGSHBE.

i VR EREARREBARE.

AR R ikt FREARER BB RN,

FERRARERTE AR FHREARXERTFRRBEANT,

R ERREFNREFRBE B AR RIREA -0 -u M -p.

i JHAAREFRERER  YRTREAFERFRBBFRT.

VMware Cloud Director B8 BEM.  MELREGSHTREUBE K LGSR REBAZE,
oA
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®5-3. REFHEBRTARBBRES|IB. cell-application FHT ()

wE 5% 3
--set EARXERBNUSSI R  EEEREERENATH —ARERERAERX. Le<eBRRAN
BE, EREFRBEBERBN —AFERERRN. A --enable H —-

disable BFE—ERABEXNWREIIRE,

-—username (-U) VMware Cloud Director B  FKIEE --pid REE
BAERE.

2 . IHBERERAEXREMERE
BIR cell-management-tool MSYEERATEERR  Y2EO#FERERRARERBMREE
go

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool -u administrator cell-application --list
Please enter the administrator password:

name id enabled

description

Networking com.vmware.vc... true Exposes NSX api endpoints directly from
vCD.

Console Proxy com.vmware.vc... true Proxies VM console data

connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant
site.

Compute Service Broker com.vmware.vc... true Allows registering with a service
control...

Maintenance Application com.vmware.vc... false Indicates to users the cell is

undergo ...

Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST
API.

EHENEERAR

BU L EBFERAREREERIAN reconfigure-database F@<REH VMware Cloud Director &

HMENERAR.

£ VMware Cloud Director &&=} VMware Cloud Director FEF B2 FHIHE , £ UREERE
FRNEREESEANE. H2BE Linux %% VMware Cloud Director 1 VMware Cloud Director f&

REENIBENANRARE.

VMware, Inc.
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#E VMware Cloud Director E¥E#% , BAILUEBMEM reconfigure-database FSREFHER
EELZ, BOLIRE VMware Cloud Director ERERZIH M K SFERHEFHESBNEE , 3K

A PostgreSQL B ¥ EM SSL ELF

cell-management-tool reconfigure-database

options

EE EBHIT reconfigure-database SN EBEFEEARERN D HALRE

global.properties MEMERE responses.properties, MITWMEL 2 , ERAREEENMR /opt/
vmware/vcloud-director/etc/responses.properties WHABA, NEREREEFHACERE
MAEBEE RN , 2 M £ Linux £% % VMware Cloud Director,

MRAER --picd BIH , EXAEFTRBRERTEERRE,

R5-4. REREBEIAREBHES|E, reconfigure-database TWE

a1

--help

(-n)
--database-host

(-dbhost)

--database-instance

(-dbinstance)

--database-name

(-dbname)

--database-password

(-dbpassword)

--database-port

(-dbport)
--database-type

(-dbtype)

--database-user

(-dbuser)

--database-ssl

VMware, Inc.

ik
[

VMware Cloud
Director E#EF#H
IP st s SRR E B

SQL Server EREH
1T1ERE.

EMERBERE.

ENEFERENER.

EREREETENEE
RN SRR
[

EREER, THHEF
—1{& :

B sglserver

B  postgres

EMEERENERE
BM,

true E&Z false

it
RALEBIPATARENREE,

B database.jdbcUrl ABHE,

EE ta<ERBERN.

RiEM, IRENEERR
sqlserver , BIfEFILIRIE,

EE mRGsEE  SERMUR
AREENERTEENHAEIE.

B # database. jdbcUrl RAEHE,

E%ﬁ database.password W"’gﬂ"]

B, CRENBEBEEURRTERET

BIANE
EH database. jdbcUrl ABHE.

EE ga<ERESER.

EH database. jdbcUrl ABHE,

E%ﬁ database.user W"@E’gﬁr

yu%ﬁﬂjﬁﬁ’:ﬂ?] postgres , EUE
FtERIE, |E PostgreSQL &#
B, LER# VMware Cloud
Director #1T SSL E#R,
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RS54 FBEREEIARREHES|E. reconfigure-database ¥% (&)

215 b it

--pid RBEENEFRBBIN. BEM. EHTHHM VMware Cloud

(-1) Director f#F 1 EHMITREHNRE.
TEESHRBREFE.

R EE --private-key-path B
A, BaNEAENERFEE LY

B#TH<.
--private-key-path RERNLZE SR BEN, ARSFEATHAERES
BER. EXRME , ENHENERR , AR
EXNAE.

EE FERERLAAFERER
EEREBBER TEST SSH &

.
--remote-sudo-user B7A sudo #RK A ERRFEAETSBREAER , H
EEHE, --private-key-path BIBHEME

A.

HRERKE , BT BEAR
postgres & , filin

--remote-sudo-

user=postgres,
E‘fﬂiﬁﬁﬁi&lﬁ --database-host jﬁ:l --database-port H;t_r , ﬁ%@%ﬁ%ﬁ%l?ﬁﬂ’ﬂ%iﬁ , 1ﬂ$§/ﬂ“§f—ti%ﬂg
BRESHARTFIRY K NEREFEEERENATHERE,

MRIEEM --private-key-path BE , IARERLARESAFEREAEERTERNER TET
SSH E#&. flm , ®EHTRE , BTUHIT TS Linux 88<

sudo -u vcloud ssh -i private-key-path root@cell-ip

HEHIRELH veloud BB, RELBERE B D EHIT cell-ip BfEMR SSH BREFFR , BF
REBERAERE, MRAEEEFERL private-key-path PR SBTTHERE veloud. veloud B
B, BHEN A ARSBEEIT co/-p BEERABREAEMN authorized-keys BR , M<K,

B vceloud FRAE. veloud AR veloud.veloud HRFE 2H VMware Cloud Director ZERREY
# , A4E VMware Cloud Director BF#TRAAN S 2B, veloud ERAERER.

gif5l . #%E VMware Cloud Director &R EF A EZBNRE

EE®E VMware Cloud Director EREFRERZBNEZE , UEEEMERKATRBARRBRE , &
ALRIT TGS :

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
-dbuser vcd-dba -dbpassword P@55wOrd
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g . BREMERFHRLBTEREHRRE , EH VMware Cloud
Director ERIE IP ik

MRERZEE sudo ERRWIERERE , BALBMITTI®HS , LEAEEREREE L VMware Cloud
Director EXIEM IP it :

[sudo@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
--dbhost db_ip address -i $(service vmware-vcd pid cell) --private-key-path=path to private-
key \

--remote-sudo-user=non-root-user

HRAAISERRNVIFRERER

VMware Cloud Director £ Quartz T/EHREESHRAR G LHITHER L /EE (T/E). WR Quartz
fiﬁ%ﬁ*’“ﬁ?ﬁ% «u\ ﬁ/fﬁklﬂﬁﬂlg WL o ﬁﬁﬁﬁﬁ#ﬁ‘“ﬁIﬂE’J fix-scheduler-data op 7?'H?¢B3§*4
EFRERAEESRNWIRESER  YREEEENRER,

EERHBRSHIERERNENE , BEATIEAN® S

cell-management-tool fix-scheduler-data options

XR5-5. BERSEITRBIFHES|E, rix-scheduler-data FWH<

By SI® g

——help (-h) i3 REBHERIFITAGSHRE,

——dbuser VMware Cloud Director E¥lE H#BEG<S IR,
FERENEREERE,

--dbpassword VMware Cloud Director ERlE ZREHBBERER.
ERENER.

B HTTPS F1E£# A Proxy WEELEBRHFERH

FRREEREEILAEN generate-certs MR A HTTPS MEIEA Proxy IWEHELBREBEN SSL BHE.

&8 VMware Cloud Director Al fREEFF A ML BEZ EMME SSL w2 : —EAR HTTPS BRI , 5 — @RI
AREES Proxy R, HTTPS BR#Sim B & VMware Cloud Director Service Provider Admin
Portal, VMware Cloud Director Tenant Portal 1 VMware Cloud Director API, RixXiE& Proxy
W2 E VMRC Z vApp FERMESNESR .

BEBEEIARMN generate-certs WS BE#ITA Linux £ VMware Cloud Director 83 B3 %
EHK SSL BRERERF.

FEELFNWEREE SSL BRAFELIFHIRNBAEN keystore , FEATIEANHSS

cell-management-tool generate-certs options
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R5-6. MERBEETIAREBEHES| . generate-certs FWE

B

--help (-h)
--expiration (-X)

—-issuer (-i)

--httpcert (-))

--type (-1)

--key-size (-S)

--keystore-pwd (-W)

--out (-0)

--consoleproxycert (-p)

=l

AW

adays-until-expiration

name=value [,
name=value, ...]

::

keystore-type

key-size

keystore-password

keystore-pathname

i
RELERPATAGSHRE.

BEZMARARE. FERA 365

X.5090 BREERENMAIEE. ER
% cn=ropn, EF FQDN RE#EEFE
WREASEBRE IP it (WRE
FUANTERENERE), EEEES
BEMHEAEAR , FUEGERE ()R
B A SISR R B ESI &,

B HTTPS M EERE.

SRFHETENEN, BERES
PrCS12, WA Y sceks €8
RE,

SWAKRD , UBEUABRT. B
|#H 2048, RIE NIST 457
800-131A , /NA 1024 £ K/NF
BEIXE,

HEH L keystore KRG,

MEH L keystore HEERER

ELETEES Proxy WEHNER,

i AEFREREBETFHSHAEARY  BREK 5 M o BEBREM 5 N - BERENER.

gHl: EVERBERH

EMEEHIFANRN /tnp/cell. ks B keystore , BEBRIEA kspw, MR keystore FIEEZEL

BEY .

FEHEEATHIRERERZLHBRE. BRESBRES cN=Unknown, WEBEEMATARMN 2048 Lt E

BRRE  YHEBUKR-FIH,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw

New keystore created and written to /tmp/cell.ks.

VMware, Inc.
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WEHESES HTTPS mENHBE, CHEASRAN N EEXREZBISTEETE. BREZHWRES
CN=Test, L=London, C=GbB, HTTPS EEMHBHEES —# 4096 Ut & K SEEIYE 200 X3
B, £EA Proxy WENBEERETSZREE,

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,
C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

BEE FH%E vcloud.veloud AT EEANEIERN keystore BRMB &. VMware Cloud Director &
EENSEINFERAENEAE.

K HTTPS MEE & Proxy in#REBHE

FERRBEFEEEETIAMN certificates MTEUR HTTPS FEE A Proxy imEH SSL BE.

BEREEIARMN certificates M EBEBEITUTERF | L PKCS12 2 JCEKS BN EBHEFEF
RENHBERRBEERFE. FH certificates WK BREZERFIRACHBRE , IUFBER
BREHEE. EEZVESCEERENERETRE , 528 A Linux LH VMware Cloud Director
BEIYEHRESBM SSL BE.

EZERR —SRMEREEN SSLBE , FEAUTEINGS .
cell-management-tool certificates options

RE-7. FEREBIRBIEHES|E, certificates FWE

By SI® g

-—help (-h) 23 RIBWERIPITAGSHRE,

--config (-C) EEHM global .properties JERE $VCLOUD HOME/etc/
EREEREERE global.properties,

-—httpks (-)) &= B http 3 BEFrfE Y KeyStore

=R certificates,

--consoleproxyks (-p) = BREZEAE Proxy mEFTERN
KeyStore fEZ

proxycertificates,

—--responses (-I I+ Y %A $VCLOUD HOME/etc

-n RIFARE FER A SVCLOUD _HOME/etc/
responses.properties BR responses.properties,
TEREER
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R5-7. HERBTEIRRFEHES|B, certificates % (&)

B o 3

-—keystore (-K) keystore-pathname BECDEER/EMN PKCS12 5
JCEKS A HMBFEMNTEEKRZ
EZ2H. DBEW -s BEEXBRA

—ko

--keystore-password (-W) keystore-password --keystore BIEFTZBM PKCS12
% JCEKS X ERRFENER.
BB BEH -kspassword
—--keystorepwd EIEO

gHl . RERE

BAI LA BB ——config M —-responses BIE , BRIFBLEERCRERNWERVELBHR., NEHKAN
B /tmp/my-new-certs.ks B keystore , BEREA kspw, RNEHEFERE /tmp/my-new-
certs.ks PREINBERIRRBFHREEN nttp WEBRE .

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

FE CUAERRBRZRENRBRTR.

RSN ERARFSEE A SSL BE

ﬁﬁﬁﬁﬁ*ﬁ%ﬁlﬂﬂlﬂ import-trusted-certificates ﬁ%gkﬁ% , J«;&Fﬁﬁé}éﬁ%‘;%%ﬂﬁﬁﬁ% (le]
AMQP # VMware Cloud Director BRI E) WZ2ER,

VMware Cloud Director # B ZEBEBENBEREALESNEEERE | REZIIBRBRBNERESE
Pt ARBETHEZDEREINBRE., EEESIEENEBEEARERNEEENRE , FEAUTHERN
we

cell-management-toolimport-trusted-certificatesoptions

#*5-8. HEREE I HREIFHED| B, import-trusted-certificates FHE

BE SI® i
--help(-h) i REEMERPITAGSHREE.
--destination BREATE Bt EEEREN TEREEE,

mRm<H EREM , AIER
% /opt/vmware/vcloud-

director/etc/certificates,

--destination-password $$ B EEFTHRENZE, BERA
vcloud.ssl.truststore.password

HE (MRREDSH LR,
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R5-8. BEREEIRREHRS|B, inport-trusted-certificates TS ()

215 Elb R

--destination-type R rEER BN EEERENSRFEEESR
A, AR JKS | JCEKS., FERAB
JCEKS,

--force ﬁﬂ\ EEE E’St&%&ﬁ?ﬁiﬁqﬂﬂ’ﬂﬁﬁﬁ

--source BEEE IR PEM BRI TEBEEEE,

gl . EAZGEENER
MWE B BFER /tnp/demo . pem BEAZE VMware Cloud Director NS BHEE (LR /opt/

vmware/vcloud-director/etc/certificates), VMware Cloud Director f&fF import-
trusted-certificates MYMENEMBEEANSBRERTERE.

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

& vSphere ERE A i BB F
A%, FRABEEREEIEMN trust-infra-certs Mm% , REBEEFH vSphere ERWERE IS H
fE A E VMware Cloud Director ¥},

BEREETIAMN trust-infra-certs MY EEBHREREPH vSphere EFRUE SSL BFE , UHEH
FE A VMware Cloud Director ¥}

DEFM
BRELHE AmER vCenter Server 1 NSX Manager #17{E# ERE B EERIT.

EF
1 Blroot OB AZHMEH SSH B A VMware Cloud Director #1ZRINIEEZR ST,
2 HAITIRANDS.

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

R5-9. BEXREEITREEES|H, trust-infra-certs ¥M<%

BiE SI% i
--help (-h) & RELERPATAGSHREE.
—--vsphere Fii:d ERTNEGEERZEDEEEEN

vCenter Server, NSX Data Center
for vSphere # NSX-T Data Center i
TERNERE.
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R 5-9. HERETEITRREES|®, trust-infra-certs TWm% ()

3] SI8 Eipu

-—trust &= BEM. BBFIIEZE VMware Cloud
Director S EFHE.

--inspect %E'&o Eﬁ%@éc %E'&o %iﬁ%ﬁ%ﬁﬁﬁ@o

--unattended ﬁﬁ\i\ %Eﬁ’) ﬁﬁﬁﬁtglﬁuqﬁﬁﬁ%ﬂ# , ﬁ’%
TERTEETE-SHNEA, RS
BEEEMEEREREE.

g5l . SEIE A vSphere ERHE T ERE
EEEELEEA vSphere ERIHHFNEE K MARREBE-—SAA , FHTEETIRENGS.

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs --vsphere --unattended

REARERIFEE
ZHRYALRE K BEAREREEILAMN nanage-test-connection-blacklist &n< XRE $H IR EH
MFEE , REBRABARMEYE VMware Cloud Director #88%#I 7 EURE .,

#& VMware Cloud Director 10.1 B , FRIEIREHE FAEFEA RTLLER VMware Cloud Director API 3l
HERIGRREENER , W7E SSL ERRRBERTERIBRAMKSEE 2HA.

HERECHE VMware Cloud Director BITER R E TS REHNABMAR , RERHETRERLER
FEBAN AR EMIHBE.

mp—3k  MREEERBAFINESREBEERAFEAESBE VMware Cloud Director API ¥ EZ %
VMware Cloud Director F#85& |, i EEESEHEFTE FHRIBEH,

LRI % BEBEEAREY VMware Cloud Director RN EIEH , FEAREREEIAN
manage-test-connection-blacklist an< REHA I EMA A AFZEE,

EF
1 Blroot BHBEAZHMEAH SSH & A VMware Cloud Director &R NIEX RS,
2 HITHSLUSEEFREHEEE,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist

option

R5-10. HEREE T RBEHES| B, manage-test—connection-blacklist FM<

215 )| #a

--help (-h) = RHELERNFTAGTSHEE,
--add-ip IPv4 5 IPv6 {iit # 1P At F IS E B,
—--add-name i%ﬂ"] %ﬁﬁﬁ%gﬁﬁ%ﬁ ﬂ%%ﬁiﬁﬁﬁiﬁ%ﬁ%ﬁg§i¢ﬁﬁlﬁg
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FR5-10. EEREETEREHES|E, nanage-test-connection-blacklist F@< (&)

7215 ) it

--add-range IPv4 2% IPv6 {uut#5E , 5:/A CIDR =% #§ IP Uit EEFMIE EEHHIFE,
SEFHRAERX

—-list i JIHFECESENNRAEER,

WAR P A 1F A R IF AR AV FIPS ARRE

#£ VMware Cloud Director 10.2.2 fi8 , ZERFEFFAEERA Y VMware Cloud Director & F#&H FIPS
AREE |, AIBAEA fips-status <. LS TERER VMware Cloud Director FEFA$ B/ FIPS AREE,

WMEBRE Linux £A VMware Cloud Director A FIPS XXMM E , 28 (VMware Cloud
Director Service Provider Admin Portal 5 ) ®# (BtA FIPS #x) .

fips-status MLETRAEERADRFEERN FIPS REEH , BREMBERBTE. VUID. IP Lt FIPS

MEEAKE FIPS BXEH , FBEMIE VMware Cloud Director FEFIRE FIPS 3,
HEEW JSON BRRXHWER , BALUEE --son R,

BF

1 BHlroot HHEERARMEM SSH AFWwE A VMware Cloud Director R FEHNEERE.
2 BEFREERTRHERN FIPS K&,

/opt/vmware/vcloud-director/bin/cell-management-tool fips-status

51N EEFREEITABIEHES|#, fips-status W%

we oI #at
--help (-h) i RELERPAITABTSHRE,
--json i1 R JSON BRI EH.

S AHN SSL ZEFE
FERAREFEEEEILEN ciphers MY, RERERREHENZREELHSE , LUEE SSL EHRBHEER.

i ciphers MEEE MM VMware Cloud Director IR HTTPS ME#E A Proxy BN —ARBR M
FHERAM VMware Cloud Director ER#ERREERELEEEFEAENEN API BEE.

AFmEB SSL ERZE VMware Cloud Director f#Z 1 , ERRAGRUECEAANEBRARFE
ERENER, FEEBTELFEL  SFREAAELFRBENEUREESNEZSE  SFREAE
LRIBFESEH SSL EBRARM.
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ZHEHF K VMware Cloud Director B , ZEHARESHEREFEENEE. UREEAERERAT
EATFZRBEEFHNRBETNR , RESIARBELNR. BUUERTHIBROABELEHRES

AEREE

1 BIAFERAENZERARGBHER. BLUER cell-management-tool ciphers -a , BB T &4l

FRTR , SIHARART AFNREER.

2 fff cell-management-tool certificates MELHEHEERNREEEREINRATEE.

3 ffM cell-management-tool ciphers MY EHREAFRIBEE

, WRERRARHMBENFE

EE EA VMRC FEAFEEMH AES256-SHA 1 AES128-SHA 288 |, 1R VMware Cloud

Director AF WA VMRC X128 , ERELARILELRE.
EETEAHN SSL BIHFE , EEATIEANG S -
cell-management-tool ciphers options

RE5-12. REREETIAREHNS|H. ciphers TWE

By SI®

--help (-h) i

--all-allowed (-a) i3

--compatible-reset (-c) (BB E) =

--disallow (-d) UER RN EBHERE
BE,

--1ist (-I) B

--reset (-) =

VMware, Inc.

i b
RELERPITAGSTHRE.

5l VMware Cloud Director X2
KT E 2.

BB, F/A --reset BEERATE
HHATERFE,

FitERREANEEEETNE
B, SRATIHERE  BLEAES
EFANBEBHNTEEE , BARIT
BB EERNAHNRE.

EE MRBTUIBRBERFFHEM
B, BREAEHE.

EERBAETRENER , FHT -

EE # 1T ciphers --disallow
%, REEHBEBREE.

P BRI EEEAN —AAFNE
.

ERARBRNATEBHEE., IR
REENBRICHAZASE , BISE
HEFEREN SSLES  HAGRHE
FRAHRBENIRE.

BHE 1T ciphers --reset #,
MABFRRBRETRE,
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#fl . FIEMERLS

VMware Cloud Director B8R EREN ERMARITFE.

FEHBT T IARATFNERBEERAEMEBR , URNAZEATHFEEANER.
1 ISERBMANEREE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -1

Z TR EHSRE ERARRHNIFE.,

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

2 IBRFRE SSL ERBRBB AT LRHN A RIBHNIZE.

[root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool ciphers -a
12 ALA 3 X 7 koo
Zan S W R E RN BIREE,

# ./cell-management-tool ciphers -a
Product default ciphers:

* TLS_ECDHE_ECDSA WITH AES 128 GCM_SHA256
* TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384
* TLS_ECDHE_RSA WITH AES_ 128 GCM_SHA256

* TLS_ECDHE_RSA WITH AES 256 GCM SHA384

* TLS_ECDHE_ECDSA WITH AES 128 CBC_SHA

* TLS_ECDHE_ECDSA_WITH AES 256 CBC_SHA

* TLS_ECDHE_ECDSA WITH AES_ 128 CBC_SHA256
* TLS_ECDHE_ECDSA_WITH AES 256 CBC_SHA384
* TLS_ECDHE_RSA WITH AES 128 CBC_SHA

* TLS_ECDHE_RSA WITH AES 256 CBC_SHA

* TLS_ECDHE_RSA WITH AES 128 CBC_SHA256

* TLS_ECDHE_RSA WITH AES 256 CBC_SHA384

* TLS_RSA_WITH AES 256 GCM SHA384

* TLS_RSA_WITH AES_ 128 GCM SHA256

* TLS_RSA_WITH AES 256 CBC_SHA256

* TLS_ECDH RSA WITH AES 256 CBC_SHA

* TLS_RSA_WITH AES 256 CBC_SHA

* TLS_RSA_WITH AES 128 CBC_SHA256

* TLS_ECDH ECDSA_WITH AES 256 CBC_SHA

* TLS_ECDH ECDSA_WITH AES 128 CBC_SHA

* TLS_ECDH RSA_WITH AES_ 128 CBC_SHA

* TLS_RSA_WITH AES_ 128 CBC_SHA

3 EEEFANER.
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MRAERTRSHRBREARBEES , AZFBBEEABAMRE.

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool ciphers -d
TLS_RSA_WITH AES 128 CBC_SHA,TLS ECDH RSA WITH AES 128 CBC_SHA

4 BITHTHURECHATBRNEE. FEFIFENEARRHRER.

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-
director/bin ]# ./cell-management-tool ciphers -1

2B SRR RECRANAERRNEE.

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC SHA

* TLS ECDHE ECDSA WITH AES 256 CBC SHA

* TLS ECDHE ECDSA WITH AES 128 CBC SHA256
* TLS ECDHE ECDSA WITH AES 256 CBC SHA384
* TLS ECDHE RSA WITH AES 128 CBC SHA

* TLS ECDHE RSA WITH AES 256 CBC SHA

* TLS ECDHE RSA WITH AES 128 CBC SHA256

* TLS ECDHE RSA WITH AES 256 CBC SHA384

* TLS RSA WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC SHA256

* TLS ECDH RSA WITH AES 256 CBC SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC SHA256

* TLS ECDH ECDSA WITH AES 256 CBC SHA

* TLS ECDH ECDSA WITH AES 128 CBC SHA

BE AW SSL B EFE
SEREHFHE SSLERRBRFREN—A SSLBNGE , BEARFEERIAY

ssl-protocols ﬁﬁé?o

FAFwZER SSL EHAZE VMware Cloud Director 7&K , RERRASRHACERE AN SSLBERE
EEELRENBAGE. BEHEBABE (B#EF TLSvI. SSLv3 M SSLv2Hello) FHEFERBEL ,
HACHEMEBRENZEMRE.

BF

1 Llroot B EHEBRADMER SSH AF#HE A VMware Cloud Director #E&NIEE RS,
2 HITUTHSUBEANMN SSL BAinEEE,

cell-management-tool ssl-protocols options
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R 5-13. REREBETITARBEHNES|H. ssl-protocols FWE

3] El #it

——help (-h) & REWERPAAGSHREE,

—-all-allowed (-a) i %I VMware Cloud Director X2
WFTE SSL BABE.

——disallow (-d) BESR oMM SsL R SSL BIBEEE

BABERBEE. ENRERBETEENEMN G
E. BRPTHERE  BL4AE
EEFAN SSL BB ENTEE
B, BAMTIHEESER UM
RE.
EE NRPTHBBERTHEM
&, BRERE SSL BARE.

EEWMEFA RN SSL B
E, YT -2 B,

EZE #7

ssl-protocols --disallow

%, RAEHRBREES.

—-list (-I) e Bt B AT EEEAN —A RN
SSL BRI E

--reset (-) i1 BEREN SSL BRBERE
EEZE 37
ssl-protocols --reset % ,
MABHRRBRE TR

g4l FIHAFHERE SSL BB ELEHRELMM SSL BRIBES

£/ --all-allowed (-a) BIRFIH AFFRFRE SSL ERXAMBERHENAE SSL BABE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2

* TLSvl1.1

* TLSv1l

* SSLv3

* SSLv2Hello

HEEBERMERREAXEN SSL BABEESE. HEIHML SSL BABHE , BFEA
--list ('l) EIEO

[root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:
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* TLSv1.2
* TLSvl.1l

FESHREZERW SSL B EBFE |, 35 --disallow (-d) BE, EEREBEEE ssl-protocols
-a FEENATBRABETFENERSREE.

WEBIETEH A M SSL BABEBE |, LLEE TLSVI, R 5.5 Update 3e B vCenter Server lRAE
= TLSvVI,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

ERTh@RS 2%, EXBEFBB RIS,

REEEWENEMm
A LAERAREREETIAMN configure-metrics MEREERENEES.

VMware Cloud Director AJARE A IRMERKENERERFAE2RHENREELENANEE. FH
WF@m<LRE VMware Cloud Director IWEKEE., £/ cell-management-tool cassandra F@W<
2 Apache Cassandra E¥ELLH¥E VMware Cloud Director EEFHE, F2 [ /T Cassandra
EEERE,

BF

1 Blroot B EEEATMEA SSH AFwE A VMware Cloud Director fEEHEERL.

2 3®E VMware Cloud Director FIINENEE .

/opt/vmware/vcloud-director/bin/cell-management-tool configure-metrics --metrics-config

pathname

R5-14. BEREEITAREHES| . configure-metrics FM<

wne SI® £
--help (-h) i3 REKERPITHGSHRE,
--repository-host (BB ) KairosDB E#H EHEER 2BK. F/H cell-

IP {4k management-tool cassandra

--repository-port (B iB)

--metrics-confg

VMware, Inc.

EF A KairosDB EZE,

%ﬁ:‘%ﬂ’ﬂ -—cluster-nodes 1§
R E Apache Cassandra EHIELL
F1E VMware Cloud Director E
BEHE.

2B, EA cell-
management-tool cassandra
%ﬁ%ﬂg —--port i%IE%QE
Apache Cassandra E¥ELLAE
VMware Cloud Director EEFH
.

EEARENRKE
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3  WMEMEH VMware Cloud Director fRZAA 10.2.2 EHIRA , LA UBMTTHH S RBAEER

i

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true

#& VMware Cloud Director 10.2.2 fith , EERMERAERARE,

gh . REEBENEER

BWEHRETEEES , W1 /tnp/metrics.groovy BEHRFIEE.

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy

VMware Cloud Director EBWERBEEE vSphere MEEEEMBENEETE. NEEHREER
BRWESENFMEN , 5528 vSphere REESEERPAXMH . metrics-config BRIIAT —HZ{E

EEERE  YASESIANEERHBRESH. Him .

configuration {

metric ("cpu.usage.average")
metric ("cpu.usagemhz.average")
metric("cpu.usage.maximum")
metric("disk.used.latest") {
currentInterval=300
historicInterval=300

entity="vM"

instance=""

minReportingInterval=1800
aggregator="AVERAGE"

TETIEERRE.
X5-15. EERHE
EREE

cpu.usage.average

cpu.usagemhz.average

cpu.usage.maximum

mem.usage.average
disk.provisioned.latest

disk.used.latest

VMware, Inc.

i3

BEFEENTHEE AP EEERN CPU BESTA
CPUAZEBN A, BEMEEETHRERL.,

IEHEENTHEE  HPHEEFERAN CPU HEMARR
WE. SFEMEEETHRIERL.

IEFEENTHAE , HEEERAN CPU BB ERETA
CPUZZEBN AL, BEFMEEETHRERZL.,

EHEREANTEREBARENTREBAENE .
RERMBASERER T ORLERERNHTEE.

FEEREERAEANRTIERE.
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&R 5-15. EERE (&)

ERERE it
disk.read.average Fﬁﬁlﬁﬁﬁiﬁﬂ@sFi’%%EEYﬁ%u
disk.write.average FIEERERNFTHEARE,

#a ZERHMEAEBEZEMBE  VMware Cloud Director 8 EEEAEMBNEAETRE.
CPU EERfTER O EHIGEHNELA,

HNESEEREER B EETHIKEZH,
xR 5-16. EEWNESH

SHER & Higk

currentInterval BEE EHENEEESHNEFURAEEERERNEEBER U A
B{y), FERES 20, VMware Cloud Director E&¥EH 1 E
BXEKRR 20 W& , 2 vSphere Performance Manager fiE
=,

historicInterval B ESHEYEEERTEANEEER (15{*92%511)0 FERES 20,
VMware Cloud Director E&##fE4k 1 EEXE RN 20 W{E ,
# vSphere Performance Manager FiE% .,

entity THIEAF—1{@ : nosT, EEBEAN VCYUHER, FERER v, YEMEEEHTAH
VM RITEER.
instance vSphere Performance  ¥§REEER 2 BERIBTEE BHIAER CPU &4 KERF/
Manager perfMetricid SAIEHTEBHEEA.  BEREMEEE. AT EEMNE
AT E B 5 I 1 M, mFE e BERERAER, BEFH (W "piskriLE") &
WEZBTEENER., BRER .
minReportingInterval BEMH BEREHEFIERBEANTEREARBAER IV ASE

i), BRERRNARETRR  AE—SREREMME.
BRER o, DEZAHEEE.

aggregator THEA—E : 1 minReportingInterval HERTHRAER, ERER
AVERAGE, MINIMUM, AVERAGE
MAXIMUM, SUMMATION

M E Cassandra EEEHE

EAREREETIAN cassandra %, BRFREGERENEEENE,

VMware Cloud Director JARE AR U EREBNEHEEREAECETEMERTEANEE. A
W FH<SRE Apache Cassandra ERELLAYE VMware Cloud Director EEFHME., ERATAMN
cell-management-tool configure-metrics FHSREEVRENEESE. F2H REEEREME
{ﬁo

B EEERH#TFE Apache Cassandra ERES, MEABEREEEMENERBRFAFNEIRNEEE
EBNEMAEN , 520 REWRE Cassandra ERELUREELEEE R,
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£ E#E Y VMware Cloud Director 8 Apache Cassandra BRI EZ BN ES  SEAUTERINGS
5l -

cell-management-tool cassandra options

R 5-17. REREEITAREHES| B, cassandra FHE

wE ) it

-—help (-h) i3 REGSHTARERE,

—--add-rollup Fii:d E%}ﬂﬁgﬁﬁﬁl«x@%iﬁggu %%
B ZHEWRE Cassandra BEHRIELL
BERELEEER,

--cluster-nodes address [, address ... ] ZIR D FEHY Cassandra #5EEE
B , M VMware Cloud Director
EE.

-—clean Fid #& VMware Cloud Director E#&E

# &% Cassandra AARERE .

--configure & & E VMware Cloud Director LAg2
HA Cassandra EEEEFEH,

-—dump & {EEN B TR B AR AR RE

-—keyspace T #& Cassandra F# VMware Cloud

Director £#ZMEZBRES

string., TR A vcloud metricss

——offline i & Cassandra f#t VMware Cloud
Director £ , BERTEBRERZE
VMware Cloud Director 38548

--password FE Cassandra ERlEFEAENER

--port By EEEBEEHFRETESNERE,
FERR A 9042,

——ttl By BEEERRE integer X, #
integer XER 0 IKERBEEE

--update-schema = Ma1L Cassandra 2848 | LURER
VMware Cloud Director EE%

—-username $$ Cassandra ﬁﬂﬁﬁﬁﬁ %‘E’ﬂ%ﬁu

il : T Cassandra EREER

FEREMMTHGS , B nodel-ip. node2-ip. node3-ip M node4-ip & Cassandra #EREH IP
fuit, SERAERBEEE (9042), EXEEERRE 15 XK.

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra --configure --create-schema \
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--cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \
--username admin --password 'P@55wOrd' --ttl 15

SRR E  BURABHEBRHFE.

BERASGEEER

BN R &8 VMware Cloud Director ERIEMNFEREEZBNEE , R UEAREEEEIAN
recover-password % RE R VMware Cloud Director RS EEE R,

ETHEREEITERMN recover-password % , H3E VMware Cloud Director ERIEFE A& B BNE
EH & S A LLE R VMware Cloud Director R EEE R,

FERERAREEERN  BSEATIRAND LT

cell-management-tool recover-password options

R5-18. FEHREE T BBFHES|E. recover-password FME

3] o|% gl

--help (-h) i3 REGERFITAGSHEE.

--dbuser VMware Cloud Director EflE MSBEEGSHIFEM,
FERENEREER.

--dbpassword VMware Cloud Director E¥lE EHREMBBERETR,
FERENZE,

B TER RBUREE
EARFRERIAN cail-tasks B2 , REFREFHHRBEN EEHTH TIERBRNTAR
. BIFARERBERN , FUGRERA ail-casks BS.

M cell-management-tool -q WSFILBEFEE  BITHPNIEEEL ) ERNERLL. MRETHE
RFETEHLENHEER LT  ABRERETUERRER  SE2RIATATRTHH LR, EHEHE
(REIFITHRINIT/ELRR) 2% , BREABTUHIT cell-management-tool fail-tasks REHHB
ETHENTRAMRE. NEBAREHNITENTRMRERRARE , ERTEHNBEEANEEEERERN
KH, BERIG ARG RCEA TEMY,

FEELNMATEFLRERLATHIESE  BEATIEANGSH

cell-management-tool -u sysadmin-username cell --status-verbose

% 5-19. BREREB T HBIEHNES| ., fail-tasks @M%

we ik Y it
--help (-h) i RAESLERPTARSHREE.
--message (-m) AEXF, EERTETERENREXT.

VMware, Inc. 192



VMware Cloud Director &8, AREMF R

gHl . BMERLATHIERK
551 B S 9 SR T 4 BB B (DT BT A0 T AR BB THE R AR AE.

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown"

Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?
WAy UAEHTRREAEEMEAN T/, @A n, MITEEERT

8 NREEDEETZEIE, MEKERERELETEHAR , RFFREUEAEE, BEEREEL
B IEFE,

RERKAMEEE
FRREREEIAN configure-audit-syslog Ali'% RERBGIOBEBZAMENS.

18 VMware Cloud Director #Z1& P REZ S BN E L8 E VMware Cloud Director ERE | I
90 RERH, EEERBZNEZHEFR , F5:RE VMware Cloud Director PRI iGN 2 E%E
Linux syslog 2R (HEEEZXE VMware Cloud Director E#HE),

ASARESBUECEEREAENEESR, 28 (VMware Cloud Director £ . :REEARIE
M) P ((REMREERNEER)  CERGREHEEENCHRASREEMELRD
global.properties M responses.properties, BUUEATIRANREFREEIAMSS , &
EEMERERPHEZNESREARE

cell-management-toolconfigure-audit-syslog options

EEANREREEIAFHSHMENENEERNSREERERM global .properties M
responses.properties BEH. ENHBREFLRER K BET LN

R 5-20. EEREETEBEHES|®, configure-audit-syslog TS

B’ 5% #Ha
——help (-h) & REKENPTHGSHEE.
--disable (-d) i3 ER&E%

EMREE syslog. EEBREN
822 VMware Cloud Director &
BE, LRESEUERE
global.properties Fl
responses.properties Y
audit.syslog.host bl
audit.syslog.port ARE,
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#®5-20. REREETAREBEHES| . configure-audit-syslog ¥ ()

By SI® E:pi
--syslog-host (-loghost) Syslog fal Bk 28 E#EH MIBEEH audit.syslog.host W
IP iR EEAFHETE INERAETNIURTEEEE
.
--syslog-port (-logport) 0-65535 SIEAMNESE WREBEEH audit.syslog.port A
BHERAEENER,

'E'l@?ﬁi --syslog-host *ﬂ/ﬁi --syslog-port E’\J{EH;I , ﬁ%ggﬁ%ﬁﬁ’ﬁf_ﬁﬂg*ﬁﬁ%émﬁ , @Z‘%ﬁﬂ%‘i\i
FTHEABREHSNERREIHEN , AEREFENTHMN syslog B,

Eif5l . ¥ ¥ Syslog [AREFEHETE

HEE FAKGSHENSFEEASEHARENCERE. FRAKGSH , FRADEREMNR /opt/
vmware/vcloud-director/etc/responses.properties WHAAB A, 528 (VMware Cloud
Director R% , REEARIERE) PN (REREEFARERE) .

EEBFEW Syslog MEMNEH  FEABEUTIAETNGS

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool configure-audit-syslog -loghost syslog.example.com

Using default port 514

I EEPIR R T E M TR 3R 1288 Syslog #E.

WS EEH global .properties M responses.properties , BN BEFHREBREEFE K BFFS
SEM.

REE T EFEAR

FEEHASRERVETBHAERREANELR , TUERAREFREETAMN nanage-enail %,

RFER , RESERETHHER , LBAAAEEETHEEAN ANSHIMRR., BT EH
VMware Cloud Director APl 5, Web XEZEAEHEFEHH WG4 EBE, BULULEBERATIHRANHE
BEBITAGSY K BESEEANAEAREFBHRS

cell-management-tool manage-email options

R 5-21. REREEIAREBEHES ., nanage-email FWHE

B 58 i

--help S RELERPATAGSHRE.
--delete ERS EMBRZEBANEE.

--lookup AL LI BAREE. MRREMHLE,

BLEERMBEEAEENEE,
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R 5-21. EEHREEIRRBEHRS|I#, nanage-enail Fw< ()

B

--locale

--set-template

BTENAKEAREE , TARTRANEFEHEA,
7 5-22. VMware Cloud Director EF¥ B4 BHE B

£8 i

VAPP_UNDEPLOY NOTIFICATION winommc (TR ERiH A BDi$ 2
RHRER, HAZHE,

VAPP_UNDEPLOY_NOTIFICATION RQWWare Cloud Director ¥
FEREIR vApp EIR.

VAPP STORAGE NOTIFICATION DuAYNE %% EEAE BN S B HA R
HERER, AR,

VAPP_STORAGE_NOTIFICATION BYMware Cloud Director ¥
MiE& vApp.

VAPP_ STORAGE NOTIFICATION FvARpYkIEEETE M BN ZIHI
HERER, A,
VAPP_STORAGE_NOTIFICATION B¢IMware Cloud Director &

# vApp B ACEH,

VAPPTEMPLATE_STORAGE_NOTTFTuAmE 2R 15 EHEHE 15 2
MR HIRE R, HAZIER,
VAPPTEMPLATE_STORAGE_NOTIFIGARHALBERSud Director ¥

MIBR vApp &4,

VAPPTEMPLATE STORAGE_NOTIFIvAPLIEIZfETEEIEAE 52
MR E R, AR,
VAPPTEMPLATE_STORAGE NOTIFICAHAIEORSUd Director &

#& vApp BARRL AT EH.

DISK_STORAGE_ ALERT WRREEEER AIE'’R)

miR4tE VDC B H R REE
BER, ETHHEESHAE
RENEREREZEREME
TAEERNREME VDCE
B,

DISK STORAGE ALERT VDCS

VM_HW UPGRADE INVALID POWERFEBAMEHEMESERIRENE
Hl, BEARERER  ¥E

VM_UPDATE_NESTED_HV_INVALIDRSEREREFHCSEN iR

FEDERATION CERTIFICATE_ succHbEf SSOHER MY & A E
BH , MATEASEERER
EHNEEBERIHELN. ©E

VMware, Inc.

RFER , kS TEERA en-US @

REMEA LEE. BEETHM

BRE ,

AR,

MRS SRR FE AR M E A TF
B , I ATAERE veloud.veloud &

B, #la /tmp/my-email-
template.txt

=l i
EAMERE
BECEHNEFENE

R ERNBRBERE
FREEE TR

VApp BT ERFE A B 2

B, EREURRRELEE N
RFEEAE R,

vApp A FEEAEIHZ
Bl , AEBURRRENEMN
RFEEAE R,

vApp W FERAZIEZ
B, EREURAREN BN
REEHAERKEBE.

vApp EEAHY 17 E1E A 2 A
28, EEBURARREN IS
MiFEEHEAERER,

vApp EEAHY 17 E1E A 2 A
28, ERBURARREN IS
MiFEEHEAEREE,

EERTFRELNEKRZET
RHEIAGCRAER.
EERTFRELN#ERZET
RHEIAGCRAER.

EERAEERAREREEN
ERE AR A

MREREENEE 5 B AR
7 RREIH.

W&

VApp WEEE , B MRE
BEERAAEEA  AASE
HEESWEEA,

VApp WEEE , B MRE
BFERRAEEA  AASE
HEESWEBEA.

vApp MEEE , B WRE
EERARAEES  ES8T
BEER2EA,

VApp EIRMEEE  REWM
REEERRAGEEE A4
SBEEEeWIEA.

VApp EIRMEEE , HEW
REEERRAGEES A4
BEESSWIEA.

EREENEEE  REOR
BEERAMEER  RASK
ETEEEWEBELA.

HlEEs
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%+ 5-22. VMware Cloud Director EF &4 EHAE 8 (&)

£% i AREEAT Y W&
FEDERATION CERTIFICATE_ SUCCERTAREVEE R SSO AR
R TEHITBELEH VMware

Cloud Director,

IPSEC_ VPN _TUNNEL ERROR VPN BEH#HR A eET) E VPN BESEERE, AREER
IPSEC_VPN_TUNNEL ERROR SUMMARY

IPSEC_VPN_TUNNEL ENABLED CBA VPN BE (REETR) ¥ VPN BEEZREEBR RAYEESR

EEEE,
IPSEC_ VPN TUNNEL ENABLED SUMMARY
R 5-23. T BRI EFE 4 &K
BEA X E T HY W&
vCenter Server BEFBEEFHHE  vCenter Server EFERHF. RGEEER
~
vCenter Server CHEIESREFHHE  vCenter Server FETELRE. RGEER
T, REFHBHELRERERFREE
SREF vCenter Server FEfELR,
AMQP ERHRHEFHHER, BA RabbitMQ {2 1L E{ERF . REEER
VMware Cloud Director &2 AMQP falfk
BREGTENER,
EREESCHHETHHEER VMware Cloud Director EBEREES RAEESR
AR,
EREESCERS THHEER VMware Cloud Director EFiERZE RAEEER
RIERE,
FHREOEIBBHEBESEFHHER BEMET AR P EERE, REER

IREESIBAERTRBPHERE T EIMRETASARNERRBB[FEES RATER
BHER .

LDAP $5:RE 7B &R B2 L DAP FEZHR. REEER

LDAP R ERSEFHBHER EFed LDAP FREHR, RGEEEE

WEREBREREETEFER MARIEESTHE . MEESERENARAR RHETER
BES,

gHl . EHMEFEM4EE

THGRESEUEESRS /tnp/DISK_STORAGE ALERT VDCS-new.txt WERPEINAR , B4R
DISK_STORAGE_ALERT_VDCS EFBHEANBIRA,

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-email --set-template DISK STORAGE_ ALERT VDCS /tmp/
DISK_STORAGE_ALERT VDCS-new.txt

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value
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"This is an alert from $productName The S$datastore is used by the following PVDC (s) :
SpvdcsList

Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value "This is an alert from
SproductName The S$datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_ VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK _STORAGE ALERT VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

SN EREES

FREEREEIAY rfind-orphan-vns % , AAHRBNUR vCenter ERE{ETRTE VMware Cloud
Director ERIENERKBHN S E

£ vCenter BRI EH S E | {1 VMware Cloud Director B EREZBIR AN ERKSE K BA
VMware Cloud Director A FEGELHEE  EEMNERAEENRTER. EESETANERTHE
HZEREEY , BFEAEIEEH . EREHRUREESHIE, rind-orphan-vms ML AREES | H
ELEEMEE  LESEBBRIEHEA VMware Cloud Director, It S BEAEEEREEEREN
# | EfREFEABREERFEM VMware Cloud Director 5 vCenter R | At EENEEERK
&,

EATIRANDS

cell-management-tool find-orphan-vms options

®5-24. EEREEIRREHES|#, find-orphan-vns F@E

2y =) 4 #at

--help (-h) i1 RELERPITAGTSHRE,

--enableVerifyHostname i1 BUA SSL BRI EREBEE

--host PBE EGHAPESIYEREMEZ
VMware Cloud Director Z#H# IP
fruts e MR R,

-—output-file BREEBY - M ERMEEFEETEAZERNT
BRKEE. BE - NBEEEHE, U
HEEBAZEERH T,

--password (-p) HE VMware Cloud Director R EE
BEE,
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R5-24. BEREEIHERBIEES|E, find-orphan-vms Fn< (&)

215 5|# #at
--port VMware Cloud Director BEFHEHGSERAER VMware
HTTPS E#ig, Cloud DirectorHTTPS E B 15
ELLIE,
-—trustStore Java EEGHEERNTER BETHFELBSFERATER VMware
REH, Cloud Director 5 M EE REFE
ELIE,
--trustStorePassword ?E’EE’}] —-—trustStore E"J?E‘ﬁ% Eﬁfﬂfﬁﬁﬁ —-—trustStore %Eﬁf‘%
EEFTHEEREEE,
--trustStoreType EEHR --truststore HIEEH BELMER —-truststore BEER
(PKCS12, JCEKS %) EEFTHEERREE,
——user (-U) MBE VMware Cloud Director & & &
BERAEARE.
--vc-name ME EEHAPESIYER#EZ
vCenter &,
--vc-password HE vCenter EXEEHE,
--vc-user HE vCenter EEEEFAELR.

g . SWINLZAEREES
WEHI G ERE — vCenter Server, HA --output-file WEES - , AR SEBEEHHER,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --
output-file -

Querying for VC by name 10.20.30.40

Querying all vdc's associated with VC: 10.20.30.40 (https://10.20.30.40:443)

Querying all vdc<->resource pool mappings associated with VC: 10.20.30.40 (https://
10.20.30.40:443)

Querying all vdc<->VM Moref mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis complete.

VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]" (org: "ExampleOrg") ResPool: primary (1a97...)
[moref: "resgroup-30515"]

The following 22 orphan VMs were discovered:

Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test
VMs", parent moref : "group-v30533")

Orphan VM: "indDisk12-0-51259 (Obbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test
VMs", parent moref : "group-v30533")
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AR E VMware B F &85 SGE TS

ZEMASEDY VMware ZEFKERBGESTE| (CEIP) , BAILUFERHEEEEIAN configure-ceip F

DA
ap < o

HERSBHE VMware EFZEBGEFTE| ([ CEIP | ), BRER CEIP WEMNERLUR VMware EFREL
Bz AZRNEFHAERENEEEER DL , BB http://www.vmware.com/trustvmware/
ceip.html, BAUEAREFRERETAMBERMAZRRELEMRD VMware CEIP,

cell-management-tool configure-ceip options

MBHETBBEAERH VMware CEIP |, 5B -—disable BERITHGS.
®5-25. EEREBEIRREHRES|#, configure-ceip ¥WME

215 =1} #at

—-help Fid REKERFTHTSHEE,

(-h)

--disable = EH VMware B F &BRUGESTEl,

——enable i A VMware & F &R BUERTEl,

--status Fi:d BER VMware BB BUGET8h
K B s S EikeE,

g4 : R VMware B KB uET 2
ZEEH VMware ZFEEUCESE , FEAELUTIRAENGTS ;

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool configure-ceip --disable

Participation disabled

BTHBSR , RETSBEXEMENS VMware EFEMIBGEST S,
HEERE VMware BEFERBETEITNWE S ENRE , FEABLUTIATNG S :

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool configure-ceip --status

Participation disabled

ENEARNERRE

FERBEREETIAMN nanage-config To<% , BULUEHFIAENERARENALERE , 40 B 87
EO

+R 5-26. REREEIABIFHES|E, nanage-config FH%

By SI® g
--help (-h) Fiid RHLFHSHITRRERE,
--delete (-d) Fii:d BHREEAERTE.
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#*® 5-26. BEFHEEITABEHRS|E. nanage-config Fp< (&)

By Sl g
--lookup (-1) Fiid SEXRBEEALERENE,
--name (-n) HERTEERE BEHERTENETRE,

R -, -1 M v BEREE,
--value (-v) HREREE IR EH B EHERENE,

Blan | AT LAMEA manage-config FSRIE B #ELEHR.

RIE B EDSER

HZEESEERMIHMASIRAMASTRZEERBER  EEREAGTERRSHBES ,
BULUREEZRLHR, BUUERAREEEEIAN nanage-config Fw< , BBRFITTEERD
WEXNEHEBYERREBZRSEHR.

EFRERERERRSE K SRMNVBFZELKEXEEREB R/ vCenter Server FHRET&E VMware
Cloud Director SR EREFE K BELRESZN THEL., EUURFHMECRMEZTRETRN
BXAEEEHE., ZUURFMETEEZTERRESINERNEEBEHE . BUUREE—FTREEZARE
RESHEXNEEEHE.

BRI LAMERFEFREEIARMN nanage-config TS REH B BRERWAHRRE., MEFEH nanage-
config FInSMHBEN , F2RENEARNHEHRRE.

#* 5-27. BERERNVAERRE

AT ARE EoL]
vcloud. tasks.VDC ENABLE DOWNLOAD. 30 VMware Cloud Director #{T{E B
queue.limit FrEE &4 B & EREHE vCenter

Server T# 2| VMware Cloud Director
WX EEE R,
WERTE VMware Cloud Director #171#
BATHENERMEXNEEBLAZEBI
PR, B EEE 2RILR G2 B2 @I
72, RERFTEHE,

vcloud.tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director #{T{E 81
eue.limit FEFTHREZRKRSNEXEEBR
&,

R VMware Cloud Director #1718
BRRSHITREXEERASGEBIR
H , EESRLR?AZERD , RE

KEES,
contentLibrary.item.sync.batch.si 10 BE—THESTRBRLSHNEXNEERR
ze i,

MREETRERERBSNENERE
HEBBIRS , AEESRLRFDH
ZEMD , RRRFRL.
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g6 . REFREESNESHR
TH& 44— TH A STRERESHREERRHBHEE.

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5

MRTHBEZEE 3EAERXERRE  FERR-EEENIVTHERNES . F-HoESHEERE
FoHOEBESETRNEMEE , KRR -BILSRBN=(EEE .

$H¥ £ 1FZE VMware Cloud Director & N EEITREHER

EEMIRMEH VMware Cloud Director B#EH VMware Cloud Director fE1ZEHIA R IP {711t F DNS
BHE , B FEAREREEIAMN nanage-config TH%.
gl

RINBA%E |, &8 EFE VMware Cloud Director Service Provider Admin Portal 2 VMware Cloud
Director Tenant Portal,

ERAZSETEALNRRE  BRTIERALR  BERE. EORCPBRERR. ETRRRAAE
BAXENAR vrRL FREARKS T ENERSHEMRSIE.
R&H

VMware Cloud Director fE B RAENRFRERLA (CORS) EFRE/E |, #E 7 FA1FEL Service Provider
Admin Portal 1 VMware Cloud Director Tenant Portal 8 Fi 5 B X B0 55 .

ERFHRREHE  SEANEH CORS BFREE, HESMARBBATMEREFHRHI HTTP M HTTPS
BHE , HFEE IP Uit DNS BF, iy, eBBELH IP it , ZitH VMware Cloud Director
ARSEFANEN AR TEHEER.

CEERARESSNHERBEHRE , FE#H VMware Cloud Director 7 H DNS EBEHZE |, I
BEELERMREEERN DNS ERBETER,

BRBTR

1 Llroot 9B AREA SSH EARMREHATHNED —BEEE,

2 BEIHITHAAEFEEIBES VMware Cloud Director #FEERMNAERM URL , FHITTHIHSHI.

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -1

ZoRER—EESARSEATMEFEEN HTTP M HTTPS HEMWEE , EFEE IP itH
DNS &, ko, e BEEAM IP it , &uitH VMware Cloud Director AR EARNEN AR
FHESER.,

WEBERUEM S RNTFSE , HE 2EREEHE.
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3 (iggﬁ) %EE%& webapp.allowed.origins HRERE , %ﬂﬁ'?ﬂﬁ%ﬂo Eﬁ%ﬁu‘*‘ , %QT'EEI‘J{E
SYRLUEH»BNFREXRTH IP L4t f DNS EBHNEE  ELEB 2HRIEEK.

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -v "comma separated 1ist of URLs without spaces"

{885 vCenter [EHRMESIR R
EBRERAREREEIAN debug-auto-import TM< , LA LAERE vApp HIHEFIREE — = 2@
vCenter EH#ENREA.

EERARES A8 VDCEEHEEEXE VDC 2EREEBFEIM vCenter B, F2H8
{VMware Cloud Director Service Provider Admin Portal ¥/ ) F# (FZEMEFKHA vApp B:fl) . m
B vCenter ERHBABEREZESIN vApp B, BRI ER#EES VDC #4T debug-auto-

. PN
import FaR<.
cell-management-tool debug-auto-import options

debug-auto-import FHSEER vCenter ERMENBEEUR B FRRZKEIB BN TR ENEEE
H. FEHEESESINEEELEAZAS VDC K vCenter EHIHES .

# 5-28. BEFHEBEIARIENS| . debug-auto-import FW<

BiR B g
--help 23 RELERPATAGSHRBE.
(-h)
--org HEEE BEY. JIHECESRKBIERK
EREVARBEEA.
--vm EREBEBEANIE JHESEEEREKSREBNERE
RMEEE ERHERHREEE,

MREA --org B, AIREEM

i : KERMEEEM test 1HEE vCenter BEEHRIFRE
TH <SS ELREASTIEBR vCenter ERHIENIEE.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4£f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:
1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc

can be skipped for the following reasons:
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1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:

1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

EREfd  AmEEERHEREGIRE  BEBEEFTH test W=1E vCenter EEHESNIEREE
M. EEMEES inport-test3 RESIWEELEAZ VDC WERBKSHNEHI,

EMELEZ U B LEMERE MAC it

REHRETHEZER BN MRE VMware Cloud Director It & 1HEEE: , TJseSfEia il & 2 BT
PP A MAClUitER, EERRNEFR  SHERBTERTEBIENETTEFEEF —E
B LEEHESE MAC vt

E#1H VMware Cloud Director s EHIE |, SREZHEBBITE. VMware Cloud Director i F &2 2% 58 Bl i
EAXEEESAKATEN MAC ik, RETHRBEZEZRBBEHRE VMware Cloud Director Z# Al RESR
E£XHEHN MAC {utit, EEMN MAC Uit TRt EREMEERBIL S 2 MV EFMAR P EEEFR,

ERETHRZEBRNBNERBL S BRI ERFER 28 , EXEACHREREEIAMN nac-
address-management FaSEEF —EIE LEFHEE MAC itk

cell-management-tool mac-address-management options

EEELHN MAC Uit , FRETFTERZRBIBHEIEY. ZETTEERIERARNT  BEEHE
ERBFETREAS _EARSHY  UBERZEARE.

#* A PR S B AAMER VMware Cloud Director BiB#{T mac-address-management Fii<. &<
¥ VMware Cloud Director R E#T , Bt , HRARB[HERTH S —IX,

EE MAC Ui EHELEEE VMware Cloud Director B#— BRI, BRAREHELE 2N , XALSBL
ARSBEHEHAPN I ERFR LNEE,

R 5-29. EEHREBITHEREHES|#, nac-address-management ¥@<

25 k- Hist

--help i RELBERPAIAGSHRE.

(-h)

--regenerate i MBRFFERERB MAC fik , AR

BB RIETEEHN MAC ik,
RTGELANRENET , 8RER
SEEBAIBEHELE MAC {7k, R
BIEfEERARK MAC filt,

B ARSBSHATHAEREEY

ARRNFERDRE. MEFLEE
®EEEBNERER , F2H B8
REHE.
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R 5-29. BEREEITAREES|E. nac-address-management ¥ < ()

By S8 i
--regenerate-with-seed AR 0 & 63 2REME EEREPREHWETET , MBR
FIRES FrE RN MAC futlt , LREBH

RENEFELEHN MAC ik, #
REBEEERN MAC {73k,

i RR[BAPHAERERLY
FRRIMERATRE, NFFLREE
B EHEBNERER , F2H B8
fREHE.

—--show-seed = EERREFNESEEFEEELAN
MAC {88 .

EE BRBEEMCHAN MAC fult, EEHREEFRAN MAC LB FEAEHEEMN MAC it , BH4E
ERFAENE MAC Ui, NEREEEESABTNWHERBREN , 528 (VMware Cloud Director A F
AOMILIER) .

g6 . RBEFWERTETENELE MAC it
THGSHEMETRES 9, WRBIRENET EFEEFEAREMG MAC {25t :

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.

g6 MREEMETNSEE T EEFERAN MAC it BB
ToI&SME B 38T MSEETH MAC R8I E AR -

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.
MAC address seed 9 is in use by 12 MAC addresses

MAC address seed 1 is in use by 1 MAC addresses

EUESF  REWEERERETFAS 9, BERNZEFHE 12 B MAC fuit, ki, EREFEFRZER
BIEE 1 #9 MAC {uz3tE 118,

E # VMware Cloud Director #Z# LHWERE IP it

EFEEHERNESTAMESE D VMware Cloud Director 1F&H 1P (Uit , BRI ERFEEFEREET
B

>=o
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BEFMF
FEFHERNESTAMESREPHRERN P A , KARMBNETERERN P sk, BERD P

a1k

, B VMware Cloud Director BEFIHE API R TH#ETSHHEHMNHHZRBNE, F2H http://

code.vmware.com B VMware Cloud Director FER#E AP| RS E

BF

1

2

B root P EEBEAHMEA SSH AFRBEABREFEAREFRNIERXRRR.
BRARFHREDEELEHN BT,

service vmware-vcd pid cell

MREBEHRERRBBRE NULL , BIR R VMware Cloud Director iR IEERIT , BEBALUSE
BEREN IP it MAEHFE VMware Cloud Director f#E#

EEEHARBEATOMARER LN P, FRIT TGS

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host
primary node IP address --pid cell process ID --remote-sudo-user postgres --private-key-
path /opt/vmware/vcloud-director/id rsa

REBHEREFRRERI,
(GRiZEM) B2EME VMware Cloud Director R ERIEM 7 ERNERE IP i,

grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties

AL RREREEN.
MRBEARBERRES , BRTHSETERRE.
n MRBEERBT , BRTTHSS

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address

n WMRFBEREENT , BT TISHS

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

host primary node IP address -i cell process ID
MREHRET RATHRER , FRATHSUEHTEE vnvare-ved BRI
a BITWHSUELRE.,

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s

b BITHSUARBRE.

systemctl start vmware-vcd
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AC &%

VMware Cloud Director $t¥i A REHA TN B EZHRFEFRIBMIRENM ., BULURRCE | UBEEGHF
EFRIAEYH VMware Cloud Director B E B {THIRB R M EM B EETEH IR,

VMware Cloud Director :2$%

AEEBIERR A &

/opt/vmware/vcloud-director/logs/cell.log

/opt/vmware/vcloud-director/logs/cell-

management-tool

/opt/vmware/vcloud-director/logs/cell-runtime
/opt/vmware/vcloud-director/logs/cloud-proxy
/opt/vmware/vcloud-director/logs/console-proxy

/opt/vmware/vcloud-director/logs/server-group-

communications

/opt/vmware/vcloud-director/logs/statsfeeder

/opt/vmware/vcloud-director/logs/vcloud-

container-debug.log

/opt/vmware/vcloud-director/logs/vcloud-

container-info.log

/opt/vmware/vcloud-director/logs/vmware-vcd-

watchdog. log

/opt/vmware/vcloud-director/logs/

diagnostics.log

/opt/vmware/vcloud-director/logs/
YYYY MM DD.request.log

g
B VMware Cloud Director #fF KM ERE8HH,

RERNRTFREEIAREAR.

fRFHRA TR RS E.
RERNERAELTEZAE
RERNERTZEARELTEAS.

fRERE A AREEFF AR,

ERHEEEE R (1€ vCenter Server) Mf#FE MUK ERA

Bro

RERNEEERDENE.

BERNEACEAE . LEKERBEREFRAINESNE

BRERBMANENLENLS . CREFRARFELDE, @R
EFNRBEEN.

BERDETE. RECEEARDHEAETRADEHTE T
Rt ERSRIEZEA.

HTTP ERMER#ER A Apache BRAGEER,

VMware Cloud Director F& gt B0 %
VMware Cloud Director BRI B AT — LIV EE.
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ok 2] M
/opt/vmware/var/log/firstboot BEHEREE S RBERERNTEEN.
/opt/vmware/var/log/ved B EE Replication Manager (repmgr) TEEHRE. EFR
EFEREE R DB E .
/opt/vmware/var/log/vcd/pg BEHERNBRAERAXEE N ERD BT,
/opt/vmware/etc/vami/ovEEnv.xml BE OVF BBSEH.
/var/vmware/vpostgres/current/pgdata/log BEHERRN PostgreSQL ER EMEBIRYFCEE.
/opt/vmware/var/log/vami/updatecli.log BAEHHERRBSANREBENIEHE.

ERAEANFHRER. XFREFRAF=FTERRRLE.
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fRRZ 8% VMware Cloud Director
L

A Linux rpm 0%, &M@ 7BI{AARESAEBRZ 2 VMware Cloud Director ¥,

BF
1 LUBEAES S EABERARSE.
2 HEERAREHEEZE , BEEEN /opt/vware/vecloud-director/data/transfer,

3 BREEA. Shell RRFHBIRE | REHIT Linux rpm @35,

rpm -e vmware-phonehome vmware-vcloud-director vmware-vcloud-director-rhel

tu%ﬂﬁﬂﬂﬁééﬂ’ﬂﬁ#ﬁﬁﬁ vmware-vcloud-director ﬁﬁl , %ﬁé?&ﬁi@ﬁﬁilﬁ?z% VMware
Cloud Director BI £ R R H B LEH.
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