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1] INSTALLDIR=path #5 s\ HTE LBk 8. Rl Horizon 7 Jof e ek i, Alm] DLt
MSI gk,
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m  HKLM\SOFTWARE\Microsoft\SystemCertificates\VMware Horizon View Certificates\*
m  HKLM\SOFTWARE\Microsoft\SystemCertificates\VMwareView\Certificates\*

m  HKLM\SOFTWARE\Microsoft\SystemCertificates\VMwareView\CRLs

m  HKLM\SOFTWARE\Microsoft\SystemCertificates\VMwareView\CTLs

m  HKLM\SOFTWARE\Policies\VMware, Inc.\VMware VDM\*

m  HKLM\SOFTWARE\Policies\VMware, Inc.\vRealize Operations for Horizon\*

m  HKLM\SOFTWARE\VMware, Inc.\VMware VDM\*

m  HKLM\SOFTWARE\Wow6432Node\Microsoft\SystemCertificates\VMware Horizon View Certificates\*
m  HKLM\SOFTWARE\Wow6432Node\Microsoft\SystemCertificates\VMwareView\*

m  HKLM\SOFTWARE\Wow6432Node\Policies\VMware, Inc.\VMware VDM\*

m  HKLM\SOFTWARE\Wow6432Node\Policies\VMware, Inc.\vRealize Operations for Horizon\*
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m  HKLM\SOFTWARE\Wow6432Node\VMware, Inc.

m  HKLM\SOFTWARE\Wow6432Node\VMware, Inc.\VMware VDM
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EF
1 {F Windows Server Tl |-, $%— NBELE, R1EHI N\ mmc.exe,
2 7F MMC #Eh, BERER > IR ARNEEETT,

VMware, Inc. 89



Horizon 7 22

3 EHESBERRANNEEE TG, RIUERE, RR - M.
4 EEERNNEHETAG T, BIERIRE, %N, BIAEER, AR TS
5 (EFERBBRRANREEETTOG T, % THEE.

1 TLS falllR 284575 0ME N5 Windows 5517l i

KEZNMARESEEN Windows BilHFHE

(S TLS (RIRRS IR N\ S R AR BT IR 2 4 (MRS 22 47 4E Windows Server LA |-
{19 Windows AHEFR IS8 (7 e .

st AT AR 225545 View Composer IR0 Windows Server =4 |8 Titk T 15,

R S M, W37 keystore i< g B R EE Sl4S AT AE e E N 2= Windows AR
AR . BN, PIAEETRE N faiRes AR . T AR SRR G

A ERI I SRS, HESAIRE SN E Windows ASHE T IS B fE i . R BHLN, ansa
PRIVEEANG B, DARE N8 26 St v AR S 35 R AT 40535

GNA RGN, 25 MMC RIS IR A AT B o B IE Y Microsoft 47 FiiiH .

et RS TLS g El b kes, HIERATRIG TLS frl ks s [rl HRRE N 22 rh 46 fa] IR s R e

#[1Y) Horizon 7 Server, UE=sF4algert, sh2:Bd (Horizon 7 BEE ) Xty (i TLS 4R Y 4 rh 42 ik
o

WEEH

RS RN VS BB T EHTE E MMC, S5 2B IR IR N ST BB O e 2 MMC 1
2F

1 £ Windows Server 1:##[1) MMC i mh, EHHRE (AMETER) finh, WRIUEA Gk,

2 & [BhF] mksh, BEREZEE > FrETE > B
3 ERGERENNET, T R R SR e AL
4 EIDUSIEZR, R B
PRGN, AR AAE N R IR A S

RS BRI S T AL B A N S
IR (E S SBR  MT REH

SN ETTEEMNE.

HR—, IREHHE— PR,

A B ERE (ARER) > EA > Bl oo,

0 N o O

VMware, Inc. 90



Horizon 7 22

9 MR SIE S,
a B (AHETERS) > A > BB R, Hah .
b fF R BEE I [ RoEEh, MR R FAIRGA . EHEEE —(AH BN % 4

§“$
o

AR
W5 AL AR SRS vdm.
EBESILRE

BT AR A IRAR B TR e A iR, GEHATHERE E A TLS 4558, QU iR b SR B

EATZHAE M View Composer fiFfli I TLS #7511 2 7 &4
B

TR AR RS IS TN Windows BE B 1A iR (AT > A > Bfskisarh, 52
frfReeEEFEME N Windows 55547 13U o

BRF
1 {f Windows Server 1:H{1] MMC Bl JrebiiRag (AAEREAK) (s, 17 siE A > BE ek,
2 DUBRA R — PS4 Horizon 7 Server LIS, RiEH— FEA.
3 fF [ ROl L, MPRBRERSCT AL vdm,
4 - TEM, MR MEE.
5 RN > WIS R AT HAD ISR St 2 A vdm,
a HREULATHA IR, R R — MG, AR - TRE.
b WKL BAT S A vdm, HIEHMER, #%— NER, Mgk —THE.

HESE
AR IS AT A 1B 5T N2 Windows Ak s s S5 47 i
HE NG4S R TR, IR AR R IR ek 2o A IR RS, /T RR e A T A2

RSP SEEN Windows EEBEFHE

aniEAR s 2 FT7ERY Windows Server TS5 51 TLS falllkas et ARAREE, AR
FRREIE N2 Windows ABETE EHISRE AR o RO, andi i fallleas EAAET A2 iy . View
Composer #1 vCenter Server T #5021 TLS frlll s fEa poR a6, NI AZHME N 15 SeAR 165

sl iRes . e frlllkZE . View Composer Fll vCenter Server /55 Fadi 4 (IR 28 M0 20 LB AR
R CA g, ARl ﬂﬂb&ﬁi‘ﬂ%@a{f Hn] st TAE, AR B e (ST 5 I R SR
o

VMware, Inc. 91



Horizon 7 22

FRAZE RN Al T A e e AR e I A T (S A S S R OAR RS .
BEE LSRR ESIE NS View Composer. vCenter Server 5k2c4 il es £ HE.,

WSS S A4S CA Frans, AR IE NSRS slas vh A b 421530 . ATk Pin4

P R AR S AT I\ 2 e flllksis . View Composer A1 vCenter Server F=HEDL M gR ik Efkaz ﬁu%
AR R ar ol L iR Iﬁ‘;&ztlﬂﬁj%&“tlﬂﬁl%f v, HIWAZH Z5RE) Horizon Administrator [ 1] 7 1 &R 2

LR . WIS View Composer i vCenter Server SR DFR A #5a0,  HILAJE R R (AR R ke g T

R 5 1 G o

QN AR e SR AR AR T AL UHE N & Windows A TR ISR i, HI ATkl T 1

B RO R E AR IR S TR FI SAML BRns, [ SAML 2.0 et e AR R, 4
AR f IR AT SAML Bt #ieilos AR, Bk SAML falfilRas Bt 2 thrhd CA Frgss, &
WASETE TE A EUME N 2 Windows A A A7 e o

BF

1 1f Windows Server L:Hf1) MMC =&, JRIIERE (ABER) s, REek 22 EM0RREe
MERELAY > B RIK

n QURAERIRUEEE AL ORI, T FLR R B T A AT AR R
n  WUREIRRERES A LR AR R, SRR TR 2,

P B A — MBS IR > B vk, sk — MR LR > B
TEREENNG G, T —2B 0035 = AR CA IR TEnIfI

WHR CA i Ee, Mgtk — FBIRK.

WAL T —3 . T—, REH— Tk,

QAR REs B T A CA FTssds, sl st Blah rh O Fr A v 48 4555 HE N 2 Windows AR T
IR AT o

a PEIEE (AEER) > RS > BEER,
b SHELAZHME N FIER AR B PR 3 1 6

7 EgrEE AR ks I . e flkes i . View Composer filRi%ak vCenter Server i DL iR AE
L

HEETEY TLS BEBEBEE View Composer {# AfY)EER

QAR AAE 2228 View Composer 2 14 7% E T TLS #5at, HIWZE#NTT SviConfig ReplaceCertificate
N HIFE DA 45 2 View Composer fifi ]2 iR fgisats . oy AR e il Dl e o s, Wkosn
b Eﬁ%ﬁl Rl T’ffi%

QRS 22 View Composer 2 i, el aiiBas 24t Windows Server 5 I, HIMETHIT SviConfig
ReplaceCertificate AN THER, BT View Composer ‘2R RE, P DL CA Z5 R, 1f
ETHREI AR E A . A2, SN RS e 2 45 % View Composer Pl F i

kL ER 7,

=113

rm\«

o A WD

VMware, Inc. 92



Horizon 7 22

WORAT BV SR IR 8RSl e B s P, HILLZAMT] SviConfig ReplaceCertificate
AR

TR IE 7 2 ME N 225 View Composer =2 Windows Server T 1 Windows At B 557150

1 1%l View Composer iii7% .
2245 \liew Composer 1) Windows Server “E# I BT S 42 R 7 70
3 L= SviConfig MIHUTHE .

Sk 2L View Composer JiEHFE A A Hl— A7 B . THRRER 1S A C:\Program Files (x86)\VMware
\VMware View Composer\sviconfig.exe,

4 i\ SviConfig ReplaceCertificate %,

Bian:

sviconfig -operation=ReplaceCertificate
—delete=false

Hrr, —delete j&— VL8, EfF I ED FEME, GAEIEE —delete=true DIETE
Windows A4 BEHRREEA i IR 25 1558, 848/ E —~delete=false VAR Windows #atA7jiftlas H

=K
%{'&%DEO

A RS # R Windows A TE SRS AU Fh ] H] 2 TLS BRI 4mSiRIs i
5 HEGEIUGE, SHENERES9ES, SR1Z¥E D Enter,
6 TTHE) View Composer IR % a4 i A=,
gif): SviConfig ReplaceCertificate
NHIF B U 4L 5 View Composer i 15 :

sviconfig -operation=ReplaceCertificate
—delete=false

a% iE Al P inin B (5 ERBE Pl i5 S

415 Horizon 7 Server #2502 1 P TE S AIA7HY Horizon Administrator 14 P ma lESANE 1 CA lTss
=, EAIDARCEAR T RIAT A Windows P A G S AR AR A A 1Rt . 8 Bm A, A AR A
HIAN B4 58334 5] Active Directory 2 (SRR BB MM IEAE I I, 0 AR 5 5073 2] Enterprise
NTAuth 77 5%E:

Blan, AR EROsHAk s PRSIk, T AE A AERIGE S B .

Gt Windows Az il b B i CA, BREWIRGIERE A CA Frs, NWIFHRIBIS SR, ¥
JARIFARD CA, 1ESE AR GURR St ARG e 2 4RAE ) P 2 4 B

VMware, Inc. 93



Horizon 7 22

QAR ARl AR B S AN I 4 CA s, RIAZE rh 48 1558 e 2] Active Directory HIEJHIAE S
SO PR AR I

EHAH H] Windows DAYMEZE R G0 H P e

B, F 2 B B AR A R RS R R A SR R A

fR:

= HJ% Mac hix Horizon Client, #2:di5E Mac i Horizon Client {5 (AR AR Bl 155

m  H2i0S ik Horizon Client, #E2:R% i i0S v Horizon Client 5T 55 FlIHr 42 155

» ¥J2 Android hix Horizon Client, 542l Google 484 [ SCLF, 641 (Android 3.0 fi & H5rS )
= #% Linux fiz Horizon Client, #4258 Ubuntu #1324t

DB

fifEsR RS SEE 2 LA 1024 5K KeyLength BT P i B AN e B 2E flias L AR 1024 11
KeyLength }Eﬁiﬁ’]{/ﬁ%j}, 1 HLT] P i SR AR 2 il R s o

BF

1

1F Active Directory filfilg#s I, 1 certutil apd-l 55535 21 Enterprise NTAuth 77740 .
5141: certutil -dspublish —f path_to_root_CA_cert NTAuthCA
1t Active Directory fillllesis I, %158 5 FEAH I HIAT PRAMEMRE 2,

AD JRA BT
Windows 2003

75 BRI B L, He— 1 BB DABRCRY ARSI AT BRS MEM R
E FTRRRADSIRRD 4% — MRV, SAEH— T 4R,

Windows 2008 a UEBHMA > RHETET H > FERAVEH
b JEPHARIAE, F TERABRIEAD e PRV, RER— T SRR
Windows 2012 R2 a RINBEEE > AGEETH > #HARRIEHE,
JEPHERO4, BRI A Fiu— MR, SRE R T o

Windows 2016 a RINBHME > AAEHETH > RIS,
BG4S, F TARARRIRER Fie— TiERAaH, SREiR—T gRiE.

a
b TEMEMAT i— T A, Rigk—T W&,
C
d

LIRS > FrATER > RGEETH > Active Directory i FiZ BN,

3 RIS R, W2 E Windows BiE > ZeMHE > AB4MEH .
4 [ENIE
RIH il
Jissiy a  PUBRGEHTE— T REFNRBERERE, RSN,
IRIERS ST PR, BEIREEGE (B4, rootCA.cer), SR{&¥— MHERE.
R a  PURRUG#HE— T AREIERE, RRIEEN.
WSS TR R, MEPAEES (B, intermediateCA.cer), RiEIE— N
FEE
VMware, Inc. 94



Horizon 7 22

5 BB RNV
fﬁf AR P FTAT AR LI 2 AT AR A S R PR A R At PP B O SRR R, TR B PUE AT AR AR
AR A S
5% Mac kR Horizon Client {S{E R /B8 chi B:G
GRS 2 T Mac bk Horizon Client (TERSANFERD CA T, ] DUkE 2o IR0 E Al
TR BT . UL IHTE fﬂﬁlﬁﬁFaE“‘E’JTaEﬁL%ﬁ%ﬁé‘Tﬂ@%ﬁ%ﬂﬁﬁﬁtpﬂ%@sﬁfo
BF
1 EPARAR S B AR RS HIE AT Mac ik Horizon Client (1) i
2 fF Mac il I BRI AR
R RUR MIHE . BESEE R EISR B EEIER [ A namel #%E1IEEE?
3 - PKERT
4 FNFETEES.
5 TEfsfEaislih, $PEFrE PR EELE 2 ¥ 4,

aR3E iOS K Horizon Client {S{E#R/EB b 5s

AR AR HASZ384T 10S hie Horizon Client 2 iPad #l1 iPhone (51T CA firass, @nl DBk Y
R A5 AR I A RS o I (R AR SAS v AR RS R A TR A R U B R 1

BF

1 AR A AR R 0 B R BB A B iPad,

2 DHRCE B RO R, ISR

R TG

VLR IRR ERE . IETERR Certificate name WIEMEVE. 4R e &S FE iPad LR E. RIEE. 48
7& Certificate name S 'CHIEEIE iPad HME(TIEREEE.

3 GHMREINZREE,
4 FEETHEAS, SRR AU PR 2 F1 3,

£ ¥ AR 25 BRER E B RSH IR E

T AR A s B TR RS AR e A S RS, DU > el Ijas iuiBes, BUTAGRE U A, 19
— (WA T S R T 4Ry, A Y vCenter F11 View Composer Server 455, MRETHR:, #i45HHY
B st b e Ay, (NGRS . A, rT USRS TERHE

T T SAML 2.0 BaE s s s il IR st A TERE 1, N 4R fal iRes IR A e SAML 2.0 filflik#s 455
B TR R

VMware, Inc. 95



Horizon 7 22

Horizon 7 Sc 4 3 RANR S Uik, BIaniSasmialis B (CRL) Bigy [ S0k 13 e
(OCSP), CRL R #HEZ) CA FrE il il a5 5 . OCSP &AM X.509 HEHIfaN Ik AE 1%
BB

1] CRL I, ¢S rh AR FaE SR M B (DP) N M ISR TE B o Al & ST 4 B
H#RAER) CRL DP URL, s, AREEES T A LA e 1 M fiRer 853 . fiH OCSP IRy, fillless
W EORERL S OCSP [MIfEE, PUFIE RSk .

B R AR MR (CA) USRI AR, szt e o — ok 280 n A e ik R s,
%1 CRL DP URL 5 OCSP [HI[fEA11) URL, WIREA H M CANE H AL, (R A S
A, RS REm A e . S RUREIOMEE B AR B T Be eG54 CRL FITAE Alflkes I Web 22
CRL DP 11J URL.,

WHREAHCK CA, (HEI RS B R O S R REE A, A DB A S R ORI,
SO U S TR E RS . (e flliles L, T AT Windows Egk4m it 7 (REG_SZ)
CertificateRevocationCheckType (fi7/* HKLM\Software\VMware, Inc.\VMware VDM\Security F),
SR I AR RS 2 T A HFp— R R ML

B =RH

1 REHITIRERS

2 AR AR A A AR AR
3 AT AR

4 (PR WA R AN T A

IERARBOE WS, BUeRE MM (B2 EAZ 1. 2, 35 4), AlEad SR SMIRTA
o A E BB A I S R FRUEM S S . REILE &, AFFEENTE) A5

Rt WERAHARMOAIBEAIES AP ] Proxy s, 45 P] RETS 0l ARl Ilrs TR ISR 2 1 ) Proxy e,

DAHERR AT 36 I 2 4 P P AR P 22 2 e I e sl B A A IR A T A TS A 7 . A SR AR A et
A TGS A AR A, ARG e A T R 2, EL AR A IRt TRl i 3 11 24 Al s P B

¥ 1t Horizon Administrator {7l TR ALt FEEf b, 55206 (Horizon 7 FEL) ST
B R e AR R e 7Y ) o

s 3E PColP Z2MEFE A TLS 558

I A R e A L, 5L PCOIP 224 Mkt (PSG) IR A ATz TLS MBI 25 CA
FE T

SRt o

{t Horizon 7 1, PSG IR REhiy, i AR HIEE TLS 1Ba . PSG Iy A FaE & e
JRESEAT Horizon Client 2.0 (5% Horizon Client 5.2 for Windows) ik B # R A< 42 25 PSG [ P

PSG thieftiia Bk TLS Has, i H oA S T i Fom s P iRoAS HadidR == PSG I P

THRCEES IR ] P B 2] PSG U4c4si4R, HATEAE Horizon Administrator FHsgif itk — 040
fg, (HUE, SRZIELRARUE PSG IR CA S lasy, JUHUEEOR M 2 fadif A el /A
B AIERSE

VMware, Inc. 96



Horizon 7 22

SESRAGAR DA, (EUR AR T RE S A A IR AR BUE R CA B8 1 TLS M85, JRIZMLL CA i
INCTHRE PSG #53t . MR RR LR CA ## IaEHE N Windows #&3517 /AR, BtEhiT PSG i fillik
efi o

faeE  QUREEAE T Lt RO TR S TN, AT REFHEeRUE PSG TSk IR, 2K
RImfi View iR, FHmi PSG iR, ErUATEm View mBESRINR, Aok Tekbamaiel, LAk

PRSI IEE PSG i i MR 5 T A% PSG BUEME—153E, ARG T— 0w
o

BF

1 ERFAIREE SRR PSG #5505 - f & FRAHRT
T AR AR B Tk 2 A R Ry, 2 e sUE o — i & 7B IS FQDN {EIESR T . R
JAERRI AR B2 AL U A AR 2 PSG AR URL MO falliless 2R AT . fallikas At
JAELZRBE A PSG 11 TLS 5N F il 2 ik S el R 2 (SAN) A7

2 {F Windows /7l hia%r PSG #55
HEDL CA Z3 ARSI TR PSG #55E, RWNEEIT PSG idsR falllkasak 2 falkas TR i I,
A Windows A4 Fa HE A7 e Hh s e I M AL 08

3 7 Windows k% E PSG #5505 )t 244
PSG /il es 2R 5 it 2k B FY TLS 8655, AT PSG B4R fl IR pe k204>
falflee F Y Windows B45H1 58 T Uit AR

4 (ERPERME) SR T CA ZE NS4RS PSG
] DURESR A Pim bt PSG AT A 4R, #iFH PSG 1) CA Zr G2, A TR E R,
£ PSG € CA BB IBRENr, AFEIRLT . A 7EsREIE ] CA S 5aE 1w H i 431 Horizon 7
A, A BRI,

RAAMRE £ PSG AL AN

LA AR IS TS B 2 A Ry, 2Ry — R 5 S FQDN AV EBRETE . Bu/al
AR B2 AR AR SR AR 2 PSG il BRI URL FUFRIRES AR AT o AR 248 th A2 B A B
HI PSG 1 TLS Ay 8 A ek R R (SAN) AT .

Bilan, andedifEaEi4E 2 URL 7% https://view.customer.com:4172 [\ PSG, HIZSEZ E VA
{l view.customer.com, s, ZR IR E IHAR flkas ok e 2 il T FQDN, AR Er il it
AN IR AR AN o

BF

1 7E¥T PColP L4 AR il e 4 (i)l =M |, RCED Windows Zeii 2 5,

2 L% HKEY_LOCAL_MACHINE\SOFTWARE\Teradici\SecurityGateway\SSLCertPsgSni &4
JE o

VMware, Inc. 97



Horizon 7 22

3 i SSLCertPsgSni R E WAL A 2K T 1HAR 2 PSG 1Y URL (1l iles ZARARSRT, thEl sy
PSG 2351 TLS #1882 ffuk 3 R8RS AR .

GNAEAAATRE, sEfR EHERME
4  TEHRE) VMware Horizon View PCoIP “2¢4 E RS, SRR AR 230,
RETHR
i CA 2 HE N Windows AT IS B0 7 ies , S asor 883 et 0.

£ Windows BEHFMEDE PSG &5

F DL CA ZE IR TER PSG 3, AEHIT PSG [HisR fllRes ek 24 keSSBS F, 7
Windows AP B RE A7 s F s 8 1t M HURL s b

IR EEE PSG i HIME—5EE, LA T TRE I AORL 2 8, A RRERE N Windows BN AE A7
JBli , SRARRRE B R 2 RL A

R AR EGE PSG L kA AR ASRE, RIAREURIRI R i T, {HA2, 4 Windows &gk, #
WIBE A A, B A S - R A AARTT, AR B Re 2R A vdm,

D E
RS R DL 1024 f1T,
w  ffERR TLS Mas ARl ke e b iy E AR LA 2R R A8 B an H Y120 45 A H IR #e R g o

m TSRS RS 2 R RS R AL Windows BBk SSLCertPsgSni i EAIRT. sl Rl 2l
AR PSG 55 T HE AR o

TEREFIR N\ O E MMC, 2 BIRHERT I UE L e e 2] MMC

n EATRGRATRE N Windows BRE AR . 52 B 2 10 MR e ARG IE N Windows #5 f£ 15

s EATRETISSCEE DR AR . SR S AR

\>§V

B2
1 {f Windows Server /1) MMC Wiz, DB (AHEERS) > EA LRI,
2 RINGEZENE > FTETAE > BN, DAEAEESS PSG 11 TLS #55.
RGNS, SN YIROE
a MBS R TR
b ARFETEMNINE
ST T DA S A\ 530 B A 2R Ak
3 IR AIH AR —EPER, MRS e E SRS SR
RIS R B i
w RPN NSRS, ACHERD EEEEEN] BRI NP 8 RS — S R

VMware, Inc. 98



Horizon 7 22

4 (EREE bak— NIRRUGHE, REEE— TR,

5 fF [ —R) RO L, MERBTAMC T, REMNEREN 5D 2R,
i AN AR BT Windows 254#/1) SSLCertWinCertFriendlyName 2% 7E FPIfI R85 AR, 1
T—ERR ATk

6 f%— NMEM, MRIHE— MEE.

PSG i Ent§ CA 2Bt 4GB PColP M = ik P e i o

LU

fast R ARBER PiniE . PSG GARGTR R B RUEE R4 Bt PColP AR % IR a i 8
FR I e o

1E Windows k% e 1555 )it o

£ Windows Z P58 E PSG BiE S AR

PSG 1k fil i e RS 5 ot ik B B i TLS 383, AALEIT PSG Hi 4R (il psak 2e 4 ik
PRI Windows 45 iE ) it SR E

FiFr A S 4 A IR A A T I R 2 A el R S (et FH G D 440 vdm, Al R, W DLA PSG B2 E H
OB 2R, AR E Windows S8k 2T PSG, i IEHER L ELIREAE Windows 3547
TR PR E 1 S R0 2 RRATAT

PSG w]fi IELHA T PSG Mk #sAHIA1 TLS #aE . @i a5w PSG il S m ke AHIR 0 MEE, Al g
ZRBAEE vdm,

HEGRTE BBk 7E Windows #5587, )t SRHME AR 70 K/ NES o

U

DB

m  [ifERR Window B8kt S EME R ARG, IR 4R 2 PSG iRl H il PSG 55 -l ik 1-4d
BRAFAT . 2B AR 2L PSG 5 - i AT o

n iR Windows AR TR IS A b B R E BRE it . REZBIAE Windows s A7 A T e
PSG 5.

BEF

1 £ T PColP L4l EAR iR e el e o kst b, Flh Windows Bk 4mifdxl.
2 LT % HKEY_LOCAL_MACHINE\SOFTWARE\Teradici\SecurityGateway Z&#HH5,

3 Wi H (REG_SZ) ffi SSLCertWinCertFriendlyName I 2 45HEM5

4 {B& SSLCertWinCertFriendlyName {i, #R{&i N\ PSG Ef R B nl 418

4. peoip
AR sl e R s AR R SRS, HIMEAZE 2 vdm,
5 HEE) VMware Horizon View PColP 224 i i, s s as5a A=,

VMware, Inc. 99



Horizon 7 22

HAERR ) P P S D AR 2 PSG.

INFRAEAE T e AR RS OEA TR VR, RSt PSG it

SEHER CA HERBFEELE PSG

TN R T P Bl PSG MIRURT A AR, #P6H PSG 1) CA #8 5GSBS . F
PSG #&E CA Z- & HAGaRs, AHREIR . FATESRFIfH CA 20 158 HIR £5#Y Horizon 7 #
IRp, A BRI 2R

AEHEEREDL N, PSG AlREA 2 i sUH R R B RS, AR R CA S ke, HE PSG
PR VRN Rt M, P UARE PSG ANZEH PR B RO 8 H oA AT AT B AR )

Flo
EE TR TR B R P imZE i PColP AR = el lies o

DEFY

T RRIEAR 2 M IR R OB AT TP i (R RS T 28 ] o) 29504 728 R Windows [ Horizon Client 5.2
i, Horizon Client 2.0 sl BUBT RS, T M BE IR i o

BE

1 {E¥T PColP 4 AR HAR ik reml e 4> fil i v b, BB Windows G g4 fs =,

2 E¥HZ HKEY_LOCAL_MACHINE\SOFTWARE\Teradici\SecurityGateway Z&#H4HS .

3 e (REG_SZ) fii SSLCertPresentlLegacyCertificate B ESEIENS .,

4 4 SSLCertPresentlLegacyCertificate {H#% % 0,

5 HJUFE VMware Horizon View PColP 224 [l i, ai s as s A4,

#% Horizon Administrator & B{S{E vCenter Server 5
View Composer 58

7f Horizon Administrator &A1, #A[DIE Horizon 7 3% & &S T A2 {Z(T1Y vCenter Server &t View
Composer 535,

VMware 55271 @753 & vCenter Server £1 View Composer {ii [T[1] CA 2551 TLS #:75, al#F, #nbL
% vCenter Server il View Composer 1252 7% Bt 840,

A, VMware HEE8R0E SAML 2.0 Bt fii H b CA #5510 TLS #5. k&, & PAfE Horizon
Administrator 3 i Hh 22 THR R TOFREL, FELAK Horizon 7 3 € A S TAZ ST SAML 2.0 falflls

YHE 7%
/{GJJ\ [FISNS)

VMware, Inc. 100



Horizon 7 22

Em CA %Hg TLS lh\nﬁﬂgﬁnnﬁ
CA E— (SRR TR, PTORFTASETR Doy M 2 . BAREE RS ATR) CA By, (A& L
B ERA PRI ORISR P e BT UAAR , A5 ER M

P AT LB SR B A BEA A, (140 www . mycorp . com) K TLS fRlIRZSAEES, Hon] DABE R a] s (H 4
(Bl4n *.mycorp. com) {5 FHRU B 7T TLS filllRas i, SR, & A B 2 23 ik
RO F ARy, T AR R R TR .

— WIS, APEE SRS R a2, T CA B A S B S i i i Rl gk &
Hp e i % . QUREE IR IE IR B 7 oeieae, S Horizon 7 2V th el koAt
NI A AE o ARASRE T B P oe B, RS2 E R 5 T LATE (el < 120

EARLLE SR USSR, 1 P e il AR R R0 A st (il ks o A RARIIREE 72 i CA #5555,
CA MR Sl IR NBITEa T, slohzpd P rl DU SRR, B Punde s iz, ik
RGBS, Za iR LB T ST A G IN RN o BB AR ] P Bl il
Z IR T I 1

# Horizon B4R k28 F1R £ 4A AR 2% B9 /B SE R E E 1T R # HERR

Horizon 7 Server |- ()i 35 M @ i s 845 55 Horizon Administrator, slGB Sl as AR b~ e
RURIBAL (0,
M

PRI A R R AR R IR R TS g s Horizon Administrator, i @AEA R A B 55— AR
ﬂﬂl?(””i ATEHE |- #4752 Horizon Administrator Ry, #8er 24 [ s 4R m AR s T ) e 2t (it 4>
AR R AR B 4T (0

PR R RS T TR B — N AL R Dl ey, BIErEios SSL BRE: AR : (M),
FoRHA RGN . Horizon 7 sl gt & S R F%anaej HIRC SR H VAN M AISERR . No

qualifying certificates in keystore.

Horizon 7 il gtk A4 (aIRZS U/ T{EE |- ) C:\ProgramData\VMware\VDM\logs\log-*.txt 1,

ER
AR T REA Ay N AN rh—{l A AR )2 BeAE Horizon 7 server |-
n  EREAE Windows AR S AR Y [fEA] EPRMAeH
LR X o (TR R SR BTN T
AR SRS vdm i

»  Windows Server 2008 &k TR A fl iz i i e 5 v3 B fi A A1), Horizon 7 MR (TIHIFL B
G, PR RNV PR B T AR M Windows #SEE A7, A7 @ is A AERL S 458

VMware, Inc. 101



Horizon 7 2%

fRRFTE
o [ERPAEFECUE N E Windows AT NSRS 7B i [IEA] BERkakr
i 2 B EEE RIS A5 E N Windows #8535 /71805

o TR AOHEER.

Al S B I (IR RS HE N Windows A7 ER o
o ERSREA SR A vdm a5

BB SR A

1\1

o WOREEESEAET] v3 BRI AN, FETEARME] v AR CA ISR C a5
FHSBANE CA UGS 5 11 TLS M55,

VMware, Inc.



B Horizon 7 PLESTETRIISHE

A LRSS Horizon 7 5T R, DAHEERZRT) Horizon 7 ESER#HEEL VMware Cloud on AWS &7 H] .
Horizon 7 5T RIS i 0557 Horizon 7 £41-HUAT, i HLFEFT 7 Workspace ONE Enterprise Il
Horizon 7 5] BIBMERE AR ANy, (R8s Bt . Horizon 7 5T BB AT REAAE BRI . FAAT

£ N VMware Horizon Cloud Service _|{i% Horizon 7.
EEEIE N N A
m  VMware Horizon 7 Cloud Connector
m  {#iJf] Horizon 7 % Horizon 7 Cloud Connector JF ¢ FHE
m  Horizon 7 Cloud Connector B T125E E [1UERRE IP FII Proxy 41fE
m  #%E Horizon 7 Cloud Connector AR 12 (155 5 21 14 )55

m /4 Horizon 7 Cloud Connector et T2 2 3% E CA 22 s

VMware Horizon 7 Cloud Connector

Horizon 7 Cloud Connector j&—#fi 1] Horizon 7 ¢l VMware Horizon Cloud Service 1451 EFEIE 1T]
4 . Horizon 7 Cloud Connector 245 Horizon 7 49#iEi VMware Horizon Cloud Service {350,
T B (4% Horizon 7 5T BH#AE . 4RI BESEAR A Horizon Help Desk Tool) 5% Horizon 7
Cloud Connector,

VEFRATEH R My VMware 15 7, BB https://my.vmware.com = Horizon 7 #54, k&, &
TWCEIET R B, R B L. OVA 35 JE U Nl Horizon 7 Cloud Connector 134

AL vSphere Web Client 3% Horizon 7 Cloud Connector FEHEfETIE EEE, F5251 Cloud Connector
FLELHIAR % Horizon Cloud Service [ 4R il /Il sk AR TIC S o (EABCEFEFI—H%>, Horizon 7 Cloud
Connector I 25 B e i i 4R Al I 253845 %5 Horizon Cloud Service PAEFER Horizon 7 &1 BEIAERIH At
k%o FIH] Horizon 7 5T BFSEHE, #RTFEEF@in A\ VMware Horizon 7 zEftRiTII Horizon 7 2446,
AN, A IS S S i A S o #E, 19140 vSphere #11 App Volumes %5

f58% Horizon 7 Cloud Connector FEEHIE TS E AL IE IPV6 B,

VMware, Inc. 103


https://my.vmware.com

Horizon 7 ¢34

{5 Horizon 7 Zf2 Horizon 7 Cloud Connector [EXFfEF i
=

W AT BIE S 12, B eI B AES T B R B0, Horhfudf Rl Horizon 7 Cloud Connector HdiEfE 125
R4S . AT PLZ2E Horizon 7 Cloud Connector R 2 B 3 ¥ o B AR B O i AR Am IR A T 5

fE5E  7E Horizon 7 Cloud Connector 7 fEfiE F2 1 3505 A 2 $% Proxy SSL 4HfE

B

»  Horizon 7 A9 A28 1] 7.6 Wk BURThi A

AT https://my.vmware.com F#EH My VMware B /=, 7 GElE 1 Horizon 7 5T BY#5FE .

n BN my.vmware.com Y 21T B T T Rl Horizon 7 Cloud Connector FEfBEfE HHZE T .

» JifEFREEL Horizon 7 Cloud Connector e /T2 Pt A TR E AR ik . 18— T LA Horizon
7 Cloud Connector izt e F12he B B AR g T 2 2R R - — AR frl IR A B T e A

= 1R Horizon 7 Cloud Connector Jit5#fili J11%& G A g A s i fl il 2 DAY Active Directory 45
H, s AEEEEL Horizon 7 Cloud Connector [t S 1 4R (IR 75 52 B 4 )e 24 7% (FQDN) i3]
Horizon 7 Cloud Connector EHE1E Y 1K) /etc/hosts FE%E,

m ¥ vCenter Server [/ FQDN ¥ % Horizon 7 Cloud Connector FE#EEE 2L S 11 /etc/hosts F4

.
B

QAR H] Microsoft Internet Explorer 4 FUZI B 5, wisbons CLRAPARA R, e e MUH ARz H
B 2=l Horizon 7 Cloud Connector JfE 125 B &A1l

AR IP 7311 Horizon 7 Cloud Connector FE#EEMETEE T, A6 #3L I\ Active Directory.

e 5520 Horizon 7 Cloud Connector JEEEE a2 d 1] IPv6., 7 1% IPv6.
» /5 Horizon 7 Cloud Connector i35 E JT12E ¥ 1 DNS frhb . [WE o7 HE A T4 g HE v

QR Horizon 7 Cloud Connector Frf5EfE FH2E 1 e B 4iial 4% (FQDN) S fihT A
SE(4E% FQDN 2] Horizon 7 Cloud Connector i HEETIZE 2 1UER A8 IP 1) DNS flllRes, i
NAEYSAEE S E S

2K

1 (OEE P RrET B T i adi4E R Horizon 7 Cloud Connector JfEJT]#: . Horizon 7 Cloud
Connector [ DL OVA Fi s B ULt F il

2 {fiJf] vSphere Web Client j Horizon 7 Cloud Connector JiE 1125 & 5555 A OVF FiA, WidsBi il
OVF FARUFFANEGR, 7520 (vSphere [EHHEARETEE) SRIHSCAE

flart N OVF R RRIM S GIRy , ARSI I 5 /D2y 8 iy oT, HAD e TR, —
(8 F—IRF R - TT o

VMware, Inc. 104


https://my.vmware.com

Horizon 7 22

10

11

12

1E vSphere Web Client 11, 1% Horizon 7 Cloud Connector i JT1%& &5 B i
Horizon 7 Cloud Connector & FHZE L 5 AT 1P Az hk R RN

fﬂﬂﬁé’ S g AT 2B\ Horizon 7 Cloud Connector {#iJ{]3 /1 1fif%) Horizon 7 Cloud Connector
FHEEE IP A7k

i FE My VMware R FRRRFAE N

i# Horizon 7 Cloud Connector JfiE FHZ5E i 4R 45 OS2 AR fal R s el A T L . 7F 38R %= Horizon 7
EARIARES T, B ONTE AR s 2 AR IR AR FQDN, SREf— T EER,

Fe— MU U B AR I A AU FR AR
et W REAR R RAT A RUOAR CA JERE, Rt Bass .
TN HAR IR AR A 2R | T 2R, SRR — N EEAR.

fEE B 1 H %5588 Horizon 7 Cloud Connector Bi{E, &5 i i 45 I i mE— (i T 5% &4 R A
5,

iz fal iy O EL HAth Horizon 7 Cloud Connector JffE JH2E B fic s, 0] DLSs s ME e — 3252 2k )
PTG E N L% Horizon 7 Cloud Connector fiE 26 i A 70 % .

1 H3E Horizon Cloud Service |11 Horizon 7 497, sl NETEE 2488, 6RO B, 28
B NG TR

Horizon 7 4@ i 2B VMware Horizon Cloud Service i1 T %} .

TERAR IR S H I, #5— NREESBEH.L, IHE vCenter Server i

Bl TR RS, HAHRE AT A58 % Horizon Cloud 7& FR e FHAE . s T4EE B

a i vCenter Server [') FQDN, A&4%— NSRS, (0 ERUHEE, ST EHEI LR
i, HEEEEE.

b 7f Horizon Cloud Connector vCenter Server ;8% [ /5, i\ vCenter Server [{){i & 2 A1

¢ ff Cloud Connector FI4EALEFER IP SR8 5, Hig A\ &%eni A Horizon 7 Cloud
Connector FEIEME TS B EENERRE 1P, [ . F44E%HE R DNS &2,

d ##%— MERE.
AR A F TR AR R IR S AR, P DA A NEERRE, Wl B AR ek
K5 o

et Bt s] BRI E ], iR IR T AR R AR B RS R, AL R R T ke 4
HHAR IR ES S FANE L. AR BB 2 2 R U A 5T CA B3 s, HIRTRE T P B, A
RE HE] CA B3RS, 5521 % Horizon 7 Cloud Connector HEHREME TS B 38 CA Zd i,

R AR A IR s 555 B Horizon Cloud Service 2 [0 iAR, @n DS VERIF:— T HRFR

et EE— FIRBRE 2 BT vCenter Server il Horizon 7 Cloud Connector 5 T2 .
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m  {f Horizon Administrator Higifia] BIEAERTFAN TR, andsstal &, 24 (Horizon 7 521 ) (A

m WISETTET N A foHTiCAR R Horizon 7 Cloud Connector FEfREREHIZE T, 5520 (Horizon 7 JH4 )
Ao

m HEE N Horizon Cloud BFHE 154, 528 ( VMware Horizon Cloud Service on Microsoft Azure 4
PEFEFE ) , 49HEA https://docs.vmware.com/tw/VMware-Horizon-Cloud-Service/index.html,

\,
W

=5
H

=1}

3

Horizon 7 Cloud Connector [E#iER I B RI53RE |P 1 Proxy
4R e

Horizon 7 Cloud Connector FE#EE T2 B ERE IP 11 Proxy 5% HAHIR Sl & A AE R T A s il 5

Rk 1P HEFE

Horizon 7 Cloud Connector JF i H2E & (1R R IP /b @74 —/opt/container-data/cc-
settings/ip.conf R, AF HERHATIANE HIZE B P A av L

Bildn, wiE 1P Bl Reer MBI ERE T, W MR,

cc.address=10.117.163.20

Proxy ##FE
Horizon 7 Cloud Connector JE4EfE 1145 2 (1) Proxy i & €7 /7/F —/opt/container—data/cc—
settings/proxy.conf H1, Wi FELEATIAE T E NI A w1 .

fi4n, Proxy PERFTREGHHBIIERER R, W F R,

proxyHost=null
proxyPort=0
proxySsl=false
proxyUsername=null
proxyPassword=
noProxyFor=null

¥ #f Horizon 7 Cloud Connector [EHFFEF L B RERRE 1P

SAAETTET T Horizon 7 Cloud Connector K fEIE B UERE 1P 7tk BB MHB0 T HABSE DB &
VAT B BT E R AR ROE S, RIBEHTIOREE IP a2t % A B Horizon 7 APl AH B 1) 5=
(R =g
DB

/% Horizon 7 Cloud Connector FEBEIE H125E B R e JERHE 1P kb, S0 a2 0E HIEEE NN Active
Directory,
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2R

1  #wlE —/opt/container—data/cc—settings/ip.conf fEZEH1 cc.address 17, 40 NAEHIT o
cc.address=[HIEFRE IP frhl]

2 AEGEETORRRE IP A2 E A AT Horizon 7 S2H-5, sEEUT FAla 4.

docker exec csms /bin/bash -c "cd /usr/local/csms; ./scripts/address_changed.sh"

&R % Horizon 7 Cloud Connector #R{# & %153 1y /= 8]

TR DAAESRZE, % Horizon 7 Cloud Connector et FH 2 B AR B 5o B ilh o AR TR, LA
i, AR 0L R, n Be R B e AR B 2R R, DLUE I S AR B

fERE &\ Horizon 7 Cloud Connector FHFHE 25 1%, AR FHE I S o AN E a4 WIRaE
FZFCE T AT RIHE R, T B A 1 B st A e BN, T i B mr AR % . Horizon 7
Cloud Connector JiF B FZe 5 A e A B S 88 HH B S i 21 B A

BF
1 EERMRE N ROE BRI AL, A Al e

chage -M <Max days before password change> -W <Number of days of warning before password expires>
root

Tﬁ' an, AR AR S WS s S A B H RSN 365 RAREIH, AR 30 RuTH A, FHIA
N4 :

chage -M 365 -W 30 root

2 FOEAURGEE H OB REIE, WA SIS

chage -1 root

B Horizon 7 Cloud Connector [ERIER R BENRTE CAEEN
Veoiky: 4

SRR 24, 50 DLAy Horizon 7 Cloud Connector FfEIE IS 340 T CA i,

~

DB
L HjMH‘ ’E%%{E rﬁv{ %IIT}T{/EH PEM T%fto
LRSI PEM A%,

n BRI S FQDN BB A4

mﬂ]ﬂ
i=

=
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BEF

1 PRk SSH LEREBGE % Horizon 7 Cloud Connector e FHEE

2 HERIAEHER /root/server.crt M) CA Z {5

B AE 4% /root/server.key HIff) CA %5446,

BT A5

= ¥} Horizon 7 Cloud Connector [1J 1.4 filxuk B, w6 T o1lar 4

W

cp /opt/container-data/certs/hze-nginx/server.crt /opt/container-data/certs/hze-nginx/
server.crt.orig

» % Horizon 7 Cloud Connector ) 1.3 fiel B RRAS, Sl A R 414

cp /etc/nginx/ssl/server.crt /etc/nginx/ssl/server.crt.orig

5 fnIia e,
s ¥4 Horizon 7 Cloud Connector |1 1.4 ik FUoghoAs, =58 N1 62

cp /opt/container-data/certs/hze-nginx/server.key /opt/container-data/certs/hze-nginx/
server.key.orig

m % Horizon 7 Cloud Connector /) 1.3 ik B, w56 H] R 4ar4

cp /etc/nginx/ssl/server.key /etc/nginx/ssl/server.key.orig

6 HEHIUATY nginx conf FE5E.
m %A Horizon 7 Cloud Connector 1] 1.4 Jixak A, &5 H N ar2

cp /opt/container-data/conf/hze-nginx/nginx.conf /opt/container-data/conf/hze-nginx/
nginx.conf.orig

= #j Horizon 7 Cloud Connector ) 1.3 sk BT RAS, 5 R 44

cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf.orig

7 i CA B U iR B T e oA i i 8k o
m % Horizon 7 Cloud Connector [ 1.4 ik FThA, w5 Folar2 .

cp /root/server.crt /opt/container-data/certs/hze-nginx/server.crt
= ¥ Horizon 7 Cloud Connector 1 1.3 Jilkal B8 ROA, 55T R 462

cp /root/server.crt /etc/nginx/ssl/server.crt
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8 5 CA M4 iahs S TR R JeE 1258 oA s i H 8% o
m ¥ Horizon 7 Cloud Connector 1) 1.4 firak BEEhAS, #5601 T4 .

cp /root/server.key /opt/container-data/certs/hze-nginx/server.key
= % Horizon 7 Cloud Connector (1) 1.3 fluak B FHRROA, S5 R oilar 4

cp /root/server.key /etc/nginx/ssl/server.key

9 iR s B A AR
s A Horizon 7 Cloud Connector |1 1.4 ik FoghoAs, =58 N1 a2

chown -R hze-nginx:hze-nginx /opt/container-data/certs/hze-nginx
chmod 644 /opt/container-data/certs/hze-nginx/server.crt
chmod 600 /opt/container-data/certs/hze-nginx/server.key

m 5% Horizon 7 Cloud Connector /) 1.3 ik B AS, w56 H] Rar4

chown -R root:root /etc/nginx/ssl
chmod -R 600 /etc/nginx/ssl

10 B dRbrhAZEE Y FQDN FF 45 nginx ALRERE Al iR e i 443 R i ke S 4.

m ¥ Horizon 7 Cloud Connector [{) 1.4 Mk TR, nginx ZHEERE(IA /opt/container-
data/conf/hze-nginx/nginx. conf,

s ¥ Horizon 7 Cloud Connector [#] 1.3 iEi B P RO, nginx 41EREAIR /etc/nginx/
nginx.conf,

11 Bgatill TR nginx.
= ¥} Horizon 7 Cloud Connector [¥] 1.4 hREEEDHA, & F4lar4

docker exec -i hze-nginx sudo nginx -t
systemctl restart hze-nginx

m  ¥JA Horizon 7 Cloud Connector |1 1.3 ik FF oA, w58 T N1 652

nginx -t
systemctl restart nginx

12 %§J4 Horizon 7 Cloud Connector 1 1.4 ek BT hioA, w7t i FH o5 1 g SSL 541,
T a4

docker exec -i hze-core sudo /opt/vmware/bin/configure-welcome-screen.py
/usr/bin/killall --quiet vami_login

13 E4E R b EE N\ Horizon 7 Cloud Connector i 15/ 1 URL, JRIESHTEES
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CGEREEME) W R BB E AR, SRR S
m ¥ Horizon 7 Cloud Connector 1 1.4 Figik 5 A,

rm /opt/container-data/certs/hze-nginx/server.crt.orig
rm /opt/container-data/certs/hze-nginx/server.key.orig
rm /opt/container-data/conf/hze-nginx/nginx.conf.orig

m A Horizon 7 Cloud Connector 1) 1.3 ik 58 F oA,

rm /etc/nginx/ssl/server.crt.orig
rm /etc/nginx/ssl/server.key.orig
rm /etc/nginx/nginx.conf.orig

15 FEBHRE H S U CA IR a8 o .
e LR

rm /root/server.crt

rm /root/server.key
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22255 Horizon 7 Server BB 0E (R A1 SSL M58 2 1%, R AERIBGE ARSI ND B A vl AR
Horizon 7 ¥l

TREIRE vCenter Server F1 View Composer [ F#R7 . Z¢2f Horizon 7 #5248 . # vCenter Server
F1 View Composer #4431 Horizon 7 B3 . 3% PCoIP 224 M MiZe4miming, f FLS M e 4k
Windows Server % ELL S B2 144119 Horizon 7 Fxli,

ENEROENE VIR S R

m % vCenter Server, View Composer FIE[E:E 81 {d F &1 P
m WK E Horizon 4R ee

m  %E Horizon Client ;%%

» A Horizon 7 IR FERGE R

= # Windows Server i e VA SRR

&% 7E vCenter Server. View Composer F1EIEfE ) {FE A E IR
=

AR ] vCenter Server Fl1 Horizon 7, WHERE#EA 1 vCenter Server FEFRITM &R, #n]
HEATHEG HEHEFR Y vCenter Server fi {0015 5% fi (0 F7)k4: vCenter Server f#i 51 7

WRAEAIT A vCenter Server [{Hzs |- 225 View Composer, g JH1E Active Directory Hi v
Horizon 7 RJJJjx 1A Ass 119 View Composer JIiss it (1 1 #50 =

A H View Composer, #HTE Active Directory H1E 57 707 View Composer 7F Active Directory 1
BATHRFE/F M58 = A IR 7 . View Composer 75 IR A AE B 45 1 TR BERERR DI Active
Directory 4935, #5489/ View Composer AD {F 2 FH 7

AR FTIEIRAI, (8714 Active Directory IS foiFll 4R I Active Directory HBTHFE {3
(B8 PR = SRR S A EES 4 R REBRS I\ 4970 Active Directory 78t i1
ey BP0

W47 ERE IR E Horizon 7 Iy, F53E7F Horizon Administrator FRH (s S8 {i T 2505 F .
= vCenter Server {ii 13 507 Horizon 7 #l1 View Composer 1t vCenter Server ¥ T2,

s S R View Composer Server {1 [T 72iF Horizon 7 [fiJ# 7 ke 1) View Composer IR EE5
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WA EEL vCenter Server FHEIURERS 4% View Composer, vCenter Server i 4 T304 T_E AR i
LhRe, fEF %7 30 View Composer Server {1127,

m  AD {EZ(1 View Composer {#i /1154 42T View Composer 7F Active Directory Hi#i T E /2.
m  AD TEZEN BIRRE B 12 fe i fil IlR7S 4F Active Directory Hitif T4 1EE

{£H vCenter Server fEH#H#1 View Composer EHERHNE
HNI RS E e EH IR T 2 1%, BF7EAE Horizon Administrator HH45 & i 5 2 5 .
m ¥ vCenter Server #4Z Horizon 7 IHf, #3245 vCenter Server {#i 13,

o

m KT View Composer % C il 27 View Composer Server I}, 5551770 View Composer

Server i1 .
m  #E View Composer 4955 & AD 7E2ERY View Composer fifi [T1 4.
A SR REE PR T AD fE R0 View Composer {2 .

£#1#t Horizon 7 1 View Composer %7 vCenter Server Ef &

HHEE JURT Horizon 7 11 vCenter Server U TESERIE AR 7, WA LA B REFR Y vCenter
Server At RIREZIE T

WEHT A vCenter Server fiIMEIRIE B L, HIASE S IERE H Horizon 7 i View Composer [fiE -
View Composer Iz vCenter Server Hihf THERIEREREIR AN 2 HEBRITITEZE

GARTFEL vCenter Server AHAI RS |- 424 View Composer, vCenter Server {i 1 # 2/ JE & vCenter
Server #i ARG P H . IWFK SeiF Horizon 7 17 View Composer JIR# 55 .

WIERTEAA A vCenter Server [1#s 2% View Composer, vCenter Server {#i {5t 5 2 vCenter
Server gl FRUAME TR B, HUE, @FEHN AE View Composer #éas [ 2 AR S0 7 2
View Composer Server {ii {515 P,

DEEY

= 7E Active Directory i1, Hsrli4 RS4RIt s FEARIS I [ T 2. 372887 vCenter Server )i
P o

n EHAGEM TR FRTREIY vCenter Server #EF . F5£:BY vCenter Server {11155 B A

R View Composer, sHHCRAVNINEREIR . 552:R vCenter Server (1 #5151 View
Composer F1R[RH#E BURERR

BRF

1 1t vCenter Server W1, Ju{fi A 4 B L ERERR I A 8o

n  ERDUE ] vCenter Server HFULERMNE LB M A, A r LT vCenter Server AT
(=

RS View Composer, P DLENTAZPR ffitn, Al B H4R (IR =5 A View Composer 11T
vCenter Server {E3EAT 5 e RAMER .
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7t vSphere Client H1, % NEH > it > Filifat, MAMEAR (1
View Composer Administrator), SR{& /%t AERR

e AR AR AR I AR AT View Composer £ vCenter Server HgAE T FE 1T A HERR .

»  WURAAE ] Horizon 7 A~ i ] View Composer, #8 1] DL B A2 BRS¢, i LA 4R ik
#RIAT vCenter Server {1 ST R5 M RARAEIR o

7t vSphere Client H1, % NEH > it > Filifats, MAMELR (1A

View Manager Administrator), #R1% 7 A UHERR .
n GEREEEHBIRE R, el DA S R e, fEE R ARl kes AT vCenter Server {EZERTHS
HIRARMERR

1t vSphere Client 1, #%— NEH > it > Filifat, MAMEART (1
View Manager Instant Clone Administrator), X175 fMEIMER ., 7RI SRR
&, #H2B vCenter Server i H#TH51 View Composer F1RIRF#E #UAEIR o
2 {¥ vSphere Client 1, DUEFA#H%— Faf4l H 8k EJE vCenter Server, Sk {%4%— N HTHEHERR,
e vCenter Server i 115%

f5E  AEAE vCenter Server 94 £ s vCenter Server #1135,

3 W FRNIhRER IERGE FE E N, BT ENT ) View Composer B, View Manager ffit4, fi# L4
TE# vCenter Server #1117 .

4  qRAEEL vCenter Server FHEIRERS I 4225 View Composer, i vCenter Server fifi 4T Pt A
vCenter Server H#5 I UAHE R G0 B B4 R Ak =L

WERAEARITA vCenter Server [1frs |24 View Composer, HIALEITZAER
{F Horizon Administrator H1, {F % vCenter Server #1¥%% Horizon 7 %15 vCenter Server fii . &
2R vCenter Server #f T HT 14 2] Horizon 7,
vCenter Server {# & EER

vCenter Server fili [l & VB4 JE 4111 vCenter Server #EFR, 7 fEAE vCenter Server H1 1] Horizon 7 VA
AT, (T EMERR . %% vCenter Server fili {13 #:57. View Manager ffita.

% 10-1. View Manager fi 8 FREHEIR

pady;
it

RERR AT AR
Tl B
BRI BB = H
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% 10-1. View Manager ISR (49)

PEFREEAR
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HIR
2
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E % vCenter Server {1

AUl T] View (347 hiidizs, vCenter Server {115 {155
IHEAERIL o

FERT ESXi EAEERIET View {47 Ms #e 50 F 51 SR .
AR A View (7 Iikes, 1 vCenter Server fi I A
BRI RERR

AR

m ERRRE

(&=7)

vCenter Server fE & FER View Composer FABIFFE RER

153 % View Composer sk B %L, vCenter Server fifi 1 # 2HE AT 37 1% Horizon 7 FIrasRERR AN, 2

Tt S HABRERR o

View Composer F1R[EE SRR @41 H View Manager. View Composer F1E[HqE ST ORERR 52
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% 10-2. View Composer FnEIBF#8 SR
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ki B Eria
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PRz
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HEREA
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3 10-2. View Composer FABIRS#ESUHER (4D

vCenter Server |-FREIREHE EHHRIER

BHERE e

TSR e QPR Al T S S 4E (VTPM) 28 i 1) B o S s i
i, JIFEEAE T HIRERR

m e

m R

m EHEFN
g
EH KMS
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sk st |

VRERFE Horizon E4 AR

Sl fAlllRas 2 1%, AL E A, Il vCenter Server #11 View Composer JIlf% #7144 Horizon
st T DA FeiE ESXi FARIMISCHA, 5 U ERRES - IORERRZS 1, DA ESXi AR R AR AS s A
¥t

i e fd)leas, L lra e HEDET 2 Horizon 7 N4/~ 7E Horizon Administrator 1.

i S o

Horizon Administrator 1 Horizon &4 {7 iR 2%
Horizon Administrator £2{1# J{J/A Horizon 7 [ Web A& FEA 1A .

Horizon 34 frllless AT LA 288U TIERE, DAMEA#E S lkes ok a4 ikt . MBI Horizon 7 #5%, &
A ERH AR (IS A T (RS rT LA £ 45— 1/ Horizon Administrator 771

T N AR5 Bl T) Horizon Administrator B i -

m {HAR AR 250 AL RRAN IP 7 12\ Horizon Administrator. fiiff] Horizon Administrator 1) 1%
PR, DA MATAAR BB 20 Ik A eloid 25 Al

n  (EAEEREE T, WESRATA R BB AR AR (R IRES 1 AL AR AT IP 71BN Horizon
Administrator, &5 27)# F £ sl 2 AR AT 1P (711247 HY Horizon Administrator 47 .

BRI R AR A IR ) CPA 4 el a2t 2488, 5 n] LA7E Horizon Administrator #2255 H1 1
A E BB R 2R 5 A i % 2

fEE WISRE ] Unified Access Gateway JiEH#E S (IAE 22 falllkas), #7868 ] Unified Access
Gateway REST API 25 Fi Unified Access Gateway JiE FHZE Y . 21 Unified Access Gateway 4 /%
Access Point, W75 F4IEGER, G20 (# M E Unified Access Gateway )

ZE N Horizon Administrator

EEBHATRIAALRE T AE, AN Horizon Administrator
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BE
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https://localhost. M 1414 localhost AT /E DNS B 1T e tt,
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ﬁ%o
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\
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REEMTIESR

BRI N EE IR, 7 RO Al AR e o

FaRE  UAREA Horizon 7 STRIBAE, NIATREZEMIRMEEIR. WaRRIART BERMEREAN RN, &

i

255 9

=01}

5 T Horizon 7 DIAESTET T,

HIENIE, Horizon Administrator &5k [z WM | BT,

LHATHEG W%, Horizon Administrator 7 /1 45 N IRp R AR FL
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AT B L B R A AR A s A TR Bl e A A IR IRy R e T 8 R BT TR R & 4 (el ik
I A7AT View LDAP A& — R MES 68

23

Rt ARSI BRI 25 T TR .
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1 7f Horizon Administrator 11, #H View 4H#& > ERIZHER .

2 {EAEmAD, i M.

3 WNBRETER, ik NHEE.

4 TERAMERIIN
5

Fidig e S PRI 45 o PR ) VMware Horizon 7 WA, FESRC RO Ek & R & . E R g
B2 PEA View Composer 24k,

WARFT A ARk VMware Horizon 7 fUAARRF S IRE . WNFRLLIR B RRACHI DR, W5 2R http://

www.vmware.com/files/pdf/products/horizon-view/VMware-Horizon-View-Pricing-Licensing-FAQ.pdf,
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w AGEAR il A R

= £ vCenter Server {i I A HEATT 4% Horizon 7 i1 vCenter Server 1E3E, 5 H ] View
Composer, WA HABRER IR 114 75
s52: Bl 414 Horizon 7 #11 View Composer % i vCenter Server {#i[{# .

p
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ESE1F 45k vCenter Server A (i 116\ vCenter Server [HER

n AEEETEILL FIPS U ] Horizon 7, SETERRIEEES vCenter Server 6.0 5k BUEThRALL M ESXi 6.0 5k
BRSO 4%

INFEFFANARN, FR2BIEE 4 55 L FIPS BixZ2%¢ Horizon 7,

m A EATHGRILE vCenter Server } View Composer /FSE8 IR 1R, 552 vCenter Server 1
View Composer [1311:4 11 SERR il B s e A T R I S 228 DA SR b o S [TV 15 8 Nl 22

1 7f Horizon Administrator 1, #%H{ View 2HEE > faliRes.
2 ff vCenter Server Z 51245 |-, 3%— N,

3 ff vCenter Server % E fAfRFRALIE 75, B\ vCenter Server s\ TERL 1) 58 28483 2 Ff
(FQDN),

FQDN {07 MR LA 475, B, 1 FQDN myserverhost. companydomain.com 1,

myserverhost -4 F%, companydomain.com -4

f5EE WAl ] DNS & f5ak URL B A\ fililkes, HI Horizon 7 1A% T DNS 2 sk e s B B2
T A AIRERT 1P 74k, B FIRESES ZE Horizon 7. 4R Adi Fl DNS 458 1P Akt
vCenter Server, /L2,

4 g\ vCenter Server fifi HZ 14 HH
f5l4n. domain\user 5k user@domain.com
5 {§\ vCenter Server {ii [ %105,
6  (EEFEME) AUtk vCenter Server B TIEAE A .
7 BN TCP HEREEN,
THRGHREIR Ty 443,
8 7& [ EFEHIE | b, #E vCenter Server } View Composer {EZEINGA TESERR I
9 T35 [ View Composer & E | HIfl.
‘ESR
% View Composer.,

n QURCEEFSEEN SSL #5555k E vCenter Server A TEE, Fdi4p ks EEARER, ) [ gy
vCenter Server | }5%2 488~ [ View Composer 3% | EIfl.

n QERCE TR RS vCenter Server YU TEEE , QI AZE e v SR A IERENIHEEL, &
REZEF TLS BEa5 104840

i)
it
W
&

VMware, Inc. 119



Horizon 7 22

ansR Horizon 7 i FHZ i vCenter Server 0 T{HEE, HIGE ToilE $U TR s 5t vCenter Server 1T
i
&% View Composer

L)1) View Composer, fEUAHR E AR A IkeRHEA1EAR % View Composer IRFSIUHE . View
Composer 1] DL 2 HA St J0pss [, kB2 vCenter Server AR AUMERS o

VMware #5EA:{f View Composer x5 vCenter Server s f T/ RS > [ — ¥ — 1B ER A

BB

n RO AR AR 2R B4R & vCenter Server, Hibnhefil, WA SEAL [ vCenter
Server | }53E 1) [ vCenter Server &l | HIA. #52R4 vCenter Server & Ti# g1 1441 Horizon 7,

w  fifEFR View Composer i i A Asii4R 2 HAth vCenter Server 1 T {E#E .

w  WURE RIS b4 View Composer, fifrd i B 375\ View Composer Server fi [{#
M= Al B e P LA View Composer HRS F AR HE SEAH N B .

EF

1 {f Horizon Administrator i1, 52 [ i vCenter Server | K541 [ vCenter Server &=l | Efi.
a fi—F View 48 > fAllRkES.
b 7F [ vCenter Server | #45H, #— Mg, sRiZFLE vCenter Server (%E .

2 f{¥ [ View Composer 3% | EHf F, WA View Composer, it IlCAEH View Composer.,

IAREAEF View Composer, Al View Composer i sl A8 AR E I, #F—28 1R, [
¥ vCenter Server | Kl @R [ ff7R0E | Hifle AEHUR [ View Composer 413, | FiTi

3 i View Composer, qiitH View Composer HEES A7 14 .

HIH A
View Composer Z23:7r B vCenter a %I View Composer B vCenter Server N{T4c8,
Server FHRFIHEER Lo b A EHRAL S EL Y WITE vCenter Server 722 View Composer IR AT

FREIEATI . PHBOI IR SR 2 18443,

&S View Composer Server,

O]

View Composer ZZ3E7EH A B 5 —18
s L. b 7 [View Composer Server (i7iit] X7 /78, #A View Composer ##51)5¢
HA ARG (FQDN).
¢ #mARII View Composer IR R AT 1501 5 4R

I B AZE 7 5 View Composer HERS [ A IT B RHHIT B L.

{4l%1: domain.com\user i user@domain.com

d N R AR PO S

e ERIBHRARSEEL Y W2k View Composer IR FTHE B AR . P
HUPRAGEE 18443,

4 ¥ R—3BPIER T View Composer 444, | EITf .

VMware, Inc. 120



Horizon 7 %4

RESH
% iE View Composer 41,

n  QUREEIZE SSL M55 RE View Composer T, LS AN IEAERE, [ #iH
vCenter Server | ¥ e #i/x [ View Composer 4 | FTl .

ISR EE TR E View Composer A TERY, HLESCHE & i B M nuiesl . sh26d
TR TLS BB MFEE,
a2 E View Composer 481

RELZHRGE View Composer HS#idifh i B IT/ENY Active Directory 44l #:7LL%s View Composer i
ELMAE ., B vCenter Server F11 View Composer 2 E#TH % View > 1%, #A[LIAE Horizon
Administrator Hi4ifit vCenter Server FUTfE#E, LUFTHTE % View Composer 47l .

DB

= Active Directory % BT AD 1R View Composer (i 15 . A i FHl 2068 i 43 70 il
) Active Directory Al PRSI SRR IO, AnTB L I G HEPRAOARIB 6L,
%57 View Composer AD {ESE( FH# IR

» /£ Horizon Administrator i, HER2ZELL5EL [ $7H4 vCenter Server | fi54Hi11) [ vCenter Server ¥
s A1 [ View Composer #&3E | Flfl.
BF
1 {f [View Composer Af%] H 1l I, #%— MHMLFTY AD 1E311 View Composer i 151 & ¥ f.
2 i\ Active Directory 483148 £ 5%
40 domain.com
3 AL E AR, I View Composer fifi I 49 7.
#l4n: domain.com\admin
4 TR RS,
5 i MHEE.

6 T A A v MR (5 BT /E HoAth Active Directory 49IS N B REFR A4S H IR P, 58
TR B,

7 B P TSR [ R ) .
KESE

O R RS R RS TR IR, §if & Horizon 7 7%E View A7 I #S .

IR RN EE S

(US4 B ELB RS Horizon 7, Aoy BIRFS L -5 9l

VMware, Inc. 121



Horizon 7 22

B3 A R BB LA E T Active Directory AGIsiHEPE , #52:R8 (Horizon 7 2258 ) XK
(vCenter Server fifi 1 & 711 View Composer FIRIRFERIFER )

EF
1 7 Horizon Administrator 1, 3%H{ View 2HAE > BIRAE RAHSSTE B
2 ¥ hEE.

3 T N BIIRFE A T SN L R RS o

JLEF vSphere [B1 Wi #5 5 FE #E 14 2% rh BY il 5% =2 il

7 vSphere 5.1 FIS A, #E0] DLRT] Horizon 7 [RREREZS [N BhiE . {F vSphere 5.1 FIpEL{%
Horizon 7 1 DA 35k RSEAS s S A 4 SRR R o, 70 ESXI AR IS 44 S rh A i P RG2S
i, DA/ D sias i A T i A 7 =S o

T T B A T R T LIy, AR VRS R AN N, AR A T B TN e i R i — Y
Tgteos ] o Az TR AT D VRS R BERERR AN, (R A A R R R A i . BBk
HEBEERR IR, ARG Bl SR 1 15 ELED AR [R] R [l 2= i

B TS T 2 4 2 T, s PSR B T T, 0
ST At S TR P 5 - 2O P PR . 4 NP ek R Rt T £, ARt
SIS, 5 T R EICSAE , Horizon 7 T DA AR A PEAE B A AL B4
g2

MEIHRERATIIE T 23 PSSR s AR RS AORD 2 Rl R F S

7t vSphere 5.1 sk BUTRRATER T, 4 SR oA S e EREHE AR AR O sl HURTRRAS, JUAVE SE RO 2= il
[ fESE, Horizon 7 #SEUAZS ISR IO S R Gl AT Y

BT A I ESE, fE A ZA il JT] Horizon Administrator 2K /1] vCenter Server (17 [H MW Dhag, It (0]
WA ) S S £ B 1 e P i 2s [ . 7F vCenter Server 02 2R, AT DU T A 52
vCenter Server i f T[S AT BRI 518 5 Sl #8525 I Dhag . {52 ] vCenter Server [¥RZ e w78 73 5 Ifl
AR BT o

NAIRREL TS S FHA S A I DI RE -

w  (EFEIRAS R s R RO S R GRS A

»  REA View Composer FHAEMERATEE

w TR vSphere 5.1 SR, HAEFREEHERIRENRA 9 Sl A I R e R o
n  NETESTEAE R PR,

»  @{ET SCSIxfasiumEbitkas LiffE, A5k IDE %8s,

FEI Fh 0 A B s [ s Sl e i ias iRy, A~S24% View Composer Array Integration (VCAI), VCAI f#
] vStorage APIs for Array Integration (VAAI) J5 4= NFS ST, AR gRS

NG

VMware, Inc. 122



Horizon 7 22

BHEFY
w  [ifFRRAET vCenter Server £ ESXi Tt ((uffii S rPIOfTA ESXi M) ¥/ t0d ESXi 5.1 RS it
X ESXi510-201212001 (1) 5.1 Fa HU# A
BEF
1 {£ Horizon Administrator 41, 55JC5em [ #iH vCenter Server | K5a FH, 5 [ BiART | H
Ifi.
a I View 4R > fAIReS.
b 7t vCenter Server Z 51545 |, H%— ¥,
c 5ok [vCenter Server %l ] . [ View Composer #%iE | , DL [ View Composer 443 | E1fi .
2 fr e | |k, WERR T ERURR = EEM.
WERAESEAEHAT Horizon 7 5.2 sl BUFTIRAI i e, FUMRTHRGREZEIS [ Thig . AR AU/ E
Horizon 7 5.1 & B HU i AT 145 5 Horizon 7 5.2 B BT, HIlAZE SEH AR 2= Rl .
RESR
1 [ it | |JIf b, 3OE View 7 Imdiss.
HEAT Horizon 7 W Se plaRse s IR RE , Rl A i1 & BRIk 3 2 T RS DR o

&% 7E vCenter Server K View HEfFhnikE

7t vSphere 5.1 FIHUFRRAIT, BT PLGE ESXi FAELADIBUE AR AR EOR . 1 RS2y View 7 finig
AR IREEE T ESXi A% A S AR (CBRC) DiAE, BiRT 2 Mt iamh sy B A TR ettt Ry
BEAE 1O W%, 1o View Ay Iindias nIEETt 110 JRZIHIK Horizon 7 2HE. & El Bk (i FHZ S BN EH]
FeaUE RNy, IETHIDRE AR B Mo AT DU DRIBGRTIBO LRI ORI, A2 AR A7 A e — T
AR e A Hral i AR

View {47 IIE 23 sl D AR A YR 1OPS #5H , FRARGAAF A AR S, SRAal i DI A7 110
SA B S AR R Horizon 7 355 .

# AT PIAE Horizon Administrator (1) vCenter Server F5%% 32 [ View e {7 Imdiss | #0&, PART ESXi 3=
B ERE, WARRR TR .

A ERE R EL S LA SR 5 Bl 3UE View G ieline . A AP 5 5l FalifE, 22HEHE vCenter
Server KA s~V 5 SRl View iy A o

S R SR TR View f A Ddas o L DhRE rI AR ARt Sl IRp 45 TR o ey i R AE R I
SRR G SRR IhRE . AN R B A A e RO DR, TSGR BT A M A e e e
i B BT o P LA S i FRIAE 5 2 Y DR R sl 87 S o 7~ A 2 BT ) DR A T3t S N
WA (EER I S R R SRR BPTRIR, A RES NS LR AR BUE AR 5

B A AR R TP G R, DNt 5e B AR Nl , A rTUARUT] View A RS o
SH View (7 IR ARG SR I A SR AR NFS PRIREfT (VAAI),

VMware, Inc. 123



Horizon 7 22

e View fifi 7 = 60T Horizon 7 3843 JEIARRE, AU A S i i A &5 1 B fE 1 B
PRI . HESR View fi#if7 DldaREd Horizon 7 #2) J IO 6 IS RE MG AE TT BT BAGAR, (RIS
BARGH AT A SUR ORI, W] REE B B B A RUARBA RO, . BRI, 15 ARl L 52 SR Al

Pas
M o

EHE AERBERIIRE, e HZ L ESXi £ Horizon 7 49/, HIEAHEHEIEH] ESXI
R IR Rl T Horizon Storage Accelerator D . 1 2 A B b A A — Bt ] eSS ]
ESXi - F IR AT o
DEFH
m  [i#5% vCenter Server ) ESXi %2 5.1 ik g
1E ESXi -, WERRITAT 3B % 5.1 IRl HTRRAR
n  ffERRCAE vCenter Server Hif ik > AHRE > EREREHEILIFIRET vCenter Server filif1 4
%R vCenter Server. View Composer FlEPRs#E LA 218
BEF
1 {£ Horizon Administrator 1, 555c5em [ #i vCenter Server | K5 FH, Hoem [T ] H
Ifil.
a BRI View 418 > fRES.
b 7t vCenter Server %5154 I, % FH,
c 5ok [ vCenter Server %ill ] . [ View Composer i | , VLMK [ View Composer 48 | F,
2 fE [ ] | b, MR View REIIEEARAZ I Vi
AL IS BRTHRR A 2 BGIR 8
3 FRETHRAY RPN
THRRIOR /N & & ) vCenter Server S TERE AT AT ESXi T,
TR 25 1,024MB . PUBCK/NZZEAT A 100MB #12,048MB  fi,
4 EEEPEME R ESXi EHHRE AR N, 2RI ESXi EHGL— N SRR,
a AF [ R BRI, R R TR MR N
b i N\ FEHERE/ME (/1774 100MB 1 2,048MB 2 i) 4% — NHEE.
5 1& [ ffrae ] Jim b, #h—25,
6 1% NFRERLAEE vCenter Server. View Composer ¥ [ fi#fra e | #H4% Horizon 7,
BES®
HERUE P uidigR ) PColP il . 24l MM URL, #52:BH7 ¢ Horizon Client 347

i E5ERK Horizon 7 Y View (P IITERRBOLE , FHRCE I G5 View iy ket a2 (f
Horizon 7 FRa e EBESR Y- 53 ) SCARHY (RUE SRR G SR View f#ifr Ik ) .

VMware, Inc. 124



Horizon 7 22

vCenter Server 1 View Composer B ifi {T{E 2Rl

H vCenter Server A Horizon 7 5k4iiiE vCenter Server 3 E R, A DL E S ERIEDL T E
vCenter Server F11 View Composer S THINE A T1E S H R,

TEIAE [ vCenter Server il | HIA I [ EFSRE | AR R TS L IE,

3 10-3. vCenter Server 1 View Composer B {T{E¥ R &I
HE i)
vCenter AT ESE FIR P g ES7E It vCenter Server ST IR H 1 AT S B B Rt AR AT AR O E AT
SR FRR
TARAL % 20,
I R {30 PR e BB R B RR
WATEIREREHE LR H%mf It vCenter Server $AT{iEH,  FHIEARARIRASE BE I HEBERERS T AT TIRNEA TR TR E
(R, BARA. MRS 3E IR,
THRHAE A 50,
W IR E 2 RS 8F, RESBYRE I TR IR 2R DL S PR s B 5 B N 5
LRSI FTA S S R e i s LA i 1Y
4T View Composer SEEMEE E P Al {Et View Composer #f TIEEEFTE] 2 it 8 [ A 1314 T View Composer T3«
i3 B, FETR S M R PR
THREAE A 12,
WS Hﬁﬁﬁﬂhif’lfl?%%ﬁi)ﬁ%%[ﬁﬁ‘* A REBHIAAE RS QIRAEE T — AR
s e, iﬁ%ﬂ?bfﬁ% HIAGATE S B IR A e (. 5,
QR i&tﬁ 24 R E H' iR G F R E R TR E R
12,
IR R Mo A A 1

4T View Composer fEEZE L JuwE v 71t View Composer ST LR~ WAk R A TIONGAT v SRR RS E
PR PR

THRUE A 8,

I o PR At v

MEMTERMERXEUZBEERIRAFEEENLS

WATEEIRMESE bR e Sy ] 8 A vCenter Server S TBIHE AR i 5 P 5 MR L IRNEAT R
TEZE FIR. IRTER, BUBRAIREE A 50, AT LA 2 4 5 MR B N SR, 38 5 A DA SC R AR T B
E&ﬁ%{o

I AR AR B, FEE I BCE MRS A T AT BITRE 3, 5526 (Horizon 7 24wk )
SCPEHRR CORRRGET C R AR IR B )

PRSI TR RO, AR TP RCE RIS, DU S mBARCEIR . BRI, w] g irds s
FOIRFII R 2 BN . — MR ARRRE,  FE IR PR IR (A SR I BN IR T 5 B ARIRR ], 3fe 1 SR v B kst

Ban, SEIAP AR N R = SR R AR . PRI, ]]iﬁna/f VESRPRA i Z e AU TR I B RAudt 3 3 %o
THRRAE 50 FARIET 8 T Sk 16 {5 1 O QU TR I B kst

VMware, Inc. 125



Horizon 7 22

ARBTG5 oy SEE S 5 R . AR REN R IR, ATREE IR ERR . ARSI
5, T GREIEA TrE TR PR SRR BIROE 2R AT BAROER 6 %o KM —PRAF AT, THRE 50 for 8 n]
S 10 {5 SRR R IR B ROE R

BNVARARE R B IR S, ali g DA— Mo 7 A R e RRs TR R 9 A= o 48T LU T I B
R AR AR B P ], DUREL R e ARGE R, 7EbRE R, 4945 40% MR IRBHR/E 5 A=
TE 1/6 R E R, B, (BERdE TEAE F4- 8:00 FIEZF- 9:00 > [HPE N, IERHIHEIE 2 — NFr, 1fil 40%
M NEEAEAE A 8:25 LA 8:35 11 10 Jrdii 2 Hl. 4niitA 2,000 & ffi 12, Hrh 20% FPHA MR,
HIl 400 {FEETEIRPIRESEE A, 45 40% BEAIEIE 10 28 i, SRS TE R P ROE R A by 16 {5
[

ERTERR TLS BEmiea

1% vCenter Server Fl1 View Composer #f T{H#4#T 2% Horizon 7 1Ky, #5582 T4 vCenter Server
1 View Composer B T{HEER TLS e A3, 12242 flkasiyfm . @il vCenter Server 1
View Composer — 2 23 {1 THR RS SRAE 08 B O 1B, (A ZHTRE JE 10 B2 1 Be IR 4R AL

WIHAE T CA %8 #6753 vCenter Server i View Composer i1 T{lifY, H AR 22 2 i 40 IR 231
B, NEBATEEZEEEE AT ESTEMEIE,

AR TR ERE B CA #BiEas, (g mllkas ANME AR AR, RME AP E R e B fs
Blo FREUEIE RIS AR o FRAUH AR I B AT 2 B R I B A — SRS (Flanderr sz s
) AHE

st R EAEAEN Windows Server T4 |- 2225 vCenter Server #1 View Composer, HI'&MA] LA F
AHEI TLS M558, (H I b Z8 Ay BRI T B R e 5RE o

WFSBARATRE TLS B s ARl S52:8Y 28 8 1t @ Horizon 7 Server [1J TLS 55,

Rl DA R | #rd vCenter Server | Kyaz, 4efr Horizon Administrator Hi3 vCenter Server Fll View
Composer, UIREFEAZEE, 1 ELEAZIRAL, A58 vCenter Server #l1 View Composer.
WriE s fikas 2 1%, ERIDIALE [ 4wl vCenter Server | ¥ 55y B A F 3 15 B il =% o

et E LRI, [ vCenter Server 5k View Composer #5552 5T, B2 E T EE IR
WAZASAT TR, R S FR4L,

{F Horizon Administrator 3 I, vCenter Server &% View Composer [El - x g4 sl ta, (i g [
TR 5G] S5 8. 7F Horizon Administrator 1, 4%— 1 View A8 > falfk#y, AE4RIHEL View
Composer et A5 vCenter Server JHH . #X{%, {E vCenter Server BT Hifi— Mg, ILEA R
ACHEREAL 1% 52 F P it

[Fikk L, %nPAZE Horizon Administrator 5% e p s 4R A I s i T AT F1Y SAML Bt dis o ani
SAML falflR#S s A2 dAR EIRES ST, MRARE BT B8 sl R 2840, L
Horizon 7 H1&iE SAML Eiitias. =& SAML BiRtas 2 %, ATVALE At AR eIk as] Bt o R E sk
E AR

BF

1 % Horizon Administrator 27~ [ 2] BER ) 45655 BIaE PR, fa— MR .

VMware, Inc. 126



Horizon 7 22

2 fr [ S BlE e RS R4
3 mArsE vCenter Server 5 View Composer S TR % 8 1840,

a 7E vCenter Server 5§ View Composer 14 -, BE) MMC i A EES e, G [ Windows 75
RO ]

b E¥ = vCenter Server 5{ View Composer %555,

c N [ BERHAEE ] RO R REIE AL

[FIEEH, #07s SAML BRss s Baa 4840, WERMEE,, S5/E SAML Beadai 1A% D IR AP B,
4 R [ SREEE | BUET R IHESUT 5 vCenter Server ik View Composer #4 TERE I HHAL .

FIEEHL, 35T SAML B BB AT .

B 2]
TREUAHRT P TR RS
TREAR TR

SESEHF AT . B, ] REE 484 vCenter Server &%, View Composer
PCRIEER 1P ulJto

&% Horizon Client #E45

i T30 2 4 PO A B A (R P 2 4 Rt S e A T

046 P e SR I e B4 2 /45 Horizon Client IRy HTTPS Friar, UG St i
TP 5 A A RE R an SR A0 BRI A BIT ORI EU R PR A ERERUE , s (RSO drkadt
AR el L A iRy A i (e AR B AT gt i I R T B B IR, (R MR
AR 5 R 15 BORE HIRE R

*TQE%H%‘L%?EL_ i b TP 5 RIRE R 5y, ARTHRR, P& — JOiAR 5 AR e il e 2 4l e 1
o HTARAG Rl AR, N A ettt e iE, niEi HTTPS faik RDP AIEEARER

T B PColP ZA il s e 4R 25 v i S [ 5 FRE FHRE R, P e — 20 iR S i 4R falIRes
ml LA falllkas A% FiYO PColP 22411, PColP 224 Mi1E T AR AT At Bas 16 1 2 hE #0151 PColP
FL 5t g SR T - 5 AT AR A T R o

1 PLiFE i VMware Blast 8 imsU7 i sl T35 e 4 i 4y Jﬁ SR AFEFRE, DM e 1]
HTML Access H@%%Bﬁﬁﬁ%‘fc AR B R A5 o Blast 204 M e fr - £t e st i i -2 e
By i S [ - 5 A R

ﬁET%iET@EﬁHH’JﬁHJEI%%%E*EE AR Ay HAm T A A, A P s g USB E g
AR, 18 H Bk b i e i 20 4l g (ﬁu%aﬁﬁﬁﬂ)ﬁﬁﬂﬁm@u%%

TR AN A a5 T, e P 2 v B i A 2 [ e vy S T 15 R AR 2 A ERR B
IS AR IR A ek 2o - falilers A%, 1S AR AR TR A P iR

B AR Al AN A T, P B AR A ST 5 A AR s AR B i Rt AR

VMware, Inc. 127



Horizon 7 22

W, K 1 H 2 4 (R lAR 4517 18 WAN 1345 5 22 fal IR P slotisg R es I%%%ﬂmﬁ%,lﬁ HEF R
M4l . PColP 274 [HE M Blast 24 [fd . 0] DS 24l FlZc 4 e, AP LAN TEAR1T
s A L i T Y- 5 R AR 2R B AR

DSR2 i B — (el ,  TARRR BT e e AT i IR ] oy, S o3 Tn il H B e
A, A P B A i Bl e 4 e s A K

P A OR824 DR A5 e Pl A 2 SSL.
AE PColP RERIEMR £i&HELR

AT LLEE ] Horizon Administrator 5% 5 W O 2241l 15 Fll PColP 2241 . 13 Se e/ nl e O - &8 st
Hﬁfﬁﬁﬁ%‘TU\Eﬁiz_lﬁﬁ%ﬁﬂzé‘&l@ﬁﬁﬁﬁbﬁplﬂo

filiJ1} PColP Biliaishae i I P i LA FT) PColP 224l . {4 11] RDP ZRosaliafUbh e i 1 = ] LAGE T

AlIE

FERE Blast L4 MIEIAHB AR, FE2 B0 Blast &4 il

BE BN Pim R A AR — AR A R R e IR AS o B e A A falIREs 1 4 ss
HIEFN PColP 24 i, #A A g B2 4 el R e e S S AR il IR A A T (R
T%ﬂmﬁmEEL%EL%HW R4S AL Rerh, R DA{E Horizon Administrator H4ii iz i 4R 1]
IRFFA TR, DUROT k5 2 4@ aE Al PColP 224 [l

HERY

n  UEREHTHBON PColP 4, e RRad AR frlfllerss ol T IS BE AR 2 e il ¥ 45 View 4.6 B8
HRRAS

QRS AR A TR FCROT PColP 24 filiE, HIi 2 A faliires B LA S, SRR &2 falllkas
T View 4.6 5 A

1 7t Horizon Administrator #1, 3#HY View £H8& > {FfiREs.
2 7 (AR EIRAS] AR EBOE AR AR A A TE Y, SR I — D S
3 RoE AT L i,

B B
ERZeEE IO ATl R AR SRR
HURZ 485 IR e iR AR B R

TR 2 A

VMware, Inc. 128



Horizon 7 222

4 BOEAMAE] PColP e[

B B
HUA PColP Z4:HE I PColP Z4:HE S EAHET PColP Hi4R.
& PColP Z2HiE IO PColP Z2RHHIMEHEIT PColP H4R.

FE A 1] PCOIP 224 Tl
5 p - PR,

A% 7E Blast "2 &

1F Horizon Administrator 1, FJi%E i HTML Access uk (i ] VMware Blast 2 il sl 7 & (0 ] Fimidise, 2k
FOE B Blast 204 fifliiE 2o A7 Mt i S 1] - 5 A AR 2

Blast ‘4> [#]14 U7 Blast Extreme Adaptive Transport (BEAT) 4988 THAE, & ST ARSI (1 anAHl k)
SRR ) AT RE TR

m  Blast 24 [/t Unified Access Gateway [fE T1#EF 3 TIRr, A4 323% BEAT 4Rk

» 4% Unified Access Gateway JfiE T2 1 3.3 Rk BUBTAK;, IDATE TCP ikl 8443 1 UDP il
P 8443 (i1 BEAT) FAGATHEITEEH] IPv4 (¥ Horizon Client FIf#f] IPv6 f1J Horizon Client.

w AR B Horizon Client, HIWAZE AR E iR fillle s (CL5 1] BSG). Zeafillleas (EL 152
BSG), k=4 2.8 it/t) Unified Access Gateway JiE24E T, 415 Horizon Client i FH— 4 & stk 7t 2k
AR F AR A (B BSG). Zedfillless (EUHH BSG), skflkit 2.8 Wit Unified Access
Gateway JEHIZEE, R P BB EAIROR AL, FFI7E 2% TCP 48 ke

n AR U 21 Horizon Client WAZFHIAR %2 2.9 ik HUFRAR Unified Access Gateway JfiE 114
B (E M UDP il fAlilkes). 41 Horizon Client i A 2= HO 4 Ak Il Ak i 45 2 sl ARl il s (EL U
BSG). Z4fillilkes (K BSG), kA4 2.8 it Unified Access Gateway JiE /T, [ Fuser
FIEDEAE R AL, W12 4 TCP A9 Difk

m {15 Horizon Client i Fifs 2= AT R AR 2 14 falless (BSG B2 ). L4 fillliss (BSG E.1%
F), 2.9 e B A Unified Access Gateway JiE FHE ¥ (R UDP Il filR7s), =k 2.8 fft
Unified Access Gateway fitt T2 &, I JT = ey H D IRHEATREIR L, I I 2 — Aotk it o

e AT &R, #h2:E8 Horizon Client 5EIHS -, 481EA, https://docs.vmware.com/tw/VMware-Horizon-

Client/index.html,

et T DA ] Unified Access Gateway i FE . (TR flllas) FEIMNE 2447 B Horizon 7 fllll

FHBREE G . R H Unified Access Gateway JiE FHBE !, 7 AZE AR R IR 5 00 IR - 22 4]

i, AiAE Unified Access Gateway [ 43E 8 FROTESEE, Wdss Al e, 20 G AR0E Unified
Access Gateway ) .

VMware, Inc. 129


https://docs.vmware.com/tw/VMware-Horizon-Client/index.html
https://docs.vmware.com/tw/VMware-Horizon-Client/index.html

Horizon 7 22

T Blast 2o AU, 7 R ] P4 B 252 1] VMware Blast Extreme il 9@ Eid%
AR B R T 5 FE R RS R AR, Ifii& i Blast 224l .

BEE NI PR A e AR — A A R AR e iR . e B sl s e ik 1110 Blast
LA, 7%\75%%551}% frIIRAS ) 1 AR A et g JTI‘?J’E"io QRSN A5 B i A 2 AR A e
T, REEEERUTEE ] Blast 2eaxfili, NI TR 4miEiZ i 4R A IRas oA T e

DB

AR 5 1 VMware Identity Manager R8I i = -5, G2 VMware |dentity Manager .4
RN R E A B AR IR AR R A T, HEZo AR iR AR TV B SAML 2.0 Bt (il e i ¥

Br

1 {£ Horizon Administrator 1, I View ZH&E > fAlfilk#% -

2 7rBARfAARES S S AT b, ECGHAR A IRAS A TRRL, IRIE L — T SRR
3 REAME ] Blast ‘Al

IR 2t

B Blast Z24:fiiE BB Blast 22 HHE, PUZEH Blast HAREH

& HTML Access BT Blast Z&ME  HUEN Blast 24BN BRI HTML Access Blast 543
1% Blast 222 RiE IR Blast 224 fE

Blast Z¢4 [l THRE Al ]
4 i MREER A

A% E T £ [ il E LR AY S ER URL

R e eiliE, 1w R GRS EL IP Ak, sl nl i 2 1P AZRER Se R4k 2485 (FQDN), 4
e i 71 e AR frl ik w5l 24 il 321

F AR PColP 24, I imaaZifdi ] URL wigp & mi4p fal iy nk 2o ik es A%, 78 IPv4 BREE 1,
URL ZEAR IP ksl ) A%, 7E IPv6e B2E5 1, URL AILUEK IP fizikek FQDN 55031 .

A H] Blast 2 fiiE, B v B e BB RS ORI fdf £ 1P 31k FQDN, Gl o4 1
o vk A RE A AR A A aloede A fal ik A
{5 P 26 B SP AP0 B Y38 8 i AR

IR, AR fRRAR B 2 ks R RE P O AR ARES P9 L DRI RESE B T K 2 S A ] = i
I o

AT 2 AL AR R A T AR A SNH P TVRE S WP (s FTT v o AT FO A A4 A B g s s e fiAR . 1
TERERA— R DU AR A i o e A e S AR TR AR B A . 15 TIPERE A URL AOTE S
Pig P A e Bl

m  https://view-example.com:443

m  https://view.example.com:443

VMware, Inc. 130



Horizon 7 22

m  https://example.com:1234

m  https://10.20.30.40:443

#HAE Horizon 7 M Flig Bk, EAZaRE HigR Al lras i e 4 flllas A%, A RISNTS URL, 1A
Je LM FQDN,

X ESMB URL

PR E ZAHAME URL. 25— URL RJ 5 P A Gt Tl 4R . 58— URL n]REREH] PColP 119 1]
Pt PColP ?ci\léﬂ:_unczﬁéﬂ%o 1E IPv4 FEES T, URL AZEAR 1P AHESE A ok, 7F IPv6 PRl
T, URL AJ R IP 73k FQDN G50 4%, URL R o 48 /NS AT B A TR

SE=AIA URL R 1251 Blast 22l (i H H Pk B sk O BITERR ] T4 iR o
e

IR AR R O B e ey, ASTRHE LA FIRER OIS URL . B2z 4 falflikai e i AR el IR i A T
1S AT SN URL,

AR IR TIRIRE AN 2 A iR s E SN URL IR AT AN

n  (EEAR A TR L, S SR PR E Horizon Administrator Hh 4 s AR 1R Ik s B AR e AN
URL.

n A AREs L R T AR (e i rs e R T AN URL, #2WT DA{ FH Horizon
Administrator &% 4l #1 /NS URL
AR E G R IR 22 I TEIRE A9 5P 5B URL
AT LAAE ] Horizon Administrator 7% i i# 47 frl llrs 8001 TS T /58 URL,

AIEANG URL, PColP il URL Fi1 Blast 445 URL WAZE e FH P 28 %8 FH AR HRz i 4R frl IR e 3 A T
AL vA |

p={}

BRFH

n R EAE AR AR AR TR RO L A g AN PColP L4l . HZERUE PColP 4k Al
LA THIE AR

w  CHERGE Blast SNA URL, RSO A AR AR &S T RS HOT Blast 24l 2B Blast
ErE L

BRF

1 {f Horizon Administrator 1, #%— T View 42£8 > A28

2 RFFEIN AR AIRER] 25 A AR R e o TR, ARIE 4% — MW

3 {ESNES URL SOy B N\ 2e a1l /NS URL .
URL 2B EHmafiohae o s vl AT i) Jo A 22 R B e R Bl

VMware, Inc. 131



Horizon 7 22

BI4n: https://myserver.example.com:443

faet MR ETIR,, RS IGEAR A IRAS S TIER, FURTLAREAT IP fzike Ay, A
B RO AT B R AR IR B TIRREROE R TLS 65T, PSS G R 8, s RRE L 4> Tilﬁ%
RIS DL R A7

4 7f PColP 4N URL SC7 5 B rhig N\ PColP 224 [T /MNHS URL,

b IPv4 BRI SR BRI 4172 (1) PColP 4hi URL $57& % IP {jﬂto 7 1Pv6 g, fEn
PARRIE IP Arsikok se 384t 20, DARGHBERSERS 4172, SEmreAiiRE: T, st Simaine &
o
4N, 75 1Pva B N, $8E: 10.20.30.40:4172
F i A ERESfd FH URL 452 alIRES .

5 ft Blast /NS URL 37y AN Blast 24 [l /M URL,

URL WAZH 5 HTTPS @il « T P il @A Bk ms, DA EER G5,
Bla: https://myserver.example.com: 8443

TER, URL {522l URL [ FQDN FOTHR iR G5, 8443, URL WELLS P 2 %:
AJ A AR AR A R 2 A FQDN AT R SRS

6 HEBUbEEG T A AT Ak RS R i AR G AR A R S A T (R
7 ¥ MHERE

R LfARZHIME URL
%0 DU ] Horizon Administrator {5124 frllIREs /M URL
15 PEANES URL S2—PBHAA A AE AR il iR es 2o RE s 204 20 - il IR A I Ik e o

AmIE AN URL, PColP 455 URL F1 Blast #h5 URL AZEE ] i 22 %0 AR I 2 2 Rl il s i o7
Hk.

DB

. aﬁﬁ@af%ﬂﬁtﬁéﬁﬂ&“”@ﬂ%ﬂﬁ‘ AR AR AL TRY | 22 AR A PColP 2241 . sh2:EY
i PColP 224 i A4 A iliiE 4% o

A EGROE Blast AN URL, shfifEsRE ARSI 22 - fil iR e B 0 i AR IR A A T(H B 1] Blast 224>
. sa2Br Blast 2241

1 ¥ Horizon Administrator H1, I View &8 > {3
2 GBI [ iRy | RO, S filkay, R M.
3 fESMNE URL STy i N\ e 4l il URL.
URL ZH A EaliafUg3E TP o o) AT 0 e Al s LA, DA IR A

VMware, Inc. 132



Horizon 7 22

Bl4: https://myserver.example.com:443
Hiet AR FRIERARATIRG, R E I e ke, PIDAMER IP 73k, ANai, IR Ak
AFFESHE LA IRASROEN TLS 535, [NfEsUFBaEE 8, s BeER R Ze e mIE a7
4 7t PColP 4N URL S5 5 N PColP 224 M /NS URL.
1F \Pv4 B, a0 BaR BE S 4172 (1) PColP M35 URL 4552 4 IP fiihlk, 75 IPv6 HEs N, 0]
PIFRIE P Artbal s 285, DAMGEREREEHE 4172, M rERIE ~, s 8 Simsl e 4.
BN, 75 IPvA IR N, 852 10.20.30.40:4172
Pl A ZE ARSI T URL 450 24 iR es o
5 1 Blast ¥ URL SC 5 il A\ Blast 2241 4N URL
URL WEIE HTTPS il e . P vl A i SR, DA MR SRS
Bla: https://myserver.example.com: 8443
Mg TER:, URL U524 miE s URL [ FQDN DL FERGHREIRSE A 8443, URL WAL i
A& DU AR 22 4 fal R 3110 FQDN ARz SRS

6 FERBIEE T M IR RLEE RS S0 P R it 22 4 R o
7 P FREER T,

Horizon Administrator @45 Hrif)9h i URL % 5 24l AT 2 T il e 4 R s s . 4
e

& Horizon @R A RFEE L EMEF, BEER DNS &8

IR, ST T S5 HEZR A RDS A7 HHE0%E Z T P AR, Horizon 4R frlfIRES ErE sl T 1P
Atk BRI DU TR T 2% 4% 55 2% Horizon 7 LDAP JitE, DLE: AN Horizon 4R flllk #5422 4 F DNS £
Fho FERUCTRES R, Om4R A DNS 2 an 2] H P fIfE, ol 7e s A S pt At R p g o £ 08
P,

fEEE 7r Horizon 6.0.x MRk, 1t Horizon 7 LDAP S VE I HUC FEAR It I 5 B 3R A (g s 1 - 5 Thise

il Connect using DNS Name.

Horizon 7 LDAP JiPEeEr s 2l AR il TR (AEZeafmlliias) L#dT Windows hiz Horizon Client 3.3
ok BT . HTML Access 3.5 i BTl AN DA K 224 B i FH P o

ER

A Windows Server {E2 Z %l A# ] ADSI Edit 2N HFE RN, 552 Microsoft TechNet 47
o

EF

1 T4 fallires e Frih ADSI Edit 23 R

2 xR RS, RIIGEARE,

3 FEHEE N B SRR 2R SCT W, T N £ F DC=vdi, DC=vmware, DC=int,

VMware, Inc. 133



Horizon 7 22

4  7PEREES NP RS S, EEER T\ localhost:389, HlHAR ke ST AR
#H (FQDN) 12 [ 0045 389,

141 localhost:389 ik mycomputer.mydomain.com:389
5 {F¥1#;- CN=Common, OU=Global, OU=Properties /11, % pae-PreferDNS &1t/ 1.

) riw% 15, SHARFIRZSEHE] DNS 5% (15 DNS f%&mTFH HBIE IR SRmfRAT) . n
REWS fkéi*ﬁsﬂ/]fl:ﬁﬁ IP {7 b8 (IPv4 5 IPv6) R T, HIH4R iR e erEal \P firhl,

BB R EEE R O I, 4IRS S n] 1P Azhk (A R P S RT ). AL,
] IP (HEAR A MR
AFFEBE & FEEEEEIT HTML Access

] HTML Access IR, BLRALAE S P sl Bl w- i R 120 AR (IR e 0 s e A2 4 )
JRzs AR BB R P AT AR 2 TR P RO A3k o

ST B ALAE RE TRy I AR (IR AR B TR RS A e e ey, ST 7o R P i T HTML Access HIER
WIRIRE

TR N AE S Pl el £ P 8 12 9 R 55 Horizon 7 Server S TR

BHF

1 fEl AR RS ok e 2 Al lkms B2 4% 1Y) SSL [HIEAH REBEkF Ak, i o4 locked. properties fi
E
Bian: install_directory\VMware\VMware View\Server\sslgateway\conf
\locked.properties

2 ¥ balancedHost P& E % Ay B - fliras O A7k o
Blan, sl A EBIE 2R https://view. example. com DA 2 (T £ V-1 Horizon 7

Server, i balancedHost=view.example.com 144 locked.properties 5%,
3 f#1F locked.properties f#5<,
4 PR AR A AR as A ke IR RIS, R AE T AERL,

AFFEBREEST HTML Access

A H HTML Access IRr, ELFEAERTIE (19140 Access Point) 1% 75 HH AR 1] Il s 01 TS RN 4>
PR AR B e T A 4R 2 BT O Ak

SHEHAE P d T Al S I 1R T AR R IR e U T RS AN Al irs , SHEAT 7oz £ il - i
FviEAT HTML Access HiRIHIIREF o

RV AE 2 T 1R Horizon 7 Server S TR o

VMware, Inc. 134



Horizon 7 22

BF
1 fEdAR R wlese 4 flliRas EAE R SSL AR 8 POkl skerh, i k4t locked . properties £
E 38

fltn: install_directory\VMware\VMware View\Server\sslgateway\conf
\locked.properties

2 i portalHost WAL & A na k.

B, W https://view—gateway.example. com J&i2I5 25 265 0 Wi 17 H Horizon 7 {71k,

#51% portalHost=view—gateway.example.com #%ZE locked.properties 5,

DS AR A R e A TR ke A RS 2 A 2 A RS, AT ARE P 78 2 portalHost
JElk, AAREEEE, .

portalHost.l=view—gateway-1.example.com
portalHost.2=view—gateway-2.example.com

ani i —E R E A A 2R, AR E 2 portalHost A
3  {#1f locked.properties f#%,
4  FUFRE AR RIS ek e e R IR, AR AR SR AR,

H4X Horizon 7 R HYTARIEIEIR

AEZHIAN, View IRFS RIS R AR . 7 SECATA , WAL e DA P AL
S B, VTR AR %4 IR PCOIP %4 WA View Composer IR i T
.

TR LR E T A, MBI A SR G, L.

4117 Horizon 7 Server i {fFIFid TCP il UDP BRI, 5% (Horizon 7 2448 ) SCfF,

B Horizon E&R{R AR 22 AT TIERE F1 32 £ A ARBRAYTEER HTTP SR
NIC

(ST DARIEIRAS T 1110 Locked . properties M, DUBURMAM IR ST IR 2 FIRAR TR
HTTP S NIC, ZIALATT A B SR Ao T TR, DARFARARBCI Sl e T,

TR SSL M2y 443, FHRMAR SSL #ifEI /s 80,

TENCRR A BR824l MR URL Hrds e i e i o, AR AL e e, 45
AEth A3 AR 22 B YN URL IR

WER ke B A 2 NIC, RITEISTHR @ HAENr A NIC, SR AR E B 45 2 50 NIC 19 1P fizhk, FiELAg
G2 NIC $ i BUE R .

TEZEIWM, Horizon 7 €73t E Windows 5 JORS BB FR O THBOHE R o QR AR T PR SR A ke iy el
I NIC, AILAZHT-BYHCHEOT Windows [5GHE, BIRBCEFTERR , s Fimde i n] DOs AR B et o

VMware, Inc. 135



Horizon 7 22

QAR AR T SSL AR SENE H AR5 HTTP S S n A4 (E, NEREEA 0 HTTP g a1 R S il o
SHES R A TR YRS DL R HTTP Sl 2 4 ke,

HER

FERBAEI R AR R 2 18, M AR IR A TRl 2o 4 iR O /AT URL RS E it 44
A3

B

1 AR R ez A fliRaR TR 10 SSL WAL RE POkl erh, A k4l locked . properties £

. install_directoryA\VMware\VMware View\Server\sslgateway\conf
\locked.properties

locked.properties &5 HI JE L 23 K/ NES
2 4 serverPort i serverPortNonSs1 EIEukig {45152 locked. properties ##ZEH,
4

serverPort=4443
serverPortNonSs1=8080

3 GEEME) R FAIRES IS 2 NIC, #5HEE—{H NIC A 3 e il
Wik serverHost fil serverHostNonSs1 &k, PAgE B4 2 F5E NIC [19 IP (k.
54

serverHost=10.20.30.40
serverHostNonSs1=10.20.30.40

M0H, SSL AIHE SSL e sUARer s A i AR NIC, A, a4 (#i ] serverProtocol=http
JEEPEEEE SSL PAEATH P idisR, DL serverHost B A AR NIC, DAE A H A RcE)
Horizon Administrator [ 2% fitf: SSL Hi%s .

WERAERRE SSL MHE SSL i A NIC, [ SSL Ak SSL i AFAHIA .
4 FHTRCE) AR )] Bk ek, RERAEE AR,
KETR
AT, SEFEER G Windows [55 I B B e
# Horizon ERARBHITEIENR LMK L, K PColP RLFIEM
TR IEZIRE NIC,

R ABARAE i AR Al Al i g TR Bl 24 flliks R8T PColP e 4 FE T I PR e 5 NIC
H’JQHQ#&TQ TEORA TIE e TR, DAy AR AR ol o T o

1oe M P TCP il UDP #ifs, PColP 44l Fit e il e R 4172, 772 UDP Mg 5 i 5
r-&, Hi PColP oAl & frHa iz R 55000,

VMware, Inc. 136



Horizon 7 22

TENERRE A B e R 2 1%, PColP ZhE URL HRf i [ e RN e A8 T, MR RO 4k A e i, #A5mTfk
T Ei44TH PColP #hE5 URL st

RS T PColP 24 WA 7E M RIS AT 28 NIC, | TERCEr R AT NIC, #snT DAFE @ B4 &= A
NIC 1) IP {731k, FEPLERIGZ NIC &%%E%&EE@&&&%O

DHEFY
A ERRAE AR Hh A B e 2 1%, AR Rl IRAR U T HS e 2 (il 111 PColP ShAS URL HRFEE 1
PR A 3
BF
1 fE¥{T PColP LA AR fllRAs e ie o s i b, i) Windows gt fe .
2 IEEZE HKEY_LOCAL_MACHINE\SOFTWARE\Teradici\SecurityGateway Z5#HEMS,
3 FEICEEEARIR T, SRR R, T N 4Bk 2 String (REG_SZ) {H.
Bian:

ExternalTCPPort "44172"
ExternalUDPPort "44172"
InternalUDPPort "55111"

4 (GEENE) ST PCoIP e MiERTERI IS A 2 NIC, S E—1H NIC R R iR
TEAHII B ARG N, B N4 String (REG_SZ) i, DAFREL4EE ¢ NIC (19 IP {7k,
il .

ExternalBindIP "10.20.30.40"
InternalBindIP "172.16.17.18"

A T AN AN S 4R A TTARIEN ) NIC,  HIANEBAI N & UDP s AR 75481 .
5 HHE) VMware Horizon View PColP 224 IR, sEARIf A% 434

Eggﬂﬂﬁﬁﬂ fTEEf Rz LFER:E L, WK PColP RLREMTERIEH

R AR ezl fE i AR R i s A T iR sl flfllers L#Ad T2 PColP Z4xfilil (PSG) Mk I THRBo 1%
o T RERF I TI TR A R 5 ]

PCoIP 224 MBI FEER @/ AHE TCP s 50060 Bt il iisg
EF
1 E#H4T PColP 224 M 4R ik 25 ak 2e - faiRas TEAS A0 SSL M 4HAE Rl Akcrh , By el 4

locked.properties f&%<,

Bi4n. install_directory\VMware\VMware View\Server\sslgateway\conf
\locked.properties

locked.properties k& HNEVER /3 R/ NET

VMware, Inc. 137



Horizon 7 22

2 4 psgControlPort &4 locked. properties 55,
Bilan .

psgControlPort=52060

3 (EAHRNERS B Windows e 8k4miEfE .
4 ZZ HKEY_LOCAL_MACHINE\SOFTWARE\Teradici\SecurityGateway Z&#HH5,
5 FESCESREEHEIC N, TSR RS, Y N A7 (REG_SZ) {H.

B

TCPControlPort "52060"

f#%F TCPControl Port fil psgControlPort [ SEAAHE

6  UpTHEAM AR A IS B e ke IR, R AR ARG
X View Composer RIFERIEIZIR

View Composer Iz T 1Y) SSL A Fa ey B4k 2 Fpe poadigaf . &nl LA H] SviConfig
ChangeCertificateBindingPort 2 L A AR FER i fadst

B SviConfig ChangeCertificateBindingPort /N HFEAF i, AR e H
IR H 45 View Composer #55, SR1EEH LS 2 nUsifR

TE2EE, View Composer &% Windows [J5 KRS BT 510 THRGH R . NS48 SR A2l
FEY I Windows [ GRS BHACE it ifei, Wi fREL View Composer HEUT%E‘J&%% .

DEFM

IR AR AR E (R R AT DURE

BEF

1 {51k View Composer IR7%.

2 {r42K View Composer [ Windows Server =4 - PR 242 N7 TT
3 ¥ % SviConfig RFIEATHE .

Rk 2L View Composer JiE R A — A . RS A, C:\Program Files (x86)\VMware
\VMware View Composer\sviconfig.exe,

4 i\ SviConfig ChangeCertificateBindingPort 4.

Bian:

sviconfig -operation=ChangeCertificateBindingPort

—Port=iE/ 1L

VMware, Inc. 138



Horizon 7 22

Hr —port=port number & View Composer B45 55 EER . 538 —port=port number %

%‘&o
5 TEHTRHE) View Composer % ik 4 5 AE 3%
JDABERRE 5T E TS E View Composer Server |1 Windows [50%,  BHSC Bt diete

SRR EEDGE HTTP EsEm EE S A RS

QRAEEINAR Horizon 7 Server L[\ R R 443, Wi A 5ot Elalign 55805 80 1) Horizon Client ifE
1T HTTP S, #uAZE:4E Horizon 7 Server |11) locked.properties f§%.

Bt WIR G SSL mik A rh A, WA E ] . SSL k5%, Horizon 7 Server L[\ HTTP
R e B R4S T o

SR

TR 443 5 HFEROH RGNS, AR AR 2 AR e I FaRR i, RIS T IR 2R AR BR

HTTP S a5 I

B

1 g iRes ke e ks T - SSL WhikZH e kA, @iy 54l locked.properties fi
S

Bian. install_directory\VMware\VMware View\Server\sslgateway\conf
\locked.properties

locked.properties 5 H ML KNS o
2 A THNE] locked. properties f5E

frontMappingHttpDisabled.1=5:*:moved:https::port
frontMappingHttpDisabled.2=3:/error/*:file:docroot
frontMappingHttpDisabled.3=1:/admin*:missing
frontMappingHttpDisabled.4=1:/view-vlsi*:missing

FERTIE AT, S50 port S FH P I 4R ) e B B A
GSRAHTIEET R8T, port () 443,
3 ET AR IR A RS e e A IR RS IR, R A T A

PAIE A P EAR ) HTTP T3 m S48 7 IR 28

Horizon Client i%Ei# HTTP 142 % Horizon 7 Server [ E & DLUEE 5 A HHL ) 2 HTTPS, F uei
Srh, ERTREET A 1 A B SR N http: //, SR F] HTTPS, #2511 Horizon
Client 1T HTTP FjFiiti|n), A8 4F Horizon 7 Server 3% locked.properties f#%,

FERE WAl SSL EIs Eh A, RS IEPE ] . SSL EIf5E %, Horizon 7 Server L) HTTP
R E e R IR 545 FH i

VMware, Inc. 139



Horizon 7 22

BF
1 AR el e (il TE I ) SSL B4R R Ak, T sl4iE locked. properties
E 38

fltn: install_directory\VMware\VMware View\Server\sslgateway\conf
\locked.properties

locked.properties f5rh T K/NE o

2 B A TS locked. properties 5.

frontMappingHttpDisabled.1=5:*:missing
frontMappingHttpDisabled.2=3:/error/*:file:docroot

3 HURTROD AR RS AR e A AR AR IS, FEARI AR AR

By R EGRAREE L Horizon 7 3 AEETEIZS AYE IR EN

Horizon 7 $AE T - AR AR A AT T, R H A A RS IR I 0, 2 B FH AR fl iR L
Horizon 7 SR TR I A7, SRAZEE B B a8 AR A IRt 1 R bz

2

1 BB Windows Egk4tiAE .

I 4 HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware VDM\Node Manager Z&EHEAT

i H (REG_SZ) i Management Port,

A WO DN

#% Management Port {E:% /% 32111,

% Windows Server S8 EMNXIEEHIE
SR IR AT IR SR 2T /E 1 Windows Server (B, 7EAE
B b ARTTDLEEE Windows 43 LRSI/,

1F Windows Server 2008 R2 #i1 Windows Server 2012 R2 5/ I, Eilpfigsn | TCB iz gkl LM Java
RS TR E AR O IR TR RS R /)N, 13 SO AR 38 ] e O v IS AT 0 i, I e TR & il T e
AT,

% Horizon ELR AR HICERE K/

frHgRflllkas oS b, SB% 50 (B Lo s 1 - & WA 10 GB [adlail, Hpa 4/ 10 GB i iEh
) Windows Server TGS Er [ i) 7% & S 5 k49 2000 NG T LAEREEY, 18 2 mman (R e vl S B o 5
TR

2% 10GB LT HUECIRRY, /NI SERaa i i . g 4GB i/ D B0 aRY, HIAHRE T S
PERA) 500 (NG T1EE TAEPREL, 138/ N ROME B0 e s 2 AR i e A AT ik

IS, S5 Al Re e ph it 5 2 HOf - iR ad o, Ak, VMware s 8R4 w20 10GB 1Y
AR SHIE R ER A e R FLAE ] F RO SR R NG

VMware, Inc. 140



Horizon 7 22

RPN 10 GB IURC IR RS 28 d 47 ks, H Horizon 7 J8AE 20 5 g &= %g AIUEL, DARRBERCAR
RO IR e R 12 /NERIREE— R IO, F8H 2 5 e s A e IR s b A T I ) EE V%ﬁ%& KMo
R R RS R tE RS N E] 10 GB uiﬁﬂxjﬂé’]nlﬁ%, A TR AR RS, AT JVM HERT R/ INE
BN IS Bl . AT I 2R sy

TE 50450 64 [T Windows Server B 110 JVM SRS AN, SBETE IR Al RE @ il 45 (m IR A T L i
IAREE . 1E 64 hiotEl |, AR mIkes RGeS JVM HERTR/INR AT A B RS IR A N
AR AR O HAR AT BE AT ISR EE K, RH2:B Horizon AR (R SO F5 K

ﬁuﬁ'ﬁ?(ﬁﬁtﬁ“*ﬁ%ﬁlﬂﬁfﬂafzﬁﬁﬂﬁ FHORERS RIS IERE R, FH2BY (Horizon 7 ZURERLE) iy (AR MRS
I RKEMERHR AR AL )

MERKDEIERTE
PR AR B R0 BT, AR A IR A T RS 225 AT 7E Windows Server Tl F i EHECIEHE
e,
2728 Windows Server [Ff, Windows SR 225 m B L sC IR L 2l 5 T AR an Bl i K0 LR KN B
TEIFEN RIS 2 %, B SeFRGa e e 4E R E T
Q1% Windows Server Tl Ll eikss, #nlLLiE M vCenter Server 42 150 ERE /N, AN, WibR
Windows i FHTHREE , FRH 00 B R/ N AN el B A B RC IR N
3=
1 IEdgR A IREe 2 AT AE Y Windows Server Tl |, B8 5| [EdtC ey Hak .
TER I BT RN B e BIRIUA Mdse Ry FURE R /N
2 - PRBEEEAN
Windows &R H BT RC iR M nT HIORCIERS, Rt A R 50 Bk AN

VMware, Inc. 141



A% IE SRS

RTINS, — (S 2ORE, A0 &% Horizon 7 ARROAHB E6aI. HeAh, @iREAME] Syslog filllikas, H
FIDARE AR i IRAm B0k = Syslog filllkay, slizbh Syslog MmN JH R —BAR %

R T
n 4 Horizon 7 SfiRIEHR B RIZHR Hi 1138
n TR 0 SQL Server EHkH
R

= U Syslog IR

#¥8 Horizon 7 RFMERIEME R EFEAE

AT LA s Fo EORL BRI I8 A OB IR e SO 2 A R B . 15, ZEPTLAGEH] Enterprise
Reporting HiE /A EORHEE S

Pl b A R OB R O e, AR Rl im B N s B IR Horizon 7 B2E
B H AR D

farE CAFEIET IR ODBC #RHAI

BN

w  HERRIAAE AR IR TR AT AF U R 5 L, HAT K& Microsoft SQL Server i Oracle Yk} fil
Mers o AR5 RMERIERRATE ¥, 55284 View Composer A4} ZORHE Y 2Ok 72K o

w  GHRERRA A TE ORI (iR T EORHR R 2 BT e ok

 GEREAERAE Microsoft SQL Server 2ok (il b Az ZRERIRE T, SRR View Composer
ZOR TG S SQL Server HIHRfRIAEER

. RAAFCRAE Oracle EORHE RS I BERHERIRE?, SHIRESE View Composer PERHHHT I E]
Oracle 12¢ ik, 11g HHHII2EER

=K
1 T ORI Rk, W0 A LB BERAE A, 40 HorizonEvents,
A Oracle 12c & 11g ¥k, a5 Oracle Z%:#%0IH5 (SID), & 7{F Horizon Administrator I

FRE FHE ORISR ek 405 o

VMware, Inc. 142



Horizon 7 22

2 RICERDIETE A A B AN (552 Oracle) s e Fr i iy A1  RERIGAE 2T, LKt
et s g e 2 HERR P B

+& Microsoft SQL Server &k}, sHAZEH] [ 224520 Windows il | 2o is ik, i
M3 [ SQL Server B | BaEs i,

A da s Bk, [H7E Horizon Administrator HIREE BRI 2 |, W ANEr 2B A5 R IA
SR IR R TR O R A T o

HEANEHRER SQL Server B E

TRV IERER) TCPIP &, f iR illk## 1] SQL Server Biztf, A fEfii ] Horizon Administrator
1F Microsoft SQL Server [ #% @Sk Eik

BEFH
n B HATHRET SQL Server YokHEE, 552 Y Horizon 7 i1 Pk AT ZORL 117
w  TRERREHEA SOE PR I LR AR
w  EREORRAIIRAR 6] SQL Server Bt /7 kA TERS o F520H] Windows Biiit
BF
1 BB [ SQL Server ZHAE TS |, i JE[H SQL Server YYYY #HES4HRE .
2 %I server_name HEEE.
3 e mE e, DR #E— T TCPIP I EINAA .
4 HEBRNAR AR,
5 RO iR, BERGSRE —E R,
U AR FED BRI K AT HR BRI A, 5228 SQL Server 4H A& H HITAR 3.
6 TR IR R B Bl kO 8
P

fifi [T] Horizon Administrator % 20k 4R 2 AR IR RS o sl I I S 2oL O FE /s A

A E R E R E

P ORI @ Horizon 7 SRR A A LARCERRIE AUl Ay A2 BB R (ifpARRCar ) o

VMware, Inc. 143



Horizon 7 2%

TELHEHAR ARSI TS 2 12, e e B, AT AR A IR A A e — M . &

Grer B EEOE AL L AR A

Bt R S 2P Horizon 7 BRIFFOAHBEEE A AR AU, (H AR IR A A T L B NI R 2 ]
MR AR 2 VS B B BT . QR S B RSN O ARG RS i, A5nT DAiE i IPSec s HAb 5 SRS
MBE R 24, W AT DA Bk s 7E 1 AR e e ms v AR 1o

fn] DL ] Microsoft SQL Server &k Oracle ¥k T Fgds Bk BB it . a4l s,

a2 R (Horizon 7 #445 ) XA

T T H] Syslog /&2 EA: Horizon 7 S, R 1M 0 A iR ] DA IR R . 0T DU
vdmadmin #y 40 —1 EIUEFACH, 45 Horizon 7 SHERRELL Syslog M Uil Sk F Rl BbE . sH20d
(Horizon 7 #2L) XA (AT -1 235D Syslog #4524 Horizon 7 St #kaflE ) o

SEEY

AN AR AeR e S R

R AIRES ) DNS 85k P {7k,

n  EORVEMARESEM . Microsoft SQL Server 5% Oracle.

IR AR e O R SRS . Oracle FUTHREMEL A 1521, SQL Server FTHRANE A 1433, HJA
SQL Server, WUERERHF il R ZHATERE, o5 41102 SQL Server Express, HIR[REVZH
PREHREREERS . SES BB HARE SQL Server HLAZ B TEEYAY Microsoft sk &, A9hk Ay
http://support.microsoft.com/kb/265808,

n  BAERE RS R R ORI M . BT Horizon 7 R YRR DR R B 2

41¥} Oracle 12¢c & 11g ¥k, & #4F Horizon Administrator FR#% e SE ¢ EORHEERS, W42 1] Oracle
gk A (SID) VE A BRI A4

w BRI R A T SRR AN . G52 BRTHY Horizon 7 S OB AR 1]
o

Fulb A FE# B SQL Server it . AT HIHES 20 Windows Bariti i) 2 4 PERR Bt 77

n SRR R R E S, Bl VE_, i s ] AR ZORHEAE Horizon 7 22853
iRt A ZEE NS 2 BRI RS U T o0, RS AR MR, RGN i s s
o SR N TR PR ORI 0 S 2, i AR A IR A B AR 2 Ok ) IR AR IR
e as gt . W ERHR SRR, SCEE IR T SR, AR e M A Bk (i T g T
MR $EaR

BF

1 7 Horizon Administrator 1, ;%H{ View ZHfE > S5{-40 88 .

2 FEAERER KT, e T AR, ERLULORA TN, Y TR .

VMware, Inc. 144


http://support.microsoft.com/kb/265808

Horizon 7 22

3 (SRR £F [IMRRoE ) fEh, #% Mg, SERURTRRIHRE, AR B
KU, IRIEFE— N HERE

BT SR R B IS LE R E = 71 Horizon Administrator 7T FRAIH o H i A 70 S 20k 20k R
AR,

[ EORMRAHRE | A GRS DR H T4
4 ERETR > BA LR EOR R EAR R .

WMAHIEZA T, ﬁ'J‘ﬁ'r HHERAE AR . WIR i R SQL Express, ok #1#i 2 SQL Server [ 11
LTS, HTRE E/JUEEE@E’JE&EEFE% (WA ERTIR)

7t [ Horizon Administrator GGl | Hh, [ RGUCEAREE | 1 [ e ZoRhE | BUE N e U i 2ok A
i &

AYZE Syslog fal iR 2% KR HFEC 3%
(ETTDMET Syslog Kk At Horizon 7 if, MM AT (2RI VER
(B TR R — . FH0R DR R L A

SRR IR ORE S RT Bk, ST R ARG B D . QUREHEE RS, B R 2%
.

o UBERCGEMI FE THOR SRR, (BTHRAEROE S EOR L 1) A (AR S, At A5k
Tiiﬁ%ﬁ%

e B RO S 2 BT, F3Pick (T LRI PARRCERE) A H x9N LR % 300MB., Syslog it
(RIFERE E (104 25 %PROGRAMDATA%\VMware\VDM\events\ .

m  WURE%A Syslog fRES, SiFE R ERTN Syslog RIS AT K, 55T UNC BB il
BRIURCERR

wkr, WRIPAE ] vdmadmin w54, DA Syslog Bl S FIRE Gl 8k. #i2B (Horizon 7 5511 ) X

PR, BT vdmadmin 5411 -1 382 590L Syslog #%:UE4: Horizon 7 %ﬁ%ﬂé@ﬂ%ﬁ’]iﬁo

EE Syslog BORIE LA ERET AR I A R4 b, i e arudedit, Blantli 12 4.
VMware fik i 45 g2 4k (0 IPSEC) DA Gt okt nl e e AR Ll BBl

DR

ETEEE I T AR EOE HARflikes, 7 RELA Syslog #& 3Rt gk A AI/ s S ERA % Syslog frlllkes

RESTR ] Syslog fAlReS 4 UDP Hifehi |- 52 Horizon 7 i, #07EILA Syslog falR#S Y
DNS & fiuk IP {71k PA N UDP i sl i UDP dip stz 514,

w WUREHTELA—BonE S A R B, AR R S St A7 A BRI A OREARIY) UNC B 1, 1f
HLEARRA B 200 . AR, DA R N S AR MR P 230l

BrF
1 ¥ Horizon Administrator H1, 20 View ZHRE > S5H-4HRE

VMware, Inc. 145



Horizon 7 22

2 (M) 15 Syslog g, G RUE AR leas LR AL 2] Syslog sy, wEd%— MEAD)
syslog fAflR#%>5IIFTE, SRR 2R 1P f7kDL K UDP Ui s .

3 (ML) B RREE ARG, B A BT R RO SR AR, MEAERC Bk TR LL Syslog #
A7

B 2]

AKE kNI DL Syslog MR L EGILE .

BASERIF LSRR () 5%)\5':““'1: PRI Syslog frllllkaf 85 AEREIR, IS FERZTHAECER B RO B . It
EHURTHR RO o

KA I AL AE R AR L Syslog B U7 TR kR

ERARERERS LTI UNC B4, 75 RIRC A e R BEAE A |

4 (GEREEME) A5 Horizon 7 SRt SkalUE A AERE SO L, shie— MERIBINE S 10FY, Wit
FH A i 7 e et 2 R 2 AR A UNC 8158, DANMATHEES AR SIS Z IR PO 28 . 490
SRR,

PLT 2 UNC B&A& 441 «

\\syslog-server\folder\file

VMware, Inc. 146



	Horizon 7 安裝
	目錄
	Horizon 7 安裝
	伺服器元件的系統需求
	Horizon 連線伺服器需求
	Horizon 連線伺服器的硬體需求
	Horizon 連線伺服器支援的作業系統
	Horizon 連線伺服器的虛擬化軟體需求
	複寫 Horizon 連線伺服器執行個體的網路需求

	Horizon Administrator 需求
	View Composer 需求
	View Composer 支援的作業系統
	獨立式 View Composer 的硬體需求
	View Composer 和事件資料庫的資料庫需求


	客體作業系統的系統需求
	Horizon Agent 支援的作業系統
	獨立 Horizon Persona Management 支援的作業系統
	遠端顯示通訊協定及軟體支援
	PCoIP
	Microsoft RDP
	VMware Blast Extreme


	在 IPv6 環境中安裝 Horizon 7
	在 IPv6 環境中設定 Horizon 7
	IPv6 環境中支援的 vSphere 資料庫及 Active Directory 版本
	IPv6 環境下 Horizon 7 Server 支援的作業系統
	IPv6 環境中桌面平台和 RDS 主機支援的 Windows 作業系統
	IPv6 環境中支援的用戶端
	IPv6 環境中支援的遠端通訊協定
	IPv6 環境中支援的驗證類型
	IPv6 環境中的其他支援功能

	以 FIPS 模式安裝 Horizon 7
	以 FIPS 模式設定 Horizon 7 的概觀
	FIPS 模式的系統需求

	準備 Active Directory
	設定網域和信任關係
	信任關係和網域篩選

	為遠端桌面平台建立 OU
	建立 Kiosk 模式用戶端帳戶的組織單位和群組
	建立使用者的群組
	建立 vCenter Server 的使用者帳戶
	建立獨立式 View Composer Server 的使用者帳戶
	建立 View Composer AD 作業的使用者帳戶
	建立即時複製作業的使用者帳戶
	設定受限群組原則
	使用 Horizon 7 群組原則管理範本檔
	為進行智慧卡驗證準備好 Active Directory
	為智慧卡使用者新增 UPN
	將根憑證新增至信任的根憑證授權單位
	將中繼憑證新增至中繼憑證授權單位
	將根憑證新增至 Enterprise NTAuth Store

	在 SSL/TLS 中停用弱加密

	安裝 View Composer
	準備 View Composer 資料庫
	建立 View Composer 的 SQL Server 資料庫
	將 View Composer 資料庫新增到 SQL Server 中
	透過手動建立資料庫角色設定 SQL Server 資料庫權限
	將 ODBC 資料來源新增至 SQL Server 中

	建立 View Composer 的 Oracle 資料庫
	將 View Composer 資料庫新增到 Oracle 12c 或 11g 中
	使用 SQL 陳述式將 View Composer 資料庫新增至 Oracle 執行個體
	設定 View Composer 的 Oracle 資料庫使用者
	將 ODBC 資料來源新增至 Oracle 12c 或 11g 中


	設定 View Composer 的 SSL 憑證
	安裝 View Composer 服務
	在從 View Composer 連往 vCenter 和 ESXi 的連線上啟用 TLSv1.0
	設定 View Composer 的基礎結構
	設定 View Composer 的 vSphere 環境
	View Composer 的其他最佳做法


	安裝 Horizon 連線伺服器
	安裝 Horizon 連線伺服器軟體
	Horizon 連線伺服器的安裝先決條件
	使用新組態安裝 Horizon 連線伺服器
	以無訊息方式安裝 Horizon 連線伺服器
	Horizon 連線伺服器標準安裝的無訊息安裝內容
	在從連線伺服器連往 vCenter 的連線上啟用 TLSv1.0

	安裝 Horizon 連線伺服器的複寫執行個體
	以無訊息方式安裝 Horizon 連線伺服器的複寫執行個體
	複寫的 Horizon 連線伺服器執行個體的無訊息安裝屬性

	設定安全伺服器配對密碼
	安裝安全伺服器
	以無訊息方式安裝安全伺服器
	安全伺服器的無訊息安裝內容
	移除安全伺服器的 IPsec 規則

	Unified Access Gateway 應用裝置相較於 VPN 的優點
	Horizon 連線伺服器的防火牆規則
	設定後端防火牆支援 IPsec

	使用備份組態重新安裝 Horizon 連線伺服器
	Microsoft Windows Installer 命令列選項
	使用 MSI 命令列選項以無訊息方式解除安裝 Horizon 7 元件

	設定 Horizon 7 Server 的 TLS 憑證
	瞭解 Horizon 7 Server 的 TLS 憑證
	設定 TLS 憑證的工作概觀
	從 CA 取得簽署的 TLS 憑證
	從 Windows 網域或企業 CA 取得簽署的憑證

	將 Horizon 連線伺服器、安全伺服器或 View Composer 設定為使用新的 TLS 憑證
	將憑證嵌入式管理單元新增到 MMC 中
	將簽署的伺服器憑證匯入 Windows 憑證存放區
	修改憑證易記名稱
	將根憑證和中繼憑證匯入 Windows 憑證存放區
	將新的 TLS 憑證繫結至 View Composer 使用的連接埠

	設定用戶端端點信任根憑證和中繼憑證
	設定 Mac 版 Horizon Client 信任根憑證與中繼憑證
	設定 iOS 版 Horizon Client 信任根憑證和中繼憑證

	針對伺服器憑證設定憑證撤銷檢查
	設定 PCoIP 安全閘道使用新的 TLS 憑證
	確認伺服器名稱與 PSG 憑證主體名稱相符
	在 Windows 憑證存放區中設定 PSG 憑證
	在 Windows 登錄中設定 PSG 憑證易記名稱
	強制使用 CA 簽署的憑證連線至 PSG

	將 Horizon Administrator 設定為信任 vCenter Server 或 View Composer 憑證
	使用 CA 簽署的 TLS 憑證的優點
	對 Horizon 連線伺服器和安全伺服器的憑證問題進行疑難排解

	啟用 Horizon 7 以進行訂閱授權
	VMware Horizon 7 Cloud Connector
	使用 Horizon 7 部署 Horizon 7 Cloud Connector 虛擬應用裝置
	Horizon 7 Cloud Connector 虛擬應用裝置的靜態 IP 和 Proxy 組態
	更新 Horizon 7 Cloud Connector 虛擬應用裝置的靜態 IP

	設定 Horizon 7 Cloud Connector 根使用者的密碼到期原則
	為 Horizon 7 Cloud Connector 虛擬應用裝置設定 CA 簽署的憑證

	初次設定 Horizon 7
	設定 vCenter Server、View Composer 和即時複製的使用者帳戶
	使用 vCenter Server 使用者和 View Composer 使用者的位置
	針對 Horizon 7 和 View Composer 設定 vCenter Server 使用者
	vCenter Server 使用者所需權限
	vCenter Server 使用者所需的 View Composer 和即時複製權限

	初次設定 Horizon 連線伺服器
	Horizon Administrator 和 Horizon 連線伺服器
	登入 Horizon Administrator
	安裝產品授權金鑰
	將 vCenter Server 執行個體新增到 Horizon 7
	設定 View Composer
	設定 View Composer 網域
	新增即時複製網域管理員
	允許 vSphere 回收連結複製虛擬機器中的磁碟空間
	設定 vCenter Server 的 View 儲存加速器
	vCenter Server 和 View Composer 的並行作業限制
	設定並行電源作業率以支援遠端桌面平台登入風暴
	接受預設 TLS 憑證的指紋

	設定 Horizon Client 連線
	設定 PCoIP 安全閘道和安全通道連線
	設定 Blast 安全閘道
	設定安全閘道和通道連線的外部 URL
	設定連線伺服器執行個體的外部 URL
	修改安全伺服器的外部 URL
	當 Horizon 連線伺服器傳回位址資訊時，優先使用 DNS 名稱
	允許透過負載平衡器進行 HTML Access
	允許透過閘道進行 HTML Access

	取代 Horizon 7 服務的預設連接埠
	取代 Horizon 連線伺服器執行個體和安全伺服器的預設 HTTP 連接埠或 NIC
	在 Horizon 連線伺服器執行個體和安全伺服器上，取代 PCoIP 安全閘道的預設連接埠或 NIC。
	在連線伺服器執行個體和安全伺服器上，取代 PCoIP 安全閘道的預設控制連接埠
	取代 View Composer 的預設連接埠
	變更連接埠號碼以讓 HTTP 重新導向至連線伺服器
	阻止用戶端連線的 HTTP 重新導向至連線伺服器
	啟用對連線伺服器上 Horizon 7 效能計數器的遠端存取

	調整 Windows Server 設定以支援您的部署
	調整 Horizon 連線伺服器的記憶體大小
	設定系統分頁檔設定


	設定事件報告
	新增 Horizon 7 事件的資料庫和資料庫使用者
	準備用於事件報告的 SQL Server 資料庫
	設定事件資料庫
	設定 Syslog 伺服器的事件記錄



