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MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

m 41 RHEL/CentOS 6.x, 4% SSO BN [ /EMEE ] KDE, #51¢ /usr/share/xsession [H&kH
FoF% KDE Riihis 2 AAMNO R G S-S g 2 . DL N dhE—4H ey S Al

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

PR AE WA RRE 2 AR AR L Linux S5 S UGB, 7 R KDE A F—14 SSO
TAERE B PR A - &

¥ RHEL/CentOS 8.0, # % SSO & A\ _[1EFEEA# ] Gnome Classic, fifit /usr/share/
xsession k1255 Gnome Classic b 5 LLANO G S 6 i %€ . VL R Al —4Har 4 5
B,

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

FEFFAERNAGRRE Z (R Linux SELF 5 S HHECTDET BB, 1 REfE ] Gnome Classic {E/yH I
— il SSO T{FFs Berh i R SR I - 5
WA 2 T 2SR F S 55 Linux SEAPF & REH SSO, NIATESI TEMTRT AT B . H#1E
FENGZ Linux S-SR, ARG IS 5 5.

VMware Blast Extreme =7 2 [T 2 ¥kl il e (UDP) FEtim s dlims e (TCP)., A& R eripss
UDP 1 TCP HUXiAE. # B S ae BB i A HEES, sHR R4 kA 2 L UDP B TCP,

m QRAEEOIRI R AF (BN, FERSEAEES (LAN) B, 5 TCP,

w  WERAERIRGLAEE (BN, e fuiide LIRS UGB B A (WAN) Zeiiih), 55sEE UDP,

Hn

VMware, Inc. 17
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i P4 o #res T (140 Wireshark) 2K 1) VMware Blast Extreme &5 J1] TCP &k UDP., fii [} F41%:
ZHFIP ] Wireshark [1—4120 8

1 7EHY Linux FEDREES [ bas 225 Wireshark,
4%} RHEL/CentOS 6

sudo yum install wireshark

#1f Ubuntu 18.04/16.04 :

sudo apt install tshark
314} SLES/SLED 12:

sudo zypper install wireshark

2 ffif] VMware Horizon Client 34i4¢ % Linux 5[5
3 BRI E AT A A DL VMware Blast Extreme i ) TCP &4k UDP &1},

sudo tshark -i any | grep 22443

AR A B USB FUrELn R T P in i SA F 27 (CDR) DA ﬁu%ﬁﬂﬁﬁﬂﬁfﬂf & (B, A
SH T2 PR S A e AN ), S it & it 2 . AESAEE DL 1, A TREE SR Ay
—FHARL

n EIERE AR RE SR . ISR, RESOA R N R S
n  USB 2ok HEIFE s Linux SEEPES
n  USB kbR Se 8, Hlan, (EEBRARE SR, IR N RE e N TR AR 5

USB EFEMAY VHCI EEENFES

USB FiiEin ifpe ¥t USB Refit s hilas /i (VHCI) O BREIFE AR AT AR E . 725 % USB 3.0 Al
USB Ty m ThRE, AT FAI2LER:

1 1 https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ N & USB VHCI JF#HFE R,
5,

2 54 VHC! BEBh A2 a0 an e sUls, WAEARAY Linux A& L2088 m AR ek, sHEEH] 25 1-8. 4
11—‘(5)>2§ - USB VHCI LS]—EEJJ%J_;MEPE/] 23] 7 o

VMware, Inc. 18
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W% Horizon 7 for Linux S5

Bian, Rt 2% VWMware—horizonagent-1inux—x86_64-<version>—<build-
numbers>.tar.gz EH4ET] /install_tmp/ HEk ~, N full-path_to_patch-file ty /
install_tmp/VMware-horizonagent-1inux—x86_64-<version>—<buildnumber>/resources/
vhci/patch/vhei.patch, HEEHT patch ad 4

# patch —-pl < /install_tmp/VMware-horizonagent-1inux-x86_64—-<version>—<build-number>/resources/
vhci/patch/vhci.patch

fEE 225 Horizonfor Linux 2 i AZA5ER VHCI BEEhFE 208

+ 1-8. HRER L% USB VHCI EEENFER

Linux B47hR AmeE & 23 USB VHCI EEEH R S BR

Ubuntu 18.04 1 ZEMRMEEL:

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 G K VHCI BB,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04 Kz M 225 VHCI Bz,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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W% Horizon 7 for Linux S5

#+ 1-8. MR R4 USB VHCI EEENEER (4D)

Linux 1Tk
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7.x

RHEL/CentOS
8.0

SLED/SLES 12
SP2

VMware, Inc.

4Ep -8k USB VHCI EERERNS B

1

1

TN

# yum install gcc—c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

U N 22 VHC! BRES R,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

i USB BERIRESRAY SSL G4ARCE.

openssl req —-new —-x509 —newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der -nodes —-days 36500 -subj "/CN=Descriptive name/"

w2 USB BRlhft .

sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

BT UEFI 22 B0 G 6.
sudo mokutil -—import MOK.der

sk A S a R hEnk, DISoE T UEFI Ze4 BIRTOMERS G 5440 (MOK) %415,
A vSphere TIEGHEGE UEFI 2Rl hld RTTiibibt. RG-SR, 5520 https:/
sourceware.org/systemtap/wiki/SecureBoot,

T ATz ORI

# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

# zypper install —-oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

11201

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros—4.4.21-90.1 patch

(RHEL/CentOS 8.0) #2ffE{y: VHCI BEBife = Bl USB il E 5l fE, #53E USB Bashfes s
FRIE

&SRR H AT e DB SR Oln, Bl #4057 kernel-default-3.0.101-63.1, HIHA]
ML EFRRASHE 3.0.101-63.1,
‘4% kernel-devel, kernel-default-devel. kernel-macros Al patch £ff.
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W% Horizon 7 for Linux S5

#+ 1-8. MR R4 USB VHCI EEENEER (4D)

Linux B1THR 4EE R 228E USB VHCI BEEH R NS B

A, FH

3 Ak M Z%E VHCI BRI

tar -xzvf vhci-hcd-1.15.tar.gz
cd vhci-hcd-1.15
patch -pl < full-path_to_patch-file

H H W H R

r) | cut -d '-'" —f 1)/drivers/usb/core
# make clean && make && make install

T F AT

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core
cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -

m WURRERY Linux USRS, BT 280 FUf 2o VHCI BREDRE, (HANFEE 4

Horizon for Linux,

n B ATDAEEIEL Ubuntu 18.04/16.04 A G011 N SIS EIAE AN DB, HHBhREAZ O5i4
B 5 VHCI BREHFE

a LEROIRE,

# apt install linux-headers-"uname -r°

b M Ml dkms.

# apt install dkms

c &G BH VHCI TAR FRZE

# tar xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —pl <full-path_to_patch-file>
#cd ..

d BRRAER) VHCI s = AR /usr/src HEk,

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e 4ty dkms. conf (RS, W ILEA /usr/src/usb—-vhci-hcd-1.15 HEEH,

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

T HINARHE dkns. conf fi%.

VMware, Inc

PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"

1% (DKMS) ¥
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W% Horizon 7 for Linux S5

MAKE[0]=""$MAKE_CMD_TMPL"

BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g ft dkms HUETHEH VHCI BRE) e,

# dkms add usb-vhci-hcd/1.15

h 2 VHCI BEERE

# dkms build usb-vhci-hcd/1.15

i Z28E VHCI BEEpRE

# dkms install usb-vhci-hcd/1.15

2D EFF R ESEEIIRE
BN HREE Horizon 7 for Linux EEFHERSRF, WAHAENT vCPU AIEEHEC SRR LM e 7oK o

HEE A H 1] NVIDIA vDGA [ ftkrs e ] NVIDIA Zr8E e+, #5241 NVIDIA GRID vGPU ()i
PR e DL NVIDIA BFBREIEIILE 2 A 5L 01 NVIDIA BRI £, A58 S s e vCPU
RGOSR ROE o

BE R ] 2D SRR O] VMware MU, HLAWZASETE vCPU MESECIRERE
A REHBGE I G e (A R AIHEE s 4

n EHA 2D SIS SGERIRRAE, 5 Linux BEBHERS S E TS vCPU FIE R (a9,
i vCPU #1 2 GB [/ fstac fems

n  HRZE RS (Bl BAley) RIS REUR, G AR RIRRSOE 4 i vCPU il 4 GB kL
{8

B 2D SRS I EGER IR, BE A RERHEESEE 4 1 vCPU 1 4 GB RO EEL
£ Linux EEFEE ERTETIERERIGIE

B TAERE B EDRR, T DLgkas HoAth (8 2 IABA HY Linux i 52 10 TR EL
TERRERINIENRERE

PSR TARRS B EEhRE, #31 Horizon HSE A AFT ARFE R K o

I

an
X
f
N

JA==1
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% 5E Horizon 7 for Linux SI*E&

F®1-9. TIERBRIBIEH RGBT K

o TR

s 25t AR BEgEAT AN A AT H i 2248 122258 Windows . Mac &, Linux filx Horizon
Client4.10 sk F Rk AT, sl Z8{l 1] HTML Access 4.10 558l AS.

Linux szt 52 0~ F 5 WAAE Linux et i F- & HR e Horizon Agent7.7 af HUgikAS . WAZEAE SIS i Al
VDI JE# E RO T AR B EDhfE

HiER s AR R A T AL S ] Enterprise $24E

BRI VMware Blast

it RHEL 8.0 SRV 5 FH AN R G4, A REciE TARREINME. s2BdsiE RHEL 8.0 S5
VAT TAERS B R

G A P ERE B EDIRERIARRA ¥E1, 552254 Horizon Client Sl
FEABIE PR E TIERRIBIERR

7f /etc/vmware/viewagent—custom. conf FESEHIRE MAILEIA, DA B e H TR B ELDfE
m  CollaborationEnable

F /etc/vmware/config AZEHhRE NAIRIE, DAY IE BAE I IE L AEPE BOIRI B FH0RE o

m  collaboration.loglevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

INFERFANEEN, FE2BEAE Linux S5 R RoE AR AR 8

TP BB ETh e R I

o A AE W LA ERS B p A T A1) v S V- (5 Thik
= USB fiin

LI S DN TR

w T PG RARERE TR

w  BECRERTER

LI L P A e AT

i R A o AP Borh A8 S o SR I 15 IO RATT R o
B AR ) Poisas b ARRAT AR B TAERS R

fiaet WURAEGT I S — KB R 218, A& R AR B R g A I, S e R
AR i SR B AR N SREESRIAE S AR NME, TAER B EIED s A8 rT IR

VMware, Inc. 23
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AXE RHEL 8.0 REF & METTIERRIBE

ErF
1

AHE RHEL 8.0 S35 B TAERS B EDRE, AiZa e Nl 224 GNOME 3.28.26 Shell ZEfii,

fi¢ https://extensions.gnome.org/extension/615/appindicator-support/ # A3 GNOME Shell ZLfH T

#i% RHEL 8.0 &%, 41 Shell fiA, 7t 3.28, SHEHERCAS, FhHEH 26,

N EL R AR, K H Sk T H iy £ % appindicatorsupport@rgcjonas.gmail.com (L E/FH

metadata.json FEZPfY [ uuid | {1).

5] mv 754, 1% appindicatorsupport@rgcjonas.gmail.com HEEEE N4 % : /usr/share/

gnome-shell/extensions,

WeFEH, HAEMREHZ TP appindicatorsupport@rgcjonas.gmail. com HE#H1
metadata.json f5E. HESR TIEMEEmME, W ame il FE ne AR iUt RE 2.

TR, % metadata. json AR HEILAR A L, an N ANELBIAT R

chmod a+r metadata.json

225 gnome—tweaks .,
RN A B, TSR DL N — 25008, AT GNOME Shell,

Alt+F2
r
Enter

1F S0 AT gnome—tweaks, #A7Z ] KStatusNotifierltem/Applndicator Support.

VMware, Inc.
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BEATEAEIPBEM Linux EBIHER

ST Linux SRS ZPD RN ENT Linux HEREREER RN A i 53 [ ~F 5 S5 MEAS RS A B o
AREEHT R N A3
m ARSI Linux

:IIH

m AT B SR 5 AR Linux Bas

m 225 Horizon Agent AR

BB HHEIRFIR Y Linux

5@ 1r vCenter Server 172y Horizon7 Fhifs () Al v 5 (115 i e fbiias . AT R BRERES |-
28 Linux #51 Thits

BB

R RRUESE TG SR Linux SRS IR K. w552 Horizon 7for Linux 119 A%t 772K .

m  HURTE vCenter Server N ERHER 2 LR ESE R B P R . 552 R (7F Horizon 7 Wk
BOLm G ) KO-y [y A leendss | o

w KA B R B RS B O T 2 BRSO BEIRD IS (VRAM) BETT K . FiE2:BY Horizon 7for Linux
MRS Ko

BrF
1 & vSphere Web Client ik, vSphere Client H1, Z7 g RS
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% 5E Horizon 7 for Linux SI*E&

2 RUEHETAREREI,
a  fEHEGEES DR — NI RAE, SREE - M ARERE
b &5 vCPU K1 vMemory J/NRrEE
SHELAEERIRET, MR Linux B TR A2 e i i tE s
41, Ubuntu 18.04 $57& % vMemory & 2048 MB Fll 2 i vCPU.
c EINRERE, MR EHURREoE AR IR (VRAM),

SHEME ] 2D RO RERRERS (6] VMware BEBIFER), #C vSphere Web Client Hi1f) vVRAM K
/o VRAM “k/]ME vDGA ik NVIDIA GRID vGPU #4625 (1] NVIDIA BEEHFER) [y A 5eas,

SHEIAERE , FHIEAE 2D B R RS S R A . B2 PR R A
3 FHERE RS PN L Linux B1TIR.
4 BT HRRRE Linux ST SRIE G 55
MEHANE A, 2R Horizon 7for Linux [ A% Tk (rEETRES ) —fifi,
5 HECR P ARG LM R £ 127.0.0.1,

EEAREREATESEER Linux 1#:3

TOAZEIN TR TAEDLYERFSEAE Horizon 7 BB E A s ifil 7 4 (i I Linux #4635

HEEHER Linux MR DAL Horizon 7 SEATAE IR, AAE RO i as B 4 Al IR 2 TR AL A4 2848 Linux
Heas b REAEEE, LA Linux #%25 0] DU T FQDN (SE38 485 24 1) ping sHAR (A IReR 8 TR HE .

Open VMware Tools (OVT) B 5 22454F RHEL 8.0/7x. CentOS 8.0/7x £ SLED/SLES 12.x ##% . 1
R RS RS DU Esm s T &, QUATHG N AR a8 1 B 5, e BRI A LT
B T2 e A A 2%k VMware Tools

WIREEAE ] Ubuntu16.04/18.04 Bws, FHfaziias I afe OVT . WA AEHER 4 MRS 1 E Ry ity S Y-
&, QIR AR B8R 1 2] 6, AR R Adr4, 7E4X01 Ubuntu 16.04/18.04 Has b T-Hl 2%k
OVT:

apt-get install open-vm-tools-desktop

WEEH
»  EHCUAE vCenter Server HUEIN U EFHERS (VM), DA CFEREES B2 855010 Linux S5 TRR
m [IITHVRALE Linux FEfERGRS | A28 VMware Tools [, 554204 vSphere s s FRS 4

R [ AE Linux FiEBEas i T2l 74 VMware Tools |

o EFTIERE Linux B HER T DNS RTINS, Beb BT AEP R Linux SETRRAIRGA
TATHT A . I, S BN Linux SEATRRRRAIERIISCHE

B2
1 1¥ vSphere Web Client 5 vSphere Client F1, 7R 24E#H VMware Tools ErEERARE .
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10

VA SR A 82—~ VMware Tools 2R UHEZE VMwareTools . x. X. x—XxxXx. tar.gz, #&— [fEER4R
B, IREB RN Linux S THOEDCENE5 .

vmware-tools—distrib ¥R bE R R4 2 H 5 .
TEMEREES B, DL root P 8N, Il PHRAC AR o
R 4s VMware Tools tar 235 fE k4 .

4.

tar zxpf /mnt/cdrom/VMwareTools—x.X.x-yyyy.tar.gz

AT 2R R E VMware Tools.

A Linux S TR a4 FTREA LA R fian:

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

WHFEAT, SITR LR AR SR 2 2 &8 fT vmware-config-tools.pl AMRERESE.
5 Linux HERST0 FHECRTE ES /etc/hosts FEZEH1Y 127.0.0.1,

41 RHEL, CentOS. SLES #l1 SLED, %W ATFENE FHGARTEIER 127.0.0.1, KATIAE HE)
B, HPERE Ubuntu ARRAGIEASR, R A ARG IR THRGEITEE . DB B S 1 5 1R
WARREE, R A SRR PR e b S I

s a2 Horizon Agent > 154551 T Linux BERS MRS, AT M T e e
% /etc/hosts FZEHI1) 127.0.0.1, HHI, ARG eraaiid e e,

> RHEL 1 CentOS, iR 5] virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

TR 49714 Horizon Connection Server HUi T{E#4 7] 1518 DNS fi#AT .

BT Linux iy, sETHRC TIEER 5.

HATIEALESE 5, Linux SEFE4A 7 REE A,

1E3E DL OpenLDAP filllk#sbsa ) Ubuntu BERS |-, 3 e bl se s At 4 78

1D B AT T R % RRREAE Horizon Console [T ERSEL BN [ HE] M6 B UR, MRIRT 517572
Al /etc/hosts FHZ:

a # nano /etc/hosts
b AR 4. FlU: 127.0.0.1 hostname.domainname hostname,

c AHRILREAIEE
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11 %> SUSE,

FHfE ] (B DHCP A% 51 4]

BE A B AT AR

a & YastHi, f&— MHERGRE.

b #%— NEMEFEIDNS =5k,

c MRS DHCP B LI LRE,
I PNES E R I e

e f&— MHEE.

2235 VMware Tools 2 7%, QAR

TH4% Linux 7.0, VMware Tools P AE(E F#A T, 75 EHRde s, w526

http://kb.vmware.com/kb/2050592,,

=4 Horizon Agent Ik EH

Horizon Agent for Linux

(AU Vs SEs

DEFH

RO vCenter Server H1 i RS (VM),

BF
1 ZRATHRA
+® 2-1. EHIEEEES

HEAT L TSR E . SRR TEATT S

LA RE Linux 851 TR TR EE . 7422 Horizon Agent for Linux i,

DA CLAE AR |25 Linux S5 TR

AR, RlZeeRe el

Linux /TR

RHEL 7.5

SLES 12.x SP1/SLED 12.x SP1
7t SUSE f713UH #5 xF86-video—
vmware JH4 Akt 13.0.2-3.2 HHT
HIRRA o

SLES 12.x

Ubuntu 16.04

Ubuntu 18.04

VMware, Inc.

ESES

yum install libappindicator-gtk3

1 B4¥ SUSE 12.x DLRT] SUSE iU .

SUSEConnect —r Z##/UH5 —e ZFES1F

2 W xf86-video-vmware fiiAS,
zypper update xf86-video-vmware

T IEAE 22 Horizon Agent R, 75304 SLES 12.x Linux 53fi~F- 5 222 python-gobject2,
1 T8k SUSE 12.x AT SUSE 17/

SUSEConnect —r Z#¢/Ul —e #HTE5H

2 %% python-gobject2,

zypper install python-gobject2
apt-get install python-dbus python-gobject

apt-get install python python-dbus python-gobject

28
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% 5E Horizon 7 for Linux SI*E&

2 2% Horizon Agent 311 1F,

m  {KTE, RHEL ik CentOS 6.7 44 glibc-2.12-1.166.e16.x86_64, [fjiz "] AEEEE AL
W e, S-S EARE e, BRI T, A ATEAR FATRUER glibe TR Aol
K

sudo yum install glibc

VMware, Inc.

29



RR7E Linux £HEIEEA) Active
Directory 84

Horizon 7 fii FHEI 4511 Microsoft Active Directory (AD) JEfE&5REHEA T FH & Boet M HE . #0] DLEE S Linux
L5 B Active Directory, #ffifi 1125 7T A ] I LY Active Directory fifi FHE1MR 78N Linux S F-5 .

5t Horizon Agent TEIU] Linux S A1 Pt 6 REALIA AR Active Directory 4gldirt, Qs
TV G A A A ANHIOAEE, Horizon Agent AT AEENIE 5101 Y- £ A 2 F A 4
R RS T S
m % Linux B Active Directory
B NE Single Sign-On
RERERENER
RO

%€ True SSO for Linux =S

4 Linux Bl Active Directory

T ZARfR Ty 2] 2354 Linux B Microsoft Active Directory (AD), H. Horizon 7 for Linux 53 [f~F 5 %
TP PRI Ty S BARR M

PL R4 F1 AT 7 Horizon 7 for Linux 521 & B OB AEfgTR 17 5.

m  OpenLDAP frlfiltas Bk 5t

= ! Microsoft Active Directory 1T R4t e 2% ks 2 (SSSD) LDAP fgiit

= Winbind 4\

= PowerBroker Identity Services Open (PBISO) %

= Samba BEARAIEIIA

WORAEAE ] LDAP RURIRTT 5, BRI AR PR TALRE, TN T5 70 B e JRER s Fh g T At

et HE AR, 5% Microsoft Active Directory {41 /1] SSSD LDAP i 25 1k )y 5

VMware, Inc. 30



W% Horizon 7 for Linux S5

f# A OpenLDAP iR {FIERE
BHTLLEE OpenLDAP filflR# it RS (PTA) #61, 241 Active Directory Bait fifi 25 725t
OpenLDAP {EREg =ik Jy 5 K200 2] AL ER
BF
1 2T LDAPS (i SSL s AU [H $ /7 Ul 52 ), #ii(E Active Directory |2 i85 Ik .
2 %E OpenLDAP filllR#s.
3 RTHIE PR (R EERS) 1E Active Directory [i]2 %2 OpenLDAP filfllizk
4

i OpenLDAP fallllers DA ZSIR WG S0 45 M 3 BR ER AL - (1141 saslauthd), L% Active Directory ¥
TS

5 F%E Linux SLfirEe, DA LDAP i OpenLDAP falfii#sba e fdi 4 .

#} Microsoft Active Directory &3 SSSD LDAP B8

BHALE Linux S0 & e 242 Ik (SSSD), #£1 L% Windows Active Directory {3 /7] LDAP

Bty o
A B A B Ak 24 i SSSD LDAP Egss i 7 % .
3= 4

1 ST LDAPS (1751644l JE B i 11U H S A7 BUm A E) , #iE Active Directory fallliiaiy 174
SRR o

2 A E B2 Microsoft Active Directory #4711 LDAP Egits, 557E Linux SEf~F- & Hae SSSD.

f£H Winbind {3l fBRAFER

LA Kerberos [1ERRS DT 5110 Winbind 453 I\t /5 %€, J2& 1A Active Directory 14 TEgR8 1) 55 —Fii 7

%o

(TR 5 B0 B 2 35 e Winbind 43 N R 5 56

2

1 7F Linux 50 F 4 25 winbind., samba Fll Kerberos &1},
2 ¥ Linux S5 A% Microsoft Active Directory

QAR Winbind 493Nk 5 55k Hofth, Kerberos Bt ik %€, SR AR RS NN E Active
Directory, i E SRR RS T II\ZE Active Directory, 41, #5462 .

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
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an BT N AUBRIE, 2 Winbind fif s 56 10 C SRR SRR R 0 TASUE TN N 5 &

m  fifi/f] SSH 5k vSphere PowerCLI % T Hiatimid S B AR ey, KRBT 2o Wisa iR H4n
i, FH2BY o 8 T ST Eh s - 5 e KT Horizon 7,

S ISTE Shell $54-15H, SR1ELF /etc/vmware/viewagent—custom.conf *&'.%Eha 55 7E Horizon
Agent RunOnceScript RS S MEEAS . AT FAlEaN, SH2EIME Linux S & e 4l ieqh
FREIE,,

&% PowerBroker Identity Services Open (PBISO) B8

PowerBroker Identity Services Open (PBISO) it 5 i — e F A T AR ARSI N 11 SRR 5 56 o

BT MAIEPER, DA PBISO 4 Linux 5iffi°F- 5 % Active Directory.,

ERF

1 AN

7t https://www.beyondtrust.com/products/powerbroker-identity-services—open/ Niifi
PBISO 8.5.6 B Hihi A

2 {r Linux RS 1202 PBISO,
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh
3 %% Horizon 7 Agent for Linux.

4 il PBISO ¥ Linux SV MINE AD 49
TE FAAEIT, Ixdc.vdi 249345, administrator 24 114 2 F

sudo domainjoin-cli join 1xdc.vdi administrator

5 Al A ROE TR AR R
sudo /opt/pbis/bin/config UserDomainPrefix 1xdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

6 %l /etc/pamd.d/common-session %,
a HHNA L session sufficient pam_lsass.so [1—{T.

b #:%iTH A session [success=ok default=ignore] pam_lsass.so.

fEsY  AETLWr A ET Horizon Agent for Linux 2 1%, WAHTEHE I DR
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7 %1% Ubuntu 16.04, L F44THIINZ /usr/share/1lightdm/1ightdm.conf.d/50-unity—
greeter.conf 4HAER,

allow-guest=false
greeter-show-manual-login=true

ek WIS Ubuntu 18.04, HINZZEE440T Tightdm 406K
8 K ARLEIM, REBBN,

s QR /opt/pbis/bin/config AssumeDefaultDomain #2114 % false, EWAJETE /etc/vmware/
viewagent-custom.conf {%Z i SSOUserFormat=<username>@<domain> /&

»  {# ] Horizon BPRF#E BT B 531~ 5 LR ThREIS , Al 7E T OIS TR i 248 B i e s ey
i DNS filflResie, %M Linux 248 resolv. conf f§%<. 5T F4IE7A Ubuntu 16.04
AEIHENI, 1E/(E /etc/resolvconf/resolv.conf.d/head FEZHUFHEHTHEATHORR S

nameserver 10.10.10.10
search mydomain.org

&% E Samba BELREEIH NN

A Horizon 7 for Linux 52 [~ & B3 i B el IS8 SSO, Fiffr 88 Linux JiEfkeias -
X Samba.

DL N THIBORET 2191, {4 ] Samba JEEIRAE S Linux 5210 G BRI\ Z Active Directory, 2742

At Ubuntu & %510 11025 ER .

BF

1 7EE% Linux BEfeess I, 2238 winbind fll samba &1, AR IHAARREE R, 140 smbfs f

smbclient,

2 (I MAlar 2 ALk Samba tdb-tools &1
sudo apt-get install tdb-tools

3 722 Horizon 7 Agent for Linux.

4 4ifE /etc/samba/smb.conf ZHAERE, i ILAEEBUA FAIEPITINE

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
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winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
winbind use default domain = yes
restrict anonymous = 2
5 4R Jetc/krbS. conf ALAERE, FH EASIBIA F AR GITIN%.
[libdefaults]
default_realm = EXAMPLE.COM

krb4_config /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 %l /etc/nsswitch.conf 4HRERY, 1 FAIEBIITR,
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 WERRFMEAREIERERGR, H A& H AR HC B DNS R4,

8 Al Horizon Agent Linux i fitffas L6 Samba JyAEA T4, #51F /etc/vmware/
viewagent-custom.conf &2 R DL A,

OfflineJoinDomain=samba
9 FARGIHPALE, RETHEN,

#1# RHEL/CentOS 8.0 f ] Realmd MARRFE

TR DhBRIMEZE (I —2 ) RHEL/CentOS 8.0 S F- & 1EH BT, 5] realmd fiddih )y 5 5K
HSLIEPF 5 TN Active Directory (AD) 45,
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1 /5 RHEL/CentOS 8.0 &% % & 5e i 4Rl
an, ik rhel8 2 R&AAEC I LML, H LXD.VDI j& AD 4, siiTlA ~e

A

S
e

o

# hostnamectl set-hostname rhel8.1xd.vdi

2 (fERREL AD A4, b N RBITR.

# realm discover -vvv LXD.VDI

3 RESRHIARIEES:, Wbl RIS,

# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

4 NN AD 493, an MAIEBIRT R

# realm join -U Administrator LXD.VDI

5 4l /etc/sssd/sssd.conf, {iHEAGHELUA FHIBITING . £F ad_gpo_map_interactive =
+gdm-vmwcred[domain/domain name] /¢ F it

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6 CATMECRASEIMNAERY, FHA RGN, RRERTEN.
7 HEBCIEMEBCEAE IR . DL NGB R A ] id ey SALATEE IR 2yl IR AR HH

# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
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8 MlTAIEAE IR, MR LU ISR 5 .

#5EF %A RHEL/CentOS 8.0 [ *F-45, Horizon Agent #5745 X11 SrfilResmN e . #E
X11 BE R R AN TR R R ke ls e, shfe— MENE LW BOE] B, SRR Mhiohae
FrhI Classic (X11 BERfAIRES).

e P ey . .
a% i Single Sign-On
I E Single Sign-On (SSO), AL T—EC4HRE DR

Horizon Single Sign-On 154 &7 Linux HIff) PAM (i N\ UESREIE4H ) iail, S HASR A 18 T Ak B
Linux B Active Directory (AD) /57, Horizon SSO AR EL#% 4 Linux B AD ) OpenLDAP I
Winbind fiZk 5 S5 RC T o

T, SSO % AD ) sAMAccountName JBM: A NGk IS, A SSO i FHIEREIE NGR A
5, WIRAELL ] OpenLDAP % Winbind ik 5 2¢, RIIAGEEAT N4 E L5 .

s £ OpenLDAP, #¥ sAMAccountName 7% 7E /4 uid,

m  $F¥E Winbind, #3E R AIBRA A2 4HRERE /etc/samba/smb. conf,

winbind use default domain = true

WAl T2 AR BB NS 28, ZHAE Linux SEIEF-5 1 REGE SSOUserFormat #RIH, Qia5+F41

AN, SR Linux SLASFS FRCeALRERG O IE, SSO — A R B R i a4 2 /. fldn, ansk

481 /5 mydomain.com, SSO /I MYDOMAIN {F A48l &/, Ak, #%5E SSOUserFormat SEIHIFS,

PRVETEE MYDOMAIN, Bl A A RN e 34 2 /%, Fras ORI R

n 41 OpenlLDAP, . AJE il A 55 (1) 101 0 A 4 % o

m  Winbind S 3% 5E R A A 27

AD SIAFE N AR R R 7T, (H Linux 3248, I, #%E SSO IR e B N L Farh (i ik v

TCo

F AD H, @i 1511 UserPrincipalName (UPN) E1EFT sAMAccount JBPEANTT, 1 ELAE 5

UPN %N, SSO #erdclie, Bildn, i/t AD mycompany. com HiIAT{i /1] juser, {Hfli /11 UPN

W AE Ky juserl123@mycompany . com [fi-{F juser@mycompany.com, SSO KFEr M. AR Rl

i sAMAccount HIfE /IS FBACE N, flan, jusers

Horizon 7 ANBER A & AR K/ NES . BAZERECR: Linux 7E2E 2 %0 0T DU PR 2 R/ NE ROl & 4

o

»  GHE Winbind, 2 ZRETHREA R 3 RN

= &[4 OpenLDAP, Ubuntu {#/i] NSCD At (i, if FL A 7 K/NEs . RHEL A1l CentOS i
H SSSD #REgaG &, W H IR K/ NES . AR T, sadmiEAE S /etc/sssd/
sssd.conf, GA{F [domain/default] [ B N HIFEAT:

case_sensitive = false
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ARSI Linux STRPEG %5 T SIERUAEAIREL W2 BaUiF A, DRI SSO HR M
P S H

AMEERFENSM
AR R, AT AR,

EEFEMERHE

S-S AT NI E 28R E Horizon Agent FOASHE Linux #547hk, BISZ R 2 i a) .
R31L.BEFENERMHREFT R

Linux Z1TAx Horizon Agent

RHEL 8.0 Horizon Agent7.10 i F T hi A
RHEL 7.1 BUHUH AR Horizon Agent7.8 ok B ik A
RHEL 6.6 5 B i A Horizon Agent6.2.1 & i i /A
Ubuntu 18.04/16.04 Horizon Agent7.9 bk B A
SLED/SLES 12.x SP3 Horizon Agent7.9 bl BgT i A

72725 Horizon Agent Ry, A2 55 ] SELinux, #3t AZURE DI SR BDgRE m) oy, IR AsZoothif
AEFRGEIN . WFEHFANERN, 528 install_viewagent.sh iy 4412051

GNSRAE R RS RO TR R DUAE, ) vSphereClient 1) USB HfGt i) i BURER - RARTC
Ho

B R R — R AR R R INES . AR TN B DL RS P R 4T, I IDRESHE
I,

BRI A S sk R B0 R EA SRR, e s — bR,
2 HAASEE o 1A T 4 2% Linux FOPRA o

fst Linux S G EEECR ISR S E PIV . E T Linux b HorizonClient i1 PIV 45
e PR, AAZHAE PIV RO RStk TLSV1.2, DUl 8/ SSL #fiak. i VMware RlGkHi T
http://kb.vmware.com/kb/2150470 H R B HOAER T 58

5t £ Horizon7 (7.0.1 Jik) sk BEHTRRAS R T T B S SSO. RHEL 6.x LA R E - SSO, 15
RHEL 7.x Al RHEL 8.0 [ F & A SZ I IIAE

MESSEFENEM

VIR I, T TR

1 IR Linux AL8HPIERET S RRPHEAEIOHE R, A0S AR A F.

2 RIAMETY Linux BETTIRIFEIITIOREY, #4455 T4 5 Active Directory 48id.
3 RIAMEHY Linux SETTRRFEBAMARF: , ZEISIENT-G LR SR .
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a%E RHEL 8.0 £AEASHEELEHEM
Y E RHEL 8.0 S E B R, shdeis sifi & B Active Directory 491, IR1B 2803
FEACREELAY CA #5355, SR12 2225 Horizon Agent,

¥4 RHEL 8.0 £SEFE & Active Directory X IER B L ENEMm
SN AR F 3 RHEL 8.0 (R -4 Eil Active Directory (AD) 49, DU iR B Rt ),

R PP S E A ()60 T TR B A2 B AR ROR AR AL RE P ETRE 9140 AD 4933y DNS #48. Gril Bz
BB SRR AR, W RRAE

A EE itii]

dns_IP_ADDRESS DNS ZHrIR#S 1 1P A7k

rhel8sc.rzview2.com RHEL 8.0 R#/5e L1

rhel8sc RHEL 8.0 A&/ e e

rzview2.com AD #3ki1) DNS 75

RZVIEW2.COM AD #1511y DNS 7 (2R 57 R))

RZVIEW2 f% Samba frlfiRaH L AERARDE NT 4858110 DNS M5 (48
NIREST5)

rzviewdns.rzview2.com AD frlflRe i A4

Br

1 {f RHEL 8.0 &%t I, ¥fTPL MERfE,
a  ARBAAREOREE A A DNS e
b {5H IPv6.
c {5/IJEE) DNS,
2 RE /etc/hosts AHRERS, SR ILARIRIA TR N A o
127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4

localhost4.localdomain4
gadl localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzview?.com
3 T /etc/resolv. conf ALEHE, HEHAARLUA FAEHIMAE.
# Generated by NetworkManager

search rzviewl.com
nameserver dns_IP_ADDRESS

4 L AD BEFTHEL.

# yum install -y samba-common-tools oddjob-mkhomedir
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B oddjobd k7% .

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

Dt

FERE A B0 B o3 Rt Ak

2

# authselect select sssd with-smartcard with-mkhomedir

}ih oddjobd i

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

PSR R, AT /etc/sssd/sssd. conf R,

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

HTTR N A HTIE ] /ete/sssd/sssd. conf HI, 41 MAIGEIFT .
pam_cert_auth = True,

[sssd]
config_file_version = 2
domains = rzviewZ.com

services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad

access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

O sssd i .

# systemctl enable sssd.service
# systemctl start sssd.service

4T /etc/krb5. conf AR, MUIHEATRUN MAIRAIINA .

7t [pam] [ f N JT485E

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.

includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51libs.log
kdc = FILE:/var/log/krb5kdc.log
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admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEW2.COM = {
kdc = rzviewdns.rzview?.com
admin_server = rzviewdns.rzview?.com
default_domain = rzviewdns.rzview2.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewdns.rzviewZ.com

[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 %l /etc/samba/smb.conf ZHAERE, fEHFATHULUR NAIFGIN A .

[global]
workgroup = RZVIEWZ2
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewl.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ2/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
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create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 JIN AD 485, a0 S AEBIRT R .

# net ads join -U AdminUser
AT join Ay RHEIRDETEL N IR H o
Enter AdminUser's password:

Using short domain name —- RZVIEWZ
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

14 152 RHEL 8.0 -5 E AU AD A,
# net ads testjoin

Join is OK
i RHEL 8.0 S5 AR SR BTG

a%iE RHEL 8.0 £AFAHMBEFEHER

3 RHEL 8.0 S F& i @ B SR Hgritin, 2 e e R . B2 SR
Epas Fras sl CA M55, PANJIrFSI PC/SC Lite R0,

SER
4+ RHEL 8.0 s F-4 Hi Active Directory DAz 281 £ Fogriti )
BRF
1 LR U
# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools

2 i pesed A%

# systemctl enable pcscd
# systemctl start pcscd
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fEf /etc/sssd/sssd.conf 4RI 5 DL AT,

[
&)
ey
S
i)
el
o
§$

[pam]
pam_cert_auth = True

WS CA #EH U5 /etc/sssd/pki/sssd_auth_ca_db.pem,

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

EEER R E R IOAR G, FHBITIA T pkesll-tool fiy4, fAfERE A A EH -k o
# pkcsll-tool -L
# pkcsll-tool —-login -0
# pkcsll-tool —-test —-login

RE PKCS11 #5541

cp libcmP1ll.so /usr/1ib64/

57 /usr/share/pll-kit/modules/1ibcmP11l.module #55<, 7ikEZE it FAINA,

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcsll.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1ib64/1ibcmP11.so

priority: 99

# PCISC Lite H#T %= 1.8.8 I,

yum install -y git flex autoconf automake libtool libudev-devel flex

git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

./configure —-build=x86_64-redhat-1inux—gnu —-host=x86_64-redhat-1linux-gnu
——program-prefix= --disable-dependency-tracking —-prefix=/usr —--exec—prefix=/usr

H H O ¥ H R

—bindir=/usr/bin —-sbindir=/usr/sbin —--sysconfdir=/etc —-datadir=/usr/share
——1includedir=/usr/include --1libdir=/usr/1ib64 —--libexecdir=/usr/libexec
——localstatedir=/var —-sharedstatedir=/var/lib —-mandir=/usr/share/man

——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

# make
# make install

‘2225 Horizon Agent 7.10 S ERTRROA, BRI SR FEE ) .
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10 S RGTHFTBINE, SRRITH N

a%3E RHEL 7.x/6.x EHFAHNEBELEEHEM

EEEE RHEL 7.x/6.X S GRS, sl st V- 4 61 Active Directory 485, SR 20 0%
e U AR CA #5858, SR1% 424 Horizon Agent,

84 RHEL 7.x/6.x REEEH Active Directory X IEEE-EEH&Em

B RHEL 7.x/6.x SV 6 FSClR AN REEE A, 551 Samba A1 Winbind fifi )y 58 & s F- 6
fil Active Directory (AD) 4,

safEH N AIRE 355 RHEL 7.x/6.x S0~ 5 5L AD 483, DS IRRER s .

R Fr PR S E G ()0 TR A7 B AR ROR AR A RE PRI BT, 9140 AD 433i1) DNS #48. SRsfs Rz
EEI A A BRI BRI, a0 R

TR AL B I

dns_IP_ADDRESS DNS ZRi{rl i1 1P A7k

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #4411y DNS 47 (£t IR 57 1))

MYDOMAIN tués Samba FIRE TAEREAH L NT 485510 DNS 4455 (4568
HIRETH)

ads-hostname AD il A

52k #T RHEL 6.0 (kB3R AS) ok RHEL 7.1 (SR BT 1SS & 7] S B3 B R i),
E3E4
1 & RHEL 7.x/6.x 5V 5 I, LHArmREdt.

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 4l ALGHAR AR E . L NetworkManager #2546, A5 25 240040010 IPvA 38, 41
[IPv4 J57%], #H B8 (DHCP). & DNS X7 /i, A% DNS £ filleasity IP ik, k1%, 4%
— FEH.

3 BAT A, WEHERZA A ME RHEL S 105 84S 4 7% (FQDN).

# hostname -f

4 4l /etc/resolve.conf Zfets, W NAFHIPFRo

search mydomain.com
nameserver dns_IP_ADDRESS
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5 ff RHEL 5 F& 1, 524t Linux (SELinux), 4ilH etc/selinux/config 4HAEKE, WI'R

HIFBAHIFT R o

SELINUX=disabled
6 4wt /etc/krb5.conf 4HRERS, 4 MAIFBIFT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7  4lH /etc/samba/smb.conf 418EHE, a0 NAIRIBIFT 5.

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

8 [P authconfig—gtk T 1, 64T A REITRRE

a BN EAIANERE S 0. SHE [TERE ERUT], B Winbind,

b BEHGEFEERIE R oA, AMREHE R — BN £ BSZ I L
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c EINEIRRPIFIEGRE R OIRE, IREE - MINABE. N BIEOR GG AR BRIy, e Mg
o

d EHBUERE, AR B RO TS 2R, RE— FHEE.
511 RHEL SETEPE 5 (& i\ AD 493

9 % PAM Winbind [ HeN, 4iliE /etc/security/pam_winbind. conf 4HAeks, o FAIE
BRI SCFAT

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 TR Winbind ki .

# sudo service winbind restart

1M HEHER AD IO, FEHAT RAlarS, AGHERR B ml = MER T .
m  net ads testjoin

m  net ads info
12 B AGAHPIE, RETHEN.
RIESHR

WE RHEL 7.x/6.x S5 AR SR FUEARL )

A% E RHEL 7.x/6.x SEFAMNEEFENEM

HEAE RHEL 7.x/6.x S5 RO B REDHRER, me e e i pofe Ui . Bt a5l CA
A5, VAR PCISC Lite FEXUHE . A, M MAZR4mIEIEELAH AR LA Se Bt i E

SR P AR Ak 3 RHEL 7.x/6.x 5504 18 - R i prism) .

R FR R S E A ()60 T TR B A2 (A AR ROR AR AL RE PRI BTRY 9140 AD 4933i1) DNS #40. Ghsl Rz
PHAM S AR AT I EGI, 40 R AT

HEMEE HH

dns_IP_ADDRESS DNS # il flzesi 1P A7k

mydomain.com AD #48157] DNS

MYDOMAIN.COM AD #AI51] DNS 47 (4B 1k 5 1))

MYDOMAIN {08 Samba ket TAEREALEE NT 495011 DNS #478 (4: s
HiPNCEAE))

ads-hostname AD falfllas it A
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AT RHEL 6.0 (SUUFThiAR) 5k RHEL 7.1 (SlCHRIRAR) IS & ) i B s RERTiE ]

RiEE R T] vSphere ¥ BN 224 Horizon Agent T SRR HTPLEL AR RHEL 7.x, ]
BE e 2 ph /3 Sl TR R O e R o B B R & i vSphere 45854, H Horizon
Client [f] RHEL 7.x & HBEE N2 B 5p 2

DEEY

Befs RHEL 7.x/6.x 50 V-4 Bl Active Directory DAz #5855 < digiLt )

=R

1 EETERORE U,

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 CREMUGREREAS (CA) B3,

a MR CA #55E, Wi HG 7 =5 L1 /tmp/certificate.cer, 2B U HE RS
PP IR ) o

b HHIHT MM CA #53E, Wi = . pem 5,

o

openssl x509 -inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
c fHH certutil my 24 CA M2 s R ¥k /etc/pki/nssdb,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d B CA #E:51EM%] /etc/pam_pkcsll/cacerts HEk,
mkdir -p /etc/pam_pkcsll/cacerts
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
3 LEEEEMER > Sundry > B, EHMAMEERSEZIOL, Mefk— T EM.
4 ERETEREERREN, Wk ERE RO R R G RE /etc/pki/nssdb.

cp libcmPll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1ll.so -dbdir /etc/pki/nssdb/

5 4l /etc/pam_pkcs1l/pam_pkcs1l.conf 4HAEAEPORAH A E, a0 FAIF BT I,

pkcs1l_module coolkey {
module = 1libcmP11l.so;
description = "Cool Key";
slot_num = 0;
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ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 4wl /etc/pam_pkcsll/cn_map FE5E, HHASKEL MAIEGIINA . 2SR ENA
SO S TitNs ) Uil SN RS < =i

user sCc —> user-sc
7  %WiE /etc/krb5.conf/ AHRERE, Wi FAEHIFT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 4wl /etc/pam.d/system—auth ALRERS, FEILADE T AT EURSCFAT,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11:/usr/1ib64/1ibcmP11.so

9 HEkE) PC/SC Fyex

chkconfig pcscd on
service pcscd start

10 228 RHEL 251 TR a5 PC/SC Lite WA,
m  BF¥ RHEL 7.x, 55%2%% PC/SC Lite 1.8.8 i,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

VMware, Inc
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./configure —-build=x86_64-redhat-1linux—gnu —-host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr --bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
—-1libexecdir=/usr/libexec --localstatedir=/var --sharedstatedir=/var/1lib --mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

»  $H¥ RHEL 6.x, 5% PC/SC Lite 1.7.4 Jix.

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —-libdir=/usr/1ib64/ ——enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run —-disable-libusb —-disable-serial —--disable-
usb

—-disable-libudev

make

make install
service pcscd start

11 223 Horizon Agent &4, f R SR TDHENA .
sudo ./install_viewagent.sh -m yes
LRI RHEL 354 ThRFIT I
S RHEL 7.x, 52025 Horizon Agent7.8 ul BT i A
n  SHE RHEL 6.x, %02 View Agent 6.2.1 5 B flAR
12 W ABIHBAM, REEHEN,

aiE Ubuntu FEFEHESREHNEM
A EROE Ubuntu S-S RORTEE R, sl delE S S ~F- 55 Active Directory 43, SX1& 258 BE0RE
AR CA #55E, SR1% %2k Horizon Agent.

B4 Ubuntu EEFESE Active Directory W XIEEEEEHER

B Ubuntu A& FSCRANECRTERERA, 551 7] Samba F1 Winbind fifk /5 58 & 5L V- 6 B
Active Directory (AD) 4.

33005 P BRI 844 Ubuntu 5URTY- 50 AD 45, DA BB SR TR,

SRRy PR S E G ()0 T TR A7 B AR ROR AR A RE PP ETRE 940 AD 433i1) DNS #48. FRsfs Rz
BN A A R BRI, a0 R R
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TREN B
dns_IP_ADDRESS
mydomain.com
MYDOMAIN.COM

MYDOMAIN

ads-hostname
ads-hostname.mydomain.com
mytimeserver.mycompany.com

AdminUser

BF

E2tj]

DNS &Rl lessty IP Azl

AD #33§t) DNS %

AD #4151y DNS 7 (2R 57 R))

7 Samba flll e TAEREAR D NT 481 DNS #4405 (08
HRETH)

AD frillllit A2

AD frillllisf 5¢ # 49N 2 1 (FQDN)
NTP 5l DNS £ 7%
Linux SIAE A 3R B 2 20

1 ZEMR[K Ubuntu 554 450 /etc/hostname 40fERE, DUE s 4 1 M2 f

2 % DNS,

a ¥ DNS falless 2R 1P A2 A /etc/hosts A1EAT .

b 5 DNS ZFfalARESM IP 78-F1 AD 49351 DNS LR 4 /etc/network/interfaces 2HAE

W, A NIRRT R,

dns—nameservers dns_IP_ADDRESS
dns-search mydomain.com

3 %2 resolvconfig &,
a HATREMS,
# apt-get install -y resolvconf
AR TSI TR A
b HEREAIA /etc/resolve. conf #EZEb) DNS 4H7&
# cat /etc/resolve.conf
nameserver dns_IP_ADDRESS
search mydomain.com
VMware, Inc.
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4 FoEAEEREIEEA
a 5 ntpdate £,
# apt-get install -y ntpdate

ALz,

b NTP fillkas &sa & /etc/systemd/timesyncd. conf 4HfERE, 41 MAIFEAIT 7~

[Time]
NTP=mytimeserver.mycompany.com

5 EEHHE NTP ilki% .

sudo service ntpdate restart

6 ZEFTEEN AD AT,
a TS

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b fgﬂﬁm/%?ﬁﬂﬂ;}i%ﬁ{ Tt Kerberos SflilRy, DAKESFBR N\ AD 485407 DNS £ 4% (141

MYDOMAIN.COM), k1%, EINFEE.

7  #iE /etc/krb5.conf AHMERE, 41 NAIFBIFT .

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname.mydomain. com
admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain. com = MYDOMAIN.COM

VMware, Inc.
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8

9

D Kerberos 558, SHHAT M4
# kinit Administrator@MYDOMAIN.COM

# Klist
fifE R a2 IR g g R B B0EG BEA o

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMBMYDOMAIN. COM
renew until 2019-05-28T17:12:03

it /etc/samba/smb.conf ALRERE, 4T FHIFBIIT R

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads—hostname.mydomain.com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

10 J0A AD 4, Abkadrdss.

a YT AD IIAGA.

# net ads join -U AdminUser@mydomain.com
# systemctl stop samba-ad-dc

# systemctl enable smbd nmbd winbind

# systemctl restart smbd nmbd winbind

b &% /etc/nsswitch.conf 4HAERS, W1 NAIESHIT <

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

VMware, Inc
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c  HHEEE AD IINMAR, sEPUT M4, SRR a2 E e
# wbinfo -u
# wbinfo —g

d  #HEEE Winbind £REIRBVIR, SEEUT FAlarS, AGRERR A ER =R
# getent group|grep 'domain admins’
# getent passwd|grep 'ads—hostname’

1M1 HUHFTT PAM BEERE
# pam-auth-update

75 [PAM ZHfE] dHifih, BT PAM BOERE, (IRERNREE R Bk, NRRINHEE .

12 7F Ubuntu 16.04 I, fEE AN RONEERZE U, B2 /usr/share/lightdm/
lightdm.conf.d/50-ubuntu.conf {52, 4 FAIGEEHIRT S,

user-session=ubuntu
greeter-show-manual-login=true

A Ubuntu SR R SR AL

%3 Ubuntu EEFAHNEELENEM
A Ubuntu SR G FERERIDIEN, SEZEZ R R R, AR SRR E R
TERTTEROAR CA ERE . AN, BB R FEOAH AR DL Se B R R T

Ry FR A SRS ()60 P TR B A2 (A AR ROR AR AL QB FP T BTRE, 94n AD 4933i1) DNS #48. shsl Rz
EAMR S AR I EGI, 40 R AT

FRENEE 03]

dns_IP_ADDRESS DNS &g fil e 1P 7k

mydomain.com AD #8157 DNS

MYDOMAIN.COM AD #8irt) DNS #45# (2B KR 1)

MYDOMAIN 107 Samba filfila ¥ TAEREARE NT 48] DNS #4F (4: i
HiPNCESEY)

ads-hostname AD falllR 51 A4

ads-hostname.mydomain.com AD filllls i 5 4818 #4 F (FQDN)

mytimeserver.mycompany.com NTP HFfrllle1) DNS &

AdminUser Linux S & 85 FE 66 & 4
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BB

=

BrF
1

% Ubuntu S 4Bl Active Directory DL 55 8V E R FR L]

TR

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc

2 e

V]

(on

libengine-pkcsll-openssl libnss3-tools

AR IR R (CA) 1550,

T@LT& CA #5355, s HAHF I & 1 /tmp/certificate.cer, fH2R] CUTHE HARL:

R IEGE ) o
TR GSFT R CA 538, Wi I E . pem A5,

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem
] certutil a2 CA HEileli 5 24 2okl /etc/pki/nssdb,

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" —-i /tmp/certificate.pem
A CA 53] /etc/pam_pkcsll/cacerts Hék,

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 pkcsll HEBRE 2

# chmod a+r certificate.pem
# pkcsll_make_hash_link

VMware, Inc.
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4 RTEREIRR, FTRRRRTE nssdb 5.
a BT IS,

# cp libcmPll.so /usr/lib/

# mkdir -p /etc/pki/nssdb

# certutil -N -d /etc/pki/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

# modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

b ﬁﬁn‘u 5% \):J Sk l]jj\ mEﬂU)JﬂZ]\A

# certutil -L -d /etc/pki/nssdb

Certificate Nickname

rootca

c ERBTEIIIORE U g o

VMware, Inc

modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP11l.so
slots: There are no slots attached to this module
status: loaded
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5 #E pam_pkcs11 U,

a (PR HIN A pam_pkcs1l. conf fE5E.

# mkdir /etc/pam_pkcsll

# zcat /usr/share/doc/1libpam-pkcsll/examples/pam_pkcsll.conf.example.

tee /etc/pam_pkcsll/pam_pkcsll.conf

b 4wl /etc/pam_pkcsll/pam_pkcsll.conf f#5<, a1 MAEBIFTR,

use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c #uiE /etc/pam_pkcsll/cn_map k5, HIHASPL MiE—1T,

VMware, Inc
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6 = PAM B

a

b

Cc

7 HEEESRECE R AR B R LR, ST MAler S

4wl /etc/pam.d/gdm-password 41RERS . #5 pam_pkcs1l.so ZHEFTINAE common—auth i5—1T

AT, 2 NIRRT R.

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient
pam_pkcsll.so
@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

414 Ubuntu 16.04, :54E /etc/pam.d/1ightdm 415645 . # pam_pkcs1l. so 3 THAE
common—auth E—THIT, W NAHEABIFT R

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

414 Ubuntu 16.04, :54iE /etc/pam.d/unity 4HAERE . 1 pam_pkcs1l.so P TIRAE
common-auth 15— TR, 41 MAIFBIT .

auth [success=3 default=ignore} pam_pkcs1l.so
@include common-auth
auth optional pam_gnome_keyring.so

o

# pcsc_scan

# pkcsll_listcerts

#p

kcs1ll_inspect

VMware, Inc
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8 i Gnome EFHAER, MR RREERINGSTE

a EERRLREEN.

# apt-get install gnome-screensaver

b HER AR, F4iHE /etc/pam_pkcs1l/pkcs1l_eventmgr.

VMware, Inc

pkcsll_eventmgr {

# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcsll module to use
pkcsll_module = /usr/lib/1libcmP11.so0;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit : end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver-command ——poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver-command —-lock";

# Too much time card removed
event expire_time {

conf #H4,

NI

il
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on_error = ignore;
action = "/bin/false";
}
}

c 1T pkcsll_eventmgr,

# /usr/bin/pkcsll_eventmgr &

9 22 Horizon Agent £, iR R FgE ] .

# sudo ./install_viewagent.sh -m yes

et b7 Horizon Agent 7.9 sl TR

10 RGEIEE, AETHEN
X iE SLED/SLES REFAHERFENERM

LB E SLED/SLES SfAPE AR SRy M, s fcdE A sl F-55 Bl Active Directory 481, JR1Z 2Ennis
MOFEARELAY CA 55, SR1Z 202 Horizon Agent.

B4 SLED/SLES EHEFE L Active Directory MBS EEEHHER

4 921F SLED/SLES -5 72 B R REEHEN, S5 H Samba F11 Winbind fifip )y 5885 S5
fil Active Directory (AD) 4l

anf H NAIRE 7944 SLED/SLES sjfi~F- 58 AD Alel, DASCERR B REDHEL ) .

Ry PR SEE G (U0 T TR A7 B AR ROR AR A BB PO BCHE 9040 AD 4933i1) DNS #4785
EEIN A AL R IO EERI, 40 R R

D~
“

TR

i
iy

TR B =

dns_IP_ADDRESS DNS 4IRS0 1P iz

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #HIkr) DNS #R (23S 5)

MYDOMAIN 945 Samba FIREI TAEREAE L NT 485500 DNS 445 (4568
HRETE)

ads-hostname AD falllR S LR 4T

ads-hostname.mydomain.com AD frlllsti i se B4k &A1 (FQDN)

mytimeserver.mycompany.com NTP K1) DNS i

AdminUser Linux S G F7RE 68 ]2 20
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2
1 FEMR SLED/SLES MY & AN R E o
a &%l /etc/hostname Fll /etc/hosts AR A E 76 S G AU 1A% 48
b #Z DNS fillli#s IP fizdk, i B8 DNS. %4 SLES 12 SP3, b {i&Ei1# DHCP #E

HEETE
C AEREAREEIREL, SEBERY NTP ke A 42 /etc/ntp. conf RE5, 41 R A
Firo o

server mytimeserver.mycompany. com
2 RPN AD IIANELT

# zypper in krb5-client samba-winbind

VMware, Inc.
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3 AWEFTERROLHRERE,
a #wiE /etc/samba/smb.conf 5, a1 FAIFHIFT R,

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b #ill /etc/krb5.conf/ kiZ, an MAIFEAITR.

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain. com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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C 4wl /etc/security/pam_winbind.conf §4§Z%, a1 MAIGEBIITR,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d %ifE /etc/nsswitch.conf #5ZE, W NAFHIPT o

passwd: compat winbind
group: compat winbind

4 I\ AD A48, a0 N AR .

# net ads join -U AdminUser

5 B Winbind JIR7%
a  AERHN R Winbind, S5 TIL N — 2GS

# pam-config —-add —-winbind
# pam-config —-a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b #EHEE AD {15 P BRSNS T H I ) Linux {dlkes, S5PUTRA N — RV
A
<o

systemctl stop nscd
nscd -i passwd
nscd -i group

* H W H

systemctl start nscd

6 ¢ ENER AD IIABRY), FERAT NAIarA, EHERR A ARl ERE R
# wbinfo -u

# wbinfo —g

2 5F SLED/SLES SLH-G A E Lo

RXE SLED/SLES KEAFAMEEFENREM

# %{E SLED/SLES S5 FRUE RS RECHEN, S5 Z DR, Fiscie sz e
SRBEETIR IO CA AR, IS, B AT LA RE AR UL SE Bt e o

SHREE e o ) SR ) P 7 B o P (L ARG AR AR AL B R BT, {5120 AD 4830 DNS 40 . il TR Az
EEIR S R RRAFAT RO, a2

f#
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TR B Bt

dns_IP_ADDRESS DNS Rl 1P fizl:

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #3511y DNS R (2l TS 5)

MYDOMAIN 107 Samba filllk i TAERFAHER NT 4958115 DNS #58 (423
HRETE)

ads-hostname AD falllR S LT

ads-hostname.mydomain.com AD filllsti i s B4k &7 (FQDN)

mytimeserver.mycompany.com NTP KAl DNS i

AdminUser Linux S 6581 A6 & 2408

DHEFY

#fy SLED/SLES 5 F- &5 Bl Active Directory DA 37 2 2 B - gL )

e

F

1 PRI
a &% PAM RURFIEAEST

#

zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b HELHEPC/SC TH, FEHATUA F—RAMa4 .

#
#
#

SUSEConnect —-list-extensions
SUSEConnect -p PackageHub/12.3/x86_64
zypper in pcsc-tools

2 CREMUGREGS (CA) B3,

a Ml CA #ERE, Wil HGEfr =& L1 /tmp/certificate.cer. FH2R Ul HHAR LS
PP IR TE ) o

b PN EIAR CA B3, WK IR pem 5, SRR
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openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_1ink
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c PHElateEhLeE 2 NSS Bk,

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d LEFrAEERE N,

# cp libcmPll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/

3 %ifH /etc/pam_pkcs1l/pam_pkcsll.conf A%,
a ik use_pkcsll_module = nssig—{7T. {EHAEHH use_pkcsll_module = mysc iE—{7.

b Y mysc BigH, a1 FAHEBITR.

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c M BAREEERAARE, N IEAITR.

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d fHER use_mappers = ms 51T, EHAZEHTHY se_mappers = cn, nullig—17.

4 4l /etc/pam_pkcsll/cn_map ek, HHAUEDL FiE—1T.

ads-hostname —> ads-hostname
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a AEREMRCEES KRR, fdclEH pam_config TH.

# find /etc/pam.d/ -type 1 —iname "common-*" —delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b 7E /etc/pam.d/ H&k FE 45 common—auth-smartcard [UFE5E ., TERESETPEIE R AN A

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

c 4%} SLED/SLES 12 SP3, /LA FpifEfEzrh, #% auth include common-auth —{THU A
auth include common-auth-smartcard i5—1T: /etc/pam.d/gdm #1 /etc/pam.d/

Xxscreensaver,
6 (=P k.
# rcSuSEfirewall2 stop

# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

fiaet B JORRIOTIRY, B R IR A A R 2R

7 AR L HgrE A P R B
a 41 SLED/SLES 12 SP3, 5T MylZsms .

# SUSEConnect —-p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b &1 SLES 12 SP3, 4% systemd-devel,
# zypper in systemd-devel
8 2 Horizon Agent =, SRR REHAE M
# sudo ./install_viewagent.sh -m yes

et A EZE Horizon Agent7.9 sl BT

9 HAKEFHIM, MEREHEN.

&3 True SSO for Linux £HES

True Single Sign-On (True SSO) ZHAE NI FE(H H4 FT K E N\ VMware Identity Manager 1%, 5 FH 2%
Linux EESEEL A 5 B0 84 S 101 5 SO AR A2 EORE . A5 mT DA T4 R ok RSA SecurlD B¢

ik
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RADIUS 5 N\ VMware Identity Manager, SR1& 17 AN AL Active Directory 5255 OGN A7 B ity
Linux &5

AL 5 1] Active Directory (AD) sPistEf 5, HIATTE: True SSO D, A, AR DA e BPAS
FEIEMENS L MYEH] True SSO, PUMEALIAN- G AT VAR S Hk AD 32FEA1 True SSO.

HARA Linux FEBER I G 2k 80 S -1 & sl AR Qg A 2 w] DLV FJI A Horizon Client Bk,
HTML Access,

True SSO A5 FAIPR I

n U A TR S & ) S4B I IhAE . RHEL/CentOS 8.0, RHEL/CentOS 7.x. Ubuntu
16.04 £1118.04, VLM SLED/SLES 12.x SP3.

»  {f RHEL/CentOS 7.x S[MF5& |, WINAEMESIE AT . FER AL L. Samba, #%i%
AR RS (SSSD), DLM Kerberos 41 szl

UL Linux BRI EE True SSO, &5 T NI TR,
1 4 Horizon 7 Zalgrp 2RIz True SSO, 72k (Horizon 7 &R ) SR (32 True SSO)

2 RIRERY Linux ST IIORE 7, ARSI 5 8L AD 43,
3 RIEER) Linux SATRRTEHIFREF , ARG E3OE True SSO.

£ RHEL/CentOS 8.0 £H¥ & E5X*E True SSO

FrE/F RHEL/CentOS 8.0 5 F-&5 |37 1% True SSO, #uAZHIG 24 Bl Active Directory (AD) 4l 3%
Ho B, BOHBRAS NIRRT REDL S IR True SSO Jifk.

et HIEE R RHEL 8.0 5314 A~ 32 True SSO.

R Py PR S E G ()60 TR R A7 B AR ROR AR A QB PR ETRE 9140 AD 4933y DNS #48. Sril FRER iz
BB AR, 41 MRS

TEEMEE o]

mydomain.com AD #8J5i*) DNS £ 1

MYDOMAIN.COM AD A3ki1) DNS #4748 (430 AT 7hE)
MYDOMAIN NetBIOS 4] &%

DR

m  {ifE5% Active Directory (AD) fililk#3 1 7F RHEL/CentOS 8.0 #%: I 111 DNS fi##/r.
. RTERFZI ST

n RERG FRARR IR ER R E (NTP).
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=K
1 7f RHEL/CentOS 8.0 &%t I, ffEiRHl Active Directory [AIES AR .

# realm discover mydomain.com

2 RTINS
# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools
3 i\ AD 4k
# realm join —-verbose mydomain.com -U administrator
4 N CAJERE, R HEBEI TR HEkE R pem RS,
# openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem
5 B /etc/sssd/sssd.conf ZHEERS, 40 NAFEIBIFT .

[sssd]

domains = mydomain.com
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = IMYDOMAIN.COM

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = False <———————— Use short name for user
fallback_homedir = /home/%u@%d

access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred <———————— Add this 1ine for SSO
[pam] <———————— Add pam section for certificate logon
pam_cert_auth = True <———————— Add this 1line to enable certificate

logon for system
pam_pll_allowed_services = +gdm-vmwcred <—————————————— Add this 1line to enable certificate
logon for VMware Horizon Agent

[certmap/mydomain.com/truesso] < —————— Add this section and following lines to
set match and map rule for certificate user

matchrule = <EKU>msSclLogin

maprule = (| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = mydomain.com

priority = 10
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6 2% Horizon Agent 14, ik True SSO.
Rier st Horizon Agent7.11 ok TR AN .
# sudo ./install_viewagent.sh -T yes

7 {82 /etc/vmware/viewagent-custom.conf 4HAERE, HiHAUE FAITT,

NetbiosDomain = MYDOMAIN
8 HAGIMPANE, RBTIHEN,

5% FE RHEL/CentOS 7.x RHFE4H) True SSO

R E RHEL/CentOS 7.x SiAPE A1) True SSO, sl iifiiF- 4 B Active Directory 4t Skig%:
ST HORE AU ELAR CA H55E, SR1ZH424¢ Horizon Agent,

84 RHEL/CentOS 7.x EEE & B Active Directory ML #E True SSO

£3E7E RHEL/CentOS 7.x %% |- Horizon 7 Linux 5 & Fa i b B Sl ieiens 3732 True
SSO, WAL Linux MEfiitas |- 5E Samba.

%1t RHEL/CentOS 7.x realmd LhRefe (i S i) sCATRE AL NN S /3 i B 4IE . realmd st iE FEmE

Linux #&ehk% (a1 SSSD = Winbind), DIMAREANE, MAeR RGuldR B 408 Ly .~ AD BN

farfdi ] realmd £l Samba #1T RHEL/CentOS 7.x (i *f- 5 ¥} Active Directory MJBEARAIE NN
DB

»  RedHat Enterprise Linux (RHEL) R%i\ 5] Red Hat Network (RHN) ik CU A AR 20258 yum T 5.,
m {f Linux &% |-, Active Directory (AD) filfil#% 1] [T1 DNS fi#hfr

w  AEEIRFAERhE (NTP) B e r Linux 3245 1.

BF

1 fiffi@ RHEL/CentOS A% LA %] AD fillljes. (i RAIGH], TLrhsZaig
ADdomain.example.com VL1511 AD fallllezs &Rt

sudo realm discover ADdomain.example.com

2 4% Samba tdb-tools &4,

Samba tdb-tools EfMIEIENLE /) Red Hat 7 M, #uZm T8y MRE:. 0ldn, FEEEH Molas

A1t CentOS 7.5 R4t MEULEN:, KB I ELHER 15 RHEL R4,
yumdownloader tdb-tools

IR A CentOS 2%:, 5F24E https://rpmfind.net/1inux/rpm2html/search.php?
query=tdb—tools&submit=Search+...&system=&arch, i tdb-
tools-1.3.15-1.e17.x86_64.rpm £, K& E 2SR 41) RHEL 2%,
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3 ¢l Samba FARMRMEEA:

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 (R AIRIAEEET join w4, Hrhnia DNSdomain.example.com HUR 2 75 F15 21 1 DNS 44
AL,

sudo realm join DNSdomain.example.com -U administrator

TN 2 4%, e T AT .
CLR R AU A B
5 HASIHPIM, MEITIEN.

7 RHEL/CentOS 7.x HiA FV-& % F True SSO

£ RHEL/CentOS 7.x £HE¥E & L&RE True SSO

# 3HAF RHEL/CentOS 7.x K& R True SSO IhfE, G4 True SSO IHAEFTMHARIRE A . I
BT RTEEIURE CA #5535, VLA Horizon Agent, VA1, g A ZE4wiE HEEbH R Rk DL se et s 2 o
FEflE ] M AR FAE RHEL 7.x #1 CentOS 7.x 5ifi°F- 55 FRHUT True SSO. # ARG e A Y- |34 True
SSO, W HZAH: Horizon Agent 7.6 &l Tl

IR e HP ) SR e 45 (e FH T B A T (L R AR AR AL RE R EE RS, 3% AD 49351y DNS £ sl 7RI (7
P A A R R A A, a0 M ERPTERI .

FEEAEE |

dns_server DNS ZRAIREIEL 1S

mydomain.com AD #4i1%) DNS #f

MYDOMAIN.COM AD #Hi5¥) DNS #7 (2Bl HRE 1))
WEEH

m  £[¥ VMware Identity Manager #1 Horizon Connection Server 3% & True SSO.
B RHEL/CentOS 7.x (M5 B Active Directory DA x<#% True SSO

QUSRS MR RS, N 417 E RHEL/CentOS 7.x P& F1Y /tmp/
certificate.cer, 2B Qe AR PR 1550 )

BF
1 2R PKCS11 SR .

yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit
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2 BRI (CA) 53

CA 550, W Him % . pem FE5

a RGN P

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem

b ] certutil ey & ¥R CA His 2% 25 ¥ kHE /etc/pki/nssdb,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c R CA G H % RHEL/CentOS 7.x 2%t

iy HURT A R SIS ATAT IR 4H B8

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

update-ca-trust

3 fEARHN SSSD AHREAH A A IE SO K B, A M AR BITR o

[domain/mydomain. com]

ad_domain = mydomain.com
krb5_realm = MYDOMAIN.COM
realmd_tags = manages-system joined-with-samba

cache_credentials = True

id_provider = ad

krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.

use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 B Kerberos #HAERE /etc/krb5.conf, 41 NAIHEI AT,

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line,

if the system doesn't add it automatically

default_realm = MYDOMAIN.COM

[realms]
MYDOMAIN.COM = {
kdc = dns_server

admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors

pkinit_kdc_hostname
pkinit_eku_checking

VMware, Inc

your_org_DNS_server
kpServerAuth

S 51T CA HE#TE L, W 1] update—ca-trust
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}

[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 2% Horizon Agent Z1F, ifiiH True SSO.

sudo ./install_viewagent.sh -T yes

Rier  #unsEeE Horizon Agent 7.6 o TR AN

6 T AIRECH 4 Horizon Agent HE]ALRERS /etc/vmware/viewagent—custom.conf, i5fHI T3
i, Hrh NETBIOS_NAME_OF DOMAIN i 544548055 %) NetBIOS #F.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN
7 ERGERAM, REEHEN.

&% Ubuntu £EHFEEH) True SSO

ERE Ubuntu SRS True SSO, e & fi-F-5 Bl Active Directory Ak, IR1Z 2R TRE IR
B CA 45, SR1Z2 {42 Horizon Agent,

B4 Ubuntu EEFE L H Active Directory L8 True SSO

Zi/F Ubuntu 16.04 5% 18.04 5L F4 712 True SSO, 5] Samba A1 Winbind fi#ik /5 & 44 53
“F-5Hl Active Directory 443,

S R AIFE T4 Ubuntu 16.04 of 18.04 511 4L AD 483 .

SRR P HR 1 SRR (5 P FERA (o7 B (AR AR Ak AL B R P TTRS, 9140 Ubuintu SEITPF S I AR . it
TR AL P AR RO R AT PO, PRI

FEAEE A

dns_IP_ADDRESS DNS il ety 1P Azl

mydomain.com AD #45%) DNS #4

MYDOMAIN.COM AD AIi1) DNS £47i (2Bl R k)

myhost Ubuntu 5V & 14T

MYDOMAIN U7 Samba Al CAERFAL R NT 48381 DNS &4F0 (4H5
IR E L)

ads-hostname AD fillli=s LR AR

admin-user AD AT S & 4470

BEF

m 7F Linux &% |-, Active Directory (AD) {allk#s 7 FH DNS fiftff .
m ARITEENE (NTP) @& it Linux &%t F.
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2R
1 £ Ubuntu 16.04 =k 18.04 A4 |, 42 samba A1 winbind &4,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 IR, FEIRIE R EE Kerberos Bt i iE o
a 2T Kerberos 58 5 lik¥Fsk, il A\ AD 411 DNS 4 (5B RS 7 1),
B, aFAER) AD 4 £ % £ mydomain. com, i\ MYDOMAIN.COM.
b SR Kerberos fllikas, it N1 AD fallliaiit) 1B ARG (7518 F AL 1) & (1 24
#i/n ks ads_hostname).
c $HHA Kerberos SHIREIRfFRAS, MM AD fallIRAR1 T AT
3 g PAM 4 fE,
a PR PAM 4 E T .

pam-auth-update

b EINFEBARRE EFSk, NLEIHEE .
4 4l /etc/nsswitch.conf ZHAERS, W1 FAIHIGIII =,

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files

5 HEHERABAEAR resolv. conf REEEE LA AD A (Rl m A, FHARTE R GUHEARK)

2L

NetworkManager 7 i€ o

a BHR NetworkManager i 4, IfiEE 5 24084810 IPv4 358, 1% k], RHYERE B8
(DHCP) fiz#ik. 7F DNS falfRas C 7 M, # N1 DNS ZREMIRESR1 1P A7hk (768 B 11
KA Y90 2 dns_IP_ADDRESS). #ki%, & NEEfE.

b 4l AGLHLR A RERS (MY /etc/NetworkManager/system—connections). &g di/T] N4l
i,

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

f5aF AR AT DR SR T S IR, SR R I BRI A T R o O AR A TR Y
U SRR R T B Ry, RS 5 E AR B AR A T R E (19140 DNS filflirss) #Per
B, AREAE T IAEE AT o = R R R T F S Rt 2 DNS fallllaside, BaZa Ry
Linux R%cf5c DNS falllksio
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c 4l /etc/resolv.conf AREA{LIIEE DNS filfless, 41 ~AIH G

nameserver dns_IP_ADDRESS

search mydomain. com

d BARZEFH, AEEHEN.
6 4wl /etc/hosts ZHfEHY, W1 MAIEIGII R,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7  #4ilHE /etc/samba/smb.conf ZLAERE, a0 FAHBIFT R

[global]

security = ads

realm = MYDOMAIN.COM

workgroup = MYDOMAIN

idmap uid = 10000-20000

idmap gid = 10000-20000

winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 L) smbd IR

sudo systemctl restart smbd.service

9 %l /etc/krb5.conf ALY, AR FIHEHIIN A

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]

.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM
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10 K1 Ubuntu SL-F & N AD 4838,
a jfif Kerberos 225,
sudo kinit admin-user
BT RIRE, T NI E T S,
b TR T AR
sudo klist

e & S IR SR AR AN, AR R AR TR R IR ]

c 7 Kerberos Keytab %,

sudo net ads keytab create -U admin-user
d S AD 4.

sudo net ads join -U admin-user

11 FOFMEDE AR Winbind Jli% .
a ) Winbind IR .

sudo systemctl restart winbind.service

b MR Winbind IjR7%, SHEAT Flar4, WEHERR Gl EME @
s wbinfo -u
s wbinfo —g
m getend passwd
m getend group
12 RGN, REEHREN.
7£ Ubuntu S5 FREGE True SSO

£ Ubuntu £l¥F 4 LF&E True SSO

Z3AF Ubuntu 16.04 1k 18.04 52 1H -4 T True SSO IHfE, #5274E True SSO IhfEFF kT FE =0 |
NEZAGATEF TR0 CA 155, DA Horizon Agent. IvAh, HEAZRARIH FELCAR AR DA ¢ OB %

o

s B H AR FF7E Ubuntu 16.04 F11 18.04 SfF- 5 FHOH True SSO. A AT e Y- 75 3 8% True

SSO, AHEZEE Horizon Agent 7.8 Bl E TR .
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W'
u
||

BF
1

&4
$145 VMware Identity Manager #11 Horizon Connection Server %€ True SSO,
#4 Ubuntu S5 E Active Directory VA2 #% True SSO

WU RIS, AU S AP 6 L /tmp/certificate. cer. #£B (AIfTHE!
RS BR) .

£ Ubuntu 16.04 B 18.04 SRIfI- 55 [, 4%¢ pkes1l SCiR &t
sudo apt install libpam-pkcsll
222k libnss3-tools &4,
sudo apt install libnss3-tools
LHEMUGRERE NS (CA) 2538,
a  ARHETT NI CA JEEE, IR E L pem 5,
openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
b i certutil ar A CA 3208 5 A4 %k iE /etc/pki/nssdb,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c M CA i ®s|] /etc/pam_pkcsll/cacerts HEk.
mkdir -p /etc/pam_pkcsll/cacerts
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
d AR CA RREHUREZIEAS . /E /etc/pam_pkesll/cacerts Hxt, BT Mo,
pkcs1l_make_hash_1ink
24 Horizon Agent 244, 6 True SSO.

sudo ./install_viewagent.sh -T yes

fasE ST True SSO IURE, AZHZ: Horizon Agent 7.8 ol BUF AR,

1A 2 8eE e % Horizon Agent 15T 4H R8RS /etc/vmware/viewagent—custom.conf, :fdifT] N4

fifsl, Hrh NETBIOS_NAME_OF DOMAIN &40 45453511 NetBIOS #47.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

VMware, Inc.

74


https://support.microsoft.com/en-us/help/555252
https://support.microsoft.com/en-us/help/555252

W% Horizon 7 for Linux S5

6 4iilH /etc/pam_pkcs1l/pam_pkcsll.conf 4HfERE

a e, sHET /etce/pam_pkesll/pam_pkcsll.conf 41EFE . 1t /usr/share/doc/
libpam-pkcs1l/examples HHHEIFIRES, W HAERE] /etc/pam_pkes1l HEk, AREK4
P S TgTn 44 4 pam_pkes1l. conf, BRI R G AN 2R RN A .

b &% /etc/pam_pkcsll/pam_pkcs1l.conf ZHAERR, (LS80l T B PY A,

use_pkcsll_module = coolkey;
pkcsll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
}

7 B PAM ZHAERE I auth 2248,
a PR PAM 41RERE
m ¥ Ubuntu 16.04, 5B /etc/pam.d/1ightdm,
s #F¥ Ubuntu 18.04, #5PHEL /etc/pam.d/gdm—vmwcred,
b 4l PAM AHRERE, W1 FAIFEBIT =,

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 KARGHUHPINE, RIEEHEN.

RXE SLED/SLES KE-F&H) True SSO
FTEFE SLED/SLES S5 True SSO, wlse i V-5 il Active Directory 48l SR1% 2Tl
(AR CA REE, IR1% H42E Horizon Agent,

B4 SLED/SLES £EHEFE&EL Active Directory BLX1E True SSO

4 HAE SLED 12.x SP3 5 SLES 12.x SP3 5i[f~F-5 [ % & True SSO, if#H Samba F11 Winbind fifE
IS A A B Active Directory 494,

S N AR %A SLED/SLES s ¥4 8 AD 4.

BN

m  7F Linux &% |-, Active Directory (AD) {allk#s 7 ti DNS fififf .
n  AEREERTEE R E (NTP) @387 Linux 2% .

B2

1 {t SLED/SLES R[fi*f-{5 I, 4% samba Al winbind £}

zypper install samba-winbind krb5-client samba-winbind-32bit
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2 PHRL YaST 22 T H, 5 2 Rk k7S > Windows A8 a 5 E# .
3 fF [Windows Ay B %] S L, W1 MR TRRE

a SHEAEEE TAERHE, U7 Samba falllkasiy LAERFALEL NT 494811 DNS 2/ (5B R E
FHE) . lan, R TAEREA 275 5 mydomain, Gi5#i A\ MYDOMAIN,

b EHAE SMB EFMEAT Linux BEE .

c BIFEBNRFEN 1 HE.

d RIEEARERE .

e I SSH ¥ Single Sign-On,
4 (RIS BN, R,
5 WENIRE TAERALE I B 2SS, ShERIHEE .

B B HIEIUE,, R4 SLED/SLES Sifi ¥4 N4 . I
6 #mit /etc/samba/smb.conf ALRERE, HIHAUS FAIZHLL

[global]

winbind use default domain = yes

7 ERGEHPA, REBEFEHEN
8 JHIEANG SRR SLED/SLES & H .

HUT NI AS, IEAERR A S ERE Rt . S5l mydomain U ZY) Samba frlflikss TAERFAH
ol NT A5 228 o

m  net ads testjoin
m  net ads info
m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

HESE
f£ SLED/SLES SR [f~F & % & True SSO

7£ SLED/SLES £E¥F & LE&ZE True SSO

#H/E SLED/SLES 12.x SP3 Sijfii*F-4 ] True SSO IhiE, #5208 True SSO DhREATR AL L |
YIRS TR CA 535, DL Horizon Agent, IEAh, A5 DAZE 4 HEC AR Al R DL ST R T 3%
o

SR N AIRER, 7E SLED 12.x SP3 F1 SLES 12.x SP3 [ E4 R True SSO., £ Bifrig e i &
%% True SSO, #A%H 2% Horizon Agent 7.8 bl BURTRCAS .

DB

e

= 2F¥ VMware Identity Manager #11 Horizon Connection Server # & True SSO.

VMware, Inc. 76



W% Horizon 7 for Linux S5

m  #X{5 SLED/SLES fHEf~F 5 52 Active Directory VA7 4% True SSO

w AR PR 155, W0 L7 % SLED/SLES 12.x SP3 L5 L1 /tmp/
certificate.cer, FHZRY (Ol e LML S P2 HEHERG IS5 ) &

3=4
1 41 SLES 12.x SP3 Si[f-F-5, sEdT Fola & LA B e,

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

2 31 SLED 12.x SP3 RIHF-5, wHedT MBI LB E B

a % SLES .iso }§Z Ml % SLED SLAY- 5 ABERARE (19140 /tmp/SLE-12-SP3-Server-DVD-
x86_64-GM-DVD1.150).

L ZFUHTHY SLES Liso RS SLED V- S IEfF 2k, Bk Har -G 1A SLES R4t
WEE krb5-plugin-preauth—pkinit £,

b 7t SLED IRV 5 F#ME SLES .iso 5, 2Bt

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

c  LWHITHUR, W SLES .iso A M,
sudo unmount /mnt/sles
3 LB A (CA) Tt
a IR PO CA B558, WA A | pem RS,
openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem
b M certutil & B CA i £ A5 EHRE /etc/pki/nssdb,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c B CA EREHIINE pam_pkesll,
cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4  4lE /etc/krb5.conf ALRERE, [ EAGFELLFAIFEAII AN A

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
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W% Horizon 7 for Linux S5

default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {
kdc = ads-hostname
admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

AR R R T B 7 B2 R R A S AR AR RB AR A IO AR, 4 MRt

TR B S

mydomain.com AD #48i5(7) DNS £
MYDOMAIN.COM AD #I5i11] DNS £ (4Bl s 52 5)
ads-hostname AD frllllssit AR (1553 K/ INED)

5 2% Horizon Agent £1F, ifiiH True SSO.
sudo ./install_viewagent.sh -T yes

et A True SSO Thfig, BAZH 2 Horizon Agent 7.8 i BB A

6 B MAIZEUHEE S Horizon Agent FIRT4HRERS /etc/vmware/viewagent-custom. conf,
Witil, Hrh NETBIOS._NAME_OF DOMAIN /4145 48i51) NetBIOS 4F5.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 EAGECHRIE, MREHEN.
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R iE Linux EHEESRER K

] DL e H TS IB I Linux 281 7hR, PATE ESXi Mk & HUE2 2245 I /1] NVIDIA Thig,
E 3D BRI R R E K
EE 3D BB 21T, REERE N YRR Tk,

n R VGPU, SRR RUAS oo B TERUE . RS . P RUE TR R R, HL
AP IROE o

n  HA VDGA, GHTERLEEIERHE RS h e IR e » MR BEAS . A, 7oK R LR RS B RCE TR
2T, RS RS TR A B T NVIDIA {538 PCIEE, 651 NVIDIA {25 PCI
SR R B R RTARS . IR R RS 2 AL H NVIDIA (H1E PCI #5135 MRS Her
1 FHEL IR NVIDIA {53 PCI 3EH

AR R R
=GP VGPU R SR Linux B5{7HR

m  41¥ vDGA # & RHEL 6.x

¥ vGPU RRESZIERY Linux S¥1ThR

RENTVLRRE SR Linux #54 7hk, AR ESXi =4 F 1Y) NVIDIA vGPU (L)1) GPU Rl hinst) BhRg.

R TS ESXi 4% GPU BEEIFE L (. vib) fJ NVIDIA Linux fFFHiqs F0rEash e, sH2E
NVIDIA 48k PLEASBE B R =S AR R T

st WF S vGPU 2 NVIDIA BEJE-REL Linux 854 TRRAOAEI &R, #5264 https://docs.nvidia.com/
grid/9.0/product-support-matrix/index.html,

BLGZ T, FHERAALE Linux BEREHERS 14025 Horizon Agent., QA EE I ireis Ao JT] NVIDIA
VGPU i 5% Horizon Agent, HIE75 % xorg. conf # 2 rh AR AO4HAE 23, 1 H. NVIDIA vGPU #f
SRR, B 5 NVIDIA vGPU 4H A8 7477 22 Horizon Agent.

£ ESXi £# E =R4EMAD NVIDIA GRID vGPU Elf.£1) VIB
T Ky ESXi 6.0 U1 5 BETROAR -4 F i NVIDIA GRID [EJEF Mgl 2224 VIB.

VMware, Inc. 79


https://docs.nvidia.com/grid/9.0/product-support-matrix/index.html
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.html

% 5E Horizon 7 for Linux SI*E&

NVIDIA #2175 vGPU Manager 1) VGPU 881, @ B 7E bR 7 A ehed ESXi EME LI,
PAK Linux SURERENFE R, 158/ 2 B IOFE 7 H2eeh Linux BEfiddes

DEEH

B ER SR L 2k vSphere 6.0 U1 ik B ETRROAS .

» SR ESXi EMK B ZCRATTRI vGPU EIE

{1

fast Wi s04E vGPU 2 NVIDIA BEIEREL Linux 31 ThrOAHRBE R, 552 B hitps://docs.nvidia.com/
grid/9.0/product-support-matrix/index.html,
BF
1 7 NVIDIA BEihfi o EAEss T s it NVIDIA GRID vGPU [EJEH VIB,
T MR RR R Y VIB AR,

BRI i

ESERT GRID

EMERT L NVIDIA GRID vGPU.

ER I ESXi M 2R (B0 GRID K2),
fEERA I VMware vSphere ESXi A,

2 R4S vGPU BIRSELRT L zip FEE.
3 ¥ vGPU Manager ¥4k {85 ESXi 1,
Bt S EE 2 BIOREF A Linux BEEHEES B2 Linux BREREIFE R,

4 BHEAREE ESXi M FRORTA HRIRERS .
5 flif] SSH Hi&RE] ESXi 1.
6 {5 xorg IRi%.

# /etc/init.d/xorg stop

7 22K NVIDIA VIB,
Lyl

# esxcli system maintenanceMode set —-enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false
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#5E Horizon 7 for Linux 5[fi“F&

8 i ESXi FMEH PR
o CEUATUICHENY ESX L, H O HET IR,
SHAMGRAE ESXi M, S5UUT FHEBE DL b, (e Bt ] A 20850 b )

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli —--plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 gt xorg MRASTE T HTRED - A4 BHAARAT T o
£ Linux BB L8 vGPU SREXH PCI £ 8

S T NVIDIA vVGPU, #0475 5 Linux FEfigas 2 L PCI e

DB

n HfERR Linux FEBHERSEM LA EASRINE G o sE2 B E MRS A Z28E Linux BRIER A i 5 111 -
P =5 : 4% ELEL
ST Linux BT

m  FERAAE Linux RS |- 2225 Horizon Agent,
m  FEREAE ESXi L% 22 NVIDIA VIB, G52R8 ESXi 4% 2341 174 NVIDIA GRID vGPU [E])E

K1 VIB,
FTEUETTEL NVIDIA vGPU iR EzEE GPU 207, S el L il GPU e R e T s

JERE GPU BI(E 222500y ESXi LA TTHE GPU I F2 A Thne.

fERE W5 5<4& vGPU 2 NVIDIA [EJE 51 Linux S TRRIAHEIZRR, #52:B https:/docs.nvidia.com/
grid/9.0/product-support-matrix/index.html,
B2
1 BHPARESRERT R
2 7r vSphere Web Client 1, BIUERHERS, RETE REHEEE R SR T, % MRERe.
3 eEERE R, BHGLR PCIEEE.
4 ¥ T, W M hUDhRe I NVIDIA GRID vGPU,
5 $1¥ GPU BEMEE, W MRThagk I GPU Jifl,
6 i MREFTERIEHE, MREGE.
VR LR B T AT R RS 1R I8 . GPU 4 fiE% % NVIDIA GRID vGPU,
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#5E Horizon 7 for Linux 5[fi“F&

7 DARHERAR IR

R4 NVIDIA GRID vGPU BREESEER

3225 NVIDIA GRID vGPU #UREREIFER,, 2285 T NVIDIA BEEIFER, . Rk NVIDIA 2R
R, AEMRHES e PCI Y .

HERM

n EREEE NVIDIA T ﬁéﬂlﬂﬁ ﬁ VGPU BSE: | RIRAEELE, N Z Linux SUREREITE R, (BT
), FHSBATE ESXi T4 F 228500 A NVIDIA GRID vGPU [EJEK1) VIB,

AR PCI 2B O £ ey . s 2BI7E Linux FEiittéas ot vGPU et PCI #E

J_L o
BF
1 % NVIDIA Linux ZomBeEEhfe s S ) itk s

2 BHRUSEBHSERS AR, SR Ctr-Alt-F2, 22\ root S0 EIAT init 3 ey 8 X
Windows, DITHREISC 7 E#4 .

3 % NVIDIA SRl U G nusishoc i
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 ETETRETERLET % NVIDIA GRID vGPU BREIFE R 1,
chmod +x NVIDIA-Linux-x86_64-version-grid.run
5 JE) NVIDIA GRID vGPU 222,

sudo ./NVIDIA-Linux-x86_64-version-grid.run

6 5% NVIDIA WEEAEG 4, AHBHGR A F B HUET X 40 fERE

1F Linux FEfEH%RS 2228 Horizon Agent, #52:Ri7F Linux HREekss |25 Horizon Agent,

AT A T RUE Linux HEBEARISRITF 5 58I . 552 BT Linux 19 T Eh S 5 5l
ZER%E NVIDIA BERESHRER

A DLLE Horizon S0 F-& T AERSEEH#E < NVIDIA BREhfEam, DAEER Linux fEfties |- 0 2o
NVIDIA 2 RBEEIFE

DEEY
w ERE 2 NVIDIA FREET R,
n  [ESRCETE Linux BEHRHERS 2025 Horizon Agent, 552:Ba7TE Linux FEfEiéss |- 222 Horizon Agent,
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W% Horizon 7 for Linux S5

»  FERR Linux AR O A s i G 5k o sE2BY T Linux (1T 1 & Helii
Br
1 FEETRCED Linux R RS
Horizon Agent HENHEA M5 #14A1E X filllramil R dnE o
T4 vSphere 35 & g RS RUR 21
2 /i Horizon Client, %% Linux S5,
3 AE Linux SRIAPE 5 TR B, Bt T % NVIDIA B RERE R A,
PR BT, NEE4T glxinfo | grep NVIDIA fixs.

NVIDIA EgBhfe 2 HH FE RV R . filan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

3 P LAME o s - 5 A7 H NVIDIA [EFEDhRE .
FEMERRE 2% NVIDIA BUREEED R 2 18, SHBT MO EDA R LB e

n  WERAETHE Linux B0, Horizon Agent I AEMET:ETL Horizon MR fIRA G, #5 Bk, 55T
%25 NVIDIA BREIFE A

m 7 Linux HESREHERSRRLE NVIDIA GRID #2HE. QdssfAnviah, #6250 NVIDIA SIScf. anioRate
KM, ) Linux 5S04 S EHEESR. B, 1B e,

§#1#t vDGA R&3E RHEL 6.x

AT DL E RHEL 6.x ZHEESE A%, w Horizon 7 for Linux 53~ 573 DAZE ESXi 4% |- F)H vDGA I

&b
Heo

BRAGZ AT, whlfERRALE Linux RS 22 Horizon Agent, Ui #E7E ka5 2 ] vDGA 2 jif
Je 2225 Horizon Agent, HI&r7E 55 xorg. conf #E ST HOAHRE S8, 1fi H. vDGA # A, aAZATE
SEhal VDGA 4l fE1% 7 1 4% Horizon Agent,
EE# L% NVIDIA GRID B A DirectPath I/0

ZE Linux BRI T vDGA 3, #5478 NVIDIA GRID GPU PCI & 1T 7F ESXi F:4 1Y
DirectPath 1/0 {EIE {1 1] .

HE{R
m BRI R L2 vSphere 6.0 BT .
» i ESXi 1:# -E 2% NVIDIA GRID K1 5 K2 [ElJE .
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% 5E Horizon 7 for Linux SI*E&

6

7 vSphere Web Client 11, #|% % ESXi 1.

P~ TEBELIEE, RE— NERE.

1t [RERE] R, #%—F PCIERHE.

7 NVIDIA GRID GPU [ DirectPath 1/0 0%, &% N &iE .

= R
#REE PCI A& F B it ik HLT R
R EE~ PR T T AU LTI, SR BRI AT

I NVIDIA GRID GPU % — MRERE .
PCI 2B B2 [ nlfk VM fli {111 DirectPath 1/0O PCI ¢ | 4%,
M RARE, LAGE PCI A It Linux R

8 vDGA (HIEZE 5] RHEL 6.x [ERIIES

4 RHEL 6.x BRiftasaE 20T vDGA, Bu Uil PCIACE RIMR R RS . FEr DB, Bl ]k
ESXi -4 FIOTTRIAEE, DML bR B

HERM

ffERR Linux HEBERERS LA 2 I PR R SR I 5 0 R 2 BRI R BRI 225 Linux BRIEA A 2 SR 1 F
EEET Linux B85

TfERBAAT Linux Efbeias |24 Horizon Agent.

E5#% NVIDIA GRID GPU PCI 2B rf it =4 |- 1) DirectPath 1/O R T, 55250 LR 41
NVIDIA GRID B H DirectPath 1/0O,

P sudo HEFREE M AMEEE T4 53 B\ RHEL 6.x FHIfF (AR

11- vSphere Web Client 1, EHUREHERT, K127 BRI R0 A0 N, % THRERE.
e E ek, #IN PCIEE,

Pe— FFMHE, G0E MRS PCI L

- TREFTATIRE, ARXEE.

LA B I e RO . GPU A s i% vDGA,

FTRHE RSO TEIR, PR vSphere F:¥4 63 AR AR ZEHERS
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#5E Horizon 7 for Linux 5[fi“F&

7 BF NVIDIA GRID % & O AR 2 e
PR AR, WA T o2
1spci | grep NVIDIA
XX:00.0 VGA #AEVEHl RIS~ Bl

NVIDIA Corporation GK104GL [GRID K2]

24t vDGA HJ NVIDIA BEREEENTE S
1 ELEE vDGA 1) NVIDIA #URBEEIFE R, Az HITERE NVIDIA BREIFEA. N NVIDIA SURERE)
FEa, WAEHERH RS RE PCI e,
DEEY
»  JfERR PCIERE TG E RHEL 6.x MEfifias. 52 BRIy vDGA (HiE4E% 5) RHEL 6.x HE e .
BF
1 NS TR NVIDIA Nouveau BRENFE N B4 B
a 4wl grub.conf f¥%,

414 RHEL 6.x, :%f#5 % /boot/grub/grub.conf,

RHEL JgA we
6.x sudo vi /boot/grub/grub.conf

b IR CaRIHE Y rdblacklist=nouveau 7.

c #wiH blacklist.conf FiZ.
sudo vi /etc/modprobe.d/blacklist.conf

d 7f blacklist.conf &SR N H4T,
blacklist nouveau

2 EHIED RS
VR INBLBR Rk A A B
3 (EFEEME) BrE 5 Nouveau BREIFER .

/sbin/1lsmod | grep nouveau

W grep = R HEMAR, HI Nouveau BeEife s fs 1.
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% 5E Horizon 7 for Linux SI*E&

4 7 NVIDIA Bl fe e N iEi4ggut T g NVIDIA BEsife.
£ NVIDIA "Iz oaE 38 G i B B A O

I I

EEAARAL GRID

ERAS GRID £l

BE UL ESXi T I 2O (#1401 GRID K2),
PEERS Linux 64 fi7cek Linux 32 770

5 FEIHARE RS, SRS, SN Ctrl-AlF2 (TS R85, U root B8N, AR

BHAT init 3 S LAE A X Windows,
6 #5 NVIDIA BEEhFRE AT EE N o

sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 AT TR 2 vDGA [ NVIDIA BREhFER 4.
chmod +x NVIDIA-Linux-x86_64-version.run

8 T NVIDIA ZEfe=t,
sudo ./NVIDIA-Linux-x86_64-version.run

9 4% NVIDIA BCHIEHEAS), GRIGRACH ST X 4liEAE

REDRE
7E Linux BRI 202 Horizon Agent. w52 Ri (T Linux JEfieiss 425 Horizon Agent,

BT ERRE Linux FEEHEES ORI 55ER, 55207 Linux (1B S i 5 gl .

BRI NVIDIA FEREEEIRER

A LATE Horizon S31fF- 5 T /RSB R NVIDIA BREhRE U, DARERR Linux HEfeas 122
NVIDIA ZRBEEFE

DB
n EET T2 NVIDIA BRI,
n  EREAE Linux BEBHERS |20 Horizon Agent, s52:BH7E Linux FEREEERS |20 Horizon Agent,

m R Linux FEBERS O ABF SR G 5 . G52 BN Linux [T Bl S5 el
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% 5E Horizon 7 for Linux SI*E&

1 TR Linux BREERERS .
Horizon Agent Hulil i & #aa il X falllikamil o rdh4% .
EAETEAR AT vSphere 4% G M i e Bt R U R TR 1T

2 1 Horizon Client, #ifz% Linux S5

3 fE Linux -6 TAER B, Bait 2o NVIDIA BURBEEIFE A
PR AL, WEETT glxinfo | grep NVIDIA @i,
NVIDIA Baiie s FERV AR . filan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

o = T LAME i SR - 5 A7 NVIDIA [EFELhRE .
TEMERRE 24 NVIDIA BURBEBIRE 2 12, ST MO AEDARE L B E e o

" ﬁu%%ﬁ%& Linux #.0», Horizon Agent R fEMELEL Horizon s 4R ARk A sH .
2258 NVIDIA BRI,

m  7F Linux RS 0T NVIDIA GRID 28, andsaf4aiEsi, 5268 NVIDIA
FZRE, R Linux S2IAPES MR ERGECE, Bildn, B ki,
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=4 Horizon Agent

PEAAHE Linux S5 F 225 Horizon Agent, i1tk Horizon Connection Server g B ST 5 EE 5
IR a=

NENE Tl E B
m 7T Linux FEfeias 1205 Horizon Agent
n 0F Linux AR AU 46
m  TH Linux [T Y Horizon Agent

m fiRfR2E Horizon 7 for Linux #es

£ Linux [EBF#s3 E %% Horizon Agent

WA ZRSAE Linux RS %48 Horizon Agent, 2 &4 REALIH AR A Ryt 1P 5

1% Horizon 7.0.1 %4, Horizon Agent for Linux &1 ] vCenter &7 P tERS . 27 PR HEHEEHERS 11T
PEBE N AR ThAE .

= vCenter ;& Linux SV G LB K.
m  {F Linux |2 Horizon Agent IR AT H08 45
n AP MGTZ Linux SBIARE GRS, AP Horizon Agent 28T IERERERERER 1o

GRAEFTH{E ] NVIDIA GRID vGPU 5t vVDGA, 5540 7F 2225 Horizon Agent 2 |, 4ofF Linux 2
FOEs R ait 3D ThRk, /e Horizon Agent, HI &7 5 xorg. conf F & AT 249, 1fi . 3D
i JE DD Ae A A

A2 BYEHE VGPU JE I Linux 851 ThiEk 414 vDGA 7% E RHEL 6.x. RETESERL 3D [EEALRE 2 1% fE %
% Horizon Agent.,

it 2D EIPALRE, AR DATESE A A i i s 115 A2 1Y Linux BRI 22 BRi% FT 2224 Horizon
Agent.

HER

o B Linux R RGEE R RARTT T BRRURIP £ B BRI RSO AU £ 50 Linux
s
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% 5E Horizon 7 for Linux SI*E&

m  EA7ERGE Linux 3 HY Horizon Agent 2R X fe 415, 552 install_viewagent.sh 7441 550
B2

1 1 VMware NEA95E Mg Linux iz Horizon Agent 22258 Ak 2, 493124 https://my.vmware.com/web/
vmware/downloads.

TE RN & Ml ] B N, 221X [ftll VMware Horizon 1) R #ycf]. 7E Horizon 7for Linux
T, BIGE R 64 7T Linux 2%~ VMware Horizon 7 (1) [ Fifik] ELf .

64 {3770 Linux AOZERE R % 4 F8 % VMware—horizonagent-1inux—x86_64-y. y. y—
xoooxxxx.tar.gz, H, yyy ERCRSEES, i xoooooo 241 SRS

2 TEHHERE RS FRIRAREEIY Linux 254THRY tarball,
flan:

tar -xzvf VMware-horizonagent-1inux-x86_64-y. y. y—xxxxxxx.tar.gz

3 G A tar ball BRIk,
4 ) superuser [J 54T install_viewagent.sh {545,

NESg=I=]

FH2BY install_viewagent.sh iy 4518V ey &5 & TG B
Bl .

sudo ./install_viewagent.sh

5 WIAREEHIT install_viewagent.sh [fiA$8T -A #IH, FhliA Yes &#:5 EULA,
PRAEEHEZ EULA, 5 Rl A e T

6 i Linux TERTHABEDAGEAE B AR50

e %, SOl viewagent I . iE{di ] sudo service viewagent status fERRIRS CURED

RIESR

TESRTF & e iR deheas . S 2B Linux (TR s 5 2

\

o

install_viewagent.sh p 4 5I3EI8
install_viewagent.sh fE&H5E7E Linux ZHE/ESE R % |22 Horizon Agent.
1£ gnome S-S EHRRG S PE sl E e, R FAIR U install_viewagent.sh 541,

install_viewagent.sh command_option 5/#¢ [command_option 5/#] . . .

install_viewagent.sh f54 W5 EIE5RGIALE S8
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#%5E Horizon 7 for Linux SRi*E&

% 5-1. install_viewagent.sh iZHEXREMH LS E

EHS W (BEE
#)

-A yes |no

Eiuj]

F+ 5-2. install_viewagent.sh B 28

BER28
-a yes|no

-f yes|no

g

-m yes|no
-r yes|no
-s

-C yes|no
-F yes|no
-M yes|no
-S yes|no
-T yes|no

-U yes|no

B
LRI A AT TS A S . IR ves.

LR IR A IR R ELARAE (FIPS) 140-2 Ikt O b4t A S b . FRRAEZY noo WA FAINEGI, il

2B HorizonLinux 517 &1 IIGE HHY FIPS 140-2 BRI

JMS SSL Gl RS, KT, et e AR fE R
LTI R RIS S % . THRE A no.

TEZe 2 1% AT TR R 4. THRAE 2 no,

BREA IR L DN, KTFRE, 2t e i) Blast.

LA B IR ERTIE ) . FARA S yes.

Lk CDR 34k . THRUH 4 yes.

i Linux RERRE T2 A PREOR 2T PRI . THRE Y yes.
ek Single Sign-On (SSO) 718, THEE /S yes.

2B E I True Single Sign-On (True SSO) S04& . FRAN 2 no.

Lbenlig s USB 3k, THRREAy no,

% 5-3. install_viewagent.sh L8i&iHi

&t
LR

(ES
BT,
AT BRI B
b

(S
BERIETHAL, 3
R TR
B I
TR LA
ARG

[

VMware, Inc.

#H

sudo ./install_viewagent.sh -A yes

e SIS C R TN TR S

sudo ./install_viewagent.sh -A yes-M no

BRI TR AT Z AT AL Y5 SR, 65T DA TR RIS O ST £ 0
PiEE ZoMEIRAELEELBLEMRE, 0 A P B

i

sudo ./install_viewagent.sh -A yes

IR TR BN TSR T S SR o BRI ST 5 A
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% 5E Horizon 7 for Linux SI*E&

Y . =
RR7E Linux KEER AYEE
P Linux (RERRR SRS, 225500 @ 7/ VMwareBlastServer (i ETk 252 1525

HACFREE ] Blast 24 [, VMwareBlastServer @7[f){#i [f] HTML Access 243 4 Linux 5if &
MBI R R 65

w  HARHERUT Blast e fifly, Blast 24 il AR 1m I SE s U R 85

EER A AL, TS T B BRI R BT L (CA) 5B I

1 R ESIRME LS VMwareBlastServer,
a PRSIy 45 ruikey, R IREEE Ay 24 4 rui.ert,
b #47T sudo chmod 550 /etc/vmware/ssl,
¢ % rui.crt Ml rui.key ##1%)] /etc/vmware/ssl,
d #fT chmod 440 /etc/vmware/ssl.

2 REORANFR A RS R AL B Linux VESE R GUIRREIRME R AL A IR

faeE T Linux RHR0E, w52 Linux B TRGRITISCI

FH&R Linux B3 LAY Horizon Agent

TR DARE PR30 AN Horizon Agent, K714 Linux FEfiEfss 1Y) Horizon Agent.

RGP RS . AR AL R Ui R s S = R R BRI, PSSR
SORY G [HRRARTR] F P AOBABSRIR, N BBk b

AEPR R RS . LR A EAENEN, SEFEERBNR e T RS J
vCenter [RHH%EY, £ vCenter IR FHRS . 2T ELI IR BHERSHH SE FHIThAE .

w SRR R A

n AP E R RS

55T Horizon Agent for Linux 7.0.0 FTHEF A FE (77 UEA S B R FR A AI] . Horizon Agent
for Linux 7.0.1 FIEf )y 2B 324 B R BRERE R S HATIAD

BEATDAEF R AU, AR SR BT S R PRI e AR RS

n  DREAARSZETI R, WA TR . A T AT EAE Horizon Connection
Server HIESTEAIAH REME M,
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5 Horizon 7 for Linux 5 AES
n ERSZEPRRERERRTE , TR RARR SZ A PR R . IE B4 75 2E4E Horizon
Connection Server | &7 #ift 2 &l

flart TSRO RE RO AR BB T ARy, SR DAOR B SR PRI RERE AR 0, B THR R b BRAS . At
FETHARIITRIE S A B P e S 0 e TR MR R R SR PRIV R AR AR, AR SR I o

PUT A& r] AT 250
3K 5-4. B H &Kk Horizon Agent HER L8

2% HA

-A yes EULA Fil FIPS Biad 452, FHRIE yes, LA AT, WIRFIRTULSH, RS Mha BBl R, Z0RE
LPNER

-a yes|no LTI AN T S 8%

f yes|no LA B S PRI BE PISEE (FIPS) 140-2 [R& st iibms e AH S 3 . TR 25 noo WTHGRFANARI, FE 2B
HorizonLinux 5L~ 1 00AE Y FIPS 140-2 BRI

-m yes|no LA A B RE I SO . THRRAE 2% no.

-r yes|no LHE BIE R RGP, T4 no.

-C yesjno LA I T ) S B o TR A yes.

-F yes|no k% CDR 321k, FRAE A yes.

-M yes|no # Linux FRERFE ST A 52 55 B RS2 PO AREAE . THRE A yeso

-S yes|no TG Single Sign-On (SSO) S¢1%. THA 4 yes.

-U yes|no Lbenlmg i USB Sk, THRRE S no.

FH&R Linux E#E#2% L Horizon Agent

YEAT DLFE HH 2B AT Horizon Agent, AKT1H4) Linux #£2% %) Horizon Agent.,

DB

a2 VWwareBlastServer MR FAHT.
FE LR, AR IE T B, DR R T A TR, SR BT
Fial

B2

1 £ VMware Ni&9uh Nl Horizon Agent for Linux 2o A %<, 49401 % https:/
my.vmware.com/web/vmware/downloads.

TF BRI 6 Ml A ESL] R, 3EHC N, VMware Horizon 7, 1497 Horizon Agent for Linux )%
Bt

64 1v/JC Linux {22 RE SR € 4R VMware—viewagent-1inux—-x86_64-y. y. y—
xxxxxxx.tar.gz, HH, yyy RORSEAS, 1 xoooooo 2 40 2R
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#5E Horizon 7 for Linux 5[fi“F&

2 TEHHBEZE RS FRRAERY Linux 254 THRIT tarball,
il .

tar -xzvf <Horizon Agent tar ball>
ILEE 2 tar ball 2RI,
e

3
4  HETHEASE P RERERS, s R — RS S BIAEAT install_viewagent. sh 5%
E%o

BEIH il
TR ZEHR R BHRAEE, WHRER sudo ./install_viewagent.sh —-A yes -M no

SZEH BRI
Rt Rl CRABE R R S8At, SRR S RN B s

FHFR SN REENEE, WFHE  sudo ./install_viewagent.sh -A yes -M yes

ERZEEN RS E
f&#E 11 Horizon Console H, S1HEACSZ AT T MRtk SO PR B 1 s 1 5 5
[, 252 PRI RS O T S SRR, AR AN R, R 2B
Linux [ T-E) s - 5 Bl

FHEF AR R AR AR E sudo ./install_viewagent.sh -A yes -M yes

R Tz, GBS Sl AT EE AT

RB2 %3 Horizon 7 for Linux #4322

TR B EREES 1Y Horizon 7 for Linux, S AZAf#ER 22 Horizon Agent, G AZBRALRERT
B

s, VMwareBlastServer JZ PR 7oA To 25 FIERIIRR, SERCE S SRS, Higa eI
SRARE G TAERSEL, BT ST

BrF

1 TEREBEERS I PRAOmHERIE , W4T Horizon Agent filRERZeBedir 415,
sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

IEFEA {5 1F Horizon Agent JEH RS, e HEk /usr/1ib/vmware/viewagent Hilf:
Horizon Agent JIR# Fricis

2 FEHMER /etc/vmware F%EHHY) Horizon 7 for Linux 4H fEAH .
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Linux ¥ & /4 ERIE

PR AT DA A RERE R #5 R BRI A 15T {6 & Bt
ARTEET R DA

m  {F Linux 3015 FRE g e e

w R

m  Linux S5 Blast 2 5& #if

m  Linux S G )P i AR o T ) 3 G 151

## Linux REF & LR EHARBEDPER

AT DL I TH H Bk 2 /etc/vmware/config B /etc/vmware/viewagent—custom.conf 2%
UEFETH,

{F Horizon Agent [{)Z 35N, 2R s i A RE H AR config. template F1l viewagent-
custom.conf.template % %] /etc/vmware, A, WIR /etc/vmware/config # /etc/vmware/
viewagent-custom.conf ~FAE, NI L&l config. template 53] config, ¥
viewagent-custom.conf.template # % %] viewagent—custom.conf. HiARHEHIH G S0 A 4H
FEETH, AR E I, TR RE D 0 AR

g, /etc/vmware/config M NAIFE AT RO ELEE 7 PNG B,

RemoteDisplay.buildToPNG=TRUE
HEATAHAR AR 2 7%, 51 Linux T BAMEDL s A o A=,
/etc/vmware/config Hif)iHEEIRIA

VMwareBlastServer FULAHH SR A T4 8k /etc/vmware/config.

st N RMERIT A5 Horizon Agent 48 ek i th AR (R R AR X Ba B 71O USB i Hil 3% %2 . Horizon Agent

TSEFHL%&EHEH%E%E ALK USB 8% 2 1%, Horizon Agent 15 Me ik i {HiE % Horizon
Client fEf g HRTIRAT o SR TR AUEIEESOF (m) B ] Horizon Agent gt i HIF
5EPL ) Horizon Client fifi %5 HIE ,, BEHEEE S (o) Bzl Horizon Agent gt i HI 34 i 1filE
Horizon Client gt /i HI % At TR s ANEm g 7o

VMware, Inc. 94



% 5E Horizon 7 for Linux SI*E&

% 6-1. /etc/vmware/config S HILA REIRIE

IR fEnER

Clipboard.Direction 0, 1, 2,163

RemoteDisplay.allowAudio true of, false

RemoteDisplay.allowH264 true o} false

RemoteDisplay.buildTOPNG true o} false

RemoteDisplay.enableNetworkCo  true &k false

ntinuity

RemoteDisplay.enableNetworkinte  true B, false

lligence

RemoteDisplay.enableStats true B} false

true o} false

RemoteDisplay.enableUDP

RemoteDisplay.maxBandwidthKbp %
s

RemoteDisplay.minBandwidthKbp %84
s

RemoteDisplay.maxFPS EES

RemoteDisplay.maxQualityJPEG W ERE . 1-100

RemoteDisplay.midQualityJPEG AT AMESERE . 1-100

RemoteDisplay.minQualityJPEG A ME R . 1-100

VMware, Inc.

FRkE

true
true

false

true

true

false

true

1000000

256

30

90

35

25

i

(I A B DI S BT AL o A

w0 - )RS .

w1 - RO R B R T

W 2 - (R P A 4 T 1 R D R T
o

m 3 - PERUTI R SR £ B P e D A i A
Il

BT MOERIET ] FORIMS: S i
BSOS, 0] ROH A H.264 il

EEEHRER, RSt RN, FEa
Linux SEHPE G 10T P A G 2R e 2 0, 4]
PASHES Linux S fF- & g nge P i F 2B
SRR, RoE ey PNG B, HhUhhE
B P A ESXi A:i M AR L. R
BRI 1] H.264 4.

POEIEIT, AR E 5 T Horizon Agent for Linux 1
AR RHAEETDRE o

POEIEI, AR EL 5T Horizon Agent for Linux
IR B TR

{F mks sCAFH R TEAS ] VMware Blast 2 sim a E
st EoRL, plasETI. FPS. RTT 4%,

BT HEEIE, N Ek5: ] Horizon Agent for Linux /7
1) UDP iR o7 32 4%

i VMware Blast T {EBE BE IR IR TL (AL A7
JCIRY, B kbps). SATTEIRATAT G EEEE . . REE
A VMware Blast Pl . ATV 4
Gbps (4096000).

fifE VMware Blast T /EBEBEm/ NATL (A A T07
Ju/#, Bl kbps). SATIAFERTAT AR R . Sl MR
JHIE AN VMware Blast #2ili5.

FEE I EHT R, SR ROE, B A
PIPRE AR TT . ABUELZHATTA 3 B 60 [, T
A A TERD 30 T

FHEN JPEGIPNG il sifi - 3 BRI GE
Ho R EROE AR e R T ey, n] A AR

B T
BHRHEE,

FeE A JPEG/PNG st s i F- &5 BURIT S 14 o
o MkEe Sl Enmh S EEE.

T HIY JPEG/PNG 4 sl & BB s G it
B AR E A S S S e, B, e
TTHETI
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% 5E Horizon 7 for Linux SI*E&

F+ 6-1. /etc/vmware/config PRIHREEE (49)

BIH
RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPKkcs11Plugin.log.logLevel

VVC.RTAV.Enable

VVC.ScRedir.Enable

VVC.logLevel

cdrserver.cacheEnable

cdrserver.customizedSharedFolde
rPath

cdrserver.forcedByAdmin

cdrserver.logLevel

VMware, Inc.

B
AR 0-51

ARG 0-51

error, warn,
info. debug.

trace i verbose

error, warn,
info. debug.

trace BX verbose
true o}, false

error, warn.,
info. debug.

trace X verbose
true ik false
true il false

fatalerror.
warn, info. debug
Eﬁ trace

true o}, false

folder_path

true o} false

error, warn,
info. debug.

trace 5 verbose

FRfA
36

10

info

info

false

info

true
true

info

true

/home/

false

info

EL

6 TR IE A H264minQP (b &8, HigeEse
FolliT] H.264 4aflsim s LG E . a4l
B B K81 RemoteDisplay.qpminH264 35 (1)
=

o ISR A 3 5 H264maxQP 1k 2, Hagw e
Ryl 1] H.264 4illbimim R i 52 . i
FOE By N EHE RemoteDisplay.gpmaxH264 3 E 1
H.

FEIEISEIE, P USB T HE [ SN AR S

b, RIRRE USB BTl IRaf AL S
o

R IR B A5 T True SSO Dhfeiala#sit.

W FAIRIE, TTREE True SSO THAENURE Sk B

HEE S TE P S P RN
RO T RO FR SR A
i IS IHPA E VVC Proxy B BGIRCERE AR o

ROEIGEIE, ] RO s AR R P BN
TRENTIRE o

i I TR P54 ] P iR TGt ) (CDRY) 3 JH 20k}
AL TR /home/user/tsclient FEkAE Uy H
sl HEk,

fFlan, GRS test B CDR LRI

1F /mnt/test/tsclient ([fi~/e& /home/test/
tsclient) f, RIEZAETE T LAFRE
cdrserver.customizedSharedFolderPath=/mnt/.

Rt R TSRS, R VORI AE D
(IR BT R A TR

AR, R P A LA AR
cdrserver.shareFolders BEIFHE 1 HA EERI A

i P38, W) E vmware—CDRserver. log fi 21
RO
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& Horizon 7 for Linux SEHPE&

F+ 6-1. /etc/vmware/config PRIHREEE (49)

-]

cdrserver.permissions

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
9

mksVNCServer.useUInputButton
Mapping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

VMware, Inc.

(5

R

file_pathl,R; fi
le-path2, ;
file_path3,R;

error. info &

debug

/NS 10 (R

true il false

[URL]

true Bl false

true o} false

sy

fatalerror,
warn .

Bl trace

info. debug

{m|o}:
{true|false}

FRE

RwW

RAE T

info

true

true

false

1024

info

KoEFs, HA

A true

EuA!

fdi FHIHASEIE, "] /E Horizon Agent fiT L% Horizon Client
FLA R 2 AR Es N . {50

m (1Y)t Horizon Client JLI &R EAT read il

write HEFR, IfARE
cdrserver.permissions=R,
B read f7IHERR

m {1} Horizon Client 2L [ 2k 3 24T read #f
PR, ififs%E cdrserver.permissions=RW, H|
Horizon Agent {/3{:47 read Tﬁiﬁfﬁﬁ Horizon

HJ Horizon Agent {%:

Agent :7:4% 7 Horizon Client }5}1 \J read only
(M) Bt Horizon Agent (BRI 55 AMEFR

— Ry b

m cdrserver.permissions=R

m  #cdrserver.permissions=R (141, SEfiHEREL
MiERZIE H)

Fiao P T ABRL Linux 5L &

HRIPIREZEIEAS o B0

¥ Windows T -
C:\spreadsheets, ;D:\ebooks,R

m gHEHE Windows JTIF
. /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R

P, AR R A ERS BT R Sk R Ak
GRS EEE AL A debug, HIEUARE collabui BREHEST
HIFT AR collabor J5 BEATN A,

TR AT DU IMN T ERE B n P& e IR

FRE MBI, ARl B T 2SRV 78 1 B e T
&ﬂﬁ%ﬁ%ﬂ’kﬂ;ﬁo RIS IR, B e e -3

i —ol 2 1R 2o

PRREFIRES, DI B v T B R i P
TREEAN I EEE NS URL.

WOE I, Rl SRR R A EE ) Linux S3-Y- it
TEstile A EPREMERTIRIE TIERE, skt IR Ay
false.

R E HSRIE AT BT Ubuntu 5% RHEL 7.x. CentOS |[7)
A= TR S48, 11 RHEL 6.x S48 4= Tl 1
Fl, AT ERE HEE,

I, IS T A A ROBIRE R/
M.

I, WREE vdpservice FURLBEIEAL

CEAIHGET, 7] S EloN SR A N\ v T AL

1, Fifl. o:false
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% 5E Horizon 7 for Linux SI*E&

F+ 6-1. /etc/vmware/config PRIHREEE (49)

-]

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplitting

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

VMware, Inc.

(5

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}: family_nam
e_I[;family_nam
e_2;...]

{m|o}:bus—xI[/
yI].../ port-
zI[;bus-x2[/

y2Z].../port-
z2;...]

FRE
KSR, HA

Y false

RiEFE, HA

A false

KEF, HAA
A false

KiEHE, HAH

Y true

AT, HAH
A false

AEFE, HAA
Y false

RiES, HA

JR
HR true

RiEF, HA

JR
EA false

AEF, HAA
A false

A
FROEMOBIE, A Rl fe i s R B R

Bl mitrue

Bt %, DI Horizon Client M7 IS4 fenk
EA IO, UhR] RO SRR ),
TEHP A LIS A Rk 2 B A e e Nt fe s
T, OB EAINLE Include fEEREET, Bl
IncludeVidPid & IncludePath.

{8 MDA SR sl A SR s el i B AS I I AE A
IREBE OB NSE T OB A HID RIBARER ) T,

I, HIVATSRT R S Pt B U i 2 e
(I EL . BRI AR) (Y S TR o

FOEMEIE, AP Rl R R R B

CEAIMGEI, 7] SR El A SR TR P TR s

FLTEILIEIE, A {5 SR TITE BT USB 2R i SR RF 7
J1 Horizon Agent % .

RS, ATHESR S ST USB 2, DLueEse
PEFT PG, WIEREE 2y true, SERT AR HIHAh)R
AIRE, AT R e S B ol e B AV EiE ] . QR
WE S Talse, AT TIRABI AR &, LAER R
TERETT TR A AN TSR . WIRAE Horizon Agent |-
i ExcludeAllDevices M4 true, HILRGEC
JE % Horizon Client, Il Horizon Agent & &8 55
Horizon Client i%E .

TG, RTHERREE AR5 DA TR g ] . 1
41: m:bluetooth;smart-card

QISR B E AU FT DR B TDRE, Horizon (A
A USB RPN T e 24, DURERBAZEHERR

PIAI AR LSS5 F A B2 4y HDhig,  Horizon

R o USB B 241,

L IR AR G Er A RS AN A T TS ),
PRI AN B I B 2R

TG, RTHERR A E SEAR A a i He R A 111
S, DA T IO  ARAHLA T N AR e
DHERI RS . AR B A R (T T T 70T
f5an:

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff
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#5E Horizon 7 for Linux 5[fi“F&

F+ 6-1. /etc/vmware/config PRIHREEE (49)

HIH
viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

(5

{m]o}:vid—xxxI_
pid-yyyi[;vid-
xxx2_pid-
yyy2;..1]

{m|
o}: family_name_
1I[; family_name_

...

{m|o}:bus—-xI[/
yI].../ port-
zI[;bus-x2[/
y2l.../
portz2;...]

{m]o}:vid—xxxI_
pid-yyyI[;vid-
xxx2_pid-
yyy2;...1

{m|o}:vid-
xxxI_pid-
yyyilivid-
xxx2_pid-
;...

{m|o}:vid-
Xxxx_pid-
yyyy([exintf:zz
[;exintf:mvl])
[;-..]

FRE

RiEFH#

EuA!

RO ETA, T HERR A R T A sk B RS 2R
P, DABEREATE R . AL N R FR sk A
5o ERATRALERE A TS F e (%) DA 8
Fo

fln: o:vid-0781_pid— ****;vid-0561_pid-554c

RGBT, ] A AR TR A AR

5l4n: o:storage; smart-card

FEHIEIE, Al SR AR AR T B A - AR
SBESHRIR L o ABAZE DA Sl A P e R e
BRI, EARRTE S TR S T e,

14n: m:bus-1/2_port- 02;bus—1/7/1/4_port—0f

FOE BRI, T B R I R A LR A
EED [EC Al IVE2S = W YR 1D/ VAN G VA = yast 9311 L1 TR Gl
DAL T8 77T (%) AR 37

fBl4n: o:vid—***_pid-0001;vid-0561_pid-554c

I, ATHERE A S E N G USB R, 1A
TR A T R R P FH 2 ek B SHEA T 4030 o REE TR X
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...].
AL /SRR AR T sl . m] DALERS 3 i
BEHTE T () AU Sy

i m:vid-0fef_pid-55%*

RO ICEETE, AL AR A A R s R e
USB i (i A o BOE sy
vid-xxxx_pid-yyyy(exintf:zz[;exintf:mwl) .

AR LAE exdntf BT, Fidse e M imsihs
A Te B E R R A A . AT NI
TERRANES, M PAFERARE A RS, BRI
0o ] RAAER B S F sl P F 27T () DA 315
Fo

.

0:vid-0fef_pid-

#**%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

Rt Horizon ANEr ) 5 EARMMEHRIVITIF. 4

WAARERDEFAL, DI vidPid B, DAL
BTt

/etc/vmware/viewagent-custom.conf FR A REIRIT

Java Standalone Agent {i FHZHRERE /etc/vmware/viewagent—custom.conf,

VMware, Inc.
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% 5E Horizon 7 for Linux SI*E&

* 6-2. /etc/vmware/viewagent—custom.conf Hf4AREIRIA

BIE
CDREnable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

RunOnceScriptTimeo
ut

VMware, Inc

& TR
true I, true
false
trueEﬁ true
false
true Ik, false
false
true 5k true
false
true Bk true
false
sy 1
ERET
BHISCT
T
pbis EE pbis
samba

120

i

ST, A] RO ek 5 TP m i e g (CDR) 1)
figo

RS, A ROk Linux 5207 & R0 TAERS B R
Difie.

eI, R7E¥ Dynamic Environment Manager 124545 /1
JIT 0l P 86 1P (Sl TR it B 1P AzhERE, Fis e 2 I
F B EANIR R 1P fAkek VPN IP Atk A0SRt Ay
false, HIEMHI Pkl eraE4dis £ IP fzhk. S HI, Blerfl
JH VPN IP £z,

ROEIEIEIA, [ E (s ] Help Desk Tool DifiE.

RIS, AR A s R G bl e i A E T
HUSERC 5L Linux W Horizon Agent Si-F-&1F120 .

IR E B RO A R, M RRrE TR . e e
SR, NS TRk

{5 Windows Jix Horizon Client Sz 21k DIfig, I FLA%EE 1A 5
XLEX, Y. B, WSS, VRPEA S, SR SORE R
b R

T SIAPAREE /tmp/vmware—-root HE LR BA ML BRI
L I g

m0- 2Pk

B >0 - (RENRCERE

FE True SSO Iy, (ISR R E AN Ak 1Ak 1)
NetBIOS £,

TR IR 35 B AR A I N o S T AR A TN
I RI 115 1 AuE PowerBroker Identity Services Open (PBISO)
SRR Samba BEARATIESIN . ARV EASE pbis ok
samba, HIJ T Z20SEEARAHEIIN o

o IS T ] 4748 S ) BB 1T IDN 22 Active Directory .
TAEPFRAE I, GRE RunOnceScript I, FRENUHES S
AT — R MR A TR T — I H AR U B
T, HEMmaERIER 2B A T TR, BIEr DAARARERR
BATHRA S
PL Winbind iRy 521, (b B BB R A I &
Winbind [1) Active Directory, fi# itk BRI E Ly b4 ISR A4
TR A S A4 /usr/bin/net ads join
—U <ADUserName>%<ADUserPassword>, 7FEftrsEil >
B, TEERGIT G AT BRI IR i
BEATSEIE BT, M RS N\ Active Directory.,

TR PES 2 RunOnceScript BEITREE @R RF L] (D)o
B4, #5E RunOnceScriptTimeout=120
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% 5E Horizon 7 for Linux SI*E&

X 6-2. /etc/vmware/viewagent—custom.conf FREHAREIRIE (40)

BRIH
SSLCiphers

SSLProtocols

SSODesktopType

SSOEnable

SSOUserFormat

T

UEMEnable

UEMNetworkPath

VMware, Inc.

& e

Y laNULL:KECDH
+AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

S TLSvA_1iTLSv1 2
UseGnomeClad¥fic
UseGnomeFlashback
UseGnomeUbuntu

UseMATE

%

UseKdePlasma

true Bk true
false

N H [username]

73l [subnet]
CIDR IP

DA

MR

true 5§ false
false

eSS

A

T SETEAC AEE DIAT . AEAT] https://
www.openssl.org/docs/manmaster/man/ciphers.html HE 2

{52

(I BRI PR S e A VR AR A o SCER ORI 7%
TLSV1.0, TLSv1.1 Fil TLSV1.2,

BT R SSO HUHIRFATE M RO S-S 85, iAo
THR SV G B

FEFRE S A SRR S B A, AR AR
TG B 2e8E 88, 76 Ubuntu 16.04/18.04 5iffi V-G H R E
IHSEITITR , fiEs SSO TUAEE TN, MBI e . Wi
7t RHEL.X/CentOS 7.x 51 & AR E I, R T
SSO &, A @i TSI R & 5.

f#:f RHEL/CentOS 8.0 il RHEL/CentOS 6.x 5 f-&5 A%
FZIE 3T, Horizon 7 fi %3 RHEL/CentOS 8.0 Wil V-4 111
Gnome &S, 4174 RHEL/CentOS 6.x 5 F4 I
T SSO AN KDE R A TR S V- G BRI IR A
A, RES BN A B,

PE ST T T EE— N (8S0).

I E Single Sign-On B NAREMIKS A FHRE 2
PR 2R, RIS A, R E T, — Ak
H, BNLTR AR RN R oI e T S
RIFBR T ICRPORMER, A S — R R A . TN
SRR AR AT TR

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

TR BT R A, MRS I e 2fiAR % Horizon
Agent for Linux. Q1A ZABIEATANE A AHE 1P A7dk,
Al A LR 4R AR 1P fzaikZiaTEAR & Horizon
Agent for Linux, #2704 CIDR IP fisit#& s iziE. Bl
41, Subnet=123.456.7.8/24.,

BeE I sEIE, AR Ek 2 FH Dynamic Environment Manager
O AniRaRIER A, HAE R E Dynamic
Environment Manager % S8 U ) i s, @il
JiE AT,

IV ERIFLAZE % 48 F4/F Dynamic Environment Manager 454
FRRSE HAHIFI ARG R A, BRI b DL S //
10.111.22.333/view/LinuxAgent/UEMConfig.
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% 5E Horizon 7 for Linux SI*E&

fiz¥ SSLCiphers. SSLProtocols #11 SSLCipherServerPreference 1 — {24 MBI I A
VMwareBlastServer 7. Rl VMwareBlastServer fZ /7 Hr, Java Standalone Agent &1t
BIUHN 280, BT Blast e [fiE (BSG) iy, 158EIHE 2% BSG B Linux S G 2 [HIHAR, 15
F BSG I, gt s 2 H Fom B Linux S35 2 R4

=R EEEA

PR VRS RS IR, DA s Linux SRS 1 USB HUgrin  BYRGH FUERLn LU P
i AR A FER L DU RERA T A% o

R UAR il I B B e A R, VARt USB SRt . MEedED . DR TECERE A . P i
g . Web 1 Chrome fi S5 EimlRE, LAMIATTRE MR BRI I F 5 SO IR 9 T4 ]
HERETSUEN) Horizon BERUF IE e S NI E A, ELAIAE TARRE BCR AU FOpr e . 3 el
AR A T RS B T 825 ] Horizon B EUFRTRI,  #mT DAREE M T A1k

&7 L1 A Dynamic Environment Manager 7+ i 1 F IS B2 N0 me iEFr b o i s il . a5t
Horizon 27208 i Il e i) Flash Z5HS B 9187 . Integrated Printing 11 USB H i si[A) )1 /% aisERts
FEM Horizon BVEA A N e (e R SPAMEIAIT T, ELATE T /RS B g 45 U] o e

R, ] DL UE R SR e LR AR R0 R o i, #m DA — MR I, ZE 1

U5 A AN AR 2 i S - R, 50 FH P s A A A5 ) DD Rg o

EERAME:

FHE AR, B8 Horizon 7 FREENVARF S RRES K.

n EAE DR T LA B i s K & 1202 Horizon Agent 7.5 B HUg AL K VMware
Dynamic Environment Manager 9.4 b BUHT A,

n  fif]F5 A Horizon Client 4.8 ok BURThRAGHIAR & AL DARY 2 I BRI 3 Linux SEAV 5o

s VVHRET DEMEnable i®IH, HWAHATE /etc/vmware/viewagent—custom.conf fEZEHii% i
DEMNetworkPath 3218, FHZRIAE Linux 5L |5 4 e f i 198

n  EVHZEER P Im B e AR S e . a0, 7E Ubuntu 18.04 R%t b, FELUH NFS 1
SN A 22he nfs—common 544, DM AT T Samba 1R f7l: 2 cifs—utils £

24 Dynamic Environment Manager

4 EIT ] Horizon B S R Ay il Linux SR & Lt 52 0V 5 DIRBAT Ay, WA E AT 1
Windows S fi*F-& |24 Dynamic Environment Manager 9.4 u B A,

#EA[IGE VMware R EfT R Dynamic Environment Manager 2285 f8 X, 780 75 5 A HE Dynamic
Environment Manager F:15i1) Windows SL[f°F- 5 | 2725 Dynamic Environment Manager $5E 1425 ¢
-, 7F Windows V- 51 Dynamic Environment Manager & #1925, AR DA il i Linux 521
V& BRI & DR T Ao

AT BRI G EE, AR O SR & TAER B RDS 24 |22 Dynamic

Environment Manager,
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4n75 Dynamic Environment Manager A%t oRELSEH 2B R, H2R (LR VMware Dynamic
Environment Manager) .f}:.

&% E Dynamic Environment Manager
7R3 Dynamic Environment Manager, 7 g H A s i 52 01 5 DOAB I A ALt I

£33 5 Dynamic Environment Manager, 5515 ( VMware Dynamic Environment Manager & B 15 R )
IR REFE 7R AR T o

Horizon 2R RBIERE
YENT 7 Horizon 212 R, #5 D 4] Dynamic Environment Manager Hi3i i SHREMIT T4

TN il B e R ), DARS il USB BEfrietn) . iedies| e . BN BT . T P iR
WG . Web A1 Chrome FESEIRIIAE, DAKIA TR ERSTE O SIS & SO AR R 04T 4. ]
HERBEE ) Horizon 2y B R AIE7E B NIAE ], FLATHE T/ERS B g AR AT Top 4 B, 4 B
F F AR T ERE BN E T 1] Horizon R AU I, AAr] ARE MRS TAF. w526 (VMware
Dynamic Environment Manager £ 451 ) Hf [ &0e (A BREERE R Horizon £ RN | 32 38iH Y
SEAEIH HI T

fr LA Dynamic Environment Manager 15 {4 /125 R IS BHAIR 2 T B i ER B a e iy i 158
Horizon 25070 5 il erdzs i) Flash 2GS F 31507 | Integrated Printing 1 USB F S 775 TalsFRE
R AEMY Horizon R SRR I e 7E TR ISBRMUNIIE T, BLURTTE T/ERS BE g A I S . 55 2B
{VMware Dynamic Environment Manager £ Ei5F ) H1i [ 5oe rEISEREE e 1Y Horizon £ R ETHI |
T sE R AN

— 2, 2% Dynamic Environment Manager Hif i Difg s £ 1) Horizon BRI GTHIEEE, &8 S 8%
(B SRS LSRR AR i R R

KB IRIEFE Horizon BEBIFHIER

£t Dynamic Environment Manager H17E Horizon £ 2R HIIRE, RS AZARF 54 ARk i HI AR 5 i
Pro Bgn, AT DUHTHG S e ol T 28 mIARI S SN AR = iy S 1P 5 R, A58 TP Pt A T L )
DR

BE N FIMEIEETINE Horizon B/ B HIESE , Sy B0 I 2% AE vk Linux S3ifisE &k
o AL HTSCRMME— R R, QURCRE R IR, RSP IR 45 R false,

#* 6-3. &g Linux KEF & HHEERM

e L]
Operating System Architeacture WA EZE RGOS . (HA 3% A Linux,
Endpoint IP address T i 1P ATHE S AR TR il . FlR PR s AT St 5 0, T4k A 255,
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ANith, A DLRE Z{H Endpoint IP address 44, i MAIF IR,

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

4n#57F Dynamic Environment Manager & #1 1- 2 & HUgiE AR IR0 R4N R, 55280 (VMware
Dynamic Environment Manager £ FI5F ) .

#£ Dynamic Environment Manager Hi#3f Horizon 25! =8|

#E AT DL T Dynamic Environment Manager 75 =54 7F Dynamic Environment Manager 157
Horizon £ A, - 7EF% Horizon B AIRE, FEHHHG AR & 4 AR SR I A AR S i
WEEH

n 2RI Dynamic Environment Manager. 55225442 Dynamic Environment Manager 8% 1
Dynamic Environment Manager,

. PRAHIEE Horizon B B FAIE RIS, B2 BT IR % Horizon £ U HIE %
m 4T DEMEnable BEIH, JRIBAE /etc/vmware/viewagent—custom.conf £ 5155 T DEMNetworkPath

B, FE2BIAE Linux S & RO AR,

ARt e ERAE D, R AU e T RS AT A 2 42, S5 Dynamic Environment Manager #/0 4
— oy BRI AR SE AR R B P, 2 F2 PRI 2 AR = S S B SR P 15 o

CSOTDA B BRI, DAY) USB THFS . HRSIED . ORGSR
WP Web Al Chrome HSEAHITNE, A BIATTRSERITEC SHRIOAUIY: £ SR AL 07T 25 BT
HIBIRER) Horizon B SRS AEB N HRIESIR, FLOJYE TRRS BTN A MR T3 B, S

P T 2 T BB T8 1] Horizon BRI, S EEI T f.

&R LA %, Dynamic Environment Manager 71 1155 TR ISHHAERE 2 TR TR IER R e iy il . 1588
Horizon 27208 i Hilgr i) Flash 254 B 9187 . Integrated Printing 11 USB i {rasl A1 T /%, ThisERESE
FERY Horizon 2R Al e AR IS BAASIIIIE H],  ELATHE T /RR B AR W [ EE g B

a4 1] Dynamic Environment Manager ©57H 45 G523 251, 5526 (VMware Dynamic
Environment Manager &5 ) ik
BHF
1 1t Dynamic Environment Manager #4955, SRR RETRIRDA S il T R il A, Bk
BB ISERIR 2 o A U R IS ER B R e s I
B4 Horizon S UFHIE SR (&H) BHHILE [Horizon UGN Bk,

2 2N Horizon BEARR], IRigH— Mz, DU SRR AT,
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#5E Horizon 7 for Linux 5[fi“F&

3 BRERERSIEE, RRemE TR ARE.
a A& [BRoE] BEh, AT N A 48
Bilan, 2SR e s B PR T DhRR, RS HEy 7% CDR,
b 7t [Horizon ZESA i IE ] BB, SRR AT 7 R A it U b ) i i SR - 15 DHRBFHR I o
TR LGS 2 it S T F- 5 g
4 TR TR S RIS O s Linux SSRGS AT o
a  EIURARRESIEL, e M, RRRIUESERFIURIIE.
b BEZA Linux,

Operating System is Linux

C i NHMY, SRRRHNCHES P ALk
WRTHR ST AND 351

d 7E DBl 1P A0l SRR, ROENRE 1P AZHEEE , SRR N REE .
LT SR AR BEA i)

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 i MEFLR RS AR,

Dynamic Environment Manager & 7F &3 (i FH 27 1H 4R ok T di4R 21 1 i i [ 5 B2 P Horizon k7R
Hil

Dynamic Environment Manager 742 i 55 0 it HI| 248 1) 7 BENF 7 B 2R 2 2 S0 Hil . Horizon 72
Jo R IR S~ BRI tH3UAE [Horizon BTSRRI ks b A ESURS AN B A5, Rl s e ey
SRR ER M . Blan, A& 4 Sue MRS RIlEr 28 4 Sue MIEETIEBUT] USB T
1], DA 5 — {4425 Pool F R HIETE 446 £ Ubuntu1604 1 517 P-4 Sl 15T USB T8
r], HI% Sue #8725 Ubuntu1604 5[~V & Sl s S (- G e, &)1 USB HgiE A URg

Linux £HEF &) Blast 5% € 841

R AR R P SRR R E, DASGE S RE . WA AR ARy, SR e E A Bt
DR — B IR

VMware Blast Extreme &R 1% E 5% 3 &6 5l

VMwareBlastServer FIH AR ML HALRERE /etc/vmware/config.

o

=
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W% Horizon 7 for Linux S5

%+ 6-4. /etc/vmware/config HiY Blast 48 7EiSRIE 645

fHk

BIRLR 2 i LAN  LAN HFWAN  EJ3 WAN WAN TR

AR E RemoteDisplay.maxB 1000000 1000000 1000000 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1Gbps)  (1Gbps) (1Gbps)  Mbps) Mbps)

K FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS

R RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio

YEoRAE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50

PNG) ualityJPEG

FoRiE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35

PNG) ualityJPEG

FoRAE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20

PNG) ualityJPEG

HURME (H.264) RemoteDisplay.qpma 28 36 36 36 36 42
xH264

HURYET (H.264) RemoteDisplay.qgpmin 10 10 10 10 10 10
H264

1 Y APLY il =] sEB
Linux SEF & B P iniiE i E & m s E A §5 5
ST T P AR ) (CDR) JIE, DLKIB 7 Al e Linux 521 S S 17 BUAHE R e 02t TR ok

TR HEERS
HSTE E = /etc/vmware/config f5 2454 T CDR &L

A4 RE e [T C:\ebooks Il C:\spreadsheets ¥kIA& . 10 iR AG 3 i, A6RG 1E P
FHBEZ ERK,

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

EJemnda s, =255 ", " WEE ebooks 2 1%, 1fi spreadsheets H A 1A SEITAAT R 55 6 ] .

fUETE cdrserver.sharedFolders SEIE (T "R" S5 2Zd E W AT A1 IO T EokkAe . 76 N A1)
th, B R ECE /home/Fsmith ERI AR E > 1%, ebooks Fll spreadsheets ¥ ALY A

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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BIAFEE Linux SAFEEE

BT Linux FRFHEER AT E R R IF &, W Linux FERes A8y i ~F G 4Rl
Horizon for Linux Sc4& N1 s - 5 Sl R .

»  FAT vCenter [EHFHEARIT BRIV & £l

n  HEEEE R G S

w  HIREH T B SR A Sl

5 HAH ] vCenter MR bt S L TSI 2 el AUAJRTERT A RE e 120 Horizon Agent, JRi%
o R AR A e S T~ 13 SRR N RS, AR R R s I 5 Rl . 5 SRR R RS, S
B Linux S IF 5 R A AOMEEL

EEE T YR R R A SRR, RAELE Linux FETREMERS IS |22t Horizon 7 Agent, ZR7Z {5
SRAI RS S 5 BRI R e A B e BT R RS

A A BV R P B s T S Rl RAZHIZ IR PBIS Open BREGETE Linux HEffERS [ 202 Horizon
7 Agent, WALHERNZEIAS, AR1E, B HIHAR AT S S R B R, B B E R B A S 5
[

AT T
A5 Linux BFED S5 2R
m S Linux 5005 8

w7 Linux FEN7 BB 5E B B K 5 Bl
£

s X3F PowerCLI 774

B Linux HFHEAFERE
(EPTBAZS Linux HEBEHERSEE S F IDUE ¥ 63420

AR S Linux BB & S R AR e SR R e AR 8. WiasBi A S FEh SR & S
MIRFATEER, w2 (7F Horizon Console H1RE BTG ) -
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BB

BB Linux ZRUIESE 240 0% Horizon Agent, #52BY7E Linux FEHERS |42 Horizon Agent,

m 52 VMware vCenter Server 1% Horizon Connection Server,
B
1 Jf Horizon Console H, #FritTlhsafm L&,

G E S > RETE > Hi.

Rt S Windows 1 Linux FE e A A ARIR) ) S & el

2 EHFEREFERE.
3 I vCenter Server &P ACZ EHL R, REFLT—2F,
4 Bl a e rh oM I e B Rk, REBIET—3F,
5 AR TR R N B
1F RIS R RE] "I, BoE Mg,
HIF ;A
FERR R R E VMware Blast
TR R E “~
3D HREA fii}] vSphere Client 5 (# 114 2D o vDGA 51 F-4), 414 vGPU s & Hi
fiiJT] NVIDIA GRID vGPU
et RNGRT RN, AARRE, AR AR R R, e B W e S ek S T
1o
6 ORI ERTE, SRR A TS Y A Sl MRS . 7E Horizon Console H1, RIS -

AR
GO RIDGER] > BIIGRER], ORI AL
Linux s 2 M4k, nIAE Horizon7 HSE b Ve A s i 4 o

EHE Linux SAFEEKE

T TSP G A Linux BESHTE Eiars, SErT DU EUE S BT P G . 45
A Linux Z SRS E T B ¥ A 1. AR FIF-(& Windows Fil Linux %A fF 35
i, WRGEETZIEI B Windows HE, TIEHEHIAR S Linux SUIF A .

ERERNXIE

n B A £ el

o AT AR

RS A
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HERTUATE Horizon 7 FRSER e RS, HOZ T therh MBRHE ety o

B imAR E 218

+® 7-1. iBIRERE

EHRRE #IR

TR T HI m RESTTEIEENE
RS TR K S BH R
m Pk
m TR
FREEAR S B m 7H]
m kA
m {fn 4G
SO T A T R LA ¢
5
A E AR s R A -
1 T AR 5
(BN |, R AAeEE®s w2
FOPF DI 8 5L 5 Tl 5

1% Horizon Console {E%
w  ET TAERS BOEAR

s B TR
R R A&

w (HARLEL

BN I A R, AR LRSS ER o (R e R O 2Rk B PESE, AR

HorizonPowerCLI Cmdlet,
m  Update-UserOwnership

= Remove-UserOwnership

fart S A T R B B ST o 18 SRR E AR IR 1 15 S i A I F e AR o

Bad IR

TR R e VMware Blast

FeRTE T AR

3D i m 1% 2D 5k vDGA, F{dil] vSphere Client 1 T# FH

= NVIDIA GRID vGPU

WTRFANERR, w526 (VMware Horizon Console 52 ) wiHH S -
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B Linux B cBEREATAEE

AT LARy Linux FEfRas 4oy BB 52 B s - 08l . diy AB) e B B oy G ol 2 1%, nTLA
BH] Linux BEfHEEE R Horizon 7 S35 s it 51 & o

AR S Linux Y 5 B 50 BE s F & Selm S (R e s iR e AR S 7 ¢ s B iy HBh e g
BT AR R, 55268 (FF Horizon Console MR E FRHFERIY-& ) o

LB

m Bl Linux ZRUVESE RS F U202 Horizon Agent. sEZBI7E Linux BEBHERT |22 Horizon Agent,

n  BUTHRBUARSER T, AR IR PRSI, S B TAE R Linux ST G AR
FA RS i A

m WIRESE ] Winbind fiigik 5 S8 268 Linux BEFAERS N Active Directory, A JEFEEREEER A 58
A% Winbind fi#5 ZEHIREE -

QR Winbind gk 5, HIAZEAE e ES T4 I N4 £ Shell F8 45t fE N4,
W HEE /etc/vmware/viewagent—custom.conf H1 Horizon Agent i1 RunOnceScript [ MRS, Wl
T, FE2EATE Linux L& FRe 4HAE RS ORI,

m 55 vCenter Server UL 4 Horizon 14R ks

1 R AR

a2 vSphere HE RS T HISCA Y [ 4E vSphere Web Client Hy Linux (1 FIET U | o HE7 8L
FIRE, FHIMEE BIERETSE TAIRGE o

RE =

PR A %0 Linux

ERPE ] R R 4

Al T/ Horizon 7 BRBaHI4H .
AR IR HEAI S

1% DNS A BN

st A E RS ARG AT SR PR IUR AN AR, 55284 http://partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf,

2 {t Horizon Console H1, 14 ) s 5 5l .
BEINEEAEF 8% > BEF-5 > #iE.
3 BNABREVEERE, MM T—5,
4 RINGEEERBHE, 152 vCenter Server WU THEY, KRBT —F,
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5 EER TR
a AE BRI EREEBOE] Hil L, S8 MR,

R i

TR B T VMware Blast

SRR R EREARIGE B

3D HEES fili}1} vSphere Client & 7H (/1174 2D 5 vDGA = IY-£), $H¥ vGPU =&

HII{# /7] NVIDIA GRID vGPU

b BRIy, FRE HE AR a4 B

HRIH i)
FHRELE FaHN LR,
AR B4, 48 LinuxvM-{n},

AL AZERRIE TR 5 el /N3
m BERRIE LR
m A RIS
c HBIPLRES, FEHTEEHL vCenter Server fE
LG vCenter Server 3% :
1 A
2 EEBEHERR ORI RN E
3 Mk
4 EJREER
5 R

6 ORI ERE, SERREE A TS 5 Sl MRS . 7E Horizon Console 11, RIS -
GO IR > BIGRER], ORI AL

7 CHERE R R A RO Linux HEREERS B AE T

5 Linux B ABFERZFHEAEERE

RO R R P S REAE 5, 4 Linux MR ae iy ANIRr i S B st i el o iy RIR i
By i ig, @rTLR Linux fEBH%RR 114 Horizon 7 5 gt ST F- 15 o

Horizon 7 Agent for Linux {47 145 Ubuntu 18.04/16.04. RHEL 7.1 584, RHEL 8.0 &t SLED/
SLES 12.x 5%t b S 1 BIRE#E B s - 5 el

st 1 Linux SV 5 S 10 B UL 1 5 Sl - A 38 vGPU [ETEIhEE

FHIFEEHE Linux 2 RNRERE LSS 5 SR R BER BRI e PR A 6t anas A T B R 4 e 1
AR AIREATERR, w526 (F Horizon Console H1REMEHRE N5 ) o

VMware, Inc. 111
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BB

BRAE vCenter Server W T FEBHEIS AL Linux TE2E RGP, EStAnEEN, SR
FHEES RN ZEE Linux,

il ] PBISO Bt ik /7 5 ok Samba Winbind BEARIIAMEST AD HEA5 120 8R . TS falgs, &5
2B 7 PowerBroker Identity Services Open (PBISO) &5k % & Samba R4 NI o

Rt A EEHUT RHEL 8.0 11 Linux M fieias dy ADIRpE B V- G 8, 554 H] Samba Winbind
HEAR MBI T AD 445, ] PBISO Birztifh) RHEL 8.0 jfithes A 3 42 Bl i i F A SR

A% Horizon 7 Agent for Linux FU2c80BR . ndssfAlsl, sH2B7E Linux i Bias 4258 Horizon
Agent,

i i 11l VMware vSphere Web Client 2 B X151 Linux EEREERR IR IR LR . G20
{vSphere Hi— T 15 - VMware Host Client) H1ft) (£ VMware Host Client FIHRE I )

TifE2 vCenter Server it % Horizon 145 (il #s .

BF

1

N7 B4 Ubuntu 18.04/16.04, RHEL 7.1 sl BN . RHEL 8.0 1k SLED/SLES 12.x |19 Linux i
FEHEES (VM)

IR, S B IBER R Linux,

T M 4ar4, {E Ubuntu 18.04/16.04 ##s |- T2 Open VMware Tools (OVT):

# apt-get install open-vm-tools

AN, FESERAE A i S A A Y Linux MRS
2235 Linux B TR T T A R E &
WA, 2 E20E Horizon Agent AT £

1F Linux FEfERs 242245 Horizon Agent for Linux.

# sudo ./install_viewagent.sh -A yes

WNTEHEANERL, FESBITE Linux BEHHERS 122 Horizon Agent.
A Linux FEHEHEES L Active Directory
w A PBISO Btk 5, sipT NAIPER.

a it https://www.beyondtrust.com/products/powerbroker-identity-services-open/

Nk PBIS Open 8.5.6 S HUMThicAS, IR 23 A5 Linux FEfEHERS L.
# sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh

b {#iT%4 Linux Fil Active Directory [#) ( PowerBroker Identity Services Open (PBISO) &%
—HIFR R ERR, HES R Linux EE % EL Active Directory.
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A EEH] Samba Winbind BEAR NI, #H1E /etc/vmware/viewagent—custom.conf 5k

S ==

0fflineJoinDomain 7% &4 samba.
f5eE ] Samba Winbind 1% RHEL 8.0 Fifstirs bl Active Directory #4. 751, IR
BT S G R TR
w O RE S EEARASIE IR, EAZEAE OFFlineJoinDomain/etc/vmware/viewagent-custom.conf
BRPH ERRE A, W), BIRF P B - 6 Sl e R
6 WY DHCP fillliRes A&y B % DNS filflgss, #5470 Linux 2% E DNS flllkes.

TEEENT T B R ARSI, S O R AR AN T o 8 T O AR A T - 4 B e 46 MR e st
BNy, REBERER A AT AT AR T R 3E (41 DNS frlfless) #Eriidc. PBIS FaE 4754401 DNS
filllkws, /etc/hosts HiftJ FQDN $HENGAG H o AT AE B AR A T -RoHT 3 24 P iR s iy
1 DNS frllleasidi e, @UAZEAE Linux RA&uHHRE DNS filllss. 40, 7& Ubuntu 16.04 R4, 4
APUE L N4 TG % /etc/resolvconf/resolv. conf.d/head #5541, DLFEE DNS fallles.

nameserver 10.10.10.10
search mydomain.org

7 () QU AT Linux VDI BIIRFE SUREERE U /ete/Fstab RESHg NFS 4%, s H]
NHH A
m  {F /etc/fstab HFH [ soft | fEA, 4.

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192, timeo=14,soft, intr, tcp

n QURERIETE Jetc/fstab W] [ soft | BT, JELAE 58 Linux FEFHERRIYE 0T /ete/
fstab, ] PUREBIEATRIRIES SR T /ete/Fstab fE58, SR1% 7% ClonePrep T LR IL I
PRI S, andssrdnEsi, 5520 (VMware Horizon Console & ) SCf}-.

8 [P Linux FRHRs, SR VMware vSphere® Web Client 278 BEATE AT Linux FEEas 2
P, DU, g,

AR RN, #5226 (vSphere B— M HI - VMware Host Client) H11J (4 VMware Host Client
FREEHUR R )

9 1f Horizon Console H1, 4 [ Ehs - 5 Tl
SHGFAE SR > REFE > $ig.
10 EINHBIREPEER, R T—F.
11 SRIVENERERY, $:25% 1 vCenter Server JUT(HAL, SKiEHTF—3.
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12 SRR S B s S B
a NHURIRE, SROE R AR ey 8

EH il

R BB

BRI ARE BT

g H45E Horizon 7 {ERT AT SIANY 5 HE SRRt AR H TR el (2100 b0 Lpe— 3
T R A, 48T LinuxVM-{n}.

BRI R E FarE el rh AR 4R B

5 (BARCFETR) B R P AR RS B P I LI F- 2 R I

TR AR BRI AT 3 Horizon 7 i3S AR RER B s (1 R SR 5

b IR, H5%HUE A VMware Virtual SAN 7528172 A F R )
c HIELREE, FEREAINEE . AD Fey, DANATAL A R R RS 12 BT IO A BT 54
5.
BEE  FEE ClonePrep BHETEIREA L Z Iy, SHMERIE SN /var/userScript &
R B E BRI, AR SRR e A 700,
7£ Horizon Console H1, AL HRIGFAIESE > SEES, A g0eh = Se i il s i-F 5 iR

PR el A%, WORSEI AT, NG 20 MR 3= 2% 51 vCenter Server sF4H H $¢rhMEAREER . Ak
TSR R R AR 1L vCenter Server FEANHEkrPREER, HLEELEE M FEAN H 8%, SRR AT H Al
RO THEDRIR 5 o

HESE
R T2 A7 TR I PR, 355218 (& Horizon Console HI e Bt 14 ) Hity CRAERIFM % 2
T a )

I8 PowerCLI 8 &

FHARAE AR R 7 F Windows SV Fad T & A5 EE T /EY Horizon PowerCLI Cmdlet, 7] A
Linux S5

BAFHRAFELEEE

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

RAEIEFE 5 Linux SR F S LT H
m  DefaultProtocol Blast

m  AllowProtocolOverride $false
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m  threedRender usevc|vgpu. £ /4 VGPU 53 V-5, &hf#H] —threedRender vgpu, 45/ 2D/DGA Hi[f]
Vs wHiH] ~threedRender usevce

il
G574 )% LinuxDesktop . AT EEEHERS (VM) LinuxVM-01 (1778 Linux S04 Ll

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

w5 LinuxDesktop [ Linux VGPU S elt , A7 HEARERERR F VA LinuxVM- 712 FE i
w4 B

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false -Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

AT —{F RHEL 6 x64 [EHHEES10IFE) Linux S5 82l LinuxDesktop.,

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-
ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

BARBANBNRATEERE

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
—NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—ResourcePoolPath <Resource Pool Path> °
—dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

NAIEEBEAE A Linux S5 AR H
m  DefaultProtocol Blast

m  AllowProtocolOverride $false

m  threedRender usevc|vgpu 7/ VGPU Sl V-5, #Ef#i /] —threedRender vgpu, #:/4 2D A5,
#H1# ] —threedRender usevc,

Hpl

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
-pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" ~

—Persistence NonPersistent -deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources"
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—templatePath "/LinuxVDI/vm/LinuxTemplate" °
—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore"

—customizationSpecName "linux-spec"
—-maximumCount 100

FRABREATESKERER

n 481 mydomain.org (R4 AL T LinuxDesktop [IFER]

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain

"mydomain.org").sid

m 5% mydomain.org A3 4EIE i FH 2 B4 %S LinuxDesktop FRER] .

Remove-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain

"mydomain.org").sid

HEHASAFAEEPRERERIERBRERE
& myuser (HFEFRIRAS A S H ST S el Y LinuxVM-01 FREes o

Update-UserOwnership -Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

w QARSI A SR Y LinuxVM-01 EEBEERSIZER myuser (412

Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id

BHEATFaER
»  ff myuser [R5 TAERBrPEH .

Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

WMEERFE PowerCLI Cmdlet [ FATEEN, &5
4H) .
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Horizon 7

H| i Horizon Console, #:m] A HBhid17 Windows (ifidl: Linux) 5 fi~F SRR . A, @RTLLBHEERE
S E AR Linux SR S RS R AU 1515

SRR S ISR 2 T A EE TR IR 2 ihiRe T AR AR R, VMware BEA T TS
ENE RN E VIR

m  Linux S5 RSSO

m  Linux S5 R TR

m IR Linux SEIAPT GARRS I R B A

w AR Linux SH0°F & ) PowerCLI F54 i A

w AR Linux EEEHERS AR 215

BRI RS N AD 4 ER (4R 215

m  fifif] SSH ¥ R HEERS TN AD A9k He 4 15

m FEAREREE Linux BRSO RIS

m  {fiJf] SSH FEZHAEREZ Linux HEBEERS ORI 215

m  {f Horizon Agent |- 714% Linux 5 V& HeRS 1 Ei %) PowerCLI 5415
m  {fiJ{] SSH 7t Linux Efitqs 714 Horizon Agent [T {554 15

m  7F Linux BT DT rESEIIRBIE 4 1S

Linux EHEFESXEPEAIHETER

W Linux (U TBAIIT S, WA TS, R e L i e, A PowerCLI
CA TS T,

S . AT PowerCLI s SSH 75 Linux HEZE L 8UTa 4. Rl i i 2
[

o
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PowerCLI SSH
AT LHHINT m 41 Ubuntu, 778 sudo apt—get install openssh-server @iy

SSH filllk#. 414 RHEL i CentOS, Fi i : openssh-server, {HAAINTE
PRI A fRETE 1] Fe i sshe

m VE R SSH s A pscp.exe Fll plink.exe, S &
PowerCLI 84 H5AHIHI kb

AR SR S TR AR A S P TR PR
DALY ESXi MR B R AZIE ESXi A R

ML R T T2 I A2 %€ Horizon Agent  FTDUBERIETHE 2 2224 Horizon Agent IRFE B G HH IR IR TIT, sk THR A
BRI BRI ER 7 oT, AT WA ASIEIR: AD (8235 ek 7ot

APNASIRy AD 15 B TRk

TCo

f#55E  PowerCLI ®H1 SSH XA 15 ] f= T4 vCenter Server & B Linux 551 B35 M5 1Rk 2T
PowerCLI FUHEA- WSt P DUEEE ESXi AT EE B S Rk 7ot £ T aEEN T, ARG T
TCo

A vSphere PowerCLI AR, i 22 hitps://lwww.vmware.com/support/developer/PowerCLI,
KEHRE—4H Linux 5S-SR K N YIDER .

1 AT RBHEES A, IR RSS2 Horizon Agent.

FH2 B ET AR Linux SEIHE SRS IO RE R s H A,

2 T EBEERTHIS

122 B vSphere RIS HE AT [ AF vSphere Web Client H17 7 Linux [ EFTHAE | o i
WIS, e AR N ARE

BE =1

BB A R4 Linux

A B RE S A 22 A

GEI a7 Horizon 7 FREEIATL,
M RE BB AR R

2% DNS PREASAE.

Bt TR AR A G B AT SR ISR AN AR, 5528 http://partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf,

3 MRS
2B TTIA Y Linux HESBEREAR G BI4E S 15

4 AR Winbind RS, BRI Active Directory (AD) 483, R AEH]
IR BIE S IS TARS I 4, Sl /etc/vmware/viewagent—custom. conf Hif1EEI
RunOnceScript (RER AR EHERT ) 41T,
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m,%Ww“Mﬁ%%%WAADMHMKM% H5EkAE 1] SSH 5 U R BT I AD A3 108
BIFEAT

5 HURHE e T A s

2R FAEAHRERE ZE Linux FRHRHEESI0FAHE S iEak i SSH HEAH fEAE £ Linux FERHERSIOEFI
(/{-I‘]T!Uo

6 H AR
FHS BT Linux [HFEh R -5 2R

QIR TRARE . B, TRl ek bR R RS OB B A, SEZBYAE Linux HRIERERS A T E e
BIFRA . ISR vCenter Server Mg itks o

Linux £ ¥ & KXKEFHARAIHEIE

SR T Linux FOTBISEET &, WATBITIRIEEE, (ETLAHT PowerCLI 54 43y 2588 11 )
fe.

XEFRAZEEHEEES

F A PRI R B IS R T R S A PR ek A S A PRI R RS, A e TR AP 4 5 A BT
Horizon Agent & &= A RS, REWITIH4 A2

SRR R B R R S, R PTEREE HSBUA I s & Sl

n  WUREIER S PRI R R R T AR S PRIV IR R, R R B T S 5 2R, SRS T
MR E R, WFETAE, sH2ETA4 Linux RS 1Y Horizon Agent,

XEFRAZEBHEAFES

CERK BRI R R R, S N AR ik

rm

Tt 2]
FERGARESER R, 2R THHT Horizon o BUATRERREMAR CINER, I G SR AIRUE R ot ok, BRG] 2ok AN
Agent, NP, BOERENA IR B, B0 NFS filikss.

B SURERHEERIR %, View Administrator IS BHEeRfETTHE e [ 1
X o ETH RIS IS I

TR 4 E%‘i%#ﬁﬁ’] Horizon Agent i J{1 VORI FTRUER E (R B P 2
AR R, RRHITT S

By ARER Linux SEFSHRMNERMRES
B THE BB 0T TS BT R RO R R
DR

B ROESE TS SR Linux SEEPEFS IR K 55288 Horizon 7for Linux [ &% 752K
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n UKL vCenter Server H N HERH AT I 2R LM EE R Hn PR . 552 F (7F Horizon 7 MR E R
BTG ) SOy [ FERs R EaERs | o

n R AA SRR SO T 2 BURAR I AR RS (VRAM) {H. 520 2D [EJE IR Rebe s

FIE o
m GEACK AD BEIPER, FHZBHCE 3 & BUE Linux SR 5311 Active Directory #4457
n  FHCRAE Linux %25 Horizon Agent {25 % . FHZRBIEE 5 iF %225 Horizon Agent.,
AR, SERGEAE] Horizon 7 AHREREROEEIAINER . SEERICE 6 5T Linux SV G AR fESi I,
s EETEICREIE &, SRR, SE2RCE 4 T BOE Linux SIS INEDE o
BF
1 ¥f vSphere Web Client &k vSphere Client H1, g Fkss .
2 REHFTAHRERIA,
a fEHEBHEAES DI MERUGH, Mg MRIERE .
b 5&E vCPU H1 vMemory /N
A Linux #4ThR 2R HH vCPU K vMemory JK/NEER
41, Ubuntu 18.04 55 % vMemory & 2048 MB #11 2 flil vCPU.,
c EINEERER, W EHURaREiE AR IERE (VRAM),

SHEHE ] 2D EIER SRS (6] VMware BEEfER), %€ vSphere Web Client 1) vVRAM K
/N, VRAM F/ME vDGA 5k NVIDIA GRID vGPU #£2% (/1] NVIDIA Badipfet) g aiess,

AR 2D [P R R RO E RIS # o S0 AT I RE R S
3 K EEE RS BRI 2% Linux 31 ThR
4 B root HERRAGME T, . ViewUser, gl T2 (8 T A8 Lo Ffigla: 24 Horizon Agent.,
5 %l /etc/sudoers HUFHITT ViewUser ALL=(ALL) NOPASSWD:ALL.

B /etc/sudoers HIMIEA T, AFFEAEEIAI DL ViewUser [ 5738047 sudo, i TASEE B B (it
HFHE A 2k 4258 Horizon Agent IRy, #3857 ViewUser 7E25 TN o

6 @I Linux #17h % RHEL, CentOS 5 NeoKylin, 54w /etc/sudoers ifEfEHES FAI4T:

Defaults requiretty
Defaults !visiblepw

7 Wk Linux 31 THASE RHEL/CentOS 8.x. RHEL/CentOS 7.x 5k SLED/SLES 12.x, 72 VMware
Tools,

RHEL/CentOS 8.0, RHEL/CentOS 7.x £il SLED/SLES 12.x {224 Open VM Tools.,
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10
11
12

13
14

LR EAR M
a i Linux A TR TROSEL 9.10 Y Open VM Tools fiiAs, G54 deployPkg FMNHFEL,
Fe R http://kb.vmware.com/kb/2075048 ,

b 4R Linux #1THA Ubuntu, 5525 T S RHRSE SRS A B SRR S vh -2 BRI E AR M
=t

m  #H¥F Ubuntu 18.04 Fll 16.04, #52:B MRS hitps://kb.vmware.com/s/article/2051469 Fll
https://kb.vmware.com/s/article/59687 ,

= £HE Ubuntu 18.04, 2B A1k S https://kb.vmware.com/s/article/56409,
$14#} RHEL 11 CentOS, GHRIUTT [AdHH4R] #E B ENEAR
4T AD 25 T 1R,
AT TR
4% Horizon Agent.,

sudo ./install_viewagent.sh -A yes

FHZBHEE 5 B 4% Horizon Agent,
fifi 1] Horizon 7 4H A THLAWAILRE .

I PARE SR I S PR

AREE Linux EAESHIEH PowerCLI 15 S TBHINGE
B Linux SUTF-4 (5] PowerCLI 254G el At T & MBI A S B
BRSO csv, LTS FHIEN,

SV 5 HE e s 20

S HE e 20

B E RIS

PR LI B AR T 2 1 R TR
LR SRR ESX flfikas
AT B AR AR AR DR

PR S 5 R SRR A7 AE R 75 INEA AR A B
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N BRI AR T RE S I A

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

HEI R A BS I T NS B2 CloneVMs . csv, [fifE S A A BB A BEAH IR ek Ak

AREHR Linux EREBOEHNIESE

ERTVLART AN M AN EBRs A5, DU U R RS (VM)

FTE AN, E S FRFIRIAR SN 2, SR R HTML hiAs, 48] LATE Horizon7 i1 SCAt:
HIHES, 49545 https://docs.vmware.com/tw/VMware-Horizon-7/index.html,

Rog 11 PN

eSS AS SR E (R AS , F A A Linux S & RO 15 PowerCLI 545N . RN
HeEr B D EOR N A

= vCenter Server [ IP {i/Jik

» vCenter Server [ BB\ 4

m vCenter Server U H! 555

w RO, OHRE [ SR

n 2SN vSphere T 115G

HSHENE

<#
Create Clones from a Master VM

i

The Tool supports creation of Full clone from Master VM.
#>

# Functions
function GetInput
{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
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IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec

$targetDSName = $line.Datastore
$destHost = $line.Host

$srcSnapshot = $1line.FromSnapshot
$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))
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{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE")
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —-Name $srcSnapshot) —confirm:$false
$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —-Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name

$destHost)) .Extensiondata.MoRef

}

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)
# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm

Disconnect-VIServer $vcAddress —Confirm:$false

exit

HE

W7

T@ nTku_,\/\L;Kr:_l%l X En /‘J /{L/TT

PowerCLI C:\scripts> .\CloneVMs.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Your vCenter admin user password:

Fd F¥

Clone Type<"Full"> : Full
Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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R PR B IR LR I S AR OB e, FERIE B SR BUNRE AT . A MR P E5E, &
{it vSphere Client, T E s m-E & i e Pk . G B O ME— 34, 1ff H. VMware
Tools 1EAFHAT,

AR ERESE I AD @IS HIIE 21

ATV EET AT MRS A5, DO EE RS (VM) I\ Active Directory (AD) A9 .

GRAR AT AD BT Winbind s 58, RIBZEBATICAR A5, PR IMNAIS 2 B S R fitas
AR RS SRR (RS T Tar S AN, AR A&l 1] OpenLDAP fifikJi %, AIAH
TRATHAR M

BN, F AN ERTSRIOAE S M A, R EEHIAC R HTML oA, #5RTDATE Horizon7 S HHI
A5, 49uk2: https://www.vmware.com/support/pubs/view_pubs.html,
EXIBEA

e HS SR — (B NAE,, A A Linux S5 0 HR ) PowerCLI 54 BSE NS AA INLAREA o
B B e B R N AR

= vCenter Server 1] IP {i7i

= vCenter Server [ B N1

= vCenter Server [{JH EU 35

w  ESXi BHNETE B NARE

»  ESXi BT R

»  Linux HEREERRIO I BN 08

w  Linux R SRERERRI T2 2 1S

w  EARE RIS IMNAIET) AD AT EN 47
w  JELHEHEZ AD lTIE S

.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES

#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
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Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
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$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

H"E E%iil

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root

Fededdedehd

Your ESXi host admin user password:

Your VM guest OS user name: ViewUser

Fededdedehd

Your VM guest OS user password:

Type the AD user name to join the AD: viewadmin
Please type the AD user password.
Please note that special character in password may not work with the script.

Fededededdd

Your AD user password:

fEA SSH EE R ERIER M AD 4l REEHIIE S S
DL ERTANE R AR A0S, DO # R RS (VM) JIUA Active Directory (AD) A8, 45415
ffiFf] SSH 1 Linux FEfieikas i a2,

AR AD % /:.\@E/EH Winbind figik 55, RIAZESATIVEE NS, DA A IINARI 20 B e S i i m s
e JH:}E‘ R R AR L T 2 A IS . iR ARl ] OpenLDAP fiil 5%, HIAT
BT RSN

A BRBNNG E S HAFSRIOFR SN A, SR IIAC LRI HTML AR, R8RTAAE Horizon7 SCAFHf

HAS, 49ukE: https://www.vmware.com/support/pubs/view_pubs.html,
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ERCA 11 TP
IEAEA W s — A, 72T Linux S5
HEAEA I e B BB R N I GR
= vCenter Server [ IP {iiF
= vCenter Server [[JiFE BN 451
m vCenter Server [} E G
m  Linux BEEEERRIOEE I E SN0
w  Linux e i o 12 2106
w  ESEME R ER IO\ A AD BN 4T
w  JEPHZHEZ AD ISR
HLWBAE
<#

.SYNOPSIS

run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION

The tool is to run the command

.NOTES

#>

#.
#

Functions

"sudo /usr/bin/net ads join"

(1715 PowerCLI 354>

FiST N\

1 A A o

to join Linux machine to AD via SSH

function GetInput

{

Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]:
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{

Param($IsPlink, $IsPSCP)

VMware, Inc.
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if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
VMware, Inc.
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write-host "Upload file: $command"
Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]::ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ' n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
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RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Disconnect-VIServer $vcAddress —Confirm:$false
exit

HEBIIT
R AR R A BB BT

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Your VM guest OS user name: ViewUser

Fededdedehd

Your VM guest OS user password:

Type the AD user name to join the AD: viewadmin
Please type the AD user password.
Please note that special character should be escaped. For example, $ should be \$

Fededededfdd

Your AD user password:

HESHABEREZE Linux BRI ESHEHI1E 205

el DL E AN N HIEB A5, S 4LRERS config Il viewagent—custom.conf {HZ]Z 1 Linux L7
HEAR (VM)

PR S BRI A SN A, SIS HTML WA, A5RTPATE Horizon7 SCAFE I
NS, #4912 https://www.vmware.com/support/pubs/view_pubs.html,

ERCR T TP

I HEA B Er s N — R NAS , AE AR Linux S F- 5 HOH 5] PowerCLI F54- RS NS g InPARAR
I FEAHS e b B B R N A

m vCenter Server [ IP iz

= vCenter Server [} B EE N 2 FH
m vCenter Server [ H B %15

w  ESXi LRI AR

w  ESXi EHEIOE B EEHS

»  Linux dEEHERR 0 B4
w  Linux FEfea i ol 2 a0
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B /N s
BEHBRE
<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —-prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)
{

$setConfig = $true

write-host -ForeGroundColor Yellow '"config" file found'
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}

else

{

if(T
{

}

else

{

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{

#Con

write-host -ForeGroundColor Yellow

est-Path $customConf_File)

$setCustomConf = $true
write-host -ForeGroundColor Yellow

write-host -ForeGroundColor Yellow

"config" file not found, skip it'

"viewagent-custom.conf" file found'

"viewagent-custom.conf" file not found, skip it'

write-host -ForeGroundColor Red 'Both file not found, exit'

exit

nect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword

if ([
{
W
e

}

else

{
Wr

#Rea
$csv

$des

#Han
fore

{

string]::IsNullOrEmpty ($VC_Conn_State))
rite-Host 'Exit since failed to login vCenter'
xit

ite-Host 'vCenter is connected'

d input CSV file
Data = Import-CSV $csvFile

tFolder = "/home/$guestUser/"

dle VMs one by one
ach ($1line in $csvData)

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{
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Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

HLW/IMAT
‘FE nTku_,\/\szr:_lTl X En /‘J /{L/TT

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root

Fededdedehd

Your ESXi host admin user password:

Your VM guest OS user name: ViewUser

Fededdedehd

Your VM guest OS user password:

£ SSH E{SARBIEE Linux ERIESEMEHIE LTS

Pl DL E T A N AR5, A5 4HRER config Il viewagent-custom.conf | {E %2 Linux
B (VM) e ES# ] SSH 7F Linux MEfiiéas FaiTa s

AN E A ERFSRIR SN A, SRR HTML A, 48R LATE Horizon7 SCAFE I
WA, A9k https://www.vmware.com/support/pubs/view_pubs.htmlo
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LT TP

ARSI er s I —(E A, A AR Linux SI~F 511151 PowerCLI F54 5 A4
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vCenter Server [1J IP {i7il

m vCenter Server [ BEN L
m vCenter Server [ EE EU

m  Linux EEFEERR O T2 B N4 00

w  Linux BEEERERR I8 T 205

BEBAR

<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]:
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

A IR o

:SecureStringToBS

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from

its official web site'
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exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
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$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

}

if ($setCustomConf)

{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user
'$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

IR IBEIT
AR A F 52 WA T

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fd

F¥k

Your vCenter admin user password:

Your VM guest OS user name: ViewUser

Fededdedehd

Your VM guest OS user password:
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£ Horizon Agent L&k Linux RHEFE S REHI
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<#

Upload the Linux Agent installer tar ball and re-install
#>

#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
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$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists
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if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAllBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

!

$cmd = "rm —rf VMware-*-linux-—
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Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
else
{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools
status”;

exit;
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}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

E%ﬁmﬁ

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no"): yes
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *¥*¥*¥%¥*%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *¥*¥*¥%¥*%*

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: *¥¥#iik

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
linux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature ("yes" or "no"): no

{5/ SSH % Linux E#ti#a2 L H4&k Horizon Agent BIEEHIIE S
123

Fn] DLEETAME ] P AR HIHR 1S, 722 Linux [JEFHERS (VM) _TH) Horizon Agent. R4Sl 1]
SSH 7t Linux fiEkeias L Tar %o

FEAE AN P AE S RS SIS, REEEIAR I HTML JRoAR, #8R] ATE Horizon7 S E I
WS, 4412 https://www.vmware.com/support/pubs/view_pubs.html,
R -1 TN

A B SR — (AR, 7EJTTASE Linux S5 0 H ) PowerCLI 54 BSI AR HA INLAREA o
B M e B E DR N AR

m % Horizon Agent EULA (fi FHZ I MHES49)
= vCenter Server [ IP {iziiF

= vCenter Server [JEHL EE N H

» vCenter Server JUEH! 5505

»  ESXi B R BB N

»  ESXi EHEOEI EES
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»  Linux ZHE1ESE RGN T BN
w  Linux ZHB1ESE RGN 205

m  Horizon Agent tar ball &%

w TS PRI R

w R REHTAE A DfE

Upload the Linux Agent installer tar ball and re-install
#>

#

#

Functions
function GetInput
{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —NoNewlLine
[Console] : :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input

[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS

TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from

its official web site'
exit
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}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
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write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourcelInstallerMD5()
{
$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))
$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();
return $md5Hash;
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#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"
Write-Host "Stop VMwareBlastServer before upgrading: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard
-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after
upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

HLW/IMAT
‘FE nTku_,\/\L;Kr:_l%l X En /‘J /{L/TT

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Your VM guest OS user name: ViewUser

Fededdedehd

Your VM guest OS user password:

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
linux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature (""yes" or "no"): no
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# Linux [EStH=R EITIERMEHRSH

ERTLL ARG RAUREHHES 1S, 72208 Linux BEfias (VM) F3UTIESE. 2 fEe U BRRCEIR . B
E@/ﬁ o BB EURTRCED AR HE R RS

R4S 1 vCenter Server MRS, (HAEEEE View IFR .

BN FANE o ELRTSRIOAE S N A, S EEHIAC R HTML oA, #5RTDATE Horizon7 S EIHI
W5, 49uk2: https://www.vmware.com/support/pubs/view_pubs.html,

HSWEA

I HE A B Er s I — i NA , ZE AR Linux S3LIA P-4 HOH5) PowerCLI F84-H5 A g InPARR
IS B & BB SR R A

m vCenter Server [ IP {i/1:
m vCenter Server W7 HE B2\ A0
m vCenter Server [T E 25015

n THUTHOENE, WTDUTEAME. M. BARAZ Y . TRl oS . T O R RS i ak M e e
L e

o RS LRSS MR (AR AR
HLBAE

<#

.DESCRIPTION

The Tool supports:
Power off VMs
Power on VMs

Shutdown VMs
Restart VMs
Restart VM guest

Delete VMs from Disk
.NOTES

#>

O\W-J;wl\)l—‘

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —-NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —-prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console] : :ForegroundColor = "Yellow"
switch ($action)

{

"Your selection is 1). Power On"

"Your selection is 2). Power Off"

VMware, Inc.



W% Horizon 7 for Linux S5

}
3
{
"Your selection is 3) Shutdown"
}
4
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress -ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
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{

Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4

Get-VM $VMName | Restart-VM —Confirm:$false
3
5
{

Get-VM $VMName | Restart-VMGuest —Confirm:$false
3
6

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)
3

3

default{}
3

Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

1B BMIT
‘Fgl IIRIU\EXEITI < E\\JW‘J%{L’??—

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehd

Your vCenter admin user password:

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest

6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM

SHEBARE . EERTRAE HE R AR A R B R A A B

ARG AR RN DL, FZ I DL AT REL e PR SE
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vdmadmin -I -timingProfiler -enable
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R N2 vdmadmin 54, A2 PHEE R (1 ARl AR A g TS RSOTI R R o34 T

vdmadmin -I -timingProfiler -—enable -server {ip/server}

m [t /etc/vmware/viewagent—custom.conf 4HfEFE 5 R T] HelpDeskEnable HE1H

#£ Horizon Console AR R{&E) Horizon Help Desk Tool
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