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MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

m 41 RHEL/CentOS 6.x, 4% SSO BN [ /EMEE ] KDE, #51¢ /usr/share/xsession [H&kH
FoF% KDE Riihis 2 AAMNO R G S-S g 2 . DL N dhE—4H ey S Al

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

PR AE WA RRE 2 AR AR L Linux S5 S UGB, 7 R KDE A F—14 SSO
TAERE B PR A - &

¥ RHEL/CentOS 8.0, # % SSO & A\ _[1EFEEA# ] Gnome Classic, fifit /usr/share/
xsession k1255 Gnome Classic b 5 LLANO G S 6 i %€ . VL R Al —4Har 4 5
B,

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

FEFFAERNAGRRE Z (R Linux SELF 5 S HHECTDET BB, 1 REfE ] Gnome Classic {E/yH I
— il SSO T{FFs Berh i R SR I - 5
WA 2 T 2SR F S 55 Linux SEAPF & REH SSO, NIATESI TEMTRT AT B . H#1E
FENGZ Linux S-SR, ARG IS 5 5.

VMware Blast Extreme =7 2 [T 2 ¥kl il e (UDP) FEtim s dlims e (TCP)., A& R eripss
UDP 1 TCP HUXiAE. # B S ae BB i A HEES, sHR R4 kA 2 L UDP B TCP,

m QRAEEOIRI R AF (BN, FERSEAEES (LAN) B, 5 TCP,

w  WERAERIRGLAEE (BN, e fuiide LIRS UGB B A (WAN) Zeiiih), 55sEE UDP,

Hn

VMware, Inc. 17
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i P4 o #res T (140 Wireshark) 2K 1) VMware Blast Extreme &5 J1] TCP &k UDP., fii [} F41%:
ZHFIP ] Wireshark [1—4120 8

1 7EHY Linux FEDREES [ bas 225 Wireshark,
4%} RHEL/CentOS 6

sudo yum install wireshark

#1f Ubuntu 18.04/16.04 :

sudo apt install tshark
314} SLES/SLED 12:

sudo zypper install wireshark

2 ffif] VMware Horizon Client 34i4¢ % Linux 5[5
3 BRI E AT A A DL VMware Blast Extreme i ) TCP &4k UDP &1},

sudo tshark -i any | grep 22443

AR A B USB FUrELn R T P in i SA F 27 (CDR) DA ﬁu%ﬁﬂﬁﬁﬂﬁfﬂf & (B, A
SH T2 PR S A e AN ), S it & it 2 . AESAEE DL 1, A TREE SR Ay
—FHARL

n EIERE AR RE SR . ISR, RESOA R N R S
n  USB 2ok HEIFE s Linux SEEPES
n  USB kbR Se 8, Hlan, (EEBRARE SR, IR N RE e N TR AR 5

USB EFEMAY VHCI EEENFES

USB FiiEin ifpe ¥t USB Refit s hilas /i (VHCI) O BREIFE AR AT AR E . 725 % USB 3.0 Al
USB Ty m ThRE, AT FAI2LER:

1 1 https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ N & USB VHCI JF#HFE R,
5,

2 54 VHC! BEBh A2 a0 an e sUls, WAEARAY Linux A& L2088 m AR ek, sHEEH] 25 1-8. 4
11—‘(5)>2§ - USB VHCI LS]—EEJJ%J_;MEPE/] 23] 7 o

VMware, Inc. 18
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W% Horizon 7 for Linux S5

Bian, Rt 2% VWMware—horizonagent-1inux—x86_64-<version>—<build-
numbers>.tar.gz EH4ET] /install_tmp/ HEk ~, N full-path_to_patch-file ty /
install_tmp/VMware-horizonagent-1inux—x86_64-<version>—<buildnumber>/resources/
vhci/patch/vhei.patch, HEEHT patch ad 4

# patch —-pl < /install_tmp/VMware-horizonagent-1inux-x86_64—-<version>—<build-number>/resources/
vhci/patch/vhci.patch

fEE 225 Horizonfor Linux 2 i AZA5ER VHCI BEEhFE 208

+ 1-8. HRER L% USB VHCI EEENFER

Linux B47hR AmeE & 23 USB VHCI EEEH R S BR

Ubuntu 18.04 1 ZEMRMEEL:

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 G K VHCI BB,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04 Kz M 225 VHCI Bz,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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W% Horizon 7 for Linux S5

#+ 1-8. MR R4 USB VHCI EEENEER (4D)

Linux 1Tk
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7.x

RHEL/CentOS
8.0

SLED/SLES 12
SP2

VMware, Inc.

4Ep -8k USB VHCI EERERNS B

1

1

TN

# yum install gcc—c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

U N 22 VHC! BRES R,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

i USB BERIRESRAY SSL G4ARCE.

openssl req —-new —-x509 —newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der -nodes —-days 36500 -subj "/CN=Descriptive name/"

w2 USB BRlhft .

sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

BT UEFI 22 B0 G 6.
sudo mokutil -—import MOK.der

sk A S a R hEnk, DISoE T UEFI Ze4 BIRTOMERS G 5440 (MOK) %415,
A vSphere TIEGHEGE UEFI 2Rl hld RTTiibibt. RG-SR, 5520 https:/
sourceware.org/systemtap/wiki/SecureBoot,

T ATz ORI

# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

# zypper install —-oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

11201

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros—4.4.21-90.1 patch

(RHEL/CentOS 8.0) #2ffE{y: VHCI BEBife = Bl USB il E 5l fE, #53E USB Bashfes s
FRIE

&SRR H AT e DB SR Oln, Bl #4057 kernel-default-3.0.101-63.1, HIHA]
ML EFRRASHE 3.0.101-63.1,
‘4% kernel-devel, kernel-default-devel. kernel-macros Al patch £ff.
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W% Horizon 7 for Linux S5

#+ 1-8. MR R4 USB VHCI EEENEER (4D)

Linux B1THR 4EE R 228E USB VHCI BEEH R NS B

A, FH

3 Ak M Z%E VHCI BRI

tar -xzvf vhci-hcd-1.15.tar.gz
cd vhci-hcd-1.15
patch -pl < full-path_to_patch-file

H H W H R

r) | cut -d '-'" —f 1)/drivers/usb/core
# make clean && make && make install

T F AT

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core
cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -

m WURRERY Linux USRS, BT 280 FUf 2o VHCI BREDRE, (HANFEE 4

Horizon for Linux,

n B ATDAEEIEL Ubuntu 18.04/16.04 A G011 N SIS EIAE AN DB, HHBhREAZ O5i4
B 5 VHCI BREHFE

a LEROIRE,

# apt install linux-headers-"uname -r°

b M Ml dkms.

# apt install dkms

c &G BH VHCI TAR FRZE

# tar xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —pl <full-path_to_patch-file>
#cd ..

d BRRAER) VHCI s = AR /usr/src HEk,

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e 4ty dkms. conf (RS, W ILEA /usr/src/usb—-vhci-hcd-1.15 HEEH,

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

T HINARHE dkns. conf fi%.

VMware, Inc

PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"

1% (DKMS) ¥
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W% Horizon 7 for Linux S5

MAKE[0]=""$MAKE_CMD_TMPL"

BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g ft dkms HUETHEH VHCI BRE) e,

# dkms add usb-vhci-hcd/1.15

h 2 VHCI BEERE

# dkms build usb-vhci-hcd/1.15

i Z28E VHCI BEEpRE

# dkms install usb-vhci-hcd/1.15

2D EFF R ESEEIIRE
BN HREE Horizon 7 for Linux EEFHERSRF, WAHAENT vCPU AIEEHEC SRR LM e 7oK o

HEE A H 1] NVIDIA vDGA [ ftkrs e ] NVIDIA Zr8E e+, #5241 NVIDIA GRID vGPU ()i
PR e DL NVIDIA BFBREIEIILE 2 A 5L 01 NVIDIA BRI £, A58 S s e vCPU
RGOSR ROE o

BE R ] 2D SRR O] VMware MU, HLAWZASETE vCPU MESECIRERE
A REHBGE I G e (A R AIHEE s 4

n EHA 2D SIS SGERIRRAE, 5 Linux BEBHERS S E TS vCPU FIE R (a9,
i vCPU #1 2 GB [/ fstac fems

n  HRZE RS (Bl BAley) RIS REUR, G AR RIRRSOE 4 i vCPU il 4 GB kL
{8

B 2D SRS I EGER IR, BE A RERHEESEE 4 1 vCPU 1 4 GB RO EEL
£ Linux EEFEE ERTETIERERIGIE

B TAERE B EDRR, T DLgkas HoAth (8 2 IABA HY Linux i 52 10 TR EL
TERRERINIENRERE

PSR TARRS B EEhRE, #31 Horizon HSE A AFT ARFE R K o

I

an
X
f
N

JA==1
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% 5E Horizon 7 for Linux SI*E&

F®1-9. TIERBRIBIEH RGBT K

o TR

s 25t AR BEgEAT AN A AT H i 2248 122258 Windows . Mac &, Linux filx Horizon
Client4.10 sk F Rk AT, sl Z8{l 1] HTML Access 4.10 558l AS.

Linux szt 52 0~ F 5 WAAE Linux et i F- & HR e Horizon Agent7.7 af HUgikAS . WAZEAE SIS i Al
VDI JE# E RO T AR B EDhfE

HiER s AR R A T AL S ] Enterprise $24E

BRI VMware Blast

it RHEL 8.0 SRV 5 FH AN R G4, A REciE TARREINME. s2BdsiE RHEL 8.0 S5
VAT TAERS B R

G A P ERE B EDIRERIARRA ¥E1, 552254 Horizon Client Sl
FEABIE PR E TIERRIBIERR

7f /etc/vmware/viewagent—custom. conf FESEHIRE MAILEIA, DA B e H TR B ELDfE
m  CollaborationEnable

F /etc/vmware/config AZEHhRE NAIRIE, DAY IE BAE I IE L AEPE BOIRI B FH0RE o

m  collaboration.loglevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

INFERFANEEN, FE2BEAE Linux S5 R RoE AR AR 8

TP BB ETh e R I

o A AE W LA ERS B p A T A1) v S V- (5 Thik
= USB fiin

LI S DN TR

w T PG RARERE TR

w  BECRERTER

LI L P A e AT

i R A o AP Borh A8 S o SR I 15 IO RATT R o
B AR ) Poisas b ARRAT AR B TAERS R

fiaet WURAEGT I S — KB R 218, A& R AR B R g A I, S e R
AR i SR B AR N SREESRIAE S AR NME, TAER B EIED s A8 rT IR
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AXE RHEL 8.0 REF & METTIERRIBE

ErF
1

AHE RHEL 8.0 S35 B TAERS B EDRE, AiZa e Nl 224 GNOME 3.28.26 Shell ZEfii,

fi¢ https://extensions.gnome.org/extension/615/appindicator-support/ # A3 GNOME Shell ZLfH T

#i% RHEL 8.0 &%, 41 Shell fiA, 7t 3.28, SHEHERCAS, FhHEH 26,

N EL R AR, K H Sk T H iy £ % appindicatorsupport@rgcjonas.gmail.com (L E/FH

metadata.json FEZPfY [ uuid | {1).

5] mv 754, 1% appindicatorsupport@rgcjonas.gmail.com HEEEE N4 % : /usr/share/

gnome-shell/extensions,

WeFEH, HAEMREHZ TP appindicatorsupport@rgcjonas.gmail. com HE#H1
metadata.json f5E. HESR TIEMEEmME, W ame il FE ne AR iUt RE 2.

TR, % metadata. json AR HEILAR A L, an N ANELBIAT R

chmod a+r metadata.json

225 gnome—tweaks .,
RN A B, TSR DL N — 25008, AT GNOME Shell,

Alt+F2
r
Enter

1F S0 AT gnome—tweaks, #A7Z ] KStatusNotifierltem/Applndicator Support.

VMware, Inc.
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BEATEAEIPBEM Linux EBIHER

ST Linux SRS ZPD RN ENT Linux HEREREER RN A i 53 [ ~F 5 S5 MEAS RS A B o
AREEHT R N A3
m ARSI Linux

:IIH

m AT B SR 5 AR Linux Bas

m 225 Horizon Agent AR

BB HHEIRFIR Y Linux

5@ 1r vCenter Server 172y Horizon7 Fhifs () Al v 5 (115 i e fbiias . AT R BRERES |-
28 Linux #51 Thits

BB

R RRUESE TG SR Linux SRS IR K. w552 Horizon 7for Linux 119 A%t 772K .

m  HURTE vCenter Server N ERHER 2 LR ESE R B P R . 552 R (7F Horizon 7 Wk
BOLm G ) KO-y [y A leendss | o

w KA B R B RS B O T 2 BRSO BEIRD IS (VRAM) BETT K . FiE2:BY Horizon 7for Linux
MRS Ko

BrF
1 & vSphere Web Client ik, vSphere Client H1, Z7 g RS
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% 5E Horizon 7 for Linux SI*E&

2 RUEHETAREREI,
a  fEHEGEES DR — NI RAE, SREE - M ARERE
b &5 vCPU K1 vMemory J/NRrEE
SHELAEERIRET, MR Linux B TR A2 e i i tE s
41, Ubuntu 18.04 $57& % vMemory & 2048 MB Fll 2 i vCPU.
c EINRERE, MR EHURREoE AR IR (VRAM),

SHEME ] 2D RO RERRERS (6] VMware BEBIFER), #C vSphere Web Client Hi1f) vVRAM K
/o VRAM “k/]ME vDGA ik NVIDIA GRID vGPU #4625 (1] NVIDIA BEEHFER) [y A 5eas,

SHEIAERE , FHIEAE 2D B R RS S R A . B2 PR R A
3 FHERE RS PN L Linux B1TIR.
4 BT HRRRE Linux ST SRIE G 55
MEHANE A, 2R Horizon 7for Linux [ A% Tk (rEETRES ) —fifi,
5 HECR P ARG LM R £ 127.0.0.1,

EEAREREATESEER Linux 1#:3

TOAZEIN TR TAEDLYERFSEAE Horizon 7 BB E A s ifil 7 4 (i I Linux #4635

HEEHER Linux MR DAL Horizon 7 SEATAE IR, AAE RO i as B 4 Al IR 2 TR AL A4 2848 Linux
Heas b REAEEE, LA Linux #%25 0] DU T FQDN (SE38 485 24 1) ping sHAR (A IReR 8 TR HE .

Open VMware Tools (OVT) B 5 22454F RHEL 8.0/7x. CentOS 8.0/7x £ SLED/SLES 12.x ##% . 1
R RS RS DU Esm s T &, QUATHG N AR a8 1 B 5, e BRI A LT
B T2 e A A 2%k VMware Tools

WIREEAE ] Ubuntu16.04/18.04 Bws, FHfaziias I afe OVT . WA AEHER 4 MRS 1 E Ry ity S Y-
&, QIR AR B8R 1 2] 6, AR R Adr4, 7E4X01 Ubuntu 16.04/18.04 Has b T-Hl 2%k
OVT:

apt-get install open-vm-tools-desktop

WEEH
»  EHCUAE vCenter Server HUEIN U EFHERS (VM), DA CFEREES B2 855010 Linux S5 TRR
m [IITHVRALE Linux FEfERGRS | A28 VMware Tools [, 554204 vSphere s s FRS 4

R [ AE Linux FiEBEas i T2l 74 VMware Tools |

o EFTIERE Linux B HER T DNS RTINS, Beb BT AEP R Linux SETRRAIRGA
TATHT A . I, S BN Linux SEATRRRRAIERIISCHE

B2
1 1¥ vSphere Web Client 5 vSphere Client F1, 7R 24E#H VMware Tools ErEERARE .
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10

VA SR A 82—~ VMware Tools 2R UHEZE VMwareTools . x. X. x—XxxXx. tar.gz, #&— [fEER4R
B, IREB RN Linux S THOEDCENE5 .

vmware-tools—distrib ¥R bE R R4 2 H 5 .
TEMEREES B, DL root P 8N, Il PHRAC AR o
R 4s VMware Tools tar 235 fE k4 .

4.

tar zxpf /mnt/cdrom/VMwareTools—x.X.x-yyyy.tar.gz

AT 2R R E VMware Tools.

A Linux S TR a4 FTREA LA R fian:

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

WHFEAT, SITR LR AR SR 2 2 &8 fT vmware-config-tools.pl AMRERESE.
5 Linux HERST0 FHECRTE ES /etc/hosts FEZEH1Y 127.0.0.1,

41 RHEL, CentOS. SLES #l1 SLED, %W ATFENE FHGARTEIER 127.0.0.1, KATIAE HE)
B, HPERE Ubuntu ARRAGIEASR, R A ARG IR THRGEITEE . DB B S 1 5 1R
WARREE, R A SRR PR e b S I

s a2 Horizon Agent > 154551 T Linux BERS MRS, AT M T e e
% /etc/hosts FZEHI1) 127.0.0.1, HHI, ARG eraaiid e e,

> RHEL 1 CentOS, iR 5] virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

TR 49714 Horizon Connection Server HUi T{E#4 7] 1518 DNS fi#AT .

BT Linux iy, sETHRC TIEER 5.

HATIEALESE 5, Linux SEFE4A 7 REE A,

1E3E DL OpenLDAP filllk#sbsa ) Ubuntu BERS |-, 3 e bl se s At 4 78

1D B AT T R % RRREAE Horizon Console [T ERSEL BN [ HE] M6 B UR, MRIRT 517572
Al /etc/hosts FHZ:

a # nano /etc/hosts
b AR 4. FlU: 127.0.0.1 hostname.domainname hostname,

c AHRILREAIEE
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11 %> SUSE,

FHfE ] (B DHCP A% 51 4]

BE A B AT AR

a & YastHi, f&— MHERGRE.

b #%— NEMEFEIDNS =5k,

c MRS DHCP B LI LRE,
I PNES E R I e

e f&— MHEE.

2235 VMware Tools 2 7%, QAR

TH4% Linux 7.0, VMware Tools P AE(E F#A T, 75 EHRde s, w526

http://kb.vmware.com/kb/2050592,,

=4 Horizon Agent Ik EH

Horizon Agent for Linux

(AU Vs SEs

DEFH

RO vCenter Server H1 i RS (VM),

BF
1 ZRATHRA
+® 2-1. EHIEEEES

HEAT L TSR E . SRR TEATT S

LA RE Linux 851 TR TR EE . 7422 Horizon Agent for Linux i,

DA CLAE AR |25 Linux S5 TR

AR, RlZeeRe el

Linux /TR

RHEL 7.5

SLES 12.x SP1/SLED 12.x SP1
7t SUSE f713UH #5 xF86-video—
vmware JH4 Akt 13.0.2-3.2 HHT
HIRRA o

SLES 12.x

Ubuntu 16.04

Ubuntu 18.04

VMware, Inc.

ESES

yum install libappindicator-gtk3

1 B4¥ SUSE 12.x DLRT] SUSE iU .

SUSEConnect —r Z##/UH5 —e ZFES1F

2 W xf86-video-vmware fiiAS,
zypper update xf86-video-vmware

T IEAE 22 Horizon Agent R, 75304 SLES 12.x Linux 53fi~F- 5 222 python-gobject2,
1 T8k SUSE 12.x AT SUSE 17/

SUSEConnect —r Z#¢/Ul —e #HTE5H

2 %% python-gobject2,

zypper install python-gobject2
apt-get install python-dbus python-gobject

apt-get install python python-dbus python-gobject

28
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% 5E Horizon 7 for Linux SI*E&

2 2% Horizon Agent 311 1F,

m  {KTE, RHEL ik CentOS 6.7 44 glibc-2.12-1.166.e16.x86_64, [fjiz "] AEEEE AL
W e, S-S EARE e, BRI T, A ATEAR FATRUER glibe TR Aol
K

sudo yum install glibc

VMware, Inc.
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RR7E Linux £HEIEEA) Active
Directory 84

Horizon 7 fii FHEI 4511 Microsoft Active Directory (AD) JEfE&5REHEA T FH & Boet M HE . #0] DLEE S Linux
L5 B Active Directory, #ffifi 1125 7T A ] I LY Active Directory fifi FHE1MR 78N Linux S F-5 .

5t Horizon Agent TEIU] Linux S A1 Pt 6 REALIA AR Active Directory 4gldirt, Qs
TV G A A A ANHIOAEE, Horizon Agent AT AEENIE 5101 Y- £ A 2 F A 4
R RS T S
m % Linux B Active Directory
B NE Single Sign-On
RERERENER
RO

%€ True SSO for Linux =S

4 Linux Bl Active Directory

T ZARfR Ty 2] 2354 Linux B Microsoft Active Directory (AD), H. Horizon 7 for Linux 53 [f~F 5 %
TP PRI Ty S BARR M

PL R4 F1 AT 7 Horizon 7 for Linux 521 & B OB AEfgTR 17 5.

m  OpenLDAP frlfiltas Bk 5t

= ! Microsoft Active Directory 1T R4t e 2% ks 2 (SSSD) LDAP fgiit

= Winbind 4\

= PowerBroker Identity Services Open (PBISO) %

= Samba BEARAIEIIA

WORAEAE ] LDAP RURIRTT 5, BRI AR PR TALRE, TN T5 70 B e JRER s Fh g T At

et HE AR, 5% Microsoft Active Directory {41 /1] SSSD LDAP i 25 1k )y 5
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f# A OpenLDAP iR {FIERE
BHTLLEE OpenLDAP filflR# it RS (PTA) #61, 241 Active Directory Bait fifi 25 725t
OpenLDAP {EREg =ik Jy 5 K200 2] AL ER
BF
1 2T LDAPS (i SSL s AU [H $ /7 Ul 52 ), #ii(E Active Directory |2 i85 Ik .
2 %E OpenLDAP filllR#s.
3 RTHIE PR (R EERS) 1E Active Directory [i]2 %2 OpenLDAP filfllizk
4

i OpenLDAP fallllers DA ZSIR WG S0 45 M 3 BR ER AL - (1141 saslauthd), L% Active Directory ¥
TS

5 F%E Linux SLfirEe, DA LDAP i OpenLDAP falfii#sba e fdi 4 .

#} Microsoft Active Directory &3 SSSD LDAP B8

BHALE Linux S0 & e 242 Ik (SSSD), #£1 L% Windows Active Directory {3 /7] LDAP

Bty o
A B A B Ak 24 i SSSD LDAP Egss i 7 % .
3= 4

1 ST LDAPS (1751644l JE B i 11U H S A7 BUm A E) , #iE Active Directory fallliiaiy 174
SRR o

2 A E B2 Microsoft Active Directory #4711 LDAP Egits, 557E Linux SEf~F- & Hae SSSD.

f£H Winbind {3l fBRAFER

LA Kerberos [1ERRS DT 5110 Winbind 453 I\t /5 %€, J2& 1A Active Directory 14 TEgR8 1) 55 —Fii 7

%o

(TR 5 B0 B 2 35 e Winbind 43 N R 5 56

2

1 7F Linux 50 F 4 25 winbind., samba Fll Kerberos &1},
2 ¥ Linux S5 A% Microsoft Active Directory

QAR Winbind 493Nk 5 55k Hofth, Kerberos Bt ik %€, SR AR RS NN E Active
Directory, i E SRR RS T II\ZE Active Directory, 41, #5462 .

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
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an BT N AUBRIE, 2 Winbind fif s 56 10 C SRR SRR R 0 TASUE TN N 5 &

m  fifi/f] SSH 5k vSphere PowerCLI % T Hiatimid S B AR ey, KRBT 2o Wisa iR H4n
i, FH2BY o 8 T ST Eh s - 5 e KT Horizon 7,

S ISTE Shell $54-15H, SR1ELF /etc/vmware/viewagent—custom.conf *&'.%Eha 55 7E Horizon
Agent RunOnceScript RS S MEEAS . AT FAlEaN, SH2EIME Linux S & e 4l ieqh
FREIE,,

&% PowerBroker Identity Services Open (PBISO) B8

PowerBroker Identity Services Open (PBISO) it 5 i — e F A T AR ARSI N 11 SRR 5 56 o

BT MAIEPER, DA PBISO 4 Linux 5iffi°F- 5 % Active Directory.,

ERF

1 AN

7t https://www.beyondtrust.com/products/powerbroker-identity-services—open/ Niifi
PBISO 8.5.6 B Hihi A

2 {r Linux RS 1202 PBISO,
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh
3 %% Horizon 7 Agent for Linux.

4 il PBISO ¥ Linux SV MINE AD 49
TE FAAEIT, Ixdc.vdi 249345, administrator 24 114 2 F

sudo domainjoin-cli join 1xdc.vdi administrator

5 Al A ROE TR AR R
sudo /opt/pbis/bin/config UserDomainPrefix 1xdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

6 %l /etc/pamd.d/common-session %,
a HHNA L session sufficient pam_lsass.so [1—{T.

b #:%iTH A session [success=ok default=ignore] pam_lsass.so.

fEsY  AETLWr A ET Horizon Agent for Linux 2 1%, WAHTEHE I DR
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7 %1% Ubuntu 16.04, L F44THIINZ /usr/share/1lightdm/1ightdm.conf.d/50-unity—
greeter.conf 4HAER,

allow-guest=false
greeter-show-manual-login=true

ek WIS Ubuntu 18.04, HINZZEE440T Tightdm 406K
8 K ARLEIM, REBBN,

s QR /opt/pbis/bin/config AssumeDefaultDomain #2114 % false, EWAJETE /etc/vmware/
viewagent-custom.conf {%Z i SSOUserFormat=<username>@<domain> /&

»  {# ] Horizon BPRF#E BT B 531~ 5 LR ThREIS , Al 7E T OIS TR i 248 B i e s ey
i DNS filflResie, %M Linux 248 resolv. conf f§%<. 5T F4IE7A Ubuntu 16.04
AEIHENI, 1E/(E /etc/resolvconf/resolv.conf.d/head FEZHUFHEHTHEATHORR S

nameserver 10.10.10.10
search mydomain.org

&% E Samba BELREEIH NN

A Horizon 7 for Linux 52 [~ & B3 i B el IS8 SSO, Fiffr 88 Linux JiEfkeias -
X Samba.

DL N THIBORET 2191, {4 ] Samba JEEIRAE S Linux 5210 G BRI\ Z Active Directory, 2742

At Ubuntu & %510 11025 ER .

BF

1 7EE% Linux BEfeess I, 2238 winbind fll samba &1, AR IHAARREE R, 140 smbfs f

smbclient,

2 (I MAlar 2 ALk Samba tdb-tools &1
sudo apt-get install tdb-tools

3 722 Horizon 7 Agent for Linux.

4 4ifE /etc/samba/smb.conf ZHAERE, i ILAEEBUA FAIEPITINE

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
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winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
winbind use default domain = yes
restrict anonymous = 2
5 4R Jetc/krbS. conf ALAERE, FH EASIBIA F AR GITIN%.
[libdefaults]
default_realm = EXAMPLE.COM

krb4_config /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 %l /etc/nsswitch.conf 4HRERY, 1 FAIEBIITR,
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 WERRFMEAREIERERGR, H A& H AR HC B DNS R4,

8 Al Horizon Agent Linux i fitffas L6 Samba JyAEA T4, #51F /etc/vmware/
viewagent-custom.conf &2 R DL A,

OfflineJoinDomain=samba
9 FARGIHPALE, RETHEN,

#1# RHEL/CentOS 8.0 f ] Realmd MARRFE

TR DhBRIMEZE (I —2 ) RHEL/CentOS 8.0 S F- & 1EH BT, 5] realmd fiddih )y 5 5K
HSLIEPF 5 TN Active Directory (AD) 45,
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1 /5 RHEL/CentOS 8.0 &% % & 5e i 4Rl
an, ik rhel8 2 R&AAEC I LML, H LXD.VDI j& AD 4, siiTlA ~e

A

S
e

o

# hostnamectl set-hostname rhel8.1xd.vdi

2 (fERREL AD A4, b N RBITR.

# realm discover -vvv LXD.VDI

3 RESRHIARIEES:, Wbl RIS,

# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

4 NN AD 493, an MAIEBIRT R

# realm join -U Administrator LXD.VDI

5 4l /etc/sssd/sssd.conf, {iHEAGHELUA FHIBITING . £F ad_gpo_map_interactive =
+gdm-vmwcred[domain/domain name] /¢ F it

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6 CATMECRASEIMNAERY, FHA RGN, RRERTEN.
7 HEBCIEMEBCEAE IR . DL NGB R A ] id ey SALATEE IR 2yl IR AR HH

# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
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8 MlTAIEAE IR, MR LU ISR 5 .

#5EF %A RHEL/CentOS 8.0 [ *F-45, Horizon Agent #5745 X11 SrfilResmN e . #E
X11 BE R R AN TR R R ke ls e, shfe— MENE LW BOE] B, SRR Mhiohae
FrhI Classic (X11 BERfAIRES).

e P ey . .
a% i Single Sign-On
I E Single Sign-On (SSO), AL T—EC4HRE DR

Horizon Single Sign-On 154 &7 Linux HIff) PAM (i N\ UESREIE4H ) iail, S HASR A 18 T Ak B
Linux B Active Directory (AD) /57, Horizon SSO AR EL#% 4 Linux B AD ) OpenLDAP I
Winbind fiZk 5 S5 RC T o

T, SSO % AD ) sAMAccountName JBM: A NGk IS, A SSO i FHIEREIE NGR A
5, WIRAELL ] OpenLDAP % Winbind ik 5 2¢, RIIAGEEAT N4 E L5 .

s £ OpenLDAP, #¥ sAMAccountName 7% 7E /4 uid,

m  $F¥E Winbind, #3E R AIBRA A2 4HRERE /etc/samba/smb. conf,

winbind use default domain = true

WAl T2 AR BB NS 28, ZHAE Linux SEIEF-5 1 REGE SSOUserFormat #RIH, Qia5+F41

AN, SR Linux SLASFS FRCeALRERG O IE, SSO — A R B R i a4 2 /. fldn, ansk

481 /5 mydomain.com, SSO /I MYDOMAIN {F A48l &/, Ak, #%5E SSOUserFormat SEIHIFS,

PRVETEE MYDOMAIN, Bl A A RN e 34 2 /%, Fras ORI R

n 41 OpenlLDAP, . AJE il A 55 (1) 101 0 A 4 % o

m  Winbind S 3% 5E R A A 27

AD SIAFE N AR R R 7T, (H Linux 3248, I, #%E SSO IR e B N L Farh (i ik v

TCo

F AD H, @i 1511 UserPrincipalName (UPN) E1EFT sAMAccount JBPEANTT, 1 ELAE 5

UPN %N, SSO #erdclie, Bildn, i/t AD mycompany. com HiIAT{i /1] juser, {Hfli /11 UPN

W AE Ky juserl123@mycompany . com [fi-{F juser@mycompany.com, SSO KFEr M. AR Rl

i sAMAccount HIfE /IS FBACE N, flan, jusers

Horizon 7 ANBER A & AR K/ NES . BAZERECR: Linux 7E2E 2 %0 0T DU PR 2 R/ NE ROl & 4

o

»  GHE Winbind, 2 ZRETHREA R 3 RN

= &[4 OpenLDAP, Ubuntu {#/i] NSCD At (i, if FL A 7 K/NEs . RHEL A1l CentOS i
H SSSD #REgaG &, W H IR K/ NES . AR T, sadmiEAE S /etc/sssd/
sssd.conf, GA{F [domain/default] [ B N HIFEAT:

case_sensitive = false
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ARSI Linux STRPEG %5 T SIERUAEAIREL W2 BaUiF A, DRI SSO HR M
P S H

AMEERFENSM
AR R, AT AR,

EEFEMERHE

S-S AT NI E 28R E Horizon Agent FOASHE Linux #547hk, BISZ R 2 i a) .
R31L.BEFENERMHREFT R

Linux Z1TAx Horizon Agent

RHEL 8.0 Horizon Agent7.10 i F T hi A
RHEL 7.1 BUHUH AR Horizon Agent7.8 ok B ik A
RHEL 6.6 5 B i A Horizon Agent6.2.1 & i i /A
Ubuntu 18.04/16.04 Horizon Agent7.9 bk B A
SLED/SLES 12.x SP3 Horizon Agent7.9 bl BgT i A

72725 Horizon Agent Ry, A2 55 ] SELinux, #3t AZURE DI SR BDgRE m) oy, IR AsZoothif
AEFRGEIN . WFEHFANERN, 528 install_viewagent.sh iy 4412051

GNSRAE R RS RO TR R DUAE, ) vSphereClient 1) USB HfGt i) i BURER - RARTC
Ho

B R R — R AR R R INES . AR TN B DL RS P R 4T, I IDRESHE
I,

BRI A S sk R B0 R EA SRR, e s — bR,
2 HAASEE o 1A T 4 2% Linux FOPRA o

fst Linux S G EEECR ISR S E PIV . E T Linux b HorizonClient i1 PIV 45
e PR, AAZHAE PIV RO RStk TLSV1.2, DUl 8/ SSL #fiak. i VMware RlGkHi T
http://kb.vmware.com/kb/2150470 H R B HOAER T 58

5t £ Horizon7 (7.0.1 Jik) sk BEHTRRAS R T T B S SSO. RHEL 6.x LA R E - SSO, 15
RHEL 7.x Al RHEL 8.0 [ F & A SZ I IIAE

MESSEFENEM

VIR I, T TR

1 IR Linux AL8HPIERET S RRPHEAEIOHE R, A0S AR A F.

2 RIAMETY Linux BETTIRIFEIITIOREY, #4455 T4 5 Active Directory 48id.
3 RIAMEHY Linux SETTRRFEBAMARF: , ZEISIENT-G LR SR .
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a%E RHEL 8.0 £AEASHEELEHEM
Y E RHEL 8.0 S E B R, shdeis sifi & B Active Directory 491, IR1B 2803
FEACREELAY CA #5355, SR12 2225 Horizon Agent,

¥4 RHEL 8.0 £SEFE & Active Directory X IER B L ENEMm
SN AR F 3 RHEL 8.0 (R -4 Eil Active Directory (AD) 49, DU iR B Rt ),

R PP S E A ()60 T TR B A2 B AR ROR AR AL RE P ETRE 9140 AD 4933y DNS #48. Gril Bz
BB SRR AR, W RRAE

A EE itii]

dns_IP_ADDRESS DNS ZHrIR#S 1 1P A7k

rhel8sc.rzview2.com RHEL 8.0 R#/5e L1

rhel8sc RHEL 8.0 A&/ e e

rzview2.com AD #3ki1) DNS 75

RZVIEW2.COM AD #1511y DNS 7 (2R 57 R))

RZVIEW2 f% Samba frlfiRaH L AERARDE NT 4858110 DNS M5 (48
NIREST5)

rzviewdns.rzview2.com AD frlflRe i A4

Br

1 {f RHEL 8.0 &%t I, ¥fTPL MERfE,
a  ARBAAREOREE A A DNS e
b {5H IPv6.
c {5/IJEE) DNS,
2 RE /etc/hosts AHRERS, SR ILARIRIA TR N A o
127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4

localhost4.localdomain4
gadl localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzview?.com
3 T /etc/resolv. conf ALEHE, HEHAARLUA FAEHIMAE.
# Generated by NetworkManager

search rzviewl.com
nameserver dns_IP_ADDRESS

4 L AD BEFTHEL.

# yum install -y samba-common-tools oddjob-mkhomedir
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B oddjobd k7% .

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

Dt

FERE A B0 B o3 Rt Ak

2

# authselect select sssd with-smartcard with-mkhomedir

}ih oddjobd i

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

PSR R, AT /etc/sssd/sssd. conf R,

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

HTTR N A HTIE ] /ete/sssd/sssd. conf HI, 41 MAIGEIFT .
pam_cert_auth = True,

[sssd]
config_file_version = 2
domains = rzviewZ.com

services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad

access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

O sssd i .

# systemctl enable sssd.service
# systemctl start sssd.service

4T /etc/krb5. conf AR, MUIHEATRUN MAIRAIINA .

7t [pam] [ f N JT485E

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.

includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51libs.log
kdc = FILE:/var/log/krb5kdc.log
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admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEW2.COM = {
kdc = rzviewdns.rzview?.com
admin_server = rzviewdns.rzview?.com
default_domain = rzviewdns.rzview2.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewdns.rzviewZ.com

[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 %l /etc/samba/smb.conf ZHAERE, fEHFATHULUR NAIFGIN A .

[global]
workgroup = RZVIEWZ2
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewl.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ2/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
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create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 JIN AD 485, a0 S AEBIRT R .

# net ads join -U AdminUser
AT join Ay RHEIRDETEL N IR H o
Enter AdminUser's password:

Using short domain name —- RZVIEWZ
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

14 152 RHEL 8.0 -5 E AU AD A,
# net ads testjoin

Join is OK
i RHEL 8.0 S5 AR SR BTG

a%iE RHEL 8.0 £AFAHMBEFEHER

3 RHEL 8.0 S F& i @ B SR Hgritin, 2 e e R . B2 SR
Epas Fras sl CA M55, PANJIrFSI PC/SC Lite R0,

SER
4+ RHEL 8.0 s F-4 Hi Active Directory DAz 281 £ Fogriti )
BRF
1 LR U
# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools

2 i pesed A%

# systemctl enable pcscd
# systemctl start pcscd
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fEf /etc/sssd/sssd.conf 4RI 5 DL AT,

[
&)
ey
S
i)
el
o
§$

[pam]
pam_cert_auth = True

WS CA #EH U5 /etc/sssd/pki/sssd_auth_ca_db.pem,

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

EEER R E R IOAR G, FHBITIA T pkesll-tool fiy4, fAfERE A A EH -k o
# pkcsll-tool -L
# pkcsll-tool —-login -0
# pkcsll-tool —-test —-login

RE PKCS11 #5541

cp libcmP1ll.so /usr/1ib64/

57 /usr/share/pll-kit/modules/1ibcmP11l.module #55<, 7ikEZE it FAINA,

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcsll.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1ib64/1ibcmP11.so

priority: 99

# PCISC Lite H#T %= 1.8.8 I,

yum install -y git flex autoconf automake libtool libudev-devel flex

git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

./configure —-build=x86_64-redhat-1inux—gnu —-host=x86_64-redhat-1linux-gnu
——program-prefix= --disable-dependency-tracking —-prefix=/usr —--exec—prefix=/usr

H H O ¥ H R

—bindir=/usr/bin —-sbindir=/usr/sbin —--sysconfdir=/etc —-datadir=/usr/share
——1includedir=/usr/include --1libdir=/usr/1ib64 —--libexecdir=/usr/libexec
——localstatedir=/var —-sharedstatedir=/var/lib —-mandir=/usr/share/man

——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

# make
# make install

‘2225 Horizon Agent 7.10 S ERTRROA, BRI SR FEE ) .
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10 S RGTHFTBINE, SRRITH N

a%3E RHEL 7.x/6.x EHFAHNEBELEEHEM

EEEE RHEL 7.x/6.X S GRS, sl st V- 4 61 Active Directory 485, SR 20 0%
e U AR CA #5858, SR1% 424 Horizon Agent,

84 RHEL 7.x/6.x REEEH Active Directory X IEEE-EEH&Em

B RHEL 7.x/6.x SV 6 FSClR AN REEE A, 551 Samba A1 Winbind fifi )y 58 & s F- 6
fil Active Directory (AD) 4,

safEH N AIRE 355 RHEL 7.x/6.x S0~ 5 5L AD 483, DS IRRER s .

R Fr PR S E G ()0 TR A7 B AR ROR AR A RE PRI BT, 9140 AD 433i1) DNS #48. SRsfs Rz
EEI A A BRI BRI, a0 R

TR AL B I

dns_IP_ADDRESS DNS ZRi{rl i1 1P A7k

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #4411y DNS 47 (£t IR 57 1))

MYDOMAIN tués Samba FIRE TAEREAH L NT 485510 DNS 4455 (4568
HIRETH)

ads-hostname AD il A

52k #T RHEL 6.0 (kB3R AS) ok RHEL 7.1 (SR BT 1SS & 7] S B3 B R i),
E3E4
1 & RHEL 7.x/6.x 5V 5 I, LHArmREdt.

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 4l ALGHAR AR E . L NetworkManager #2546, A5 25 240040010 IPvA 38, 41
[IPv4 J57%], #H B8 (DHCP). & DNS X7 /i, A% DNS £ filleasity IP ik, k1%, 4%
— FEH.

3 BAT A, WEHERZA A ME RHEL S 105 84S 4 7% (FQDN).

# hostname -f

4 4l /etc/resolve.conf Zfets, W NAFHIPFRo

search mydomain.com
nameserver dns_IP_ADDRESS
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5 ff RHEL 5 F& 1, 524t Linux (SELinux), 4ilH etc/selinux/config 4HAEKE, WI'R

HIFBAHIFT R o

SELINUX=disabled
6 4wt /etc/krb5.conf 4HRERS, 4 MAIFBIFT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7  4lH /etc/samba/smb.conf 418EHE, a0 NAIRIBIFT 5.

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

8 [P authconfig—gtk T 1, 64T A REITRRE

a BN EAIANERE S 0. SHE [TERE ERUT], B Winbind,

b BEHGEFEERIE R oA, AMREHE R — BN £ BSZ I L

VMware, Inc

44



% 5E Horizon 7 for Linux SI*E&

c EINEIRRPIFIEGRE R OIRE, IREE - MINABE. N BIEOR GG AR BRIy, e Mg
o

d EHBUERE, AR B RO TS 2R, RE— FHEE.
511 RHEL SETEPE 5 (& i\ AD 493

9 % PAM Winbind [ HeN, 4iliE /etc/security/pam_winbind. conf 4HAeks, o FAIE
BRI SCFAT

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 TR Winbind ki .

# sudo service winbind restart

1M HEHER AD IO, FEHAT RAlarS, AGHERR B ml = MER T .
m  net ads testjoin

m  net ads info
12 B AGAHPIE, RETHEN.
RIESHR

WE RHEL 7.x/6.x S5 AR SR FUEARL )

A% E RHEL 7.x/6.x SEFAMNEEFENEM

HEAE RHEL 7.x/6.x S5 RO B REDHRER, me e e i pofe Ui . Bt a5l CA
A5, VAR PCISC Lite FEXUHE . A, M MAZR4mIEIEELAH AR LA Se Bt i E

SR P AR Ak 3 RHEL 7.x/6.x 5504 18 - R i prism) .

R FR R S E A ()60 T TR B A2 (A AR ROR AR AL RE PRI BTRY 9140 AD 4933i1) DNS #40. Ghsl Rz
PHAM S AR AT I EGI, 40 R AT

HEMEE HH

dns_IP_ADDRESS DNS # il flzesi 1P A7k

mydomain.com AD #48157] DNS

MYDOMAIN.COM AD #AI51] DNS 47 (4B 1k 5 1))

MYDOMAIN {08 Samba ket TAEREALEE NT 495011 DNS #478 (4: s
HiPNCEAE))

ads-hostname AD falfllas it A
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AT RHEL 6.0 (SUUFThiAR) 5k RHEL 7.1 (SlCHRIRAR) IS & ) i B s RERTiE ]

RiEE R T] vSphere ¥ BN 224 Horizon Agent T SRR HTPLEL AR RHEL 7.x, ]
BE e 2 ph /3 Sl TR R O e R o B B R & i vSphere 45854, H Horizon
Client [f] RHEL 7.x & HBEE N2 B 5p 2

DEEY

Befs RHEL 7.x/6.x 50 V-4 Bl Active Directory DAz #5855 < digiLt )

=R

1 EETERORE U,

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 CREMUGREREAS (CA) B3,

a MR CA #55E, Wi HG 7 =5 L1 /tmp/certificate.cer, 2B U HE RS
PP IR ) o

b HHIHT MM CA #53E, Wi = . pem 5,

o

openssl x509 -inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
c fHH certutil my 24 CA M2 s R ¥k /etc/pki/nssdb,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d B CA #E:51EM%] /etc/pam_pkcsll/cacerts HEk,
mkdir -p /etc/pam_pkcsll/cacerts
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
3 LEEEEMER > Sundry > B, EHMAMEERSEZIOL, Mefk— T EM.
4 ERETEREERREN, Wk ERE RO R R G RE /etc/pki/nssdb.

cp libcmPll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1ll.so -dbdir /etc/pki/nssdb/

5 4l /etc/pam_pkcs1l/pam_pkcs1l.conf 4HAEAEPORAH A E, a0 FAIF BT I,

pkcs1l_module coolkey {
module = 1libcmP11l.so;
description = "Cool Key";
slot_num = 0;
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ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 4wl /etc/pam_pkcsll/cn_map FE5E, HHASKEL MAIEGIINA . 2SR ENA
SO S TitNs ) Uil SN RS < =i

user sCc —> user-sc
7  %WiE /etc/krb5.conf/ AHRERE, Wi FAEHIFT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 4wl /etc/pam.d/system—auth ALRERS, FEILADE T AT EURSCFAT,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11:/usr/1ib64/1ibcmP11.so

9 HEkE) PC/SC Fyex

chkconfig pcscd on
service pcscd start

10 228 RHEL 251 TR a5 PC/SC Lite WA,
m  BF¥ RHEL 7.x, 55%2%% PC/SC Lite 1.8.8 i,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

VMware, Inc
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./configure —-build=x86_64-redhat-1linux—gnu —-host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr --bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
—-1libexecdir=/usr/libexec --localstatedir=/var --sharedstatedir=/var/1lib --mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

»  $H¥ RHEL 6.x, 5% PC/SC Lite 1.7.4 Jix.

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —-libdir=/usr/1ib64/ ——enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run —-disable-libusb —-disable-serial —--disable-
usb

—-disable-libudev

make

make install
service pcscd start

11 223 Horizon Agent &4, f R SR TDHENA .
sudo ./install_viewagent.sh -m yes
LRI RHEL 354 ThRFIT I
S RHEL 7.x, 52025 Horizon Agent7.8 ul BT i A
n  SHE RHEL 6.x, %02 View Agent 6.2.1 5 B flAR
12 W ABIHBAM, REEHEN,

aiE Ubuntu FEFEHESREHNEM
A EROE Ubuntu S-S RORTEE R, sl delE S S ~F- 55 Active Directory 43, SX1& 258 BE0RE
AR CA #55E, SR1% %2k Horizon Agent.

B4 Ubuntu EEFESE Active Directory W XIEEEEEHER

B Ubuntu A& FSCRANECRTERERA, 551 7] Samba F1 Winbind fifk /5 58 & 5L V- 6 B
Active Directory (AD) 4.

33005 P BRI 844 Ubuntu 5URTY- 50 AD 45, DA BB SR TR,

SRRy PR S E G ()0 T TR A7 B AR ROR AR A RE PP ETRE 940 AD 433i1) DNS #48. FRsfs Rz
BN A A R BRI, a0 R R
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TREN B
dns_IP_ADDRESS
mydomain.com
MYDOMAIN.COM

MYDOMAIN

ads-hostname
ads-hostname.mydomain.com
mytimeserver.mycompany.com

AdminUser

BF

E2tj]

DNS &Rl lessty IP Azl

AD #33§t) DNS %

AD #4151y DNS 7 (2R 57 R))

7 Samba flll e TAEREAR D NT 481 DNS #4405 (08
HRETH)

AD frillllit A2

AD frillllisf 5¢ # 49N 2 1 (FQDN)
NTP 5l DNS £ 7%
Linux SIAE A 3R B 2 20

1 ZEMR[K Ubuntu 554 450 /etc/hostname 40fERE, DUE s 4 1 M2 f

2 % DNS,

a ¥ DNS falless 2R 1P A2 A /etc/hosts A1EAT .

b 5 DNS ZFfalARESM IP 78-F1 AD 49351 DNS LR 4 /etc/network/interfaces 2HAE

W, A NIRRT R,

dns—nameservers dns_IP_ADDRESS
dns-search mydomain.com

3 %2 resolvconfig &,
a HATREMS,
# apt-get install -y resolvconf
AR TSI TR A
b HEREAIA /etc/resolve. conf #EZEb) DNS 4H7&
# cat /etc/resolve.conf
nameserver dns_IP_ADDRESS
search mydomain.com
VMware, Inc.
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4 FoEAEEREIEEA
a 5 ntpdate £,
# apt-get install -y ntpdate

ALz,

b NTP fillkas &sa & /etc/systemd/timesyncd. conf 4HfERE, 41 MAIFEAIT 7~

[Time]
NTP=mytimeserver.mycompany.com

5 EEHHE NTP ilki% .

sudo service ntpdate restart

6 ZEFTEEN AD AT,
a TS

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b fgﬂﬁm/%?ﬁﬂﬂ;}i%ﬁ{ Tt Kerberos SflilRy, DAKESFBR N\ AD 485407 DNS £ 4% (141

MYDOMAIN.COM), k1%, EINFEE.

7  #iE /etc/krb5.conf AHMERE, 41 NAIFBIFT .

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname.mydomain. com
admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain. com = MYDOMAIN.COM

VMware, Inc.
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8

9

D Kerberos 558, SHHAT M4
# kinit Administrator@MYDOMAIN.COM

# Klist
fifE R a2 IR g g R B B0EG BEA o

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMBMYDOMAIN. COM
renew until 2019-05-28T17:12:03

it /etc/samba/smb.conf ALRERE, 4T FHIFBIIT R

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads—hostname.mydomain.com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

10 J0A AD 4, Abkadrdss.

a YT AD IIAGA.

# net ads join -U AdminUser@mydomain.com
# systemctl stop samba-ad-dc

# systemctl enable smbd nmbd winbind

# systemctl restart smbd nmbd winbind

b &% /etc/nsswitch.conf 4HAERS, W1 NAIESHIT <

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

VMware, Inc
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c  HHEEE AD IINMAR, sEPUT M4, SRR a2 E e
# wbinfo -u
# wbinfo —g

d  #HEEE Winbind £REIRBVIR, SEEUT FAlarS, AGRERR A ER =R
# getent group|grep 'domain admins’
# getent passwd|grep 'ads—hostname’

1M1 HUHFTT PAM BEERE
# pam-auth-update

75 [PAM ZHfE] dHifih, BT PAM BOERE, (IRERNREE R Bk, NRRINHEE .

12 7F Ubuntu 16.04 I, fEE AN RONEERZE U, B2 /usr/share/lightdm/
lightdm.conf.d/50-ubuntu.conf {52, 4 FAIGEEHIRT S,

user-session=ubuntu
greeter-show-manual-login=true

A Ubuntu SR R SR AL

%3 Ubuntu EEFAHNEELENEM
A Ubuntu SR G FERERIDIEN, SEZEZ R R R, AR SRR E R
TERTTEROAR CA ERE . AN, BB R FEOAH AR DL Se B R R T

Ry FR A SRS ()60 P TR B A2 (A AR ROR AR AL QB FP T BTRE, 94n AD 4933i1) DNS #48. shsl Rz
EAMR S AR I EGI, 40 R AT

FRENEE 03]

dns_IP_ADDRESS DNS &g fil e 1P 7k

mydomain.com AD #8157 DNS

MYDOMAIN.COM AD #8irt) DNS #45# (2B KR 1)

MYDOMAIN 107 Samba filfila ¥ TAEREARE NT 48] DNS #4F (4: i
HiPNCESEY)

ads-hostname AD falllR 51 A4

ads-hostname.mydomain.com AD filllls i 5 4818 #4 F (FQDN)

mytimeserver.mycompany.com NTP HFfrllle1) DNS &

AdminUser Linux S & 85 FE 66 & 4
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BB

=

BrF
1

% Ubuntu S 4Bl Active Directory DL 55 8V E R FR L]

TR

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc

2 e

V]

(on

libengine-pkcsll-openssl libnss3-tools

AR IR R (CA) 1550,

T@LT& CA #5355, s HAHF I & 1 /tmp/certificate.cer, fH2R] CUTHE HARL:

R IEGE ) o
TR GSFT R CA 538, Wi I E . pem A5,

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem
] certutil a2 CA HEileli 5 24 2okl /etc/pki/nssdb,

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" —-i /tmp/certificate.pem
A CA 53] /etc/pam_pkcsll/cacerts Hék,

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 pkcsll HEBRE 2

# chmod a+r certificate.pem
# pkcsll_make_hash_link

VMware, Inc.

53


https://support.microsoft.com/en-us/help/555252
https://support.microsoft.com/en-us/help/555252

5% Horizon 7 for Linux 5 F&

4 RTEREIRR, FTRRRRTE nssdb 5.
a BT IS,

# cp libcmPll.so /usr/lib/

# mkdir -p /etc/pki/nssdb

# certutil -N -d /etc/pki/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

# modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

b ﬁﬁn‘u 5% \):J Sk l]jj\ mEﬂU)JﬂZ]\A

# certutil -L -d /etc/pki/nssdb

Certificate Nickname

rootca

c ERBTEIIIORE U g o

VMware, Inc

modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP11l.so
slots: There are no slots attached to this module
status: loaded
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5 #E pam_pkcs11 U,

a (PR HIN A pam_pkcs1l. conf fE5E.

# mkdir /etc/pam_pkcsll

# zcat /usr/share/doc/1libpam-pkcsll/examples/pam_pkcsll.conf.example.

tee /etc/pam_pkcsll/pam_pkcsll.conf

b 4wl /etc/pam_pkcsll/pam_pkcsll.conf f#5<, a1 MAEBIFTR,

use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c #uiE /etc/pam_pkcsll/cn_map k5, HIHASPL MiE—1T,

VMware, Inc
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6 = PAM B

a

b

Cc

7 HEEESRECE R AR B R LR, ST MAler S

4wl /etc/pam.d/gdm-password 41RERS . #5 pam_pkcs1l.so ZHEFTINAE common—auth i5—1T

AT, 2 NIRRT R.

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient
pam_pkcsll.so
@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

414 Ubuntu 16.04, :54E /etc/pam.d/1ightdm 415645 . # pam_pkcs1l. so 3 THAE
common—auth E—THIT, W NAHEABIFT R

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

414 Ubuntu 16.04, :54iE /etc/pam.d/unity 4HAERE . 1 pam_pkcs1l.so P TIRAE
common-auth 15— TR, 41 MAIFBIT .

auth [success=3 default=ignore} pam_pkcs1l.so
@include common-auth
auth optional pam_gnome_keyring.so

o

# pcsc_scan

# pkcsll_listcerts

#p

kcs1ll_inspect

VMware, Inc
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8 i Gnome EFHAER, MR RREERINGSTE

a EERRLREEN.

# apt-get install gnome-screensaver

b HER AR, F4iHE /etc/pam_pkcs1l/pkcs1l_eventmgr.

VMware, Inc

pkcsll_eventmgr {

# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcsll module to use
pkcsll_module = /usr/lib/1libcmP11.so0;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit : end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver-command ——poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver-command —-lock";

# Too much time card removed
event expire_time {

conf #H4,

NI

il
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on_error = ignore;
action = "/bin/false";
}
}

c 1T pkcsll_eventmgr,

# /usr/bin/pkcsll_eventmgr &

9 22 Horizon Agent £, iR R FgE ] .

# sudo ./install_viewagent.sh -m yes

et b7 Horizon Agent 7.9 sl TR

10 RGEIEE, AETHEN
X iE SLED/SLES REFAHERFENERM

LB E SLED/SLES SfAPE AR SRy M, s fcdE A sl F-55 Bl Active Directory 481, JR1Z 2Ennis
MOFEARELAY CA 55, SR1Z 202 Horizon Agent.

B4 SLED/SLES EHEFE L Active Directory MBS EEEHHER

4 921F SLED/SLES -5 72 B R REEHEN, S5 H Samba F11 Winbind fifip )y 5885 S5
fil Active Directory (AD) 4l

anf H NAIRE 7944 SLED/SLES sjfi~F- 58 AD Alel, DASCERR B REDHEL ) .

Ry PR SEE G (U0 T TR A7 B AR ROR AR A BB PO BCHE 9040 AD 4933i1) DNS #4785
EEIN A AL R IO EERI, 40 R R

D~
“

TR

i
iy

TR B =

dns_IP_ADDRESS DNS 4IRS0 1P iz

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #HIkr) DNS #R (23S 5)

MYDOMAIN 945 Samba FIREI TAEREAE L NT 485500 DNS 445 (4568
HRETE)

ads-hostname AD falllR S LR 4T

ads-hostname.mydomain.com AD frlllsti i se B4k &A1 (FQDN)

mytimeserver.mycompany.com NTP K1) DNS i

AdminUser Linux S G F7RE 68 ]2 20
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2
1 FEMR SLED/SLES MY & AN R E o
a &%l /etc/hostname Fll /etc/hosts AR A E 76 S G AU 1A% 48
b #Z DNS fillli#s IP fizdk, i B8 DNS. %4 SLES 12 SP3, b {i&Ei1# DHCP #E

HEETE
C AEREAREEIREL, SEBERY NTP ke A 42 /etc/ntp. conf RE5, 41 R A
Firo o

server mytimeserver.mycompany. com
2 RPN AD IIANELT

# zypper in krb5-client samba-winbind

VMware, Inc.

59



W% Horizon 7 for Linux S5

3 AWEFTERROLHRERE,
a #wiE /etc/samba/smb.conf 5, a1 FAIFHIFT R,

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b #ill /etc/krb5.conf/ kiZ, an MAIFEAITR.

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain. com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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C 4wl /etc/security/pam_winbind.conf §4§Z%, a1 MAIGEBIITR,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d %ifE /etc/nsswitch.conf #5ZE, W NAFHIPT o

passwd: compat winbind
group: compat winbind

4 I\ AD A48, a0 N AR .

# net ads join -U AdminUser

5 B Winbind JIR7%
a  AERHN R Winbind, S5 TIL N — 2GS

# pam-config —-add —-winbind
# pam-config —-a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b #EHEE AD {15 P BRSNS T H I ) Linux {dlkes, S5PUTRA N — RV
A
<o

systemctl stop nscd
nscd -i passwd
nscd -i group

* H W H

systemctl start nscd

6 ¢ ENER AD IIABRY), FERAT NAIarA, EHERR A ARl ERE R
# wbinfo -u

# wbinfo —g

2 5F SLED/SLES SLH-G A E Lo

RXE SLED/SLES KEAFAMEEFENREM

# %{E SLED/SLES S5 FRUE RS RECHEN, S5 Z DR, Fiscie sz e
SRBEETIR IO CA AR, IS, B AT LA RE AR UL SE Bt e o

SHREE e o ) SR ) P 7 B o P (L ARG AR AR AL B R BT, {5120 AD 4830 DNS 40 . il TR Az
EEIR S R RRAFAT RO, a2

f#
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TR B Bt

dns_IP_ADDRESS DNS Rl 1P fizl:

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #3511y DNS R (2l TS 5)

MYDOMAIN 107 Samba filllk i TAERFAHER NT 4958115 DNS #58 (423
HRETE)

ads-hostname AD falllR S LT

ads-hostname.mydomain.com AD filllsti i s B4k &7 (FQDN)

mytimeserver.mycompany.com NTP KAl DNS i

AdminUser Linux S 6581 A6 & 2408

DHEFY

#fy SLED/SLES 5 F- &5 Bl Active Directory DA 37 2 2 B - gL )

e

F

1 PRI
a &% PAM RURFIEAEST

#

zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b HELHEPC/SC TH, FEHATUA F—RAMa4 .

#
#
#

SUSEConnect —-list-extensions
SUSEConnect -p PackageHub/12.3/x86_64
zypper in pcsc-tools

2 CREMUGREGS (CA) B3,

a Ml CA #ERE, Wil HGEfr =& L1 /tmp/certificate.cer. FH2R Ul HHAR LS
PP IR TE ) o

b PN EIAR CA B3, WK IR pem 5, SRR
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openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_1ink
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c PHElateEhLeE 2 NSS Bk,

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d LEFrAEERE N,

# cp libcmPll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/

3 %ifH /etc/pam_pkcs1l/pam_pkcsll.conf A%,
a ik use_pkcsll_module = nssig—{7T. {EHAEHH use_pkcsll_module = mysc iE—{7.

b Y mysc BigH, a1 FAHEBITR.

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c M BAREEERAARE, N IEAITR.

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d fHER use_mappers = ms 51T, EHAZEHTHY se_mappers = cn, nullig—17.

4 4l /etc/pam_pkcsll/cn_map ek, HHAUEDL FiE—1T.

ads-hostname —> ads-hostname
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a AEREMRCEES KRR, fdclEH pam_config TH.

# find /etc/pam.d/ -type 1 —iname "common-*" —delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b 7E /etc/pam.d/ H&k FE 45 common—auth-smartcard [UFE5E ., TERESETPEIE R AN A

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

c 4%} SLED/SLES 12 SP3, /LA FpifEfEzrh, #% auth include common-auth —{THU A
auth include common-auth-smartcard i5—1T: /etc/pam.d/gdm #1 /etc/pam.d/

Xxscreensaver,
6 (=P k.
# rcSuSEfirewall2 stop

# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

fiaet B JORRIOTIRY, B R IR A A R 2R

7 AR L HgrE A P R B
a 41 SLED/SLES 12 SP3, 5T MylZsms .

# SUSEConnect —-p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-