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GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

= 4P RHEL/CentOS 6.x, 755 SSO &\ T {ERSEL/T KDE, i#{Y /usr/share/xsession Fi4ih
Mk KDE R S DASMNMRTAT S i1 5 R 5 . LA N AlE — A ar 211,

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

PR AEWIARRRE 2 AR AR L Linux S5 S HIBCERBANE, 7 66T KDE & F—14 SSO
TAEPE BRI TR A - &

m  $[¥ RHEL/CentOS 8.x, # 3 SSO & A\ [ EME R H] Gnome Classic, i1t /usr/share/
xsession HEEH 2R Gnome Classic FBls 2 VAN S S REE S . LR olE —4lar S A
1&”0

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

TEFEAER UG RRAE Z (R Linux SLF 5 S HHE TR RN, 1 REfH] Gnome Classic fE2yH I
— il SSO TR Berh i R SR i F- 5
WA 2R T 2SR F S 55 Linux SRAPFS REH SSO, NIATESI TEMTRTIA DB . (EH#1E
FENFZ Linux SR 5y, BATERRULEraG s 5 5.

VMware Blast Extreme 7 #5135 2R il 732 (UDP) Rtz himE e (TCP). 4 ki e g
UDP FI TCP Iy, BFEAHREEINIEITE MR, R4S RILIN UDP 5 TCP.

n WERABGIR AR AT (B, TERISRAE (LAN) BRESH), sh22IL TCP,
n WIRAERRIBANEE (B4n, 7E B g ELIRF R RE B 1 B i (WAN) BRE ), Skl UDP,

VMware, Inc. 17
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Dl AR i T (19040 Wireshark) 2CHIET VMware Blast Extreme Je 7/ TCP 1 UDP. L] 412
I 1] Wireshark [1)—4125 5%

1 TEIN Linux FEfiidas BTl 2025 Wireshark.,
4+¥ RHEL/CentOS 6:

sudo yum install wireshark

#1f Ubuntu 18.04/16.04 :

sudo apt install tshark
314} SLES/SLED 12:

sudo zypper install wireshark

2 ffif] VMware Horizon Client 1#i4¢ & Linux S5 .
3 BRI E AT A A DL VMware Blast Extreme i ) TCP &4k UDP &1},

sudo tshark -i any | grep 22443

AR AL AEEDF USB SRR P b B9 5 ) (CDR) SReRRU . ansRAHGIRILAEE (B, A
SRS PR AR SRS A A (it k), (R BEBe st e Ad s . ARG oL b, (A rIREEndas) Mol Hp
— R

n AR P REER IS . FEUEIE I N, SRR R NI S
m  USB PR B Linux SRS,
m  USB #kARTER M. BN, EERRMRER:, AU RAR/N T REE/ VAT AR .

USB E#FE @AY VHCI BEEENFER

USB FHrti i Shak e USB ki fhE LA IS i (VHCI) B2 DEEmI R AR A AR . 5554k USB 3.0 Al
USB HURrEL A DhRE, /B BAT MAILER .

1 1 https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ N USB VHCI JF 45725,
5.

2 AEE VHCI BREVFE R AATE RS, SEAEAY Linux %0 B2edem i n) (i, w5 7 1-8. 4
i Mz USB VHC BElfe U a4

VMware, Inc. 18
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W% Horizon 7 for Linux S5

Bian, Rt 2% VWMware—horizonagent-1inux—x86_64-<version>—<build-
numbers>.tar.gz EH4ET] /install_tmp/ HEk ~, N full-path_to_patch-file ty /
install_tmp/VMware-horizonagent-1inux—x86_64-<version>—<buildnumber>/resources/
vhci/patch/vhei.patch, HEEHT patch ad 4

# patch —-pl < /install_tmp/VMware-horizonagent-1inux-x86_64—-<version>—<build-number>/resources/
vhci/patch/vhci.patch

Bs=E 2 Horizonfor Linux = BT 42852 VHCI BRBHFERA 2058

£ 1-8. #RER LI USB VHCI EEENTEK

Linux B4THR g )24 USB VHCI BREIE P BR

Ubuntu 18.04 1 AR

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 e ML VHC! BEEpRE A,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04 L N 225 VHC BEEFE A,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc
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W% Horizon 7 for Linux S5

%+ 1-8. #RER RE USB VHCI BEFN 2L (4)

Linux B1ThR
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7.x

RHEL/CentOS
8.x

SLED/SLES 12
SP2

VMware, Inc

Kin B 2% USB VHCI EEBIRR AR

1

1

LFMUREEAT

# yum install gcc-c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

A N e VHC! BREDFE L,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —pl < full-path_to_patch-file
# make clean && make && make install

(RHEL/CentOS 8.x) # Z i ff VHCI BRE)FE AT il USB B[] IE # 34 IE I, SR USB BREIFLA 9%

g 1
P iE o

a fdr USB HEIIFER SSL Sl

openssl req —-new -x509 -newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der -nodes -days 36500 -subj "/CN=Descriptive name/"

b % USB HaEhfLt,
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

c BRI UEFI 22 Bl 4ie.
sudo mokutil ——import MOK.der

st b A Era DR, LARBE TR UEFI 2o BRI MG 4 698 (MOK) %185,

d AL vSphere £ G HIRCE UEFI 24 BiBk, 5 AFEHBIM. W5 r4nEan, s52:0 https:/

sourceware.org/systemtap/wiki/SecureBoot,
et F Rz O SRR

# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

LA R R T 2 B D B4R . B, WIERET 247 £ kernel-default-3.0.101-63.1, HJHT

LR ASKE 3.0.101-63.1.
2 kernel-devel, kernel-default-devel. kernel-macros Al patch £f.

# zypper install —-oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

15140 :

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros—4.4.21-90.1 patch

20
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W% Horizon 7 for Linux S5

% 1-8. FRERLH USB VHCI EEENFEX (49)

Linux B4Thi Kin B 2% USB VHCI EEBIRR AR

A, FH

3 HaE KLl VHCI BRihfe X,

tar —xzvf vhci-hcd-1.15.tar.gz
cd vhci-hcd-1.15
patch -pl < full-path_to_patch-file

H W W H R

r) | cut -d '-'" —f 1)/drivers/usb/core
# make clean && make && make install

T F AT

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core
cp /1lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -

m WURRERY Linux USRS, BT 280 FUf 2o VHCI BREDRE, (HANFEE 4

Horizon for Linux,

n B ATDAEEIEL Ubuntu 18.04/16.04 A G011 N SIS EIAE AN DB, HHBhREAZ O5i4
B 5 VHCI BREHFE

a LEROIRE,

# apt install linux-headers-"uname -r°

b M Ml dkms.

# apt install dkms

c &G BH VHCI TAR FRZE

# tar xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —pl <full-path_to_patch-file>
#cd ..

d BRRAER) VHCI s = AR /usr/src HEk,

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e 4ty dkms. conf (RS, W ILEA /usr/src/usb—-vhci-hcd-1.15 HEEH,

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

T HINARHE dkns. conf fi%.

VMware, Inc

PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"

1% (DKMS) ¥
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MAKE[O@]="$MAKE_CMD_TMPL"
BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g ft dkms HUETHEH VHCI BRE) e,

# dkms add usb-vhci-hcd/1.15

h 2 VHCI BEERE

# dkms build usb-vhci-hcd/1.15

i 22 VHCI BEEDFE R,

# dkms install usb-vhci-hcd/1.15

2D B+ EEEIRRE
TR Horizon 7 for Linux FEfiiasiRy, /AT vCPU RGBSR e DA e 3 aE T K o

158

T Fyfdi ] NVIDIA vDGA [l fisss e i H NVIDIA HHEEE . 7% e A H NVIDIA GRID vGPU 1)
PR EEr @i DL NVIDIA B BR[E T ik 28 4 5L 5810 NVIDIA FEBHETE . AT 48 T 5 e i a8 vCPU
R IR e .

ROE AT 2D [EFE-RAGHE SRS B VMware BRSBTS R, HAWHEET vCPU ML ISHIBOE ,
A RESCE SR B 3RE . ] R A5 8

A 2D SAPE A I SGEIZRE, 554 Linux BEREERSE E £ vCPU FIERBECIREY, B, =& 2
{i#l vCPU F12 GB [zt fEmt,

n HRZEEHE (s BEs) iR REUR, G AREFHERT T 4 8 vCPU 14 GB MEHEGC
n HHA 2D PG R ECE I RERRL, Gh AR RS T 4 f vCPU 1 4 GB RS IERY,

£ Linux £SEFE LR ETIERERIE

it TAERE B TEThRE, B A rT DAk HA (5 R IR A Y Linux i 52 1 T /RSB

TIEREERIBIER RGER K
S e TARRS B EIRE, #8% Horizon JS AT HIRFE 7K o
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% 5E Horizon 7 for Linux SI*E&

& 1-9. TIEMER IR R TE K

ol K

s 2.5t T AEREBEE A R A A P 2%t 12225 Windows . Mac gk Linux hix Horizon
Client 4.7 sk FUghA, siEf# ) HTML Access 4.7 5 5#THROA.,

Linux i s [ 75 BT A Linux B4 TRRFLR HF 5 BB s s 101 5 7] 3088 TAERS B EThhE :

m EA5 Gnome R[G5 Ubuntu 18.04

m 45 Gnome Classic it KDE 5ijfij*F-5 5151 RHEL 7.5

m  [Uff Gnome Classic 5LV 5551 RHEL 7.6 ok Hgi A

m .5 Gnome Classic [ &5 ¥F#1iA) RHEL 8.x

IEAh, i A ERF S P AR R

m PHZEE Horizon Agent 7.7 sk UUHIAR, /HETE Gnome S~ 5 BB H S 8% T RIS
Bt

mAASE Horizon Agent 7.12 ST, A GEAE HA KDE Siffi VA i RHEL
7.5 BTG S0 TAERBLGE,

m AZEAE SR A R s o & A RO AR B EDhRE .

AR R AR llles I TR Er 65 H Enterprise 524 .
NI VMware Blast
fait RHEL 8.x SHNV & T8N R AR, A ARSI TAEBIHE. #52:BRT RHEL 8.x S5

PAEST TAERY B E
QAR TR B o P I RERIAHRA 51, 752284 Horizon Client Sl SCA-.

EABEDRE T EREBEER

{F /etc/vmware/viewagent—custom.conf ki H# i A, DARCHEE  T/ERS B ERE .
m  CollaborationEnable

1t /etc/vmware/config #EHEE MAEIA, DASE SAEE AR BOVIRI B0 RUE o

m  collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing
WA, FSBITE Linux SEF-& R AR R e,
TERE B ETNBERR I
AR R TAERE B oo AR
o I A AR B A R 8 i i & DOk

m  USB iG]

LI L PN ER [T
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w PR R )
w EECRERE
n DAL
w A A R A R B A B kg SR V- 15 AT o
n BRI Pty EARER 2 e TR B
AR AE A KDE SR e RHEL 7.5 265 LRI T /ER B

w  CABRURTARRBARIERIIIRER, (EZ LR R G iy [AER B AE] R b3k — MRS
TERER - 4%— N R AT AT

w  FEHEATREEE BITE T B E,  AT AR EREGE TR TR R, Rtk 8 A AR
W FHEREEGAR S E IR, i IASEROE KDE S & SR TR i TR AR
et ST T SRR A S B T/ RRE B EAHBH O R A T RE g -

n QERGEAEE SNSRI G 1R, ARG ORBERUR [TIERRBLRAF] R, Sifn i & el s
TP 5 FHETE AR AR . AR AR B S 512, i st ar th [T B ] s 1

n R KB NERRIEEE, RGP LERBARERE R A RIE, shfe s &%
SN S RN, RS HE NG, LAEBE B TERE s A 5 n] [l e

i RHEL 8.x KH-F & MIEIT TIERE R IE

A HAE RHEL 8.x S2f~F-6& I H TAEME B EThRE, AaZasfe Tl 2225 GNOME 3.28.26 Shell ZE{Hi,

BE

1 {¢ https://extensions.gnome.org/extension/615/appindicator-support/ #Ar7=1) GNOME Shell ZEffH
= RHEL 8.x #%t. $1%f Shell jiAs, FHi#HL 3.28, SHEPEMRRAS, i 26,

2 ¥ NERE RS, W H Ty 4 5 appindicatorsupport@rgcjonas.gmail. com (A
metadata.json FEZE A [ uuid | ).

3 i mv a2, % appindicatorsupport@rgcjonas.gmail.com HEEEE FAIf7E : /usr/share/
gnome-shell/extensions,

etaR, WA FE TN appindicatorsupport@rgcjonas.gmail. com HEEH
metadata.json 5, FESHR TIEMEEE, B a2 ne s U RS 550

4 GTHUTR, #f metadata. json @oAy T HEHALEE I, A1 M AVEGIRT R,
chmod a+r metadata.json

5 224 gnome—tweaks.,
6 {ERIACFAE, TSR — RS ndasE, PLEETRE) GNOME Shell,
Alt+F2

r
Enter
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#5E Horizon 7 for Linux 5[fi“F&

7 IESMAPEEERBIIST gnome—tweaks, SXiZHIH] KStatusNotifierltem/Applndicator Support.

VMware, Inc.
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RRETEEEER Linux EFERS

BUE Linux S5 AR BT Linux REBERE RS AT Ry S 1 5 AR HE R S R o

-

N RSN Linux
m A AR S S S Y Linux Fgas

m 22 Horizon Agent AH{RIEE(:

I R EE AN LR EE Linux

& 1E vCenter Server H1 %, Horizon7 FRE3s fROAR i i 53 [ 5 G BT HERHES . A JaTE RS
228 Linux 851 ThR

HEEHF
n EESEAOESE RS S 3R Linux ZINEFSE T K. 52 R Horizon 7for Linux [19 Z % 2K

m  FUKTE vCenter Server qﬂkiﬁéﬁfﬁ%ﬁﬂﬁﬁg HEERGIPEE . 5268 (7F Horizon 7 H1i% T
BOR -6 ) ST [ Rt d s

n AR B RS P B T 2 B AR IO AR IR RS (VRAM) EFE K . #iE2:BY Horizon 7for Linux
ARG T Ko

EF
1 {f vSphere Web Client i vSphere Client H1, #H57 @R EHERS .
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% 5E Horizon 7 for Linux SI*E&

2 REHRTALREEI,
a  TEHEHESEE ok — TR, AREBIL— T AR
b fH& vCPU 1 vMemory k/NAH
SHEPAERE, R Linux 25 ThRGE A28 P Tt 1
41, Ubuntu 18.04 $57& % vMemory & 2048 MB Fll 2 i vCPU.
c BERER, WIBERURIRBERAEAE ISR (VRAM),

SHEHEH] 2D BEIERIEESHE RS (FH] VMware BEE)RE), % vSphere Web Client H1) vRAM K
/o VRAM “k/]ME vDGA ik NVIDIA GRID vGPU #4625 (1] NVIDIA BEEHFER) [y A 5eas,

SHELEIRE , FAE 2D [P RIS R e RS T 8. SR AR i T A
3 RS BRI 2 Linux 351 Thi.
4 BT HRRRE Linux ST SRIE G 55
TN, 5548 Horizon 7for Linux [ &% Tk CRIEE GRS ) —fi,
5 ECRATR ARG LR A 127.0.0.1,

EERAREREETEEAEN Linux #:7

TR T AL TAERAMERS EI/E Horizon 7 S5 Hi A s 1015 6 FHAY Linux A#qs o

FrEHER Linux #%25 LA Horizon 7 (AT EE, AR RIOTI R R B AR 4] lfe 2 AT ERR, A28 AE Linux
MRS 1 ROEARS, PAE Linux #6250 DU I FQDN (52488 4 8) ping ilAR fl IR B T EE

Open VMware Tools (OVT) & fHsle 44/ RHEL 8.x/7.x. CentOS 8.x/7.x 11 SLED/SLES 12.x ##% .. a0
AR R DU it R P &, e i R IR e b8 1 B 5, 15 se BB A AT
BRI TR AR 2 VMware Tools .,

SR AIELE ] Ubuntu16.04/18.04 FERS, FhFEszias B2 OVT, QiR uEA i I RS 1 Ay 1 i 5 [ P
&, HIniss ARE g 1 2 5, M MAldy4-, 7EH) Ubuntu 16.04/18.04 ##s FFBh2c8E
OVT:

apt-get install open-vm-tools-desktop

WERH

= 5EEUUE vCenter Server HUENTHIEERHEAS (VM), I HCUE M b 24501 Linux 384T,

n FITEGRALE Linux R [ 2e2E VMware Tools (12585, 55404 vSphere s 45 PR fF
HRIR T AE Linux mEfeRs H T B4 kel 14 VMware Tools | .

m FATHCEROE Linux ARRDUETHERS P iE i DNS b BE . 1B B AT AR Linux S5 TRRORIRRAR

AR TR, FEERAN Linux SE4TIRARA RIS o
EF
1 1F vSphere Web Client &, vSphere Client 1, 7FF#EiH¥zs 358 VMware Tools EifEEzn
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10

VA SR A 82—~ VMware Tools 2R UHEZE VMwareTools . x. X. x—XxxXx. tar.gz, #&— [fEER4R
B, IREB RN Linux S THOEDCENE5 .

vmware-tools—distrib ¥R bE R R4 2 H 5 .
TEMEREES B, DL root P 8N, Il PHRAC AR o
R 4s VMware Tools tar 235 fE k4 .

4.

tar zxpf /mnt/cdrom/VMwareTools—x.X.x-yyyy.tar.gz

AT 2R R E VMware Tools.

A Linux S TR a4 FTREA LA R fian:

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

WHFEAT, SITR LR AR SR 2 2 &8 fT vmware-config-tools.pl AMRERESE.
5 Linux HERST0 FHECRTE ES /etc/hosts FEZEH1Y 127.0.0.1,

41 RHEL, CentOS. SLES #l1 SLED, %W ATFENE FHGARTEIER 127.0.0.1, KATIAE HE)
B, HPERE Ubuntu ARRAGIEASR, R A ARG IR THRGEITEE . DB B S 1 5 1R
WARREE, R A SRR PR e b S I

s a2 Horizon Agent > 154551 T Linux BERS MRS, AT M T e e
% /etc/hosts FZEHI1) 127.0.0.1, HHI, ARG eraaiid e e,

> RHEL 1 CentOS, iR 5] virbro,

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

T 49 T Horizon Connection Server s\f T/l 84 7] 1751 DNS f#4T o
# Linux BRI TR A DA TERR 3T o
B, FAarA e CentOS RS & A VIETEAR R BT,

systemctl set-default graphical.target

TERE LA OpenLDAP filfle#itbai iy Ubuntu #rs I, S RS0 se B4k 2 75

1D B AT T AR % & RREAE Horizon Console [T ERSEL BN [ HE] M B UR, MRIRTR 517572
Al /etc/hosts FHZ:

a # nano /etc/hosts
b AR 4. BlU: 127.0.0.1 hostname.domainname hostname.

c AHRILREAEE
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11 %% SUSE, 5551 [ii DHCP &5 - RR]. R EAR SRRk AR 275
a {t Yast 1, ¥%— MERGRIE.
b F— NEBEE/DNS %518,
c UGS DHCP S5 478 .
d EAFHEAREFIAE R
e & MHEE.
R

224 VMware Tools > 1%, WISATH4% Linux 205, VMware Tools RJAE{E F 8T, A8, s
http://kb.vmware.com/kb/2050592,

=4 Horizon Agent fHkMEEH

Horizon Agent for Linux A7 528 Linux A TR AKIEEE . 71425 Horizon Agent for Linux 2 7l ,
(AVNY Ve e L= LN

WERF

B AE vCenter Server FHT LR (VM), DI CEHERS 2080 Linux 31 THR .

[ =2

1 CLRARTERA AT R AT R = R EEATT 5K, Rl hlire s,

* 2-1. ARG

Linux Z/TAR =4

RHEL 7.5 yum install libappindicator-gtk3

SLES 12.x SP1/SLED 12.x SP1 1 &4k SUSE 12.x DLk SUSE 7

it SUSE 17JUHi5 xF86-video-
vmware FFER /5 13.0.2-3.2 B SUSEConnect -r ZEf/CHS —e & TES1E

fraRsAR 2 T xf86-video-vmware i,

zypper update xf86-video-vmware

SLES 12.x A IFAE 2 Horizon Agent Y, 75525 SLES 12.x Linux 2[5 %22 python-gobject2.,
1 4% SUSE 12.x LARET SUSE 17

SUSEConnect —r Z#¢/Ul —e #HTE5H

2 4¢3E python—gobject2.

zypper install python-gobject2
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W% Horizon 7 for Linux S5

x 2-1. EHBREESE ED

Linux E1ThR =
Ubuntu 16.04 apt-get install python-dbus python-gobject
Ubuntu 18.04 apt-get install python python-dbus python-gobject

2 2% Horizon Agent #1144,

(K%, RHEL 5k CentOS 6.7 &2 glibc-2.12-1.166.e16.x86_64, [fiis 1] AELL 44 AL

B PR, SUP SRR, SEARAILIE, I EAEONN glibe TH TR

ZINS

sudo yum install glibc

VMware, Inc.
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RAE Linux REFSH) Active
Directory Z & i{E & ERZEINEE

Horizon 7 fii FHEI 4511 Microsoft Active Directory (AD) JEfE&5REHEA T FH & Boet M HE . #0] DLEE S Linux
V-5 5L Active Directory, ##f# HI4 FTDAGE HI 1 CU Y Active Directory i HIZ4M 78N Linux S5
AT DA E A T e nhae , 5140 Single Sign-On (SSO). £ FEiEi | F11 True SSO.

fiE Horizon Agent F{1 Linux 5L - £ R i I £ GRS Active Directory 485, 155
T O P2 A4S, Horizon Agent FTAE ST sl ¥ A%t B Ao it 54k
ATER T A
m %4 Linux Hil Active Directory
m  XE Single Sign-On

R

m  %5E True SSO for Linux S F-&

27
L X

4 Linux #2 Active Directory

19 AR 5 22 ] AR 354 Linux il Microsoft Active Directory (AD), . Horizon 7 for Linux 515 %
TR BE IR R T SEAN AR .

DL RS2 AT £ Horizon 7 for Linux 52 F & Bl A VR gk 5 %€

»  OpenLDAP frlfllz#i S5

= ¥} Microsoft Active Directory 1711 #4242 /Ikis Ay (SSSD) LDAP i

= Winbind 45N

= PowerBroker Identity Services Open (PBISO) it

= Samba FERAIEINIA

GRAEAE ] LDAP Uik Ty 5, AR FIACHE R Re rh R TALRE, AT R S i e R rh A T H At

e SRR, S5¥ Microsoft Active Directory {4 1] SSSD LDAP Egzsflfidih 5 5 .
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{5 OpenLDAP {AREEEHIEERE
AT DL E OpenLDAP falR g i T ELRER (PTA) #hl, 3414 Active Directory i i 117 5255
OpenLDAP (B T KBS B T AP ER
B2
1 FHERUT LDAPS (1%t SSL (it ) H $/F OB #3,E), #H1E Active Directory b2 ISR
2 & OpenLDAP filfliir
3 BTN (BB AN) 11 Active Directory [1i]2E % OpenLDAP i/l #s
4

BUE OpenLDAP fil Al AZe i WSSt (0 s AR (9140 saslauthd), DA% Active Directory
'f J u_: ED&% AR DJ_ o

5 #E Linux SAFES, PUER] LDAP 1 OpenLDAP frlflR#ebu sl 4 .

# Microsoft Active Directory 5%7E SSSD LDAP E&zE

BLE Linux S V-4 R E 24 e iisks sz (SSSD), #:n DA% Windows Active Directory {1 /il LDAP
Bt

i FH R B B e 8 SSSD LDAP Bt filtih 15 %€

R

1 AT LDAPS (151 241l s e i B H 7 G AR 9E), 5H7E Active Directory fallliiss 27
HERS IR o

2 A B REE Microsoft Active Directory #1471 LDAP B, #hE Linux S35 H e SSSD.,

£/ Winbind AiSINNRIR T =

LA Kerberos [1ERRS PRI 210 Winbind 438 IR 75 %€, f2&17) Active Directory 14 TEgRE 1) 55—

/L\o

N A B R A 3 Winbind A3 IR Ty 56

=2

1 7£ Linux ZIME5 2038 winbind, samba F1 Kerberos £1F .
2 % Linux SIAPEA I A Microsoft Active Directory.

RELR

QERAE ] Winbind 488 I\ 75 2k Hofth Kerberos BRaBifigpe 528, s ARSI E Active
Directory, ifii5#E 50 LR T I\ ZE Active Directory, %1, S5l R o624

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
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an BT N AUBRIE, 2 Winbind fif s 56 10 C SRR SRR R 0 TASUE TN N 5 &

i} SSH =k vSphere PowerCLI %5 T H it AR BB ERF B RS, SRR TS T2 HEIRE4N
i, FH2BY o 8 T ST Eh s - 5 e KT Horizon 7,

o AF Shell 154157, JR1BFE /etc/vmware/viewagent—custom. confﬂ‘&’.%tha X E Horizon
Agent RunOnceScript BEIAIFEA IS, TR AN AN, 5284 Linux 516 FRe s R
AR

X E PowerBroker Identity Services Open (PBISO) 5&:5
PowerBroker Identity Services Open (PBISO) kgt 77 12—l il TREARATS N P S B AR T 5 56
AT MYIEEE, DA PBISO i Linux S[fi1-5 I\ % Active Directory.,

EFF

1

SAA

¢ https://www.beyondtrust.com/products/powerbroker-identity-services—open/ Tii
PBISO 8.5.6 =k H i As.

1F Linux FEftiss 20 PBISO.,

sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh

%245 Horizon 7 Agent for Linux.,
i1 PBISO j Linux S5 M AD 48k,
RAIFEEIH, Ixde.vdi B4/, administrator 48T 45,

sudo domainjoin-cli join 1xdc.vdi administrator
PR AR 2 E TR AR A

sudo /opt/pbis/bin/config UserDomainPrefix 1xdc

sudo /opt/pbis/bin/config AssumeDefaultDomain true
sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

4l /etc/pamd.d/common—-session fi 5%,
a HHNA % session sufficient pam_lsass.so [—1T.

b Bz T session [success=ok default=ignore] pam_lsass.so.

Rt EHUET LA HT Horizon Agent for Linux 2 {2, WJHEHIHPER,
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7 21¥f Ubuntu 16.04, #LL F#&ATRIINZ /usr/share/1lightdm/1ightdm.conf.d/50-unity-
greeter.conf 4HAER,

allow-guest=false
greeter-show-manual-login=true

ek WIS Ubuntu 18.04, HINZZEE440T Tightdm 406K
8 K ARLEIM, REBBN,
BESR

st

s QIR /opt/pbis/bin/config AssumeDefaultDomain 1%1EH:% /% false, EWJHETE /etc/vmware/
viewagent-custom.conf % H % SSOUserFormat=<username>@<domain> 3%t .

»  {fi1] Horizon BHEE 847 B s 1 5 SR DhRkE, Ayt oo /T AR A T S 2 4 I R R e ey
2 DNS fill[Ras i e, w3 N Linux 2455 resolv. conf 1%, i FH R4 Ubuntu 16.04
REGMFS), 1E2(E /etc/resolvconf/resolv.conf.d/head K5 A RTINS o

nameserver 10.10.10.10
search mydomain.org

E Samba BEARAGIEMAN

5 HAE Horizon 7 for Linux 52 [AF- 5 Beis b 1O BUEFE B s 3238 SSO, FHTET% Linux HEfRRs F
X %E Samba,

PANIRAR 7 20, (46)1] Samba jis BRI Linux S G BEARASE0NIN 42 Active Directory ., AR T4
ff Ubuntu %18 HIi 0 5%

EF
1 /EFE Linux BERHEES I, 2238 winbind Fll samba &4, UM HABARREE R R, 140 smbfs Fll
smbclient,

2 i Mol 4 2 deke Samba tdb-tools £,
sudo apt-get install tdb-tools

3 2 Horizon 7 Agent for Linux.,
4  4iE /etc/samba/smb.conf AHfERE, HIAFALUA FAFE BTN A,

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
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winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
winbind use default domain = yes
restrict anonymous = 2
5 %l /etc/krb5.conf ZHAEHE, SHEHEATRIR FAIHEBIMNE .
[libdefaults]
default_realm = EXAMPLE.COM

krb4_config /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 #ifE /etc/nsswitch.conf ZHEERE, a0 FAIFEHIFT =~
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 WERRFMEAREIERERGR, H A& H AR HC B DNS R4,

8 ¢ 2EHA! Horizon Agent Linux EEfEssCU 1 ] Samba 75 {kE T4, 554 /etc/vmware/
viewagent-custom.conf &2 R DL A,

OfflineJoinDomain=samba
9 FARGIHPALE, RETHEN,

£r¥f RHEL/CentOS 8.x {£ ] Realmd MAf#RA R

1 EfECR RHEL/CentOS 8.x SV LUREMIESE (BB —FN) IEHHAT, S realmd figti gy 56 5=
IfH~F-& I\ Active Directory (AD) 43
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B
1 /% RHEL/CentOS 8.x &%t i% e st M4 Fl .

Bign, i rhel8 ZAGNARCEE LA, H LXD.VDI i AD 4935, srsiThl Man.

# hostnamectl set-hostname rhel8.1xd.vdi

2 (fERREL AD A4, b N RBITR.

# realm discover -vvv LXD.VDI

3 RESRHIARIEES:, Wbl RIS,

# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

4 NN AD 493, an MAIEBIRT R

# realm join -U Administrator LXD.VDI

5 #wi /etc/sssd/sssd.conf, HIHLEAGHELUA MAITFIIANA . 7F ad_gpo_map_interactive =
+gdm-vmwcred[domain/domain name] /¢ F it

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6 EUWHEAIRINAR, Sl FATHINE, RETHEN.
7 WERCEHER AR T . W PR PSR id a4 AT % zyc MIRALRERH.

# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
8 A Fl A n0REas, MR LA BN SIS .

fRE ¥ RHEL/CentOS 8.x 5ifflf-f5, Horizon Agent 371 X11 R falllik smafingie o
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X E Single Sign-On
EEEEE Single Sign-On (SSO), AN T—L04H AB B

Horizon Single Sign-On Fi4H &5 Linux HI/%) PAM (G N\ sUER 5 BE4H ) a5, 36 FLASRO A T AR B
Linux £l Active Directory (AD) )57, Horizon SSO A1 ELE 5 Linux £ AD 1) OpenLDAP #l
Winbind fif7i s S BB AL

TR, SSO #ii# AD 1) sAMAccountName i 28 Ntk AlliG . A RECR T SSO i T fEIE NGk
5, 5 AE H OpenLDAP & Winbind fiftik 5, HLAZHEAT FAIRRE D

m ¥} OpenLDAP, % sAMAccountName &% uid.

m S Winbind, iy FAIBGA R E AL RERE /etc/samba/smb . conf.
winbind use default domain = true

QAR B AR T BN A 2 RG, AZAYE Linux 525 FRGE SSOUserFormat #2151, Qa4
Zall, FHZBITE Linux S5 FROC AL RERS 3T, SSO — i IR B M 49t 4. lan, anif
4915 % mydomain.com, SSO &1 [f] MYDOMAIN 1F A48t 455, A, 3% SSOUserFormat Z#EIFARs,
PEVVEFEE MYDOMAIN,, B A T AN e S 488 2 F, v FHAO LR F

n  S1¥ OpenLDAP, AR FHOR 55 O 16 0 Al 22 F o

m  Winbind 2§ 5¢ SORN{H A A8 2480

AD SZIRTEBN SRR R k7o, {H Linux 3748, HItE, 308 SSO Krab 7E B N\ AR Rk 7
TCo

1E AD Hi, iR 1R UserPrincipalName (UPN) 1A sAMAccount JEPEANTT, i ELAE 243 T

UPN & N\, SSO ekl flan, W fr AD mycompany.com Hifg ]+ juser, {H{FHHR UPN

i By juserd23@mycompany . com [fii]f juser@mycompany .com, SSO Wi, PR RS i i (i 127

fliH] sAMAccount HIfE/FHIZFRACEN . Blan, juser,

Horizon 7 AR AR 2 I/ NEs . AZEREMR: Linux PEZE %0 0T DU FIRIL 73 R/ INES RO F 2 44

Fio

» S Winbind, i & 2B TR 5 K/ NE

= ¥ OpenLDAP, Ubuntu fii/{] NSCD AEREE 177, W HIAR Ak K/NEs. RHEL A1 CentOS i
FH SSSD Akt 12, Wb HLPERR Y /NS . B BAA 0T, Ah4miEfE 5 /etc/sssd/
sssd.conf, V7L [domain/default] [ B NAIFEZAT .

case_sensitive = false

WUERAEY Linux SN GL5 T MR- GBI, fHEhalm-ahids, DOENEIE SSO Rl IR
TP 5 B
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REEBFEHNEM

e R I 5 ROV S RS, G A T DAGE A AR 2 ] P AR 0 Rt AR It S 1
FEMERRE . A EROE B REEARA), AR TSR P B

HEFEHE EHTE
SAPEAEHAT NI E L4 E Horizon Agent MUK Linux #54Thi, BISZ 8B R 2 gt ,
X3 EEFTEHEAPREREK

Linux 1Tk Horizon Agent

RHEL 8.1 Horizon Agent7.12 & B i Ak
RHEL 8.0 Horizon Agent7.10 B B AR
RHEL 7.1 gl Horizon Agent7.8 bl B /s
RHEL 6.6 i 5 il A Horizon Agent6.2.1 ik i AR
Ubuntu 18.04/16.04 Horizon Agent7.9 uk BUghAS
SLED/SLES 12.x SP3 Horizon Agent7.9 mk A

2/ Horizon Agent [r, uZASE(E ] SELinux. Z L AZERS DI R B g o, A Aszoothl
AETHRGEI . WFE-FANERN, 552 B install_viewagent.sh 3441321

R RS FROT TR E R EEEL A IhhE, HI vSphereClient 1) USB H 2L i) it ik Bl A 48 i i

/EHO

R HDHRE ) — RS — AR R o R T ERLA L RR AR P R AT, L IhRER
ESUA{E

AR W@SE%;?%E A s, aRR B 2R, RE s —amal s, e

.
20 A A . AT 2% 2 Linux AOPR A

r&\

Kt Lmux SN G LR R EERE A S PIV k. E ] Linux ik HorizonClient i PIV K2k
ACARERREE, A PIV B E A i TLSV1.2, DA EsE SSL 43k, 1] VMware RIakHE S e
http://kb.vmware.com/kb/2150470 H = I R 7 & .

f=E 7 Horizon7 (7.0.1 i) B HET AR DR 21 2 SSO., RHEL 6.x 5L F- & S0 48 21 ik SSO, 1H
RHEL 7.x fl RHEL 8.x M F-4 A E I IhhE .

RESEFEHEMD

HEROE R REERA, SHEAT ML,

1 M Linux A8 F BVEDE R AR IOHE R, AR 6 E R R

2 (RHAAIY Linux 354 TRRITIE HINORET , RS ARSIF & B2 Active Directory 493
3 KM Linux SATRRATE MR, (EEsRir- & FE R R EgiEm.

:
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®E RHEL 8.x RHEFAEMNEEFEHNEMD

A ROE RHEL 8.x SIS RIE R Ry, s do &G s3ii~F 5 B Active Directory A, SR1% 2B A B
FESUEELAR CA 1535, K1 14 Horizon Agent.

#4 RHEL 8.x SHFE&HL Active Directory W FIESEFEIHER
S N AR 2 RHEL 8.x S20f1~f- 5 B2 Active Directory (AD) 4, DAz PR E-REDHTEL ] .

SHEARSE R R0 3 401 el P B 57 (B AR AR AR AR RE PR, 1050 AD A1 DNS #40. wliR AR 7

BB AL RN, W R R,

TR B S

dns_IP_ADDRESS DNS AR flllleas i 1P Azl

rhel8sc.rzview2.com RHEL 8.0 R4 5e 4 LA

rhel8sc RHEL 8.0 ZA#HAFoe i LR

rzview2.com AD #8151] DNS #

RZVIEW2.COM AD #3i1) DNS #8% (2 i RS 1)

RZVIEW2 £ Samba AR CAFRAHEL NT 495010 DNS £ (43368
EPN- S5

rzviewdns.rzview2.com AD frlllstit it = He 4

=F

1 {F RHEL 8.x &%t I, #ATLL FRAE,
a MRBAHAREORF E A DNS 3%E o
b {5H IPv6,
c {#//EE) DNS,

2 RGE /etc/hosts AHMERE, (EHEATHEIA FAIEEBIMNE

127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4
localhost4.localdomain4
H localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzviewZ2.com
3 XE /etc/resolv.conf AHfERE, AR FIIHEGINE .

# Generated by NetworkManager
search rzview2.com
nameserver dns_IP_ADDRESS

4 L AD BEFTH .

# yum install -y samba-common-tools oddjob-mkhomedir
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B oddjobd k7% .

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

Dt

FERE A B0 B o3 Rt Ak

2

# authselect select sssd with-smartcard with-mkhomedir

}ih oddjobd i

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

PSR R, AT /etc/sssd/sssd. conf R,

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

HTTR N A HTIE ] /ete/sssd/sssd. conf HI, 41 MAIGEIFT .
pam_cert_auth = True,

[sssd]
config_file_version = 2
domains = rzviewZ.com

services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad

access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

O sssd i .

# systemctl enable sssd.service
# systemctl start sssd.service

4T /etc/krb5. conf AR, MUIHEATRUN MAIRAIINA .

7t [pam] [ f N JT485E

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.

includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51libs.log
kdc = FILE:/var/log/krb5kdc.log

VMware, Inc

40



W% Horizon 7 for Linux S5

admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEW2.COM = {
kdc = rzviewdns.rzview?.com
admin_server = rzviewdns.rzview?.com
default_domain = rzviewdns.rzview2.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewdns.rzviewZ.com

[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 %l /etc/samba/smb.conf ZHAERE, fEHFATHULUR NAIFGIN A .

[global]
workgroup = RZVIEWZ2
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewl.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ2/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
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create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 N AD &k, an FAIEHIFT R,
# net ads join -U AdminUser
BAT join a4 RAEIRIEEEL N ZIFFI R .
Enter AdminUser's password:

Using short domain name —- RZVIEWZ
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

14 TR RHEL 8.x A& E NI AD 4,

# net ads testjoin

Join is OK

RELR
w0 E RHEL 8.x SRV G IS R ETHEL)

RE RHEL 8.x EHTEEHNEEFEHER

#iE4F RHEL 8.x WE:FL\LHXE% %%Eé‘%ﬁﬁrﬁl, LRI DRE I o RE U . SR

TR CA I, DAMFITFRI PC/SC Lite FEzUR,
BEEE
#4 RHEL 8.x 51jf V-5 B2 Active Directory DA #5 F E-K i giti ]
E2F
1 LT U
# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite—ccid nss—tools

2 i pescd A%

# systemctl enable pcscd
# systemctl start pcscd
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fEf /etc/sssd/sssd.conf 4RI 5 DL AT,

[
&)
ey
S
i)
el
o
§$

[pam]
pam_cert_auth = True

WS CA #EH U5 /etc/sssd/pki/sssd_auth_ca_db.pem,

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

EEER R E R IOAR G, FHBITIA T pkesll-tool fiy4, fAfERE A A EH -k o
# pkcsll-tool -L
# pkcsll-tool —-login -0
# pkcsll-tool —-test —-login

RE PKCS11 #5541

cp libcmP1ll.so /usr/1ib64/

57 /usr/share/pll-kit/modules/1ibcmP11l.module #55<, 7ikEZE it FAINA,

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcsll.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1ib64/1ibcmP11.so

priority: 99

8 1% PC/SC Lite B = 1.8.8 filt.

# yum install -y git flex autoconf automake libtool libudev-devel flex

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure —-build=x86_64-redhat-1linux—gnu —-host=x86_64-redhat-1linux—gnu
——program-prefix= --disable-dependency-tracking —-prefix=/usr —--exec—prefix=/usr
—bindir=/usr/bin —-sbindir=/usr/sbin —--sysconfdir=/etc —-datadir=/usr/share
——1includedir=/usr/include --1libdir=/usr/1ib64 —--libexecdir=/usr/libexec
——localstatedir=/var —-sharedstatedir=/var/lib —-mandir=/usr/share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

# make

# make install
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9 4’k Horizon Agent £5{F, Sif it S HDRTELF) .

# sudo ./install_viewagent.sh -M yes

st TR RIS, AZE Ry Linux S TRHEEAE Horizon Agent JiAR, 4 3G

Linux Z1TAR Horizon Agent
RHEL 8.1 Horizon Agent7.12 uk HH RS
RHEL 8.0 Horizon Agent7.10 B HUHT AR

10 SREARGEEHBARE, RIEEFTEN.

E RHEL 7.x/6.x RSHEITFENEEFEHER

R E RHEL 7.x/6.x S-SR SR W, shdeiE A swi~F- 5l Active Directory 41, SR12 205504
H R UR B CA #55H, IR12 1522 Horizon Agent,

#4 RHEL 7.x/6.x 2ET & Active Directory U EEEELEHER

B RHEL 7.x/6.x S5 F SR ESREFHE N, fHEH Samba Al Winbind fif#i )y 58415 -5
fil Active Directory (AD) 4.

FEE T AR 73545 RHEL 7.x/6.x Sl -5 8 AD 49, DA B SR s,

IR P HR 1 SRR (5 P FARA (o7 B (A AR AR Ak AL B P BRS040 AD A DNS 4R St TR L
EEIAA BRI RR R AT, 4 NPT

HEMEE S

dns_IP_ADDRESS DNS ity IP il

mydomain.com AD #IH1) DNS 47

MYDOMAIN.COM AD 4H%) DNS £ (& HIKE 7 1))

MYDOMAIN H75 Samba il E T AERANEE NT 44470 DNS 24 (4xi
liPNZEaE))

ads-hostname AD fillllkas i - 44 1

fiist P T RHEL 6.0 (HUHTROAR) Bt RHEL 7.1 (BHDHROAR) [ ST G W] SR R S e .
B
1 {F RHEL 7.x/6.x V& 1, LR EN .

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 il ARG IS E . I NetworkManager #2546, N5 2 2450040010 IPv4 B8, 41
[IPv4 J57k], #HUEHE) (DHCP). & DNS X7/, A\ DNS £Rafilleasft) IP ik, k1%, 4%
— FEH.
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3 BAT M4, SEHERZ A A M RHEL S-F- & 1 5¢ 8438 4 1% (FQDN).

# hostname -f

4 #itH /etc/resolve.conf &Gt , W NAFHIFF <o

search mydomain.com
nameserver dns_IP_ADDRESS

5 ft RHEL ®ii¥5 b, {51220 Linux (SELinux).

HIFEFIFT R
SELINUX=disabled

6 4wl /etc/krb5.conf ZHEHE, W1 FAFEIBIFT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7  4WiH /etc/samba/smb.conf 4HREHE, a0 N AEIBIIT .

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

VMware, Inc.
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8 [HiEk authconfig—gtk [ 1L, a0 FRrRHEl T3 E
a BEINSSAIFEREE = o . M (RS 2oRbE], 24 Winbind,
b RHGERSEIE S S A, R RSB — KB = B e ML,

c RS ERAIFIEREE SR oI, IS — MIINEBR, (£ BIEOR AR A I E Rk, #— Mg
o

d BRI, N I B O 2 2RSS, IRE T — THEE.
P51 RHEL SLIEF- 5 & i\ AD 4,

9 #E PAM Winbind [UZEE RN, 4l /etc/security/pam_winbind.conf 4HAEAS, fHH{us N4
BRI SCTFAT

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 HHRE) Winbind % .

# sudo service winbind restart

1M EEHER AD IO, FEAT RAlarS, GRS G Em e .
m  net ads testjoin
m net ads info

12 RGP, RIEEHTEN.

BESER
Hi RHEL 7.x/6.x S AR

i

I

[11]

E RHEL 7.x/6.x REFANEEFEHER

HEAE RHEL 7.x/6.x S5 RO B REDHREA], se et e o0 . Bt Gl CA
A58, VARSI PCISC Lite FERURE. A, B MAZA%IEIELAH AR LA SE Bt i E

SR P AR Ak 2 RHEL 7.x/6.x 5504 18 - R i piEm .

R F A S E G ()60 TR B A2 P AR ORI AL RE P BTRE 9140 AD 4933y DNS #48. Ghls Bz
EEIR S R RRAFAT RO, 40 R R

TRE A E A R

dns_IP_ADDRESS DNS g frl ey 1P A7k
mydomain.com AD #48i57] DNS

MYDOMAIN.COM AD #AI5i1t) DNS £ 7 (4Bl s 525
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TERNEE o]

MYDOMAIN 102 Samba fillll#s T EREALEL NT 410 DNS &2 (4Bl
MRET7EE)

ads-hostname AD falfIRAF LA TR

AT RHEL 6.0 (s BT AR) 5k RHEL 7.1 (BB (RS2~ & 1 <2 B 2 st

fEEr RG] vSphere G E N 204 Horizon Agent FLU! O A9 E TR ¥ttty RHEL 7.x, RIln[
BRI 2 P 43 S ok SR R I A B RF ] o U RER B & 1 vSphere 9558545, H Horizon
Client [ty RHEL 7.x & HAEG A& 2 B 524

HEEG

4 RHEL 7.x/6.x SL1f - & B Active Directory VA 48 2 SR FriE|n)
EF

1 TR U,

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 LA IERRAE (CA) 55,

a MR CA B, W HEFESINFE L1 /tmp/certificate.cer. aH2 R CanflE HARE
u"}'_'/]ﬂ T&’fm (pl u'7‘<>> o

b IR IO CA R, WA R | pem R,

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
¢ fiil] certutil ey & B4R CA Hid s 24 EklE /etc/pki/nssdb,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d N CA E5#E %] /etc/pam_pkcsll/cacerts Hé¥k,

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

w
]I

i ERRER > Sundry > B3, SRR EEXBIUIM, Kitk—TER.
4 WEWEESREIRR, WHERER SRR S RGRE Jetc/pki/nssdb,

cp libcmPll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1ll.so -dbdir /etc/pki/nssdb/
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5 4l /etc/pam_pkcs1l/pam_pkcs1l.conf 4HAEREHRIRLAR R, a1 FAIE BT,

pkcsll_module coolkey {
module = libcmP1ll.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 #wiE /etc/pam_pkcsll/cn_map #55E, HIHAUSHLIFIRBIIINE . AEUSRENEA,
BRI RO A R

user sc —> user-sc

7 4 /etc/krb5.conf/ AHRERE, A NAIFHIFT R,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature

pkinit_anchors
pkinit_kdc_hostname = ads-hostname
[domain_realm]

.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 4wt /etc/pam.d/system—auth AHRERE, AU S R AIFBIAZE R SCFAT,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11l:/usr/1ib64/1ibcmP11.so

9 M) PC/SC Kyt

chkconfig pcscd on
service pcscd start

VMware, Inc
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10 %

1"

12

HERBOE Ubuntu S SRR, fEoeE i 5 il

7k

AR RHEL A TR B

AR RHEL 54 Th T a1 PC/SC Lite huAS,

414 RHEL 7.x, %% PC/SC Lite 1.8.8 fif.

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-1linux—gnu —--host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr —--bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc --datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec —--localstatedir=/var —--sharedstatedir=/var/1ib ——mandir=/usr/
share/man
——infodir=/usr/share/info —--disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

¥ RHEL 6.x, &% PC/SC Lite 1.7.4 fil.

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure —-prefix=/usr/ —-libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run --disable-libusb --disable-serial --disable-
usb

—-disable-libudev

make

make install
service pcscd start

#= Horizon Agent &4}, i H B ER EHAEN]

sudo ./install_viewagent.sh -M yes

414} RHEL 7.x, #7224 Horizon Agent7.8 sk LR A,
$14 RHEL 6.x, #i% View Agent 6.2.1 sl BT,

W ARG TR DM, KB TIEN.
&]E Ubuntu EETFEHNEEZEFEHED

AUFELAR CA #5GH, A1 FI4 Horizon Agent.

VMware, Inc

Al SRRZBEL IR

49



% 5E Horizon 7 for Linux SI*E&

#4 Ubuntu SET & Active Directory U EEEEFEHE

AT Ubuntu SV 1 SRR FECREHEGIA], 55161 Samba A1 Winbind fifii 7y 525 st & Bl
Active Directory (AD) 4,

an BEH N AIRE 2815 Ubuntu SEIERF 5 52 AD A5, DSBS R ARG A o

R s S T 1 FETTER fr A A B LB O SERY 5120 AD 4011 DNS %48 B A
BB B RO R AT OV, A F AP

FRENEE Bt

dns_IP_ADDRESS DNS Rl 1P fizl:

mydomain.com AD #8151] DNS

MYDOMAIN.COM AD #HI5kr1) DNS R (AT 5)

MYDOMAIN 107 Samba flflia it T AEREAHE NT 48] DNS 4R (4B
HRETE)

ads-hostname AD falllR et L4

ads-hostname.mydomain.com AD filllR#s 584985 4 7% (FQDN)

mytimeserver.mycompany.com NTP KAl DNS i

AdminUser Linux SEIAF & 47 SO 12 4450

EF

1 {EME[% Ubuntu SEJAES F40TE /etc/hostname 407k, DUEFR SR A ML TR,
2 % DNS,
a 1% DNS falllx#s ZFEA0 1P 7 HEFHE % /etc/hosts 4HERE

b 5 DNS ZigfafiIREs 1P f71-F1 AD 44551) DNS #ZFBirii % /etc/network/interfaces 4H#&
L, AR AT R

dns—nameservers dns_IP_ADDRESS
dns—-search mydomain.com

3 %2 resolvconfig &,
a HITLHEENS

# apt-get install -y resolvconf

b TERMENIA /etc/resolve. conf FEZEHI) DNS 47, 41 FAIFBINTR.
# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

VMware, Inc. 50



#%E Horizon 7 for Linux SR F-5

4 FoEAEEREIEEA
a 5 ntpdate £,
# apt-get install -y ntpdate

ALz,

b NTP fillkas &sa & /etc/systemd/timesyncd. conf 4HfERE, 41 MAIFEAIT 7~

[Time]
NTP=mytimeserver.mycompany.com

5 EEHHE NTP ilki% .

sudo service ntpdate restart

6 ZEFTEEN AD AT,
a TS

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b fgﬂﬁm/%?ﬁﬂﬂ;}i%ﬁ{ Tt Kerberos SflilRy, DAKESFBR N\ AD 485407 DNS £ 4% (141

MYDOMAIN.COM), k1%, EINFEE.

7  #iE /etc/krb5.conf AHMERE, 41 NAIFBIFT .

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname.mydomain. com
admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain. com = MYDOMAIN.COM

VMware, Inc.
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8

9

D Kerberos 558, SHHAT M4
# kinit Administrator@MYDOMAIN.COM

# Klist
fifE R a2 IR g g R B B0EG BEA o

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMBMYDOMAIN. COM
renew until 2019-05-28T17:12:03

it /etc/samba/smb.conf ALRERE, 4T FHIFBIIT R

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads—hostname.mydomain.com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

10 J0A AD 4, Abkadrdss.

a YT AD IIAGA.

# net ads join -U AdminUser@mydomain.com
# systemctl stop samba-ad-dc

# systemctl enable smbd nmbd winbind

# systemctl restart smbd nmbd winbind

b &% /etc/nsswitch.conf 4HAERS, W1 NAIESHIT <

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

VMware, Inc
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c  HHEEE AD IINMAR, sEPUT M4, SRR a2 E e
# wbinfo -u
# wbinfo —g

d  #HEEE Winbind £REIRBVIR, SEEUT FAlarS, AGRERR A ER =R
# getent group|grep 'domain admins’
# getent passwd|grep 'ads—hostname’

1M1 HUHFTT PAM BEERE
# pam-auth-update

75 [PAM ZHfE] dHifih, BT PAM BOERE, (IRERNREE R Bk, NRRINHEE .

12 7F Ubuntu 16.04 I, fEE AN RONEERZE U, B2 /usr/share/lightdm/
lightdm.conf.d/50-ubuntu.conf }&Z, n FAIEHIRT .

user-session=ubuntu
greeter-show-manual-login=true

RESR

A Ubuntu SR R SR AL

F]E Ubuntu EHEEANEEFEFEND

A EFE Ubuntu SIS FRRCE R SR ERAEN, IR IR RE U, AR SRR 2R
FATAHOAR CA B, o, B A AR S H REAE DL 5T RBREE T o

R P H ) SR (e FH 7 A o7 0 1 ARAR R R A IR AL RE P O BT, 51l AD 43t DNS 4R, s araf
B AR R EFA TSR, T FERATRRIH

FEAEE A

dns_IP_ADDRESS DNS Al ety IP Azl

mydomain.com AD #45%) DNS #4

MYDOMAIN.COM AD #g351¥) DNS #478 (2 IR 775

MYDOMAIN {07 Samba Filfleasiy TAEREALEE NT 4957 DNS £4H5 (4
JAKE7HE)

ads-hostname AD frlflReis it AR

ads-hostname.mydomain.com AD frllle i 5e Ak £ 7% (FQDN)

mytimeserver.mycompany.com NTP IRgH il w15 DNS £ 7

AdminUser Linux SEIAF A A7 EE S0 & 2408
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DEGHE

PO

=

53
1

Ubuntu s 1°F-& Bl Active Directory DLz 5845 F st ]

TR

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

RN (CA) 53

V]

(on

T@LT& CA #5355, s HAHF I & 1 /tmp/certificate.cer, fH2R] CUTHE HARL:
R IEGE ) o

TR GSFT R CA 538, Wi I E . pem A5,

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem
ffiJ] certutil A AR CA 4% ARG RHE /etc/pki/nssdb.

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" —-i /tmp/certificate.pem
A CA #3553 /etc/pam_pkcsll/cacerts Hék,

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

AT pkes1l FEERGE .

# chmod a+r certificate.pem
# pkcsll_make_hash_link

VMware, Inc.
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4 RTEREIRR, FTRRRRTE nssdb 5.
a BT IS,

# cp libcmPll.so /usr/lib/

# mkdir -p /etc/pki/nssdb

# certutil -N -d /etc/pki/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

# modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

b ﬁﬁn‘u 5% \):J Sk l]jj\ mEﬂU)JﬂZ]\A

# certutil -L -d /etc/pki/nssdb

Certificate Nickname

rootca

c ERBTEIIIORE U g o

VMware, Inc

modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP11l.so
slots: There are no slots attached to this module
status: loaded
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5 #E pam_pkcs11 U,

a (PR HIN A pam_pkcs1l. conf fE5E.

# mkdir /etc/pam_pkcsll

# zcat /usr/share/doc/1libpam-pkcsll/examples/pam_pkcsll.conf.example.

tee /etc/pam_pkcsll/pam_pkcsll.conf

b 4wl /etc/pam_pkcsll/pam_pkcsll.conf f#5<, a1 MAEBIFTR,

use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c #uiE /etc/pam_pkcsll/cn_map k5, HIHASPL MiE—1T,

VMware, Inc

ads-hostname —> ads-hostname

gz |

56



W Horiz

on 7 for Linux 5[~

6 = PAM B

a

b

Cc

7 HEEESRECE R AR B R LR, ST MAler S

4wl /etc/pam.d/gdm-password 41RERS . #5 pam_pkcs1l.so ZHEFTINAE common—auth i5—1T

AT, 2 NIRRT R.

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient
pam_pkcsll.so
@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

414 Ubuntu 16.04, :54E /etc/pam.d/1ightdm 415645 . # pam_pkcs1l. so 3 THAE
common—auth E—THIT, W NAHEABIFT R

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

414 Ubuntu 16.04, :54iE /etc/pam.d/unity 4HAERE . 1 pam_pkcs1l.so P TIRAE
common-auth 15— TR, 41 MAIFBIT .

auth [success=3 default=ignore} pam_pkcs1l.so
@include common-auth
auth optional pam_gnome_keyring.so

o

# pcsc_scan

# pkcsll_listcerts

#p

kcs1ll_inspect

VMware, Inc

57



W% Horizon 7 for Linux S5

8 % pescd R e A A G ET LR B RED

st QR pescd IS AE A G H PR aED, AIZE—KiEiH pam_pkes11 i

N

a #iH /1ib/systemd/system/pcscd.service FiZEs
Z [Install] [ E%

B L A O SRS T S

[Unit]
Description=PC/SC Smart Card Daemon
Requires=pcscd.socket

[Service]
ExecStart=/usr/sbin/pcscd ——foreground ——auto-exit
ExecReload=/usr/sbin/pcscd —-hotplug

[Installl]
WantedBy=multi-user.target
Also=pcscd.socket

b B pesed 7% .

# systemctl enable pcscd.service

9 L N—&4Han4, I PC/ISC Lite F2=t)di 5 i/ 1.8.8 Jiite

# apt-get install -y git autoconf automake libtool flex libudev-dev

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC/

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure ——prefix=/usr —-sysconfdir=/etc —-libdir=/1ib/x86_64-1inux—gnu/
CFLAGS="-g -02 -fstack-protector-strong -Wformat —->Werror=format-security"

HEATH

N

/¥ WantedBy=multi-user.target

LIBS="-1d1" LDFLAGS="-W1,-Bsymbolic-functions -Wl,-z,relro" CPPFLAGS="-Wdate-time -

D_FORTIFY_SOURCE=2"
# make
# make install

10 4% Horizon Agent £1F, U R SR IR,
# sudo ./install_viewagent.sh -m yes

fERE  Eansi 2k Horizon Agent7.9 sl BEHTRR AR .
1M RGN, REEIE

€ SLED/SLES EHEEHNEEFEFER

IZEN 'S

AT

B E SLED/SLES S-SR SRR, shdcEa sim-F- 55 Active Directory 44, SR1% 20 A8

IR BN CA 558, k1% i1 4¢2 Horizon Agent,

VMware, Inc
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#4& SLED/SLES REHEE&E Active Directory U HEEEFEHE

434 SLED/SLES Sifif-& e R BRI EHs ), w514 H] Samba 1 Winbind fifhe 7 2345 5K &
fil Active Directory (AD) 4l

anf ] N AIRE 7945 SLED/SLES sif~F- 58 AD Adlel, DA E-RATHE ] .

R s S T TR fr A B LB O SERY 5120 AD 4010 DNS %48 i FER A
BHAIRR A LRI ZER. A F TR,

FRENEE Bt

dns_IP_ADDRESS DNS Rl 1P fizl:

mydomain.com AD #8151] DNS

MYDOMAIN.COM AD #HI5kr1) DNS R (AT 5)

MYDOMAIN 107 Samba flflia it T AEREAHE NT 48] DNS 4R (4B
HRETE)

ads-hostname AD falllR et L4

ads-hostname.mydomain.com AD filllR#s 584985 4 7% (FQDN)

mytimeserver.mycompany.com NTP KAl DNS i

AdminUser Linux SEIAF & 47 SO 12 4450

EF

1 HEM SLED/SLES S -4 (A& 3 E .
a FEh%miE /etc/hostname Fll /etc/hosts 4HAERE A E % 5L S0 T HE T .
b % DNS s IP {7k, 3fi{= /7 EHE) DNS, %14 SLES 12 SP3, b5 [1i#EiE DHCP &5

HEERE .
c  HERBUEHMKIFAIFAL, SRR NTP ffies a2 /etc/ntp. conf R3S, W1 MG
FIRe

server mytimeserver.mycompany.com

2 TN AD IINEF,

# zypper in krb5-client samba-winbind

VMware, Inc. 59



W% Horizon 7 for Linux S5

3 AWEFTERROLHRERE,
a #wiE /etc/samba/smb.conf 5, a1 FAIFHIFT R,

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b #ill /etc/krb5.conf/ kiZ, an MAIFEAITR.

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain. com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}

VMware, Inc
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Cc 4l /etc/security/pam_winbind.conf £53¢, an FAFBIAT <,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d %ifE /etc/nsswitch.conf #5ZE, W NAFHIPT o

passwd: compat winbind
group: compat winbind

4 I\ AD A48, a0 N AR .

# net ads join -U AdminUser

5 B Winbind JIR7%
a  AERHIGRE) Winbind, SHEUTIL N —&R&AI1004 .

# pam-config —-add —-winbind
# pam-config —-a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b FEHEE AD {11 P E RS NS5 M AZAE ST Linux flfiss, S58UTRA N—28010ar
A
~ o

systemctl stop nscd
nscd -i passwd
nscd -i group

* H W H

systemctl start nscd

6 ¢ ENER AD IIABRY), FERAT NAIarA, EHERR A ARl ERE R
# wbinfo -u

# wbinfo —g

BESR
7 E SLED/SLES S~ & R B K JT s ]

R E SLED/SLES EHITENEEFEFER

#3577 SLED/SLES 5ifiF-& b e - Hg ), B HAERT AR R, IS B IS
E LB AT CA IE, AN, BRI ELR e A DL SE BB s

RS ) S A 4 Y B 7 S e AR e AR A 4 e rh T B8, B0 AD 4380170 DNS 4. st s fr
PHEHUR A AL AR TR, A R AT

e

AL
=i
s

n

oy =S
= MD
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TR B Bt

dns_IP_ADDRESS DNS Rl 1P fizl:

mydomain.com AD #8151] DNS #

MYDOMAIN.COM AD #3511y DNS R (2l TS 5)

MYDOMAIN 107 Samba filllk i TAERFAHER NT 4958115 DNS #58 (423
HRETE)

ads-hostname AD falllR S LT

ads-hostname.mydomain.com AD filllsti i s B4k &7 (FQDN)

mytimeserver.mycompany.com NTP KAl DNS i

AdminUser Linux S 6581 A6 & 2408

HERM

#fy SLED/SLES 5 F- &5 Bl Active Directory DA 37 2 2 B - gL )

i

1 PRI
a &% PAM RURFIEAEST

#

zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b HELHEPC/SC TH, FEHATUA F—RAMa4 .

#
#
#

SUSEConnect —-list-extensions
SUSEConnect -p PackageHub/12.3/x86_64
zypper in pcsc-tools

2 CREMUGREGS (CA) B3,

a Ml CA #ERE, Wil HGEfr =& L1 /tmp/certificate.cer. FH2R Ul HHAR LS
PP IR TE ) o

b PN EIAR CA B3, WK IR pem 5, SRR

VMware, Inc.

H H B ¥ H

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_1ink
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c PHElateEhLeE 2 NSS Bk,

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d LEFrAEERE N,

# cp libcmPll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/

3 %ifH /etc/pam_pkcs1l/pam_pkcsll.conf A%,
a ik use_pkcsll_module = nssig—{7T. {EHAEHH use_pkcsll_module = mysc iE—{7.

b Y mysc BigH, a1 FAHEBITR.

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c M BAREEERAARE, N IEAITR.

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d fHER use_mappers = ms 51T, EHAZEHTHY se_mappers = cn, nullig—17.

4 4l /etc/pam_pkcsll/cn_map ek, HHAUEDL FiE—1T.

ads-hostname —> ads-hostname
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a AEREMRCEES KRR, fdclEH pam_config TH.

# find /etc/pam.d/ -type 1 —iname "common-*" —delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b 1 /etc/pam.d/ H&E N Er £/ common—auth—smartcard (RS, (ERs b Nyl

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

c 4%} SLED/SLES 12 SP3, /LA FpifEfEzrh, #% auth include common-auth —{THU A
auth include common-auth-smartcard i5—1T: /etc/pam.d/gdm #1 /etc/pam.d/

Xscreensaver,

6 AU pescd MU E A E ARG EET DA B ERED, Fh4WiH /etc/init.d/after.local Hi%., ¥
H4 repesed start —47, fHERZAESEFALUA T A HEH

#! /bin/sh

#

# Copyright (c) 2010 SuSE LINUX Products GmbH, Germany. All rights reserved.
#

# Author: Werner Fink, 2010

#

# /etc/init.d/after.local

#

# script with local commands to be executed from init after all scripts
# of a runlevel have been executed.

#

# Here you should add things, that should happen directly after

# runlevel has been reached.

#

rcpcscd start
et 4R pescd RS AAE ARG T BB Z R, IS8 —aE pam_pkes11 fEFTHIE N A
7 B KR

# rcSuSEfirewall2 stop
# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

fiaet B JORRIOTIRE, B R ARG A A IR 2R
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8 BRI RN EES
a %1% SLED/SLES 12 SP3, &#fT MAIZeEEd4 .

# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b &% SLES 12 SP3, ik systemd-devel,
# zypper in systemd-devel

9 ML F—RAar4, 1’ PC/SC Lite U8 H#7% 1.8.8 Jift.

# SUSEConnect -p sle-sdk/12.3/x86_64

# zypper in git autoconf automake libtool flex libudev-devel gcc

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC/

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure -program-prefix= --disable-dependency-tracking —-prefix=/usr —-exec—prefix=/usr
—-bindir=/usr/bin —-sbindir=/usr/sbin >--sysconfdir=/etc --datadir=/usr/share —--includedir=/usr/

include
—1libdir=/usr/1ib64 —-libexecdir=/usr/libexec —--localstatedir=/var >—-sharedstatedir=/var/1ib64
—-mandir=/usr/share/man —-infodir=/usr/share/info --disable-static --enable->usbdropdir=/usr/

1ib64/pcsc/drivers

# make

# make install
10 2% Horizon Agent £, AT SR ETHTEA

# sudo ./install_viewagent.sh -m yes

L ARALZH 2 Horizon Agent7.9 oi BURTRR A
M S RBEHIRE, RETHEN,

7€ True SSO for Linux £EEEES

True Single Sign-On (True SSO) LhiiE M 7E i F K EEN VMware Workspace ONE 1%, R HL (i ] 27
Linux GBS Y- & B 8 S 101 5 SO AR A2 EOE . (T35 mT DA T4 R ok RSA SecurlD B¢

RADIUS Bt & N\ VMware Workspace ONE, #ki& /AN AL Active Directory 2SI L A7 H i
Linux .

True SSO #E#

QAL 5 ] Active Directory (AD) #251E1 T
FEG RGN True SSO, DUESES

l_l
AR Linux BEHFER AT G B2 SRS - 5 Bk
HTML Access,

Bise, HIATREE True SSO IhaE. ANith, #nl AR & BN
A PAFIRs 2 % AD 5855 A1 True SSO.
JiE

RS, i FH=5 AT DLSEE s R A= Horizon Client mk
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True SSO WERZEK

S-S AT NI E 28R Horizon Agent AT Linux #547h, BISZ#% True SSO,

Linux /TR Horizon Agent
RHEL/CentOS 8.1 Horizon Agent7.12 il HH RS
RHEL/CentOS 8.0 Horizon Agent7.11 sk g RRA
RHEL/CentOS 7.x Horizon Agent7.6 2k i Ax

fiFE f RHEL/CentOS 7.x S [fi~f-15 |, True SSO {3 4% 4
DINTE: PHREMAAI T H . Samba, R ek
(SSSD), DA Kerberos 4% & maT i

Ubuntu 18.04/16.04 Horizon Agent7.8 m Bk A
SLED/SLES 12.x SP3 Horizon Agent7.8 &l B /s

& True SSO

FHAE Linux 51AF 4 _ERE True SSO, st T R4 AR,

1 A Horizon 7 B3 2o MR E True SSO. ik (Horizon 7 81 ) SCf-if) (#%E True SSO) o
2 RIVER Linux SATRRITE IR, RGNS F & Bl AD 493k

3 RMMERY Linux ZATHBTHE ALY, EERRIAT& FRE True SSO,

£ RHEL/CentOS 8.x £HEFE& L& E True SSO

FiEAE RHEL/CentOS 8.x MK |71 True SSO, A4 #2451 Active Directory (AD) 4dia %%
Fo B, BB RS FIRREA LR True SSO Tk,

54 RHEL/CentOS 8.1 S5 |37 4% True SSO, R JHZE Horizon Agent 7.12 B TR
7734 RHEL/CentOS 8.0 [ V-5 |37 1% True SSO, #4ui7H % Horizon Agent 7.11 &k B A

et BIRFE L RHEL 8.x SV &A% 1% True SSO,

Ry PR S E G ()60 TR R A7 B AR ROR AR AL RE PRI ETRE 9140 AD 49330 DNS #48. Gril Bz
BB AR, 1 MR

TR EE HH

mydomain.com AD #4157) DNS &

MYDOMAIN.COM AD #1) DNS ## (Gl K 6)
MYDOMAIN NetBIOS 48151541

HEEM

= ifEi% Active Directory (AD) fillllk#s 1] 7 RHEL/CentOS 8.x # %t -1 DNS fi#thfr.

. RERGHEREARE
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n  RE ARG AR IR IR E (NTP),

1 1t RHEL/CentOS 8.x &%t I, fifiiZEl Active Directory [U4HE AR

# realm discover mydomain.com
2 LRI
# yum install oddjob oddjob-mkhomedir sssd adcli samba-com

3 I\ AD 493
# realm join —-verbose mydomain.com -U administrator

4 AR CA GRS, K HATBI T HEE R .pem fE5.
# openssl x509 —inform der —-in /tmp/certificate.cer -out /

# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pe
5 {414 /etc/sssd/sssd.conf AHAERE, 4T N AIEEIT .

[sssd]

domains = mydomain.com
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = IMYDOMAIN.COM

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = False <—————
fallback_homedir = /home/%u@%d

access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred e
[pam] R ——
pam_cert_auth = True B

logon for system
pam_pll_allowed_services = +gdm-vmwcred <——-———--——"——
logon for VMware Horizon Agent

[certmap/mydomain.com/truesso] e
set match and map rule for certificate user

VMware, Inc

mon-tools

tmp/certificate.pem

m

Use short name for user

Add this 1ine for SSO

Add pam section for certificate logon
Add this line to enable certificate

Add this line to enable certificate

Add this section and following lines to
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matchrule = <EKU>msSclLogin

maprule = (]| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = mydomain.com

priority = 10

6 2% Horizon Agent &1F, ] True SSO.

# sudo ./install_viewagent.sh -T yes

et A True SSO Thik, fRWAZEE Linux S54THRZ2EAE) Horizon Agent FAS, 41 N AT
&

e}

Linux Z1TAR Horizon Agent
RHEL/CentOS 8.1 Horizon Agent7.12 ul HH RS
RHEL/CentOS 8.0 Horizon Agent7.11 il S 8ThUAR

7 {84 /etc/vmware/viewagent—custom.conf 4GRS, LIS NI4T,
NetbiosDomain = MYDOMAIN

8 HAKEUHHIM, MREHEN.

X E RHEL/CentOS 7.x £EEER True SSO

P RHEL/CentOS 7.x S F-511) True SSO, el s siffi V-5 H Active Directory 4, SR 1& %
ST HORE AU ELAR CA MB5E, SR1Z 424 Horizon Agent,

# 4 RHEL/CentOS 7.x £H-F&EL Active Directory I3 #E True SSO

FatidE RHEL/CentOS 7.x 2% |- Horizon 7 Linux 5 i V& Frts b i B S g eiess <752 True
SSO, WATETE Linux fikikss |5 E Samba.

11 RHEL/CentOS 7.x realmd DIAEHE L S11 7 2ARERZ A N B0 B4 . realmd & e SEhiE

Linux Z%Ik7% (7141 SSSD . Winbind), DLEARZEAN, A RGOl E 4, N BSR4

T realmd £l Samba 1T RHEL/CentOS 7.x L[ V-5 %} Active Directory [FJRIEARAHI NN .
HERG

= RedHat Enterprise Linux (RHEL) %5/ Red Hat Network (RHN) ok (0 7F A2k yum T H.
m  7F Linux &% |-, Active Directory (AD) {allk#s 7 ti DNS fififf .

w  AEEE TR E (NTP) &30 E R Linux R4t 1.

E2F

1 TifERE RHEL/CentOS &%t v IR 2] AD falllikss. i1 FAIGGI, HrpnJimk
ADdomain.example.com VL1 AD fillliews &t

sudo realm discover ADdomain.example.com
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2 %’ Samba tdb-tools £t

Samba tdb-tools EHEENL TS Red Hat (7idi N, #ZATE) MREM:. Hlan, sEEEH FMoldy
21E CentOS 7.5 A% MWL EN:, RIGHK MBI LR 41 RHEL R%t.

yumdownloader tdb-tools

R AT CentOS 248, HFEE https://rpmfind.net/1inux/rpm2html/search.php?
query=tdb—tools&submit=Search+. ..&system=&arch, T} tdb-
tools-1.3.15-1.el17.x86_64.rpm £1f, SRIEHG B LR 1) RHEL A%,

3 22 Samba FIAIIRIEEL:,

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4  {HH FAIRIAEEET join f54, Hrhnial DNSdomain.example.com HUR 2 78 F15 21 i DNS 44
AL,

sudo realm join DNSdomain.example.com -U administrator

NG 2N 2 4%, e FAIRIE. .
CLRTIE SEUR 1 B
5 HAREHIN, MEIDHEN.

BIELR
{F RHEL/CentOS 7.x A V& 3% & True SSO

7 RHEL/CentOS 7.x EHEE & _EERE True SSO

7 H4F RHEL/CentOS 7.x S V-G FROH True SSO ThAE, 4 True SSO THEEFMRIANFE A . 88
ZAS T PR CA 7535, DA Horizon Agent., 4N, g WhZR 4 e 4H fe e DL 52 B0 a6 e o
s M AR FAE RHEL 7.x fll CentOS 7.x 5fV-& T True SSO. £ EAFiEtesi - & |- % & True
SSO, EWEZHE Horizon Agent 7.6 il HUHT R A

SRR e i A SR 1) (5 PR A BB AR AR AR AL RE R LY, 51121 AD A3/ DNS #47f. salé 7Rz
BEEBAERHRRFE RS, MR,

TR EE A

dns_server DNS &R frl s frg 1

mydomain.com AD #4157) DNS £ 1

MYDOMAIN.COM AD #11) DNS #8% (43fdi ks 7 k)
WHERG

m ¥ VMware Identity Manager F11 Horizon Connection Server % & True SSO.
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m {5 RHEL/CentOS 7.x 5iff~F- 5 il Active Directory P2 # True SSO

RS IS 5, WG L 1E 2= RHEL/CentOS 7.x SIAE& LI /tmp/
certificate.cer, 528 (UIIHE AR B MRS ) &

(aF)

1 225 PKCS1 LI B4
yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit

2 RIS (CA) B3t
a R FEAOME CA 253, W HHIE . pem FE S,

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem
b i/ certutil ap iRl CA MFi e & R4 HRHE /etc/pki/nssdb,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

c R CA M52 RHEL/CentOS 7.x £%: |2 /51TH) CA 5, 6 {# /] update—ca-trust
i A U 4 R B A I R 4 fE

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 {ER%N SSSD e T R G ABR EHGE B B, 41 N S HIRT R

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 B4 Kerberos # 1k /etc/krb5.conf, 41 NAFEHIT .,

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
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default_realm = MYDOMAIN.COM

[realms]

MYDOMAIN. COM = {
kdc = dns_server
admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth

}

[domain_realm]

mydomain.com = MYDOMAIN.COM

.mydomain.com = MYDOMAIN.COM

5 2% Horizon Agent Z1F, ifiiH True SSO.

sudo ./install_viewagent.sh -T yes

Rier a2t Horizon Agent 7.6 ol TR AN

6 T AIRECH 4 Horizon Agent HE]ALRERS /etc/vmware/viewagent—custom.conf, i5fHI T3
Wilil, Ftrh NETBIOS._NAME_OF DOMAIN 2 /445 48i 1) NetBIOS 4FH.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

~

1 AGECET AR, SRR

s Ubuntu EEFEH True SSO

FERE Ubuntu SV 511 True SSO, Fi/cii & S -5 61 Active Directory Ak, IR1& 2R FTREIIRE
LR CA #55, SR1Z [142%E Horizon Agent.

2v Df

i

4 Ubuntu £EF&H Active Directory L& True SSO
‘BE/F Ubuntu 16.04 1% 18.04 H[H V-4 |- 7% True SSO, :#%fiJT] Samba #1 Winbind fi# il 7 234 5 H

of

-5l Active Directory 443,

ST R AIFL R4 Ubuntu 16.04 5 18.04 53 F 4 Bl AD 44k,

L R SR 1 P B 5 1 AR R A S AR AL BT P KU BERY, 91401 Ubuntu SRIRFE 10 A 44T s

TREA N B E I R R A BRI, MR .

FENEE A

dns_IP_ADDRESS DNS AR Al 1P ik

mydomain.com AD A3k DNS &7

MYDOMAIN.COM AD #H¥) DNS #HE (2B HIK R 7 1))

myhost Ubuntu SZAF- 5 (10 3 RG

MYDOMAIN 1% Samba fAlllR#10 T AEREATE NT 485811 DNS 2488 (250
NS5
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TERNEE o]

ads-hostname AD flfiR#$ 0 A AR
admin-user AD 4 EL R & 280
HEEG

= {f Linux &% I, Active Directory (AD) filll#s 1 H DNS fi#thfT .

n  AERIERREET S (NTP) &3 &7 Linux 245 I

2R

1 {r Ubuntu 16.04 ok 18.04 RV I, %% samba Hlwinbind Eff.

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 HBBRIE, HKIE N 75 35 3E Kerberos Bt .
a SHETERE Kerberos 25 5 Fi4EIR, Al \ & AD 48kkY) DNS Z4F8 (bl R 57 0)),
B, s AD 45 %% £ mydomain. com, &\ MYDOMAIN.COM.
b SHEIASEIRI Kerberos fRRRES, i\ AD FllIRES 10 AR (Fe 1 TR 7 10 & (R B 4

#i/n s ads_hostname).
c $HH Kerberos SRIZIVEFRMINRSS, FHIMAE AD fallllss i =T
3 HE PAM 4H5E.
a B PAM AHRE E 1

pam-auth-update

b HEINFEBARRE EFSk, RLEIHEE.
4 4 /etc/nsswitch. conf ZHRERE, A1 NAHEIBIT R,

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files
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LR H B E AN resolv. conf R ZEEr DL AD AT 0 48 =5 4,

2

NetworkManager € -

A A AR AT AR

a PR NetworkManager #1il4&, 651 5 24004510 IPv4a BE ., 418 k], RIER BE)
(DHCP) fizdik. 7 DNS fARR#E L7 7, A7 DNS ZFafalllkas i) 1P (dk (75 BARF 71

A FI 48 2 dns_IP_ADDRESS). #&7%, #i— NEEEE.

b 4l R G LRIALRERE (A7 /etc/NetworkManager/system—connections). #ifdi [T N4

,Tﬁlj e}

[ipv4]
dns=dns_IP_ADDRESS
dns-search=mydomain. com
ignore-auto-dns=true
method=auto

faRt  AEIEHTI B SRR B Ry, EDRTHERT N AR
AR ORI Gy, BRI S FAH TR A R

Ro HHOAEE AR

W (B0 DNS frlllees) Aer

R A REGAEET IOATER A IR BT AR R AR R IV (3 IRrit 2k DNS flllRas i, Bubza sy

Linux %5 DNS filllk#s .

Cc #wiH /etc/resolv.conf ZHfEAE VLR T DNS fillRes,

nameserver dns_IP_ADDRESS
search mydomain. com
d JERGEHHM, REEHEN.
4tk /etc/hosts ALRERS, W0 FAIFEBIAT R,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

4 /etc/samba/smb. conf ALAERE AT HIEBIFT R o

[global]

security = ads

realm = MYDOMAIN.COM
MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

workgroup

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes
encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8  HUHTHUE) smbd Hki% .
sudo systemctl restart smbd.service

9 4w /etc/krb5.conf AHfERS, L EEELITHIFAIIAN A,
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

10 4811 Ubuntu LAY NN AD 4
a itk Kerberos 2235,
sudo kinit admin-user

ARk AN | NGNS K=l = e 1
b HERIEREE I

sudo klist

I 4> e (R e SR AR B R, B AT OR A e R AT 2 IR
c 7 Kerberos Keytab %8,

sudo net ads keytab create -U admin-user
d I\ AD 4,

sudo net ads join -U admin-user
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1M1 TN AR Winbind JR7% o
a  HFE) Winbind IR

sudo systemctl restart winbind.service
b FEMEGR Winbind IR7%, FHEAT Flar4, MEHERR Gl EME

s wbinfo -u
m wbinfo —g
m getend passwd
m getend group

12 S ARBAHBANE, MREHEN,

BESR

/£ Ubuntu S5 [FRE True SSO

£ Ubuntu £EFE & LF&TE True SSO

P34 Ubuntu 16.04 5 18.04 531 & LT True SSO ThAE, 524 True SSO HAEHT (AR
SO TR RIOAR CA 1555, DL Horizon Agent. SN, M A FARIRHESCAR MR DA S BT
JE o

FHIEH R AR FAE Ubuntu 16.04 F1118.04 (V-5 LT True SSO, ¥ ST is e V- & 504k True
SSO, W HZHH: Horizon Agent 7.8 &l TR

n

DR
»  it¥} VMware Identity Manager 7l Horizon Connection Server 7% & True SSO.
B4 Ubuntu S F- 5B Active Directory PLS74% True SSO

w USRS R, W R RIS B /tmp/certificate.cery 2B CANTHE L
HUSFERAMERRERE ) o

BE
1 7F Ubuntu 16.04 &k 18.04 Ef“V-5 |, 224 pkesll S8 E£44

sudo apt install libpam-pkcsll
2 2% 1ibnss3-tools £},

sudo apt install libnss3-tools
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3 REMUGRNGS (CA) B3,
AT MO CA JBRE, WA A= L pem A5,

V]

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
b /] certutil e CA BEas 2 s R ¥k /etc/pki/nssdb,
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c B CA BE5E 5] /etc/pam_pkcsll/cacerts HEk,
mkdir -p /etc/pam_pkcsll/cacerts
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
d R CA MM AN . fE /etc/pam_pkcsll/cacerts gk, BT Folar< .
pkcs11l_make_hash_1ink
4 225 Horizon Agent 44, iIfi i ] True SSO.

sudo ./install_viewagent.sh -T yes

st 7SE{E)T] True SSO Thfk, A2k Horizon Agent 7.8 sk BT AN

5 & MG 4 Horizon Agent HET4HRERE /etc/vmware/viewagent—custom.conf, &ffd H 41
Hif, Hrh NETBIOS_NAME_OF _DOMAIN -840 4548151 NetBIOS 44,

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 #wiH /etc/pam_pkcsll/pam_pkcsll.conf 41JEFE .

a WEEE, FE /etc/pam_pkcsll/pam_pkcsll.conf 4HfERY, 7F /usr/share/doc/
libpam-pkcs1l/examples HHHHIFIRESE, W HAEWE] /etc/pam_pkes1l HEk, REHG4
R 2 T 44 5 pam_pkcs1l.conf, RT3 ARG AU B RN A

b & /etc/pam_pkcsll/pam_pkcs1l.conf ZHfERs, (A EHERL R AIHEIM P A

use_pkcsll_module = coolkey;
pkcs1ll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
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7 2% PAM ZHAERS TN auth 2
a [k PAM AHRERE .
= ¢ Ubuntu 16.04, F5BHL /etc/pam.d/1ightdm,
4§14 Ubuntu 18.04, FiPHRL /etc/pam.d/gdm—vmwcred.
b 4wl PAM AHRERS, 1 P AIHHIT R,

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 HAKEIFHIM, MEREHEN.

% E SLED/SLES EEF &/ True SSO

R E SLED/SLES SSE & 1Y True SSO, i felE siifi~F & i Active Directory 4i1s[, SR8 25T
(AR ELAR CA RES, IR1% 1142 Horizon Agent,

#4& SLED/SLES £E T &E Active Directory KL 3#Z True SSO

i 87E SLED 12.x SP3 5k SLES 12.x SP3 SL[M-F-5 |- 374% True SSO, #ifii] Samba #1 Winbind fi#ik /5
SRS HL -5 L Active Directory 4l

SR AL 7444 SLED/SLES 51 - &5l AD 48k .

HERE

m {f Linux &% I, Active Directory (AD) falllR#%A] i1 DNS fi#fr
ARSI ER I E (NTP) S Linux R2%¢ .

2R

1 7F SLED/SLES H[f*V-5 I, %% samba Al winbind £1}-,

zypper install samba-winbind krb5-client samba-winbind-32bit

2 PR YaST 22 T, 05 = 49 AR > Windows AFi ik BEH% .
3 fF [Windows Ak B 2R B L, a0 FRroRET TROE -

a SFEATESE TAERME, i\ {05 Samba ke LAERFALEL NT 49310 DNS &88 (il
TR B, A TAEREAL 2 F% 7 mydomain, &5\ MYDOMAIN,

b EPBAEH SMB EFET Linux Bt .
c BEIFEBNRFENr F HER.
d SEHERERTE .
e I SSH K Single Sign-On,
4 ARSI R R SNy, SEHR
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5 BNIEE LAERHHAOEEE B RRFNSHG, SRB RIERE .
e B —RIER G, MRy SLED/SLES Sl F4 C TN . SRR RE .
6 Z4niE /etc/samba/smb.conf 4HAERE, fEEAS A28

[global]

winbind use default domain = yes

7 B ARGEHI, REBETEHFEN.
8 ISP HESRIRIY SLED/SLES S 534,

4’—)“"?]1‘[:5”(5”111 i 7 , #Eﬁngﬁé\'fﬁlﬁlﬁﬁﬁagﬁﬁﬁl%o g%ﬂ% mydomain HX{{%{{/‘J}E/‘J Samba ﬁjﬂ[i%%]:f’ll?ﬁ;?%ﬁ
o NT 48581 445

m net ads testjoin
m net ads info
m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

BELTR
7t SLED/SLES H[f*V-15 7€ True SSO

£ SLED/SLES £E¥F & L& True SSO

35 SLED/SLES 12.x SP3 i V-5 i True SSO Thig, wh%t
YA RO CA #53, LMK Horizon Agent., th4h, 4
Hio

SRR N AR, 7E SLED 12.x SP3 F1 SLES 12.x SP3 5[ F4 R True SSO., £ Bifrige i &
%% True SSO, #EA%HZ2E Horizon Agent 7.8 Bl HUHTRCAS .

%= True SSO THREAFHANIFE R |
B A A g g Re R DL e i B s

DR
»  it¥} VMware Identity Manager 71 Horizon Connection Server 7% i& True SSO.
m %% SLED/SLES 5[V f3 5 Active Directory LA #% True SSO

o IDUSHUBR BRI, K75 SLED/SLES 12.x SP3 Sii~F-3 11 /tmp/
certificate.cer. FHZBY CUMATHE LR IEGT)

BEF
1 &H¥ SLES 12.x SP3 V-3, T Mol & LA B b Z BT

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

VMware, Inc. 78


https://support.microsoft.com/en-us/help/555252

&% Horizo

n 7 for Linux 53HPES

2 4%} SLED 12.x SP3 5[V &

a % SLES .iso f#Z il % SLED sf ¥ & AR (B4 /tmp/SLE-12-SP3-Server-DVD-

x86_64-GM-DVD1. is0).

L ZEHTHE SLES iso 15 E Ay SLED iV & sk, K2y H i -7 w ]

AT NYREBR L R B

W35 krb5-plugin-preauth-pkinit &4,
b 7t SLED V& I #4% SLES .iso fi#%, ifi

sudo mkdir -p /mnt/sles

LHNEENT

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles
zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

Cc  HESERTE, w595 SLES .iso FE UM,

sudo unmount /mnt/sles

FAGFEIRAMENE R (CA) 153

a IR MM CA #55E,

b M certutil a2l CA

WA . pem A5

openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem

certutil -A -d /etc/pki/nssdb -n "root CA cert"

G2 R ARG R /etc/pki/nssdb,

c B CA &= pam_pkcsll,

-t "CT,C,C" -i /tmp/certificate.pem

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

/etc/krb5. conf ZHAE

[libdefaults]
default_realm = MYDOMAIN.COM

dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname

, FEH AT S

admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors

pkinit_kdc_hostname
pkinit_eku_checking

3
4 A
VMware, Inc

ads-hostname
kpServerAuth

I A o
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}

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

AR R R T B 7 B2 B U A S AR AR RB AR IO AR, MRt

TR B S

mydomain.com AD #48i5(7) DNS
MYDOMAIN.COM AD #AI511] DNS £ (4B s 52 5)
ads-hostname AD il st AT (195 K/ Nes)

5 %K Horizon Agent &4, i True SSO.

sudo ./install_viewagent.sh -T yes

et A True SSO Thfig, AZH 2 Horizon Agent 7.8 1 BB A

6 B MAIZEUIEE S Horizon Agent FIRT4HRERS /etc/vmware/viewagent-custom. conf,
), Hor NETBIOS NAME_OF DOMAIN 215404844935 1 NetBIOS £

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 REAGECHRIE, MREHEN.

VMware, Inc.
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27E Linux EEESHIEFF

] DL e H TS IB I Linux 281 7hR, PATE ESXi Mk & HUE2 2245 I /1] NVIDIA Thig,
E 3D BRI R R E K
EE 3D BB 21T, REERE N YRR Tk,

n R VGPU, SRR RUAS oo B TERUE . RS . P RUE TR R R, HL
AP IROE o

n  HA VDGA, GHTERLEEIERHE RS h e IR e » MR BEAS . A, 7oK R LR RS B RCE TR
T, AN B R R R R B T NVIDIA {258 PCI S, 36571 NVIDIA f23E PCI
SR R B R RTARS . IR R RS 2 AL H NVIDIA (H1E PCI #5135 MRS Her
1 FHEL IR NVIDIA {53 PCI 3EH

AREE AT
n  GHE VGPU R SR Linux B TH

m  41¥ vDGA # & RHEL 6.x

¥ vGPU SR EXER Linux ZE1ThR
YRR DL E AR Linux 3547H, DAFIFH ESXi 4% 1) NVIDIA vGPU (L H GPU BEEE I ) ThaE.

VA TS ESXi 24 GPU BREIRE A, (. vib) /) NVIDIA Linux B ~EREN X, S50
NVIDIA 45k DS BR B 2R OAH IR A

fRE Wik vGPU 2 NVIDIA [EJE-REL Linux #4TRRIGAIB RN, #5264 https:/docs.nvidia.com/
grid/9.0/product-support-matrix/index.html,

PHAGZ 1T, SHIERRAAE Linux BEFHERS 1425 Horizon Agent. QAR E/E RS ] NVIDIA
vGPU 2 [i4e22% Horizon Agent, HI® 75 %5 xorg. conf fif Z P s i4H RE 28, 1fil E. NVIDIA vGPU 3%
JEVEIEAE . AL 5ER NVIDIA vGPU A1fE %/ 142 Horizon Agent.

£ ESXi £ L4 # A7 NVIDIA GRID vGPU ElFEH VIB
AE R ESXi 6.0 U1 B HUET A L% F i) NVIDIA GRID [l 2R il 2023 VIB,
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NVIDIA #2175 vGPU Manager 1) VGPU 881, @ B 7E bR 7 A ehed ESXi EME LI,
PAK Linux SURERENFE R, 158/ 2 B IOFE 7 H2eeh Linux BEfiddes

WHERE

B ER SR L 2k vSphere 6.0 U1 ik B ETRROAS .

» SR ESXi EMK B ZCRATTRI vGPU EIE

{1

fast Wi s04E vGPU 2 NVIDIA BEIEREL Linux 31 ThrOAHRBE R, 552 B hitps://docs.nvidia.com/
grid/9.0/product-support-matrix/index.html,
EF
1 7 NVIDIA BEihfi o EAEss T s it NVIDIA GRID vGPU [EJEH VIB,
T MR RR R Y VIB AR,

BRI i

ESERT GRID

EMERT L NVIDIA GRID vGPU.

ER I ESXi M 2R (B0 GRID K2),
fEERA I VMware vSphere ESXi A,

2 R4S vGPU BIRSELRT L zip FEE.
3 ¥ vGPU Manager ¥4k {85 ESXi 1,

Bt S EE 2 BIOREF A Linux BEEHEES B2 Linux BREREIFE R,
4  BAMECE S ESXi EME IR RS

5 flif] SSH Hi&RE] ESXi 1.
6 {5 xorg IRi%.

# /etc/init.d/xorg stop

7 22K NVIDIA VIB,
Lyl

# esxcli system maintenanceMode set —-enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false
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8 i ESXi FMEH PR
o BHRTLHEN ESXI L, HHTHINM
MBI ESXi b, T PRI BT (it Bl IS C 240 o0 )

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli —--plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 gt xorg MRASTE T HTRED - A4 BHAARAT T o
£ Linux E#H3E 1% vGPU 2 EHFH PCI #E

LEAH T NVIDIA vVGPU, 80478 5 Linux BRtkassy e 2L TIM PCI e,

DEGHE

n  FESR Linux FEBHEEREM Z O IEART G sHS B FREES N2 Linux BEAER A 5 52 1~
EUBEM Linux HERS,

m ffEREARTE Linux HEBH#RS [ 20238 Horizon Agent.

n  [EREAE ESXi T4 |27 NVIDIA VIB, s52:B7E ESXi 4% 22255 11174 NVIDIA GRID vGPU [
e
]\H‘J VIBO

m  FATHAZEREL NVIDIA vGPU I RESE GPU JiZY, 1SSl E 4L GPU SRS - & Tl fdes o
HEfEE GPU BUAE 2580 ESXi AR TTHE GPU iR A FIThRE.

st W75 74& vGPU 2 NVIDIA [FEJEFREL Linux A TRRIAIB R, #5284 hitps://docs.nvidia.com/
grid/9.0/product-support-matrix/index.html,
e
1 BRI EERER TER
2 {r vSphere Web Client i1, :EHUREHERS, K& REHERTRRE RO AT, 40— T miERE.
3 fEFRERE Dnekh, BIGEH PCIERE.
4 i bFEY, e MhUThaE#a2E I NVIDIA GRID vGPU,
5 ¢HE GPU BERER S, W M IhaER SRR GPU i,
6 i MREFTERCIEH, REKHEE.
PRI BE AT A R RS 10RE 1A, GPU /1 fE Y 4E NVIDIA GRID vGPU.,
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7

D BSCHE SR TR T o

g%NwmAGmewumeﬁ&ﬁ

#8225 NVIDIA GRID vGPU HUREREIFE L, AAZaE 7R NVIDIA BEEIRE . ik NVIDIA #URERE
R, WAEMERIES [ e PCI Y

3t

MERRE L NVIDIA Fag#duh il vGPU 8IS E: | R 4s =0, 652 Linux FURBEEIRE R (BT
14[)0 ugé\%ﬁ& ESXi 1 223558 F7S NVIDIA GRID vGPU [#JE K1 VIB,
FHMERILT PCI 2 S B S R ERS . FE2BRME Linux BEFHERS 1% vGPU SBc LT PCI 2

JEo]
E. o

BF
1 % NVIDIA Linux 28 <EEEHFE 6 RS AR as
2 PHRUE RS I AR BRI Ctrl-AI-F2 . AN root 06T init 3 A sk ] X
Windows, PAUHGREIC T 55,
3 ZZ%E NVIDIA BEmpis U fR gishoe i
sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)
4 ETEATRERFEETRS 2 NVIDIA GRID vGPU BEEHFE A Z1):
chmod +x NVIDIA-Linux-x86_64-version-grid.run
5 i NVIDIA GRID vGPU 222825,
sudo ./NVIDIA-Linux-x86_64-version-grid.run
6 152 NVIDIA WG4, TR AR 1 B R X A e
BETR
1E Linux EfEas [ 42 Horizon Agent., G52 Linux LEfftias [ 4% Horizon Agent,

B ETRUE Linux BRI G5 . 52BN Linux 19T ED S G 1Rl

RO &8 NVIDIA BEREEFHER

AT DLTE Horizon 506 T /ERS B #E < NVIDIA BRBhfE=am, PARERD Linux fEfties |- 0 2ot
NVIDIA Zr REEEFE

WE
[

3L
RS B 2425 NVIDIA ZURBEBIfE
HERELTE Linux HEHRHERS 2228 Horizon Agent. #5£:B81E Linux i |- 25 Horizon Agent.
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»  FERR Linux AR O A s i G 5k o sE2BY T Linux (1T 1 & Helii
2F
1 FEETRCED Linux R RS
Horizon Agent HENHEA M5 #14A1E X filllramil R dnE o
B4 vSphere F2¥ & R UE SRR BRI
2 /i Horizon Client, %% Linux S5,
3 AE Linux SRIAPE 5 TR B, Bt T % NVIDIA B RERE R A,
PR BT, NEE4T glxinfo | grep NVIDIA fixs.

NVIDIA EgBhfe 2 HH FE RV R . filan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

I P LAME S s -5 A7 I NVIDIA [E[ELhRE .

FEMERBE 222 NVIDIA BUREEEIRE N2 2, FHIT A LAEDAsR L e B A

n QERETHE Linux 200, Horizon Agent n g Eil Horizon ARk #ifafle 4 S s, sHEHr
2255 NVIDIA BREFE

m  {F Linux EEH&SLTETE NVIDIA GRID 30, WS FANEE, 525 NVIDIA SHIASCH:. ik
PZHE, H) Linux S0P & ML EREEE, B, BEisser ki,

#r¥f vDGA s 7E RHEL 6.x

YRR DL RHEL 6.x & /E2E 2%, 5 Horizon 7 for Linux 5[~ FE& 13 PIAE ESXi 12 |- F) ] vDGA I

&b
Heo

BRAGZ AT, whilfERRALE Linux BEBHRS 225 Horizon Agent, Ui s 7e et 2 ] vDGA 2 Jif
Je 22k Horizon Agent, HIEr7E 55 xorg. conf 55 HHT AR RE S8, 1f H. vDGA B, aAJATE
Sehl VDGA 4H BT 7 n] 4%k Horizon Agent,

EE# 41 NVIDIA GRID B H DirectPath 1/0

e Linux FRBHEAS AT vDGA 27, #4ZA 1 NVIDIA GRID GPU PCI & n] A4 ESXi 424 11
DirectPath 1/O EJE{H 1 .
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BEE

» BB O 20 vSphere 6.0 ok BEHTROAS .

m 553 ESXi 1 [ TV2E5 NVIDIA GRID K1 5k K2 [FIE .

e

1 {f vSphere Web Client }1, % % ESXi F:H#,

2 - MEBESSIRE, RER - TRE.

3 fE [ B RBoh, #%— N PCIERE.

4 7ERT) NVIDIA GRID GPU [1 DirectPath 1/0 {20558, &ft%— N &wiH .

(=N Eicud
BN PCI 2 LB AR ] PSR 8 LT R
BtE~ SEFRAE BT, AE I AT AN, SR REf T

5 3$H{ NVIDIA GRID GPU if#%— NEEE.
PCI #E 5 Btz [ nfft VM {i 1Y) DirectPath I/O PCI 258 | 4%
6 B EHEEETIENE, DUGE PCIEEE ATHE Linux BEHEEERS )T,

#712 vDGA EIEEEZF] RHEL 6.x EHiHEsE

FE RHEL 6.x iftikas 52 A ] vDGA, 1 EiE PCl 25 5 B pu ey . fiht b, BImEnE
ESXi b [ BRSSPI [T,

HERE

n  HERE Linux HESHEAS O Z AT ER SR 5 o 52BN R AR R4 5E Linux SRR I S 5 1
EEET Linux B85

m  ffERRORAE Linux e [ 2c%E Horizon Agent.

= 5% NVIDIA GRID GPU PCI 2 14 F k=4 | /) DirectPath I/O [k . 52 B8 4 it
NVIDIA GRID i H DirectPath 1/O,

ded

1 LA sudo HEFRE AN 4 5555\ RHEL 6.x % #U1ESE R %,

2 {r vSphere Web Client 1, EIUEHFEHGS, A2 IEBHMARIRRE S 5IB0K I, & — MRESUE.

3 feETEEE AR, I PCIERE,

4 P NEEY, 0 MR ThAEREEL PCI e

5 i MREFARIEE, MREGE.
AR B I A R R RC B RS, GPU A HEs4k vDGA,

6 JTRHERHER TR, RN vSphere Fo5 5 ACHIAR MRS
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7 i NVIDIA GRID 5 OV 808 £ i iehkas .
PR, 6T T A4
1spci | grep NVIDIA
XX:00.0 VGA #HA s ilaebE RN, Blan:

NVIDIA Corporation GK104GL [GRID K2]

23 vDGA B NVIDIA BEREESIFES

#8225 vDGA 1) NVIDIA SUREREIFE L, 285 7R NVIDIA BEEhFE . il NVIDIA ZUREE)
P2, GRS FRE PCI#EE

NERGE
m R PCIEEE e & RHEL 6.x FEHirs, &

il
uilog
W
ofm

SRR vDGA 54 2 RHEL 6.x AEHHas .
BE
1 =N TEZ NVIDIA Nouveau BEBEIFE R I\ B 42, B

a %l grub.conf F§%,

4% RHEL 6.x, %834 /boot/grub/grub.conf,

RHEL R4 we

6.x sudo vi /boot/grub/grub.conf

b {ERCIEIEE R rdblacklist=nouveau {T.

¢ #Wi blacklist.conf 3,
sudo vi /etc/modprobe.d/blacklist.conf

d 7f blacklist.conf fEZMMT RSN FFI14T.
blacklist nouveau

2 HURTHOD RS o

3 (PRI BT 1] Nouveau BETE ..

/sbin/1lsmod | grep nouveau

i grep HEAMITAL5 L, HI Nouveau BEBhFE R A5 .
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9

& NVIDIA B fe N ii4gut ik NVIDIA BEEife =,
£ NVIDIA "Iz oaE 38 G i B B A O

I I

EEAARAL GRID

ERAS GRID £l

BE I ESXi A4 R ZBERA (#1401 GRID K2),

VEERG Linux 64 fi/7cak Linux 32 /70

AEHARE R R, PR A, B Ctrl-Al-F2 SISO A

BHAT init 3 @A LAEH X Windows.,

45 NVIDIA BREhFE TR rEashetto

sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

H AT TR A T 2 vDGA 1) NVIDIA BEEhfE i E:,
chmod +x NVIDIA-Linux-x86_64-version.run

AT NVIDIA 28R
sudo ./NVIDIA-Linux-x86_64-version.run

P2 NVIDIA BREHHES 29, AEIBURA T X AR E

BESR
7E Linux st L2028 Horizon Agent, w527t Linux s 225 Horizon Agent.
HT ST RE Linux BERHERS ISR T G5 . 2B, Linux (158 52 G 5l

RO Zd NVIDIA BEREEFIFEL

REATAAE Horizon SR~ AR Beh B2 NVIDIA BEBp R CHa

NVIDIA ZREREIFE

, VA root &%

N, R

PARERR Linux FEfbhss |0 2o

HERMH

w R NVIDIA BUREREIRE R,

n EREAE Linux BREBHERS 225 Horizon Agent, 2 RI(E Linux FREEERS |22 Horizon Agent,
w  TfERR Linux HEBERERS CERZR SRIAT S R o F52:BEHEE T Linux 1 Bl sy
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2
1 FEHRE) Linux RS
Horizon Agent Hulil i & #aa il X falllikamil o rdh4% .
44T vSphere 15 G HHG SRR R B R T T
2 i Horizon Client, #HifZ% Linux 5L~

3 FE Linux SEPES TEM B, Bosd £ 208 NVIDIA SUREREIFE .

PR A, W8T glxinfo | grep NVIDIA 4.
NVIDIA Eghfe i HH FE R R, filan:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

RS
ST AT DA S -5 E A7 NVIDIA [EFEDhRE.

FERERE 2255 NVIDIA BUREETDEER 2 1, 3587 F9I AR E

QRIS Linux 420, Horizon Agent RJAEMEEEEL Horizon &5 il Il #m5R

L NVIDIA BEE) R,

m  E Linux HEFHRR TP EUE NVIDIA GRID 24, anas s F4nean,
A, HI Linux SV G L EREENE, B, BEEeri
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R, AT

At AR

89



24 Horizon Agent

TEWAZEATE Linux SZAPF & 42K Horizon Agent, 41tk Horizon Connection Server 74 fi Bl HLm R 5 B A
[ERg=p

TR A
m  7F Linux EEEi%es 2225 Horizon Agent
m BOE Linux ARERFE A 28R
m  JH4 Linux BEHEES Y Horizon Agent

m 52 Horizon 7 for Linux #es

£ Linux E#i¥%Es F£4 Horizon Agent
JRSEEAE Linux FRHERS |26 Horizon Agent, 74/ ARSI BB A i I F A2

1} Horizon 7.0.1 Jiix[}#44, Horizon Agent for Linux €71di[T] vCenter F7ER[{ bR . 2 PRI e i rs ]
AL AR IRE

m vCenter ;& Linux 5[V 5 E AT K.
m  fF Linux %% Horizon Agent IR ANTS 54
s A MEFZL Linux S-S I0EE, BT PAK Horizon Agent 2285 3L IREERS -0
AT EE ] NVIDIA GRID vGPU ik VDGA, %544 (F 225 Horizon Agent 2 |, 4&fr Linux FE

H
Feikas L RoEse 3D ThRE, A4 Horizon Agent, NI %S xorg. conf f T2, fiH 3D
[ D REA I I A

2B VGPU E B RY Linux 351 T g1 vDGA 3% i€ RHEL 6.x. #hfE5E 3D EE4LRE > B 4
5 Horizon Agent.,

it 2D [EPALRE, AR DATE SE R A w15 A2 Linux BT 022 BRi% F 2224 Horizon
Agent,

WEGRE

n B Linux ZES1ESE R GIC HERRAR I AT Bt - 5 (. 52 BHE( R i ST F 3 5 Linux
/s
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% 5E Horizon 7 for Linux SI*E&

m  EA7ERGE Linux 3 HY Horizon Agent 2R X fe 415, 552 install_viewagent.sh 7441 550
EF

1 1 VMware NEA95E Mg Linux iz Horizon Agent 22258 Ak 2, 493124 https://my.vmware.com/web/
vmware/downloads.

TE RN & Ml ] B N, 221X [ftll VMware Horizon 1) R #ycf]. 7E Horizon 7for Linux
T, BIGE R 64 7T Linux 2%~ VMware Horizon 7 (1) [ Fifik] ELf .

64 {3770 Linux AOZERE R % 4 F8 % VMware—horizonagent-1inux—x86_64-y. y. y—
xoooxxxx.tar.gz, H, yyy ERCRSEES, i xoooooo 241 SRS

2 TEHHERE RS FRIRAREEIY Linux 254THRY tarball,
flan:

tar -xzvf VMware-horizonagent-1inux-x86_64-y. y. y—xxxxxxx.tar.gz

3 G A tar ball BRIk,
4 ) superuser [J 54T install_viewagent.sh {545,

NESg=I=]

FH2BY install_viewagent.sh iy 4518V ey &5 & TG B
Bl .

sudo ./install_viewagent.sh

5 WIAREEHIT install_viewagent.sh [fiA$8T -A #IH, FhliA Yes &#:5 EULA,
PRz EULA, 15 2R AN dUT,
6 % Linux SUFTBAREPAGEAE B ARG

w7 1%, el viewagent Il . FE{diHT] sudo service viewagent status SRR ELRED

BESR

TESRTE- 6 SRR R R AT . 2B Linux T Bh s F & 0l

n\n

install_viewagent.sh 4 51218
install_viewagent.sh {84 HSETE Linux & HE/E2E A% | 2225 Horizon Agent,
7E gnome S GBI S Peonfiia@h, A AR install_viewagent.sh {541,

install_viewagent.sh command_option 7/#¢ [command_option F/#(1 . . .

install_viewagent.sh $54- M50 fH5RHIF1EE H 28,
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#%5E Horizon 7 for Linux SRi*E&

% 5-1. install_viewagent.sh EFAEVNENRE

ERS W (BEE
&)

-A yes |no

Bz
P SRR - A £ 40 (EULA) RIS EERIUE TR (FIPS) BRI, O ZHIEIE yes, kA REEAT.

& 5-2.install_viewagent.sh EHKE

EH2H
-a yes|no

-f yes|no

g

-m yes|no
-r yes|no
-s

-C yes|no
-F yes|no
-M yes|no
-S yes|no
-T yes|no

-U yes|no

i
Lt A N TS S 4 . TR A ves.

LB MR S TR YL AT ELERE (FIPS) 140-2 Bkt IS4 A s k. TR no. WIdSfAn e, &

2[4l HorizonLinux SLA1F- 5 HOLIRE HiHJ FIPS 140-2 BiAF]

JMS SSL G#lffrmmis, WAy, 2effalg b,
LR R IR R . TR A nos

TEZe 2 1% ) TR R G, THRHAE 2 nos

BTk BT 0 DN RTERE, R (i ] Blast,
LB I TR R S % . THRHE A yes.

LB CDR 324, THRHE s yes.

4 Linux (IR AR 2 B I Bl AR A PO RE X, THRE 2 yes.
k%At Single Sign-On (SSO) 32ik. FHBE A yes.

L% True Single Sign-On (True SSO) 3745 ., THRE 4 no.

LRI USB 4% . THRAE S no.

% 5-3. install_viewagent.sh &)

fext

S Hd
o e

TEAR SRR B
BT, AR B
RS AT e
bkl

AR A BRI R
AT, G
AR S PR R
FeasbEte LT
RFEAAEE B
IHT SR 5 5
[Fs

VMware, Inc.

#pl

sudo ./install_viewagent.sh -A yes

et RS St SR TR EUE S = SIS

sudo ./install_viewagent.sh -A yes-M no

R TR AN AR TR SR S el o R m] AR 6 o A O SR 5 Sl
HRE RERABE RN 3ne, s OMTIA S E BN R SRR .

sudo ./install_viewagent.sh -A yes

ISP TR TR BN TSI S R . AR R TR AT ST 5 R
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% 5E Horizon 7 for Linux SI*E&

A= . 3y IS SEE
2 E Linux RIBFEX R /EEE
T Linux FOFRRERURR, 28R @ A4 VMwareBlastServer (1) 3 Fe s 5155

 ERTEE ] Blast 204 [k, VMwareBlastServer @711 # ] HTML Access 2345 % Linux SiAF- 5
MBI R R I 65

n  ECEEROH Blast 24 fifliflRy, Blast 204 f1E et e i) 35 ss iU Ra .
TG EES TR, R DU AR R R IR A U ME R 7 (CA) ZEB IR
B
1RGSR e % VMwareBlastServer,

a KRS 4R ruikey, RS HUET A 44 45 ruicrt,

b /1T sudo chmod 550 /etc/vmware/ssl.

c % rui.crt I rui.key ## %] /etc/vmware/ss1,

d #{T chmod 440 /etc/vmware/ssl.
2 AR A ARSI A LR Linux 1R 2K AR B B S S A7 s o

et WA Linux REG5R0E, 2B Linux 354 TRRGRIA SO

F4K Linux E#H#EE R Horizon Agent

PRIV FH 2B )T ) Horizon Agent, 2 T4 Linux RS [ Horizon Agent.

PR R R e R R S E R B A, REP SRR
SCRSEE T (MRS EK/J/EJQ] USRI, SIS BRI R A

SR PRI RS . R AN G A . SRAE &SRR BN il ] (R AR BT
vCenter [RHE%RS, 151 vCenter BENUERBH RS . 2T HEO IR BHES 4R FHIThAE .

. R
. RTFEE TR

izt Horizon Agent for Linux 7.0.0 FI1EE S A8 /17y B2 PRI R BRERAR AT . Horizon Agent
for Linux 7.0.1 FrE £y 2B S2 4 PR ) BB R S B bR o

TR RT3, DA PRI 40 RS2 PRI e TR R T2

RSP E , WTH A N ERROAR .  THAN TS 24 Horizon Connection
Server HIET TATAAH REMBM
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5 Horizon 7 for Linux 5 AES
n ERSZEPRRERERRTE , TR RARR SZ A PR R . IE B4 75 2E4E Horizon
Connection Server | &7 #ift 2 &l

flart TSRO RE RO AR BB T ARy, SR DAOR B SR PRI RERE AR 0, B THR R b BRAS . At
FETHARIITRIE S A B P e S 0 e TR MR R R SR PRIV R AR AR, AR SR I o

PUT A& r] AT 250
% 5-4. ANFH4k Horizon Agent HIE RS

2 B

-Ayes EULA Fil FIPS iR 552 . EIRIE yes, WA RS, WIRAIRTULSY, RS Ia IR, 20RE
LN

-a yes|no LEBETRI I F RN T ) S 1%

- yes|no LBETRIE I 2B R BRI HE (FIPS) 140-2 FTaft Gt s AR e A S8 . THRRAE R noo ANTGn AR, 52
HorizonLinux 5fi~F4 HIhfE /Y FIPS 140-2 #iRRE] .

-m yes|no LRI B RIS A S . RS no.

-r yes|no LR RS R B DI, TR A no.

-C yesjno LA B A TS S % . THRAAS yes.

-F yes|no LAellig i CDR Sk, THRE S yes.

-M yes|no 7 Linux AERRR AR A S A I AR BRI . FERRAE Y yes.

-S yes|no ZEETRIG AR Single Sign-On (SSO) ¢ 1%, TH A yes.

-U yes|no k% USB 21k, FRE A no.

H4 Linux E# %2 ERY Horizon Agent

PR DL 2B iR Horizon Agent, 38714 Linux #2311 Horizon Agent.,

WERME

n  [i#i% VMwareBlastServer ERFIFLFABIT
TR IR, REREE R OB RS, B AT EIR IR & LA B, slog s i
il B

[ :2

1 f£ VMware F#&9nh R #iH11 Horizon Agent for Linux Ze8f2 A 5e, 490124 https://
my.vmware.com/web/vmware/downloads.,

TF [R5 Ml A ER] R, 3EHC N VMware Horizon 7, 1407 Horizon Agent for Linux )27
HEF
FNE T\ o

64 10 Linux 2R R 2 25 VWMware—viewagent-1inux—x86_64—y. y. y—
xxxxxxx.tar.gz, Ho, yyy ERARSERG, 1 x4 E 458
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#5E Horizon 7 for Linux 5[fi“F&

2 TEHHBEZE RS FRRAERY Linux 254 THRIT tarball,
il .

tar -xzvf <Horizon Agent tar ball>

B2 tar ball &Rk,

3
4  HETHEASE P RERERS, s R — RS S BIAEAT install_viewagent. sh 5%
E%o

BEIH il
TR ZEHR R BHRAEE, WHRER sudo ./install_viewagent.sh —-A yes -M no

SZEH BRI
Rt Rl CRABE R R S8At, SRR S RN B s

FHFR SN REENEE, WFHE  sudo ./install_viewagent.sh -A yes -M yes

ERZEEN RS E
f&#E 11 Horizon Console H, S1HEACSZ AT T MRtk SO PR B 1 s 1 5 5
[, 252 PRI RS O T S SRR, AR AN R, R 2B
Linux [ T-E) s - 5 Bl

FHEF AR R AR AR E sudo ./install_viewagent.sh -A yes -M yes

R Tz, GBS Sl AT EE AT

AR Z4E Horizon 7 for Linux #3232
BRI L R RS 110 Horizon 7 for Linux, AR 225 Horizon Agent, i FE[4H g f

HERMG

fifE7 VMwareBlastServer s PR AT To A E P EERIRE Y, S R SIS, A 1IN
S5 TAERRRL, UK T TR

2
1 fEREBE R PR, IEBAT Horizon Agent iR 28154 Mi5 .

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

IEFEA 551l Horizon Agent JZRERE) T, AL 2c8eH ek /usr/1ib/vmware/viewagent Fik:
Horizon Agent JI s

2 FHIMER /etc/vmware HEkHIY) Horizon 7 for Linux 4 REAH
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P

Linux EE-F&RIZHREIEIR

J1

¢

FRn] DA A GB35 &5 R I 2 5 T 2 e
N B

m  7E Linux SV & R RoE A B R e

w (] RERR T

m  Linux S5 Blast &€ il

«  Linux SUIF £ LSRR TS L ER T )

£ Linux KEHFEAS EREHEREFHIEIE
sl LG e H 858 /etc/vmware/config ok /etc/vmware/viewagent—custom.conf 2% & ht

TE Horizon Agent [1)22E ], 2R SN eri R REFI A config. template F1 viewagent-
custom.conf.template ##%] /etc/vmware, IItoh, @Ik /etc/vmware/config il /etc/vmware/
viewagent-custom.conf ANEAE, HIZEREFERE config. template L% config, iy
viewagent-custom.conf.template ## %] viewagent—custom.conf, AR HHEAI) 36 S0 A 4H
FERIH, AR E I, AT BRI 0 AR

5, /etc/vmware/config Wiy FAIFERAT AT RO HEC B 7 PNG At
RemoteDisplay.buildToPNG=TRUE
WEATAHREAE T 2 1%, 5t Linux TERTHHREDARRAE B A5,

/etc/vmware/config HHJ4H REIEIE

VMwareBlastServer FIH AR SMEME A THALRERS /etc/vmware/config.

st FERIMERII A Horizon Agent 4 REAR Hh ph AR(EAREEFE SU55 T3 711 USB i HIRE 2 . Horizon Agent
T S e R AR e S T AT DA R USB it 5 1M, Horizon Agent th @15 2 i Bk % Horizon
Client HEA TSI ER I T SR TRRARB AR E S 0F (m) E4iim12E H Horizon Agent i 8 fi HII R
7EVL M Horizon Client fifi st IR, st HEE S (o) & afimi A ] Horizon Agent findé it HIl 35 e ik
Horizon Client fifi 188 i HI % i SRAEA T s AR A T o
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% 5E Horizon 7 for Linux SI*E&

& 6-1. /etc/vmware/config HRIAHRERIE

#H B

Clipboard.Direction 0, 1, 2,803

RemoteDisplay.allowAudio true Bf false

RemoteDisplay.allowH264 true 1} false

RemoteDisplay.buildTOPNG true o} false

RemoteDisplay.enableNetworkCo  true ik false

ntinuity

RemoteDisplay.enableNetworkinte  true ik false

lligence

RemoteDisplay.enableStats true i false

true o}, false

RemoteDisplay.enableUDP

RemoteDisplay.maxBandwidthKbp  #i
s

RemoteDisplay.minBandwidthKbp %8
s

RemoteDisplay.maxFPS B

RemoteDisplay.maxQualityJPEG WM . 1-100

RemoteDisplay.midQualityJPEG W TMERE . 1-100

RemoteDisplay.minQualityJPEG n HMESE . 1-100

VMware, Inc.

true

true

false

true

true

false

true

1000000

256

30

90

35

25

B

(o ISR I A D T BT S o AT S8 an T

m 0 - {F B R o

w1 - RO A S R T

W 2 - (R v 20 s S T £ Y 0 U T
Ml

m 3 - (RO R I 5 B PP D R s
Il

R I ] s I
SOEIOEI, ] ROTE s ] H.264 4.

EZREARER, Rl EERGTERE R, St
Linux S 1 P G 2SR s 5 5 4]
PLEHES Linux SIfF & b AR P E 2B
SCAGMIBEEIRIR, BOE It PNG B, HRE
/e s A ESXi A R FHEESNOSE T, O
FETEEr 2 H.264 4R,

e A, R RS Horizon Agent for Linux H1
A R E TR o

FOEIEIT, AR E 5 T Horizon Agent for Linux o
AR B TIRE

{F mks st &P RIOT R ] VMware Blast 81l 7 e
Gral ek, plasari, FPS, RTT %%,

FOE IS, R TEk {52 Horizon Agent for Linux 1
1) UDP i AfU s S % .

fi77E VMware Blast T /RSB i AT (BN AT
JUFY, B Kbps). SATIOISATA 4R Sl Bk
TBIEF VMware Blast #slini it . A3 20N 4
Gbps (4096000),

R VMware Blast T RS BEiR/ NATT (A A T07
Ju/#, Bl kbps). SATTAFERTA AR EEEL . Sl
1H3EFT VMware Blast #3163 & o

TR I EHT R (ROE, B
FITfdt I BR T . ATRUALZANTA 3 B 60 2 [H], T
R A TERD 30 T

HHE JPEGIPNG il stifi - 3 BRI 4E

o EEROE IR R T, ] AR A
1%
FHER JPEGIPNG il stifi - BRI 4R
B MARUE R GRURI P RUE
FHER JPEGIPNG Al sifi - 3 RIS 4R
B RTEROE IR AR AR T s, Blin, £EE
TTHEWI .

.
&R

&
B T
IS

1o

N
\
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% 5E Horizon 7 for Linux SI*E&

& 6-1. /etc/vmware/config FRIAHREIEIE (47)

R
RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPKkcs11Plugin.log.logLevel

VVC.RTAV.Enable

VVC.ScRedir.Enable

VVC.logLevel

cdrserver.cacheEnable

cdrserver.customizedSharedFolde
rPath

cdrserver.forcedByAdmin

cdrserver.logLevel

VMware, Inc.

s
Al e 0-51

AR 0-51

error, warn,
info. debug.

trace i verbose

error, warn,
info. debug.

trace X verbose
true o}, false

error, warn,
info. debug.

trace 5 verbose
true Bl false
true i} false

fatalerror.
warn, info. debug
Eﬁ trace

true o}, false

folder_path

true o} false

error, warn,
info. debug.

trace ik verbose

TR fE
36

10

info

info

false

info

true
true

info

true

/home/

false

info

EuA!

i TR A 3 i H264minQP b2, HAREsE
Rl H.264 4aflbimimfUs G H . 44l
BE B KTA S RemoteDisplay.qpminH264 24 iE 11
=

PSR BR 35 2 H264maxQP b2, HigERE
Ryl H.264 4allbimim BRIk g 582 . M azlE
FOE By N EHE RemoteDisplay.gpmaxH264 5 5E 1
fH.

FEIGSEIE, PR USB T HTE ) SN AR Sk

I, R e USB H T IR i Re Sk e

R GBI B A5 ] True SSO THAEM S Bkl e

TR, RIREE True SSO TAEMIRCEEAL .

PR ST ] O TS T AN
PR PSR R R T M TR R TR AR

i FHIHAIE DL % 1 VVC Proxy fITEG T 4% 4%

OB, AR s AR A P s
TRETIRE o

ol IS TR P54 P R T 5L ) (CDRY) 3 R 20k}
AN L TARENY /home/ user/tsclient FI8RAEHT 2y H
HIEES

Bian, AR test E5l CDR I

¥ /mnt/test/tsclient (Ifi i /home/test/
tsclient) 1, Rz A DLHEE
cdrserver.customizedSharedFolderPath=/mnt/.

BERE R TR, R R E LLE
i P A A 0 P B R A TR

ROEMETE, AP P s v DA A A
cdrserver.shareFolders 12115 [l H A ER Ak

i FIETE, 73 vmware—CDRserver. log fi %)
FeEREA .
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& Horizon 7 for Linux SEHPE&

& 6-1. /Jetc/vmware/config HRVARREIRIE (4)

p- ]

cdrserver.permissions

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
9

mksVNCServer.useUInputButton
Mapping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

VMware, Inc.

B

R

file_pathl,R; fi
le-path2, ;
file_path3,R;

error. info ok

debug
/NS 10 f B

true %, false

[URL]

true o}, false

true ik false

sy

fatalerror,
warn

Bl trace

info. debug

{m|o}:
{true|false}

AR T

info

true

true

false

1024

info

RiEFE, HA

JR
EA true

EuA!

i 381, AT 4E Horizon Agent fiT L Horizon Client

LI PRk 1 T EA AT S AR 44

® {1} Horizon Client £ JI[{) &k A< 24T read #il
write BER, IMARE
cdrserver.permissions=R,
FA read f7IHERR o

m {1 Horizon Client L2k HAT read HE
PR, Mi#s#%E cdrserver.permissions=RW,
Horizon Agent {/}{# 47 read /7 IR, Horizon
Agent #71:4% T Horizon Client fIT#% 1) read only
(MERE) 1. Horizon Agent {REFEIR 55 ANFEIR

— PRI R

m  cdrserver.permissions=R

m  #cdrserver.permissions=R (41, FEARHEEREL

HilRRZEH)

FiaE P T LB Linux S2EF- & SR — sk 2 E0R}
HRIPIREZEHEAS o B0
¥ Windows JH P
C:\spreadsheets, ;D:\ebooks,R
m EFEEE Windows JT T
iit: /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R

RIS, AT e LR BT R Re Sk o
QNAFCBEIE A S debug, HIERCEKES collabui PREAETT
MR ATEIYF collabor 1 HIIN A

FEIE A DU IMN A ERE B n P& e R

RO I, A R g B P 2 2 by o - B
&JE@JL‘T%T’HJHO RIS IR, B e 1
PREMRRE, GO E T EEs o I

TREZAIN I EEGE N s URL.

ROEIEI, 1] Fe R PR oA 2 Linux ST G5
TTHE . T BHREMER I P E IR R, St R

false,

] Horizon Agent {%

T ETE T O Ubuntu ik RHEL 7.x. CentOS (1
1A= RS, 17 RHEL 6.x S5 A= 5 i
B, AORTREE I,

BRI, PR P2 B M b DR
M.

I, WIREE vdpservice FURLEEEAL

FANL

MR SIE, AT SeRrE AN SR RN v T
[, . o:false
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% 5E Horizon 7 for Linux SI*E&

& 6-1. /etc/vmware/config FRIAHREIEIE (47)

p- ]

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplitting

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

VMware, Inc.

B

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}: family_nam
e_I[;family_nam
e_2;...]

{m|o}:bus—xI[/
yI].../ port-
zI[;bus-x2[/
y2].../port-
z2;...]

FRkE
RiEFE, HA

JR
EA false

REF, HAA
Y false

AEF, HAA
A false

Ko, HAH

Y true

RiEFE, HA

Y false

RiEFE, HA

JR
EA false

REFE, HAH
Eﬁﬁ(‘ true

AEF, HAA
A false

KiEs, HAMH
Y false

i

SEMCEEIE, W] SeRF BN SO R R 2 P
SENMCERIE, W SeRFEON SR A USB ST DY
I8

Bl mitrue

= &

=)

Tk
He

Y O

AE LI, B Horizon Client VAN 4H fEHiR
EA IO, U5R] SRR SR ),
TEHPEAE LIS A R sl 2 B A eI IS e Nt fe e
L, I EAINAE Include findtreEd, Bl
IncludeVidPid =k IncludePath,

{8 MDA SR Bl et S Bl LA S A A
IREBE B NS OB R HID R BB ) Fgridm.

SEFIGIRI, FTDASSR el A Sl B A R e e
(TGl . BUFERR AR (K S R o

POEMEIE, Al SR R R R B T

FEAIHOEI, 7] SRRl SR IR P TR s

ROE IR, A F s ROTE B T USB 25 1 i gty it
JT] Horizon Agent &%

RS, ATHESR S ST USB 2, DLuE
AEF TG A . WUEREEE Ry true, FERTDABEHIFLA)
R, PASRRPR R e e i e i A STt . ook
RE L Talse, AT TTRABSTAIR &, LABE R
TR A AN TSR, WIRAE Horizon Agent |-
i ExcludeAllDevices HIfIii A true, R B E
JE% Horizon Client, H| Horizon Agent 3% /& @78 5
Horizon Client %€ .

FEHIEIA, ATHESRR AR5 DUk et TERTEL A,
41: m:bluetooth;smart-card

AR AR B E 31 D6E . Horizon i ErAg
W USB BRI 251, DARERR A EHRR
PIAI  WERARE A F B B2 4y HI DAk, Horizon
fHEriaER i A USB BB HE A4,

HRE IR R G Er A RGN T TS,
PRI ANGG B I BOE 2CHE R

TG, THER AR E AR RS B B R A 111
e, DA T IR, AHDA S AR
DHEFIA B ERS , AAGRAE A R T T T 7ot
54n:

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff
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& Horizon 7 for Linux SEHPE&

& 6-1. /etc/vmware/config FRIAHREIEIE (47)

p- ]

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

B

{m|o}:vid—xxxI_
pid-yyyI[;vid-

xxx2_pid-
yyy2;..1
{m|

o}: family_name_
1I[; family_name_

2.

{m|o}:bus—-xI[/
yI].../ port-
zI[;bus-x2[/
y2l.../
portz2;...]

{m|o}:vid—xxxI_
pid-yyyI[;vid-
xxx2_pid-
yyy2;...1

{m|o}:vid-
xxxI_pid-
yyyil[;vid-
xxx2_pid-
yyyz;...1

{m|o}:vid-
xxxx_pid-
yyyy([exintf:zz
[;exintf:mww]])
[;...]

FRkE

RiEFH#

EuA!

ROEIEEIA, AT HERR AT R W A A ek B RS 2R
SNV R £ TR AT I Y1) R VA NV eyt il
5o AEATDATERE A TS F o0 (%) DA 38
Fo

Han: o:vid-0781_pid— *¥*¥*;vid—0561_pid-554c

SOCMOE, S AR TN A AR A

f5l41: o:storage; smart—card

FHIIEEIE, Al SR e AR TR R A - AR A T
fﬁ@;ﬁl‘l’]%ﬂo TN 7S HE A8 T T e HE AT e
SRS, ARRTER A HR T T oC.

I4n: m:bus-1/2_port- 02;bus—1/7/1/4_port-0f

ROEIGEETE, ) A HA R R A e A LR A
TUHEA AL . AEDA T SRR IS . 4A5m]
DATE R AR 4 T & T 72T () AR B3

ffln: o:vid—***_pid-0001;vid-0561_pid-554c

I, W HERE A O 'E‘EI'I’J?E'A USB %, LA
(jlﬁlﬂazrzl—ﬂkﬁé:hﬁ(mﬁuémIEEXLDM THEle RERIR
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...].
WAL SRR AR T s . A m] LACERS 3 i b
FEEITFT () AR 3T

Hifl: m:vid-0FfOf_pid-55%*

FOE NI, AR R R A i SRR E
USB Ze B -0l R o Rl
vid-xxxx_pid-yyyy(exintf: zz[ exintf:mwl) .
A DU exintf BT, FliisE e M imsEis
HAGTCA TR A B A kR fé\dé\ﬁﬁu\ﬂ“/u_ﬂh
;E.,nknJﬂ[G B AA-TERABEN TSRS, A TR
0o LRI DA A 68 FHES T 7T (%) AU AR B3
-

o:vid-0fof_pid-

*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

fiRE  Horizon At AEY 5 LORDIEEHFERIOTCH . &8
WIHHARERDEIFAL, DI vidPid KB, DAL
LTI (o

/etc/vmware/viewagent-custom.conf F 4 REIEIR

Java Standalone Agent {ii [Tj4H &
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& 6-2. /etc/vmware/viewagent—custom.conf HIRYAHREEIE

HIH
CDREnable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

RunOnceScriptTimeo
ut

VMware, Inc

{4

true Bk
false

true Bk
false

trueEﬁ
false

true DJE
false

true DJZ
false

PRETT
B
T

pbis ik
samba

A

true

true

false

true

true

pbis

120

A

TR, mIRTI s I T Pt R ERE FRTEL ] (CDR) L)
Ao

FEHIEEIE, ATROHEE ] Linux S20°F- & 1 TR B 7E
i,

FOEIEIT, A% Dynamic Environment Manager 1454 1
FIr i FTT0 \P Az b f) A ] o el P Rz, e S T T
P E A 1P fzkel VPN IP iz, QIRasenE st A

false, Rl AP uGR0EEREAES £ P Azak. @RI, Blerff
JT VPN IP fi7dif,

ROEICEIA, PRk fE ] Help Desk Tool Dk

PRI, ATHEE 2 R H P i) 2 e b Lo 55 35 FEORN ) i
{4 L B Linux B Horizon Agent SEIAIRE AR
TR ERBOH AR E IR, I RFFE TR . WRE D
S, R RFRES TR,

# Windows Jiix Horizon Client S7#Z It ThiE, A6 H {35 T3
SRR B, B, WL PEEEA G, (R SOR e
SCHb I R AE

FEHIIEIE AR E /tmp/vmware—root HGR B RC 8RR 5 T
m - AR

m 0- 2 fBihER

B >0 - (RS ST

FIE True SSO RF, il FH 2 I AR 8 4R A ARk )
NetBIOS # .

o I T ] 5 B R AR AN o 5 TRIEAR AN
A 5 154045 PowerBroker Identity Services Open (PBISO)
Eii Ml Samba BEARAHEIIN o QIR ILIE PRI AL pbis BF
samba, HIE ZEHEARABE NN o

ISR IR M 44 L R HRASS TE T I\ % Active Directory,
LAEPFRAE L, SR RunOnceScript HEIH. FRCAIHEA S
e — R BT BT R, PR RUR S L
0y, BB IR LR T a2 Ty, B e DURAERR
PATHRAAS

PL Winbind ik )y 5 25101, A ES B R R e I 5
Winbind 1] Active Directory, B IR IERE T A A HEER A
B ISR SIS TN # % /usr/bin/net ads join
—U <ADUserName>%<ADUserPassword>, 7FEtirsiil >
%, TEERBERTEEHE LA SRR RO,
FRAMSHI ST, i RS I Active Directory

TSI 2 Ay RunOnceScript $EIH 3% ik ks i (7).
B4, #%5E RunOnceScriptTimeout=120
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& 6-2. /etc/vmware/viewagent—custom.conf FHEYZHREIRIE (4)

BIH
SSLCiphers

SSLProtocols

SSODesktopType

SSOEnable

SSOUserFormat

T

UEMEnable

UEMNetworkPath

VMware, Inc.

& TRRE

Y laNULL:KECDH
+AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

pasa=x:t! TLSv1_1:TLSv1_2
UseGnomeClad¥f
UseGnomeFlashback
UseGnomeUbuntu

UseMATE

B

UseKdePlasma

true Bf; true
false

e [username]

RHI [subnet]
CIDR IP

et 5N

5]

true 1§ false
false

P

i

TR I . AL ZH ] hitps://
www.openssl.org/docs/manmaster/man1/ciphers.html H15E 3¢

HA%

(IR PR e A VR AR A o SCER ORI 7%
TLSV1.0. TLSv1.1 Fil TLSV1.2,

BT R SSO HUHRF AT B S-S 85, A
TER SR 5 55,

PEFRE A I S S B 2 0, A R
V& E 25755 . 76 Ubuntu 16.04/18.04 5l V& Hi3kE
IERtIE%, fEm SSO IURE RN, ISt IEas e Ak,
& RHEL/CentOS 7.x i1 & HhHEE I, LA T
SSO %, A&l U s 5 55

55 RHEL/CentOS 8.x Ml RHEL/CentOS 6.x i -5 432
TEILSEIE,, Horizon 7 %% 4% RHEL/CentOS 8.x 5 f-&5 k[
Gnome Hfii V&5, U757 RHEL/CentOS 6.x =i V-& F
FT SSO RN KDE (e A TR S V- & BRI R A
F, EESE ST G B

FE ST TS T — 2N (8S0).

SRR FEE Single Sign-On E N FFBIOKE 3, TR /5
PRI AR, IR A A, R E T, — sk
H, NPT AR AR Rk eI R T A
SURFIR IR RO, R T D) — E R ARG R . TN
ARSI s

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

®  SSOUserFormat=[username]@[domain]

TR BT R T4, HoMhARRS i e 2fl4R 5 Horizon
Agent for Linux. 415H ZAHEAG A4 AR 1P A7k,
Il ot L R T4 R AR P 7k 2KHE4R % Horizon
Agent for Linux, #7APL CIDR IP Azt s izii. Bl
4, Subnet=123.456.7.8/24,

HEEIARIA, AR Ek 21T Dynamic Environment Manager £
SRR, RIS O, HLAETR I Dynamic
Environment Manager % S8 U R i s, B e il
Ji M

I BETE A ZE 2 Sy fF Dynamic Environment Manager 4563
FRESE AR AR A . A HORE s b //
10.111.22.333/view/LinuxAgent/UEMConfig.
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f5zt SSLCiphers. SSLProtocols #i1 SSLCipherServerPreference 1 — il ¢4 4 1581 - 74
VMwareBlastServer FZFFET . B VMwareBlastServer jZFE 7, Java Standalone Agent f7ifi5 4t
BIUHN 280, BT Blast e [fiE (BSG) iy, 158EIHE 2% BSG B Linux S G 2 [HIHAR, 15
H BSG Iy, 1@t Iaer s 8 Fun il Linux 57 & 2 M 4R

=R B8R
R SR Y, DABSRIRE S Linux STRES - USB TRt . DYRGI TR R DA R AT P
SR TR SRR T o

PRAT LR A T A R A A BR B e 7 R o A B BRI R e 1Y Horizon 5 iUt il E N0
], HRTFE T AR B EE i AR R B s, A B i B T 4p & T AERS B T3 £ 1] Horizon %
EAE R, e DLERE R R LR,

nI VLA Dynamic Environment Manager 7E 1 175 T S BRI F 0 ri PR R e A R . TR IEER B Rk
SEM Horizon 2= Q@7 TR ISPARSUIRIE T, HL 0T /e AR RS B 4 U1 ] e 2

T%%H%“**U R, A mT DU, AFE R S R e s A A . lan, nT DAcE— st R, FE(E FH2 1
N AR AN AR 2 i i S - I, 52 A P s R B T 5 ) DOk o

BEFEAFEK

A R R, 8 Horizon 7 BRI ART S RFE T Ko

TR AR AR N PR s i S 11 - 5 1202 Horizon Agent 7.5 Sk MU AL M VMware
Dynamic Environment Manager 9.4 5 Hghi A

fili 1125 288 H] Horizon Client 4.8 i BUgT i A4 28 AR AR DUEY S HIAT BRI 5 Linux S5
s PVHRET DEMEnable i&TEH, HWAHATE /etc/vmware/viewagent—custom.conf fEZEHi% T
DEMNetworkPath 121, FHZEILE Linux SLA & e 40 e b eI

n  HEZEE ] P e G IR AL I . B4, 7F Ubuntu 18.04 R4 |, AE R NFS 1Y
LT A 2225 nfs—common 2544, DLM A RUT Samba (R 17 225 cifs—utils 5.

Z 4 Dynamic Environment Manager

HrEAL 1] Horizon LU R sz il i Linux S2EF- & s s S DURE T4y, LA by
Windows £ f~F- 5 |42 Dynamic Environment Manager 9.4 nl BU#ThiOAS .

AT VMware N E [ [ il Dynamic Environment Manager 2228558 0, 4] 7F 2 AT EE Dynamic
Enwronment Manager 2151 Windows S5 %2E Dynamic Environment Manager & H 33550

. {F Windows [ *F- £ 11 Dynamic Environment Manager & =i i1, £ n] Dzt Linux S
V& R B TR T Ao

HAC BRI ARk, RARER L B s~ 5 T/ERS B RDS L4 F 2% Dynamic

Environment Manager,

4155 Dynamic Environment Manager 24t 7ok Bl g 2z bR 540 (e BEf e VMware Dynamic
Environment Manager) -,
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%7 Dynamic Environment Manager

AR E Dynamic Environment Manager, A GEASH 2 HE v s i S~ F 5 DA AT R 1

2=k

B Dynamic Environment Manager, 552t (VMware Dynamic Environment Manager 45 EEF5F )
HR AR B R s AR AEA T

Horizon & EAFRIE
AT Horizon £ R, 5D 4] Dynamic Environment Manager Hi3 i DHHEMIT T4

TSR] DL A TR R P il P Bl i I ) ol T3 BR B 2 1 Horizon 2R Rl e/ B A ST
SR, HATAE TAERS B A A I R For e e o S i 2 I A & T AERR B 9 2 ] Horizon %Y
B, e DL E s TR, w2 ( VMware Dynamic Environment Manager &5 E R ) HIH)

[ R T B e R Horizon R R I | 32 i) se B i HIlT B

fr L% Dynamic Environment Manager 1110 J1] 215 & BA RN 22 T R f%i%‘uxﬁk4)— Hilo FEIEEREER
JEI) Horizon 22U i Hil /e S ARG ], H e TAERS B i g AV ] B i, 552 R
{VMware Dynamic Environment Manager & 451 ) Hiy 3% IEE@H“%JRP FEf) Horizon 7 EAIE I |
TP SE R TS

—JE A, 5 Dynamic Environment Manager H i i IAE R E Y Horizon 2SR e, &7 55 5
(RS SRARAE LA S AR I IR E o
AR I E Horizon BERFAIER

7F Dynamic Environment Manager EIJE@E Horizon £ £ RIS, nlg I ART S A ek AR 250 i
PR Blgn, AT UG G e T 28w AR SIS AR = iy S 11 5 RE, A58 TP Pt AR T T A )
hREM R

BHE LA FOIRIETE A Horizon BUSAYFAE S, FESCHRMIFE RIBUE A Linux SL-F & H 2k
B 12 H TSR AME—15 . R E BE HAB IR, BRRRFA R A R false.

£ 6-3. 3 Linux EETEEWLESRME

e L]
Operating System Architeacture Wt V2 RGO A . (EAZER B Linux,
Endpoint IP address T b \P Az hkb R A A e HER . $E R BRI S N e iieE s 0, &SR s 255,

At AT E 21 Endpoint IP address fiff, A1 N AIHEIBIIT R,
Operating system is Linux

AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

A55/E Dynamic Environment Manager #F 4= 7 &5 U A AN IR A I E AN AR, 7R 2B (VMware
Dynamic Environment Manager 5 H$55/ ) .
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£ Dynamic Environment Manager #1337 Horizon ZE#IEH|
fn] DAL ] Dynamic Environment Manager #1457 Dynamic Environment Manager H1/3 57
Horizon F2RGTHI . 7FE 5 Horizon B2 HIRy, mHTGIASART & 74 AR R it H A8 s o
PBERE

n  ZPEREE Dynamic Environment Manager, 5542 BH42%45 Dynamic Environment Manager BiL 2 &
Dynamic Environment Manager,

n  HORFHIEE Horizon & EAHHIERIIEI: . sE2BHERCEHHT % Horizon £ S I 56
m 5T DEMEnable H81H, SR/ /etc/vmware/viewagent—custom.conf {213 DEMNetworkPath

B, sE2EE Linux S5 1 ROE 4R b,

et EEEBATE T, AT RO e R AR A 2 7%, G Dynamic Environment Manager % /D45
— oy BRI R A 5 A A SR BT, > A P AN A AR A 1A S

R PTUA R s 04 T I 6 P 2 BRI s e A I o i PR R AE ) Horizon 8 SR i U /e B N JYI ]
B, HAE TR BTy S By s . 35 S (T2 Bl A 2 T IRRE BURs EE¥ £ 1] Horizon
AU, R DAROE sk ) A

&AL %y Dynamic Environment Manager 710 11155 TE ISP 2 TR T MBI e A i . iRy
FER Horizon 2580 Hl & e TSP ], T RTHE /RS B gl A A ) T

47544 H Dynamic Environment Manager 75 45 5 F5¢ 84, 55284 (VMware Dynamic
Environment Manager £5F$5HT ) S0,
EdEd
1 {t Dynamic Environment Manager &3 5, SSEHUE I BRER VA (0 T E B e st A, ok
FERERRERIR 2 S I B IR E r Al
AT Horizon EUSRUTNIESE (547) BrHIBIAE [Horizon £ g,
2 3 Horizon HERFA, Rig4k— NaL, DI B sy,
3 BIERERSIEE, ARemPERGIRGE.
a AE [RCE] R, ARSI P NS U 4 A
Blan, AR e s B ) P AR T RS ) Thise, Wl B Rl £ 4 CDR.
b 7r [Horizon EEF HIEE] i Berfr, SEHUE Q0 4d 7 R At H rh i s iy 32 Y- &2 DORE AR AE o
PR LI 2 (v s - 15 DORE
4 HTHGE TR SR R A E sy Linux S0 G A s s 2F
a  BENURARFESIEL, o THH, RERIEERGIMEIIT.
b IRHER A Linux,

Operating System is Linux
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c - NEPE, SMRIENGHES IP AIHERT
IRTAR BT TS AND 351

d 7E Dt IP Azik] SRTBD, RROEnn B 1P AZHEREE , SRR — TR
AR S B X 191

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 e MEFEUR SRR,

HmR

Dynamic Environment Manager & 7E 5 F ARk g s 4R 21 i it 52 111 5 IR BE PR Horizon #5E 7Y
HIl.

Dynamic Environment Manager &2 R0 i 1| 22 F 0 7 BRI 7 e 2 20 Al SR . Horizon 2R
JR R M BN B [Horizon RY R RN Bt . AR B A AR, Rilds P 2y st
JRAE RS R . Bln, A —W488 A Sue RS R Eri 2488 A Sue HIfEHE HOH USB
), DA — {8258 A Pool HORT R HI et 2488 £ Ubuntu1604 11 531l 5 Sl {52 H] USB Fii
], HI% Sue #iAR % Ubuntu1604 SV & e i S - G 1R, I ErsH USB JgiE i Uiag.

Linux EHFE &R Blast & EE 5

PRI UAF R i SR S BURISAG R H, DASGE R Bl AR A ARy, eSO E A BN
DRFF— B R

S

:é

K

VMware Blast Extreme &= 17 & 5% & &6 151
VMwareBlastServer F1HAHE /ML TI4HRERE /etc/vmware/config.
& 6-4. /etc/vmware/config A Blast 40 AEEEIE &G

ik
HRIFZH 28 HiE LAN LAN HFWAN EJIWAN WAN FBARER
JHTTRE RemoteDisplay.maxB 1000000 1000000 1000000 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) (1 Gbps) Mbps) Mbps)
ek FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
IR RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
YEORAHE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
HoRE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35
PNG) ualityJPEG
HUREVE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20
PNG) ualityJPEG
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% 6-4. /etc/vmware/config HHY Blast ZHAEEIEEE I (41)

i
BIHAT 28 B®ELAN  LAN HFWAN 35 WAN  WAN MR
FURNYE (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
FURNE (H.264) RemoteDisplay.qgpmin 10 10 10 10 10 10
H264

Linux RHEHT & A Finic S E mEEE 5]

E P RIS ] (CDRY) 3#2IH,  DAFIETR 73 Rl fe s Linux S 5 A7 UK R Gt i 3L T Rk
FHRERRR o

AR A /etc/vmware/config fESEGETT CDR BUE,

AL AERHIE ] C:\ebooks Fll C:\spreadsheets YORIAE i i H ORI A AsMEsss, By 1k FH i
e ES vy

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

EJerinoda g, 255 ", " WA ebooks 2 1%, 1fi spreadsheets HF A 1EAESEITAAT R 55 d 6 1]

{USTE cdrserver.sharedFolders BEITHITA] "R" @2 223w M FTAI BT ERAE . 78 T 3]
i, BfE RAEPEE /home/Fsmith BRI FE ~ 1%, ebooks H1 spreadsheets ¥RFA{) R AR .

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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ESIEHE Linux SEITESERE

BT Linux FRFHEER AT E R R IF &, W Linux FERes A8y i ~F G 4Rl
Horizon for Linux Sc4& N1 s - 5 Sl R .

»  FAT vCenter [EHFHEARIT BRIV & £l

n  HEEEE R G S

w  HIREH T B SR A Sl

5 HAH ] vCenter MR bt S L TSI 2 el AUAJRTERT A RE e 120 Horizon Agent, JRi%
o R AR A e S T~ 13 SRR N RS, AR R R s I 5 Rl . 5 SRR R RS, S
B Linux S IF 5 R A AOMEEL

F I B B R A A R, AAZETE Linux FEBHEAS LA F 2255 Horizon 7 Agent, S0l ik
AR AR LT 15 B i RS o AR B e B R e

A A BV R P B s T S Rl RAZHIZ IR PBIS Open BREGETE Linux HEffERS [ 202 Horizon
7 Agent, WALHERNZEIAS, AR1E, B HIHAR AT S S R B R, B B E R B A S 5
[

ENNIENE DT B AF

m Y Linux BRI & 5l
w5 Linux 5LECF G R

m Y Linux Ny FED SRR B Y 5 2R
w7 Linux A RS HE R B0 521 £

2
s X3F PowerCLI 774

Ei Linux WFFEEESER
FTTDA RS Linux FEBEHeas s TRy 74 S

FHFE P4 Linux BUFEEY S5 AR AR E SR T RS 8. WiasB A B FEh S - 5 S
HUEEAEEN, 5520 (4F Horizon Console M & LS ) -
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BB
m  B5E Linux ZEEVESE RS |0 % Horizon Agent, 55227 Linux FRiiies |- 2225 Horizon Agent,
» [ifii% VMware vCenter Server [} % Horizon Connection Server.
BrF
1 1{¥ Horizon Console #1, #FriuFihsim F&aEn,
G F g% > WIEF-5 > $ig.

Rt S Windows 1 Linux FE e A A ARIR) ) S & el

2 BENFERREFEER.
3 B vCenter Server HFIECR PR BB , RIRET—2B,
4 JusRiir e el h RS S B 6 IRk, AR T —2,
5 E{ERGE RN R
£ RS IR E] JIf F, BOE MBI,
EIH i
TR BT e VMware Blast
SR AR E &
3D HREA fii}] vSphere Client 5 (# 114 2D o vDGA 51 F-4), 414 vGPU s & Hi

{# 1] NVIDIA GRID vGPU
et SRR RV ER . AAROE, AREEIAR R RS, s B A R el e
[IEIS

6 ORI ERTE, SRR A TS Y A Sl MRS . 7E Horizon Console H1, RIS -
GO RIDGER] > BIIGRER], ORI AL

R

Linux FEetles O EMEml4s, TIAE Horizon7 SR b /E By s 1 F 5 .

EIE Linux RHESERE

BN TR A5 Sl Linux ARG 2 SRRy, 20T DU e A BTl s b5 2R, 448
W Linux & B8 7E 26 ARG 2 F B s i 6 R . Qs RER R [FRF 075 Windows FT Linux % #1156 &
%, W AG et m 3k Windows fEIR , i AME L H4R % Linux S5 .

BEEERNXE
o (SRS A
o AT AR
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w BRI S R

AT PATE Horizon 7 FRRZERERIORS , oloE I RaRse h IR et .

i%ﬁa”%%‘ﬁ?iﬁ‘]ﬁ%

x 7-1LEIREE

BRI RE HIE

T A TR R m NS TRIREE
AR TR K I B R
L ||'A
m PR

FHETIEAR T [ B m 7
m kA

TR I E R T OB H

SR B AN I PR P 2R o 4 B
AR
EHIE MR |, E"ﬂﬁ SERE
“““ B BRI S

2
LIS
2
5
T
5

% £ Horizon Console /£

w  PET ERRBOEAR

w  EHHTERE

n  HEREHTRE R S
w (HARHLEL

E3)E SEDAEIR Bk SR

HorizonPowerCLI Cmdlet,
m  Update-UserOwnership

= Remove-UserOwnership

sk A R RN BRI E T o 18 MR LA AR

3

THRR A RIERI E VMware Blast
RAMEMEERERGE A

3D WA

m 1% 2D 5t vDGA,

#H{#JT] vSphere Client #7451

= NVIDIA GRID vGPU

WFEEFAN N, 5528 (VMware Horizon Console %

VMware, Inc.

S A

BHL) Sl

AT LURT s RO (i AR RO B T HRTIR . SRS, LB ZR T

Sl S I TR E OARIAD

M



% 5E Horizon 7 for Linux SI*E&

A Linux BB RBEEREMESERE

AT PLAy Linux REBHEAS N BB el g o St . iy BB se B 5 R 2 2, &nlLA

] Linux RS/ 4 Horizon 7 SR b i s i & o

AR A Linux Y 5 B 5 884G S~ F & e PR UL e R i e RSy 4t WnRRiA Y BB 5 g

R S e fRTAN R, #522B8 (£ Horizon Console HREEREFER A1 ) o

HERM

55 Linux ZHUEZE 2% [TV 22%: Horizon Agent, s52:RB7r Linux HEfiekkes |22 Horizon Agent,

s HUTERBHESS R By, E B RPTR B RES T A, E 2B A A HE L Linux 5L SRS
R R A

m WREAE ] Winbind fifgbk 7 S€ 268 Linux HEFEERS DN Active Directory, A JEZERERERERRFIAC I 5¢
% Winbind fi#5 ZEHIREE

n QUEREAEH] Winbind @i s &6, HIAZEAE RS Fad T4 in N2 £ Shell F52 5 N2,
W HEIE /etc/vmware/viewagent—custom.conf H1 Horizon Agent 115 RunOnceScript TS HERIE, Ul
TN, sHSBIAE Linux SR & _ERe 4L ek gt

m itk vCenter Server ELHHH % Horizon jHi45 frl s .
BF
1 HST R AETHI .

ST
A% vSphere R BHERSEHLSCETY [ £ vSphere Web Client Hi#sy Linux (19 [ ETHRS | o 4
RIS, FEREE EIERERR T R AR

BE &

HE R SHAF RS Linux

Gt B T EEARE A 22 0

A FRE Horizon 7 BRIHIAIE
AHeE B AR R

2% DNS TREARAL

Rt WRRR MR ARG B ET SR ERAURFAN G, 55288 http://partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf,

2 {¥ Horizon Console M1, g [ EhsE -1 & Helit
I E S > W5 > Hik.
3 EWBEEREFERE, MMRET—5,
4 RIGEEEEE, 1253 vCenter Server W TEEL, SRTEIKF—F,
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5 EER TR
a AE BRI EREEBOE] Hil L, S8 MR,

R i

TR B T VMware Blast

SRR R EREARIGE B

3D HEES fili}1} vSphere Client & 7H (/1174 2D 5 vDGA = IY-£), $H¥ vGPU =&

HII{# /7] NVIDIA GRID vGPU

b BRIy, FRE HE AR a4 B

HRIH i)
FHRELE FaHN LR,
AR B4, 48 LinuxvM-{n},

AL AZERRIE TR 5 el /N3
m BERRIE LR
m A RIS
c HBIPLRES, FEHTEEHL vCenter Server fE
LG vCenter Server 3% :
1 A
2 EEBEHERR ORI RN E
3 Mk
4 EJREER
5 R

6 ORI ERE, SERREE A TS 5 Sl MRS . 7E Horizon Console 11, RIS -
GO IR > BIGRER], ORI AL

7 CHERE R R A RO Linux HEREERS B AE T

7 Linux B RIRFERHZERATEERE

Pl DU R EPE SR EAS 5, b Linux R B&RS i B e R Eha i Gt . Hy B 7
BRI G %, ErILGE Linux Si%s7E 5 Horizon 7 355 A b S 10K 5

Horizon 7 Agent for Linux {4/ E.45 Ubuntu 18.04/16.04. RHEL 7.1 53 #k4A<. RHEL 8.x 5% SLED/
SLES 12.x [N A% I 3R BPRpE Hd if~F-  Seld

ARt A Linux S-S L B R P 5 Skt A S PR vGPU [ETEDIRE

AR S Linux 2 RRRE L S S SR PR OER iR R e PR 7 6t anas i A T B R4 S e 1
SEEER AR, 5520 (£F Horizon Console H& IS ) o
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% 5E Horizon 7 for Linux SI*E&

WEGE

m  HCRIE vCenter Server AT HE IR M2 Linux TR AN . Wt andsn, SRl
FHEES RN ZEE Linux,

m BRI PBISO Eitfiiii Jy ok Samba Winbind B4R IIAEST AD A1, s rang: i, &
2B 7 PowerBroker Identity Services Open (PBISO) &5k % & Samba R4 NI o
fEaE BT RHEL 8.x 1Y Linux FREfERs g BIFRAE R 5L m - 526, 5518 ] Samba Winbind
LIS BT AD 34, f#1)1] PBISO Bzt RHEL 8.x g fithkas A B B S s i - 5 EE I

m % Horizon 7 Agent for Linux FOZc8DER . ANt Al & ai, sH2BE Linux iFfEEs [ 2028 Horizon
Agent,

m R VMware vSphere Web Client 2 BT F U511 Linux EEREERR IR IR LER . G526
{vSphere Hi— T 15 - VMware Host Client) H1ft) (£ VMware Host Client FIHRE I )

m {52 vCenter Server CUHTH % Horizon AR ks
ided

1 H % Ubuntu 18.04/16.04 . RHEL 7.1 sl BUghoAc . RHEL 8.x 5t SLED/SLES 12.x [1Y Linux
FEHEES (VM)

IR, S B IBER R Linux,

2 R4, {E Ubuntu 18.04/16.04 #rs |- FH)%2 Open VMware Tools (OVT):

# apt-get install open-vm-tools
A HA RN, AE 2 BRMEA A i S K- 5 5 1Y Linux BéRs
3 2 Linux B TRRT S RAEMIATR L
WIFEFFANERN, 5H2RY404¢E Horizon Agent AH{kIEEE,
4 7f Linux FEHess b4 Horizon Agent for Linux.

# sudo ./install_viewagent.sh -A yes

WNTEHEANERL, FESBITE Linux BEHHERS 122 Horizon Agent.
5 A Linux EREHEZTEL Active Directory .,
w A PBISO Btk 5, sipT NAIPER.

a it https://www.beyondtrust.com/products/powerbroker-identity-services-open/

Nk PBIS Open 8.5.6 S HUMThicAS, IR 23 A5 Linux FEfEHERS L.
# sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh

b {#iT%4 Linux Fil Active Directory [#) ( PowerBroker Identity Services Open (PBISO) &%
—HIFR R ERR, HES R Linux EE % EL Active Directory.
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A EEH] Samba Winbind BEAR NI, #H1E /etc/vmware/viewagent—custom.conf 5k

S ==

0fflineJoinDomain 7% iE Ly samba,
fasE Al [T Samba Winbind 4 RHEL 8.x i fst#zs il Active Directory #4, 7 HI, Bl
ORISR A E S Y OFE Sva L4 PN
w O RE S EEARASIE IR, EAZEAE OFFlineJoinDomain/etc/vmware/viewagent-custom.conf
BRI BEIE AN, S, BPRERE ) 5 & Sk O E e A
6 WU DHCP fallless AN e i 2 DNS filllkss, #5420 Linux A%iiEE DNS fillllke o

TEEENT T B R ARSI, S O R AR AN T o 8 T O AR A T - 4 B e 46 MR e st
BNy, REBERER A AT AT AR T R 3E (41 DNS frlfless) #Eriidc. PBIS FaE 4754401 DNS
filllkws, /etc/hosts HiftJ FQDN $HENGAG H o AT AE B AR A T -RoHT 3 24 P iR s iy
1 DNS frllleasidi e, @UAZEAE Linux RA&uHHRE DNS filllss. 40, 7& Ubuntu 16.04 R4, 4
APUE L N4 TG % /etc/resolvconf/resolv. conf.d/head #5541, DLFEE DNS fallles.

nameserver 10.10.10.10
search mydomain.org

7 () QU AT Linux VDI BIIRFE SUREERE U /ete/Fstab RESHg NFS 4%, s H]
NHH A
m  {F /etc/fstab HFH [ soft | fEA, 4.

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192, timeo=14,soft, intr, tcp

n QURERIETE Jetc/fstab W] [ soft | BT, JELAE 58 Linux FEFHERRIYE 0T /ete/
fstab, EATDURE IS MEPLEE /ete/fstab K5, X157 ClonePrep T HLiEE M
PRI S, andssrdnEsi, 5520 (VMware Horizon Console & ) SCf}-.

8 [P Linux FRHRs, SR VMware vSphere® Web Client 278 BEATE AT Linux FEEas 2
P, DU, g,

AR RN, #5226 (vSphere B— M HI - VMware Host Client) H11J (4 VMware Host Client
PR AR ) o

9 1f Horizon Console H1, 4 [ Ehs - 5 Tl
SHGFAE SR > REFE > $ig.
10 EINHBIREPEER, R T—F.
11 SRIVENERERY, $:25% 1 vCenter Server JUT(HAL, SKiEHTF—3.
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12 SRR S B s S B
a NHURIRE, SROE R AR ey 8

EH il

R BB

BRI ARE BT

g H45E Horizon 7 {ERT AT SIANY 5 HE SRRt AR H TR el (2100 b0 Lpe— 3
T R A, 48T LinuxVM-{n}.

BERE e LR FarE el rh AR 4R B

5 (BARCFETR) B R P AR RS B P I LI F- 2 R I

TR AR BRI AT 3 Horizon 7 i3S AR RER B s (1 R SR 5

b B RKE, FEHUER VMware Virtual SAN 157 (723 [ EU
c BRI, SHTTEAPIEOE . AD ey, AT R R TR B ET 154
5o

HE HAEML] ClonePrep BIMITEIREL IR MERE, FSHERIRSASALN /var/userScript ¥
R FEAT & RARBETIE , ERE SRR E £ 700,
1 Horizon Console H1, rI DU HUEIGHAH RS > SRIEPFA , Ak U el R iF 6 e feias o

TR el 7%, WOREREAEAE, NG 20MIBR 3= 2% 51 vCenter Server sF4TH $¢rh MPAREER . Ak
TR T Z G BRS¢ vCenter Server REAM H Rk AZER,  AILLZRGR LTI EE4R H 8, SRR AT H i
FOBR BT THEREIR

RIESR
R T T A IR I AR o 552284 ({E Horizon Console FHR e iEfE S IbE- 6 ) i) G HER B &5

A |
RIE PowerCLI 7%

FHARAE AR R 7 F Windows SV FadT & A5 EE T /EY Horizon PowerCLI Cmdlet, b 7] A
Linux S5 .

BIFHREFAEKE

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

NAIEEBTAE £ Linux S5 AR H
m  DefaultProtocol Blast

m  AllowProtocolOverride $false
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m  threedRender usevc|vgpu. £ /4 VGPU 53 V-5, &hf#H] —threedRender vgpu, 45/ 2D/DGA Hi[f]
Vs wHiH] ~threedRender usevce

il
G574 )% LinuxDesktop . AT EEEHERS (VM) LinuxVM-01 (1778 Linux S04 Ll

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

w5 LinuxDesktop [ Linux VGPU S elt , A7 HEARERERR F VA LinuxVM- 712 FE i
w4 B

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false -Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

AT —{F RHEL 6 x64 [EHHEES10IFE) Linux S5 82l LinuxDesktop.,

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-
ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

BITEERAPEETAEKE

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
-NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
-ResourcePoolPath <Resource Pool Path> °
—-dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

NAILEIEANE 2 Linux SRS N EEIEH .
m DefaultProtocol Blast

m  AllowProtocolOverride $false

= threedRender usevc|vgpu 74 VGPU IRIMY-5, &ifli/] —~threedRender vgpu, 7#7/4% 2D R,
SH{# ] —threedRender usevc,

E

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" °

—Persistence NonPersistent -deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
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—templatePath "/LinuxVDI/vm/LinuxTemplate" °

—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

BB RETEEEER
w5495 mydomain.org A ]2 RFAHI T LinuxDesktop HER]

Add-PoolEntitlement -Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain
"mydomain.org").sid

EpEEg

I T 5 R4 3 LinuxDesktop HIREF]

m 2% mydomain.org 4

Remove-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user™ -Domain
"mydomain.org").sid

HEASmMTAERETRHERERIERIBRERSE
n 4 myuser (i TIFHRIRAS R B T SUIT P-4 S0 A LinuxVM-01 Fidbetie .

Update-UserOwnership -Machine_id (Get-DesktopVM -Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

n QAR E IS G SRR A LinuxVM-01 B F20R myuser B4 .

Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id

EHREATEEER
» [t myuser [P35 TAER B EH.
Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

AR PowerCLI Cmdlet IR FANETR, 55268 (Horizon 7 %5 ) hiy (f#i /1] Horizon PowerCLI 4
) .

VMware, Inc

118



HEHFHRAMIFESEERXE=NE
Horizon 7

H| i Horizon Console, #:m] A HBhid17 Windows (ifidl: Linux) 5 fi~F SRR . A, @RTLLBHEERE
S E AR Linux SR S RS R AU 1515

SRR S ISR 2 T A EE TR IR 2 ihiRe T AR AR R, VMware BEA T TS
ENE RN E VIR

m  Linux S5 RSSO

m  Linux S5 KR THRIREE

m IR Linux SEIAPT GARRS I R B A

w AR Linux SH0°F & ) PowerCLI F54 i A

w AR Linux EEEHERS AR 215

BRI RS N AD 4 ER (4R 215

m  fifif] SSH ¥ R HEERS TN AD A9k He 4 15

m FEAREREE Linux BRSO RIS

m  {fiJf] SSH FEZHAEREZ Linux HEBEERS ORI 215

m  7F Horizon Agent |- 714} Linux S3[f~F- & HEES 5] PowerCLI F54-H5
»  fiiJf] SSH 1t Linux EfERss 74 Horizon Agent [+ 415

m  7F Linux BT DT rESEIIRBIE 4 1S

Linux EEF & X=EEH0HEER

T Linux (BTG, SWESTIRIEEE, Uil s L Mam e, bl PowerCLI
Fe AT RO T

SR RS, RIS PowerCLI 5k SSH 7 Linux 58 | T4, T2l wifiy i [l 2

o

HE
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PowerCLI SSH
AT LHHINT m 41 Ubuntu, 778 sudo apt—get install openssh-server @iy

SSH filllk#. 414 RHEL i CentOS, Fi i : openssh-server, {HAAINTE
PRI A fRETE 1] Fe i sshe

m VE R SSH s A pscp.exe Fll plink.exe, S &
PowerCLI 84 H5AHIHI kb

AR SR S TR AR A S P TR PR
DALY ESXi MR B R AZIE ESXi A R

ML R T T2 I A2 %€ Horizon Agent  FTDUBERIETHE 2 2224 Horizon Agent IRFE B G HH IR IR TIT, sk THR A
BRI BRI ER 7 oT, AT WA ASIEIR: AD (8235 ek 7ot

APNASIRy AD 15 B TRk

TCo

f#55E  PowerCLI ®H1 SSH XA 15 ] f= T4 vCenter Server & B Linux 551 B35 M5 1Rk 2T
PowerCLI FUHEA- WSt P DUEEE ESXi AT EE B S Rk 7ot £ T aEEN T, ARG T
TCo

A vSphere PowerCLI AR, i 22 hitps://lwww.vmware.com/support/developer/PowerCLI,
KEHRE—4H Linux 5S-SR K N YIDER .

1 AT RBHEES A, IR RSS2 Horizon Agent.

FH2 B ET AR Linux SEIHE SRS IO RE R s H A,

2 T EBEERTHIS

122 B vSphere RIS HE AT [ AF vSphere Web Client H17 7 Linux [ EFTHAE | o i
WIS, e AR N ARE

BE =1

BB A R4 Linux

A B RE S A 22 A

GEI a7 Horizon 7 FREEIATL,
M RE BB AR R

2% DNS PREASAE.

Bt TR AR A G B AT SR ISR AN AR, 5528 http://partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf,

3 MRS
2B TTIA Y Linux HESBEREAR G BI4E S 15

4 AR Winbind RS, BRI Active Directory (AD) 483, R AEH]
IR BIE S IS TARS I 4, Sl /etc/vmware/viewagent—custom. conf Hif1EEI
RunOnceScript (RER AR EHERT ) 41T,
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an S PR R R RS I\ AD A 015 ASE AT SSH R B ke e RS I\ AD A3
(B ERE S

5 HURTHE e T 4H R8T

A2 AR Linux FESBEARIOHE BI4E S H5E (8 1] SSH BB RN = Linux HEfBERaR 1100 Bil45

S5
6 R,
A2 BT Linux 9T BRI G Bl

AR TRARE . BIRE. SRR MR R AR SR BITE SBS, FE2 B Linux R BERERs BT in
BFEA 5. R4 HERTHE vCenter Server 4 kR %R .

Linux £H-FE & KXEFRBIHELER

BRI Linux (T BATTES , WE TR EE, (rTI0 T PowerCLI #54-MEME i3/ 2588 11 §)
.

*EARFFERORET A

A PR R BB AR TR R S B EIOR S A PR R el b JAE HIRR BT AR E ART FY
Horizon Agent H{HEBILA MR, MEBITTIHG L.

n EREORBEE A EPERRR RRs,  H FAE i B P s S T

ORI E PR R AR A A S S PR R e A, AR I s i - S Sl SRR
FISRIARE BRI . AR fANEal, sE2BT14) Linux EEHHRS [ Horizon Agent.

REALSZTEENEEES

EE KT E PR RS, SR N A A

T B
FERAR MR T, 288 TR Horizon w0 BUAIUREBHERR O INER, DU ST PORMRIR ERSR it g, Bl POk AT
Agent, NP, ROEREA I RS F, B0 NFS filikss.

m SERCHEBHERIIRTE, View Administrator | ERBEEHHIRE T ARG [
ko AR H TN IR A IE .

TR T IR A B #1) Horizon Agent (i TI PERI RIS e M A 88 T Ak
B EERR, RRPITT S

Z AREHR Linux RHEFEHSHERMSREAR
B THE BB T ST S BT R R R
DEGE

n EREEAOEE A SR Linux SRIAPFE T K. 552 R Horizon 7for Linux [1) Z 475K
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n UKL vCenter Server H N HERH AT I 2R LM EE R Hn PR . 552 F (7F Horizon 7 MR E R
BTG ) SOy [ FERs R EaERs | o

n R AA SRR SO T 2 BURAR I AR RS (VRAM) {H. 520 2D [EJE IR Rebe s

RBE o

o IR AD BT BE, WSBIS 3 7 HE Linux ST 411 Active Directory A 14573
2b
HEo

m  FURTE Linux |22 Horizon Agent 12D R . RH2:BYSE 5 7t 2258 Horizon Agent,
w UAEL, GERCEAL] Horizon 7 4HRERN R EEIANAER . SEEECE 6 5 Linux S Y& AR RS I,
ARGEHRILREID R, SRR . RESBEE 4 75 BUE Linux SIS TEIE Ko
BE
1 ¥F vSphere Web Client k. vSphere Client H1, 7 #iiEEkss .
2 ROEHRTAHEEEIA,
a frieftias Di— MERGHE, KRR MRERE.
b 5 vCPU F1 vMemory J/NR#E
AR Linux 354 ThicZeBedim HP i vePU K vMemory R/ NEERI
$il41, Ubuntu 18.04 7% vMemory 7% & 2048 MB /1 2 i vCPU,
c BIERFR, WIEERURIRBEREAEELIERE (VRAM),

SHEMET ] 2D EIER RS (6] VMware BEEIFER), % vSphere Web Client 1) vVRAM K
/. VRAM J/IE vDGA & NVIDIA GRID vGPU ##% (i T} NVIDIA BEEifER) i Aies.,

FHIEAE 2D [P R HE R RO E PR T . S0 AR I s R S
3 FEERE AR DAL L Linux TR,
4 d U root FERRIGGETI, iln: ViewUser. 1o fE( T4 (8 A 2ERNfRIER 202 Horizon Agent.,
5 4l /etc/sudoers FIHIET T ViewUser ALL=(ALL) NOPASSWD:ALL.

Bt /etc/sudoers HIIETT, ATrEHEEIA DL ViewUser [ 545 #8147 sudo., A TA T Eih it
R4 Hh 242k Horizon Agent Ry, A& fiziE ViewUser 1E/5HiIN .

6 i Linux #51Thk /7 RHEL. CentOS &k NeoKylin, :54wif /etc/sudoers i sH s FAI4T:

Defaults requiretty
Defaults !visiblepw

7 S Linux 21T A2 RHEL/CentOS 8.x, RHEL/CentOS 7.x 5t SLED/SLES 12.x, if%:4% VMware
Tools,

RHEL/CentOS 8.x. RHEL/CentOS 7.x fil SLED/SLES 12.x 1k TH# €24 Open VM Tools.,
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10
11
12

13
14

LR EAR M
a W Linux BEATRCE THOZGA 9.10 1) Open VM Tools A, it deployPkg FMEER.
Fe R http://kb.vmware.com/kb/2075048 ,

b 4R Linux #1THA Ubuntu, 5525 T S RHRSE SRS A B SRR S vh -2 BRI E AR M
=t

= $1¥ Ubuntu 18.04 Fi1 16.04, 552 BRGNS hitps://kb.vmware.com/s/article/2051469 #l
https://kb.vmware.com/s/article/59687 ,

= £HE Ubuntu 18.04, 2B A1k S https://kb.vmware.com/s/article/56409,
$14#} RHEL 11 CentOS, GHRIUTT [AdHH4R] #E B ENEAR
4T AD 25 T 1R,
AT TR
4% Horizon Agent.,

sudo ./install_viewagent.sh -A yes

FH2RE 5 TE Z40%E Horizon Agent,
fifi | Horizon 7 ZH fER sl THLADAH FE .

I PARE SR I S PR

ARERE Linux KEFE&SBE S PowerCLI 5 & iHE NS

F52 Linux S2IEF-5 1 F 5] PowerCLI 54 e i & s 1601 3 M A B AU A A o
T NRERIR A esv, aif HAS T :

SV RS 4R

SRR AR 41

B EETHU

TR SR 15 MRS AT 7E 1 R A

S SRR ESXi flllkat

JHRAAE B0 A R e b

R HTE SR 5 e SRR AR 15 AR A
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#%E Horizon 7 for Linux SR F-5

N A BRI AAE T RE U S TN A o

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

RS IS NAE T 2 F )2 CloneVMs . csv, ik S AE B g A HEAHIA] 0 Rk A rh

AREHR Linux ERESINEHHIIEST

R DL EETAE ] P AIREBIHR 1S, DAESUT RO R (VM)

R MOREG PSS FAFSRIFE SN A, A TS HTML WA, 45nT AT Horizon7 SRRSO
EEHS, #8915 https://docs.vmware.com/tw/VMware-Horizon-7/index.html,

5 S iEEN

e HS SR — (B NAE,, AR TR Linux SLAE S HUHE S PowerCLI 5T AA . HHESHS
WEr I EOR A HER .

m vCenter Server [J IP {71k

m vCenter Server [V BTN LR
m vCenter Server [ 22215

w RN, R [ 5ERE

= 1515 vSphere EREEER 5 G

SIS

<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
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IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec

$targetDSName = $line.Datastore
$destHost = $line.Host

$srcSnapshot = $1line.FromSnapshot
$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))
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{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting —eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —-Name $srcSnapshot) —confirm:$false
$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —-Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name

$destHost)) .Extensiondata.MoRef

}

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)
# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm

Disconnect-VIServer $vcAddress —Confirm:$false

exit

8
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PowerCLI C:\scripts> .\CloneVMs.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Your vCenter admin user password: #*¥¥#¥¥i*
Clone Type<"Full"> : Full
Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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.SYNOPSIS

run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>
# Functions
function GetInput
{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
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Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
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$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

ECWmIIT
PR R A B BT

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥¥#¥¥i*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *#¥¥#%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥#¥k¥i

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character in password may not work with the script.
Your AD user password: ¥k

£/ SSH A3 RV ERH RN AD FBBIEHIIE L

FERTLLEFTAE ] M AN Fa GRS A5, DU SRR MRS (VM) TN Active Directory (AD) 4. L4545
i1l SSH 1t Linux ks HL#}MTDD S
U A *kAﬁﬁfﬂ Winbind fifik 5 5€, NI TIRERAAS, 2N A B U R 1 Uz””
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.SYNOPSIS

run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION

The tool is to run the command

.NOTES

#>

#
#

Functions

"sudo /usr/bin/net ads join"

#i1] PowerCLI 54

HSTNKS FAE LA A

to join Linux machine to AD via SSH

function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]:
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{

VMware, Inc.
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Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
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$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"
Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]: :ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ' n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
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Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

Disconnect-VIServer $vcAddress —Confirm:$false
exit

ECWmIIT
PR R A IS B T

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥¥#¥¥i*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥#¥kki

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥k

H{EAEEREZE Linux EREENEGIESTE

FERT DL ST A R AR IR A0S, B4 ReRE config Fll viewagent—custom.conf | {E %] £ {F Linux k&
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<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —-prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)
{

$setConfig = $true

write-host -ForeGroundColor Yellow '"config" file found'
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}

else

{

if(T
{

}

else

{

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{

#Con

write-host -ForeGroundColor Yellow

est-Path $customConf_File)

$setCustomConf = $true
write-host -ForeGroundColor Yellow

write-host -ForeGroundColor Yellow

"config" file not found, skip it'

"viewagent-custom.conf" file found'

"viewagent-custom.conf" file not found, skip it'

write-host -ForeGroundColor Red 'Both file not found, exit'

exit

nect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword

if ([
{
W
e

}

else

{
Wr

#Rea
$csv

$des

#Han
fore

{

string]::IsNullOrEmpty ($VC_Conn_State))
rite-Host 'Exit since failed to login vCenter'
xit

ite-Host 'vCenter is connected'

d input CSV file
Data = Import-CSV $csvFile

tFolder = "/home/$guestUser/"

dle VMs one by one
ach ($1line in $csvData)

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{
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Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)

{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user
'$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit
L WEHIT
MAIEREZ 2 E FR 2 HE A T -

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Your vCenter admin user password: #*¥¥#¥¥i

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *#¥¥#¥%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥#¥k¥i

{E£F SSH H{E4BREREZE Linux BRI ENEHGIIES T

AT LA RT A M AN F I Hs A5, 40ERS config Al viewagent-custom. conf | fHE]Z{# Linux i

HEkas (VM) HEFESHEEEH] SSH £ Linux EfRkas LT .

A BRI EAS o FRFSRINTR SN A, Fe AR HTML iAS, 5T AAE Horizon7 U AT

S, 4982 https://www.vmware.com/support/pubs/view_pubs.html,
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<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —NoNewlLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}

else

{

$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe™)
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
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exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false

$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'
$setConfig = $false
$setCustomConf = $false
$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{

$setConfig = $true

write-host -ForeGroundColor Yellow
}
else
{

write-host -ForeGroundColor Yellow
}

if(Test-Path $customConf_File)
{
$setCustomConf = $true
write-host -ForeGroundColor Yellow

}

else

{

write-host -ForeGroundColor Yellow

'"config" file found'

'"config" file not found, skip it'

'"viewagent-custom.conf" file found'

'"viewagent-custom.conf" file not found, skip it'

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{

write-host -ForeGroundColor Red 'Both file not found, exit'

exit

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword

if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file
$csvData = Import-CSV $csvFile
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$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
" "
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

BT
PR R A B BT

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Your vCenter admin user password: #¥¥#¥¥i*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #**#¥kki
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
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$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists
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if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAllBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

!

$cmd = "rm —rf VMware-*-linux-—
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Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}
else
{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools
status”;

exit;
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}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

ECWmIIT
PR R A B BT

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: *##¥x%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #*¥¥¥¥iki

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: #*¥#¥kki

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
linux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature ("yes" or "no"): no

{£F SSH 7 Linux E##25 EF 4% Horizon Agent HIEEf1ES
i

AT DL EET A F R A FEIHE 1, 76 248 Linux BEEHERS (VM) | 7H4% Horizon Agent. [H 4T (i
SSH 7F Linux %S F#dTar 4

S ORNEG F NS FURFSRIFE 2 AN 2, wl i ARS8 HTML WA, 48R PATE Horizon7 SCAFEL T
BAS, #4ukE . https://www.vmware.com/support/pubs/view_pubs.html,
e &SN

A A I ET—ER RS, 7ETIA S Linux 5LV HIE ] PowerCLI 35 A SR AR s BAHEA .
AR AT W e ISR FHI

» %57 Horizon Agent EULA ({ii JHEZIHRES4Y)
= vCenter Server [ IP iz

= vCenter Server [JEHL EENHH

» vCenter Server JU&H! 5555

»  ESXi EHEE R BB N

m  ESXi FHEIT B
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<#

Upload the Linux Agent installer tar ball and re-install

#>

#

#

Functions

function GetInput
{

Param($prompt, $IsPassword = $false)

$prompt = $prompt

+

Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"

if ($IsPassword)
{

$input = Read-

$input =

Host -AsSecureString

[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS

TR($input))
}

else

{

$input = Read-

Host

[Console]::ResetColor()

return $input

}

function Check_SSH_Client

{

Param($IsPlink, $IsPSCP)

if ($IsPlink)

{
if (Test-Path
{
write-host
}
else
{

write-host
its official web site'
exit
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}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
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write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourcelInstallerMD5()
{
$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))
$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();
return $md5Hash;
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#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard

-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after

upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

ECWmIIT
PR R A B BT

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: #*¥¥#¥¥i

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #**#¥kki

Type the Horizon Agent tar ball path. Please take care of the installer arch:

linux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent—

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature (

||||yes|| or "no"): no
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ERTLL BRG] R AUREHHES 1S, 72208 Linux HEfitas (VM) E3UTIESE. 2 ERe B PHRCEIR . B
I B, TORTROE AR HE bR o

A HE A1 vCenter Server MHFREEFHERS, (HEEERE View HIF:.

B RORNAGE NS FURFSRIOFE 2 IS 2, wl i A S8 HTML WA, 48R PATE Horizon7 SO E T
IS, #48ukE . https://www.vmware.com/support/pubs/view_pubs.html,

ERCZ T IDN

MoAES I Er U — EE AR, FEFIIA A Linux S-S HUHE10] PowerCLI F54 HETNAE Fhog IILARA o
AR M e B B R N AR

m vCenter Server [ IP {7k
m vCenter Server [V H HE N4
m vCenter Server [V E5E

w  BEHUTIOENE, ATDURRARE. BIME. BIPAZHY . FUMTCEDEEBERERS . TERTRE He AR s B R R
s

w RS AR R R (LR A BT

LN

<#

.DESCRIPTION

The Tool supports:

1. Power off VMs

Power on VMs
Shutdown VMs

Restart VMs

Restart VM guest

. Delete VMs from Disk
.NOTES
#>

o v AW N

3+

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt +
Write-Host $prompt —-NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
TR($input))
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}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —-prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console] : :ForegroundColor = "Yellow"
switch ($action)

{

"Your selection is 1). Power On"

"Your selection is 2). Power Off"
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}
3
{
"Your selection is 3) Shutdown"
}
4
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress -ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
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Get-VM $VMName | Shutdown-VMGuest -Confirm:$false

Get-VM $VMName | Restart-VM —Confirm:$false

Get-VM $VMName | Restart-VMGuest —Confirm:$false

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)

}
default{}

}
Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

BCW/IIT
PR R A B BT

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥¥#¥¥i*

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest
6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete WM

SPEIBE. TR R AT R B, ISR ISR, S0 20 B
A IRBRRI L, LTI S S
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vdmadmin -I -timingProfiler -enable
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s N4 vdmadmin x4, AR PR R s A Rt d TS _ RO sHRE A T 5.
vdmadmin -I -timingProfiler -—enable -server {ip/server}
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