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v R AR R TR AR (CA) Z3 NG 7 ARG e — MR AR AT B R e
o
HEQEBIAR R, R SR A AR R A e AR H B

dns AT fE R SRR P s b BOE RS A RO BRI, s 2B P IR Horizon Client 3¢
o 1SS 05 (] A R R R IOARB

View Agent 1 Horizon Agent ZB8E&i A th 224 BRI E

LRI E 2 1E View Agent F1 Horizon Agent [ ADM Fi1 ADMX ik rhisz k. ADM F1 ADMX

ARHiE#% vdm_agent . adm il vdm_agent . admx.. [ SISV, 7 HIAERGRE M (ot [ TRIERLE ) 3

o

LAV E T 2 R SR HKLM\Software\VMware, Inc.\VMware VDM\Agent\Configuration Ji&
NAJE SR

&R 4-1. View Agent (B A Horizon 6) 3¢ Horizon Agent (E A Horizon 7) A& AhHIER 4
4RI E
RE A
AllowDirectRDP PSE Horizon Client 4& 1 2 SN 75 1T UG RDP B HEASAR & i il i P & o 15
JH R ey, AERR U 352 Horizon 713414541 Horizon Client,
1t Mac ki Horizon Client 45 & i st [°F- 51K, 5520152 AllowDirectRDP #%iE.
SR, AR A, W R AR AR ISR
IRTEARE, S B N i L T VERS ARy, BRI DA ] RDP 4R 2 ety . RDP i
AR s Fm s I AR B, LU B A ORI AT RE ST B I . TERBHPHSINTS
RDP 3E&RAT, & ME NS &, Za R AIEi, 521 AllowDirectRDP i
o
BHE Windows 3z 5 ARG AT TSN S I E REE A LT, T L]
T, Byl fdi 75, RDP B AN & 0 B a4
IR EAR TR AR o
) Windows Z5485(H /% AllowDirectRDP,

AllowSingleSignon P Al 2N (SSO) A HI#BAR = sl ~F- & M FHRE . RO, &
fERE BN, TN — KR . I e, e T AR
fRE, HILAZHEE B .
bR RE A TR AT o
) Windows B4 % AllowSingleSignon,

CommandsToRunOnConnect FRE B AT TR P, S TR 4 ol 2 FE 2 BT B,
THRE A FRE RS,
R Windows E85(i1 % CommandsToRunOnConnect.,

VMware, Inc. 18



Horizon Client 1 Agent 24>

R 4-1. View Agent (iE A Horizon 6) 5 Horizon Agent (GE A Horizon 7) HREE AT IR S
MHEHERRE ()
B ]

CommandsToRunOnDisconnect FRE LA AR B R B ARy, ST o 2 RS BT B,
THRE A R TS,
RN Windows E45#( 2% CommandsToRunOnReconnect,

CommandsToRunOnReconnect E R T AR B AR B AR % AR, SR TI A 2 ak i 2 Fa A SIS B
T’ﬁax?xﬁ} TATAE L,
LK) Windows 25451 /% CommandsToRunOnDisconnect,

ConnectionTicketTimeout YBT Horizon AR B A 80R MR B (AFDJ5 BEA7)
Horizon Client 2 1/ AR = AAHIFE UKy, ﬁﬁﬂﬂg%ﬁ.ﬁU\J_ﬁ%ﬁ“‘fm“ﬁ?*”}\ ES9/S

LT, ARSI SR R B BRI . B AR A s SV B R, 70
AR R N A TS, S I A ERE B Ry . WA e e, HITEREY
ARFII % 900 5,

FEEN) Windows Z4% 1 /5 VdmConnectionTicketTimeout.,

CredentialFilterExceptions eE T;b,.f%jz)\ﬁﬁ&;k CredentialFilter [ ThS o K S ARAG SIS sk MG,
%éj ﬁ‘d&'@lﬁa?yégﬁ fo
TR AR AT

I Windows E54#{ % CredentialFilterExceptions,

WA SR RE ML S BRI, 2B ( View BB ) Ut

£ Linux £SEHEES LR EHREE D HIEIE

AP E T I H Bf 2 /etc/vmware/config Bk /etc/vmware/viewagent—custom. conf 2K E It
UEFETH,

1F Horizon Agent [ 225 AR, 2B el i (FAH RE U AR config. template Fl1 viewagent—
custom.conf.template 5| /etc/vmware, IHAN, WL /etc/vmware/config

F /etc/vmware/viewagent—custom.conf IFrAE, HIZEEFE @ config. template #FH%]
config, Wi/ viewagent—custom.conf.template # %% viewagent—custom.conf, HiAREHE | H
NG RO A BRI . A R E I, TR ARG 10 A T

#l4n, /etc/vmware/config M) NAIFE AT ] ML PNG fi,

RemoteDisplay.buildToPNG=TRUE

MATAHREAETE 2 1%, i Linux T BHAEDARRAEBE A3

VMware, Inc. 19



Horizon Client 1 Agent 24>

/etc/vmware/config HHJZH

I

VMwareBlastServer A AHE SMEME Ul T4HBERS /etc/vmware/config,

fieE N RAURRINEUS Horizon Agent 4H SEARE 1 FHAREAEERE 2R HIE4THY USB I HIFE . Horizon Agent
B S S A e A 75 P DA A USB % 45 48, Horizon Agent th &l He st aik 42
Horizon Client 4T # I ERHIBAT . SR T EARB AL R ESOF (m) &5 £ H Horizon Agent fiiigt

J HIl% & PA ) Horizon Client
ZE1fiAE Horizon Client i 1885 HI 5 8 2R A T2 AR I T o

& 4-2. /etc/vmware/config HIRAHAEIEIE

P cicY

R 12

JFRIRGE, BUeffEE s (o) BHlimi A Horizon Agent i i#)it 13

HIH
Clipboard.Direction

RemoteDisplay.allowAudio
RemoteDisplay.allowH264

RemoteDisplay.buildToPNG

RemoteDisplay.enableNetworkC
ontinuity

RemoteDisplay.enableNetworkIn
telligence
RemoteDisplay.enableStats

RemoteDisplay.enableUDP

RemoteDisplay.maxBandwidthK
bps

RemoteDisplay.maxFPS

VMware, Inc.

fE#sR

0, 1, 2,13

true & false
true ok false

true i} false

true ¢ false

true &k false

true o false

true 5}, false

s

HE

FRE
2

true
true

false

true

true

false

true

4096000

60

i

ISR A DI TR S5t o A8

L

w0 - (IR R .

w1 - RO B A

w2 - (EROTIAR D i ST S PR D T TR
A

m 3 - HRUTI R 2 T P B SR

R I ] R A e

BSOS, W] RO kA H.264 il

TR, BRI st R, & Tr
Linux S 1 P G 2GR G 2 B 4
DASHE Linux 5310574 b A AL RO F o 1 S
HISAAGRIRIRIGEI, S e LT PNG 550, 1)
AEEr I P Al ESXi A% M A NSa T, BT
BRI R {5 ] H.264 4l

FEIvEIE, TR E S ] Horizon Agent for Linux
PR A R g

FEIVEIE, TR ES H] Horizon Agent for Linux
PR AR B R ThAE

7 mks sCaEH R EL 5 H VMware Blast 28 i U7
SEFTERE, BIAgETI. FPS. RTT %,

WO I, AT Bk H] Horizon Agent for Linux
HHI) UDP mA e 4% o

i VMware Blast T {EBEBERIR ST (A A T07
TUR, B Kbps). SETUEAERTACAGEIT . Sl
B R VMware Blast #iillim bt e kA% 4 Gbps
(4096000).,

PR B o R, R, TR H]
FHTE A SETT . AR ZEN I 3 £ 60 Z [,
TR A EERD 60 KT

20



Horizon Client 1 Agent 24>

RI& 4-2. /etc/vmware/config HFRJLHARIEIE (45)

IR
RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPKkcs11Plugin.log.logLevel

VVC.RTAV.Enable

VVC.ScRedir.Enable

VVC.logLevel

cdrserver.cacheEnable

cdrserver.forcedByAdmin

cdrserver.logLevel

VMware, Inc.

B
A FE AR . 1-100

i FEFEE : 1-100

AR 1-100

MG 0-51

HHME R 0-51

error. warn,
info. debug.
trace 1k verbose

error., warn,
info. debug.
trace 5k verbose

true ¢ false

error, warn,
info. debug.
trace of verbose

true &k false
true i} false

fatal error,
warn. info.
debug B trace

true ¢ false

true o false

error. warn.
info. debug.
trace 1k verbose

FRfE
9

35

25

36

10

info

info

false

info

true

true

info

true

false

info

i

FeE H JPEG/IPNG 4RIt sLifi & BURIk 6
o miERE NS e simime, nl A

LR

} TE Y JPEG/PNG #miIT R [ F S BRI 5
o FHAGRE SV B BURI R S R

Pﬁ‘ﬁﬂﬂf% JPEG/PNG #fib[A sl V- & HUR 4 4
B o AR IR H ST, flan, 7
%ﬁwﬂzijjﬁﬁc

SRR E H264minQP Bk 28k, HAEk
TR H.264 #nblsiEmdos i g e, ¥
SZAE S B K 4HE RemoteDisplay.gpminH264 5%
iIE

PR IE SR 5 A H264maxQP Bk 2, et
JELHT] H.264 Sl AR R ARSAR E 2 .
LA T By N B RemoteDisplay.qpmaxH264 3%
EMIME

ISR, R USB Fgi st SR AU AT S

e,

nJ3E USB Bt fal e i 1 s 5

BT I ] TR 5T True SSO DIfEIMRC B
v

FEHIEEIE, RIREE True SSO IHREMIRCERIEAL -

R B ] O T T E RN
R ST R R T M TR R RS
FEHIEBITIDAR E VVC Proxy i8Ik 4 .

BUEMOEIE, n] RO s e AP R A
NIREIRE

RCE I, AP P s v DA A
cdrserver.shareFolders SEIA R T NI 2O AR

IS

fE T SEIE, TT%E vmware—CDRserver. log 2
ek E A
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Horizon Client 1 Agent 24>

RI& 4-2. /etc/vmware/config HFRJLHARIEIE (45)

R

cdrserver.permissions

cdrserver.sharedFolders

collaboration.logLevel

collaboration.maxCollabors

collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassi
ng

mksVNCServer.useUInputButton
Mapping

mksVNCServer.useXExtButtonM

apping

mksvhan.clipboardSize

VMware, Inc.

fEER
R

file_pathl,R;fi
le-path2, ;
file_path3,R; .

error. info B{
debug

JINA 10 [

true o false

[URL]

true o false

true i} false

true i false

kL2

FRkE
RW

RIEF

info

true

RIS

true

false

false

1024

i

I, R/ Horizon Agent [T B4

Horizon Client J&JTI¥ Ekl e 12 T H AR 55 NAE

Mo .

= 5 Horizon Client 2L ORI AT read Ml
write FEFR, EREE
cdrserver.permissions=R, !l] Horizon Agent
HHA read FHUERR

= i Horizon Client 2L ¥R HAT read #if
PR, Mi#s#%E cdrserver.permissions=RW,
Horizon Agent {5445 read T7HUERR .
Horizon Agent /4% 7 Horizon Client &% [
K read ik, Horizon Agent {HREFI% 2 AME
R

— AT R

m  cdrserver.permissions=R

®  #cdrserver.permissions=R ({1, EFfHERE
HilERaZETH)

i P T ABR Linux S 5 2L R0 — o 2 1 ¥
IR SEAS . A
= S} Windows JH 7 .
C:\spreadsheets, ;D:\ebooks,R
= GHHE Windows [ 7
iii: /tmp/spreadsheets;/tmp/ebooks, ;/hom
e/finance,R

PRI, "R I E LA ERS BT O R Sk g

. WIREAEIEA Sy debug, HIETEl 454 collabui
PGS T AT collabor I BN A,

FEE T DLSEE IO T AR B i i H B

RCE IR, AT R sl A 23 v 1R I
FHRE R I E s . R E IRy, Bl 22670
TR R, Oy T B s T

e

FEE BN E S I IR#S URL.

ROE MR, ] e F PR I EE E Linux SRRE S
ATl AR E M e RSB, shfbstan
ks false,

FOEIGEIEATAE Ubuntu 8¢ RHEL 7 1T Z= T4 Fve
FUP %%, CentOS Fl RHEL 6 4% A= T FE iR,
BT ER E IEIH

R IR T {5 1% SLED 11 SP3 _EZ=TF-{ifi ]
TR %

ff IR, W R E AT B A E B /N
FR
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Horizon Client 1 Agent 24>

RI& 4-2. /etc/vmware/config HFRJLHARIEIE (45)

R

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplittin
¢}

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

VMware, Inc.

B

fatal error,
warn. info.
debug 1k trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}:family_na
me_1[;family_na

me_2;...]

TRRRAE
info
KES, HA

A true

KEF, HAH
WA false

AEFE, HAA
WY false
KEF, HAA

A false

REFE, HAH
HA true
FrE, A

Y false

FEss, HAMH
A false

AR, HAH
WA true

AEFE, HA
A false
KEF, HAA

s false

i
TR, RIRGE vdpservice IRCERIEL .

PRI, W] SRR oA Fe Rl S AU 2 i R
M, % o:false

ROEIGEIE, P el A S A R RO T
o

RO, SRR TN SRR T USB 3EE R A B0y
e

Bl m:true

seE L, HE Horizon Client fit/ LS4R8 Ei:
PRI, UYA] e mos SRR B O A .
FE IR A R P A T IO e M their
HEE L S EANNAE Include fifSERSEI, A0
IncludeVidPid &% IncludePath.

{8 MDA SRl A SR s el i R AS I P AE B
B PRGN BETE. (U 2% HID nIBHMEEER) FOHT S
e

I, PIVATSRTE A S E At B R R 2
B (PUAnHT I PR AR) RS TR ) o

RUEMEIE, Al SR el R
M.

RIS, P el SR B P E R e )

ROEICEIE, s SRR T USB 36 fidiRr
FH Horizon Agent 7% .

IR, ATHERS & RTA USB &, DA
AT, AR ROE R true, (ERTDLEE AR
BRAIEEE , DLISHT AR e e B ol b B A M Hg L
WIAGRE £ false, AU HABHIR E, DA
TR e R T AR DN TR . QIRAE

Horizon Agent |-/ ExcludeAllDevices [{J{E 4 %
true, IR CHE % Horizon Client, Hi

Horizon Agent 7% & €78 55 Horizon Client i & o

BT, AT HERR S RS DAE A T EEr L
#41: m:bluetooth;smart-card

AERAET AT HBb A T RIDRE, Horizon {H &gl
WA USB BN T R, DARERR A EHRR
PIATT  ARAR A4 T A B2y F1 DAk, Horizon
T EriER R A USB B i 2241,

Rt KT A GTETHER I RIS IR AT FURE ]
PR AN B BOE 2R
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Horizon Client 1 Agent 24>

RI& 4-2. /etc/vmware/config HFRJLHARIEIE (45)

R

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid

VMware, Inc.

fE &

{m|o}:bus-
x1[/y1]l.../
port-zI1[;bus-
x2[/y2].../port
-z2;5...]

{m]o}:vid—xxxI_
pid-yyyl[;vid-
xxx2_pid-
yyy2;..1

{m|
o}:family_name_
1[;family_name_
2]...

{m|o}:bus-
x1[/y1].../
port-z1[;bus-
x2[/y2].../port
z2;...]

{m|o}:vid-xxx1_
pid-yyyl[;vid-
xxx2_pid-
yyy2;...1

FRkE

PEE

RAEF

R

i

TG, ATHER AR E AR Bl R R A |-
e, DAREGREATETEL ], AT N R S
SEME SRR SRS . AR A R il F B
TCo

{5l :

m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

RO ICEETE, AT HESR AR R A A ik 3 S 2
B, DA TR A o A A S R
S AT ARG SR T8 I () DAY
B

0:vid-0781_pid- *¥*¥*¥*;vid-0561_pid-554c

SOOI, WU E TR R

#l41: o:storage; smart-card

IR, WA E AR o R R A L AE A
B AREE  FRAEDA 7S (6 4 RE R HE A
FEARENS . BORNRETER A A 8 o,

#l4n: m:bus-1/2_port- 02;bus-1/7/1/4_port-0f

ROE LB, RS B R R S S A LA
SEE WL . L NIRRT A B

fsn DAE OIS IR B H 7T (%) DABRAE3 7
141: o:vid-***_pid-0001;vid-0561_pid-554c
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Horizon Client 1 Agent 24>

RI& 4-2. /etc/vmware/config HFRJLHARIEIE (45)

R

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

fE &

{m|o}:vid-
xxx1_pid-
yyyl[;vid-
xxx2_pid-
yyy2;...1

FRkE

{m|o}: vid-
XxXxx_pid-
yyyy([exintf:zz
[;exintf:ww]l])
L;...1

RIEFE

i
G, IHFERE SR E A USB 2T, DA
ﬁiﬁmn%&ﬁ%ﬁﬁ]ul%ﬂ@nnp& WEHEAT o3 0 BUERIS

vid-xxxI_pid-yyyl[;vid-xxx2_pid-yyy2;...].
TRV 7S NS R E S . AT AR .:HJw'J
R S T () DA

Bl m:vid-0fof_pid-55%*

T IIETH, R AR A A S SRR I
USB %Pt A e o e ts =k
vid-xxxx_pid-yyyy(exintf:zz[;exintf:ww]),
Wﬂu@ﬁﬁ exintf BT, Fihfre e M imss
BT B RS AR . AAIRDL T A

m%w W5, BOATAE RS A TSR, AT
T 0. SETAAES AR A T It () AT
B
Tl

0:vid-0fof_pid-
#%%(exintf-01) ;vid-0781_pid-554c(exintf:
01;exintf:02)

it Horizon ANEr FIT) (0 5 EARMIREHBRIITAF. &

WHIRERTEIEU, PN vidPid &, DAIA
LTt

/etc/vmware/viewagent-custom.conf HR4HREIETE

Java Standalone Agent fii 414 /etc/vmware/viewagent—custom.conf,

RI& 4-3. /etc/vmware/viewagent—custom.conf AR REIEIE

BIH
CDREnable

CollaborationEnable

EndpointVPNEnabl
e

HelpDeskEnable

VMware, Inc.

=1

true i},
false

true Bk
false

true if,
false

true Bk
false

A

true

true

false

true

#HHA

FEHIISETE, AT sk s IR PR e s n) (CDR) 1
Hbo

RS, ATk Linux S0 & R TR B
TEDIRE.

TR m,‘W‘TUwrﬁmmmmemm%rI%m¢M

{%FHJ..J B P AR HE R G 1P Az HEEE, R %HEE)%FH
J T A 2|LJE%L|P1¢1JM VPN IP {7tk Qnst s s 2
false, HIE i m sraLgans | 1P Ak, Ttﬂ Algr

71 VPN IP 7k,

BOEILIEI, n (5] Help Desk Tool TigE.
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Horizon Client 1 Agent 24>

&% 4-3. /etc/vmware/viewagent—custom.conf HRJAHAESEEIE (42)

HEIH LiA
KeyboardLayoutSyn  true if;
c false
LogCnt EES
NetbiosDomain PRET
RESCF
T
OfflineJoinDomain pbis =
samba
RunOnceScript
RunOnceScriptTime
out
SSLCiphers S
SSLProtocols paEa=a

VMware, Inc.

A

true

pbis

120

laNULL:KECDH
+AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

TLSV1_1:TLSV1 2

A

RS, Al HR e A TR ARG TS HATE
TSR 2 B Linux ik Horizon Agent S V&1,

T IHROE OO AR e, I SedrlE AT . B e
O R, HIPS sefra TR

{% Windows JJx Horizon Client < 4%t Dhag, S L% A ot
LEEX, fEX. B S, PHEEASC, MR SR
HISCHblRE R o

FEHIIEEIEPARE /tmp/vmware—root HIDR R IR AL EA G T
e

n - R

m0- EsihER

= >0 - (RERERE T

FEIE True SSO K, i FIHGE IR 8 R4 AR AT
NetBIOS .

TR I ) 3 BRI S ARA TN o A TR ARt
IR I 40 dh PowerBroker Identity Services Open
(PBISO) il Samba FEARAIEIIN . WAL EVEI (AR
pbis 5% samba, &7 Z0EEEARAIEIIN o

ok IS T 5574 S R AR AR FEHT NN . Active

Directory.

T REARHTZ, §53%T RunOnceScript i89H, fRERIIES
WSS — IR B M TR B RERRE RS
B, AR R R L e BT T A S, B AR
REFR B THE A5

PL Winbind itk )y 5 2510, s LB R R A I 5
Winbind [1J Active Directory, fi & S5 i A4 A TG
1o W HASAETE RG24 /usr/bin/net ads
join —U <ADUserName>%<ADUserPassword>, {FHi{fiiéns
W%, FEEARHTGEE RO &R
RO, FRA SRS AT, s A EERERER N Active
Directory.

TSI 2 A RunOnceScript $8IH 3% ik ke il (7).

B4, #%5E RunOnceScriptTimeout=120

o I BEIF A T IR e . At ]
https://www.openssl.org/docs/manmaster/man1/ciphers.html

HE IR

(P SIAAC PR AR e VR A o SCHRAARIL A 2
TLSv1.0, TLSv1.1 Fil TLSV1.2,
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Horizon Client 1 Agent 24>

&% 4-3. /etc/vmware/viewagent—custom.conf HRJAHAESEEIE (42)

HIH
SSODesktopType

SSOEnable

SSOUserFormat

A

UEMEnable

UEMNetworkPath

& e
UseGnomeClassic
ik
UseGnomeFlashback
R
UseGnomeUbuntu
B

UseMATE

B2

UseKdePlasma

B2

true i}, true
false

ey [username]

R [subnet]
CIDR IP

{7HEA%

FAIfE

true i}, false
false

P

A
HOSIFERE SSO HMUTIR TGRSR, Tife

TER SR S 5,

PEFEE S R S BB 2 A, AR B
SR B B e 5755, 7 Ubuntu 14.04/16.04/18.04 5if
VE P EEIEITR, M SSO IREE TN, HsTHsE
A, WIAE RHEL/CentOS 7.x S P-4 etk 1)
R SSO 18, A Sl Y s 5 55

figist RHEL/CentOS 6 F11 SLED 11 5[ KA A& s
T, TEROSSTRT & 1T SSO T KDE 3 fo ik
PP AT ATER, 5528 (S5E Horizon 7 for Linux
SETE) .

FRE ST R T T — N (8S0).

ISR SRR E Single Sign-On AN AFRIAR R, TR
FPEE IR 2R, WA R AN AR, s s, —
AR, BT R APE AR Rk ool e i 5 4
Mo QIARAFIR T ICRBORIAR, LB 57— (8 R AR AR B i
o BN REIAT NS

m SSOUserFormat=[domain]\\[lusername]

m SSOUserFormat=[domain]+[username]

m SSOUserFormat=[username]@[domain]

TR BT S Ry T4, HOMhAss iR 2 2K Horizon
Agent for Linux. Q1A 74 G ARRI T4 2 A 1P
Pk, JE e FHE ROE T4 rR iR 1P {7 bk 2l dAR 5
Horizon Agent for Linux, #47H0L CIDR IP (zub4 = UH E %
{ti. %, Subnet=123.456.7.8/24.

BOEEIE, AR k{2 User Environment Manager £75%
HUFAL, R BEERARO, B

User Environment Manager #2805 I Fp i 2RE, Bl grag
AT

EE AR E J4 7 User Environment Manager 2354
R EEE AR AR A IR A RS s A SE
J~//10.111.22.333/view/LinuxAgent/UEMConfig.

f55f SSLCiphers. SSLProtocols £l SSLCipherServerPreference g — flfl2c 4Pk 32 1E 2 T

VMwareBlastServer pZFEFLT . B VMwareBlastServer E P 7, Java Standalone Agent {754t
BRI A28, BUT] Blast Z¢4:fiid (BSG) Wy, 15t IHEr L2 BSG £ Linux S F-& 2 FHEAR . {2
H BSG Ff, 1g @I er 2 2 ] P im il Linux S5 2 FIREEE.

HTML Access HE$ZHH B E

HTML Access [{JHE4H 5 2 8 @7 25 vdm_blast.adm Fll vdm_blast.admx [) ADM Fi1 ADMX Ak
HEATHERE o ASE IR VMware Blast #silisi ihE,, B HTML Access {5 FROME—S sl o e

VMware, Inc.
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Horizon Client 1 Agent 24>

HHA HTML Access 4.0 N F#R AL Horizon 7 (7.x Jilk), 7F Horizon 7 HA & v 5L V- & ThRE SR
(VMware Blast J5HIl3%E ) 5IH T VMware Blast BEAL G HIEE

WA HTML Access 3.5 ol 51 5 i AR Horizon 6 (6.2.x hikk) sk B8 FHRoA, R & T 108 1774
HTML Access [UFFALIUHIRLGE . 71 Horizon 7 (7. i) M HTgRRASH, 45514 VMware Blast FEAIR HIRLE
Al A

=& 4-4. HTML Access 3.5 S E RAAFN Horizon 6 (6.2.x AR) X E RRIAHI B4R H BIEE E
SE il

ﬁTlle TAIfF HTML Access [ ERSELIF, 1 Horizon 6 YMaii i i piiées . i, 5 E
HELE i 5 HTML Access 145 2 s i 515, il vSphere Web Client 2 B HHr i
?‘% FINFERES.

E&lfﬂjz?!inzilkt SOERE, A NERE Horizon 6 AMFHE R MRS, 1fi HTML Access 1
PERSBOEAEGE I, H i il AR vl R A (BT

TARFEBL FEHIC B TIERS BB Ak . ROTIERUE R, fEn] BCE M R RAT R o
s Rl R B TRIRR . B MBRR R AL 2 =D
BB S DU LR BRI, sUE B s v ERAIHE o Ao BUE IR BRI AR

R T T AE ) POE SeR T B RE E TR T o A BRNRG 3T AT H (.
u EEHH P BEEIRES (RGO R FTE P R G AN 2 i 5. )
= FEGREMER
= FfEG AR
= ERRMARESE A P (RS fe b P s o B A -2 P R %, )
IR ELERE T View Agent B Horizon Agent,

S ECARRBEE RO E Ry, TR A F BT R Pim 2l AIRES .

(

I
E
D
I+

HTTP i JeRFEAEH Blast Agent Jersi 44 (HTTPS)TCP BRI PR RINUE 22443,
BOTIERE, ATAF R gy . A TIROE, I s S w5 (B4

5 View Agent DJ( Horizon Agent) Z[E}(HLE’]&;‘EO

Horizon Client RS AR L £ R TE

LA MR RN 3R 2 1F Horizon Client ADM F11 ADMX H AR 1Y [ 2e4t: | BB [ a2 ihe s | WO
ft. ADM FAKE 44 1 vdm_client.adm, [fif ADMX FiAHE 425 vdm_client.admx. [FEEAasRid, &)
B EMEE S [ RISRRE | B, WAt [ HER e | 8w, DRI e — M, AlszE
AN [EISROE | RE.

NARRLY] ADM F1T ADMX A [ 224t | e Baee o
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Horizon Client £l Agent 224>V

%% 4-5. Horizon Client 2BRE&iA:. R&MHRE

BE
Allow command line credentials

(FEISARERUE)

Servers Trusted For Delegation

(EIEAREROE)

Certificate verification mode

(FEISAHERUE)

Default value of the 'Log in as
current user' checkbox

(ERERIGE A AL RE)

Display option to Log in as
current user

(FERSRGE HI AL R RBOE)

VMware, Inc.

HH

P25 AT DLW Horizon Client #y 41 BEHE LM #5030 . Ak ks, J
{25114 T Horizon Client #7254 1] smartCardPIN il password i3
I,

bR RE A TR AT

FHEENY Windows 4% {1 /5 AllowCmdLineCredentials.,

PR A B BT & B BN s, P62 0 S Rt 2
AR T RS . QD R A RS AR AR A IR A A TR, HI T AR A IR is
ATEEEHS AT DA 2B T

AR IR AR TS, RSN

m  domain\system$

= system$@domain.com

m AR R RS IR RS A (SPN),

FIE[1) Windows T4 7 BrokersTrustedForDelegation,

5 Horizon Client STIRASHE A R4l . on] DLZEHI A1) Hrp— TR

®  No Security. /&A1,

®  Warn But Allow. WiRaB#Rfallkas oAl AECE G, Rlenhseas, (Al
JE Ty A AR B lbap e, AR AT AT &0l 41 Horizon Client H
P EAR IR RS 2R . WO AT T AT SR s I, T B RS AT
B, S FLRE - T AR B4R ikt . Warn But Allow 2 FTR%{H.

= Full Security. QUEREEAATATIEAIESETSEER, BB A SR 2 47 ik
o N EOE IR

BOE AR IR E RS, T ARG Horizon Client Hg NSRS EEFE B, (HUE

JEEATREE . SSLARREEEL Ty el A 2, EH AU HEEIRE .

TR E R EAE I 5, Horizon Client {1275k n DLSEHUE: 25 B st

QR IR B B e S AR, At T LUK FRE T Windows Bk e SR

ST

fi2E Horizon Client 35553 I DA B RIMEZE B BNZHO I AT .

IR #7873 Horizon Client 22285 B H5 i (1 PG AE

QAR Ay 2418 T Horizon Client I 57 logInAsCurrentUser 3831, HIZ{H

EE SR .

NN BRI A S BNZIOG RS, S BN i R S FRR

PERHER e LR 5 AR R AR TR, FLRA LR s L T 5 o 0N S AZ

Jr¥RE, S A H S RS B IR R, A AR GRS 5

IR TE AR THR R 1% o

) Windows %581 4 LogInAsCurrentUser.

P77 ] DAL Horizon Client R 7H 15 21 DL B RTEEFIE 4 BN VL

QUERATDAE R, S0 ] DO O B G2 AZ O B, 6 U S PR ek

B, 6 F kAR Horizon Client ARG Ty BLHVE 532Uy B R

BATDUE R A% Default value of the 'Log in as current user'

checkbox 55 LA A ETERE B3 BNZITT LI FARL A .

IR E R TR R HUT o

B Windows B8 4 LogInAsCurrentUser_Display.
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Horizon Client 1 Agent 24>

&1 4-5. Horizon Client HEEEEAR: LM E (4D

RE
Enable jump list integration

(FEISARERUE)

Enable SSL encrypted framework
channel

(FERSARNGE I AL R BE)

VMware, Inc.

M

PE B B TS R BIAE Windows 7 MU A 245 T /E41) 1% Horizon Client

ARH G R ) el P AR A S ) AR (e IR A TR i S T 5 o

SR Horizon Client At HIIRAE, AT REAA B T & 2l SR 16 8 . f45m]

DA PR e DA TR B

R E IR THRR AR o

1451 Windows & 8#{ /5 EnableJumplist.

PRAE TS BEROTPA SSL N5 Ak

= B HOT SSL, (Rt E V- 5954 SSL XiE, HIfed R Inl 2 qiftA s
LR,

B 50 SSL, AHEEM I E, AU, T2 % 0TAEH WAN JI
TR A TR, R E T AR

® BRHIEAT: BUH SSL, MRHRARMUARENG A SSL SR .

HHEN Windows E8%1 /5 EnableTicketSSLAuth,
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Horizon Client 1 Agent 24>

#R1& 4-5. Horizon Client ZHEEHIAR: REMRE (4D

RE

Configures SSL protocols and
cryptographic algorithms
(FEREANGE & 4B T

Enable Single Sign-On for smart
card authentication

(AL E)

HH

ST AR, DRI s SSL i 2 iy FEeema b i S M s o
Fo N S ph— (il 2 (8 DA B 503 B p N = HR AL .

B eSS RN

®  Horizon Client 4.10 M ST AN TR 25 TLSV1.1:TLSv1.2:!aNULL:KECDH
+AESGCM:ECDH+AESGCM:RSA+AESGCM:KECDH+AES:ECDH+AES:RSA
+AES

®  Horizon Client 4.2 } A TERA % TLSVA: TLSV1.1:TLSv1.2:!
aNULL:kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM:kKECDH
+AES:ECDH+AES:RSA+AES

m  Horizon Client 4.0.1 11 4.1 [{J7H:% {4 4 TLSv1:TLSv1.1:TLSv1.2:!
aNULL:kECDH+AES:ECDH+AES:RSA+AES:@STRENGTH,

®  Horizon Client 4.0 {713t A TLSv1.1:TLSv1.2:!aNULL:KECDH+AES:ECDH
+AES:RSA+AES:@STRENGTH,

®  Horizon Client 3.5 )75 {8 2 TLSv1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH.

®  Horizon Client 3.3 F1 3.4 [ TF:% {4 % TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH.

®  Horizon Client 3.2 J H R A 1I{E A SSLv3:TLSV1:TLSv1.1:AES:!
aNULL:@STRENGTH.

1} Horizon Client 4.10 BI4AT KA TLS v1.0, IAHES #2 TLS v1.0,

1t Horizon Client 4.0.1 %] 4.9 v, #7iiJf] TLS v1.0, TLS v1.1 A1 TLS v1.2, (SSL

v2.0 F1v3.0 EL R YR TLS v1.0 A BBl s ilay, &nl DAEH] TLS v1.0,

7t Horizon Client 4.0 1, /Tl TLS v1.1 M1 TLS v1.2, (TLS v1.0 (M1, SSL

v2.0 #1v3.0 LU, )

7t Horizon Client 3.5 1, @rjit/T] TLS v1.0, TLS v1.1 Al TLS v1.2, ({51l SSL v2.0

F11v3.0, )ft Horizon Client 3.3 }% 3.4 1, @i/l TLS v1.0 #1 TLS v1.1. (f5)1] SSL

v2.0. v3.0 F1 TLS v1.2. )

7t Horizon Client 3.2 B RAH, ki) SSL v3.0. ({1 SSL v2.0 1 TLS

v1.2, )

I 128 B 256 770 AES, FEFREE £ DH Bk, SRERINEHT L R

JE A H R i

4 AEI S 84E . http://www.openssl.org/docs/apps/ciphers.html

1 Windows E8#{H /5 SSLCipherList,

QRAEAAG R e R R AL, 8t T DAt SSLCipherList fE&ARHHH 2 HI P

TS AL — (RS, DUBOHI R

® ¥ 32 fi75C Windows: HKEY_LOCAL_MACHINE\Software\VMware,
Inc.\VMware VDM\Client\Security

® ¥ 64 {7 C Windows:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\VMware,Inc.\VMware
VDM\Client\Security

PE BT O R RS I —5 N o MUHH—¥ \IRF, Horizon Client & 5clé ins )
BER PIN A igeih, i g ffiless . (52— 8N,

Horizon Client A&7 FIE] 11 PIN 155778

) Windows B8 % EnableSmartCardSSO0,

NI ADM FiT ADMX FEAAEH [HESHEESE | B BAIRE .

VMware, Inc.
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Horizon Client 1 Agent 24>

Ri& 4-6. ESTHERERTHREMEEARE
BAE Bl

Connect all USB devices to the PoE P 2% FRORTA T USB 268 A B s i - S 4R E s 1 5 .
desktop on launch M AR AR B T

S Windows f:-iﬁfé?% connectUSBOnStartup.

Connect all USB devices to the DUE MR R T P 24010 USB 2 48 & s i P&
desktop when they are plugged in S S T 1

51 Windows E84{E5 %% connectUSBOnInsert.

Logon Password 57 Horizon Client 2 NIEHliJT]f{)%4 /5. Active Directory @104t U A% R b /7245
THRAE FR AT o
1) Windows E45{11 % Password,

WA RIS R ROE ML Ve BRI, 5264 Windows i Horizon Client SEHISCAT

=R 7E Horizon Client FEEpssiat

R LLE CertCheckMode {H A4 EHTH4 4 Windows [P ihfii ekl #5LARE Horizon Client 45
FEERO R
1F 32 fi770 Windows £4% [, B85 % HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware

VDM\Client\Security, T64 {77t Windows Z%t |, EBEE 2
HKLM\SOFTWARE\Wow6432Node\VMware, Inc.\VMware VDM\Client\Security,

FEE SRR BT N 1 e — i .

" 0 - TR IS B o e A e S

" 1- PEEER AR AR kAT AR B
"2 - F{ERAERERZ AR AIRAR R,

Fth RT DAKE %o i aa B as i U AR I IR e, 2% Horizon Client #&REEGRERN . QSRS SRS
FFIRERCE T FEARL BU;&E& CertCheckMode %, HIREAH S FIR i OB IE T & mn A B SRS

SR TR AL DR el B e Ry, nT AR A Horizon Client WSO G5Bt i, (B2 MykiEq T
ﬁX}:Eo

e T S B R AR R B AR &R, 55 2B Horizon Client 41 REFIASH 1) 24 VER T

WE N L & HIFHEIRE

Horizon Client F1 Horizon Agent S f& AR 22 MEIAE (LSA) Pt . LSA Pt nl B 1k FA ARz Ol st i
FHETEIGL IS RS M AR AR A

WA RE LSA REERTAIEGR, 55 BYRH Microsoft Windows Server S04,

%y Horizon Client 4.4 N RORRGE LSA flRe,  NAIDhaREE i

»  DLHBTEEHE SN
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Horizon Client 1 Agent 24>

5 Horizon 7 (7.2 Jix) VAR Horizon Agent i AR T LSA fRFERS, FAIThAE@ S

= True SSO

VMware, Inc.
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RERZEMEEMBERMEEH

s PLa% A€ Horizon Client, View Agent/Horizon Agent F{illli#s et 2 M be sz fidta i 2e s MEmaR e
Mz

REALE LT 8
. ﬁﬂ— H‘Ln [ﬂﬂﬁ[&bub f—’f/l H/JTU ]? L“J

m SRR T PR e e M s e AU
® 7 SSL/TLS H{E g9 n%s
m  GHE HTML Access Agent i e 4 it s e Al s &4

u 1/1':1‘4[5"\ IJ/I\ﬁT J:nxlﬁinﬁa}d—“”

ZEHEMBERNZEGTEREE

St AR IR TR B O R 1 e B R e A B4

N ERANHUK IR R Horizon Client BT np e NS /F Windows . Linux Jfifl Mac i
Horizon Client 3.1 N BUgR A, 1528 s S Fs s e A e USB il (USB IkiFHs 2 A1 View
Agent 5 Horizon Agent 2 [, 45 4 4.0 LAHTHY Horizon Client B, USB IRk i @ 7F 1di4R 2l 1

i A S HPE RC4 ( :RC4-SHA: +RC4 ) A a inssisdil 7 i B in . 1 Horizon Client 4.0 e AT
M RC4,
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Horizon Client 1 Agent 24>

Horizon Client 4.2 R EZARA
1% 5-1. Horizon Client 4.2 R EFIA FRFEREHARESH@EMBENMZEY

TR MEE E

TLS 1.2

= TLS 1.1
= TLS 1.0

5 7¢ Horizon Client 4.10 PHAAT 7k A4z 1]
TLS v1.0, A2 E2 TLS v1.0,

VMware, Inc.

TR INEEM

TLS_ECDH_RSA_WITH_AES 256 _GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_ WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES 128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_RSA_WITH_AES 256 _GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES 128 CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA (0xc00f)
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Oxc00a)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES 256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
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Horizon Client 1 Agent 24>

& 5-1. Horizon Client 4.2 REHIRA LIkFERSTHALEHEABEMNMBZEYS (49
R AR RE TR
= TLS EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

1% Horizon Client 4.10 B4Rk Af5H] TLS v1.0, PAIEASEESZ8E TLS v1.0,

7F Horizon Client 4.2 F] 4.9 th1, {KFEZ e TLS v1.0, PLUTERR Horizon Client 4 7Hz% Al 1142 %] Horizon
Cloud [B s JL b4t b IR AS . FHA NN 7 H 4 1aNULL:KECDH+AESGCM:ECDH+AESGCM:RSA
+AESGCM:KECDH+AES:ECDH+AES:RSA+AES., 14 TLS v1.0 A~ B flllrasAH A, A A5 H]
TLS v1.0.
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Horizon Client 1 Agent 24>

Horizon Client 4.0.1 #1 4.1

1% 5-2. Horizon Client 4.0.1 1 4.1 FkTER AR MEEM B ENMZES
TRk EARE TR INEEL

TLS 1.2 » TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 (0xc032)
= TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 (0xc02e)
» TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 (0xc02a)
= TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 (0xc026)
» TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)
m TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (0xc030)
= TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
m TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (0xc028)
» TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 (0xc024)
» TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
m TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA (0Oxc00a)
= TLS_RSA WITH_AES_256_GCM_SHA384 (0x009d)
= TLS_RSA WITH_AES_256_CBC_SHA256 (0x003d)
» TLS_RSA WITH_AES 256 _CBC_SHA (0x0035)
= TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 (0xc031)
» TLS_ECDH_ECDSA_WITH_AES 128 GCM_SHA256 (0xc02d)
= TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 (0xc029)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
= TLS_ECDH_RSA WITH_AES_128_CBC_SHA (0xc00e)
m TLS_ECDH_ECDSA WITH_AES 128 CBC_SHA (0xc004)
= TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (0xc02f)
» TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (0xc02b)
» TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 (0xc027)
» TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 (0xc023)
m TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
m TLS_ECDHE_ECDSA WITH_AES_ 128 CBC_SHA (0xc009)
= TLS_RSA WITH_AES_128_GCM_SHA256 (0x009c)
» TLS_RSA WITH_AES_128_CBC_SHA256 (0x003c)
= TLS_RSA WITH_AES_ 128 CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TLS 1.1 = TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)

= TLS 1.0 » TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
m TLS_ECDH_RSA WITH_AES_128_CBC_SHA (0xc00e)
= TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
m TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
m TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA (0xc009)
= TLS_RSA WITH_AES_128_CBC_SHA (0x002f)
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Horizon Client 1 Agent 24>

R 5-2. Horizon Client 4.0.1 0 4.1 FATERSHAZLSHENBENMBZES (6D

FERREER T FERINEES
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TR e U TLS 1.0, LUELR Horizon Client 4T Al #i4R 2] Horizon Cloud B 2R i S pEas A% ]Ik

Pe L FHE NS A TLSV1:TLSV.1:TLSv1.2:1aNULL:KECDH+AES:ECDH+AES:RSA
+AES:@STRENGTH, %ISR TLS 1.0 A& BE Al fiAHZ, ATLAMEH TLS 1.0,

VMware, Inc.

38



Horizon Client 1 Agent 24>

Horizon Client 4.0

R 5-3. Horizon Client 4.0 FHkTEREMALL L @EM B EMMZESE
TaR e AT TR INEEL

TLS 1.2 = TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 (0xc032)
= TLS ECDH_ECDSA WITH_AES _256_GCM_SHA384 (0xc02e)
m TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 (0xc02a)
= TLS_ECDH_ECDSA_WITH_AES 256 _CBC_SHA384 (0xc026)
» TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)
m TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (0xc030)
= TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
» TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (0xc028)
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
» TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
» TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA (0Oxc00a)
= TLS_RSA WITH_AES_256_GCM_SHA384 (0x009d)
= TLS_RSA WITH_AES_256_CBC_SHA256 (0x003d)
» TLS_RSA WITH_AES 256 _CBC_SHA (0x0035)
= TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 (0xc031)
= TLS_ECDH_ECDSA_WITH_AES 128 GCM_SHA256 (0xc02d)
= TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 (0xc029)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
= TLS ECDH_RSA WITH_AES_128 CBC_SHA (0xc00e)
m TLS_ECDH_ECDSA WITH_AES 128 CBC_SHA (0xc004)
= TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (0xc02f)
» TLS_ECDHE_ECDSA WITH_AES_ 128 GCM_SHA256 (0xc02b)
» TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 (0xc027)
= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
m TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
» TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA (0xc009)
= TLS_RSA WITH_AES_128_GCM_SHA256 (0x009c)
= TLS_RSA WITH_AES_128_CBC_SHA256 (0x003c)
= TLS_RSA WITH_AES_ 128 CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TLS 1.1 = TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)
» TLS_ECDH_ECDSA_WITH_AES 256 _CBC_SHA (0xc005)
= TLS ECDHE_RSA WITH_AES 256 CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
m TLS_ECDH_RSA WITH_AES_ 128 CBC_SHA (Oxc00e)
= TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
» TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
m TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA (0xc009)
= TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
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Horizon Client F1 Agent 24>

R, 5-3. Horizon Client 4.0 FXTEREMAZE ML @EN B EMMZESE (9

TR e MEEE TR IEES
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

B TLS 1.0 fk TR A5 ). SSL 3.0 B k4.

VMware, Inc.
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Horizon Client 1 Agent 24>

Horizon Client 3.5
R 5-4. Horizon Client 3.5 FHkTEREMALE @M B EMMEZEESE

TR M E FHRINEE

TLS 1.2 = TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 (0xc032)
= TLS ECDH_ECDSA WITH_AES _256_GCM_SHA384 (0xc02e)
m TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 (0xc02a)
= TLS_ECDH_ECDSA_WITH_AES 256 _CBC_SHA384 (0xc026)
» TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)
m TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (0xc030)
= TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (0xc02c)
» TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (0xc028)
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
» TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
» TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA (0Oxc00a)
= TLS_RSA WITH_AES_256_GCM_SHA384 (0x009d)
= TLS_RSA WITH_AES_256_CBC_SHA256 (0x003d)
» TLS_RSA WITH_AES 256 _CBC_SHA (0x0035)
= TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 (0xc031)
= TLS_ECDH_ECDSA_WITH_AES 128 GCM_SHA256 (0xc02d)
= TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 (0xc029)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
= TLS ECDH_RSA WITH_AES_128 CBC_SHA (0xc00e)
m TLS_ECDH_ECDSA WITH_AES 128 CBC_SHA (0xc004)
= TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (0xc02f)
» TLS_ECDHE_ECDSA WITH_AES_ 128 GCM_SHA256 (0xc02b)
» TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 (0xc027)
= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
m TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
» TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA (0xc009)
= TLS_RSA WITH_AES_128_GCM_SHA256 (0x009c)
= TLS_RSA WITH_AES_128_CBC_SHA256 (0x003c)
= TLS_RSA WITH_AES_ 128 CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TLS 1.1 = TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)

= TLS 1.0 » TLS_ECDH_ECDSA_WITH_AES 256 _CBC_SHA (0xc005)
= TLS ECDHE_RSA WITH AES 256 CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)
m TLS_ECDH_RSA WITH_AES_ 128 CBC_SHA (Oxc00e)
= TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
» TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
m TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA (0xc009)
= TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

VMware, Inc. 41



Horizon Client 1 Agent 24>

R 5-4. Horizon Client 3.5 FHATEREMALE Y@M B EMMZESE (&)

FR e EmRE FHRIMEEM

= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

Horizon Client 3.3 1 3.4

&% 5-5. Horizon Client 3.3 1 3.4 HMATEREM AL G EAREMNEES

T ReMEA T R INEEG
= TLS 1.1 = TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)
= TLS 1.0 = TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA (0xc005)

= TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)

= TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)

= TLS_ECDH_RSA WITH_AES_128_CBC_SHA (0xc00e)

= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
= TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)

= TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
= TLS_RSA WITH_AES_128_CBC_SHA (0x002f)

= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

et 8 TLS 1.2, [FRFERRIN. 25U TLS 1.2,
SENAERIB RN 3B A 5-4 AN =

VMware, Inc.

FHIEE VMware FIGEH 2121183 Hiil$E7R,
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Horizon Client 1 Agent 24>

Horizon Client 3.0, 3.1 %01 3.2
% 5-6. Horizon Client 3.0, 3.1#1 3.2 HMATERER AL BB EMMNZRES

TR REMEA T TR INEES
= TLS 1.1 = TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (0xc014)
= TLS 1.0 = TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA (0xc00a)

m SSL 3.0 ({7 Windows Jl P LR TLS_SRP_SHA_DSS_WITH_AES 256 _CBC_SHA (0xc022)
= TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA (0xc021)
= TLS_ECDH_RSA WITH_AES_256_CBC_SHA (0xc00f)

= TLS_ECDH_ECDSA WITH_AES 256 _CBC_SHA (0xc005)
= TLS_RSA WITH_AES_256_CBC_SHA (0x0035)

= TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)

= TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA (0xc009)
= TLS_SRP_SHA DSS WITH_AES_128_CBC_SHA (0xc01f)
= TLS_SRP_SHA RSA WITH_AES_128_CBC_SHA (0xcO1e)
= TLS_ECDH_RSA WITH_AES_128_CBC_SHA (0xc00e)

= TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA (0xc004)
= TLS_RSA WITH_AES_128_CBC_SHA (0x002f)

= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

BEsE I TLS 1.2, {HRTAERMOH. ZERH TLS 1.2, #5575 VMware Ak 2121183 g,

FERCR R BT SR A 5-4 TSI A &1

HEREE A PR ERERELEEBEMBEMNZEES
SRR T B RS0 A PR I D

A5 View Server A~ 18 H TR ERE, 44 HELE Horizon Client HAE T 224 Ml E . WA
Horizon Client & & 24 Ml ohiE , (HATE H Fimidideiny View Server [ ezl e, NIeras A4
TLS/SSL &k, i Hal g i,

A TR 55 AT D A B R TR A DASINIOE, 50 T P P R e A«

=t Windows [ P 3% L, AT DAGE TR I VR E Bk Windows B8R E

®  /F Windows 10 UWP JI g 2% |, #50]LAf#i T Horizon Client I 11 SSL 3EIER 1 o
»  {F Linux T PR ae b, AT DU AR B N A sl & 4188

®  7F Mac il A% b, EATLAEEH] Horizon Client FRfF) [554f300E] #E

m /£ iOS. Android 1 Chrome OS HJ7im A% I, AL Horizon Client 3% & Wi [1EFE SSL 3581)

2L

A AE o

WNFEFFANEEN, F52:0 Horizon Client RS0,

VMware, Inc.
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Horizon Client 1 Agent 24>

£ SSL/TLS HiE=H5iEmeE
PR e, A REAEET GPO (ﬁiﬁﬁf FHE), DAfECRSRAT View Agent 5 Horizon Agent
1) Windows A& A&7 ] SSLITLS 1l & e 1l sl TS s

535

1 7f Active Directory filllgss b, 2B > RAFFE TR > BHHFRHIEE, WWE GPO [ — M4
s, SRIZEINGREE, K4 GPO.

TERARI NS PR, 3058 = BT > RA > RGETRHA > 481 > SSL AHMRE .
T SSL IEEAIER .

£t [SSL &R #lEh, #— MR

5 fF [T Bksrh, DUR A NES R [SSL ] K7 A I G W

A W DN

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA

I b5 AR TAN AR AT 5 AR B SO T IRy, s B AN A —1 T Hag
BERAD 2

6 AETRREAH R AT B A A
7 HOHTHOE) View Agent i Horizon Agent #éas, SHTROTHAR IR HIT A28

#H# HTML Access Agent EZE BB EMMEZEH

fit View Agent 6.2 [il4f, ERILLE B4R Windows Ei#K:3EE HTML Access Agent 1 I I £4F
View Agent 6.2.1 i/, ,@{ﬁTu&EﬁMﬁﬁﬁﬁﬁﬁc PEERR AL « At nT LALEREA R I (GPO) q:;»E.
AHfE.

HHA View Agent 6.2.1 FITH#ThAS, HTML Access Agent THZ A% TLS 1.1 A1 TLS 1.2, FiFroid:I
EWTR (ERE)E): TLS 1.0, TLS 1.1 M TLS 1.2, 4B feiri & roaisfte, Bildn SSLv3 RIS L fimEaR
%5, Ss1ProtocolLow il Ss1ProtocolHigh 1g P EZESH{E &Pt E HTML Access Agent #5422 i AL 17

SEHEE . B4, Ss1ProtocolLow=tls_1.0 il Ss1ProtocolHigh=t1ls_1.2 & #5i5 HTML Access
Agent 52 TLS 1.0, TLS 1.1 FI TLS 1.2, THR K EL, Ss1ProtocolLow=t1ls_1.1 fl
Ss1ProtocolHigh=t1ls_1.2,
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Horizon Client 1 Agent 24>

1B https://www.openssl.org/docs/manmaster/mani/ciphers.html [ ( CIPHER LIST FORMAT )
— i AT E RIS ARSI E IR S, R ALE RN s

ECDHE-RSA-AES256—-SHA:AES256—-SHA:HIGH: ' AESGCM: | CAMELLIA: ! 3DES: 'EDH: 'EXPORT: IMD5: ! PSK: IRC4: !SRP: aNULL:!
eNULL

2F

1 BB Windows g4 .

2 L% HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Blast\Config Z&#HH5,

3 i EHET A (REG_SZ) 1 Ss1Protocollow Fl1 Ss1ProtocolHigh, DA ila o ol .

BEHEMERAEE t1s_ 1.0, tls_1.1 8k tls_ 1.2, #F{ESERUT— MBI, & i i A e s
TEEARIEAE . AR S SR AT — A7, B EORR R = EE A e f H h—
18, R PR AR R E o

4  FiE T (REG_SZ) {f Ss1Ciphers, DUEE NS,
TEE B R A FP s NG s s . filan,

ECDHE-RSA-AES256—-SHA:HIGH: ! AESGCM: ! CAMELLIA: ! 3DES: !EDH: ! EXPORT: !MD5: ! PSK: !RC4: ! SRP: !aNULL: eNULL

(3]

T RE) VMware Blast 15 {8 Windows JIR7% .

TR TR NS TS B, S5 Ss1Ciphers E4HE, I E#T 0 VMware Blast 151 Windows J
%o HIEMIBRER RIS, K HTML Access Agent 718 OpenSSL iz ks s, HATa N
Bl I 7

HTML Access Agent HuliliRy, EnRam Al e i BER s NH LSl . AT i st DARIERPr et
O

TERA, FHRRAE e RN S rTRe e A8, DA VMware AN A 4 4 MR tE Al o

EEmREFEE EREERERE

(SPTAZERAT Windows IREEIRAUIRTY & 1R AU, DA B A A RS T B 2 2
AT AR IR R ARSI, ARSI

L

1 {EERTET A FROE) Windows TR

2 ¥4 HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration %4f
BEIS

3 i (REG_SZ) {H ClientSSLSecureProtocols,
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Horizon Client 1 Agent 24>

4 D) \LIST:protocol_1,protocol_2,... K& EHE 2 & Fe s 243 B,
HIHERRE , RUHOEER e @ . Bildn:

\LIST:TLSv1.2,TLSv1l.1,TLSvl

5 B (REG_SZ) {f ClientSSLCipherSuites.
6 UL \LIST:cipher_suite_1,cipher_suite_2,... [{J{% 8 E R 8 S IS B
M RIS A A, B R e ade st lan:

\LIST:TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_RSA_WITH_AES_128_CBC_S

VMware, Inc.
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MR HREME

s AR AR 2T HEA R Sk e ne S TR e LR 2
REEDLUN T,

Windows i Horizon Client it £

Mac Jiix Horizon Client 5/ 4%

Linux Jiix Horizon Client 7t &5k

1TEPEE 1Y Horizon Client st 4%

A H Windows =5/ Horizon Agent 7t 5%

Linux 524 50 8%

Windows hf Horizon Client 50 &%
FLERAN A B B e . BRI E AN S AR D RE TR IO o SR UGS FTTAFAR T ) 38 2R e 5
FLERRRITO AL | niimg‘nﬂ%ﬂ%mﬂ o
FLERLE

SHETRRIPIURE AR, YYYY REE, MM L5, DD 2 H 1 XXXXXX 2807
R1%& 6-1. Windows ki Horizon Client 5C 4%

V

kil S 377

e C:\Users\%username%\AppData\Local\Temp
PColP ] C:\Users\%username¥%\AppData\Local\Temp
A vmware—

remotemks.exe FZFIET

Mware, Inc.

HELE
vminst. log _XXXXXX_XXXXXX.txt
vmmsi. log _XXXXXX_XXXXXX.txt

pcoip_client_YYYY_MM_DD_XXXXXX.txt

HEE DU GPO A3k s AL, 16 0
EIJ 3 (Feat4n). 5518 View PColP JI Pt T4k

BELAET ADMX A4 peoip. admx, IHEE
%ﬁi%s&% PColP HEHTsFAIEA
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Horizon Client 1 Agent 24>

#1& 6-1. Windows A Horizon Client 2% (40)

Horizon Client Ul

A vmware-view. exe %
TR

Horizon Client #4%
A vmware-view. exe g
PR

AV AR

L MKS (mouse-
keyboard-screen) it 4

A vmware—
remotemks.exe FFRFET

Tsdr i

A vmware—
remotemks.exe pFRFET
Tsmmr J i

A H vmware—
remotemks.exe FEFIFET
VdpService /7

A H vmware—
remotemks . exe I
WSNM 7%

A wsnm. exe EHRET

USB T[]

A vmware—-view—
usbd.exe &t vmware—
remotemks . exe LT

VA ARG

A1 vmwsprrdpwks . exe 5%

L

T S E A )
H [ Ftscanmgr.exe ZiT
(E15g

VMware, Inc.

SE3E

C:\Users\%username
%\AppData\Local\VMware\VDM\Logs

C:\Users\%username
%\AppData\Local\Temp\vmware-username—
XXXXXX

C:\Users\%username
%\AppData\Local\VMware\VDM\Logs

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\Users\%username
%\AppData\Local\Temp\vmware-username

C:\ProgramData\VMware\VDM\logs

C:\ProgramData\VMware\VDM\logs

C:\ProgramData\VMware\VDM\Logs

C:\ProgramData\VMware\VDM\Logs

B2

vmware-horizon-viewclient-YYYY-MM-DD—-
XXXXXX . txt

iRt AT LA GPO 2R ReaR Ay o wifili

I View — B4 & ADMX i A
vdm_common . admx.,

vmware-crtbora-XXXXXX. log

1og-YYYY-MM-DD-XXXXXX . txt
debug-YYYY-MM-DD-XXXXXX . txt

ViewMP-Client-XXXXXX.1log
vmware-mks—XXXXXX.log
vmware-rdeSvc-XXXXXX. log
vmware-vvaClient-XXXXXX.log

vmware-ViewTsdr-Client-XXXXXX. log

vmware-ViewTsmmr-Client-XXXXXX. log

vmware-vdpServiceClient-XXXXXX. log

debug-yyyy-mm-dd-XXXXXX. txt
it RTDA] GPO il st sk . sl

FH View — AL & ADMX i Ak
vdm_common . admx .,

debug-yyyy—-mm-dd-XXXXXX. txt

7t Horizon Client 4.4 & FUgiilAr, vmware—
view-usbd.exe FEHFREF L AR, df 1 USBD
SRR 2 A vmware—remotemks . exe SR
R O DU GPO ARt ki E . sl
H View —JALRE ADMX i Af

vdm_common . admx.

Serial*.txt

Netlink*.txt

Scanner*.txt

Netlink*.txt
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Horizon Client 1 Agent 24>

Haﬁn u_,\
RET LA FRFARL IR H R AR T—LRAR R A 1

m GFE PColP HFimac g%, @RI DLRERCERELL, 7€ 0 2] 3 (Iat4ll). anfdiH View PColP H /Fim T1E
P EZ A9 ADMX FAHE pcoip.admx. M ER AR E PColP Bt sF I

w BRI Ul RCek, BOERCEROZE . RREANPERIVROR BRI AI . ST View —fR4H B8 ADMX A

vdm_common . admx,

w  BP¥ USB HURREARLER, BUERCERIE . FEANERIIOR B I S B View —fi4H % ADMX FEANAH

vdm_common . admx,

m B WSNM RS ACE, BoEcshi ., sEAmERAIeR BRIl SEEEH View —RARTE ADMX A

vdm_common . admx,

T T DL e A 86 A A5 e st A a4l . 855 2 C:\Program Files (x86)\VMware\VMware
Horizon View Client\DCT H#&¥, fdmN FNAlars .

support.bat loglevels
RS P R TIo i, IR R AR A A R4

W SR ek AR &L
ST DABEE T P08 U1 sl 221 AR zip RS, DAIEMERS R RAS VMware BEAITSE IR

®  {F Horizon Client #ifiH, i [#IA] DiRERBRIGZ BN, WAHURIE R, % MREZER
&r,

m (A A4, S C:\Program Files (x86)\VMware\VMware Horizon View Client\DCT [%¥,
WHI N FH44: support.bat.

Mac KR Horizon Client 32$%

FERAEAT B BEHEHE R 22 . BURIRN I E M & AR T . AT U AR RB AR A 3 R A RIS

iR E

*1& 6-2. Mac iR Horizon Client sC£3%%

AR EE=aE2K4 o 2

Horizon Client Ul ~/Library/Logs/VMware Horizon Client

PColP J{] i ~/Library/Logs/VMware Horizon Client

EIREE= T ~/Library/Logs/VMware vmware—RTAV-pid. log
USB i) ~/Library/Logs/VMware

VChan ~/Library/Logs/VMware Horizon Client
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Horizon Client 1 Agent 24>

#1& 6-2. Mac K Horizon Client s2£248 (4

RS EE= 472K it £
i MKS (mouse-  ~/Library/Logs/VMware

keyboard-screen)

RLER

Crtbora ~/Library/Logs/VMware

_Eﬁll Il_,\

{F Horizon Client 3.1 N F @ik, Horizon Client &¢F Mac i F[1J ~/Library/Logs/VMware
Horizon Client H&rh A rl ek, 7 HE HnE# T Mac ] 1

i) /Library/Preferences/com.vmware.horizon.plist £ 5B Eten, A3 e L e s e FIRDL
PEIRVNEeEE Y IOPN

&R1& 6-3. FAMFCHEWERR plist #H5H

HERS A
MaxDebugLogs RUERRERIEE PR, 1PRAEZ 100,
MaxDaysToKeepLogs TR RCBRRE IR BRI B R AT R

R RCE) Horizon Client Yy, 157 IR Bl el LIS FF A 5 o

WIRAAE com.vmware . horizon. plist Eﬁ?;lﬁlﬁ“‘i MaxDebuglogs &k MaxDaysToKeeplLogs #&ft5, NG
SRREIOTHRCEE 2 5 1, PR B RC SRR AR R 7 Ko

Linux AR Horizon Client 5 §%

FUBRAE AT B AR L e . BURIE A B E AN S A DD RE T AR . R mT DU A R R A E S AR
?&O

RLER(LE

=& 6-4. Linux i Horizon Client 32 £34%

ks o bl ST e
3 /tmp/vmware-root/ .vmware-installer-pid.log

vmware-vmis—pid.log

Horizon Client Ul /tmp/vmware-username/ vmware-horizon-client-pid.log
PColP J{] s /tmp/teradici-username/ pcoip_client_YYYY_MM_DD_XXXXXX.log
EIE=a= PR /tmp/vmware-username/ vmware-RTAV-pid.log

USB i) /tmp/vmware-root/ vmware-usbarb-pid.log

vmware-view-usbd-pid.log
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Horizon Client 1 Agent 24>

R 6-4. Linux if Horizon Client 32 ;18 (40

FCSRIERL HRBRE THRERE

VChan /tmp/vmware-username/ VChan-Client.log

BRE E BN RE
['export VMW_RDPVC_BRIDGE_LOG_ENABLED=1 | i
H RDPVCBridge #t\#H:# & 2 57t it 8

T MKS (mouse- /tmp/vmware—username/ vmware-mks—pid.log
keyboard-screen) rC#i vmware-MKSVchanClient-pid.log

vmware-rdeSvc—-pid.log
VdpService F 7 /tmp/vmware-username/ vmware-vdpServiceClient-pid.log

Tsdr ] /tmp/vmware-username/ vmware-ViewTsdr-Client-pid.log

AL ERAH AR

BRI IR A (view. defaultloglevel) HREUE P umrl kAR FATSRE 4, ¢ O (BRI A 3F)

2 6 (FERCR L E AT,
$1 USB fpERC Sk, ARILAEH] T Slar &5l a4

vmware-usbarbitrator —--verbose
vmware-view-usbd -o log:trace

W SR RC £x AR5 €

AR BT /usr/bin/vmware-view-log-collector, &E (i s EERS, Az 8 BB THE
PR ZRATPAGE Linux 28186 N T 51 a4 2K 55 e MERR «

chmod +x /usr/bin/vmware-view-log-collector

REATAAE Linux iy & SN N8 s BA TRl s e e -

/usr/bin/vmware-view-log-collector

1TENZEE ) Horizon Client 50£%

FEATEPRE b, AP RE AL i, AR ST AL s e i H %o 178 H P HA7 HA
Rl R VMware FUSHRBROE . N Asrl sk rIRERCEEANE, AUERZ A JH B F AR T RS RO RO

VMware, Inc.
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Horizon Client 1 Agent 24>

iOS F Fifmac £k

FHEHIOS TP, ALEkREN A User Programs/Horizon/ N1 tmp Fil Documents &k, ¢ ii i 55
SO gk, R e B IR R RE X, 4 iFunbox.

T ULz B R Horizon Client 508 HIRDERAE ARBUTRC # e AEIEERE RIUTIRE, AR P A TE I A4S

R, SR AEAS R Fom R TR R P, RS ey S ORI AE o — GZ M. 2 IRV DABIHTE
ST ESRA RS (B VMware. ﬁu%ﬁ&ﬂﬁ%ﬁn_&ﬂ PC & Mac, Zthr] i iTunes SUNGLER

@

Android B FiRst &%

4% Android F /7, SCEERE (7S Android/data/com.vmware.view.client.android/files/ H#k
W RS A F gk, SR TR TIRE X, Bl File Explorer 5t My Files,

WRFARE, e AR ORI b A5 R T R k. 2RI DA Bk Horizon Client 3% FH T B RR g%
TEARBEA PR . A ELE R T A S eI (4G VMware, Z8n] AR T Pty [—MEE] Fhi
%ﬁnﬂﬁp&ﬂio

Chrome OS A F iz iR

Chrome OS H P 8% AEiFE 1A JavaScript 15 & B .

Windows 10 UWP F Rissi %

414 Windows 10 UWP ] P, e84 C:\Windows\Users\%username
%\AppData\Local\VMware\VDM\logs [14&§H,

LB R Horizon Client 2IE M [FC8%] [ BRI ERS TS, RIEH— MRESIREF IS5k
RSk ARGl et s BRI ARC SR R, 1 B AT DLANIRIEHTE o) oAt BRI A IR 4 2 2R

Windows T & F Fimsc 8%

SHEE 22 Windows Ti1£Ek Horizon Client (ifiA~ & Windows fix Horizon Client) [ Windows 1175 ] /7
Uit , FCERKENL C:\Users\%username
Z\AppData\Local\Packages\VMwareInc.VMwareViewClient_23chmsjxv380w\LocalState\logs H
fZ 3

Al LB R Horizon Client [ €] ORI ERS RTS8k e, RIEHE— MRESTR BRSO
o RAUHEHTR AR TR ZORA, 1T FLASAT AT LAl R A% 3
2k B Windows #£38/) Horizon Agent 52k

RLERAE AT DD BEREHE R 2 . B RIEAI S E AN S ARTIRE TP, AT LAGE FIFAR I 3 A E A5y
FUBRMETOALEL . FEAR AR OR B BT o
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Horizon Client 1 Agent 24>

LB E
SHE MR AT, YYYY REAE, MM %1, DD ZH , 1 XXXXXX F5307
*R1& 6-5. Windows i Horizon Client 52 ##%

RS B SRR TEREHE
g3 C:\Users\%username%\AppData\Local\Temp vminst.log_XXXXXX_XXXXXX.txt

vmmsi. Log_XXXXXX_XXXXXX.txt

View Agent ([Tl <Drive pcoip_agent_YYYY_MM_DD_XXXXXX.txt
Horizon 6) Bk Letter>:\ProgramData\VMware\VDM\logs pcoip_agent_YYYY_MM_DD_XXXXXX.txt
Horizon Agent (i
HJ> Horizon 7)

vmware-vdpServiceServer-XXXXXX. log
Serial*.txt

Scanner®.txt

Netlink*.txt

debug-yyyy-mm-dd-XXXXXX. txt

B GTLUEIT GPO Al L. vt
View —4H1IE ADMX A

vdm_common . admx.

A AR5 2 T R E R g
w AT FRHAR A ROE AGRUE s A2 . PR AVRIOR B o FE (] View —fiAH & ADMX A

# vdm_common . admx.,

AT DU A A A AR E S F AN A, 5 % C:\Program Files\VMware\VMware

View\Agent\DCT H%¥, Wl F4#r4: support.bat loglevels. W EE a4 R 7o

&, MR RO AR A

TP vdmadmin fy4- Bl —A BRI, DIREEK View Agent ok Horizon Agent 1k, 4175
feom, F2E (Horizon 7 FEE) U

W SR RC Ex AR5

TR VAR e & S ds i i sl e 21 zip A5, DABEEUARZAE 4G VMware Fffiscik. ftar s, HETE

C:\Program Files\VMware\VMware View\Agent\DCT [4%, fiffii \ F4l#r4: support.bat,

Linux RHE-FEE5CEE

RLERAE AT DD BEREHE R 2 . B RIERI S E AN S AR RE TP, AT U N7 A R S 3 R A

VMware, Inc.
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Horizon Client 1 Agent 24>

SLERILE
F1& 6-6. Linux EE T A5

FOSRARAL B&ERR
ks /tmp/vmware-root
View Agent (it ] Horizon 6) &k /var/log/vmware

Horizon Agent (3 /14 Horizon 7)

View Agent (i JT]// Horizon 6) ik, /usr/1lib/vmware/viewagent/viewagent-debug.log
Horizon Agent (3# /1] Horizon 7)

AL ERAR AR

i /etc/vmware/config RS DAREE L%

YR8k €
AT Data Collection Tool (DCT) JIk#s ., S/lkis tu @i el it 4H A8 0N R 8% 2 R4 tarball,
7F Linux SRS H B SR 7 ot, B3I T dct-debug. sh 5445,

sudo /usr/lib/vmware/viewagent/bin/dct-debug.sh
tarball SEEBA TSR H 8% (HRTH TAEE %) haEd, RSO EERS . RO = Ath
5 B: ubuntu-12-vdm-sdct-20150201-0606-agent . tgz

At /tmp/vmware—root [H4EF1 /var/log/vmware &R EERE, I HAWEUCEE N R %00 4%
FIAHRERE «

m  /var/log/messages*

= /var/log/syslog*

= /var/log/boot*.log

m  /proc/cpuinfo, /proc/meminfo, /proc/vmstat, /proc/loadavg
m  /var/log/audit/auth.log*

m  /etc/hosts

m  /etc/resolv.conf

m  /etc/nsswitch.conf

= /var/log/Xorg*

m  /etc/X1l/xorg.conf

" /usr/lib/vmware/viewagent H[{RZ 0 S

m  /var/crash/_usr_lib_vmware_viewagent* M1 [{{F {8k %
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ERZeMEEHIEN

AR TR T RE IS R4 Horizon 6 Bk Horizon 7 o225 RE R %< . View Composer ., 43 filfiik
#¥. View Agent ik Horizon Agent, VAN AR P, A EE B HIFE TR 0 I i T St an
BI1E.

B FEISEAE RN E , M SINAFT £2560 111 Horizon 6 &k Horizon 7 Jtff-:
1 View Composer

2 AR flkas

3 View Agent (i HjA Horizon 6) 5t Horizon Agent (i /A Horizon 7)

4 Horizon Client

IneG Ry likasocE S BRI AR R R, &526 (Horizon 7 14k ) .
AREEEE VLT R

= £ View Agent i Horizon Agent [ filifE 2

m  =/{] Horizon Client {&#ifE =

EH View Agent I Horizon Agent & ER
LB PRI 2R,

T SAEVL MO EBAT NAPER i L & Bl i SRR | ¢ B AR I v O R R R R R
5, sl — (RS R Y 5 2 SR AR A SR 1P 5 R RE AR

TR
R AR TR R A M b, B B EERERR A0 At B PR 5
EF

1 e ACRESRE RS . TR e R A R e e . Sl 1 SE B M DA K TR B S T {51 e PR
|, ik View Agent (i > Horizon 6) ik Horizon Agent (3 Fj7A Horizon 7) (Sl FE A1) 28 AE
A

1R VMware g A it M RAHBE R o
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Horizon Client 1 Agent 24>

WU TEEE View Agent 5 Horizon Agent & SRRAHT Rl e fe

f5sE 7 Horizon 6 (6.2 k) FIEEOAH, @SRRI 28 e b, B2 iR .
QAR E A A T e R s DAY F & A2 03] View Composer, i BRSO 22 .
SHERIE AR A AR B I S 2R A iR RS, FIUBUS s oA,

AN FHUR R RAIR AR, #5228 vSphere Client 4% Lt .

SHERIATE R S e, T PR IR R s S e

TR AT DL ] Horizon Client N\ S #5104 Sl

QAR IO T ATAA A R - & S T B P s T RS, R ARHERE AR,

£ Horizon Client &&=z

s Pomsbe b, SRS PR TR e ATEN T P b, B
ST A S T TR 04k (141 Google Play. Windows ik Apple App Store) HUA 1) 57 .

i3

1

FERHE A P 245 |, ik Horizon Client SR 2R AR 5

1 VMware 348 A @i bt NIRRT R, 5, T LARTAE T P = 1
http://www.vmware.com/go/viewclients, 1EG1Z BIFTIA, $H¥ R A Fg, @rTREE e HE R 5
HEAHE AR A TR

QA Fomhe BT Mac Bk Linux 52 R ISok S0 U B, SE I8 e i R8s B it M P im i B i
A

(P T AR v U 5 TR AR B IR 3

st fii/1] Windows Jiit Horizon Client 3.5 FIERTfiARy, AZAfRER 23R, BIM] 71 Windows J1]
Fiiis b2 B aife . {di]1] Windows Jiit Horizon Client 4.1 A kAR, #sm DR [47 FT14%
Horizon Client] Zhfig, PI4R |5 AF Windows JH i | T14% Horizon Client, i} Mac Jix

Horizon Client 4.4 J HUHTRANE, #5rTLARUT] (42 I F+4% Horizon Client] DhE, LAAR I /57T Mac J1]
i FH4% Horizon Client.

S RES, BUTRSHE Horizon Client (&iRE B ThHAHT Nl 2egefe A,

nsAEsE 1t Apple App Store Bk Google Play FilEflifesl, B4 ME IR RER I E 2k, I
T BB T LR

4 R nlDIAE ST Horizon Client BN\ SN S E S 4L
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