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e

HIRE AR FIE vSphere [EHHERS, B HBMATHALRE THE. 2B AS S PRI e i T A
#r Al vRealize Orchestrator R e A5 ] Kerberos Bt BLETHEBE RS . 8P LB T
Workflows/Example BRI HEEHE [ EEM N E 0 | TARmAE, skdT [ mfeiasss | T
PEIRAE BT TR AR DA B Rtk 2s i /5 PowerShell =4 TRy PowerShell TAERE

neEapk 2R INdE vSphere BB HILZEERE

TR pLkgRe Al vSphere JEEERERS (91417 1] Citrix XenServer., Microsoft HyperV &, VMware
Workstation 7 ¥ ERERR) BriG 21T B oA 32 LR V- & Sl 75 B, THORE TAE,

PE AL T PR B 2 Sl e PR PR AT IR RE SRR, AZR5E L T Ak

1 B Windows s . FE i A T . st Orchestrator il i £ 5 (5 A1 T HEDA Ko St
PowerShell SMiMEAAJIHRN . ANFAHBHER, 582 B0 LA S AR Seln e TEHE IR o
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2 #5E Orchestrator fillR7Z3{iiJT] Kerberos Ei#t . anasAHRTE <, 54288 /1 vRealize Orchestrator %
TR E ] Kerberos Bist BBy Bl o

3 4T Workflows/Example BORHACHEEL) [ FTEEMRR T = Rl | TARIRAR, ST [t a ek
MRS | TARRAE R T TR AR DA B B o 1 2 PowerShell =R firk ) PowerShell T {E7
2o

RAZEENEERTERBHS

A B R T 2 T B A B R Rl 2 BT, Bl H DV B B S S AR I B TR E A RE T
Eo

SRR

w RERRAR A R BRI I SRR . IR NI, S EUS A R

m EATEAERRE WINRM T HTTP (R . Gi2 (vCenter SMEME L) FEWISCERHRIY [ 725 WinRM
W HTTP

2F

1 DUEHE B 55N % E Windows Remote Manager JIki% [ BhED -
a itk [k MER
Bign, 7t Windows 7 #gs |-, Al DIRTTEREM > RGBT R > k.
b 7t Windows i®imEHE (WS-Management) JIxi% I 4% — T A SRV A
c ENUWEETBE), f— B, AEAIBMEIEL— NHEE.
2 DUSEEE 551 PowerShell, Sififi DL N fy 4R sl T -
a LA N SRR HIE 3% % RemoteSigned.

Get-ExecutionPolicy

b SIS A Restricted, sHHLL Mayd>

Set-ExecutionPolicy RemoteSigned

B ARGAEREE, N Y.
c HHPL N Er2414 WIinRM Bl TE i sig T

Enable-PSRemoting

WA, MY,
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d fififInf5# vRealize Orchestrator g A5 (AT ikAs a2 o

HIH we

Eedi ey ey R Ry Set-Item wsman:\localhost\client\trustedhosts * &k
set-item wsman:\localhost\Client\TrustedHosts -value *

A i Ly S = A R Y N set—item wsman:\localhost\Client\TrustedHosts *.domain.com

FTIE R — RS (5 FREE) FQDN), set—item wsman:\localhost\Client\TrustedHosts —value

hostname .domain.com

fi 1P AribsgriBE —ias set-item wsman:\localhost\Client\TrustedHosts -value
XXX . XXX . XXX o XXX

HRFILTRRE, R Y,
et R LUETIDL T S B E BT HIE

Get-item wsman:\localhost\Client\TrustedHosts

e I M BRI WinRM Jers .
Restart-Service WinRM
3 fE£Y%—f Windows H#s | ATEA s 2 B 35 (AR a4
Test-WsMan IP-or-DNS-of-machine

f5l41: Test-WsMan 12.34.56.78
i FH AU

wsmid : http://schemas.dmtf.org/wbem/wsman/identity/1/wsmanidentity.xsd
ProtocolVersion : http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd

ProductVendor : Microsoft Corporation

ProductVersion : 0S: 0.0.0 SP: 0.0 Stack: 2.0

EARAEHIVA Fan, JUmm e sl C AR P

Invoke-Command —ComputerName IP-or-DNS-of-machine -ScriptBlock { Get-ChildItem C:\ }
—credential domain\administrator

4  PHE TR T I, WRE TSR (WInRM 324) 1538 HTTP il 7 il PowerShell ShEFE 2

SN
ST PowerShell 2.0, RS SR A, a1 M.

winrm set winrm/config/service/auth '@{Basic="true"}'
winrm set winrm/config/service '@{AllowUnencrypted="true"}"'

winrm set winrm/config/client/auth '@{Basic="true"}'
winrm set winrm/config/client '@{AllowUnencrypted="true"}"'
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WA WInRM AT AN AT, A ABATIL M a4 RAEE AR AT
winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}

SERETE 2 1%, AT DAL T Gy & FERR R AE
winrm get winrm/config

5 IR EIAAIEIIES, SEROHIRE Kerberos it
a PR R T ool TP M ey A1) Kerberos B :

winrm set winrm/config/service/auth '@{Kerberos="true”}'
winrm set winrm/config/service '@{AllowUnencrypted="true"}'

winrm set winrm/config/client/auth '@{Kerberos="true”}'
winrm set winrm/config/client '@{AllowUnencrypted="true"}"'

b L FarAHE Kerberos Bt :

winrm id -r:machine.domain.com —auth:Kerberos -u:administrator@domain.com —p:'password'

6 {FEBEREES 22K Horizon Agent,

1r vRealize Orchestrator filflxss | 3% Ehnih. :52EY% vRealize Orchestrator 3 & /45325l 1] Kerberos
By B AR

WRA R

#% vRealize Orchestrator s E &S HAL{E H Kerberos ERz5 B EH fEik a3
1w EALE vRealize Orchestrator falllces | 4miEAH feAE , DS 49 2 A0 Bl 4 bl e il ik 24 7% .
e hiEeE

AR AE I 2 vRealize Orchestrator 5t/ ﬁﬁ”iﬁ, E!'JJZ\EE%ﬁ*E%‘ﬁ%, ok, 214 Windows Server
2 222E vRealize Orchestrator, HIWAEBEG S PR EGREE

EF
1 DURMIE S0 8N (8, W 4E#EH Windows Server, HIDUSPEE S8 N)o
2 8= krb5.conf F5Z, WL H a4 5 krb5. conf.back,

TEREHBERSE T I, MR AR ete/krb5 . conf (QARAFAE).
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3 EwE S EST krbS. conf FEZE,

ffRERER ]
RS /usr/java/jre-vmware/lib/security/
Windows server C:\Program Files\Common Files\VMware\VMware vCenter Server - Java

Components\lib\security\
4 RSO 4niERs PR krbS . conf BHZE, NEHTEY MAIRAT, DA B :

[libdefaults]
default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]
YOURDOMAIN.COM = {
kdc = yourDC.yourdomain.com
default_domain = yourdomain.com

}

[domain_realms]
.yourdomain.com= YOURDOMAIN .COM
yourdomain.com= YOURDOMAIN .COM

5  QURIEAERE T RERE FACE, S REFILA N SR S MEIR A B P RN

chmod 644 /usr/java/jre-vmware/lib/security/krb5.conf

6 FERA{ vRealize Orchestrator fillk#&fi#dT PowerShell - (HUah i T Eas AR BBk e ) Bl4glg s
ik R AR

vRealize Orchestrator [\) DNS WAZEELAE I 4% ) k1) DNS AHIE], mk& 48] DUkisas 2 Fb ek 2 i ks fl
APz R BE 1P A7 iR %] vRealize Orchestrator fElJR5% |14 hosts FiZc,

TERERE EE T b, RS2 /etc/hosts.
7 TRk vRealize Orchestrator Server JIR7% .

e Rk as TR PowerShell 324, s BB T TA/Em R DB S il ks i & PowerShell -4,

f5aE PR 7 8UT PowerShell TAEiREEZ AN, At r PLEEH] Workflows/Example ZERHIRHEEHER [ ETHE
Mg e Em | TIERM. W T/ERREEH [ ER %S | TAERBEAS T [ ER LI RS
Hiiizs PowerShell EHEHATART) PowerShell TAEREMIBIESOF. BT [ A4 B EHES = 5em | IT’E
TREEZHT, WAZEICIT A A2 A PRI S It 55 P A AT R 32 B i T B LR IR P S P R ik
T1E.
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BITTERB UG E M SEMIES PowerShell 1
T THEE PowerShell SMEME T FERAER, A HE5CAH T vRealize Orchestrator Plug-in for Horizon
MR AGE RS AR vSphere HEfE T B S G ER IR T o

et B TR TIHAE R A PowerShell T /EFALFN [ IS B akkes | TR AN, g n LT
Workflows/Example ERIAHHFEALT [ kst = ek | TrEmRL.
e iR

m EREEEA TR Microsoft Windows PowerShell [t vRealize Orchestrator #MNEFER:, A4 LT
PR T AR .

m  [fEsR 04T vRealize Orchestrator filllr#s e BE ERERE . MR T AZFE R E 25151t vCenter Single Sign-
On 47535511 vRealize Orchestrator 45 EFEAH IR 2o

T [ A SREE SRS | TR, DUB T I%RS DNS £R5E4%5] Horizon 1 FEhA 245 BRI S - F
BN, [ AR ESES | T/ERE S E NGB T Th TR ) PowerShell 41 105 21 14
2214 Windows %41 Token (FR{FE4#11) DNS &—1i).

1 DU 5598\ vRealize Orchestrator.,

2 j%— I vRealize Orchestrator 1/} TYERAZIE

3 (RIS, SRR E > PowerShell > 4R, SAIEE 2 314 PowerShell % T /F
Tifeo

4 [EHH PowerShell M T/F)ife Fie— MR8, AR EIBE LIERE.

5 ROVEHER I RN TR A A, AR T2,
IRAEERAEA D, RIS IP fzdike AR AATR Bt IR SRAG, U i I PR

6 HEHURNANE, K& T—D.

HIR Bk

PowerShell = H2RA i N R HE I WinRM,

s E PRI HER I HTTP,

555ty DR/ A A, B MRS B AN Kerberos, QIR AEA R, HI
BRINEA

7 HERURIOARE,

BH BitE
TARREBRR T RIS B SR P TARBR B .
fERH 2R QSRR AET, {li#% X administrator@domain.com, USRS ANTE A

RIS B R P 06T &

8 i MERAZHT LIERRL
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9 Iﬁf‘biﬁ?’r” SEME, /£ PowerShell PHECHITIMF] PowerShell $5& /5 T {Fjiife [ — M4 #,
IRIZ ST T AR IR o

10 SEIAIETIN BB, RT3,

1M1 (7)) B Tdentity BARHERS.
a 17y hklm:\SOFTWARE\VMware, Inc.\VMware VDM\Agent\Identity Z4FHems &S5 171r .
b UWREEMISALAE, AT M olarS

New-Item —Path "hk1lm:\SOFTWARE\VMware, Inc.\VMware VDM\Agent" -Name Identity
12 (ERSIC TN, A N las

New-ItemProperty —Path "hklm:\SOFTWARE\VMware, Inc.\VMware VDM\Agent\Identity" —-Name Bootstrap -
PropertyType String -Value “TokenReturnedByWorkflow” -Force

A TokenReturnedByWorkflow, i FAcHT U TS Bki%as DNS ZR51 [ rthln Zgiias | TrER
FEHE]) Token,

13 Ji— MRSV T T1EmAE.

s 1 Horizon Agent Token Fi7F & &l Horizon Connection Server S AT Bl %
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