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#l4n: (objectClass=person)

m HUSBERE: AR 2 TS O = s
I41: (&(objectClass=user) (objectCategory=person))
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IRTARY:, FIDBLAREHE A B SAC O . WOHILRIARS, RS B M A O AR A P (o
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REERASE, SRR HTIRATE . At iR R 4 H Skl R A

AT B — G E VMware Identity Manager fiEHIAS B RO A IR B, ST R H BN RS
Asurh

BRI AR BE 20T R e F ke R0 H il 3 AR SO E U A U BRI O AR B S BE FA2 o S2A
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FEPE RS

ARt E F S b T 2 B r ThRe (e FIA A F 8%, AR Active Directory 5k LDAP [k,

FE RAUBLR, ST AR H SR AT TR ) .

B TP R AR A5 F BRI (AR, B ACRE ko B, A mT DAl AN B A5 8
R P A P B, G RE A IO 5 R I R X

B R B A AN 2 S s vk, DU S A R . B, EnT AR
AR B — R A R AT T 5 NS B I B R AE F 8%, 6 FL A BOfE Ry 25— (8 R A A i U3 A
PR R AR S5 P 2 I PR A ACHE H ok

VMware, Inc. 33



VMware Identity Manager &2

Fig B &A% B S5 0w BREE
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EEEERAREERERLE
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FRt& 5-1. EERIEBRIBIERBAIXF
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Fi& 5-1. EEREBRTBIERBHITF (#45

ims locale manager

meta name nickName
organization password phoneNumber
photos preferredLanguage profileUrl
roles timezone title
userName userType x509Certificate

At AE H Sl AR M B ThRE (E FIA A F 8%, AL Active Directory B LDAP Hik.
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2 4% NRGE, RS MERE RS,
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Add Active Directory owver LDAPYA
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36

Add Directory

Directory Name™

Partners
Domains® Domains +
Partner +
¥ MER

5 [HER] Hifrh, $%— M HE.
He— MERE BRI,
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< Back to Directories Settings Identity Providers User Attributes

Q e
Q‘[' Attributes Select the attributes that are required for local users. To arrange the attributes in 2 specific order,
. drag and drop the attribute name

Partners T userName

Demain(s): Partner

Type: Local Directory T firstiame
T phone hd
T iastiiame
¥ domain
T userPrincipaiName

8 i THE
M@
SR ACHEE| SR A L Sk 1 2 B4 R0k R .

B 3L A B S5 5 5 B AR At E 1O B B
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1 D BRIEFBOE B S R, 42— PR = 5.
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ERE BRI I AHE E S

kg BT rAAIULE S o3 sk DR B T4

BEAE BRIV [0S (A H 89)].

KDC B E H IR 25 AirWatch FFEE1) iOS %1555 Mobile SSO, 73 HIANFR 2 Mflis
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<Back 1o 4P Lint
Idertity Provider Mame | pannersinp

g Users. Gelact which users can authenticats uzing this 1dP. Choose from the available Dirsctories from the
list below.

Corporate Diediry
FartnersIDF v e

Type: BUBEDDED

Sttus: Unknown

Network Gelect which netwarks this I4F ¢an be acceszed from. Choose from the awailable network ranges
from the list below,

™ALL RANGES

fthertication Methads  Select which authertication methads the 1P will use to authenticate users
Suthertication Methads Enmble futhMethod

Device Compliance (uith Ariiatch)

Fasswond (Arlliatch Connector)

“hinare Srity

habile §50 cfori0s)

Passwor rd (Local Directory) v @

hobile $50 (for £ndroid)

KDC Certificate Export  Downlead Catificate
Export the KDL server ot certifisate for use in a hisbile Dewice Management profile

4 BT,

Do R B BB e iy, NG SAKE P ks AR Bl . 2 AR AT DU By R B e HAh Bty i . AN
BB RN, 55200 (VMuware Identity Manager 777) W) (£ VMware Identity Manager H1: ¢
R ) o

AT DA 2 A F B G FARIRTF S 20 S B B B
T—M@

AT ABEGE T RIREAH o AR AT AR A PR 2 5 ORI AEEAR 25 5 | R b B AR I R4 . ndser A i
A, 2B (VMuware Identity Manager 7574 ) vaft) CEFPEGE AL ) —HA.

SEAHEBARBTE

HE AR, T AR R

(AT DL ST R AR

n TR,

g R A A
BRI PR AT AU i)
WA A, SO AR P ST A S B
N gD (A
AN R IR, b R

W TR I R A R R R PR

B R R BRI AT AT R, AT DR Sl SRR B, VA B BT R A B o Bl i
.

B QURECTEAM RSP TR, AR s, LUK A b 22 ik A T A3 Y]
JEIE . AEARTEAE N B T 2 AR P g PR A T R A S B

m R $%—73HA userName. firstName. lastName F1E T BBt

AT EYE T 2% VMware Identity Manager IR H 43840 1, IR A g e T 7 o8
VEA e RUSAE IR A B 8 o
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#. WRSEN S & ERGEFSIBED, AR
b EEHNARL, e FAENYEE .
o ETRMIRANL, W FAEMBER.
d ATRAETRS S, HECT I,
S ERE BN E B A i S RBIRAIEER S i, Al FROE.
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C MR AT IR it A PR
ERERARGNIERARME o SBBEAREES S| IUD, o P RSES
b FAMHERAH, Ak RS k.
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PE R o ESRBISATNETES |, P PRS0
b FAMHERSH, Ak PR k.
¢ BB
d e M

fifl B A4 B &%

PRI DANER 574 VMware Identity Manager % S AOARE H 85, AREE I 55— IR R MRS PRk TS
ANEY SR8

A B EMIERE SRy, G2 E BT T A e R s R o

B

1 e T S0 SREEE B2 5 |, ARIR— T B8R 5.
2 P MR H S

3 fE[HEK] HilErh, 4% MHERE .

RERMEESFEHENERTTE

PR B R S BB NI IO TER Bty ik [ 561 (AR E 8%) | o TERSAZEUREILE [ %05 (A0 E
8% | RTEBEREE, I EFEN VMware Identity Manager P 3145 1 Workspace ONE N\ M 435
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Edit Policy Rule

If a user's Network Range is... ALL RANGES

] [T

and the user is trying to access content from... Workspace ONE App

then the user may authenticate wsing the following method...

Password j +

If preceding Authentication Method fails or is not applicable, then:

Password (Local Directory) E| -

- fallback Mathod(s) |
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Just-in-Time i IR EENIRE, (828 =07 B o a2 Bt X SAML 54, A VMware
Identity Manager Iz Eh &I T o Just-in-Time {5 M G HIR 56 =07 vl Be it o A~ H]
A VMware Identity Manager HiF55% .

ATERTR R T A R

B “BJA Just-in-Time (/1154047 28 41 1
m “UEM Just-in-Time it 26 42

B “BE Just-in-Time {71547 58 43 H
B “SAML EHMTIR,” 5 44 H

m “{ZH Just-in-Time i &M, 55 45 &
B 4 Just-in-Time F4%,” 55 45 H

R 46 H

BE Just-in-Time {EREHE

Just-in-Time i 242 {7F VMware Identity Manager JIlR#% i @l FHE 10 5 — 7 e ATREE Active
Directory A TEEE[FEAE 112, FIH Just-in-Time #6178 NRFEAREE S0 s AIE 2k
SAML & 2 2l f8 A AT 2

TR ZEFIN, VMware Identity Manager Al it SAML JIRi5H2 (it (SP).
RESHEEE =07 B oy sk R P RBUE Just-in-Time A7, MR MRTLRE

A Just-in-Time 418, @ATAENASARE Lhaiizay, R 2 E A P2 SAML
H B AR S =0T S e R R

EREEIINEE
QAR Just-in-Time S E M, EHF NI+ VMware Identity Manager I8\ H T S HUARS
IRy, EHTEDIE B I TS 2 MR S sl e 2 o BERNSRRE A IR0, i F S o0 sk i gl Friss
mHEAT SAML 5711 VMware Identity Manager [R7%. SAML & 14 F ) g v] FHALE IR v disy (i T4 o
S IR A s e 28 2 BT 5 JBVE RO IR JEg Pt s b2 HoAt B e o AR e th Mg B I3 (0 P 2 il 20
A, NP ELE I AR S s SO A R e R

TERBTENIRF, WS SAML S5 AT a5, e Ik b B 4 .
HEVL MBS Just-in-Time RERIOME A2 A MR EE S, AAZEMER Just-in-Time H$k.

m
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AL, P TIE E HEE SAML B2 A P . Ak B R s Al g vy sl B So i T o ikt
Active Directory 720 Just-in-Time {## F# .

Inds SAML & ST 2 EYERIARB AR, fis2 B “SAML H 57K, 2 44 H.

Just-in-Time B &k
5B = S ik IR AR R T A LA B BT Tust-in-Time H &,

RS S R L E U Just-in-Time MRy, BIEPEEY Just-in-Time F$%, A HAEE — sk 21049
o AFTEE RIS A AT IR H k. WU HEERUE T 284, Il SAML & H A M A A
JBIE. AR FESUE 1A, A SAML &t AT EASEENE, (AR OASE, AL A

SV — {2 Just-in-Time [ H 8%, 7] DASECLRUT Just-in-Time #5219 5332 G2 AH BRI

HEE Just-in-Time &

FEARSE Just-in-Time S IEMERT, aH2chaBlfFAR . FFALAERM AR BT s E , WA Tad i, 1t
AN, EHARAIEEIR Just-in-Time F 1104955

B M

FHHNEL Just-in-Time #MiEIVREMI IO E, RGEAEAMI S AL PTIE 2R, TR
PEHORBHARAT A IR RER] . 7ERRC Just-in-Time i /Y, sofEsBARS T B AR . sEiRE T R — 2

EARERFA . B EREIEAR, SR AR B RS ORI BT IR o
EF

1 G P — MR R R O 5.

2 R TENTEHE. ROURAN SRR, SRR N EE.

3 fE [HFFAH] H bR NHTEAL

4 FRERHHRMERE

a  fefeERi, RN

b B FBBUERMARROBE IR, B e AL B AL
5 HHBHIOHER.

a AR IR

b R FEMMER, S TR SR (A TR 5

¢ B FREE.

wEERERME
TE [ff 11 k] B HFp AR B S TS VMware Identity Manager H 8§02 1T BIE, WAELEIRHESCE
1", 17 Just-in-Time i A HEEE 51, SAML S5 g HIAREN 1% . RS EE ] SAML & &5
Fr [CEFE YL H b i s B R AL B .

EEESE QURBEAE ([0 8] Hil LR A, SAML B BAGSZENE, BRI,
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% 6 Z= Just-in-Time {EFBEEHE

SEPRE P R TAR BN, S R SRR R HA F BRA R OS2 . [T k] T 2 K
FARIFTA F %o

st AT domain BIERR A AT,

BF

T S, % P o mB R BRI S R,
2 W IROE, KR MERE R,

3 AVEAAEL, GEMRBH B IEGIET TR

Dashboard ~ | Users &Groups | Catalog ~  [MEEGERTREESY NPT T a
Connectors Custom Branding User Attributes Metwork Ranges
User Atiributes
Default Attributes Make changes to the user attributes that sync in the directory. Attributes here are added to the

directory's Mapped Attributes page. You can see the mapping to Active Directory attributes on the
Mapped Attributes page

Required

domain

userPrincipallame

distinguishediame

employeelD

dizahbled

phone

lastMame v
firstMame v
email v
userMame 7

Attributes Add other attributes to sync to the directory. Go to the directory's Mapped Aftributes page to map
these attributes to Active Directory attributes.

Attributes +

2 E Just-in-Time EHEHE

REPTVAS RS =5 S0 i BE PR 0E Just-in-Time {147, IR/ VMware Identity Manager [
T U B gy P

BT Just-in-Time MR, & HA M Just-in-Time Hek, WoAHIRT — k2 A, R5ean
A S AR ) B PR 2 H e o

AR /D — 49 AP HFRE VMware Identity Manager IR IR A H gk FAZEUEME—1 . 4n
R LA, SAML 545 WHEE SR . QR EEE — AR, R E ARt
SAML E & MATE . R EAPSRmIE, MM R B EAARTT, RN E R

EBF
1 N\ VMware Identity Manager R4 =155 .
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2 KR T BRI SEEE R G A B R
3 i FEIM S BAIERBEE SIS /R D
4 7F Just-in-Time i FZ e Borbds— A
5  FRE MIEA.
B ¥ Just-in-Time H4EH 4R,
m A

EESE AR T S
B

Just-in-Time User Caonfigure Just-in-Time provizioning to create users in the [dentity Manager service dynamically when they first

Provisioning log in, based on SAML assertions.

« Enable

Create Just-in-Time Directory

Directory Marme JIT DEMO DIRECTORY
Domaing Domains +
MYyCo.Com x +

Enter one or more dormains. Users belonging to these domains are added to the
directory. If only one domain is specified, it is used as the domain for SAML
assertions without a domain attribute.

6 SEMHIAMHAMNE, R TEMESRAT . AR, 2B 8 =07 S P e T
HERE Aot 2, 26 64 Ho

SAML E&RIER

RS =07 S0l 51 Just-in-Time FEJTIZAAERy, S NIRIEHLE SAML & 11/t VMware
Identity Manager JIRH i s SR 27 o 5% 523 i3 2 A ) SAML ‘& b JH (0 S R g e

B SAML 55 MEAE userName Bt

® SAML 5745 E S VMware Identity Manager [ HEE R Ay AR T i FH A
PR G T s A T BB, ST BRI BE B B R S AR, AR i — NERERIE
MHEBE.
HEEHEIE T SAML 55N o E24m, ik NG,

B A Tust-in-Time F45E350E 249, I SAML &5 WHA2; domain FEME, YR AERT & A H
SRR E T — (B4R R EAT SRR E A, AN S

B QSR Just-in-Time H 8 EE —40, RI7E SAML T2 H$57E domain A3

IARAEIE domain FEVE, SHHEE AN 7 HEGERATSE. R SAML S5 ASABSEYE, RIfEHES
IR 2 2% ) S E AR

B GRS S A Jﬁ AEE SAML H &I Externalld JEPE. (&K Externalld sdil.
WUERIEARATE N SAML B &S AR TS 288, RIS Rl ERE T2 s Ak th, Hera s
Identity Manager I I 44
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% 6 = Just-in-Time {E AE iz

SAML & 75 F i g Vst A S S g i T, 5 M.

B RGTE ] Identity Manager IR ) S skt S YE (40 [ 1% 1] Hmirh s
B ARBERIEART T [ L] J T R R o

B AHE I AE .

£ A Just-in-Time EHEHE
(DL Just-in-Time G AEE. SEULEURE R, fEB RIS A @RI, LA EHBe
. BIAMETHESBE N 50 3PS .
EBF
1 s Eseh, - N EoBREENEIR R, RE— T B mplRtE.
2 P NIRRT SR R A
3 7 Just-in-Time ff FIE MR A, TOMEIRAZIUT

Just-in-Time User Dieselecting this option disables Just-in-Time provisioning for new users but does not delete the directory
Provisioning or existing users. Existing users will continue to be authenticated by the [dP.

v Enahle

Justin-Time Directory JIT DEMO DIRECTORY

MiB& Just-in-Time H#%

Just-in-Time [F&f/E B Just-in-Time {f I M2 2 55 =07 S o3 s IR DL AT Pl g o 5 Ml 1 8
e, HEhIORTA 6 E G ISR MR, ifi Just-in-Time AR E& (=M. FhREE Just-in-Time S 5374 1E
HARRHIAT R — P8k, DA AR F 80y, R PR TR B o i B b

P B SRR BE 0 Just-in-Time 4108, TSR 77 Fl 4k,
B
1 (IS, B TSR O A,
2 [FIS S, BB .

(T P A SRR YORM T rh ) FL AR A ) Justin-Time 14
3 B FHSLH.
4 g FRBRERE

£ Back to Directaries

Directory Name* JIT DEMO DIRECTORY
Q pe
{, Identity Providers example.vmwareidentity. com
L]
Domains D .
JT DEMO DIRECTORY omains
Type: Just-in-Time Directory rryeo. com

Tl Delete Directory
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SRR

FTHREE I ATREE A ATBIY Just-in-Time #EEfUSERR . B4, 412R SAML HE e rHv it 1 AL AELA 2
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Edit Policy Rule

If a user's Network Range is... ALL RANGES B
and the user is trying to access content from... Web Browser H
then the user must authenticate using the following method...
Password B -+
If preceding Authentication Method fails, then:
-Select Authentication Method- B =+
4 fallback Method(s)
Re-authenticate after: 8= hours B
Custom Error Message Create an custom access denied error message that displays when user authentication fails

Message Text
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To be applied to Web applications that should have
limited access.

Policy Name* Sensitive Web Applications
Description To be applied to Web applications that should have limited access.
Applies To Select the Web applications from your Catalog that this policy applies to.
ArWatch Edit Apps

Policy Rules
Network Range Device type Authentication Method Re-authenticate (Hours) +
3 Web Browser First, try: Kerberos 8 ®
Internal Netwark and 1 more
i ALLRANGES Web Browser Securld 4 ®

Sensitive Web Applications

Content Locker

A A AN TF IR, Al B A2 AT RSA SecurID BN, i fli RIS BN, HBED
HEAFFRRAT USRS AR E PR ON 1 435 D0/ N LA B AR

VU NRs, BT BRI E ] T [ 80U Web IR | RIEER Web JEHIFER.
Mg e I A LR, NS AR R 2 [ Fra e | il R, PR EOR A E Web 258
aeAll [ A REE ) AR R o

{15 6 71 RSA SecurID Bty TA BN, (Hi2 TAERSBAMIMIC S0, ARG e 2 B im DAET TE
Wibaat . FURTEREG A MR AR AU N AR B, DA FIREIORE 1. FERE AR DU/ NEE
W, S TSI TR AR, AL o
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Restricted to One Hour

This policy is for highly restricted apps. Authentication
is good for only 1 hours for these web apps

]

Policy Name" Restricted to One Hour
Description This policy is for highly restricted apps. Authentication is good for only 1 hours for these web apps.
Applies To Select the Web applications from your Catalog that this policy applies to

ADP Impl. Edit Apps
Policy Rules

You can create a list of rules to access these Web Applications. For each rule, select the IP network range, the type of devices that can access
the applications, the methods and authentication order, and the maximum number of hours users can use the application before
reauthenticating

Network Range Device type Authentication Method Re-authenticate +

T ALL RANGES Al device types Securid 1 Hour(s) ® +

Cancel
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Add / Edit Admin &

Basic Details Roles APl Notes

"
Username Identity Manager|

Password * ssssssses

First Mame * Identity
Widdle Name
Last Name * Manager

Emall Address # mar@example.com
Time Fona *

Locale #

Initial Landing Page *

Require password Enabled Disabled
change at next login

(GMT-08:00) Pacific Time (U5 & Canada) ~
Englich (United States) [English (United ¢ ~

Dashboard - ~/Device/Dashboard
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9 EINRVE [EREES] ST T M RBUEI RS, R MR RRE LR R 5

Add / Edit Admin

Basic Details Roles AP| Notes

Authentication ‘:Certiﬁcates B (i)

Issuedby  CN=AW Admin User Root
ValidFrom 4 /18/2016 11:25:47 AM
ValidTe 1/13/2036 11:25:47 AM
Thumbprint | 05C2B75711A0441047D766D4644C2B421471B004
Clear Client Certificate

Certificate Password™

Export Client Certificate

P AR e A7 A p12 RS,
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PR E N AirWatch URL, API ﬁéﬂﬁ&ﬁ"vﬁo TEXGE AirWatch 407875, #EPT AT AirWatch 354
BT LhREIEIE

Fi& AirWatch & EZE VMware Identity Manager

1t VMware Identity Manager HRE AirWatch %00E, LA AirWatch B2 VMware Identity Manager 34,
AGHEH AirWatch Zha#E A3, i AirWatch API S8R, LMEMH AirWatch 285237 VMware
Identity Manager,

Se kit
B BTN AirWatch B E 41 AirWatch fA])llR7: URL,

] 515“ { VMware Identity Manager [i] AirWatch fallllegifEfT APT ZK AR E AT AirtWatch & 5 API

m FHEEST AP ARG S HEH) AirWatch IBEHHE S . IS WEER ] p12 SR
® AirWatch HH# & APT 448,
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1 7E VMware Identity Manager & 15 G 1 [ S sk i B FHUGE HE] 2%
AirWatch,
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AirWatch FEfMERE APl &8 TGEMHE 2 APL G981
AirWatch ##HRIS, NS APT SRS B P T AEALAR AL AirWatch #EAHL G50 115 o
AirWatch

AirWatch Configuration Configure AirWatch settings to integrate AirWatch with VMware Identity Manager. After you configure
the settings click Save. You can then enable other feature options with AirWatch.

AirWatch APl URL* https://myco.airwatch
Enter the URL used to access the AirWatch admin console
AirWatch API Certificate™ Upload Certificate
Upload the AirWatch p12 certificate used for API calls
Certificate Password* sssees
Enter the certificate password
AirWatch Admin API Key* fsixed XS"WHFIWS™789BGE
Enter the AirWatch admin API key copied from the AirWatch console

AirWatch Enrolled User APl kwliPMDNOfgF9d7+v+154sMx

Key*
Enter the AirWatch enrolled user AP| key copied from the AirWatch
console

AirWatch Group ID* org-group

Enter the AirWatch Organization Group ID for this integration.

T—M&

BT A B ThERRIE AT AirWatch FI&% A I IR R 3 A 0 2 A5 4% o
B HUTIRFA MR DA AirWatch 75 R[S PLEST AirWatch FFA IR
A2 B By AirtWatch FFEROSE O RF A MERR Y, 8 124 H.
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EEH AirWatch S T{HBY R E VMware Identity Manager Ry, @A DU RS H ek, a0 A e
VMware Identity Manager 1 AirWatch g i HATHECE IR A7 JEEHIRE =

AirWatch AELEEA H S AEE, i 12 VMware Identity Manager J#% S At A o e AR .

SR
CL7E VMware Identity Manager FHHi% i AirWatch,

B
T PR A S mi B B I 22 5| FR8H , #— MRGE > AirWatch,
2 FEMCEIE R RS R b, SRR
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EEEREBREEE

P REE AirWatch 851 VMware Identity Manager [145%.2> [ 1 B M E

VMware Identity Manager &l 1155

[ oyl E A7 U B > (R ] > [ 5 R HIAiRN) [ R ]

HIEAIH AT EE AirWatch FIEEYERTIR H 80t . BB UL SE R fERE R o 26
PERYE AR 2 VMware Identity Manager JIlRi%

R 13-1. TEER AirWatch EHE2 B 441 7E

VMware Identity Manager {£ i B £%E FREEZ AirWatch EREE M
userPrincipalName userPrincipalName
distinguishedName distinguishedName
employeelD employeelD

A Ak

s H (215 AN ) 2

T telephoneNumber
lastName lastname*
firstName firstname*

T EE Email*

userName username®

#ERAF B AirWatch BH#E 4 2] VMware Identity B £

FERTDAE AirWatch B HE 45 HREE VMware Identity Manager #%E, VAR RAHARRAH 2 AirWatch H £
BUTIHALEL VMware Identity Manager 2 [EIAJIE4AR . MEalAR 7] FHAK 68 & AIRFAR ]2 2 VMware Identity

Manager JI7#% T 7 1 H 8%

VMware Identity Manager H$gR[E& AirWatch Cloud Connector $&7{i HDAEA T 5 ER R
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£ AirWatch falflis b HTEal MR 68 A2 sl ARIRy, HAFIT a2 B R WAE VMware Identity Manager k75
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SRR

B VMware Identity Manager AR R B 4 TBF1E S,

B ST AirWatch HERERER) BVEMR . S5 20 PRAI I M, 7 56 110 H.
EF

1 7F AirWatch BH 4586 W, KF9E— T [AURIROC) B [Ara B, S0 [4a48) > (%7 @4 a4k
BEAH), WAL 2 RS > S >VMware Identity Manager.

2 [fAER] EBh, 4% NRUE.

et ALREFLSH AR H BRI et AR AR AR AL ROE IR A I T . aRE A [BUE] 4281, ForiE
AEIERERIAHARREAR . AT DA [958 M HsIhag sk rh A A AR AL

3 1\ VMware Identity Manager [{Ji & o

I A

URL TN AIRHIA VMware URL, 541,
https://myco.identitymanager.com,

EEREAEEE i\ VMware Identity Manager A BE S 4 471

SHERE ## \ VMware Identity Manager A #1 B & 15

Hh—%.

O AR EELARLE I AirtWatch ] VMware Identity Manager i 18 FH 25 i1
i N PEREAR AR T PR
Ye—"Far BRI F e AT 6 15 FnRE4H 25 2] VMware Identity Manager /I .

NN O

iRt 2 T EEH RGO, TR R R PP INRHZ U T o

VMware Identity Manager IR#%H1 & 357 AirWatch Fl%, i 2 AL I € F25 ) VMware Identity

Manager H1/¥) H .

T—f&

1E VMware Identity Manager 52 5 & HgB [0 FREAR] &5 s, DARERRAE S R A8 E A
$o

EFAR AirWatch Z £ E# VMware Identity Manager

i AirWatch FHEEHRAEL, AAZHEER VMware Identity Manager [R5 H1 1) AirWatch 06T, 53
RS HEx ] AT AT s

EBAETHL AirtWatch 2 % #7520 I, VMware Identity Manager JIR#% 1) AirWatch %2 & HI#k
NIy AirWatch #EFTHEHT

BF

1 JH AirWatch 2 1%, i8N\ VMware Identity Manager HEE L5 .
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3 HEmA NEEEESESNE, REE— TR
4 [ MEE) R AirWatch BRiE il IR BRI L, B — TREF.

£ VMware Identity Manager JIR7% 1, AirWatch 458 &7 6 FRT AR AIES THEHT .

# AirWatch EI2#] iOS B ®{E Mobile Single Sign-in Eg&&

12

TEEAT i0S 22 ERREIRF, VMware Identity Manager &1 I 322 Identity Manager JIRi% H 1 S 23w 342 4
#, uw k3§ Mobile SSO Bt/ U . AcRiERE o TG BT S Mirh Ly (KDC), Ml Al TRk =
Ji & B BLASEE) VMware Identity Manager PN 75 sk R (25 1) KDC I, SRE A RRAEEFE -
GO Kerberos.,

Wik AirWatch &R 10S 9 2B B/ Mobile SSO Egats, WEBT RNAI4H RS,

BEEE BT i0S 9 R ACASI i0S 35 |37 2 Mobile SSO 5% .

B ¥ VMware Identity Manager [f 1% B i #I4A L S350 (KDC)o #i 2R (2cedarm ) Wit (i
7E i0S #£3 |- f# F Kerberos B ) i,

B UREHE ] Active Directory #5555, FifE Active Directory #8144 Kerberos #BaH ¥ fim i
IRRCIMEMRERIAC . /12, T AirWatch DA Active Directory #RE5HMERE . 1 AirWatch #PE
FEEmEEA, M TH R ARGE 108 ik Mobile SSO.

m A AirWatch ARG, #57F VMware dentity Manager [%¢7] FTHRONIE . T g7
T = 108 B Moblle S50,

] f VMware Identity Manager {53 392 6 HROE N S m B2 L2, A6 MEEE i0S ik Mobile SSO
A

AR kL

B ff AirWatch B85 HHRE 10S FE e i, WRUHE —EN,

7£ AirWatch HE27E Active Directory R ISHEM IS

] AirWatch 2RI 10S 9 1 THDEE B R E B — B NGRS, 8] LALE Active Directory 1 AirWatch 2 i
TEfFERR, I7E VMware Identity Manager H1# ] iOS Jix Mobile SSO Ei#s /51 o

1t Active Directory HsiIR#%5H1$HE Kerberos R0t & MRFOIAMEMMS FUSE AR 2 12, 8RN
AirWatch AR R BREIUASEE , B SR T 2 AirWatch IR ERE

BF
1 FF AirWatch FEE 45 TIhRERT, UHERE > KRE > RERERE.
2 Tﬁ'#?%?i%o

3 AE SRR HihEUE M

st HeE 2RI [Microsoft AD CS] ks [IRERAZERY], B A BHATE IR

B’ MR
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BIE FEA

ElEES B B NfrIREEM URL, VA https://{servername.com}/certsrv.adcs/ ia
% BN SRR, ARSI E 2, AR LUE http 5k https.
URL A SR /-
st T URL B dgpse i, SHIEAEAZER http:// 3% https:/, SRTET
U\/H] ulkl% WK o

BREEMEE TN ADCS it BT 4R 2 e MR 0 2 R o AP DA i Hicih A it
MR RO IR RERAT I I RE AR R B 4R

B TferE B UIRISIR 5

EHEGBNRE N B R AAEIRE, 17T AirWatch BERFIZ5E IS ~ AD CS &1 5
R A 2 A S

4 f—MEE.
T—f@
1F AirWatch W% E M EE R4S,

B E AirWatch BU{E Active Directory MREBISHE#iE

JZ\’EEME&EW MRS AN, /) BEE4T Kerberos a5 #5{fi. 7F Active Directory #355/lki% (AD CS)
i, BRI Kerberos BRaBfiiA, L% iOS Kerberos Bt 7% 18 i B0 SEMEREAR I AR

it AD CS 5% Kerberos Bt Al , AUAZALE DHIEHEAS] SR WY [P9A] FasE R,

13-1 FLEEAEEH IR Active Directory REBIRERNE

Issuance Requirements | Superseded Templates | Extensions | Security |
General I Request Handling I Subject Name | Server

Template display name:
[

Minimum Supported CAs: Windows Server 2003 Enterprise

Template name:

Validity period: Renewal period:

[ 2fpens =l [ 6 fweeks =]
B RS AU R AR A AT . 5141 i0SKerberos. 15 [RERHFHIAS] RN S EEE T
[EREE] RN U ER S TTAN [T R ] I\ U BE R erp BUR I B R & F

m RS, BRI EERPR LRI, R AREH AirWatch 7 AirWatch TR
fit,

B GEMMRAH RS IR R R R

ORI BRG], SRR [ARTH] AT IR SR Rl e 44 2% [ Kerberos F P

B QU NFOREEEERE SIS (OID): 1.3.6.1.5.2.3.4. /)%

A JEARREARHRRR] T, MIERFTAH Kerberos HI = bt HIANEES A Bt I I APl
AR

PRSI, BT AirWatch BRFE R DA SO B . SUEMRPIOHEIR . ROE [ se e
i Lo et EREHOR R AN AT G B, iSRRI . R, SRR AR AR TR B ERE
Fio

AP, FIHGHIAZE Active Directory SR MERSAN AT FHHIATIIS 5,
11 AirWatch H1, 3E RS RMERER, NERTHE RS A,
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G BRSSO 2 i R T

SERIEE
{E AirWatch T S EHEHEHE.
B

1 fE AirtWatch fH B G, HET5 R4 > SES > BRI,
2 RINEREEARSIRE, K- TEH.
3 {EMEBIEAHIHRGE PR,

=IE ]

E4"1 7E AirWatch HB B BRI 28

BRI RERE R IRER T, SR AT AR A

BITHER Tif \ Microsoft CA #BGHIA A (BLETE AD CS HFT R 5E A0
[f))o 4141 i0SKerberos.,

FHZE 7F CN= 1%, ¥\ {EnrollmentUser}, i {} L7 5k AirWatch 77
Biff. IEEETNM S F AR, e n USRI R B A B

RELRRE IR B SRR AD CS Frff 2 s i LINRE. el A
2048,

RESHRER HEENBEB RN AL IO L .

SAN JE& SHE TR, R M, (14H % {EnrollmentUser},
QS Kerberos Bt i T H M RFA AT, HIAJHREE 58— SAN M
HAAEUE; UDID, 3 SAN %% DNS. i 4782 UDID={DeviceUid}.

HEIESBEN WEIUHAZIOT M, Sl I R A s e B H 2 i BT

BB EFHBE (X) F8E FTE S R E

R EE s RO, DUEFE D PR S RO Mk IRy, slan R ashs 17
PR AR 1 B T o

BHENTSH HEIUHAZIBC BRLABE (i RL %548 o

AEEBE N I8R5 ER 5] Web IR7%
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4 R THEE.

Certificate Template - Add / Edit

Name*
Description
Certificate Authority®
Issuing Template
Subject Name™
Private Key Length®
Private Key Type®

@ snhee

Automatic Certificate Renewal
Auto Renewal Period {days)*
Enable Certificate Revocation

Publish Private Key

withDeviceUDID

HSO_CA

certificatetemplate:CloudkDC
CN={EnrelimentUser}

2048

Signing @

User Principal Name

DNS Name

a0
3

Encryption [}
| EnrolimentUser) ‘
| UDID=(Devicelid) ;

@ Add

o EKU Attributes © Add

Force Key Generation On Device - o

Save Save and Add Another Template Cancel

M@
TSR AMIERBE ] TP Ao, ST OS i Mobile SSO B3 )y 2 PSR LS Sk BISRALS

1E AirWatch H1{E F Active Directory SR IZHEMEBIRZEARE Apple i0S REHE

& AirWatch HIEEN K% Apple 108 e FRGERS, VAEF Identity Provider s e R B 5 o 4R E A5
$EHHH; VMware Identity Provider FragBRR, DA FHAEATEREE AR . HUTTH — S NDMEATRE
BRREIONEDL PN S MR, TTHURGE 7 I 5

SE R

®  iOS it Mobile SSO #7f VMware Identity Manager 1 HE{ T3¢ E

B U iOS Kerberos Mt MMM IR Z 6 710 T ¢ AirWatch B 3= fs A A7 IO i
B U7E AirWatch i i R E IR R AR A o

B URL J§%0R110S %8 i1 10S filk Mobile SSO Bt fi e FRE SR (i 51

EF

1 7& AirWatch # PR G, 0852508 > [RERMEIR > REH.

2 RIGHTHE > FERUERE, A2 Apple iOS.

3 i\ i0SKerberos {1 #4, IRIERE—RGRIE
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BIE FEA

PRERIE T TR Ih AR LR UE R BB AR .

BREEERE e N CTRRAR P T SSCRRE REER

BE#E HET I ThRE RN S B I MR T DR AS . 12 1E AirWatch 2

[HH BRI | rhEa T i BRI,

5 g NEIA FAK+, REBET S .
6 TERBRRARIR N haThpe sk 3.
7 WNRRRE H A

8 i N_AELL AR [ S5 i BRG] > [ ER] > [ S sl k2] > [N D sk a4 B N
i) KDC frllrsfRARE o

9 (EAMIEETERS RN, REE— PRE.

10 P NHER

BIE Bee

RAEZE i\ Kerberos.,

Kerberos TEZTE $%—F +, #:23#H (EnrollmentUser},

s T \1E VMware Identity Manager & 21 rhglai it KDC Iefil HffI 418 44
. fl4n, EXAMPLE.COM

EWRE R THELRIRIN Certificate#1, 1o 2L fElss FUEN Active
Directory CA #5575

URL B BN EANFT URL 5, DAE HTTP #4bE )7 R Kerberos B
PA https://myco.example.com [{#E A\ VMware Identity Manager 1l
JIk#§ URL,

EREX ﬁkﬁﬁﬁfﬂlﬁkﬁ)\ﬁ@lﬁfﬂﬁﬁ%b ARRNE R, AHEE T i0S P Safari

AR TE —Z N, AT\ com.apple.mobilesafari DL fisE—1M
JTEJ-HMJEHIM RIS o A A N PR RIS s R S . A1 RAGHE AR K
DR P SAML Bt

11— T REFL M

108 BUE R IAEE I A RO ER, MPIATR R, BT H] 108 ik Mobile SSO Bt /7 A%
VMware Identity Manager,
T—@

TN I AR ERE ARSUE HAMAEAT TSI EIRE . B4, BUE Web Clips, LAEFEHE AirWatch HEX 5] i0S 5
B FRE R 80 Web JE HIRE A Bl s
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ROE B I EE Kerberos B B —2 N, #RI/E AirWatch B P45 G RO AirWatch #858 B RERERE, F
MEH CA #r8k FH G LAME HIR VMware Identity Manager JI#5

AirWatch S ZHEHEEE: | Aotk T T A e (SCEP)., 6 WU 4% SCEP [ty AirWatch 5
Fifi/l. VMware Identity Manager 51 AirWatch ({27 (1] AirWatch ABERAERREACE 250545 10S 9 17
BV, DABOAR R —H55

AirWatch 55 RAEMR 5 E FALERE 2 OCSP % #/8it

BAREH AirWatch R BHREKE

QIEREAE AirWatch M1 VMware Identity Manager, 54 W[ 4E 5285 FEf 10S 9 4THh4E ¥ | &4 AirWatch
BATHRREES, AEFE H S AR i0S ik Mobile SSO it

=E

1 7F AirWatch HH 3G, L85 RR > ©FEFEA> VMware Identity Manager.

2 U AirWatch BESIAERRE, AHARRFAHRTAE (% 5.

Tre AR READEUY, ST (FHALRIROE] . REAE > ADSRRFAT> ANSUFAH S AR .

3 fE RN Boh, H%— MR
EE R R T RS A R

4 % MEH, KB,

T—M&

t- VMware Identity Manager & =96, BUE [N S S0 EE] FH11Y [Kerberos B, GBI

PMEMEREA T I8

7 AirWatch i {E [ AirWatch HEREMIERE Apple i0S REHE

1t AirWatch HEN K55 Apple iOS 4B 3E R, LA Identity Provider e R RIS . SZROER 5

#$e AR VMware Identity Provider FTasRIEaR, PANET A AGHEATERE RIS

FiRrfRM

B [U{F Identity Manager H13% & i Kerberos.

B ¥ VMware Identity Manager KDC Al Ikt AR SRR S0t 4741 PT ¢ AirWatch FFER =5 5 47U W
W

B {E AirWatch HHEA G [A45] > [595] > [VMware Identity Manager] FIART & Ml

B URL J5 BRI iOS 26 F il N Kerberos Bt 1 E IR 2RSS Gk A A o

EF

1 f& AirWatch #Fl a6, G RHE > REMFEIR > FERE > FiRUers, Az #I Apple i0S.

2 HETROEREN—RBROE . T\ i0SKerberos DA %e E #4 1
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3 EAMEERER, I SCEP > BB ATl

BIE FEA

PRERIE T N hr A IhhE R AirWatch IREBIAEEGE .

BREEERE e TR I AR LSRR AirWatch BB IAERAE

BEEHE PN —BNLLRE AirWatch HEFERREMRTEE HE 0GR

4 ¥ NERE S BT, ARERENT MR
5 TEEBHEERIR MhiAThhE R ER .
6 T\ i0S Kerberos 2855 4.

7 H— N RPN G [ S5 AT PR > (PR > [S s R > [P s SR A EE R
HHY VMware Identity Manager KDC fri THE SRR

8 (RS ETE RS TSI E—BN .

9 ENHEARER.

p: 3L} i

[ SE4 i\ Kerberos,

Kerberos FEZ 8 ¥—F +, P22 {EnrollmentUser},

il Tl A\TE VMware Identity Manager [t 1% B 41468 KDC Bl IS &
. 40 EXAMPLE . COM,

BB 1E i0S 8 FUFEHhR A EIAE B RO — BN AR R0, H
A Bl E R o é ﬁﬂfﬁﬁﬁﬁﬁiméﬁﬁﬁﬁ’]“ﬁ o

URL H#& TN ZEAHATY) URL E45, DL HTTP #4107 AR Kerberos 5.
PL https://myco.example.com [1H i\ VMware Identity Manager 1l
27 URL,

EREX AT SN E R S 0wk AG ., Z22A ] 10S WY Safari

B ARBATHE—EN, i\ com.apple.mobilesafari {F/—1FHE
PR IR IS DN AS . At N\ R IR IS sk i o A R AR s
S SAML B

10 42— MRS .

B 10S FREAE R DL B I R, A MAST NGRS B AT F P9 2 Kerberos Bt 77 75BN
VMware Identity Manager,
@

BN Gy — IR ERS AR E HAAE AT T3 241 i0S Kerberos Thfig. 541, #%i& Web Clips LASH1E AirWatch 4
B 108 He T H ok AR k1) Web AR A MR

E1E Android ZEBWITHE —BNERE

118

Android ik Mobile SSO 7 AirWatch L[ Android & & 88358055 5 R HAE,

AirWatch Tunnel 1TE)fE IFEUE 2 tEA Android 25 |1, AirWatch Tunnel H]7 52 5% 8 Ao HY
VMware Identity Manager I DAES THERE . 118 1P i 68 1 ] P A8as iy A B BRRE T SSL T AERSEL,
ifi VMware Identity Manager % @ I = o 550 DA ES THERE o

faEt Android 251 4.4 FUHE ¥k A P] 5748 Android ik Mobile SSO B o
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#& VPN FENHIITEIE—FA

AT VPN /7 HUE, AT PARYE Android SEE U TEEE —ZNERES, PAIKE Tunnel filllkas. FEPEAMH
VPN [#J Android ik Mobile SSO EgtiiE, & fili IS FHA L AirWatch Tunnel AHIFIO4LRE I, (LR A AL
{E22HE Tunnel fAlllRkes, AETHIN AirWatch Tunnel RS EHEARB AR, A05@ 1] AirWatch
Tunnel TR R THRTH, HAFASKREL Tunnel ffAllkss. Tunnel H] P e HIA R —%
No

£ AirWatch HHEEAR G, BT UUETT FATRUE

®  AirWatch Tunnel F1¢) [ BRI E | o, AR EE Android 2511 AirWatch Tunnel 17
B AR S A BN SR AN S A FR A 2 I F A

m R R A E R OE RS . IERERE AT A% Android R E3IRE AR RaiE DI RE .

B AR ', NARRE Tunnel falllRes, AEnEEL (8], ARG TR h)
Tunnel f=]JIk#%-

A VPN FRHITEIE—FN

HRUE TN ARE IRt P A IS ORI 0PI A4S TR, RigisE VPN 7 IB0IE R E Tunnel frlfliz
fivo ¥ VPN RE | H—E NI, Tunnel [P r] DUSEFEEMERZE Tunnel ke i e IR IR AN
Ko AL HTRALRIIA F 45 PRI — BB Tunnel JTT 535, AHREIEZHRIA Tunnel falfleas /434

2k AirWatch F51) Android 5% ¥ {F Android ik Mobile SSO i, WZHetE AirWatch FFE = Fs 5 it
7E AirWatch Tunnel ifi 224 AirWatch Tunnel filfli#%, A VMware Identity Manager [ 2 LI & T
Android i Mobile SSO. AirWatch Tunnel A% Ml i [ #51E HIR VPN 73 AirWatch 72
TIFEMRE R AirWatch Tunnel A5 2K HATENETRE U1 Proxy M EJEFEZE VMware Identity Manager
AMEAT BE—EE NIRRT o

£t AirWatch FHEESR G, BT UUETT FATROE

®  AirWatch Tunnel Wi [ R AR GEE | Joff. HAAREREE Android ££7E 1% AirWatch Tunnel 17
B FAE 2 A O RN A A EE G o I E FHFRE

TEEE P & EE AirWatch Tunnel 2%, AATLLUT L AirWatch Tunnel Z8F250, MFARETHAT
AirWatch Tunnel frlflR#S)28E

B Android VPN BUERE . MRUTEA P AR Android BT IE HIRE S HEIIRE o
B OEEEE ARG, AR R E TR R RO VPN

R T EBIETIRR R VPN | A e A RIS 5 . Proxy falllRassFANERL K
VMware Identity Manager URL A& 37 2E F i BRI

TR AL NG E AirWatch Tunnel [FEEAIEEN, 55 2B AirWatch Resources #4435 111 { VMware
AirWatch Tunnel 1§/ ) .
& AirWatch EE T A& E Android REHE—FN
BE Android BRI —EN, PAAFF A LN AR, AT AL
e Android SEE BN, IAEZT AirWatch Tunnel, B FZr 2 AHEIBA 2 2 B —B N
SEiRiEE
B Android 4.4 5k BT
m R AE SR SAML B HAth S B2 ro gk AT
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BF
1

7F AirWatch H G, B8R RE > S > AirWatch Tunnel .

F—IKE AirWatch Tunnel K, 558EIAERR, TSGR C B THRE, TN, ShRER, RE®
B AirWatch Tunnel U5 M. K%, $4— FE&E.

15 [ALRRRUR FmH, R TR AR RGEE (B Linw . #F—3F.
AR B AR

FE [FRANEDRE B, ARSI RS, PR B — B N R S IR 4% T —
¥

{F [SSL] HE, #E [ TAE s | (1 SSL /B, T T SSL, &5 SeHUE FlAF SSL &
BZBOTM. W TF—3.
TS EARAE e H B

]

ﬁi{ TS'ZTE SAN it e A AR REE Ry B R (iR B AR 1Y, sl T SRR A

E [Bie] Hrp, SRR S A B e . % P —3k.
A o

A BRIV [TERE] LA AirWatch A% 310883

% CA R Hr— MR TRk, ISR AirWatch FREE IR

BRI A AR, At DL 1B CA ORISR

QNI AGRIN [f%E CA], FHffELR CA fiArh U8 3384 F CN=UDID, #1] DLt AirWatch Tunnel 41fEH
T T# CA B,

WT—%.

7E [FEERGBIE] B, P % Android [F3H AirWatch Tunnel VPN @ ERS, sl #RE R .
AR BRI ROE R, B ATEAMTRUERE . f2BY (FE AirWatch HEJE Android BUERE) o
TRBIAH BRI, SRR H— M.

RS ST ARG E AR H I

& AirwWatch HEIIEARIE AirWatch Tunnel VPN FEEE

oyl
rjIjJ

1BE

VAME AirWatch Tunnel #EHUBOT TS 3RE IR IS | oo, 2 Android 2R 1) i FRE AUam
fEo [ RARE TR I | AT P B RS2 EE R 2 P PR A A8 B P TR XA I 2 m]

R AR By, VPN BT A EhH4R . W05 F 4011 AirWatch Tunnel 41815, #5200 AirWatch

Resources 4935 ) { VMware AirWatch Tunnel 35/ ) .

BF
1
2

1F AirWatch ¥ F 56 L 28 Z 85 > RS > AirWatch Tunnel,

S—IRF T AirWatch Tunnel B, S IEHRR, WiliEsoe s E e, TR, HEER, Rt
B AirWatch Tunnel 058, %1%, H—T&E.

1 ARV FOfrh, BT B AR GEE (R Linw), #%F—3.
AR R AR

T [FrAnER B, A [ AE R ] e A AirWatch Tunnel {i)Jlias ) =B ALE R
£ BN, AU tunnel. example.com, 3% F—35,
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5 fE[SSL] |, #E [EDIEE TR AmaE | Y SSL#aas . # BT A SSL, s HUE A SSL &
BT, T —2F.

I S BN B A
iRt IR SAN BB, whlifeE AR e A E R (A RS AR SRR N, ol e F A S AT
B3 7 TR
6 TF [Bom] |, RIS SR AR, W5,
BEIE ]
fERE EEHY [FHRE] DABE ] AirWatch #8510 855
¥ CA AFEHUR— TR IIRER, HP I HAETE AirtWatch W e ORI

MR RETEAS . it DL 8 CA ORISR

QNI AGRIN [f%E CA], FEfEfR CA fiArh {8 3384 F5 CN=UDID, #7] DLt AirWatch Tunnel 41fEH
T i CA B,

MR Y Android P#ESEE TSR, SN CA #AP AL F1 4 CN=UDID, ok E SAN
PASA UDID., #H{ SAN %8 DNS, {4478, UDID=(DeviceUid}.

7 TR
8  fr [RUEREBAE] Ak, B Android ¥4 AirWatch Tunnel VPN BUERS, S HITRER
WA B T RUE RS, UM E RS 2B (F AirWatch F1E%E Android #ERE ) o
9 GEM) 7E [Fth] mrrh, A [ERE MRS | oobBU TG k. #TF—2F,
PR AirWatch Tunnel flllR 7.2 B TS 2850 8%
10 FoBHAHReIOReEE, RiE4E— TRERE
ABEASEE R & AR A R E T
11 SRR 5 R H Tunnel [EBREFZEE .
AT LU ] VMware Access Point 26355 Tunnel filflREe
T

‘425 AirWatch Tunnel filllg#%. WF5AHRTE R, 5525 AirWatch Resources 4934 |/f) { VMware AirWatch
Tunnel 559 )

#E Android FIE RIE AR B ERERE

FERERE L %% AirWatch Tannel f [ 851 FERGTIE | o2, ERTPABGE Android VPN BUERE, EAE

FEERE BT IRRRA

EBF

1 7F AirWatch SH LG, EE S S Srail > Fiesiaei, /4% Android B¢ Android for
Work,

2 RE Android 1Y [—&] FE (WIRHARE)
3 AEAMIEORATHIREL VPN, SR8 — NREE.
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4 52k VPN g,

BRI BT
EgEn 12U AirWatch Tunnel,
ERaE T NIE4R10 288 . 140 AndroidSSO Configuration,
Server AirWatch Tunnel filllk#§ URL & HEh#N .
fE5IEAERX VPN HE SR B E R, VPN HBIZEO W,

5 ¥ MEERA.

6 fx— MEFIEEM.

T—fA

FHESH ] Android iz Mobile SSO 2471 Android & FHFE AR R EHFE S VPN, G526 5
Android JE RSO BIE RS VPN, 25 122 H.,

# Android FEA XM AMEBIEAER VPN

#H# ] VMware Identity Manager Mobile Android ki Mobile SSO f7H{ff) Android X, REEHUH
[ AR VPN RERS] #E

SERIEHE
w2 A E R G E A TR E R AirWatch Tunnel,
m 77 Android VPN & T,

B

—_

7E AirWatch HHL TG, B 5 ERRRRESRE > ERER > HEEH.

HEHY [P9T] 265 DA

HEHGETHEE FIRES, AR AR =,

TR HR.

TE [$RIR] B ARG R, SRTEAE [HERE] A ME B EFARE R, VPN 2o kg Fhatohaedrd, $REL
PR AT 1) Android VPN 2 5E

6 f%— MEEELEM.

18 JT] Android Jiik Mobile SSO /7B Android JE TR 2MOTHE B HETIFL X VPN Q1B A 5
ol A E PR CRORFAN R, 5528 AirtWatch 54955 FRY { VMware AirWatch Mobile Application
Management 573 ) o

g e W N

T—f&
AT AR R, 2R AirWatch FREEEAER B 88 122 H,

£ AirWatch hEEHK T ERAI

PEAS AL, 7 AirWatch Tunnel [T P uf5 DUE iRt 2 Android 2611 HTTPS Proxy. #5#51H
ERE i B 2 3 AR 2 VPN SIERD Android JEFIRER, BEF3%0E Proxy filflR##(731EF] destination
By =0

AR AT AR R LRI, 5526 AirWatch Resources 4845 11 { VMware AirWatch Tunnel
faF ) o
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SE R

L TR A AR AUl T TR E 1Y AirWatch Tunnel B2,

m /57 Android VPN BERE

B EARHERIN SR R Android JE AR SRR BIE FTRE R VPN,

1 7 AirWatch B e, B 5 247 > FBA > AirWatch Tunnel > 88 ERHI .

2 kM { AirWatch Tunnel $85/5 ) R, SOE49EmERNEGE . FEA24HE Android ik Mobile SSO
ZHRE, WAEAE A L] B R aEA T R AIRE
a  fF [EAFE] BT, Fr e FE A AR S VPN BOERER Android JE AR

b TF [BhE] BT, HEH Proxy 38T HTTPS Proxy Ealle i\ VMware Identity Manager -4
ZAREAHE R HI41, login.example.com:5262,

fast WM VMware Identity Manager - SNSAZIERR ,  FIDAZE IR Aotk f i
5262, =i DMZ HII7) Proxy seELE R 5262 i .

c  TE[HHEHELRR] kT, B\ B VMware Identity Manager i 7. 640
myco.example.com, AirWatch Tunnel H i E iRt VMware Identity Manager 4% RBI4 h
#| HTTPS Proxy.

3 i MEF.

System / Enterprise Integration / Airwatch Tunnel / Network Traffic Rules

o Add rules to Tunnel, Block or Bypass the network traffic using Airwatch Tunnel

Note: These rules are only applicable to the Per App Tunnel companent of Airwatch Tunnel and is only supported for Android devices. Based on the rules specified
on this page, the Airwatch Tunnel application installed on your mobile device will decide to either block, bypass or tunnel network traffic. There is also an option
available to route network traffic to a custom HTTPS proxy configured in your network

Default Action * Tunnel

Rank 1 WS1 Android-Android - I Q
o
isa\nlnr(r Android-Android j
[
T—f@
PGSR o B RLIITR, BRI BT VPN BERE, I AirWatch Tunnel JiE HIRE ARE 2 U
SSO,

42 VMware Identity Manager & 155, KRBT [WEIO S /25802 44 ] HEPRE Android it
Mobile SSO. ik
GUID-3D7A6C83-9644-42 AE-94BD-003EAF3718CD#GUID-3D7A6C83-9644-42 AE-94BD-003EAF3718CD,
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A E AirWatch Agent JfE FHFEAGEMHLACEIN, REUR e AR, Hrh s ARG &
PEROFERE. HEAEBIPDRHRTAL, ATHECRAE BT G B B AirWatch 1R B EUERIRF IR e A
R, BIEERITE AirtWatch J245 G BUE I EBIE

VMware Identity Manager 10 /7 UG RIEIH, A8 708 T2 1R BB NIRE T2y AirWatch filflesi b
B E SRR . FF e P n PR A SRR, SO0’ BN TR VMware Identity
Manager N\ A —EN . HECEBRGHIE, SATIRERERIIRIE.

Workspace ONE fif TR AU e 4 Bl Sy B Bbes i, G s P TR O I A R R i A
FTHETTREME, AZE AirWatch 4% 5 B HH R SEIRER A S G IBUMREER L, SRR e A2 RS2 A RO IE
R AR AR,

WFERE AirWatch FFE RS RIMEFAN RN, 5525 AirWatch B54955 21 ( VMware AirWatch
Mobile Device Management 5/ ) o

RMEFSERERNFIERERRR

RUE T B A R A O HUR RIF AL, 3% VMware Identity Manager #7505 AirWatch SRS B2 R 5
1/ AirWatch BEERF PRI ArT AR IE B0 SR e R TIPS PERR A RUTIRE, A& mT LA
HAT L ZEY AirWatch BT ERIFRE B A TGRS RIARE AT S MBS TR A B UL R

e Mk I A I GEZE 4 E 1OS ik Mobile SSO. Android ik Mobile SSO M /535 S22 1 e il rhad
Vo B 77 1k A B SN A4 2 e A T U 4 e ) 2 8 R S M3 O

SERMEMY
APV SRR e T RO E B T T
B

1 PR AR G [ B A P 22510, 3IGERE > AirWatch,

2 ¥ [AirWatch] HIHW [FFa ] Wiy, S0,

3 TR

4 TF [k ST I ] SRR, B > A,

5  RICEEAREEA I A

6 7r [BERIMLR] [ Bk, SSEECEE AR i A

7 {rRE R R A A TR MR haRR R, d T+ MR B Tk

8  TERIM I WA T A R TR R M MR ThRERrh, BICRERF S GHE AirWatch),

9 (R AE [HRTEERR] RRE ST r,  E ARl Bt R B AN A A I S SBORe I T T
AlUEL e 7E BRTSESEA S T, AT ATERUE HOR Y iAs o
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10 H—T%ﬁo

Add a Policy Rule

If a user's Network Range is... ALL RANGES

] [

and the user is trying to access content from... i0s

then the user must authenticate using the following method...

Mobile SSO (for i0S) B and B‘ Device compliance El

If preceding Authentication Method fails, then:

-Select Authentication Method- B only B

=+ fallback Method(s)

Re-authenticate after: 81 hours

Custom Error Message Create an custom access denied error message that displays when user authentication fails.

Message Text

Cancel Save
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