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= ¥ Syslog [HIEES TREREHF

= AR

SSRGS

sCERELE
Ffi47 NSX-T Data Center ot (fufii ESXi T FAATHOICHE) MURC 8-SR & RFC 5424 st
Syslog ¥t KVM it s E ER T RFC 3164 #5358, S04#ksfA /var/log HEE,

7F NSX-T Data Center /T2 E |, #A[PL#EIT N4 NSX-T Data Center CLI #y2 DU a0 4% «
get log-file <auth.log | http.log | kern.log | manager.log | node-mgmt.log | syslog> [follow]

£t Hypervisor H1, frLIliJf] tac. tail. grep #llmore % Linux @& A finc sk, 2t ml LIAE
NSX-T Data Center ffit 5 ¥ |- fifi iz e 4,

p=(11’
il 3
W

W17 RFC 5424 (4N, 524 https://tools.ietf.org/html/rfc5424 . 7 RFC 3164 [UEL4HEEN, &
B4 https://tools.ietf.org/html/rfc3164.

RFC 5424 g/E5% MRLaEUE ROk
<facility * 8 + severity> version UTC-TZ hostname APP-NAME procid MSGID [structured-data] msg
Ek N SN IR

<187>1 2016-03-15T22:53:00.114Z nsx-manager NSX — SYSTEM [nsx@6876 comp="nsx-manager"
errorCode="MP4039" subcomp="manager"] Connection verification failed for broker '10.160.108.196".
Marking broker unhealthy.

TR AP RAT T (comp) MIf-TCH: (subcomp) ¥aMl,  RITRDREDIRILE A .

NSX-T Data Center 67 A= & Wit 3% (%0t 1locale HATHUE 22) DL S0 8% (%t local7, HATHUE
23). Frfs API Y By o il B FeAZ sl Bk
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Bl APIFFEIUARBB Rz R 8 LA R SRR

w FRLLNESE entId, RIS AP OMEE,

» EORGRISS L req-id, HIRASRIER RO APLIFIY,

m INIBERER IS ereqld, WIH APIFENY {04 EE X-NSX—-EREQID: <string>.
m NI E S euser, Q0 AP IFEIY 404 F55H X-NSX—EUSER: <string>.

RFC 5424 ©5E5% Mo B AL -

FREMERR G

0 Ba. RGILLH

1 WOR: RN BRI
2 R TR

3 St Fawothkii

4 L BRI

5 MR —RAHTERRA
6 =it = iitiibsy

7 F8E: SRR

FCERVE AR R B B Bon, iR BRI ARk, B s
Woo SHERASH T HAN— (8 T AL BT AR . TR HGRIR E R4 .

MSGID Mz P AR AR, Anaal B SIS B, R 2B Rl st R A

SR EIR imEC 8%
BRI LL 2 NSX-T Data Center JfiEH12&E M Hypervisor DU st Skl 5 2 i it g il ks
NSX Manager. NSX Controller. NSX Edge F/1 Hypervisor S 4& s st 4% VA JALERFE TG 18 335 &

BT RC K o
£ KVM 4 F, NSX-T Data Center ‘e B4R ELX /etc/rsyslog.d Fgrh, DLABROE

rsyslog ¥ .

SERMEMF
»  RE R kAR A G B
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bi)=d
1 7f NSX-T Data Center JiE 28 | e 18 im =0 6%
a BT PSR RC Bk Al AR AN 2 U Skl IR A IO RR B AR . 4 m] DA TS 5% )0 b HLAE 2S5 4%
T B A 4R o 2 MR ek AU R A ARG

set logging-server <hostname-or-ip-address[:port]> proto <proto> level <level> [facility
<facility>] [messageid <messageid>] [certificate <filename>] [structured-data <structured-
data>]

s ﬁ?ﬁ&tunvﬁﬁniﬁﬁﬂiﬁ:uﬂ, A2 (NSX-T CLI 22%) o VL2 T ARTHE 2 a0 S Al
MResdifg. Bl

nsx> set logging-server 192.168.110.60 proto udp level info facility syslog messageid
SYSTEM, FABRIC
nsx> set logging-server 192.168.110.60 proto udp level info facility auth,user

b A LIEH] get logging-server &ttt BR4HE . BN,

nsx> get logging-servers
192.168.110.60 proto udp level info facility syslog messageid SYSTEM, FABRIC
192.168.110.60 proto udp level info facility auth,user

2 {F ESXi oM IR i
a  HIT M LA E Syslog A EZAHIELRH A -

esxcli network firewall ruleset set -r syslog -e true

esxcli system syslog config set --loghost=udp://<log server IP>:<port>
esxcli system syslog reload

esxcli system syslog mark -s "This is a test message"

b A PLBGT F Al A DL A e

fmv

esxcli system syslog config get

3 £ KVM EH F e i e &% «
a  SHEEIERARTERG % /etc/rsyslog.d/10-vmware-remote-logging.conf,
b FATHIG R R

*.% @<ip>:514;RFC5424fmt
c BT Ml

service rsyslog restart

VMware, Inc. 8
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Haﬁ*ﬂlh\*gﬁﬂlj ﬁl%
fERtEREUEH Eﬂ,g

messageid 228,

R1& 1. REHAE A

%ﬁJiEIJE%ﬂ“%‘ﬂﬁﬂ%%i/’%%ﬂ%ﬁ@’ﬁﬁiﬂo
SESEREN 2 3 )| iR 2 i WSS

A PUdi ] set logging—server fyss

Y

BB
FABRIC

SWITCHING

ROUTING

FIREWALL

FIREWALL-PKTLOG

GROUPING

DHCP
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& 1. LB BIE (4D

NS il gl
ﬁﬁ

=S

AR

1T
=
A
AR
2255 (NSX Manager, NSX Controller)
TH4: (NSX Manager. NSX Controller, NSX Edge A1 B4 T1-4%)
g
kS

MONITORING SNMP

TR AR
Traceflow

- e bR SRR

P

SYSTEM ﬁﬁﬁ (1% Syslog Fl ntp %)

=

i
IE ﬂﬂ}* S
He

gt}

¥ Syslog [EREIEI TR ZEHERR

anAsE R SRR AU BIRC B, , ST FAIPEE,

» RO SRR IP A2k,

= R level 2T IEMEREE

m  fifER facility S IERERE

w QRIERAE A TLS, R PRERIE B A5 UDP, DA A2 I AR AAHAT
m QR E 2 TLS, SRR E iSRRG 6514

m  RERARE R B, WA E (AR SRR B

»  {li[TJ#i% restart service rsyslogd FETHE) rsyslog % .

Ho15) rsyslog 4HfEFE (/etc/rsyslog.conf):

### rsyslog config file. Customized by VMware.

### Do not edit this file by hand. Use the API to make changes.
$PreserveFQDN on

$ModLoad imklog

$ModLoad immark

module(load="1imuxsock" sysSock.useSpecialParser="off")
$RepeatedMsgReduction on

$FileOwner syslog

$FileGroup adm

$FileCreateMode 0640

$DirCreateMode 0755

$Umask 0022

$ActionFileDefaultTemplate RSYSLOG_SyslogProtocol23Format
$IncludeConfig /etc/rsyslog.d/*.conf

VMware, Inc.
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$template RFC5424fmt,"<%PRI%>1 %TIMESTAMP:::date-rfc3339% %HOSTNAME% %APP-NAME% %PROCID% %MSGID%
%STRUCTURED-DATA% %msg%\n"

$WorkDirectory /var/spool/rsyslog

$ModLoad imudp

$UDPServerAddress 127.0.0.1

$UDPServerRun 514

$PrivDropToUser syslog

$ActionQueueType LinkedlList # nsx exporter: e7347687-8be7-4519-a8e1-73c5192c9b43

*.info @1.2.3.4:514;RFC5424fmt # nsx exporter: e7347687-8be7-4519-a8e1-73c5192c9b43

wERS
s 5 1 TR e iy, R AT RE S, SRR T IR E AT o
it NSX Manager IR iR & -

nsxmgr> get services

Service name: cm-inventory
Service state: stopped
Service name: http

Service state: stopped
Session timeout: 1800

Connection timeout: 30

Redirect host: (not configured)
Service name: install-upgrade
Service state: stopped

Enabled: True

Service name: liagent

Service state: stopped

Service name: manager

Service state: stopped

Logging level: info

Service name: mgmt-plane-bus
Service state: running

Service name: node-mgmt
Service state: running

Service name: nsx-message-bus
Service state: running

Service name: nsx-upgrade-agent
Service state: running

Service name: ntp

Service state: running

Service name: search

VMware, Inc.
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Service state: stopped
Service name: snmp
Service state: stopped
Start on boot: False
Service name: ssh
Service state: running
Start on boot: True
Service name: syslog
Service state: running

1E R, http IRESCAT 1o BT AT T A1lar4 Bh http IRk -

nsxmgr> start service http

SSH fR#%

UNSRAE SRS FE P R A SSH IR, VT DUE R B B BNHE A B, W AEH R o) ar & i a2 IR -
start service ssh

CETT DU TS A0 SSH 205 2t MR R
set service ssh start-on-boot

U] SSH AT, ATLURAS IR Sy BN, SRIZ4THAR 5E Jetc/sshisshd_config WG
17

PermitRootLogin prohibit-password

s, WRTLARON SSH IR, 2 P R E TR IRURIIE T vApp WA ARIH] SSH AR
v

PermitRootLogin yes

IR, B NS EET ) sshd falllRes -

/etc/init.d/ssh restart

WX ZRBE

R G k) s SR ANA AR A B G S S S s (0, RIS G T R MR o L b (1 5 )
Mo

VMware, Inc. 12
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IR s s (0 MR AR, A I I B SRR S < SR s ST AR ) B —
TARE5E o IR AR s (0 =R S ey, R RS B SERT R B (0 e o 1 b (= A S Al

FL

Ao

NSX Cloud [zt AR AAHEIEE CSM USRI, FEE N CSM, B2 R& > ARIER > XIS
f, RETE. AR TR RIE NSX Manager HUfS PCG (3% tl. PCG (k% tlid tu
PFiTAT LA i e R R B o
=
1 PRI DU R BREE 2\ NSX Manager, #4947 https://nsx-manager-ip-address.
2 EPCEET AR RS > AR
3 B M BRBEZRLITE.
4 ERREIR,
AR ED B O S BRI B . IR EAE . Edge. MR AAT EMTIE .
5 (M) fRERCER A BN (DA BEAL) DAHFRR B il 4 8 R 8%
6 (EHEN) DB R B S SR U SRR RGRL S S ss o
(GEER AW E i o ae Sl Ry e v I et Ty Ik e
7 GESRME) BRI I, RS 0 1 R R R
8 i NRAENARE BER AR A S s £
IR AERRC B B R e, T R AT RE 1 2 oy it
9 EFsSRRE T ROIRAE.
RSN C 5e O BRI BB B B 1 43 LG
10 JSROREOE IR G Bk A S IRAR I 8ETE, St — N8 MRS .
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AR AR 2 [ — PR AR P AR T (VIF) 2 IR, Bdn, e — (R dRer e 6 o — (e it

PRI T Ping BOE, JI T LA ACED it BR A E R < M

TEPRIAZ AT, FEMECR I AT B 80 P (S P Es > AT R A B ORI o Il e AR T rh ) T RN S

SEHE AR L
ZIK ﬁﬁuj‘nﬁﬁ?ﬁ ﬁl‘E

T NSX Manager i1 NSX Controller stk &

m A IR

w SRR CCP

AT TR

w  BEREHR AR TR

w BEEEHEME L2 TS B

w  BEREHF AR PR T A AR I B P I

m FEEEHEAR VLAN SREEAZ MRS S i i

w  BEEEHRREDEE T AZ AR ARP I8

w  BEHEARE VLAN E IR e st ARP I3 05t g i

A
P

iz

\

2 NSX Manager 1 NSX Controller E& &k RE

TfEs2 NSX Manager 11 NSX Controller #5tE[fRAEIF 3, HA2HI 20 #1458 % NSX Manager.
B2F

1 7F NSX Manager |#17 N4l CLI w4, DARELRIRAE A stable.

NSX-Manager> get management-cluster status
Number of nodes in management cluster: 1
- 192.168.110.47 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086) Online

VMware, Inc.
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Management cluster status: STABLE

Number of nodes in control cluster: 3

- 192.168.110.201 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)
- 192.168.110.202 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)
- 192.168.110.203 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)

2 7F NSX Controller [-#4T N4 CLI #34, DARE(RIIKAE s active,

NSX-Controllerl> get control-cluster status
uuid: db4aa77a-4397-4d65-ad33-9fde79ac3c5c
is master: true

in majority: true

uuid address status
Ocfe232e-6c28-4fea-8aa4-b3518baef00d 192.168.110.201 active
bd257108-b94e-4e6d-8b19-7fa6c012961d 192.168.110.202 active
538be554-1240-40e4-8e94-1497e963a2aa 192.168.110.203 active

3 7F NSX Controller F3# 7 %) CLI 74, PUEARE 434 NSX Manager.

NSX-Controllerl> get managers
- 192.168.110.47 Connected

mEREERIR

BT AEARIRI IR IR S Pt e A e, 1 15 SR itk 8 2 C D o

2K

1 1¢ NSX Manager GUI, Ui dipzss UuID,

2 GBS RN T T A APLIFRY , DUREORIE S i e e R v AR PR e s o

GET https://<nsx-mgr>/api/v1l/logical-ports/<logical-port-uuid>
3 SRR T N A APLIFRY, DURE LR 8 A C D .

GET https://<nsx-mgr>/api/v1l/logical-ports/<logical-port-uuid>/status

o 25 {5 2 B AIA RE

o = 0 AR R o

EF

& BT MY APEREIY DUEESHE T RR 8

GET https://<nsx-mgr>/api/v1l/transport-nodes/<transport-node-ID>/state

VMware, Inc.
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QURFEI R $5ER RPC JLRE, SHBUT NAEEHEHE D BE .

B (T /etc/init.d/nsx-opsAgent status PAFTE opsAgent &1 IEFEATo

B T /etc/init.d/nsx-mpa status VAEEE nsx—mpa £ IEAERIT,

m THEEE nsx-mpa S5 Cad4EE NSX Manager, #5107 nsx—mpa iE B A0 EE

AT opsAgent G AR 2 NSX Manager, i nsx—opsAgent ié%. W opsAgent
CLHAR % NSX Manager, 4 2] MAIGLE .

Connected to mpa, cookie: ...

" TEAE opsAgent St /Lt HostConfigMsg N, FiHRiAT nsx-opsAgent bk, {5
i, AR RMQ BERERE.,  HACE Il 7 ol R e ] e B A% {8k

AR T HostConfigMsg Ihf opsAgent & 75 &

n OEEEARTET TR RMQ AUE AR R R, GELEE NSX Manager AT F RSl
SN IR o

WU EA] 4R partial_success, HRTZIHEMNIEEA L, (EA7H nsx-opsAgent Flkfilih, 1
ESXi 14 I, #:4 hostd.log 11 vmkernel.log. F KVM I, Syslog &AM slé%,

BB AT AT RE

fords AR iR 8

=3

3
ui)g

ided
& BT NI APIIEIY DU e <2 4tk g
GET https://<nsx-mgr>/api/v1l/logical-switches/<logical-switch-ID>/state
QUSRI ER R partial_success, [FIZE#A7E NSX Manager S ki Ac s 4H RE oloR IS
[F1 75 A T BT . BEREHE AT B U i BT R R S HE P B . fay MR E
A RETHHE A HIEE A T,
®  nsx-mpa ELHi%E%E NSX Manager.
®  nsxa AR E T E DI,

"t nsxa.log fll nsxaVim.log HVEEER S Hams i B GET grep ivd, LAETA i /5 C 4%
IR A2 PRAR AL

® 7 nsxa fl nsx—mpa IEERRN] . 1BIAE Syslog #EZ ¥ nsxa sUBkEEITT  grep mid, FRH
nsxa FRRCENANEE 1 FIRFH] .

» 3R nsxa BLIE L UIFRIOHARIE I . Q0SRAE nsxa ARHARE T P YIRS I N E0S @I A IR AR AL G
BIFHE, FUAHRETREA S RS A

VMware, Inc. 16
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£ KVM I, AL A s A R HER B A PR, KPR IR i e it e ] ] e A A B
[

TE ESXi b, AEWIAISerb ER M st . A5 A gy, EHE T4 H vCenter Server
ol vSphere AP ¥ i A 4R 21 A7 THAM I

WEREE R CCP

e RB PR AL A A i F A5 - 1fT (CCP)

¢ {F NSX Controller [-#17 41 CLI ax4, DARECRETHASHRZA A

NSX-Controllerl> get logical switches
VNI UUID Name
52104 feab22ec-94b2-46f4-88f8-f9d44a416272 1sl

it b CLI e S ANEHIH 388 VLAN fHE AT fiss

M E A H T E AR A

BN AR, FENERE M R netepa TR H AR o

SE iRk

TR AT AR TR e . T2 B A I AC st CCP,

2F

1 Ei SSH IR A A AZ IR T TE 42 A5 o

2 T MU, IEEERRIE SRR R AR 2] I VNI Hypervisor

get logical-switch 5000 connection-table

3 {Ff Hypervisor |-, #iT /bin/nsxcli @4 LA NSX CLI,
4 PuT ML LAEEE CCP LAERS R .

hostl> get ccp-session

Session Index State Controller
Config © up 10.33.74.163
L2 5000 UP 10.33.74.163

HEAE CCP sty b —{i CCP filihh & RN TARRE B, BN AR Bl s ifiss, AE

n&ﬁf CCP AP —H CCP fii%h AR L2 T/EREE, ¥1id VLAN EEASIRES, 1% AT
CCP i,

VMware, Inc.
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REEEHERRAH R TAEPE R EIRE

4R CCP ZHFE TAFRS BRI, Fsfids MPA Fll netcpa 15k fE.
532

1 1T A APILIFIYDLIA A MPA 275 2 4R % NSX Manager,

GET https://<nsx-mgr>/api/v1l/logical-ports/<logical-port-uuid>

2 ff Hypervisor |-, #{T /bin/nsxcli a4 LLRLEN NSX CLI,
3 BT M4 LLEVE node-uuid,

hostl> get node-uuid
0c123dd4-8199-11e5-95e2-73cclcd9b614

4  HUT M4, DIESE NSX Manager 5215 0 CCP BafliEiA 2 3244,
cat /etc/vmware/nsx/config-by-vsm.xml

5 4% config-by-vsm.xml LA CCP ¥, w273 LU AE Hypervisor |- 5% i B i )

TR R BT, NSX Manager €{8% Hypervisor [F LS, CCP L8 By Lkis s, 7
HE&?JEQEE&E’\J@M .

6 ity /etc/vmware/nsx/host—cert.pem H AR ZE A 280
I8 AZE B NSX Manager A S M A8 254

7 BWIT IS, DU netcpa [k g,
1E ESXi | .

/etc/init.d/netcpad status

1E KVM I

/etc/init.d/nsx—agent status

8 ok HHTRCED netcpa.
1E ESXi ) (CAARAT) SR HTHGED (4 IE/E3T) netcpa.

/etc/init.d/netcpad start

/etc/init.d/netcpad restart

VMware, Inc.
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£ KVM _FRE) (R 8 T) sl (77 1IEAE 8 T) netcpa.

/etc/init.d/nsx-agent start

/etc/init.d/nsx-agent restart

9 IRAHRE TAFRSBLIARED, Sl RBh SCH IS ik VMware 503k .

SREEHERR L2 TIERE SRR

o {8530 FH A T R AT 4R R

25

1 1E Hypervisor |-, #{T /bin/nsxcli fir4LARE) NSX CLI,

2 BT MlerS, EREBHARGEN AR B .

hostl> get logical-switches

3 HEPEESRAREA S EE S ORI,
T ESXi I, $1T net-dvs Ni&HRIE, #ild,

port 63eadf53-ff92-4a0e-9496-4200e99709ff:

com.vmware.port.extraConfig.opaqueNetwork.id = .. <— this should match the logical switch UUID
com.vmware.port.opaque.network.id = ... <— this should match the logical switch UUID
com.vmware.port.opaque.network.type = nsx.LogicalSwitch , propType = RUNTIME
com.vmware.common.port.block = false, ... <— Make sure the value is false.
com.vmware.vswitch.port.vxlan = ..

com.vmware.common.port.volatile.status = inUse ... <- make sure the value is inUse.

QiR AR AR B EUIRE A, SRR RIS G H A% VMware 2P [FIRE, REET R
Hlar A DA DVS £ 77 :

[root@hostl:~] net-dvs | grep nsx-switch
com.vmware.common.alias = nsx-switch , propType = CONFIG

BAT PN A VUSRS e g

[root@hostl:~] net-dvs —s com.vmware.common.port.block=false <DVS-NAME> —p <logical-port-ID>

£ KVM |, #1117 ovs-vsctl list interface WHEZEATHIE VIF UUID (A THEAAAE, f H
admin_state U pLED, 0PI external-ids:iface-id [1J OVSDB Hi#5% VIF UUID,

REHRERRECRSNER FEEE

R E R D B A i AL RE RS TR IR RE IE IRy, 1B i B A IR B ANH] Hypervisor | R RiRRs = i)
AR EE TREHEHEAR

VMware, Inc. 19
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IR B AR A AR R Hypervisor b, wist8 2 BEREFRIRAE i T A2 1R ) ARP [T
=R
1 R AR e Etlss AT T4, UG CCP @& A 1L VTEP JiFH .

controllerl> get logical-switch 5000 vtep

2 {5 Hypervisor |, #U47T F4 NSX CLI iy A DL & HE 75 A 1EHER VTEP ji5 5
7F ESXi I

hostl> get logical-switch <logical-switch-UUID> tep-table

s, BRTLTT A1 Shell #54 LA VTEP ¥l

[root@hostl:~] net-vdl2 -M vtep -s vds -n VNI

1F KVM I:

hostl> get logical-switch <logical-switch-UUID or VNI> tep-table

3 & PAEA Hypervisor FI1) VTEP &5 1] DLEAH#AT Ping {3,
{f ESXi Shell #& /7 7cH:

hostl> ping ++netstack=vxlan <remote-VTEP-IP>

1E KVM Shell #2570

hostl> ping <remote-VTEP-IP>

dndit VTEP M7 BAHERA T Ping fH,

a  ah T T G Y R RO VLAN RS O TR ﬁn%f/i\ﬁm}fﬁ)%’tlﬂﬂﬁﬁﬂm}%ﬁ, iy
VLAN JERE 2Ry 0o QU AR E A0 VLAN, 1 Hypervisor iU B 1 JiC g A2 H s i 42 1 e 38 e 2 7
TR M Az VLAN,

b 1; E'JA_}_V /Ko
4  fgity VTEP 2 [H1Y BFD T /EPSES 215 Okl .
1E ESXi I, ¥4T net-vd12 -M bfd \i&&[HIE, il

BFD count: 1

Local IP: 192.168.48.35, Remote IP: 192.168.197.243, Local State: up, Remote State: up, Local
Diag: No Diagnostic, Remote Diag: No Diagnostic, minRx: 1000000, isDisabled: 0
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TE KVM I, & IP ) GENEVE A1,

ovs-vsctl list interface <GENEVE-interface-name>

WRAATNEA I 4 F%, 55847 ovs—vsctl find Interface type=geneve DAl i f7id i/ if
=% BFD %ill.

WARFAE] i VTEP [f) GENEVE S fI, st nsx-agent 2 IEAEEIAT, i H OVS Bt
73 2L H47 2] nsx-agent.

[root@hostl ~]# ovs-vsctl show
96c9e543-fc68-448a-9882-6e161c313a5b
Manager "tcp:127.0.0.1:6632"
is_connected: true
Bridge nsx-managed
Controller "tcp:127.0.0.1:6633"
is_connected: true
Controller "unix:ovs-13d.mgmt"
is_connected: true
fail_mode: secure

FEHEHERE VLAN B IR BUR T mEE

AN R BRI A R AN TR BOIR B IE IRy, Bl FRUEN VLAN A Hypervisor | 5t
i < [ PR AR T R TR o

WER BRSSO AHIRN Y Hypervisor |-, A HLATA AL REREI TR BOIRBIEH , SR8 = REE R it i <2
sy ARP R,

i3
¢ HERPET RN LR AR, 8 VLAN BRUERE
7E ESXi I, MERBEUBIEE T net-dvs = POl TR, /R iR FROE VLAN. flin.

port 63eadf53-ff92-4a0e-9496-4200e99709ff:
com.vmware.common.port.volatile.vlan = VLAN 1000 propType = RUNTIME VOLATILE

7E KVM I, VLAN dEFEASRER i E R B b HIOPHIBOR MR $RAIRERE, #IRAKE VIF 19iR
i, ] VLAN XOIARRE ,  SRIEAE B e B A 2] PIF fffas. BT ovs-vsctl
list interface, 2 NSX EHIMGRRTI NSX setaasifitns 2 fA B Hike i Ees

REAMBESREL RSN ARP HE
AP B R B A AR S B R L

TS VLAN SR I A HaRs, SHHiAERERE AR VLAN SRR SRR i ARP R (it 2 e
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FEAT ROVBEEHERLBR 2 0, SHAE AR BB RS LIT arp —n 5% o ARAE P EREREES Dt
ARP, RIS TARIHIPER . SHEERTE N —fBERE i VLAN E s ias al il ARP IR B (it
ENf=

=R

& QAR R AR ESXi, W H E A AT (1S SR E i A RaY) FROT] ARP Proxy, wisfeids
CCP H1 Hypervisor [[] ARP &k} #,

1E CCP |

controllerl> get logical-switch 5000 arp-table
1E Hypervisor |, il NSX CLI i 84T o anss

hostl> get logical-switch <logical-switch-UUID> arp-table

HH ARP R et ARP Proxy (R B 77 1R, AISRANET Bt Proxy #2050 ARP [BIffE, Bk
#2y KVM 3 SR ARP Proxy,  HITEERHE @EEE& ARP DR, BUM it A Al Re R IR L. &y
= ﬁfQ‘Fﬁl i%ﬂ'ﬁ

m ORI ASRAS R E AR MTEP, i S #rs U 51t NSX Manager GUI 455 4
SOURCE. 15 AIREerEIEIbiE, 0 H. Ping BhfE R B 41 E R A

n SRR ARP IHH, ARG EORHR (e IR R,

REHEHE VLAN BE RIS ARP BRI EEXFEE

R LA BB Traceflow T sk~ BhB it B (0 SRS ek HE iR (08 o

FHE NSX Manager GUI 4T Traceflow T H, F5EH % T B > Traceflow., 4175 F41ER,
(NSX-T £ PE75HT ) o

il
o
B
2n

B
o TENBHEEG

A ESXi b, #{T net-stats -1 DABAS VIF RS R oG . ansi AR H M VIF (73 AH
[F][Y) Hypervisor |-, FE#UAT FAldr4 .

pktcap-uw —-switchport <src-switch-port-ID> —--dir=0
pktcap-uw —-switchport <dst-switch-port-ID> --dir=1

QIR AEFTE [l VIF AR Hypervisor |, s57F4EAIR VIF [ Hypervisor 34T R4

pktcap-uw —-switchport <src-switch-port-ID> --dir=0
pktcap-uw ——uplink <uplink-name> —-dir=1
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RS TP VIF (1) Hypervisor -, 1T FAll#r4:

pktcap-uw ——uplink <uplink-name> --dir=0
pktcap-uw —-switchport <dest-switch-port-ID> —-dir=1

A

£ KVM |, ansR A5 H poHe VIF A AHIRIRD Hypervisor |, SHEAT R4

B
&

ovs—dpctl dump-flows
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HREEI TR

AR L B A TREHEH AR HOARR BRI

EAREREBRT

AR AL IE S ¥ M Hypervisor F3fT, [FIRmE
7)o

= NTP

m  DNS

LAVEAE vCenter Server AT (£

st e 2 B O A8 NSX-T JofFEL Hypervisor 2 M. sl o2 2 PIROTT 3
NeZ BN T M Alar

r9HER NSX Manager |1 DNS TREY, 5B SSH, DI 2 54

root@nsx-mgr-01:~# /etc/init.d/resolvconf restart

[ ok ] Restarting resolvconf (via systemctl): resolvconf.service.

IR1%, PV DNS AHAERY

root@nsx-mgr-01:~# cat /etc/resolv.conf

# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8)

# DO NOT EDIT THIS FILE BY HAND —— YOUR CHANGES WILL BE OVERWRITTEN

nameserver 192.168.253.1
search mgt.sg.lab

mER TSRS R A
7t ESXi E#% FAH1] NSX-T CLI #y%:

esxi-01.corp.local> get managers
- 192.168.110.19  Connected

esxi-01.corp.local> get controllers

Controller IP Port SSL Status
192.168.110.16 1235 enabled connected

VMware, Inc.

1HEFR

Is Physical Master

true

Session State
up

UL

HIPERT S AR

Controller FQDN

NA
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1E KVM F4 1] NSX-T CLI #574

kvm-01> get managers
- 192.168.110.19  Connected

kvm-01> get controllers

Controller IP Port SSL Status Is Physical Master Session State Controller FQDN

192.168.110.16 1235 enabled connected true up
7F ESXi 4% P ERE CLI dy4

[root@esxi-01:~] esxcli network ip connection list | grep 1235

tcp 0 0 192.168.110.53:42271 192.168.110.16:1235
ESTABLISHED 67702 newreno netcpa

[root@esxi-01:~]

[root@esxi-01:~] esxcli network ip connection list | grep 5671

tcp 0 0 192.168.110.253:11721 192.168.110.19:5671  ESTABLISHED
newreno mpa
tcp 0 0 192.168.110.253:30977 192.168.110.19:5671  ESTABLISHED

newreno mpa

£ KVM R Al R4 CLI A4

root@kvm-01: /home/vmware# netstat -nap | grep 1235

tcp 0 0 192.168.110.55:53686 192.168.110.16:1235 ESTABLISHED 2554/netcpa

root@kvm-01: /home/vmware#

root@kvm-01: /home/vmware#

root@kvm-01: /home/vmware# netstat -nap | grep 5671

tcp 0 0 192.168.110.55:50108 192.168.110.19:5671 ESTABLISHED 2870/mpa
tcp 0 0 192.168.110.55:50110 192.168.110.19:5671 ESTABLISHED 2870/mpa

root@kvm-01: /home/vmware# tcpdump -i ens32 port 1235 | grep kvm-01
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ens32, link-type EN1OMB (Ethernet), capture size 262144 bytes
<truncated output>

03:46:27.040461 IP nsxcontroller@l.corp.local.1235 > kvm-01l.corp.local.38754: Flags [P.], seq

3315301231:3315301275, ack 2671171555, win 323, length 44

NA

2103688

2103688

03:46:27.040509 IP kvm-01l.corp.local.38754 > nsxcontroller@l.corp.local.1235: Flags [.], ack 44, win

1002, length 0

AC

<truncated output>
root@kvm-01: /home/vmware#

root@kvm-01: /home/vmware# tcpdump -i ens32 port 5671 | grep kvm-01
tcpdump: verbose output suppressed, use —-v or -vv for full protocol decode
listening on ens32, link-type EN1OMB (Ethernet), capture size 262144 bytes

03:51:16.802934 IP kvm-01l.corp.local.58954 > nsxmgr@l.corp.local.amgps: Flags [P.], seq 1153:1222, ack

1790, win 259, length 69

03:51:16.823328 IP nsxmgr@l.corp.local.amgps > kvm-01l.corp.local.58954: Flags [P.], seq 1790:1891, ack

1222, win 254, length 101
AC
<truncated output>

VMware, Inc.

25



NSX-T Data Center ZER{HEfl4E A

FRE SRR

QIR NSX-T TSR0 IP Azhl, ERESREer A, AR HA 20 1P fzhl, FIReEr s ARG b,
B IR i e e BRI R R . AR R

w UCEAIREAE > By > M, AniE A, ARERIRATA IP Azl (EERAZHEERAN)

- NERR, RIBEREEDR,

KVM [ RE

KVM =R R FRRZ RS A T8 /boot H Bk P eI S sk st 88 4=, fBilan:

LI PR e G

R FRARIRS

RTL Tar4 df-h Acduds n] el . QiR /boot HEHIRA 100%, ZERTLASAT NAIER(E:
"  HfT sudo dpkg —-list 'linux-image*' | grep Aii D& LRI
BT uname —r DATSE HETHTHIAZ D sa 2F8ERIEAZ L (linux-image).

= {fi]f] apt-get purge FIHAAFLTEIMLG . Bldn, B4T sudo apt-get purge linux-
image-3.13.0-32-generic linux-image-3.13.0-33-generic,

T TR
m  /F NSX Manager /1, Mizsshaml e ARG,
m T RS BRI R

#8F Edge FEHEHERITRIAHRESERR

¥ Edge HEfitiAR 12, NSX Manager ©if e fEHaR 1R A R A RedmR . 7 R S B 0 S UL N AI N
ESNHINER

nsx-manager NSX — FABRIC [nsx@6876 comp="nsx-manager" errorCode="MP16027" subcomp="manager"] Edge
758ad396-0754-11e8-877e-005056abf715 is not ready for configuration error occurred, error detail is
NSX Edge configuration has failed. The host does not support required cpu features: ['aes'].

HHTRED Edge PORMERACIRTS, Hefitidas et e
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56 | 7% B S5 5 B
CEPTBUREHE T8 AP, RSB AS(E AISr AR B

DELETE https://<NSX Manager>/api/vl/transport-nodes/<TN ID>?force=true

NSX Manager A &ad TR, ARHERRE S A A F IR I RE e R 1EAE M BT AT ilR
N-VDS FIVIB, QUG Gt S B s e, SeoeMERat S B Re, SRR IMERETRG . s,
e — e,
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£ I% R E TR EEHERR

NSX-T FLA ] A B TR N i T R

Traceflow

WATLLE ] Traceflow Ay 40 i MTM/"E@%JE G AN SPS:

ORI Bilan, ErReBs ORI fHE 5

WEHEHR
FOAEIAIS TR BT, W TR

edge0@1> get logical-router
Logical Route

UUID VRF LR-ID Name

Ports

736080e3-23f6-502d-81d6-bbefb2786666 0 0
c9393d0c-1fcf-4c34-889d-2daleeee25b8 1 10 SR-tO-router
9333c94e-5938-46b4-8c7d-5e6ac2c8b7b5 2
c91eb7c5-0297-4fed-9c22-b96df1cIb80F 3

edgedl> vrf 1
edge0@l(tier@_sr)> get route

Flags: c - connected, s - static, b - BGP, ns - nsx_static
nc — nsx_connected, rl - router_link, tOn: TierO-NAT, tln:

tll: Tierl-LB VIP, tls: Tierl-LB SNAT

Total number of routes: 25

b 10.10.20.0/24 [20/0] via 192.168.140.1
b 10.10.30.0/24 [20/0] via 192.168.140.1
b 10.20.20.0/24 [20/0] via 192.168.140.1
b 10.20.30.0/24 [20/0] via 192.168.140.1
b 30.0.0.0/8 [20/0] via 192.168.140.1
rl  100.64.80.0/31 [0/0] via 169.254.0.1
rl  100.64.80.2/31 [0/0] via 169.254.0.1
rl  100.64.80.4/31 [0/0] via 169.254.0.1
<TRUNCATED OUTPUT>

b 192.168.200.0/24 [20/0] via 192.168.140.1

VMware, Inc.

8 DR-tl-router@l
DR-tO-router

NEL AR, [

Type

TUNNEL
SERVICE_ROUTER_TIERO
DISTRIBUTED_ROUTER_TIER1
DISTRIBUTED_ROUTER_TIERO

A OO U1 W
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b 192.168.210.0/24 [20/0] via 192.168.140.1
b 192.168.220.0/24 [20/0] via 192.168.140.1
b 192.168.230.0/24 [20/0] via 192.168.140.1
b 192.168.240.0/24 [20/0] via 192.168.140.1

FERATA I 1P bk, FEEAT MAla

edge0@1(tier@_sr)> get interfaces
Logical Router

UUID VRF LR-ID Name Type
c9393d0c-1fcf-4c34-889d-2daleeee25b8 1 10 SR-t0-router  SERVICE_ROUTER_TIERO
interfaces

interface 1 977ac2eb-8ab7-40e9-8abe-782a438c749a

ifuid 1 285

name : uplink0l

mode : Lif

IP/Mask 1 192.168.140.3/24

MAC 1 00:50:56:b5:d5:64

LS port : 14391f86-efef-4e3d-98c3-f291c17d13f8

urpf-mode : STRICT_MODE

admin T oup

MTU : 1600

interface 1 6af81d72-4d32-5f66-b7ae-403e617290e5

ifuid 1 270

mode : blackhole

interface 1 015e709d-6079-5c19-9556-8be2e956f775

ifuid 1 269

mode : cpu

interface : 3f40f838-eb8a-4f35-854c—-ea8bb872dc47

ifuid 1 272

name : bp-srO-port

mode : Lif

IP/Mask 1 169.254.0.2/28

MAC 1 02:50:56:56:53:00

VNI 1 25489

LS port 1 7700208d-27fa-4f8d-afad-a9c41ca6295b

urpf-mode : NONE

admin T oup

MTU : 1500

interface : 00003300-0000-0000-0000-00000000000a

ifuid 1 263

mode : loopback

IP/Mask 1 127.0.0.1/8

#E T B

AU T1 B, DS SR i e TO A PL ksl B @nl DLl A EEA s . NSX £
43, NAT. e, LB VIP L& LB SNAT,
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£ B N 1T ZEHEHERR

AR ARG TREMEHE RO MR
AT P

= IR ESXi Lot 1 ZROB KRR

o I KVM o0 L ZSROB O

= O R

FIE ESXi E£# &= ARIR NSRBI
R ESXi T AEIIBL JORSIT R, AT DA E A FE RIS SO T
AT ESXi T4 L1y dvfilter T B

[root@esxi-01:~] summarize-dvfilter
<TRUNCATED OUTPUT>
world 70181 vmmO:app-0la vcUuid:'50 35 9c 70 18 8e 99 1d-3c f9 8e cc 6b 27 4c 6f'
port 50331655 app-0la.eth®
vNic slot 2
name: nic-70181-ethO-vmware-sfw.?2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
world 70179 vmmO:web-02a vcUuid:'50 35 2b f3 4a 4b 10 83-54 72 50 f7 25 10 d8 64'
port 50331656 web-02a.eth0
vNic slot 2
name: nic-70179-ethO-vmware-sfw.?2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

VMware, Inc.
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PR E R R dvfilter
[root@esxi-01:~] summarize-dvfilter | less —p web

world 70179 vmmO:web—02a vcUuid:'50 35 2b f3 4a 4b 10 83-54 72 50 f7 25 10 d8 64'
port 50331656 web-02a.eth0d
vNic slot 2
name: nic-70179-ethO-vmware-sfw.?2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

FIETEREIEE dvilter FOBS SR (FEIEEEHIN, nic-70227-ethO-vmware-sfw.2 % dvfilter #f):

[root@esxi-02:~] vsipioctl getrules —f nic-70227-ethO-vmware-sfw.2

ruleset mainrs {

rule 3072 at 1 inout protocol tcp from any to addrset 48822ec3-2670-497b-8219-524618c16877 port 443
accept with log;

rule 3072 at 2 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618c16877 port 80
accept with log;

rule 3074 at 3 inout protocol tcp from addrset 48822ec3-2670-497b-82f9-524618c16877 to addrset
8b9e75e7-bc62-4d7f-9a58-a8721393448e port 8443 accept with log;

rule 3074 at 4 inout protocol tcp from addrset 48822ec3-2670-497b-82f9-524618c16877 to addrset
8b9e75e7-bc62-4d7f-9a58-a8721393448e port 22 accept with log;

rule 3075 at 5 inout protocol tcp from addrset 8b9e75e7-bc62-4d7f-9a58-a8721393448e to addrset
b695c8df-9894-4068-a5e7-5504fe48d459 port 3306 accept with log;

rule 3076 at 6 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 443 accept with log;
rule 3076 at 7 inout protocol icmp typecode 8:0 from ip 192.168.110.10 to addrset rdst3076 accept with
log;

rule 3076 at 8 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 22 accept with log;
rule 3076 at 9 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 80 accept with log;
rule 2 at 10 inout protocol any from any to any accept with log;

}

ruleset mainrs_L2 {
rule 1 at 1 inout ethertype any stateless from any to any accept;

}
IAHRFE dvfilter H IO AHL S HE

[root@esxi-02:~] vsipioctl getaddrsets —-f nic-70227-ethO-vmware-sfw.2
addrset 48822ec3-2670-497b-8219-524618c16877 {

ip 172.16.10.13,

mac 52:54:00:42:4d:38,

}

addrset 8b9e75e7-bc62-4d7f-9a58-a8721393448e {

}

VMware, Inc.
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addrset b695c8df-9894-4068-a5e7-5504fe48d459 {
ip 172.16.30.11,

mac 52:54:00:64:0e:4f,

}

addrset rdst3076 {

ip 172.16.10.13,

ip 172.16.30.11,

mac 52:54:00:42:4d:38,

mac 52:54:00:64:0e:4f,

}

T I E dvfilter 1O

[root@esxi-02:~] vsipioctl getflows -f nic-75360-ethO-vmware-sfw.?2

Count retrieved from kernel active(L3,L4)=20, active(L2)+inactive(L3,L4)=0, drop(L2,L3,L4)=0
a5d914f7a5b85fe5 Active tcp 0800 IN 3076 0 0 192.168.110.10:Unknown(51281) —-> 172.16.10.11:ssh(22)
513 FINWAIT2:FINWAIT2 4304 5177 34 33

a5d914f7a5b86001 Active tcp 0800 OUT 2 0 0 172.16.10.11:http(80) —> 100.64.80.1:Unknown(60006) 457
SYNSENT:CLOSED 56 819 1 1

a5d914f7a5b86006 Active igmp 0800 IN 2 0 0 0.0.0.0 —> 224.0.0.1 36 0 1 0

a5d914f7a5b86011 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60098) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 413 5411 9 6

a5d914f7a5b86012 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46001) —>
172.16.20.11:Unknown(8443) 815 FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b86013 Active udp 0800 OUT 2 0 0 172.16.10.11:Unknown(40080) —> 192.168.110.10:domain(53)
268 140 2 2

a5d914f7a5b86014 Active udp 0800 OUT 2 0 0 172.16.10.11:Unknown(59251) —> 192.168.110.10:domain(53)
268 140 2 2

a5d914f7a5b86015 Active ipv6-icmp 86dd OUT 2 0 0 fe80::250:56ff:feb5:a60e —> ff02::1:ff62:5ed4 135 0
07201

a5d914f7a5b86016 Active ipv6-icmp 86dd OUT 2 0 0 fe80::250:56ff:feb5:a60e —> ff02::1:ff62:5ed4 135 0
07201

a5d914f7a5b86017 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60104) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 413 5451 9 7

a5d914f7a5b86018 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46002) —>
172.16.20.11:Unknown(8443) 815 TIMEWAIT:TIMEWAIT 7314 1230 8 9

a5d914f7a5b86019 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60110) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 373 5451 8 7

a5d914f7a5b8601a Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46003) —>
172.16.20.11:Unknown(8443) 815 FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b8601b Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60114) —> 172.16.10.11:http(80) 328
TIMEWAIT: TIMEWAIT 413 5451 9 7

a5d914f7a5b8601c Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46004) —>
172.16.20.11:Unknown(8443) 815 TIMEWAIT:TIMEWAIT 7262 1218 7 9

a5d914f7a5b8601d Active tcp 0800 OUT 2 0 0 172.16.10.11:http(80) —> 100.64.80.1:Unknown(60060) 457
SYNSENT:CLOSED 56 819 1 1

a5d914f7a5b8601le Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60120) —> 172.16.10.11:http(80) 320
TIMEWAIT: TIMEWAIT 373 5411 8 6

a5d914f7a5b8601f Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46005) —>
172.16.20.11:Unknown(8443) 815 FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b86020 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60126) —> 172.16.10.11:http(80) 229
EST:EST 173 5371 3 5

a5d914f7a5b86021 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46006) —>
172.16.20.11:Unknown(8443) 815 FINWAIT2:FINWAIT2 7418 1230 10 9
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FIEr KVM E#_EE R aIB A iER
FEEEERR KVM B A, 5P DA b O KRR,
IR KVM 4 05 LIRS VIF 757

# ovs—appctl -t /var/run/openvswitch/nsxa-ctl dfw/vif

Vif ID : da95fcle-65fd-461f-814d-d92970029b0
Port name : db-0la-etho
Port number : 2

PUE S aREesy = N R s Ay e e i[NP LE 73

W E I Z e VIF S 5 (EI BRI, da95fcle-65fd-461F-814d-d92970029bF0 /4 VIF 5l
)

# ovs—appctl -t /var/run/vmware/nsx—agent/nsxa-ctl dfw/rules da95fcle-65fd-461f-814d-d92970029bf0
Distributed firewall status: enabled

Vif ID : da95fcle-65fd-461f-814d-d92970029bf0
ruleset d035308b-cb0d-4e7e-aae5-a428b461db46 {

rule 3072 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618c16877 port 443 accept
with log;

rule 3072 inout protocol tcp from any to addrset 48822ec3-2670-497b-8219-524618c16877 port 80 accept
with log;

rule 3074 inout protocol tcp from addrset 48822ec3-2670-497b-8219-524618c16877 to addrset 8b9%e75e7-
bc62-4d7f-9a58-a8721393448e port 8443 accept with log;

rule 3074 inout protocol tcp from addrset 48822ec3-2670-497b-8219-524618c16877 to addrset 8b9%e75e7-
bc62-4d7f-9a58-a8721f393448e port 22 accept with log;

rule 3075 inout protocol tcp from addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e to addrset
b695c8df-9894-4068-a5e7-5504fe48d459 port 3306 accept with log;
3

ruleset 3027fed3-60bl1-483e-aal7-c28719275704 {

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port
443 accept with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset b695c8df-9894-4068-
a5e7-5504fe48d459 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port
22 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port
80 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port
443 accept with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-
a8721393448e accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port
22 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port
80 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618c16877 port
443 accept with log;
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rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset
48822ec3-2670-497b-8219-524618c16877 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-8219-524618c16877 port
22 accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-8219-524618c16877 port
80 accept with log;
}

ruleset 5e9bdcb3-adba-4f67-a680-5e6ed5b8f40a {
rule 2 inout protocol any from any to any accept with log;

}

ruleset ddf93011-4078-4006-b8f8-73f979d7a717 {
rule 1 inout ethertype any stateless from any to any accept;

3
VAR VIF Wl R At S o

# ovs—appctl -t /var/run/vmware/nsx-agent/nsxa-ctl dfw/addrsets da95fcle-65fd-461f-814d-d92970029bf0
48822ec3-2670-497b-8219-524618c16877 {

mac 52:54:00:42:4d:38,

ip 172.16.10.13,

}

8b9e75e7-bc62-4d7f-9a58-a8721393448e {
3

b695c8df-9894-4068-a5e7-5504fe48d459 {
mac 52:54:00:64:0e:4f,

ip 172.16.30.11,

}

1B Linux Conntrack 4l kg dy Hid ., fEIbHBIh, S EERE 1P Nk 2 RIS

# ovs-appctl -t ovs-13d conntrack/show | grep 192.168.110.10 | grep 172.16.10.13

ACTIVE

icmp,orig=(src=192.168.110.10,dst=172.16.10.13,1id=1, type=8,code=0),reply=(src=172.16.10.13,dst=192.168.
110.10,1id=1, type=0,code=0) ,start=2018-03-26T04:43:28.325,1d=3122159040, zone=23119, status=SEEN_REPLY |
CONFIRMED, timeout=29,mark=3076, labels=0x1f

Bh N HE £ B R0 £k
AR A5 O RO RE 8%, R AT AR B GRS B B R Sk A B A T R HE
ESXi fill KVM R0 88HE 2 /var/log/dfwpktlogs.log.

# tail -f /var/log/dfwpktlogs.log

2018-03-27T10:23:35.196Z INET TERM 3072 IN TCP FIN 100.64.80.1/60688->172.16.10.11/80 8/7 373/5451
2018-03-27T10:23:35.196Z INET TERM 3074 OUT TCP FIN 172.16.10.11/46108->172.16.20.11/8443 8/9 1178/7366
2018-03-27T10:23:35.196Z INET TERM 3072 IN TCP RST 100.64.80.1/60692->172.16.10.11/80 9/6 413/5411
2018-03-27T10:23:35.196Z INET TERM 3074 OUT TCP RST 172.16.10.11/46109->172.16.20.11/8443 9/7 1218/7262
2018-03-27T10:23:37.442Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.12/35770->172.16.20.11/8443
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S

2018-03-27T10:23:38.492Z INET match PASS 2 OUT 15600 TCP 172.16.10.11/80->100.64.80.1/60660 A
2018-03-27T10:23:39.934Z INET match PASS 3072 IN 52 TCP 100.64.80.1/60720->172.16.10.11/80 S
2018-03-27T10:23:39.944Z INET match PASS 3074 OUT 60 TCP 172.16.10.11/46114->172.16.20.11/8443 S
2018-03-27T10:23:39.9447Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.11/46114->172.16.20.11/8443
S

2018-03-27T10:23:42.449Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.12/35771->172.16.20.11/8443
S

2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP RST 172.16.10.11/46109->172.16.20.11/8443 9/7 1218/7262
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.12/35766->172.16.20.11/8443 9/10 1233/7418
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.11/46110->172.16.20.11/8443 9/9 1230/7366
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.12/35767->172.16.20.11/8443 9/10 1233/7418
2018-03-27T10:23:44.939Z INET match PASS 3072 IN 52 TCP 100.64.80.1/60726->172.16.10.11/80 S
2018-03-27T10:23:44.957Z INET match PASS 3074 OUT 60 TCP 172.16.10.11/46115->172.16.20.11/8443 S
2018-03-27T10:23:44.957Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.11/46115->172.16.20.11/8443
S

2018-03-27T10:23:45.480Z INET TERM 2 OUT TCP TIMEOUT 172.16.10.11/80->100.64.80.1/60528 1/1 1500/56
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» FEHUH IPFIX UTSHUT, KVM RS ERORTER 1P Ik i4

R ITIE S M BR (F s ER B

g B S (B A

Lif]

7E RGBT e s AR

1 ESXi LR AT R AU AR AR

2 OSSR R, (B, AR IER O ARSI e A AL

3 MR AR AR R B I R R o

4 ARETACHHE R AR T o

5 EHOHTH A RN E SN  HER rO B T R . P BREE BRI/ A B o
FE

TR 2 v, QSRS e, A DD B ET RS, A5 NSX Manager & Sad iy, & @ BIER
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fRRFAE
1 7rii%E % NSX-T Data Center 22 #8811 |, f¢ vCenter Server A vmknic,
2 f{fi]f] esxcfg-vswitch -1 CLI sy A ins &R, Bian

esxcfg-vswitch -1

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
vSwitch0 1536 4 128 1500 vmnicO
PortGroup Name VLAN ID Used Ports Uplinks
VM Network 0 0 vmnicO
Management Network 0 1 vmnicO
Switch Name Num Ports Used Ports Uplinks
nsxvswitch 1536 4

3 f{#i/f] esxcfg-vswitch -d <switch-name> ——-dvswitch CLI #y2-HERAc s 450, .

esxcfg-vswitch -d nsxvswitch —--dvswitch

EREEERES —EIEFISREEKRL 5 oiE
1SR ESXI PRI EL MG R L, B M 5 — (RS G R0 6 43 i

Lif]

ESXi {ean B B i E AR Rl i e MU e R fl g . FTUAREH] CLI 5% get controllers #RFIC
AR IR o IR AR R S A, B B AR 2 S — (R EJJ FrEERA) 5 438

&

B N A B S E AR = C PR s tiRe, ARl — i AR R SO AR ) 7 — (s . R
REVTFE S dit, a2 TR T Ao

NSX Manager E¥&SE &R

KVM =4 | E5 1) NSX Manager 7E 81T get service fll get interface % CLI fy &N g%

Ll

CLI 3% get service fHinlgfaR. Hln,

nsx-manager-1> get service
% An error occurred while processing the service command
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HAth CLI Ap At [ RE Sl #3% . get support-bundle fip& 37k /tmp H 8T AERMERTIR G, 514n,

nsx-manager-1> get support-bundle file failed-to-get-service.tgz
% An error occurred while retrieving the support bundle: [Errno 30] Read-only file system:
' /tmp/tmpHzXF1lu'

/var/log/messages—<timestamp> SlaE 054 FRUEE. :

Nov 17 07:26:48 no kernel: NMI watchdog: BUG: soft lockup - CPU#5 stuck for 23s! [gemu-kvm:4386]

EE
NSX Manager JfiEFZEE F0—k 2 AR E R, —Sen] BRI N B Re Sk

https://access.redhat.com/solutions/22621,

AR, AR MBS R RE R RS B TR

RIRFTR

1 B BERBRE R R LR EREMEHS KYM 328 F#U T NSX Manager.
a {7 virsh destroy my4 A5 1E NSX Manager FEfitiéas .

b #1¥# qcow2 Mg, IS ABEHAT virt-rescue . B,

virt-rescue ——-rw -a nsx-unified-appliance-2.0.0.0.0.6522097.phadniss—p0-DK-to-DGo-on-rhel-
prod_nsx_manager_1.qcow?2

C fE virt-rescue & HERF I, BT e2fsck A VAEIE tmp B A% B,
<rescue> e2fsck /dev/nsx/tmp
d g, S5 T e2fsck /dev/nsx/tmp B EVE A S50,
e fiif] virsh start FgE) NSX Manager.
2 RIE 2. [ TEIR

s, 2B (NSX-T EEE/GH )

NSX RIEFER EL NSX Manager @s 8RS

7 ESXi A% I BT 2 (Hn i BN SEsas ) KB, ESXi 0 3T NSX AR A /F B
NSX Manager 1 iR H] HE i@y .
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i
SECPESE (B anEE ey vnic B Rl INE #IEAZHaRY) U<, /var/run/log/nsx—opsagent.log 1175
FORNISHINEN:

B

level="ERROR" errorCode="MPA41542"] [MP_AddVnicAttachment] RPC call [0e316296-13-14] to NSX management

plane timout
2017-05-15T05:32:13Z nsxa: [nsx@6876 comp="nsx—esx" subcomp="NSXA[VifHandlerThread:-2282640]"
tid="1000017079" level="ERROR" errorCode="MPA42003"] [DoMpVifAttachRpc] MP_AddVnicAttachment() failed:

RPC call to NSX management plane timout

BE
TERBUTRGR R, S RS T REAR R L PR BER ,  S16DR) b i TR A PRI 1 A P
S
1 3 NSX AR RE A uaRAE o

a f& ESXi T:hk I, fH]I o415 1k NSX opsAgent:

/etc/init.d/nsx-opsagent stop

b #RilifEZ /etc/vmware/nsx—opsagent/nsxa.json, %45 vifOperationTimeout [1{H, 1
Wift 25 45 % 55,
"mp" : {

/* timeout for VIF operation */
"vifOperationTimeout" : 25,

faat @AM NA AP ER 2 e hostd JiiRF( .

c i M4l Rl NSX opsAgent:

/etc/init.d/nsx-opsagent start
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2 950 hostd A
a fE ESXi 1 b, @ NAarA{2 1k hostd FCEEFEL:

/etc/init.d/hostd stop

b Qﬁﬁﬁﬁ"; /etc/vmware/hostd/conﬁg.xmlo {F <opaqueNetwork> T, U4 <taskTimeout>

<opaqueNetwork>
<!—— maximum message size allowed in opaque network manager IPC, in bytes. ——>
<!—— <maxMsgSize> 65536 </maxMsgSize> ——>
<!—— maximum wait time for opaque network response ——>
<!— <taskTimeout> 30 </taskTimeout> ——>

c ] Ml 4 ) hostd ARHERES:
/etc/init.d/hostd start

LTI ESXi i

AL ESXi A 4 NSX-T Data Center 49k 244

il

it NSX Manager GUI #8 ESXi RN, WATRER [ ... MERBECHZEAEEE VIB 5% ] .
SUBRFE R AT R IRILE

Failed to install software on host. Failed to install software on host. 10.172.120.60 :
java.rmi.RemoteException: [DependencyError] File path of '/usr/lib/vmware/vmkmod/nsx-vsip' is claimed
by multiple non-overlay VIBs

RE
eI 2 —28 VIB 57 M b, TRER AR Toe B 4o e
S

1 [EsERERE IS VIB 14275
2 fliH] ESXi iy ARl Z g VIB.

NSX Controller JREEAR IEFE
NSX Controller g £ FH 1 —SE s il g i L — (s il 2 105K REAS IE A

IR

AR BB PIRCTE I, AL s I A5 2R TR, 07 B0 b LB ELE
1T
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RE

B R B PG BRRCE IR, RS A0 ) ZooKeeper A ISR, B Psl#R Bl derp 1
filbdzstilae 2 MR

fRRFTR

& QEEEREMER S A R E I P RR B, DL ED BERERR o SRAR B F B EE T N e B AN b A
A, wHZE (NSX-T E2E7577 ) ity (IR NSX Controller 25t =2 ) —fifio

EORA IPFIX BIERT, KVM EREE PSR P E5EL
15 KVM i 1 (102 (R LR T] IPFIX LB A 100% I, SEBLRRIEIES L0 HE IP 1ThEE
BRCVE M A4

528

R — A E 2 RS O] IPFIX LR R 35 R 100% 1y, & K IPFIX . o
R, SRS P RS AR, B A A R B A R AN R 1 OVS TRE dik .

&
T AR A - MR B e 1T = AR
fRRFTER

* BRI IPFIX O EE SRR B BRI, A A Bl
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