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NSX-T Container Plug-in ##H

NSX-T Container Plug-in(NCP) 1] JTJ## NSX-T Data Center £l Kubernetes > S/ & 751738 T2, b
P S NSX-T Data Center BLA R PaaS (-5 EIARE) &l , 5141 OpenShift 1 Pivotal Cloud
Foundry, A¥Er5HtH] 714 Kubernetes #/1 Pivotal Cloud Foundry & NCP.

NCP 1y ofre e A asgidT, Herfl NSX Manager #1 Kubernetes il J-[flifE . NCP & A

AELA A T, FLEEFRREIY NSX AP SRS BUAFS A4S 2R, Qe | AZHss . % s
LT

NSX CNI M 75l Kubernetes fih T, ‘B o B A8t A= dr i v g4t ﬁ%ﬁ SR E
%4 vSwitch, DA ZAHESEEE 0% Y vSwitch, A A F A EEL VNIC > R ARHR

NCP £t M4 1hiEE

m 7 Kubernetes #5E HEh 7 NSX-T Data Center @#i5447%, H &5 Kubernetes iy 243 [H iy B
AR o

¥ Kubernetes 44 ii4s 2= M IEANEE . WACE IP A1 MAC {74k,
SRR ATHEEE (NAT) H A 55E Kubernetes iy 223 [HIFC 2 S 78K SNAT IP,

FERE T NAT B, S 1P Z280RGEETE 1000,

= %l NSX-T Data Center 43P SO FE 1 Kubernetes 471K 5
w SRR AR
SCEAERE I ) IPBlock 2
T Ak [ I FE AR IS, 3% matchLabels Al matchExpression,
SCAE HAth a4 23 [ 82 A
= F{E ClusterIP JIUf{J Kubernetes JIx#5 il LoadBalancer U/ .

m FEE NSX-T 28 7 e Piirss 5 /F Kubernetes A,
m  Fifh TLS Edge #%11- %8 HTTP ALTHI HTTPS NI,

n RN TR IRAHRE
m R URI EHTE N,
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A2 A9BSR AIAEENAESSAE NSX-T Data Center A HasLmipBata A 0, 3f fo s i
B 3% NSX-T 224 R4 RIS H

TESCASH, NCP 57 4% Fi— Kubernetes #4570 LLEAT i FAHIE] NSX-T Data Center #3251 2
Kubernetes 2%, HREER LA AT NCP U T,

ES SN F
" AREETOR
" B

= JH4 NCP

ARIEER

#7A Kubernetes 115411 Pivotal Cloud Foundry (PCF) 1%, NSX-T Container Plug-in (NCP) JL45 R 41I4H

FR1& 1-1. Kubernetes IBIERNHERMER

AR PR
NSX-T Data Center 22. 23
s LR AR Y Hypervisor ® IR vSphere iR

m RHELKVM74. 75
= Ubuntu KVM 16.04

s T EE RS = Ubuntu 16.04. RHEL 7.4, 7.5
AR L m  Kubernetes 1.10

m Kubernetes 1.11

Container Host Open vSwitch 2.9.1 (FEMHA NSX-T 2.3 F12.2)

%% 1-2. Cloud Foundry IBEHHEAIMEE K

BRRRE i%:N
A MRS Hypervisor m  ZIE(1) vSphere A
R TH ®  ({#FL NCP 2.3) Pivotal Application Service 2.1.x (2.1.0 [4:4}) fil Pivotal Operations

Manager 2.1.x
®  Pivotal Application Service 2.2.0 #/I Pivotal Operations Manager 2.2.0

= ({£fR NCP 2.3.1) Pivotal Application Service 2.3.x FlI Pivotal Operations Manager
2.3.x

vl ==

REMLER

TEE 22 Kubernetes FUERIEHT, ZEMIRE NCP IFRHF ZHBUT MIPEE . i Tic s b Bk, s
ZEFIE NSX-T Data Center 1l Kubernetes 25 B #

1 22K NSX-T Data Center.
2 TR (e e
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T R R RS, A6 Kubernetes filT B4R 2 A2 15
HEAT SR O JE K AR

37 Kubernetes 4/t 1P [ 3.

Ny SNAT (SRIFAEHE Az abiE ) (1 1P Sl

TR R |- 2225 NSX CNI (A S48 ) SR
TERHIEETES |- 22255 OVS (Open vSwitch).

E Kubernetes Hi#h1) NSX-T 44l

i NSX Hii BiHRE 2 %% DaemonSet.,

i NCP ‘%t /% ReplicationController,,

12 7+ NCP #@irh iz 2o a6 .

FH4& NCP

i NCP FHILE 2.3.0, s T MEER.

1
2

QIRARIEAFET Pivotal Application Service (PAS) 2.1.x, 55t PAS FH4LE 2.2.x,
174 Pivotal fEIFEUIRIFEREE, % NCP 2 NSX-T [EFEF-4K 4% 2.3.0,

A Kubernetes 5 OpenShift £21%, 714% CNI RPM/DEB 14, NSX i #hifCFifi . DaemonSet f1
NCP ReplicationController,

(V) % NSX-T Data Center 7144 % 2.3,
NCP 2.3.0 & NSX-T 2.2, {H#&WA[PLT14: % NSX-T Data Center 2.3,
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=RE NSX-T &iE

224 NSX-T Container Plug-in 2 Jj, ARG NSX-T Data Center ¥,
AL LN,
m B0 NSX-T &R

w AV AIROESS O TR A

Al =3

SRE NSX-T &iF

AR E ) NSX-T Data Center E it & i Flglisl . 25 0 JEHE i th=s . T IRAR B R as
BHAZHgs . Kubernetes SHEEN IP B3R, DK SNAT (1 IP Hili

i FHALRERE ncp.ini HIY UUID s & Fh%E NSX-T Data Center &,

EEEnES

%5\ NSX Manager 3355 AR > MATEIR. 210 TR 2 AT 0T B, sl o i
B

B nep.ini B [nsx_v3] EBHRGE overlay_tz I8, FE@ i era el DB nlgt
Mo WHREAHE overlay_tz, NCP # EHEIEEE O g AR o (e b el 3 G

% 0 BiBHKH

BN NSX Manager f 55 S 48RS > B > BRHss . =T ARSI s, sl 8o th#s

ZAE nep.ini 1 [nsx_v3] WEHRGE tierO_router BRI, R a2 EIMEE O MR I thas .

ek B s A R TR A T

-
F

A
/|

K

BE AT IREE

i F AR Y NIC A E AR 2 B R AC R RS o BB AR BRI T Fod i) i 4R 2

NSX-T Data Center, i 1o BHE ] DB S SRt f T35 . 1B\ NSX Manager 250 2= 48 > 354 >
RHER, TUAENT AT IRES o AEACHRES I, B AR G A SR DN s vNIC, R E LA
AR .

B . <cluster_name>, #i[E: ncp/cluster
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® 750 <node_name>, #{[H: ncp/node_name

<cluster_name> {HAEFET nep.ini 2 [coe] W cluster HEIAMI(HE,

Kubernetes AR IP EE
N\ NSX Manager ifi 555 2 4838% > IPAM, DU —si 2 1P i, LA CIDR A% 4R T IP [,

BIAF nep.ini 1Y [nsx_v3] HEEEHEE container_ip_blocks #:0H, F57F Kubernetes 4F@iHY IP [
o

W DL A AE SNAT iy #2445 (81 Kubernetes) skt (814 PCF) 19 IP [,

B nep.ini 1Y [nsx_v3] MR E no_snat_ip_blocks #EIE, f5EdE SNAT IP ¥,

QUFAEAE NCP U TR 4 SNAT IP [itiy, HIAZEEHRE) NCP, 751, NCP a4 AL I 1P
FHR, BEEFERAIE.

et BT IP BRI, HSEE AR NCP 2 4HAERS ncp.ini 1K) subnet_prefix 228, 0
Tan b AR, #2068 nep-re.yml H H A nep.ini ) Configmap.

SNAT 1 IP &£ &

NSX Manager Hif#J IP ZEln HIZEALE 1P 7k, e A6 H SNAT BUHINEREAE R 1P, DLA AR
SNAT/DNAT BLHIZABEIN Dk, i Openstack (78 1P, 1528 IP fib-thfgZ [ ANBIP ] .

Z il Kubernetes s 8w FHAHIFI /NS 1P LEIRL . - NCP ATl B wr ¢ HE LA TR Kubernetes ik
SRR T4 . IRTHRE, A Guer (i AR AR AR 4R e 5. s Bl AN R T4 RN,
FHEH nep.ini 2 [nsx_v3] M) external_subnet_prefix %I,

EATDLERAE nep.ini 1Y [nsx_v3] AR E external_ip_pools i#1H, f5@ SNAT 1) IP &,

it NCP 2.3.2 Bil%fy, fasnl LA e 4 B AR A 0 TR D NCP, 4 B A SRl IP £E[RE

FR4| SNAT IP £E A4S ER Kebernetes {5& == PCF #84%

PRI DLaB I P AR e 1P GEf, FRE nl 1t SNAT IP LR il E IP [ Kubernetes 1y 423 [Hk PCF 41

¥4 Kubernetes @iy #2251 . #i#: ncp/owner, 5. ns:<namespace_UUID>
A PCF 4H4%: #U[F: ncp/owner, 1i: org:<org_UUID>

AT HY T S — i 0y £ 25 W AH AR UUID

kubectl get ns -o yaml
cf org <org_name> —-—guid

RETERL NS

»  RHEERCERRE 8 UUID, £80] DLy IR — (Sl iy 2 .
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GRS B A Sy 2 S B A AR T IP R AR TR, A IS IP, B3 Kubernetes
A% uk PCF e AR R SNAT LA 54 5 nk NCP T8 il A 11 .

2SR PCF AHAREE A St 2 M . Wi A seind, AU fE SNAT IP SRS 1P 45 4T
¢ 75 [HEk PCF 44k

AIRTEERE SNAT IP £&E

Tt M LB R A s S R s 7 SNAT IP 2. i,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

it NCP 2.3.1 Flfi, ncp/snat_pool FrEEN IP Sl AHA AL
{"'ncp/owner": cluster:<cluster>},

NCP i3 IR SNAT BRI, HATHOZRIE IP A imddimte . Hiuh IP 20 nshaG IP Sk
TR SNAT IP. iR NCP & SNAT BLHIFEE A= 455%, #& 1] ncp/error. snat: <error> H51/k
o RIRERISHAN B

= |P_POOL_NOT_FOUND - 7F NSX Manager H1#k/~%] SNAT IP £l

= |P_POOL_EXHAUSTED - SNAT IP #E[m 17,

= [P_POOL_NOT_UNIQUE - ncp/snat_pool firfSZ(fLEl: 151 /& NSX Manager Hiff) 2 i .

= SNAT_POOL_ACCESS_DENY - £Eli [ B sl AT o A A i v 2R 2 s i a2 45 [ o

= SNAT_RULE_OVERLAPPED - #5731t SNAT #LHI, 15 SNAT JIR7% 488t i 1A % —1# SNAT I
%, Witoe, F—{E48mE A 2 # SNAT LI,

= (3T NCP 2.3.1 J H#iik4<) POOL_ACCESS_DENIED - ncp/snat_pool firfRiE R IP Sl % A
it {"ncp/owner": cluster:<cluster>}, EEEIFIHEG HIECATT O IEAE BA R M 5k 2 IR
s,

AHTEEL M AR

= ncp/snat_pool FrRE ML HEAE RIS & E 2 I A(E 7% NSX-T Data Center 11,
® /£ NSX-T Data Center H1, ARt SNAT AL HIE ol i S & e T

m QRANAE R E 2 M SNAT BRI, H R — (R A

= [ NCP 2.3.2 [il4f, ZRIDAS AR Bt SRR NCP, AE B Lo AR IP Bl

VMware, Inc. 10
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R BZERE SNAT IP £[E
it NCP 2.3.2 Billfy, At nT LA o it 2 fi 4 7 IR Ryt 4 23 [HRRE SNAT 1P ZEl . i,

apiVersion: vl
kind: Namespace
metadata:
name: ns-—sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCP ¥4+t ar 245 TR E SNAT BLHT, FRIAZRIE IP A fgmddiits . HAOMD IP 21838 E NI IP 5
[ B THC L) SNAT 1P, 4% NCP 3% 5E SNAT M HIFE 844557, ¥ & il ncp/error.snat: <error>
s as e PTRERUSEERANT

= [P_POOL_NOT_FOUND - 7 NSX Manager 1k /~%] SNAT IP £l ,

m  |P_POOL_EXHAUSTED - SNAT IP & .

= |P_POOL_NOT_UNIQUE - ncp/snat_pool FrEE i 5102 NSX Manager HiffJ 2 {li el .

=  POOL_ACCESS DENIED - ncp/snat_pool fIrHgE M IP L% A
{"ncp/owner": cluster:<cluster>}, SiEEliFEAH ARG IEAL AR B EER I A 25 Mo

CERaSNIGIIE I E

R REERT R AR E {5 SNAT IP Tl .
B ANFEAE nep.ini HIEEE SNAT IP 25,

®  ncp/snat_pool T ERY IP SR AZHA IR {"ncp/owner”: cluster:<cluster>}.

®  ncp/snat_pool ArREN IP Sl th n] HAyay 2428 Mt

{"'ncp/owner": ns:<namespace_UUID>},

m QD nep/snat_pool FEME, 4 2S HEE SNAT IP £ER A L
w CRATDLE AR T S FETRED NCP, A5 F AR [Aly 1P B,

7 PAS FEFIERARE SNAT £E

1R7E7%, NCP §17% PAS (Pivotal Application Service) ZH4%#% i SNAT IP, #E0] DL F{u2; SNAT IP
el ZEER manifest. xml B EHIFR R, Ak EREAR0E SNAT IP. (4,

applications:
- name: frontend
memory: 32M
disk_quota: 32M
buildpack: go_buildpack

VMware, Inc. 1
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env:

GOPACKAGENAME :
NCP_SNAT_POOL :

NCP 145 e R 2 e SNAT I,
P SEFAC ) SNAT 1P, &7 Mo,

NCP_SNAT_POOL ffif&

example-apps/cats-and-dogs/frontend
<external IP pool ID or name>

FLHITZEIR 1P 2 TEBEN 1P Sy, B E i 1P 2 1Esh

SE PRI JEAEHE A JE AL U2 T A7 AE A NSX-T Data Center 11,

JEE TR SNAT BRI el i AR AR SNAT BiHI

— i R

£ NCP 2.3.2 iillfi, f

£l SNAT IP,
AU

# PCF £ 3 IREZE SNAT
B PCF 28 3 W, #n] DABR IR 205 SNAT

Aty R SUEAAE manifest.yml HiiE NCP_SNAT_POOL .,

Bign, MR bread, W H manifest.yml J

applications:
bread
cflinux

- name:
stack:
random-route:
env:

fs2
true

A TAH e HORTRICE) NCP,

SEHT R ANFIR 1P B

HAARHE

NCP_SNAT_POOL: AppSnatExternalIppool

processes:

- type: web
disk_quota:
instances: 2

memory: 512M

health-check-

- type: worker
disk_quota:

health-check-

instances: 2
memory: 256M
timeout: 15

BT Rl

cf v3-push bread

cf v3-apply-manifest —f manifest.yml

cf v3-apps
cf v3-restart br

ffilf] cf v3-set—env Ay

VMware, Inc.
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AT Mlare (RBENRER A% app3):

cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternalIppool

(optional) cf v3-stage app3 -package-guid <package-guid> (You can get package-guid with "cf v3-
packages app3".)

cf v3-restart app3

GZA) (2R Kubernetes) [N EiEE E R

TSR EE BT B ORI RIS AN S22 NCP AR BRARER I I E ST OB SRR B, BN
NSX Manager, 5% %224 > Distributed Firewall > —f%, %% Hy P SO B

B nep.ini 19 [nsx_v3] [ EH Ebottom firewall_section_marker F
top_firewall_section_marker HEJH, F5EIECR; KOkEEL

RIS ot BRA RS A TR Rl BE N 5o NI 2By K Rl Be 2 %2, 1 NCP Sy TR Bt i B
Kt Bot N R R Ao B b, 1 NCP iy U IR R A 73 Ol Bt i A TRAB I R B
Z Fo RS AR AR B, AT PR R S e R, M 5 R I Bk S 7 TRAS 7
FRE LR A B AR B i EE&E’\JTEJA\;EIEH’E f, 75 AR R .

MRESF O [EiEFEIKH T
550 I PR e Kubernetes fifiHi 45 25 ANIBATES o

EF

-—

TEBEEEE N NSX Manager, 49114 https://nsx-manager-ip-address.
TS SRR > R > IR, AR T > 8 0 EEHRR.
N ZARA (EEH) R
Tt MR DR HEIIIATIY Edge metl, AR 56 O JEARHR IS ik
5 BEIS AT FIER .
SR
6 4% MERF.
TR hae S R Rl
7 F— NEEEES RS
8 i MR > BRHEHOE.
9 i TPHEAHIG T RCHEN
SHEFAUR, 7RSI (FE NAT) #fErh, EHNSX 8. 75 NAT JaiErh, EHEE 0 J8 NAT.
10 i TREfF.
1M 3% — ML has
12 $— MAHRE > B AR

L S I

VMware, Inc. 13
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13 4% PEIGLURAY AT R
14 RIS

15 AT dar AR A Hans
16 fiRE YMBAEE Y 1P 7
17 F—TF

RIS s SRR Rl 46
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£ Kubernetes IBiEh=Z 3 NCP

27255 NSX-T Container Plug-in (NCP) FFFEE7E - MR Kubernetes Hi%h 208 501F
AEAEZVL N3

m 22K NSX-T Data Center CNI AMEFE L

. SEMTAE OVS

m  F Kubernetes %) NSX-T Data Center 4%

w20 NSX HTEERERFE L

®  nsx-node-agent-ds.yml H13E 1172 nep.ini [ Configmap

m 725 NSX-T Container Plug-in

= ncp-re.yml HE TR nep.ini 1) Configmap

= 7F NCP 4 b M PEM ZnibiBat FIAL 2 G i

m  {F NCP 495 e b i &

f]

m X E Syslog
n RN

m BOEAER R ROA R R

Z#t NSX-T Data Center CNI 5p#pESL
NSX-T Data Center CNI #MIFE VA 25T Kubernetes %5 |-

414} Ubuntu, 2% NSX-T CNI SMEFER &7 AppArmor 7% & R % ncp- appa rmor %E‘i’*&

Z| /etc/apparmor . d M HHIN . 22T, AppArmor IR AR BE TR THIRRE

&% /etc/apparmor.d WEFIE, I, LIl BRLMEESAE miﬂ?ﬂ ife ﬁﬂzﬁﬁ AppArmor
T4 .

sudo cat /sys/module/apparmor/parameters/enabled

PR D S 1 O 41 a2 kil AppArmor JIis «

sudo /etc/init.d/apparmor status

VMware, Inc.
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QiR AppArmor JRFSAE AR L2 NSX-T CNI AMEFE IR ACHA T, A2 se iz e PAIRRE. .
subprocess installed post-installation script returned error exit status 1

Zal B SR TN AppArmor B EREIN, I 2 bR B U 5e ko

ncp—apparmor @5 ERERE S EHE 44 5 node—agent—apparmor 1) NSX Hi#h A CHERE U2 it AppArmor &
fi, HEL docker-default REEhsE 2 FIfA7E MAIZE L

= deny mount BlHIEEFEL.
= mount BLHIMEEHIHE,
" @FE—U% network. capability. file F1 umount 3%1H,

R PAE FTHAD R 2 R U node—agent-apparmor S E R, (HiE, BUERE M node-agent—-apparmor
SIHIA nsx-node-agent—ds.yml f§Z<rh, A2 NSX S B AEERE R @il H R e i, b
JA1F nsx—node-agent—ds.yml [ spec:template:metadata:annotations [ ~, FHi A H 5
TERLERG A

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

EF
1 NS Linux B8 TRRGE T 2R 58 o

T 28 nsx—cni-1.0.0.0.0.xxxxxxx—1.x86_64. rpm &k nsx—
cni-1.0.0.0.0.xxxxxxx.deb, HHT, xxxxxxx 413458

2 ZEAEPIR 1 RN rpom B deb REE

MRS 2557F /opt/eni/bin 1, CNI ZHAERE 10-nsx.conf @ #E 4.5 /etc/cni/net.d. rpm
W2 RN AL BB /etc/cni/net.d/99-100pback. conf,

2 H4 2L =

ZEFHE OVS

TEM R TS 1 22 E OVS (Open vSwitch),
2F

1 NEUE Linux S TRGE T 20560 2

5 280 openvswitch—common_2.7.0.6383646-1_amd64.deb. openvswitch-datapath-
dkms_2.7.0.xxxxxxx—1_all.deb F1 openvswitch-switch_2.7.0.xxxxxxx-1_amd64.deb, H
HL 000 SR SR

2 2R 1 NI deb B A
3 HA Ubuntu, #0T MIlEr4& DA HR N OVS B0 B4,

# systemctl openvswitch-switch force-reload-kmod

VMware, Inc. 16
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4  ffeE OVS IEAET.
# system openvswitch-switch status
5 T breint FATERE (AT,
# ovs-vsctl add-br br-int
6 Al A B AR A AR AT A TAT (node-if) A br-int.
# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1
AHPAT FAIG A LARERR ofport Jfil, K4 ofport 1 MM, OVS H4ErRIR AT iR
# ovs-vsctl ——columns=ofport list interface <node-if>
IR ofport A2 1, FHIEDILE NSX HiEHCHIFE K, DaemonSet yaml #5411 nsx_kube_proxy [i: B

#E ovs_uplink_port #IH,

7 WEE br-int ¥ node-if link 1151 A8 5 2o Eg

# ip link set br-int up
# ip link set <node-if> up

8  TURTAMERALREAE, DARECRAESA TS 7E T3 PIAKIZ PR
EHA Ubuntu, #5537 /etc/network/interfaces, A6 N4467T .

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

¥54 RHEL, #5338 /etc/sysconfig/network-scripts/ifcfg-<node-if>, f#rHE F415617.

ONBOOT=yes

X E Kubernetes fiEifi) NSX-T Data Center #HE&

AT A3 E Kubernetes 7= 5 K 43 S i 851 NSX-T Data Center 4 .

JAH T A A 2 D B P EAIE AT o SRR, A—E @A NSX-T Data Center 48R40

o P—EA e B AR , A NSX-T Data Center 43R Z045 |, FLermisy & miE s s, thfg
LB R AZ TS . T PRELAEE 1P A7 AZA A G, Atk Kubernetes {4 AR Il ba 2y /4 fE I 5 1l
1B S PRA T EL A8 2~ MIROIERT, NCP & HEhdisr DFW R, DL Fr e R bs s AndLath 25 2R im
i, BRI PIAE NSX Manager GUI Hg B IS FANE R o AR AN JRE A 5l A

S RREETREER RS , FTIEE S A AR AR E N NIC 84S 2 FTRAE T AZ AR o

8
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NSX-T Container Plug-in (NCP) A7 41 I A SR 4 22 WNIC 1) VIF s s e
He A T 15 R A RERE

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

FETT DA 0 5 B R AR PO BB A s R A NSX Manager GUI 5158 4 441 B 8% > FR B
e

it Kubernetes i BE A pras s, RIAAZHEEIREEE nep/node_name 3 FgriEh NCP, 4 n] DA ]
T H) A A B A4 R

kubectl get nodes

WERAEAE NCP TR E BT = 80, NIFERAT kubeadm join fy& 2 WA AL AT Y 22 R 22 0
rt IR . A, ARG A R A AR . AR AR R, TS UABRIBU 8120 BRAR AP ]

e

S IERERORE S B S A RS
TR NCP,

L& NSX HighiEREN

NSX i BEACER AR 2 (49 i FH A B TR (2572 () DaemonSet, —{HZAFEEr#/T NSX i BHCEEfE R, H
FE TR E AN, Ewil CNI AMEME A Kubernetes API ilflkes BB, ) — 7w e gdT
NSX kube-proxy, [fiHME—) LAE it IP S 244940 1P, LLE(E Kubernetes RIS, & oy T fEEL
3% kube-proxy FHIFIH DIfE
BEF
1 T#k NCP Docker {4 .

K2 20 nsx—ncp—xxxxxxx.tar, FHH, xxxxxoox L4 3 4m58
2 il NSX EiBEEEEFE I DaemonSet yaml A,

KR nsx—node—agent—ds.yml, 0] DAgEEIRE S, oL AR E O R AR R
3 % NCP Docker BN AR IG5 £

docker load -i <tar file>

4 %l nsx-node—agent—ds.yml,
TR {5 2 R A B 2 LN PR £ R
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41} Ubuntu, yaml k52 &2 AppArmor CUR T, 32 s2 AppArmor S i, &bk
75 /sys/module/apparmor/parameters/enabled f#%<. WK AppArmor AR, FidEfT N4 4%
E

RN A TR R R
container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor

s s

= £}¥) nsx-node-agent A #HH1 nsx-kube-proxy 7558, 7t securityContext [ /5y
privileged:true —1{7. l40:

securityContext:
privileged:true

BsE HurrmeE MRS, @2k kubelet 7E4# H] hyperkube MG A5 81T, HI kubelet —fftarf
AppArmor i  B TR HIREE, MR SRR A, A yaml F# 24T a0 R AR R 4

flEsE 7F yaml fi5Erh, BAEFRE A nep.ini AE4E1Y ConfigMap AZE M By | MERE | g, il
1 yaml A5 E A IS AN ERE B,

5 i FAIEA T NSX Hi s DaemonSet.

kubectl apply -f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml FiE A ncp.ini B Configmap

Fufl yaml £ % nsx—node—agent-ds.yml {U 7] ConfigMap 1 > NSX i B¢ HRRE U 4H Re
ncp.ini. ZAJPLREI ConfigMap [t Bt & i 2 Mok H 5T # B AR 020

HSFT Pk nsx—node-agent—ds.yml #iflH A7 R4 ncp.ini &l

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True
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# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[hal

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

VMware, Inc.
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# 1s done to ensure that the master instance will either confirm
# liveness or fail before the timeout.
#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None
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[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

#
#
#
#
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

=24E NSX-T Container Plug-in

NSX-T Container Plug-in (NCP) &L Docker MUz 2k, NCP JEEA T

A A EETEE FT NCP,

EF

1

I NCP Docker % .
R 2 2R By nsx—ncp—xxxxxxx.tar, HH1, xxxxxxx Z4L 3455

N, NCP ReplicationController yaml 4,

By default node /proc will be mounted to /host/proc, the prefix is /host.

Needs to mount node /proc to container if nsx_node_agent runs in a container.

It should be the same setting with mounted path in the daemonset yaml file.
Set the path to '' if nsx_node_agent is running as a process in minion node.

SR GG OB B o A

FE 22 A nep—re.yml, 0] DLl bR ¢, s e B O AR Hi ),

i NCP Docker BJL{GaE N\ 2 7RG 5 %

docker load -i <tar file>

4t ncp—rc.yml,
LIS 22 A B s RN OB 2

F81E nsx_api_managers £, HRRASIE B — Kubernetes {ifi %5 55 FllEH
.

nsx_api_managers = 192.168.1.180

— NSX Manager #1171

(M) 7F [nsx_v3] P FEE 28 ca_file, sz{HEA T AER S NSX Manager frlflias &555110 CA ik

BOMES . EARRGE, AIRGUR T AFHR CA,
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T8 EZ I nsx_api_cert_file fll nsx_api_private_key_file PAE A NSX-T Data Center [1JE5

27¢
i o

nsx_api_cert_file ;& PEM I& 22 J] i AR aahe 2 1 5 B A, A I B LT P Fos

LfeE 2 ingress_mode = nat.

p={113

QRN flae s Ao e NAT BT,
WRTHRE, TR TS 24 & FAFTA (AT AA T st 2 1P I WD B F-Ais o v Bl AR 149
ARV, FHEEHT [nsx_v3] [ B2 subnet_prefix i8I,

{%‘%—lﬂz E yaml *;‘E.'??'T’_’Cq:] ’ {Q/}L\Z\zﬁ*g}:‘?% nCp. lnl ):j\ji:EE[’(j ConﬂgMap @%b?&% I’u,ﬁigj_éj Eééﬁ%lﬁo —Fiﬂzlﬂ/\j
yaml F 5 0L EAT SIS A A

5 7 NCP ReplicationController,

kubectl create -f ncp-rc.yml

55X NCP BiEL Kubernetes API frllli 2e 4t HTTP 42, PUEE Kubernetes 510245 a1
Fo W AP fRlIRRe ek 4% A e 5 NCP ) TCP gk, 7 ETE R NCP, (HILaes i
SrEL AP fallilRES AR . I, NCP et it

{EHaiR N ET NCP ReplicationController U1, 7 FENL N, Al GEEr A imin 2 A 2 AP T P
NCP 4 :

w (el TR A s B

PRI, RIS AFATE R Kubernetes B8 o N BUGG TOFa TR, ©
I

WERAE BIFRIEAE B T NCP 45, ST FAERAE .
w  fHERE AR —{lE NCP A0, MIERE—4mR T B,

kubectl delete pods <NCP pod name> —-n nsx-system

» A7 [ nsx-system, {54,

kubectl delete -f ncp-rc.yml -n nsx-system
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ncp-rc.yml HiE AR ncp.ini B Configmap

115 YAML £ Z€ ncp-rc.yml fU7511) ConfigMap i A4 AEAE ncp.ini. BEZC%E NCP 2, WHART

It ConfigMap [ B & 2k, 4n bk — (8l Berhfind.

PEHT FER nep—re.yml #5154 N4 nep.ini &l

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to

# distinguish multiple clusters who are using the same NSX.
# This is also used as the tag of IP blocks for cluster to allocate

VMware, Inc.
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# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[hal

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.
# Set to 6443 for https. If not set, will try to
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# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.
#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx
#

IP address of one or more NSX managers separated by commas. The IP address
should be of the form (list value):
<ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

HTTPS will be used for communication with NSX. If port is not provided,
port 443 will be used.

#nsx_api_managers = <ip_address>

HF OH W H H

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>
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# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.

Prefix should be less than 31, as two addresses(the first and last addresses)
need to be network address and broadcast address.

The prefix is fixed after the first subnet is created. It can be changed only

HF OH OB OH K B

if there is no subnets in IP block.
#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing
# if set to true, the ingress will be handled by nsx lbs
# otherwise will be handled by 3rd party ingress controller (e.g. nginx)

#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
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#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tier@ router that project tierl routers connect to
#tier@_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules

#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
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#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

£ NCP At PEM HISRBIMFAZ LIS

QAR EEAT PEM Sl S s fRL 446, AImT DA Er yaml #52€rh i) NCP 497 2 LATE NCP 48 -h s

TLS %15,
1 B EEEARLE SR TLS 2.

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt ——key=/path/to/tls.key

2 H3

AR yaml, DU al i 2 NCP 4B A ORE 5 .

spec:

containers:
— name: nsx-ncp

volumeMounts:
— name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:
— name: nsx-cert

secret:
secretName: SECRET_NAME

3 FEr yaml BEZ 1) nsx_v3 iEIH nsx_api_cert_file fl nsx_api_private_key_file.
y

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

£ NCP /A EMEREER
SRR Bl 5 R P R IR e, IR DUSE T NCP A9k LIZE NCP A9 rh BNk %
flan,

spec:

containers:
— name: nsx-ncp

volumeMounts:

— name: nsx-cert

VMware, Inc.

29



1# A Kubernetes #1 Cloud Foundry [#] NSX Container Plug-in - Z24& f1E Hi 5

# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
- name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key

volumes:

— name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
- name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>

s Syslog

AT DAAE 25 28R T Syslog FCEREE R, (141 rsyslog 5% syslog-ng), UK NCP H st S8 AAHRE ot &
Syslog filllk#

HERMT N7k, BRI E N Kubernetes [FRFAIEAN, &52:Bd

https://kubernetes.io/docs/concepts/cluster-administration/logging.
m 7 fF NCP % nsx-node-agent 4o T HE 2 28
w  (ERE(EETES AT DaemonSet #%5.

sk BRI, NSX CNI AN sk 1% 52 Syslog fallless, [AA MR R AAE A i rh
BT,

#3I Syslog HIAIEE R =%
KT PL 2% Syslog 3 M, DLAEE NCP AR A T, AR P Syslog FRBAE s (5 2

example/rsyslog.
25
1 %JE NCP A NSX HihRIEIRE R DA RE S B A 5 o
& NCP 1 NSX Hi BiAAHIFE 1) yaml f#ZE i E log_dir 28, G fir e S RMEIIRERER: . B,

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:
— name: nsx-—-ncp

volumeMounts:

- name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
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volumes:

- name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

B AR E Log_file 2UAE AL BRI 2 . T4 /5 ncp. log. nsx_node_agent.log #ll
nsx_kube_proxy.log., W% log_dir MEIEZ % /var/log/nsx—ujo ASMNOEEEE, HIAZEEE T
hostPath #fi[ 5k emptyDir f4f5l:, 0N 2 S RO A B A

2 ORISR BT T nsx—ncp B3N

a W7 Milare.

mkdir —-p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b B HIE nsx—ncp ol RIS R 777,

useradd -s /bin/bash nsx-ncp

chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>
or

chmod 777 <host-filesystem-log-dir-path>

3 1F NCP Aminsiss yaml 55+, #ihl Syslog 1 ConfigMap. {5141,

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf: |
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"

Tag="ncp"
Ruleset="remote"
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4 ¥ NCP #fit) yaml #5 2 i¥ rsyslog Ar, SREHMETTE rsyslog T A A RS H AR 21 4H 8 2ok M
Ve SR 0 e e o 51,

spec:
containers:
- name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo

volumes:

— name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

##37 Syslog i) DaemonSet 7

Fr A NCP JTac sk iy i it 7 sl T HERPE ] o AR AR E At 8% % stderr (FRTEREA U)o
AR Syslog fREEFE AL 75 example/rsyslog.

B
1 7 DaemonSet yaml f5%<., #in,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx—ncp.conf: |
module(load="imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
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input (type="imfile"
File="/var/log/containers/nsx-node-agent-*.1log"
Tag="nsx-node-agent"
Ruleset="remote")

input (type="imfile"
File="/var/log/containers/nsx—-ncp-*.1log"
Tag="nsx-ncp"
Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers
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2 57 DaemonSet,

kubectl apply —-f <daemonset yaml file>

#H): RETE sidecar Fesh#ITHIRC SEwEF0 Syslog

PAVEFEURITROE A sidecar A g P TR 8¢RI Syslog.

BIRC ik B AR E R SR E
w FECRREEEE NI A B R RN RO ek B, A 2 A B R LA 1000 AR

mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

m  §1¥% /var/log/nsx-ujo H&k, TEATAEIEE FEReskinis .

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.1log {

copytruncate

daily

size 106M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

3T NCP B Huy
= GHENCP H57 nep.ini 45,

cat <<EOF > /tmp/ncp.ini

[DEFAULT]

log_dir = /var/log/nsx-ujo
[coe]

cluster = k8s-cll1

[k8s]

apiserver_host_ip = 10.114.209.77

apiserver_host_port = 6443

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin

nsx_api_password = Passwordl!

nsx_api_managers = 10.114.209.68

insecure = True

subnet_prefix = 29

VMware, Inc.

34



3 % Kubernetes Fl1 Cloud Foundry (1) NSX Container Plug-in - 225 FIE H5 RS

[nsx_node_agent]
[nsx_kube_proxy]
ovs_uplink_port = ens192
EOF

~
>

= fFini B AT configmap.
kubectl create configmap nsx-ncp-config-with-logging ——from-file=/tmp/ncp.ini
m 57 NCP rsyslog 417,

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf: |
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

SRR

= AR configmap.
kubectl create -f /tmp/nsx-ncp-rsyslog.conf
»  {i]f] rsyslog sidecar 37 NCP # &34k,

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:

# VMware NSX Container Plugin

name: nsx-ncp
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labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425
imagePullPolicy: IfNotPresent
readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
image: jumanjiman/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
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readOnly: true
— name: log-volume
mountPath: /var/log/nsx-ujo
volumes:
- name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config-with-logging
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

w ] AR AT NCP,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

3T NSX FiEHRIEFEX DaemonSet
m GHETEEMRIERE U rsyslog AHfE

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config-node-agent
labels:
version: vl
data:
ncp.conf: |
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"

Ruleset="remote")

input (type="imfile"
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File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")

EOF

= AN configmap.
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf

®m  {iff] configmap sidecar &3 DaemonSet.,

cat <<EOF > /tmp/nsx-node-agent-rsyslog.yml
# nsx-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:

container.apparmor.security.beta.kubernetes.io/nsx-node-agent:

apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:

hostNetwork: true

tolerations:

- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"

containers:

- name: nsx-node-agent
# Docker image for NCP

localhost/node-agent—

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425

imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]lsx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
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add:
— NET_ADMIN
— SYS_ADMIN
SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
- name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
- name: netns
mountPath: /var/run/netns
# mount host proc
- name: proc
mountPath: /host/proc
readOnly: true
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: nsx-kube-proxy
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_kube_proxy"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]lsx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
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image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
- name: netns

hostPath:

path: /var/run/netns
- name: proc

hostPath:

path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF

m 757 DaemonSet,

kubectl apply -f /tmp/nsx—node-agent-rsyslog.yml

REZEFH

B NCP Iy, s AERINAHE Kubernetes Bl NSX-T Data Center Bt fUAHR 2P B

#& NCP FRBI‘EIEERNET B EE1T

NCP F.f5 NSX-T Data Center FH- (A /7 HURE ,  PRIMORE 2 BIPR A T (4 AR A 45 E U SE MBS A T G ] T o
PR DU 0 R A Ak S BB . $, TR AR nodeSelector £ /1% NCP ReplicationController
Bk B,

nodeSelector:
nsx-infra: True

Rt AT DA AR (BIAnARIELIE) AR FRIRAS BTG anel s fAmEtam, &

https://kubernetes.io/docs/concepts/configuration/assign-pod-node.,

W
fewug
&m
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3 % Kubernetes Fl1 Cloud Foundry (1) NSX Container Plug-in - 225 R H5 RS

#E Docker Engine AR TR
Docker & FIEE T2 T IEEE B LR 7 2K E g B BT .

ARFAZSERER NET_ADMIN #1 NET_RAW

Yt al AR Linux D& NET_ADMIN I NET_RAW SN S ABIAHH o SIS A S 5 AT A0 128 P IE
ik, (TR, ZG A G R AR 2 P IE NET_ADMIN Tfk. 3 58 RRANI RS 2 15 I HE DDA Rk
I, SOl AT AR T, AN, SRS IOARS, STE AR
SecurityContext 41 1115 SN Hirh i85 NET_RAW 465 /1) NET_RAW., {3,

securityContext:
capabilities:
drop:
— NET_RAW

AEREFREET

Kubernetes & {ili [} i o M7 Hdx il (RBAC) API Iillliszfiipioe, R Bpshmh o i Rl anassran
#l, Fh2:EY https://kubernetes.io/docs/admin/authorization/rbac,

—fRimE, SRR BT IR A IR B I o BTG R MRS IR P, P57 EUARERR A
S (AR AU o

PR N AIHER .

m % Kubernetes API Token 17 BURERR il 7F 75 2515 26 Token (145 .

= & NCP ConfigMap Fll NSX API HJ 7555 TLS S M5 7 HUBERR Hil7E NCP 48§ .
A TR Kubernetes 4915 AP A BIENI B AP A2

® Hii Kubernetes RBAC i HIIDAFEE A HEAT I Kubernetes AP [14RE .

&M NCP @M & %A RBAC [HE|

1t ServiceAccount N, NCP Adf, WG4 T IR FEARIOMEIREE . 1A, A Hth 4 pmnk
ReplicationController 7£Hi% NCP ReplicationController £l NSX i BEACHE R X s Js iRl 1) ConfigMap
FI TLS 2545,

NHIFEBIRIA AT HEE NCP At (245 .

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system
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# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
- networking.k8s.1o0
resources:
— deployments
- endpoints
- pods
- pods/log
- namespaces
- networkpolicies
# Move 'nodes' to ncp-patch-role when hyperbus is disabled.
- nodes
- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
- watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role
rules:
- apiGroups:
- extensions
resources:
- 1ingresses
- services
verbs:
- get
- watch
- list
- update
- patch
— apiGroups:
- extensions

resources:
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- ingresses/status

— services/status
verbs:

- replace

- update

- patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
- kind: ServiceAccount
name: ncp-svc-account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
- kind: ServiceAccount
name: ncp-svc-account
namespace: nsx-system

fiiEE {17 Kubernetes API 5 NSX-T Data Center [T/ 85205 BiLFA B2 4 4@l S i 1) TLS 2245, T
e[ B REAFEL Kubernetes AP filllras A £ [FlRKE BTG AR ARSI PR s, A4
i Bh IR AT R iy 42 23 [ b [ B4 Token uﬁﬂx Kubernetes API [HTERIRFSIE T, [, AZEFR
e el I 4 A bﬁﬂhﬁ@_ Token,

I

AR E A % R R R B R R

A RE Py AR R, ERZTE R PR A o

S0
><
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NSX-T Data Center 1Z5C bR #l
NSX-T Data Center AL AT R AIRR G :
m RS 128 {H7 T,

w  RERCPR 2 256 T,

»  TEP R 2 T DA 30 fREERD

1% Kubernetes &% OpenShift 17 # %1 %] NSX-T Data Center FulE AR, Af HAREPE &R, B ] fRitisg
M, Blan, aniR AR C i PR A s i e F R 5 R R, FAR R mT REAS e an e I A&
ER A At < ol (46 ) o ] A PRl 2 2 Rl

R E 4 i SR Y
AR T U ol PR S SR I i B A b e i 4 25 T o
NCP f4ix [ HI S H 1 Kubernetes FIrfe (it S ARIA], #1 Kubernetes AN IIE o
= Kubernetes 1.11 - &R PUFEE N AIHL ISR
®  podSelector: I BRHUAS U ARSI NPT e dy 24 25 R Ao i 4
®  namespaceSelector: [FEHAETERERINITAar 225 Mo

®m  podSelector AND namespaceSelector: [HiERHES T namespaceSelector sty & 25 i
TR A
®  ipBlockSelector: %If ipBlockSelector £l namespaceSelector B podSelector 41 f#
. 498 S, ipBlockSelector WA M7 A-AE A IS
= Kubernetes 1.10 - 4t Al FR B -1) 7] £ 75 namespaceSelector. podSelector F1ipBlock H
ik 2 —(E IR

Kubernetes API fil ez ANt T4 It RIS Bt o Pl RE e SISO AR ) . NCP AR I A e i
H o AR EEZ A I R A28, NCP AN e s R AR 5 Al . A ZAERZ AR IR I, NG FDg i,
— AR RO A A o
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1£ Pivotal Cloud Foundry &
ZZ% NCP

Pivotal Cloud Foundry (PCF) 2B aatsr-F & B (PaaS) #etih#. #EnLAfE PCF FRbir4cie
NSX-T Container Plug-in (NCP) DAEEHE4ERE IR

114 Pivotal Ops Manager 2 fURFHHE AT A AT BRSSO S0 3 AR, A REAFH NSX-T ThiE.,
High Availability (HA) & FIEDROH . 2e2 NCP 217, i ] M AR 27 SpoofGuard A2 iE

T -
®  f{ilil: ncp/cluster, HEit: <cluster_name>
»  {if#: ncp/ha, . true

fart B ORFEMCR AR, S HIC A EZ e R R Z el E 2 EH
BEABATHEIZS M, B AL, Biber sl i,

7t Pivotal Cloud Foundry IRiEHRZLZEE NCP

NCP 1] Pivotal Ops Manager [l A fili T 25 /1 1 228

SERIEH

2 ¥4 Pivotal Ops Manager. NSX-T Data Center #/1 Pivotal Application Service (PAS). #ihfEE A4 b
JlEFFsf 12455 . Ops Manager. NSX-T Data Center #11 PAS, Uld5#F4NEGHI, w5%:Ri Pivotal Cloud
Foundry st SC.

B2

1 NidaE IR PCF ) NCP “Z2ehi %,

T %R s VMware—-NSX-T. <version>.<build>.pivotal,

DU E 545 % N Pivotal Ops Manager.

¥ NEENER.

BT MR

5 J%— |} Ops Manager Director for VMware vSphere HjjfE/

6 /ERGER I, $1H vCenter AHREEIN NSX 48R, 14 NSX Bz NSX-T,

7 fr NSX CA ML, F2ft PEM A% AR,

L I
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10
11
12
13
14
15
16
17
18

19
20
21
22

23
24
25

26
27

o MERT

FEZe b S%— N R, VAR IR
¥ I Pivotal Application Service BjjfE7H
TERRUE Z SRR S SR Bt SE AR
(ER AR TESNIE T, BN
FEAE F S — N REAERIR, VORI
Hi— M

FEAE F S — N REAERIR, VORI
$%—F VMware NSX-T Bhfiefd,

i\ NSX Manager 1171l

HH NSX Manager 5557k

HIH (3
VIRl T 24k NSX Manager [ 5 MIL B4
FB 2R B RS TR AN B He4 NSX Manager 5 H E il 35 2 FR RIS,

7 NSX Manager CA #E iz, fROtEH .
Yo MM

ARSI E kI NCP,,

i \. PAS Foundation £#&.

I AT ME—k H NSX API Hi[) PAS Foundation, % PAS Foundation ifijbA NCP &y [ NSX &
U, TRA] R E A AR T S T T,

N R

NG 0 B HRR.

FRE— I ARAERE Y IP L.

a & PEIN.

b TN IP ERERE. © T PUSHIEEBLAAT IP i,

c HEMERFY IP L, DA CIDR AR ASECIE, 140 10.1.0.0/16,
TR AR AR T AR

Fi— NeHFEAAS IR HUR SNAT LUHUT] SNAT,
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28 fH—ek 2 FIRE NS (NAT) IP AzHRBEAS AR ARARR A IP 421
a & FE.
b TN IPREEZME., © PUSHIEEBLAT IP Rk,
c Py IP L, EiiEft CIDR A IP fil R 1P Ak,
29 (RI%E) i\ TERERS AR BAERT .
30 (382) N RS OB RR BT
31 (A]28) BT sk ] R AR,

HE FERE
AR ENIEAERE . AR, e B 5 KGR R R T S
HUH NCP sEésroHES 4R BRI,

32— M.

33 (M) A R A I NSX BT REHEERER
a  CJEEHH NSX HE IR A BT, DU s AT Bk
b MR

34 ik i PREGERIR, DARIEGEERIR.

35 % TEM#E.
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I=ERRL]

NSX-T Data Center i V-fir¢sEd Kubernetes #75.

RE BT

RE PRl AT E Kubernetes £ liras IRFS SN TR A M NCP #2555t

R LB s e R L Kubernetes IR, HE7 AT 4 JEEGRCETRS, IEIRE Kubernetes A
IR 5 7 JE A ey

HEAT NCP R EBCF T, 557E nep-re.yml RE5Erh:

3

2 use_native_loadbalancer = True,

GSEFEIE) ¥ pool_algorithm 357 %% ROUND_ROBIN i, LEAST_CONNECTION/IP_HASH. TEi: 7
ROUND_ROBIN.,

(HHEVE) 2 F service_size = SMALL. MEDIUM 5 LARGE. /3% /5 SMALL.

LEAST_CONNECTION/IP_HASH 5t S35 2 rsA ] S5t 1P Szl i R ie et 14 2% A ] PP it 4l
/[N NSX-T Data Center £ Vs S & F A%

10 B NSX-T pEfi fillliers

10 fiil NSX-T £l

30 fi NSX-T fEE % ..

8 (A E i PR 1 i e

 E R IR RN 1 B IRUE A4 L 10 (EHiRR
P R R IR S FIN TR S IR 483E 30 M.

Hi/T NSX-T Data Center £ F-ifirzs 8 NAINZA

100 45 NSX-T gedft i ss .

100 i NSX-T i,

300 1l NSX-T £ B .

98 A P V- i s P e A

PP e IS AN 1 UE 2 4R 3L 100 (iR
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n HAFCEATR RS AN IR S 048R, 300 {5,

K1 NSX-T Data Center £ Fias S 4& NI NA

= 1000 B NSX-T RS

= 1000 fiHl NSX-T #[

= 3000 flfl NSX-T Tk B .

w998 il A B Vi i s s e a

PRSI AN T E A AL 1000 RS,

w e R RS AN RS IR 4ESL 3000 i &

BT AT rRe R, ML SUHTAR REAR A A T T iR K/ T Ul i AP HETTAE R

MES 4 BHE 7 BaiiTENREY

7] DL {sE Ff NCP ConfigMap H1f) 14_persistence fll 17_persistence 288 E sl & . o 4
SEVERA AT TR TE A A 1P 28 7 SRR R 12T 2% Cookie MIAKIR 1P, THRAEL LS <None>. {34,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# '"source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# '"source_ip'

14_persistence = source_ip

Rt WOREBRIEERE o8 4 JEANEE 7 JEfd ey, AITLA# 14_persistence sk 17_persistence (2§
P TEIE) B E Ay source_ip, (LK 14_persistence %7€ A source_ip VLK
17_persistence %5 cookie, W RNY 14_persistence i& A source_ip DL
17_persistence i EF cookie, FAH Al i rE . 2 APt i, i IR N 11 A
Bl rRs IR . AT RRATER T . FOFTED NCP, SRIZ T A N 1 R 2 i s i o

A

m  NSX-T Data Center 441452 TLS AR LTINS, TLS BRI, 43 B —{ 58 7 Jeg ik Vi
%%O

AN IP Ak,

G0 nep.ini 1Y [nsx_v3] FEEEHIY external_ip_pools BEIARTHRE SN IP TEl, 75 N E &kl
FAP firhl. PR 1P Azl HTTP A HTTPS i (80 11 443) /4\H,
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B NCP 2.3.2 Biifi, ©71¢ ncp.ini 9 [nsx_v3] K external_ip_pools_1b iIEATHEE RSP
HIP SR, ANTIZEIRACE IP 73k, 405 external_ip_pools_1b BEIEA{7AE, HIEr (i
external_ip_pools & ISR . FUECEfras e LL 1P A20E M HTTP Al HTTPS jEiZ45 (80 Al
443) [N

m & NCP 2.3.2 jlth, #n] Uitk B4R R8I TRk NCP, A2 R AR IP SRl

w ERTLMEE TLS MTHRRSRE . anes A Bk SR 2] NCP Adi b OARB AN, S BL T

m RA TLS BN T4 HTTP det ke itz 80) > |,

5 TLS BUSHONT I SR HTTPS JEReflikas Gl 443) 2 b, Bl Vifrasfso s SSL flllkes,
A H @£l 1 P SSL iR .

w OSSR N DU N SEB BR B AUREZ R AT AE, B NS85 i, USSR
NSX-T Data Center H1, 4 REHC MERE S 2B M it — N LTEMHER, e R B2 i Y

AT

JUAHAZ O

w IEETIEZER TLS BBORBEMN o TENDBSHRZER tls Gy, NHBAETE HTTPS ki
Fefillless (B 443) s HTTP s (s 80). LM, ¥ tls EHBii = NITHUS
IR, NEHLADKZE HTTP mEfefifieas (it 80) il % HTTPS mefftfiiess (Hifh 443).,

w QR EIRAN FUE R P R, DR R — Rl
w RRERE AR SR AT TR AR R A HE— N o ATFFE AN LR PRI ot il 2 PR i o
w UERA SN E A TR, ERCE SR — AN AN PSS AR

s SEREASEES R e [ @ITEATIC URI RS, [ ) @78 FTo0 URI ERS, Bilan, R4
[ /coffee/.* | LG IR oo ok 2R — ok 2l 7ochy [ /coffee/ | (B, [ /coffee/ ] . [lcoffeela] .
[ /coffee/b | ) #7%, {HS&EL [ /coffee | . [ /coffeecup | ok [ /coffeecup/a | “5 AT, shTEE, Wi
s (], Bl [ iteal* |, HIBBTHAR Y SCo B IR — M7 och [ ftea ] (4, [feal .
[fteal/ | . [/teacup | . [/teacup/] . [/teala] ok [ /teacup/b ] ) #HAF. FEREIGHL N, KIS
Frkroo [ RS A7 ot.
PNBFY S R

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /tea/* #Matches /tea, /tea/, /teacup, /teacup/, /tea/a, /teacup/b, etc.
backend:
serviceName: tea-svc
servicePort: 80
— path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80
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w BATLAOEBETG AR N IR, SERGE URL EORES. 40,

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: cafe.example.com
http:
paths:
— path: /tea
backend:
serviceName: tea-svc
servicePort: 80
— path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

FEAE /tea Ml /coffee G Ay /, SRIZ AL URL 8 % 12 i IR A%
B ¢ NCP 2.3.2 Bilifi, 8N I15Hi# kubernetes.io/ingress.allow-http,
» URGHRE B false, {EEHEST HTTPS B,

QRS T A true B DEERE, ey HTTP #HL. o, @R IEIS R AELE TLS It
By, ey HTTPS #iHI,

O AN TSR, 53R 518 A nep/error. loadbalancer, 25| §EA,
ncp/warning.loadbalancer, RJAEUEERAIEL QT .

®  ncp/error.loadbalancer: DEFAULT BACKEND IN_USE
SR N A TR BRI D O/ . NSRRI ERR kG . BAAFIARA TLS AL
AR —ETER R . A BB IESRR, SR A, SR F T B IEMERAR I o

®  ncp/warning.loadbalancer: SECRET_NOT_FOUND

15 R PR RN AU PR E IR AE o N LRSS BRIV IR . A BB IESEER, Sy
BB SR, sErh— BB, FEN DB A ar Bt & T ATS R

£ 7 BaH T ERmEREA

TS NSX P el el IR a0t R AN IRy, 2R IP 256 1 Sl i L AT IR P 7k, b
HEZARANGEE 1 B A4 |, 3 H &L CIDR ARERE4ERs 5 R AR | FRE SO o 4 Sl o b Y
B, WEREANEE I, DUSEEE 1 s Fas TA TR 1P A2tik2 7oA CIDR BRI —&7 o s
IP {71l 7% status.loadbalancer.ingress.ip M7 HH N EIAS O —31555 DL AOR N 15 F 1T
fi2 (ncp/internal_ip_for_policy) i JH#2E~.
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B, R AR 2L NG 1P 74k 2 4.4.0.5, PIESES 1 @R R Ee AT BN IP ik
100.64.224.11, HINUBIRSE A :

kind: Ingress

status:
loadBalancer:
ingress:
- ip: 4.4.0.5
- ip: 100.64.224.11

N IR L R 2 -

ncp/internal_ip_for_policy: 100.64.224.11

IP fi74il: 100.64.224.11 A i A A% HI Y ipBlock #HESH 5070 CIDR, 44,

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32

Kubernetes &£ FH#EEARIEIE 4 [E & FEE

NSX-T Data Center 5 A RHE IR 75 H IR 5 4 Jg B sl Vs i A R s g
TCP #11 UDP )5 % 1%,
FHHIR I ER S ATME—F 1P ik,

LN 1P el ARl B 1P ko 8] DARE F 2 g Pl +s € 5 11 LloadBalancerIP %RT%%E&E IP
Ll ARk DS . B IRAS I 1P A 0E I IP SRR E . WIR loadBalancerIP Kif%~s

T nep.ini 1Y [nsx_v3] B external_ip_pools_1b iEIAFTHEE UFNTE IP Sl i B IPO
(M5 HRIEMEAE NCP 2.3.2 Fr[ ., )k external_ip_pools_1b SEIEAEAE, Hil@Erfdiff]
external_ip_pools frfEEitel . s e IRSEAELL 1P A ARG AR 206

¢ NCP 2.3.2 il4fy, IV 4 v 4H Re i SR NCP, SR A ANAIRY 1P 2R,

% NCP 2.3.1 Bi#fi, loadBalancerIP TS IP e AEA IED

{"ncp/owner": cluster:<cluster>},

EL RS AR . 48R 25 |#E4 nep/error. loadbalancer, TJREIESRWIT
®  ncp/error.loadbalancer: IP_POOL _NOT_FOUND

1o fsSR e 48 loadBalancerIP: <nsx—ip-pool>, {H <nsx—ip-pool> NFE. i bz
RAEERREE . FEBIESE, e e AR IP Salw, MRk, SREHTHE IR.
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®  ncp/error.loadbalancer: IP_POOL_EXHAUSTED

1o e 8 H5E loadBalancerIP: <nsx—ip-pool>, {H IP L[ R0 IP bk, Ri%IE 5
RAEEIHIRAE . A 2B SRR, sitae BA R IP A2hkry P Sels, MRS, SRR IR
k7%

®  ncp/error.loadbalancer: IP_POOL _NOT_UNIQUE

i EEERR AR 2 A 1P £l 147 1loadBalancerIP: <nsx—ip-pool> FHREMI4 M. s stk
TEAIHRRE .

m  ncp/error.loadbalancer: POOL_ACCESS DENIED

(B A NCP 2.3.1 M HUFTOA) 1l 451 LloadBalancerIP FrHgiERY IP £EI 7% A1
{"ncp/owner": cluster:<cluster>}, FUE: P EEEEEE Kubernetes 55210 FE A
o
= ¥ NCP 2.3.1 By, S BB EE 4 g L0lcr-firet. 4R Kubernetes £ Iors v sl g
B, ERFRERESMO RIS, TBARIEE 4 M- A wE, e cE 4 MIakor
flires . NCP M A PRl A Bt IRan 056 4 e r st . SR THR ARUTHIRE . v LAE
1F NCP ConfigMap H'# 14_1b_auto_scaling % &% false, #IH4=H . HIhfET
NSX-T Data Center 2.3 ul BN,

i o = E v 150 i 0 AN el =0/ TG BNt O | o (Ve s B vy =V i el i e AN M < o O
FERE AT R34 2 200

EXE CA ZERBNHGIELH

AR A CA S S BN R 40, Hoy Bl <filename>.crt 1 <finename>.key 14 5¢H .
genrsa AW A CA 8. MEINE CA 48, B PI#H aes256 a2 @ a7k,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —-new —-x509 —-days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req -out ${filename}.csr -new -newkey rsa:2048 —nodes —keyout ${filename}.key —subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —in ${filename}.csr —-CA ca.crt -CAkey ca.key —CAcreateserial -out $
{filename}.crt -sha256
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ETERREMESIZHMER NCP 495

EAEENAL S SR, B HREE TR RS LI HSE /etc/nsx—-ujo . EEE MG R4
i 0 A5 1b—default.crt fll 1b-default.key, #wiH ncp—rc.yaml, DAH TR |- 1 Sk S 2 4 i
tho i,

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/1lb-default.key
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AT PLGE NSX Manager GUI i it 241471 (CLI) 26452 NSX-T Container Plug-in,

st WUREASR MR BHARR (EAF ESXi 6.5 AT HAZIE iR Ui vMotion 24 % Hofth ESXi 6.5
B, RN AT AR B A A 25 - TR A RS R EdiAR . ] LGB T AR AR A e
FA%) VNIC efiR et . ESXi 6.5 Update 1 sk 58 i AR dr i A T R

Hyperbus & {* 5 Hypervisor 1) VLAN i#5f5 4094, VLA PVLAN 4H5E, 6 FLIHGH IR AE T, 2

SRS AT VLAN 7%, 55206 TR VLAN GHBIISRE i VLAN SRS sk VTEP vmknic,
AREEAEDL R

= { NSX Manager GUI 2 IP [ 3]

m ¢ NSX Manager GUI fi i IP [ 14

= CIF g s

m CLI#4

LI R

£ NSX Manager GUI &iIF IP E18
ATLAGE NSX Manager GUI TG, fhER . AR Ak 1P FRRARFAREORE, DU RE IP BRI RC .
2R
1 [T RS LN NSX Manager, 4911/ https://<nsx-manager-IP-address—or—domain-names.
2 AR > IPAM,

BUA T 1P Ik 7 B B BIRE R
3 BT MAMEMTENE,

BIH e

HiHE 1P 5 P T,

iR —sk %M 1P E3 BN SR AE P L, SREH— FIRE.
A 1P R B IP b, SATaR— T 4R,
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IR Btk

B 1P RILAFAE R N IP AT, He— TR DAL O — B 4% — T TR R DI
TR 1P [ SR -4 o

G IP BB BIIP I, SR — T B > ETRIER.

PR B T4 Y 1P i

& NSX Manager GUI 18 IP ERF4AK%

AL NSX Manager GUI A IP [ B At . RN ZEAE NCP 22800 TS EE B 1P [ b1
A

BE
1 B EE N NSX Manager, 49417 https://<nsx-manager-IP-address—-or—-domain-name>,
2 SRR > IPAM,
BUA T 1P Ik s B b B
3 %N IP EELZHE
4 P MRS IR

CIF BB eE IR

CIF (Bs/T i) e A ar FROAIRE AT, PR S e ifeas b M R o 15 SO IR 2 CIF jdi%
PR

AT DA NSX Manager GUI 551 CIF sl i i e i

EH—
{—;«i

i

E1E CIF E4BEEREIE

L R A > M > HEHR I G TG A R, E CIF slAs iR fo— N CIF Migh i i
HRFRA S, TR A F— P +]$,2 Gl el mfu%%ln‘%‘iﬁaﬁ% I
DA ) TERRR L TAFER L A TAURBE | o e FAHRE > MEEhEEER e B AT furs E AR S
R AT B ARSI ER AN, 520 (NSX-T & EHERT )

MEgEETE

AT R CIF b i di it . andsiil g v T HAOREAI G, G52 (NSX-T HHEE ) .
= Traceflow

w ERRAR

= |PFIX

w SRR TEAR S AR AT MR ) GRE B T RS . WA, AEABY
(NSX-T & HHEN ) TR (R ERSHEAIREER ) o A, Bl HEER Ul A503% CIF 2] VIF
IR R SR
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CLI &5 &
AT CLIL 54>, 5B NSX-T Container Plug-in 7 7%, &2 PHRARI%, SRIZPIT nsxcli 454

et T LB IR AERTE: ERAT P Al ar S AT CLI B

kubectl exec —it <pod name> nsxcli

=& 6-1. NCP B CLI &4

ki) s BT

NS get ncp-master status Fli* Kubernetes #il PCF.,
NG 145 nep-nsx ik & JHJ% Kubernetes il PCF .
HINES I3 nep-watcher <watcher-name> F: Kubernetes fil PCF.
NG Y4} ncp-watchers JiJjA Kubernetes 1 PCF .
N I3 nep-k8s-api-server fik i {# 4 Kubernetes.

ki check projects ¥ Kubernetes.,

TS check project <project-name> 1174 Kubernetes,,

FirN: get ncp-bbs status ¥ 1A PCF,

k& get ncp-capi status {# F% PCF,

RS get ncp-policy-server status %1 PCF.

TR A5 project-caches T Kubernetes.,

TN {3 project-cache <project-name> {1 F> Kubernetes.,

TRHL {5 namespace-caches 1 Kubernetes.,

REN U4 namespace-cache <namespace-name> {H A Kubernetes.

PR 45 pod-caches {8 7 Kubernetes.

TREX IV#5 pod-cache <pod-name> {1 J1}: Kubernetes..

REX IN#5 ingress-caches {4717 Kubernetes.

REX get ingress-cache <ingress-name> 1A Kubernetes,,

REX get ingress-controllers I Kubernetes.,

TR get ingress-controller <ingress-controller-name> % 1A Kubernetes.,

BRI get network-policy-caches %% Kubernetes.

PRI get network-policy-cache <pod-name> % Fi Kubernetes.,

BRI get asg-caches {4 17 PCF.

TR get asg-cache <asg-ID> %1 PCF.

PRI get org-caches (i FiljA PCF.

TREY get org-cache <org-1D> {4 77> PCF,

PRI get space-caches {# FJA PCF.
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R1& 6-1. NCP B8/ CLI &% (4D

it
TREY
PRI
PRI
PRI
BRI
PRI
Ak
Ak
Ak
X/
S

Sk

we

get space-cache <space-ID>

V15 app-caches

get app-cache <app-ID>

get instance-caches <app-ID>

get instance-cache <app-ID> <instance-ID>
get policy-caches

A nep-log Fi# %€ <filename>

get ncp-log-level

set ncp-log-level <log-level>

N5 support-bundle 1% <filename>
15 node-agent-log #ii%¢ <filename>

15 node-agent-log ##%¢ <filename> <node-name>

K& 6-2. NSX FiZhRIEFEXBEEH CLI %

Pt

{#HIjs PCF,

{1 HI: PCF,

{1 HIjx PCF,

i HI: PCF,

{# HI# PCF,

{2 s PCF.

FHJ% Kubernetes fl1 PCF,
JJA Kubernetes #1 PCF .,
JTJ> Kubernetes £l PCF .
f#H Kubernetes,,
A Kubernetes,

H FH1JA Kubernetes.,

it
R
TREY
PR

Cow

e
{5 node-agent-hyperbus jlk i
get container-cache <container-name>

get container-caches

%1% 6-3. NSX Kube Proxy &2 CLI &%

Rl
itk

= St St
il = = =
o o o Cre

TR

e

I3 ncp-k8s-api-server jikfi&
145 kube-proxy-watcher <watcher-name>
145 kube-proxy-watchers

FEN ovs-flows

NCP ZFRHREGR <

= ZR NCP LAk e

get ncp-master status
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kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

= Zi;x NCP fil NSX Manager = [HIIi 4R 1K i
get ncp-nsx status
s -

kubenode> get ncp-nsx status
NSX Manager status: Healthy

m BURAM., ar S AR I EA SR

get ncp-watchers
get ncp-watcher <watcher-name>

LR

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
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Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

= Zi0R NCP £ Kubernetes API falllliss > [Hf 47tk g
get ncp-k8s-api-server status

)

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

LIV SV IR SR SRR

check projects
check project <project-name>

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing
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= iy NCP 1 PCF BBS 2 [l 4k ik

get ncp-bbs status
s -

node> get ncp-bbs status
BBS Server status: Healthy

= fid NCP 11 PCF CAPI 2 [ 45k g
get ncp-capi status
H:

node> get ncp-capi status
CAPI Server status: Healthy

= i NCP fll PCF 5 Rl ik 25 2 [ Ao 45tk

get ncp-policy-server status

il

node> get ncp-bbs status
Policy Server status: Healthy

NCP ’é%%ﬁ@l‘kﬂ)lﬁ/*
. R 2 by 42 [T P9 s

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:

Zilk=editi=tee)

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d

ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e

subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:

logical-router: 5032b299-acad-448e-a521-19d272a08c46

logical-switch:
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id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24

subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a990-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a0-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
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subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

w AR P R R

get pod-cache <pod-name>
get pod-caches

ol

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81lbc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
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host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

IR\ DR EGECR E R

get ingress caches
get ingress—cache <ingress-name>

Hopl:

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
lb_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bcl6bdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress—-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
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backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bcl6bdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

n RATE N s fRR e R AR AR A, e s A RS

get ingress controllers
get ingress—controller <ingress—controller-name>

Hopl:

kubenode> get ingress—controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-f1a0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cdbde52c3

kubenode> get ingress—-controller native-load-balancer
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
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default_backend_tags:
id: 293282eb-f1a0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

w SRR U PR R e PR

get network-policy caches
get network-policy-cache <network-policy-name>

Hopl:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
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matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1l

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

= ST ASG PRI E TREL

get asg-caches
get asg-cache <asg-ID>

)

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4cc
name: org-85_tcp_80_asg
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rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46T9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4cc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46T9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

w  HUS AT AHAR R R A TR

get org-caches
get org-cache <org-ID>

Hpl:

node> get org-caches
ebb8b4f9-a040f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a4l14a2-551e-4444-bae6-3d79901a165fF
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

VMware, Inc.

68



T Kubernetes 7l Cloud Foundry [ NSX Container Plug-in - 4 FIE HIE R

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

w  ES A s R R A TR

get space-caches
get space-cache <space-ID>

Hapl:

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-al118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b6a910413¢c47:

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

w IR R U R R PR

get app-caches
get app-cache <app-ID>
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node> get app-caches

aff2b12b-b425-4d9f-b8e6-b6308644efa8:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
rg_id: a8423bc0-4b2b-49fb-bbff-ad4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2bl12b-b425-4d9f-b8e6-b6308644efa8

instances:

b72199cc-elab-49bf-506d-478d:

app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1

host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d

index: 0

ip: 192.168.5.4/24

last_updated_time: 1522965828.45

mac: 02:50:56:00:60:02

port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING

vlan: 3

name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

w IS A RR A P B T (S R S B T R PRI

get instance-caches <app-ID>

get instance-cache <app-ID> <instance-ID>
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node> get instance-caches aff2bl12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

ISR PR
get policy-caches
i

node> get policy-caches
aff2bl2b-b425-4d9f-b8e6-b6308644efa8:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efal8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21d1

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
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rules:
8272:
dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl
NCP B ZEGS

m % NCP &I tuf#A71E Filestore 1

SRR E0 T A T T AR TR SRR PTAILA, AP BSRT tier:nsx—networking, itk S A
tgz #53X, WfE{AIA CLI ¥ Filestore 4% /var/vmware/nsx/file-store, #n[LI{di 1] CLI file-
store %, RIS EOAE AT B i vm A ki

get support-bundle file <filename>
Ha
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

m % NCP iU#k# {71t Filestore

SCERRE DA tgz AR VAT CLI THR% Filestore H &% /var/vmware/nsx/file-store. %A PL{#iF] CLI
file-store y4>, Witk S HE T 2 s A i

get ncp-log file <filename>
i

kubenode>get ncp-log file foo
Log file foo created in tgz format

=G RE R AR B A7 4E Filestore

T A7 20— ek A S B B B AR EERE RO 8%, U8k LA tgz AU/ CLI THi3% Filestore H
&% /var/vmware/nsx/file-store, ZERIPIH ] CLI file-store #5%, BRI tofs S0 LR s im 4t

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

il

kubenode>get node-agent-log file foo
Log file foo created in tgz format

LIS & ek
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W EC 4 R 4% B NOTSET. DEBUG. INFO. WARNING. ERROR 1 CRITICAL.

get ncp-log-level
set ncp-log-level <log level>

H

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX BRI TRMKESS
w BURHETBAIRRE U ET RS 1) HyperBus 2 [HIF AR R B
get node-agent-hyperbus status
g

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX FiBtRIBIEX BRI RENG S
m VS NSX Hi B EIAE S 2 B P SR

get container-cache <container-name>
get container-caches

)

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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NSX Kube-Proxy REEMRERS

m  JiUR Kube Proxy Eil Kubernetes API fil g 2[RI HLAR AR 78

o

get ncp-k8s-api-server status

il

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

= iR Kube Proxy B4 EilkE

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

Hpl:

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up
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kubenode> dump ovs-flows
NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8,
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priority=100,1ip

priority=0

priority=80,1ip

actions=NORMAL
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