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NSX-T Container Plug-in

NSX-T Container Plug-in(NCP) 1] J{## NSX-T Data Center £il Kubernetes > A #5780 T H, th
AILA#ES NSX-T Data Center BLA R PaaS (*F-5 BIUIRTS) W b, {51401 OpenShift, A Fg s IH 4
fifi ] OpenShift 5% & NCP,

NCP By efreE A astgdT, Herfl NSX Manager #11 OpenShift 7l 1 [filifRR . NCP &S amAl
HAbEIRAOAERT, H RPN NSX API 2R B A RS OAA40E AR, BlansiiE e | ey . R has il
i\ﬂaé%ﬁo

NSX CNI SN R @ E4AEE OpenShift Hi% F#A T, & AR A anBI R | HARSNHEAEY
i vSwitch, AN ZeHEERE S %04 vSwitch, IFIEE AR T AIEL VNIC 2> AR .

NCP 2t M4 Thhe
= 7% OpenShift %% EIEh Y NSX-T #f4a, H 4% OpenShift iy £425 [ BE M 1O SRR 4%

= i OpenShift 4@EHAR = @A, AGACE IP A1 MAC {2k,

w CSCRRAEEE AR (NAT) H 2R OpenShift iy #2423 [Hfid L B4 SNAT IP,
fERE  BUE NAT IF, B 1P B AR 1000,

m i NSX-T 45 #Up SO T/ E OpenShift 481 5 HI
RN DRI AR

R4 JE Y IPBlock i IES

AR IR AN ES Y, S48 matchLabels i matchExpression,

mFE NSX-T 28 7 G H Vs P /E OpenShift i H .
m Fi TLS Edge #4113 8% HTTP Al HTTPS .

w AR v R T A PR T

LS AR FRAIAE B NSX-T SR A il [ ERE, W e Bl B R e
7% NSX-T Data Center 224> FE4H AN HI

TEMEIASHT, NCP SZ4E % — OpenShift #54,
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AREAG AN A4
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NSX-T Container Plug-in (NCP) 1145 R A& MK

WA, PR
NSX-T Data Center 22,23
Aas TR BRI Hypervisor ®  4E(1 vSphere il

= RHELKVM7.4, 75

B TEHIEE RS RHEL7.4, 75
5 R OpenShift 3.9, 3.10
Container Host Open vSwitch 2.9.1 (FEFHA NSX-T 2.3 1 2.2)

- Y4

AR ER

TUFERIRE NCP U N AR . i ThahfTis b B, A% NSX-T Data Center F11 OpenShift
ﬁtgﬁjh‘siﬁ
Lo B
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‘2225 NSX-T Data Center.

ST 7 g ot ik

N TR AR, IR AR A AR
NS O R A5

AT AT AT 1P R

FES7 SNAT (AR A7 L) 1O 1P ARk
BB OpenShift HEEHERS .

HER Ansible HERE S

(1 1) i 1] B — Playbook %% NCP #1 OpenShift.

© 00 N oo o A W N

(I 2) 228 CNI AMEFE .. OVS (Open vSwitch) A1 NCP Docker i, k7%, 2% OpenShift
Container Platform,

10 #iT NCP 1 NSX fifighfRfE

QAR FTHE ALY Playbook 22 NCP, R ANTEEEEEE 2 & 6, 52 BI{l)T1 51— Playbook 2 NCP Al
OpenShift 275 CNI #MEME L. OVS F1 NCP Docker B4 ,
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FH# NCP

L NCP THE % 2.3.0, siddT FAIZEER,
1 JH4L CNI RPM £ NSX %L DaemonSet 11 NCP ReplicationController.
2 (M) % NSX-T Data Center J14% % 2.3,
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hE ST NSX-T Data Center %5 1A (I OpenShift 5T 498 . 40 DLTE){ 1] NSX Manager
GUI A Eim e )i, ukfdiff] Ansible Playbook 2 H BV AL .

AR AT FE i  NSX-T &, Fs BEMERET, sE2BYZ25 CNI AMHEEL. OVS A1 NCP Docker
A5

ZINEROE Y NE T E
m EOE NSX-T

m EEVOMIEUESS O FE R rhas

= BTN

ERE NSX-T &iE

TR EEE ) NSX-T Data Center Y405 78 il it 26 O JEdi ik iy . T i4R 0 Bh AR RS o
T s . Kubernetes SB[ IP [, DL SNAT (1 IP £E[5

i FHZHAERY nep.ini 1Y UUID Bk #4F83% 2 NSX-T Data Center 45,

EoEmESE

£\ NSX Manager 3255 = ABIRGLHE > ARS8 10% 25 2Rt (R B I glindal, SR R
U

ZIMTE nep.ini i [nsx_v3] [BHREAE overlay_tz 1#IH, FE@ s erm i, D E nligt
Mo R overlay_tz, NCP #5 HENIEEE O FEil s s (e [ a5 A o

% O Bk
A\ NSX Manager 351 5488 > Birph > Bpiag. sl TR A shAilms e, ORI HIBG this.

AL nep.ini 1 [nsx_v3] WEHRIE tierO_router BRI, R a2 HEIMEE O MR % thas.

et B R AL E b IR T
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G A EORHA N VNIC AJE AR 2 78 i e e ns . BB B TN AR SR A 4R &

NSX-T Data Center, i 1o BHE ] DB S SRS T35 . 1B\ NSX Manager 250 2= 48 > 354 >
RHER, TVAHNT A IRES o AEACHRRS I, B ARG A SR DN s vNIC, i E LA
AR .

m 5. <cluster_name>, #iff: ncp/cluster
1. <node_name>, iff: ncp/node_name

<cluster_name>{H ST E nep.ini 22 [coe] WEEH cluster HEIEMHE .

Kubernetes Z8@IRY IP EiR
)\ NSX Manager if 555 S48 > IPAM, DL —ok 248 IP . DA CIDRARRIRE IP [ibil.

BIBLE nep.ini 1Y [nsx_v3] EEEH#E container_ip_blocks 11, #5iE Kubernetes 4t IP it
Mo

e R DU ) SNAT a4 23 [E TN 1P Wk,

BIAE nep.ini [ [nsx_v3] W EH#E no_snat_ip_blocks 121, $55EE SNAT IP [,

QNARAEAE NCP ST 41 SNAT IP [, HIAZETEHE) NCP, 3 H), NCP s Eras4qs 13y 1P
W, ERFESRAILE.

Y ST IP RBEE, TSR EEASOA NCP 2 4HAER nep.ini HIfY subnet_prefix Z8iH.

SNAT 1y IP &£[&E

IP £Eln AR 1P A2kl fE T T SNAT BLHIEEEAm 1P, DL ZE S SNAT/DNAT BLHIZABHA
FlstiliG, nlnl Openstack 78 1P, 152E IP At AR A [ NS IP ]

% il Kubernetes 5 52 & ffi FIAHIE /NS 1P £EE . AR(E NCP B TS By @ # L H11Y Kubernetes #5%
fE IR 4l o IR TR, ARBuer il AR A AR R 4 e i o ands i AR 4R/,
AR nep.ini 2 [nsx_v3] [mEHI1 external_subnet_prefix i1,

N\ NSX Manager i 555 24N B &% > Br4H > \P SR, DU Sl ol s Habif Sl .

BIAF nep.ini 1Y [nsx_v3] R E external_ip_pools i1, $57E SNAT [ IP £E,

Rt AT LB SR s AR BUE R e s 1) SNAT . il

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
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ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCP 415 I IR % SNAT HH1. HANRAIR IP Agimddmmts . HiH IP 218 EI0oNE 1P £E R ik
ITECEY SNAT IP, a7t MAIIH.

®  ncp/snat_pool HHEEM IP Lkl AT IR 3 E 2 i AF(E A NSX-T Data Center Hi, fit NCP 2.3.1
BHEG, 1P Sl HEA R {"ncp/owner": cluster:<clusters}.

m 7t NSX-T Data Center 1, %1 SNAT A HIMESE I i S Se i

m WURAEC R E ZH SNAT BLAI, A Hil

R VA AIRERLRTHE A 1P Sl , F55E 1L SNAT IP SRIEACE IP 1ar £ 25
" ;. ncp/owner, Fiil: ns:<namespace_UUID>

AT A ] A1 — a4 B Sy 4425 [# UUID

oc get ns -o yaml

RETERL NS

w R EREERCIEREE— B UUID, fan] DU IR — (RS oy 2 fMac o

n QR ey s RGP ARAFARS, ALt 1P, BEIIRTSH SNAT AHAE A
ik NCP HHTbEl A1l .

n ST R DR, AN IR, FURTAE SNAT IP SR BCE IP 4T ar £ 25fHo

GEZEM) BB ER

LSRR B BT B ORI R AR S NCP AR 48 I I ST 05 ARSI, 5B
NSX Manager, i %224 > Distributed Firewall > —f&, k7% i 57 i (55 kb B

B nep.ini 1Y [nsx_v3] AR bottom_firewall_section_marker #ll
top_firewall_section_marker 3EIH, 55 R By kOSE B

RIS TS i i A RS THPRISTS A Al BE T 5o NI 2Bl A fli Bez 2, 1 NCP iy F R FRie i A 155
SR B N RSB SOt Bz 1, T NCP Ny A FUFRI R B N it Bt e v i TET B hOfl e B
Z o REAEIE AR B, QAT AT PR AR S e T, ifu i A i B ot B TR T
Al e B AR RC B ORI B AR e e, 75 RIFREE SRR .

BEAMRESE O BRBEMHS
J=

550 kR el Kubernetes fifi B4R 25 ANISAERS
EF

1 [ RSE N NSX Manager, #4174 hitps://nsx-manager-ip-address.
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£ OpenShift IRIEh =% NCP

IREE R AT 2R3 5 NSX-T Container Plug-in (NCP) il OpenShift,
AL LN,

= 3% OpenShift [ ftikas

w RS Ansible JoHgRE %

m  {fi[]#— Playbook %% NCP #1 OpenShift

m 228 CNI AN, OVS #1 NCP Docker B

m 2225 OpenShift Container Platform

= {7 NCP FlI NSX it HERE R,

n REF RS

kv : K

202 OpenShift FE#iHLEE

TE22 NSX-T Container Plug-in i, WZHZc2¢5 OpenShift, A 5/ D—qi -1
WETANEE, 5528 https://docs.openshift.com,

BESR

HEfH Ansible A8 . S BIMEA Ansible EREREZ

3 . als

HE Ansible FTHfER

Ansible TR S & E 78 OpenShift szt HI R

B2

1 %1 https://github.com/vmware/nsx-integration-for-openshift #%2 NCP GitHub {f7/## ., hosts %

774 openshift—ansible-nsx 4%, M hosts K% (f-FA7E openshift-ansible—nsx 4%
i, HEEE Playbook {2 hosts RS MRS,
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2 [HE] A [EEN] BB, FEE OpenShift R RR 10 EAELRRAN IP A2k, {54,

[masters]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[single_master]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[nodes]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.101.101.4

openshift_schedulable=true openshift_hostname=admin.rhel.osmaster
admin.rhel.osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel.osnode

[etcd]

[OSEv3:children]
masters

nodes

etcd

FHTERL, openshift_ip @kl tEmEE IP, H3F S RN TAE TR, N EREI TR0E . i
AR nep AHBA A e i ] single_master A T K FrE T/E, a1 NSX-T Data Center 2]
S EIREE

3 E SSH N, fH#4T Ansible TSRS (I A - G AT SR AT B R I A e

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 i [OSEv3:vars] i B, 787 PA7E OpenShift Container Platform 2 SCf:ri % 21T 4 2 dH R f
AR DA THE RG22 (£F https://docs.openshift.com Hii#as [R5 | ), i,

# Set the default route fqdn
openshift_master_default_subdomain=apps.corp.local

os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshift_node_sdn_mtu=1500

# If ansible_ssh_user is not root, ansible_become must be set to true

ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

os_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted_manage_router

VMware, Inc.
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Set to false to disable creation of router during installation. Th
manually started after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry
Set to false to disable creation of registry during installation.
manually started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

openshift_enable_service_catalog
Set to false to disable service_catalog

(For OpenShift 3.9 only) skip_sanity_checks
Set to true

(For OpenShift 3.9 only) openshift_web_console_install
Set to false

5 TERENDLHARE T LAk
ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping

GERBEEAEI MR BRI, SEfREAR M

openshift-nodel | SUCCESS => {
"changed": false,
"ping": "pong"

3

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

RESR

e router has to be

The registry has to be

#: CNI SNEMERFI OVS, EH B2 CNI ANEFE R . OVS HiI NCP Docker {4,

{EFHE— Playbook Z#Z& NCP #1 OpenShift
FEn] DU I B — Playbook 2% NCP Fll OpenShift, m7r B (120 BR b f 7205
#— Ansible Playbook install.yaml "J$iT N4 T{F:

= NCP #Eff§

®  OpenShift %%

VMware, Inc.
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= NCP 22

s, A DU ML R R R et NCP Fl OpenShift: 2228 CNI 4L . OVS 1 NCP Docker
LG22 OpenShift Container Platform,

AT install.yaml Playbook 2 Jiij, #%iE ncp_prep Fll ncp Plabook ffi{fff) BRI 54088, 425 CNI
SNEFE R . OVS A1 NCP Docker Mg bz iR T 28,

NS T T Playbook:

ansible-playbook —i /PATH/TO/HOSTS/hosts install.yaml

Z4E CNI 4M#FEX. OVS #1 NCP Docker Bf%
ARSI AT (CNI) SMEEEL . Open vSwitch (OVS) 1 NCP Docker BL§ . 2H 22457 OpenShift i) |-,
2B T RE TR T Ansible Playbook A6 T

st WUREE T B — Playbook “2%& NCP 1 OpenShift, NI ATEEHATIVEER, G288 (0115 —
Playbook % NCP il OpenShift,

Playbook H1 & A EEERE NSX-T ERIHE R, WA DMRIASE 2 51, 3% NSX-T S, LA

B /5 5% E NSX-T Data Center )i, 7 Playbook #f 7}, 28§ perform_nsx_config F/x/Eih 5k iE

9/

B

1 % roles/ncp_prep/default/main.yaml #ll roles/nsx_config/default/main.yaml HI[2:85
B, BFEATHE L CNIAMEFE R RPM, OVS M ERL M4 RPM 1) URL, IH4h,
uplink_port ;& EiEEEEHEHERS 2 FATHER VNIC 104/, Flfrats )il NSX-T Data Center 451
SETAHREARA

B ERI S

m  perform_nsx_config: ;e #fTERRIE . WARETHITROE, HATHMIT nsx_config {54
W5, G/ false,

B nsx_manager_ip: NSX Manager 11 IP
®  nsx_edge_cluster_name: 55 0 J@i&HasfrEifi 1> Edge w4
B nsx_transport_zone_name: 7t (i an i 4 5E
= os_node_name_list: ii%h#4RAIIE S BEE B
#l4n, node1,node2,node3
®  subnet_cidr: IP & E{ CIDR AibEBIRA EiS: F K br-int
m  vc_host: vCenter Server [{J IP ik
®  vc_user: vCenter Server & Hfdi & 4

m  vc_password: vCenter Server {5E 5%

VMware, Inc. 15
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vms: HEREEES 2R IIEE BETE B, T AT S os_node_name_list,

PISBAAHRME. ST EE B

nsx_tO_router_name: icHEMNHE O EEiEK HAR10 400, AR to
pod_ipblock_name: 4@ IP [l H, THRE: podIPBlock
pod_ipblock_cidr: Jtt IP [wifY) CIDR {ihl, TAK(E: 172.20.0.0/16
snat_ippool_name: SNAT 7 IP B &R, TE%(E L externalIP,
snat_ippool_cidr: Jtt IP [#fY CIDR {7k, TE&(E: 172.30.0.0/16
start_range: 4P IP ZE[R S CIDR HOELA IP 7k, FHZE: 172.30.0.1
end_range: 41t IP £ R CIDR (U455 IP fizkb, F#%E: 172.30.255.254
os_cluster_name: OpenShift #H:[14Fh, Hiklli: occl-one
nsx_node_ls_name: HZR 5 HIEE 2 ARSI 2, ATR{E: node_ls

nsx_node_lr_name: x4t node_ls 2 #EfH s s 4. FR{H: node_lr

nsx-config Playbook {# 7 2 @ —f#l IP L[ Al—1 1P [, QiR @misisn % JAHEFEI AT .

2 Y= openshift-ansible-nsx H&E, 6T ncp_prep ffifa,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp_prep.yaml

Playbook F {05047 F BRI 51 :
m il CNI AN R 2R %

AR nsx—cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpm, FA1, xxxxxxx &4H 34058,

mZRE ONI MR R LR 5

MRS 288 7E /opt/ceni/bin 1, CNIALRERE 10.net.conf &1 HE] /etc/cni/net.d, rpm {1
2 B RN R AL B A /etc/cni/net.d/99-100pback.conf,
R OVS R
WA openvswitch—2.9. 1. xxxxxxx—1.x86_64. rpm Fll openvswitch—
kmod-2.9.1.xxxxxxx—1.e17.x86_64.rpm, 1, xxxxxxx je4HE4m5%
m JT brint FUTERE (AR EENT).
# ovs-vsctl add-br br-int
AT A B AR AR TSRS A (node-if) A br-int.
® [ br-int 11 node-if link [YiRRE 5T A BB
# ip link set br-int up
# ip link set <node-if> up
VMware, Inc. 16
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w ORTANRRAHAEAE, DARECRAES A IR A HURTBHAIR PR

= Nifill NCP tar fi#5, SAETE tar BN Docker L%

Nl ncp-rbac yaml #%€, Wi apiVersion &5/ vi,

= 7t NSX-T Data Center ridty SR AABEAAHR IR, MA@ se LA NCP Rl AR
»  {fi[f] NSX-T Data Center ZJF¥ A nep.ini,

"ESR

24 OpenShift Container Platform, i 2:l%%: OpenShift Container Platform,

Z#t OpenShift Container Platform
OpenShift Container Platform (OCP) J& 1| %44 Docker #11 Kubernetes [{°F-4 BIJIl#% (PaaS) 7.

faik  WEET B — Playbook %5 NCP il OpenShift, HIATZESATIVALER . FESEH (L5 —
Playbook ‘¢ NCP #11 OpenShift,

7225 OCP HUAHRBH AN, #52:EY https://docs.openshift.com,

BETE
BAT NCP 0 NSX HiBHREEFE, FEZBIE T NCP Al NSX i B CHERE A,

1T NCP #1 NSX fighcEiEt
HENEEAT NCP 1 NSX ffi i BfE
EF

1 4wl roles/ncp/defaults/main.yaml, iff87E OpenShift API {fillz#F IP. NSX Manager IP, VLM
A R i, NCP ReplicationController yaml F1 nsx-node-agent DaemonSet yaml [ URL .,

2 1} openshift-ansible-nsx 1T ncp ffifa
ansible-playbook -i /PATH/TO/HOSTS/hosts ncp.yaml

ncp FATGEHUT FHIDEE.

® @Y nsx-system HEETAAAE, A AEEHIIMPAHNT

oc new-project nsx-system

N ncp-rbac yaml {5, W apiVersion &85/ vl

= % NCP A ISR, AREBEHRE NCP MIfEI R s e e, A Ik ge Mt Bt NCP ik
THR 24N,

VMware, Inc. 17
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1# H1A OpenShift [] NSX Container Plug-in - Z¢3E f1E Hi e

m % nsx-node-agent AAIHN AR P, SRR S E BB REIRE AT BCA TR SR M 0, AR
S st e SR AR U e P I 4

oc apply -f /tmp/ncp-rbac.yml

n UASEL | ARARFEMR PAHRATE Y Token, MG LE{E4 /etc/nsx—ujo/<service_account>_token
I

secret="kubectl get serviceaccount ncp-svc-account -o yaml | grep -Al secrets | tail -nl | awk
{'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d > /etc/nsx-
ujo/ncp_token

secret="kubectl get serviceaccount nsx-node-agent-svc-account —o yaml | grep -Al secrets |
tail -nl | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d > /etc/nsx-
ujo/node_agent_token

= [N, NCP f] SecurityContextConstraint (SCC) yaml % ncp—os—scc.yml, i yaml 57
SCC,

oc apply -f ncp-os-scc.yml

SCC yaml %% SELinux F7U485E % spe_t, PATELR NCP/nsx-node—agent 47 SELinux FHJ/7HL
HEFR . 7RER,

selLinuxContext:
seLinuxOptions:
type: spc_t

f£ SCC yaml #ZH seLinuxContext 1) seLinuxOptions T, SELinux DAFEAS A RLfe 77 Has il g
N E R s0:c0:c1023, 15 FF ncp/node—agent EANF Ik 28 HI A7 HN H A

= i SCC Hith 4y NCP Fil NSX Hi s IR X Apar 1125 . Biln, 4% SCC Hiy = Hpy & rhi e
A

oc adm policy add-scc-to-user ncp-scc -z default

= ¥ SCC ¥4z NCP F1 NSX fifi Bh R R RS IE 7

oc adm policy add-scc-to-user ncp-scc -z ncp-svc-account
oc adm policy add-scc-to-user ncp-scc -z nsx-node-agent-svc-account

= [y NCP ReplicationController (RC) #l nsx-node-agent DaemonSet (DS) ) yaml £#2€, I H 5T
ConfigMap.
m NGER A NCP g (nsx-node-agent & i/ IAHHINLS).

n s, iR NCP A1 nsx_node_agent Fi7511 SecurityContextConstraint.,
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57 NCP ReplicationController Fi1 nsx-node-agent DaemonSet.

5L NCP BifkEL Kubernetes API filIR2SH0HEENM: HTTP #i4%, DLESHE Kubernetes &5 AL il =
P, G APL falR R S Bl 4% A GBS NCP 1 TCP 4R 438, 1 E Tl NCP, fdi L AE4h i
A8 AP fRlfilkes s, S HI, NCP s ersii il

REFTEEIE

7 OpenShift fI NCP 2 1i, i FRA R &ER.

AR AR 11 (8, a4 23 TR RR AR A 1 12

gt OpenShift Py B EE HIARER (140, fEZ=51# P IEAT EHS openshift.io [AEK) K il NCP 2%,
IJ&H&EFH%‘H%T TE A AERR NSX R FRUBEREER. LA N2 OpenShift Fir i HIFUAEER 74 575
B, R S TA R AT TR ER AR R 5 14 -

openshift.io
pod-template

VB A5 S I, AN, FHZRAET T Kubelet (45RAURA o St A BRI RES 77 IUA i A4
o

B F A DLFI ] Linux ZUAE NET_ADMIN A1 NET_RAW 28 NAZ4HBAEE . AT S5 25 21
TAINAE . ARTERAT AN Er ¥ SZ A anyuid SCC #%EL NET_ADMIN, %ﬁ%%ﬁ? AT SCC WRERUH
7 NET_ADMIN, sk SerramiE R o N To AN, $HEEAZ B AERS, sHisE anyuid

SCC (%l =) @ ik NET_RAW IZhGEMM ) SCC. IEAFEErT FEhi# NET_RAW #iii % SCC &

1 [ requiredDropCapabilities | 155458k .

U AR s ORI (PR A BIER) . Al S B I H BT BN 2 oc BRI AR 1 TR
e

oc new-project test-project
oc project test-project
oc adm policy add-scc-to-user anyuid -z default

T () OpenShift 5.,

oc login -u system:admin -n default
oc adm registry ——service-account=registry —-config=/etc/origin/master/admin.kubeconfig

M5 OpenShift 4%

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry
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» bl D IPtables [5OSR SE 712K 11 Docker TG RS ARSI DNS SR EE 5 /i) F 1
dnsmasq /7. BUATFEIINVABRG. Fh4iE /etc/sysconfig/iptables, fifEAE SR
COMMIT Fi g ALY

—A OS_FIREWALL_ALLOW -p tcp -m state —-state NEW -m tcp —-dport 53 -j ACCEPT
—A OS_FIREWALL_ALLOW -p udp -m state —-state NEW -m udp —-dport 53 -j ACCEPT
COMMIT

m kD Iptables. Docker F1 Origin Hi%5 (F5 @ik kube-proxy F1 kubelet),

systemctl restart iptables
systemctl restart docker
systemctl restart origin-node

= OpenShift [1JPNEE Docker E&k 07 HAESIH TIAE TLS 7 fii OpenShift 1F i Hi/E, —&ifis,
OpenShift Ansible 2Rz & BB, (His Hai LR A7ER . sh4wiE /etc/sysconfigidocker
PRI

INSECURE_REGISTRY='——insecure-registry 172.30.0.0/16"

TR Docker,

systemctl restart docker

m  NCP R4 il 2 25 Kubernetes FITHe kit s2 32417, # OpenShift i H1) Kubernetes AT E -

= OpenShift 3.9 - QI%E%J—HIJEPE@%HElJ?/DUEf@éT namespaceSelector. podSelector Fl1 ipBlock
HH ) e 2o — (1R H

m  Kubernetes API il ANt T4 It RIS Bt o P RE ST SISO AR I . NCP AR IH 4
BRI A AR TR AR I G 3, NCP A Er s Bz AR I H . Ao Zr iRz Ak s A, 6
HURTEE N — (SR SO AR AOARE J R

m  FREMCRT Kubernetes S5 subPath AR (G521
https://github.com/kubernetes/kubernetes/issues/61076), 41 OpenShift AN (U5 I RE B I,
NCP g dt v & A Ol #r ek CreateContainerConfigError: MEVEMEMR volumeMount (KT 1%
o AR PAE NCP yaml #1553 subPath U, DADEIEL. BREAGR, BEREE subPath:
ncp.ini 94T, WA FAIN AR volumes [4HFE .

volumes:
— name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
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name: nsx-ncp-config
items:
- key: ncp.ini
path: ncp.ini

B AP EE B[ /etc/nsx—ujo HERAERMETUIRRE . Qntb—2K, i S ANFL B 4 it 4R
NSX-T A, [H2 NCP M5E7E /etc/nsx—ujo N a ik DU S FIAL S 4 5i 2 2 B —F
E

" PR TET AR S OpenShift 3.10 itk wriEE FAIHH

= SRR OpenShift 3.10 A IEIMIEALIOALAG . 2FTEREAIIE Sk hosts R 1R BLEE;
ALRESHEAL

»  RIGREEAN I % hosts A ZEH [nodes] FHEALHIE FIMFTAT FHERRIRAS BRI AL 2470 .

= [ Ansible EIETHH4 OpenShift 45 n] HE RGBS HET, F5iECRTE openshift-ansible {7
ittt (https://github.com/openshift/openshift-
ansible/pull/8016/files#diff-2386e21861da3f95091dbb27d72ca366), LAFEIG:{E /AR 2 Open
vSwitch &1},

= { OpenShift 3.10 Bf%4, kube-proxy 1 openshift-node k7% f2%] DaemonSet, K%, ek
e, $UT FYREEILT- ) kube-proxy (1R L # % openshift-ansible {730

®  fji{l openshift-ansible H#&¥, 7t [defaults] M@ FAIIIH:

library = roles/lib_utils/library/

= EaE MAIIEEAE playbooks H &k create_proxy.yaml A5 :
— import_playbook: byo/openshift_facts.yml
- hosts: masters
run_once: True

roles:
— kube_proxy_and_dns

B T Playbook:
ansible-playbook —i hosts playbooks/create_proxy.yaml

B E RISEE, FRRB O TESE RN DA IE e RUE . A DL I T4 oc get po —
all-namespaces fﬁyguy% A
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TEREIRIERZ I NCP

TERIEER i 225 NSX-T Container Plug-in (NCP) 2P BREL/EARIBEER B 222 NCP (2B BRIEL. ANHl
Al A BB

RS DL N,

m 22 NSX-T Data Center CNI /ML

m % OpenShift %51 NSX-T Data Center 4%

B 2R NSX HIEEREEFE L

®  nsx-node-agent-ds.yml H15E 1172 nep.ini [ Configmap
m 222 NSX-T Container Plug-in

®  nep-re.yml A3 A nep.ini [ Configmap

%#£ NSX-T Data Center CNI 5pEpFET
NSX-T Data Center CNI #MEE AZH 2224 OpenShift T |-,
=
1 N Linux 351 TRRGE TN 28R 5
HE LI nsx—cni=1.0.0.0.0.xxxxxxX—1.x86_64.rpm, FLI, xxxxxxx &4 3 4w 55
2 BRI TR rpm RS

MR & 254E Jopt/cni/bin 1, CNI ZHfEHE 10.net.conf &iEH%] /etc/cni/net.d. rpm
W2 In AN RE RO 4E BB R /etc/cni/net.d/99-1oopback. conf,

S E OpenShift #1EEE) NSX-T Data Center 431§
ARHETEHA A 5% E OpenShift 4= 2 N FL T ELT) NSX-T Data Center 4t .

TR B EDLVESE 2 G087 RHEL Container [ NSX Manager B54%, iS5 EEA 1 1] F AN
OpenShift 54, W H. [ LIZE NSX-T Data Center 495tk 4t |-, DI |, /\fﬂlﬁﬁhf LA A
%, FLAZEAE NSX-T Data Center 48k 24 |
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HER B EN B LA M AIRD -

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

PR DLIF A A AR RS > H B NSX Manager GUI 5k H1) OpenShift £ Bl ) (i i
W OpenShift B2 A REAFT AL, AIMAWZE TR ncp/node_name 3 ST HCE) NCP. AT DA T
A iy A A BT 24 -

oc get nodes
WISRARTE NCP S TS A EE gt = 4, HIEBT oc cluster add fip4 2 HiWAZE R AC 7 2 (eiiay o
B B, CHRETESE A R AR . AR N IE R, FIAET DUERE N AE BR A A
IR B R
= FHTHE NCP,

& NSX HEHKHEEK

NSX i BECHIRR T A A d AR BT A 551 DaemonSet, —{HAFy & HAT NSX HiBCHIRE, H
TH TR, By CNI AMNIFE U Kubernetes API falfllkss Gl , B—HAFS & H0IT
NSX kube-proxy, [MHME— T/ a0 IP EEE 4k 1P, LUE(E Kubernetes JIRFHEN . & e B {FEL
il kube-proxy FHFHIHTIEE .
EF
1 Nik NCP Docker {4,

I nsx—ncp—xxxxxxx.tar, Hib, xxoooooo S A 34 EE
2 [l NSX i CEERE R DaemonSet yaml HiA,

R ZE 2/ A nsx—node—agent—ds.yml, &R RE 2, ol H RIVEE A CROFARE Fa 1 .
3 % NCP Docker Mgl \ 2= #R ML G5Bk

docker load -i <tar file>

4 %t nsx—node-agent-ds.yml,
L 5 42 R A B R LSRN OB 24 T
HEAT A A

[coe]
node_type = 'BAREMETAL'

[nsx_node_agent]
ovs_bridge = 'nsx-managed'
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BUMERR T 5147

securityContext:
capabilities:
add:

— NET_ADMIN

— SYS_ADMIN

— SYS_PTRACE

— DAC_READ_SEARCH

# For BMC usecase

— DAC_OVERRIDE
volumeMounts:

# mount nestdb-sock for baremetal node

- name: nestdb-sock

mountPath: /var/run/vmware/nestdb/nestdb-server.sock
volumes:

# volume for baremetal node

- name: nestdb-sock
hostPath:
path: /var/run/vmware/nestdb/nestdb-server.sock
type: Socket

faEE 70 yaml 5, SRHEE S nep. ini A4 ConfigMap WAZEHE B2 [l | B, Tk
(1) yaml A5 C A IOBUR AN FEAS T

5 i FAarA iy NSX B FifE A DaemonSet,

oc apply —-f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml & Bt ncp.ini B Configmap

it yaml ££2€ nsx-node—agent-ds.yml {3:511) ConfigMap 1 [T/ NSX Hii i AR A1 4H ek
ncp.ini. ZHILUFEELL ConfigMap I Bz (0 25 1 2 850k AT BB AR 0 2ehe

T MUY nsx—node-agent-ds.yml # B EAT M4 ncp.ini #Hl:

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
#use_stderr = True
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# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

[ha]

#
# NCP High Availability configuration options

VMware, Inc.
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# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

VMware, Inc.
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# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.

# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

¥t NSX-T Container Plug-in
NSX-T Container Plug-in (NCP) 1A Docker BUZ1JE AL, NCP JEEA T ZE M4 A Il %5 1
TR TR T NCP,
Er
1 T NCP Docker Hlt{%
R 20 B nsx—ncp—xxxxxxx. tar, HH, xooooox JE4 34055 .
2 T4 NCP ReplicationController yaml #{iZ<.
TR AN nep—rc.yml, R DASRERIARE S, slol AR B SR RAREHB
3 % NCP Docker M {gH \ 5 A Gt 4 o

docker load -i <tar file>

4 %l ncp-rc.yml,
AT AR 8 T A A

[coe]
node_type = ‘BAREMETAL’
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TR 52 42 R A B A EL SN PO 4 i
F55E nsx_api_managers 28, IIRASIIEH — Kubernetes i 8 #5 812 — NSX Manager 1 T{#
H“ o /fﬁl ﬁ

nsx_api_managers = 192.168.1.180

(1) 7F [nsx_v3] EF&PT‘QE%%Z ca_file, sZfHE JTIARER 5 NSX Manager fil/[R s G251 CA JIk
B, BARsor, NAGHEEHTASR CA.

TRES M nsx_api_cert_file 1 nsx_api_private_key_file DAl HiX NSX-T Data Center {5z

EvAd
|25ve]

nsx_api_cert_file ;& PEM KR 2 JT] Pt S i 5o B A . IR SR IN A E A s -

L

I
al

nsx_api_private_key_file f& PEM 5 2 JT] Sl 2 G 3 S e s 1S . A S P A IEA R TS «

DR 5 R e A1 NAT BT,

fTER, AN BT 24 & AR R A A A AR ER 2 1P [ PRAL B 4% . A B AR 14
AR/, T [nsx_v3] [ BT subnet_prefix i#2I,

SHHRT 28 ingress_mode = nat,

p=(113

S 77 yaml B2, ETEE S nep. ini FEAENY ConfigMap JERMEE A [ Wi | RERks . ki
yaml f 5 CEAT RIS I AN RS

5 #7 NCP ReplicationController,

kubectl create —-f ncp-rc.yml
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it NCP Bl Kubernetes API frlfless el HTTP 4%, DUETA Kubernetes BT A= dvi 11
fFo AR AP fllia S ekt S AL NCP (1) TCP 3iARJY, A ATTET ) NCP, (i Ae4 T iid
A7 EL AP iR iigR. AR, NCP &,

7 NCP Sz nt e W HUETIIR, SH 20k At LRI AR A R SR BB, e ET B
B, ATREEE B E NCP 4. FEHLIEDL T, ST AL
w fHERE R —{lE NCP A, MIERTE—4mi el Bian,

oc delete pods <NCP pod name> —n nsx-system

m HERAy 23] nsx—system, 4,

oc delete —f ncp-rc.yml —-n nsx-system

ncp-rc.yml FiE AR ncp.ini B Configmap

5 YAML 5% ncp-rc.yml t951) ConfigMap i A4 RERS ncp.ini. 7E22E NCP 2|, AHFRE
It ConfigMap [ B0 5 1028, an F—{lE Berh

(T I nep-re.yml AT F 31 nep. ini %3

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None
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# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

[hal

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP
# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the
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# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]
#
# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
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# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,
# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

# Subnet prefix of IP block. IP block will be retrieved from NSX API and

# recognised by tag 'cluster'.
# Prefix should be less than 31, as two addresses(the first and last addresses)
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# need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx lbs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tier@ router that project tierl routers connect to
#tier@_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>
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# Name or UUID of the NSX 1b service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules

#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>
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I=ERRL]

NSX-T Data Center £ F-{fii#& 1 OpenShift 545, i JTI{FE OpenShift 1 7%,

NCP & OpenShift 1 fA B, FURER e o P s o el . TR,
NSX-T Data Center £ i V-fiyws @ AR TIN5 7 JEim mlid ok 2110 5 110 12 S 4 i

54

ERHTE

O AT R T Kubernetes i Aok OpenShift i rh . #7525 T NCP #5478l nh
PRI A S 4 e, 1T OpenShift B rhii HIREE 7 JE i 2.

HAERUE Kubernetes PRVl as IS RE, I IEASREEIANTE 1P W AsnZ IS L EL 1P (2hk. Bl Vi sl
LEIE 1P A HEAIRES s 1 N o 8a] DAGE T B Vs e 8 8P 1oadBalancerIP HUkHEE IP LElalh
ZRmEk RIS, BT RS ARSI 1P T IP SRR G B . WILE loadBalancerIP HiA& 2251, BIEARR
SERIANER 1P FE AL E 1P,

1 NCP 2.3.1 141, loadBalancerIP il IP Gl b i A1

{"ncp/owner": cluster:<cluster>}.

A NSX-T Data Center £l V-fiwy, #AZHFE NCP HE e Al V7. 7F ncp_rc.yml FEZ, i

1T NAHRAE:

1 ¥ use_native_loadbalancer %% True,

2 # pool_algorithm 3% % WEIGHTED_ROUND_ROBIN,

3 ¥ Ib_default_cert_path Al Ib_priv_key_path 73 5|58 Ay CA 525 Rt SEFIRL B 5 Sk S s A%
YRR, FHZRBLLUT B4 CA S SR AIE M. AN, M TER IS4 iR NCP 495, W15
MR, E2RELLTRA,

4 (M) (1] 14_persistence M 17_persistence 2UHREFHAAMERE ., 4 4 ERHARIER AT FHEIH

BRGNP, 55 7 JERHEME R T F1388 % Cookie FIZRIR 1P, TR 2 <None>. fld,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# '"source_ip'

17_persistence = cookie
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# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

5 (M) I service_size # /5 SMALL. MEDIUM il LARGE, FHH{H % SMALL,

6  WEREIEAEHST OpenShift 3.11, @HEAT FAIAHRE, DAE OpenShift A~k IP FRIRAS H ik T ws
A% o

®  /f /etc/origin/master/master—-config.yaml #$Z 1, {F networkConfig %
ingressIPNetworkCIDR % 7E 4 0.0.0.0/32,

w TR A TR AP falfiiae Al

master-restart api
master-restart controllers

fERE  ARAERIREROESS 4 EAEE 7 R ies, HIPTLGEE 14_persistence 5 17_persistence (5
P ) 38 2 source_ip, {HAMEL 14_persistence & A source_ip DL
17_persistence % & 5 cookie, WIRiRI 14_persistence i%iE /4 source_ip DL
17_persistence @& &4 cookie, CAHI VeI MEENE . A fRIub L, A Zm iR N R
PR A . A S RFAMERE . EDETRIED NCP, SR Fgrai s N AN £ s K1 2 e %

7 BaHE TR

A YAML 5 5% 2 P AE#E B P )ik (tea-re 11 coffee-rc), WiIENT (tea-sve Fll coffee-sve) Fpi i
(cafe-route-multi F1 cafe-route), VAFRHLER 7 Jg £ 380 11,

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
metadata:
labels:
app: tea
spec:
containers:
— name: tea
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
apiVersion: vl
kind: ReplicationController
metadata:
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name: coffee-rc
spec:
replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
- name: coffee
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
# Services
apiVersion: vl
kind: Service
metadata:
name: tea-svc

labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: tea
apiVersion: vl
kind: Service
metadata:
name: coffee-svc

labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: coffee
# Routes
apiVersion: vl
kind: Route
metadata:
name: cafe-route-multi
spec:
host: www.cafe.com
path: /drinks
to:
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kind: Service
name: tea-svc
weight: 1
alternateBackends:
- kind: Service
name: coffee-svc
weight: 2
apiVersion: vl
kind: Route
metadata:
name: cafe-route
spec:
host: www.cafe.com
path: /tea-svc
to:
kind: Service
name: tea-svc
weight: 1

H At B 5E

HTTPS Ji it % % Edge #¢1F .

SR EMNT oA B, @R wildcardPolicy %% Subdomain, H :HEH R/
wildcard.example.com, 5/ *.example.com [J{TAr] ERILHARTS o

QSR NCP R HRr A0 REAE R Fh oA SR PR AR g, SRR SR IR iR YAML R 5 . IHFg Al Tog s g
FHE R

NCP i £ 25 [ R B T AR L A it o

Tl Kubernetes i 55 3 18—l £ il fliras Ik 1% o

NSX-T Data Center & 2 BRI 1§ Vs IR %5 A 28 4 et iras it flllas ANt . TCP
1 UDP #)52% 1% .

NSX-T Data Center £ i V=5 1) R/ NAE] . WiE5RE NSX-T Data Center £ 1y #10AHR &R,
SESRY (NSX-T &5HEHERT )

/NI NSX-T Data Center £ F-Afiis 48 RN A

m 10 8 NSX-T R fiRes

m 10 {I NSX-T i,

= 30 flil NSX-T ik H.

w8 AR B R IR IR

w RO R IR RN B R E 24 10 R,
w AT IR RN F RS TR A3 30 i
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Fh7 NSX-T Data Center f4di V- i 2% FAINZA

= 100 &5 NSX-T it falliRgs .

= 100 i NSX-T #li

m 300 i NSX-T s 5,

w98 fE A - e IR R

w P EECTRR IRG A F ERE FE I A83E 100 fEHEEHR
w RO RR IR AR B RS T4 S 300 R AL
I NSX-T Data Center £15 F-1fiis 4% 4N

m 1000 5 NSX-T it fl s o

= 1000 fiil NSX-T £l

= 3000 fi] NSX-T £ B

w998 A BRI A e

w RO R IR R R FR A4S 1000 R,
w RO IR A B RS TR 4E2L 3000 s
HOr PR E , MR T AR AR R A T SR P AT RS R/N AT Ul Bk AP TR

= [ NCP 2.3.1 Billfi, ¥k FEVFIEEE 4 gl Piires. Q2R Kubernetes Fifil Vi ik O @ ol s
U, RN AR, BUERIAE 4 BEECE s A w R, BRI HEE 4 BAaicE
fhirgs . NCP HUA MR A TR diat A Bt RS O SE 4 JE o ires . IhhETaR AUk EE . PTLLE
7t NCP ConfigMap Hj¥ 14_1b_auto_scaling i/ /% false, 1L, HIhhET
NSX-T Data Center 2.3 ok Ui A<,

B4 CA HERIBNEHGIESTHE

ARG A CA ZE NI R 48, Hor BIfEF1E <filename>.crt 1 <finename>.key 2%
genrsa WA &AL CA 4. MENIS CA 48, #nI U] aes256 Zeap S48 sy ik,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —-new —-x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req -out ${filename}.csr -new -newkey rsa:2048 -nodes -keyout ${filename}.key —subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —in ${filename}.csr —-CA ca.crt -CAkey ca.key —CAcreateserial -out $
{filename}.crt -sha256
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ETERREMESIZHMER NCP 495

EAEENAL S SR, B HREE TR RS LI HSE /etc/nsx—-ujo . EEE MG R4
i 0 A5 1b—default.crt fll 1b-default.key, #wiH ncp—rc.yaml, DAH TR |- 1 Sk S 2 4 i
tho i,

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/1lb-default.key
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AT PLGE NSX Manager GUI i it 241471 (CLI) 26452 NSX-T Container Plug-in,

st WUREASR MR BHARR (EAF ESXi 6.5 AT HAZIE iR Ui vMotion 24 % Hofth ESXi 6.5
B, RN AT AR B A A 25 - TR A RS R EdiAR . ] LGB T AR AR A e
FA%) VNIC efiR et . ESXi 6.5 Update 1 sk 58 i AR dr i A T R

Hyperbus & {* 5 Hypervisor 1) VLAN i#5f5 4094, VLA PVLAN 4H5E, 6 FLIHGH IR AE T, 2

SRS AT VLAN 7%, 55206 TR VLAN GHBIISRE i VLAN SRS sk VTEP vmknic,
AREEAEDL R

= { NSX Manager GUI 2 IP [ 3]

m ¢ NSX Manager GUI fi i IP [ 14

= CIF g s

m CLI#4

LI R

£ NSX Manager GUI &iIF IP E18
ATLAGE NSX Manager GUI TG, fhER . AR Ak 1P FRRARFAREORE, DU RE IP BRI RC .
2R
1 [T RS LN NSX Manager, 4911/ https://<nsx-manager-IP-address—or—domain-names.
2 AR > IPAM,

BUA T 1P Ik 7 B B BIRE R
3 BT MAMEMTENE,

BIH e

HiHE 1P 5 P T,

iR —sk %M 1P E3 BN SR AE P L, SREH— FIRE.
A 1P R B IP b, SATaR— T 4R,
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IR Btk

B 1P RILAFAE R N IP AT, He— TR DAL O — B 4% — T TR R DI
TR 1P [ SR -4 o

G IP BB BIIP I, SR — T B > ETRIER.

PR B T4 Y 1P i

& NSX Manager GUI 18 IP ERF4AK%

AL NSX Manager GUI A IP [ B At . RN ZEAE NCP 22800 TS EE B 1P [ b1
A

BE
1 B EE N NSX Manager, 49417 https://<nsx-manager-IP-address—-or—-domain-name>,
2 SRR > IPAM,
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4 P MRS IR

CIF BB eE IR
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EH—
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CLI &5 &
FEHAT CLI a4, 554N\ NSX-T Container Plug-in 8%, 2 BHRZOHE, RIBBIT nsxcli s,
b T LGB ARG T T A a4 AR CLI 2o
kubectl exec —it <pod name> nsxcli

K& 6-1. NCP FEEH CLI &%

bl e

R get ncp-master status

N HUA5 nep-nsx ik &

ke HY#% ncp-watcher <watcher-name>

ki HY#% ncp-watchers

bl HY5 nop-k8s-api-server Ik

ke check projects

Ak fE check project <project-name>

TREL HY#3 project-cache <project-name>

PRI HY#54 project-caches

PRI 1\{5 namespace-cache <namespace-name>

PRI B3 namespace-caches

PRI I3 pod-cache <pod-name>

PRI HVf5 pod-caches

PRI INfF ingress-caches

PRI get ingress-cache <ingress-name>

PRI get ingress-controllers

PRI get ingress-controller <ingress-controller-name>

PRI get network-policy-caches

TR get network-policy-cache <pod-name>

Y B HU4F nep-log 1% <filename>

&7 get ncp-log-level

BE7 set ncp-log-level <log-level>

BEi HY#3 support-bundle ##% <filename>

&7 HY#4+ node-agent-log #4% <filename>

& 15 node-agent-log #%¢ <filename> <node-name>
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=& 6-2. NSX HigiRIEEXBEH CLI 4

il we

K& 4} node-agent-hyperbus jik fi&

PRI get container-cache <container-name>
TREY get container-caches

FH& 6-3. NSX Kube Proxy &1 CLI &4

il we

R AE HU#5 ncp-k8s-api-server ik fi&

NS {5 kube-proxy-watcher <watcher-name>
N Hi#5 kube-proxy-watchers

NG {HiE ovs-flows

NCP &K<
= HiR NCP =Rk G
get ncp-master status
il

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

m  Jik NCP £l NSX Manager 2 M iR Ak i

get ncp-nsx status

kubenode> get ncp-nsx status
NSX Manager status: Healthy

n BURANL, ardazsiil, A9BSR ECE Ok

get ncp-watcher <watcher-name>
get ncp-watchers
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kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

o 2.

kubenode> get ncp-watchers

pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
service:

Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 1 (in past 3600-sec window)

Total events processed by current watcher: 1
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Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

= Z0R NCP £ Kubernetes API fallllss > [Hf 4Rtk g
get ncp-k8s—api-server status

)

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

LIV VIR SR SRR

check projects
check project <project-name>

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

NCP BRI &S
. U &2 P

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

ol

kubenode> get project-caches
default:
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
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subnet_id: f75fd64c—c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a990-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
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logical-switch:
id: 6111a99a0-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

w AR P R R

get pod-cache <pod-name>
get pod-caches

Hopl:

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81lbc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
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gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

w ISR U PR R e PR

get network-policy caches
get network-policy-cache <network-policy-name>

Hopl:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1
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kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

NCP FERNZEGS
m % NCP 2RI tuf#A71E Filestore It

TN A AT BT A AR RC R AT AL, AT A AR AD tier:nsx—networking. JRFS U2
tgz /&2, AL CLI 7% Filestore H %% /var/vmware/nsx/file-store, #EA[ VL] CLI file-

store iy, RIS COAE AT B i vm A ik

get support-bundle file <filename>

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp
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m % NCP it 8kf# (71 Filestore 1

LR S LA tgz AU A7 CLI THiE Filestore H#% /var/vmware/nsx/file-store, #APAfH]i] CLI
file-store 14>, HHIRI% CURE S0 BB im A it

get ncp-log file <filename>

Hpl:

kubenode>get ncp-log file foo
Log file foo created in tgz format

= RIS 11T Filestore i

e A7 2 B —AF T B ek A T B B B EERE RO 8%, RUskE LA tgz *%JU%‘%‘/T?EA CLI 17 Filestore [H
%% /var/vmware/nsx/file-store, A PLfliH] CLI file-store fir2>, BRIRTE tukss 28 T s um Ak

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

kubenode>get node-agent-log file foo
Log file foo created in tgz format

ARG ROE R SR
Al RS0 8% 4% 2% NOTSET . DEBUG. INFO. WARNING. ERROR i1 CRITICAL.

get ncp-log-level
set ncp-log-level <log level>

H

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX FiBiRIEIE R BRI REAR S
n R B A 1) HyperBus > R4 A .

get node-agent-hyperbus status
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kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX SR IERRERX T HREEGS
m U5 NSX HiBE AR A F S 1  F R

get container-cache <container-name>
get container-caches

Haf 1
kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14

gateway_ip: 169.254.1.254/16
vlan_id: 104

gl 2.

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy &Bz5HIARER S

®  HR Kube Proxy fil Kubernetes AP il s < [
get ncp-k8s—api-server status
i)

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

» 2k Kube Proxy B4 7 ElkfiE

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers
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kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

o 2.

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

= {EEIRG Y OVS ikt
dump ovs—flows

Hp:

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
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priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

s
ARSI T 44 M T 2 A OIS

NCP &5Er%
SHERTS i
NCP00001 Sy AN
NCP00002 Il N
NCP00003 sk g
NCP00004 ISP S
NCP00005 PR g
NCP00006 A% Token
NCP00007 HERT) NSX 411k
NCP00008 IR NSX T
NCP00009 NSX iz
NCP00010 A BB
NCP00011 SHEBET I M S PR R P
NCP00012 L F VIF B
NCP00013 VLAN E i
NCP00014 VLAN B
NCP00015 IP Sl 0TI
NCP00016 IP R
NCP00017 IP I R 3
NCP00018 1P 4t T H
NCP00019 IP T4 Mk
NCP00020 IP SR 7
NCP00021 IP SR R H
NCP00022 R R T O H
NCP00023 RIS AR B TR
NCP00024 HETR I AR 2R T
NCP00025 b gy Eh S AVIES
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SRR i

NCP00026 AT s BT AR
NCP00027 HEFERZ g MER SR
NCP00028 SRR 1 e e T SR
NCP00029 HEFEEE PR P R
NCP00030 TR AT e P T SR
NCP00031 HERRAZ AR R BT ORI
NCP00032 HEPHAS PR P R T
NCP00033 PR 2 5

NCP00034 B3 Al A 7 2 T

NCP00035 B JOtTR

NCP00036 DY TS N

NCP00037 DipSiiiul N

NCP00038 e EZ(E Y i

NCP00039 NSGroup 7 iy

NCP00040 NSGroup T2 HL

NCP00041 AT R

NCP00042 IP AL TR

NCP00043 IP S A BRI

NCP00044 SNAT J Il ity e

NCP00045 SNAT J5 Il i e

NCP00046 AT AP 4R 5
NCP00047 i -RE ARSI
NCP00048 P e s TR SR
NCP00049 P iy AR e 2 7 R
NCP00050 P R IRt BT B
SRR A

NCP00051 BTG R R S IR A IR 2
NCP00052 FUH i s Dl T R
NCP00053 BT R l bn FETR H
NCP00054 Bl e i A 2k e
NCP00055 TR AR U ST 2R T
NCP00056 TR H ST
NCP00057 BT AR H s 2 H
NCP00058 P 1P R
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SHERS A

NCP00059 FRAE 2 VAl AR A e PR S [ T
NCP00060 NSGroup B4 Hr
NCP00061 HECIDE i IES
NCP00062 NSGroup i 1]

NCP00063 AR BB
NCP00064 BAFIHIB, VIF

NCP00065 VGl DNCN LY

NCP00066 AREE M N
NCP00067 SSL B4 A
NCP00068 JEAE] SSL e
NCP00069 PEAE] 1P L

NCP00070 HAZIZE 0 J4 Edge 1
NCP00071 IP Sl BT I H

NCP00072 AR IR

NCP00073 NAT J5 g2 i
NCP00074 AR K Fh e R T
NCP00075 NSX 4H e

SRR Gl

NCP00076 SNAT K11 BT
NCP00077 SNAT A1 i

NCP00078 Ll BT S
NCP00079 VAl it B S A M
NCP00080 P ) Sl v 2R
NCP00081 PR O s B A Ietie
NCP00082 IP S UL

NCP00083 HUAS SNAT st g Hr
NCP00084 AP RIS Ay S
NCP00085 PP RS S A
NCP00086 SHEFEE PR e S
NCP00087 L AR N
NCP00088 1P G A2
NCP00089 7 AR R 2 SRR
NCP00090 AP S I A A R
NCP00091 R RN P I LG
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$ERRIB A

NCP00092 SNAT J 4k i

NCP00093 PURCP RS TRRE R S
NCP00094 PR i B R
NCP00095 PAR HZE

NCP00096 SRRV GIE

NCP00097 SIS SR R RS
NCP00098 T A AR R IR
NCP00099 U £ It PR 2 St

NSX FiEiIEIE R EERR T

B #A

NCP01001 HAE OVS AT
NCP01002 TAZ]F: 1 MAC
NCP01003 OVS ifzeti i Il
NCP01004 AT A b AR e
NCP01005 HdIRE L
NCP01006 APIBIER E I
NCP01007 HAE] CNI U
NCP01008 CNI %R0
NCP01009 CNI AR
NCP01010 CNI G Bl
NCP01011 CNI B [ 2 e
NCP01012 Hyperbus 3£ 2k H
NCP01013 Hyperbus JRAAAFF
NCP01014 Hyperbus FHE R
NCP01015 Hyperbus 5UEL i 2
NCP01016 GARP {2
NCP01017 TARE R
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nsx-kube-proxy xS

SERRAS B!

NCP02001 Proxy #ER1 R HLpE
NCP02002 Proxy 42t
NCP02003 Proxy it it

CLI #55x15

SRR A

NCP03001 CLI o
NCP03002 CLI R T T
NCP03003 CLI mERRE MR
NCP03004 CLI H i R A5
NCP03005 CLI fil IR i 2R S
NCP03006 CLI falflR sz i
NCP03007 PUT CLI i A2

Kubernetes #5715

SERRES B!

NCP05001 Kubernetes izt
NCP05002 Kubernetes 41/
NCP05003 Kubernetes ZRk 2
NCP05004 %] Kubernetes 4:if
NCP05005 kA2 Kubernetes 471!
NCP05006 Kubernetes E& G FE = BIIMIRB
NCP05007 Kubernetes i< I ERL
NCP05008 Kubernetes ¥ FJEA R
NCP05009 Kubernetes # L
NCP05010 Kubernetes I BTt
NCP05011 Kubernetes 35z FE 2 H
NCP05012 Kubernetes A I FF 2 Hir
NCP05013 Kubernetes 4 i I s FIA
NCP05014 Kubernetes iz FE g Hy
NCP05015 Kubernetes iy £ %5 [ B HE L
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SHERS A

NCP05016 Kubernetes 48 212

NCP05017 Kubernetes 22 fif iz F1 2k i

NCP05018 Kubernetes R 4kt

NCP05019 Kubernetes A HE 1L EHEST L

NCP05020 Kubernetes jiR & S5 S

NCP05021 Kubernetes i BUgT S i

NCP05022 HAE] Kubernetes iy 2475 [P EL

NCP05023 A E] Kubernetes 1l

NCP05024 Kubernetes i1 i LEAE i J1]HH

NCP05025 Kubernetes £l il pa B i
OpenShift g£5715

B A

NCP07001 OC & ph B i

NCP07002 OC % HjIR R T AR
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