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NSX-T Container Plug-in

NSX Container Plug-in(NCP) 1] Jflsk# 4 NSX-T Data Center fil Kubernetes [ & es i T2, thi]
DL NSX-T Data Center LA %57 PaaS (*F- & HIR%) W &5, 15141 OpenShift, ZIKTuF’iuﬁDﬂZZDﬁﬁ
JTI OpenShift 23 £ NCP,,

NCP By efre A astidT, Herfl NSX Manager #11 OpenShift 7l - [flifRR . NCP & A amAl
HAbEIRAOAER, H RPN NSX API 2R B A RS OAR4E AR, BlansiiE e | ey . s il
i\ﬂaé%ﬁo

NSX CNI SN R @ E4AEE OpenShift Hi% F#AT, © B AR A anBI | HARSNHEAEY
i ySwitch, AN ZeHEERE S %04 vSwitch, IFIE AR M AIEL VNIC > AR .

NCP #2 (L M4 Thhe
= 7% OpenShift %% EIEh A, NSX-T #f4a, H 4% OpenShift iy £425 [ BE M 1O SRR 491

= i OpenShift 4p@IEHAR = @A, AGACE IP A1 MAC {2k,

w CSCRAEEEAHEEERE (NAT) H 2R OpenShift iy #2423 [Hfid L B4 SNAT IP,
fERE ROE NAT IF, R 1P B AR 1000,

m i NSX-T 45 #Up SO T/ E OpenShift 481 5 HI
RN DRI AR

R4 JE Y IPBlock i IES

AR IR AN ES Y, S48 matchLabels i matchExpression,

mFE NSX-T 28 7 G H Vs P /E OpenShift i H .
m Fi TLS Edge #4113 8% HTTP Al HTTPS .

w AR v R T A PR T

LS AR FRAIAE B NSX-T SR A il [ ERE, W e Bl B R e
7% NSX-T Data Center 224> FE4H AN HI

TEMEIASHT, NCP SZ4E % — OpenShift #54,
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WA, PR
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R THIEER S

& B TS

Container Host Open vSwitch

Z‘E%é*ﬂiéﬁ

RFNE NCP b K N AP ER o

iiéﬁimfi
1 22 NSX-T Data Center,
SN 7 e e

i
BT EE O JE I AR
T A BT 1P I

HERE Ansible T HghE %=

o N o o A w DN

FH# NCP

73R vSphere RiuAs
m RHELKVM74,75, 76

RHEL 7.4, 75,76
OpensShift 3.10. 3.11

2.10.2 (FEFHA NSX-T Data Center 2.4)

EE R TS e B, R HAE NSX-T Data Center £l OpenShift

JEA T R A R, R TR AR AR

A7 SNAT (ZRIAAERE A HHEGE) 1Y 1P Sl

i 5 — Playbook %2 NCP #11 OpenShift.,

AREER BN NCP FH4 % 2.4.0,

53
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2 HEf Ansible LHERES,
FREE B E BT E 28 openshift_node_group_name., 41,

[nodes]
config-master.example.com openshift_hostname=config-master.example.com
openshift_node_group_name=config-master

3 (W) BUE AT
WL B, R AT rRs RSB SN 1P AZHEE AR 1P Sl o B,

external_ip_pools_1b = <nsx ip pool name>
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=RE NSX-T &iE

R AT NSX-T Data Center %At OpenShift 51 E5AT A4

IR PN
HE NSX-T &R
HEBUER NSX-T Data Center YR (0 AL A A il . 5 O FFuiex sy, SOHARMTRGEHE FEbRs 1o

9% . Kubernetes B8 IP Badi, LA SNAT 19 IP E:

EE WGEIEA (T NSX-T Data Center 2.4 s SUBTRRACU T, HILA A I B AR BRZ 4V 22 5
2 NSX-T #ii,

7F NCP 4HfE4% ncp.ini 1, NSX-T Data Center &5 28 1 H UUID sk 4481

BEREmEN
%\ NSX Manager, i I A S ARBS OB BRILR, s MFPO B LA

AL nep.ini 1Y [nsx_v3] EBRE overlay_tz I8, fE@ s era i, WP i)
Ho WHREAHHETE overlay_tz, NCP #EEIEEE O FEIE A IS o (o b el A

% 0 BBk H
BN NSX Manager, 58 A AR 49 g sy, sod NI has .
BILE nep.ini 1Y [nsx_v3] EEHE tierO_router HEIH, FEE s tEllss O EdiHI% Hes,

faeE R e A LI TR T

FVREHTI ERRAL R VNIC I JH AR 2 B iR A2 fde . BRI B TG A RS AR 2
NSX-T Data Center, fifi/# 15 B DA BRIt TRE . AT LA BN NSX Manager A v A2 6
o FEAHRGR b, A TR A LR DNENBS vNIC, R B N AT -

m 5. <cluster_name>, fil#l: ncp/cluster
552 <node_name>, #[H: ncp/node_name

<cluster_name> {HHEFTE nep.ini 2 [coe] BB cluster IAI{HE,
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Kubernetes @R IP E1R
N\ NSX Manager, v —ak 20 IP . DL CIDR A HE IP [,

BIAE nep.ini [ [nsx_v3] W #E container_ip_blocks #IH, 5 Kubernetes 497i[1 IP [i
Bio

st AT DU E SNAT #4423 [ E I 1P R,
B nep.ini 1Y [nsx_v3] MR E no_snat_ip_blocks #E1E, f5EdE SNAT IP ¥,
QAR EAE NCP s THRE i 48 SNAT IP i, HLWETE ) NCP, 7311, NCP jerg 4 Hdt i 1P
WL, EEGFERAL.

et T IP S, T EREAE N NCP Z 418K nep.ini H1f subnet_prefix 28fH.

SNAT By IP £&

IP Sl FHARRC T IP A2k, feimi A5 SNAT M HEREATH 1P, DL HIRIE 1 SNAT/DNAT BLHIZABIN
Cdzsdiluk, 4l Openstack (78 IP, 1528 IP 7 hl-thffl [ AN IP |

Z il Kubernetes sz 8w i FHIAHFIR AN 1P £Elmh . FR(F NCP TS B e T PR Kubernetes w4
SR A . IRTERE, AGuer (i AR A AR 4R e s . s B AN RO 4R RN,
SHEH nep.ini 2 [nsx_v3] A external_subnet_prefix 1%IA,

N\ NSX Manager, it 47 G ol AT el

B nep.ini 1Y [nsx_v3] AR T external_ip_pools i#1E, f5@ SNAT 1) IP £,

PR P DL i e A 2 I A e e M 1) SNAT . 54,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCP B4 HE I IR 2% SNAT HHI . HRAIAIE IP L@ umdimts . Hiol IP 2R E AN IP HEl ik
ITRCE ) SNAT IP, &7 NAIHIE.

®  ncp/snat_pool HHEEN IP el A IR a € 2 i CAFAE A NSX-T Data Center Hi, IP 82w A2 H
15 {"ncp/owner": cluster:<cluster>},

m  {f NSX-T Data Center 11, J#%(t) SNAT B HIE S E ) m A BL e b .
R BE 2 SNAT BT, HIA A — {55
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EalDLiE MAVESRC AT A IP Selh, FEE vt SNAT IP SRt e IP fay 4425 .
m  §il#l: ncp/owner, Eiit: ns:<namespace_UUID>

RERTUARE T A — (e & s ar 225 UUID:

oc get ns -o yaml

SHITEE FAIERIA.,

R HERS T UUID, AT LA Al — B it i v 2 e,

R AR AR Aty 2 S IR IP AR RD, A IEISGELE 1P, ELEIRISH SNAT 4Rk
FHER NCP S ) Al .

w S A RS PR . AR A RS, AT G SNAT IP SRR ACES IP 45T fTar 425 [H]

GEEMN) BHABIEL B

P R BT 5 ORI [ET R A2 28 NCP AR ARG [ RIS 7 OBy AR B, sHEN

NSX Manager, SX7%H 7 ARG Aol B

BIEAE nep.ini [ [nsx_v3] %0 bottom_firewall_section_marker #l
top_firewall_section_marker #IF, F5EEECE KoM E R,

JECHS B KAk BEAZA T A TEREG KRR B T 7 o B am S fh kR B2 7%, i NCP @iy FIRFEsE A 5
KA ik Bt ST A RSB O B . b, 1 NCP @iy B R A BT 5 A GH e Bt ~7 s TE SR K s lEs B
Z N AR et B, R AT B R e R, P T e B e T T o
A 2 1 BRI RC BT R It BB e ME— 1, 75 R g aR
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NCP il OpenShift 5t4 515, 44 Ansible St S HgT il 5 245011 22k OpenShift IRf, NCP & 1%

Ak
aXo

ATEAIA T L

m B Ansible oz

RigFE K
2 OpenShift il s HERAHIREIFT e HEE TR

—BER
= Ansible 2.4 ST HTRR

R BTR
OpenShift i BEEEEHAE L0 EA PE vNIC
AR ARy (ST R 1 R RS FAT) TR VNIC,

m A RS AR T vNIC A EAT NSX-T i FAIRERE, LA NCP R Ml— i 1
JE OpenShift Hi%5 ¥ THORTA 498 L A VIF,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

= OpenShift L2 NSX-T HHHIEL, FLUZLEMIDE: (AR VIF) T b,

®  Ansible AR A H AT NG E . nsx_node_type="BAREMETAL ',

NSX-T &K
= 200 JEk Y.
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w g
= AERRAERET 1P AL,
m (RHH) R rh (I NAT) 4984t 1P b,

m SNAT 1 IP Sl . fRTARE, AEAEEIT 1P B GEAE NSX-T . NCP it IP Sl B it yhas
AR,

w () TEABAERERES AR B NCP i il B [RAE Kubernetes A8 I AR I o

m  Open vSwitch 1 CNI #MHFE R RPM WA 454 AT 1 OpenShift iy Bk Bt gR i HTTP filllkss
o

NCP Docker {5

EITTAA BT E NCP Docker Bu1%: . AAZHAE ABER. N BBk BATIUE: nsx—ncp, ST PAIERLE:
ansible-playbook [-i /path/to/inventory] playbooks/prerequisites.yml

TEFT A 8 L

docker load -i nsx—-ncp-rhel-xxx.yyyyyyyy.tar
docker image tag registry.local/xxx.yyyyyyyy/nsx—-ncp-rhel nsx-ncp
ansible-playbook [-i /path/to/inventory] playbooks/deploy_cluster.yml

# Ansible FHESR
YL Ansible RS 2514 6L OpenShift 2711 NCP fiE NCP 24,
1t Ansible “ERERIS ST FAI280R, 24 OpenShift Ity F B2 NCP.
m  openshift_use_nsx=True
m  openshift_use_openshift_sdn=False
m  os_sdn_network_plugin_name="'cni'
m  nsx_openshift_cluster_name='ocp-clusterl'
(ABE) 15 B, A2 OpenShift/Kubernetes 2565 1] DLi4R % [i]— NSX Manager.

®  nsx_api_managers='10.10.10.10"

m  nsx_tierO_router="MyTORouter'
(D) FLERUEE 1 K Al AR B RS O K ARt &4k UUID,
m  nsx_overlay_transport_zone="my_overlay_tz'

(RA) s PP T i A2 s O (i v Sl 4 R 2 UUID

VMware, Inc. 12
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nsx_container_ip_block="ip_block_for_my_ocp_cluster'

(LEE) NSX-T FREM IP BRI AREEE UUID, I IP [ SNP R R E S A — (- Ak . 1 Seapik

nsx_ovs_uplink_port="'ens224'

(AEE) AR BRI HOSTVM 55, %14 OCP ik FINAdR4aES , NSX-T FZEAE A HE vNIC [958 1
VNIC, BRZIE M I VNIC oidisp 2 NSX-T R AcHugs . WEAEI LS8 @ (IFETEE) vNIC, ¥
AR, NEEI S,

nsx_cni_url="http://myserver/nsx—-cni.rpm'

(BEE) HIRFFR, B2 NCP I LA R TR R 7 o BB 28 HTTP fallliRa FRCE nsx—cni.
nsx_ovs_url="http://myserver/openvswitch.rpm’
nsx_kmod_ovs_url="http://myserver/kmod-openvswitch.rpm'

() BRI, HE) NCP FILUH i BB TREEDRE fy o A AERIAR E Hh 220
nsx_node_type="HOSTVM'

(28 1]) THRE A HOSTVM, 1 OpenShift A /FHEfER s HidT, HIRE 45 BAREMETAL
nsx_k8s_api_ip=192.168.10.10

(M) GUERFRGE, NCP AR IP 71k, 75 HIEK Kubernetes JIk IP.
nsx_k8s_api_port=192.168.10.10

(1) ¥4 Kubernetes Iii%, THREA 443, WIRASK HEL nsx_k8s_api_ip 414l A E F %G
IP, JIRE £ 8443,

nsx_insecure_ssl=true

(/11) NSX Manager HEMIAVSE (SEMIGARE, R true, MBEMHRASENEREH T IS
&, AFTLURSGRE R false.

nsx_api_user="admin'
nsx_api_password="super_secret_password'

nsx_subnet_prefix=24

(&) THISEAy 24 12135 Openshift SIS AR R/ N QSR A B 5 R 4R R, H
A AR 4RI /N T R A2 PRI T S

nsx_use_loadbalancer=true

() 7E:R 2 true, WEREAKESE OpenShift 1% AR Jy £ V- firss O MR A% (5 FH NSX-T £l V-1
e, ey false,

nsx_lb_service_size="SMALL'

() 7 2 SMALL, Bk A NSX Edge A/), MEDIUM 5 LARGE H A/ ik,

VMware, Inc. 13
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m  nsx_no_snat_ip_block="'router_ip_block_for_my_ocp_cluster'

CHT]) R fr H g ka4 23 [ EE T nep/no_snat=true 5EE, LI IP RIREEE 7-495%, HEiha
SNAT, FIU AT .

m  nsx_external_ip_pool="external_pool_for_snat'

(D) UK EZE nsx_external_ip_pool_1b, HiZ SNAT FIEH e IP 4,
m  nsx_external_ip_pool_lb="my_ip_pool_for_1b'

() W% Router F11 SvcTypelB AR IP el , 5 a& eI TE .,
m  nsx_top_fw_section="top_section’

(11]) 7 Kubernetes Ak it IS ARS8 NSX-T B JCHERLA, GRS AR I B R
m  nsx_bottom_fw_section="bottom_section’

(2 H]) ¥ Kubernetes it it BTN RE 2y NSX-T B KR, 6RO 7E R B 15 .
m  nsx_api_cert='/path/to/cert/nsx.crt'
m  nsx_api_private_key="'/path/to/key/nsx.key

CET) WIRBE, nsx_api_user Hil nsx_api_password jE#20% . DGR FEH] NSX-T, Hab
JAF B T L A Bt O T S sk B 2

m  nsx_lb_default_cert="'/path/to/cert/nsx.crt’

m  nsx_lb_default_key='/path/to/key/nsx.key

GEJT) NSX-T Sl I iirae 75 ZHRARG, A 68% TLS S AT SNI, (AR E RS R, A &R
MR aRORTRSt, e Al BRI

Ansible FH#1E S5

[0SEv3:children]
masters

nodes

etcd

[0SEv3:vars]
ansible_ssh_user=root
openshift_deployment_type=origin

openshift_master_identity_providers=[{'name': 'htpasswd_auth', 'login': 'true', 'challenge': 'true',
'kind': 'HTPasswdPasswordIdentityProvider'}]
openshift_master_htpasswd_users={'yasen' : 'password'}

openshift_master_default_subdomain=demo.corp.local
openshift_use_nsx=true
os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false
openshift_node_sdn_mtu=1500

VMware, Inc. 14
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# NSX specific configuration
nsx_openshift_cluster_name="'ocp-clusterl’
nsx_api_managers='192.168.110.201"

nsx_api_user="admin"'

nsx_api_password="'VMwarel!'

nsx_tier@_router='DefaultTORouter"
nsx_overlay_transport_zone='overlay-tz'
nsx_container_ip_block="ocp-pod-networking'
nsx_no_snat_ip_block="ocp-nonat-pod-networking'
nsx_external_ip_pool="ocp-external'
nsx_top_fw_section="openshift-top'
nsx_bottom_fw_section="openshift-bottom'
nsx_ovs_uplink_port="'ens224'
nsx_cni_url="http://1.1.1.1/nsx-cni-2.3.2.x86_64.rpm'
nsx_ovs_url="http://1.1.1.1/openvswitch-2.9.1.rhel75-1.x86_64.rpm'
nsx_kmod_ovs_url="http://1.1.1.1/kmod-openvswitch-2.9.1.rhel75-1.el17.x86_64.rpm'

[masters]
ocp-master.corp.local

[etcd]
ocp-master.corp.local

[nodes]

ocp-master.corp.local ansible_ssh_host=10.1.0.10 openshift_node_group_name="'node-config-master'
ocp-nodel.corp.local ansible_ssh_host=10.1.0.11 openshift_node_group_name='node-config-infra'
ocp-node2.corp.local ansible_ssh_host=10.1.0.12 openshift_node_group_name='node-config-infra'
ocp-node3.corp.local ansible_ssh_host=10.1.0.13 openshift_node_group_name='node-config-compute'
ocp-node4.corp.local ansible_ssh_host=10.1.0.14 openshift_node_group_name='node-config-compute'

VMware, Inc.



I=ERRL]

NSX-T Data Center 14 F-{fi#5El OpenShift %275, I /111 OpenShift % 7%,

NCP & OpenShift 1 fA B, FURER e o P s o el . TR,
NSX-T Data Center £ i V-fiyws @ AR TIN5 7 JEim mlid ok 2110 5 110 12 S 4 i

54

ERHTE

O AT R T Kubernetes i Aok OpenShift i rh . #7525 T NCP #5478l nh
PRI A S 4 e, 1T OpenShift B rhii HIREE 7 JE i 2.

T AREE Kubernetes Bl fliras Iy, 1 ERE AN IP I A s IR IEC EL 1P ik, Bl i ié
LEIE 1P A HEAIRES s 1 N o 8a] DAGE T B Vs e 8 8P 1oadBalancerIP HUkHEE IP LElalh
CRREGH IS . B ECP s ARSI IP T IP SR . @A loadBalancerIP BIMSA2s 1, 0
TEIANES 1P A 1P,

loadBalancerIP fffa it IP fER A {"ncp/owner™: cluster:<cluster>}.

4 EdT] NSX-T Data Center £l Vfliras, #WA7E/F NCP HIREE Bl P, £+ nep_rc.yml 5H, A,

1T NARAE:

1 % use_native_loadbalancer %% True,

2 ¥ pool_algorithm %% WEIGHTED_ROUND_ROBIN,

3 % Ib_default_cert_path I Ib_priv_key_path 3 35 £ CA %5 st i SERIRL S 4 S S 1 se BRI A%
Yo aa2BILA T EA CA S5 IR S5, LA, M FTARE A ia R NCP A9k, i
ARBE R, FE2RDL N NA,

4 (M) [ 14_persistence Fl 17_persistence 85 MR T, B 4 JERHEME N AT T8 IE

FAEIR NP, 55 7 JE AR T HEE I 2 Cookie FIZKIR 1P, TR A <None>. {4,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

VMware, Inc. 16
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5 (i

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

SEFEME) # service_size $6/% SMALL. MEDIUM o LARGE, Fiz(ii/% SMALL.

6 WIREIEAEEAT OpenShift 3.1, WAZHETT FAIALRE, DA OpenShift A& IP IR SR - 25
A% o

{F /etc/origin/master/master—config.yaml f&ZH, 7F networkConfig T
ingressIPNetworkCIDR % 7E 4 0.0.0.0/32,

{0 N S e & T RCED AP falfilas A il

master-restart api
master-restart controllers

VMware, Inc.
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IR B AIEER 4 JEEFEE, Bth LA Kubernetes £ Vs IR g Fa e IR ks E Y
sessionAffinity, DAREIFSIIRHEIE TR, Wl 14_persistence i /s <None>, WK
14_persistence &/ source_ip, WiEHII%HT sessionAffinity HIn] I B 5T ISR ERIR . 71
RIS 4 JERHE IR 25 10800 M (WnlHIkF% Kubernetes sl SCA-FH4EE 1HE
(https://kubernetes.io/docs/concepts/services-networking/service), B TERFEHEMGRFOT ARG, ¥
FLIAHFI NSX-T Sl e AU E R E RS . & AR T E PR R A iR i s e ST R e A o

fEeE WSRO R IR 2 — A A Pl i 2R, ARSI EE 4 SRR B IR R AN T EE 7
Jo R A RS AN REA AF R, B, 5 4 JEIY source_ip FIEE 7 JEIK) cookie, fEIZE MBI,
Tt i {1 R BBl IR e iR 4 e 3 2 L2 AHIR] (source_ip. cookie 5k None), mk#Hh—fEfIRES &
None (HIl 75— & AT PAjE source_ip 5k cookie). It ZE I :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- host: cafe.example.com
http:
paths:
— path: /tea
backend:
serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service
metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
- port: 80
targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

B RSB

NCP —{H5ZF TLS Edge #%1- A1 HTTP %1, % TLS EREg Al TLS Sy inssig i, fMamlilar &2
a2 2 R AT o 5 R OpenShift 1% Fh 2R SEEE TLS TR IS AMER th, @ HEAT F A5

BR:

n a2 oS AR IR ET Y 2 Openshift 1% 7%,

VMware, Inc. 18
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JB I OpenShift ) NSX Container Plug-in - 28 Fl15 FiE

w R s AR = Ay &4 25

71 B iy 4 23 T A S, TLS Hg s B i i

Bign, FHEREBA s W
router):

L

BRI AR S s

Ty

R NS (IR R AR IR = R e

oc set env dc/router NAMESPACE_LABELS="router=r1"

et st A B B R g 4 25 TR PP S o S RS IER T 44 25 [,

ﬁﬁ%@nsl%

oc label namespace nsl "router=rl"

£ 7 Ba# TR

A 12z 2T Py

N4 YAML

AT M Alar S (s

(cafe-route-multi Fl cafe-route), PIEELALEE 7 £ P,

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
metadata:
labels:
app: tea
spec:
containers:
- name: tea
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
apiVersion: vl
kind: ReplicationController

metadata:
name: coffee-rc
spec:
replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
- name: coffee

image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:

VMware, Inc.

#2s[H)

2R R E5 Pk (tea-re F1I coffee-rc). WIEIRT (tea-sve Fil coffee-sve) AT H

19



1 FHJ% OpenShift ) NSX Container Plug-in - 223 FE 5T

— containerPort: 80
# Services
apiVersion: vl
kind: Service
metadata:
name: tea-svc

labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80

protocol: TCP

name: http

selector:

app: tea
apiVersion: vl
kind: Service
metadata:

name: coffee-svc

labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: coffee
# Routes
apiVersion: vl
kind: Route
metadata:
name: cafe-route-multi
spec:
host: www.cafe.com
path: /drinks
to:
kind: Service
name: tea-svc
weight: 1
alternateBackends:
— kind: Service
name: coffee-svc
weight: 2
apiVersion: vl
kind: Route
metadata:
name: cafe-route
spec:

VMware, Inc.
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host: www.cafe.com
path: /tea-svc
to:
kind: Service
name: tea-svc
weight: 1

H b st
m  HTTPS jiktfii 7 3% Edge #¢11.

RS T e, Ban, 202 wildcardPolicy %4 Subdomain, H EHEZREA A
wildcard.example.com, /475 *.example.com [{J{EfER AR

R NCP [R$ERR AL REFERS s F s B pml g5, RIFE SR s IE S YAML ##22  IHERG T i
EEf= ¥/

m  NCP Ay & 23 Mssfilssid T A A HE
m  fF{iH Kubernetes i 08 3 1 — (M il Pl Ik 1% o

m  NSX-T Data Center ji A R: {4 V- Miras IRoss e i 28 4 Jg CoR- - fras le b ik s Al Sl . TCP
1 UDP #5251k

= NSX-T Data Center £\ I/INAF . A1753%E NSX-T Data Center £Vt AHE 5N,
il (NSX-T Data Center ©5HSHT ) «

HEST P AT RRR, IRTE I SR AR R R AR AR R R/ AT UL B AP A TART

SR HTEECE 4 AR . 1R Kubernetes £l ELiiﬂ“Eﬁz FEH R ERRHINT i
St fileas, MBATIEE 4 )@ﬁiﬁ?@ WE AR, ﬁ%ﬁﬁiﬁﬂﬁ 4 JE RS . NCP AR A
FLEs A R AR 2E 4 ARy, IEDDRETHROAMUAIRE . rILAE7E NCP ConfigMap Hiit
14_1b_auto_scaling % /4 false, ﬁ%ﬁ = H

E4X CA ZERIBHEHOIESHE

MRS )ZEE CA BB IBFAML B G 86, Hay et <filename>.crt 71 <finename>.key #i#5<
genrsa AW A CA 488, FENNE CA &5, LI ] aes256 SR T a7k,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —-new —-x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new —newkey rsa:2048 -nodes -keyout ${filename}.key -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr —-CA ca.crt -CAkey ca.key —CAcreateserial -out $
{filename}.crt -sha256
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ETERREMESIZHMER NCP 495

EAEENAL S SR, B HREE TR RS LI HSE /etc/nsx—-ujo . EEE MG R4
i 0 A5 1b—default.crt fll 1b-default.key, #wiH ncp—rc.yaml, DAH TR |- 1 Sk S 2 4 i
tho i,

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/1lb-default.key
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HILATE NSX Manager GUI st it 511716 (CLI) A HE NSX Container Plug-in.

Rt SRR AR 1E A ESXI 6.5 BT HAaZIERHAR %1 vMotion 1514 % Al ESXi 6.5 1
SIS A P TIO AR B A A 2 A U TI ARR AR . AT LAZ i P AR AR A S
S H) VNIC SfRIaIL IR, ESXi 6.5 Update 1 sk BT MR A & 58 AL b I,

Hyperbus {4 Hypervisor I-{#] VLAN Zk5IH5 4094, DLFHIA PVLAN 4088, St FL SRS E a0 7

SRS AT VLAN 7%, 55206 TR VLAN GHBIISRE i VLAN SRS sk VTEP vmknic,
AREEAEDL R

= { NSX Manager GUI 2 IP [ 3]

m ¢ NSX Manager GUI fi i IP [ 14

= CIF g s

m CLI#4

LI R

£ NSX Manager GUI &iIF IP E18
ATLAGE NSX Manager GUI TG, fhER . AR Ak 1P FRRARFAREORE, DU RE IP BRI RC .
2R
1 [T RS LN NSX Manager, 4911/ https://<nsx-manager-IP-address—or—domain-names.
2 AR > IPAM,

BUA T 1P Ik 7 B B BIRE R
3 BT MAMEMTENE,

s B
Fi 1P Vi FHM.

MER—akZAH 1P B WHC-Sk 2 P L, SRt NI
Al IP B4 SR IP BB, AR TR
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IR Btk

B 1P RILAFAE R N IP AT, He— TR DAL O — B 4% — T TR R DI
TR 1P [ SR -4 o

G IP BB BIIP I, SR — T B > ETRIER.

PR B T4 Y 1P i

& NSX Manager GUI 18 IP ERF4AK%

AL NSX Manager GUI A IP [ B At . RN ZEAE NCP 22800 TS EE B 1P [ b1
A

BE
1 B EE N NSX Manager, 49417 https://<nsx-manager-IP-address—-or—-domain-name>,
2 SRR > IPAM,
BUA T 1P Ik s B b B
3 %N IP EELZHE
4 P MRS IR

CIF BB eE IR

CIF (Bs/T i) e A ar FROAIRE AT, PR S e ifeas b M R o 15 SO IR 2 CIF jdi%
PR

AT DA NSX Manager GUI 551 CIF sl i i e i

EH—
{—;«i

i

E1E CIF E4BEEREIE

L R A > M > HEHR I G TG A R, E CIF slAs iR fo— N CIF Migh i i
HRFRA S, TR A F— P +]$,2 Gl el mfu%%ln‘%‘iﬁaﬁ% I
DA ) TERRR L TAFER L A TAURBE | o e FAHRE > MEEhEEER e B AT furs E AR S
R AT B ARSI ER AN, 520 (NSX-T & EHERT )

MEgEETE

AT R CIF b i di it . andsiil g v T HAOREAI G, G52 (NSX-T HHEE ) .
= Traceflow

w ERRAR

= |PFIX

w SRR TEAR S AR AT MR ) GRE B T RS . WA, AEABY
(NSX-T & HHEN ) TR (R ERSHEAIREER ) o A, Bl HEER Ul A503% CIF 2] VIF
IR R SR
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CLI &%
FIEEHAT CLI a4, #HE N NSX Container Plug-in 757%, 15 Bk, IRIEHIT nsxcli s

Rt T DA AE B R AT R A& AT CLL o :
kubectl exec —it <pod name> nsxcli

=& 5-1. NCP B CLI 6%

bl e

AR R get ncp-master status

N HUA5 nep-nsx ik &

ke HY#% ncp-watcher <watcher-name>

ki HY#% ncp-watchers

bl HY5 nop-k8s-api-server Ik

ke check projects

Ak fE check project <project-name>

TREL HY#3 project-cache <project-name>

PRI HY#54 project-caches

PRI 1\{5 namespace-cache <namespace-name>
PRI B3 namespace-caches

PRI I3 pod-cache <pod-name>

PRI HVf5 pod-caches

PRI INfF ingress-caches

PRI get ingress-cache <ingress-name>

PRI get ingress-controllers

R get ingress-controller <ingress-controller-name>
PRI get network-policy-caches

TR get network-policy-cache <pod-name>

Y B HU4F nep-log 1% <filename>

&7 get ncp-log-level

BE7 set ncp-log-level <log-level>

BEi HY#3 support-bundle ##% <filename>

&7 HY#4+ node-agent-log #4% <filename>

& 15 node-agent-log #%¢ <filename> <node-name>
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=g 5-2. NSX SERERXIEN CLI &4

il we

K& 4} node-agent-hyperbus jik fi&

PRI get container-cache <container-name>
TREY get container-caches

F1& 5-3. NSX Kube Proxy B£&f CLI 54

il e

R AE HU#5 ncp-k8s-api-server ik fi&

NS {5 kube-proxy-watcher <watcher-name>
N Hi#5 kube-proxy-watchers

NG {HiE ovs-flows

NCP &K<
= HiR NCP =Rk G
get ncp-master status
il

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

m  Jik NCP £l NSX Manager 2 M iR Ak i

get ncp-nsx status

kubenode> get ncp-nsx status
NSX Manager status: Healthy

n BURANL, ardazsiil, A9BSR ECE Ok

get ncp-watcher <watcher-name>
get ncp-watchers
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kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

o 2.

kubenode> get ncp-watchers

pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
service:

Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 1 (in past 3600-sec window)

Total events processed by current watcher: 1

VMware, Inc.
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Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

= Z0R NCP £ Kubernetes API fallllss > [Hf 4Rtk g
get ncp-k8s—api-server status

)

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

LIV VIR SR SRR

check projects
check project <project-name>

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

NCP BRI &S
. U &2 P

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

ol

kubenode> get project-caches
default:
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

VMware, Inc.

28



1 FHJ OpenShift ) NSX Container Plug-in - 223 FIE FE 5T

subnet_id: f75fd64c—c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a990-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa

VMware, Inc.
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logical-switch:
id: 6111a99a0-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

w AR P R R

get pod-cache <pod-name>
get pod-caches

Hopl:

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81lbc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
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gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

w ISR U PR R e PR

get network-policy caches
get network-policy-cache <network-policy-name>

Hopl:

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1
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kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

NCP FERNZEGS
m % NCP 2RI tuf#A71E Filestore It

TN A AT BT A AR RC R AT AL, AT A AR AD tier:nsx—networking. JRFS U2
tgz /&2, AL CLI 7% Filestore H %% /var/vmware/nsx/file-store, #EA[ VL] CLI file-

store iy, RIS COAE AT B i vm A ik

get support-bundle file <filename>

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp
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m % NCP it 8kf# (71 Filestore 1

LR S LA tgz AU A7 CLI THiE Filestore H#% /var/vmware/nsx/file-store, #APAfH]i] CLI
file-store 14>, HHIRI% CURE S0 BB im A it

get ncp-log file <filename>

Hpl:

kubenode>get ncp-log file foo
Log file foo created in tgz format

= RIS 11T Filestore i

e A7 2 B —AF T B ek A T B B B EERE RO 8%, RUskE LA tgz *%JU%‘%‘/T?EA CLI 17 Filestore [H
%% /var/vmware/nsx/file-store, A PLfliH] CLI file-store fir2>, BRIRTE tukss 28 T s um Ak

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

kubenode>get node-agent-log file foo
Log file foo created in tgz format

ARG ROE R SR
Al RS0 8% 4% 2% NOTSET . DEBUG. INFO. WARNING. ERROR i1 CRITICAL.

get ncp-log-level
set ncp-log-level <log level>

H

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX FiBiRIEIE R BRI REAR S
n R B A 1) HyperBus > R4 A .

get node-agent-hyperbus status
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kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX SR IERRERX T HREEGS
m U5 NSX HiBE AR A F S 1  F R

get container-cache <container-name>
get container-caches

Haf 1
kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14

gateway_ip: 169.254.1.254/16
vlan_id: 104

gl 2.

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy &Bz5HIARER S

®  HR Kube Proxy fil Kubernetes AP il s < [
get ncp-k8s—api-server status
i)

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

» 2k Kube Proxy B4 7 ElkfiE

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers
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kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

o 2.

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

= {EEIRG Y OVS ikt
dump ovs—flows

Hp:

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
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priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL
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