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NSX Container Plug-in(NCP) 1] 3% NSX-T Data Center Hi Kubernetes > Ml estial T H, th
TPLEAS NSX-T Data Center S48 PaaS CE& ENIR) A&, il OpenShift il Pivotal Cloud
Foundry. A4&ri=til] 1 #i/1] Kubernetes #il Pivotal Cloud Foundry 2 & NCP,

NCP [ EZ e AT, HarEl NSX Manager #il Kubernetes #xil > [filafl. NCP B A
AL IR AOAEEE , FLEE PN NSX API AR HE A 494 IR, Flandeim i | Aoas . sy
A4 TEaH

NSX CNI MR @ fE AR Kubernetes B8 FafT, BRI wRR A anB gt | B ass e s
ZEl ySwitch, DU ZCHEBERE SR K% 8 vSwitch, NFEE AR THEL VNIC 2 [H A ss i .

NCP £t M4 TI5E

= /% Kubernetes # % Bl NSX-T Data Center @A, H /AR Kubernetes iy &4 25 [ it v
T 1 A

n 4% Kubernetes 4@ i4s 2 AiHAE , dGECE 1P Fll MAC {7k,
IR (NAT) FA%5HE Kubernetes #y 223 [EIC & 5810 SNAT 1P,

AL RUE NAT IR, BEEY IP 400N AR RIE 1000,
= & NSX-T Data Center 4 #B5 JOME7E Kubernetes 41 i HI .
SCHN VRIS A i
SCERAK AT AR IPBlock RS
A 5 IR e AL I RSy, 5748 matchLabels Fl matchExpression,
SCRATH A #4723 [ SR B A

s T{F ClusterIP 821 Kubernetes JIR7% A LoadBalancer JERUFIIRTE

m B NSX-T 28 7 JEgt s Viyss 5 /F Kubernetes A,
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n A aSi L ARSI B RS AE NSX-T Data Center #ElHAZ RS HIPAR A, f SoiFs
BT 7% NSX-T 24 R4 AIE A

TERCASHT, NCP S74Z Bi— Kubernetes #4E, #R0DLEATEFIAHIN NSX-T Data Center #5212
Kubernetes 8, EHEEE LA AIFR NCP U THHE .

ZN R R

m AHEPETR

m LB

= {f Kubernetes JEE3HF 144 NCP

m  {F Pivotal Cloud Foundry EzlsiHi 714 NCP

HE R

EA Kubernetes Bi5 Al Pivotal Cloud Foundry (PCF) B#15, NSX Container Plug-in (NCP) E-4 T4
AT

% 1-1. Kubernetes BRIEMHEBTHE K

EREER PR
NSX-T Data Center 23. 24
Ao TR BRI Hypervisor m RN vSphere JiiAc

m RHELKVM 7.4, 75,76
m  Ubuntu KVM 16.04

MRS m RHEL75. 76
m  Ubuntu 16.04
m Cent0S7.4., 75

At L Kubernetes 112, 1.13
Container Host Open vSwitch 2.9.1 (FEMI S NSX-T Data Center 2.3.x). 2.10.2 (FiEfi> NSX-T Data Center 2.4.0)

% 1-2. Cloud Foundry BRIERHESHEER

BRBE A A
A AR Hypervisor m  UEfY vSphere filtAc
Fawth T m  Pivotal Application Service 2.3.x fll Pivotal Operations Manager 2.3.x

m Pivotal Application Service 2.4.x (2.4.0 [£%h) Fl1 Pivotal Operations Manager
2.4.x (2.4.0 [54M)
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LENTE

TR 2% Kubernetes IUBIH, ZBEMIRE NCP IRplH ZHA T FYEER . B i Tim s B, 14
JHENE NSX-T Data Center Al Kubernetes Z¢EBLAFE]

1 272 NSX-T Data Center,

2 g R

TR R ACIRES, W Kubernetes filiBiHAR S A0 H28
AL S O JEERTE hAf o

57 Kubernetes 4R 1P [,

HET SNAT CRIFAGES k%) (19 1P Sl

7 (EREEETEL 228 NSX CNI (A RS4ais A1) SMEFER,

8  {EHH{HIES: I OVS (Open vSwitch).,

9 I Kubernetes fifi#h[) NSX-T 4% .

o o1 b~ W

10 % NSX fi B REEFE R 28k DaemonSet.
11 B NCP 43/ ReplicationController,
12 7£ NCP A iz e SRS .

£ Kubernetes IRiEFRFA4 NCP

AEIRIAATE Kubernetes #1514 NCP F144 % 2.4.0,
BF
1 R A2 T4 NCP ReplicationController (AU 1 EL S A RBHUY, <images).

kubectl rolling-update nsx-ncp —-n nsx-system ——image=<image>

2 A M T NSX EiEHCEEFE I DaemonSet (LABMZ BT FE L FRHUR <images>) .

kubectl set image ds nsx-node-agent -n nsx-system nsx-node-agent=<image>
kubectl set image ds nsx-node-agent -n nsx-system nsx-kube-proxy=<images>
kubectl rollout status ds/nsx-node-agent -nnsx-system

3 i FAIEA 8 CNI DEB/RPM BTk % 2.4.0 VLB FIEAMBEUL <cni deb> Fll <cni
rpm>),
1F Ubuntu [
dkpg -i <cni deb>

1F RHEL =k CentOS |

rpm -U <cni rpm>
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4 (R B NSX-T Data Center JH4¢ % 2.4,

AR Hypervisor J& ESXi, HIZETF4% NSX-T Data Center 2 i, el H =/ 6.5 74L& 6.5p03,
it 6.7 THLE 6.7ep6,

(EAEME) T1H4) Hypervisor (KVM B A R

CEFEME) THE A2 F 8 (RHEL . Ubuntu Bk CentOS).

GEAEME) THE Kubernetes,

AR THL OVS,

BIARER RS, T4 NSX-T Data Center i@ T14% OVS, PRI TIH AR,

P, B REEE 2 nsx-kube-proxy Al nsx-node-agent  [HI1) i RF BRI, 15 /2T
1Ty, WATTRA M-,

0 N o u

1£ Pivotal Cloud Foundry RiEHRFH4E NCP

KRB AE Pivotal Cloud Foundry B35 NCP JH4l & 2.4.0,

B

1 % NCP sk NSX-T BjfepiyT44 % 2.4.0,

2 (M) T Pivotal Operations Manager, X144 Pivotal Application Service,
3 (M) 5 NSX-T Data Center JH4¢ % 2.4,

W5 Hypervisor & ESXi, HIZEF-4% NSX-T Data Center 2, o=/t 6.5 44 % 6.5p03,
it 6.7 JHL A 6.7ep6,

4 (RN THE Hypervisor (KVM SR HEAR #2)
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20E NSX-T &iE

272 NSX Container Plug-in i, R ERFEN NSX-T Data Center &,
AT A

m AE NSX-T &

B E NSX-T &

BAFERGER) NSX-T Data Center RS BRI, 25 O JEM Ik k. BOlAR IR AR

BEE QURAIELEE ] NSX-T Data Center 2.4 s BUETRRASES T,  HILAZE i FE P AR Bl 2z M 25 5 | h g
E NSX-T &

7E NCP ZHAERS ncp.ini 1, NSX-T Data Center ¥ #i [ UUID sk 4R .

EEEmESE

N NSX Manager 55T 5 R/ %% > SERAUE > Fimlmis, TN AR 0 Edma, so s
BT

B nep.ini Y [nsx_v3] BIPERUE overlay_tz 883, HE S RAED R, DB it
1o AR AHRBUE overlay_tz, NCP i EHEIELS O JElk B E e i dul i o A o

5 O [BiE¥E % i

N NSX Manager 55T 5 EFRARRE S 2 M > 8B% > B phas. ST ARR A IR s, soiir
R s .

ZAE nep.ini 1Y [nsx_v3] EHEGE tier0_router B2, FEEaHNUEE O Ml has.

farE BRI IRy
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i A EORHA R I NIC AZE AR 5 7 i R R AT PRS0 RET EE A T I Fos I #4R 2 NSX-T Data
Center, {84518 BT DL BHI AR HIMES TER 1 . 1B ZE N NSX Manager i 51 %= 1 b ATk Bl ze oM > 485k
> ATH > AW, LIS IR IRES . FEACHRES I, B R f) HLRA DN E S VNIC, R
WHEAA AR

s f25%:. <cluster_name>, #if#: ncp/cluster
m  2%: <node_name>, #il#: ncp/node_name

<cluster_name> {LLZATT T nep.ini 22 [coe] W& cluster BEIAKIE

Kubernetes @ IP B

HN NSX Manager 51 4 AR B 221 > 4% > IPAM, DU ok 24 IP i, DL CIDR #4350
Feir 1P [ .

BIAF nep.ini f [nsx_v3] B E container_ip_blocks %A, #5E Kubernetes gl IP [kt
Bio

WA PLEN A AE SNAT #4251 (81 Kubernetes) sk th (1% PCF) 11 IP R,

B nep.ini [ [nsx_v3] P E no_snat_ip_blocks 1%IA, #5EHF SNAT IP i,

WISAEAE NCP S TH I E SNAT IP i, HILAZHTEHTE) NCP, 7311, NCP Bferdd4s i L Hm 1P
ERHR, BERFERAILE

EEE ERENT P PR, S ARG IOR NCP 2 4HAERS nep. ini H1 subnet_prefix £8t.
EEEN, 2B nep-re.yml A nep.ini 1) Configmaps

SNAT W IP &£ &

NSX Manager H111J IP £E[w AR E 1P fzhk, T8 A EE AT SNAT BLHEEEAET 1P, DAN A
SNAT/DNAT #1HIA BN D85535, 41 Openstack (78 1P, 152t IP f7h-this s [ NS IP ] o

%Al Kubernetes & HEer i HIANRIFI /NS 1P £E . EH{IE NCP U Tl By g5 A HEY Kubernetes i
Sl ISR i T4 . IRTERY, A&l A w49 i AR 4 B G, anas il ARl 14k
/N, FEEH nep.ini 22 [nsx_v3] XY external_subnet_prefix 32IH,

AT PLEWAE nep.ini 19 [nsx_v3] B E external_ip_pools i#IA, 5 SNAT 19 IP i,

PROTDLIZ 0 5 B0 4H RE R BT RAED NCP, A8 5 A ARG 1P £,

FR&I SNAT IP £E A45ER Kebernetes f7 & 23 PCF 4B4%

PR LUZit N YRR R 1P e, HEE RITE SNAT IP SERACE IP [ Kubernetes iy #4%5[H]nk PCF

m EJA Kubernetes 7y 44 %3[H]: scope: ncp/owner, tag: ns:<namespace_UUID>

m  ¥Y PCF 414%: scope: ncp/owner, tag: org:<org_UUID>

VMware, Inc. n
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AT AT N A1y Sy £ 25 i AHA% VUID

kubectl get ns -o yaml
cf org <org_name> —--guid

CEREmSNIGIIE I E
»  TEERERERE 8 UUID. AR LUAs IRl — SR It vy 2 AR

QRS A ey S A AR P B A AR, A e S 1P, E3) Kubernetes
%k PCF HEFFERN SNAT 4HA8 4% T al NCP Bl 1l o

n AR PCF A4S SRS 2 R . i A teiisd, HIAI7E SNAT IP SElR il & IP 45114
4 as ek PCF 4H4% .

AZIRIEEEE SNATIP &£&

Pt v DB T s e 2 IR 2 B s i SNAT IP B, fl4n,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

ncp/snat_pool FREM IP TEE VEATESE scope: ncp/owner, tag: cluster:<cluster_names,

NCP ¥4I RS SNAT HHI, HHIFERE 1P Afdimdgmits, B0 1P S EsMgs 1P fEm i
T E I SNAT 1P, @itk NCP 2 SNAT B A-855%, #er i/ ncp/error.snat: <error> fst
AR, PIRERUSEAATT .

= |P_POOL_NOT_FOUND - 7 NSX Manager 144 %] SNAT IP [,

= IP_POOL_EXHAUSTED - SNAT IP [ () ik,

= IP_POOL_NOT_UNIQUE - ncp/snat_pool JEE IR FEIUE NSX Manager HIf 2L
= SNAT_POOL_ACCESS_DENY - Sl [HiAT AT o IE A BRA L R 2 AR i 4 25 1

s  SNAT_RULE_OVERLAPPED - v i SNAT #LHI, {2 SNAT IRFS48HIH B A B —{F SNAT JIR
%, WEtat, F—E4ni A 2 SNAT HHI,

m POOL_ACCESS_DENIED - ncp/snat_pool fIrfgE 1 IP tE[ 74 A 4% scope: ncp/owner, tag:
cluster:<cluster_name>, BREEIE IR SHEBARF & IEAE AN B 2R IR B R 225 [

FHTER R AIERIA.,
m  ncp/snat_pool AR LR A N5 3 E 2 ITEAFAES NSX-T Data Center 1,
m /£ NSX-T Data Center 1, JIR#H SNAT B HIMESLIE R m it S & i SelE)T .

VMware, Inc. 12
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n QURAE O R E S SNAT #HT, A — (i F
n PERTDLFE A B AR T RED NCP, S5 B A AT 1P 2R,

AMATRERE SNATIP £E
R LB R a5, ARy 425 R SNAT IP £k, 514,

apiVersion: vl
kind: Namespace
metadata:
name: ns—sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCP #1415y 225 R0E SNAT JUH . FIRIAOARIR 1P A& imAdiite . HAOH IP 208 NS 1P £
ELW@EEE’] SNAT IP, W15 NCP 3 & SNAT MHIEE 44857, ¥ & il ncp/error.snat: <error>
Tan oS PTRRRUSE R AT T

s |P_POOL_NOT_FOUND - {£ NSX Manager H A %] SNAT IP fEl .
s IP_POOL_EXHAUSTED - SNAT IP £ ) JH#,
s IP_POOL_NOT_UNIQUE - ncp/snat_pool JirfgE 55102 NSX Manager Hf e .

m  POOL_ACCESS_DENIED - ncp/snat_pool FrfgE 1 IP 2Ll 1% H 14 scope: ncp/owner, tag:
cluster:<cluster_name>, Bl IHEAT EAEIE AT G IEAE (BOARC B ORI Ay 4 23 o
TR AT

o RHBRERER IR —{E SNAT IP Sl

m AFEEFE nep.ini FERE SNAT IP 2E,

m  ncp/snat_pool FREM IP L VAL scope: ncp/owner, tag: cluster:<cluster_names.

s ncp/snat_pool gy IP fEw th ] B ey # 25 [HAS 4 scope: ncp/owner, tag:

ns:<namespace_UUID>,
m  QPRERD nep/snat_pool FLE, drfAaSHIEE SNAT IP Sl AR stk
w  ERTDAE AR AR TERTRICE) NCP,  AE B R AR 1P £Rlw

% PAS FEFIERERE SNAT £E

THR, NCP & /4 PAS (Pivotal Application Service) 414k#% /& SNAT IP, ]G {5 SNAT
IP LElw 21 manifest.xml HrEIRE L, AAIEHTEAG T SNAT 1P, i,

applications:
- name: frontend
memory: 32M
disk_quota: 32M
buildpack: go_buildpack

VMware, Inc.
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env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCP ¥ 4H5H e TR 3 e SNAT BT, FAIRARTR 1P 280 TEBLH 1P 24, BANE IR 1P 21
P FEEACE Y SNAT IP, &b FAIETH.

m  NCP_SNAT_POOL JITSiE Sl A HEAE AR A2 T U/ /RS NSX-T Data Center Hi.
w  JEFIRERD SNAT BRI EIEIAf St 44k SNAT BLIIL

- EEHREAURERE I SNAT 1P,

w  ETLAE R A AN BN SR HCED NCP, 55 R NI 1P 2RI

# PCF 2 3 hlRaZE SNAT

i PCF 28 3 e, AT ASR IR 5 0% E SNAT:

w AR R manifest.yml H1E NCP_SNAT_POOL,
filan, mERRERA % bread, Sif H manifest.yml HAT FAI¥GR:

applications:
- name: bread
stack: cflinuxfs2
random-route: true
env:
NCP_SNAT_POOL: AppSnatExternalIppool
processes:
- type: web
disk_quota: 1024M
instances: 2
memory: 512M
health-check-type: port
- type: worker
disk_quota: 1024M
health-check-type: process
instances: 2
memory: 256M
timeout: 15

AT MAlar4
cf v3-push bread
cf v3-apply-manifest —-f manifest.yml

cf v3-apps
cf v3-restart bread

m i) cf v3-set-env #i4%E NCP_SNAT_POOL,

VMware, Inc.
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BAT Ml (B HRE R A app3):

cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternalIppool

(optional) cf v3-stage app3 -package-guid <package-guid> (You can get package—guid with "cf v3-
packages app3".)

cf v3-restart app3

(GZA) ({£BR Kubernetes) Bi N EtZEs0 [EE

R BT AR R R SE A NCP ARBAEES IR RS O ORI B, 55BN NSX

Manager, 5EEZe M > B JORMR > —&, RR NS ARl B

T nep.ini 1Y [nsx_v3] BEHFE bottom_firewall_section_marker I
top_ﬁ rewall_section_marker HEJE, F8EREECE; KOG EL

RGBS KRt B A A TR At B N5 o I aE 2ol ot Ber 42, i NCP Sy A Bt i A B
SOt R BRI AP SOt B b, 1T NCP N AT R A7 B ol it Bt 5 v i TARB IS At B
Z o R FIE AR B, QAT AT PR AR S e ST, ifu i A i B et B TR
Rl e B AR RC B O R B E A e ME 1Y, 75 RIFREE SRR .

VMware, Inc. 15



£ Kubernetes IRiEfZ3dE NCP

“4:%& NSX Container Plug-in (NCP) [R5 2Z7E 1A Kubernetes Bl 22k cfT.
AREE T A

m 722 NSX-T Data Center CNI ANEMER

m LERFIRGE OVS

m X Kubernetes Hi#hf) NSX-T Data Center #491%

m o E NSX T ERERFL R

m  nsx-node-agent-ds.yml H1i A nep.ini ) Configmap
m 22 NSX Container Plug-in

m  ncp-re.yml i nep.ini i Configmap

m  7F NCP #9pirh i PEM SmiliSat AL % i)

m  {F NCP A9 b i &

m [ %F Syslog

R

»  BOEAERERIOA B R

28 NSX-T Data Center CNI MR

NSX-T Data Center CNI MR NEZEETT Kubernetes %G 1.

$1F Ubuntu, 2288 NSX-T CNIAMIMEUE I AppArmor BEER{RE S ncp—apparmor ##5] /etc/
apparmor.d A ILEN . 22T, AppArmor RS AEERA B THARRE, H H4% /etc/apparmor.d
WEIAE . ], 2 erseiie, ST DU 7 CUBE T Alay 2T AppArmor 154 :

sudo cat /sys/module/apparmor/parameters/enabled
Rl A S i Nyl 2 ) AppArmor ki

sudo /etc/init.d/apparmor status

VMware, Inc.
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R AppArmor RIS LR NSX-T CNIAMEFE AR T, A2 5@t e Bir MR -

subprocess installed post-installation script returned error exit status 1

ZalEFEHIER TN AppArmor BOERESN, i SR B UL 5Tl

ncp-apparmor FERGIE S & EHE £ 4y node—agent-apparmor (1) NSX i B A it AppArmor 3%
JERE, HEL docker-default @k 2 FIAEAE A2

m  deny mount HiHITHEEFZER
= mount HHIEEH Y,
m i E—LE network, capability. file £ umount iIH,

Fn] DU AR e U node—agent—apparmor e, HIE, ek 4458 node—agent-apparmor
5| nsx-node-agent—ds.yml 5, TR 2 NSX S REAE . R M Roe i, s
JA1F nsx-node—agent—ds.yml 1) spec:template:metadata:annotations [ [, iEith N4I1E H g
TE R ERE 4«

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

=g
1 FEE Linux ZATRRGE RO 28R 5 o

LR nsx—cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpm u nsx—
cni-1.0.0.0.0.xxxxxxx.deb, FHH1, xxxxxxx JL4l 3455

LEFEAEL R P NIRIY rpm ik deb A5

MRS 235 Jopt/eni/bin . CNI A1fERE 10-nsx.conf &%) /etc/cni/net.d. rpm
L e kMR DAL RERS /etc/cni/net.d/99-1oopback. conf,

N

ZEFMBE OVS

EFF

)

NI Linux S5 TRROE T 2R 5 o

f 2 448 5 openvswitch—common_2.10.x.xxxxxxx—1_amd64.deb. openvswitch-datapath-
dkms_2.10.x.xxxxxxx-1_all.deb 1 openvswitch-switch_2.10.x.xxxxxxx—1_amd64.deb, H
FHL xooooex A B4R R

2 AR TR deb RS
3 B4 Ubuntu, 0T NIar & LATEEIN OVS FUMREA

# systemctl force-reload openvswitch-switch

VMware, Inc. 17
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4 il OVS IEAFUT.
# systemctl status openvswitch-switch.service
5 7 breint PUTERE CAIAHEL).
# ovs—vsctl add-br br-int
6 Rl H R TR SR AR AR I (node-if) HTHEE br-int.
# ovs-vsctl add-port br-int <node-if> —— set Interface <node-if> ofport_request=1
AT N LAHERR ofport s, PN /s# ofport 1MIEMIH], OVS MEHEIRA] HIEfzE

# ovs-vsctl ——columns=ofport list interface <node-if>

R ofport A2 1, FHEDIAE NSX HiEFEAE, DaemonSet yaml £ 5210 nsx_kube_proxy [i

2L

7 ovs_uplink_port I,
7 TESE br-int 1 node-if link Tk g E5 s AR

# ip link set br-int up
# ip link set <node-if> up

8 HUHIAMMCAHARAY, DARECRAES T E HHT PR B
% Ubuntu, 555087 /etc/network/interfaces, Hi FoI%1 T

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

¥ RHEL, #5590 /etc/sysconfig/network—scripts/ifcfg-<node—if>, A 415647 .

ONBOOT=yes

2 E Kubernetes #iZ5HY NSX-T Data Center {31

R ERIH A 2 E Kubernetes 322 & Worker %51 NSX-T Data Center 49i%.

FEAEDBA A D B (EAE . SE— B I, A—E @A NSX-T Data Center A5iR 24
Fo BT AR LR, A2 NSX-T Data Center A9R2064 |, FL@ErdaR S M iE iy, i
A E BRI AR RS o PRI AT 1P (A JH T BRER H B, ANt Kubernetes (A RDURE A HELE Hi i
B SHEMH I M4 A RIRIEER, NCP & QBN DFW RN, PASSiFiasiRdte a A s B
o HLAE NSX Manager GUI HE ZIHLRIFREAN Ok, ol RIS EAE ST Bt IS

SRR ETR AR RERS, R S ARSI RN VNIC 45 = B B R 2 Has

NSX Container Plug-in (NCP) WAZH A1 A EHE BT B A as i 52 VNIC 1 VIF 5kAIHS . SHER A2
g R A B PR . Horh— e E BT 2. S — e s R 2. S
B, 40 N~ HE e M
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=8 #E
[EEA ncp/node_name
i ncp/cluster

(PTLL N E B E EME SHEBE ASEI , JH571E NSX Manager GUI 54 5 3640 EI 4% > BB
%,

iR Kubernetes BG4 AG piTaf i, JIAZH T HRESS ncp/node_name N HETRCED NCP, #sn] DL
T A 2 AT i G A4

kubectl get nodes

WERAEAE NCP U TIRE I E BRI = e 5, AIMERAT kubeadm join i 2 WM ZHRAERRC BT 2 iR <2 4
AR HI, TR R RS A BT A AR . WSS A e, AT USRI T 1 BRA g ]

5

IR RS A A s i R
m  FHTRED NCP,

Z24E NSX fiEHRIETE R

NSX 7 AR 2 R4 i 2 T (B A7 1) DaemonSet, —{AA R HAT NSX H B FRFE R,
HFEF TR A AT . 8 CNI MR T Kubernetes API fillleds HE) . 53— A=
1T NSX kube-proxy, IfiHME—F LAt 1P HE L8000 1P, DUTTFE Kubernetes IRTSHIN. B
PR | kube-proxy AHIFIFIZNAE
EF
1 &k NCP Docker {4,

T 28 R0 B nsx—ncp—xxxxxxx.tar, H, xoxooooox S 3 4m5E .
2 Nk NSX iR EE R DaemonSet yaml i/,

T #4H F nsx—node-agent—ds.yml. A DIgmitg s, Bof IR A R AR i1,
3 7 NCP Docker Mg N\ 2 ARG 8%

docker load -i <tar file>

4 %l nsx—-node—agent—ds.yml,

A B A B L AN PO 227 o

#H# Ubuntu, yaml FES@ e AppArmor CRUT . #2EHER AppArmor R, ST /sys/
module/apparmor/parameters/enabled f5<, WA AppArmor AU, FHiEFT 4 AE

w R R A A TR BB

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor
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2o AE 23

» 41 nsx-node-agent A FEH] nsx-kube-proxy Aft, 7F securityContext I Jj i
privileged:true —{T7. Hl4:

securityContext:
privileged:true

fEsE B MMER, @R kubelet 7Ef# H hyperkube MG AZSNEST, I kubelet —fFtEr

AppArmor s AU s TR, MR ETESIRE AT, B8 yaml BT Tan F AR fAHRI A2 5

fErE AF yaml BEZ T, BAETRE R nep.ini AR ConfigMap WA RN Ry [ MEST | RERERL . Rk

1 yaml fE S 2 HA BERAS A RS
5 ] FAEGA T NSX B EEFE X DaemonSet.,

kubectl apply —-f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml HE A7 ncp.ini B Configmap

P yaml £ % nsx—node—agent—ds.yml {u 751 ConﬂgMap 0 RS NSX fiy bR FE 2 40 fep
ncp.ini, ZEA[PUREI ConfigMap [ Bt S0k 5] B R de it

TEHT M nsx-node—agent-ds .yml f A7 41 ncp.ini ¥l

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. B
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None
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# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

Time duration in seconds of mastership timeout. NCP instance will
remain master for this duration after elected. Note that the heartbeat

#
#
# period plus the update timeout must be less than this period. This
# is done to ensure that the master instance will either confirm

#

liveness or fail before the timeout.
#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP
# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the
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# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host
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# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The 0OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

24 NSX Container Plug-in

NSX Container Plug-in (NCP) &1 Docker BUZIIERIEML, NCP JEB TR FLRE 4k M IS O Es o A
A RS AT NCP,

EFF
1

Ml NCP Docker %,

T 5 28 nsx—ncp—xxxxxxx.tar, FL, xxxxxxx 40 H4m5E .

Tk NCP ReplicationController yaml #i4<,

R MR nep-re.yml, AR DASRE AR SE, sl H TR B O R ARE i)
i NCP Docker UGN 2 i Goes ik .

docker load -i <tar file>
CEFEME) Tl NSXError b1 BRI &R 711 yaml FiA,
i 2 % Fi % nsx—error—crd.yaml,
GEFRME) T HRT &R

kubectl create -f nsx-error-crd.yaml

4t ncp—rc.yml,
TG 24 A B 2 N PRI 47

F81E nsx_api_managers Z:8, RIDLEE B — NSX Manager [ IP fitik, 5# NSX Manager #
Ferh =1 NSX Manager [1J IP izt (LLE5557 ), Skt NSX Manager sz8eiEdse IP Azl 140:

nsx_api_managers = 192.168.1.180
or
nsx_api_managers = 192.168.1.181,192.168.1.182,192.168.1.183
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GEH) AE [nsx_v3] BRI 20 ca_fileo RZ{EIEAHIAERE NSX Manager filllei 45581 CA
Wsstatise. Lok, HIRGH AT REIR CA. WAL nsx_api_managers fHit{l IP i
S, EE 1 CA RS, MRS nsx_api_managers 357 =i IP sk, SUATDLIEsE sk =fH CA
s ISR CA R, HTRSE = (IR, IR = CA R, AR
1A nsx_api_managers HUEEHEER) 1P fizdk, Bildn,

ca_file = ca_file_for_all_mgrs

or
ca_file = ca_file_for_mgrl,ca_file_for_mgr2,ca_file_for_mgr3
TRES W nsx_api_cert_file l nsx_api_private_key_file DI{EHA NSX-T Data Center HJii

=413
KIR

o

nsx_api_cert_file & PEM KR 2 T Pt S i 5o B A . RS I A E A RIS -

7N

DR P TIRRRROE A e NAT BEXHETT, FRfEE 2 ingress_mode = nat.

WRTHRE, TARS IS 24 & HIA A AT AETE S s 2 1P [ B E 4R o 8 2 AR 149
PRI, FE A [nsx_v3] BB subnet_prefix HEIH,

IR, GO HA (rl PR . rTDAGE R SIS 245 T HA

[ha]

enable = False

GEMD 1 nep.ini HY NSXError SRS DS o KR, S5 TIHRAE .

[nsx_v3]
enable_nsx_err_crd = True

fEst F yaml B, RAEERIES, nep.ini AR ConfigMap JEAMEE Ay [ MERT | mabile . I
yaml #2255 RS i A EAE T

7 57 NCP ReplicationController,

kubectl create -f ncp-rc.yml
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55t NCP BREL Kubernetes API fillReenfiaatt HTTP 4R, DLESE Kubernetes Wi 1A= dmil jyigs
PEo Q05 AP fAlRZE 4 Bosk 481 A s s NCP 1) TCP g4y, A VAT HRE NCP, (I AE4 T
B AP fARASHOMEAR . 5, NCP Erarstm v,

TEMGR B0 NCP ReplicationController R, 7E NAIMENLT, 0] RS 7EiG 7 g2 A B EERA TN
1A NCP 497 -

w LETRR I AR BT R

w TR, RGO AFAAE R Kubernetes ik 1o T B (GT0 F R0 TR0 SR ,
A2

WUERGETE B EIEAE BT NCP 4850, sEHUT R HRIE:
w BRIl NCP 4. MIERE—AE T B,

kubectl delete pods <NCP pod name> -n nsx-system

= {4 NCP ReplicationController, i1,

kubectl delete -f ncp-rc.yml —n nsx-system

ncp-rc.yml #iE 7 nep.ini B9 Configmap

B YAML #52 ncp-rc.yml fU 511 ConfigMap ## [T 4HRERE nep.ini, #RTEZCEE NCP 2 hij, AR
Tt ConfigMap BTS2, a1 F—EEBorh ATk

PR M AR nep—re.yml FaBEAG R4 nep.ini Eal:

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True
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# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm
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# liveness or fail before the timeout.
#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
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# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)

#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)

#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
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#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.
Prefix should be less than 31, as two addresses(the first and last addresses)

* H B R

need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx 1bs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#1b_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>
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# Name or UUID of the tier® router that project tierl routers connect to
#tierO_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#1b_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules
#external_ip_pools = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses for exposing LoadBalancer type service and ingress

#external_ip_pools_lb = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

# Option to enabling error reporting through NSXError CRD
#enable_nsx_err_crd = False

# Option for user to define the maximum allowed virtual servers to be created
# for Service of type LoadBalancer in the cluster. The value should be an

# integer greater than zero.
# max_allowed_virtual_servers = <1000>

£ NCP A h#ME PEM RIEREMAAZ LS

RAHEAT PEM St ISREAIR 2 G40, JURTLLUECET yaml RSP NCP ABiE 7 AL NCP A%
TLS %5

1 AR S 8EI TLS 25

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt —-key=/path/to/tls.key
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25U NCP #9@isUE yaml, DAk ibib e R NCP ARSI R RS o
spec:

containers:
- name: nsx-ncp

volumeMounts:

- name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:

— name: nsx-cert
secret:
secretName: SECRET_NAME

3 HE yaml FEZE I nsx_v3 i®IEH nsx_api_cert_file fll nsx_api_private_key_file,

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

£ NCP 4 P HMERHEIEER
QAR T R 2 RGP ke g, TIMTLLRE 3 NCP B AR DAE NCP 4B s iE 22
filn,

spec:

containers:
— name: nsx-ncp

volumeMounts:

— hame: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
- name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

— hame: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
- name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>
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X Syslog
R R aP T Syslog AREEEE (51401 rsyslog Bk syslog-ng), DA NCP HiffJ st s FAH R o -Eik
% Syslog fillk#s o

BERAE N N A5, GBI EN Kubernetes IURFATEG, #5264 https://kubernetes.io/docs/
concepts/cluster-administration/logging,

m v AF NCP 5 nsx-node-agent 48 FPshf THORI 25 2%
n  {ERHEETES 31T DaemonSet #55,
et B EAES 2, NSX CNI AMNERGC I3 1A E Syslog Ay, [ AIMERE R0 AAE4 kN
AT o
# 37 Syslog HAIEE RS
ALy Syslog RO H A #s, VMEAEEL NCP AHFIFIATRI U T, AR IR Syslog fREEREILG
Ly example/rsyslog,
s
1 #%E NCP fil NSX HiBiREIRE DL e 2R 5
TE NCP Fl1 NSX Hi B CEEFEZUAY yaml #EZHRE log_dir 228, Il HE e BEMERIRARER: . 4,

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:
- name: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:

— name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

PN DAHE R RE Log_file S8k 4 B Bfhl 247 . THR% #4H % ncp.log. nsx_node_agent.log /I
nsx_kube_proxy.log, Wi log_dir #IH# A /var/log/nsx—ujo DAANTIEREE, HIWAERNT
hostPath iR Bk, empty Dir L, ST 2 R AR A%
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2 RO RS H AT R 2 nsx—ncp .

mkdir -p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b G nsx-ncp SR MR AE T 777,
useradd -s /bin/bash nsx-ncp
chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>

or
chmod 777 <host-filesystem-log-dir-path>

3 7F NCP 4B yaml f55h, Hid Syslog 1) ConfigMap. i1,

kind: ConfigMap

metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:

module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote"

2 B 4\//
75

4 £ NCP AEiI) yaml BRI rsyslog ek, 4
H' Hynl_éﬁéH/j FEﬁ ﬁ/ﬁﬁﬁ—lﬁ ’fﬁ ﬁﬂ,

spec:
containers:
— name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
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mountPath: /var/log/nsx-ujo
volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

# 37 Syslog B DaemonSet #Zx

JiTAT NCP JTfRirC ek ey nl gt 7y e Tt n) . R i ROE

e FHIREFBRGE Syslog HREEFE X G 2 example/rsyslog.

i35

1 &5 DaemonSet yaml f§2<, 41,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx—ncp.conf:
module(load="imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input (type="imfile"
File="/var/log/containers/nsx-node-agent-*.log"
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"
Ruleset="remote")

input (type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
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2

# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
- name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume

mountPath: /var/lib/docker/containers

volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log
- name: container-volume
hostPath:

path: /var/lib/docker/containers

47 DaemonSet,

kubectl apply —-f <daemonset yaml file>

. RETE sidecar FeRHFHITHIRC SR EE T Syslog

AR HUR UM ELE sidecar A asH B TIURC Sk 541 Syslog.

BIIRC ek H AR E R SRR D

EAUAT - BB O AT B G 1S Rk g, NG L

mkdir /var/log/nsx-ujo

chown localadmin:localadmin /var/log/nsx-ujo
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m  i¥ /var/log/nsx-ujo HEk, TEATGHETE FRE LB .

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.log {

copytruncate

daily

size 106M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

I NCP BB EHIY
m HHE NCP 7 nep.ini R,

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo

[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77
apiserver_host_port = 6443
ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin
nsx_api_password = Passwordl!
nsx_api_managers = 10.114.209.68
insecure = True

subnet_prefix = 29
[nsx_node_agent]

[nsx_kube_proxy]

ovs_uplink_port = ens192

EOF
= ini FEE ST configmap.

kubectl create configmap nsx-ncp-config-with-logging ——from-file=/tmp/ncp.ini
s #7 NCP rsyslog #H &,

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf

# yaml template for NCP ReplicationController

# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.

apiVersion: vl

kind: ConfigMap
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metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

JAA

n [t EANEHST configmap.
kubectl create -f /tmp/nsx-ncp-rsyslog.conf

m  {#if rsyslog sidecar 7 NCP 5 4filuk

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:
# VMware NSX Container Plugin
name: nsx-ncp
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
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kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

# ConfigMap nsx-ncp-config is expected to supply ncp.ini

configMap:
name: nsx-ncp-config-with-logging

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF
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[ FABUREST NCP,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

337 NSX FiEsRIEF2X DaemonSet
n BPETEVREEAE ST rsyslog AlfE.

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:

name: rsyslog-config-node-agent

labels:

version: vl

data:
ncp.conf:
module(load="1imfile")
ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")
stop
}
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"
Ruleset="remote")
input(type="imfile"
File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")
EOF

4R

RN AT configmap.
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf

s ffi[f] configmap sidecar @&/ DaemonSet,

cat <<EOF > /tmp/nsx-node-agent-rsyslog.yml
# nsx—-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
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labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:
container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-—
apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
— name: nsx-node-agent
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
— name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
— name: netns
mountPath: /var/run/netns
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# mount host proc

- name: proc
mountPath: /host/proc
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: nsx-kube-proxy

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

# override NCP image entrypoint

command: ["nsx_kube_proxy"]

livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir

— name: openvswitch
mountPath: /var/run/openvswitch

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
— name: netns

hostPath:

path: /var/run/netns
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- name: proc
hostPath:
path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

m 7 DaemonSet,

kubectl apply -f /tmp/nsx-node-agent-rsyslog.yml

REXZEFH

T NCP [y, S AEERIIR T Kubernetes il NSX-T Data Center FREiIAHR R

#% NCP [RHIEIEE T EL 81T

NCP E.f5 NSX-T Data Center & HEY [ AFHURE, PRI IE 2 2 B 1) 1 (BB A 15 2 PO S RREAS R 1T L 3ok,
170 AR DA P ARk s S e . 655, TEBILIEEER Y nodeSelector £1J% NCP
ReplicationController #i#%. fl4n,

nodeSelector:
nsx-infra: True

P AT DA AR (BRI ) A5 AR R IRAS T B . AnFE s FAnEaR, 5522 RY https://kubernetes.io/
docs/concepts/configuration/assign-pod-node,

EE Docker Engine AR
Docker Gzl TAAPEHTRT. ASHERE{E TR 7 S5 P32 e 7.

AREAZ(EEABEN NET_ADMIN 1 NET_RAW

B A PLFI ] Linux DhfE NET_ADMIN FlI NET_RAW 8 NSHAEBAEN . IR IE(E AN A5 T2 21 i
TATHRE . MKTER, AL AT AR A 7820 NET_ADMIN Thik, &5 88 S itk 2 IR LA
R, o ARS8 E AR MR A To AN, IR ZEITARS, RSN
SecurityContext A& 5 SEDIRETS B b 452 NET_RAW 25 H] NET_RAW,, i,

securityContext:
capabilities:
drop:
- NET_RAW
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AR RFEEES

Kubernetes & f# M (0147 I ] (RBAC) API il iEpE, R EE BResEh e e Rl . andssfang
N, FE2:BY https://kubernetes.io/docs/admin/authorization/rbac,

—fRiME, s R PP IR A IR B I o BTG IR RIRTS IR P, 1R 7 EUAERR A
PR (AR A B o

TR N AIHER

= Kubernetes API Token [{J/7-HUERR il /175 ZEE 28 Token [I4HMH

= i NCP ConfigMap #ll NSX API ] /7 5aE TLS AR5 {7 URERR 7 NCP ¢ o
BT Kubernetes 481 API ARRIET T API FOAFEY

m ¥ Kubernetes RBAC J5 HIDUFRE A HEAFHN Kubernetes API 14

£ NCP A E5%AY RBAC J&EHI

t ServiceAccount Ny, NCP A8, E4S T IR P ARIIREIRER . AN, AE AR HAb A A sk
ReplicationController 17H{ % NCP ReplicationController F1 NSX i #iCHR AL X i Ao it 11
ConfigMap F1 TLS %45,

NHVFEAGERI AT HEE NCP 1R f1 (A (B4 .

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
- networking.k8s.1io
resources:
— deployments
- endpoints
- pods
- pods/log
- namespaces
- networkpolicies
# Move 'nodes' to ncp-patch-role when hyperbus is disabled.
- nodes
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- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
- watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role
rules:
— apiGroups:
— extensions
resources:
- ingresses
- services
verbs:
- get
— watch
- list
— update
— patch
— apiGroups:
— extensions
resources:
— ingresses/status
— services/status
verbs:
- replace
— update
— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: ncp-cluster-role-binding

roleRef:

# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: ncp-cluster-role
subjects:

— kind: ServiceAccount

name: ncp-svc-—account
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namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

f55E i Kubernetes API /5 NSX-T Data Center JH i st BLAL 25 4410 B N 1 TLS 505, At
EATAREAFEL Kubernetes API frlflRas 48R Rkl Qi RAdmG A6 HUE p kst P Tz, Al
a2 AR A ERIR AR 44 2 e BB NS Token LI Kubernetes AP TR ISR = o I,
AR PRI AL T 4 A ARG LS Token,

W EAB R EIRNERRR

FRTE A A RN, RS R R

NSX-T Data Center 125z FR#l

NSX-T Data Center ¥ EC AT T HIFR

w  HEEIPRGA 128 7T,

w PRI 256 T,

n  HEMIHRZ PTLLE 30 Rl

¥ Kubernetes ot OpenShift 51fiEiE %] NSX-T Data Center G FIELD, i FBEPR IR, B A]fitt
SO AN, QSRR AL S 0 A S PR A e A B AR U, R R AT RE AR Eran U nbA 2=
I, DS s A< Sl P 1 6 A 5 A P AR e L B T

AR T A 2% R

A It FIE AR S A S A il e 4 25 1)

NCP A% i [ S 8L Kubernetes i i) ScAHH, i Kubernetes MASIIE -

m  Kubernetes 1.11 - ZXATLAFRE N HIL IR :

m podSelector: BRI ErSE IR T A I HI AT £ di 24 2 PR R R P A 4 i
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m  namespaceSelector: IERIETERERIITG a2 25 Mo
m  podSelector AND namespaceSelector: I3 namespaceSelector ATy #445
I FR A PITA AR il
m  ipBlockSelector: I ipBlockSelector il namespaceSelector &k podSelector A1
I, A9 I R . ipBlockSelector ZHME N AAE R I AR H
s  Kubernetes 1. 1O QHE%)ZE?,\JEPFI’\]%EHIJ%/@ N4 namespaceSelector. podSelector F1 ipBlock 1
(152 — {128 HY

Kubernetes API frlllias AN e TATR I RIS B85 . Il REEr B s OAas Al . NCP S4B 4R E A4
JRE o QSR AR S A I A AT 38, NCP A B B2 4k I o A2 I B e At I R, 1 i At
SR RS A I R
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= NCP

i

Pivotal Cloud Foundry (PCF) &R aaM510F 5 B (PaaS) $fik . #nILAFE PCF Brbirh 22
NSX Container Plug-in (NCP) DAHE 4 IR

151 Pivotal Ops Manager Ei 7 [ s A A B SRR 50 3 EligR, A REAFHL NSX-T TRk,
High Availability (HA) & EElRiOT

et WA I, AT E AT R R e E R
B THTE S, B e AR Al B Al DA e BB S o

ASER R N TR

m 1T Pivotal Cloud Foundry Fzigii2:E NCP

f£ Pivotal Cloud Foundry IRiEH %3 NCP

NCP 1% Pivotal Ops Manager [EJEAY i FHE A 20 5E

HERE

24k Pivotal Ops Manager. NSX-T Data Center fl1 Pivotal Application Service (PAS)., FiffEELA
AN EFAE 7285 Ops Manager. NSX-T Data Center M PAS, Widzaf4ni:N, 4B Pivotal Cloud
Foundry il 3

BrF

1 TR PCF ) NCP 22855

2 28 VMware-NSX-T.<version>.<build>.pivotal,

DR B 54y N\ Pivotal Ops Manager,

o NEENER.

BRINE MRS

¥— 1 Ops Manager Director for VMware vSphere B,

TERREZR D IS, $14f vCenter ZHREEIN NSX AHES, 414 NSX I NSX-T.

f£ NSX CA B fifizrh, f2fit PEM K/

N o u b~ W N
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TR/ A% — MR, DARIPIER
}%— T Pivotal Application Service Hjjfi&fdi,
FERUE R SRR ST A A, SETARRK
(R AR TESMNEEL T, S HONED .

FEZE A% — N R, VIR R
Hi— Mt

TEZE L Sht— MR, VIR R
F—F VMware NSX-T BifEfd,

i\ NSX Manager {7k,

1#EHY NSX Manager Bt 751k

RIE BiE
VIRl T Lt NSX Manager RO FIFLRE 440
FB LR B R TR AR J2{E NSX Manager &1 B fifi il £ ARG,

7+ NSX Manager CA B A, St
P TREAT-

THAE A NCP,

I\ PAS Foundation ##%.

I H AT E—2 I NSX AP T PAS Foundation., % PAS Foundation [fijPL NCP /[t NSX &
U, 7RA] R E A 2R R ET B T 0T

TN RIS .

fNSE O B S

TRIE — R (A AR 1P .

a u—THEH.

b AP EREFE. A DURHIE AT 1P I,

c HEEFEEIY 1P ML, DA CIDR KEARERSL, #1401 10.1.0.0/16.,
FRIE A AR A T A S
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28 {2 IIFFORSNT (NAT) IP [zakER Bt AR ARARRE A IP SR
a i NEE.
b A IPERELRE. ©r DUEHIEBA 1P ki,
c RGP P R, EEIREE CIDR A IP iE FRE 1P fzhk.
29 (FEEEME) W N\TEEBEE AR BT .
30 (EEEML) fi RIS MO BRARRT .
31 (GEERME) BOTIEE T AR,

MIE TR
SRR AERRR ELE T, AT, e SR R B 7
B NCP 348t (s % CURT

32 % MERE

33 (ERfRIE) 7R AT A P NSX B BERIEAER.
a  LJEEgHE NSX EBRMREERRRM N EEEGTS, DIUTHss et k.
b F— MEF.

34 {E/c Ffnte— N REBRFMR, PURINGERIR.

35 #&— NEMSE.

VMware, Inc.

=)
Ho

49



I=ERRL]

NSX-T Data Center il F-iiratfil Kubernetes 3,
R E B
m ROE RO

|
i)

i

LI WS DANRES

REBH T

AE POl AR RE Kubernetes £ PR IR SN B M NCP 8 54stilih

R LB R T Gl e Kubernetes JIRi%, 748 4 JE LT fires, IHBEIEZOT Kubernetes
NOERHST S 7 AT irs.

HEAE NCP R E LUV, S57E nep-re.yml REZr.

1 & use_native_loadbalancer = True.

2 (M) B pool_algorithm #7E % ROUND_ROBIN ok LEAST_CONNECTION/IP_HASH. ¥k
ROUND_ROBIN,

3 (GEEME) #E service_size = SMALL., MEDIUM i} LARGE. FH# %5 SMALL.
LEAST_CONNECTION/IP_HASH i 57k 2 At n] A 1P A7k i Ao e B8 2 A ] 1 28 i 49 o

AR NG NSX-T EURCFHS 2 B BT AR, 55200 (NSX-T Data Center 71K
M) .

N RR R, LT ST AL B R AR AR R /N FIiEI NSX Manager 1] 11k
API HETTAE

VMware, Inc. 50



1 % Kubernetes Al Cloud Foundry [ NSX Container Plug-in - 2RI Hi R

WMEE 4 BRE 7 BaR TS

%] DS ] NCP ConfigMap H1f/ 14_persistence fll 17_persistence &g el #E. 6 4
FRAEIER AT LRI R 25 1P, 28 7 JERrfitMER v T8I Ay Cookie FIARIR 1P, FHRLE A5 <None>. fAil4,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip
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R RAEAINEE 4 R, Bt DU Kubernetes £ Kiras Iomss Fis @ I Biag FiY
sessionAffinity, DLENRISHIFFEMATE, iil2d 14_persistence i E Ly <None>, WIS ¥
14_persistence /4 source_ip, NRFSHIST sessionAffinity HI A HIA HRTIRFSORFE M@y . 78
S 4 RSN F 10800 B (AF RS Kubernetes S SRR EHIME (https://kubernetes.io/
docs/concepts/services-networking/service), EATHRRFHEIE@RFIATE RS, A RAHRIT NSX-T
BRI R R . A TR A R PR R A A R P s B SR R o

BRE RN ORISR R B s s, FILIRFSHOSE 4 RIS AL N D5
7 SRR A RS AR AR e, Blan, F 4 JE1Y source_ip FIZE 7 JEIY cookie, fEILEAH]
10 R R IR B A e 3 E A AIR] (source_ip. cookie % None), i Hirh—{lpEHEIRS
& None (HII S — (& e A PAE: source_ip ok cookie). MZEAIMIHIL:

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
— host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service
metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
- port: 80
targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

AA

= NSX-T Data Center J415 TLS BN TRV TLS BURIIAI, 4RI —(H 7 BEF
5%

o FTAATHIE - 1P Lkt

m i nep.ini 1Y [nsx_v3] B external_ip_pools BEIAFTHEE AN IP LElin, Fs N RS
AP ik, BT R AT 1P A HE M HTTP R HTTPS il (80 F11 443) | 4\BH.
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1 nep.ini 1Y [nsx_v3] B external_ip_pools_1b iEIEFTHEE AN IP Tl , A NII#
PARCE IP Azdik. 20f external_ip_pools_1b I ANF4E, HlEr{#iH external_ip_pools if5iE
(LR . B R AE UL 1P 2kl & HTTP il HTTPS iz (80 H1 443) - /\F.

REnT LBt A L AH eI TR NCP, AFE 2 AR 1P 2Rl

(PTG TLS ROTIRLERD . QA LIS I E) NCP AIIF IR, S TPy
3

A TLS BUSTON I L2 HTTP Ffiefillikas (iR 80) = |

B TLS BURIIN LR 35 HTTPS BEfftfilfilas (it 443) 2 o SicP-figsibs ssnt SSL fillkss,
N B TP SSL AR

IS\ DSB8, RO, AN 2 it NS
NSX-T Data Center i, QIR RS MRS 2w RIS —HNIE MG, 15-G I Eamsa e

SIRB AR TLS BB N o N DEUSHREER t1s ibikye, NEHLALKZE HTTPS FE
Fefilikas GEER 443) g HTTP iRt Ales QIR 80). R, # tls SERHTHIEN IR
RF, NFIBLHEAE HTTP R AR GUZR 80) il = HTTPS Mt filllias Gl 443),

IO D S A TR, R I — (AL,
IR R AT RO — AT R e AT TSR R St S R
MR AN DA TR, RS AN, AN SRR

YR AE AR ER e [ T E 500 URLEES . [ | T8 50T URI BB, B, B[/
coffee/.* | BEUZ IR Forak i —sk 2 7ot [ /coffee/ | (i, [/coffee/| . [/
coffee/a] . [/coffee/b | ) #IFF, {HS/EEL [ /coffee | . [ /coffeecup | ik [ /coffeecup/a ] A
TFo

N VAR EI ]«

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

FATLAE SRR N R, AR URL BRI RS filan,

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ingress.kubernetes.io/rewrite-target: /
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spec:
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

A% /tea M1 /coffee Ry /, SRIZFE URL 4k 2 B
YR E# kubernetes.io/ingress.allow-http,
n  WIRGHRHE R false, & HTTPS HHI,

QRS E R true SR DR, e ESr HTTP BRI, AN, W N IHUS LA TLS W
B, s HTTPS #iHI,

ORI TERERE SRR . $HaRE 518/ nep/error. loadbalancer, #8452 5[8E% ncp/
warning.loadbalancer. FJAEIEERAAIET QN .

m  ncp/error.loadbalancer: DEFAULT_BACKEND_IN_USE

18 SRR A TR N L CAFE . AR AREIARE . BAMARA TLS AN
AR — AR R . B IESRRR, BRI, SMEFCE A IR .

m  ncp/warning.loadbalancer: SECRET_NOT_FOUND

1B A RN RS AR E RIS . NIRRT B R HIR G . B IESER, Aidar
BRI, feER, sEprh—EHBUES, N DRI A ar B A E T AR R

m  ncp/warning.loadbalancer: INVALID_INGRESS

MRS PRI — % true NTIEERAEERIGIREE . AEBIESR, SERAL, AR
T B RSN

A HHEAHR Kubernetes s (1) 53—\ H 3 HIE 2
» ¥ allow-http lfi#i /s False, HNI1¥%AT TLS B,
s AMBHIRIEE host Fil path. A BHIAAA BN TR AR R ThAe . SEsUINEITH
A& i o
AR aH T ERORS
m  NSX-T Data Center ¥ F BRI e N 26 4 e E oV sk iR el IR ai A g It
TCP Fl UDP #5712
w TR E A 1P Az,
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RIS HRE AR 58 ToadBalancerIP S 4NS IP R AL IP (7). loadBalancerIP fi
NP RS, WA IP Atk . ARek 1P SEle Uk DS, W2k loadBalancerIP Mihi 2511, &1¢
ncp.ini (A [nsx_v3] [ external_ip_pools_1b ZEIAPTHEE RSN IP FElAFLE 1P, AR
external_ip_pools_1b #IEAf7AE, RIErflif] external_ip_pools Arfe @il . £k Firesik
FSIGTENY \P AZHE Rk s e |V

m AT LLF AR AR RENG TR RCE) NCP, A2 s AR 1P £,

s loadBalancerIP f5iEM IP HEFNELTIES scope: ncp/owner, tag: cluster:<cluster_names,

OISR RR . SRR 5|8/ nep/error. loadbalancer, FIREMUSHERAT T :

m  ncp/error.loadbalancer: IP_POOL_NOT_FOUND

SRR R A58 E 1loadBalancerIP: <nsx—ip-pool>, {H <nsx—ip-pool> Nift. MRiG# 6z
JRAREHINIR G . BB ISR, SR E AN 1P SR, MRk, SRS EEHE I .

m  ncp/error.loadbalancer: IP_POOL_EXHAUSTED
Bt B8 1loadBalancerIP: <nsx—ip—pool>, {H IP T HFH IP 7k, A%z

ARERIRAE . FTEBIESRR, RS EAT R 1P AZhERy 1P SRR, MHERIRTS, SRR I,
% o

m  ncp/error.loadbalancer: IP_POOL_NOT_UNIQUE

1w EsERR AR H 2 1P Sl F 4T loadBalancerIP: <nsx—ip—pool> FrEEM#Mi, sl paihdk
YERIFRRE
m  ncp/error.loadbalancer: POOL_ACCESS_DENIED
I asER+EH loadBalancerIP ATFEEN IP HElR 1% A 1955 scope: ncp/owner, tag:
cluster:<cluster_name>, B4R TENEEEE Kubernetes Bt AR o
m  ncp/error.loadbalancer: LB_VIP_CONFLICT
IE$ER %L~ 1oadBalancerIP H{z i 1P B/E RS 1P AHR] . IR B2 A TR E IR g o
s YIRS 4 EAai T rRE . 15 Kubernetes il Al eeIRg L @ sk B ik, i EL AN
IEEARAS, MILAIIEE 4 BAECHE RS2 A &, e misE 4 AaTeEs. NCP tf ks
ANFEAE A RIS RO SE 4 B Ry . WIDER TR AR AR E . PILLE7E NCP ConfigMap
Fi# 14_1b_auto_scaling &% false, #HA{=H],

B T =04 IR Al

L NSX £V bt (il it A, A0 1P 2568 1 s thas DATHEEER 1P kb, b7
HEZATANGE 1 G EEAES L, 0 HerE 3l CIDR A SEHEA9Es i FI A8 | fE SRl rim i e 2 SR o be i
B R E A, DUEEE 1 R AR AT HIEAR N IP AZHEE SRR CIDR BRI —E557 . BEIES 1P
AHHEERA status. loadbalancer.ingress.ip Bz, s NCTETR FRUEHR (ncp/
internal_ip_for_policy),
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Bldn, SRR ZS I ANES 1P il 4.4.0.5, PESEE 1 S s AT EER M IP Sk A
100.64.224.11, HIRAER F5 .

status:
loadBalancer:
ingress:
- ip: 4.4.0.5
- ip: 100.64.224.11

FAI Ry A R DRI RS b R 2% -

ncp/internal_ip_for_policy: 100.64.224.11
IP {3711k 100.64.224.11 A A A I I ipBlock BRI o FF1 CIDR. {541,

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32

E4XE CA ZERBNHEHIRLH

N T4 e A& CA 2 ies a/’kuﬂm o ma oy NIf#A7AE <filename>.crt Fl <finename>.key FfZH1,
genrsa iy S WAL CA G46. MEIN CA 446, A LI H aes256 a8 E N7k,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req —key ca.key -new -x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/
L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new —newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/
ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out $
{filename}.crt -sha256

BTERURE M SIS HMER NCP A

FEA RIS EE, BHHBE T TR FHERS FIOH Sk /etc/nsx—ujo Ho RESEERNE- SRS 5110 &
B4 7% 1b—default.crt fll Ib-default.key, %l ncp—rc.yaml, DASE#E F 171G EoR 2 e 2] 4
wr B,

spec:

containers:
— name: nsx-ncp
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volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
- name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
- name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key

F=ANOEHIS
AT LU NCP 38 A2 92 58 =5 NI FE il .
4REE ncp.ini FER

PR E L 4H AE 2 /var/vcap/data/Jobs/ncp/xxxxxxxx/conﬁg/ncp ini GLH xxxxxxxx A

BOSH &k AIG) . 1%, RAEFHIEZERE rootfs, H NCP AR I HIRENR AR & i FHIH AR S . &
R - B B L AR AR 5

HE ¥ nep.ini POAFITEEEEL PKS RIS . WA B PKS BT, SRIZ TR PKS &5
H, A nep.ini (AT e
nsx_v3 bt B A1 A AR T

m use_native_loadbalancer - {5 # T % False, AimltlsEf@afl, NCP #HAEERE Loadbalancer
R TR B AT N D BOR% o RS 10 A A PKS it TR {EAS True,

s default_ingress_class_nsx - {1 T True, NCP B ATERIINIIIEGHIRE, wEiia
kubernetes.io/ingress.class: "nsx" EFIA S TR o QA E?E’b False NCP
W EEFEfU 2 kubernetes.io/ingress.class: "nsx" SR, THRALE True,

QAR AEATHE NCP ) IP F8IRES NGINX 5l ws 48, WoaBmyarsh 1P FE NI IRAE, sE8UT MAI#E
E:

B fF ncp.ini [ k8s FAEXH, #/E ingress_mode=nat,

45T ncp/ingress—controller: "True" 4 NGINX A L¥hlwe 4.

NCP B4 ] NGINX N 556 #s 4B mh 1P, A HH 2 kubernetes.io/ingress.class: "nginx"
SHRMINTRAE . WIR default_ingress_class_nsx=False, NCP & {di ] NGINX A 3] ee 4w
TFED IP, 2EKHH A kubernetes.io/ingress.class sHRI N CREE,
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Ffft: BN NGINX A H#s4898i7% 45 ncp/ingress—controller: "True" iifift, NCP i@ Fik A
FIRAEFEHT /5 loadBalancer: {3}, ATAIAEETA s rE i, Hor NGINX #Hlas N IR
#5 loadBalancer: {ingress: [{ip: <IP>}]1}, NCP ¥ ANIIARAET#H % loadBalancer: {3}, 773l
T IEIGIL, ST N AIPER .

R ANOEFIES R ER https://github.com/kubernetes/ingress-nginx,
m GEENDPEES b, ¥ ingress-class 2014 "nginx" LASMIUNZA
s QIRHP kubernetes.io/ingress—class: "nginx" sHRMINID, Gt iias o s .

n UEEERATEEN, FEZRH https://kubernetes.github.io/ingress-nginx/user-guide/multiple-
ingress,

QRN CEEIZE SR A https://github.com/nginxinc/kubernetes-ingress,
m GEEANERIRS L, B ingress—class 2588 "nginx" DAAMINA,
n IR A1E kubernetes.io/ingress—class: "nginx" SHRIONI, snfibfiess s AT,

N HETIRS4HT -, % use—ingress—class—only &5 True, 1o Sl g5 il s BH A
4 kubernetes.io/ingress—class FEEMINIT,

»  WIFERFANEGR, FEZE https://github.com/kubernetes/ingress-nginx/blob/master/docs/
user-guide/multiple-ingress.md,
Zf1: NCPREEANLD, Bt FFERHANOEHIRE,
RS P ERE, A NCP PR nsx BN .
1 FEFEE - HT S F4EE nep.ini Ff nsx_v3 [ B,
a 7 default_ingress_class_nsx &/ False,
b ¥ use_native_loadbalancer [{Ji% & PR A FRAE True,
2 {ERREART RS - FUHTRED NCP, 15 Pl RE SR s - i Bh A 551
3 AFEMEAEE NCP 4 kubernetes.io/ingress.class: "nsx" BEEROFE NN EEE#.

=Bl 2: NCP 2TERHIAOEHIEE,

FHIEE AR T

T AFESE nep.ini, (HESRECRAREN B E I AHE,

2 F NCP EHII N LE{ 2 kubernetes.io/ingress.class: "nsx" [T/

NCP #ZH A7 kubernetes.io/ingress.class sffi#IIN . SR1f, &4 N HETIRS, mebil
10 I kubernetes.io/ingress.class sFfif, BTN IS HI281T o

3 BB NSRRI, AZE TG S N R SR i e DN b SR

BHE R NGINX AT O fZHss, SRS nginx 7EA NGINX N HES, A
15 NGINX A Bl PR N R
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1 % Kubernetes #il Cloud Foundry [ NSX Container Plug-in - 2 MIE Hi R

RG] 3: EMEBAM, NCP BAGRETMHIND,
AEE IR«
T FEERE ARG EAREE nep.ini A1 nsx_v3 [5 B,
a % use_native_loadbalancer 7/ False., default_ingress_class_nsx [1{E & & A
2 {EREEEETRS FERTRCE) NCP, 15 1] ARG S B B S s Ag i

S, NCP i A~ErE B LoadBalancer FM IR
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R AGE NSX Manager GUI sl fitan 2511411 (CLI) 2R NSX Container Plug-in,

it WIRA S MR RES (EAF ESXi 6.5 F#T H s iE 1 vMotion I % HAth ESXi 6.5 =
B, QAR TR B T AR LA RS A T B as AR, nT DI rh g i 4RI AR R e
EHE VNIC 2EFRL I, ESXi 6.5 Update 1 ok BT A AN S o AL i

Hyperbus f7{#5 Hypervisor |-ffJ VLAN kIfi5 4094, LU PVLAN 418, 3 FLI BT 4
o FEBRATAT VLAN M52, SE20 AR VLAN GASSE VLAN B AR VTEP
mGniCo

B R AR
»  FURRAFAE Kubernetes ¥ NSXError Hiff iR 2l
»  CIF S i
s CLIfi4

LI R

B TR E1RTE Kubernetes & iR NSXError PS5 =&

SHEL NSX Zind B EHH Kubernetes BEIRMIME, ol 850 & 53— NSXError ¥t It
AN, AT w S R S e g — e

TR, wrs I IRE. & EMOHIL IR, EAZEE223E NCP r, £E ncp.ini %
enable_nsx_err_crd A True,

Mt AEEST . BT MBS NSXError #34,

FHA %7 NSXError Witk iian 4
m  kubectl get nsxerrors

HIH A NSXError ¥k,

m  kubectl get nsxerrors -1 error-object-type=<type of resource>

S EBUREE R Kubernetes PRI NSXError #fl-, Bilan, KL services M#fk.
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m  kubectl get nsxerrors <nsxerror name> —-o yaml
BE/R NSXError P sf ANk
m  kubectl get svc <service name> —-o yaml | grep nsxerror
FEI BV E IR R IBAY) NSXError
HAHUR NSXError MPFIURFAN ORI, DU b Bt 5 N ARSI, Bian,

error-object-id: default.svc-1

error-object-name: svc-1

error-object-ns: default

error-object-type: services

message:

- '[2019-01-21 20:25:36]23705: Number of pool members requested exceed LoadBalancerlimit'

TR, mr#2sifie default, JIRF4HE sve-1. Kubernetes HIEKIILE services,
FEIURRASHT, NSXError #)f: 37 1% FAIsE

w12 NSX Edge BRI, E BIEARm LR AN OO e o

w PP R R A RS R GO BB .

w GRS R S e B R PR A

w BT R IR R R pl BB FRC P iR 5 NSX Edge (R

w SRR RSN, TRED IP Ak

CIF E#FBEE IR

CIF (Fae /1) i FIOAIER I, FiAR = e as b P et o 1 Mol IR /1 CIF il
PR

R DL NSX Manager GUI 5 CIF ik i aipzn |

B CIF BB EZIE

T 5 AR > R > BESR A A P s IR, U CIF A E R $— T CIF sAs i
R ILESs, AIAEMINE . e MR gh, T BHRCEL A N AU 2R 5 A A 1 e 45«
DR o TREE L TEER AN TAREA o 4% — TAERE > S EBEHR rr FATAcias AR i
PR, TR AR R R AN, RH2 0 (NSX-T HEr ) .

FEERETHR

AT HZ I CIF High s . sl e THAGRANERN, f520 (NSX-T &H4EF ) o

m  Traceflow

R

m  |PFIX
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1 % Kubernetes Fl1 Cloud Foundry [£) NSX Container Plug-in - 22 FIE PR

n ORI AEARE A R L AR AR IR GRE B
CNSX-T EHIHERT ) HH I R R A R E |

PR R SR

CLI &

EESAT CLI s, FEN NSX Container Plug-in

B AT LLE A HES FRAT N A& 3K CLI f2on

kubectl exec -it <pod name> nsxcli

& 6-1. NCP &F830I CLI &%

g =rit) wd

ik fiE get ncp-master status

N B nep-nsx jikiE

ke A3 ncp-watcher <watcher-name>
AR fi& H{#5 ncp-watchers

ke 4% ncp-k8s-api-server ik

N check projects

N check project <project-name>

NG get ncp-bbs status

R A get ncp-capi status

R & get ncp-policy-server status

PRI {4 project-caches

PRI V15 project-cache <project-name>
PRI H{#5 namespace-caches

PRI {3 namespace-cache <namespace-name>
PRI I#5 pod-caches

TRHYL Hi#% pod-cache <pod-name>

TR 4 ingress-caches

PRI get ingress-cache <ingress-name>
PRI get ingress-controllers

R get ingress-controller <ingress-controller-name>
PRI get network-policy-caches

VMware, Inc.

. Kb,

IR GG . NSRRI,
HEE PR Ul A28 CIF 3] VIF

| BEHTIRARRE, AREIIT nsxcli @

i

JHA Kubernetes fll PCF,
JHJt Kubernetes fll PCF,
Jilit Kubernetes F1 PCF,
JHA Kubernetes fll PCF,
{1 ])s Kubernetes,
I Kubernetes.
A Kubernetes,

{2 i PCF.

R PCF,

{114 PCF,

{1 ])s Kubernetes,
I Kubernetes.
A Kubernetes,

{1 J])> Kubernetes,
I Kubernetes.
A Kubernetes,

{1 J])s Kubernetes,
I Kubernetes.
A Kubernetes,

{1 ])s Kubernetes,

RS Kubernetes,
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x 6-1. NCP A88) CLI %< (49)

Ak

s

get network-policy-cache <pod-name>
get asg-caches

get asg-cache <asg-ID>

get org-caches

get org-cache <org-ID>

get space-caches

get space-cache <space-ID>

5 app-caches

get app-cache <app-ID>

get instance-caches <app-ID>

BPrE Y I EgtiiEited]

get instance-cache <app-ID> <instance-ID>

get policy-caches

4% nep-log i <filename>

get ncp-log-level

set ncp-log-level <log-level>

INfF support-bundle F#5¢ <filename>

{5 node-agent-log % <filename>

V153 node-agent-log % <filename> <node-name>

+ 6-2. NSX HEHRIFBERX A CLI %

Rl

A

TREY

RN

@5

el

45 node-agent-hyperbus jikfE

get container-cache <container-name>

get container-caches

% 6-3. NSX Kube Proxy &l CLI 5%

g b

=
>
[

=
R

VMware, Inc.

W

H#% ncp-k8s-api-server jikfig

V45 kube-proxy-watcher <watcher-name>

Ui

#: 7 Kubernetes,
IR PCF,

{14 PCF,

{2 i PCF.

IR PCF,

{14 PCF,

{2 3> PCF.

{1114 PCF,

{14 PCF,

{2 3> PCF.

1A PCF,

{14 PCF,

A Kubernetes #ll PCF,
JHIJA Kubernetes fl1 PCF,,
JTIJA Kubernetes #l1 PCF,
7 Kubernetes,
A Kubernetes,

f FA Kubernetes,
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% 6-3. NSX Kube Proxy &g&# CLI &4 (4%)
2l s

LN {5 kube-proxy-watchers

I

{HiE ovs-flows

N

NCP &F=RHikREdr &
m B NCP iR
get ncp-master status
)
kubenode> get ncp-master status
This instance is not the NCP master

Current NCP Master id is a4h83eh1-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

m s NCP EL NSX Manager 2 [t 4R R 78
get ncp-nsx status
ol

kubenode> get ncp-nsx status
NSX Manager status: Healthy

w  HURAM, arZS L BRI A SR

get ncp-watchers
get ncp-watcher <watcher-name>

EEtiR
kubenode> get ncp-watchers

pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:

Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 2 (in past 3600-sec window)

Total events processed by current watcher: 2
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Total events processed since watcher thread created: 2
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

»  ZR NCP il Kubernetes API filfil#% - (147 1R 8
get ncp-k8s-api-server status
s -

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

AT RS E A

check projects
check project <project—name>

il

kubenode> check projects
default:
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Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

= fidr NCP 1l PCF BBS 2 W45 ik g
get ncp-bbs status
ol

node> get ncp-bbs status
BBS Server status: Healthy

= A NCP Il PCF CAPI 2 [t ik g
get ncp-capi status
i

node> get ncp-capi status
CAPI Server status: Healthy

» A NCP I PCF J5t Rl s < I HAR iR 8

get ncp-policy-server status

node> get ncp-bbs status
Policy Server status: Healthy

o3 v A
NCP FaRHRE a5 <
w USSR F2S [ Y BB ER X
get project-cache <project-name>
get project-caches

get namespace-cache <namespace-name>
get namespace-caches

i
kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
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id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
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ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:

ns: myns

project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:

id: 6111a99a-6e06-4faa-al31-649f10f7c815

ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d

subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

w SRS P9 AR

get pod-
get pod-

Ha

cache <pod-name>
caches

kubenode> get pod-caches

nsx.

nsx.

VMware, Inc.

default.nginx-rc-uqg2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

testns.web-pod-1:

cif_id: cel34f21-6be5-43fe-afbf-aaca8c06b5cf
gateway_ip: 50.0.2.1

host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False

ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
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port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

w  UEATA N O HREER R E R

get ingress caches
get ingress—cache <ingress-name>

Hpl:

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-5390-4934-0938-5b851b3e485b
1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-5390-4934-0938-5b851b3e485b
1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
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name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

w PESTAN G SRR E S R R AR AR, R Al hlRs

get ingress controllers
get ingress—-controller <ingress-controller-name>

Hopl:

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cd6de52c3

kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
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http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

w  ISAEE

PRI E PR

get network-policy caches
get network-policy-cache <network-policy-name>

Ha

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
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namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

w  HUGHTT ASG PRI E PREX

get asg-caches
get asg-cache <asg-ID>
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node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-469-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-469-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

n ST AR RINE R E P

get org-caches
get org-cache <org-ID>

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al165f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
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name: org-50

snat_ip: 70.0.0.49

spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60fl6f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

w  UETA 2 R EE R E R

get space-caches
get space-cache <space-ID>

Hopl:

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b60910413c47:

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
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w ST IE R R E R PR

get app-caches
get app-cache <app-ID>

Ho

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6fbbb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb0®9

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8
instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

w ISR T RE R i T Tl bRt R Tl bR

get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>
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node> get instance-caches aff2b12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2b12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl12b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

w AT AP

get policy-caches

node> get policy-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3a13-440a-afbd-97b7bfae21dl

f582ec4d-3a13-440a-afbd-97b7bfae21dl:

nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
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8272:
dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al13-440a-afbd-97b7bfae21dl

NCP B Ems
s % NCP ZIBIR ({7 1F Filestore i1

AR 0 H A qﬂﬁﬁﬁ@%ﬁﬁ’]nﬂﬁ”f‘ﬁhﬁﬂﬁk A ks tier:nsx—networking. %tk A
tgz ¥&3%, AR CLI TH% Filestore H#¥ /var/vmware/nsx/file-store, A DI{# T CLI file-
store %, IS EhE S Y B i Ak

get support-bundle file <filename>

il

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

» ¥ NCP iU#17 £ Filestore H1

SLEERE DL tgz B CLI THER Filestore H%% /var/vmware/nsx/file-store, #EWJLLfE ]
CLI file-store #y4, MR EOAE S B 2 T i 4Rk o

get ncp-log file <filename>

il

kubenode>get ncp-log file foo
Log file foo created in tgz format

BRI R S A Filestore i

A7 2K 5 — R B AT B B AR U Bk, SUBE LA taz AR AR CLI TH Filestore H
&% /var/vmware/nsx/file-store, N LLHH] CLI file-store w54, H#HARIS ok *%’Eﬂzuz‘l STk
s

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

H:

kubenode>get node-agent-log file foo
Log file foo created in tgz format

w U ROE LR
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TR0 4 4% & NOTSET. DEBUG. INFO. WARNING. ERROR f1 CRITICAL.

get ncp-log-level
set ncp-log-level <log level>

Hpl:

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX HiBiR IR FRZHREGS
n  BURHIRARRE LTS 11 HyperBus 2 R4 E
get node-agent-hyperbus status

EEE

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX SiBtRIBEXTENHREG S
S NSX S R 2 2200 P L

get container-cache <container-name>
get container-caches

kubenode> get container-caches
cifloe4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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NSX Kube-Proxy BasfIikrEMR S

s Zr Kube Proxy fil Kubernetes API filllkss 2 [HIFEEARAR A8

get ncp-k8s-api-server status

EEE

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

m 9K Kube Proxy BAE EUlRkAE

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

ol

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

w  {HENED

B L) OVS ikt

dump ovs-flows
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kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

TR A

AR T S RTEHE T A LSS

NCP 5515

SHERAS A

NCP0O00O01 JA R
NCP0O0002 LGRSV
NCP0O0003 RS R e
NCP0O0004 LSS UNPIMITES
NCPO0005 HA R 5
NCP0O0006 HAE] Token
NCPO0007 I NSX 47
NCP0O0008 TR NSX 4
NCP0O0O009 NSX 4R
NCP0O0010 FRA ) 0 BT,
NCPOOOT11 ESVEREIE v pau pa]
NCPO0O012 RA VIF B
NCP0O0013 VLAN )%
NCP0O0014 VLAN FERU
NCPO0O015 IP £l A
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SHERTS A

NCP0O0097 S B AT Ik
NCP00098 TR PO RS RS
NCPO0099 LRVl B s PR ] 2 S e

NSX SiEE{RIBFE X SR 15

SHERAS ELE

NCPO1001 WAE OVS |47
NCP0O1002 HAZ T MAC
NCPO1003 OVS it iy 2l
NCPO1004 A A R4 R
NCPO1005 AR E R
NCPO1006 APIIERLE I
NCPO1007 PAE] CNI
NCPO1008 CNI 3ligpak i
NCPO1009 CNI HAAAHFF
NCPO01010 CNI L Bl g i
NCPO1011 CNI R i 2 H
NCP0O1012 Hyperbus 3li£RJc
NCPO1013 Hyperbus AR
NCPO1014 Hyperbus slE I I
NCPO01015 Hyperbus LE [ )
NCPO1016 GARP {841
NCPO1017 SRR E R

nsx-kube-proxy $ti2fE

SERIG Bl

NCP02001 Proxy IR I i
NCP02002 Proxy 421
NCP02003 Proxy e S

VMware, Inc.

84



1# A Kubernetes Al Cloud Foundry ] NSX Container Plug-in

CLI E25R 15

SRS

NCPO3001

NCP0O3002
NCPO3003
NCP0O3004
NCPO3005
NCPO3006

NCP0O3007

B
CLI s B

CLI JizRR A I
CLImRNs BN
CLI TP BRI
CLI il B i e H
CLI filllr el ik

BT CLI il

Kubernetes #5215

2t
NCPO5001
NCPO5002
NCPO5003
NCPO5004
NCPO5005
NCP0O5006
NCPO5007
NCPO5008
NCPO5009
NCPO5010
NCPO5011
NCP05012
NCPO5013
NCPO5014
NCPO5015
NCPO5016
NCPO5017

NCPO5018

VMware, Inc.

i

Kubernetes jfiZR 2k
Kubernetes 413
Kubernetes 23Rl

HAE| Kubernetes 4348
WA Kubernetes i
Kubernetes &R ISNK B
Kubernetes ¥ HERL
Kubernetes ZiFUEAERY
Kubernetes B &1l
Kubernetes IR % iz HEA
Kubernetes ifis i g PR Hit
Kubernetes A I BEFE A
Kubernetes 4t it HI| R
Kubernetes fiii B & FH I
Kubernetes iy % 75 [ifl B Mt
Kubernetes 4 B2 P2
Kubernetes 25 sz FE I

Kubernetes T4 i Jc i

- LTI

85



1 % Kubernetes #l1 Cloud Foundry [£) NSX Container Plug-in - 22 FIE PR

SERIS
NCPO5019
NCP0O5020
NCP0O5021
NCP0O5022
NCP05023
NCP05024

NCPO5025

Pivotal Cloud
SR
NCP0O6001
NCP0O6002
NCP0O6006
NCP0O6007
NCP06020
NCP06021
NCP06030
NCPO6031
NCP06032
NCP06033

NCP06034

VMware, Inc.

A
Kubernetes =7 f& L EHE LA

Kubernetes jik & 5HT
Kubernetes i SRt
HAE] Kubernetes iy & 23 [H e HY
HAE] Kubernetes Ml
Kubernetes Tl % EA/E /]

Kubernetes {4 iy i B2 HE A L

Foundry $£:275
i

PCF BBS #i#R

PCF CAPI ili#/k it

A% PCF Bl

PCF A4

PCF Ji AUl il IR AR AR i
PCF J5t il BRI

PCF Jiff g

PCF ATEIR S
PCF AT SR T
PCF LAEMR

PCF ## S A7 HU L

86



	適用於 Kubernetes 和 Cloud Foundry 的 NSX Container Plug-in - 安裝和管理指南
	目錄
	適用於 Kubernetes 和 Cloud Foundry 的 NSX Container Plug-in - 安裝和管理指南
	NSX Container Plug-in 概觀
	相容性需求
	安裝概觀
	在 Kubernetes 環境中升級 NCP
	在 Pivotal Cloud Foundry 環境中升級 NCP

	設定 NSX-T 資源
	設定 NSX-T 資源

	在 Kubernetes 環境中安裝 NCP
	安裝 NSX-T Data Center CNI 外掛程式
	安裝和設定 OVS
	設定 Kubernetes 節點的 NSX-T Data Center 網路
	安裝 NSX 節點代理程式
	nsx-node-agent-ds.yml 中適用於 ncp.ini 的 Configmap
	安裝 NSX Container Plug-in
	ncp-rc.yml 中適用於 ncp.ini 的 Configmap
	在 NCP 網繭中掛接 PEM 編碼憑證和私密金鑰
	在 NCP 網繭中掛接憑證檔案
	設定 Syslog
	建立 Syslog 的側車容器
	建立 Syslog 的 DaemonSet 複本
	範例：設定在 sidecar 容器中執行的記錄輪替和 Syslog

	安全考量事項
	設定網路資源的相關提示

	在 Pivotal Cloud Foundry 環境中安裝 NCP
	在 Pivotal Cloud Foundry 環境中安裝 NCP

	負載平衡
	設定負載平衡
	第三方入口控制器

	管理 NSX Container Plug-in
	顯示儲存在 Kubernetes 資源 NSXError 中的錯誤資訊
	CIF 連結邏輯連接埠
	CLI 命令
	錯誤碼



