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ER—EREW [Edoge | , Z2EE ITHRIE, MERLERGEE , TeEHENERARIXNERCREIRA
Z2 BRE(CHES. SD-WAN Edges RZEH. PELNEERNERNE , TJHEHAA. 2AFES
ERER . stENERCRFRHZEZEREMNER. RT ZEEERFARKINGE (VNF) BREEES , SD-
WAN Edges H T RENEAERRNNE . EARXAAENEHERE, BMREENEEER , URKHIE
R RE (QoS)., BALAEE Edge B , SURMETHAM (HA), Edge AIEBES X . KBEUEAMER
R, IBEHMGREEREEBHSEEIRTERREM.
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AREFECHERENERE  URERERARER,

SD-WAN Edge HEEMREE E

AENTET VMware SD-WAN Edge BIMBEFIRIELE ., ANRBEREERERKASHWEE Edge
FHTHRASREHTHENES, A, ERA T RENREEREUREEERENERTN.
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. BONEENREMERTESEINEERNAIAER.

BOEFPTEVAR A ZRUEFEMTE. B2, HRAZSHIE , ERIEERNEZCEN.
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VMware SD-WAN Edge R EENCEREREE  WHEAA. 2ANESEARS , URFENE
BCRBREZZERFICNES. RTXEEMER(CARRIEIN , VMware SD-WAN Edge EEBE
AHEANELRENEREARNSE  JTHRENFEEARRS. EEEERNVEEED
B URERARBRBRERE.

R E MR A
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3-2. B 2: B 1Gbps WEEBAREMEERRFE

(e
''''''

817601 -
HRALIRX — Tiwd WP tunmels

//\u:ﬁj; /£
AN BT P SR AU A R B MR BERIR S £
AR T E

Edge WRIR T AR E R MEETERZZE RFC 2544 EBZRE | RPTHARENEEAR., ARBEEAN
FEFRNREWHEHREERNSE  MTA

1 WLEREHETRINEEN SD-WAN REREE (DMPO EiE) ARAE , IHEBMEE | LUEESK SD-
WAN Ihge , WIS AT AREEAZE WAN BEXINER. 2FATRERENTRERRTAR ,
BEERESEIZHE (EF) , BEAFEATEANERARN., REBEURREENZN AR,
FERMK1Gbps ATH 1 Gbps A EERWFEHEAMEEETE S, —BRMS , EEEEERE , T8
o ERMREEERMERR 1Gops BITZTFENRABRE , ﬁé{iﬁlﬁﬂﬁmg EARER
Gbps BF A&,

MEREESERMEFRRERY

s KEHE 1300 Bl TAELE.

= IMIX, HEBXNMIBREAE  F9% 417 BTERE.
ELREREESIPARIZESEREENZRERE.
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2 EUHBERER (PDR)0.01% RITEMELER, PODRECTRHUHFEENNELR LR BEE
i SD-WAN HEESRANTREZRENEEHEEREMAZE. PDRO.01% TEFEERENEER , A

EEE-EERBER PRI,

s FHRARMESRELT DMPO hEE : EH AES-128 M SHAT EITHZEMNINE IPSec. FERAR
NP, BEESLANE, EHEEX AKRASREAZEMEREFSAE/RELIER , XU

By Ik DMPO NACK B FEC B{TU R A ES T REEL RN BEEEHE,

BARER
VMware SD-WAN Edge MEEMBEER
MEEERNU LMK [ARSE | BER.

RIRE IS MEE - RBRET , VMware SD-WAN Edge ATAEBEE LAN B WAN 2B REEKHEE,. B
2 ,Edge BREEEH K THEHASETRNIEHRE, HlI , SD-WAN Edge ATLUSH N ERERK

EATRERREE M ANESE LAN THZBIE LAN RE , MEFERAMIEE.

BENHRERZQEREN Edge , FRBESTTESAREN NMEARLERNE  ARAREREIATIE
m—EEMEE  MESRERSHNERBME. HRASZHME , VMware BEERAAKMEMH.

L4
= Edge RENBAMARE REERNFZ Edge WAEMTHEZBHNAREAR.

n BEREREEN Edge EENFEREN [ £ | |
R 3-1. EE Edge FER#EE

VMware SD-WAN Edge 510, 510N 510-LTE 520
BAXEHE 1300 EziH) TR

BREESR - IEEEER 350 Mbps 350 Mbps 350 Mbps
RBHN - FTEEEE 200 Mbps 200 Mbps 200 Mbps
BAMEBARERRNETR (IMIX)

BREESR - IEEEER 200 Mbps 200 Mbps 200 Mbps
RBHR - FTEEEE 80 Mbps 80 Mbps 80 Mbps
HiREmE R

BRAEERE 50 50 50
BYRE 2,400 2,400 2,400
BRRIATRE 240K 240K 240K
BABERE 100K 100K 100K

VMware, Inc.

520V

350 Mbps

200 Mbps

200 Mbps

80 Mbps

50

2,400

240K

100K

540

1 Gbps

650 Mbps

500 Mbps

200 Mbps

100

4,800

480K

100K
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% 3-1. BB Edoge EFA#E (@)

VMware SD-WAN Edge

BAEBRE

BANATEHEBEH

x 3-2.

VMware SD-WAN Edge

BAKEHE 1300 B A) SRk

BREER - IEEEER

R|ER - TRERR

BAFARARRERNETRE IMIX)

BREER - IEEEER

R|ER - TRERR

Hitb e &
BRAEERE

BYR

Jain

BRAAATRE

BABEBE

BRABRE

BANATEHEH

s KEHEMERURRT AES-128 MZH DPI M AR HE (1300 B tih) £REERE,

s ARARAR IMIX) REERUUBIR T AES-128 NZEM DPI WEFHEHE A/ 417 Biuxh) EHAE

E*EO

510, 510N 510-LTE

128 128

80K 80K

640, 680.

640C. 640N 680C.
680N

3 Gbps 6 Gbps

1 Gbps 1 Gbps

1 Gbps 2 Gbps

350 Mbps 350 Mbps

400 800

19,200 19,200

1.9M 1.9M

100K 100K

128 128

650K 650K

EE THUEESERIBELME SD-WAN Edge , SUEEI ST I THIRKEE.

& 3-3. AR VNF A B IRIEHEZLRIN Edge RABRE -

Edge 2%

BRARERE , FF FW VNF
(1300 @1z t4l)

VMware, Inc.

520V

100 Mbps

620, 620C,
620N

300 Mbps

640, 640C,
640N

600 Mbps

520

128

80K

840

4 Gbps

1Gbps

1.5 Gbps

350 Mbps

400

19,200

1.9M

100K

128

650K

680, 680C,
680N

1 Gbps

520V

128

80K

2000

10 Gbps

1.2 Gbps

5 Gbps

350 Mbps

6,000

38,400

1.9M

100K

128

960K

840

1 Gbps

540

128

150K

3400,
3400C

7 Gbps

1.2 Gbps

2.5 Gbps

900 Mbps

4,000

38,400

1.9M

100K

128

960K

3400, 3

2Gb
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% 3-4. #EERASTAM (HA) EEMEE

Edge 85 510. 510N
AR HA BEEK BRE
iz EZNBRRERE 90 Mbps
(IMIX)
Edge R 640, 640C. 640N

BIRBHE HA EENRRBERE

(IMIX)

%3 BB T Edge Network Intelligence B 3EE :
» RRASHE , KA
n ARSI FTFENENCERBNEE  ERAINE

E#E Edge

800 Mbps

EREEE 20%,

%k 3-5. ABHE (Hypervisor)

Edge # XK

ESXi EE#E Edge (2
#% , VMXNET3)

KVM E#E Edge (2
&R, Linux 81
)

KVM E#E Edge (2
i, SR-I0V)

ESXi E#E Edge (4
#Z , VMXNET3)

ESXi EE#E Edge (4
% , SR-I0V)

KVM E#E Edge (4
O | Linux BB
)

KVM E#E Edge (4
%, SR-I0V)

ESXi E#E Edge (8
&L, VMXNET3)
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BRERE

2 Gbps (1300 {E{z t4H)
800 Mbps (IMIX)

500 Mbps (1300 Bz t4l)
200 Mbps (IMIX)

1.25 Gbps (1300 @1 7t4l)
600 Mbps (IMIX)
2 Gbps (1300 {E{z 7t4H)
1.5 Gbps (IMIX)
2 Gbps (1300 {E{z 7t4H)
1.5 Gbps (IMIX)

1 Gbps (1300 @z t4)
350 Mbps (IMIX)

2 Gbps (1300 {E{z 7t4H)
1 Gbps (IMIX)

5 Gbps (1300 @z t4)
2.5 Gbps (IMIX)

510-LTE

90 Mbps

680, 680C, 680N

800 Mbps

=R =% 3
RERESRE

EERAE LR

50

50

50

400

400

400

400

800

520. 520v

100 Mbps

840

800 Mbps

N
o

FURE

2400

2400

2400

19200

19200

4800

19200

38400

610, 610C. 610N 610-1
200 Mbps 200 M
2000 3400, 3400C

800 Mbps 800 Mbps

BAUITHRE EE#A

240K 35

240K 35

240K 35

1.9M 35

1.9M 35

480K 35

1.9M 35

1.9M 35
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& 3-5. ABE (Hypervisor) (&)

Edge R BRARE
3.4 R EERE :
ESXi EE#E Edge (8 5 Gbps (1300 fE{x
&, SR-I0V) JoAH)
2.5 Gbps (IMIX)
3.4 RBEERE :
KVM E#E Edge (8 3.5 Gbps (1300 1@
&, SR-I0V) fzT4l)
1 Gbps (IMIX)

&/DiLiEE (DRAM)
REETR

1 Hypervisor

FEHAEE
XA 1/0

BENETHRTE

EEMAE LR YRR

4.0 R EHARAS :
9 Gbps (1300 fEfz
L4)

4 Gbps (IMIX)

800 38400

4.0 IR EHARA
9 Gbps (1300 &1z
JUAH)

3 Gbps (IMIX)

800 38400

2 {8 vCPU 4 {8 vCcPU 8 & vCPU

4GB 8 GB 8 GB 8 GB

8 GB 8 GB 8 GB 8 GB

BB 3.4 HEEMRA

m ESXi6.0, 6.5U1, 6.7U1

®  KVM Ubuntu 14.04 LTS = 16.04
BBIRA 4.0 REHARA :

m ESXi6.5U1, 6.7U1, 7.0

m  KVM Ubuntu 16.04 1 18.04

AWS . Azure., GCP # Alibaba
SR-IOV. VirtlO, VMXNET3

2.0 GHz RE®M CPU

CPU BS % :

m  AES-NI

B AVX2 5 AVX512

m SSE3. SSE4 #l RDTSC %
EERABRMITE

B MEEEEREUERA Intel® Xeon® CPU E5-2683 v4 (2.10 GHz) WA S A E R,

AEE

#* 3-6. Amazon Web Services (AWS)

AWS #{T{HEER

BRRERE

BEZE LR
BYRE

BRAAITRE

VMware, Inc.

c5.large c5.xlarge

100 Mbps (1300 {E{ztAl)
50 Mbps (IMIX)

200 Mbps (1300 &1 7T 48)
100 Mbps (IMIX)

50 400
1,200 2,400
125,000 250,000

BARYETHRE

1.9M

1.9M

10 f@ vCcPU

c5.2xlarge

7 Gbps (1300 {E{z 7t4)
2.4 Gbps (IMIX)

800
4,800

550,000

20
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% 3-6. Amazon Web Services (AWS) (&)

AWS #{THEMER c5.large c5.xlarge c5.2xlarge
BREZE LR 35,000 35,000 35,000
BREE LR 128 128 128

@5 c5.2xlarge MEEMBEBME U EERARN AWS EIERMIK (ENA SR-I0V BERR) BER

% 3-7. Microsoft Azure

Azure ERRBEEIRTI D2d v4 D4d v4 D8d v4

BRERE 100 Mbps (1300 1Bz T4l) 200 Mbps (1300 @1z 7t4) 1 Gbps (1300 fEfztA)
50 Mbps (IMIX) 100 Mbps (IMIX) 450 Mbps (IMIX)

BEHE LR 50 400 800

BYRE 1,200 2,400 4,800

RAAATRE 125,000 250,000 550,000

BREBE LR 35,000 35,000 35,000

ERHE LR 128 128 128

B <& Azure tERAR , B AMZR. IEFEFAEN , FEKECNHEEAR.

Ih &g
ZREFFE VMware SD-WAN Zhag.

BRSERERKEN
VMware B2 BRCRAHEDELAEE BESARENMBEENEN.

BERERENBE

ZoeRBEEARANERELIESF. BEARXNARERABAR , UARSEEENNETEMME

LEBRTBRERARABRANENNOELRE. AEREBINBEXEREE. HBEFEENEE
WA Proxy R ERESRE , TR IEBLIEFNARNERARAREHNE. EDEELHNNEES
REEBEEFENEEEST  TEMGHER —POHHEMBRERR , AhZEARTAME ., KEM
EREER.
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Eim VPN

Zi% VPN 28 VPNC HAMIE &M IPSec VPN , RER —TEIREL VMware B Non VMware SD-
WAN Sites , FIRFIRMHEIE AW EIRFRERNBEMRR . Bik VPN AIRBREEREENEARINE , B
FiED XM EEEN Edge ¥ Edge B, Eif VPN thi3EB PKI X LREE | BHMAEI BN
TRES. FHOXEMA VPN fikE , BB EREMS X, 2EERPOME=ZFERFO (0
Amazon AWS) A FTEEIR.

ZERRE A QoS

VMware A8 3000 ERAEREFNEARXETIE. RENANEREERATEANERARIE
BREZERFRMABRBRE (QoS) B8 , IT ABRFRYEARXERIEFT, BEFEEARIE
BENRRER,. BBDELRENENPEREBEE , TUHERE QoS MEERER.

Bh K &

VMware REAREREETBAAS (EARK. FAEF. £B) WEAXERBRIBAP AR , EHA
P rEARN  BXEREAHENERARR - 4l Skype MEMBIBHEERARR B0 , £/ Skype
BAMPK , BAFF Skype :BH). B2 ABREEEEAENEBEERABRAIEE , YA TERSE
Z. G, EENAHAMRE. YRATMEK LN BYOD #£E (1 Apple iOS. Android. Windows #
Mac OS) , AT Zi=HI HF A,

ARG A

VMware fBRFRZBEU—EFL AT ESEERCHERKIIGE  TRRE—NEEEAXKENFERER , Wk
B9 1T EEME., VMware I8 X ERANCEEFHPERENREZLREELE  RFEERY
B, REMNAEEY, 2XUEABRENZTEUNRERE , B Zscaler Ml Websense £ 1ERHFT
BUENERE, AR -THUTRANGEENE , EUEBERRRABERE  EEHNABHSHIFEA

AR5 .

56

HEBEEHEF , SD-WAN Edge BALBEESZNARAKE  DRLDRE . BEANZRARER.
CFRHAH SD-WAN Edge BEBMBENSTAKNE L ATRRENNRES  MEHXE
OSPF BEMEHIGE  LERNDESBNADIL.

ERREES

SD-WAN Edge €38 OSPF fl BGP 2B REMMIRMBNIEHR . CERBEBTNRBEXERE/ZH
2, FE/EFRNEFINBEURBERAEN SN2 TNHRAEEEHAM SD-WAN Edges, BER
BiEH) (OFC) TERLXBENEA T RENES , UMEETEARMAURTENS S ER.

OSPF

VMware X% OSPF F# . OE1/OE2 SR MDS5 BFMNE A/ HEFRE. FiB OSPF 28K
HEEHEH IR EERBAZBILE D FIEAIEHIZE,

VMware, Inc. 22
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BGP

VMware X B A /M HERRSE L BEERTREAS [ EE | |, BEMMIIZ/EE BGP BHUFERR
32EHY , BD RFC 1998 #& . MED. AS BEM MAAEEHHRE .

o El

FEDEHGCENBREREHEMSHTREENR, ERELANERS , 22 TEREENZZZERHER
BigEt, BEEMN2EFAE L2 8 VLAN # L3 B VRF,

DEIN—RERARA

n EBEER: I8, ADERE, ERRE/BREE)

n FHAEERER . FE. PCl. 2FAREER

s EETEMN VRF FERAEE/ (P it

BR , BRALERNE-REIMEESRERNEE, SETLEMIPEE , VEBRKEH 22 EM,
VMware AR BB HEN 2B, SHERERE Edge B | ZASKERBHBHEEHNE , Y@XEF
BNEREE , UAHR Edge FERMER P OWARREIRE, EVEESEB2ATE —NERAR
o, EEERAEABAEER,

B&

HEERERMAT , SD-WAN Edge £3EB OSPF & BGP 2E R EHMMIEMEMNEA ., SD-WAN
Orchestrator BB A | BB REES | W2 EHRBARPEENEHEEFTNEH, BEBRELEHTRESR
£ ([BEREEFRES | M [WA/MEGRALENETE  WERTEERHERA. BAGETNERR
IGNORE # ¥ A LEARN & , S EREBEBRELEH P HINEN Y Z2EFESRKARTD.

MEFHMEN , F2EE 18 E F£H OSPF = BGP R EBREKH.

B RAIZE

Ao eRBEABRANERARXNELRIEFEBERARERE (Qos). ERARE, BA/IRTRENERE
IE, FREMANLRES. RUAERNESAFEMERNERHARBARE.

BEFENERM MTU

MEMEER , VMware U ¥ AERRNREELFIERT . KFHEARALESR IPsec FEEHIZINAY
BHER , REE VMware WEEE , RERAZ LB MW BN EFEAE PN MTU MBESRITAEM
Eﬁﬂgﬁo

VMware, Inc. 23
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IPsec BEEEIINE T

EEH Psec T  BESHEREBZEL IPsec BEBRERE., ZE |Psec BERM (£ ESP [F#
ZEMRE] N AES 128 U TNE) ENBAERSELSEERNENAT , WTHT

n EHE

n AESELl16 futANER ZEMAWzA [ B | KD mBEER,
s NRHENEE/NRERA/ND  REELULRPER | RISETEHBEUFTEER KD,

n %’WJ .

s UTANHESEH 5 EUTAMER 6 U TANHE.

1400 U mHEMNEHEEIERE 8 B tAmE A 1408 (U TAHANEE.
s 64 UTANEEFREEFER,

m IPsec EEHFIEH : (IPsec headers and trailers:)

NAT B (NAT-T) 8 UDP €88,
m  |Psec BEEXH IPEZHE,
s ESPEZEEMER,

JTE

IP 1R8]
UDP 1558
IPsec FF3f
IPsec SPI
niaLmE
HH
HERE
T—EFRE

Mzt

Ry (AT REN)

20
8

4

12

66-81

B RAUNEHIRRELE-BRBEMLRN NAT KBRS, BRMEA NAT, IPsec BINEFTHERHD 20

Bl  BEATEE NAT-T. &R NAT REEHE , BBFEEE VMware WITA (—2BUA NAT-T),

VMware, Inc.
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VMware BEEEIINE fr

A7 % Dynamic Multipath Optimization™ (DMPO) , VMware €88 #EE& A VeloCloud ZE
BBMBE (VCMP) WBABEF. VCMP 8AEAEHEEM 31 BUtEANENET  WEE—B
ERXESEHHEF. HRIEE. ERIMAAEDE. VCMP 81 IANA BHEHEEE UDP 2426 £E
B, ATRREMETENERT CRINE. EMBLVR NAT &5 . BMBEETE NAT £5H) HEE—
BH1TA , VCMP 2FEAEEE IPsec BEITME , WHERABSKRN NAT-T FEIR 2426 BHHE NAT-T R
A true,

RIERTEEER SD-WAN Gateway BEZHEBARAFTENE , FAELEHEEEREREFALEE
M AEERAR., At ARARZERTERENENEFTS LN VPN RE,

i RERHETREEBRERNZRAFERARE  BMMEREEALEER, [VPN] #SMEHEH
EEAEARARRE.

VPN il (VPN Traffic)

X KA (METAE KAL)

IP 25 20

UDP Z3E 8

IPsec F55 4

IPsec SPI 4

VCMP {Z3E 23

VCMP BERIRH 8

AN EE 16

i 0-15

HRRE 1

T—ERE 1

REER 12

At 97 - 12
MR S EIR MR (Internet Multipath Traffic)

bt KA (M TR L)

IP 125 20

UDP Z3E 8

VCMP 2# 23

VMware, Inc.
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TR K GAITAR R BN
VCMP & RHESE 8
st 59

BEMTU HFE

HEHEKERZLENERE , SD-WAN Edge HERZAFHN MTU LR , I EFEFHEHNEN
MTU, BT SHRAHFH MTU LPR , Edge TR MTU R & :

n  SHE D RMEBRAR WAN Ei
»  HAARBHTERE MTU RE,
» FTEBEN MTU BERERFRINE/ MTU,
w BHFLA WAN B4
» HESEBRPWAIEHEM Edge MITHE MTU RE.
. ZAESREBEL MTU BRWERRZESEBEN MTU,

Edge A EHEIT RFC 1191 B MTU RE , HHP EHEI 2 HES MTU (FERE : 1500 Bfzxh) HEE
SFEA IPERPREN [ T2 | (DF) U AMEEXEHE, MRAEERW Edge REE LEWRELHE ,
Alg#ER X IHERHEEEEZE Edge, MRHEE MTU BREIMELXZE R Edge HFE , BIFEHS
BEBRESEX ICMP BNHELZER (FEHER) WS, Edge EERE ICMP SEEBRN SN |, &
REAE CIBAREH MTU BEEE), B KRIEANIARZ MTU, AL, KBEFSEERNT , B
BREE MTU Bk,

ERELERFH (Fltn USB LTE Dongle) , BIfEEBEAK , P#EEE O T EEX ICMP EBEESEWAE, W
R RFC 1191 A¥ (Edge REWEIEAL ICMP EZESNAL) , BIGEEZE RFC 4821 HELERBRE
MTU K% . Edge BERHIT ENE SRR MTU,

RRIBEN MTU B, EHENAEBESEREAMERN MTU, EXRT , IR Edge W—EEZRE
1400 LT MTU , TS —@EELZR MTU B 1500 Ui |, BIFfEBEHSEE 1400 L TAEARN
MTU, ERABERIHECAERN MTU EEMRELEXHE. KB 2ABM Edge MTU
(Effective Edge MTU)., RIEB M (VPN SBBERBEZERR) , REASREAENENER , UHE
BXMHE MTU (Effective Packet MTU), EEFBRERSHMEBRENEI/IERTR O EuTH , BH
RAFBETELIHBE , ERHE MTU EERRZIMN WAN EE MTU #E.

#5 VMware RFC 4821 #BLEBHKRE MTU HFEFAIE R 1300 A tA U LK MTU, MREHN MTU 2
M1300 2 tdl , BIXEFERE MTU,
VPN REH MTU

SD-WAN Edge HEHRZEZ MTU WstEHENER  BTRETAAFHAREFEEM MTU, Edge &
ERSTAEMHEBERINSETEREHEI A HRITIHE MTU,

TCP ik (TCP Traffic)

VMware, Inc. 26
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Edge 2 BB IZEWEIH TCP HEHIT TCP MSS (R KEBER K/ FAE, & SYN f SYNIACK HEER
Edge B , ZA SR BENEHE MTU EFFEA MSS,

KREE DF frtHY3IE TCP % B (Non-TCP Traffic without DF bit set)
MEHEBARNEKRFE MTU , Al Edge k& RFC 791 HEIFIT IP B,
BT DF fLTthJE TCP i# M (Non-TCP Traffic with DF bit set)
MRHEBARERHE MTU :

. FE-XKREKE (PS5 ot WHER | Edge SR ERE , WiR#E RFC 791 &3 ICMP Byt %
ER (FEIER) PAE.

» MRZBEEWIEERREZNHE  ENREX , BLEHEEEIRAZE VCVMP #E8 | W H LA
ETEAREXREER.

AR
ATRBEANS AR SO BB,

DREMAE=TS (VPN)

BEERAERPLRBERERPONECRUFESLEHEESHEESEMAR® K MEATRRAER 22
TAUARERPOMNEBE, BIAEEA Non VMware SD-WAN Site , ENA[#R&1ZEH SD-WAN
Gateway IR FEENRHEBIRHABEVE—BE. ESEHEEABEAN SD-WAN Edges HAFESR
ZHREM SD-WAN Gateway , A ZERBEEZAHG , #MEERARARNF UL ENET.

SD-WAN
Edge

VMware At 5 X #F K T EALERH{BENEARANE , FEARERN/RAMRHEEARERXLN
DNR/ANESE,

DRI EHREE

VMware RS @ EEZMEREZIEEATEER . RANSBN TR HE. kI, TREIZNENST
B (HA) #REFERE SD-WAN Edges WL,

AR UL B i

ARAERRE—SME WAN BEEERZ L ARBRERN —RDELEHE, HRAEFRE MPLS E
4, B SD-WAN Edge #J LAN imtR 8 L3 Riazs. TEERSERAENETE,

VMware, Inc. 27
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Internetil

Internet2

RFEEHRER
RBAERRRT RS ELAERERBLLSNERE MPLS BRNES . HARAMESHE.

F-EESREEA—RNZEAARBREARELN —E MPLS B4&RNE— 3 T (MPLS B4 A7 CE L
BiE  WEAAEB L3 TEBERER)., EUERT , SD-WAN Edge B1F L3 IR HEME MR 2 BHEE

(ERBRBHIFG K &/ BRI ER)

F_EERESHEH HSRP BN MPLS MAEKFIKIEMEE , A LAN wm®E L2 X, EHERT ,
SD-WAN Edge €HUt L2 Xi#ass.

-

SR EMEE
SMAERARNARE ST IEHE, WHREBESMEM OSPF = BGP REHBEHMNE 3 KRk, —HZ
BAFEREEELE  F—1@E MPLS E4 : MPLS B4 0EE#E OSPF 5 BGP B2 CE IHsE L&
b, WEAER L3 XB®FETFE,

VMware, Inc. 28
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D

SD-WAN
Edge

-

3 &
]

©  @.

LAN

HEFTENEZZHEN , E— WAN EE£TEBMERBNERER., 5T7THHERIE  Ef P Uit
I Edge WP , WA ALAER OSPF. BGP FERBENEETES.

= A A (HA) ARE
T E#IrE R B E A M {8 SD-WAN Edges (—EEX8 . —E#EH) B VMware & 1] BiEHAER S
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L2 BT ER * L2

HIZE{E Edge LK L1 EEE  WERVYREBEEL . #H SD-WAN Edge S L1 EEENINIFTE
HiER  GHEIARSEBEES.

RERERE i

ARG SHERTMETENZE S AR (BLEB SD-WAN Edge , BEEIR)., SEADEHERESH
WAN E#f, »XE8EHE,

B SRUSENTELRANEER , BREEHE.

MPLS @ E#1T BGP , WHEIFTAE CE MM E, £FE1. FE 2 MR 1AL | L3 RR[FEE
B CE RSP AME#HIT OSPF 3 BGP (IR EFEIEA),

VMware, Inc. 30
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SRILE @* %
_'%‘E L3 |
dg[i*ﬁ‘%ii) (C\ ><_,

IRfRIEE >

Al

!

ral

WAN it

ERDR S
(#xE/DC)

<
<

B/E
VPN g

ERRisa
MPLS B @
VPN {3
SRRIEE
B/t -]

HERELERMG , TS

\

BHRENERPO , ATENKABEHEERN TR, EEERAT , TSmE

BERPOMRER Edge #H Edge B VPN F1E., i Edge ESEERERESETE , MPEER Lt

SEEMEER. RERBERX ]

VMware, Inc.

R ZERANERPERGBO.
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EFEMBEHEHBD FEEHPIDKEK

VMware SD-WAN Edge

| mERE
! BB
| — mEmHE
REEES chBE| AR BT

EEBNMRAS | FHETLFER Zscaler 3 Palo Alto Network M 2 Y44EE — % Non VMware
SD-WAN Site, £ 3.4 F |, ZYHBEERABE —EBYWH Non VMware SD-WAN Site,

EIHRMEN VMware ERAREES TRE WAN HEEMEMNEME | UREKNREDEREMEZR LK
BENEZ. CRURERISATNERIERYE M AEEHLT WAN. VMware EFHBHE .
SD-WAN Edge., B XMAZELASERIMES (B0 , R, DSL. 4G-LTE) , XM REMEXE SD-
WAN Gateways. BREAUEANZSRAERNIGE SO IXMAZTERINTMERNER SO ¥,
EinR AR

SD-WAN Edge R—EREMMENIER Edoge HE , TiRERS RECHNERARIKNERNESR. FE
EET2EBBREBERERFL , MRETEZWHEREIRMERERL. EB Edge WER , #ETIR
HEE ZERCWEREL, FZE-—RNEEELNRE—NWEEEEL. Orchestrator EREMHER
REWEFRERE. NREZENERHREDEE.
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A e NERREH

VMware BEEGTRERENFEEERBE,

» [TEHER FHEHEE)

» E#F SD-WAN Edge HENBEMANLAERA
w  ITRER FURESR)

T AERH (FHEERH)

SHEE

EEETRE. ERNEE VMware REAYE, SEESRAGE=E -
EHEAM R

TEEZEEEE WHTHEERMEIETE,

EBREAE AHTHECEEEEESHARNTE  SUNEYARCXEREEES . tEMSP AFFXEAGHEMER
&,

EXE THTHERENEZTH , EREZREEAEINEARIAHER  MARRRARER.

B EEERHERTBLENEREMS. Web EARAURERNERF.

U aEEA

WEEKBAES SD-WAN Edge WEBEZHE VMware IRISHERE., ILAERABRIE IT AE , %A
WIZWEFEHE , YNTEFHEFTEBEN Edge BAWIETR.

B®RIES

RESTHTEESRANTHAEIHE , AREMREERETH , INEYNEEREF . Ei% Edge
MRE. REEACENE

REBAR LU

BERER AHTHRAARMERETE.
BREAEREE "TRENEVAMATRESAGHERE.
BBEERFE TRYMEERFIRF.

BEEXERES A[E5HE Edge FMER.

BREEBEBEAZLENAEHES. Web EREXUARFERNERF.

BIERH

SERBHTHTERERANTHRELE , URAMSERHBELE , INEINEREF. aFY
HABHNE
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afEBAE HE
BREEES  WURTHEERNERIE.

BRERE IRENEZYHMAEAERHARHERE.
B¥ES AMTARMEZETHF  BREEIRAEAERNERAERSTER,

EEXE AHTHERENEZETF  EREIRREAERFEARIGTER  MARRRALENR.

SEBAEHERELENBBES. Web BARANURERAES.
EHEABHRR
AERIIRIE VMware (2755 1R,

BEERE R SD-WAN Orchestrator THEERFEAEABYEHRER
TR HT1EE SD-WAN Orchestrator THEEWIREEBREREAE,

s R:EW

= W:BA(BR/EE)
= D: iR

= NA: EFHUE

=
BER BER: AH4%B . EF
SD-WAN Orchestrator  B&EfER @WERE M4 .8 ZEBEBRE BEREA HEEE

Theg ERER R ER ] & ] HBER
EEER R R R R R R R
EEEF RWD RWD RWD R RWD RWD RWD
EBEEBMY RWD RWD RWD R NA NA NA
(B Edge) BBEME RWD RWD R R HSHEM  FESRN FE2RN
RERR RWD R NA R NA NA NA
BRIEESEN R R NA R NA NA NA
BRIEERER RWD RWD R R NA NA NA
RIEEGERE RWD R R R NA NA NA
REKE RWD RW R R RWD RWD NA

B8 (Gateways) RWD RWD R R RW RW NA
REDEREE RWD RWD R R NA NA NA

VMware, Inc.

FFEX

NA

“E2R
BfEE

NA
NA
NA

NA

NA
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R
BES BES SER #.BF

SD-WAN Orchestrator  BE&fER EXgfE 4. &% IEREFE B&EA SEXEE EFX
IheE ERER & =] =} & =} HHER B
ERRXEE RWD RWD R R NA NA NA NA
CARE RW R R R NA NA NA NA
Orchestrator B &% RWD R NA R NA NA NA NA
B RW R NA R NA NA NA NA

B BEEERREHAEEEEREBARN [RWD | FEE K mMEXEREEEEERRAEAEHNEER
HE, ELFERAETUREEmMRTHRE (Configure) > Edge FEUREAREMARE, *

B FAERRNLCXEERERELFIRESEERN I,

SEBMEEH SD-WAN Orchestrator THEEIE A E A BERE
T &5 TEE SD-WAN Orchestrator e S EBAEREAEAE,

m R:EW

s W EA (BR/ES)
= D: Mgk

= NA: EFHUE

SD-WAN Orchestrator 2h82 SEBH : BEFEAE SFBH4 . EXEER HWHEER CustomerSupport

EEER R R R R
BEEF RWD RWD RWD R
=4 R R NA R
SHEE RWD R NA R
BE R R R R
RE RW R R R
MEKE RW RWD NA R
B8 (Gateways) RW RW NA R

¥ B SD-WAN Orchestrator HEERNEAEABEHRBR
T 5 EAFE SD-WAN Orchestrator gV XEBRFEREAE .,
m R:EH

= W:RA(BR/REE)
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s D: M
s NA : EFHUE

3 BEE X REE

SD-WAN Orchestrator B A& ER EFRXE BR
EE#E (Monitor) > Edge R R R R
B (Monitor) > #BEAR#E (Network Services) R R R R
BEi% (Monitor) > 3§ H (Routing) R R R NA
EEHE (Monitor) > TR (Alerts) R R R NA
B53% (Monitor) > B4 (Events) R R R NA
BRIE (Configure) > Edge RWD RWD R NA
B (Configure) > BREM (Profiles) RWD RWD R NA
| (Configure) > #88& (Networks) RWD RWD R NA
] E (Configure) > BER (Segments) RWD RWD R NA
8] (Configure) > Wl B4l (Overlay Flow Control) RWD RWD R NA
RIE (Configure) > AR (Network Services) RWD RWD R NA
] IE (Configure) > WRANFEH (Alerts & Notifications) RW RW R NA
RHAMEEREEE (Test & Troubleshoot) > BEiF Dl (Remote RW RW RW NA
Diagnostics)

RIHFELR R (Test & Troubleshoot) > BiFEEE (Remote Actions) RW RW RW NA
BIATZRHEMR (Test & Troubleshoot) > $EH#EL (Packet Capture) RW RW RW NA
RS F B EEME (Test & Troubleshoot) > L iR (Diagnostic RWD RWD RWD NA
Bundles)

EHE (Administration) > R#ARIE (System Settings) RW RW RW NA
& (Administration) > BE 8 (Administrators) RW R R NA

#3 BEEFERETTEEE SD-WAN Orchestrator Zhig,

EEM=

AR SD-WAN Orchestrator WX EM 2 R OAEE,

VMware fR#E NEE G BEHMENZ OMHARE, £ SD-WAN Orchestrator R SLEHARE,
TRIZHARNEE,
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il ] LG
#E% (Network) ERERFERRE , fl 1P BiM VLAN, BEAEEAARANER  ESEARTRASHAER.

PR AR S EZE VMware RIEFTERANEEE ARYE , lMEEKE . Zi% VPN A&, Non VMware SD-WAN
(Network Sites. Ei#F Proxy FR¥S. DNS RIS MER = RS
Services)

FRIER (Profile) EERUEAZELME Edge WEIAHRE, BHENERNAEREMRENREE. —BAREETERAZ—
%1 Edge B , URES LAN, FHERMAK . E4 LAN #l WAN Edge NEMRE., RERE BATEME Wi-
Fi B4E . SNMP, Netflow, B#REBIFPE K iEHARLNRE.

Edge ARERMUATHE Edge RENTEREHMA, Edge ARRMBINRENE . B MARREHR
EFFAME . Edge ARUTERRE I CHFNRAMTEERER . ABRANARRBEHERNEFEA,

TEBRZME Edge. RERE . MEEMAR R BB NARREFALE.

Edge
R AR Al
© RERE
Edge Edge Edge < SEREARE K
I . @ + ICMP &
REE <HA + ICMP EfEE=
BEER R Al CBE - B
- H8R% « FRARER « SNMP
« BR# T X s 4 oo o ok 3 * WiFi * Netflow
RE
- 185 +DNS I T
- Eii VPN - ERiE
CEE + SNMP \
« WiFi - EERRE R AR TS

os N CCENN | SN TN

il BB
28 (1N) B
#E (1-N) Ttk VPN hig

3E VMware SD-WAN &

ZEif Proxy

DNS

E—RERTEIKGZE Edge. BERABARAESEARERTEN. ARBBAREANRAEREE
¢O

B

MR ER Edge MARMUZEAN VLAN EIRNEEARE, ETURE THIMRER
 DFHZFEEER  HUEBERUNFIFERMUETRE.

» FRIFCZEENMER  E-FSERERMU.
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BULERZEARMERAR , Wi VLAN BIRAGEMEFRRE.
EAaERNERT , IEEAMKRE Edge MAMBEMNMUZE, SRS VPN AREEREE.

EFEESUuP  UHZEHEIRAUNEEMENER, FEBRMUHSE VPN ARERE, iUtEREIE
IREEEFAMERM Edge , MFESE Edge MEE —AME—1{uit. Edge ¥ Edge (Edge-to-Edge)
Edge ¥ Non VMware SD-WAN Site ¥ VPN BABEZIFEFE &, VMware HESEIYFIRLEE
BRORENET VPN EEEMENER. CEERNFLFAENEESEMEATE Non VMware SD-
WAN Site VPN R EHIBELR IPSec HRREH , M VPN BERES Non VMware SD-WAN Site,

T 5B EE RIS AR AR RE R Y I — IP U3t @R T8R4 SD-WAN Edges,

Ivl‘i VMware SD-WAN Orchestrator
| |

ZihEE

=

VMware SD-WAN
AR AHAE

:J D JEE M P il

o [z | [

VMware SD-WAN Edge 1

E
— |7 |[e———

—o VMware ~ EEEE
____________ SD-WAN i T
- < .
VMware SD-WAN Edge 2 by VeloCloud DC i EE
EHBD

w5 FEAEEBuEE , SD-WAN Orchestrator @ BB it B 9 EC48 Edge., AHRESRIBE T REFEH
MR AHREM Edge BB LPRETT.

8% AR A%

BU L ERTERRRY Y EMEREEZBFERELRYE., S8ERFE. Eiw Proxy. Non VMware
SD-WAN Sites 1 DNS fiR#E. ERMNFARREEEEREREERASFUEM.
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RERE
RERR-EASAR, TES VLAN, Bif VPN RE. ARNSSNERE . URSHES , Him

DNS iRE. BFERTE. T Proxy :RE , LK Non VMware SD-WAN Sites By VPN EL#EHFE, &0
LUMERREREA—5ZE SD-WAN Edges EHZEMHRE,

REET AEE VPN BREM Edge RMEIR VPN RE, Eiw VPN REABASERA Edge ¥ Edge M
Edge ¥f Non VMware SD-WAN Site 8 VPN E4R

REE LU EEE LR B FE A ERENRBIFARE

Edge
BRI LSRR EAEI8IRAS Edge , T Edge SRR ERITE R PR,

BULERREE., SRIARRETERNASHERE , MEFHE Edge ARFETER. BR , £F
LZBR Edge HRETENRE , U BB ERFIBEES Edge, HFBENE. Wi-Fif \EE&E
DNS. B3 . AREREAMBL KEHRE.

Lo , BAILARE Edge BMRRREEIARARP A FENRE., EVBFRAKEL . FEKEHRTE
LUK AR EEHEE KA 1.1 NAT By ARG K A&

Orchestrator A8 TERTE
VMware XEZEMARERES ., TRIIHE—EEREH

£ e

SaaS FARTE Edge 2. ¥ Non VMware SD-WAN Site 5 VMware SD-WAN Site 7FEE VPN EEH
Edge, WIEREBRRATDVEKNEURFERAEE T U,

3B VPN B Non FAREEB VPN EHZE Non VMware SD-WAN Site #J Edge , 21 Amazon Web Services.
VMware SD-WAN  Zscaler, Cisco ISR B ASR 1000 Series, It T/EREBRBRRATDVAKNEU2FEAEEEEL , B Non
Site VMware SD-WAN Sites @ EHERREE S,

VMware SD-WAN  FREZEB VPN ELHZE VMware SD-WAN Site # Edge , fil#l Edge R Eiw VPN i, WITER
Site VPN ERRLATABNELHREMRIIEESEEN , B VMware SD-WAN Sites EEZRRERET

HREERH , FRXEBTIEFTE SD-WAN Orchestrator FR#ITAHRE
i S

SR 2 PR

SR3: RER

B 4 : Edge

TREUSEIERENREAPAEHNSERME ., SuLIERAELRENRARE . ARRENREEA
REETHERAPMARE, BK VPN AR  ERBEAN VPN REE , WRE VMware SD-WAN Site 5
Non VMware SD-WAN Site. &% — /IEE.L%H’E’J Edge Y H0LARRED .
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REAFRESR Saas

S W EEVRIE A PI A RRAAEE

SR 2 MERE ERAELRENFERKRS

TSR3 REE  BRRREAMEBERR
EAE

S 4 : Edge % Edge YW RKE) Edge

MEFMERN , FFSEMA Edge.

X EWNBIER

Non VMware SD-WAN Site VPN

BEVRIEAPY VPN %
A T8 o 3 E W9 40 8% R A%

EEVRIEAPT VPN RERE
BAZ 5 VPN & E Non VMware
SD-WAN Sites

i Edge YW RAEN Edge

VMware SD-WAN Site VPN

BEVRIEAPI VPN %
LR TN FEERE

BREREAPR VPN RERE

BAZE4 VPN Y& E VMware SD-
WAN Sites

i Edge YWRAEN Edge

EEESRERR , VMware BEM A Google Chrome = Mozilla Firefox.,
SD-WAN Orchestrator X T 52228,

BREARE

Google Chrome
Firefox

Internet Explorer
Microsoft Edge

Safari

X BRI

AEHAIATRE X BN BIEHEE.

BREFRA

77 - 79.0.3945.130

69.0.2-72.0.2

11.765.17134.0 - 11.592.18362.0

42.17134.1.0 - 44.18362.449.0

12.1.2-13.0.3

MEZTRBBEIFMEE |, 2 M https://sdwan.vmware.com/get-started/supported-

modems,
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EHESYN

TEBREAERESEBHBREAEEEA SD-WAN Orchestrator RS ERNFERESN., FHE
WBEZAH | THEEUS SD-WAN Orchestrator (WZEUE, MBEFRAETEZELN , ISHEEY,

ACME Agreement

Lorem ipsum dolor sit amet, consectetur adipiscing elt, sed
do eiusmod tempor incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat
Duis atrte irure dolor in reprehenderit in voluptate velit esse
cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat
cupidatat non proident, sunt in culpa qui officia deserunt
mollit anim id est laborum. Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam,
quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea
commodo consequat. Duis aute irure dolor in reprehenderit in
voluptate velit esse cillum dolore eu fugiat nulla pariatur
Excepteur sint occaecat cupidatat non proident, sunt in culpa
qui officia deserunt mollit anim id est laborum.

.

VMware, Inc.
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TEFEREFEH SSO & A VMware
SD-WAN Orchestrator

HRPEMAUCEFEREN S P ERE—Z A (SS0) B A VMware SD-WAN Orchestrator,
EELNCEFRENT S ER SSO & A SD-WAN Orchestrator :

PDEEMY
n EEERBIE SD-WAN Orchestrator F5RE SSO EiE . MEFHMEN  F2RRECEFHENE
_ﬁko

n FERELCHEER DPHASSOREARE. FAEM OIDC ERAER., NEFHMAEM , F2REARE
BE—&Z AW IDP,

EF
1 EREEBESRT , UEEEHAEN S 2 BE SD-WAN Orchestrator ERER .

L EEEFE R VMware SD-WAN Orchestrator 2.

Welcome To
VMware SD-WAN Network Orchestrator by VeloCloud

aaaaaaaaa

Pasmont: [

2 B-—THEAZNSIEBIRHEZA (Sign In With Your Identity Provider),

3 HERAZNASRE (Enter your Organization Domain) XFFHH | A AR SSO AEMNMAEH
B, REBZE—TEA (Sign In),

¥ SSO RREM IDP ¥ EREBEAE K YEEABEEHREMZEREMN SD-WAN Orchestrator
URL,

#53 HRAE—BMA SSO & A SD-WAN Orchestrator , IR At B ERREFEAENE D
EFEA,
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SD-WAN Orchestrator 2B ThaE | AIEEEEE VMware SD-WAN Edges R EMAER & B4,
EEEMMRAIEEEE (Monitor) BiF AT 7 EREE 2 ThRE

AEEWTHER
n EEREEER
n ARLS

n  Ef¥E Edge

n  EEPEARRARTS
n EEIERRH

n EEER

n EEREREH

w  EEEERWE

EETEER

BEERPHERE (Monitor) TEER T HEEZERE,
HRELE

n  E53E Edge

n  EEIEERRT

w  EEIERXH

n EEET

n EEEEH

Rl R S

HFERELE (Network Overview) TheE Al B R E#EH B E Edge MEL (ERE Edge) MERHEREEH
3%, EEBEERTIR—TEEE (Monitor) > I8 (Network Overview) , SRR (Network
Overview) 8@ , HHRETHEMNRERE : 1T SD-WAN Edge £#EBMW ¥ . Non VMware SD-
WAN Sites, :REE. BER. BREBRA , RERGALEBMBNITHRRME,
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Monitor -
Network Overview
Edges
Network Services Edges
Routing
Aletts 5 1 s 1 1
Events outofs Down Degraded connected 9 Down
ey activated
Test & Troubleshoot
- . 0 Hubs 0 (1] 0 Hub Links (1]
Administration
Edpe = A Links Cluster Name
° =
° =
o 1)
o enen
[
4
0 ) 0
Edges 0 ! 0 Edges 0
with Emar off on with Failed
enabled enabled
VMNF veloCloud Active Standby Pair
0 0 0 3
out of 0 connected Offline outof 3
enabled used
Hon-veloCloud Sites Profiles

TR Edge. Edge H1E. EEMTBELANWEFRERIRAER

BEE E=
ze BER
RHe CEK
AR e

Links
) 8
Unstable Stable
0
»
] 1}
Pending Ready
3 3
out of 3 out of 5up
activated to date
Segments Software Version

B MIE (Network Overview) EHEHE=AERRERTEREAANBNWEREBEEZEN -
m  SD-WAN Edge &:tE ¥ - B2 T 3IEBBMN Edge ME LMW E -

s Edge #H

m Edge FiEHAE
n EREEY

n FIREARE

VMware, Inc.
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m Edge/Edge FIBFT & (BER . CREANEMN)
n EA/PRELATHE (BE. TEREMNER)

» BEEIREYR - B —EEREXR , RESREE SD-WAN Edge it ENERPEMNGHEE
R, AR EREZGESEFAE 118 Edge. Edge 1. EHEHPEES.

s 3F Edge &5t EF - @ETHIIE Edge HEAE :
n ERAESRFREINEE (VNF) B Edge #¥
= ERUA VNF B Edge 7t 8 GERR . FRURIEIRA)
. EHA VMware TBERAEEH Edge B
» ERA VMware TEEHEATRHEMN Edge 5t (k. MEPARLE)
= E/A Non VMware SD-WAN Sites H 22
= Non VMware SD-WAN Sites 5t 8 (EEKMBE4R)
n REERTENRERLBZF  BEANRERTH,
n RAEERTENEREBZT  ERBNERTEL
n REEREMN Edge BHzH , AERHHUBIRAN Edge L

B Edge WREXERAR 2.4.0, BAUERARZRERR
product.edge.version.minimumSupported , BEEE Edge ETHERNBEE Edge MR

B a] LR — T 48R E (Network Overview) EHF S EEEREENES , UEEZEENEMASE
Mo Bl B—THREERIRERRPN Edge BE | ZAESKLER ZEATE Edge MY Edge FHIE R
EELR

A LU [#RER B (Network Overview)] BRIREEF B R ZEANENBERBREBRER FTHHES
—EEIE :

n  HE (pause)

= 30 # (30s)

= 60 (60s)

= 5% (5min)

L2 Edge

AT LA BEHE Edge WIAREE | WARIRSE Edge WIREARE Rl |, filtn WAN E4 . Edge RESAMN AL ERE
AR, ZRARRENRAEENHNEREER. ARAENBEELIER. ZGEM. EEZE Edge
ZEENFEAERSE,

EEEE Edge HFAEH -
1 FESEAOFWLF |, EB—TEE (Monitor) > Edge.
2 Edge HEEE REMEMEBBMN Edge,
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Monitor
Edges
Network Overview

Hetwork Services
Routing
Alens
Evenis
Reports
Configure
Test & Troubleshoot

Administration +

- i

06000

L EEEMT Edge WTSIFMAER

= Edge ERIK - FIHMBR MR A Edge.

» BE-BAAKESHREFAENNAS, B-TTHASFEHE , RETEUEGREE.
n ERT - B-TUETRRBRERT. RARSER Edge MREEN.

n ER-R-TUBREBERAARRE.

n ENEE-R-TUEARHENENEERETRINFAEER.

n EH-R-THEAEERN CSY RABHEER,

¥ —T Edge WEX , \IRANME Edge FANFAER . Z—THENRSIER , TREAHENE
M. BERSIEEHSERFRBR —ETHANEE , IRCEIBENKR. RIFRBRERTIEHEN

HWREE Edge , BALRBR T HIFHMAER
n BERIIER

=  QOE &5|&EH

n ERRIER

» EARXRSIER

. RRERSIER

» BHMRSIEER
 BEELIEFRSIEER

. RABRIIER

BB RCIRR

HEEZEBRIRP , Edge B [#B (Overview)] REIEEEH T WAN EEUUREREAENRREREN
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B8 (Overview) Ro|ZB SR RAGRENETRAEZELNFAER.

Monitor r Manitor Edge.
Network Overview - bl-edgel
Network Services Overview
Routing Past 12 Hours Fri Apr3, 6:00 e >
Alerts
Events
[l Link Status upostes s few seconds ags O stay in live mode €
Configure
kT Links erfac oughput | Bandwidt Pre-Notifications @ Mlerts @ Signal @
1692547106 @ GE3 (Etherr 233kbpa T 116.95 Mbpe B Edit & Edit nja
Administration 169.2547.10 1.88kbpa } 19230 Mbpe
@ GE4 (1 4808 kbpa | 11280 Mbpz B Edit & Edit nja
[>] Configure this Edge 160.254.6.34 30.62kbpa | 19162 Mbpe
_ Unknown Link € GE6 (unknown oto x Edit x Edit nia
@ Events from this Edge ol
© Remote Actions
Q Generate Diagnostic Bundle
© Remote Diagnostics Ll Bandwidth Usage i apros,06:00 - 1801, Total: 1.76 M8
Top Applications Top Categories
SD-WAN Control 118 ME
SDWAN Menagement 570.0648 WEDAAN
|oMP 6.76KE B Network Service

Top Operating Systems

Top Sources

M

Total oevices: Z Average use per device: 881.10 kB.

B LR R EARES (Stay in live mode) ZEUA# |, LURIZRIERIE Edge Eill. WEXBAK , &
BEHIT Edge WENERE: WHASARAREREFEHEFNER. T REBR , ISEX2EH

EARGER , UREAKRER.

[EAEARRE (Links Status)] BEER SRR NHIFMAER -

BiE

B4 (Links)

ZEiHAREE (Cloud Status)
VPN AR (VPN Status)
E (WAN $H)

#7%8 (Throughput)

$8E (Bandwidth)

FE %&EH (Pre-Notifications)

VMware, Inc.

"

it Edge WA EH WAN Eix
YREIEEENERRE,

IPSec BEEREELNERMRE,
ERZELNNE.

EEF B TABTTBRARGRE A . REARM Edge £
BEHRFTENNBR, AR , Orchestrator HHEHE 5 2
&,

EEENREEERENNRAER, RASREET LK
MTRRERFAER.

AFUBAREABERGRESNER. R—TMAE (Edit)
LMEBUBARE .
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3] L

R RELBASREACERECEEFNE R, R—THE (Edit)
LUEBGB AR E

#%% (Signal) BREMERENER.

B (Latency) HEEBMARETRESZENLMEENERE, ZEAERE
BEREBENTHENEEREAER,

BE (Jitter) ARAREELRASEMERHSBREENEL. ZEEE
BAER RN TRNEERAER.

HAEE L% (Packet loss) E-SZEHEEAEEETENBE  eREHaEEX.

ERERREL, ETSEENFNHEEATZE , BIg
SPEEANEE. [BELE | NHESHAERNEE.

JEEF AR (Bandwidth Usage) ERRZ LB R R THEBMEENERERE AR, 8h. #
¥RZZBUR Edge WRIR, EEEERTDE—THHE , TEEZYWENRSIER , IREEZHMAER.

KBEEEERF LS , AIMBESHAEE,
#F E# L SD-WAN ZHIRENR N EREAEASREA 158 2GB, ABEEHEME.

QoE ES|EH

VMware BB @E (QoE) (Quality of Experience (QoE)) Zo|ZREE R FTEEARANREFS. @
Bo et HRRE —REBAMERANERAENBRREETTD.

% — T EE42 (Monitor) > Edge > QoE EI|EHK , SR THIHMEH .

REER

£ QoE R5|BEF , KULUEZ=BETEANRERE FET. AAAXRER). ETNEHETEE WAN
PRELANSEAEL LT  METLE. HBNEABERNEE.
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Manitor

Netwaork Overview

Network Services

r Manitor Edge 9

bl1-edgel v |

Routing Past 12 Hours Wed Sep 2, 10:13 now e

Alerts
Events
Reports

Configure

Test & Troubleshoot

Administration

@ Configure this Edge

@ Events from this Edge

© Remote Actions

Q Generate Diagnostic Bundle

@ Remote Diagnostics

mE 75

After

Before

Quality Score &

“10

Transactional

169.254.7.10 165.

69.254.7.10
e AT “ 10

169.254.6.34 169.254.6.34

R T N “ 10

12:00 14:00 16:00 18:00 20:00 22:00

Before: Displays the Link readiness for traffic based on the actual measured jitter, latency & packet-loss.
After: Displays the quality of experience for this Edge after optimizations have been applied.

BEFs YRR ETEENHESEERMERUNEAEXBEREETTD . BHXKR , EAEXE
B RN, BEMNRSEN., TRER QOoE F&E&EHE,

EEe HERE TR
#e REF FEEEERERERRAE Fa/BBREAERN SLA.

BARFEEENREBERKEZE. BoFEEARN SLA.

e T BARMEERECEIRBBEAE. THEEARN SLA.

QoE #ifl
TEEER QoE &l |

W EREREBRGIMERENEOLEER , UK VMware tAMEAEER, TEHH

AEHFRREBRDOEGES.

QoE £ &R &

=l BE
1 MPLS EEFEA

2 HEEK

VMware R 5
EibRE

AR ERIE E

3 MPLS B8 ; Comcast B4 5 BEFEREZENNDHEGFEE

VMware, Inc.
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1M 2 BEREMATENERISERRT REH)

QoE - Thursday 8/20/2015 TAM-10PM

Traffic Type: Voice <]
& Enhancements
3
=
MPLS down,
17].30.239.1 no mpast
3
3

10:00 12:00

Up to 6% packet loss

14,

VeloCloud Quality Scores £
0 10
“ 9.74

11 1 )1.&7

16:00 18:00 20:00 22:00

Packet Loss - Thursday 8/20/2015 5PM-6PM

VMware, Inc.

mitigated using 10.0%
forward error
correction
5.0%
0.0%
17:00 17:15 17:30 17:45
10.0%
[~
. 5.0% g
0.0%
17:00 17:15 17:30 17:45
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=P 3 EERENPNBEFEERT R

QoE - Thursday 8/20/2015 7TAM-10PM

Traffic Type: Voice B
VeloCloud Quality Scores €9

uw

MPLS 172.30.239.103

| 0 9.74

BENEN I ] JL&?

18:00 20:00 22:00

5 Comcast Cable

Jitter - Thursday 8/20/2015 10AM-11AM

Even when MPLS was down, jitter on
Comcast mitigated with jitter buffering

10.0 msec

weansdn

10:00 10:30

B RS|IER
WAL B EE T4 E Edge B WAN EEREHRE . NEFAERMEMES,

EEARERIE | SEF AT LAIEEEE (Monitor) > Edge > {8 (Transport) Zo|EBP MR ARRENELES
EHEA  UREXNERE,

E&%— T8 (Transport) Z5| 28 , KFESXSRHTEL (Links) EH., HLEASHHENELET
EEXNZERNER. B Edge HBBENELSRNEEAREDHN EE Link)] ERTTE , XBERE
. VPN, WAN TENME, ERARXFAERNLTEAFAER.

HEBEREBEER LS  IRBEESHMAER.
HEHER , BUURERENRER  URREERNSERBAMERESNFAESR.

% —T{EWB4E (Transport Groups) , AR 2EETHHEP —EERINELE : 2HEE (Public
Wired). XBELR (Public Wireless) SiFA A B £ (Private Wired),

BA L3R — T BAIR EPREBEdE (Start Live Monitoring) 218 |, LURIZENRREEN ., WEXEBAR | &7l
BRRELNERFEANEBER MEEZETARNTERATNIRNGTELTHERE EHhERREE
SHEMNREER  URIBEEZERANERER.
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£ BNAEEIE (Live Monitoring) EEF |, REEER TCP/UDP H41¥ % (Show TCP/UDP Details) #H
B, URE BN EBRNELEHAEFMAER.

Monitor r Monitor Edge
Netwaork Overview - bl-edgel
Network Services Transport
Routing Past 12 Hours ThuSep3, 338 | i < >
Alerts
Events -
Bytes Received/Sent Show TCP/UDP Details |  Stop Live i | [ Transport Groups Links
Reports
Configure @ 169.254.6.34 (160.254.6.24) @ 169.254.7.10 (150.254.7.10)
Test & Troubleshoot lo.oo ke loooke
Administration z 7
sonke 2 sonke 2
@ Configure this Edge g a
@ Events from this Edge . ,
© Remote Actions 15:36 15:37 15:38 15:39 15:40 15:36 15:37 15:38 15:39 15:40
e Generate Diagnostic Bundle 10.00 kB 10.0018
@ Remote Diagnostics
1= -3
sooke 3 sooke 3
0 - 0
15:35 15:37 15:38 15:33 15:40 15:35 15:37 15:38 15:39 15:40
&TCP uopP = I1CMP & other
Mame Link Status nterface (WAM Type) Total Bytes Bytes Received Bytes Sent
1. 169.254.6.34 [} GE4 32.80 kB 17.64 kB 15.16 kB
69.254.6.34 (Ethernet
2 169.2547.10 [} GE3 1.10KB 553 bytes 547 bytes

FEREMAFEFAE Y B (Scale Y-axis evenly) &G, LWBRESEIERZEN Y 8, 0WEE
B A LERLRE,

MTRARNNERDREEE  URREMESEMEBNFAER. EXERSHHELSRERFHEABE R
B—TEEZBNEHHEIEANSTEURRFAERAMA, ZERREEESHAERNREARSE , #
B—TEEERTHRERNELR,

TEEREEESHEEARR 2 ERBANFMARE.
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Transport Groups *
Thu Sep 03, 03:38 - 15:46

Public Wired

Top Applications

S0 o o

Public Wired 213.17 MB

FEREXEIIER
A LABS R4S E Edge FIEAEAR N REARRNERNNRKEERE.
% — T E542 (Monitor) > Edge > FERIR (Applications) ZS|Z% , IR THIEE :

Manitor Moritar Eoge
Network Overview . bl-edgel

MNetwork Services

Routing B wedsez, 103 nowr £ » Thilter
Alerts
Events —
Bytes Received/Sent v |! e Applications Categories
Reporis
1.00 MB
Configure
o
Test & Troubleshoot 2
son00ke 2
Administration 2
@ Configure this Edge 0
. 11:00 12:00 13:00 14:00 15:00 15:00 17:00 18:00 15:00 20:00 21:00 22:00
@ Events from this Edge
© Remote Actions 1.00 MB

O Generate Diagnastic Bundle

@ Remote Diagnostics . . .Il l | . ' 500,00 kB
0

g

11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00
Application Category Total Bytes Bytes Received y
1. SD-WAN Control SD-WAN 114.01 MB 50.40 MB 63.61 MB
2z SD-WAN Management SD-WAN 6.70 MB 6.70 ME
3 a nternet Protocol MNetwork Service
Total 120.71 MB 57.10MB 63.61 MB

EEHERR , BUURERENKR , MREEENGARBAMEABAZXNFAESR.
& —T 85 (Categories) , AR 7 ARAERINELIERARER,

KEEEEEER LS  TREESFHAESR,

RTAXDERTREEE , URBEMESBEBNFAER.
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HAERSRAFYTAE Y B (Scale Y-axis evenly) ZHU AR, WREERLSER2EN Y8, NESE
E | IBTLERILEE,

EXERSHEERARARERBERTREEENFAESR.
EERVARESHMERNNRARS  FR-TEEENTHETRNES.
TERTREHEERRANFMARS.

Top Applications x
Thu Sep 03, 03:38 - 16:06

SD-WAN Control

SO-WAN

Transport Groups

— I

SD-WAN Control 50.19 MB

@ SD-WAN Management 6.74 MB
B intemet Protocol 0

Close

RIRES|IER
B AT EAS E Edge BRI HEBNEX RGN RERERE,
% — T E£#2 (Monitor) > Edge > 3R (Sources) , U@ THIEE :

Maonitor Manitar Edge

=" bl-edgel

Metwork Overview
& Edges
Network Services

Routing [Past12bous | REE nawe < »  TFier

Sources

Alerts
Events . = - -
Bytes Received/Sent v |4 -C 00 TR 6 Devices Operating Systems
Reports
1,00 MB
Configure
@
Test & Troubleshoot 2
so0.00ke 2
Administration 2
@ Configure this Edge 0
11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 18:00 20:00 21:00 22:00
@ Events from this Edge
© Remote Actions 1.00 MB
Q Generate Disgnostic Bundle
@
S “ o
0
11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 18:00 20:00 21:00 22:00
Client P Address MAC Address as Total Bytes Bytes Received = Bytes Sent
1. SO-WAN Control \El M/A 02:42:c0:88:0201 ”~ 120.71 MB 57.10MB 63.61 MB
Total 120.71 MB 57.10MB 63.61 MB
T 1AV E on N 3 = [Ty, PO
EHEHER  SUNRERENRR , UIRREEINSESERACAZAFRNFAER.
54

VMware, Inc.



VMware SD-WAN E 55

B —TEEXZRZL (Operating Systems) , UIRBEENFANIEEXRSERBRRE,
RTHNINBEERPRIEZEE  UREHEMRSBEBNFEER.

RFER SR FHFE Y B (Scale Y-axis evenly) #ZHU, LRESELSERZEN Y 8@, MESE
E | EULERLEE,

KBETEEER LS , TRAESFAESR.
ERERSHERENERAGBERTIEEENFAESR.
EERBARESHABNNRARS  BE-—TEEERTHRETNES.
TEERESHERRAFIRNFARS.

Top Clients »®
Thu Sep 03, 03:38 — 15:55
SD-WAN Control ™
Top Applications
SD-WAN Contro -
Internet Protoco!
SD-WAN Control 56.18 MB

BE—TEREHEEEARR (Top Applications) SERHEHE , LEEZEARR (Applications) &3|1Z
ﬁo

B & S|ER
AL B ERARERNNRREREER,
% — T E5#E (Monitor) > Edge > B #y#i(Destinations) ZS|{Z%H , URR T5EHE :

VMware, Inc.
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Monitor r Manitor Edge e
Network Qverview : bl-edgel ]

N rk Services Destinations
Routing Past 12 Hours Wed Sap 2, 1012 | now < > TYFiler
Alerts
Events
o vecenedent v | EEINETN © T oo | e |
Reports
100 MB
Configure
o
Test & Troubleshoot 2
son00ke 2
Administration z
@ Configure this Edge 0
. 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 15:00 20:00 21:00 22:00
@ Events from this Edge
1.00 MB

@ Remote Actions

O Generate Diagnostic Bundle
s
@ Remote Diagnostics I l | . ' sooo0ks 5
0

11:00 12:00 12:00 14:00 15:00 16:00 17:00 18:00 15:00 20:00 21:00 22:00
Destination Total Bytes Bytes Received = Bytes Sent
1. velucloud net 120.71 MB 57.10MB 63.61 MB
2 overflow
Total 120.71 MB S7T.I0MB 63.61 MB

HEHER , BUURERENRER  URREENNSERBAREMBNBHFAER.

B LARIEAIE (Domain). FQDN = IP it , RABH BN EE . B—THBERETRAHENE
%ﬂo

KERETEEER LS , TRAESFAER.
RTAXNDERTREERE , URBEMESBHEBNFAER.

RFER SR FHFE Y 8 (Scale Y-axis evenly) #ZHU5 ., WRESEFERZEN Y 8@, WEE
E | BULERLEE,

EMERSRIBENNER , tHENERAEEENFAESR.
FERGARESHMAERNNRARS , FRE-TEEENTHIRETRNES.
TERERRESHEAENFARS.
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Top Domains
Thu Sep 03, 03:38 - 16:02

velocloud.net

velochoud net

Top Applications

SD-WAN Control

SO-WAN Management

velocloud.net 56.55 MB

overflow 0

BE—TEREHEEEARN (Top Applications) SR RNEE , LEBEZEARN (Applications) &S|1E

®.
BB LIRFREIRE

B LARIBASE Edge WEXIEFFERBNREERAEER , REEFHKFENBME.
# — T E£#2: (Monitor) > Edge > B %)EFF (Business Priority) Z5| 2% , LUHRETHIER :

Monitor r Moritor Exge
Network Overview = bl-edgel
Netwaork Services
Fouting Wi 108 [ oo
Alerts
. (s recevsent | AT
Reports

Configure

Test & Troubleshoot

Administration
@ Configure this Edge

@ Events from this Edge
@ Remote Actions

11:00 12:00 13:00 14:00

O Generate Diagnostic Bundle

@ Remote Diagnostics

11:00 12:00 13:00 14:00

Prioity

15:00

15:00

1 High 70.20 ME
2 Mormal

3. Low

4 Conral 5015 MEB

Business Pricrity

16:00 17:00

1€:00 17:00

Bytes Received

18:00

18:00

15:00

18:00

20:00

20:00

Bytes Sent

43.19 MB

63.29 MB

EEERR , BUURERENKR , MREMEZFEREANELIEFFAER.
RTAXNDERTREERE , URBEMESBHEBANFAER.

VMware, Inc.

21:00

21:00

#

22:00

#

22:00

4.00 MB

2.00 MB

4.00 MB

2.00 MB

paaEIay

LRg
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RFER SR FHFE Y B (Scale Y-axis evenly) #ZHUA ., LRESELSEREN Y 8@, MEE
E | EALMER®RE,

KBETEEER LS , TRBAESFAEN.
ENERSHEEAEELIEFR N REENFAEY.

R ACIER

A LSS E Edge MRAGHFARKRERE.
EERRAGENNFHER

BF

1 ELEAOM@UF | EB—TEHE (Monitor) > Edge.

2 1#&—TF Edge WEH K ARBIZ—TRHA (System) ES|ZEK,

#R
F#E (System) RS|ERDHEIREN Edge BRAGHWRBRFERAEFMESR,

Monitor ’ Manitor Exige

Network Qverview = bl-edgel

Network Services

Routing Wed Sep2, 10:43 now < >

Alerts

Events

Reports CPU Percentage Min: 0.0% Maxs 1,0% Average: 1,03 Memory Usage Min: £0.0% Mex: 64.0% Average: 61.2%
Configure 2 100
Test & Troubleshoot 50
Administration

0

© Configure this Edge 12:00 15:00 18:00 21:00 12:00 15:00 18:00 21:00

@ Events from this Edge

Min: B9.00 Mzx: 341.00 Average: 101.31 Min: 0 Mazx: 0 Average: O
© Remote Actions Flow Counts " =2 Handoff Queue Drops in g

Q Generate Diagnostic Bundle

© Remote Diagnostics I 250 0

12:00 15:00 18:00 21:00 12:00 15:00 18:00 21:00
Tunnel Count Min: 4,00 Masc: 4.00 Average: 4.00
B
0
12:00 15:00 18:00 21:00

HEEENERRRTIEEEMEFEREANEAEFMAER , UREM. ERENTHE,
s CPU BZ H (CPU Percentage) - CPU AR E L,

= OHEMEAR (Memory Usage) - iCERERAENE L.

s FEBEHB (Flow Counts) - REMNFTE,

s EXFHERZEE (Handoff Queue Drops) - BB HEATHIER MR EMNH T,

» BB (Tunnel Count) - B8 TERERAI ST

VMware, Inc.
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KEBETEEER LS , TREESFAER.

MERTTEREENRE

1£ 3.3.0 lx™# , SD-WAN Orchestrator RE#EFEESHBMENRESRTER , LURHET REMBEE#HEE
fRINEE., #® 3.3.2 MRBAE , SD-WAN Orchestrator €8 HE#SE Edge WRESRTER , MXEBR
ERTENRBRE—F. Bl , EXBERPHBEFFHASARESATTERELA.

ﬁu \ﬁ%ﬂ}bﬁﬁﬂ

SD-WAN Orchestrator BRI A #REFA T ERRBESNHRITE (85 27— X) REABRTERR (8 24
PNE—R)MAAER., TREARESTERNFENREBNZEEM.

R6-1. RELGTERNEASE
fRRFE 3.3.0 AINMAE 3.3.0 BHMAE 3.3.2 LHMA

= 5 8 5 niE 5 9iE
] 2 N Shi)s: B
& 8 /NEF BB 24 /NBE

R 6-2. RERTTERREXE
330 FARASERE 333.0£FARIE 333 2A£FARABI 3.3.2A4BARIRE

BRAFR 3.3.0 THRE HEENRE RENRE FHENRE #EHRE
= 6-10 B 14K (FERE). IXKEE 14K 14 X 14 X
KIE)

A 10 -14 38 2B iR 2B 2B

& BZ1F B BB BZ1F [EEiE)s3
FREES
. ERMK 332 ARBUMARARESRTERSHRE?

%Eﬁkﬂﬂfnéﬁﬁ#ﬁﬂﬁ Hﬁ% ) nﬁﬂ—r flowStats.daily.rollup.enabled %, ?&E;EJ true,

s {f Edge BERXARANREBHE LRA/MA?

k78R , B Edge BARZNELA—TEERE. B¥HE 5 DEHEXYN 3500 BERE, BRI
A flowStats.daily.rollup.flowLimit ,_?Rfﬁlklﬁ- , 1@3&%1 Edge @ijﬁ%@ﬁ’]mbi%{ﬁ o

s FIER cEFEE

ER
MAERSEATEAENEL, BALMER flowstats.daily.rollup.edgeflowlLinit RGN RE
AHERE , EFEM <ecdgeTd>:<nunFlows> WERS|IR/ERE . ZRZAERESHETETERE
15 X,

» RESFERFRERUZRESARE?
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FHESTERNRERAITE SD-WAN Orchestrator L retentionWeeks. flowStats.daily
REABTRE. RENRESATERRBEUTRERT 13 52 BNEEHBRFERT.

» ERARAR U REERERARERTER 15 RELE?

B, RERESTERNRBUBERRK  TRREBR LEATHELREGTER . BUUER
session.options.maxFlowstatsRetentionDays AERNBRRREEEARENKE.

» BARULEER K RESEERSEELERMER?

HREEAER EWARBBEMEIER , {8 SD-WAN Orchestrator Ul LB FIIEEE R AR
TEAFIGTTER K MAXERRE.

» REAHITEAMEIER?

HREERERTENRASESBEEMEENREAER  XER MU HEE , BLRGEAH (CPU/
BHVHE) K4EEEA MySQL RBGERFTRHEIMEEME .

» ARBENREFEFTREZIMTELE?

HASARESATENRAERSHMEENRELAER  WMEBMUMEE , Bit VMware FRHAER
BEXFEAIEREFESR  LEERAKTERNNTE. FINE , REANAERANZHEERERS
BTESRTERAEN 1/8 ; BEERANEE LEUAR Edge fiEX 2B ARENBIML. Em
i, RENREERTFEZEARAEBETENEREE , SHERTEATERMESS . HR-—HRAERAR
PHEBERNES |, VMware ER2EABEHRE , UMEXE Edge EREBEZBRARTERE.

SEREHE

BETEREATTENRBARERT 15 3N RNESHBRNGERET. £3.3.0R+% , SHETERES
STERRENARANMCRABEAR. REETHEREZYAGATREERENE. EEEVELRR
RUBEREHE , FBRITUTSR.

1 f£ SD-WAN Orchestrator BEERF , #H—TRHKEAS (System Properties).
2 HEZRHKAB (System Properties) EETF , IH— THIERMAARR (New System Properties) 124,
3 EFHELEAB (New System Property) HiEH R+ -

a 7TERBW (Name) XFWMMA , A retention.flowstats.dayso

b HEEREE (Data Type) FHRIRNIIEERAF , BEZBE (Number),

c 1E{E (Value) XFWP  MARBHE CAXREN).
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New System Property... ? %
Name: | retention.flowstats.days

Data Type: NUMBER ¥

Value: |?

Value is Password: Yes— @® No

Value is Read-only: Yes— @® No

Description:

Changes the retention period of flow statistics

Save Close

4 EB—T®RE (Save).,

AR AR TS

EBEERFAYEE (Monitor) BEEMMAKRKRE , BEEE R Non VMware SD-WAN Sites # VPN &EiE
AREE

BRI LR — T W& (Site) ERTHH Non VMware SD-WAN Site UBRBEZEA R , WBEILENEREE
%ﬂo

Non VMware SD-WAN Sites B G :

m  |aas : AWS

m  CWS : Zscaler

= Non VMware SD-WAN Site : Palo Alto. Sonic Wall

»  JF VMware SD-WAN Hub

Non VMware SD-WAN Site EE &8 NREMBIERE. A THHAREERNER .
EHE E%

Bt DES

Ae Bg/ChEER

st
®

RERA
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B H--EN
~ Mon-VeloCloud Sites | Vel X
& - C B httpsi//veloacme.velocloud.net Fiv =
VeloAcme
Monitor
e | Non-Vel oud Sites
Edges
Alerts DAKOTA ; =
Events MINNESOTA
Firewall Logs SOUTH WISCONSINI
DAKOTA M ICHIGAN) Torento
Configure Chigath NEW YORK
Test & Troubleshoot NEBRASKA | OMA L
ILLINOIS o o
Administration INDIANA
WEST 4oy - SDEN:
San Fi gl b e KANSAS  missouR! VIRGINIAL
KENTUCKY. _ VIRGINIA
! ~ NORTH
OKLAHOMA TENMNESSEE = CAROLINA
Los:Angeles ARIZONA ARKANSAS -
2 i NEW MEXICO MISSISSIPPI c‘f‘%ﬂm\
i e ALABAMA
Eeliieyo 2 GEORGIA +
3 LOUISIANA -
Houston
Go gle Map data ©2016 Google, INEGI | Terms of Use
Site Public Address Status Tunnel Status ~ Used By Last Contact Evems
1 AWS 54.240.202 249 0 m 3 Profiles Wed Feb 10,17:49
29 Edges
2 Electric Fremont 184.105.177.238 o m 4 Profiles Fri Feb 05, 21:58
co 29 Edges
=

EEREH

X IhaE (BE#E (Monitor) > B H (Routing) > Z R EIE (Multicast) RS|1Z2H) @RS HERFEANZ Y
&% Edge &3,

Monitor

Edges

Network Services Multicast

Routing

Alerts | ) |0 2 Refresn Display 3 items.

Events

Firewall Logs ‘ 1= Segment ‘ Multicast Group ‘ Source Address RP ‘ Multicast Edges Created Last Update
Bt l‘h Global Segment 2251.1.1 = 3.3.33 2 Edges 23 days ago 4 days ago

L Global Segment 2251141 10.7.0.25 3.333 1Edge o EDGE2 23 days ago

Test & Troubleshoot [ Global Segment 224411 102025 NA 1Edge |\~ EpgE7 4 days ago

Administration

Iulticast Group Detalls - Global Segment / 225.1.1.1/* @

v | @ | Refresh Display 2 items.

‘ 12 Multicast Edges | Upstream
1 EDGE-2 GE6 GE6
brnetworkt
2 EDGE7 EDGE-3 br-network1
View PIM Neighbors. EDGE-3

PIM 3 #5848
TEERTR Edge B9 PIM =% (&

ER). BEHREE PIMFZHHNNAE. 58 1P it , UREEBE,
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Multicast PIM Neighbors: EDGE7 x
| v |0 @ Cols Display 1 items.

| 1= Segment | Edge Name | Interface | Address Created Last Update
1 Global Segment EDGE-3 10.3.0.1 Sat Apr 07, 00:53:08 23 days ago

Close

IA.II- —
BEEETR

SD-WAN Orchestrator 28 /RIhgE , TEBEREBEAN—SZEACEEES SHMOZEFERASE),
B LB EE AR P A BEE (Monitor) T AR — TR (Alerts) , SUZEULIHEE,

&I LATE SD-WAN Edge BERREHEL . WAN B LK. VPN BERASRE L Edge HA REEBHE
BERER, SUUHESEETERERATEIZEBERETUERNEERE, B LIERE
(Configure) > T RMBEA (Alerts and Notifications) FiREE R,

= - "El

//Alerts\\f'elo»f\cmeﬂlaloi x

&« C £ httpsy//veloacme.velocloud.net Qe =

VeloAcme
e
Edges

Network Services B | Febo, 2015 1343 < > vriter
Events
Firewall Logs Items1 —100f10. Show|30 * | perpage.
Configure
Tir T Status
Test & Troubleshoot
TueJul 21 20151416 Edge Down Edge Closed
Administration Edge = Closed
A 1) Link down on Edge VeloAcme VPN Edge Closed
Edge Closed
Edge Closed
Edge Closed
Edge Closed
Edge Closed
Edge Closed
501 Edge Down Edge Velok Closed

B NREERAEEEFXERRNFEREBIIBEA | SRR SD-WAN Orchestrator #14.
B EERNTHNYYE b EERE/EFREVH.
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BCIREA

BEERPHEHS (Events) EEE R SD-WAN Orchestrator FTEENE4., EL 41 17 Bh 2 ¥
VMware ZFHE/EAREE,

B LR — T EH (Events) EHEFRETH [E4 (Event)] E& , UIRRESFHFHER.

O - -Em
/ ~ Customer Event 'VeloAcme X
o | [ 1 itor/ g =
&« ¢ (@ httpsy/veloacme.velocloud net/#!/monitor; Qe =
VeloAcme
Monitor Events
Edges
Network Services Custom ¥ [ MonFeb1, 10:00 now < ¥ vriter
Alerts
Configure Page Il 2 |/ 3 Items 1—300f 73. Show|30 * | perpage.
Test & Troubleshoot .
Time = Sevel
Administration i WedFeb 03 10:50 I INFO edit '5e network service [Websense-Account] of
type
i WedFeb03 10:43 INFO reg twork service [Websense
ul
i TueFeb0z1707 Raft-500 INFO ed communication with
i TueFeb 021707 Raft-400 INFQ & -E5T ed communication with
the
) TueFeb 02,1703 Raft-400 ERROR o cating with the
rct
€ TueFeb 021703 Faf-500 ERROR d s nat cor g with the
i TueFebDZ211:21 Configuration applied Raft-500 INFO
i TueFeb0211:21 Configuration applied Raft-500 INFO Apgplied new configuration for deviceSettings version -

[ (Events)] ZhEERT A ZRERG T 51 &

n EREFBNRRRR (REMEFHE]

n EEWE LFBRE ST (MRS EE]
n  FEINERFERSARREER (REMEE)
w ISP MBEFERAY DT [MRESERERE]

BEBERE L—ECARIFHNARE

MREEESE THBEALMER Edge & Orchestrator HEEL  EEEKEEZE Edge B (Edge
Down) B/R, Edge HE{EHIBEXELZE SD-WAN Orchestrator i , i EERE L —ECHNERE
M 7E Orchestrator EE4ZEEA [ fAFRARE | WEH.

BERFEREHEY Edge ERZHRVAR  YERAXHCH | REF | NARAENER , KHA5-6
78, HA Edge WEREBNRN10-12 D&,

B WWEREEE Edoge BRANEEBERTE, NRRAREEPHEREARMERZE Edge #
Orchestrator B4R , Al Edge Bk [ SRR | E4  YERZEL—EENRFNER EE . €8S
EESBLUMEERERE. REBEAETEEBER,

““““ Events (]
e
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Syslog X &M VMware SD-WAN Edge 4
TRIRAPTEHZE Syslog WERRMFTE ATEE VMware SD-WAN Edge E4,

=4 BREM L]
BW_UNMEASURABLE R ERLEEFAAERH SD-WAN Edge
EXE,
EDGE_BIOS_UPDATE_FAILED SHER 1£ SD-WAN Edge BIOS Bk |, B 12-
upgrade-bios.sh IS BE4L .,
EDGE_BIOS_UPDATED =5 £ SD-WAN Edge BIOS EH KM | A1
12-upgrade-bios.sh IESBEL .
EDGE_CONSOLE_LOGIN =gl EEBEEAEEETASMBA SD-WAN
Edge B4,
EDGE_DEACTIVATED =L 1£ SD-WAN Edge EEREMEARER X
HEFLAMHEEBMEEE. BRARER
SRETE,
EDGE_DHCP_BAD_OPTION s FEATRIERN DHCP RIERE SD-WAN
Edge BEL,
EDGE_DISK_IO_ERROR =L TEFH AR /PR AR HA R B AR BERE 1O SEERES | B
SD-WAN Edge B4,
EDGE_DISK_READONLY BE BRI E ARMEEE R, B SD-WAN
Edge E4%.
EDGE_DNSMASQ_FAILED SRER Dnsmasq R K BEFEL
EDGE_DOTIX_SERVICE_DISABLED 2L BE & SD-WAN Edge 802.1x IRIEE R |
F vc_procmon EHE
EDGE_DOTIX_SERVICE_FAILED FHER & SD-WAN Edge 802.1x AR & BB |
f vc_procmon E4E .
EDGE_HARD_RESET =L EFHEDHEIEA SD-WAN Edge BERE
EDGE_HEALTH_ALERT 3= EENTHELREXEERREEHE
BF , BB SD-WAN Edge B4,
EDGE_INTERFACE_DOWN =5 ENEBERE , AREBERESHEL.
EDGE_INTERFACE_UP =5 ENEHRE , ARERESHEL.
EDGE_KERNEL_PANIC ZR & Edge FERF R L BB HIIMAR B 24
A% Edge EFHMLUETERE , B
SD-WAN Edge E4 . Edge EFF#E
WEEFWREBIE 2-3 94E ,  Edge &
SEREHFHH.
EDGE_L2_LOOP_DETECTED fRER {83812 SD-WAN Edge L2 BB REL,
EDGE_LED_SERVICE_DISABLED 2L BE & SD-WAN Edge LED RIEERE , B
vc_procmon E4
EDGE_LED_SERVICE_FAILED FEER & SD-WAN Edge LED IRIGKEES | M
vc_procmon B4,
EDGE_LOCALUI_LOGIN & ERENAE Ul BARIBEE,
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B4

EDGE_MEMORY_USAGE_ERROR

EDGE_MEMORY_USAGE_WARNING

EDGE_MGD_SERVICE_DISABLED

EDGE_MGD_SERVICE_FAILED

EDGE_NEW_DEVICE

EDGE_NEW_USER

EDGE_OSPF_NSM

EDGE_REBOOTING

EDGE_RESTARTING

EDGE_SERVICE_DISABLED

EDGE_SERVICE_ENABLED

EDGE_SERVICE_FAILED

EDGE_SHUTTING_DOWN

EDGE_STARTUP

EDGE_SSH_LOGI

EDGE_TUNNEL_CAP_WARNING

EDGE_VNFD_SERVICE_DISABLED

EDGE_VNFD_SERVICE_FAILED

VMware, Inc.

I
o

2]
W
o

Iy

;Hn_

o

.
gll:ll‘

m

4
o

W
il

4
of

W
o

Iy

;HI'

o

e

EERERREERFENE Edge I8
BEASCHERERNERAELES 70%
RARER , B SD-WAN Edge B4, BIR
ERREETON  UANBEEERF
RERREAEP TN ERRIERRE
R, MRTREEEAEE 70% RESHE
MIFERB o0 ¥ , Al Edge BEE ISR
RAL , N ERHEEE
Orchestrator,

BEEREGREERFENE Edge £E
BEAER S0% AESAARERK , A
SD-WAN Edge B4 . WEHEER 60
P EEERE Orchestrator , OB
FAERZE S50% BREBEUATAL.

E mod fEARREN S 1F A i R Sk BUR BB
%8, B vc_procmon B4,

mgd FRFE K BEF , B ve_procmon E
=

ZEBEIE DHCP BRI BIFH DHCP
FAFmEEL,

MEFORAFREREREL.

1£ OSPF F¥#PARREMEEE (NSM) B4R | B
SD-WAN Edge E4%.,

EE S THRIA SD-WAN Edge EHBI#

EFHEDHEIEA SD-WAN Edge RIS EH
BEREL.

& SD-WAN Edge EXFHEREEARKE
==

& SD-WAN Edge ERTFHEHREBRAKE
£

& SD-WAN Edge BRI FHERKE KBEGE
=8

& SD-WAN Edge BRAREE.

& SD-WAN Edge EEREBEX PHIT
BELE.

153538 SSH BABEREA#ME , B SD-
WAN Edge B4,

& SD-WAN Edge ZZ|HBERE IR

& Edge VNFD IRISEMAE , A
vc_procmon E4 .,

& Edge VNFD BRIG . B8 | B

vc_procmon B4,
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B4

FLOOD_ATTACK_DETECTED

HA_FAILED

HA_GOING_ACTIVE

HA_INTF_STATE_CHANGED

HA_READY

HA_STANDBY_ACTIVATED

HA_TERMINATED

INVALID_JSON

IP_SLA_PROBE
IP_SLA_RESPONDER
LINK_ALIVE

LINK_DEAD

LINK_MTU

LINK_UNUSABLE

LINK_USABLE

MGD_ACTIVATION_ERROR

MGD_ACTIVATION_PARTIAL

MGD_ACTIVATION_SUCCESS

MGD_CONF_APPLIED

MGD_CONF_FAILED

MGD_CONF_ROLLBACK

VMware, Inc.

=@M, mT - ¥5
=&, mT - B

e

EEEETHE SD-WAN Edge BAFESR
REE.

HA B ARRER AN (HA Peer State
Unknown) - E1¥f Edge R EXTEE
AR EE , EM{E HA Edge R RE—{EEE
Orchestrator MFEETEMGELE.

HA REEBE, EERATSTAY (HA)
Edge B AR , A5 (Standby)
RBERT (Active) BEE4L,

HA N EREEFERERT (Active) BFE
&,

EEAT (Active) FFdr (Standby) Edge
HERBARSIHEL,

HA #5fr Edge EEZRMALH . ETHH
A BCENHEBARGRIEESL.

& SD-WAN Edge L#) HA BERBE
H,

& SD-WAN Edge #t MGD W Z| £ =l fE
BFELE.

EIPICMP FERESERESE,
IPICMP EIERIRREB EREL,
B WAN BETHER [ B8R | BEL.

WAN E# FEZI M REREHIRKE
HEEL EPBEL,

ERERE WAN B4 MTU BEXE,

H WAN EEEan [ SEAER | RER
EE,

E WAN EEEERA [ TA | REHE
*,

& SD-WAN Edge BUAXMBEE. KA
BEETER  2ARARITHEHE
Edge,

& SD-WAN Edge #870 FRF{EEBEE %
BEEE,

& SD-WAN Edge RRIIRRFABES,

£ Orchestrator F ATV AHRE R B %
Z SD-WAN Edge BERWEARELE.

13

i3

& SD-WAN Edge EAERY
Orchestrator FTVAHREB T RFEL

& Orchestrator xR R RIEEZ
SD-WAN Edge TREMMSEAEERE
&,
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B4

MGD_CONF_UPDATE_INVALID

MGD_DEACTIVATED

MGD_DEVICE_CONFIG_WARNING/

ERROR

MGD_DIAG_REBOOT

MGD_DIAG_RESTART

MGD_EMERG_REBOOT

MGD_ENTER_LIVE_MODE

MGD_EXIT_LIVE_MODE

MGD_EXITING

MGD_EXTEND_LIVE_MODE

MGD_FLOW_STATS_PUSH_FAILED

MGD_FLOW_STATS_PUSH_SUCCEE

DED

MGD_FLOW_STATS_QUEUED

MGD_HARD_RESET

MGD_HEALTH_STATS_PUSH_FAILE

D

MGD_HEALTH_STATS_PUSH_SUCC

EEDED

MGD_HEALTH_STATS_QUEUED

MGD_HEARTBEAT

MGD_HEARTBEAT_FAILURE

MGD_HEARTBEAT_SUCCESS

VMware, Inc.

ash

e

Ei5Ik#4 SD-WAN Edge WIREERER
(Operator Profile) &4 Edge #AFEAK
EUNEBMBREE.

& mod REEAEZRER SD-WAN
Edge BEXE,

ERERNET-BU/ERNEERERESE.

& Orchestrator K EHEN{E (Remote
Actions) E#Bi# SD-WAN Edge BE
&,

% Orchestrator BEmENIE (Remote
Actions) EF B8 SD-WAN Edge E£#
ERFERERFEE.

& SD-WAN Edge E#B# , LAE
vc_procmon RREFNEFERIESE.

& SD-WAN Edge W EEIRIEE AR
EREFEE,

& SD-WAN Edge FH BRI 4 R ENES
EREFEE,

& SD-WAN Edge LR EERISRIRILUE
TEHREEEE.

EEEFEX BEMEF , B SD-WAN Edge

B X E Orchestrator W& E &
ByBS | B SD-WAN Edge B4,

EHEIXZE Orchestrator WREFAFER K
IhEF , B SD-WAN Edge B4,

EHEIXE Orchestrator R E& T ERHE
A{F5IEE | BB SD-WAN Edge B4,

& SD-WAN Edge 2R AH FMEREAE
MARRELE,

EHXE Orchestrator IR R EETE
BB, B3 SD-WAN Edge B4,

B X E Orchestrator W2 MR NGKE
B IhESF , BB SD-WAN Edge B4,

E#KZE Orchestrator WREMRNGETE
BHEATSIEF , B SD-WAN Edge B4,

[ Orchestrator E4ASEEIFNIEEF | B SD-
WAN Edge E4%,

E @ Orchestrator B4 HEBIENSE KM
B , 1 SD-WAN Edge B4,

B8 Orchestrator B4 REEIRNSERKTH
B , B SD-WAN Edge B4,
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B4

MGD_INVALID_VCO_ADDRESS

MGD_LINK_STATS_PUSH_FAILED

MGD_LINK_STATS_PUSH_SUCCEED

ED

MGD_LINK_STATS_QUEUED

MGD_LIVE_ACTION_FAILED

MGD_LIVE_ACTION_REQUEST

MGD_LIVE_ACTION_SUCCEEDED

MGD_NETWORK_MGMT_IF_BROKE

N

MGD_NETWORK_MGMT_IF_FIXED

MGD_NETWORK_SETTINGS_UPDAT

ED

MGD_SET_CERT_FAIL

MGD_SET_CERT_SUCCESS

MGD_SHUTDOWN

MGD_START

MGD_SWUP_DOWNLOAD_FAILED

MGD_SWUP_DOWNLOAD_SUCCEE

DED

MGD_SWUP_IGNORED_UPDATE

MGD_SWUP_INSTALL_FAILED
MGD_SWUP_INSTALLED

MGD_SWUP_INVALID_SWUPDATE

MGD_SWUP_REBOOT

MGD_SWUP_STANDBY_UPDATE_F
AILED

VMware, Inc.
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13

e

EEEFYEEREHHEE Orchestrator
REM M B O ZMEELE,

BEHEIXE Orchestrator REASER &
BBF , BB SD-WAN Edge B4,

EHEXZE Orchestrator WEAGZ T ERR
IhEE , BB SD-WAN Edge B4,

E X E Orchestrator WEZESFTERHE
AFHIEF , BB SD-WAN Edge B4,

EEEFEELKEF , B SD-WAN Edge E
4,

EERENGENERF , B SD-WAN Edge E
4,

EERF B ERIHEE , B3 SD-WAN Edge &
£

EEMRRETEREES,

3

EENRBRARMASEEREET—
HEEE,

EHNERREERZE SD-WAN Edge B

1£ SD-WAN Edge E£Z % Orchestrator
BIAE PKI BRARBEL,

£ SD-WAN Edge ERIIZREBAR
Orchestrator BRI PKI BEREL.

& SD-WAN Edge ZERBEFEAEERM
BRRELE,

& SD-WAN Edge LN EEBERMENE
=8

ETH Edge BMBEHMBAMEFESE,
ETH# Edge HBEFHREHIBELE.

EHEENERARKRES SD-WAN Edge
TR T BEE R E L

ERRENRERMFELE.
ERDTHREZRUBENEGEE.

& Orchestrator INEIMNEBEEHEHEN
BEE.

EHREH%EE SD-WAN Edge E HBI#

B3 HA Edge WEIEEEH A RBFEL,
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=4 BREX L]

MGD_SWUP_STANDBY_UPDATE_S & B HA ST EBENRRIEESE.

TART

MGD_SWUP_STANDBY_UPDATED BE 15t HA Edge BB ETBAMRRTELE.

MGD_SWUP_UNPACK_FAILED $HER & Edoge EBZABETHNRBETELHHE
BESEE.

MGD_SWUP_UNPACK_SUCCEEDED  ¥&# & Edge IS E THN B ENELHHE
BAEREE.

MGD_UNREACHABLE 235 EERTHEEREFELHEEYH
Proxy BBEL,

MGD_VCO_ADDR_RESOLV_FAILED &% & Orchestrator {3ty DNS AT 5k BB

MGD_WEBSOCKET_INIT (EE] E# M Orchestrator #18 WebSocket &
EEE,

MGD_WEBSOCKET_CLOSE IEE E 82 Orchestrator B WebSocket EflE8
BABFELE.

PEER_UNUSABLE R EENEERTENE  UENERER
FARBSELE.

PEER_USABLE & EELAER-BREHE  HENERER
ERIELE,

PORT_SCAN_DETECTED & EREEERREREL,

QOS_OVERRIDE =gl EELUBERERT (FERERE).

SLOW_START_CAP_MET EE EEBEENEERME FREEL. &
UeEEXTR

VPN_DATACENTER_STATUS &, &5 g VPN BEREEEREE,

VRRP_FAIL_INFO = E VRRP KBFESL,

VRRP_INTO_MASTER_STATE BE B VRRP EAEHIBIREREE.

VRRP_OUT_OF_MASTER_STATE =5 & VRRP BB X EI B IR RERGEAE

EEwmE

EAOMU P [EH2R (Monitoring )] BRIRITBEELRE  WHEHEBSREAKRKEE , UK SD-
WAN RENE@H 2 HNHBER. BRETRECHRRETON.

B BEFENRAESN , BEAREREREN. b/ | SLE|E W IFERR SRR BRI B6F
ELEAOMEWLS | 2—TEHE (Monitor) > & (Reports),

BEEEVHBME

1 1S (Reports) REF , R— T H WML (New Report),

2 TEHIEWE (New Report) BEF , MARENHAMER , REREFBRNEREA,
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3 #®—T#I (Create),

New Report x

Please note that reporting is limited in this release

1. Reports have a 14-day maximum time frame

2. Repons will time out after 3 hours

3. Reports are not allowed with more than 600 Edges
4, Reporting will retain up to 10 reports in total

S ——
|Repart_Oct

[10/03/2019 10:42 i
[1o192009 10:42 88

B BREELAH 14 X, &% 600 {8 Edge B
(Reports) ERIR— X ASREHZHHN 10 EFHE

. MEELEXRSE 3 PMEFRAR. BE

BMEEENAME (Status) SERERER, THE , BUIER— TR (Completed) EER T H L

yoniser Reports
Network Overview
Edges w0 [>Bezervien |' 3 Rmiresh |
Network Services
Status Hame: Caeated By
Routing
Alerts In progiess Repest_Oet superveiacioud net
Events & Compieted Report_Sep superveiocioud nel
i
Configure
Test & Troubleshoot
Administration

T#®#E (Download Report) REIRH T 51321F -

Download Report... x

A 3
&
£

Close

Dizplay 3 tems.

Creted Dale 4 Report Period

FriDec 13, 10043 42 Tue Oct 01, 10:42°00 - Mon Oct 14, 10:42:00
Fri Dec 13, 10:41:35 Sun Sep 15, 10:41:00 - Sat Sep 28, 10:41:00

FriDec 13, 1004109 Thu Aug 01, 10040:00 - Wed Aug 14, 10.40:00

ALK BETHA POF , URERENER S HNEREE UEFRERT). LBEHSRRENSEE

J|ARME 10 1E}ﬁfiiﬂglﬁ$o
BAEERERIRES M CSV ERNEXTERERE

n ERIGRESETERD. GREE EARX. Edge WEBNRH , UREXNBEUNLTASHF

] /Ju.sﬁﬁﬁiﬁ ,E(E/_TH;.FH\ /Jlbsﬂg@ Eﬁﬁﬁ_ﬁ Edge E’J%ﬁﬂ;ﬁﬂﬂ J’X&% *[IJ%HQE’M

VMware, Inc.
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R E B ER

DEERRFREBBEEXRE BIWXRE . MARAM AR LERARRRN  SEEIBRBRAER
HEETAR. EXETEAAN/IENEENRELARER , ARIIARERTER.

EERBARES  MUASEERBMATENERLAMR (VPN) REE. 4l TUSHERERE
ZRFERD OB AERYE  EETERUEBBEEEEER [ 9XB 9% | ETEE , PCl ERTER
EOEZERSL , LUREY PCl 485,

BT BULUABELREFRERS 16 BER.

EEREEREFNER , FRT TSR

1 £ SD-WAN Orchestrator EEBE iR+ , BZERIE (Configure) > EE (Segments)., FIRT¥NE
BX (Segments) EHEBEENHE .

Segment Name Description Type Service VLAN Delegate To Partner Delegate To Customer
0 [Default segment for traffic | Regular 5 /@ o (%
Guest |user flows hidden Private 3 -+

2 BT+, RAEBATIFAERURERNER.

L 1) R

BREH BRE® (&% 256 BF ).
A BERHHA (& 256 BFT).
fcFic) BREMAURTIIHF—IE

m —f (Regular) - EXEERER

m FA (Private) - FREZERAIRESEERERAEBLEFTRORE.,

m  CDE - VMware {4 PCI REM SD-WAN . EFAERIERE (COE) BERAREE
PCl B ZERIA VMware PCl RENRE,

T HA2HER , AU EREREA—K (Regular) M A (Private). HRIFZHER , 8B
a2 —M& (Regular), CDE S\ A (Private),

BR# VLAN (Service BR#E VLAN #BITE. MEMBEN , 2L 2M% YUNF AN ERZERERIE VLAN 2L E
VLAN) GREMN) BE.
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W e
ERREERME HRERSBIULZIT R, WREVEER , SEBHEEL2FERANAR BENEERK).

(Delegate To Partner)

ZRMREF (Delegate HRERSBIULZIGHR., NRIVEER , FFEEZSFERANAR BENEEIK).

To Customer)

3 EBE—THRE®E (Save Changes).
MREERREBFA (Private) , AIEE :

s BRT VMware %], VMware B8 | UREEBR LEZXNFEEERK S ERHENTHANE— P
HRE , T2RERAEREHRITER LEZE Orchestrator,

» FAANEREEERDEHIRERE.

n FAHFBEEFREMARARAKSERE (Internet Multipath) , BEAFEREABEBREKRSERE
(Internet Multipath) WE# /R A€ H Edge BEZB = AHE (Direct).

MRKERRES CDE , Bl VMware £## Orchestrator MiZ&IBiSERA PCl BER , BB PCI
gER. ME (EiLAI CDE FE) SEEZBANEH PCIRE , BNV PCI #E.
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BEAMEMAE , SD-WAN Orchestrator Al ZBERIETE (Configure) > {BI& IR (Network Services)
R EHF RIS

R NREERAAEFXEERNEAERIBEAN , B8 REERER SD-WAN Orchestrator ¥4+,
TREEEIFONY , WEERE/EHREYYE
SR LR TE T B AR B% AR S

= Edge #%

= 3E VeloCloud ¥ &

. EWRTEMRE

. VNF

= VNF R

= DNS fR#%

= Netflow BE

n RABEKREE

= BEERK

B REMARBRBEILBREMER , BUREMIEFETRE.
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&5 SD-WAN Orchestrator T A F & 1EBRIE (Services) EEBREE W VPN H1E , BEHRFEER
% SD-WAN Edges WRE, HEEMEE Edge HE . £/ Edge WREHE . BR. Edge & VPN H
RER/REEHPE,

AEHFW T EE

= [ Edge #H(L

n REN
n REESRZ2MHRE
= FRE DNS BR#%

n  RE Netflow :&E
n FAAREEE

R E B 7 AR A

R Edge &R&E1L

B7%A VMware SD-WAN Hub B8 — VMware VPN BB EX N HEZRAELNPEHRE, HRES
BTEEREANARAE  RIFEAREAZSETERERE Edge , MEAZERMLEERRE. B2 , &
EFEEAENNFREREINNENETKE, EECTELEINAZEHE , BREHEFEEL—EER
ERUEER  WIRHAENERED.

SD-WAN Edge #£{t T #R SD-WAN Hub RIEMNEE  RACTHANREY Edge FBEES | MK
REZDRENBEESEHE, Edge EE{LAEEB SD-WAN Edges WEEREMNETHSTAM (HA)
FEMREERED, REMEdge WAERE , ESEWRELHEEARER FIE,

VMware BEEFHNFEAAREE N ES Edge, MRZERN , ©M A AFEEKE — Hypervisor L%
{& Hypervisor &,

on VMware SD-WAN Site
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BETPMWEE Edge HEEH M@ SD-WAN Gateway BEFHAENEHFATER . EHESRIE Edge 19
CPUMiCEREAEURESZEHENBEEHE RE | ¥ Edge RIENBERETILERRT, S
FHFABTSEEEN , T ERBREEN., Edge BEEEFSRBEAERPOANFIE,

fik ML, Edge BEMTARATHELMAR , HINEHE. BEHH Edge HELEAFTEAS
PIRRET AR B ERERE S EETHE,
Edge & ELNEELX
AEFER At SD-WAN Edge BRI EEEES NHRABE,
THMEEHZHRA SD-WAN Edge BELINEE
» Edge BEMAARPEL , AT :
. ARPENBERESMEATEZMER Edge FIRERENTE.
» BEIRXH Edge BMHRZEPERE , YRS EATREBRESHMEENTE,
» BETORAGEMGEAENEENHE , OITHR:
SHEHFEAEMNERES A CPU AR, KEREAENEERE.
» SECHEIEEHFEURILRT , HAESR 100%.
n BERENETCERANSNER Edge ARNETRTERER,
n ZEFEAEESLLEENBERFIOFTE  UESHEBNESETS 1-100),
n HMAREEEZELENRE  CPUNRRREEAENEHERMREEFR/LHERENRE XD,
s flfn | ¥ Edge 2000 L :
= CPUfERZ = 20%
» RREEEAE =30%
n CDESHNEEEH = 600 (REA 6000) = 10%
s EEH¥S : (20+30+10)/3 =20
n AR70WMBETIEERRA [ BERE
s [EBEERE | 28128 Uk UUID , ATE—REBI VMware AN TE.
n  filmn, S8 Edge U—ERERFBRT , MESERKAUS —BEEBBBRT.
n EFEAERM Edge NEFEERE  BEIBNBLERE—H , XHARTEN RIS .
s XFER  AHEFHIRIFEE. Bt , BRESE—HIMNHAAE Edge MAAEFZEHREE R

BRE,
SREEREKSEEECH WAN F LAN TEHH IP Eit, HEZEEFMHFTE VMware SD-WAN Edge
MEEZE LAN in ¥ 58 3 BREBHTHRERABABE (FI0 eBGP) , AR ABEEEKEREK—WE
B ARG (Autonomous System Number, ASN), EH & LAN i FETERERREH , ATREKE DC 245
EXHBMENRESEBEEN Edge BEXEETHH.
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VMware SD-WAN FEN{EH Edge EE ?

HIEFIEE VMware SD-WAN #BE%Z , PREFBHECEIRZTERENBEBELMUERZ , X HGESE
MERHTEEEKGES K RNREHEREERG.

11!
11}

BGP

____________________________________

VMware SD-WAN Edge #%

HREE , SD-WAN REBH
s EEEFE
. BB
» RECRABDENTE
n BERENPEUMHEE
HRESTWESEREYHYH  MEgER
n  EEERI
. BB
s —HASHER (EBRTEEXESAEEREKBENEHMNES 30 VEH—R) , EHEHE .
= PEEFH CPU AR
» PREEFNZREEHE
» FEEANEETH
= HENBE BGP BHEFE
» BRELEANFHEWEIRETS.
ERIEARKBIRE T Edge WEMHEELR UL , EERFEBYHEBERBRPE,
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WA Edge HEIRMAHBEEFIFEFE ?

EESENPBANZEHED | SD-WAN Orchestrator 84 Edge IREH S AER 2 PBAIIEEZR DTS,
Edge EEXRHECERNFBRMZFPEBEBEZAGESEN B 1P utFEIEE) | LU Edge ARE
BEZTHE,

#t Edge WAERE , WITAREREHRERME. Orchestrator BB Edge HEER 2 PRI EER
MBABREEERRT  MIFELNTREERT. Edge EEREPRESLEREXZEMENHERER
WAL B ERE.

S G S A 1
DC SSRGRRRRE 1. AR
% APE—=--. . #EER
L3ﬂﬁ%§ | VT > | VMware
— @3-y spawan
=S~ @ui | ez
@Qu—
3. ERE
4 mERE ‘”E;<>/
EhiE 1M ’

T BEERIE 1 A ME B 2
M

Lei , EXARBTRAEMED I
. SIk—  FESAREERKOTE.
s FIk= BRI — , Edge ATREE TR FERS TR EIRK.

TER-RENERLTN , REARET I BERPARKENPBIEIRS Edge. EREER LRI , B
HERREGD , EYFRENERLIR  BA—RNEFEREHTRIRRT LHE Edge , BEEF D
BIOWAEEH R BFZ, NRPE1NERTDH 20, PRE2WERFDA 21, AIE 30 ¥R,
FiE Edge ##SREPE 1, WNZPETESER  UBRE-PHEHREIK.

Hit , FESLERETIFHEESTR , MAZEEEFNSD . Edge BERFITE (H Orchestrator L%
2REEESRES) SEETFHIRNE (ERERZHN Edge), BERT , FHEERBIBULSETY
2B,

m Edge BERBIBHEMBE TN FEHE = SHERWPBIEH
= il
n EEBRBEESBAR. 2. 3. 4 WHE{E Edge
» EF2EFENES
m 1%2=1.2%2=0.3%2=1,4%2=0FaE: [%| ARKRTEBEET)
m A Edge2 M 4 ERMWPIBIEE O
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= 73 Edge 1M 3 EIRMNFBER 1

Mt —HEEREREEEREEER , BRERT Edge SRBMEEARKIERKAEEHE , £
EERMERRER SRR,

B PREFMD GIm, BEERAN B, SEeERETHERIRERTBER, BERR Edge A
% Edge EXMBR —EE VIR (ERANER) , EEENERHTEHERNFREEAZERST
P9t B

EFEBEBEATNEERELRE  SREFTEBR?
Edge EIKEBEEERA Edge FH P HAMETHANFTEZE, EEFELBEREH BINMEFHEKE)
2% , Edge BT EHRH,

BE —RNE , RESEDREREERS Edge FHSTRIFE2E , THINIELETERRASE
BokEE., MRBKFHY , BEREMBLTEER 70% WEERE , MEEREAER.

HRATE LWL EES (S HEM Edge FTIEERR) , EXTHEFEINENTPECBBEATREREN
70% MR RS, MREBENER , BEPSE—AHPREHNBESERRN 70% , BI#E® Orchestrator £2
ERAEH Y  HEEDITEHINEFHIE. HRNFERABEERFBUERSEEK , 2 Edge &
REBHREWEKR , EHRAEBESETINEAEEHF FEM2EREHMPEN Edge BEEH T
&, URREESEEMEATHSE.

ETREBHAFNREFD LRE , SREFTERBR?
TRRTEHESHRENBET S (FENEREE) , BETHE 30 WAEEH R, BEET Edge

EFNERE  RMEREZEDIEARNEST . ERSARTERHEDENFESH , WsHRER
BEATEDREABESETEN Edge BH.

MREBDEHFEHEEEA , MPEBHERTSEB 70 (BBERTEREB 70%) , AIFSEREEFTEIE.
NMRCHABBDEHNFE , AF WS EFBNEBRF2EB 70 , AIFESS 2 ER — @ Edge EX IR
MENBRENTRENDE , ERMATENFTD EER 70 AFBIREENRERA L.

B KER  SFREBEHNTHE.

EME VMware SD-WAN FERH#T RN FEEIKE , SREMGERBR ?

NMESAANEFHFEHNAE  SEAREBERERERSETENAE. E28EAT K RESERAERN
HEQK , EMERAE Edge WAREIK. T8 , ERBESTVETEFRFENECERT , BEE
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MR Edge BAIAEZREZERETNTE , TSEZAMEEREMRERNER. EURARERELRE
B, AEMEMBNIERLT , Edge BTFEAREEIK.

MR Edge EREEETHNPE , WS -ARSEHERESATE , LASKEN | HEEHFR
E | WIEFETERE, fim, mRBRFECESR , Bl Edge BRASERIRABRMENEHEIK. RE
HERRAMRBEERNERER. B NRBRMERER , Al Edge $RASEIREERBERF
ENEHER. HREEBHRE HHTFEERRE) , FEEFRESIURNEHZBE Edge TR
ENESERHREIERF.

B EERSEBHERER , CARERNFEERGEETHNTEAR R Edge , B, THESHR
X Edge AW P EEIRNER , BAXH Edge FIESNFEHRRERZERETNPE.

& VMware SD-WAN BB SRE M EER ?

& SD-WAN BEREE K NRSEANFERSCEANEE K mME-ERANBEERM®TTIENER ,
RITJLAE#H 5K Edge, fHlin , BRAMESHE A BRI Edge , MBRBRFESHE B IBRGEHEE
# Edge.

BAFENBAKEEESN Edge REBEZETE B, AAERERFEREARERENSAERANE
iE»O

EBRFEERE , Edge EBXARILRAEERPEIEIK. /T#HE Edge £ LIMRHh BRI REH1E
A, PEERERSEEBHCERNTE MRENE). EMEEREERERE , R Edge B ATHIEIK
TEETHTE K MZPEHBETSER 70, IZFESEHNELARIBRUFSRANER , MAEA
HigEE STRAREBAMEEERZESHEKENCERNDE , W IEEBHEIKE Edge EITTL
ENTEBE.

MRBEPNFB/REEBDERE  SVREFTERBR ?

wmaEi AT , PIESE 30 WEM SD-WAN FEREEMER BGP 2ENBRERAY . WREEHEF A
RN HEX  BTERSREELRHERBEN BGP FMEE ALK , Bt SD WAN MEESRE
Edge AEEBEZESTAETERARN S —E+TE.

HAREHT 30 WEE—IX , BtEATHEUENREXZE SD-WAN FRENKERAER. SD-WANF
BB OVWEIT REFTHES 6 ERTE—TE2XEE[E LAN % BGP B , FREVRNSE
BESRE 3060, ATHRARMEPRELBRATHEHREEARAENRHE  RMBEHFLERINARR
B1ROVHT R, EXRTEEEANERE  CHEVENSEBESREE 120 ¥,

MAEEEDELRERRB ?

HRABEBETUERIRESZTESETNEMREFTE , Bit , BSRAAREGRFAEREL, flin, @
RYBNEESEZHIEREMN BGP B 192.168.2.1, BlIEEPHN AT EBEEREE 192.168.2.1 Uk 7TE
MR HEM,

BESMEPEMLH BCGP LITHEHER, RERKHH  WEKBBENIEE BGP HEK , RELTH
BHER.
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MRBEPHFBIR , SREMAERR ?

SD-WAN RESAFHEERESARER 7 ®) , 2RBREBEXH Edge. EXRTE SD-WAN H
B R HARBBBE TR WAN EEANE , FREVANREBEREIEE 7-10 ® EURR RTT).

R IE Edge &1L
A UK BAE Y S BRRE Edge BE.

1 #EEEH Edge #5 (Edge Cluster) Bl , 5B Z8RE (Configure) > MR (Network
Services),

Edge Cluster New Cluster Delete Cluster

Name Location Used in Profiles

East Coast DC Cluster na 1 Profile
1 Edge

2 EEHEEE
a 7f Edge #£E (Edge Cluster) EBifiH , #Z— T HHWE (New Cluster) £l
b 1 Edge ¥ (Edge Cluster) HEEA T , EEENXFHRPBAZBANRA.
c WEEE , FRAEBEHFE (Auto Rebalance) ((XFER TSR A L INEE).,
B NRBALEE  EPBESETNMER Edge BBEENS 70 B | XBHNEUESHE—E
XEHNEREHFE  BEEETOBRE 70 LT AL, X% Edge EFEIRATEN FRERE |
X% Edge ¥ VPN BB ST HES K BUAESARE 6-10 DHEKER, mMREEETFEH

BHERETOHER 70, AITENTEHNFE. WFERKETINFMAEN , F2REER Edge
ES(LWERSTX -,

Edge Cluster x

* Name [pe-Cluster-1
Description [Data Center
Auto ReBalance: 0b <

Available Edges & Edges In Cluster

Branch-1-Edge DC-Edge-1
Branch-2-Edge DC-Edge-2

| save Changes Cancel

d WA Edge (Available Edges) B F2EL— 1l Edge , REMEH > RAZHBEZHEPH
Edge (Edges In Cluster) B,
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e B—THERE (Save Changes), OREM Edge BEKSHEREMBREE ZEEER VPN
F1& (Manage Cloud VPN Hubs) EE M 7] AR Edge ML (Available Edges & Clusters) &
HTA.

g EATERRURPEEERN. AREAEAD/FH HA BEHH Edge , TERRETHMN Edge
(Available Edges) BEEEHH .

Manage Cloud VPN Hubs for 'Cluster_Profile' Profile. ?) %
Available Edges & Clusters VeloClowd Hubs Backhaul Hubs
e B1_E1_510_ a8 = B B1_E1_510_HA
dgel st L g = B Cusme' Clustert
b3-edget
bd-edget
§_E1_54 ’ >
anditional BackHaul @ &
adge i
New Edge Branch 1o Branch VPN Hubs
2
| 3
un@
OK Cancel

3 HEEEEN VPN HiE (Manage Cloud VPN Hubs) EEF |, & A L& Edge #E AR Edge R
BREBDPEZRERPHDE, Edge BRMAEEER , EEERAEERPE. B2 Edge BEEEEDX
BREEPHFIE.

4 FEFHABRE Edge BENHERE [ 27X F DX VPN | |, BELEPFHE (Hubs) EBiFHEIRFIE ,
REKHBZ9 X B9 X VPN FH (Branch to Branch VPN Hubs) &1,

5 Al ETREERTAEEFRUAETNWEBRARLEETE  5ERERPE (Hubs) BiFHEE
g , REFEBZEEPE (Backhaul Hubs) EiF .

6 ETERAKARDE, FRIA%KLEREME (Enable Conditional BackHaul) ZEUT . ERUE %
HREE (CBH) WERT , BEREARRBRERELTHERR , Edge HEEMSRBRRARBER
E (HEFEBMRRE. BB SD-WAN Gateway WA ARE , MEB IPsec WERZEZMHRE)
REBEZE MPLS B4, ERMEERAR , KER , 2 XBANMERKRARABLEAREE
BREAREDEREBERENER ., ZUUREMBRFANSESR , SRER/FEHFNEEFHER , R
EEENNEERBBREA LN, NFEFAER , F2REKGEXEE,

B XAERSEN LAN ik ERTBRRABMEBE , fl0 eBGP,

¥ Edge BRI LEITREZRTFAR
ALY Edge #ELHRBIRERINEE,
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B8

Edge #S{ B REHMEIIEE  TEHFHESEAMN VMware SD-WAN ##g Edge, WEEMNFEH
SRNEAPERNT. EMEL LT UEH T EHRE :

» EESANFETRZBTYHENRFE@RE.
n HERR—EFE  XEBETHRBRT R ZEERFE@RE.

£ VMware SD-WAN Orchestrator = ¥ # 1& L 8 iR 15

EEETLEB VMware SD-WAN Orchestrator LR E w2 E (Remote Diagnostics) , EH FE#HE
REERER . #% SD-WAN Edge SBAEEEFHNHER K SHEZAEFFEHPERSE (Rebalance Hub
Cluster) WHTRIRZEIRE K MAFHAERERERE,

EFOETBESETNRER

n HBRESERKHE Edge PHMEH I EREETHNAEFIE Edge 2.

BERR I HABKY E ¥ 20 BC IR ¥R

n WERBESERSRE Edge PHOREHFIBRRESTNTE 2B , BHREAERT | EFNO KR
& | 2RARAMENTDE Edge.

n WREBTANREHASNEE  UBRILTPE Edge PR ATERER.
TEERFENERZH (Remote Diagnostics) B .

Rebalance Hub Cluster

Redistribute Spokes uniformly among Hubs in given cluster. Also choose to exclude this Hub and redistribute Spokes uniformly among other Hubs in the cluster

‘ Redistribute Spokes in Hub Cluster (default) ¥ |

Redistribute Spokes in Hub Cluster (default)

Redistribute Spokes exduding this Hub

B ERSEREESTNIETER  ENFEHESSERETENRETE. Eit , BEBEEER
ERI(E AL SR B R AR M)

F/E Non VMware SD-WAN Site

VMware X T %l Non VMware SD-WAN Site #A%& :

s BREE
m  Cisco ASA
m  Cisco ISR

n —fRIKEV2 BRI ABAAERHN VPN)
= Microsoft Azure E#EF1E

m  Palo Alto
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SonicWALL

Zscaler

—&R IKEVI BR IS (ABRE RERH VPN)
—MRBE K& (ARRAERE VPN)

%57 VMware REXZE—R IKEVI BEHES CIBBAERHN VPN) 1 —R IKEV2 BEHZE CUEHAR
BE#Y VPN) Non VMware SD-WAN Site #H5E,

Cisco ASA

Cisco ASA RE—EEEME=F4A/. LUTHREWMME SD-WAN Orchestrator H{EF Cisco ASA i
TRENER,

EEIEB Cisco ASA EITRE :

1

2

B ZERE (Configure) > BRI (Network Services).
1£3E VeloCloud 5 & (Non-VeloCloud Sites) B H |, 12— T (New) 1281,
118 JE VeloCloud ¥ A& (New Non-VeloCloud Site) & H 52 BEEI H IR .

New Non-VeloCloud Site... ?) %
* Name |Cisco ASA Sitel
* Type [ Cisco ASA v

VPN Gateways &

* Primary VPN Gateway |10.10.10.H
Secondary VPN Gateway

dary VPN Gateways are not supported for

ASA. This is a limitation of the Cisco ASA

Next

TE$#3E VeloCloud ¥ A& (New Non-VeloCloud Site) ¥zE A :

a TEHBM (Name) XEHHH |, B A Non VMware SD-WAN Site W&,

b EEE (Type) THXIBERP , BEEX Cisco ASA,

c WAXE VPN BEW IP Uit , AERET—F (Next),

#2H) Non VMware SD-WAN Site BEBIZ2 Y , ¥R Non VMware SD-WAN Site #&E A5,
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Cisco ASA Sitel ?) 0%
* Name |C\'sco ASA Sitel Location: €@ Lat,Lng: 37.402889,-122.116859
Type: Cisco ASA Update Location...

Enable Tunnel(s): @

Primary VPN Gateway: Site Subnets €@
% Public IP: 10.10.10.5 Subnet Description Advertise
Tunnel Settings | = @

AES 128 v
. Custom Source Subnets: @
o - Subnet Description Advertise
RS disabled v

Secondary VPN Gateway: X%
Secondary VPN Gateways are not supported for Cisco ASA Thisis a
limitation of the Cisco ASA VPN

Redundant VeloCloud Cloud VPN: @ [

| Advanced || View IKE/IPSec Template | Save Changes Close

4 £ Non VMware SD-WAN Site B8 sER S8 -

a EERT Non VMware SD-WAN Site 2 VPN BENBEERTE , SR — TURYEFEHRED
HERE (Advanced) &80

b fEZ VPN & (Primary VPN Gateway) BifiF |, LA LRETHIEERTE :

m M

PSK FEARHASE (PSK), EREREBEMETRERAEANT
24 &8 KTER , Orchestrator E 4 PSK, MREIE
EFEABECH PSK HE , JLEXFARFEA .

1% (Encryption) 32EL AES 128 5 AES 256 fEAMBRERNEE %, FARE
B AES 128,
DH 48 (DH Group) BRRBELLASBIEIEMSAM Diffie-Hellman (DH)

BAREE. DH HAEREREENEE UUTRE
fi), ERES 2.

PFS BREEEZEMMRE (PFS) BRUESHEMRZEME, ERE
52,

&5 Cisco ASA RRREBEH AT EIXRE VPN BE.

B MXFER , #H¥ Cisco ASA Non VMware SD-WAN Site i FIR) 2 ER% % BIHEE A SD-
WAN Gateway ST EA# 1P,

c EHYEE VeloCloud E# VPN (Redundant VeloCloud Cloud VPN) B At , B&{E VPN
FEILEEEE,
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HFE VPN FHEMNINE . DH B4 PFS FifiE B E |, isERZHEE VPN BE RE
RE), EEREE VPN HENBEERTEARESE , REER—TRHR IKE/IPSec FiZ (View
IKE/IPSec Template) , AR R E TRV BEHRE

d BR—TEHMNE (Update location) B4 , BEREMN Non VMware SD-WAN Site SREMNE .,
BENCEFAERTARAGERK+FEESTMNKE Edge HMEE.

e TEWHAFHE (Site Subnets) T , A LUE—T + IREALLF T Non VMware SD-WAN Site #y
%gﬁ%o

f  EHABTIRFHEE (Custom Source Subnets) , ZERHZEL VPN £ENRFRFHAK, B
O RRFRERSITEERHBZEEBN Edge LAN FHE .

g BIEEEFBIAT SD-WAN Gateway 2 Cisco ASA VPN BEREER , FAURRAEE
(Enable Tunnel(s)) B 5 8.

h #&R—T{#E®E (Save Changes),

Cisco ISR

Cisco ISR REBAERMNE=FHEZ—. LLTHRBAWMATE SD-WAN Orchestrator R Cisco ISR #
TRENER,

EEEB Cisco ISR EITRE :

1  BZERE (Configure) > MR (Network Services).

2 123k VeloCloud ¥ & (Non-VeloCloud Sites) BigiH , #&— T (New) 4.
[#718JE VeloCloud #5& (New Non-VeloCloud Site)] #7577 SR BERIH IR

New Non-VeloCloud Site... 2%
* Name |Cisco ISR Site1
* Type: [ Cisco ISR v

VPN Gateways &

* Primary VPN Gateway |lD. 10.10.6
Secondary VPN Gateway: |

3 1EH#3E VeloCloud ¥ & (New Non-VeloCloud Site) #iE A #H :
a &M (Name) XFHRF , WA Non VMware SD-WAN Site W&,
b TEEE (Type) THXIEERS , EEX Cisco ISR,
c BWAXE VPN BEMN IP it , REE T —% (Next).
#£#9 Non VMware SD-WAN Site BERIZ Y , 3 H R Non VMware SD-WAN Site #5575 .
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Cisco ISR Sitel ?) %
* Name |C\'sco ISR Sitel Location: € Lat,Lng: 37.402889, -122.116859
Type: Cisco ISR Update Location.

Enable Tunnel(s): @

Primary VPN Gateway: Site Subnets @

* Public IP 10.10.10.6 Subnet Description Advertise

Secondary VPN Gateway: | Add

Redundant VeloCloud Cloud VPN: €@ [

| Advanced || View IKE/IPSec Template | Save Changes Close

4  TE# Non VMware SD-WAN Site W¥EER S :

a

EERTE Non VMware SD-WAN Site 2 VPN BEWBERTE , SR - TURYZEHRIEI
HERE (Advanced) 281,

BELRRBEBERE , flwn PSK, NZE . DH BE4AM PFS.

MBEEBANILEEIIXNE VPN FE |, % — TIXE VPN M@ (Secondary VPN Gateway)
EHFIE (Add) R, ERBIRET , MAXRE VPN BER IP i , AR R —THIESE
(Save Changes),

RGN EALIEAEIIRE VPN B8 |, ¥4 VMware VPN BEMGEZ A,

#5 M@FE® , $1¥ Cisco ISR Non VMware SD-WAN Site £ A AR B IS E A SD-
WAN Gateway /T HEIAH# 1P,

REEE VeloCloud 2i#i VPN (Redundant VeloCloud Cloud VPN) #E A # , BE{E VPN
FENIEEEERE.

EW & T4 (Site Subnets) T77 , BABUR—T + RELAFTIE Non VMware SD-WAN Site #9
FHRE

B IREEITBIBR SD-WAN Gateway % Cisco ISR VPN BERBE %R | A 2KRAEE
(Enable Tunnel(s)) % EUA ..

#—Tf#%E®E (Save Changes),

VMware, Inc. 87



VMware SD-WAN E 55

Microsoft Azure E & &

Microsoft Azure ERFRBERRAFERNE=FAE2— WMEMEIE R SD-WAN Orchestrator #
R E Microsoft Azure EEHEEEA Non VMware SD-WAN Site , 552 E Microsoft Azure Non
VMware SD-WAN Site,

VPN IT{EHTE

ER-EREMRE  UELEN VPN BEMARE | LUFE—5%8 Non VMware SD-WAN Sites,,
VMware 22 VBEFENARE  S1FEYN IKE IPSec HENEATEALAN S

8

TEZHRBEE VMware #l Non VMware SD-WAN Site ZBZ M H VPN FEEN S,
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SD-WAN Edge

=
\ @ =
1% DC
7 1% DC
S +% DC
v & =
3% DC
SN
a % DC

5 BB Non VMware SD-WAN Site BEE VPN BEREE IP ik, IP Uit RRFEK SD-
WAN Gateway ¥ E VPN BB 2B EE VPN @&,
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HE , ATIEEXRE VPN BER IP it , AFEK SD-WAN Gateway EDXE VPN B8 2 BHXE
VPN #iE, FREMRRTE 6 TASEIIWNEMT VPN BEETHE VPN #EE,

## Non VMware SD-WAN Site VPN [i&

AR (Name) WIRIERBEER (Type), BEEXE VPN BB IP it , WiREMIEERXE VPN

B IP ik,

New Non-VeloCloud Site

* Name: |Ve|nﬂcme-DC
# Type: Generic ¥

VPN Gateways: ©

* Primary VPN Gateway IP: |21I}.21E+.21E+.1

Secondary VPN Gateway IP: |21E+.21I}.21E+.2

| Mext

2 Non VMware SD-WAN Site 7
#3 Non VMware SD-WAN Site 28881 | oAU A FARKRY R EBERTE,

B —TEMBTE (Advanced Settings) &8 , A E FHREKRSE . VPN BEZH , URFEERE
VPN #iE,
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VeloAcme-DC
* Site Name: VeloAcme-DC

Type Generic
Enable Tunnel(s): @

Primary VPN Gateway: Site Subnets
* public IP: [210.2102101 \ \ =
Tunnel Settings
stssssssnisnssianin. Custom Source Subnet: €
AES 128 ¥ Name:

v
NAT IP:
Prefix

Fedundant Tunnel PS5 | sssssessansanssnsssensen

Secondary VPN Gateway:  remove

Public IP: 210.210.210.2

Tunnel Se

AES 128 ¥
2 v
2 v

Redundant VeloCloud Cloud VPN:
o

“ | Advanced Settings | | View IKE IPSec Configuration Save Changes |  close |

18 IKE IPSec #&E , X E Non VMware SD-WAN Site B&

WMRE—T 1R IKE IPSec AAEE (View IKE IPSec Configuration)] &8 , BI€ 8RR E Non VMware
SD-WAN Site BEFFENE:. MEEEERFEAEEEMNMRKREME VPN BE,

IKE IPSec Configuration 2

Primary Address Config

=== Primary Gateway Config

=== IKE Security Association ===
Authentication Method : Pre-Shared

Primary tunnel Pre-Shared Key : S 2bb384244b0022 2Fds 20d4c 38La707b e 3F7cE
Authentication Algorithn : SHAL

Encryption Algorithm : AES-128-CBC

Lifetime : 28800 seconds

Phase 1 Negotiation Mode :

Perfect Forward Secrecy (PFS) : undefined

=== IPSec Szcurity Association ===
Protocal & ESP

Authentication Algorithm : HMAC-SHAL-S6
Encryption Algorithm : AES-128-CEC
L1'Fet11'\e T 3600 seconds

Pev“Fect Fnr‘war'd Secrecy (FFS) : 2

== IPSec Dead Peer Detaction (OPD) Sstting —= -
NPN Tuma: arle;

Secondary Address Config

=== Secondary Gateway Config

=== IKE Security Association ===
Authentication Method : Pre-Shared Key

Secondary tunne] Pre-Shared| Key : 39a23ab932ceBbdB454a2082203a0d2224F39374
Authentication Algorithm

Ercryption Algoriths : AES- 12€| CBC

Lifetime : 28800 seconds

Phase 1 Negotiation Mode : main

Perfect Forward Secrecy [PFSJ + undefined

=== IPSec Security Association ===

Protocal : ESP

Authentication Algorithn ; HMAC-SHAL-36

Encryp:mn A'Igw'1thn AES 128-CBC
Lifeti 2600

Mude i tu
Perfect Fnr‘war'd Secrecy (PFS) & 2

=== IFSec Dead Peer Detection (DPD)} Setting === -
NPN Tune: arfemand

B A IPSec BE

Non VMware SD-WAN Site VPN BEBRIEEH ., BH4EERE Non VMware SD-WAN Site BE 2
#B%—XfEA [ Edge El Non VMware SD-WAN Site VPN | 2 BIEAREE.
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E Check Point

SD-WAN Gateway €/ IKEv1/IPsec E#ZE Check Point CloudGuard fR#§. sRE Check Point &
HITMEL R : 3]RE Checkpoint CloudGuard BR¥S , AR FE SD-WAN Orchestrator £3%E
Checkpoint, ##1E Check Point Infinity A QA #8M L#TE—@EF R |, W7 SD-WAN Orchestrator £
HITE—ESR.

BE—TTFILEHNEL , BISERRE Check Point iR,

SB 1 8E Check Point CloudGuard Connect

S 2 : £ SD-WAN Orchestrator £#§ Check Point :2E 4 Non VMware SD-WAN Site

DERM
BLBEEBERTH Check Point IREME ARRRH , 7 867FH Check Point Infinity A O#33k,

|/ E Check Point CloudGuard Connect
AR E Check Point CloudGuard BRIEHIE .
BABEEBEERTH Check Point IREMBE ARRF , 7 867FH Check Point Infinity A O#33k,

BF

1 BERE Check Point CloudGuard fg# , &% A Check Point # Infinity A O #8¥4 (https://
portal.checkpoint.com/),

2 BA#%, EEBTIIELE Check Point Infinity A D435 EE Y I6E : https://
scl.checkpoint.com/documents/integrations/VeloCloud/check-point-VeloCloud-
integration.html

£ Check Point B9 Infinity AO#YE EZE V&A% , £ SD-WAN Orchestrator E£# Check Point 3
E A Non VMware SD-WAN Site
1£ SD-WAN Orchestrator £# Check Point 32E 2 Non VMware SD-WAN Site

1£ Check Point Infinity A A& EZE T IEE 2% |, 551 SD-WAN Orchestrator £ Check Point :&E
A Non VMware SD-WAN Site,

£ Check Point Infinity AO#M LBV LA 2%, FAUTESR -

BF

1 1% SD-WAN Orchestrator , B2 8 E (Configure) > IR (Network Services)
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2 713k VeloCloud 35 & (Non-VeloCloud Sites) BiFH , & — T (New) 1241,
#1#8JE VeloCloud ¥ A& (New Non-VeloCloud Site) $3& H 2 BEEI H IR .

New Non-VeloCloud Site... ? %
* Name: |ACME
* Type: Check Point v

VPN Gateways &

* Primary VPN Gateway: |54.183.9.192
Secondary VPN Gateway: |

3 7EE#IE VeloCloud 35& (New Non-VeloCloud Site) #5558 H , TR T3 FH 58

a BALBNEAERRE.
b EER (Type) THRIhgERF |, BH Check Point,

VMware, Inc.

93



VMware SD-WAN E 55

BMATE VPN BE WMEXE | F@AXE VPN BE),
BT —% (Next).
Non VMware SD-WAN Site W8 E A B HE, FRTE).

ACME ?) X

[ACME ocation @ LatLng: 37.402889, -122.116859
Check Point Uit Loeation
L

[54.183.9.102 ) authid @ | Default

Site Subnets @

[10.0.2.0724 | 2 2@

Redundant VeloCloud Cloud VPN: @&

View IKE/IPSec Template Save Changes Close

BT EEREY Non VMware SD-WAN Site EE VPN BENBESRTE , FR—TUREER
B IRH [ (Advanced)] #81. ¥ . DH B4AR PFS I E S E  WiSEREZHE
BEARE FEEEEX  BEHFUEANEE VPN BEEE. T (M8 IKE/IPSec EiZ (View
IKE/IPSec Template)] &8 , AENSFHAER

4 1 [EE VPN % (Primary VPN Gateway)] BiEAF , MA THER :

a

b
C

d

PSK : B A7E Check Point Infinity AO#8i5 ERENBARLAEE. BOREHFE IPsec BiE
(#&4E# VeloCloud E# VPN (Redundant VeloCloud Cloud VPN) FI#ZEL A R BB BEGE A
).

% (Encryption) : MR ERE BT Check Point Infinity A Q4835 EREMNBREE .

DH ##H (DH Group) : DH B4 EREBTE Check Point Infinity A QMY R EHNHERE.

$H¥ 1tk Check Point AARERI R | 1 PFS TR R IWAER P IRIZE S (disabled).

5 EEHIEAE VPN BE , BR—THE (Add) &8, R— TEF®E (Save Changes) REE B
BN AR E VPN BE | WHAZELLEERN VMware VPN i,

B #KTER , $H¥ Checkpoint Non VMware SD-WAN Site {5 F B 2~ #4568 5% 35 BRI E A SD-WAN
Gateway THI2A IP,

6 wWLEiIER 4a Frilt |, iS4 VeloCloud £ VPN (Redundant VeloCloud Cloud VPN) #%HUJ5

BUH A&,
7 #H¥ Check Point AAREM K |, # [AEERF R BITS (Local Auth Id)] THXMEERPRIETER
(Default),

8 &MY} Check Point AREK %K , AREHME FMAEE (Disable Site Subnets) ZEUT# .
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9 BR—THERE (Save Changes),

10 EEEFIFRIAYK SD-WAN Gateway F| Check Point CloudGuard VPN BB BE%. , F4EK
A8 (Enable Tunnel(s)) ZEU T,

| E Zscaler

Zscaler REBEMEEES R, BLENTHERELS R ETRILRE.

H=ZEEXEELBEIERTE VMware B2 Zscaler ZEH VPN |IPSec BERE A MEE—ELSBREER:
EBEHAA, TRTIRESE :

1 BIHMFEE Non VMware SD-WAN Site.,

2 # Non VMware SD-WAN Site $iZ ZAHRERERE.

3 Zscaler 8 : YIRS | T VPN RE. FENLE,
4 REBBHEEIEFRL,

@5 I8¥87E SD-WAN Orchestrator FEITHER 1. $B 2 MPR 4, BASE Zscaler B LHITH R
3,

£ FFE Non VMware SD-WAN Site

HEERIMEE Non VMware SD-WAN Site :

1 HEEEBEEiRD , EF—TEE (Configure) > &R (Network Services),
PR3 (Services) EMBEEIHE

2 71£3E VeloCloud ¥ & (Non-VeloCloud Sites) BiZiH , #&— T H# (New) &4
F#IE VeloCloud ¥ & (New Non-VeloCloud Site) ¥5& 7 $BEEN 38 .

New Non SD-WAN Destination via Gateway... ?2 0%
* Name IZscaIer Sitel
* Type |Zsca|er v

VPN Gateways ©

* Primary VPN Gateway |10.10.10.7|
Secondary VPN Gateway |

Next

3  FEFHWIE VeloCloud & (New Non-VeloCloud Site) #3554 :
a BB (Name) XFHHH , A Non VMware SD-WAN Site &8,
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b EER (Type) THRIhgERS |, BE Zscaler,

c EMAEZE VPN BEMN P Uit (XERtE ARE VPN BENL) , RBIZT—% (Next), It
RF &Y Zscaler BEH Non VMware SD-WAN Site , &R Non VMware SD-WAN Site B

ESET DA
Zscaler Sitel ?) 0%
* Name |Zscaler Sitel Location € Lat,Lng: 37.402889,-122.116859
Type Zscaler Update L ocation
Enable Tunnel(s) @
Primary VPN Gateway
* Public IP 10.10.10.7 Local Authid @ | User FQDN v
Tunnel Settings @ |user@abc.com
Secondary VPN Gateway | Add
Redundant VeloCloud Cloud VPN @ [
| Advanced | | View IKE/IPSec Template | Save %ﬂa Close

4 1E4& Non VMware SD-WAN Site B8 sER SRS

a EERE Non VMware SD-WAN Site £ VPN BEMNBEERTE , Bk — TER (Advanced)
%Rl

b 7XE VPN BE (Primary VPN Gateway) EifiH #YEERE (Tunnel Settings) T , &ALL
HREFASLHASE (PSK) , EREBEMETRENMEANZ2M S8 KTERK , Orchestrator
SEL PSK, NMREEEFHECH PSK REE , TUEXFHHRTEA

c MREBEHBWILEEIIXNE VPN BE , & — TXE VPN BE (Secondary VPN Gateway)
EHIE (Add) ki, EREREF , BARE VPN FEW IP Uit , AER—TRESE
(Save Changes), Z&MKI AL IEEEIIRE VPN FE |, ¥4 VMware VPN BEMREZI
RE.

d REEE VeloCloud % VPN (Redundant VeloCloud Cloud VPN) #ZEU5# , BS{E VPN
FEHGHEERE. HEE VPN FEKN PSK FIBMNEAEE , iSEAZHEE VPN BE (R
BRE), EEHNEE VPN BENBERERRTFEE , ARIE—THRE IKE/IPSec HX (View
IKE/IPSec Template) , AR EFHAWBEALE,

e ®R—TEHNUR (Update location) E#E , HEREMN Non VMware SD-WAN Site BREME .
BENCEFMER TARYEEMAETFEERINERE Edge FEE.
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f AERIIRNBEERAMMENBNEE . BRI REIE (Local Auth Id) THHINEER
FRETIEP-BEE  RARGALRENE :

m FQDN - TERFHEABREMEE. HIW google.com,
n fEfA#& FQDN (User FQDN) - EF B4ttt XN EAEZBAFHEZHE, Sl

user@google.com,
n  IPv4 - FREEZARHEREEST B 1P fudt,

B 8 Zscaler Non VMware SD-WAN Site , 2% /H FQDN ZH{EHHE FQDN EA R
B,

BERAKEEFME R PSK B, (£ Zscaler IRF B3R E VPN R&EE  BEEEEEN).

g BHEHFEKRT SD-WAN Gateway 2 Zscaler VPN BB EE% | 522K ABIE (Enable
Tunnel(s)) ZE 5,

h #&—THF®E (Save Changes).

#& NVS EBAHRESR TS AR B B
EEE NVS AR EREIEE
1 HEEERD , EF—T&RE (Configure) > REH (Profiles).

2 TERERTER (Configure Profiles) EHAF , R— TREEAAINEE (Devices) BIR a., (MEZE
Edge , FBEA TR RN INAERZE Edge , RER—TRR (Device) Z3|IERK).

Configuration Profiles

Quick Start Internet Network / nan

Quick Start VPN Network 2 Edges - B 0O

3 £ VPN (Cloud VPN) BiEiH | #&#—T @ /5% , AR R TR INEERPREEMN Non VMware
SD-WAN Site.

Cloud VPN {200

Edge to Non-VeloCloud Site Edge to VeloCloud Hubs Edge to Edge VPN
Enable ! Enable: & Enable:
VeloCloud Hubs Modify

Raft-400

e BwA B [Ei% VPN (Cloud VPN)] BiFiZE Y #H Non VMware SD-WAN Site, f£#2—TF
@ %  BRTRXeERPEIEHIEIE VeloCloud 358 (New Non-VeloCloud Site).

4 B—THERE (Save Changes),
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RE Zscaler
ZEiEREA Zscaler AABE,
B1E Zscaler M ERR T YIS B, BAEEZEREY Zscaler lRF . i VPN 3% , URHFEVE.

1

2

1 Zscaler #uL | # Zscaler Web Z2MIRE .,

/ € Zscaler Cloud Portal - My X \

L2

~ £¥ Settings

C' @ https://admin.zscalerbeta.net/#administration/my-profile ¥y =

£ Administration

My Profile
OUNT MANAGEMENT

User Display Name

Passwaord
Change Password

Language

ONFIGURATION

| English (US| -

Auto Refresh Dashboard?

Timezone

| GMT-08:00 -

BELEH VPN 725

a

£ Zscaler E@ER , SHETEEEE (Administration) BIE LS | LWERTHRRXIEER. B
ZRATHE).

b ¥R (Resources) T , #&—T VPN 25 (VPN Credentials).
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C

s % ZIscaler Cloud Portal - My | X '\

<« c & https://admin.zscalerbeta.net/#administration/my-profile

ﬁ‘.ﬁ: Administration

~ & Settings @ Settings

= My Profile
& ACCOUNT MANAGEMENT

User Display Name

Password

Change Password

& Authentication

& AUTHENTIC
UD CONFIGURATION

Language

Auto Refresh Dashboard?

F TRAFF

Timezone
VPN Credentials k‘

Save Cancel

Fie =

© Import VPN Credentia B sample Import CSV file Authentication Type: _I:I
SeetetiEE futenteston e __

d 7= VPN 28 (Add VPN Credential) ¥ 55 -

1 I FODN EARBER.

2 HWAGHEBRBIBEMELH i@ (PSK), B2 SD-WAN Orchestrator B Non VMware

SD-WAN Site ¥T—EH15EEPHR Llﬁﬁnﬂ
3 WEMKE | FEFE (Comments) BER P8 AEMERE,
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Add VPN Credential X

N

VPN Credential

Authentication Type

User ID

| velocloud01 ‘ @ | velocloud.com - |
New Pre-Shared Key Confirm New Pre-Shared Key

Comments

< Tne_:’t_‘._»? and User ID FQDN was obtained from the VeloCloud portal when the Non-VeloCloud Site was >
created|

e

4

Save Cancel

4 E—T#F (Save).
3 BIRTE:
a TE Zscaler EHEN , S HEEEEEE (Administration) BB LA | LER TR INEE
b 7E¥R (Resources) T , ##—T{uM| (Locations).
¢ B—TELANHIENE (Add Location),
d EHMEUE (Add Location) HEHHF FLETE) :
1 EE VB (Location)] BEHFHNXFHR (ZH. BXR/MHE. N/E. BE).
2 2R IP fiit (Public IP Addresses) TR IhEERT , BIEM (None).
3 7 VPN 23 (VPN Credentials) TR XIIgERF , BRUER AR YMNRAE. FSRTHE).
4 #®—T5%EH (Done),
5 #®&—Tf#F (Save),
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Add Location

Location

Name Country
| VeloCloud Admin | ‘ United States - ‘
State/Province Time Zone
| San Jose, CA | ‘ America/Los Angeles - ‘
Addressing
Public IP Addresses
None -

VPN Credentials

velocloud01@velocloud.com

Selected Items (1)

velocloud01@velocloud.com

velocloud01@velocloud.com

m Clear Selection

Save Cancel I

REBBESTIEFRA

18K SD-WAN Orchestrator HEZREFFEL , LUEE Web Z2HEFR,
1 7 SD-WAN Orchestrator WEEMERF , BERE (Configure) > Edge.
2 7 Edge EEWF , $HEH Edge EH—TEHEAI (Bus. Policy) BEl’'R.

3 BR—THIEKER (New Rule) %4,
a FHEHEA (Rule) HEEFHD :

1

2

VMware, Inc.

EH AL (Rule Name) XEZF P AR BN ERE,

EHH (Match) BERHY B M9tk (Destination) Bigi A | RIZBEHIRE, (BHREBUOTFR)

a B—TEE (Define) #Z4f.
b RIEZEHFERMBIL (Internet).
c HEERIBE (Protocol) TRRIAERS |, B|IE TCP,

d HEEERE (Ports) XFHRPBMALNERE, TERETERERE 80 BENEH,
VMware ZEEAEEE 80 FEEIR 443, MFHMEN , F2HREAHERENME.

3  HEBME (Action) BEH , BIEENRIE, EOREBENTHT)

a SHYEEIERF (Priority) , BZE—# (Normal),
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b &Y EIKIRIE (Network Service) , & — T #8BX IR EF (Internet Backhaul) , A% #
TH R IhEER P IBIZEM Non VMware SD-WAN Site,,

c SHETELIREE (Link Steering) BE—{EE1E (flm0 , fkARFEEE4AR (by Service Group)).
d St RIERI (Service Class) , BEX SR (Transactional).
b &—THE (OK).

x
Rule Name Zscaler 80
Match
2 Any @ Intemet © VeloCloud Site ©  Non-veloCloud S
P Adds
,,,,,,, T ’7
TP v
orts 80
sppicaten: [T ST
Action
Prioiy [ tion | Homal | Low ]
Rate Limit
» VeloCloud Site ® Non-VeloCloud Site
Site Zscaler0l
Service Group Al

B VMware #ZE EE Web RBEABHERURA , LHRERER 80 M 443. B BASAT
BRBERABEAZCE Zscaler, EAEEIE 443 WRBRHELHIM TR,
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x
Rule Mame |Zscaler 443
Match
QAny @ Intemet © VeloCloud Site © Mon-VeloCloud Site
IP Address |
Hostname |
FEP
[ >
Action
) Rate Limit
Metwiork Service: m Intermet Multi-Path Internet Backhaul [i]
O veloCloud Site @ Mon-VeloCloud Site
Site [Zscalern1 v |
Link Steering: by Service Group 1]
Service Group All v
| Ok | | Cancel |

| E Amazon Web Services

VMware X Non VMware SD-WAN Site F5&E Amazon Web Services (AWS),

BT HIHRXRE Amazon Web Services (AWS) :

1 & Amazon Web Services BUSFEIS QM IP. WER IP F PSK HAE R,

2 BEHE AWS FIEEUSH M E R A E VMware Orchestrator FJE VMware #85&R#
HEMH Amazon Web Services #TRE , B T —HHHIETR.

H#8 Amazon Web Services A MAE L
AR EF R BA AN{AEN4E Amazon Web Services (BREFFMAE R .

VMware, Inc.
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BN Amazon Web Services B , 5528 Amazon B X4 (Amazon Virtual Private Cloud
Network Administrator Guide) FHIFER , (VBT : http://awsdocs.s3.amazonaws.com/VPC/
latest/vpc-nag.pdf, ESRE 70 HW (&l . TEABAMENBEREFRAE) —F , LUEEESENER
ER.

1 & Amazon Web Services 3 VPC 1 VPN E#&, FSELNER | LUEBHEBRELRENME
B! Amazon Web Services AT Rt 5 ER),

2 &2 TFEE SD-WAN Orchestrator FRY ¥R BB A SD-WAN Gateways , £ Amazon Web
Services PRI ERMARBERTEZTERE,

3 RTHEELABBEHEBENAR IP. AL IP M PSK FMAEE., H£EEY Non VMware SD-WAN
Site B &7 SD-WAN Orchestrator g A S IEE .
#Z Y F&E Non VMware SD-WAN Site

EEM Amazon Web Services (AWS) @ILEVB AR IP. AR IP # PSK Bilz# , BA[LLERE Non
VMware SD-WAN Site,

EERE Non VMware SD-WAN Site :
1 BERE (Configure) > MR (Network Services).
2 723k VeloCloud ¥4 & (Non-VeloCloud Sites) BifiH , #&— T H# (New) &4,
3 7EFIE VeloCloud 35 & (New Non-VeloCloud Site) #5E A #H -
a BWAZHMEER.

b WER (Type) TRHXINEERT , BI—KR IKEVI SBHRE CUEHABERMN VPN) (Generic IKEV1
Router (Route Based VPN)) 5, —#& IKEv2 & AHBAEREMN VPN) (Generic IKEV2
Router (Route Based VPN)),

c WAFTE VPN B8 WMEXE , FWAXE VPN BE),
d #®T—2& (Next),
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New Non-VeloCloud Site... ?) %
* Name: Amazon NVS
* Type: \ Generic IKEv1 Router (Route Baser v

VPN Gateways &

* Primary VPN Gateway:
Secondary VPN Gateway:

10.10.10.8

Next

LI AEEH Non VMware SD-WAN Site BEEIZE Y |, WHR Non VMware SD-WAN Site ¥

A

Amazon NVS

* Name: IAmazon NVS

Type
Generic IKEv1 Router (Route Based VPN)
Enable Tunnel(s): @

Primary VPN Gateway:

* Public IP: 10.10.10.8

Tunnel Settings: &
PSK

Encryption:
DH Group:

PFS:

Secondary VPN Gateway:  Add

Redundant VeloCloud Cloud VPN: @ (]

| Advanced || View IKE/IPSec Template |

4

4

4

o

VMware, Inc.

Location: @ Lat,Lng: 37.402889,-122.116859

Update Location_

Local Auth Id: €@ | FQDN v

|abc.com

Site Subnets €@
Subnet Description Advertise

| -®

Disable Site Subnets € [

| SaveChanges | Close

= EHF Non VMware SD-WAN Site £ VPN BEMBERTE | Bi%— TEM (Advanced) &
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10

n

12

#Z£XE VPN F3E (Primary VPN Gateway) Bifi |, LA LIRETHIEERE :

I L

PSK FEEHLASH (PSK), EREREHETRERMEANTS
MEH. MKTER , Orchestrator &4 PSK, MRGEEF
FAECH PSK RERE , JAEXFHRFEHA

% (Encryption) 3REY AES 128 =X AES 256 EAMBERNEE X, BRES
AES 128,

DH &4 (DH Group) BRRBBELEHLASBIEAEMERAN Diffie-Hellman (DH) &
HEEE, DH HASRTEREENEE Gt hAEN). &
RER 2.

PFS BHEZE[ME (PFS) BRAUMSEMZEME, BREA

2,

MREEBANIEEEILIXE VPN FE | 58— TXE VPN Rl (Secondary VPN Gateway) =
B (Add) %88, ERERET , BAKRE VPN BEEMN IP it , RER—THEBE (Save
Changes),

RGN B AREIIRE VPN BE |, ¥4 VMware VPN BEMGEZWEE,

EHEEE VeloCloud 2% VPN (Redundant VeloCloud Cloud VPN) #ZE 5 | A&{E VPN EiE
FiZERBE.

HFE VPN BEMNMNE . DH BAES PFS FiNEMESE  wiEERZEHEE VPN BE WRER
E), EEHREE VPN BENBERTEEAREEE L REBIE—THRE IKE/IPSec fiZ (View IKE/
IPSec Template) , AR EFWBEARE,

B —TEH{E (Update location) B4 | BEREN Non VMware SD-WAN Site RENE., EF
MEEFHMER THRAHERR P EFERINGRE Edge HEE.

FHEFRIREERAHBABENRAMNEE . RABRIIRBIT (Local Auth Id) TR AIHEERT ,
RETIHEF-ERE K RRWALRENE :

» FQDN - TERAFHEABREMEZE. HIW google.com,
n fEf#& FQDN (User FQDN) - EF B4ttt XN EAEZBAFHEZE, Sl

user@google.com,
m  IPv4 - AREAREEEEITENA 1P i,

B HR-RLUEHAERWN VPN, EERAEREEEMAE , ISEATERE (Default) EAAHE
BRI RIS, FERANAKEFERBEESR SD-WAN Gateway STHAA 1P,

Y B T4 (Site Subnets) T77 , BABUR—T + RELAFIE Non VMware SD-WAN Site B F
Wi, MRETEEZUEAN TR  FRIVERILA FHE (Disable Site Subnets) ZEUS .,

EREEITRIAR® SD-WAN Gateway 2| —REEHES VPN RERBER , FRIBAEE (Enable
Tunnel(s)) ZE T,

B—Tf#E®E (Save Changes).

VMware, Inc. 106



VMware SD-WAN E 55

REERZ 2 MR

ERRZMEBRERTEOE LMY GIMBAHE. URL HRS) , TRELRNS ZA/RER L.
UTHBRENATHNRTER R HBHANTER | ARNARTEER Edge BEBRES B
MR2EE.

Eixn T2 HRBEE

AERHUERZ 2 REOLE.

BEl, 9% Edge BIEHMIEH Non VMware SD-WAN Site HELZRER SD-WAN Gateway L
B, ELERXH , SD-WAN Gateway BEARBE ZED X Edge WRE , W EZ A REEEZE Non
VMware SD-WAN Site,

LU URESD X Edge , ABVERBEZERRYE POP WEE., REBEEETIHES

s BALEELCERENREZARAR  UHEELEERA,

» RESERARREEFENZEZRZTEMRYE , EUTURRI XUATZIEZIREAR.
n  fELRIAERE.

AXHRAMAERNREERZEMBRBUTER , UARNAETHEY Edge EEERT2MRBHN
ZEREE, KREDR=EHRD

n REBHRZTE2MRE
BREBREE R T2 MRS
dge REEH T2 MR

E;iiﬁ#‘ﬁfié’liﬂﬁﬁ
AT LATE [#AE8BRIS (Network Services)] IREF R EE R T2 MRS,

7(£ EAOMUEF | BEZERE (Configure) > MR (Network Services), HEEH Edge BV BEE
HEEMRELEEANREEE BN EERTZMRIE (Cloud Security Service) BigiHE & REHIT
EEE.

4

4

o
]

] Y

m

r,}%’
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Monitor Sl (2]

Configure
Edge Cluster
Profiles
Name Location Used in Profiles
Segments
Overlay Flow Control
4 Network Services
Alerts & Notifications
Customer
Test & Troubleshoot Cloud VPN Hubs
Administration VeloCloud Hub Type Used in Profiles Segment VPN Hub @ Backhaul Hub @
Non-VeloCloud Sites | New. | Actions ~
Name Servers Tunnels Pre-Notifications @ Alerts @ Used By
Cloud Security Service New..
Name Type Used By
ACME WSS Zscaler Web Security Service 1 Profile

FRENBZEERZEHREHRE

EREZE2RBEEEILN Edoge FIERZEHRBUEANZLEE, EVEREAIERZEZEBRENRER

%Iiﬂ\)ﬁo

1 & [&FF (Customen)] HHH , & —T8&RE (Configure) > MR (Network Services),

2 HEEHRE2MIE (Cloud Security Service) EiRF , R—TH# (New).

3 HEFRERZ2MIEME (New Cloud Security Provider) ¥ At | BRENE i REHREEE
(Service Type),

4 THERIEER (Service Name) EW A MM EZTE,

5 WAFELFEY/MMEEE (Primary Point-of-Presence/Server) fX EFE R /M IREE (Secondary
Point-of-Presence/Server) B |P fuit,
B MREMEEREE Zscaler ER R 24 MRIF (Zscaler Cloud Security Service) /E5 IR E R I 52|
£k GRE BE , AR EWA IP UNEAFEY  MAEAEIHER , BEA GREFTXEEHE
.

6 EEREFLENMARE , FE—THE (Ad).
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New Cloud Security Provider 7%
* & e Name |Tcst
* & e Type Zscaler Cloud Security Service
[216.66.5.49
|199.168.149.179)
| Add | | Cancel

& BB ASHE Edge REBE

AREEREEIREZ 2 RS

BUNAMAEREZEM , TREEMLE Edge B E iR
AEFE=FEHRTETHEE.

B2 Al
» BRELEAREABRBHOER.

EEM, FSHRA Edoge &

EERZEMRBE .

ZEMBBUENRLBE ETREREZ2HENRE

s TEEEH SD-WAN Orchestrator B8 3.3.x lRHE SR,

n BEABZE=F CSS HRENERZEMREFE
EAOMUEF | B—TH/E (Configure) > REHR (Profiles).
RiE— TRERKEL
HEERRZ 2 (Cloud Security) BRH |, #$ERBEIEEME (Off) VB ZEBM (On) L&,

1 Eh
BR—TREEENHLEETR ,

A W N

ETTHRE

Cloud Security Service @ @D

Cloud Security Service ‘ ZScaler_CSS

Tunneling Protocol @ psec O GRE

-

Encryption

Key Exchange Protocal O IKEV1 @ [KEV2
<3|

FEiHR 2 MR (Cloud Security Service)

BEEAIBE (Tunneling Protocol)

& (Hash)

VMware, Inc.

w2 P A FQDN &%,

, A& — T 4R (Device) £o|ER,

ELl

RTHANINERPENERZ2MERE . BHTUAR TR
NEERFIR— THWBRR 2RI (New Cloud Security
Service) , LB FHI R,

WBBEEBERAN Zscaler ERZ 2 MR, FEE IPsec 5
GRE. fXFEFREEE IPsec,

RTRNFEPRIUEERE SHA 1 5 SHA 256, RFERS
EE SHA 1,

5 VMware TXE MD5 , BT ERIE MDS A RE
Ihek,
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b LG

DN (Encryption) RTRKXBERBIUNZREE E AES 128 5 AES 256, &7
REEW [# (None)l,

SR THRBAWE (Key Exchange Protocol) WIBIEBRBEARN Symantec ElRE 2 MR,
EBWSETMAE | W IKEVI 5 IKEV2, RTEREIEN
IKEV2,

5 E—T{#F®E (Save Changes).

EXERERTRAZERRZEMBRBAMUARER  ZRELSEDEAZERTEMEBBE Edge. WA
FE  BULERRIE Edge WARE, F2HA/ Edge REEWZ 2 HRH.

SRERRER 33N MZAIBMAERENERZEMBREMEY , IETURENATIAXEREGR

4

fin

£ Web REEH BN ZEREZ2HRY
B ERERREEREENEAZERZ2 MR

» REBFKRAREEFECRE - IBEIAGEE 3.3 MEA, MRERBNERT  AHMREREE
THEH/RER.

B BWRER 33 RIEMRAZLNHRER  ERKSREAKERUREREFECRE.

LU EBBRAFEIRA  UEREEFHEQZERRZEMRE.

1 EREEMNBERA (Business Policy) Z3|E&H ik — TH KA (New Rule) , RIEEE
(Actions) TR INRER PIREBHIE (New) , IEILHHHE A,

H|ER A (Configure Rule) ¥ A HRBEENHIE
2 BABAEM (Rule Name) HIIE—HZF8,
3 fEEME (Action) BEF |, B — THAKRMEMKEE (Internet Backhaul) 128 , RERESRTSHRE

(Cloud Security Service),
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Configure Rule

Bule Name:

Match

Application:
Action

Priofity:

hetwork Service:

Link Steering:

|\-'e|c___£sca ler_Rule

Hostname: &

& Rate Limit

Corec | o | imemet o [

Li
Li]

® Cloud security Service (Velo_Zscaler_CSS)

[ oo [ s

SCP Tag:

4 B—THE (OK).
135 Bl 2 BRTER ISR R (Business Policy) EEA .

A Edge REEmZ MR

ERGRERIERI Edge & , S ESEHHAREZREEEEBNERRE2HRE., BUUBERE ,
LU E{E Edge B,

1 EREAO@EF , EB—TRE (Configure) > Edge.

2 HEERRZEMERIK (Cloud Security Service) ERR+ , 2R THBEBHREENERRZEERESE.
ZEHEUBA Edge AR (Enable Edge Override) , SME B, MEBUENFHAEN  F2RARER
REERREMRIE,

Cloud Security Service 0@

Cloud Security Service:  Velo_Zscaler_ C5S

Tunneling Protoco
Hash:

Encryption:

Key Exchange Protocal:

Credenuals:

VMware, Inc.

Zscaler Cloud Secusity Service

® prec O GRE

SHA L b

AES 128

% |KEvt W IKEv2

% FODN * PS5k

PTag [Leaveasls ¥ |
|0 - CS0/DF ¥

woww._velodoud.net

m
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BRTREBMZI , BEULLA Edge RETHEHMBE -
m FQDN - #i A |IPsec BHMENZRERAEEZE.
m PSK-HA IPsec BHMENTELELASE.

#HE LEZBEBBETRERR Symantec ElREZE R
MRIEE Y Zscaler ERET 2 RIS IRIE GRE BEBBABE , BHIE GRE BESH,

1 #®R—T#HW\E (Add Tunnel),
2 TEHPBE (Add Tunnel) BRES , RETHIEAR :

Add Tunnel x
WAN Links: 169.254.7.10

Tunnel Source Public

P Custom WAN IP ~ 216.66.5.49
Tunnel Addressing  Point-of-Presence Router IP/Mask Internal ZEN |P/Mask
Primary Address il?}!.lS.SS.lZl-"]B |1T2.IB.EB.]2'}J3"J
Secondary Address 23232 IL?E.IS.SS.IJS_-"EB |1?2.13.SE.]2&,‘30
.- oK | | Cancel
8’| L
WAN E#£ (WAN Links) EWMER GRE BEAEREREN WAN N E,
WEHRE AR IP (Tunnel Source Public IP) BEZRBERELR P AU 1P i, SRR
WAN #E4E 1P sk H5] WAN IP, WIREREHTT WAN P,
EEMAZREAR IPH IP ik,
FERHEE IP/EE (Primary Router IP/Mask) EARASRNEE IP i,
RERRMES IP/EE (Secondary Router IP/Mask) AR BSRARE P i,
FZ ZEN IP/EEE (Primary ZEN IP/Mask) B AREP Zscaler 2RI Edge WEZ IP fuit.
JRE ZEN IP/3EE (Secondary ZEN IP/Mask) AR Zscaler 2RI Edge BIXE IP ik,

e R IP/EEN ZEN IP/EZER M Zscaler R4,
3 —THE (OK) , BEFMERENEREEIREZ2HRIL (Cloud Security Services) B H .,
£ Edge BEH , B— THFBE (Save Changes) , MU HFIERHRE.,
CRERREB 33N RZAAMBALRENERZT 2 MRBMEY , AIBAUBRENTIARNEREER

4

fein

n BB Web REEHEQZEERZT MR
s BAERRAREREREENENZEERZ MRS
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» REEBRAREEFECQRE - IBEAEMR I3IMER. WREEZENER  AEGMERRS
THEH/RER.

BE HREAR 33 RAEFMRAZINFRERE  REARSBEERRUREREFELRE.

FZANEBHRAPEIRA  NBYERT S RS,

1 7 Edge WIRGH R A (Business Policy) ZS|ZH R — T H R Al (New Rule) , REENME
(Actions) TR R IhaE R HIRIZEFIER B (New Rule) , AR HHIREA,

®EH Al (Configure Rule) ¥i3% HHBEENH IR,
2 BARRER (Rule Name) HWIE— T8,
3  HEBEE (Action) BiEF |, #— TAKRMAIEEE (Internet Backhaul) #281 , AR REESHT 2 HRK

(Cloud Security Service),
4 B—THE (OK).
A A REEBERR (Business Policy) @A+,

BRI R 2R

EEEERY , EMEATEEEERERZT2 MR , B Edge EE (B8 (Monitor)> Edge) A IR
(Network Services) EH (B5#% (Monitor) > KR (Network Services)), AT 4ESREEZE
%‘ﬂo

Edge EMH

ZER Edge EEEELENERRIS , B ZE$E (Monitor) > Edge, WIREEE RREBNEEHBE AR
FEEREERE .

Up Tunnels
vpnl

19916814813 @Up

Edge ‘l'a Status | HA ‘ Li
1 Edge-1 [+]

10016814813 @Up JEEIEEl Profile Operator Profile Certificates | Sof

Spoke 1 View

AR RISEm

EERMRRIE (Network Services) EHERENEREZ 2 MR , FEZEE (Monitor) > HEIRK
(Network Services) > EIRZ 2 BB (Cloud Security Tunnel State).
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Monitor :
Network Services
Edges
= mm
Routing
Alerts
Events
Firewall Logs
Configure ®
Test & Troubleshoot
Administration
+
Map data ©2018 Google  Terms of Use
Cloud Security Service Sites
‘ Name ‘ Public IP | Status ‘ Edge Status ‘ 1= state Changed Time ‘ Events ‘
1 vpnt 199.168.148.132 © [ ¢ 9] Tue Apr 24, 14:30:42 a day ago 501 View
104.129.194.39
2 Zscaler URL sunnyvalei-vpn. [+] Tue Apr 03, 01:43:55 22 days ago 1004 V...

was1-vpn.zscal..

Ein L2 MBEEMEE (Cloud Security Tunnel State)] EBiEiH# [Edge #R&E (Edge Status)] ERHTEER
TRESMDPEESRN Edge BB,
AREEE BT

R (Status) ERMTERTRBSEERZ2MRBHNERESRRE. MRFHE Edge BX2ER , BRHNE
EBRERE, MRABL Edge CER , MELEHEESR  IBTHNMEKRER. WRHMA Edge BE
hETESR  BTRNEEKRAG.

EE

EERREFRLZEZHRBENEL  FR-TERT2MEEWE (Cloud Security Service Sites) EiF
HE4 (Events) B4,

Events ? 0%

dialogs CloudSecurityProviderDialog.provider:  Zscaler URL
dialogs.CloudSecurityProviderDialog.provider:  UIPlugins.zscalerWebSecurityService.title

Edge Identifier Public IP State 1Z State Changed Tit
1 Edge-d kr1@velocloud net sunnyvalet-vpn.._ up Tue Apr 03, 01°43:55 22
2 [Edge-4 kr1@velocloud.net was1-vpn.zscaler.. upP Tue Apr 03, 01:43:55 22
3 [Edge-4 kri@velocloud.net was1-vpn.zscaler. up Tue Apr 03, 01:43:50 22
4 Edge-4 kr1@velocioud net sunnyvalet-vpn.._ up Tue Apr 03, 01°43:50 22
5 Edge4 kri@velocloud.net was1-vpn.zscaler.. urP Tue Apr 03, 01.:43:50 22
6 Edge-4 kri@velocloud net was1-vpn zscaler. DOWN Tue Agr 03..01:43:45 22

3

Close

% E DNS R

ER—HBEARY  WELEY DNS AR,

DNS R AT A2 A DNS fR¥E , RELM AT FTRENFAA DNS R, ErLliEE X EMAREE
(Primary Server) H#{0 ABR=% (Backup Server), WREEEEREAFER Google H Open DNS fdl
BRES .

TEZERAA DNS RS FlHRE,
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New DNS Service x

Server Details:

# Service Mame: | VeloAcmeDNS

* Primary Server: |EDD.2EID.2EID.2CIO

Backup Server: |20IJ.2EID.2EID.201

Save Changes | Cancel |

HRIAARE , BEAILIEE —RZEFRALRE (Private Domains),

New DNS Service %

Public DNS Private DN5

Server Details: Private Domains:

* Service Name: |VeloAcmeDNS—private |hr.ve|oacme.c0m |HR Domain -®

* Primary Server: |EDD.20EI.2E|EI.2CIZ

Backup Server: |EDD.2DD.2DD.203

Save Changes | Cancel |

| E Netflow BE

ELEMEED | Netflow FEIERL SD-WAN Edges HiRE , WEIFER SD-WAN Edges #&FBR A E
B EREBENEL IPFIX) EFEHZE —RZE Netflow WESE, SD-WAN Orchestrator T iBIEIE R
JERE . Edge BB Netflow WERNGEREEARRRE. SEAEREZREMEWESS ,
BEREEN Edge BRZURE/\BEWRERE. i, EREZTASEKESRE 16 BEEFRES.

BF
1 # SD-WAN Orchestrator , BEZ®RE (Configure) > #BEIR¥ (Network Services).
PR (Services) EMBEEIHIER,

2 ZEERTWESRE  FBZE Netflow RE (Netflow Settings) BiF , A%EE—T [KEES (Collector)]
BERRABMFIE (New) 2, FIEUESS (Add New Collector) HzEH HBERN HIR

a TEWEREEM (Collector Name) XFHHH |, W AUERNE—FRE,
b 1EUWEESE IP (Collector IP) XFHHF | B AUESEH IP ik,
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c TEUNEESRHEIEIE (Collector Port) XF A |, B AWK M EZERBIE.,
d E—THERE (Save Changes),
R R (Network Services) T , $iZHNERS SRR [ULERS (Collector)] ERIERF,

3 SD-WAN Orchestrator Al &G RER IP. B IP A REREMEEHRNEREXBAEREERE
D8R, EERTEENERE |, FEBE Netflow RE (Netflow Settings) &1, , REBZE—T [EFiZss
(Filter)] BRI RABIHFIE (New) Rt FIEEFREZ (Add New Filter) ¥3E 5 HRBEENH IR

Add New Filter ? 0%
Filter Mame: |.-'-J ow_ICMP
Match
e I
® |o Adares 0.0.0.0/1
Destination

e - | |

Filver Name:

intemet Instant L. [ .
Messaging IATP
Management > IBM RPL
Media » B CE
Network Service  » ICMPVE
Other TCP/UDP » ~ |IDFR 2

Action

e D

a THEERIREM (Filter Name) XFHHP , WAGRB[NE—EH,

b HEHH (Match) BE T HR—TEHE (Define) , LEBZEUNE IP. BRI P =87 240
PERAREALENERWERGRRA |, RIZ—TFEM (Any) , AEREMRRE IP. BiH IP
HEREHBENERARRNIES Netflow EFRAY LY AR,

c TEEME (Action) BIE T , BELASF (Allow) IBAE (Deny) (EAREBNEFREE , RER—T®
E (OK),

EHE R (Network Services) T , $IEMENRES S BRI [BFREE (Filter)] ERIERF,

mR

EREEM Edge BR L , ERENRESMNENRFZSEHE (Device) ZoIZEFH Netflow RE
(Netflow Settings) Bifi FEERAFBE,

» REREMD Edge B, ALK ABEPRIMERNERE  RILRERNEFRE. 0B
BLSR  ESHERERERRE Netflow RE.

n FEEX Edge BRM Netflow BRE , FHZBTE Edge B E Netflow FKIE.
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FAREE B

BULERZERAME  AEEEREERHAA WAN BE,

B TE Fh A 3%

BERTEARRE

1 £ SD-WAN Orchestrator EBHEMiR+ , BERIE (Configure) > #ERI (Network Services).
2 ERAMBEARRE (Private Network Names) BIEH |, 12— T (New) 1241,

3 FEHMAAMKER (New Private Network Name) $iE A | EEENNEZARP@ AR —F
ﬁo

New Private Network Name ?2 %

* Private Network Name: ‘MPLS A

‘ Save Changes H Cancel

4 B—TH#E®E (Save Changes).
PARREZBEIERERAFRZE (Private Network Name) BiEH .

Private Network Names New...

Name Used By

MPLS A
MPLS B

i B A 48 3% 2 7

ZREMIBR Edge REREANAARBKER,

HEMR Edge REREANFABBRER

1 BR-TEBHEIRGRUERERE , ARE— TR (Delete) &8,

2 TEWEMBER (Confirm Deletion) $EH#H | #H— THEE (OK).

KEERCAEERNERE  SUUBRRAAEAER. F2REEER [ ERAAEKER | —6,

R ERE RS

RERBEREMNER. NRENASEARBETRIEIRFERE , EUNBRLHARRE , LEER
RERIEHY 1P Uit FERE, BR 8021 x REBRFMN —HH , RENREEF.

TEREREHARE.
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New Radius Service =
#* Service Name: |VeIoAcme—radius
# Server Address: |4.4.4.4

# Shared Secret:

#* Authentication Port: 1812
Accounting Port: 1813

|_save Changes | | Cancel |

&5 {E1E Edge BRRERFRNME.

VMware, Inc. 18



R IERE 8

REESRHERARNARBBPEINESHRE. /ML R AR AR,

HE NRELSEREEEFXERBNFERAEZRIBEEA | £18 R EEMIR SD-WAN Orchestrator ¥4
EREEBNFOYYE  hEERE/EHEEYHE.

RERENERSIERET : RERZEE (Profile Overview)., #® (Device). B /&R Al (Business
Policy) FB5 A& (Firewall).,

AEEHWTIER :
n BUREE
n  BEEREE

» REEHEEE
» FRIERNBE
n REREIE

BYURTERE
2 Z%% , SD-WAN Orchestrator EEE THIFEAEZNRERE | MERAKKERE. VPN RERE |, M
3.0 MRFMEAEBRERERE.

B BB 3.0 RPEBANDEITHE , & Edge 1T 3.0 ZAIHEEE , BITUE AR AERNALR
LBl AERMNAR, ~ERLEER  SXASUARAERNIEEBE/BRABREREN,
BEVHNREERBEREBRTILSR

RELE
=®
EEAR
$EKER & /DNS
RENHERE
3 BAER VPN

4 REBBRA

\

o
Kb
i

1

filt
o

2

Q

(o}

(g}
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5 RRER A

6 WEIREEMER

EEEVUHNRER

1 BZE [RE (Configure)] -> [REH (Profiles)] , A& —THIEHRER (New Profile) #&Eh .

New Profile.

Name Network Used By £
‘Segment Based Profile 12 Edges &)

aan

Network Based Profile 12 Edges

2 TEFTIEEEEHE (New Profile) HEEAH , EEENNFHARFWAREEBBMRGA.
3 ®—T#Y (Create) %,
RIEEEB (Profile Overview) RS ZEBEESEHEE, NEHMAEN  F2ET AR EESSEM

(Profile Overview Screen) EE%,

~ Profile 'VeloAcme VPN Pri %

€ > C A | @ hitps//veloacme.velocloud.net/#!/config/profiles/1969/ 9 =

Manitor Configuration Profiles
VeloAcme VPN Profile
Configure
Edges Profile Overview
& Profiles
Networks
Network Services
# Name: VeloAcme VPH Profile
Alerts & Motifications
Description- |

Test & Troubleshoot

Reports

Profile Overview
Administration

Networks Services
Used by Name Internet Network Dynamic Multi-path Optimization on
1 Edge Addressing Type Overlapping Addresses Business Palicy 21 rules
Corporate Addresses & VLANS Firewall 1 outbound rule
Network 10.0.20/21 Cloud VPN
Assignable VLANS 1 Application Recognition on
Guest Addresses & VLANs Identity on
Network 192.168.2.0/22 Wireless On
Assignable VLANS 1 o
DHCP on

| velocloud .

»

EEFRS WA NFEMREEIEIRS Edge.
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EEETHBFNRz— , REE Edge AHERERER, EHERLT , AERGRAKERAMBRER
BREEME Edge. DXEBRBMLAFHREREERTEREIRS Edge, MENAFBIEIRREENE
™, 2R (BIRREE BERTEE)) 189 (M Edge) .

REESHER
BEAEHER (Profile Overview) EHREHRERTAERMERMBNRBHREBE.
LSS AWM EER

VI

@ AACHEANSRERERE. TR URERE A TNEFRARQARMLN VLAN,

B# BA VMware ZGREZRBENVEE,

BARERKE. ABRAANBEARBRSIGREEANAARER , REEMB (Profile Overview) EHEE
ERMREHAITHRE.

ARIERNEE

EI2RPBATREEBEINE , UFE Edge AR HUAFBRAERNREEIERERER) HT
ERRE. AR 2.X Edge (EANFERAERNRER) ARE X (EABRERER) 1918
BIERENFAER.

Edge f 2.X AR ZE 3.X WL EMHFM

BER 22X RARE 3.X WX , Edge BERE T IBEMRHG

n  REHR 2.4 R 2.5 RAKE 3.X,

= HEE SD-WAN Orchestrator #l SD-WAN Gateway MR AH#HE , RIRES R Edge.

HREBEAPEBMMIEL Edge EITARNREME

& BRI AR B Edge MUTAHRRS

« EABRERWEN Edge 2, MEMRERPEN Edge FHRE 3.X.

= MBHERA X WREM  MAERERL 2X HRERRT | AFRRTEERA.
« EERBLANRH , SERERTEEZOH—EREN 321 MREERT.
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HEBFR HA ) Edge EITHRNREME

—BREBARSREBARKE —HASTAMY Edge AREMRAK 3.3.x RERRANEFS (Hlan 3.3.2P2), 8
=, & HA FEBM Edge ARZE 34X RO ZREFIRANEF , XBERKHE HA Edge AREMEN

34X BHEMRAZE , MITE 3IXHWHPEAR. XEBE—BI Edge HIER 2. X REARE 3.4.x 5
BHFRA , BREEMAEAEE.

RERBEEEER
AEHARBRIBRNBE.

B8 2 Bl

»  F# Edge 28I , FBHEE SD-WAN Orchestrator 1 SD-WAN Gateway HIRAHE , SRASH
Edge,

B MW 3.XEdge REMBERAERERE , At , RE7%E Edge EEBRRERREREE , 3.2 &
EHAEEXE Edge, BEREREREIEIRS Edge % , BEZEFERAUARAEBRNRERE.
URRAERNRERETLUERAERERER  EEREREEAEIEHBRAUARAEBRNRE

i

» ERERTEEZFRECHADE.
B RERERASE.

SR BIARGEETBRAENIEEHER

HARERSEUABAERNRERTELRRAR AHEXARVILEER , NEETBERD
HERARYEZENNER.

1 1% SD-WAN Orchestrator , BZ R (Configure) > BER (Segments), EE (Segments) ZEHEFEED
HE, FEE  2EEREEMRR.

mmmmmm

sssss

2 B-TEHEBRR ¢ UEVHEER.

3 B—TH#ERE (Save Changes).,

SR2 BB EEEVEBRENRER

1 7 SD-WAN Orchestrator EEERF , BERE (Configure) > BEM (Profiles).
2 EREAEREEEBTENZESR , UERUERAERNRER.

3  fEEE (Actions) THRIXIeERT , RIEBHERER (Migrate Profile).
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Configuration Profiles

Name

Quick Start Internet
& Quick Start VPN

Quick Start VPN 1

AAERARKEREZZHER.
6 —TEI (Create) %,

Migrate Profile

Original profile will not change and a new Segment based Profile will be created as a
result of this operation.

From Profile Quick Start VPN

* Name: Quick Start VPN_Segmented
Description Quick Start VPN_Segmented was migrated from

Quick Start VPN on 10:27 12/10/2018

uest VLAN Segment@® | Guest Segment

=
N
15

=18

Configuration Profiles

Name

Y Quick Start Internet
Quick Start VPN

Y Quick Start VPN 1

' Quick Start VPN 1_Segmented
Quick Start VPN 1_Segmented was migrated from Quick Start VPN 1 on 2:21 20/02/2018

Migrate Profile. New Profile. 0

New Profile...

Nﬁgrale Profile.

Duplicate Profile...

HEBERERE (Migrate Profile) $iE A HF , MARERENEBANRA.
ENFRARIIEEEINER F2RIR 4).

New Profile... o

@
Network Used By 5
Internet Network
VPN Network
Internet Network
Segment Based Profile 1 Edge

HE 3 HEBENREREIRS Edge (F2RUTEEMWRE)

PRSP | B Edge MENWKEBIME <3.0 B , TS HEMARENIEXE Edge. ERIELRER

Edge EA LEER [ ARERE | A& , ERHWHEME X RESIE.

EERERERTEREERGUARSERN Edge :

1 7€ SD-WAN Orchestrator BB HE R+ , BZERIE (Configure) > Edge.
2 71f Edge EEY , BERAELAHERERREEN Edge,

VMware, Inc.

E@ E E Bus. Policy

Network Modify Profile i::
Internet Network Delete Profile.. D
VPN Network El Q
Internet Network 1 Edge m m

ERESRVHNERRERE  BEAZHERTHRELEUFARAERNEREENEE. F2ET
FEE , REMEI Edge IR LR ELRE .

B8 8 B Fiewal
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3 7f Edge ## (Edge Overview) Z3|ZEF , BEREE (Profile) E1F.
4 TERREME (Profile) TRXINgERTD , REERAERER (Segment Based Profile).
REKE Edge AR/EI2X Z2E , 7TEEABRERERE.

Profile

Profile: | Network Profile_Segmented v \ Edge Specific Overrides & Additions

Interface

High Availability
Static Routes

ICMP Probes

ICMP Responders
DNS

Authentication Service
SNMP

Netflow

i PEREERTERTHOMERENMN:IR . [ £/ 3.2 Edge REEYHNRESRERE | M [ KUE
BAERNREESREEIEIRS Edge | . IMABRNECXERESHRAEDEEINTELREINNSR , ML
ARRESERK HRESLACER X REBEUFWRESRER LR RFEREEERKGLRER
B, BIR3IXWREEREENERRERER , Edge KERRIZRREEN ., NFFAER  FES
BHRIER.

#E T—ESH £ 32Edge RERIMWREERER | SEBARRESEANS R, AR
R EBERER. SEBHRLFILSBNNLE  IARRRERESE.
LB 4. £/ 3.2 Edge REE VM REERER (EEARRFEBRNIR)

BREBMLAMEM 3.2 Edge MERVHHNREESRTERE , THBEREE. CENSERFERERAESE
EERUL S RPN IIEE.

$Bs REBEARBRESBRNSE, BESNEFA 3.2 Edge MEBETHWIRESRER.
1 & SD-WAN Orchestrator , REZRIESRERE (Operator Profiles)., F2HTE.

Monitor Customers

Manage Customers
Manage Partners

Software Images

System Properties

Operator Events
& QOperator Profiles x
Operator Users

2 RIBEBRERE (Operator Profile) EETF |, & — T HERER (New Profile) #&éf .,
3 TERIEIEERER (New Operator Profile) #7E #H :
a BAREENEBMRA.
b 1EHREAE (Configuration Type) TRIXINEERT , RELUERAERBH (Segment Based),
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c B—TH#I (Create) il

New Operator Profile 7%
* Name: |Segmenled Operator Profile 3.2

Description
* Configuration Type: | Segment Based ¥ |

4 TEHFEIH BREEREN (Operator Profile) EEF , BEHMARA (Software Version) B,

5 THEEMMRA (Software Version) BiEH , #ARA (Version) TR XMAERDRIEBEHERA, E2H
TE).

¥ Software Version:;

\ersion: 3.2.0 (build R32-20180315-MN) hA
Device Families: Edge 5X0

Update Duration: €@ 5 minutes

6 31— SD-WAN Orchestrator EH EixHH#F®E (Save Changes) #&41,

SR 6 BUERREBRNRIEFEREEEIRS Edge

33.0 BRBRANWEBIBIHE T —EEESMT S THEE) (An Important Note has been
added to this step for the 3.3.0 software release (see note below)),

#EE BREENSERAHTUERKEBRE  BEREERNCXEESERILIENFEE.

ERERREREN Edge HZBRIFERTEHEBZWEBMEEN. Al , AR EFHNREESRERE ,
FHBREESREEERGRENN Edge. UTHRBAFNMAH B RESREEE KGRI Edge.

HiE ERLAY {8 Edge BITREEIEIR , W Edge JEEEE , BREREHM Edge, F—1M@
WK EEMN Edge BEHBEATR (RATRELEERE ZFIETBHE),

EEERFTNBRESKTESE !

1 £ SD-WAN Orchestrator BEmEiR+ , BERE (Configure) > Edge.

2 7£ Edge EEY , BERAREAHEBRKIRESREEN Edge.

3 £ EE (Actions) THRIRIhAERT | BRIBIERIBERRER (Assign Operator Profile) 25K B2 B
& (Assign Software Image). iz : REREESBRFEHE T SEBE (Actions) TR A IhgExR+
EAERBIEESRER (Assign Operator Profile) , HtFiE A ZEULIAENEA & | IS EBE
(Actions) THIR IheEk + & 215 R M AR (Assign Software Image)).

4 HEEENEESR BRIBRESRERE (Assign Operator Profile) ¥5% 75 #1 S #5 R E MR (Assign
Software Image) Hi:EA#l) & | REAS B IDMEVUERAERNREERTERE. W 08
ME  BEREERTRERAEFISEBMN.
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5 R—TEH (Update) &l

Assign Operator Profile x

Operator Profile: |Segmented Operator Profile 3.2 v

If no Edge operator configuration is set, the Edge will receive the operator
configuration assigned to the Customer

tpiaten] | concel |

HITHEXER |, Edge BEWET| 3.2 MBEMEESH K MEMRGEHFEFTRE , Edge S 2HKBE SD-
WAN Orchestrator #1TE.

REARHAE

B LATERRTE (Configure) > BRER (Profiles) > BEM S (Profile Overview) ZS|EE+ , ERER
BREEARKIE. REEFE K RALERREXZMEURERES Edge EBEH Edge.

Monitor | Configuration Profiles
) Quick Start Profile
Configure |
Edges

Profile Overview

[avones |

Object Groups

Segments

* Name IQuick Start Profile Local Credentials: ~****&xx
Overlay Flow Control Description:
Network Services Y
2
Alerts & Notifications
Customer
Test & Troubleshoot | Profile Overview
Administration | Enabled Models: Edge 500, Edge 510, Edge 5X0, Edge 6X0, Edge 840, Edge 1000, Edge 2000, Edge 3X00, Virtual Edge, Edge 510-LTE
Used By Services: Dynamic Multi-Path Optimization On
3 Edges Application Recognition on
Identitv on

IR
ABRBMAH LR,

B—THIR (View) &R , LB ERA#AH R (Local Configuration Credentials) ¥:E 5. #WAFEH
# (User) EBAHBT (Password) , AREIE— TR (Submit) &4H .,
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Local Configuration Credentials

Iz Edges

Acme Edge 1

* User I

* Password l

VMware, Inc.
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BREREMLE

FEHRPAMARERERERE.

B NREERAREEFXERRNERERIBEA , L8R 8EME SD-WAN Orchestrator #14F,
BREEZIHNNG | WBEERE/EFRRBYGE.

VMware AR FERAREEFPHNER (Device) ZS|1ZEE (BE (Configure) > BEHE (Profiles) > £ 1
(Device)) RIZHEBRTE, LBHTE (Device Settings) Zo|ERATARERER. &Y VLAN, REN
M. REDNS REURRERBRE, NEIBNFMEN , FSEE7ERTEER,

REEHH R THIEE
. BERE

REEE
LEACTACHBEIORARTY | LREERETRAEBNAE,
HBERBMREET , U EMEBE ;

il ki) e

ERRBAMAE %E (Device) Zo|EHREHW B TR (Configure Segments) Bifl, EFAIURTRXERDRERR | 2
EENEER , ZERNEEN B RERERR (Configure Segments) B A,

— AR $t® (Device) Zo|EHREMAW T XY, BANSEERNINGENMARE , B VLAN A, £BRE. WIi-FiflZ
ERIR QoS.,

Manirer ot Pt
e Cuick Start Profile
Edges
Segmens
Qverigy Flow Commal Configure Segments
Netmon Senaces
Aty & Notifications Seect Prfie Sagmea [oraes
Custormer

CofioreCagmerm | lobal Segment [Reguiar]
Test £ Troublzanoor

AgminkEnon i 2t
o

Used By

3 togee ol ERttew

68

Sonics 0 O
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BRLUARBEARANIT ISR

EER B HAHRE
s EERE
s DNSERE

= Netflow RE

=  Syslog RE

s Eii VPN (Cloud VPN)

m  OSPF B (OSPF Areas)
= BGP®RE

s SREERE

» ERZERH

—ARAHRE
s VLAN
s HERTE

s Wi-Fi BRERTE

n ZERIR QoS

» SNMPRE

= NTP fABRE:

s AREERR (Visibility Mode)

EREETEIKRER

BURTERER  SBULUERE - TRERER (Configure Segments) {8 & FHBE (Change) &R AR EE
REEER.

#—T®E (Change) RS FHBBRIER (Select Segments) HEEH .
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Select Segments ? 0%
All Segments Within This Profile
GUEST > Data
Video = Global Segment &
Voice

EHEEFARG  SUUERNEEEEREEDTNER, ER2EHERENER  RZEREANRE
BAR, BttELBRR, HEANERSENEHESTRLANAMEER (All Segments) E T,

BNMERzE , BULUEBRREER (Configure Segment) TR XMAERKRRERR., FIETARKEN
EREEEREER (Configure Segment) TR IIgERPIIH., MREERIEIRIE VLAN RAE , &%
EERASERER VLAN RBIB R EMEREEN Edge BER.

EEREREER (Configure Segment) TRIRWERFREERENERE K GERNREME , HEZE
BMHEBNREEERTEREER (Configure Segments) EiFiH

Configure

Networks
Segments Configure Segments
Overlay Flow Control
Network Services Select Profile Segments
Alerts & Notifications
Configure Segment  Global Segment [Reqgular] -
Customer
| Segment not assigned to a VLAN or Interface. -
Test & Troubleshoot Authentication SE_ Global Segment [Regular]
Ad " y WVlan |Ds: 1
ministration DNS Settings @ EdgeModels:  Edge 500, Edge 510, Edge 5X0, Edge 840, Edge 1000, Edge 2000,
| Virtual Edge
Used B o
) Y - Netflow SemngsT GUEST [Regular]
Edges pA - 1 Segment not assigned to a VLAN or Interface
Voice Quality Mor B
- Video [Regular]
cloud VPN & Segment not assi 0 a VLAN or Interface
Branch to Non-Veloc ~ Yoice [Regular] Branch to Branch VPN
Enable: Segment not assigned to a VLAN or Interface. ~  Enable (
OSPF Areas @
Redistribution Settings
Default Route
Overlay Prefixes 5]
ArealD Name Type
[20 [test @®
BGP Settings (off ) @

REREFRTE
S EE® R T (Device Authentication Settings) B34 45 & AT 24 A 1 83 AR TS DNS BRTS .
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Authentication Settings

RADILUS Servers: | VeloAcme-radius v

R E DNS & E

DNS ®&JE (DNS Settings) AT ARZEBFAA DNS IREZEMREN DNS B |, UREEEAREHARZEN
AF DNS B

EHERTE DNS RE :

1 ELEAQMUF  R—TRE (Configure) > BEMRE (Profiles).

2 B-TREEZHEBER , R TREENEL , AEE—THR (Device) R5|1EHK,

3 %M (Device) ZSIBESP , A DNS RE (DNS Settings) BRHET TIIRE :

Monitar Canfigurtion Profies e
» Quick Start Profile
Configure
Edges Profile Overview Device | K°JBusiness Policy Firewall
Object Groups
Segments Configure Segments

overlay Flow Control
Network Services Select Profile Segments

Alerts & Notifications Configurs Segment: | Global Segment [Regular]

Customer

Test & Troubleshoot Authentication Settings &

Administration DNS Settings @

Used By Conditional DNS Forwarding [[none] ~]| gi.)]

5 Edges Public DNS [openDns ~|

» %4 DNS Ei (Conditional DNS Forwarding) - & TR X FEHEEFAA DNS R , L@
KERIY A TEAHRIRY DNS B3R, Bt LR — T A A DNS BRI (New Private DNS
Service) , LB FHHIFAA DNS fR#E.

m  2F DNS (Public DNS) - ## TR /FEFENEAREHFHZBI A A DNS RiE. EHATL
B — T ¥ DNS BRI& (New DNS Service) , A KA A DNS BRI,

#3 RAEEE VLAN SERANELRBAT DHCP RIEE , 72EZ VLAN SBH A LBA L
A DNS [R#., MEER , FSRAEKHNELRE DHCP [AR:S.

WEER S DNS REMWFMER , FHSERE DNS R,
4 TEHE (Device) ZS|IEZEH L |, ##— T#FBE (Save Changes).

#E DNSHZ2EHERARESERAZEREEFEINER., KE IP EERE VLAN (Configure VLAN)
ERPRENERE IP, H2RAREREEN VLAN,

EREEEBRFZTE Netflow :BE
BAGEEEE K S LEREEEBHRFRTE Netflow RE.
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BF

1 % SD-WAN Orchestrator , BZR&E (Configure) > BZERE (Profiles).
MR EM (Configuration Profiles) EEBEEIHE.

2 EIMERE Netflow REMNRERE , REER—TEE (Device) ERTTHER.
FrRRERK [HBRTE (Device Setting)] EEMEANHIR.

Settings @
Hetfiow Enablied i
\ersian: €% vi0
* Collector Filer @ Al Al
C_Global_10.2.1.25 A Allawe_all T + ) —
Intervals:
* Flow Stats: Bl
* FlowLink Stats 61
* Segment Table: 100
# Applicabon Table:  [1og
* Interface Table 100
T 100
* Tunnsl Stats: &0

3 EREER (Configure Segment) THIXINEERF |, BEREEBERIRE Netflow RE.
4 B ZE Netflow $|/E (Netflow Settings) Bl , RERETHHMAER

a

EEE A Netflow (Netflow Enabled) B # .
SD-WAN Orchestrator X1 IP REEMESL (IPFIX) BB ESE 10 iR,

TEUIREEES (Collector) THRIR IhEER P REE A Netflow WERS | LLEEH SD-WAN Edges [E
HIPFIX B, 38— TH8 L ERE (New Collector) LR E Y Netflow WSS,

MFBNAFIRBERVFAEN , FSRRE Netflow RE.
B BULERER-T + i, ASEERRERSMEKRSESR  ARABEREERERSZ N\
Bk ECRENBERBEEINATORS LRE , REFR + &,

TEEFREEE (Filter) TRRINEERT |, BEIRAK Netflow EFREAMNK B SD-WAN Edges BI7
B, RiF— THWEFRSE (New Filter) LB EHH Netflow EFZEE.

MM BB HMEN | L WRE Netflow BT,

B EULERE-T+ RAASEAKRERRERD 16 BFRSF. 7B , HREEKSES  Fe
B [2HAFF Allow al)] HFEAABSHHBERCERNHERFESR.
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d RARWSESEEHENZIAR (Allow All) ZEAR , AAFMERTZRESNERRE.
e 7TEMPME (Intervals) TF , 8E T % Netflow & H Bk :

n REBREAEFHEH - RESATEHEANELER  SSRESATENELZWES. KTER , It
EZK Netflow ;B2 8F 60 WEHL —X, AFNWEHEREES 60 #E 300 #,

s REHETEHE (FlowLink Stats) - REEL AT ERNEANELBER , SKESREAELENRESR
TERHEHZEWERS, TER , LEAHN Netflow iCHEEE 60 PEH -, AHFNEHER
#EA 60 ¥Z 300 ¥,

=  VRF ¥83& (VRF Table) - VRF BIEEFANWEHER A S ERAFEENELZWESRE. &
HRELERA 300Y., AFNELHEREES 60 2 300 ¥,

= EARXERE (Application Table) - EARXBERANWE LMK , SREARXENE
HEWESE. ERELMEA 300 B, ANNELEREES 60 BE 300 V.

s MEEHER (Interface Table) - NTEREHANELBER , 25 M EENELZNERE. BER
EHREREA 300 ¥, AHNWEHREREEEEAS 60 2 300 ¥,

s HEEHRXR (Link Table) - EAREHANEHER K S8EEEMEHZWES. BARESL
EleA 300 ¥, AFHNEHEREEEAS 60 ¥E 300 #,

s WEEHFER (Tunnel Stats) - BEAHEREANE R, KHER , Edge FEAHEE
WHETTERES O WEEH—IX. AFNELBEREES 60 ¥E 300 #.

B ELEd , CREESHERSBSEHARE Netflow . BREN Netflow B HEkE
BAM Edge LFMEERNFIA WSS

5 ®—T{#E®E (Save Changes).

EREEEBHRE Syslog & iE

EREMEEP , SD-WAN Orchestrator A AREIR B 123 SD-WAN Edges # SD-WAN Orchestrator
BEEHFPY KRB , MURE Syslog XK E R —RZEEFXER Syslog KRR (RS . BEE
Syslog NS R %A B RE Edge U SD-WAN Orchestrator BESEH B ARBILE , FEREERE
RERNTHRFENLSE | LURE SD-WAN Orchestrator FEEBRK Syslog WESRHME R,

DEFRS

s BEESSH SD-WAN Edge (tbBESE SD-WAN Orchestrator B&EH 2 &) REZHERLAERK
(B XE DX VPN RE) , A SD-WAN Edge £ Syslog KRz EHHE, WEFAEN , F2
BREEH VPN,

BF

1 # SD-WAN Orchestrator , BE2 R (Configure) > RER (Profiles).
HARERTER (Configuration Profiles) EEREEIH I,

2 EWMERE Syslog REMRERE , RER—TEE (Device) ERTTHER.
FrRRERK [EERTE (Device Settings)] EEFMEENHE .
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3 EREER (Configure Segment) THIXINEERAF , BIRERBERIURE Syslog :RE. KERS
EH2HER [—M#] (Global Segment [Regular]).

4 B ZE Syslog BRIE (Syslog Settings) B, , RERE T FIFMAER .

a

ERMEATE (Facility Code) TH R Ihgek P REN— 1B Syslog Z%EE , MILEYHERE Syslog i
BR 28 N A SR FEM I B FT B SR B SD-WAN Edges BWEAETHEEE, AHFHNENR localo
Zl local7 2.

#E BRESHEREEDPEHA Syslog :RE , HREERHER (Global Segment) R ERIER
& (Facility Code) #i{y, HtERS#EADTER PN RERTBE.

2 ERA Syslog (Syslog Enabled) #ZE 51

K IPXFHHA , 8WA Syslog KRR B HYM 1P izl

EBMIE (Protocol) TR IhEERH |, |EL TCP = UDP 1£4 Syslog B E .
HEEEE (Port) XFHHRF , WA Syslog WERMNERRINIT. FARER 514,

B Edge NHEREEBHREEMER , KIRSE (Source Interface) RIUEREABH
(Auto)., Edge 2 HEIRIEH B (Advertise)] BMIUREAFENENNE.

EAB (Role) THXIIEERF , BT HIHA 1] :
= EDGE E#

= FFARIEEH

= EDGE HMBy XS4

£ Syslog [B#k (Syslog Level) TR IIgERF , BEMFEEREM Syslog BREMER. Bl ,
RERERE (CRITICAL) , 8] SD-WAN Edge EEXFIERES [BRE] 5 (BRI [B2]H
B,

e KTERR , €M Syslog BEMEBHRER (INFO) REXFG KBB4,

ARFFH Syslog BREMERA -
s  ES (EMERGENCY)

= %R (ALERT)

» F&E (CRITICAL)

n §8%R (ERROR)

» ¥4 (WARNING)

s EE (NOTICE)

= B (INFO)

= {5i% (DEBUG)
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i HE, EEE (Tag) XFAHFP , @A Syslog WEEEK. Syslog EEAIE Syslog WESE FAKRE
PAEREENES. AHFNERRELRA 32, LaEoRE.

i fEFARAXMEY (FIREWALL EVENT) 5 EDGE HMBh A M#E4 (EDGE AND FIREWALL
EVENT) B E Syslog USSR | MR E Syslog WESRIZWHREFIE BRI N &L | &

BEHAEER (All Segments) ZEUG . MRERAIZETR , Syslog WERSERDREWRE
EREY 4 E B BRI B KRB RO 8%

Bt EA® %A EDGE E#f (EDGE EVENT) I , EA BB P REN Syslog WESFRKERFER
Edge E4rCEE.

5 1R—T + RAUHIESE — 1@ Syslog KRR , HiZ—THFRE (Save Changes). & Syslog &
B2 R EMN SD-WAN Orchestrator #,

wa SEEBRKRZUREME Syslog WE:E , S8 Edge A[RRE 10 f@ Syslog W&, ECREN
WEREBEETAHFNRE LIRE , BiEER + 124,

Syslog Settings
Facility : local0 ¥
Syslog Enabled:
10.1.1.25 TP %) |54 Auto © FIREWALL EVENT + VMware.SDWAN.FW =
10.1.2.25 TP ¢ [514 Auto & EDGE EVENT ¥/ | ERROR *| | VMware.SDWAN.Edge 4 :

© Firewall logs are forwarded at INFO level by default
© You are at the maximum limit of 2 collectors per segment

A BEENMNASG , Edge BEFIEEBREMEBRNWHERHE H FEIK Syslog KR, MRER
E £ Syslog YRR F#EW SD-WAN Orchestrator BB E4A W AKEH | AIXEER
log.syslog.backend Ml log.syslog.upload ZBAARTE SD-WAN Orchestrator Bk L& E
Syslog,

= B KSR RN Syslog FEME | ESEIBH A BN Syslog B,

rRESR

SD-WAN Orchestrator Al BEERERE M Edge BRBA Syslog BE3XIhEE, 1R ERE ARG ik
(Firewall) HE £ , MREEEREDE SD-WAN Edges HIBH A B EEREXEEREN Syslog W&
8% , BB Syslog 3 (Syslog Forwarding) Z§# .

& {kTERR , Syslog H3k (Syslog Forwarding) R & 7R EREE Edge AHRERPE K& (Firewall) B
HEBREER,

MEREEERLBAXNBRENFAET , F2RRERERH A,

B A & 50 8% B9 Syslog LB
RBABE X RTEEMY Syslog B | WIREEIFI,
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&ifl . IETF Syslog FE#Z, (RFC 3164)

<%$PRI%>%timegenerated% $HOSTNAMES %$syslogtag%$smsg

LAR 2 Syslog SR E S,

<158>Dec 17 07:21:16 bl-edgel velocloud.sdwan: VCF Open xR6FveSQT220kZiTmoYJHA SID=12278
SEGMENT=0 IN="IFNAME" PROTO=ICMP SRC=x.x.x.X DST=x.x.x.x DEST NAME=Internet-via-gateway-3

ZAEBETHZHD :
n BXRIEF - Rt * 8+ BREM (local3 & info) - 158
HEA - Dec17

BER - 07:21:16
n FHEME - bl-edgel

m  Syslog Z% - velocloud.sdwan

m B - VCF Open xR6FveSQT220kZiTmoYJHA SID=12278 SEGMENT=0 IN="IFNAME"
PROTO=ICMP SRC=x.x.x.x DST=x.Xx.x.x DEST_NAME=Internet-via-gateway-3

VMware X & T 5IB5 X f&aC s
. RRARIREAMREHIBE KA
= BB (Open) - RETERREKE.
= BARA (Close) - HR TR EBUAIRFREB Orchestrator BEETHEMRE , RETERREER,

s JE4 (Deny) - MR TERBRPTSEERL , AISHBEERLHANLE , YESREHE, EIER
TH TCP , ERXREEEERZRIR,

s FH (Update) - RAFTAEITH TERE , MMRFEB Orchestrator FI™HISKFH A ERE |, Bl

SRTEMCEME
n  FRAREAREAIB XA
n R
n BB
& 10-1. B5 XA RO SR S AR (L
LT RA
SID EAZEEITERROE—RBRS.
SVLAN FIREER VLAN BB,
DVLAN Bt R BH VLAN BBIE.
=R THERRFAENER, LFFNEER 0 7 255,
A BERITERRZE—BAHENNESE. IREERZRN

HE , WS EE VPN, E2EME4HE (BRERE
W) |, AR Edge RN HE BB,
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& 10-1. B X RCERA S R ()

i

PROTO

SRC
DST

SPT

DPT

DEST_NAME

NAT_SRC
NAT_SPT

APPLICATION

BYTES_SENT

BYTES_RECEIVED

VMware, Inc.

e

TEREERFTEFARY 1P B EEE ., TJEMERTE TCP,
UDP. GRE. ESP # ICMP,

TR EREV IR 1P it RADEE HEMRTE).
TR BRI IP i RADNBETELRTE),

TR IFERERT. AAEERERS UDP/TCP
B, SLARA T EA .

TERSEREY B B B HOR RIS . RAEERERA UDP/TCP
B, R AEA.

THBRENEREBEER. THRNER

m CSS-Backhaul - AR Edge BIZEmEZ 2 MREHRE.

® Internet-via-<egress-iface-name> - AR EABKERIE
R E Edge NERRE.

®  Internet-BH-via-<backhaul hub name> - FIRAE A&
RAEBEETREARBBRAENERBERE.

m  <Remote edge name>-via-Hub - AR HER VPN
RE.

m  <Remote edge name>-via-DE2E - AREBEE VCMP
RBIBTE Edge ZEREMN VPN FE,

B <Remote edge name>-via-Gateway - IR REEHRE
B VPN RE.

m  NVS-via-<gateway name> - ARARLERFER Non
VMware SD-WAN Site F &,

®  Internet-via-<gateway name> - RIS E ik BB MR
RETE,

ARGEERBRAEREETHRIRE NAT HRIFE IP i,
ARG EERBRERRERETT PAT WRREZE,

TR DPI S| 25 BHENERRIEE. LHCEERR
[ B8EA | REsAR L.

THEBRFEXNERNE GITHEREN)., KRUEBEAR
[ BERA | REsRAN B

THEERBRPERNENE CMITAREN. RTEERAR
[ BARA | ssRah B
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& 10-1. B5 A MBRC &AM ()
i

DURATION_SECS

REASON

R IE VPN

ERERER , SD-WAN Orchestrator AIZERR

tH

EERERELAR (VPN), &

L]

THERBREMEATRENFERRE. LRUEEARN (B
B | REEREE.

FERPIEBIERRNER. TNES
R

BEiER

=8t

2K Fin

Bl RST

FH R

MR AR [BERA | M [4ER | ’BEAE.

EEHBMEE VPN E

HER  BHLARAZEER VPN, B UREE (Configure) > BBERE (Profiles) > 3¢ (Device) EHR&

EEW VPN,

PN & o

Branch to Men-VeloCloud Site Brench to VeloCloud Hube

[rare] L[CIC]

bledgel = b

ERAREENER VPN K,

n REDXE SD-WAN Hubs VPN Z B E
BREDXE DX VPN

#3 CEABEEBRREER VPN,
MERENERARG , F2EER VPN #58,

FEim VPN #iE

Dynamic Branch To Branch VP

Branch to Branch VPN

Uze VeloCloud Huoa for VPN

BRI LR E T HIE R VPN FE

n BRESDXE Non VMware SD-WAN Site VPN

ERERLARE (VPN) TTEE VPNC HEH IPSec VPN E4& (E4 VMware B Non VMware SD-
WAN Sites), HESEHILANREMN FRBREEAME) , WiREih S A ENEFRRE,

VMware, Inc.
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Ein VPN XETYRE :

s %% Non VMware SD-WAN Site

s %% SD-WAN Hub

s 2XE 59X VPN

TEERER VPN AN =7, BTHNBFAREEIX , AHEZRERBPHHRA,

¥ (ALE)

o
(2
3]
4
5/

VMware, Inc.

e

Non VMware SD-WAN Site

2% 2 SD-WAN Hub

2% E 45X VPN

4% % Non VMware SD-WAN Site

2% 2 Non VMware SD-WAN Site
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4% %l Non VMware SD-WAN Site

[ 9% % Non VMware SD-WAN Site | XET5I|4HEE :
s BEBEAEMBEAR VPN BHBEEZEEFERF L
] laas

n EHEZE CWS (Zscaler)

FEBBEAH AR VPN BRARERETFERF O

VMware FEEER /O AR ((EM VPN BBHES) 2BEH VPN EETRMES S (BEZ%E SD-WAN
Edges) 8 Non VMware SD-WAN Sites ZBEHEL , *MELEAEE K BE2 , BEATREEFERF

o

TE®R VPN AR

¥ (BE L) e

o FEFE
9 BERE
9 RE VPN BE

VMware XEH T HISE =55 XK VPN 4%
s Cisco ASA

m  Cisco ISR

= PaloAlto

= SonicWall

w —RIGHER CIRABRAERN VPN)
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s —REEAE CURBIBEREN VPN)
WEMAFRE [ 2% 2 Non VMware SD-WAN Site | FFHBEE , 2% E Non VMware SD-WAN
Site,

laas

f5H Amazon Web Services (AWS) #EITRER , #mEMA Non VMware SD-WAN Site B H P [—
MBS (ARAIAEBH VPN)] BIE,

EASE=AMARETRE , TEESTHLELHNFE
n OHBRAIR

A

= XMEE

VMware Z# VPN BB S HRE (SD-WAN Gateways W2 EMAERBRT VPC NEKRBEER). A&+
KRR B A4E4]9 X VPC 7H. AHERMAEE , BAABRRELS VPC B WAN FEEREER.

WEMAEA Amazon Web Services (AWS) EITRENHEBAEN , FZRERE Amazon Web Services
—f.
BRE CWS (Zscaler)

Zscaler Web Security AIiRt 224 | A REMIES|, Zscaler RHAZERF , HIEBIEREHE. B
R AR TTIRMEERT M,

5 Zscaler EITREFIRETHEE

n  MBE: BEZE Zscaler GEBRIEM Zscaler)

s T Proxy RERMNER : Z—TEIWEUAFERIRA Zscaler
2% % SD-WAN Hub

SD-WAN Hub 2 EBRERF /M Edge , o ARERER D LER, BHETE SD-WAN
Orchestrator & E SD-WAN Hub, SD-WAN Orchestrator B i SD-WAN Edges % H A P&
A, M SD-WAN Edges EREEAFENZ2BESERTEE.

TEERERXEIBDEAMNEZSNER.
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FE RE =1 1 =i 2
FiE Edge  #1E Edge FiE Edge  AiE Edge

FERE,
BEH )
et < AN

4% F| SD-WAN H1E

% %| SD-WAN FiE

4% %| SD-WAN HiE

R&A BRA A
SD-WAN HiE SD-WAN HiiE SD-WAN HiiE

1 DCI-VCE 1 DCI-VCE 1 DC2-VCE

2 DC2-VCE 2 DC2-VCE 2 DCI-VCE

PXE DX VPN

[ A%XB 9 VPN | XBES X ZEBL VPN ER NS MEEMERERHLE .
[ 3% E 5% VPN | XEWMEARE .

n ERME

= VPN # SD-WAN Hubs

TERERERBEEN SD-WAN HUb 1 [ % E9 % | KE.

2XEFI53Z VPN

A
A EmREE:
ES|EAN
;:f”hﬁ VPN EFE AR VPN #) SD-WAN fii:
i SD-WAN i1 1EQ. ..
AR IGRE 1 DCI-VCE
EjiE B2B VPN: i B2B VPN:
1) @
KD R R THETHE - > d
4 / y /
A B A
: E2E BE#% :

_______________________________________________________________

BEAUAERMENTEBMABE [ 9 XE DX VPN .

A LA B VPN (Cloud VPN) EifH #RRIE (Configure) > BERE (Profiles) > £ R E 5| ERK
(Device Tab) , 7Hl SD-WAN Orchestrator I EERXE i VPN L,

#mE WMEREER VPN WESER , B2RREZR VPN,

H|ED X ZF Non VMware SD-WAN Site VPN

F|E [ 9% % Non VMware SD-WAN Site VPN | , B39 % B Non VMware SD-WAN Site 2B
VPN E#&,
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BF

1 % SD-WAN Orchestrator , BZR&E (Configure) > BZERE (Profiles).
%R EM (Configuration Profiles) EEBEEN R,

2 ENEBERTEZRR VPN HREE , REE—THR (Device) ERTTANER,
FrRR ERHERMEBTE (Device Settings) EEFEEIHE .

3 BZEER VPN (Cloud VPN) B , WiEH MR RBRBAER VPN,

4 EERTE [ 9%3% Non VMware SD-WAN Site | , 5% % 2|JE VeloCloud ¥ & (Branch to
Non-VeloCloud Site) T , 2ERA (Enable) ZEUF 11,

5 RTAXINAERTBIEI Non VMware SD-WAN Site AZY VPN E4& ., B—T + (In3%) =M, LA
#E M Non VMware SD-WAN Sites,

6 HBHALRTHRRXINsERPZEHIEIE VeloCloud 35& (New Non-VeloCloud Site) , SAZY VPN
Hi . I VeloCloud 354 (New Non-VeloCloud Site) ¥ 555 S BEENHIR .

a HEZMW (Name) XFEH#F |, @A Non VMware SD-WAN Site BIEZ .
b EER (Type) FTHRIhgERS , BH Non VMware SD-WAN Site,

¢ 7TEZXE VPN BE (Primary VPN Gateway) XFH#AF , MAZREEARFTE Non VMware SD-
WAN Site REAEE VPN BB IP ik,

d BT—2% (Next), HH Non VMware SD-WAN Site BEEIZZEY |, W FHIEZE Non VMware SD-
WAN Site TR ZhaE

WMERE Non VMware SD-WAN Site IFHAIE R , FEZBRE Non VMware SD-WAN Site,
7 BR—THE®E (Save Changes),

B EoXERNDOEEERELEERBOWEE , BERGO VPN BERA 2T , TERA
[ 9% & Non VMware SD-WAN Site VPN | .

H|MED B SD-WAN Hubs VPN Z B/ EE
E | %% SD-WAN Hubs VPN | , U9 BEHEZ B VPN ELE,

R

BF

1 £ SD-WAN Orchestrator , BZR&E (Configure) > & EHE (Profiles).
AR TR (Configuration Profiles) EEIBEENH IR .

2 ENEREREER VPN WRERE K AERKR—THE (Device) ERHTTHHER.
FrRR ER K ERBE (Device Settings) EEFEENHE .

3 BZEER VPN (Cloud VPN) B , W3EHBERYMLRBRBAER VPN,

4 EERTE [ HX% SD-WAN Hubs | , BES XBIHHE (Branch to Hubs) T 7 , ZEEUA (Enable)
BET
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5 E—TEIFPE (Select Hubs) E#, FHERERENEEEN VPN #1& (Manage Cloud VPN
Hubs) EHEBEAIHIE .,

Manage Cloud VPN Hubs for ‘Cluster_Profile’ Profile. ?) %

Available Edges & Clusters VeloCloud Hubs

oK Cancel

6 7TEA AR Edge F#E (Available Edges & Clusters) 1 | A LIER > H < 5758 , EOXRERET
BEERE Edge BAA SD-WAN Hubs, EfEHE , f0 X295 X VPN #fE,

fiEE Edge #EAMME Edge ARMREAS XREMFNFHIE. Edge HRBHER | DEAIDR
BB

BT ERPEESESEEMER Edge , FATEMN S XE DX VPN WINEEHER., EEEALE
Edge #EMNHERTE [ 9 X T2 X VPN | |, LA LEHIE (Hubs) BEHZIFE , REKEBE
2 %349 % VPN H# (Branch to Branch VPN Hubs) &35, 252 H HE3RE VPN H4# (Auto
Select VPN Hub) #%EUA 1 , fif Edge RIS EFEREL D X2 9 X VPN FENELR.

7 EEMAKGAEE , FZRIBA %SGR EME (Enable Conditional BackHaul) #ZEU5 # .

ERARGHEXEE (CBH) WIERT , BERELARBBRREKRELTHERAR , Edge HEEISRBRE
BRBERE (HEREAKRE. EB SD-WAN Gateway HWABKERTE , MEB IPsec NEIRZE
2HRE) REBEZ MPLS B4, EXRGACERAR , KFER , 2 XBRNATEREKERRIR A F %
BEREERFRGAEEREBRERENER, SBUURBMERINBEER  BRERFFEES
BB , REERBNEEREAEBRERA LI T, MEFAEN  F2RREREE,

8 R—TE®E (Save Changes),

R EE

HHXEE (CBH) RERAZLVAEE—EBARAN—ERAZELZNES SD-WAN 2 X HBEMRHNIE. E
VMware SD-WAN Edge ¥4 N FARRAEREL KB , TREY VMware SD-WAN Gateway, &
mMEEMRE (CSS) NEES RERABHARNBE., EHRMAP , IRBATHREXDEDEE , AIgER
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MANELBESZTIEENEESIE , 3FE SD-WAN Edge B6HEBIAB RS ARARBEREREBERH
&, IR R AN E N T ERMY,

ENARBEBELLR , MRGXEECHAR , Edge ILAREBE THRBRRARBREREER
BEEEmERER

2 &8 SD-WAN Gateway B E FHEREHK

3 ERREUBRERE

e EENT RSN

n BRGAEERAE , KER , 2 XBERNAEEHRNRNBLAKEEE CBH REBERBNE
A, BALRBMEFRANBESER  SREREAREETHR , AREZRNEBRUBRER L
TheEeRn A,

» FAADEIFEXEELARELCHRANBER T EELEEHRENBEERE. RENRENEERE
EHHREXER,

» NREEIXVEARGEHLAES RN LAESNEXIEFESERN CBH, REEXENFENE
REBRLEFERTEH% CBH XEALAESE.

n MR AEGEEAES  EEATFHNLIRELAR , BERAAEODELEAMERAPRER K REKSE
F CBH RSB RBEZIAEL
n EEZMIIEEEEE , 2XNEGERNEEFEBLESHENAARREBERGELAELE. &
Al RAABESTERE. )
BERRE
E—REET  AHELSRE  MABRAREERESRBECRENEXFRAEERER SD-WAN
Gateway EITEH

—_
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ENAARAMELRERN , 3 SD-WAN BERTEAZERER (£ 7 EEBARRRKEIRE FENEH
8), AERRBERESEUHESFACDEETE.
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AR LRENEAHFFRUSRELRELDETRENEELN, BEEE
. HERPRE
n RPREIFE  AREFEIR

ENANEARELELDR  CBH 2ERSREBNZNAAES. ATHETRENELERREELA
HEMABLZEBE , CBH R4 THR 30 WWEEHR, TEESKHRERR  RESSREQES
DNRARBRAERES.

o
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REMFMFNEE

EFEERTEEBRRETHRGROE , CEBMABZHR VPN , REHT TSR , £9 X8 SD-WAN Hubs
ZBEY VPN E& :

1

#£ SD-WAN Orchestrator , BERE (Configure) > BERE (Profiles), AR TERE
(Configuration Profiles) EEBEENHE .

BHNAMELRTEER VPN WRERE , REBZR—T [HE (Device)] ERMTTAWE R, FIREREEN
[ B E (Device Settings)] BEEBEEIHIE

EREER (Configure Segment) THXIEERT K BREREEERURERGEREE, KERDR
IMZ2BER [—R] (Global Segment [Regular]).

B RESEEDERERRAN , A4 BEAPENTZINENSEER LA,

BZ2E VPN (Cloud VPN) B , AR R RAAER VPN,

EERTE [ %3 SD-WAN Hubs | , 5D X B$1& (Branch to Hubs) 77 , REA (Enable)
BEUTH

#Z—TEINHPE (Select Hubs) E#E ., FIRREENWEEREN VPN H1E (Manage Cloud VPN
Hubs) EERERNHIR .
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Manage Cloud VPN Hubs for 'Cluster_Profile' Profile. ?) %
Available Edges & Clusters VeloCloud Hubs Backhaul Hubs
Cluster rerire 1_E1_510_ L - By S
ki T _ = - B Cuser' Clusieri
b3.edget
bd-edg
DS5-ady
Br8_E1_S40_HA S g 4 »
Bir?. 1 Enable Conditional BackHaul @ &0
New Edge Branch to Branch VPN Hubs
b
4 »
HLO &

oK cancel |

EHHE (Hubs) BEF , BRNEEAREHENFE , EA > SFEKHEBZEEPE (Backhaul
Hubs) &3,

7 EERBG®HANEE , FEIBAKLREME (Enable Conditional BackHaul) #ZEUS # .

ERARGNEENERT , SEREARMPBRAKELTHERR , Edge MG RABRAKRBER
E (EERBRAKMRE. EB SD-WAN Gateway WAKHERKTE , MEB IPsec WERZZHRE)

REBEZE MPLS B4 . ER , R4S ERARESERZMEEKERA. NREZEREBEE

ERERELFEHENEETHER , TUEAMRRANKGXEE , BRI REFBRRLETHIN
FEREMNEKEANRERA (Configure Rule) EMEH |, ZEEME (Action) BEiH SR 4R
[ (Disable Conditional Backhaul) 2 EUA #.
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Configure Rule ?) %

Rule Name |
Match

y @ Internet ® O Non-VeloCloud Site

IP Address: |

CIORprefix v | |

Hostname: @ |
Protocol I:I
Ports: |
Application m
Action
Priority [ tigh ] Nomal | Low ]
J Rate Limit

¥l Disable Conditional Backhaul

Inner Packet DSCP Taq:
Outer Packet DSCP Tag: 0 - CS0/DF A\

(o] | | Cancel

2 i

n  EERXEEM SD-WAN TJEEMTEMERM Edge RHEEIEME., £ Edge LD FABRA SRR
B, REXEERN SD-WAN AIEGMXBEREREEFEREREREZE MPLS, REMARK
HAEEERERENKERE , MAEZEE MPLS BEPENER , IEENREBREREHSER
RN EE, 0F SD-WAN A ERMNFHEN , FSEER MPLS 9 SD-WAN RIS AT ELS
38

» BZERETRER , REXDESEERBETNE—ETE , RETEBERENERSHE.

8 E—Tf#F®E (Save Changes).
BiEHEEETREDR
BREBEAEEIXBRLEEY T THWERBSEARA,
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New Rule... Actions
Match Action
[0 aule Source Destination  Application Network Service  Link Priority Service Class
O i TEST_MULTIPATH IR Internet Multi-Path Mormal Transactional
10.0.5.26 P
8BB4
D 2 TEST_DIRECT P Internet Direet Marmal Transactional
10.0.5.25 B
111

EA LA [RIm2H (Remote Diagnostics)] BER#EITHIH#EMAF 7R (List Active Flows) % |, LigE
PXHENEEE N P it FE Ping REHERIEAFIREE,

List Active Flows Run
stgetive flows it syatain: Lse source and- dustisttan 1P sdirass filters to viw this et fows vou want to sea. Thisoutout s Bited toi niasinumot 1000 Ho
[all
100 -
[10.0525
Test Duration: 5.002 seconds
SrcIP DstIP Segment Protocol SrcPort  DstPort  Application Link Policy  Route Business Policy
100525 8.8.4.4 Global SegmiittP NIA NIA icmp Loadbalance Cloud via Gateway ~ TEST_MULTIPATH
10.0.5.25 1.1.1.1 Global Segmi@iiP NA N/A icmp Loadbalance  Direct to Cloud TEST_DIRECT
< >

MRES XN LARESTFREBRYREL , BESCHN , AIHEENRESSREMCR S XHHAKRH
%@%O

List Active Flows . Run
EI&({TE’T!. v ’3“7.\; y : y wa
L;:;l nation U:;1:'L'1 -—
Test Duration: 5.008 seconds
SrcIP DstIP Segment Protocol Src Port Dst Port Application Link Policy  Route Business Policy
10.0.5.25 8.8.4.4 Global SegmigmpP NIA N/A iemp Loadbalance  Internet Backhaul TEST_MULTIPATH
10.0.5.25 1.1.1:1 Global SegmigmP MNIA N/A iemp Loadbalance  Internet Backhaul TEST_DIRECT
R PRENEBRASAEPREXIREN SN, HRFBERELRERERERDY , AkE®
HOyBARRRE, EURET , IUEFREREYEBRERRUNFEHAEN IP RFHRERE , &M
EHHE CBH RBEERNAEERABES XHNRE.
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List Active Flows

all

100

10.0.5.25 |
SrcIP DstIP Segment Protocol Src Port
10.0.5.25 8844 Global Segmi@MP
10.0.5.25 141 Global SegmiMP

14

E5 X E 29X VPN

]

BF

E
RE [DXFDX VPN | |, MBS X 2B/ VPN B,

Link Policy  Route
Loadbalance Internet Backhaul
Loadbalance Internet Backhaul

1 ELEAOMUG | B—TRE (Configure) > BRERE (Profiles),

HRERER (Configuration Profiles) EEMEEIHE .

2 EREHEEREER VPN NRER , AZRE— TR (Device) ERTTANETR.

iR ERMEERTE (Device Settings) EEBEAHIE,

3 ®ZEW VPN (Cloud VPN) B , SW#HBRBYIRIZERBASZER VPN,

4 EFERE|[PXEDX VPN
(Enable) #ZHUE ],

[ B XE 2% VPN | XEMBEES X 2B VPN ERNARE

Run |

Test Duration: 5.002 seconds

Business Policy
User Default
User Default

, EEESXE 49X VPN (Branch to Branch VPN) T , ZEEA

Fil 3 R
A SD-WAN TELLZEIEP |, Edge B FEZEY VPN BB |, M Edge ZEMEREKLBZFE. SD-WAN
Gateway Gateway AJREBERBHMEFHNRE.

fEA SD-WAN Hub  EMEET  RAEFEM—RNZE Edge FRATES XEY VPN ERNFE. 5% Edge ZHME
HEEBPE. PERRFENQATENNE—EE A #MESEENZEM.

5 EFEMAREERRE  FRIEERER (Isolate Profile) #ZHUT 1.,
MECRRAREEREE , BIREETH Edge ST EEB SD-WAN BERREEIINFEM Edge

BERKH.

B LA AT B Edge SRR EEF M Edge BUA | B8ED X 29X VPN | . 7ERIEMA (Enabled) #%
G 5REF | IKTEREAATAE Edge RE [ IS T F DX VPN | . BEERREERE [ IS X E S
% VPN | , 5 EREBRER (solate Profile) B i 2 BUHZEE,

B REERBMAR , JEHREEAN Edge BA | BRI XE ST X VPN .

EEHA BEIZISIX VPN K, F-—EHEEKBERFE GEHE). WRIEH Edge RER
EVZEBZ2BRSERTREBEETRA , BNMREHA [ S XF DX VPN |

ZERNEREE.
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BUBEEZ  HTESHEBAKIIZENZZ2EZEZERKREE, REFT RoXFE—wmHEDIHR
M) 180 B2z , Ik Edge ERREE

6 E—TfE®E (Save Changes),

REZREERE

SHERRU—EEFRRF - NERNTEXE-AABERINERS X , tRERARFHFES
MEBERARERHE , UREBHARTRIES EREREE.

SZHERAFRUEAFRARBAEEBEAGBE (IGMP) B EEREMRIHERI CHASHER
HBREHERN PIM |, SUEBZ BB SHEARBERENERI S HERARE.

RP legacy
e T R T Mu |.c,s| Server
\"cjl"I :tg Uoemsn o =cNRSy e Igi é: 1
I
o Js- o
E Branch Edgi o Hub Edge
ZREBXERRE

n BEAEELWZHEEIER

= SD-WAN Edge tWBMIBHEBAZ HERE - RAEER (PIM-SM)
=  SD-WAN Edge EHHEBRFERBFAEERBABE IGMP) 5 2 iR
n F=HBHBRLEA RP WEEELH RP) AR,

2EHRESHER

RANRESHERSANTRESR EHANTEHER) , MEMEBRWREETHE Edge BRLE
B, THSREHNATZEHMASHERENEBIER.

EEREHRESHERE

1 8 (Configure) > ER (Profile) > B (Device) , B E % H{EERE (Multicast Settings) &
iﬁo

2 WMRZIYEERE (Multicast Settings) Z{V R BER (Off) (VB , 5% — T EIER (Off) 28R , LABIRK
ZHEERE,

ARG RP RIER AFE (Static).
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Multicast Settings i )
RP Selection Static ¥

* RP Address ®

T 10111 230.0.0.1/32 (=)(#) Clone
231.0.0.0/8 4

2 10222 240.0.0.1/32 (=) () Clone
231.00.0/8 P

Enable PIM on Overlay ¥

Source P Address 177 163.3

Advanced Settings

PIM Timers

Join Prune Send Interval @ 30
Keep Alive Timer @ 60

3 HERPEHWNEEXFART , WA RP UM EEEBHA, E2H T %k , WS RP filt (RP
Address) 12 B EEE4A (Multicast Group) HEREA ).

4 MRFEH , EHERIEEERLRA PIM (Enable PIM on Overlay) A , RE@WA P BRIz,

5 MAEME | ERTEEMRRE (Advanced Settings). E2E T & , UINEESERENRE, EEEN
XFEFHEB | WAMA/BBR/EERE (Join Prune Send Interval) B PIM 3HE88 (AR A 60 B) |
MR AR EEESHEEES (Keep Alive Timer) (F8:R A 60 B),

LHERBRTE
TRAEASHEBRE.
SRBERE R
RP H (RP Selection) ASEEBEARTE RP, B RP (Static RP) £ 3.2 iR IITER M Z#4,

AR LA PIM (Enable PIMon  1£ SD-WAN B& LBA PIM 8%, flan , ©fRERES X SD-WAN Edge FMH 48 SD-

Overlay) WAN Edge LR , TR PIM 8%, &ER , BENFR IP utfTE£ B EARER
NE WREFENE) , REAT WAN BENFEEANEHNE. SAETUREBEE
3RiR IP A3k (Source IP Address) REZERIR IP ; B2 —EERLU , BEEEDHE
BELEEL,

PIM 5TE§EE (PIM Timers)

A /BER/EZ PR (Join Prune MA/BIRR R EEEE. TBRR{ER 60 B,

Send Interval)

RIEFEERTER (Keep Alive PIM RIFEESTIEEE. BREA60H,

Timer)

ENEERRES HEBRE
FBALENHERAEE Edge HERTESHEHERTE.
ERENHAERRANRESMERE

1 EEEAORMLAF | BZE [BRE (Configure)] > [RREHE (Profiles)] > [#£ & (Device)] , AZBREE—1@
B1Z Edge B , LR EZHEE,

2 ENTERE (Interfaces Settings) B+ , BENZERASHEENNE , ARE—THB (Edit) &
ﬁo

VMware, Inc. 154



VMware SD-WAN E 55

3 TEFTR Edge WA (Interface) R A H A -

a

k78R , SRVAE AN (Interface Enabled) ZEU A, EEE , B EFANEH. £H
B BEEFER T EETE BN,

1EIhHE (Capability) TR X IhaERPIRIZCIRH (Routed) , LAERESHFEH S EEERE, KkHE
3%, B [RHREEEEIE (Switch Port)] , &322 32# (Switched) B1E,

EEUEE (Addressing Type) TR IIRER+ |, 22 DHCP. PPPoOE = [B&E (Static)l.

MREH , FEHR WAN F4 (WAN Overlay) BT, REREEABBRANBERBALLE
H, BALREFRETENER  YREEERE. UEFMEN , F2HRE Edge WAN &
BRE.

WMRBEA |, R OSPF IS,

EZYEE (Multicast) BERH :

1 WMREA , FERNIGMP IG5, AREIE /YT ARRIE IGMP v2,
2 WMFREA , FEWPIM ISR , RAKERE—TFVEE PIM SM,

3 B-TYHRERSHEERTE (toggle advanced multicast settings) E# |, IR E IGMP
SHREERA PIM RTASRR,

Edge 2000 ? %
Interface: GE5

nterface Enabled

Capability

Segments: All Segments

Addressing Type DHCP v

Static/PPPoE addressing details must be configured individually pes

WAN Overlay: Auto-Detect Overlay v

OSPF X OSPF not enabled for the selected Segment

VNF Insertion:; x IF insertion is disallowed when an interface is configured for WAN overlays

Multicast IGMP IGMP V2 v

toggle advanced multicast settings

PIM Timers
PIM Hello Timer @ 30
IGMP Timers

IGMP Host Query Interval €@ 125

IGMP Max Query Response Value @ | 100

RADIUS Authentication: €@ ® 'l

Advertise @]

CMP Echo Response

NAT Direct Traffic:

]
pecific v

L2 Settings

Autonegotiate:
* MTU 1500

| Updateces || cancel |

= PIM EFEHEES (PIM Hello Timer) - FERREA 30 ¥, AFNEER 12180 ¥,
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s IGMP XH#ZE#FE (IGMP Host Query Interval) : FREA 1258 , AFNEER 13
1800,

s IGMP B AZ=HEMEME (IGMP Max Query Response Value) : REA 100 2% , A
WEE R 10 2 250 7%,

g BXEFER WAN BE | F8ERE RADIUS Bise . BEUNEE S &£ E LA RADIUS B
&, WHIEAREEZX S RADIUS ETEHEEZN MAC it MEFHMEN , F2RERENE
LEBUE RADIUS .

h WRER , FENATEIGHR
= B (Advertise) - BEUMEZIMGHR , AN HBEEMBFHEMS X,

= ICMP EIfEEZE (ICMP Echo Response) - ZEULZENSG ] , AEZNEEHEZE ICMP EIFE
HE, EREEEE S UANEERILREE,

n  NAT HiERE (NAT Direct Traffic) - BEULZEGSH , L NAT ERZE N ETERA AR

L=
JLE o

s EESE (Underlay Accounting) - {k78:% , RUALLRIE, MRENMELEESETFHAA WAN
E AFABENENFEERBREHGRE WAN EANREERTE |, LIFIEBETTRE,. M
RETHENWITA (B, EEHAEETEE) , FEALRE,

. EEMERIR (Trusted Source) - BEUMEZE AR , LN EREASENRIE,

i R EEEEEX (Reverse Path Forwarding) TR INEERN THNBES , BT HIEH—R
BIF .

= Ef#A (Disabled) - BMEREBRTRBRFHNRANATEARE.

&% (Specific) - AMEEEREERNNIR (Trusted Source) 818 | {XFARMEREULEE, &
AREEFEEANHLNESEERRESR., NERTISEWHETE , AISREEANEE,
ERRBRETLAREBEBMNNATH M ELERANER,

» B (Loose) - EAFREEFAKBARTNEMBD (BEL/FE/CKA). E2AHFELERB
BH, BEARARET —ERENAE.

B REECRAGENRERE , THEBRERERCEZ (RPF) WRE, MREAT (EEAXR
JR (Trusted Source)] , Bl RPF 78 A [4$E (Specific)] #3,

j T L2 BE (L2 Settings) BiF A , k8K , GEUFA BBIRXY (Autonegotiate) ZEIA ., BEIR
BUREEREELS —RNEBETEN , MHHESNREEIRANRE.

k WRKBEH [BEHXH (Autonegotiate)] , I AL TEHAE R -

s HE (Speed) - AEEEABEXY (Autonegotiate) i | AEEEAILIRE, RECEIZIBEE
fEABARENEE., KRFEAKRSFEIN 100 Mbps.

s BT (Duplex) - REHEEHBBRY (Autonegotiate) B | FREFFAILIRIE, BNE2E T
YETHEAESER. KERENZET,

s MTU- EFAERBRBNTELERANER ZERNTER MTU K/NE 1500 B tE, Eais
ENEH MTU K,
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| #B—TEH (Update) LAREERE.

#3 BEEIE (Monitor) > 38 H (Routing) > Z I (Multicast) Zo|EZEK , URRSUEERBE
M. MEFMAENR , FSEEERAH,

REREREHN VLAN

ATEEEE  BULEREEEBRRE VLAN,

EEAREEBRFE VLAN , FRTTHISE

1 % SD-WAN Orchestrator , BE&E (Configure) > REHE (Profiles), AHRERERE
(Configuration Profiles) EEBEENHE .,

2 BEHERTE VLAN WRER K RBER—THE (Device) ERMTTHEIR, FIBRTEEN [£ERTE
(Device Setting)] EEPERIHR

\p

Configure VLAN © Add VLAN

Action VLAN Network IP Address DHCP Segment IGMP PIM VNF Insertion
Edit | Del |1 - Corporate Enabled
Edit | Del |100- VLAN-100 Enabled
Edit | Del |101 - VLAN-101 Enabled

3 BZERRE VLAN (Configure VLAN) B3 , #&— T#H# VLAN (Add VLAN),

VLAN 2) i

% Segment: Global Segment ¥

Test vian
111
ts: @
o

4 7 VLAN HFESHRHP , RETIIFAER
a THEEER (Segment) THRIIgERT , BEREEERUKE VLAN,
b 7 VLAN &8 (VLAN Name) XFH#H , WA VLAN HE—EHE,
c % VLAN RBIT (VLAN ID) XFH#F , @A VLAN KIHE— BT
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d WMRLZH VLAN HHERE FRERERAREETHNSE Edge , FEIERE B FHEE (Assign
Overlapping Subnets) ZE A, MARZRARTELZERRERPEANSE Edge BWFH
B, HER M Edge LAN IP {1t (Edge LAN IP Address) %1 CIDR E#& (CIDR Prefix) ##
7, BB FREESH CIDR BB BREMEE (Network) ik,

B NRELERETREN FHREERSSE Edge (Flin |, &% VPN B58) , BOEREERER
LR A RERMN T (Assign Overlapping Subnets) #EUG 1 | 8 2487 LUERI R ESE
Edge L F#EE.

e EHUES (Advertise) ZEUAHE |, & VLAN BEZEREBFNEM D .

f 3=HICMP EFEEME (ICMP Echo Response) #%EUF 1 , LUBA VLAN REFE ICMP @&
/%AO

g EHVNF A (VNF Insertion) #ZE 58 |, LARBAE Edge EERIINEE (VNF) A,

B UNFRAZSEZNMWEREERE VLAN, E VNF WEAEN , 28 %2 % VNF,

h WMRAMBRERRA T ZSHEENGE , AITSUERRA IGMP fl PIM #ZEUS R 8 E S MIEE
(Multicast) R E.

i TEDHCPEHT , BETHHAP—1EMA DHCP HH .

s B2 (Enabled) - £ Edge BXf DHCP % DHCP fAlfRaS. RIBWRIER K S4ERM
THIFHAER -

s DHCP B{& (DHCP Start) - M A FHEBATHBNER IP {uiutffA DHCP K& IP,
s {UHBE (Num Addresses) - i A DHCP AR FMAEK LA 1P Uit &8 .

n FAAKRE (Lease Time) - R TR INBERAF |, BEUAFF VLAN A H DHCP [R5 ERE
R 2 P ik I BFER

Lo, BRI - RS E DHCP BIR |, AUEERAERNRARIE[TREA,

» B3 (Relay) - FREEKNBLREN DHCP BXRERXRMA DHCP, MRLRIZ =
1, AL E—RZEEXRERR 1P ik,

s CE{EH (Disabled) - £/ DHCP,
j WMRDEEREMEERA OSPF IhEE |, Bk

E
5 H—T ¥ VLAN (Add VLAN), S HRERRE
RS (Edit) EAEREBE VLAN RE.

EE Edge BARE VLAN |, 528 RE Edge B VLAN,

WEEE P it
BRI EREEBRREEE P (it , WiBER Edge BRBBEZIUL,

OSPF :E,
VLAN, &AL —TB)E (Actions) EETT
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% 3.4 ixBItA , Edge A"EUUEIE IP frst¥EAIE M Orchestrator BIRENIR, ¥kt , Edge SRIZER
tWE—E ERBEEBEEN | MEH, RBEBRE. NMRRTIEE LANTE , IEFEARBAT NAT
) WAN E& K BHEEEREHLEZRARER. B, WREEBESHERPHN VPN REXFEEE IPH
FE , BE2HERTEEEACHBLECEEN LAN NE , BIE L1 Edge M Orchestrator AR E
3.4 WRBEF QBEEJ—JE#&'I‘EF%EO BESL VMware EEXIE , UBR 3.4 ZHINTA , MEHEELIERE P
HERRE

DTRETVULAER IP Ut B ERS| , Br11R2 Edge M Orchestrator & 3.3 HEEMRZA :

s MUt BREAR Edge 8 Orchestrator WEERERIE, EHERSIG | EBUAERAEREE P
ik (192.168.1.1) , ERABERERBRAREHATE P it , MEZBREELZREREMN Edge
LHE® 1P fuiutfEAIE M Orchestrator BIRE IR

B NREEWANEZELFRMAT (INATE#E | , & XREB Edge WARESLKHFERBEE
Orchestrator , AITfLUREBZKRERE 1P A&,

n INREBERE DNS. NTP. Netflow. BGP &FR# , BIX4EE Edge BEREBSERE IP {Uut4sE |
LIEZESE Edge EAM—8 IP {1t , LMEB S LRI IR,

E1E Edge BARRTEMALHEE | U BEADENS AN BN 1P i,
EPEARTERTER P A3, FHITUTEE :
1 ELEAORUT  BERE (Configure) > REHE (Profiles).

2 HHEERTEE IPUUHMRERESE BT [HE (Device)] BR , RIR—THROAREENEL , RE
BE#®M (Device) ZSIERK.,

3 %M (Device) E@YT , M THEHEEE IP (Management IP) B , REWAFTENEE P {2
i.lto

4 B—THE®E (Save Changes).
B LURIEE R Edge WEE IP (LutAARE -
1 ELEAORUF , BERE (Configure) > Edge.,

2 HEREBEZERE IPUHUAHREHN Edge F , #&—T [ E (Device)] BI7R , IE—T#EME Edge HE
& REBZER (Device) ZoIER.

3 HEHRE (Device) EET , M FTHEEBZEEE IP (Management IP) B , RAZZEKA Edge AF
(Enable Edge Override) ZEU5 .,

4 EAFENER P ik,
5 ®&—TfE®E (Save Changes).,

RERERTE
LERETROERERPRE—RSME Edge BHEWNERE.

B8 Edge B  SEANE TR KRB EZIE (LAN) TEZIEH (WAN) NEH., BEIXRE  BEgE
BIESREAN LAN 5 WAN EiFE | slEZEBTLURES LAN 5 WAN EiEZE  9XERFEALUEZ
AR, SFP E#iZE ik Edge BT X EMEE LAN N E,
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ERBREE—DFA WAN E£ELZEAREE WAN RENE—NHE. BREZE WAN BWEHN
HERE WAN E# | AIgBRERBFRERE—LHA WAN B4, RHEEZEL , Algm SD-WAN
Orchestrator i, A% , EEBEBEEN WAN ELTFEB SD-WAN Orchestrator EITIEK , MHFHH
HeeEdEXE S X,

B
» NMRBHENEERHA WAN BE , WHE WAN BAEL  AINEETARAEER.
» WMRNERES PPPoE , AIREXERE-BBHRERN WAN BE ., BESHMESEIRGTHE.

MEATERELADRREL , LAPRMURE., FSEXENECELHITEABRRE , B85

= A WAN E#&

» E-NHEHLHNZE WAN EE, &6 . BE 2 @ MPLS EZNERFHOH1E

» AIEBZENEFRMOE— WAN B4, &6 ARMMERTS/ER® HA
HERRINELF—RRAAEL. FRAEEENELZTURLARARAAN , BERBEENNERmAET
IR AL REIRIE

i BERABRRINES K BREBEIINSH BINBRBREEMNER) & , 07H Edge AR

B WAN E&

A WAN B2 AREFEIAARBRMENR (B4 . DSL &) WEAERELE. 2B WAN EEXLEEY
4, cMEEHELSZE SD-WAN Gateway , HEEBEHZEGFTEEANNEM.

FA (MPLS) WAN ZE 4

A WAN EEBRAARE K REEEZHERMAMEANEM WAN EE, AR TEEEZE MPLS
HEE  BlMEE—NER  FRAELERDHEELSBNRBEME, SD-WAN Gateway 2 FHEEE
SR A WAN EAESE.

BA L REN MPLS EE&RAE—EH4E BR , 2EES2REFEMN MPLS il , £ EESE WAN &
HIRTEM DSCP BEREHZE WAN EiE | UHEZRENTE MPLS 3,

o BHATLURESTAA WAN ELTEHEFRESLA, Nt HERTBEESBEREGTERL O E
EHHEERRAE ARG EERESVELBETREDENEE  AUBRESLA CEZREEEDHEER
EEfRI AR,

HERTE
TH&EHIEER SD-WAN Edge 500, SD-WAN Edge 1000 B LEBEAENTE , XN E 3.4
MR SD-WAN Edge 610, FTRHRA Ul WEEIhEE (RIEPHWEBHER A BELEEHENETTHNRE).
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Device Settings: Edge 510

Actions

Edit
d

I

I
=

I
=

BE|
B[R

(2] B switch Port Settings e

Interface
Override  Interface Mode VLANS

4 Herr Access 1 - unitedLocalAreaNetwork

4 Eee2 Access 2 - deltalocalAreaNetwork

»  Dee3

x  DoeEs

C4 WLAN1 Interface disabled

4 WLAN2 Interface disabled

Interface Settings | @ Add subinterface || @ Add secondary IP || @ addwiFissiD | @

€ Routed Interface Settings (4]

Addressing WAN Overlay
DHCP % Auto Detect
DHCP = Auto Detect

Segment

United Segment
Delta Segment
all segments

all segments

@0 0 060e

View the recommended method to configure interfaces at the profile and edge level.

FAIDERER N E EBTHEME , BlnmESmER.

NHEABE, BB Edge £ B LK Edge BIZEEZEHIAAL , CHYER LAN BERE,

RIABREIBAEE
=RBEETR.

BRENENEE  APE2ERENREE GINELEE  UARNERZADEANEN  BRAGESEIREAEERN

HPAEEBIRENHE GINFRRERER | UARMEN VLAN), SRB[EREGLURZEEE

WAN B8), RENESUZEGEERAETR.

BENHE

e
BE

(MR Edge £ B EAIEFER), B LU — TH# Wi-Fi SSID (Add Wi-Fi SSID) #&4l , LA H tbim R
W, BENESURREESEREETR.

BT LR — T #H Wi-Fi SSID (Add Wi-Fi SSID) 128 |, LU i B\E MR, ESNEEURREESSERAETR.

B LR — T8 7/ E (Add Sub Interfaces) &8 , LFIEFNE., FHAEASENEEER[SIF] . TXE
PPPoE N EM FAE.
B LR — T HHERE IP (Add Secondary IP) #2480 , AR E IP, XE IPEENESER [SIP] .

3.4 lRASE A T Edge 610,

Device Settings: Edge 610

Interface
Override

X

K X R XX (X X X

Interface Settings | @ Add Subinterface || @ Add Secondary IP || @ Add wiFi ssiD

Interface
Eorl
Eoe2
B GE3
© GE4
& GE5
& GE6
@ sFp1
@ sFp2
B wLan
WLAN2

B switch Port Settings

Mode VLANs

Access 1-Corporate
Access 1-Corporate

Wifi 1- Corporate
Interface disabled

@ Routed Interface Settings

Addressing WAN Overlay

DHCP = Auto Detect
DHCP = Auto Detect
DHCP = Auto Detect
DHCP = Auto Detect
DHCP = Auto Detect
DHCP = Auto Detect

Multicast

Segment IGMP
Global Segment

Global Segment

all segments

all segments

all segments

all segments

all segments

all segments

Global Segment

PIM

VNF Insertion

® (X (X X X X

3.4 PG T BB NME (CELLY , INRFEAEHRE Edge 510-LTE EAEE  BEERIENERE
(Interface Settings) BiEi+ GE2E T E).
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Device Settings: Edge 510-LTE

Interface Settings | @ Add Subinterface || @ Add Secondary IP || @ Add wiFi ssiD

Switch Port Settings € Routed Interface Settings Muhicast
Interface

Actions Override Interface Mode VLANs Addressing WAN Overlay Segment IGMP PIM
Edit x 221l Access 1 -Corporate Global Segment

Edit x Hoe2 Access 1 -Corporate Global Segment

Edit X @ GE3 DHCP = Auto Detect all segments

Edit X @ gE4 DHCP = Auto Detect all segments

Edit x @ ceLY DHCP = Auto Detect all segments

% —T#REE (Edit) BEFE W LEFR) , FAENTHEFEERRE (Cell Settings) B, EZHETE).

VMware, Inc.
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Edge 510-LTE ?
Interface: CELL1 Override Interface
Interface Enabled: ™~
Capability Routed
Segments All Segments
Addressing Type: DHCP
IP Address: n.a
CIDR prefix: n.a
Gateway: n.a
WAN Qverlay: Auto Detect Overlay
&  Encrypt Overlay @
OSPF x
Multicast: Aulticast is not enabled for the selected segment
RADIUS Authentication x
Advertise: x
CMP Echo Response: ™~
NAT Direct Traffic &~
Underlay Accounting &
Trusted Source x
Reverse Path Forwarding Specific
Cell Settings
SIM PIN
Network
APN
Username
Password:
L2 Settings
Autonegotiate: T4
MTU 1500
Update CELL1 | | Cancel

#% S10LTE BBEEMZHAER : £3.4 T , MREBHRE Edge 510 LTE HE |, BITJUUEER [ LTE
BIBMEN | 2ERR. LTE BEREAZHARSSHIZEHEN  fIUAKaE. EGEN%. NFE

MAMITDERIENERER  F2REEAERDE —8

VMware, Inc.
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FAEMREIP

Device Settings: Edge 510

Interface Settings | @ add subinterface || @ Add secondary 1P || @ addwiFissi | @

(1] (2] B8 switch Port Seitings 3] €D Routed Interface Settings @)
Interface

Actions Override  Interface Mode VLANs Addressing WAN Overlay Segment
Edit c4 =[5 Access 1 -unitedLocalAreaNetwork United Segment
Edit c4 z:[]=] Access 2 -deltaLocalAreaNetwork Delta Segment
Edit @ ees DHCP # Auto Detect all segments
Edit @ oea DHCP # Auto Detect all segments
Edit | Del 4 WLAN1 Interface disabled

| & WLAN2 Interface disabled

B

View the recommended method to configure interfaces at the profile and edge level.

¥ m
BFNEFEERANEE , FHAERESREAREZNENEERETE,
1 B—THEFNHE (Add Sub Interface) %4k,

2 RTHXTIERPERNE , ARERXFHRPNFNEBRETE (Sub Interface ID) , 21T K EEL
ME (Select Interface) $sEF TR,

Select Interface

* Select Interface INTERNET1

* Subinterface ID 2

Subinterface Type:  Sub Interface

Next

3 BT —% (Next),
4 fEFJTHE (Sub Interface) HzEA R | BEBENEUBFH (DHCP 5B (Static)).

a MRLRETEHFER DHCP , AIKFERREUHA VLAN #£i2 (Enable VLAN Tagging) ZE 7
B, BEANYEEARPREN T I EEBEERELEZRRT,

Edge 500 ? %
Sub Interface: INTERNET2:2
Addressing Type: DHCP v
Static addressing details must be configured individually per edge.
NAT Direct Traffic: &
Enable VLAN Tagging: @ ™~
| Update INTERNET2:2 | [ Cancel |

b MWMRERIETUIFAERE (Static) , B LURIEFERREVBA VLAN £ (Enable VLAN
Tagging) ZEUTHRREA VLAN, BELAFINEE I RPBREN TN ERINBGEEREXESHR

¢O
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Edge 500

Sub Interface: INTERNET2:2

Addressing Type: Static ¥
NAT Direct Traffic. @
Enable VLAN Tagging @ @

| Update INTERNET2:2 | [ cancel

5 WMEXE  FARE NAT EERE (NAT Direct Traffic) ZEUT 88,

6 ®R—TEFH (Update) &4,

T H (Interface) ERTEEHEE  WERFEINTFNM@E.

IR E P it

1 B—THEAXIE IP (Add Secondary IP) &8l

2 WMTHXNEERFERINNTE , REBRXFARPNFNAEBRBIEE (Sub Interface ID) , I T HHIRE
' H (Select Interface) HEARAIR, BAEER , FTHEHEERBXRE IP,

Select Interface

% Select Interface: GE3 v

e

Subinterface Type:  Secondary IP

* Subinterface ID:

3 #®T—% (Next),

Next

4 FERE IP (Secondary IP) i A A |, REBENEUFER (DHCP = 3% (Static)),

NAT Direct Traffic:

Virtual Edge
Secondary IP. GE3:3
Addressing Type:
P Address: na
CIDR prefix: n.a
Gateway n.a
5

?) %

& Override Interface

‘ Update GE3:3 H Cancel |

5 7TEXREIP (Secondary IP) g HRA , RELZN EUIEE (DHCP L EE (Static)).

6 ®R—TEH (Update) &4,

TE (Interface) ERMTEEHEE , WBRNHFEILNRE IP FESRETHAHNERE (Interface

Settings) £18).

Interface Settings | © Add Subinterface H @ Add Secondary IP

B switch Port Settings

Interface

Actions Override  Interface Mode VLANs
Edit E el Access 1 -Corporate
Edit &  @oe2
Edit Ll
EditDel® & GE3:3 3P
Edit & o
VMware, Inc.

@ Routed Interface Settings

Addressing WAN Overlay OSPF
off
DHCP = Auto Detect off
DHCP = Auto Detect off
DHCP na n.a
& User Defined on. Area: 1

Static
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ERAEERN WAN BEE RS
EREESIHTEALARNRY , ARTIHARKSHRE.

1 ARG : mE WAN EEEET L2 XS - BRE—EESFERSOHRE  HFH SD-WAN
Edge EHZE DMZ Y L2 R  MERRBEGZZERAE , BSEBAES HEEZETRM
3 WAN E#.

10.0.0.2 : : |

| I |
L2 X#rzs
10.0.0.1 ('\
IIIII OI @
SD-WAN
Edge
|
- DSL
10.0.0.3 O

FEHHEED , VMware MTETEESH FWI REA T —ERBHE. 7B, EEFH DSLEE , BAIXER
HAZEEANT AR LUEHEEXZZE K BA FWI EXERZ DSL, E& DSL B , £H
ENBKETNT —ERE PR ES FW2 89 IP it , UERHSTLUERKZE DSL BiE#. it
o, ERESEAL WAN BEREBR R IP it , LA Edge BBIEENEH., RKRERSNT
BT :

SD-WAN L2 R

Edge (_\
IIIIl 'I @

L1 DSL

T—BRAMATES KA,

s ANEEE IP Ui 10.0.01 MT—ERE 10.0.0.2, HREZE WAN ELEEZZNE , Bt
BieRTElR [ FREEE ] .

n EERSBGELS WK IP U 10.0.01 MT—EER%10.0.02, TEEHTEE. FEKHEE
KEEEEERF  HEERRIE10.0.0.1 BEEE% 10.0.0.2 EE ARP WEE (FW1), EEH
BHEMH#EAE 10.0.0.1, YRBIACREEFEL
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EZE DSL B4, BHRERE =M WAN E4 , SD-WAN Orchestrator &#% 1P k1~ —1{&
BUHERAVENHEARER, FAESIEEBFTER IP (B0 10.0.0.4) EAXRR IP, AT —1{@E
BEETA10.0.03, EESHEERZE DSL ELER , HE2HHF 10.0.0.4 EXEHY
10.0.0.3 EfE ARP W E (FW2), BEREHBMNEN#A 10.0.0.4 , BB A E)3E DSL E4

2 Rfl2: mE WAN BELEERT L3 TIAF/MEHE NE, LHEEBTUR (3 XB[RKHF. &
BERT , ME WAN EE&N T —ERMEBEEMEN (XBH), MIFEL—RBEFHFHTRER BiTA
H&Y, MEFNEE A AEAHA SD-WAN Edge B LAN imhE,

L3 RXHAES
I ~
o i I-l___‘(:/'\1
- ] [ ] Q;;
SD-WAN
Edge

-

ERAES  SEAURAABERNEASHEBERZEEN WAN B4, RETH IP it
VLAN Z8#1T , AR MRS EESRERE,

X 1P R L3 HBREMNRIGE IP 3 ETURAAERNKER , AMERETUEREEH
VLAN £, ZHERT , MENAERERAKREIEBNBEFI R P,

L3 XHass
;] 10.0.0.3
T —l 10.0.0.2 (?
o =L 1 90.0.0. A @
SD-WAN
Edge

T—BRAMAESBRAR.

BANEES IP Ui 10.0.01 M T—ERE10.0.0.2. HRAEZE WAN EL&EZZNE , it
EEASRES [FRHEEZ | .

s EERSBGELS WK P AU 10.0.01 AT —EEE10.0.02, TEEHETEE. EELKHEE
PREBREAER  HEERKE10.0.0.1 BEAZHHE 10.0.0.2 EfE ARP WEE (L3 ), &
BN BE NS 10.0.0.1, ERA ACEEEREL.
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n EZDSLEL , BHRERE = WAN E#% , SD-WAN Orchestrator &#% IP izt T —1&
BUHERALENHERER, FAESIEEBFTER IP (B 10.0.03)EAXRER IP, 4T —1E
BERZKEEA10.0.0.2, EEKHEERSE DSL EER , HE2HRFE 10.0.0.3 EBEAEHY
10.0.0.2 [EIfE ARP W E (L3 X#8R). EEHEMNEMNHEAS 10.0.0.3, WikAI A E|E DSL &#

.

fix VLAN 23 . R I3 HBEEETRERAH , AIFEAZEREMFERRESTREN VLAN BIRLA
BEMN DSL ELE |, AIXEETHRE.

VLAN 100:
VLAN 200: 10.100.0.2
10.200.0.1 VLAN200:
— (ER#) 10.200.0.2
- & \-(1\
— ’ VLAN 100: uy
10.100.0.1 L3 S

s ANEES VLAN 100 £E# IP fzit 10.100.0.1 M~ —{@EE 10.100.0.2, AREZE WAN &E
EELEZNH, ANEESRTEL [ FHEESE] .

s EHREGEELE  WHEA VLAN 100 UK IP it 10.100.0.1 M T —{EREE 10.100.0.2, FEE#
T8E FTESHEEXZESEELR 285 VLAN 100 WEEE# KR 10.100.0.1 EX =t
# VLAN 100 £ 10.100.0.2 EIfE ARP HIEE (L3 X#8), BRHBEME LA 10.100.0.1/
VLAN 100 , SW# GBI AR EEGFEL .

n EXHDSLEH L BHNERE =M WAN E4 , SD-WAN Orchestrator &#% I1P {zut 1~ —1{&
BUERAVENHARLIER, FAESEEBRR VLAN BB (200) FEH IP (5120 10.200.0.1)
EBIGR 1P, Wi T —EAREEES 10.200.0.2, EESHEEREE DSL ELEE | 284
VLAN 200 B EBEEM/ IR 10.200.0.1 BEZE ¥ VLAN 200 £ 10.200.0.2 EIfE ARP HHEE
(L3 X#28), EEHNEMEN#EA 10.200.0.1/VLAN 200 , W3IBS 23E DSL Ei,

3 RfI3:ERRE EENBHLEAM L3 HEFRBELL
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1)

SD-WAN
Edge

E#ih , SD-WAN Edge SZEM{E WAN ZEHAHBN T —ERY., SR ARAERNK
B, UERAESMRBLATEEXZTEENBNM., HE , VMware I WAN BELEMEN IR IP
F VLAN AIBAEEEBAREM DSL EER VLAN fEE , LEBEITE.

4 RHl4:EBBZEANEESZE—FE WAN EE  FZETVEERMEERBEESE MPLS WEHKESR
hERE, EHERT , BASVEEZEHREABENTETEASTEANBFTRR IP M T—
ERg,
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b

SD-WAN
Edge  169.254.0.1

169.254.0.2 7 i
10.20.0.2 |:=:

5 C
(B \d ()
10.10.0.1
L3 @ @L3
10.20.0.2
10.20.0.2
LAN LAN

s A GE1ES IP{I#t 10.10.0.1 M T —{ERE % 10.10.0.2,
s A GE2EH IP Ik 10.20.0.1 M T —{@EZ 10.20.0.2,

» EEMPLS , WKEREATEBE-—NEETER. SSEREF IP AT —ERE P utKAE
RARENMHEERR.

s ERERCEABENEETARBIANIGE P MENH. EEEHEERXE MPLS E&K | &2
BERE VLAN WEHBEHRRIR 169.254.0.1 BEZHH S RE VLAN L 169.254.0.2 ElfE
ARP HV# E (CE [fHR)., EEHENEMNMA 169.254.0.1, Wik B BB E3E MPLS E4,

&5 ZEARBA OSPF = BGP , A gE 4 ETEMER RS LR EHRIMER VLAN |, LIEA L E#
IP HYELR,

ITEHARE

B—THRE (Edit) EE2B T~ —EHELR , #EENRBENENRE. A TEHEHERASE Edge
BRANNEEREBTNEEHEIMR,
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Edge 500 LAN 7£HY

LT SRR EAFIVEZEMN Edge 500 LAN NENSE ., $HHEZEBETLURE VLAN | I0ERE (L2
BRE (L2 Settings)] AR E [HEIX Y (Autonegotiate)] (RTER T IZEE) . [EE (Speed)]. [#2IEA
(Duplex type)] M MTU X/ (FERRES 1500),

Edge 500: LAN1 *®
Interface LANT
Interface Enabled L
Capability Switched
Mode Access Port ¥
VLAN'S 1- Corporate ¥
L2 Settings
Autonegotiate
Speed 100 Mbps ¥
Duplex Full duplex ¥
MTU 1500
updte s

Edge 500 LAN &

LT HRERESTHEREEN Edge 500 LAN NHENSE, $HEEZBETLIRE VLAN |, BIRREN
MEEARZELH VLAN EX BEHZESE VLAN SEE) , Wi [L2 :RE (L2 Settings)] LARE [BBR
¥ (Autonegotiate)] (XK TR EEEY) . [ZE (Speed)]. [BEIHEA (Duplex type)] M MTU K/ (FERRE
% 1500),

Edge 500: LAN1 ®
Interface LAN1

Interface Enabled CZ

Capability Switched

Mode Trunk Port 7

VLANS Al

¥ 1 - Corporate
64-Guest

Untagged VLAN 1- Corporate v
L2 Settings

Autonegotiate Cd

] 1500

pta AN

Edge 1000 LAN fZEY

UTHRBARERCTREFIGEREIE Y Edge 1000 LAN STEMN2 8, $HYEZBHETTLURIE VLAN | 2
HY [L2 3R E (L2 Settings)] LARRE [HEIRXH (Autonegotiate)] (XFERR CIBE) . [ZHE (Speed)]. [T
& (Duplex type)] M MTU X/ (FERR{E A 1500).

Edge 1000: GE1 ¥
Imerface CE
Interfoce Enabled |2
Capability Switched ¥
Mode Access Port ¥
TS 1- Corporate ¥
L2 Settings
Autonegotiste o
MY 1500
Updste GE1

VMware, Inc. m
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Edge 1000 LAN &

DTRAREATHEZERN Edge 1000 LAN NMHNSE, sHEEEBETLUEE VLAN , IRZEEN
EEREZELH VLAN EX GEHZESE VLAN B E) , WEE [L2 FRIE (L2 Settings)] ARRE [BER
% (Autonegotiate)] (RFER T ZEE) . [EE (Speed)]. [ZIHEAE (Duplex type)] M MTU K/ (FERE

5 1500),

Edge 1000: GE2 X
Interface GE2
Interface Enabled

Switched v

Trunk Port ¥
VLANS Al

¥ 1 - Corporate
64- Guest

ed VLAN 1- Corporate ¥

Speed 100 Mbps__ ¥
Full duplex ¥

1500

Edge 500 WAN

LA ERBEA A [ZhAE (Capability)] 524 [ H (Routed)] B Edge 500 WAN N ERZ 8, SEILURE [Eit
A (Addressing Type)] (DHCP, PPPoE =& #E). [WAN Z&& (WAN Overlay)] (BEMERIHFERAEE
). A OSPF. BAA NAT EfRE , WEEE [L2 FRIE (L2 Settings)] ARE [BEBIRW
(Autonegotiate)] (X FERR EEE) . [RE (Speed)]. [BEIHEA (Duplex type)] M MTU K/) (FEREH
1500),

g ERERHTURERAERRME.

Edge 500: INTERNET1 X
Interface INTERNET1
Interface Enabled @

Routed v

Gressing Type: @ DHCP ¥

WAN Overlay: @ ¥ | Auto-Detect Overlay ¥

OSPF Not Enabled

7
1500

Update INTERNETL

Edge 1000 WAN

LU sREA#S [Zh8E (Capability)] A& H (Routed) B9 Edge 1000 WAN NHEIMNSH . EAILURE [Eiut
A (Addressing Type)] (DHCP, PPPoE ZF#RE), [WAN ZE& (WAN Overlay)] (BBMERIRFERAEE
%). A OSPF. BA NAT EERE , WEREE [L2 BRTE (L2 Settings)] ARE [BEBIR W
(Autonegotiate)] (X FER EEE) . [EE (Speed)]. [EIHEA (Duplex type)] M MTU K/) (FEREH
1500).

fFE EERuTURERERRNE,
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Edge 1000: GE5 x
Interface GES

Interface Enabled #

Capability Routed ¥

Addressing Type: @ DHCP v

'WAN Overlay: @ # | User Defined Overlay +
OSPF-@ 0SPF Not Enabled

NAT Direct Traffic CZ

L2 Settings

Autonegotiste

Speed 100 Mbps ¥

Duplex Full duplex v

My 1500

Edge 500 WLAN

—BE A SD-WAN Edge 500 EZEM{E Wi-Fi #% ; —BEAQLRRE , Z—EBIEACHRERANE
BN, BULERHMESER  IFEHIBEEEEN VLAN, SSID M2 tHERE,

Edge 500: WLAN1 x
Interface WLANT
Interface Enabled CZ
VLAN's 1- Corporate ¥
[vewfi
ssiD ¥ Broadcast
Security WPA2 / Personal ¥
EEE
Passphrase Use Captive Web Portal (disclaimer only)

Wi-Fi ERNZ 2 M

Wi-Fi EGNRZEMTURTI=FER 22— :
=1l L]
BB (Open) TEFIBMITEZE M,

WPA2/f8A (WPA2 / EAERRBRERE.

Personal)

WPA2/M % (WPA2 / f# /A Radius AREBZREBEAE. ERERT , HEE [RERHE (Network Services)] F:RE
Enterprise) Radius fAfRES , BHETER (Device) EEMBRERBMERE (Profile Authentication Settings)
IR E Radius fAIARES ., B th T LA#E Edge $¢ M (Edge Device) EH L BB X2 MMTARRKRE,

1 ELEAOMUF | B—TRE (Configure) > BRERE (Profiles).
2 B-—TREEZENHBE R, NER—TREENELE , RER—THE (Device) Z3|ER,
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3 MBTHEREZEERBERT (Device Settings) B , WESFBE RO E¥FMIREA Edge B,

Device Settings: Edge 500

Device Settings: Edge 5X0

Device Settings: Edge 510

Device Settings: Edge 6X0

Device Settings: Edge 840

Device Settings: Edge 1000

Device Settings: Edge 2000

Device Settings: Edge 3X00

Device Settings: Virtual Edge

4 1&—F Edge BSEEHE TS , IR Edge MWTERE (Interface Settings).

Device Settings: Virtual Edge

Interface Settings [ @ aac submerisce || @ Ace Secondary P

(:: ]3]
HEoe2
Pelei=
 GE4
B GES
D GEB
DGET
& gER

e |

&

EEE
T 1

i

,.“
oy

EE|
g B
(=Rl=REw Rl Rl
r I
(LI ST S T T S I ¥ ]
X X X X X X

di

o

View the recommended method to configure interfaces ot ihe protile snd edge level

e — —_— —_— —— —_— — — —J

MERE (Interface Settings) B2 E R FTE Edge HSEH M AMNBEENE.
5 B—THENRKE (Edit) B1E , LBREIERRE.
6 TEERNEANKERIPBEREBRE,

Virtual Edge ?) =

Interface GEI

Lbpdate GEL | | Concel

BULMERRBRE , TR :
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b

ERANME (Interface Enabled)

I8 (Capability)

#3{ (Mode)

VLAN

L2 RE

BEIR Y (Autonegotiate)

HEE (Speed)

# T (Duplex)

MTU

B —TEH (Update) L EERE.

VMware, Inc.

LG

BEBRERAMA. WERE , BUUEANTH. £
B, SEEERNEETEMEN.

$IH [IRBSEEIE (Switch Port)] |, (IFEARSEMERHR
(Switched) 21E, BAUR TR BEPRIBEHR
(Routed) B1E , LUREBEZEEBARANTE.

ENFRRETBHEREERERRNES,

S FEEEE  BRTRXNBFEFERIREMN VLAN,
SHE EBEER | BWSURIZE VLAN , REBREGRER
B VLAN,

HEBRERAMA. BAK , BB P REREREL
5—mMRBETEN , LARERNREETRAMNE
E.

RAEHEERAAERY (Autonegotiate) i | 7 REME LR
1, REEEERHMBELENEMENEE. RERSR
EX 100 Mbps,

REHEERAABXY (Autonegotiate) i | FREME AL
B, BN IFYETHELRBESESR. RERSENEE
I,

AR E LB RAER 2B RN R MTU XN B
1500 AT, EBABENEH MTU X/b,
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7 TERTHBANEHRE.

Virtual Edge

Interface: GE3
Interface Enabled
Capability:

Segments

5eg

Addressing Type:

Multicast

RADIUS Authentication: €

ICMP Echo Response
NAT Direct Traffic:
Und

\ccounting: €
Trusted Source: @
Reverse Path Filter: @

L2 Settings
Autonegotiate:

* MTU:

All Segments

osa@ O

T
<

%)
=1

1500

must be disabled to configure RADIUS Authentication

Update GE3 H Cancel

BAMERRERE , WFHR :

iR

ERUANE (Interface Enabled)

Ih&E (Capability)

EE (Segments)

EHFEH (Addressing Type)

WAN Z£& (WAN Overlay)

OSPF

VMware, Inc.

R

BEBRERAMRA. WERE , BUUERATH. A
B, SEEERNEETEMEN.

B [BENE (Routed Interface)] , AR ZIIEHR
(Routed) E1E, BALUR TR FEHRNBERR
(Switched) B1E , NREKNEERATRB[BERE,

HRAREBAEREEAEMAER.

RIERERIEREFE R IP 1K DHCP, WREEIMEFESR
PPPoE , AIfEREE Edge REEUFAER,

kEZREERAEBENEERRALRE, KU UREFERE
EENEER , UREEBRE, NEFMAEN , F2RARE
Edge WAN BERE,

AELEEARTERRE OSPF F , 7 ERALLRE, BRI
AR, RERTRAEEHRE OSPF, &H— T H1RER
OSPF ¥ (toggle advance ospf settings) , LR EFTE
OSPF MNERE. MFE OSPF REMFHMEN , FSERK
F OSPF,
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b

VNF A (VNF Insertion)

% BHEIE (Multicast)

RADIUS B (RADIUS Authentication)

B (Advertise)

ICMP EIfE[E & (ICMP Echo Response)

NAT E# &8 (NAT Direct Traffic)

JEEsH& (Underlay Accounting)

EERRIR (Trusted Source)

R 6 iR EEX (Reverse Path Forwarding)

VLAN

L2 BE

B 8334 (Autonegotiate)

HE (Speed)

VMware, Inc.

LG

ENAER WAN BRI RAEENRIE , 78EAFT VNF
A, BEEVNFRBAZEIBNERTFNEE , Z4ESK
REEIENEARFNENREEFE[RZE VNF,

REACAREERESHEERER , 7SRALEE.
BANAERNNTERESHERRE. WRFHENR , #F
SRENHERRESHEBRTE.

BEER WAN BE | FBERTE RADIUS B8, EEULZX
AR ATFE T E LB RADIUS Bie |, SIS T EERE
RADIUS #{TEHER BN MAC ik, MEZXAEN , F2
BIER BN E LA RADIUS .

BN EES ZRE P EMD XH R,

EEIENHEENDE ICMP EEAEHEBAR, EREE
Z8  SULUANTHEHEALEER.

BEULZEG S, TS NAT EAERNEEENERRE.

BEBRERAMA. NRENHLERTRA WAN &

& , AAENENFEERREDSRE WAN EENAE
EREFH, UIEBETRE. MRETBERTH B, £
EREERER) , FEALRE.

EEIUMEEAS R , SN ERERSENRIE,

REEERAGSENRRE , 1aRERmETEXNER

B, AEETRERNNE L EXERRER , hBESe

AFNALHRE. SEBREAEAE ERETARR

WRE (BERE). MREEAKRERETH , AIGEADRESR

B, MAERLRE. #TANBEEPERTIEP—@ER

H

m B{FA (Disabled) - BIERARPREEFHEBETN AR
HEARE.

m  BE (Specific) - (AR FRMYEIE, EAREEFS
BEANHLWESEEERRSE. NRRTASENEFE
ASREEANEE. EERETAHEEM NAT BN
ELEANER,

B W] (Loose) - EAREEFSKARPNEMEE (B
HEG/BR/OEH). EEAMEHEERSR , BEARE
RET—ERBENAE,

BANER VLAN BRIE , UXEEBEZEN VLAN £
0. MRFRIE DHCP EATEHER (Addressing Type) ,
AlfEAE AL RE,

HRBEFBERAMA. BARK  ABXSIRERREES
S ERBEETEN  UHBERNRESE THEAME
E.

AEEFABAERY (Autonegotiate) B | 7 REME A ILLE
B, REERERAMBEBENBAENEE. RERSR
HY 100 Mbps,
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b

# T (Duplex)

MTU

LG

AEEFEABAERY (Autonegotiate) B | 7 REMEFILLE
B, BN IRYETELRESER. RERSENEE

T.

EERBENELEBRAEX ZERNTER MTU XN E
1500 Bz, BAILVESENEH MTU K/,

SFP & (SFP Settings) - WRIBEEAN X E SFP EZEN Edge B,

SFP 148 (SFP Module)

#3 (Mode)

VMware, Inc.

RTERERE [{E% (Standard)], BALURE DSL A
A, LU SFP ERERNEER SR

DSL FRE (DSL Settings) - SREHLAF R (DSL) REMNEE , FEEREE SFP RAES DSL B HER .

T HIRIRFREE DSL B ¢

VDSL2 - {RFEARGEIUILEE, SMATRETAFRE
(VDSL) B AR EREN ERERH . VDSL & A
RBRUEMARETFESGER  UWEBE-BRRHAS
ERERARN.

ERRIE VDSL2 B, BER TN FETRIEERE
(Profile), REEEELREN VDSL2 REFE, X8
HRERMT : 17a M 30a,

ADSL2/2 + - BRI A F 258 (ADSL) Hiffi & xDSL
RIMN—By , ARERSHEEER . ADSL2 AIXEE
BHER | W2 ADSL BUEMHMEE, 2. SHER
MEEM. ADSL2+ EMEAEN T HEREE.

MRIEBIB ADSL2/2+ , FERETIRE

B PVC- XKAEKERE (PVC) REKPHEERNE
BES  PIMEREXAK. RTAXNEERRE
PVC. B 0 % 7,

B VPl - EEREEBIE (VPI) 7 FRE BB EAH
BHEE, WA VPISKRE , EEEN M 0 Bl 255 2
A

m VCl- ERBERBE (VC) EEEAREXRERH
BHEEEE. BA VC %5 , SiEMR 35 3
65535 Z A,

m PVCVLAN -} VLAN :REBEB ATM EHEH
PVC 11T, BIA VLAN B35 , SEEN K12
4094 2/,
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8 #4% Edge HSEXIEEL LAN, FTEER WLAN NMHERE.

Edge 500 ? 0%
Interface WLAN1

Interface Enabled

VLAN 1 - Corporate v

ssiD [ve-wifi

Broadcast
Security WPA2 [ Personal  ~
Passphrase | ........ @
| Update WLAN1 || cancel

B MERBELRE , TR :

-] R

ERANE (Interface Enabled) WERBEBRBERXARA, WEEE , ZUUEANTE. FH
B, SESEERANEETEMEN.

VLAN BENEASERN VLAN,

SSID WMARSRKERE,
R EVMIE (Broadcast) ZEUAHE , LU SSID BRBEREZAE
BEWEE,

Z2 % (Security) RTHFEPREW WIi-Fi ZEGNET2MER, JHBEN
T

m  BAHK (Open) - TREIRITEZEHE.
= WPA2/fEA (WPA2 / Personal) - REZEERE. FE
WHBW (Passphrase) W P A B,

m WPA2/f%¥ (WPA2 / Enterprise) - £/ RADIUS fd@
RESEITERE, BECRE RADIUS AIfRES , AEA
REREM Edge BEZAIRES .

EERE RADIUS iR , S RRERFRE.
EEEMREREN RADIUS RS , F2HERERER

=

Eo

BRESR

EXRARERRETNHERER K ELERESSEDEAZHEREEEBEMN Edge, MEFE |, BUUE
B45E Edge WARE MM FTR :

1 ELEAOMUAH | #E—T&E (Configure) > Edge.
2 ¥—T Edge ENHEBEE’R , X —T Edge WELE K RER—THE (Device) B3| ER,

3 HEHE (Device) ZS|IEZEEF , A THEZNERE (Interface Settings) BER , WESRRTR
Edge FA M E.

4 BTN EMNKE (Edit) BE , URBEAEHRRE.
5 REABAME (Override Interface) ZEV A , LUEHRFTRNENERERE .
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RE Wi-Fi BERERTE
ERERERL , STURA/ER Wi-Fi REBLREREBRAENRSE.

BF

1 HEREAOAUF , B—TRE (Configure) > REH (Profiles).
HRERTER (Configuration Profiles) EEMEEIHE .

2 BEHERE WI-Fi BRERENRERE , RRE—TER (Device) ERITTHER.
P EREM S ERE (Device Settings) EEFEAHE .

3 7 Wi-Fi BB ERTE (WI-FI Radio Settings) EBigiH , {XFER A ERAELAE (Radio Enabled)
ZEAHR , B#EE (Channel) €% E A HB) (Automatic).

4 EHESSHET., SR 2.4 GHz & 5 GHz,
5 R—T{#E®E (Save Changes),

Wi-Fi Radio Settings

Radio Enabled: o]

| 2acz RS

Channel: Automatic

1£ Edge B4 , B LUREVEN A Edge EE (Enable Edge Override) #ZEU A , LB BREETIE
EN WIi-Fi BRERTE., MEFMAEN K F2EARE WI-FIBEREEE.
BRERTEERN SNMP :&E
SNMP EEREEZEANENGE , M MIB 2E SNMP HBEHUSEERENEHNE. 2EA SNMP
EEREVTEMN SNMP IRAS | BT 55 ER e Fraft
B2l :

n EZETH SD-WAN Edge MIB : B ZE %P (Remote Diagnostics) B AR MEEPEME (Test
& Troubleshooting) > & i (Remote Diagnostics)) , A& ¥ SD-WAN Edge #4T MIB., #§
HERERWAB RS L

s HERHAFmRE# EZHE VELOCLOUD-EDGE-MIB FTERFTE MIB , B3 SNMPVv2-SMI, SNMPv2-
CONF. SNMPV2-TC. INET-ADDRESS-MIB. IF-MIB. UUID-TC-MIB 1 VELOCLOUD-MIB, t
MEFAR MIB A # (B2 HT (Remote Diagnostics)] BEEEE .

XEHN MIB

= SNMP MIB-2 &#:

= SNMP MIB-2 /T E

= VELOCLOUD-EDGE-MIB

= HOST-RESOURCES-MIB , %R E RFC 1514
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ERERBEHRRE SNMP RENER :

1
2
3

#tBIRYH (Remote Diagnostics) B¥§ VELOCLOUD-EDGE-MIB,

Z# VELOCLOUD-EDGE-MIB FREHFTE MIB, #2820 [ BHZa | UEBEZEM.
i SD-WAN Orchestrator , BERIE (Configure) > REH (Profiles).

AR TR (Configuration Profiles) EEMEEHIA .

BNAEAHRE SNMP REMNRTER , RER—T [#£E (Device)] ERTTHER (Device)
7.[__\0

P s ERE AR ERE (Configuration Profiles) EEBEENHIR
B THEE SNMP 8BE (SNMP Settings) Bl ., SERMERAAIA2IE : v2c = v3,

P

QO

ERE SNMP v2c , BB T 5|5 BIRE
AR v2c EVA .
EEER (Port) XF AP AEREE FERRES 161,

E#E (Community) XFHRPBAXFREFFS , EXFEAREFI SNMP RERKH
IR

S AT P
s AREM (Any) ZEUEHR , LAREM IP ZE SNMP RERER .

s EBERGYE SNMP REERXNFE , FECERIUEM (Any) ZEUS R , REBAATFE
SNMP RERERXH IP ik,

SNMP Settings

Allowed IP3:

SHERMUESTEMIEN SNMP v3 AR | FRBT I RIRE

EEIFIE (Port) XF AP AEIZIE 161 RERRE.
EEENXZARTEMAFERAERBNERE.
MREEZHEERNE , FYRMEARE (Privacy) ZEUT#H,

MREE D RMARE (Privacy) ZEUS R |, B EEE (Algorithm) THRIR IhgER FiRIE DES =
AES,

SNMP Settings

SNMP Version: %)

Port

Name:

Password == -
Privacy

Algorithm DES
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8 MREPAMERE., RE SNMP REEZ , BB EMRABRE (BRE (Configure) > iREHR (Profiles) > B
Xl (Firewall)) , ARREASEE SNMP [RERIBT X FEERE .

#5 CRUH DPDK MM EXIE 3.3.0 REHAKN SNMP N EEEEE,

REMREER

AEHRPINARET] REEN,

AR RERN

BB MAC ZiBETEMRBAN SR (REE2EE B , B8 L3 XNV RAFIKE Edge 2
BER=TRE , BA Edge AISAIRKIREE MAC , BEEBSHEE MAC, Hitt , TAMNERERXEME
(MAC {Z 4t F1 B 8I89 1P fizit), #EMER MAC L UbBMEEF | Sk A IP ik,

Visibility Mode |

Visibility by MAC address
®} Visibility by |P address

EETRERN

HFERETREEERK (Visibility Mode) , B Z 8] E (Configure) > SREHRE (Profile) > 8 (Devices) &
SIEE, BITHHEAP—IF

» X MAC fu3tB 7] RE (Visibility by MAC address)
= X IP {3t T R EF (Visibility by IP address)

FATRERANIESER
BRETREENE , FEETHSE
 IREBEMK MAC (UHI A RE (Visibility by MAC address) :
» FAFWEgNR L2SW &R
» BERETAFRK MAC, IP HIZHERE WREA)
. BERE MAC WEKTER
n  MRBEME P UuN T RE (Visibility by IP address) :
» FAFWEMAL3SW &R
» BEETSWMAC, AAFK IP MEKER MRER)
n  BERE P KERTER
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BEREEBERE
EEZRFHACHAEBHRE  RIFEXARNRENBASERBMNESR (Enable Partner Handoff)

BRI , AL IIEE. MRIIRETHEER , BEERSE (Configure) > REH (Profiles) > K=&
(Device) ZE|ZEHRBE S B SEBMMERIK (Partner Gateway Assignment) EiF,

W AEBEMERTIEERL  tXEUERAERNAL. LTNERTHER ERESEAED
LRI | M/ Edge BREEE.

Configure Segments

Select Profile Segments: Changa
nnnnnn Segrent  Giobal Segment [Regular]

nnnnnn

EEFEE

FETHUER K SXEMALINGE. WEFAES , HaHREE.

R EEER R (Gateway Handoff Assignment) &8 & & 5| HE T R 3E :
1 R—TEIEE (Select Gateways) E4ELUBISEBEREE,

2 HEENEHERNESERMEMIE (Select Partner Gateways for Global Segment) $f3F At | {1
S EREMIE (Available Partner Gateway) Bifi PRI AT AN SERHEE K REKEBER
B & ER B (Selected Partner Gateway) B8 (£ EE N ETHE).

Select Partner Gateways for Global Segment x
Available Partner Gateways Selected Partner Gateways
sut21 ¥ sut22(GwW2)
>
» »
There is one other Gateway in the Gateway Pool that is not configured as a Partner Handoff Gateway
Update | | Cancel
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IR, RERTER [ AEBHERRE | WRE , T8RN ETHNSERMAMIE (Available Partner
Gateway) BE. MREHMBERREASERMHERRME  AIHFEIRPEHRTIAL : MES
EFEE—HRERRERSIEBHIERFE (There is one other Gateway in the Gateway Pool that

is not configured as a Partner Handoff Gateway),

®RHE CDE Bi&

E—RERT , B PCIAREBERZE PCI @i , MEAEREY PCl #EF , PCl REFSEEF I XMERF
L2 BEIE, (R/EETNEUHRE CDE A |, SEEREAIR PCl ER),

EBETERZE PCI 8 BEMNA PCl I EAMBEERLT , BRIEETASEBHABERB COEAR . M
ELFIE (CDE BE) S #HEMREE PCl B (CDE EE) HETEIR.

HRERLER  BLABALLIIEE. NFEFAER  FHERER.

}gJk CDE F3&E
ZEIEIK CDE @& .

1 HEREEER (Configure Segments) REH , E— TREREEER (Select Profile Segments) #
¥ (Change) %,

Profile Overview Dy m Business Policy Firewall

Configure Segments

Select Profile Segments: Change.

2 TEEINEER (Select Segments) HzEHFHH |, S THK CDE ERKETANEER (Available
Segments) BB EELRER D (Within This Profile) EiF (ERBEEKETHE).

Select Segments ?) %

All Segments Within This Profile

segment1 2 I cde seg I‘

Segment2 = Segment3

Global Segment &

3 HEMEEXEIR (Gateway Handoff Assignment) BiEF |, & — TZEEE (Select Gateways) &
l%:élro

4 7EEW CDE ERMNESERRIE (Select Partner Gateways for cde seg) YsEA P , RATANE
YEFB LM (Available Partner Gateway) B EI A A CDE SEBHEE K RESHEBEZEN
W& ER M RIE (Selected Partner Gateway) &3,
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Select Partner Gateways for cde seg x

Only CDE gateways can be selected for this segment

Available Partner Gateways Selected Partner Gateways

L sutzs

5 ®R—TE#H (Update) &4,
MEE X IEIR (Gateway Handoff Assignment) Bigi & LUZE B EHHEIE,

i WRE CDE ERMNAERALEIE (Select Partner Gateways for cde seg) Y H R F IR ,
BERAEEREL CDE B,

Y
o

A
G
3

EREEBHBEERNEESEE .
ERAEBMRER  FEEBTIERSE .

s AEBHFERERERR Edge BRLER.

s ARER LN EEBFEREREIKG Edge (&% 16 ).
» ARERNEREREEBERE.

BE EREREER (Configure Segments) R&E & 2 MEER IR (Gateway Handoff
Assignment) BT, , FEEKIRIES AR INEE,

FBIRIZE 85
SD-WAN Gateway AR X EERMIEFTE, £ 3.2 lRH , VMware BA T{ERIE4HIZ2MTHEE (24
ERFEEIK).

EZEERRHIT , SD-WAN Gateway ESRENZHIBRNHENER (EHREBHRERFHE )., 1t
Sy, ERBEFEARHEEENER TS XARNRESFEHEE , ik TRFREATRN S XET
AE, M, EURERGRAXENLTRERELERREES. F2ET - BHN—REARM.

HERARM  EFHTRESFERHRENDES XETX

EHEFIF | BIRFT/RE Edge 1 (E1) M Edge 2 (E2) B Orchestrator FERIT%, BER , MEES
ZTEANEEREBE BERRANNRTREESR), Bt , £ E1 8 E2 2EELET [ BT S
X |, BEEHREFSBRNER K REESEUTT.
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1LY

WTEFRR,  E1ME2 ERERBENE , RE-—RASAELARR  NREEREXNBT K. B
K, B4 Edge W EBAEFBRECMELETEN  UEREEER.

BrRemE

ZEHIERE0 Edge B , i8S BV EREMRERS B2 (R2TR) REUHEBEE. ZREEEVE
SRS B EHOBEEE.

VCC1 and VCC2 learn all Edges
Controller via VCRP
- ~
’
‘( Af- ‘:-
-

~ 2. Dynamic Tunnel
- -~ between E1 and E2

A REREREFIR

EEZEFRACHAEBARE  BRIFEXARIHENBASERMNESR (Enable Partner Handoff)
BEUTIR , AR LLIhEE., MRLITHEERBEER , BEERE (Configure) > BIE (Profiles) > # &
(Device) RS ZHE M+ & 212 #8515k (Controller Assignment) &g,

B BMEKETELER—EREBERES [ EREHR ]| BE.

1 BERTE (Configure) > {REE (Profiles) > £ 8 (Device) Ro|1ZEH,
2 [ETEEZEEHEREIR (Controller Assignment) BT,

Cloud Security Service 007 )

Gateway Handoff Assignment

Controller Assignment

Gateways
No controllers selected

Select Gateways

3 TEEZEHZEEIK (Controller Assignment) Bl |, & — T REEE (Select Gateways) &4,
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4 EEWMEHERNIZEIZS (Select Controllers for Global Segment) ¥isE AT |, #IE4IRRATAN
(Available) Bif % ZE K (Selected) B,

Select Controllers for Global Segment x
Available Selected
C+2 ) C+1 (cpE 1
2 )" ctrl_locked 1

There are 2 other Handoff Gateways not configured as Controllers for this customer.

Update ‘ Cancel

5 #&R—TEH (Update).
P42 TR (Controller Assignment) B & = $T &I,

Cloud Security Service @ (QOff)
Gateway Handoff Assignment

Controller Assignment

Gateways Order
C+1 1
ctrl_locked 2

Select Gateways
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R IE &R E 18 B 15 IR A

VMware 2t 7B RBREDRE , BABBEREA . WIHEAERAREEPHEBER (Business
Policy) R5|REER , # Edge BRERER.

B NREFERAEEEFXERRNEREBIIBEA | LI 8ER1E SD-WAN Orchestrator ¥4,
B EERLTNYYE  hEERE/EFREVH.

BREFKRIERE  VMware EREFEFEANARE  YABIEARNTA. EEEREXMENTK
BREEEZE (5. PRIK) , ARk Edge WAN EENER. Bt , B FEA A RECEREXNTAERE T
5, SEEMFEHAE. BERZENNEE , URBAORMKER.

THENEEHNEESERBI»ERRAEL,. SaLERAALEESESNZEBRL , bl BITHERE AL
BRIFEREE. RASKELIEFESEEILE. FRRENEEFXRARAIEGY  REKGELSH
HELIEFRSHRAETLEY,

MTEMRR, BXRFARBERABYNER. METARKRENERRSERERR (Configure
Segment) TR X INgERPFIEH .

EERBREER (Configure Segment) TRIRERFREERENERE , BZEEARBNREMNR
HRSEREREER (Configure Segments) Bigid ., ZIMELR [—MR] (Global Segment [Regular])
=ERER.

MFEDENFAEN , F2HEE7EREERNE 10 E REREEKE.
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Configure

Edges

[ v

Networks

Profile Overview Device m Business Policy m Firewall

Segments

Overlay Flow Control
Network Services
Alerts & Notifications
Customer

Test & Troubleshoot

Configure Segments

Administration

Select Segment:

Business Policy

1 Box

Global Segment [Regular]
Data [Regular]
Global Segment [Regular]
GUEST [Regular]
Video [Regular]
Voice [Regular]

Used By

2 Speedtest speedtest (File Sharing
2 Edges

3 Skype Skype (Resl Time

4 Business Application All Business Application

5 Remote Desktop All Remote Desktop

6 Business Collaboration All Business

Collabora
7 Email bulk/DATA All Email

8 Infrastructure

All Infrastructure

h
Multi-Path

Direct

Multi-Path
Multi-Path

Multi-Path

Multi-Path

Multi-Path

B ST ERENRUERVWEEFALREO TEE , ABYBRIEF , FERSHEEEERAIE
ANBELL A AEREZRNEBRTE., NREEHEEEERNEA , MUUR-TRAUZEN - (&
W) LUSHRBEPBE , SR + (IN3K) SAHERA

AEEWTHER
n EVEBKERERARA

220 B A SR AR A

SD-WAN Orchestrator AIEEREEM Edge BRAREBBRAURKRA . REBRNRER . SEBH
NEZEESMIURZYEKREL BERNSLHHES 8, flw 1P fak, EEE VLAN BEIH. MHEH. @8
AW, BABE. FXRE. DHERA. BEREXN DSCP 8. EENHNEOFSMEFRAR , SRIE
REN —RSEEE. IRHEFTHSEASH , eEHE LERNEAERDE.

FZAE : BEREN P  YRBREEAFTEENE,

FERVEKRA

1 1 SD-WAN Orchestrator BZ R E (Configure) > REAE (Profiles) > @ # KAl (Business

Policy),

2 1ER# R Al (Business Policy) Bigid , I — T #E# 8l (New Rule). RER A (Configure Rule) ¥

R BRBEEN KR,
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Configure Rule ?) %
Rule Name: |
Match
Oany @ Internet ® O Non-veloCloud Site
IP Address: |
CIDR prefix v |
Hostname: @ |
Protocol: EI
Ports: |
Action
O Rate Limit
NSIPSUS-SWISS Direct | MultiPath | Intemet Backhaul [3)
Disable Conditional Backhaul
Link Steering: m Transport Group i ]
Inner Packet DSCP Taq:
Outer Packet DSCP Tag: 0 - CSO/DF v
| 0K | | Cancel

3 HRAEM (Rule Name) THEF , MARRIBE—EHE,
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4 HHEH (Match) BET , RERENVELH RS, GRENBATRSBEHEZ LR PR

B2 Eg

R (Source) RTFEERFRENLLY AR, FENTIE—RE
m T (Any) - RERSLYHFAERRRE.
m  ¥Y4EE¥4A (Object Group) - A EERME A FR LB H 2
HWEHAARBEERANES, NBEFHMAEN , F2E%E 16
E MEEANERYGRARERERA,

B MEMERANFACSSEAMAEEE , AIgEER
TSR ELERTEERE,

m E# (Define) - IREAREEE VLAN, NME. IP {2
i, ERRSEERGNREREETRLE LR, BIMT
FIH G —{ERE , KBRS EEE (None) :

m  VLAN - LR BIEE VLAN (TR R eER PR
0 BWRE.

m I (Interface) - EYRBAKENE R TRRIHEER
FRIEE) BRE,

fE WRELENNE, AINESEARTIERGL
m P it (IP Address) - tE¥IBRBIEE IP LUEHITR
2, BT IP i, BEALIEETIESD —ERELL
L RFRE :
m  CIDR B (CIDR prefix) - MMREBEFKEER
B CIDRE (f5lf0 : 172.10.0.0 /16), BREI
Big,
B FHERES (Subnet mask) - RSB ERE 748
IS EHME (B 172.10.0.0
255.255.0.0) , iERELIRIE,
m EBERAFTES (Wildcard mask) - t1REEERESH
HEEIBTRANEE /DB LA ER P 1
HENTE P FRBEN—EKE  FRELE
B, BAFTRESSREBEREON FRKESLY
IPS—# IP sk, BEN—ENEFEER
[0 , RAEREEW , EEN_ENETEE
2] ARTEREBAZT (AHUR 1R 0).
BUIP {usk % 172.0.0 WERAFTEE 0.0.0.255
(ZEEEER =
00000000.00000000.00000000.11111111) &
Bl IZEANLTEFREEE , &E—EB L
YFREEE,
m EER (Port) - LERBEENRREZEREZE
HENRE.
m  EEZH (Operating System) - LE R BIEEEER
TR IIRERFIRE) WRE.
B ##th (Destination) AFECENHRENLLEER ., FRIMTIE—RE .
m Il (Any) - RFERSLEAEENBTRE,
m  YIHEHE (Object Group) - AIEAEMELS BN L >

Ut FAMERRRANAS. NFFAEN  F2ES
16 E M RAMERNAREARERBRA.
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BE

AR (Application)

RN HEH (Match) 218 | EEEET

VMware, Inc.

#H

E®® (Define) - AIBARERHE IP uut. FHEE.

BABEREZEN BN RETESLEER, BT

Hep—@3RE , RERSRIMEM (Any) :

m Ef (Any) - LI ERNRE.

m B (Internet) - tE¥E T B Wb FTE RERAE
TE (RHFE SD-WAN BHHRE).

m Edge - tLE¥EZ Edge WFTERE.

m EBREEMIE SD-WAN B## (Non SD-WAN
Destination via Gateway) - bt 3§35 18 8235 7E 1% 46 B B
2 FEEHZIEE Non VMware SD-WAN Site B ff
ERE. FREACEREEBERGEBMENE
SD-WAN ¥ & 18 EaHE

m  3EB Edge B9JE SD-WAN B #i#ts (Non SD-WAN
Destination via Edge) - Lt ¥EBEE Edge R ERE
1HBIE 2 Edge BHIZIEE Non VMware SD-WAN
Site WETARE. BRELCERERR Edge BR
#%3%1B Edge MIJE SD-WAN 3 & HBIES .

B E (Protocol) - LB IEENBABE TR A
RHPRE) WRE, XENBENBES : GRE. ICMP,
TCP #1 UDP,

i (Domain) - L HEBARGEBHRE , PHERE
(Domain Name) i PIEE 22 RPFEBHRE. Hi
wn, [salesforce | #&LL¥ [ www.salesforce.com | #

RE.

AENTIME—2E

£ (Any) - RERESKEBRRVEAZEAEARE
X

B (Define) - AFENMEEABKRARN S ERER
B, WIMETTLUEE DSCP & , MHLHAEFER
DSCP/TOS E&EHNEARE.

T ERVEFEEEARNNAERARAR K ZEHK
HEEARRNEAMKKREEE , Edge TEEEEMSA DPI (FE
Hams)o|Z, BY , DPI $ELREE — AR Ry EE
ARX, DPI SI2BEZEFAREPNE 510 @HE , &
R EARES. ERKEINE—BEHEMS  RETHEFR
ATREKERE , B [E#E (Direct)] TR [ZERRK
(Multipath)] 2% [#8B2#83% B4 (Internet Backhaul)] , EE&EX
RABKRRIAERE,

ERER.
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5 1EE1E (Action) BT |, RRERBIMENE :

e
BEIERF (Priority)

#%ARFE (Network Service)

VMware, Inc.

B L
EETHHA—ERAEBLIER
m & (High)

s —f& (Normal)

m & (Low)

REERERF (Rate Limit) ZEUAH , AREWMANE HRE
FEHI BRI

##BE IRH (Network Service) FRER T HE P —EEE !
m  HI# (Direct) - #&£3B SD-WAN Gateway , HE## WAN
SENBEREEXZB N,

s TER , Edge RFZE2HH , MAEEKERA. &
B L, EEKE Edge #EB MultiPath (9 X5 X RE
BEENER , BBEUARER) BXRE  BFEEERA
RERZBEERCREXZRELR ML , BATIRRE
Edge EREEBHMEREM Edge WEIRZTEREH
REABNREEH.

m  SERE (Multi-Path) - #RE# —18 SD-WAN Edge
B%Z 5% —{8 SD-WAN Edge.

m  AMMEIREME (Internet Backhaul) - REE BN
(Destination) 22 E AR (Internet) B , 7TE/A
e 48 B% AR A .

5t AMPRAMPE O (Internet Backhaul) HREBEHREE
AEHERERAR UATHACHAKRAE VPN KA
CRREREAE NN WAN RE).

WESLRENEBEN , F2ERTHERERE.
NEEREEBEABRATHREREE  IKERSKEERE
SHEZRERMBENTEERKRE ., SAUERMRERAN
HBEXNEE , KERNRE (EE. SEBEEM CSS) BRIt
TR, FERREFARYEEME (disable conditional
backhaul) #%EUA
MEFREMARA RSB EE R AER | B
SEBREXEE,
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BE #H

E IR (Link Steering) BT HEF —EELREES

m HE (Auto) - XTER , IEERARXHERERBBEL
BREEX, EEARKERBDELRIEEXE , DMPO
ERBEARNBEADHRESENES T ELERH
B RARERISE. TN RPEARIEE DSCP
BR , ARRTHXDeERPEAINIBEE DSCP £,

m  {FRE4E (Transport Group) - FIREZEFRBIGIEE T IME
—EHRPEARE  UFETRNEBERESNECZHER
HAENEERAAE  EAKEEx2TEN WAN 5
&M WAN M| -
m  AFH#K (Public Wired)
n  AFES (Public Wireless)
n  FAAE#HE (Private Wired)

m  fIH (Interface) - BEFERESBRALZTEE N E , TEKA
REHBEH,

R WEBMAKETE Edge BREBRREA.

m  WAN HEHiE (WAN Link) - AFRBEENIAELEES
FRAGRA, FEHEET  NEHAREEYYN , BFER
WAN E#LARE, SEEARNFERERESHERRIN
WAN E#,

Rt WEBEREETE Edge BREBRRERA.

MFREELREEKA DSCP. KEEMBEEREN DSCP Z:2
HENFAEN  F2RREESREES,

NAT FRASA NAT, MEFAENR , B2EAREURAEEN
NAT,
BR#E B (Service Class) EWMTIE P —EREERRE :

m  BPEF (Real-time)
m X B (Transactional)
= K& (Bulk)

e HEREEARBTEAER.
VMware FEARN/ERIBREH —EEE.

6 R—THE OK), ZASEENNRERELHEFRIRA | TEEBEREREEBERR (Profile
Business Policy) EE/ & RA (Business Policy) BE T 5.

MHEAEN : BE QoS CoS HE

AR TE HL 3 AR

AE AR A L E IR (Match Source). B M#th (Destination) MEARE (Application) ZiR1E, Y
NEELLYRE  FEREM (Any) BEERERE. BENtRERARINEMRE.

MRBIZHHRFER (Match Source Define) B1E | BIRFERENEETHENESE VLAN, IP X
., EEE EERG  IELXRENEEAS.
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I WLAN v

[ 1P Address |

Ports |

Operating System v
Android
105
Linux
MacOs
Other/Unidentified
VeloCloud
Windows

RELLE BA
wnRRZEHH B N MESR (Match Destination Define) 21 | FiEEARRAIFEENHHNEMSBE,

Bl LA D BEEEE (M (Any). FBREEE (Internet). Edge = Non VMware SD-WAN
Site), MFLMHREENBHRE , FBETE,

BiE EL

T (Any) FRERE , BRENEREHERMA,

APRERER (Internet) FH/H4E SD-WAN BHIRE.

Edge AEBEPHEMESEENRE, LEWAEEM SD-WAN Edge,

3E VeloCloud 35 #& (Non- T SD-WAN Edge , EEBHBRAMEHAMIEA . Non VMware SD-WAN Site AIERE
VeloCloud Site) (Configure) > §8E IR (Network Services) FRE,

K& , BHIEE IP ik (IP Address)., F#E M (Hostname), \BI#E (Protocol) (GRE. ICMP,
TCP =% UDP) MEZE , B E— P ERA M.

NMEZFERBEFANEBAERNRELEERNIERTRN QoS & , AltLk¥ B ik (Match Destination)
BIEZEHNER. AINHEBER—BRNEHNARERAE , BUHESEEARL VMware SD-WAN Site &
Bt RERRESNEELIERF. FAEMNMARENTRREZNEN.

Destination:

® Any Internet Edge Mon-VeloCloud Site

IP Address |

Hostname |

Protocol v

Ports |

VMware, Inc. 195



VMware SD-WAN E 55

RELHRAREN

mERHEHERARRESE (Match Application Define) 3218 |, BIELMER , REKISTEARIRE
ErEARRX, IMETILUEE DSCP B , ALt EETERR DSCP/TOS EBHNEARE.

Application:

Browse List Search
Any Application ~ |daps -
Anonymizers and - PPP CHAP
Proxies PFP PAP

Business Application » tacacs_plus

46 - EF

10 - AF11
12 - AF12
14 - AF13
18 - AF21
20 - AF22
22 - AF23
26 - AF31
28 - AF32
30 - AF33
34 - AF41
36 - AF42
38 - AF43

LAT #6535 s AR5 A E4E (Action). #B%IEFE (Priority). #AMIRIE (Network Service). EAIREE (Link
Steering). NAT FBRIEE A (Service class) FE1E,

B BEBEENEY (Match) 3B1E , REEETREEEAMER. fln , MRBEMEEAER AN
Applications) , RIfBER# (Network Service) F1ELE{E (Link Actions) BB RARE , MELHE
BEH, A&, MR A VPN RELZIMEBRARE (Internet) B B Mk (Destination)sk o % H 19 FE A
23 (Routable Apps) ERHWEARR (Application) , RI{AFRMAK B (Internet Backhaul) @ X A8
I EERE ARFF (Network Service) AT FEE,

REBEETIEF

EEM EIEF (Priority) 28 TEAREDEAS (High). —#& (Normal) & (Low). ERRH (Rate
Limit) B2ttt T EAERW Y (Outbound) F#E A (Inbound) FEH

Prioity [_tigh | Noml | tow ]
o

@ Rate Limit t % Link capacity

| % Link capacity

R E BN R BE AR %S

B EH KRR MEER | ST LSRRI (Network Service) sREHBEHE (Direct), SER
& (Multi-Path) M{ERREE3EE{E (Internet Backhaul),
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H#

#iB SD-WAN Gateway , H## WAN £ENBHREEXZENM. MREER (Device) 5| EH
THHNERE (Interface Settings) LA NAT EiE# B (NAT Direct Traffic) I H# , BlE#
NAT ERAZERE. EERE NAT Direct B |, FZETHIRH,

s NATXEEEET—EAREN Edge MAXRFBPUAREEAZR VPN REIRHE
s BEFEREBERAHFERAA IPNUBREABENM , NATEERARLR IP VUHRE.

ZERR
EHRER—1E SD-WAN Edge B ZE % —1{& SD-WAN Edge.

ABREEEE

REBKFEIFFTAEAE | NMREEEWH (Destination) E % B HEBREIE (Internet) , BB EBE
4838 B (Internet Backhaul) #83% fR7 .

# PEREKEME (Internet Backhaul) B BRELSEAZRABAKARE A FTEEMNAKIEASR
VPN BHEMEMAEEEA BN WAN RE).,

REASE AR B (Internet Backhaul) i | U ERINTHEHSP —1F :
= [E$1## (Backhaul Hubs)

= 3E VeloCloud ¥& (Non-VeloCloud Site)

s EHRE2MIRB (Cloud Security Service)

BEZA L AEEREZE VMware SD-WAN Sites , SAXEBEAE Non VMware SD-WAN Site E %
FREZNEEYE  BRERBEEZEAMERREREN—BITA,
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Configure Rule ?) %
Rule Name: |
Match
Qany @ Internet ® © Non-VeloCloud Site
IP Address: |
CIDR prefix v
Hostname: € |
Protoco EI
Ports: |
Application m
Action
J Rate Limit

Network Service Intemnet Backhaul [i]

¥l Disable Conditional Backhaul

i R o | Transport Grow | o

Inner Packet DSCP Taq:
Outer Packet DSCP Tag: 0 - CS0/DF A\

MNAT:

| (o] || Cancel |

MREREEBHMATHREXEE , IRERSKEEAZHEZREEMRENEREERER., &9
DERRRANEEREE  $EIPRE EENSERRS) FRNRILTRIN , FEREMNEEERE
MR ER Al (Configure Rule) EEF , BEEEE (Action) BEFHEH %4 X E& (Disable
Conditional Backhaul) ZEUG . MEFMAEN , F2EKGEXEE,

REBELEREER

EEERAG  FOEELRZEES . B8 (Auto). FEBHAE (Transport Group). WAN E& (WAN
Link) FSTH (Interface).

BHLRE . B9

ERSAMEEARNEEEBHELAREEN, EXRDMPO 2 REEAEBAEREHRMKENE
#® O WEXEREBMAEREE. ARAREAERANESRENERESEGNETRENAS. MaTAT
m AERRE (VPN) —ZSRE DMPO BE , Atk —E S HERBERIEE,
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nner Packet DSCP Tag

Outer Packet DSCP Tag: 0 - CS0/DF v

Rl FH# DMPO 175

2L EELEFEERARRMN SLA, RESBERNELS.

E—Eg  BHEBEARBBERERN AithEss FExm AN E AR A FEC,
SLA,

MEEE K R —EELREBELX, EmEES LB FEC,

ZEESE  BESEEAREEX, EREREESL EBA FEC,

MEEL B —BELUETEE , fliE BELETCAELFER , UBRBERNZET —BARENEL.

KE{EEENEENEE

MEEERRERBEL, EMEEL LBA FEC , Y EERGHRANBEFTE. EEZENRBAR7E
¥, ARARBEB - ZVE , RERANBEFE.
{E3 DMPO B EBEAEW DMPO IHH AR BEEFE. I DMPO WmE&
LREFRE 10 BHE% 200 EWHRE UAEREERE). ZIW DMPO iF
HSFEARBRN DMPO EEAHRRBEER , Rt BEETHRABDEFEFR
FRANRER, NMRRERUEBEEREE , ASEANBEFEE,

RERFANEGRE

BRFARKKBRBEUNBSENIDELESE—EN WAN B8, ERERRATATEKHSHES &8
SR RAIEAERRTENEERER.

TR ETEEE TR WAN S (Flin WAN EEX£EE8. WAN NEEHE) ; DMPO S HE&HE
HOBS , BB FENASPHENER WAN EEE£ENNTEH. AKFRNARTUERERAGIEEES
B4 (AAESE (Public Wired). 2L (Public Wireless) S FAs A B & (Private Wired)) , SA{E AL
ETFEANEEERNSINVECBEAHBNEKFRERERE K SHeET2TEH WAN HEM WAN i
H. DMPO E#T WAN EZKRER , U2 EHEAERS WAN E4. EREEKRAPIEEELS
RREENEE BAITEEETEENEERESERY WAN EF%E,

MREREZRA (Preferred) B8 |, RSB R ERZEASIESER (Error Correct Before Steering) #HE 5
iﬂo

MR BEVERIEFISIESEER (Error Correct Before Steering) ZHUA R , AISEREX % BEXFH
B, BREREBELARTEOL (BIW 4%) B , Edge S#HEFARMNELNERFATERERISE , 52
BEARED 4% , ERISEREENZHMER, EXRIEFISIEHR (Error Correct Before
Steering) ZEUT SREUHIREE , R BELNBEARBBEARER SLA (BIMEERNEEARER SLA B
0.3%) , Edge BiEZHBSRBERZME. NREALEZIAR , EFARISSEERS ERENETE
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Network Service; )
inksteerng: (D A Lk

ransport Group | Public Wired #
Mandatory

© Preferred

Available

Error Correct Before Steering €

Loss (%): 4,00

Inner Packet DSCP Tag: | Leave asis ¥ |
Outer Packet DSCP Tag 0 - CSO/DF -

i Edge BRERMNRERBRE AFFILEE,

RN EESRE

EALEER  BEEREZGREZEENH. AMTENESRETEANKBAAE. B2 , DELEREE
BEE F R AREEM VMware SD-WAN Site BRHE , MREENRUAEEEZRARARSERTE
MOARRE  CHERENERKENHEMNE— WAN EE.

mMREREZEA (Preferred) B8 |, RSB RERZEASIESER (Error Correct Before Steering) #ZE
W, MRIYBUSESR  ASEENVER % SHAHREH, WBREEAK  IRELNBEREHEBE
AR SLA RFERENEFEARER SLA B 0.3%) , Edge RiSHBEREEMZEME. MREER (ERE
{&1E§&ER (Error Correct Before Steering)] , BEEERELAER BT DL FEHEHIFERERE 4%) , Edge 4
EEAROMELASNERFEANERSERIEE  BEBEARED 4% , EHISKAEERZHMEE, W
REAKZEAR  ERARNKSEHERISERETETRE,

i WRIBRBEHE Edge BEEBRMER., EUHARBHAELRE—ZAS SD-WAN Edge RS

Link Steering Transport Group WAN Link

nterface | INTERNET1 ¥ |
(1]

® Mandatory
Preferred
Available
CMP Probe [ [none] v|e
nner Packet DSCP Tag:  |[46-EF v |
Outer Packet DSCP Tag: |0 - CSO/DF v

WAN 45

EHRIESG  NEAEEBEVH , BETER WAN BEEHER . SBENRNFHRERBBHEZRSN
WAN E 4
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WAN EL&TH R IhEER

BALURBRENAMAELERERFRARL ., NRECEIAARREE  UEEBRABENNIA
WAN B8 K AIEEAAELZRISSERE WAN B (WAN Link) THRRIhEERSF,

NFNMERSBERAMEBBWAEEERGELHLA WAN BENEBER  F2ELAMBIBNERE
HAMABBES,

MREREZEA (Preferred) 218 | RISE RNERZEAEIESER (Error Correct Before Steering) #HE 7
W, NREALZERAR  EARXNSSEERIEERENETRE,

#F WRIBREEHE Edge ZEBRFEA.

Link Steering: m Transport Group WAN Link

WAN Link
\ e-commerce v \
® Mandatory
Preferred

Available
nner Packet DSCP Tag Leave asis ¥
Outer Packet DSCP Tag 0 - CS0/DF v

FEANE (Interface) 1 WAN & (WAN Link) BIEE | SUERETHIEH —ERE .

BE #
ME RTGBEBIEEN WAN EERELREFAGEXRE. NREENES FEMERBHARNAEES) &
(Mandatory) RIEERFRE  RNRSERTRERABEER  RAKSRREENEE,

BA (Preferred) JRRBRFEEBEEN WAN EEFRELRBHAREIRE. NREENES SMEREFHARNNFTEE
&) BERFERPRE  INRBENSERCHERBTRE  IRTHEELRBERER (SLO) , AR
SERHENHEERET —ARENES NREANEEBARATAMRE  AIREKEHEERANE

A (Available) RTRFEEBETEN WAN BEEREERBHAE REERTANRE) EXRE MAEREL SLO). MR
EENES SMERBFHARNNFIEES) BiEA , BN ERTMERBELER  ASBHEN
HEERET - EREANES. NRERAESREATAMRE  ARESEORETRES.

HSRE . EENERREN DSCP HELHlE

VMware X1EH Edge BXZERE 2 HEMN DSCP EFER . REAENHE LEBAEE R’ (Underlay
Accounting) , SD-WAN Edge BRI LEHZLE WAN B4 FEXNKEERE., DSCP EFERLAE
(B4R (Link Steering)] BIEIWE K RAAEFRA, F2RELEXEREARE, £ THARNEHIE
(5% Edge EEZZ MPLS , BEEBNZEBREREEZE MPLS) , IRREFEREEH
172.16.0.0/12 , Bl Edge # &2 BEKBHEEHER DSCP 5 16 5 CS2 , I A E DSCP HEK
(Outer Packet DSCP Tag) #{l., EEZEEXZE MPLS NEBREFAHBEMNEKEL |, IMEEEN
DSCP Eg®% A INBH B DSCP & (Outer Packet DSCP Tag).
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Rule Name Mark Traffic to MPLS
Match
sy | Define._ |
s Aoy | Define |
QAny internet H
IP Address [172.16.0012
Ay | Defne..
Action
[ toh | Nomal | tow
Rate Limit
Network Service mm 0

I nner Packet 6_ cs2 : I

B PaCREL DLt 1599 U~ CSUjOr

BEERE . EEREN DSCP ERRERARA

HHZE MPLS MY Edge BEE AR A LERL DSCP , RAEIEHEXE PE |, 3B SP 1R SLA BEHA,
BT WAN N HE LA ERT R (Underlay Accounting) , EBEKEBEEERE LT DSCP E:%
TEER.

EERE KR DSCP A&

1 f£ SD-WAN Orchestrator iR Bk TER A WAN BEFAEEH R (Underlay Accounting) (3%
%E (Configure) > Edge %&£ & (Edge Devices) > $£#R&E (Device Settings) Ei),

Reverse Path Filter @ Specific

2 1% SD-WAN Orchestrator B 28 E (Configure) > Edge > & #F Al (Business Policy).

3 @R Al (Business Policy) EHH R —TRAENKRR |, SiZ—THIEHFR (New Rule) RERLAEN
3R 8,
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4 TEEF (Action) BB , BEEERIEE (Link Steering) BiF.
5 J\BERE-—TUTHS—E: 58, E@EE. NE WAN B4,
6 AEEBRENAIBHE DSCP E® (Inner Packet DSCP Tag) AHKERELLE (Match) %8|,

leave asis ¥

uter Packet DSIJROr@E EF

EiigE . BB DSCP AR

1 £ SD-WAN Orchestrator PR EMXER S WAN BBEFHEBEE®E (Underlay Accounting) (8%
% (Configure) > Edge B (Edge Devices) > &R E (Device Settings) Bi).

2 1% SD-WAN Orchestrator B 28 E (Configure) > Edge > @ # F Al (Business Policy).

3 7&K Al (Business Policy) EHAZE—THRAEMNKRA |, SiR—THIEERA (New Rule) IR LIET
Al

4 1EEE (Action) B , BEEERIE (Link Steering) B,

5 HRERE—TUTHS—IE : A8 (Auto). HEEA (Transport Group). JTH (Interface)sk WAN
4 (WAN Link),

6 AEEBREIRATHE DSCP & (Inner Packet DSCP Tag) #4M&#E DSCP £E# (Outer
Packet DSCP Tag) AR ELL¥ (Match) 28I,

nk steering: NN W

Inner Packet DSCP Tag Leave as is 5
Outer Packet DSCP Tag 0 - CSO/DF -

RELRABEREY NAT

BAUARRMNBNREUAFEIAERN NAT. NAT IEAZE Non VMware SD-WAN Site RE2ZHE
AZERTNAESAEBEESRE. RENATE  SUXEEREET NAT EENRE  UREEHT
HEIE, NAT AREERMERE : 2H—M—%H—.

FEHL NAT

BRI LATE BRIE (Configure) > SREN (Profiles) > B 1% R Bl &S| & (Business Policy Tab) F1ZH NAT
IhEE , REBEZR—THEHEA (New Rule) £, NAT HEELABIE (Action) BE T,
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Z¥— NAT /AR

FELARES  EBULER NAT , 8RB Edge B THHRE , SERERE ML 1P HEZTRENMKE
— RN E Y 1P sk, HlaN, BIEREIRE Edge BAMNTREH , £AENTHENERFLREH
HARF[AEE HUBEAEE — IP UNEHEBHFERS) NRERERIR NAT,

TEERZSYH —HENEH, FIEHT  BEEZE VLAN 100 - A7 2 (HUBEEURBARK IS DC %
FHEMABEEN Edge 875 WEMFIEENFIERE |, #0SLL0 1P {1t 72.4.3.1 EBRR NAT,

Many to One NAT
Source NAT all traffic coming thru VIan100 to 72.4.3.1
Match

Source:

AT  Disbied | st
Source N

—¥f— NAT /25

EAAREF | 5 Edge EFH NAT MR FARIFOVE — A% P UuHEZS — @2 1P uut, MR
Non VMware SD-WAN Site i ERF LN EREREEEXZ D IP Uit E—H— NATARFRES
IR NAT IP {uiit) , B SD-WAN Gateway 5 ZREBXE D XF MR A IREFH A (P Atk

R E B AR A% 28

REER S H R AR (Real Time) (AEEMMHRE). B (Transactional) i AR (Bulk), It3EIE
EEARBTTEARR. VMware ERRR/ERIBREP—EER.

Service Class: Transactional m

ZE QoS CoS ¥i/E

RERREEAEBRIERF (. —RIUE) MRBER (HE, XEXIAE) REAGER , FREELRF
NEREEBIK 3x3 JEME, BRI ERARN/ B NIEREEHRIELRERR L. REERIFHIFT
FEARAKERRR QoS BE (BEHFEMER) —BEA.

EEREBERTNFEEARAERZEVHSREHEREE GERASHL) BEREBNKR/NRBER.
RARER A ZEEAMEARAERARARBEAR. GUNEAEES  UHEEREERPHNRERE
RRNETERRS. F2RTE  UREEARX/ERNRERNEENERE.
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ARSI ANESREARIDE  TKEE 2,500 EARAHEEREER ., SKTNCAEAR
ARBA Qos , MERAERRA. EHERTFEABSEREBEENER—ERAREE , AEL2HIEABE
AIRBE, UTEAFNEREBERN 3x3 EMNTERE. F2ETE , UBRBEEENREERRHENTE
%EO

aaaaaa

&l

ELEHIR , FF1E Edge EAF 90 Mbps FKRAFERKEL R 10 Mbps B MPLS , EE#&ERA 100
Mbps., RIBUALHNERESNREERNYE , FEHEZCERENEARHEERFEE 35

Mbps , MATEHEZEFBHNWEABRNEEEREMEE 15 Mbps, FEE , EANAERERNEREK
RE|, plintEiniE. BRARR (BINEKA Skype) , URERAN FEARR (BN Skype HEREH .
Skype =B& M Skype ).

HEEB QoS CoS HifE

EE RABERFESERA SD-WAN RERFINEENHEINEER | F aHEELIIEE. HEEISLILINEEN
FEVE , FISHENRESLIRGHFMAEN.

EEZMAAR QoS CoS HIE :

1 BERE (Configure) > :REH (Profiles).

2 BR-TEEBARGRTEENERS.

3 #&—TEBER (Business Policy) &3|EH#.
4

£ SD-WAN FiBEFIMES Y E (SD-WAN Traffic Class and Weight Mapping) BifiF , IRE
ZEig A BB (Real Time). &H R (Transactional) /5 XM (Bulk) RIR{E.

5 MAEKE , FARBRBELIKEE (Policing) ZEG#.

SD-WAN Traffic Class and Weight Mapping

Service Class / Priority | Il High Policing Nermal  Policing Low Policing
Real Time 35 ) 15 1
Transactional 20 7 1
Bulk 15 5 1

RBREETRARSEBFREBENEEELSR
AGRBRBREETARAEBEMENBELLE.
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HBERAES X WAN BENRARTE , RBRHETREHRN SD-WAN BRETERZEEE. flm, ¥
FrgEEmEMmEMRES SD-WAN R SPIBE T REES , BEEMN VMware SEBHRERZE
EHEERERESL EEBERLT , ATHER SD-WAN RBERENERMYE , YERZHSERHERESE
REE , RBRHEVERERSESHRE 2BMA DMPO BEENEE.

BEE RN

GRS

VCMP

EZEEAME WAN ZE#& . 20 Mbps A4 20 Mbps MPLS # SD-WAN Edge , £ #ERR R
& (SP) #2£# 35 Mbps SD-WAN BR#. FERSF , SD-WAN RFE (35 Mbps) HEEKHR WAN
EANEEEE (40 Mbps), EERRBAISEBHFBENRETHEE 35 Mbps (ELBEHETRA
(X ), REMHETE DMPO BiE L REBBREBIE,
BRERZERHBERE
mE REEREECRARXRREBERENER , AT UHEEZNE SENESHIIGENETE b F558
BHIREE LG HMAER.
EERAERREEERR : (To enable Rate-Limit Tunnel Traffic:)
1 BZEEE@ERTHRE (Configure) > :RER (Profiles).
2 B-THEARREENELS.
3 #®—TE¥REl (Business Policy) Z3|Z%.
4

£ SD-WAN @B RFR 4] (SD-WAN Overlay Rate Limit) BiEF , A2RERR4IEBERR (Rate-
Limit Tunnel Traffic) B A . EZ2ETE).

BHHSHE (Percent) SHEZE (Mbps) (Rate (Mbps)) RIEIRS .
6 TEPRSI (Limit) XFHHF , MABRERENBERS,
7 E—T{#EFBE (Save Changes),

(@)
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SD-WAN Overlay Rate Limit

Rate-Limit Tunnel Traffic: @ ¥
Percent (%)

Rate (Mbps): _

Limit: 20
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R IERL A

AR -—ERRZEMRE  TEREANSHNARRE  YRBEEERN —AZ2HRARRER
BATRHBEBERE. SD-WAN Orchestrator XEBREREMN Edge =R EHARRERM A 3R E A EHYBH X
ﬁ%o

AR EMR BB AR B B HEE B K T EA S ERRERNERRENSE | YEABSREEMR
EEAFBLARBEEBHAE. TREREVHABESEZERCER R , AEALERER , MERF
B REERRPIHNESELRE. REENXRPBREBERR  DTAFIBEEERZ
BEREANRE.

AR EAMBERIBE K HEThEEE T 5IEE -

s PHLEINE , BInIERRRTE (DoS) FFESR

n FEURMNEE

n FENRARZEM

B KERSALERATREMRENB XM (Stateful Firewall) 18, SD-WAN Orchestrator A&

MR EERS BB (Firewall) HE , E£REEN Edge BR LRAZER TREMRERIFE X &
e, BEEREREATRERENEAEE , FESGATEREAESERNRES.

B Edge HECRUAARERENE NG , A EIEHMEIKE.

#BE REREBLEEA Syslog Wi (Syslog Forwarding) A, EEERBE L% SD-WAN Edges
HIBE KB C s N E R — R ZEE P RNER Syslog WESS (AIMREE) , C¥FREMBECEBRRALTY
gE. WMF WAL SD-WAN Orchestrator F RBEBRERRE Syslog WERFHAERNLIR , FSRER
ERBARRE Syslog BRE.
EEAREEMN Edge BRRER AERE , B2 :
n  RERTERERB A LE

E

E
= RE Edge HIFH KM
n RERAERA

VMware, Inc. 208



VMware SD-WAN E 55

m  iRIE Edge FH
R AGEREIT R HEAR

R IER ERE YT K iE

BROXEES | B LUERAREEHRE (Profile Configuration) ¥15& 5 P HI BT A HE (Firewall) &5[4%
BRBE XERA . Edge FHERM , UREARERAG X EARERMTE.

RS ERETREBER. METARKRENEER , B27|EREEER (Configure Segment) THIX T8
FH, ERRBREER (Configure Segment) TR XINEERPENERENEER , HEZERMEBBOR
EMREEEERERTEER (Configure Segments) BiEH ., 2HER [—#&] (Global Segment
[Regular]) RFEEREE.

ME\ESBNHAER , F2RE 7 E REER.

Monitor bt Pl
TR |l Quick Start Profile
Configure Q
Ecges
Obgact Groups
Segments Firewall Staws: {0
Queriay Flow Contral Syslog Forwanging: @ (7771 Stesefil Fewwatt: (7
Network Services
Adens & Notfications Configure Segments
Customer e
= CorfgunSagmant | Global Segment [Regulsr]
Administration New Rule_ || Actions *
used By
Y pias S dpgiicamion
Edge Access
Support Agtest % Dany Ar
e T fedgwing 1Py
SHMF Acoess O
Local Wea Ut Aocess B ® Deny Al
A Al LAN
Ao the following Py
Locsl Wes Ul Port Nurnber |80

REEE R X EAREE

A [Syslog B3 (Syslog Forwarding)]. fkEREAZEEFER [Syslog B (Syslog Forwarding)]
Ihee, EEBRELE SD-WAN Edges B9 SD-WAN Orchestrator B4 X BN EES —
HZEEPR B Syslog WERE (AR , CEFAEXEELEEBRRALIIEE. WHENAE SD-
WAN Orchestrator P ABEERRKE Syslog WERFHERNTR K F2RERERERNRE
Syslog RE.
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n EREEMN Edge BRMATREMREN XiE. RARSHERBA [FREMRERENHE (Stateful
Firewal)] ZheE, BERLEFERITREMRENFXEINE  FEXEFBERERERRNRESR.

s SRERABRA,

s RE Edge FH

B IBTTLUERE X R ARRE [Firewall Status] ;R AEEE , WERAREREET LIEINEE,
TEREER

m  RE Edge BIFF A&

n  BPTASE TSR

5 E Edge HIBH N i&

FiE Edge EPE 1EAHBAR YR EAE AR X B BIF Edge FEUARE . £ Edge # % (Edge
Configuration) 55 75 A5 X (Firewall) Z5|EET , B UEREE PR R (Rule From
Profile) Bii A R AT B #ANI X SR A, H#F , £ Edge B L , Bth T LAE B 52T #&BH AR A A
Edge 7FEUAHRE,

Monitor walocloud Edges
b1-edgel

Cconfigure g
LR [ Firewall

Profiles

Object Groups

Segments Firewall Status: G0

Overlay Flow Control Syslog Forwarding: @ (Q07) Stateful Firewsll: (J0T7)

Network Services

Alerts & Notifications Configure Segments

Customer
Test & Troubleshoot Cenfigure Seament: | Global Segment [Regular] | v |
i Frenel R
© Monitor this Edge Match Action

Rule Source Destination Application Action

@ Events from this Edge

@ Remote Actions

O Generate Disgnostic Bundle There are no Edge epecific overrides.
© Remote Diagnostics

1 Alowhny Allow

Aulen From Profile *

file of this Edge. Quick Start Profile

BRLXEES  BULMERRULEE LMET , B%E Edge BERREEZBELM 111 NAT B AER
2l

IR EX A 1:1 NAT BF AR Al
5 BREEE Edge BARERIREEZEEXM 111 NAT R E,
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ERIREA 1.1 NAT BE AR A T ZFEBR AR AP R EFIESZE Edge LAN MHHARE., FEETSE

BEZBEXE A 1.1 NAT BB EE) R AIRER,
EIZIREAR A

BEEREEZRTREARERA , BREVEE WAN EREEHEREA K FRARANEE (LAN

IP/LAN EZi8), =% , BHEAILUKE 1P RFARRRFEATE. TUAERMK WAN IP HBE 745
EHIINER 1P, REREEZEBEEXRA, MR ISP & FRKHRENRBZE SD-WAN Edge , ¥ EHAE

#E WAN T E AR E F AR R MR 1P ik,
EERTEBREXSAA  BFRHUTIFAER.

—_

g b~ W N

EEB (Name) XFHHRF , BMARUNERE GEA).

HEEMIBE (Protocol) THHIEERS |, BE TCP = UDP R EEREEXN BN EE.
ENE (Interface) TR IIgERSD , BRE@AREN E.

FESMEB IP (Outside IP) XFHRH , WA T AUEIMBREKFIMES ERARERX) 1 1P fnt,

£ [WAN E#EE (WAN Ports)] XFEFHF |, A —E WAN EEE | URITE () 2R0ERE
& |, filan 20-25,

1£ LAN IP 1 LAN E##1& (LAN Port) XF 7 H | @AASEXERZ LAN §9 IP (it FERER
El%o

EER (Segment) THHXIhEERSF , BELLAN IP FIBWEER.
EEY IP/F3E (Remote IP/subnet) X FHIRF | EEEEXZRNIPAKR[B 2B ATREN P L
., BREEEMA IP i, B AHFEMRE.

Port Forwarding Rules o

Port Forward Rule Allowed Traffic Source

Name * Pratocol * intertace Outssh ) AN P "o o o5 0
Serverl Tcr B o B 002 80 192.168.10.21 80 Global Segment [
|serverz i B o= B o022 80 192.168.10.22 & Global Segment [
Server3 Tcp B o B w023 =0 192.168.1023 &0 Global Segment

TEREREREEXAR,
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PC-A PC-B PC-C
—/ —/ —/
BHgHh: Internetl BryH: Internet2 By : Internet2

IP ik, %R 80 IP firilk . Ei%EIE 80 IP firilk . E$%IE 80

LAN

[
%)
¢
2
>
Z
m
o
Q
®

. PC-A PC-B /| PC-C
L EHER 80 HiE8 80 .| sEH#ER 80
{71 AR 28 1 {AIARES 2 fAARES 3
192.168.10.21 192.168.10.22 192.168.10.23
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1:1 NAT $B2E

ELREN AR SD-WAN Edge FIX B IP Uit HEZEHZE Edge LAN NEMFEIRES (Hlin
Web fAfRSHEBHRIRES). MR ISP B FHEEMNAREEEHZE SD-WAN Edge , HL¥FEH ATEEE WAN
N EU A ATR FHEEE R 1P fut, SEEENRIRD BIZ4EE WAN N EEIPG K& —1@ 1P
st , FFEKBEAR — @ LAN IP fuit, ESEEER , B LUEEKEAZTAI IP (utAEFER, &9
DERAARN [+ | BRRETIZEAL 1.1 NAT RE.

BERE INATRA , FRETIIFAER.

EEZM (Name) XFHHRF , MARRNERE,

FESMEB IP (Outside IP) XFHHH |, WA T FEAREIM IR R FER EHEAY 1P firsik,
FENME (Interface) TRIRNIHAERF , BEUKBAIMD IP A WAN ST,
EAE (LAN) IP (Inside (LAN) IP) XFHHF |, B A EHIERR (P (LAN) sk,
EEE (Segment) TR IhgERS , BE LAN IP TBHNEER.

MREBE AFRABRERKRE LAN AF RN ERELSHRB ARBESEA Edge , FRINBH AR
(Outbound Traffic) #ZE5 # .

7 TEERENRAP , WAHEN [AFHRERIR (Allowed Traffic Source)] GBRME . EiEE ., Ein
IP/F 4 AR,

—_

o o M~ W N

1:1 NAT Rules &

1:1 HAT Rule Aliowed Traffic Source
Remote IP/Subnet
Narme % Outsicie IP % Irterface % inside (LAN) IP % Segment O Outhound Traffic O Protocol Port(s) © o Leg @
Server] 10.10.1.14 GE4 B samsi02 Global Segment |5 o] 8
Server2 10.10.1,15 GES B [ Ghbal segment [ /] w B =
Serverd 10.10.1.16 GES B s Ghobal Segment [ /] o] s
TERER 1.1 NAT AR,

VMware, Inc. 213



VMware SD-WAN E 55

PC-A PC-B PC-C
—/ —/ —/
BHe9Hh: Internetl He9Hh: Internet2 BHE9HE: Internet2

10.10.1.14. EEE 80 10.10.1.15. EEE 80 10.10.1.16. EEE 25

LAN

[
%)
v
<
>
pd
m
o}
Q
®

. PC-A PC-B /| PC-C
'EEIR 80 EEIE 80 | EHEE 05
AIARES 1 AR 2S 2 7AR2S 3
192.168.10.21 192.168.10.22 192.168.10.23
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HRE Edge BE

£ Edge B L |, B LIREEBHANREEHABRE, EEEE Edge BR LW AEHREE |, Fik
— T B AR Al (Firewall Rules) THYETER Al (New Rule) , ABRRBREHABRATHN T BIRE. B
EHRAEHIRKE Edge BE (Edge Overrides) EigfiH, Edge ZERANELES SN Edge #HEAME
ERERA, BEEMAREERAERIBRNEAFAEESHYTE , SiSEEZREERA,

R E Edge EHMEE

H#EF , £ Edge BAR L , Bt LIEE Edge FHAHRE, ZEEEE Edge 7H , #57E Edge FF A (Edge
Firewall) EH# Edge 7Hl (Edge Access) EBiFiF 2 EUMA Edge S (Enable Edge Override) #EX
TR, MEFMENR  HSERE Edge FHL,

MRES

n  REREEHIBL N AR

m 7E Edge BAEE Syslog HE
n  HIPHAAEEIT R R

R ER Kim# Al

SD-WAN Orchestrator AJZEEREE M Edge BRREMR NEAA |, LA, BE . EERKBRA
Mt RE, PBARBSERNRR IP (uu/EEE Bt P uit/ZEE ERAEX. ERAEXERMN
DSCP EZERESHIREILFH AR A,

EREAEREEBAMA [ IRERENEAE | B XERE , FATHRFNSR,

BF
1 1% SD-WAN Orchestrator , BEZ8&E (Configure) > &EHE (Profiles) > P5 A (Firewall).
2 AEENREEBATRERENE XHE (Stateful Firewall).
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3 EBAMERRA (Firewall Rules) BiEH , 2 — T #1i8#R A (New Rule). RE A (Configure Rule)

HELRBAHE.

Configure Rule (2)

Match
Action

o

Log:

4 TERAEMW (Rule Name) THH , BARBINE—£5E.

VMware, Inc.
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5 #EH¥ (Match) BT , :RER DI EL S 54 -

B2 Eg

FEEHENR, mEIRTIME—2E .
12 (Any) - RFERE AT B RIRALLUL,
YIHEBE4E (Object Group) - AR BN 1t B 4E ME s
BAEANES.
m JE (Define) - AIEARERSSE VLAN, IP Uik, MAC
fut s EERENRRRE, R IP it , FRETII=E
BRIEZ—
m  CIDR BT (CIDR prefix) - IREHRERBRESED
CIDRE (0 : 172.10.0.0 /16), FEBIBIIEIE,

m  FHEMRIER (Subnet mask) - REEEREFRK
EEEHRMEE PIW 172.10.0.0 255.255.0.0) , &
BENER.

n HAFTER (Wildcard mask) - 1 REBEEEN K
REMTREANEER DB HAMEFES P IuNEZ
TE P FHEBEN—EARKE K FRELEERE BRAT
TESERER MO FAKESLY P H—4E P
i, BENZENEREEES (0] , RAMEREE
W, BEEN_ENEFEEE (1] , AIRTEREA
FI (AR 1 0), B IPfirikA172.0.0 WERF
JUHEE 0.0.0.255 (ZEMNHEEE =
00000000.00000000.00000000.1111111) &

Bl GIZENIABFREEE K & B/ fLT#
FREYHE,
B AHEEHENE N, FERITIME—RE .

m  {Ef (Any) - RFERE AFFTE B b iut,

m  YH4EHA (Object Group) - A EEREV AL BHAA FEIEE
BEANES. NEYHRENEAEN  #F2HE16E
VB

m  JE (Define) - AIBABERSE VLAN, IP ik, MAC
I REEENENMRE, BN IP it , FERETII=
BB 2 — : CIDR B (CIDR prefix), FHEER
(Subnet mask) & AFTEM (Wildcard mask).

EAERX AEEEEEARABRINERRES, HEITIIFE—2
=
m  {Ef] (Any) - XFERSKHABERIERAZEAERR
=,
m  E# (Define) - AEMLEIISENERARR,

=3

FIR (Source)
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6 71EEIE (Action) BiF T |, RRERBIMENE -

e L
Bh A& EWASRANEEE  BABEYSHERTHOTINE—F
1E -

=B AAFF (Allow) - (REREAFERTE.
m 13E (Drop) - BB HERENHE , EFEXEMBEA

m  {E#8 (Reject) - BRHE , WEXHBNERMSEA
HR .

m  BEB (Skip) - T ERHRKBAL , WEET — @R,
B2, KRASEISE SD-WAN BEA.

RO8% MRCHEEBBNRAREYREEE | BRI
B,

7 E—THRE (OK),

mR

AEESRBIRNREREILFABAL , Wi HBRERER XM (Profile Firewall) B E#9B5 X f&#5 Al
(Firewall Rules) Bifi /5,

% Edge 7HY

RIE Edge FEMRERER  BX4BEMABRE T ERIGEARZERER. SNMP ZERZA# Web Ul
FHMERE, ENZE2EE  KERSEAXERFIN. SNMP FEFAMA#E Web Ul 77HL,

BF
1 1% SD-WAN Orchestrator , BEZ8&E (Configure) > 8E1E (Profiles) > P5 X i (Firewall).

Edge Access

Log Edge Access @

Support Access Deny All
® Allow the following IPs
10.0.0.235, 10.0.0.201

ate each IP with a comma
SNMP Access @ ® Deny All
Allow All LAN
Allow the following IPs
rate each IP with a comma
Local Web Ul Access @ ® Deny All

Allow All LAN
Allow the following IPs

Local Web Ul Port Number 80

2 7 Edge 77HU (Edge Access) BiE T , B HFC# Edge 7HX (Log Edge Access) ¥ EUT 81 , LARE 8%
FrE# Edge FEL.
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3  #T¥XEIFE (Support Access) , FHRZELAFF T3 IP (Allow the following IPs) 18 | WA E
AEARRZBEMER SSH EBRZE L Edge B9 1P ik,

4 SHEREBBENTE/WAN B SNMP 12E1 (SNMP Access) , I8 SNMP AR LA LAN & | ;58
SAFFFTE LAN (Allow All LAN) S A8F T %I IP (Allow the following IPs) 3218,

5 $HREBEHNE/WAN BA#E Web Ul 2B (Local Web Ul Access) , ERIZAFFTA LAN
(Allow All LAN) S A8 T3 IP (Allow the following IPs),

6 TEAH Web UI EIZIBIRTE (Local Web Ul Port Number) XEH 5 | A ZHE Web Ul ByE 2R
%ﬁ:ﬁ%o

7 B—TH#ESE (Save Changes).

BmR

rESR

MREELEBZEISE Edge B Edge FERRE , 78 A Edge B K& (Edge Firewall) EE EH A
Edge A% (Enable Edge Override) 218, MEMBEEN , ESBWRE Edge B AfE

PG KR 1T R R HE AR
AL Edge LTI EDNN | SULSER JRD IR,
T EL S L PR

s SIHERT X I/ERER (List Active Firewall Sessions) - S HEF X &Ry ER P TERER | 0T
FIEBHENEEIR,

List Active Firewall Sesssions Run
jal___ X
00 ¥
T
|
|} Test Duration: 5.002 seconds
Segment Src P DstIP Protocol  Src Port Dst Port Application Firewall Policy TCP State Bytes Sent  Bytes
Glcbal Segmédis.1.25 10.2.1.25 ICMP MNIA WA icmp AlloweAny A 672 672
Global Segmedds. 1.25 10.5.1.25 TGP 36720 22 ssh AllaveAny ESTABLISHED 3441 4153

3

s HEBB A THEMEER (Flush Firewall Sessions) - SR AP 22T T/EMRER.
WMEMAIIE Edge LETERZENFMAEN , FSEERDE.
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i Edge

RERPUAMHE Edge,
AEHHR T ERE !

= {EFH Edge

= J{A Edge

s SD-WAN Edges

B Edge

EEESWLUMEE— Edge WZ1{E Edge , HIMBERERARIEIRA Edge , RBFHM Edge HEZS
B BXARBERBINREWESNEME Edge EVARE,

WA L EIT T HISER |, 1 Edge EEMEFHH Edge :

BF
1 HFELEAOFAF |, B—TRE (Configure) > Edge.
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2 7E Edge EEY , R—TEEA LANHIE Edge (New Edge).
HESE TR Edge (Provision New Edge) ¥135 5,

Provision New Edge

* Name [AcvE
* Model: Edge 510-LTE v
* Profile Quick Start Profile v
Authentication Certificate Disabled v
Custom Info
High Availability * Contact Name
Serial Number- * Contact Email
When specified, the Edge must present this

this serial number on activation

Location: €

3 EHBT (Name) XFEFHF , i A Edge WE—RB T,
4 RBE (Model) THINIhgERF |, BE Edge B3,

BEE W 3.4MBEK, EUXENME Edge 510-LTE,

5 TERER (Profile) THRIXINAERT |, BENEIIRA Edge HRERE.

|Jane Doe

|jane@veloc|oud.net

Set Location...

| Create | Cancel |

n WMRE[/EZMATNE Edge BRREEBTIARE , AEALREREN , BERHEIR. EER

RELEEREREN Edge.

» NREFARURARLSERNWRESRER  AFEFARMEUARSERMN Edge. WH, MR
EFRAALUERAERNREESRER  AIFFARMREUERASERE Edge, (NFREEBE
MHMAEN  F2RARIERNBE, UFTNMEYHIREENFAENR F2HEEIERE

REE—# , HEER/EYRER).

6 71EBRFE (Authentication) TR Ihgeks , BT I HAp —ERE : SEHBRE (Certificate
Disabled). ®EMJ® (Certificate Optional) MIFEER® (Certificate Required) , LUEITLURE

RERNEE.

7 71EBERTE (Custom Info) XF A | B AEE Edge HEHM BT EN

. BEFEMATEB 255 BEF T,

i O¥/MSP/iREERAE® (BB UPDATE_EDGE #R) WEBRERAENEXEEEFAE WL

I NEH Edge KBRTEM.
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8 ZEEEASTHAM (HA), HEIETAM (High Availability) B 5, (Edge IREAE— B E
B, % —1E Edge BL¥ , UIEMSTHM (HA) XE, 01F HA WFAEN , F2RESTHAMERE
— &),

9 FEFFER (Serial Number) XFH A , @A Edge WFH. WREE , FHRAAEEBAN Edge F
SRARRF.

10 FEEHZAEBR (Contact Name) FIEEAEFHBH (Contact Email) XFH#RH , WA Edge IHRE
EANBBNE FE4

1M B—THREMNR (Set Location) E#: |, LARE Edge WU E.
12 #®&—TH#I (Create),

#HER

Edge SR SEETME,

B MR Edge EEARAFEAMASRETRE K SREE—BARIHY, WENMKE Edge WIHEE
i, F2E (Edge AAMRZE AR ) PHRE Edge BUA—H.

BESE

B —T &3 (Create) % , Edge #i# (Edge Overview) EEMEAHEI , W B ESHIERE R Edge A
88 EZERERBIEILZ Edge WHIE  IHHETETARE , FSH%E 14 E Edge IBRSIZER .

i3 Edge 2% , B LAEFAEIME (Actions) TR IhEERBIT T FIEE -
= $# Edge (New Edge) - EI ) Edge.

s AHEZ® (Local Credentials) - $5IRFTE Edge A BAHARERF .

= B} Edge (Delete Edge) - MRIZEH Edge.

n  IEIRRER (Assign Profile) - #F TR Edge WRER.

n  JEIRIRESRER (Assign Operator Profile) - B@FIREERTERE.

B HWBRBEEEANREEERE.

n EHFAELBEA (Update Pre-notifications) - B EAREER Edge BREA,

s Edge & (Edge Licensing) - S REER5IRLZEIMN Edge.
B BRCEREEEENEZEEE W EEERIEIREA Edge,

» FEHEFET (Update Customer Alerts) - MASEREFEN Edge BERBEH,

n EFHFERE (Rebalance Gateways) - FE{t%¥ Edge REHFH SD-WAN FHERE,
mE WRBEEBRARREEERSE.

MEFMENR , F52E SD-WAN Edges,

Edge RE¥HEMR
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£ 3.4M% , RERE Edge 510 LTE HE |, B UAEIT | LTE BB #EN | 2ETIE. LTE BUg#E
AP ECRE S S E SN |, AIMAEERE. BERENSE. NENMART2EARNMEEENR , F2H8
BEARRDH —&

B A Edge

VMware R A RXZEME SD-WAN Edge MEMMATL % SEHBAENEFEH4.

L BIHG BLOEEEARE) BEMBE (TR NOC BUA)
TEEITHEH v .

AEEEAEH . )
EEAARTREZ2HAR . )

AEE R R . )

FTEERBER v

FEEXETBHRBLAEEES v

FERKEIW SR v y

FRZEBMERBA Edge (FHTFAE)
HEEESEYT , A SD-WAN Edge , MAEERLEETHER - TRAELE.
ETHELERGHT , ZFEEFEH [ TEBMHE | HERBA SD-WAN Edge :

n BRBRUESUELRBENBERBZERZNEER EZHERT  REZLESNERT), RENZ
RABTHEBTIREFNET K FARIRBEMRE.

n EBEEREANABEEEECHER/ FIREM/ FHRESRE SD-WAN Edge , AfEEERAE 7
f, EER A NRT/URL B,

B ZEZTEMOEEEARAEEEE , B Orchestrator ##8 4.3.0 R EHARAS,
MEEBWNAER [ SEBMHE | FERBA Edge WHMAER | FELHL VMware BEFXE,

FEHAE 74 REMA Edge

AL A AR , SD-WAN Edge AR EZFF U AR SBEM EMTERNARE, £RBUAH 28 , SD-WAN
Edge T2HEF MARESE LXMW HERRAE,

SEREUTIE |, LAMERE 784 REE SD-WAN Edge :
1 EEBAE T,

EEEENBARFETBHEAGERLEK Edge WAR (BEREGERA) , MAREBHREARE
J%O

2 A Edge #£E.
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RERMARFETBHPNETREENAR  $E/A Edge KE.

TR T 55k Edge BARFWNIE TR,

EAMAE T B4
BB Edge WRFRBRBARFETEHMMS , LBASh T EREEREULBHEA.
EEEXRARFETHG

1
2
3

B Z Orchestrator FHIRRTE (Configure) > Edge.
EIZEMEMN Edge, Edge BB R S| M (Edge Overview Tab) R EFERIHHE .

B LR EM HTERR (Properties) BiFiH , B AAS1EFHK (Serial Number) XFHR{AFRENH
Edge FiE. FREDAXNE , BUtFERE [ VC] BKRE,

B hARASR BECKE, BIFELEHEMEN Edge HEF,
BR—TEEBAEFBH (Send Activation Email) &8l , SASFHUEEXZTIEAERA,

Activation Key. UNF4-CAHS-LLKS-R4J8
expires in a montn @

‘Send Activation Email.

HEBMAETHH (Send Activation Email) IREEREREENHIE . HARAMEEKXASTRE Edge
HEFETHINSE,
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Send Activation Email x
Edge ACME- Mountain View 1
Recipients: Site Contact
% Fro support@velocloud. net
* T |jdoe@acme.com
|

* ct |Edge Activation

Hi,

To activate your VeloCloud Edge, please follow these steps

1. Connect your device to power and any Internet cables or USB modems

2 Find and connect to the Wi-Fi network that looks like "velocloud-" followed by 3
more letters/numbers (e.g. "velocloud-01c”), and use "vcsecret” as the
password. If your device does not have Wi-Fi, connect to it using an Ethernet
cable

3. Click the following link to activate your edge

http://192.168 2 1/?activation_key=UNF4-C4AHS-LLKS-R4.J8&custom_vco=34 232 58
228

If you experience any difficulty, please contact your IT admin.

Send | Close

#d E34MF , MRBREEJge 510 LTE R E |, BIMAEFBHSESEEFHEIRTE (Bl , SIM
< PINE. @&, APN. FAEER).

6 BT (Send) it , BRARFEFHHEXEUARERA,

B WMRMERTE Edge 510 LTEHE |, AITJUAEIT [ LTE BIEHEN | 2ERIRLUETRE R . LTE
HBBEMZE IS SHINZEENR , SIMASEE. ERENE. NENFAHT2EIENMEEE
., EZ2REERAERDH —.

BiE) Edge £E

AR EHZASHIT Edoge BRARFEFEADPMANSE,

—RME , WRERASTRA TSR :

1 W Edge £#BEEZER , WA TMAREBREARKRESS USB BiE#,

2 BREWEBERZFRRME velocloud- BMLE=BFRB/EF B velocloud-01c) B Wi-Fi #5§ , It
ﬁﬁﬁ%’?‘ﬁ% vcsecret ﬁﬁ'ﬁﬁ?o

3 BE-TEFBHTHNBESURA Edge.

i 2% Edge £REBPM WIi-Fi SSID, FERM Wi-Fi B ve-wifi, Edge RABFHHEMTHEA -
Z {8 Wi-Fi EENETR,
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Edge A EFEBH RS REARER WAN BARMN USB BEHK . BKEERE LANER , UREHE
LR K BERE Edge WRERETR. NEFMAREF , FSETTIEEH .

£/ i0S HENMZ KPR BERMA Edge

£ Android £EM Z AR EEA Edge

£ Edge A B ERE TRAMREEE.

Edge %t SD-WAN Orchestrator FEAREMEEE . Edge RIIME , BRI HREMER . Edge ERA
%, 8% [ AAR] BEAKRRE. LMBASEERINGE  GImEE ARENRHHER.,

£/ i0S KEMZ KPR ERA Edge

BZEL XA VMware SD-WAN Edge., ZBBWREMEASTRBMBEEMA. & , BHBTLUER
EFBARA REUSA) B7E , BB i0S REMZARRERRMA.

DB

WERFAENTHEE

» EBEEEFEHHAFEHEN iPhone/iPad

n BERARFESFIRERN ZAMENEF

#a HEFEANESE Edge 540 M iPhone 12 Pro Max, &t LAfEAE M Edge M iPhone/iPad &
BF

1 7E Orchestrator B(g8 LT Edge AARE., MEFHMER , F2HE 15 E RE Edge £E .
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2 HEZ WE (Configure) > Edge > Edge ## (Edge Overview) Z3|EH , KA E—THEBRAE
FE 4 (Send Activation Email) 3281,

Send Activation Email x
Edge VCE iOS Ethernet
Recipients Site Contact

no-reply@velocloud.net

|
|

‘ Edge Activation

Hi,
To activate your Edge, please follow these steps:

1. Connect your device to power and any Internet cables or USB modems.

2. Find and connect to the Wi-Fi network that looks like "velocloud-" followed by 3
more letters/numbers (e.g. "velocloud-01c"), and use "vcsecret” as the password.
If your device does not have Wi-Fi, connect to it using an Ethernet cable.

3. Click the following link to activate your edge

http://192.168.2.1/?activation_key=K979-QR34-CFQD-JV6V&custom_vco=vco134-usvil.
velocloud.net

If you experience any difficulty, please contact your IT admin.

@, Q , Close
3 WAAERREA Edge WEFEMFibit | REIR— T X (Send).
4 BB Edge BR , REFAZCARKRESKEESETRANRBRARKRES.

B #2H (Edoe BAER) , EERRENEFHFAER URE ERNERE,
5 BZARBNEFEREFH , REMK Edge 1Y LAN BEBERKS ZAMRNEF.

B3 kTR , Edge EREAR WAN (L£1T) LA ISP IS DHCP IP fiit, Edge B REEZE
LAN EEZEHNFHEIEIR DHCP {uit, E WAN EETEEER | (YN Edge BIFNER LED %
Rzt
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6 TEIOSHEH K BERTE (Settings) > Z XM (Ethernet), BEEEMNNE., 7£ [IPv4 {11t (1Pv4
Address)] T , #3&%E IP (Configure IP) ZHA BB (Automatic).

Settings

Airplane Mode

Wi-Fi Ameli

Ethernet

Bluetooth On

Cellular

ON =N -1 N NN

Personal Hotspot

<
2

VPN Not Connected

Notifications

Sounds & Haptics

(S Focus

Screen Time

7 RFETHABBAETEN  ARER-THSEMPETHNBAESEUBA Edge.

g,

Hi,

To activate your Edge, please follow these

steps:

1. Connect your device to power and
any Internet cables or USB modems.

2. Find and connect to the Wi-Fi network
that looks like "velocloud-" followed by
3 more letters/numbers (e.g. "velo-
cloud-01c"), and use "vcsecret" as the
password. If your device does not
have Wi-Fi, connect to it using an Eth-

emet cable.

3. Click the following link to activate your

edge

http://192.168.2.1/?activation_key=K979-

QR34-CFQD-JV6V&custom_vco=vco134-

usvi1.velocloud.net

If you experience any difficulty, please con-

tact your IT admin.

<€ Ethernet USB 10/100 LAN

Limit IP Address Tracking ()
Limit IP address tracking by hiding your IP address from
known trackers in Mail and Safari,

IPV4 ADDRESS

Configure IP Automatic
IP Address 192.168.2.90
Subnet Mask 255.255.255.0
Router 192.168.2.1
DNS

Configure DNS Automatic
HTTP PROXY

Configure Proxy Off

THEFHENERR

8 BULIEFHESEEERAEE. TR%E , SERBARI (Activation successful) FlE.

#“=R
B Edge £BHAECRA.
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£ Android £#EMZ KPR ESMA Edge

THIRFRAMEMA Android HEMZ AR ERE Edge EFBHRA RRBAEA).

BEES

WEFRAENTHEEE

» EBHETEHHFHEN Android F#
» BARFHOZABBNEF

mE LEMFANESR Edge 610 # Samsung Galaxy S10+ BEERF# St LAFERAEHM Edge M

Android FHERIEE

BF

1 £ Orchestrator B8 E 5T Edge AARE., MEFMAER K F2HE 15 E RE Edge £E .

2 HEZE RE (Configure) > Edge > Edge #8 (Edge Overview) Z3|Z%H , REE—TEEBHAE

F# 4 (Send Activation Email) #2481,
3 EMAANERARMA Edge WEFE bt , REIZR— T (Send),

Send Activation Email

Edge Test_VCE

Recipients Site Contact

no-reply@sase.vmware.com

* T [remote*hands@sp.com
* |Edge Activation
*
Hi,
To activate your Edge, please follow these steps

1. Connect your device to power and any Internet cables or USB modems.

2. Find and connect to the Wi-Fi network that looks like "velocloud-" followed by 3
more letters/numbers (e.g. "velocloud-01c
If your device does not h i-Fi, connect to it using an Ethernet cable

3. Click the following link to activate your edge

and use "vcsecret” as the password

http://192.168.2.1/?activation_key=8LEC-YTE9-TEXN-UQSQ&custom_vco=vcol 2-usvil .v
elocloud.net

If you experience any difficulty, please contact youdIT admin.

&m [ Close

4 PR Edge BR , AREACARBRBSSHEREZTHANABRARER.

i #2H (Edge MAER)  EEERENERNFAEYURE ERVERER,
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5 KZARBNEFESRETFH , REMK Edge 1Y LAN BEBERS ZAMRNEF.

#5 MXFER , Edge EREAM WAN (L£17) £K ISP B DHCP IP {iit, Edge BEEAERE
LAN EEEHNFHEIEIR DHCP uit, E WAN ERTEEER , (U Edge BIFHNER LED F2%
o4 -3

6 MRFHTAMBAETENH A ARR-TEFERBINBAELS UMM Edge. THERHENEERR
Lk
Hi

To activate your Edge, please follow these steps
1. Connect your device to power and any Internet cables or USB modems
2. Find and connect to the Wi-Fi network that looks like "velocloud-"
followed by 3 more letters/numbers (e.g. "velocloud-01c"), and use
"vcsecretl" as the password. If your device does not have Wi-Fi, connect
to it using an Ethernet cable
3. Click the following link to activate your edge

http://192.168.2 1/?activation_key=9CL J-GVS4-X3NE-
8CMR&custom_vco=vco12-usvil velocloud.net
If you experience any difficulty, please contact your IT admin

7 BUNEFHRERLERERAEE. TR, SETBARKIY (Activation successful) Fl2.

#=R
B Edge £BHECERMA.

SD-WAN Edges

SD-WAN Edges Y [#%& (Configuration)] EHE5HEEREPMECHEN Edge , BFEEMZE—T
EMA LAKNFHIE Edge (New Edge) IREARMEFH Edge., BRI LAENERE Edge W HITEES
£, BB EAREIZE . MR Edge. BIRRERE . BRRESRTEE. MARLBENE EHBE
(Actions) TR IEER).

THH % Edge i B (Enterprise Edges Identification) B R M5 It EW LB RN SEBCANZE

Eii 8
(RECLLL IARRRGG— . c|oC loud Edges New Edge.. I 2)
Configure
| &Eiges | I v @ [mCos ][ x Reset view][ & Refresh ][ £.csv] Display 1 items. 0 selected » [ 05 Actions |
Profiles | 1 Edge | Certiicates | Profile | Operator Profie | HA | Device | BizPol | Firewall | Alerts | Oper... | Softwar... |
Seqments ACME- Mountain View 1 1 View  Quick Start Profile sa-profile « @ 320

#a NRSEREEEFXERENFERERIBEA | iR EEME SD-WAN Orchestrator ¥4,
BREEIETHNYYE  BEERE/EHREYHE,
1% Edge EEEAIBER R

ABPWERTEREEEFINE , IKRFRIEF. BFIEFRERI|HERTHFHNIER, (FE
(Device)]. [Biz BREI (Biz Policy)]. [Bh A& (Firewall)]. [BR (Alerts)] M [R/EEE R (Operator
Alerts)] ERHTRAILIIEE), B—TEELINEENERFZE |, DA EEETHR.
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5

Edge

MY (Certificates)

BRIEHE (Profile)

BEEREN
(Operator Profile)

HA

# 8 (Device)

Biz JRAl (Biz Policy)

B5 X & (Firewall)

¥R (Alerts)

B/ERE T (Operator
Alerts)

B ARA (Software

Version)

RIEEMIRA (Factory

Software Version)

#HZ&ZR (Build

Number)

I (Model)

F% (Serial Number)

B2V (Created)

B RE (Activated)

VMware, Inc.

LA

R Edge B, R—T Edge ERUTIEHE , AIKFRIEFE Edge SBEEITHF. Edge BBHE
—BEL ; B—TELUNGEME 14 E Edge BB RS|ZHET. BN Edge BRZEBHZETHR ,
LUEH Edge.,

R Edge BRIMEEHMHNEE. BR—TERBHEZENRBEL (View link) , AIIEFAEN.

FIHIETR4 Edge MRRERE. REREBER—EES - TELSHM R EEBBEET RIIER
B, KM RAR (EXRA) MAERT Edge EHERER |, AR EEGHEFER. BEMRERE
EERTERN Edge REA. tXEEEVEFHHREREBIRGEEL Edoge. WENAFEBHRER
8R4 Edge MIER , B2 HEEA (BRREE BERERE)) —H.

HERTREREETER. REERTHEERFEERYEFHERAEFNELR, EHEIE Edge
HERmEg, EREXHE REERRANEERE. REEBANEESTURERTE Edge NIRER
REE, CEEEEAEHETIE. REEREEABUE—BEYE B TEFSHRREERTE
& (Operator Profiles) M.

BE HA ZEUSR AR X EE A HA B1E,
MRERE Edge HEAE , AISBETERN B BR, Brme o BR, WEHFAERE (EEHNE)

HMOBWABRRTEE, EEEEZER (Device) REEM , ;58— THR (Device) ERTHMETR , &R
%% —T %R (Device) Z3|ZH,

NREREHBRARE , AIEBERECH D Br, Brke o BR, SUBHAEHRA (EEHE) &
B#ABRER. 2EEEZHKFEA (Business Policy) £ , #5#%— T Biz JRA (Biz Policy) &#}
THHER , REZR—TEBEREA (Business Policy) Z3|1ZH%,

MREREHNERA , AGBERECN O BR, BRRE 0 BR, EHMERA (EEHNE) &2
BEBERERE,

MEHABESA , AIEE v BRLBERACRE. FFABERR , R NEETE Edge WREEHRE
HEERR., EERRGI AN BB EREEALE RE (Configure) > BRIEH (Profiles) > By X ik
(Firewall) &5|1ZH),

EEEBERHAE (Firewall) B , FR—THAME (Firewall) ERTHFNER , REE— THRE
(Firewall) &Z3|E%.

MREEMA Edge WEFER , AIgEHERTHIRER (Alerts) ZEUG . £ Edge ERHTHIZ—
T Edge &% , WBIREE 14 E Edge B RCIERURARERAEFER,

MECEA Edge WIREEETR , ISELERTHAREERET (Operator Alerts) ZEUA .,
Edge BRMTHIZ—T Edge B , WS 14 E Edge BRI ERUBARERIRESER,

Edge W BIRA S ERRELERTH,

Edge RREMEXR , SHEMARKBRAE.

FARERE Edge MAZRLRS.

FA'R Edge MYBISREFA

R Edge WFSR. #FSRIERAR Edge REEMMN . MRARKFRIEIG Edge , LBUKEE2RA
Z=H,

FREE Edge B HHAFIASRS

FAREAE) Edge B HEAFNEFRA .
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25 L]
ERER (Last Edge E£XE SD-WAN Orchestrator B/ B & FIAFRS
Contact)

¥ BT (Cols) (Column  #E—TF Cols &8 , LUREUERELE ¥ Edge FEPETRRIE F2HLE).
(Cols))

EREM (Reset View) #§3 Edge FEERABRRE. (SHEBIREER | WK Cols R TR NThAER TR EM
BEERAERRE).

EFEE (Refresh) EAMAREFTENNEREHRBEDHK Edge BE.

csv EEEHDLH¥ Edge FEFBATHNRER , BIE—T CSV &l

BEE (Selected) fEH# Edge BRTHREM Edge BB . B— T SR (Selected) %4l , TRE Edge ERHTH I
HEFTE Edge , 2 EREUEIREL,

®4E (Actions) 5l T 5 AT LAY A& Edge BITHIBIME -

%1 Edge (New Edge)

Z R (Local Credentials)

Bk Edge (Delete Edge)

SRR ER (Assign Profile)
IR ES R ER (Assign Operator Profile)
EHHELEHA (Update Pre-notifications)
Edge #%# (Edge Licensing)

EHEF#®T (Update Customer Alerts)
EH T 4TME (Rebalance Gateways)

HE BRBRFEREENENTEREREEANREEERIIIE.
MEBEFHFAEN , FSRMGEHN Edge.

£ Edge (New BIRUE RSN Edge (Provision New Edge) $isE 518 , MM $H Edge.
Edge) MEFHMEN , FSRHEHTMN Edge.
BRH (Help) #®— TR (Question Mark) E/R AT 7 ERLL ThAERY 4R H 38R .

# Edge ERAFEMRE

HERETFER , SD-WAN Edges X EERARBHRE , EFMNH 2 EEOT -
n AZ—EHAEHAS Edoge B, BAEBFRBEENARE | Ff Edge BEAEFH U A KE.

 BHNUWERAERE , Bt VMware SD-WAN XEZBEHTEERUS Edge BRARKRE , I
B EHNNE Edge AEHBREE,

= Edge BZFMHERELE  BEZREHMRERNELREE. ERERITRERNUE Edge BR
RERBRENE R BRBE.

R LAMER T IR R —ESEHR Edge ERAEMRE :

n HERSDEH — Edge 8FH , YHEETE2BR Edge FRANWMEREAHRE, Edge WEHEFEREFRA
WEMARE, TiB , Edge BETASHE HERBEBRERZIEBNEEMA, HERMN Edge A
EHMLASMERNLE EEHARE.
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n WER —Edge EX2ERARBRE , B Edge TMEEEHIFEHFRERALE , 121§ Edge TEEE
EARBMEERA ., Edge WARREEFE - AR/ H R A — 1%,

MBBERUABEEFEAN Edge , BEER2AEZWALNAFKEEESR  HEBEHA LEHREER
) Edge , REW A LB H At Edge AL,

WMEMNAE Edge ERARBBRENE T , F2E WM VMware SD-WAN Edge ERBRRFERE.
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https://ikb.vmware.com/s/article/2692968

Edge BiBI R I RH

Edge #t#8 (Edge Overview) RS|EHRDIEH Edge BEMABTEN , HINAFRE. HRA. HITEN. &
Edge MBI ER . Edge WAERANBBANE 7E 4t £ Edge #% 8 (Edge Overview) 3|
EHT | B LERX Edge RAZEFEMH. RUBYE Edge NEBR, R EARETRE. $TREMNRE
BEIERAREM Edge. FRE Edge (LB . FH Edge ERXRAFNUEBEEN , URER RMA EFA.

£ E77H Edge #18 (Edge Overview) &3 B :

1 %£ SD-WAN Orchestrator WEEEIR L , BERE (Configure) > Edge.

2 7fE12% Edge (Enterprise Edge) EH , #&#— T Edge LB Edge H# R 5|#ER (Edge

Overview Tab),
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Manitar | sl Exden
T B1_E1_b10_HA
ose v
Profiles
‘Object Groups
Segments Properties

‘Overlay Flow Control
) Activated
Network Services S ‘Wed Jul 03, 19:50

Alerts & Notifications ° A Softwers Verzion:  3.4.0 (build R340-20191 217-MN)
Local Credentigle:  +rroe

* MNeme [B1_E1_510_HA

‘Customer
Custom Info: [
Test & Troubleshoot |
Enable Pre-Motficstion= @ &
Administration
| Snable Mertz @ L
& Monitor this Edge Authentication Mode: L]
& Events fromthis Edge sicenze [ E
© Remote Actions
9 Generste Diagnoatic Bundle Prafile
Femote Diagnostics y
o 9 Profile: | Spoke_Profile_Viz_Hub Y|

Edge Specific Overrides & Additions

Services: Imterface Yes
Hi ilzmility: GE1

Segments: et Static R ICMP P ICMP R Cloud. QEPF BEP Muliic.. Cloud 5...

W

on 1 neightior .

1 neightior

Contact & Location

RMA Reactivation

£ Edge #tB%& 5| ®& (Edge Overview Tab) L :

» EHERAKE Edge WETR , FfEX Edge MAETFEH , F2H (Edge BIBRAR) M (4 Edge
RER ) N,

n EERBBERTEEN Edge BRHB  AERELEATRNRER , 52K (Edge REE) —
ﬁﬁo

n EEST Edge WERA . NBEREX U |, 528 (Edge ERANNE) —8,
n EEERRMA EFRA , F280 (RMA EFRA) —H.
DU T 488554388 Edge #E8 (Edge Overview) ZS|ZBHWEEESE.

Edge BIH AR

HEAR (Properties) B , A UFEHEEX Edge BUAE FE#H KRB Edge AR , th AT LURRM
BEATE Edge WBEANS . Edge RE . A RBNERRA SR RELEES,

TRHEBAARB (Properties) EiF F R,
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W/ 5
=t

4]

EHE &

BUATELIEA (Enable
Pre-Notifications) #%E!
g

BUA%E T (Enable
Alerts) #ZEUA 5

=
(Authentication Mode)

#HE (License)

BEEE (View

Certificate)

AR%E (Status)

ERE (Activated)

IR (Software

Version)

VMware, Inc.

LG

FR Edge EREFERLNE—ZH, NREBE Edge WERE  FRBE—THEBE (Save
Changes) &4l

TR ME Edge WAHRIEM . MRLEY Edge RPETESH , FLER—THERE (Save
Changes) &4,

e ERW 8RR Edge RPMNE,
FRE Edge MHEABH BT EA.

RFERG1E Edge MHEBRBA KIS,

EERBREEREWET  AXAFEMAFLEH (Enable Pre-Notifications) #ZEUG i , HX4EE

BERE (Configure) > WRFABA (Alerts & Notifications) L EFEH . SMS = SNMP REE

I BAER,

MRTEWEFEH. SMS 5 SNMP RFBESN | th AT ATEESHE (Monitor) > 87K (Alerts) IR

(Alerts) EE LR E R, BUEABUEIA I , IRFTR Edge WIREEEABREA,

RFERGTE Edge MHEBRBA KIS,

EEREFFEN Edge #BEE TR , BIXEIEBRAET (Enable Alerts) KI5 , EXABBRE

(Configure) > BRFFEA (Alerts & Notifications) FHIEFEH . SMS = SNMP 3R FEZEIL XA

BR,

BRTHWEFEM . SMS R SNMP RIELSN , thATAFEESE (Monitor) > TR (Alerts) FY R

(Alerts) BE IR E R, BUEARBIEEGT SR , AIEAATE Edge WER.

BREEXNE=ARE (CEABE. BEMEBR. FERD).

m EERAEE FERE) : (Certificate Disabled (default):) 21 RZEE [EF A B=& (Certificate
Disabled)] 21 , Bl Edge #EARENELLASHBER,

m REMHEE o (Certificate Optional:) M REE [REMRE (Certificate Optional)] #1E , Al
Edge #f A PKI BERALLALE RS — 8 Edge RRMEMERANBEME),

Rt BEEMETE [RE (Configure)] > [BF (Customers)] LRUA PKI,

m BEFEH . (Certificate Required:)Edge IS EMBER , [EERFE (Certificate Required)]
BRERATRANIERPHITARE, MR [FERE (Certificate Required)] E1E |, Bl
Edge #E/A PKI BEEARIERX.,

B BEESMAERE (Configure) > BF (Customers) ERBA PKI,

2#E (License) THIRIhAER SRR W EIRES Edge WY AT A RAEERL,

A SFEEESERCERAENGEEESTUERREZESHERALME Edge RERR,

MR Edge ERFERE  WEBETHRE (View) B4,
BT THRREERE : (B (Pending)]. [E/E (Activated)]. [EXHRAMES (Reactivation
Pending)].

m WM : (Pending:)Edge M REE .

m BB : (Activated:)Edge ERE.

n EFAAMEAD : (Reactivation Pending:)i1RZ— TEREFBA (Request Reactivation)
iR RESESEEL (EFRAMED (Reactivation Pending)], REEHFITSHE
Edge MThgE , MRAEEEEHHOREH Edge AIERABREHAHRERRKE.

FAREE) Edge B9 HHAFNASR

B—TRE (View) BELETHRE . EHIHEH

FUR Edge WEBBRAFAZER.
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WAL/ 2B R EL]
AR R (Local FERAH U AR, EREABAFEHAESN admin MZEE admin123 (BS ANE), BR—TRE
Credentials) (View) Rt (]S FRH.

F% (Serial Number) MR Edge EREEPMRE , AR RFIR (Serial Number) XFRL, BAFR2EEMEN , B0
BEE , FRL4AREBRAN Edge FHRMAR.

BUR£W (Activation MR Edge EREEHMRE , RILFE R Edge ALK, MASBNEXHRE—EA. —@BA#%ES
Key) @AY  ENSEEEMEETERASBTA. BANE-THNRESAETANELERNERA
& (Generate New Activation Key) %81 , LIEL NS

MEHAEN , F2HE (2B RVMA BAER) —#.

ERARTEBY BRR— TEEBABRFEH (Send Activation Email) 12816 | K EEEERBERNE FEH4E
KR BERA,

#£8 Edge BXH

f#%F Edge A2 , AIRIBIKBUA L. ERR (Properties) B H , 2 — TEXRMAE FBH (Send
Activation Email) &8l , A8 Edge RARRF . E— TEEBMAE FHBH (Send Activation Email) &
I T ERRE Edge , ERERXETHHHL/WLAEXZALUIEREE Edge £EBHN S % |, EMERBAR
J%O

B —TEXBAEFI4 (Send Activation Email) i281% , RERESBETEEXRLSEKANETF
B, BSFHGPEABEMEESERANEZEIBME Edge BEMWIER., MENMARE Edge WEFMAEN ,
EZ2RELRBEPH (Edge RAMREAMNER) . MERIBRANBERANHEBREN , F20 (T8
HE) .

Edge iR EHE

REMR (Profile) THANBERSERAEIRAIE Edge HREEFE., Y1RZE Edge LHHEHMRERE
B, BRY Edge BRARUSIN  FIEHBARSEEEE. BRNEARSRRERER (Profile) BEH.

B MRETEANREER , BTERE Edge CERNARE,

B MRHREZXBATE Edge AERERBRRAEE  FHERFMERAMRHEEREREREN
Edge, ¥ EEBMARREM (Profile) TRXMBERPREBHFNRER , UFDHHREREIRLE IBL
Edge,

BREFSREEREN

TREHEFFAERREEREEE Edge FHEREERTEENARTHERER, RREER , FSHEL
HER.

BEERREEBIHEEK (Operator Profile Selection Matrix)
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BEH Edge th ¥R ERE ZEAY Edge R ER
EFRERRTE (Current Edge Enterprise  (Selected Edge

HER Profile) Enterprise Profile) L

MERAER MERAER MERAER BEE

g A ER LA mEwR AR R E BEE

NERAER LR R EE NERABER Edge AR EHRANBRAERWAERL, T

B, £ Edge HBMBEHZE = 3.0 iz
B, AT EEIER Edge.

DR AER DR AER DERAER Edge AR ERANERAEBHARE, T
B, £ Edge HBMEBEHZE = 3.0 iz
B, AT EEIER Edge.

HERAER LA AR AR R AT Edge A EEHKME TR .
L aER NERAER RERAER Edge T EEWMEEH.

Edge BER Y Edge B L#HAMN R EEMARETEE, Edge FIERTSEEERTEREDIHERE B
S REMN Edge. FTE Edge EEMFIEN R ESHRE [REE (Profile)] BigH

Edge ERAFNNE

Ei#& Af{® (Contact & Location) BIH @R Edge EBREANME | WML AIHES T Edge U EM
Ek ik,

EESE Edge it :
1 B—TEH{E (Update Location) E4 .

2 HERIE Edge {IE (Set Edge Location) RREEIREF , EHES Mt (Search Address) ThaE ((kFER
B EHFNE , RELAFERAUREL.

3 WMREREFEH@WAMU , FER-TFEUUE A (Manual Address Entry) 28 , AAB# A 71
BABENEE,

4 MRBEREBW AU , FR-TRAUUEHREERE (Update Lat,Lng From Address) &4,
5 WMRBREBMALENLE 6 FER-TRIGEEFEF{U (Update Address From Lat,Lng) &l
6 TH#E , B TRE (OK).

IRFE XU B Edge (UBTE , EEUHREUEX AW E L (Same as above) ZEVFH , REETEEN
X R ABREZA

EE®E Edge RENE :
1 #B—THREME (Set Location) E#E,

2 1f Edge EZ{UE (Edge Shipping Location) RERE+H , EHE St (Search Address) Ih#E
(RFERREE) BV E , REAFEW AU RESH.

3 WMREREFFE AU , FR—-TFEUE A (Manual Address Entry) 280 |, S Azt |, &
#BE—TEHE N B (Update Location on Map) %24,
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4

#—THE (OK).

RMA E¥EH

ETHERT , BA LA Edge BB ESIHER (Edge Overview Tab) #£14 Edge RMA EF A E :

H &£ HFEmMEA Edge
F4% Edge TEBERISE

EEZRK RMA ESTRARF :

1
2
3

£ Orchestrator # , BZERE (Configure) > Edge.
ENEEH/MAN Edge.

£ Edge 1B & 5|18 (Edge Overview Tab) 7 , B THEBZEEEEITH RMA EFEA (RMA
Reactivation) EiFj, B— T A LEFW R EETEUERFEES.

B—TEREHA (Request Reactivation) &t kS BEELEFNBA LR , Yi§ Edge MEE
N [EFRAMES (Reactivation Pending)] = .

EE EFNRASRNARBBRARENRAERREEEN—MEA.

 Reactivation: | equest Reacivation

EEREAREZSEECERAER , FE—THUEEFRMAER (Cancel Reactivation Request) 1
#. Edge MESREHBMAMEBSR (Reactivation Pending) # % A BB E) (Activated).

MEMASECIN WLEEXNEA—EA) , CUEEELHNBALE. NEHMEN B2
(BIHA RMA BB &8 ) —81,

GREMSBR) B LU AT [RMA F3E (RMA Serial Number)] X 2P EIR Edge K.

B FRESRIE. IRFRAFESBEN Edge , ARBBE XK.

RMA EEE (RMA Model) THRIRAERKFAR SR TEINMN Edge, MREEHRBHFREM Edge B
%, 551t RMA 5% (RMA Model) TR IHRER FIREUS BB A Edge B5R,

FE WERZEEY RMA I (RMA model) 28 8i#Y Edge 35T R , EBRESME. EEHMA
B SEBREdge BENAHARRENREEES , B NEREBATER ., BERLT Edge HEWMERE
RE ,ABECEFRAR  SELARRTEFRHEZT 2 HEBRMN Edge,

mMREEAFS , M [RMA BEE (RMA Model)] TR IIRERPBENESE | FiR— TEH (Update)
%R,
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RMA Reactivation
Request Reactivation

RMA Activation key will xpire in a month @

AMA Edge.
AMASer

VC05200012345

ode! [Edge 5X0 ¥

10 &R—TEEBAEFBH (Send Activation Email) iRl E%EEE FB4 (Send Activation
Email) RERERERN R,

Send Activation Email x
Edge: ACME- Mountain View 1 =
Recipients: Site Contact
® From support@velocloud net
* T \]doe@acme.com
% Subject ‘ Edge Activation
Hi,

To activate your VeloCloud Edge, please follow these steps:

1. Connect your device to power and any Internet cables or USB modems

2. Find and connect to the Wi-Fi network that looks like "velocloud-" followed by 3
more letters/numbers (e.g. "velocloud-01c"), and use "vcsecret” as the
password. If your device does not have Wi-Fi, connect to it using an Ethemet
cable

3 Click the following link to activate your edge

http-//192.168 2 1/?activation_key=UNF4-C4AHS-LLKS-R4JB&custom_vco=34 232 58
228

If you experience any difficulty, please contact your IT admin.

Lsedi | cese

1M BT (Send) it , BBARFEFBHEXZUAEZA. LEFEHSESEEZRAETH
# (Send Activation Email) IREEIRE R B R HEEE.
FerE TEREMBENR Edge RENSR.

12 ETEEM Edge HERMMABER.

13 #HH Edge BREBRMAR ., BE Edge EEREFBME

14 RBREESFB4PRINBARFRE.

B BRLBR-TEFBHTHBAELLKE Edge.

Edge 1t SD-WAN Orchestrator TEAREMEEE . K Edge KRR E , BT HEREERA.
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2 HEIR) RMA BRI £ 8

RMA BAERNERPREENMAERBELHEN —EA. R RMA BASRERH , AIS%E SD-
WAN Orchestrator B [RMA E#F A (RMA Reactivation)] BiFihBERELSNE, EUUBUEEH KA
ER R—THUNEHEAER (Cancel Reactivation Request) #&#l) , IEEHFNEH®. E— @AW
HAzE K FREBTIEREETFNSR.

EEELHN RMA RS
1 B-TELEHFWEA LI (Generate New Activation Key) %4,

nnnnnnnnnnnnnnnnn

2 HEELEFHEBALE (Generate New Activation Key) $:E s | S EEZSRENERFREN
KE.

Generate New Activation Key

ACME-Mountain View 1

Bo  Joays

lisome ] | oo

3 EB—THZIK (Submit),
4 BB (RMA EFRALR) TR RMA EFRARF.
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S E Edge #£E

LU LY Bk Edge MELREETARER. EZBIENT  LALKAER  THETEE.

BRDEANE. DNS MBRFETER. i, A BRRFEERENEHRME AERIY, B
BRANBARAMALSBERRIIE X EERNHARA.

B Edge R WARUBETHNRTEEST Edge BERE , URFIULRBARREENREALDEN. &
ALERERAERECESBBEN.

LU 4831 BA5R E (Configure) > Edge > # & (Device) ZS|EBETFNES,

Monitor VeloClaud Eages

b3-edgel

Configure

Profiles

Seqments

Overlay Flow Control Configure Segments

Network Services
Alerts & Notifications Cenfigure Segment. | Global Segment [Regular]

Customer

Authentication Settings @

Test & Troubleshoot
Administration

@ Monitor this Edge

© Events from this Edge
© Remaote Actions
© Generate Diagnostic Bundle

© Remote Diagnostics

[ e e oerise
[ e e overive 1

% Enabie Edge Overnide: | A

BrEETHEER.

EERBAIARE

s RERE
m DNSH®E
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ICMP EIfEZR
VRRP &
Eiw VPN
OSPF BH
BGP RiE
SUEERTE
ERZ 2 RS

—RRARRE

#5 WE OSPF #1 BGP W HREE |

=A%
VLAN
HERE
WAN R&E
ZERIR QoS
SNMP R E
NTP {7 fk=%
A RE#ER

AEEW T ERE

E DSL &E

£ Edge B E Netflow RE
£ Edge B E Syslog FKE
REFERHBRE

FIE ICMP RE/EERR

|/ E VRRP &E

Edge Ei% VPN

% E Edge B VLAN

VMware, Inc.

HE2RB%E 18 E A OSPF = BGP R EBRER K —,
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(]
K5

ERERE

»  RE Edge B SNMP :RE

» REWIi-Fi BREEEH

= ZEMVNF

»  RE Edge BERA|

m  RE Edge A

= Edge B LM LAN if NAT R8I

4

HE DSL :|/E

T # Metanoia xDSL SFP ##4H (MT 5311), ERBEREH SFP BIEZEEHE#  seHREEFAR SFP
MHBENNE , LEBEAEW DSLIAD REFEREARETESWIESRS.

Metanoia xDSL SFP ## (MT 5311) AJ#& A ZE Edge 610 £ E SFP &+ , AR E ADSL2+/VDSL2 1
RAER, WEANERFRAEINEGS., DSL WREEBEAMN 610 Edge £E,

R E SFP
B—TEHAKE DSL #E4HMN SFP NME. BA SFP % , HESZBEERA SFP1 M SFP2,

Device Settings: Edge 610

Interface Settings | @ Add subinterface || @ Add Secondary 1P || @ Add wiFi ssip
B switch Port Settings @ Routed Interface Settings Multicast
Interface

Actions Override Interface Mode VLANs Addressing WAN Overlay Segment IGMP PIM | VNF Insertion
Edit Eoer Access 1 -Corporate Global Segment
Edit ::1=] Access 1 -Corporate Global Segment
Edit P GE3 DHCP = Auto Detect all segments x
Edit B GE4 DHCP = Auto Detect all segments ®
Edit & GE5 DHCP = Auto Detect all segments x
Edit @ gE6 DHCP = Auto Detect all segments x
Edit [T & sFP1 DHCP = Auto Detect all segments x
Edit @ sFP2 DHCP = Auto Detect all segments x
Edit [ B2 wLant Wifi 1 - Corporate Global Segment

Edit WLAN2 Interface disabled

View the recommended method to configure interfaces at the profile and edge level.

EERE SFP:
1 B—T8E (Actions) ERTHHREE (Edit) B4 , W EEFTR.

Edge #£ & (£ IL&HI+ A Edge 610) IS SFP1 (Interface SFP1) HiE A RBEENHIE | M TEFT
7.r_\o
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Edge 610 7%
a
Multicast Multicast is not enabled for the selected segment

RADIUS Authentication: € % WAN Overlay must be disabled to configure RADIUS Authentication

Advertise

ICMP Echo Response

NAT Direct Traffic:

Underlay Accounting: @

Trusted Source: @

Reverse Path Forwarding: €@ Specific ¥

L2 Settings
Autonegotiate:

* MTU 1500

SFP Settings
SFP Module DSL v

DSL Settings

Mode VDSL2 v
Profile 17a v

| UpdatesFPi || cancel

2 MNEREMBENE (Override Interface) A , F8ERE DSL :BE,
3 AEBEANE (Interface Enabled) ZEUA# .

4 7£ SFP &JE (SFP Settings) BigifF , At TR R IhaER A REVM @R 1E : (2% (Standard)] #
DSL. =& DSL 1A SFP &4 , M TEfR.
SFP Settings
SFP Module DSL v

DSL Settings

Mode:
PVC: 0 v
VP @ [o

VCI- @ |35

PVC VLAN: €@ [1

-

| UpdatesFri || cancel |

5 7£ DSL 8|RJE (DSL Settings) BifiA , {XB T HIRBREBRENREERTE (METHRIEMWRE |, &
28 [DSLRE | £1%) :

a 7TEHER (Mode) THININEER T |, MIBLUUTM{ERE 2 — : VDSL 2 5 ADSL2/2+, MRETE [
X (Mode)] BIBHIEIE ADSL2/2+ , FETARETHIER,

1 # PVC TR IEERHIEE PVC 3R (0-7).
2 A VPISER , SfEMAQL/ETEEE VPI XF AR A RIGERS.
3 EA VCIERE , SiEAR /B TE5EE VCI XEF AP EREERE,
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4 EA PVCVLAN SR% , sifEA M@ L/M FHEEE PVC VLAN XFH P RERE.
b HERERE (Profile) THHINEERSP , EREMRE (Profile) FRIKXIAERFEE 30a T 17a,
6 DHCP fAfR=88H.
7 #&—TE# SFP1(Update SFP1) #Zf.

¥ DSL RREEITREHERE

DSL 2RI : DSL ZEVRIEEERAN 610 £E, HITIHAHEZKESE R DSLMRE |, EHEFEER (E
A5 DSL)., REMRE . xDSL BRXFEH ., WTEFR.

DSL Status Run
View t xDSLIADSL2/VDSLZ 1odem statL onnected to SFP interfacs
Test Duration: 10.003 seconds
Interfaces
Name Mode Vendor MAC xDSL Mode Link Time Status Link Rate Annex
SFP1 DSL 00:0E:AD:00:55:FE  VDSL2 0 Idie 0i0 NIA
SFP2 DSL 00:0E:AD:00:55:AC  VDSL2 49223 Showtime 1204523407 AnnexA

£ Edge B# & E Netflow RiE

BROEEES | £ Edge BR , LA SUZEEA Edge AT (Enable Edge Override) B8 , LB
BREETPIEEN Netflow RE.
BF
1 # SD-WAN Orchestrator , BZ&&E (Configure) > Edge.
BEENFE R VeloCloud Edges HH.,
2 EIEER Netflow RERM Edge , R&IZ—T&E (Device) ERTTHETR.
i Edge B9 [FERE (Device Settings)] EEFEAIHE,

i e
| 54 Enzhle Fdoe Overmdel P

]

Version: @
Observation ID: 14

vid

Source |nterfece

% Collector Filter i Al &1 6

C-global10.4.1.32 v v * s [none) ¥ || =

Intervals:

#* Flow Stats: 59

* Flowlink Stats:
* Segment Table:
#* Applicaten Table
* interface Table:

* Link Table:

* Tunnel Stais:

62

(101
[103

105
45
2]

3 HEREEE (Configure Segment) TR R IhgERF
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4 B ZE Netflow BRE (Netflow Settings) EiF, , A& ZHMA Edge E (Enable Edge Override) #%
AR,

£ Edge B4 , BER BT (Observation ID) MU EEHIEA S (VT ERB BB 24 (L 7THY
Edge 311 , BEE LM RS, BRBBHRNESEACXESEERNELREFHEE -1,

5 ZSHRERTEEEBRRTE Netflow REFHNZER 4, LBRREEFIEEHWESR. BRI Netflow
EHERER.

6 TEXRIRSME (Source Interface) THIRNIEERF |, BEINEEBRAREN Edge NEEAREFENE , ML
12 NetFlow HEHHRIR P,

i ERAFHENCEA [EL | HEMN Edge LAN ME (VLAN/ERE/FNE) MABRENE,
MRZEEE (none) , Bl Edge ERBENRHERRRMA [ FR M [ ES | 89 LAN ST HE (VLAN/
B E/TOHE) MAZRRBNRNE. MR Edge RECHA [FHR M [ 8BS | WTE, AT
ZERRNE , EFEELE Netflow HE,

7 EBE—TRE®E (Save Changes).

1£ Edge B E Syslog &R iE

EREMEEP , SD-WAN Orchestrator Al FAREIR B 123 SD-WAN Edges # SD-WAN Orchestrator
BESHN AR , URE Syslog AWK E —HZBEKHPXER Syslog KR (AR, &
Edge B# , A LUREVEKA Edge B® (Enable Edge Override) #ZHU5H , LBBREREDIEEN
Syslog &I,

EEEE Edge B Syslog :RE , FHT TSR,

DB

s HEEESR SD-WAN Edge (tbBE4. SD-WAN Orchestrator BEEH ZE) REEW VPN (9%
24X VPN RTE) , A SD-WAN Edge B2 Syslog R ZEMRE, MEFMAER K F2ERTE
Eiw VPN,

BF

1 % SD-WAN Orchestrator , BZ#&TE (Configure) > Edge.
SD-WAN Edges EHEFEBIHE .

2 EHEEZF Syslog REM Edge , AER—THRE (Device) ERTTHET.
FTi® Edge B [ B3R E (Device Settings)] EEBEENHIR

3 EREER (Configure Segment) THIRINEERAF , BIRERBERIURE Syslog :RE. KERS
EH2HER [—M#] (Global Segment [Regular]).

4 BZE Syslog BRIE (Syslog Settings) Eif, , AZREEA Edge ME (Enable Edge Override) #%H
T,

5 FEXRIRSE (Source Interface) TRININEERF , BREERFRENHE P —E Edge NHEHEAKIR
ﬁEO
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6 KB EREEEBMRE Syslog RE FHHE 4, BEEE Edge HBBNRERTIEENHM Syslog
BRIE.

7 B—TF + REBLUFIES — {8 Syslog &SR , iR — TH#EZ#E (Save Changes). Edge B Syslog
BRESHER.

w3 S EEBRKRZUREME Syslog WE:E , 18 Edge AIRRE 10 f@l Syslog W&, ECREWN
WEREBEETAHFNRE LR, BieER + 124,

Syslog Settings
Facility locald %
Syslog Enabled:
|10.1.1.25 TP+ |s14 Auto © FIREWALL EVENT : VMware.SDWAN.FW -
|10.1.2.25 TP +) |514 Auto © EDGE EVENT ¥ | ERROR v/ |VMware.SDWAN.Edge =,

© Firewall logs are forwarded at INFO level by default
© You are at the maximum limit of 2 collectors per segment

Bt BEEINNASR , Edge EEEBREMEBRNWHELCHE HERi Syslog ER, WREE
E £ Syslog YEERS £ SD-WAN Orchestrator B BIE4 W AHEH | BIXEFER
log.syslog.backend Ml log.syslog.upload AR TE SD-WAN Orchestrator B LR E

Syslog,
= ERRG X BRR M Syslog BN |, F2 R AL ED Syslog FEMEK.

BIESE
£ Edge HAREMBH AR (Firewall) EE L , MREEEZRE ¥ SD-WAN Edges KB X B0 i Ex E
EREM Syslog YRR |, HRA Syslog 3% (Syslog Forwarding) i&#f.

&5 {kTERR , Syslog B3k (Syslog Forwarding) IR &7 R ERE = Edge AHRERIPE K ik (Firewall) B
HEBREER,

0% Edge A LB KR EMHMEAN | HBRE Edge M A,

REFREIRARE

BHEIR R E (Static Route Settings) HHRB AWK ESRE (HIMENRE) FEAFEBBNBIRIEN
FEEM. SUNIEHEMFERARE (N [+ BR) , IMRUREESTREANFERHRE (Rl
%ﬁ: = ’_j_\)o

MFHFARPRERENFAESR , F2RERENERR,

52110124 176.253.2.33 GE4 v 10 - - [none] ¥ | [Descrpton (Optora) | (@l
[32.11.0/24 [1023.0166 not applicable] 10 [none] v -
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EERETHERARE

1 BB FEE,

2 WARHM P it

3 EHSBEFEREN WAN TH.
4

REEIE (Broadcast) ZEUT LAY VPN BEIKAH , Y AHFRKPWEM Edge BEURERNE
HREO

5 St BUREM TR AT .

BE ICMP HE/EERER

ENERIE SRR ITEIRER AL | EEEB VMware ISR AESENNEBAREE |, AITEXEES
ICMP BB ER , TREENTHEAHZETES, EEBRTE (Device Settings) BFREIEE ICMP HFEM
OERXNER.

¥ ICMP SHRETLUEETYRE : 8. VLAN 258 (E. 802.1q. 802.1ad. QinQ (0x8100) = QinQ
(0x9100)), CHZEE . SEE. RF/HHi/T—ERE P, B Ping EXMER , UREEHKHETR
BEEREG ZIEL Ping HENKRRE.

¥ ICMP EIERX A LUEE THIRE : B (Name). IP {uik (IP Address) F1#E=R (Mode) (4R
(Conditional) = —# (Always)).

s —%: (Always:) Edge —ZE[EE ICMP &,
s HFHX : (Conditional:) Edge 7 SD-WAN BE A EFEEE ICMP FE.,

ICMP Probes

[ lnone v M w1 @®cdm

ICMP Responders

Name IP Address & Mode &

[ Conditional v |(=) (#) Clone

HE VRRP B E

BRI LAE Edge LR EERBEHSZEEBABE (VRRP) , LLfE SD-WAN Orchestrator fiHEE =4
CE BH=mHERMAT —ERYMER. B Edge REAETE VRRP £ E | WiSZEBHEE=FK
RIS

TEERER VRRP R EMN ML
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MPLS MPLS R MPLS R

‘ L2 VRRP ‘ L2
«—>

LAN VCMP &8 LAN

VEERS

RE VRRP 28l , FERE THI%AR

&R BETE SD-WAN Edge E3EB 12 REB[EFREME FRRNE=FXARZEBA VRRP,

n  BREEHE— M SD-WAN Edge #EZE 2 X HH VRRP HA ##4l.

n  BEERRBAERT/FH HA F VRRP HA,

 FTERHERE. FOEM VLAN MEXE VRRP,

s MEEBRTERSEAIER , % SD-WAN Edge REBEE VRRP £E | LUEER SD-WAN Rig

By =
BERE,

m MR SD-WAN Edge FREA DHCP fAlfkss , AIgESR P LutREAAFHNERBEEMLLE, EF
¥ LAN EAERIR DHCP RIRREXR , SEENAES VRRP E# IP Ui REATERBIEN
i.IJ:O

m 7 SD-WAN Edge ME=FKHLZPERFRA DHCP RIR:ER , F9 2 Edge BE=FKAHE 2
B DHCP &E , &% IP VIt EE,

n EFERH WAN BB (LA WAN B4 L) AN T E LT XE VRRP, MREEEY LAN FRERH
B BEMNTFNE, YEFNMELFRE VRRP,

n BRREE VLAN WEBEETHRE—E VRRP B4, BEZARE P Uit HHEEM VRRP B4,

m B0 WI-FI BE&HEEZ28A VRRP B VLAN, HREZKXBKETRERE | Btk SD-WAN
Edge —#B#RFAFTERE,

1 HFELEAOFAF |, EB—TRRE (Configure) > Edge.
2 B—THEZ Edge WER (Device) B~ , IE—T Edge , AERE—THER (Device) E5|EH.

3 1E$E (Device) R5|EBF , BEIE T AM (High Availability) THH ERAE=5HEHEEN VRRP
(VRRP with Third-Party Router) ZEU 5t .

VMware, Inc. 250



VMware SD-WAN E 55

4 7£ VRRP RRE (VRRP Settings) # , BRET5IEH :

Moniter
Configure

Profiles

Object Groups
Segments Configure Segments
Overlay Flow Control r
Network Services Configuee Segment | Global Segment [Regular] >
Alerts & Notifications —
Customer o

Test & Troubleshoot DNS Settings ©

Administration Netflow Settings o
@ Monitor this Edge LAN-Side NAT Bules @
© Events from this Edge

© Remote Actions

© Generate Diagnostic Bundie

© Remate Diagnostics

* VA *interface @ *Virusl IF 0 Advertisa Interval % Priority @ Preempt (Delay) O
[ [1-Coporate 7| [302% 3 [ #[1 S clone

High Availability

Type Hone Segment Name VRID interface Virtual (P Agvertise interval  Priority Preempt (Deiay)
Astive Sxandy Pair

Giobal Segment 5 BVLAN] 1 - Corporate | 10:3.0.200 3 1o & 0]
Segmentl T GEN00 1T219.01.200 | 2 120 & (10}

BRE with Third:

a VRID - A VRRP B4HE BT, &HEMH 13 255,
b ATE (Interface) - {FEHPEMERS VLAN N H., ZASEMENEPHRE VRRP,

c E# IP (Virtual IP) - A AREAI VRRP B M ESRE P ik, BRER P UitE Edge ME

HNE=FEEEEN IP LutFE,

d EERBE (Advertise Interval) - AT E VRRP £ E AN VRRP BEHAMEXZE VRRP &4

hEMREREFRRERE.

e MBEIRRF (Priority) - #E# Edge REATE VRRP RE , B ARBE=ARARELIEFE

M{E. FERES 100,

f  SEALTERE (Preempt Delay) - BEULAZEUTH , LAE SD-WAN Edge A BATEIEEM RLEEE |

EEERATERENE=FKMA=R.
5 E—Tf{#F®E (Save Changes).
"R
D XM VLAN F |, 20 Edge BB , Bl VLAN BF N AF GRS EBBEORHR[EREM.
EREE VRRP £EHK SD-WAN Edge B A FRBNTERFE.
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&R SD-WAN Edge FE 7 E2FfH SD-WAN Edge/i2#I22WEL% | Bl VRRP BEIEFSHBREZE 10, M
SD-WAN Edge €% SD-WAN Edge MEix Edge FEEFNHRARE, ESEHE=ZFRHABHAE
ERBVEERE.

SD-WAN Edge € B#EH# SD-WAN Edge WEE LB, & SD-WAN Edge W B ERBEKLE |
SD-WAN Edge #J VRRP B EIEFER A2 10,

E Edge A VRRP HHEAR , Edge ERELBER MACHEHE. ERERER , Edge 88
REBEE VRRP RE , BIRERERARMEER,

ERBANELRE VRRP B, NESARAEHE LAN 7H , B URHEBESHEDKAE.

A WAN BERANBENETIXE VRRP, EHEBRT , XEREHAHREERMTENTNE , &
# LAN EEA BEX# VRRP,

E LAN NHEBEFE , VRRP BITEEBERZE INIT iR , A% SD-WAN Edge 2 EHABHEEREXS
SD-WAN Edge/##188 , MATEER SD-WAN Edge BIEBKRELKH., TABRARFEZCREA
VRRP N EMEFEEIRH .

MREFHEERE SD-WAN Edge HERBNAAZE  AIFTERPEBRZES , BEESEIEHBER
H. fl0 , & SD-WAN X% Edge HESELAARENERE , F=FRARSSEHEHR LAN BEXZE SD-
WAN HubEdge, FEESEEHEEZXZE SD-WAN X% Edge , MIEFE=H K HE. REEREZRA
WEAA SD-WAN (SD-WAN Reachable) Ih# , LA SD-WAN Edge AIERAAZBBR LER , WERA
FE VRRP £E. AIRAMAKRAEHNREEB SD-WAN Edge HEB FWFAAELETRE | Fib A4
SUHNERETEERLRE .,

RGN EEREARNREZEBHENFBRAERARE. B2 , £EBA VRRP Y SD-WAN Edge # , EA
HAEBEBEER , Edge BIRAHE D (Backup), Bt , EEEERKA VRRP MY Edge EEREHR EETh

ﬁbo
Bt VRRP =44
RATLAEE PR VRRP HRE R S AR S 14,

ELEAOPF | B—TEE (Monitor) > B (Events).

EEMIRE VRRP HEANEH |, B IEHEHRRE, B—T#E S (Search) RIEBEZW T HASE , A&
REBMREMNH (Event) BRMTHETENE, UTREAN VRRP WEH -

= VRRPHA EEMAEHEH

m VRRPHA EEHAIEEEHH
=  VRRP X

TE®RE2 VRRP B4,
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Moniof Events (2]
Network Overview

Edges - Wed Jun 3, 4:40 now < >

Network Services

Routing [searcn v | @ [Evemtic ki ‘ % Reset View || & Refresn | & csv | Display 291 items

3 values selected

Alerts
Time N Event Segm. Edge u Severity Message
Firewall Logs ~
R i Tue Jun 16, 13:26:49 VRRP failed b7-edge1-E3400 Notice No primary IP found
eports
Configure i Tue Jun 16, 13:26:22 VRRP failed b7-edge1-E3400 Notice No primary IP found
Test & Troubleshoot i Tue Jun 16, 13:23:39 VRRP failed b7-edge1-E3400 Notice No primary |P found
Administration i Tue Jun 16, 13:21:23 VRRP failed b7-edge1-E3400 Notice No primary |P found
i Tue Jun 16, 13:20:56 VRRP failed b7-edge1-E3400 Notice No primary |P found
i Tue Jun 16, 13:19:50 VRRP failed b7-edge1-E3400 Notice No primary |P found
i Tue Jun 16, 13:19:50 VRRP HA updated out of master b7-edge1-E3400 Notice Get out of VRRP master state
i Meon Jun 15, 10:52:11 VRRP HA updated to master b7-edge1-E3400 Notice Getinte VRRP master state
i Wed Jun 10, 16:20:46 VRRP HA updated to master b7-edge1-E3400 Notice Get into VRRP master state
i Wed Jun 10, 14:43:15 VRRP HA updated to master b7-edge1-E3400 Notice Get into VRRP master state
i Tue Jun 09, 16:04:22 VRRP HA updated to master b7-edge1-E3400 Notice Getinto VRRP master state
i Tue Jun 09, 12:50:58 VRRP HA updated to master b7-edge1-E3400 Notice Getinto VRRP master state

B AT LAIE K Orchestrator Ul IR B4,

% — TBIBUEH MY Orchestrator Ul (Open New Orchestrator Ul) , AEEREREPIR—TREHN
Orchestrator Ul (Launch New Orchestrator Ul), Ul 7EHNZSIEB TR , WHERERRIE, %
—TE# (Events)., IE—THEE (Search) BEHHEFREEE RUEFR VRRP B4,

Edge Eiw VPN

Edge £i% VPN R EE#A B A Edge IR ERE , W HAI1E Edge £ E (Device) RS EBHRE.
Ei% VPN REREEHBEBHNREEDETEE,

Cloud VPN @)

Branch to Non-VeloCloud Site Branch to VeloCloud Hubs Eranch to Branch VPN
Enable: L Enable: Enazble: s
Velodcme-DC A=) + Use Clowd Gateways: (=)

Use VeloCloud Hubs for VPN

Cynamic Branch to Branch vPN: [

% E Edge My VLAN

£ Edge B L |, EAILAHE VLAN REFREEHREHBENIRAE VLAN RE. & Edge BRRE
#H VLAN B | SD-WAN Orchestrator AJZZ R EEH M Edge B EM VLAN RE , FIINEE IP ik .
LAN 7ME , AR Wi-Fi ST EH R R E R BIES (SSID),

EERTE Edge BRM VLAN RE , BRT TSR -
1 & SD-WAN Orchestrator , BE & E (Configure) > Edge, SD-WAN Edges EEBEEIHIE,

2 EBEHERTE VLAN B Edge , RER—THE (Device) ERTTHETR., FIRREREN (RERE
(Device Setting)] EEMEEIHR.
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3 EEHE VLAN , BB ERE VLAN (Configure VLAN) B3 , R%EE— TH# VLAN (Add
VLAN).

VLAN 2 %
The VLAN is configured for this Edge only and does not inherit any settings from the profile.

* Segment Global Segment_¥

VLANZ
m

x0
10.0.0.1
24

10.0.0.0
7

AAAAAAAAAA P
aa:bb:ccrdd:eexff 10.0.2.1 [SIC)

B ==
10.0.0.13

242
1day

VVVVV

4 £ VLAN HEAHS , RETIHMEER
a THEER (Segment) THRXEERT , BEREEEERIURE VLAN,
b 7 VLAN &% (VLAN Name) XFH#H , WA VLAN HE—EHE,
c 7 VLAN iRB/%& (VLAN ID) XFFHHF , @A VLAN HME—&BIE.

d o LAN IP EitRVIETRE BRI 745 (Assign Overlapping Subnets) #{z  # 1tk Edge B8R
RERETEE, FRERERNFHIE (Assign Overlapping Subnets) B | Edge LAN IP f
it (Edge LAN IP Address). CIDR B (CIDR Prefix) , A& DHCP H{E S #& B FHB BRI R

ERELRAMEE. SREFRAKESH CIDR EBB:REME (Network) izt
e EHEUES (Advertise) ZEUAHE | #& VLAN BEZREBFNEM D .

f 3=HICMP EFEEME (ICMP Echo Response) #%EU 1 , LUBA VLAN REFE ICMP B8]
/%1\0

g ZEH VNF A (VNF Insertion) #ZEU5# , AR Edge EEAREINEE (VNF) A,

B UNFRAZSEZNMWEREERE VLAN, E VNF WEAEN , 28 %2 % VNF,

h 1EEJE IP (Fixed IPs) #{y 7 , B AREZE VLAN 35E MAC LUt EE IP ik,
i EE VLAN B LAN AT EF Wi-Fi SSID.

| MRAMREREATZHEEGE  BIRLUEBEA IGMP M PIM ZEUS HIRE E S REE
(Multicast) :RE .
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k 7 DHCP BET , BETSIHF —HMA DHCP HH !
= BB (Enabled) - £ Edge A DHCP % DHCP fAlfRz8, BIBIRIER , BXARME
THIFAER
= DHCP B (DHCP Start) - A FREA T ANER IP A DHCP B 1P,
s {UHBE (Num Addresses) - i A DHCP AR FMAK LA IP Ut &8 .

n FHAKME (Lease Time) - R THXIThgERS |, BELAFF VLAN EHH DHCP A RESEHEE
IR Z IP (R BFER .

Leoh BT LA — 2@ DHCP 218 , AUEERAERNBRIRHHIE BRI EE,

s X (Relay) - FARERRNUEREN DHCP B RERXREAH DHCP, MERERIE =R
1B, AL E—RZEEXRERERMN 1P ik,

s E{EH (Disabled) - £/ DHCP,
| MREHHEBREHNEERBA OSPF & , R E OSPF
m E—T % VLAN (Add VLAN),

5 EEFHEABRTEEN VLAN RE , BFEBE (Actions) ERTT , R—THE VLAN W iRE
(Edit) B4, VLAN YR A 5RBEENRE R,

o
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VLAN ?) %
® Segment: Global Segment ¥ U Enable Edge Override F:Y
* WLAN Name: Li ]

* VLAN Id o
Assign Overlapping Subnets x0
% [Edge LAM IP Address: 10.0.1.1
* Cidr Prefix |24
10.0.1.0
. L
CMP Echo Response: i
Multicast Multicast is not enabled for the selected segment
Fixed IPs: MAC Address P Description
00:bazbe:7d:95:d7 10.0.1.25 (=)
LAN Interfaces: Beel HeE2
SSID:
DHCP v Enable Edge Overnde A
Type = o
#% DHCP Start: @ 10.0.1.13
* Num. 242
1 day v
Options Option Code Data Type Value
add an option v
OSPF
Enabled x PF e =
| Update VLAN | | Cancel |

6 1&— TEtA Edge ®E (Enable Edge Override) #ZEUA |, LBE#ABREREMN VLAN RE.

B SBEEEERTEREN VLAN BB,
EEAEREEEBRRE VLAN |, 72 REREERN VLAN,

RERERTE

Edge #£ MR E (Device Settings) EMHIRHHIT T 5 T/ IHEE -
= RE VLAN RE

s FEE Syslog RE

n BREREENERE

 HEEAEERN W
n REENSE

EXRHBRNAELRE DHCP [k
B LATE Edge HHVEHANE L |, :RE DHCP RS,

AN B2

%

55

RE NAT
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ZERT DHCP RIRSERTE :

1
2
3

ELEAOPLF |, EB—TRE (Configure) > Edge.
#B—T Edge EMHEBE R , IZ—T Edge WEL , ABRE—THE (Device) Ro|ER,

B B ZEEBRTE (Device Settings) BE , REE—TETEE , IR Edge WAHERE
(Interface Settings).

NERE (Interface Settings) BEREF R Edge FAIANRENE.
BR—THRERE DHCP REZEBENEHNRE (Edit) B1E.

Interface: GE3 B Overrige Interface
rerfzcs Enzbl=
i
All Segments

o

¥ WAN Overle
o
O

=
&
i
=1
=]

DHCP Server

% DHCP Start: © [s25a700
% NUML Aodressss

% Lease Time

Code Data Type Velue

[ UpdateGEz | [ cancal |

ENE (Interface) BE T |, S EUIFE (Addressing Type) ZH AT (Static) , L A Edge N E

MEER 1P ik,

#£ DHCP f@lfR#% (DHCP Server) B , BETHHH —1E DHCP RE :

= EBA (Enabled) - £/ Edge BA DHCP % DHCP fAfRsE. RETIIFHMER !
= DHCP Bi% (DHCP Start) - BIA FREATANER IP it
s {UHBE (Num. Addresses) - B A DHCP IR F4EKR AT A/ IP (Ut H .

n FHAKME (Lease Time) - R THN/FEREERE., E2 A VLAN £/ DHCP AREERERE

TREY 1P {3t RIS RS RS,
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s RIF (Options) - R TR BEF LA X ERH BT DHCP BIE, DHCP BRIEBEH%
DHCP fAIfRBEEZAFIRHNMRRY., EABERE , FRARE. EREAENE.

X (Relay) - FREERRUBEREN DHCP BXREBREAMREMA DHCP, MRERIE 21 |
BRETYEE :

n EBEREER IP (Relay Agent IP(s)) - IS EEXREBRRXMN IP ik, R—TME +) BRI
FIBES P it

= BfEH (Disabled) - £/ DHCP,
MENERE (Interface Settings) REFHMRBEHHMEN , F28

filt
=
=]
]
il

B WEFAEN , F2REEREIETN MTU,

= A A (HA)
EIET A Edge RAS AN (HA).

High Availability

Type: ® None
VeloCloud Active Standby Pair
VeloCloud Cluster

' WEE HA ZEREMA
REBNEMERN  F20 (HAERE) |
EXR BN ELBA RADIUS

EEAATREABHMENNE LBTRA RADIUS, MEBSETR , F2RUAT .

n  MAERTE RADIUS RIARESI S HFIEZE Edge, EZETHE VMware SD-WAN Orchestrator HI3&E
(Configure) > #8E R (Network Services) EE P AT,

. EEAUREABRBANENNELHTRE RADIUS, HHEIEET Edge B NE , 18 Edge &
%% 500/520/540 LHY LAN 1-8 EIZIBER M,

#5 BRA RADIUS WA TEAEER DPDK,

EXANTE LA RADIUS

1 BZE VMware SD-WAN Orchestrator L ERE (Configure) -> #£ & (Device) , $HHERHA
RADIUS BBMNE , R — T4RE (Edit).

2 #BINEESEEREHEH (Routed),
3 HUHAEAHLER WAN 4 (WAN Overlay).
4 EERA RADIUS B® (RADIUS Authentication) , AR Z .
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5 #HYCHEARZFATFTEERXZE RADIUS BETENRENEBREAIEE, BULUKMERIN MAC
HE (Hl40 8c:ae:4c:fd:67:d5) AR MK OUI (AH 4% — & BIHS (170 8c:ae:4c:00:00:00]) REFIEHE

#3F NHESFEREEIRES Edge WAERSE Bl ENTEEELEAMEREBHN RADIUS [RES).

Edge 510

Interface: GE1

Ints -nabled d

R Interface must be configured as Routed

Global Segment

[BHEP ]

WAN Overlay O WAN Owverlay must be disabled to
configure RADIUS Authentication.

0SPF x
ulticast
Iruuu,s;..:-.-:-1:.c.n_..-:n. (i) ]

Mac Address or OL| Descrption

T Edge LAN BE

RHAEENE (Override Interface) ZEU A , TBBRERTPIEEN LAN RE,
BZ2EFEI0ERTERTRES | UEH LAN NEHEAEZE,

Edge 500: LANT x
Interface LANT

Interface Enabled Cd

Capability Switched

Maode Access Port v

VLAN's 1- Corporate v

L2 Settings

Autonegotiste ci

MTU 1500

Update LAN1 || Cancel

:®RE Edge WAN BE

RHABENE (Override Interface) ZE A , IBBRELPIEEN WAN RE,
FESREI0ERTREREE | LUEME LAN NHARESH,

VMware, Inc.
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Edge 500: INTERNET1 %

Interface INTERNET1
Interface Ensbled v

Capability Routed

Addressing Type: @ DHCP ¥
1P Address:
Cidr P
Gatzway:
WAN Overlay: @ ¥ | Auto-Detect Overlay ¥
Y OSPF Not Enabled
NAT Direct Traffic v
L2 Settings
Autonegotiate i
MTU 1500

Update INTERNET1

R E Edge WAN BEXTE
WAN REABREHIERERFEAEEEHN WAN BE
FRAEEENEREEELAZCIRINRE WAN BEBWNE. ZUURETIHHP—EEE

n  FAAFER (Private Overlay) : B8 2% Edge EHERBIAR/RE LS51E Edge WFA IP {1t 2
EEEERER VCMP BER , EEEFAMER DETHRE,

» 2F2R (Public Overlay) : 8 EA VCMP BERE B VLAN SRR IP ik AR BBt |
LI BRARARESZER SD-WAN Orchestrator FT#E# VMware SD-WAN Gateways B | 1tIh
HEMEER

BHAAMENEMBREERANE LLENZNRESEHER WAN BR. REE Edge EEBFEA WAN

BRI ENRENERIIEY VCMP FiER , BEERZMNESR A At SD-WAN Orchestrator FTigE

MIREER .

R HENEHCEBARTEERAT , WAN RETHFIHN WAN BENERE , BEETEEERAM
LAMIBR .

BF

1 £ SD-WAN Orchestrator AO#itH |, #— TR&E (Configure) > Edge.

2 7£ Edge HEIF#E—T Edge EHEEBEE R , I — T Edge BWEL , RRBRIE—T#ERE (Device) &3l

3 [ T#EZE WAN Settings (WAN RE).

WAN Settings | @ Add User Defined WAN Overlay ‘

Actions Type Name Interfaces Link Type Public IP Pre-Notifications Alerts

Edit | Del & User Defined GE6_Private GE6 Private Wired x x

Edit | Del = AutoDetect 169.254.7.10 GE3 Public Wired 169.2547.10 4 4
dit | Del = AutoDetect  169.254.6.34 GE4 Public Wired 169.254.6.34 [ c4

4 HREBEAREAEETENERE WAN BE | 2—TH&E (Edit) MEHRE.

5 BEEUFNARASIMAZE  BR-THESEHAEEEN WAN AR (Add User Defined WAN
Overlay),
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6 HEFEAETHEN WAN Z R (User Defined WAN Overlay) £&® , R THITAREPRIZELER
(Link Type) :

AR (Public) ZBANEBMAK , TE SD-WAN EREEEABRMAK FHEEES SEKER
EEENERELZNE. PABBSIE R Edge ZRELNNMTEREREEMNXERE |, LUHBEIH
BT OMER 238 NAT ik, WRRESS VCMP BEZE R B iEIM Edge , HIRHKEM
Orchestrator 3R& L A2t , MEMBEHMH Edge A L IMER 2 At

W RER, TERAN N ESEBRARANR LEARRKNEREAE , NEE VCMP BEUER

B &858 (Auto Detect), MMREXRY , ISRV EHEANAAEER. REELNEBARRE
FEVLAN ER K RECEEFHANAA IP UitEE Edge EHINARMWANE LEB DHCP 25

WAR IP Ut TER , TEEFAEERNAHESR.

FAA (Private) BE2RARAMAAER |, 621 MPLS FER[BHEELE AABESNEEAFEAEE
ENBBELAZNE , YRREMELNE LN P it TEMERIMARRE WA EM Edge #
TH. EXRTNEN WAN K LERE NAT, SMABBELZNEE , Edge 8M
Orchestrator ZZNHE LK IP Vit EARKREARBHBENTMER Edge,

TRRPBEZRTE -
R15-1. H2RAMAABBERANRE (Settings common for Public and Private Overlay)

21y L

£ (Name) BAAARAEENBEREERE. SEEERAFERE
WAN B4, IUSEhEE. F2RRTEGREE

TELBANE R (Pre-Notification Alerts) BEBERAKARNERERGRES. BRELCERE

(Configure) > W RFMBEH (Alerts & Notifications) B &+
BMAELEETR , AERETR,

ER (Alerts) HEERFARABNERERREF . FRELEERE

(Configure) > W RMFEH (Alerts & Notifications) EEF
BMAEREETR , NERETR,

A E (Interfaces) REHERIER (update selection) TR R BB IR —)

ZERBANE , YSEEAECENERELZRINN
., LEERECHKA WAN BREERTAERECENA
& (User Defined Overlay) 3B E.

% 15-2. XHABEERE (Public Overlay Settings)

=iy E 4

A P it (Public IP Address) BARCERRIAABENAR P uit, —BEARBESER

REMBRE NAT (238 |, BEEA LR,

TERERAABERENEM
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Virtual Edge: new link 7%
User Defined WAN Overlay
Link Type
Narne [GEs_Public
Public IP Address n.a. Optional Configuration €@
Pre-Notification Alerts . Source IP Address @ 10.1.1.1
Alerts x Next-Hop IP Address @ 10.1.2.1
Interfaces @ GE6 Custom VLAN 101
update selection [ 802.1P Setting @ 001
e ek |

& 15-3. AABBIRE (Private Overlay Settings)

| R

B SD-WAN fR# (SD-WAN Service Reachable) BIYFMABEBIKEELZTAA WAN (B2 MPLS #85%)
B, B st AT AEBMERN WAN (BEREBERHLH
RIS X i) EARE R, EUERT , EBRATERN
SD-WAN BR#§ (SD-WAN Service Reachable) , BAT1R
HTHIEE
n ARFERERMERFTEE SD-WAN Gateways HI B4

BRER, It Edge HEBMRNMEREZEELZE X
By, RlE AR,

m it Edge AN MEEEEL T ABMEN
Orchestrator XERK&E, Edge ARBEANER IP it
HETE MPLS AEEH , BRIXVEAEBRANELEE
NAT Direct , Orchestrator RE 7 #EIEREEE .,

AE HBEREELAFERE (RER) FERRRE ABEISH
HIBRAEERAY VCMP 838 |, It SD-WAN Edge —2RIFEB
E AR AR ELE (B BMYM VCMP B,

Rt FETEEERCNREECZHEATSESERERA
REREETE.

EEEEETIA AARERNLAT | [FTELHW SD-
WAN BR7§ (SD-WAN Service Reachable)] 218 i 3 #$FA
A WAN ARFAARIE AR VCMP B8 |, fEA BB T
FE# VMware [REBAHBRE,

AF SD-WAN {1t (Public SD-WAN Addresses) NI ESN SD-WAN JE¥ (SD-WAN Service
Reachable) ZEU5 #ikF , i &R SD-WAN Gateways Hl
SD-WAN Orchestrator (A H 1P {ub/EE |, NRFERKH
EARREAEBRSEEHENMARR , AITREEEERAR
Bz MBS E L,
BEREL P it (FIANRE) THRESEEREEE,

TEERDABERRENVEM
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& 15-4. BA#HRE (Optional Configuration)

iR

HR IP fzk (Source IP Address)

T —1{ERRE IP ik (Next-Hop IP Address)

BT VLAN (Custom VLAN)

802.1P R (802.1P Setting)

B —T M (Advanced) AR ETHIRE :

VMware, Inc.

Virtual Edge: new link ? 0%
User Defined WAN Overlay
Link Type
Name | Corporate
SD-WAN Service Reachable @ Optional Configuration €
Public SD-WAN Addresses Address g Address
N Source P Address €@ 10.1.1.1
169.254.10.2 Next-Hop IP Address @ 10.1.2.1
169.25410.10 Custom VLAN @i
Public IP Address n a. 802.1P Setting @ ,0017
Pre-Notification Alerts x
Alerts x
Interfaces @ GE6
update selection |
| Update Link | | Cancel

L
ERFEHBMRER P i, ARNFREBNBEFELN T
K VCMP BEHE,

FR 1P Uat AR EANUERLRE , BLEAEMENE
TERBEH .

WARE REIEERIIR IP fizit (Source IP Address) 18
L R BR IR R (P i) FTERR MBI T — @R 1P
ik,

AEEULAZEUT S AR B 7T VLAN |, 368 A VLAN 3% 5!
5. EEA 2 7 4094,

WRFEEE VLAN EBREAZHRE VCMP BENR IP
i CREENEEMEENTE) WHEE,

REIELR LM 802.1p PCP fut , FHRE BN BEBRTEL
WAE. KREEBEARSEN VLAN, PCP BEIEFER
3EHENET. SEMR 000 1M, ERES 000,
EBEERERAR
session.options.enable8021PConfiguration %ERES
True B, TREEFAMZEG R, &FER , WEA False,
MBEEEFALIRE | FEEEEEEN VMware XEA
SURAREE.
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* 15-5. H 2 ARAMAUABBEANEMRRE (Advanced Settings common for Public and Private

Overlay)
215

$EE A8 (Bandwidth Measurement)

LEBSEE (Upstream Bandwidth)

T¥%EE (Downstream Bandwidth)

BRESEE R (Dynamic Bandwidth Adjustment)

EEBEH (Use as Backup Only)

VMware, Inc.

B L

RTFBREBPRZANBIEEN L

m ARER BEKED) (Measure Bandwidth (Slow
Start)) : HIEERARGERE T EBRNER | BITTEE
2 ISP BRI, BERRLITE , FRELEE , U
SR —BREENIER UDP RESH , BEARANS
.

n FABAR (BEER) (Measure Bandwidth (Burst
Mode)) : EEZIRBEAH N AELHN SD-WAN
Gateway A ELNHENITEEN UDP RES
], GHMEELNESE,

m FHR (FEE#) (Do Not Measure (define
manually)) : BENBREBAFERTHEE. EZRHELA
RpEEE , BA
a PREABEAMIEELABIEEENERS X,
b MRHE Edge ABEAFEEABEATHNERR |

Al gEEEAHE Edge EFAETHEERR , E&T
18 Edge EMMFEE,

WA LBEE (UL Mbps BEN), REERE [(THE (FH
E ) (Do Not Measure (define manually))] B , & {EH
g 3-8

WATHIEE UL Mbps BEN), REERE [(THE (F
E#) (Do Not Measure (define manually))] B , A a A
[ig= 308

BEAERESESREHEEARDEARTANELA
B UEAREERTREERANSHER THRERER
R

g HARTEZARNKBRAS 3.3 x REFRAN
Edge. BAILASHHIRAR 3.4 HEHMMAH Edge REULE
&,

HREE I WAN BEFEANNEHEREOGER. B
R, BEHERAEPE VCMP (B8) B8, YEETEEHE
VEBRERGEAZEE , BAY Edge BIFMEEAPHE
FENETERENRCE DR,

#8E#% Edge L —ANEERNEGER. AR, TEHE
1EEEH S (Monitor) > Edge EETERASRRE | &6

(Cloud Status: standby).

w3 FAKEE, TR 4G R LTE BB LWERAEER
1 SD-WAN MEEABEERAE. T8 , ABRAIEEDE
XPWES , URAREOEEEAERNERERA 588
HEERSEEE., R Edge AETRRBEN—HD , B
MERALLIhEE,
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* 15-5. H 2 ARAMAUABBEANEMRRE (Advanced Settings common for Public and Private

Overlay) (#&)

&y

MTU

FEINE R T4 (Overhead Bytes)

VMware, Inc.

4

SD-WAN Edge #THE MTU R , BSELBRNFE
FHRERN MTU B. ZEESMEXIE 1500 BuTHE ,
Z#¥ VoLTE W 4G AR BEEATRS 1358 BT,
EETER MTU REAMKRN 1300 BT K FAETES
BYEREEENER. RIEBCMTU BRAK , REITE
ERE MTU,

AT LA LN 2 M (Remote Diagnostics) > B (List
Paths) EEF#E MTU RBBX , BANEN VCMP BiE
(B KETEEBE , DSEEESZHEELRB 25%
W[ SRR | kR,

AR MTU E8EES LNETARHRSSEEM , MRS
ER MTU KRR MTU , BIREEREARFERE MTU K
FeEHe  ERRLINBREHEEX.

MEFHMER , FSRBEEMEEN MTU,
BABENEEENE CMLTAREN), HREAESY
WAN BEREFEEN 12 EREBENESH.
ERRTENEEUTAR  RTEBRSERELUS , QoS

FERESENZESEAHEN U, ETRRTEEA
AL 2 EREERNETHMBE REFER.
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% 15-6. RHBBMEMRE (Advanced Settings for Public Overlay)

iR Ll

UDP #T#L (UDP Hole Punching) MBEEHLFH L SD-WAN BE | BH X Edge BBE
NAT &£E#%7 , B NAT £E2 Edge 9 WAN % , BIfE
NAT B RBERAFRBEHEHM Edge Z UDP EHEiE
2426 LEAH VCMP Bk , UDP/2426 LI EE VCMP
BEKTAAEHE.
fEA%%3% % VPN (Branch to Branch VPN) , ABA %
FEHTWBE. FSEREDIXE P X VPN # Edge Ein
VPN,

S AENYE (Remote Diagnostics) > WEERER (List
Paths) , J\iE — {8 Edge REEEEZ % — @ Edge &
&,

UDP fTHEERMAHHEAERN NATRE, B2, It
BT EARERGINAAEEEMN NAT , BA NAT fE%
MW IEEEEA,

1£ Edge BENE LA UDP THB | RG RIS RAEER
Edge FEAKRREIN NAT 248 IP AREB SD-WAN
Gateway HRREIM NAT BIERFEZRELABE WL P FIB
MR | BUES I Edge BE&MNEK VCMP BHE,

B BB UDP THZHT , BEKS I NAT RERER A
FHEREEIREXA UDP/2426 A E Edge FAA IP i
i, S NAT £E (BEREARNEIER) BEREESE
X, EFERA UDP ITAKABEZ —BFE , EACEEERMSE
FAREAME . U NAT £E . 4G/LTE @5 (FA CGNAT) %
REHFRH NATEE,

ERFRMAERSHN UDP BREEERAR VCMP BE
B, UDP T RE MRt B B B H ME R RE .

B (Type) RE Edge MWESRAI | AR SURBEARE (Link
Steering) , A RIFEBE4A (Transport Group) & : 2F
BR. PRABSIMANER. FORRTELREEN.
REFHR (Wired) SER (Wireless) , $BBERLAAER

TEERARBENERSRE
Advanced Settings
Sandwidth Measurement: @ | Measure Bandwidth (Slow Start) v
Dy dwidth Adjustment @
Jse as Backup Only. @ Ea
MTU 1500
Public Link Configuration
UDP Hole Punching J
| Advanced Update Link Cancel
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% 15-7. LABBMWERRE (Advanced Settings for Private Overlay)

215
A AERE (Private Network Name)

R EFFRE SLA (Configure Static SLA)

VMware, Inc.

B L

MELELERAREELEES ELER AR , UER
Edge EERBEERZHRMAARE LN Edge , FERR
AR EZ 7 (Private Network Name) , Wi HEZZEE
ERMLBEESZETREFAME EEAERN Edge. It
S, BRENFARR EHMNUBESH Edge , UERERKN
FAFEEEE,

Hlan

Edgel GE1 BEZEZRAMER A, HELZZE GEINAABE
ERATARE A,

Edgel GE2 SEZZFHAME B, HEREZ GE2 NAAE
BEATLAMRK B,

$H¥ Edge2 ERMBKELE NS

BEBAS XE P XHE Edge2 BT RBIEAE :

m Edgel GE1 S ERERZE Edge2 GE1, M GE2,

m Edgel GE2 @EHRERZE Edge2 GE2 , Ik GE1,
BEBEERBRTREN SLA SHERENER SLA E. It
BELTEITHEEL EERHBHEBEEE. QoE ]
LERERAESELEZCAKRG/ER/MLE,

B BRA 34 BFZEFESLAMARE, EETEFAL
B1E, RAHEEL. EENRBNBRASKIEREEN
"R,
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£ 15-7. WABEBKEMRRE (Advanced Settings for Private Overlay) (&)

iR

HREMRIEER (Configure Class of Service)

B&1% IP B EJES (Strict IP precedence)

TEERMBATBRNVERSRTE

VMware, Inc.

R

SD-WAN Edges AIAHSIRENEBEIERF , L EKREMHRRE
B AR AR MFASIE 3x3 QoS ERl%kEME, BR , ¥
¥ MPLS I BEEHBECHRERE (QoS) 3l , SEHE
BRHERN , fINERFER . BXRE . HEEABERSE,
ILRIBAE Edge BEBENHLAAZRTANILARE
QoS SEEMEE,

BT SEEARN/S N EREER P E S ERE IS
DSCP 2% , AfElthaEd , SERBENTHRSHTAEH
REAIF AR EMEL DSCP Z%.

BEULZEARE  FRETHER -

m PRI B (Class of Service) : A BRI HE BI Ay 1 it 2
B, BERKRAFRE WAN B | USRS
B, ESHRTELREERX,

m DSCP & (DSCP Tags) : IRIEERIEHTELETERHN
DSCP Z®., AMKRABRASEEARIN
DSCP 2%,

= AW (Bandwidth) : WERITANN EEH/ LEEEE
ot , BRENFAARE QoS ERIAEFTRE.

m  EE (Policing) : WERESEZEREER PN REFER
MIEE  ERERBEER A REYREETERRE,

m  FERRHEEI (Default Class) : IR REFTBREMEESR
MR , ZRENGEAR CoS HEH.

WERKERINFHEMEN , FSHEBRE MPLS CoS.

IR REVR E FR#5 B (Configure Class of Service) #%EY
FUREs , BNAT A L AR ER TR

EEBALEER  SBRVHE S B IP BERIBEFTHEW 8
B VCMP FBRE, BELEKRKERNAERGEMAERK
PR ERBBR , EEALRE,

&TER , EEALEE  YHEEREZREENNEIE
BEY VCMP FRE&E, KREMASHA.
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Advanced Settings
Bandwidth Measurement: @ [ Measure Bandwidth (Slow Start) |

) dwidth Adjustment: @

Use as Backup Only: @& EBa

MTU 1500

Overhead Bytes 0

Name: [ Private_Network_A v

Private Link Configuration

Configure Static SLA O
Configure Class of Service
Strict IP Precedence @
Class Of Service DSCP Tags Bandwidth (%) Policing Default Class
lcost | CSSFF * 60 O (=)(#
C052 AFal, Cs4 < |20 UJ (=) (*
CoS3 AFZ1,Cs2 * |20 U ® (=)
Advanced Update Link | | Cancel

7 BT EHEL (Update Link) AHFERE.

R E MPLS CoS

BRI EFAA WAN BEPERRBER (CoS) , LEERRE, BUNKELUNREREE AL —EE
Bl. CoS EURBERIRFNEREZEZMEER.

HREEMA WAN EZENEME Edge , B LLES CoS.
1 ELEAOMPUS , E—TRE (Configure) > Edge.
2 1&—T Edge EBMHEEER , IZ—T Edge WELE , REER—TH R (Device) R5|EH.,

3 1€ WAN RE (WAN Settings) BERH , #2— T HiEFEHAEEEMN WAN H i (Add User Defined
WAN Overlay) , A%ZZEEF A (Private) (EBEALER

4 HBUALIE—THE (Edit) AESHERAELH CoS.,

5 7 WAN & (WAN Overlay) JREH , #— TEM (Advanced) , REBRIRERKER
(Configure Class of Service) &z, EEBAMRIER , THREMENER , FETEERE.
BRI LR — T NSk (+) BRARTIE S @R E R,

n G 1P BE)EF (Strict IP precedence) ; BEULL#Z B B8 AT i@ G ST ERIG 1P BEIER,

EERALRER K SEVHES @ P BEIEFALTHEN 8 E VCMP FIRE, ELERREE
BERIRBRMAERRFNRDERBE R |, FEALERR,

7ER , SEANEE  WHEEREZRBENNEYEEZY VCMP 7B, REMASME.
s [RIEERI (Class of Service) : W ARKERNWEMEEZE, BB ITURKEEANESHKFETNAE

PaN
Ro
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6

DSCP &% (DSCP Tags) : & —T&E (Set) , #& DSCP EHRIEE KA REEE ., B URTHE
BEhEENZ{E DSCP 2%,

i SERKER 1P EEIEFH DSCP ERHEZMHEMNRBEES. CoS FIITURSEEBIN
#4E | BHERERK DSCP BT AR S BEEBITFIN — &2

Bl , FHIE—#H DSCP BRERABMESBFIIZE .

m  CS1H AFN E AF14

= CS2 1 AF21 2] AF24

= CS3 fl AF31 % AF34

m  CS4 M AF41 E| AF44

M (Bandwidth) : RIEEZE CoS WRBMARDLE, LESREHRERE. EARESR
BARBNEEETEE. MREEZEERNNRY  BEENAEZZEMNE 100,

% (Policing) : BEULZE T S AT A AR A E AV EE SR, WERRSEEREER T REM
HERANER K EREEBERR K MEHREETERE.

BRI (Default Class) : #H—TIHBIEAKHENRBELNREATERE. MREARETE
REMEERNER , ZRERETEEAR CoS MBI,

— TEHFEL (Update Link) UFEERE.

THgEsEREE TR DSCP EEMAY Z R R E,

PR35 3 R LG DSCP & B
CoS1 mE CS5. EF ERA
CoS2 R AF41, CS4 2FA
CoS3 EEREH AF21, CS2 2FA
Private Link Configuration
Configure Static SLA:
Configure Class of Service: L
Strict IP Precedence € L4

Class Of Service DSCP Tags Bandwidth (%) Policing Default Class

[cos 1 CS5,BF *feo ¥ =&

| Cas 2 AF41,C54 - 20 - -!-

| CoS 3 AF21,Cs2 = 20 . - (e

mMmE WAN BERENHFHMENR , HSHRE Edge WAN BERE,

F1@ MPLS B9 SD-WAN RS ol E 4314

ZEEBERA MPLS B4 Edge , AIER [ATELH SD-WAN BRF (SD-WAN Service Reachable)] 218
HEIVRDABEEFH Orchestrator MEE
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EEFEETINAARABAKMNMLES |, [ATELM SD-WAN R (SD-WAN Service Reachable)] 18
REFEIA WAN ARFANIEARB VCMP BE | (EABEFEREKATEE VMware RIS BB E,

HNEAGER MPLS EE ST ERHEBREZ MPLS EENEARE , B LKA [FTESLEHN SD-WAN
BR#E (SD-WAN Service Reachable)] 18,
ZR MPLS (W5 &

VMware XEFRBESRBEEEEGIAA WAN ELENMATRIBHES |, LEIEN VMware BRIEETT
FAA WAN ZE,

EFEPABEENMEAST , A WAN AERER VMware IRIBETBAN T ERSE , HhEHE .
n ERAZEBIAELEN SD-WAN R ATERY

» ERAFEATA NTP [REN NTP BE

TEEREARBRARESNESTE , ARERR MPLS ERH SD-WAN Edge.

ol
—
— D
SD-WAN ZEiRREEE
Orchestrator
[ 1
Tk L
48 MPLS 89 ~ RS
b &>
N —CQ—
Edge MPLS
m ' T -] _
[ Q; (g 'TI HFiE Edge
LAN LAN

1 ——— SD-WAN Edge FiBEH P HEEHRE
1 SD-WAN Orchestrator

i — SD-WAN Edge B:BEEHiEEHEE
: SD-WAN &

{ ——— SD-WAN R&&;E%1 SD-WAN Edge HiiE#)
FAIP, T IPsec &% SD-WAN Edge EFiE
Z ML

BEEER MPLS E#HK SD-WAN Edge FTEBHNRE , @FBEEFEIEHZE Orchestrator MFE |, #
WEEADRELEE, [WELER SD-WAN BRI (SD-WAN Service Reachable)] BIE A # Edge RIFH
LiAkRe | BRI {E Orchestrator #TE®RE , WHANEBFEETARRBRBESR K BRSGE L RES
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EB MPLS WBIRERERE
MEMEAREREKELE AR  SANSEENAERARAESEBEZIA WAN E£,

B EREXIEFIRFERNNM , 2EA (BEEZEOHABRMEE (Direct to Internet)] WREHNTEREH
BEZFIA WAN B4, SRR , IEEREIEFS (S (High)] EREERI% (B (Real Time)] , ##
BR#EA [Hi#E (Direct)] WRBUTEREBEZIANELE. REFES [ZHE (Multipath)] WREFER
HEBEEAAELE.

TEFA# SD-WAN Orchestrator 1 Non VMware SD-WAN Site Zscaler BWER&EH .
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N

—

Zscaler

)
AN
SD-WAN

Orchestrator

E—1

[m_—191E Edge

E%C

chiih &

LAN—| VMware SD-WAN

nxX
3 Edge 2
MPLS
[m | |—>t4—| !
| L/ L/
LAN
SD-WAN Orchestrator &R &g #5545 Zscaler 18R EE NHIEHI

1
1
1
1
1
.
1

SD-WAN Orchestrator iE#

IR, BIgER MPLS
E## SD-WAN Orchestrator

ER Zscaler

Zscaler 3F VMware SD-WAN #5&

MBAFERERK, BIEER MPLS

s Orchestrator 8JREEH (Orchestrator Resiliency) — Orchestrator 2E & E AR, MR HERHE
BR LB, Orchestrator #%3&E#8 MPLS #E1TE 4, Orchestrator B2 ER MPLS BEH 1P it
MEVH., ERSFHABEPEN D AAKRFERES.

VMware, Inc.
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m Zscaler EREE D (Zscaler Resiliency) - Zscaler A S EBMAEMAKMKEY, MBENBAEL LK,
Al Zscaler &8 MPLS ETER.

RIEELM SD-WAN BR#E
1 HFELEAOFAF |, EB—TRRE (Configure) > Edge.

2 £ [Edge] EEAH®R—T Edge SWHEBER , HIZ—T Edge WEL , RER—TERE (Device) &
SIEH.

3 METHEEENERE (Interface Settings) , WARBESZE MPLS BANNE.
4 £ (Interface) HESD | BEMFEAEEHAN TR (User Defined Overlay) ZEUA 1,

Virtual Edge ? %

Interface GE6 B2 override interface
SO S

All Segments

dressing Type
P Address 172.16.1.10
DRprefix |29

Gateway 172.16.1.11

WAM Overlay User Defined Overlay v

!
o
x

x

O
O
Specific w
Al
L2 Settings
Autonegotiate

* MTU 1500
DHCP Server

| updateces || cancel |

TTHE&K SD-WAN fB# (SD-WAN Service Reachable) & AN EAEEH N AR (User
Defined Overlay) #85% .

5 1 WAN 2R (WAN Settings) EERH , REBCRAFEAEE=N TR (User Defined Overlay) B
ﬁEO
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6 HEFEAETHEN WAN ZE& (User Defined WAN Overlay) BE® |, BEAESHN SD-WAN R¥
(SD-WAN Service Reachable) ZEi 518 , UHBEEEAA WAN BEEWUEE |, FI/IASEE
FERARTEREBEEILA WAN ELERThEE,

Virtual Edge: GE6_Private ? 0%
User Defined WAN Overlay
Link Type
Name [ _private
Al Service Reachabl= @ Optional Configuration €
Public SO-WAN Addresses Adorsss e 1D
160.254.8.2
169.254.10.2
169.254.10.10
(]
n. a.
x
4
= @ GE
pdate selection | w
[ updatetink | [ cancel |

=R E TR SD-WAN BRI§ (SD-WAN Service Reachable) VA HE: | &8 R SD-WAN
Gateways # SD-WAN Orchestrator B F IP {uit/EE |, MNRFEREHEREH X BES ZHEN
MARER  BTEEEAIAFARBEBESEE M,

7 BEEREHMEE , A%RE- TEFES (Update Link) SUHFRE.
% WAN Bk (WAN Overlay) 1+ R ENHMAN , HSMRE Edge WAN BRRE.

% Edge HJ SNMP & E

SNMP EEREEEANENGE , M MIB 2E SNMP HBEHUSEEENEHE. 2EA SNMP
FEEETEMN SNMP IR | T3S EBHETf, £ Edge B , B REEA Edge ME (Enable
Edge Override) ZEU G 1R , LB EBREEFIEEMN SNMP RE.

f SD-WAN Edge TEE4 SNMP &M, WRE Edge BRBEEWFE , Edge EUEHF K@ SD-
WAN Orchestrator 3R&# & , SD-WAN Orchestrator #MERIBH Y MIEREH R ENETRRELR
I!ﬁo

BA%RZHl :

n EETH SD-WAN Edge MIB : EBZEIHZHE (Remote Diagnostics) EE CAIRAMERIERE (Test
& Troubleshooting) > & il (Remote Diagnostics)) , A% ¥ SD-WAN Edge #4T MIB., #§
HERERWADARERK L

s £ SNMP BB %% VELOCLOUD-EDGE-MIB FAEHFTE MIB , B SNMPv2-SMI,
SNMPVv2-CONF, SNMPv2-TC, INET-ADDRESS-MIB. IF-MIB, UUID-TC-MIB #
VELOCLOUD-MIB, L#FIEH MIB B At RinzZ2E (Remote Diagnostics)] HEEE.

BRI : £ Edge B4 , £ LURERA Edge ME (Enable Edge Override) #ZHAH# , LBEBR

EREBIEEN SNMP :RE, [Edge BE (Edge Override)] 1218 7] F RY B RA R EET Edge BER

B URFLIRBARKEEHIEANRESDEN, EEEFSEN —BMABELESR  BEREER

EREPREMALE  MIE Edge HISMRRBRRE.
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XEN MIB

= SNMP MIB-2 &#:

= SNMP MIB-2 /T E

= VELOCLOUD-EDGE-MIB

=  HOST-RESOURCES-MIB , R H RFC 1514
£ Edge BT SNMP RENEF :

1 7 SD-WAN Orchestrator B =%l (Remote Diagnostic)] EE LH{S VELOCLOUD-EDGE-
MIB.

2 %% VELOCLOUD-EDGE-MIB FrEMFATE MIB,
3 % SD-WAN Orchestrator , B2 E (Configure) > Edge.

4 EEEBEEHRTE SNMP :REK Edge , RER—T [ E (Device)] ERTTHER (Device)
7.r_\o

Fri% Edge Y4 % Edge (Configuration Edges) EEBEEIH I .
5 [ THEEZE SNMP RRE (SNMP Settings) Bi5 , A& 2R A Edge ®E (Enable Edge
Override) ZEU 588, EEMEMRA T HRE : v2c = v3,

SNMP Settings kEnable Edge Override Y

Versions Enabled v2c v3

6 BEERTE SNMPV2c, BB TISBIRE
A v2c A,
b fEEER (Port) XFHIRFPBAEZEE FERRKES 161,

c HEME (Community) XFAFRFBANFREFTFI , EXERAREFH SNMP REEXH
[EW ] .

d S$HEAFHIP:
s AREM (Any) ZEAHR |, LATHEM IP ZH SNMP KBRS,

s EERFIY SNMP RERXMWFE , FECHRIVEM (Any) ZEUFH |, REB A ATER
SNMP RERZHY IP {2k,

QO

SNMP Settings

7 HEHEHESZEMZEN SNMP V3 i | FHREB TS BRE
a TEEEE (Port) XFEFHRAPEAEREE, 161 RERRKRE,
b HEENNEZARIPBACAEZBNRE,
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c NMRLEFHEERNE , FIRMAE (Privacy) ZRTH.

d WMRESHEREHME (Privacy) ZEUS R |, B REEE (Algorithm) TR X ThgERPRE DES
AES,

SNMP Settings

8 MREPAMBERE., RE SNMP REE , BB EMABERE (BRE (Configure) > iREHR (Profiles) > B
K& (Firewall)) , ARREMERA SNMP REMIBT XABRE

#3 O DPDK INMEXIE 3.3.0 REHRAR SNMP T EEs#EE,

HBEWI-FIESEEES

£ Edge B , B LUREURA Edge BE (Enable Edge Override) A , UBBERERDIEEN

Wi-Fi B ERE. BIE Edge BEMA Edge RENBEIR/ME , Wi-Fi BEERE A BEEERN Edge X

BENEGSHEENEE,

EFEEE Edge BN WIi-FI BERERTE , RTINS E.

PEFRMY

m A Edge SRE WIi-Fi BRSHEFENBEZR , BE4A WI-FIBERERTCERNEEBRXR/ME , AR
& Wi-Fi BN EER, BEZLEL Edge WIERER/HEREN Edge B8 (Edge Overview)
HAREEMNEEATMNE (Contact & Location) B H ., Uit & Edge MBIREEHEA ; BETTLL
REEFHES U,

#3 BEx/#EEMEH 2 EFTH 1SO 3166-1-Alpha-2 RRE (Bl US, DE. IN %) IEE.

BF

1 £ SD-WAN Orchestrator , Z&&E (Configure) > Edge.

2 BNMEEE WI-Fi BEEREN Edge , REE—THE (Device) ERHTTHEIR.
FT#2 Edge WEEBRE (Device Settings) EEBEAIHIR

3 HEREEER (Configure Segment) TRIXINgERS , MERSEMEHER [—K] (Global
Segment [Regular]), MIEEE , BAUR TR RIIERFERINTRNREEELR.,
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4 BZE Wi-Fi BEER T (Wi-Fi Radio Settings) B , A% REEA Edge % (Enable Edge

Override) #ZEU A .
Wi-Fi Radio Settings o A
FRadio Enabled: o

Country IN

Multi-Source QoS

SHNMP Settings

NTF Servers

=zabled

ft Edge TEMNEHSEIERNIEF (Band) PENMEBELEEE .
1£38E (Channel) THIXINEERF |, BE Edge XENEBGERE.

&5 %% (Band) FiBE (Channel) BRI RSB RORE Edge NBXENEREHETNEE.

MREEESE Edge WILE |, FBE— THBZE Edge BB E Edge LR (Go to Edge Overview
to change edge location), FTiE Edge B Edge #I& (Edge Overview) EEEEENHIER,

a HTEEHANME (Contact & Location) BiFiH , ##— TEHLE (Update Location) ELE LR E
Edge U E , ARE— T HF®E (Save Changes).

E—T{#EF®E (Save Changes), tIRFEE S FTE Edge B Wi-Fi BESRE.

BT EAREEdge WEIR/HE , EBER/MEENR , AIELEIRF (Band) ERESH 2.4 GHz ,
38 (Channel) 5% €A BB (Automatic).

Z2M% VNF

ERAKRINEE (VNF) 2EBI MRS , FImEHEMEAE £ REE LEAERKBHERBES
(VM) STEE T, Hlin , B8H VNF SE/ERHSBNAENEE B —REE - SLUERRERENE L
PITRERHEM VNF — 81T, VNF 27 NFV RERETEENGA,

NFV #l VNF WER L R RUBAS N BINEREFRE) SEMKEHEE, VNF AIES DR, ERHE
BROHNEMERESERERRT. HEBTER

EREVERARKRSE  UEHBEENZE2ME. 4N, EESKK[BRERN D AR DHEA VNF X
i, MIFEBMEEEENEABARR PO ERERE , RRMEK MPLS BEANMRER.

RECERAEARE. £ VNFHRZE2EHREELIEF K RETUBEEAEREREAEX 2H
MREREH, FERKRBRRT , 2 VNF TRESRENT. RitHES  XETUBYSERH
&O

TRIH VMware XENE=FFHAME , UARZEHREK
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£ 15-8. Palo Alto Networks B5 A& - XEHREK

VMware SD-
WAN Edge ¥&

ERNERMER
BB K fE R

A EREERE RS
B R 2 R Y
vCPU #H

Tt VNF ERH
miEe

Edge L Hft VNF
FERANREE™

VMware B8R4

Panorama xRz

Edge 520v

VM-50 Lite

4.5 GB

64 GB

3.2.0 IRBEHHR
&

8.0.5 MR EHh
¥iN

Edge 840

VM-100

6.5GB

120 GB

3.2.0 IRBEHHR
&

8.0.5 MR EHh
¥iN

& 15-9. Check Point Bi A& - X IEHBRR

VMware SD-
WAN Edge ¥&

A VNF EAH
R

Tt VNF RS
vCPU & H

Edge LA ft VNF
FRANRERE

SD-WAN 1
CheckPoint VNF
HERARERE

VMware B8R A

Checkpoint VNF
EERBIRA

Checkpoint B
BB R

Edge 520v

2GB

64 GB

100 Mbps

3.3.2 IRHEH AR
ZS

R77.20 MR EH
&S

80.30 MRl EHThx
¥iN

Edge 840

4GB

100 GB

550 Mbps

3.3.2 IRHEH AR
ZS

R77.20 MR EH
&S

80.30 MRl EHThx
¥iN

#* 15-10. Fortinet BF A f& - T EHER

VMware SD-WAN Edge ¥ &

ERN BRI AR

At VNF RV RCIE AR

At VNF EAH vCPU 8B

Edge Lt VNF ERANEEE

VMware, Inc.

Edge 520v

VMO0, VMO1

2GB

2

64 GB

Edge 620

VM-50 Lite

4.5 GB

64 GB

3.4.3 REBEFHIR
pIS

8.0.5 MR EHhi
¥iN

Edge 620

2GB

120 GB

100 Mbps

3.4.3 IRBEHIR
PN

R77.20 MR EH
[E:N

80.30 MRl EHThX
¥iN

Edge 640

VM-100

6.5GB

120 GB

3.4.3 R EFHIR
pIS

8.0.5 MR EHhi
¥iN

Edge 640

4GB

120 GB

350 Mbps

3.4.3 IRBEHIR
PN

R77.20 MR EH
[E:N

80.30 MRl EHThX
¥iN

Edge 840

Edge 680

VM-100

6.5GB

120 GB

3.4.3 R EFHIR
pIS

8.0.5 MR EHh
¥iN

Edge 680

4GB

120 GB

500 Mbps

3.4.3 lRREHIR
PN

R77.20 MR EH
[E:N

80.30 MRl EHThx
¥iN

VMOO. VMO1, VMO2

4GB

2

100 GB
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& 15-10. Fortinet FF A& - X EHBR (@)

VMware SD-WAN Edge ¥& Edge 520v Edge 840
SD-WAN # FortiGate VNF HE K& 100 Mbps 500 Mbps

=%

VMware ¥ iRA 3.3.1 iR EHh A 3.3.1 iR EFHh A
FortiOS R4x 6.0 M 6.2.0 ik 6.0 M 6.2.0 ik

AT LUEB SD-WAN Edge £HY VNF SEREXFTE.

HE VNF SRR
VMware ZIET A VNF LUEB Edge BIER B S =55 K.

BEF=AHAMR , REBUETRE. EUREFTEEE=THABPETHARE. F2REEE=
HBEXEHEERER , ETHMAERE.

R VNF EH Check Point B5 X & (Check Point Firewall) 1 Fortinet B5 X (Fortinet Firewall) ,
FRARKAR edge.vnf.extralmagelnfos RRE VNF &, BANBERIREEFERHE K THRERAER
B, NMREBRERFEACEIRE A BEKECHNRESRRE VNF BRE,

B BN EERGEAZPREEBNENRERE. Edge E5EETH VNF MENANMBER , Wi
BHEAGZARFHITHEETHE., RAEELTMERBEMERE , Edge 7232 VNF,

BF

1 ELEAORUT , B—THRE (Configure) > fH¥IRIF (Network Services).

2 TEBRI& (Services) EET , M THEHZE VNF BER , RAEIR— THI (New),

3 7 VNF RIEEE4RE (VNF Service Management Configuration) &9 , A L2 M VNF R
MEMMERE AR TAXEERRE VNF B,

VNF Service Management Configuration ? %
* Narme @ |
* VNF Type [select v

VMware, Inc. 280



VMware SD-WAN E 55

4  RIBEERY VNF BHAEGETRE,

a ¥R VNF EE Palo Alto Networks B5 K& (Palo Alto Networks Firewall) , 753 E 518
H:

VNF Service Management Configuration ? %

* Name: @ | Palo Alto Networks Management Server West Coast
* VNF Type: Palo Alto Networks Firewall

* Primary Panorama IP Address: |172.l6.3.52

Secondary Panorama 1P Address: |

* Panorama Auth Key:

sessssERRRERR S @&

Save Chages Cancel

1 ZFEZE Panorama IP {iiit (Primary Panorama IP Address) - # A Panorama fAlREEHNEE
IP fik .

2 JRE Panorama IP {iilt (Secondary Panorama IP Address) - A Panorama fal Rz Y
RE P ik,

3 Panorama B £ (Panorama Auth Key) - #i A £ Panorama fAfREE LR ENERE S
. VNFEFEHAEBRREL|B A Panorama SWEEHE .

4 B—THEBE (Save Changes),
# Palo Alto MR ES VNF ERZ  FEHE UNF B, SEEEEERAS —HZE VNF RE

¥ Edge.
1 7EBRI& (Services) EE™T , M THEHZE VNF #BHE (VNF Licenses) Bt , A%k — T HHi
(New),

2 7£ VNF fZ2HE4A% (VNF License Configuration) £&® , ;RETFIERE :

VNF License Configuration ? 0%
* Name @ [vM-50 License
* VNF Type Palo Alto Networks Firewall
* License Server AP| Key ‘ @
* Auth Code [v5073004 Test

Save Changes Cancel

s 8 (Name) - A VNF ZRENHAMEZRE,

= VNF Type (VNF &) - f THXBFEHEIN VNF EE, BA , Palo Alto Networks
B K& (Palo Alto Networks Firewall) 21— 7] ARYRE,
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n  EEMARE API £ (License Server API Key) - 8 A& Palo Alto Networks #& F
HIEELE. SD-WAN Orchestrator AJ £tk £#8E Palo Alto Networks & {a R &3
HEITHEA

n  BEAETE (Auth Code) - #i A% Palo Alto Networks B8 E R I RETS
s B—THRIER (Test) UBRFHALE,

3 B—TH1FE®E (Save Changes).

# Palo Alto Networks B5 X i (Palo Alto Networks Firewall) 32 €% Edge L& VNF EH
B, BRI LB VNF &1,

B WREEER VNF EEBER Palo Alto Networks B5 A& (Palo Alto Networks Firewall)
ARNE  FRIAELERA Palo Alto Networks BJ VNF $2# (VNF License) , REBBKRE

b ¥ VNF EE Check Point B5 A fflf (Check Point Firewall) , i8R E F5IER :

VNF Service Management Configuration 2%

* bame @ |Check Peint Firewall
F T Check Paint Firewall

* YNF

cau-kix/checkpoint. 10.2
4.0(test,sha-1)

* s 53
Admin

| Saue Changes | | Cancel |
1 FE Check Point EEBRES IP (Primary Check Point Mgmt Server IP) - i ASEZ S
Check Point B5 K f&# Check Point EE2H FIE4& IP izt

2 EEMARBEEN SIC £488 (SIC Key for Mgmt Server Access) - i A [E Check Point
EEMTIEAEHE VNF NER,

3 EHEB®B (Admin Password) - A BE EHE,

4 VNF BB (VNF Image Location) - 8 A SD-WAN Orchestrator # F& VNF &K
MRGVE .,

5 MEIRZA (Image Version) - # TR X EEHREE Check Point VNF BUKEVRRAS, BRI AR AR
FTE B RE NS edge.vnf.extralmagelnfos.

6 BWREANMEBER (File Checksum Type) - IEEARERF VNF BN 5% | W ZRE
BGRRAE B EHE A,

7 BEREMMER (File Checksum) - IEEARERE VNF MENANMER , WESBEIMRE
MAZBEEA, BNREHEITEBRAKEASR edge.vnf.extralmagelnfos,
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8

9

TREHE (Download Type) - BEMGWER HR https , FAAFHEESRBAREG, B
M s3, &8 A AccessKeyid # SecretAccessKey.

% —Tf#%EF® ¥ (Save Changes),

c  HR VNF EE Fortinet B5 A #& (Fortinet Firewal) , FRET5ER :

VMware, Inc.

VNF Service Management Configuration ?2,0%
* Name @ |Fortinet
* VNF Type: Fortinet Firewall
* Fortinet Mgmt Server IP: |192. 168.33.100
* Fortimanager Serial Number |Fl\'lG-VI\'1TI\'1-1DDSS4942
* Registration Password: ssssssce @
* VNF Image Location: |zsu—p35,’f0rti.5.3.{l
* Image Version |6.DS[?E24,Sha—1) V|
* File Checksum Type:
* File Checksum:
* Download Type: ® hups O s3
User Name: |admin
Password: sense @

| SaveChanges | | Cancel |
Fortinet EE [ PRAEE IP (Fortinet Mgmt Server IP) - 8 A FortiManager 8 IP {izsit , LAE
B Z FortiGate,
Fortimanager 3 (Fortimanager Serial Number) - # A FortiManager B F5% .
BB F W (Registration Password) - & A 5 [E FortiManager &8 VNF 5,

VNF BB ® (VNF Image Location) - i A SD-WAN Orchestrator # T & VNF &K
BRIGE .

MERRA (Image Version) - & TR EEHIREE Fortinet VNF BMEEVARAS, ] FHERIEN
T :6.0.5# 6.20, BMEMALTEBRZEAR edge.vnf.extralmagelnfos,

ERANBETBEER (File Checksum Type) - I8EFAREE VNF BIGH 3% |, WEERE
MEHRAZ EEHEA .,

EREANMER (File Checksum) - IEEARERF VNF MENANRER L ESERIME
MAZBEEAN, BNREBEITEBRHK AR edge.vnf.extralmagelnfos.,

TREHE (Download Type) - BEMEGWETR HR https , FAAFEHEZIRBAREG, B
M s3, FE#I A AccessKeyid # SecretAccessKey.

% —Tf#%E® ¥ (Save Changes),
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mR

VNF BEER 2R RATENM VNF fR#%. TEZETR VNF EE (VNF Type) & Check Point By X & (Check
Point Firewall) BYZE4 .

VNFs [ new. || pelete |
Name Type Used By
¥ Check Point Firewall Check Point Security Firewa
P
RESR

BAILAA Edge SREZ 2 VNF |, LUEB VNF EERBEXEMRE. F2HARELEMY VNF,

REREM VNF

BRI AEASE= AN , B SD-WAN Edge £ VNF BEREXRE.

REREETURMAZE2Y VNF B, NMREEELFEALTE2Y VNF (Security VNF) BIE | FERENE
(3=

DB

BREABETHEE .

m  SD-WAN Orchestrator R ERB AT EHIBRELE M VNF BEBMRAE SD-WAN Edge, M
FERSXEHREMAN Edge FANFREN , F2HTE2M UNF PR EHBR.

s VNF Manager M N4 #4.
n BREVNF EERE., WFFAEN , FSEERE VNF BEERE.

1 ELEAOMUAH | #E—T&E (Configure) > Edge.

2 7f£ Edge EEIF# —T Edge EHHEE (Device) BI’R , ¥ — T Edge WEL K ARBEBE—THE
(Device) &S|EH.

3 HEHE (Device) ZSIEZEEF , M THHER2M VNF (Security VNF) BE , RAEZ—THRE
(Edit).

Security VNF
Mo ety VNFS v been congured orthe e
4 1t Edge VNF 4% (Edge VNF Configuration) 8 &+F , AZIRE (Deploy) ZLESF# .
5 HEBEMIFHERE (VM Configuration) PRETFIIER :
a VLAN - # THXBFEFREZAR VNF EEH VLAN,
b VM-1IP - B AEHEHERAY IP it , SR 1P it RATE VLAN B T HREER .
c VM-1E#EH (VM-1Hostname) - A BRI THNBTE,
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d EPEAREE (Deployment State) - BIBL T H A —{FR1E ;

s BEETEYLBER (Image Downloaded and Powered On) - tLRIEEE Edge L EE
Bo K& VNF ZFERERBKSENER., REEREBLRER , REFTEEXVNF, EFTEED
A VNF @ ARE— @ VLAN BB N E,

s BEETEALEEAER (Image Downloaded and Powered Off) — thRIE®E Edge L EE
BE A VNF ZRISERKENSREN. NREEEFEB VNF BXRE | F272RIUE
IEO
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e RZ2M VNF (Security VNF) - # TRIEEFREFELEEEN VNF EBRE ., BHAIR—T
1% VNF BR# (New VNF Service) , LEY ) VNF SERE ., MEFMAEN , F2HRE
VNF EERK.

TEE R Check Point B5 X (Check Point Firewall) fE&B %2 M VNF (Security VNF) EEH

&6,
Edge VNF Configuration ?0%
Deploy
VM Configuration
* VLAN 100 - VLAN-100 v
* VM1 IP |10.100.l.2

* VM-1 Hostname |\.-’M-1

Deployment State @ @ Image Downloaded and Power

O Image Downloaded and Powered Off

* Security VNF CPM v

| Update || Cancel |

IR IREIZ Palo Alto Networks BF A& (Palo Alto Networks Firewall) fEBZ 2% VNF |, 55

Ao I
RIE FHHEMRE
Edge VNF Configuration ? %
Deploy
VM Configuration
& VLAN 1- Corporate v
* V-1 1P [10.0.12
#* VM-1 Hostname |'-.-’l‘-‘|-1
Deployment State € O Powered On
@ Powered Off
* Security VNF Palo Alto Networks Management Server West Coast
* License VM-50 License v
Device Group Name Demo_Group
Config Template Name: Demo_template

| Update || Cancel

s B (License) - R THBEHRE VNF ZiE,

n HEEFHABM (Device Group Name) - B AfE Panorama Al iREE LA AR ENEBEHA S
ﬁo
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n  AARHEZAREZRE (Config Template Name) - B AE Panorama falfREE LB iR EHAHREET A
Z8.

B WMREBER VNF EHEBEK Palo Alto Networks B A& (Palo Alto Networks Firewall)
MREIE | FBHEIAE%ER Palo Alto Networks B VNF 324 (VNF License) , AE BB KA
&,

R 722 Fortinet Firewall (Fortinet B5 Xi#) , FRE T EMERE :

Edge VNF Configuration ?, 0%
Deploy:
VM Configuration
* Management IP: |1ﬂl.0.1.2
* Hostname: |VM—1

Deployment State: @

* Security VNE

* Inspection Mode: @ proxy:

low:

Drop your license file or paste your license file's content:

| Update || Cancel

n BEER (Inspection Mode) - BIBL T H P —{EZ1E :
m  Proxy - {(XTEREEIUNIRE, L Proxy BERNBESREFEHRE K URBEREER

LUETT O,
» B (Flow) - AREEERNRESEREERIER FortiGate B EEM TEITEME
FEREREER.

n IR (License) - HEHEHKESIRE,
f #&—TE# (Update).

#HR
HREFMERSERERZ2M VNF (Security VNF) EERH
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Security VNF

VM Configuration Security VNF CPM

Deployment State @ Powered On Check Point Firewa

WVLAN 100 - VLAN-100

VM1 1P 1010012

VM-1 Hostname VM-1
HBEBSR
MREBVERZEREEREHEMMZE VNF , FEXERERE VLAN 2BENEE. F2BEHRE
VLAN EEHEER

B LR 2 M VNF A VLAN BIREEHBENE , USHRER VLAN SBBENMHEHRERZE VNF, #2
BRES VNF AH VLAN,

EARE VLAN ERHEEER

EHEERSEAREERENENEZEH VNFE  BSESERERKE VLAN ZRENEHE.
BERER VLAN I -
BF

1 ELEAOMUAH | B—TEE (Configure) > BE (Segments),
2 HEER (Segments) EEYH , M ASEEERNERE VLAN EBIHE.

floniicy Segments
Configure
Edges Segment Name Type Service VLAN Delegate To Partner Delegate Te Customer
Profiles ic tha o (+
Object Groups [segment1 [ 100 o
-
(st [ T o

Overlay Flow Control
Network Services
Alerts & Notifications
Customer

Test & Troubleshoot

Administration

3 ®R—TREE®E (Save Changes).

mR

ZREHE— VLAN BBITIEIREEA VNF WER. VNF LR AXERAUTEREL VLAN B5I5E
REE. REELERA VLAN INMEHNAE  EEERAEEEREEN VLAN BB MUERRT.

RESR

BEE2M VNF A VLAN EHBENE , ERER VLAN SIBENEEFEME VNF, F2HEEE
VNF AR VLAN,

HREE VNF fEAHK VLAN
B L Z 2 M VNF @A VLAN BUREEHENTE.
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BEIRA

BRECELZEM VNF , YEETRE, w2RAREREM VNF,
BERERS VLAN ¥ FE | LUBUA VNF #A VLAN, F2BEARSE VLAN EXHERER.

BF

1 HFELEAOFWLF , EB—TRE (Configure) > Edge.
2 7 Edge HEIF# —T Edge EHHEE (Device) BI’R , S#E— T Edge WEL K AREE—THE

(Device) 3|,

3 7E#® (Device) RS|IEHBH , @ THEHZERE VLAN (Configure VLAN) EBER .,

4 B-TLERETHEFEA VNF B VLAN KRR (Edit) B

MA o

5 £ VLAN {H&E , 2H VNF #iA (VNF Insertion) ZE A , & VNF #&EA VLAN /1, HIBESE
#E VLAN WHREBEHEME VNF,

VLAN

* Segment

* VLAN Name
* VLANId
Assign Overlapping Subnets
* Edge LAN IP Address
* Cidr Prefix
Network
Advertise
ICMP Echo Response

WNF Insertion

Multicast

Fixed IPs

LAN Interfaces

SSID

DHCP
Type
DHCP Start
MNum. Addresses
Lease Time
DHCP Options

OSPF
Enabled

x0

24

10.100.1.0

Multicast is not

MAC Address IP

enabled for the selected segment

Description

00:ba:be:73:02:fa 10.100.1.100

EGE2

Enabled
10.100.1.13
242
1 day

6 1% —TEH VLAN (Update VLAN),

VMware, Inc.

Enable Edge Override A

| Update VLAN || Cancel

289



VMware SD-WAN E 55

mR

B TE VLAN (Configure VLAN) BEREE R VNF B AWAREE,

Configure VLAN
Override @ Multicast
Action VLAN DHCP | VLAN Network IP Address  Interfaces DHCP Segment IGMP PIM VNF Insertion
Edit | € & 1- Corporate 10.0.1.0/24 10.0.1.1 = e 0 < [e =] Enabled (242) |Global Segment x
Edit | € o 100-VLAN-100 |1010010/24 1010011 EGE2 Enabled (242 segment1 &~
Edit | € o 101 - VLAN-101 10101.1.0/24 1010111 |EHGE2 Enabled (242 segment2 &~

AL VNF AR 3 BNMERFNEY., LAASKEIBENARFNENREEREQDE VNF,
MREREBECERRBANE , FRECEZNALIBREENREE WAN BREEFA.

ES$ Edge B9 VNF
BT LA ESHE VNF WARBER] Edge WEEHRHEE | LI LIRE B LEREMN VNF FEE R .
EEEE Edge B9 VNF FEBHESARKE -

n ELEAOMELD | H—TEHE (Monitor) > Edge. BEENE28R Edge BEURERE VNF WA

Palo Al
Firewall

0153

Networks

000010787

‘ v |0 ‘ [Mcols | % Reset View || & Refresh || &CSV Display 2 items.

| Edge It staws | HA | Links VM Status | VNF | Cloud Services | Gateways | Profile Operator Profile
1 Branch-Edge © © Vew View  Quick Start Profile last_3.2_vnf_customer-Op..
2 HUBB40 © View  Quick Start Profile last 3.2 vnf customer-Op

2018-03-22 14:21:18

» FEABETEE VNF ERTHHNER , LR VNF EROHEMFAER.

s E—TEHMBZRIRE (VM Status) ERTHH BB (View) EL SR VNF EFRMBSTARE (VNF
Virtual Machine Status) & , BRI LAE L ER R Edge WEPBRE, ZERRIBHMER |, Bk
— T #EHME R (Deployment Details) ZRIMIR (View) E4L,

VNF Virtual Machine Status
Edge: Branch-Edge
Deployment Details: :View_..:
Time | VIV State CPU % Memory Used (MB) | Storage Used (GB)
Tue Mar 27, 10:04:32 a minute ago Deployed 2075 4608 9
Tue Mar 27, 09:59:31 6 m Deployed 20.75 4608 9
Tue Mar 27, 09:54:31 11 Deployed 2075 4608 9
Tue Mar 27, 09:49:31 16 Deployed 20.75 4608 9
Tue Mar 27, 09:44:31 21 min Deployed 2075 4608 9
Tue Mar 27, 09:39:31 26 min Deployed 20.75 4608 9
Tue Mar 27, 09:35:47 30 Deployed 2075 4608 9
Tue Mar 27, 09:29:30 36 Deployed 20.75 4608 9
Tue Mar 27. 09:24:29 41 minutes anc Deploved 2075 4608 9 v
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HREE VNF MESREERIME

s ELEAOMEWLS | 32— TEE (Monitor) > BRI (Network Services), BEEI2FR Edge /BE
IR ERE VNF EAER

Edge VNFs
| |2 Service | Used By | Edge VM Status

1 new_vnf 1 Edge View © Powered On (Insertion Enabled) 1 Eoe
Palo Alto Networks Firewall

EEPE VNF ERMEEE . VNF EREESARRES TR | LURE VLAN HEA VNF AR | BB
REH,

EAEAOPIF | B—TE#E (Monitor) > Ef (Events).

EERRE VNF HENSEH , BrEAGREE, R— TS (Search) BEEZHN THNRAEHE , AERE
B4 [B4 (Event)] 2 [FE (Message)] ERHMTIEITERE,

E UNF AARRAESER  SRETIEHN .

= VNF EHHRARSE

= VNF EEEHEE MR

= VNF ERHRNE

»  VNF EfREIR[ER

= VNFBETEHSEH

£ VLAN SN EPARER VNF BAR £ TSN,
= VNF@EAEAR

= VNF @ARKA

TE#ERID VNF B4,
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Konito] Events (2]
Edges

Network Services ¥ Apr4,2017 1331 now < >
Routing 1
‘ v |0 | Mcols H x Reset View || 2 Refresh ” & C5V | Display 1582 items.
Alerts
‘ 15 Time | Event ‘ Segment ‘ Edge User Severity Message
Configure i FriMar 30, 12:08:53 VNF_VM_EVENT Branch-Edge Info QEMU event -
i FriMar 30, 11:53:26 Link alive HUB-840 Info Link GE3 is no longer DEAD
Test & Troubleshoot i FriMar 30, 11:53:02 Profile updated HUB-840 super@velocloud.net  Info profile [Edge Specific Profile] edit m
Administration
i FriMar 30, 11:52:28 Edge Interface Up HUB-840 Info Interface GE3 is up
i FriMar 30, 11:52:26 Configuration applied HUB-840 Info Applied new configuration for contrc
1522435987007
i FriMar 30, 11:52:26 Edge Interface Down HUB-840 Info Interface GE3 is down
i FriMar 30, 11:52:26 Configuration applied HUB-840 Info Applied new configuration for device
1522435982247
i Thu Mar 29. 14:58:48 Profile updated Branch-Edge super@velocloud.net  Info profile [Edge Specific Profilg] edit m
i Thu Mar 29. 14:58:08 Configuration applied Branch-Edge Info Applied new configuration for contrc
1522360729025
i Thu Mar 29. 14:58:08 Configuration applied Branch-Edge Info Applied new configuration for device
1522360728073
i Thu Mar 29. 12:06:53 VNF_VM_EVENT Branch-Edge Info QEMU event
i Wed Mar 28, 12:05:52 VNF_VM_EVENT Branch-Edge Info QEMU event
i Wed Mar 28, 06:12:23 New client device seen HUB-840 Notice New or updated client device 00:50:

172.16.3.35. seqld 0, hostname 6-si
HOST, os Ubuntu/Debian 5/Knoppix

Tue Mar 27, 12:06:52 VNF_VIM_EVENT Branch-Edge Info QEMU event
Tue Mar 27, 11:45:18 New client device seen Branch-Edge Notice New or updated client device 00:0c.
10.10.0.249. segld 0, hostname ubL -

A nonniv &

4 »

RE VNF B
2R AR e R AHE R VNF BB B R AIB AL

ELEAOMLD , H—TRE (Configure) > WRMBEA (Alerts & Notifications), W RARE (Alert
Configuration) EEF , B LUREVER (Alert) H

Alert Configuration (7]

Select Alerts B Alert Type Notification Delay
B Edge Down © 3 minutes
B Edge Up & 1 minutes
B Link Down © 3 minutes
B Link Up © 1 minutes
B VPN Tunnel Down @ 3 minutes
- Edge HA Failover @ 1 minutes
- Edge VNF Virtual Machine Deployment € 0 minutes
- Edge VNF Insertion & 0 minutes
- Edge CSS tunnel up & 3 minutes
- Edge CSS tunnel down & 3 minutes
B Edge VNF Image Download Event & 0 minutes

BHREW VNF SHNETR , FEIUTHER (Alert) B :

s Edge VNF EE#ES2® (Edge VNF Virtual Machine Deployment) - £ Edge VNF E# #3838
EREREEER  FERIETR,

s  Edge VNF #A (Edge VNF Insertion) - £ Edge VNF SERERLESFR  EFFKRIIER,
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s Edge VNF BB TR®=4# (Edge VNF Image Download Event) - £ Edge VNF BME T SAREER 4+

SER, FERIER.

BT LAIE BE3E (Monitor) > TR (Alerts) EE MR ERBA,
EEMFE VNF AHBENER , B LUERAEREIE, BR—THES (Search) BEZMW TANETHE , ARE

BRER (Type) EITERRE,
TEZERID VNF BR,

Monitor

Network Overview

6c261793-5281-429b-83f3-ddb731064244 Link up

Bc261793-5291-429b-8313-ddb731064e44 Link up...

12662489-066f-445d-8be8-00b682129a29 Link up

fecedb94-a962-4abc-9478-92f5cd019¢10 Link up ..

fecedb94-a962-4abc-9478-92f5cd019¢10 Link up

35cf5583-969f-4c51-be3e-bic7b7 123516 Link up

35cf5583-969f-4c81-beJe-bicTb712a516 Link up .

35cf5583-969f-4c51-be3e-bic7b7 123516 Link up
35cf5583-969f-4c81-be3e-bic7b7 122516 Link up ..

35cf5583-969f-4c51-be3e-bic7b7 123516 Link up

Edges B Thulunzs, 1e:44 now < < >
Network Services
Routing [ v | [Dcols |[ x Reset view | [ 2 refrasku | [ Refresw | [ Refresn] [ £ csv | [T ]
m Trigger Time 4 Notification Time Category Type Description
Events
Sal Jun 27, 02:55.42 Thu Jul 02, 18:47:12 Customer VNF_INSERTION_ENABLED Edge b4-650-1
Firewall Logs
Reports Sat Jun 27, 02:55:42 Thu Jul 02, 18:47:12 Customer VNF_VM_DEPLOYVED_AND_POWERED_OFF
Configure Sal Jun 27, 02:55.42 Thu Jul 02, 18:47:12 Customer VNF_VM_POWERED_ON
Test & Troubleshoot Sat Jun 27, 02:55:32 Thu Jul 02, 18:47:12 Customer VNF_INSERTIOM_ENABLED Edge b4-6X0-1
Administration Sat Jun 27, 02:55.32 Thu Jul 02, 18:47:12 Customer VNF_VM_DEPLOYED_AND_POWERED_OFF 1e662489-066/-445d-30
Sat Jun 27, 02:55:32 Thu Jul 02, 18:47:12 Customer VNF_VM_POWERED_ON
Sat Jun 27, 02:47:13 Thu Jul 02, 18:47:12 Customer VNF_INSERTICM_DISABLED Edge b4-6X0-1
Sat Jun 27, 02:47.13 Thu Jul 02, 18:47:12 Customer VNF_VM_POWERED_OFF
Sat Jun 27, 02:47:13 Thu Jul 02, 18:47:12 Customer VNF_VM_DELETED
Sat Jun 27, 02:47.02 Thu Jul 02, 18:47:12 Customer VNF_INSERTION_DISABLED Edge b4-6%0-1
Sat Jun 27, 02:47:02 Thu Jul 02, 18:47:12 Customer VNF_VM_POWERED_OFF
Sat Jun 27, 02:47:02 Thu Jul 02, 18:47:12 Customer WNF_VM_DELETED
Sat Jun 27, 02:14:44 Thu Jul 02, 13:47:12 Gustomer VNF_INSERTION_ENABLED Edge b4-650-1
Sat Jun 27, 02:14:44 Thu Jul 02, 18:47:12 Customer VNF_VM_DEPLOYVED_AND_POWERED_OFF
Sat Jun 27, 02:14.44 Thu Jul 02, 18:47:12 Customer VNF_VM_POWERED_ON
Sat Jun 27, 02:14:35 Thu Jul 02, 18:47:12 Customer VNF_VM_DELETED
Sat Jun 27, 02:14:15 Thu Jul 02, 18:47:12 Customer VNF_VM_DELETED

B A LAE TR Orchestrator Ul FRER,

ERBERESD | B—TEEFHM Orchestrator Ul (Launch New Orchestrator Ul), Ul € HHHESIE
BB YETREERE, B—THR (Alerts), #Z— T8 (Search) BEHRNEERE T~ , UEGHE

VNF &R,

R E Edge B R A

RETER A NI R E Edge BFEERA,

% E Edge BIER A

35cf5583-969f-4c81-be3e-bic7b7 122516 Link up ..

9 Link up ...

Status

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Display 81 ite

0000000000000 0OOO0O

Edge FAXBEEESEAMBERREEPESHNRA, BE Edge WREEBBRAURAREALR.

BB RAERRR

£ Edge ¥ , AI{EA LT BEREY [Edge R B (Edge Business Policy)] Y AR B R SRR EREH
BENEKFRARE, BEAREEEERIRUERNTAEKRAZSLEE K BEESZRERER
Al, ZAttREYRERRANERAXRELEZHRA F2HE 1 EREREEBHEA).
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MTEMRT, BSERATHBER. FETARSENERRSERTERER (Configure Segment) TH X
TheeRBIH,

ERREREEER (Configure Segment) THX/FETREERENEREK , BZERMEBEBA R EMREE
BEBETERTERR (Configure Segments) EBifi, 2FHEE [—M] (Global Segment [Regular]) 2
EREE.

MESEINFHMEN , F2HEFE 7 ERTEERFRE Edge HE

2 Edge BXH

AE R MM Edge BAA

EffF Edge EC % RPN S BHEREA£8. £ Edge #B (Edge Overview) 5| ZEHK Lz —
TR A EF B4 (Send Activation Email) 4% | BIABI#4#E 1T Edge XA,

~ Edge 'VeloAcme VPN Edg %

£p
n

€ & C A | & hitps//veloacme.velocloud.net/#!/config/edge/657/
VeloAcme

Manitor This Edge has been provisioned with activation key 4ZLY-TXNV-JUDS-5BNH.

Configure

EE N iy
VeloAcme VPN Edge

Profiles

-

Networks

Edge Overview

Network Services

Alerts & Notifications

Test & Troubleshoot Properties
Reports * Name: |VeIuAcme VPN Edge Status: Pending
Administration . Serial Number: @
Description
& Activation Key: 4ZLY-TXNV-JUDS-5BNH
@ Monitor this Edge Enable Alerts: =] expires in 8 month &

e Events from this Edge
-

https:/fveloacme.velocloud.net
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WS EREERAEFBY (Send Activation Email) $iiF A8 , EhESEEXRUMSERANES
EFEH. EFSRHEENIETALAERA , LESNME Edge B, SN UAEETHHHIEER
#EWA WAN Fl LAN RRESZE Edge WEAMIE R,

#E E34M% , MREKRE Edge 510 LTE R E |, BIMAZETFEHSEREEFHERTE (BN , SIM F
PIN #. #3%. APN. EA&ER).

Send Activation Email

Edge VeloAcme VPN Edge
Recipients Local Site Contact(s)
* F support@velocloud.net
* To |mntart@\fe\nacme.mm

* Subject |VE\UC\UUd Edge Activation

Hi,

To activate your VeloCloud Edge, please follow these steps:

1. Connect your device to power and any Internet cables or USB modems

2. Find and connect to the WI Fi network that looks I\ke velnclnud annwed by 3

mare lettars/numhers (e.n. "velnclaud-01c" with the nassward v M

S"_r? | _ dose

# WMRERTE Edge 510 LTE £ E |, BIFTUAET [ LTE BB #EH | 3 &T?ﬂ]:ﬁusﬁ TREHEME, LTE
BRBERZE IS SHIZEENR , SINAERE. ERENE. NENAHT2EIENHEEE
A, E2REEAERRDH —8.

Edge B4k LHY LAN % NAT 88|

LAN ¥ NAT BB ZREER NAT BABEFREFN IPUUHEZEBES FRAKHH P ik, 3.3.2
MRELEERTHEAEAT LAN it NAT HA , AFEARRERT Edge B , M 3.4 iRAIAEMRF
REATERIGEN B HHA LAN i NAT |, SEMBHEN IR B M NAT,

£ 3.3.2 fR¥ , VMware ¥ Edge EH NAT VPN BBEHE A T HE LAN i NAT A, TEFEHREGI
TR -

n OXE MIA MEBREEMN P
s ERZE2EZEMBESZRERPOLBRA IP

i 3.4F , EEAHMNARBUARBEMERAR. UTEEETRMRAERN LAN ik NAT BZE
TR

s TESFRS AN NAT ARFFEHEMN TR , 81 11 MY — (3.3.2 W)
. YEENENFRERORIE NAT , SIERRRE RN E N NAT , BF 111 N2 — 3.4 )
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. HEHSHRIR NAT FHE b 1:1 NAT (3.4 iR)

B/

s LAN B NAT XEEB VCMP BENRE., ETAXEEEBRE.
s XE 28— M (11 @Bl /24 ¥ /24) HRFEME B NAT,
s NRRBETZERL , AESRITE—EBEFHRA

» LAN i NAT EEBRBESREERZANT. EENCAERERTHRE  EAELAERALS
NAT BIEH IP,

n  RFTARTEW Edge BERKIB NAT REMN 1P, it , FHLAKIE NAT REH 1P FIBHERKH |

WEEEEE,
w 332HWARSERAER K MEFE 3.4 ARREHNRE.

LAN ¥wm NAT (3.3.2 fR)
FERARG— : [ YR NAT |

RSP BE=AKZEFEEN FRAREREEFNEE. FFNERPOMMRSETEBREEMAEE

A LEME— IPUMBBIRBELE=ZFNRE.
E3.3.2% , ARG —FENARES : HHEE : LAN 3% NAT 192.168.1.0/24 -> 172.16.24.4/32

MTEFR, HA NATHREIZE— IP, TCP M UDP HRESSET PAT EE, Eit , ELLEH|F |
192.168.1.50 €8 K 172.16.24.4 , WA E R M RFEZIERE TCP/UDP RE , ICMP RES®K
172.16.24.4 | W% BET ICMP ‘%&EJE%}%JE"&HE&% BEMAEREIHNSBIRE,

| LAN subnet 192.168.1.0/24 |
. LAN subnet 192.168.5.0/24
1 LAN subnet 192.168.7.0/24 1
I LAN subnet 57.24.12.0/24 !
| VPN IPaddress 172.16.24.4 |
1 PCIP192.168.1.50 |

[192.168.1.0/24 172.16.24.4/32 Source ¢ | =) (®
[192.168.5.0/24 172.16.24.4/32 Source  # =@
[192.168.7.0/24 [172.16.24.4/32 Source ¢ | =@

ERAREM=: [1:1%R NAT

VMware, Inc.
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EUERFF | LAN FHK A 192.168.1.0/24, BER , EREHMAEEN FHK. EEX/NMEENHE—
TR 172.16.24.0/24 B8 RAR LA LK VPN B, REEMN FRESL BEERHER 2B Edge
LT NAT BB | BRIRRBHSSE RS R Edge BER 192.168.1.0/24 T , MERREBEZR
ﬁo

FRARFI—Fr=NARES : HHA : LAN % NAT 192.168.1.0/24 -> 172.16.24.0/24

HRFHEEBNRDER , rEEFRERESHANATESET NATEE, Eit, E TEMNEFIH |
192.168.1.50 €8 X 172.16.24.50,

i LAN subnet 192.168.1.0/24 |
1 VPNsubnet 172.16.24.0/24 |
' PCIP192.168.1.50 !

192.168.1.0/24 [172.16.24.0/24 Source %) | -+

ERRIRE B RI#AY LAN ¥ NAT (3.4 hR)

3AMREATENKER/BENHZEMN LAN i NAT , YHEHMAE—RAB, FHE8IF | BREERBR
R B FRKEREN FERA NAT, E2R T EREMABRFEEEEINEE .,

FERRI— : [BTURFESENBERLLEERRN SNAT 5 DNAT |

ETHFHEFF , ZEEEELL100.1.1.0/24 EEWH#ARE |, BB NATARIE IP10.4.1.1 HEZE
10.200.1.245, E## , £ DC £ , RAEREKIR 10.200.1.0/24 FEWHER , BMHh IP100.1.1.9 7 fE
ET NAT EEMEEZ 10.1.10.9,
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Branch to DC Branch to DC i

'

'

'

_E- -— __ .

: 10.4.1.1 100.1.1.9 10.200.1.245 100.1.1.9 : : 10.200.1.245 100.1.1.9 10.200.1.245 10.1.10.9 |
' ' '

EXAMPLE

' ' '

DC to Branch DC to Branch !

'

'

__ __ __ E

'

H i

' '

100.1.1.9 10.200.1.245 100.1.1.9 10.4.1.1 / : 10.1.10.9 10.200.1.245 100.1.1.9 10.200.1.245
' '

'
104.11 i 10.1.10.8 10.1.10.9

NAT TABLES

10.4.1.1 100.1.1.0/24 10.200.1.245 100..200.1.0/24 100.1.1.9 10.1.10.9

FH2ETE (9 %K [LAN % NAT R A BF).

Branch:
LAN-Side NAT Rules @

NAT Source or Destination

Type * le Ad % Outside Addre Source Route Destination Route Description
source [ [10.4.11 ~ [10.200.1.245 100.1.1.0/24 - (%
ESETE (FREM [LAN i NAT £ Al BiF).
Hub:
LAN-Side NAT Rules ©
NAT Source or Destination
Type * | le Address ak Outside Ac Source Route Destination Route )escription
Destination [ [100.1.1.9 [10.1.109 10.200.1.0.24 I -

ERARS= . AREHEMNIRNE N 1P ET NAT BE

BEETHRG, EHEHD , BEPVESEUESBEREERN FRE , £EEEE LMD LAN B
B. [PC1] M [PC2| EEMEN IPfuit , EMEBFEZHEFEE SN ERSFETEN. ROLEHR
EETHRE NAT REAREFEHESRN P it , fl30 , £ Edge 1 F , ERE (192.168.1.0/24) FEHEIT NAT
BEEMEEZE 192.168.10.0/24 , 7 Edge2 # , B (192.168.1.0/24) FEHEIT NAT REMEEZE
192.168.20.0/24.,

o ERNE2EE  (URTIEES. BB IP A [172.16.0.1 ] WAREEOESKETS
[192.168.100.1] , Hilt IP FEL B ZFHEEL Edge 2B SD-WAN , %4 EEHE Edge LFERA [ &
R+ B | NASHEA
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=l=r 1 172.16.0.1 |
---------- I pommmmne
| 192.168.1.1 | ! Hub ! 1 192.168.1.1 :
__________________ J
el el
——— | Edgel 1 Q 1 Edge2 1 |:|
1 1
SO
NAT Source or Destination
1 * ir * | our it r
Source B ' )
NAT Source and Destination
* e b o [ * 3
Source | 192.168.1.0/24 192.168.10.0/24 Destination | 192.168.100.1 172.16.0.1 =)

B LAN B NATRAITRERRERZEBRR Edge BR. BEXE Edge BHETRE , FREIEK
i Edge AE (Enable Edge Override) &5,

RERF

M EAEERERERARKRAY [FM] | AXFAEELRERAZHN P ULt , BERBLXERE
0.0.0.0/0,

E£EEM LAN % NAT RA :
1 HEEEERD , BERE (Configure) > Edge.

2 TEHERTE (Device Settings) ZS|ZEBEEH , @ FHEEHZE LAN it NAT R Al (LAN-Side NAT
Rules) &1,

3 7£ LAN ¥ NAT #2 8] (LAN-Side NAT Rules) BEF , T T HI¥ NAT R B /Y EER AV IR/E -
(FEZETER , LB TISEBHERAUARA),

a TEAEPALUE (Inside Address) XFHRA | 8 Az,

b 1ESMEBALIL (Outside Address) XF LA |, B A{LL.
c TEEENXFHRT@ARRES,

d EEENXFHFRA@ABNMIEKME,

e TEFRBA (Description) XF AR AR AR GEA).
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4 7E LAN ¥x NAT # Al (LAN-Side NAT Rules) BiEH , TH& FHI% NAT RIEM B NWIRE - B2
BTER , UIE T SBAZBAURREA).

a Y HRIR (Sources) R | EEEMNXERH P& ARIBAIL (Inside Address) FFbEBArut

(Outside Address).

b &¥ Bk (Destination) FH , HEENXFH R P& AARAZBALU (Inside Address) F IR

#it (Outside Address).

c TEHBA (Description) XFE AR AR MR GEA).

LAN 3% NAT 8]

(EE (Type)] TRXIEER

[REBfzE (Inside Address)] X

[FMER{z 3t (Outside Address)] XF 758

[ZFEEH (Source Route)] XFHH

[BE#b & (Destination Route)] XFH

4}

[#288 (Description)] XF A1

VMware, Inc.

=il
ZREUEIR (Source) B it

(Destination)

IPv4 st/ B, BIRMSER1-32

IPv4 st/ B, BIRMSER1-32

-E2A

- IPv4 {7 it/ E &
- BBSER-32
- FERE  EW
-EA

- IPv4 it/ B
- BEWSER-32
- JERRE M

XF

L

REW NAT RAEEARGERAEREN R
TREZ B/t 1P itk

[ ] = [ NAT EEaT | 8 1P {ak (0
REBA 32) A FHEE WREH IR
32),

[4ME ] = [ NAT RE% | 89 1P {ak (0
REBA 32) A FHEE WREB DR
32),

S E M NAT | #30R IP/FHRRIERE
ALEER. REEERA [BHH
(Destination)] B A B,

SRR NAT , & B Mt IP/ FHRRIEE
ALEER IAEEERE [ R | B
B,

ARHE NAT RAUBBFTXFHHR,
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For packet sent from LAN to WAN, packet
source addresses match “Inside” is
franslated to “Outside”

For packet sent from WAN to LAN, packet
estination addresses match “Cutside” is
franslated to “Inside”

For packet sent from LAN to WAN, packet
destination addresses match “Inside” is
translated to “Outside”

For packet sent from WAN to LAN, packet
lsource addresses match “Outside” is
translated to “Inside”

LAN side NAT Rules

NAT Source or Destination
r - - - - ST
1
1
. - 1
™~ souce * : 1
1
= Al Iy
|- Destination ¢ | I
/ :_NAT Source and Destination
1
1
1 source Destination
1

franslated to “Outside “under “Destination™

For packet sent from LAN to WAN, packet source addresses match INSIDE ADDRESS is
translated to “Outside” under “Source”, and packet destination address match “Inside” is

B BEE: MREATEBPRIBES , BIXE LAN Bl WAN FEHZHE— NAT , AR WAN 3 LAN
FER 1:1NAT, Blan |, inRAaIBAzat = 10.0.5.0/24 , MIdERzit = 192.168.1.25/32 , R = HR |
AI¥ AR LAN Zl WAN , BRI IP &S | AT fzut | W IT/EREMS , 10.0.5.1 $REER
192.168.1.25, ¥R WAN Z LAN , EE®# IP &FE [ /MEBArut | W I/EREERM S |, 192.168.1.25 &
#HEA10.0.5.25, Rk  MRAFEBARMBER , BIZE WAN T LAN FEHZH— NAT , L

% LAN B WAN FE 1:1 NAT, &8 NAT EEN IP F288ES |

FERA , BT —ERMESRFETHEN LAN T—ER 1P,

LAN % NAT [ ZE&E XK |

i EESRIR

s REIF M : (Traffic direction:)LAN -> WAN

s FEEMIER : (What needs to be translated:) 8 3R 1t

n K : (Config mapping:)

s NATEH = [ KR |
m R IP = [ AEFAAULE

m NATIP = [ JMER{zat |

NAT E& AEB

HIR (Source) A.0/24

FIR (Source) A.0/24

HIR (Source) A1/32
ARG 2 :

SR ¥|A (Type)
B.0/24 111

B.1/32 Z¥—
B.0/24 111

= B[ : (Traffic direction:) WAN -> LAN

s EEEMNIER : (What needs to be translated:) 8 B # it {7 it

VMware, Inc.

EAKE NAT EEMN IPRE

LAN -> WAN T4

ATEEABI. A2E
EA B2, MILEE,

ATH A2 EZES B

ATEEAB, TfEA
Hfth B.X
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n ARHE : (Config mapping:)

s NATEH = [ KR |

R IP = [ SbER{ L
s NATIP = [ AZR{zHE |

NAT EH
TR

IR

IR

ERIRMI 3 :

R

A.0/24

A.0/24

A1/32

S

B.0/24

B.1/32

B.0/24

s FREBHME : (Traffic direction:) LAN -> WAN

1:1

28—

—#z

s FEEEMIEB : (What needs to be translated:) £ B #9731t

s AARHE : (Config mapping:)
= NATEE = [ B#yits |
w R IP = [ BB |
= NATIP = [ SMER{u 4L |

NAT ER

B 91t (Destination)

B Byt (Destination)

B #9ith (Destination)

ERRH4:

B

A.0/24

A.0/24

A.1/32

S8

B.0/24

B.1/32

B.0/24

s B J5E : (Traffic direction:) WAN -> LAN

BH (Type)

11

28—

—#%

s EEEMNIER : (What needs to be translated:) &R 1k

n  ARHE : (Config mapping:)
s NATEE = [ BVt |
s R IP = [ SMERAzHL |

VMware, Inc.

WAN -> LAN 175

B1EEAAI B2HE
BhA A2, RILEHE

B1HEEA A

B1MB2&EEAE A

LAN -> WAN 174

ATEEABI. AE
2B B2, fitEHE

ATHA2EESB.

ATEER B
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s NATIP = [ RZR{zt |

NAT EH 2
B # it A.0/24

B # i (Destination) A.0/24

B #y it A1/32

VMware, Inc.

S

B.0/24

B.1/32

B.0/24

nE

1:1

28—

—#z

WAN -> LAN 175

B1EEAAIL B2
HEEA A2, RILEHE

B1EEA A

B1MB2&EEE A
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VIR R — EEEERY (P Ut ERSRSRIRATAA R . B BRI AR A SR UERERE
ETESUAEE , RER IP UUEER TCP/UDP EEEHENRA.

BB AU BRA R TEAR P UNNEE  FEVERERAURTFERRERBNEE, EUNEY
BESENYHRAE  YERAMRATEEERAELEHA  KMELRAEE,

EFR YR T A

n BREERA

» BRATHEACTEERER

n BREHNMESENHEME X EERR

= AP RAIEA

» RERAMGHEMEEMTEY

B WREHES NETWORK_SERVICE ¥I#FMESY . EHAMMBRER , QIR . FHRMBRY 45
#H. WREHESE NETWORK_SERVICE M ENTERPRISE_PROFILE ¥4F#yEEEER , Al QAL R Y4
B4

AEHNR T EE !

n  REMUEAE

n REEBBRFEE

» ERAYHEERERBRERA

n RV ERAE R E RS AR B

R E U EFE
frak BAE TE BT EIRIERE 1P (1At HE,

BF

1 ELEAORUT | B—THRE (Configure) > #1484 (Object Groups).

2 fE{uut##E (Address Groups) RS|ZEH L , #2— TEE (Actions) > F18 (New).
3 EREMHEHE (Configure Address Group) BEH |, AU EANZBNRA,
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4 WEE@A IPLUEE,

Configure Address Group x

AddressGroup_Servers

Address Group for Servers

IP Address Ranges

10.10.1.1 " [Mone v -

[109.20.1.0 CiDR prefix | [24 o®

[ Subnet mask ¥ | [255.255.255.0 )

11.1.1.20 " | wildcard mask ¥ | [0.0.0.255 -+
[greate ] | cancel |

5 ®—T#Y (Create).,
BEBESR
O LAER AR ERE SRR AEHRR  SUEMuBFA+TEE P At EE,

EEIFIESS ST B AT 1P (i | B LAE [V B¥4H (Address Groups)] RE|IEHB 1z — T EME
(Actions) > EFf (Update).

MR EMBRAUTAR | FBRRRAGZAL U B AR BEBR R B 25 IR B BA A& #3 Az b

REHEEZEHA
EEEBERMATRE—(ESEN TCP M UDP EEIERE,

BF

1 ELEAORUS | B—THRE (Configure) > #4848 (Object Groups).

2 TEEERE4E (Port Groups) ZS|ZE L |, 2 — TEE (Actions) > #11E (New).

3 GERTEEEERA (Configure Port Group) & T , M AEBIBEANZBANRA,
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4 EHTCPZH UDP BAWME , REGEEWM AYHENERIERE.

Configure Port Group x

PortGroup_Servers

Part Group for Servers
Port Ranges
* *Fort

e v | [sa3

2226 T (=&

5 1&—T#&JI (Create),
BEBESR
BULEREZEREATZEBEIREAERE , LESEZRRBNER.

IEAILATE (R (Port Groups)] ZoIZ2E 1R — T BE (Actions) > EEH (Update) , SAFTIBR K
EEERATHNERBRE,

MREBDEMBFERRRE |, FRASZERRFHAHBRNEBERERREG MR 25,

ERAMGEREREBRKERA

REBMHFRAUR , GUNERRRAENYAFAULHERERENL. EEEBERAEENYHETFATT
R 1P Uit SEE SRR SRR .

NEFARFRANFAEN  F2RREREEBERA.

BF

1 EREANAWET , B—TRE (Configure) > REME (Profiles).
RBEHBRIRERE , AREZE—TEBEA (Business Policy) &5|1R#,
B—T#HEH A (New Rule) HE)E (Actions) > FTiEHR R (New Rule),
WABBRANERE,

EHE (Match) B |, #H 8 RIRE— TWH B4 (Object Group).

R TN BEFREUARBM U BANERRRA,

o u b~ W N
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7 WMERE, SGALEHE BRI B A NE R R

Configure Rule

|r'\".':e Servers
Match
[SENT] Otject Grouw, | éfioe=|

AddressGroup_Servert =
PonGroup_Servers

Address Group Bxp

Address Groug fo

Action

Rate Limit
N T

0 - CS0/DF

 Otsavi | Evntied |
] il JEREE

AddressGroup_Servers

Leave asis v

? 0%

8 EEMFNEMBNE  RARE—THEE (OK).

ER

BRREREZYNEEERAY  SHHEAZEREEMEBABNAE Edge. NWEERR , ETUEYERR

Edge M EAMEHFRA,

1 BEEZHRE (Configure) > Edge. EEH Edge , A% % — THEIERAI (Business Policy) Z3|E%,
2 B—T#HEHA (New Rule) HENE (Actions) > $i&HR Al (New Rule),

3 fERAEYHFANEGBEERRA.

Edge W9 [ # R A (Business Policy)] Z3| 2B 2R MBI EEPNEER , LREEMN Edge W

E\IJO

VMware, Inc.
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Business Poiicy | [ | Firewall

Configure Segments

Select Segment Global Segment [Regular]
_Newrue. | cuons - |

tnaticn  Applcation Network Service Link Pricaty Service Class

1 Policy_Backup_Servers Address Group Multi-Path Norma! M Transactional
AddressGroup_Servers

 Group: Pert Growp

B RERSEERRIERASHER, MAEE , LA URBRIER (Select Segment) TR X FE
FREER  YRVEBRIZERNEKEREL.

BESR

AT LAE R H A 1P it ME R BRSNS RE EESFEaBESEFERAYAREANEEEL
¢O

£ A YD 4F B A R E B K i AR B

REAERAE , SUTLRINRAN A AN LEHRFERENL, EEERNODERARTRN IP
i ut EEE SRR SRR .

MEHXBRAUNFAEN , FSE (REHIBRA) .

BF

1 EREAOFWSP , E—TRE (Configure) > REHE (Profiles).
BB REGRERE | RRR— T XM (Firewall) R5|5H.
E—T#18HR A (New Rule) HEME (Actions) > iR (New Rule).
B A B N R B AV B

EHH (Match) BEE A |, $rERRE— TYWHEHE (Object Group).
RTAXFEPRIERN U FHEMNEEREA,

o u A W N
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7 WMERE, SGALEHE BRI B A NE R R

Configure Rule 7%

e Name |-'-.|u'-u _Servers
Match
O D

AddressGroup_Server; =
PO!'lGDuD Sewefs -

PoﬂGrouann
m“l Por Goupfor
; MM'F‘F!’?*’!
Action
EXB SN

oK Cangel

8 EEMENDE , RRE—-THRE (OK).

mR

BARERBINMABRE SEHEAZTHEREEMBHNOME Edge, MEFE | BAUEIEBR
Edge WU E AR A,

1 EEZERE (Configure) > Edge. #EH Edge , R%&R— T XM (Firewall) &5|E%K,

2 B—THERA (New Rule) HEE (Actions) > IR R (New Rule),

3 FAMBYGREANHMBEERSRAL

Edge K [B5 A& (Firewall)] R EREBETHBRER T NERR , LUREBER Edge BR A,

Firewall Status: @D

Configure Segments

Configure Segment Global Segment [Regular]

Rule Destination Application Action

Allow

B Address Gro 55 B Address Group
Group Big AddressGroup, Senvers
B Port Group: Pon Group Bip

HE RERSBHEABRABRAESEER. WEFEE , BUUKENER (Select Segment) FTHRIRNF
BRREER , WEVEBRTRER AEHRA
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RESR

B EREM 1P A ut MELRRRRE X4 FE. ELEFSRBESEERYAFAN XERR
EF o]
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b
Ifr
o
Fm
(3

$#HEEE SD-WAN Hub #fl VMware 2 X8 (&4, |EFMBR) WERHL , FEEREFER MPLS #
MRARESRREHRE, BERo A% (T8 SD-WAN Edge W) EMAHF  BEFEMS X
&, AggXheio XHEE,

TERER—E€HfHE HEFasmEERPOLPE , UReSK . KREFNERTEN S HE  LEA
MPLS E2EBREER B8, LLEHI#E ARBAER T LMD ZARMENER TE. RMABREHRBARRA
XHETMEHRINBSNALFAEN. AHETELFNNARESEREMEORE . REEEER
EF Edge #HEE,

WM ERAREEHERD ., ZHKE PINAREEREN VPN) Ml Edge REBENEMRESR.

/

-
-~
3
-
L]

" Internet

_:‘_—>—.,,:

-
=

| | i = | = | |
Legacy 1 Silver 1 Bronze 1 Silver 2 Legacy 2

AHFEZFAEBETRAERP O ZINENHAERMENRE , TRPTRELREMENMRE . RE
E/Edge £ERTE , URREE/Edge BERE, TEERE HIMARRE. #£E Wi-Fi BEE . BFE.
SNMP 1 Netflow s27E) Al R EN R LHRELT BT ERPBEER.

AEERTHIEE
] §ﬂ¢/t\§ﬁﬁﬁn
n REDZAPFE
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ER oA

ERFROAR SD-WAN Edge AJLMEAFIE , T X 2BERRE. SD-WAN Edge TRAREE MPLS
MPBRAEERE, ERFOANPREITRERESNEREARLHR, b, ERFP OB ITEEER.

UTRATEBTRNBRETREPEA SD-WAN Edge I FEEE,

By EL]

A& 1 (Hub 1) EEBRERIEET SD-WAN Edge WERFHROLHBEFRIES .

F1& 2 (Hub 2) EEEHREFIHET SD-WAN Edge WERFLREFHFPEIEE HRNNEEEZE WAN &
).

EWR 1M 2 (Legacy1and 2) fE#% MPLS 354,

$R4% 1 (Silver 2) SD-WAN Edge ZEREE I, SD-WAN Edge BT MPLS MABRERKEECHELEE. RE
Z%EEE SD-WAN Edge,

$R4% 2 (Silver 2) SD-WAN Edge FERUBENFE DB ERRLH, E—FAERBE. IGERABE K BEE
SD-WAN Edge liAE—HfES , BAEEFEE HA,

$34% 1 (Bronze 1) SRBARILE (HP—EELNR NAT BHEBERA).

RIED XM P

AEIRHEEEHEPHRE SD-WAN Edge RIHEE,
B &

EEESEEHAEPRE SD-WAN Edge :
1T REXE)FE 1

2 REYMBER 1WA
3 BAZXIPEHEE @R 1EHE)
4 BREXBBER 1WA
5 REXMEBPE?2

6 RELMEBER2UE
LUF 48016 3¢ AR B AH RIS R

AR TE b RUED AR 1

It 25 BB ] 173 Bh & B AR 2] 7E R AR BB SD-WAN Edge B —RRI4ERE. SD-WAN Edge A A M 1{E
NEETIHE (B8 WAN EE&ERA—@E T mE).

R EAESE Edge R, LT EAIMN IP At EFAVEH,
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2 172.31.1.0/24
2
2
172.31.0.0/24 9

172.30.0.0/24
A

|
A 4

-~ g NAT 172.31.1.9
o e 071649
2 2

10.99.0.0424 71.6.4.0/24

ﬁﬁLS ’ Internct

HREIRREIFHE 1 SD-WAN Edge SUE A Z ARRAK

HRERERDO/FEUE , Bt SD-WAN Edge E:FH DHCP BUSH WAN IP, Bt |, BHEL
BAH SD-WAN Edge UEBER RO ABESZRBER | BT 8EA SD-WAN Edge.,

1

VMware, Inc.

b E ISR EFFRE 1P 192.168.2.100/24 FRIE 192.168.2.1 , ERFH SD-WAN Edge KR LAN
RE., BEMELKE SD-WAN Edge LAN /MHE.,

REIBEE http://192.168.2.1 (SD-WAN Edge KA Web NE). & — TELRBIEE (review
the configuration),

e VeloCloud Cdge Activation - Moritla Flrefox
| 7 veloCloud Edge Ac... x | &
& 3 19216821 * ¢ |[Q search |8 O & & & =
@ Connguration: Done
Intermet Status Unavallable Betrylg o .
—
Activate]
) E
=

R E SD-WAN Edge B GE2 §#8 WAN IP MTERREE , FHAENESEZHAMER.
B—T T (Save) , WIRHAEEE/EEE (admin/admin) HWEA/ZE,

—BmE , EERFO/PRBEA L , RASEFE P UBRGE M 1T EEESRER NiE
LA#% SD-WAN Edge WAN IP EZANH 1P, ARGREENRE @@L  TCP/443, A : UDP/
2426, UDP/500. UDP/4500),
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GE2 Properties

. s
Status .
s
-, ,
—
Unk Detected Yes
5P Not yet detected
Speed 10000 Mops. full duplex
Autonegotiation: o
MAC Acaress 00:0C:29.F7:31:06
Configuration
Changes may require the link to briefly o ofMine
O ower
* Adaressing: ® static
O pppoE
* 1P Address: 1723119
* Subnet Mask: [255.255.255.0
* Gateways: 723111

4 LR ARARREEERETA [ CER] .

£ SD-WAN Edge 8 WAN IP fust FAEEH A BH XA R ETHE , SD-WAN Edge MR
MESETA [ BER | .

velocloud

ERERREEPRMAER SD-WAN Edge

1 & A SD-WAN Orchestrator,

2 FE3& VPN ®REEWZELEME SD-WAN Edge 500,

FE H 4 1 SD-WAN Edge

1 BERTE (Configure) > Edge , A% SD-WAN Edge, EEERMNBEENBDER (ERMAEHRE
AF9 VPN RERE).

2 BZEHHE SD-WAN Edge (DC1-VCE) , REGKB—RBMAEFRE. URZECREEFHH4HIEE , 8
EERAETFHHEXRZZEFHHHI, BARRE , BULBZEEREEMIEEA URL,

3 EHMA URL WS HBEZIESRZE SD-WAN Edge 2 R RIERE  SEEREKBERFER—T
A URL,

4 B—TEE (Activate) %81,

5 IR7E , DC1-VCE ERFOPBESEE . BEEIE (Monitor) > Edge., ##—T Edge ## (Edge
Overview) Z3| %K., ZAE2EHAH WAN EEZSE | UREENLHE IP71.6.4.9 F ISP,
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- DC1-VCE

TeiePacitic Communications (] o2 R
[RETTSY

BERRE (Configure) > Edge , A%I2H DC1-VCE, BE#® (Device) Zo|ZH , REO THHE
N ERE (Interface Settings).

BREEEINEEREREH SD-WAN Orchestrator 2EB A Ul :REFRE WAN P Uit FrEE,
VMware BIRRE S5 LLE T,

Interface Settings

B switch Port Settings D Routed Interface Settings
Interface
Actions verfi M VLAN ‘Addressing ‘Wan Overls lay
Eo x @eml Access 1 -Corporate
Edit DoE2 # Auto Detect
Edt x  @ces oHePR # Auto Detect
Edit % DGE DHOP # Auto Detect

EH1& 1 SD-WAN Edge EFREFA WAN E4E

1

BHi#E% SD-WAN Orchestrator :2EFAA MPLS Edge WAN 7. BERE (Configure) > Edge ,
A%BIRIE DC1-VCE, BE#E (Device) Zo|EH , AZO THHZE [NMHEHRKE (Interface Settings)]
B, £ GE3 LiSFH&E 1P REA 172.31.2.1/24 , ¥R EFERMIE 172.31.2.2, £ WAN Al
(WAN Overlay) T , BEERETHN TR (User Defined Overlay), EAUEEMET —ELR
FFEHEE WAN B4,

Virtual Edge: GE3 ®

172.31.2.1
24
172.31.2.2

HOverlay: 0 @ | User Defined Overlay ¢
oser.0 OSPF ot Enabled
NAT Diec
L2 Settings
Autonegotiate @
Ty [1500

Update GE3 | | Cancel

£ WAN 2&E (WAN Settings) T , #2— T i EREEZHEN WAN 1k (Add User Defined WAN
Overlay) it GE2R T HEBHEINEM).

WAN Settings | © Add User Defined WAN Overlay |

PubliciP  Pre-Notifications

Actions | Type Link Type
R et ek Comi mscaiont Lz FAkRC i s b =

A MPLS BiEEZ WAN BE . ZHFLA (Private) WWEAER (Link Type) , RETE [IP it (IP
Address)] I FIEE WAN EEW T —ERE P (172.31.2.2), BIEGE3EANE., B— TR
(Advanced) #4#.
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Virtual Edge: new link x

User Defined WAN Overlay
Link Type:

| update Link Cancel

Ry FREEGBEFSEIZAFESHR. NREEADRRER  PRESKEHE—EAHEHT
BEAR B, F-EARBNDX) , BRFLERETERN WAN ER, HRGELE  BE—2
UFEBHAER WAN R (EERREFHT).

4 HEERRETEEMA WANEE, THNERENETERITIEL-ETE MPLS E4 5 Mbps B L%
MTkEEEG,

Advanced Settings
Bandwidth Measurement: @ Do Not Measure (define manually)

5 EREORTE WANELZ  HHESE.

WAN Settings © Add User Defined WAN Overlay

Action Type Lame terta & Type Fublic T

Ed Del = Aulo Detect  TelePacific Communications GE2 Public Wired 71649 4 =g
Edét | Del |—l User Defined  ATAT MPLS | GE3 Private Wired x *

LETREFELRE SD-WAN Edge WEE . ERASD X SD-WAN Edge 81 , BT EF 2R 7
BN EREERE MPLS BE,

(BHA) R LAN NEEREERE IP

1 BZERE (Configure) > Edge , A% EH DC1-VCE,

2 BEZEHEE (Device) RS|FEE , ARE THEBE [VLAN RE (VLAN Settings)] B

3 BT (Edit) , RAERENEM IP it

Virtual Edge: VLAN1 ®
VLAN
# Edge LANIP Address: [169.254.1.1
* Edge Management 1P Address: © | [169.254.12
* Cidr P |24
Netur

Fixed Ps: MAC Address " Description

£ L3 RBBEHRTE LAN REBHNFERA

BB L3 RIS ERBHEE 172.30.0.0/24 iK%k, SBA B EEARKBEE T —ARYENNE
GE3, BB ARA [B% (Advertise)] #ZEUGH , fEE M SD-WAN Edges 86 L3 RIAEEFEZ U TR

Static Route Settings

% (%%ﬁ?ﬁ“%%ﬁﬁﬂygﬁ)o J;;.'m.‘u.wy :‘17;‘31.2‘2 ;sa‘. 2] 1 \; . ‘V [m‘me]‘ - B | =) (#) clone
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RESMEBRR 166

1 45 BB O] 177 Bh 4R B R A FE SR AR VE A A SD-WAN Edge B —R TR, SD-WAN Edge EHERESH
A, YkEE L3 XEBREFHERARE, UT2EKM P AutERHEH,

s

10.98.128.0/24

Internet

DHCP
-
-

SN

10.12.0.0124

FRENEREAR 1 ¥h &9 X SD-WAN Edge

EHEHIFR | RIFIERR SD-WAN Edge £/ DHCP EUSEA M IP it , A EEEITEMRE, SD-
WAN Edge BEM{ AT £ Fr G BN HE EEH DHCP TERARE.

1 EMHH Edge SILVER1-DCE , AZRECEEN B K MNRERE GBG2ETE).

AAAAAAAAAAAAAAAA

uuuuuuuuuuu

[

2 BEKESEZH LAN = Wi-Fi LBtk SD-WAN Edge.

3 SD-WAN Edge B fEE 7 SD-WAN Orchestrator FEERAERATMRE , BEE—EABRELE. R
BEETLRERA WAN EiE,

ESRAR 1 W& SD-WAN Edge L3 EFA WAN EiE

M RS EZENR SD-WAN Edge 3 L3 TIREEM IP EL,

1 BERRE (Configure) > Edge , 2H SILVER1-VCE B % £ 8 (Device)] Ro|ZH , REB T #
BZE [TTHERE (Interface Settings)] B, £ GE3 LiSFFEE IP RES 10.12.1.1/24 , TR EFERE
& 10.12.1.2, £ WAN ZH& (WAN Overlay) T , REFEHAEEHLN ER (User Defined
Overlay), EUUERMET —ELSBHFEESE WAN EE.
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Virtual Edge: GE3 x

Interface GE3

Addressing Type: © :
1P Address: 10.12.1.1
Cide Prefix 24
Gateway: 10.12.1.2

WAN Overlay: © @ | User Defined Overlay ¢

osPr:0 OSPF Not Enabled

NAT Direct Traffic

L2 Settings

Autonegotiate v

MTU 1500

Update GE3 Cancel |

2 1€ WAN RRE (WAN Settings) ERR T , 2— T HiEFEAEEZ®RN WAN i (Add User Defined
WAN Settings | © Add User Defined WiN Overtay |

Actions | Type Name Intedaces Link Type Public 1P Pre-Notifications Alerts

WAN Overlay) Edil | D¢l ™ AutoDetect  Comcast Cable GE2 Public Wired ?:E:SBH 3 4
o

3 A MPLS BEEZE WAN B8, ZHFA (Private) FWEZER (Link Type)., & [IP fiit (IP
Address)] I FIEE WAN BEW T —ERE P (10.12.1.2), BIZE GE3#EANE., R—THER
(Advanced) #4#.

Virtual Edge: new link

User Defined WAN Overlay

| vpdate k| | Goncel_|

By ARPEESRE , BETUABRFEAR. ko XEHPRATHETAIR , MRREELHER.

4 HBEEAERTAHAMEE (Measure Bandwidth), EER D% SD-WAN Edge ¥ #1148 SD-
WAN Edge #1{TSEEAIE , MEELZE SD-WAN Gateway BFFEMNER.

5 BECREWANESE  AREFEEE ESHETIESHERNER).

(2R A LAN NEREERE IP

1 BERRE (Configure) > Edge , 2H SILVER1-VCE, EEZH#E (Device) Zo|1 K , REB T #
B Z [VLAN R&E (VLAN Settings)] BEk., #®— TR (Edit). :RE LAN FIEENEM IP ik,

Virtual Edge: VLANT
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£ L3 R EHRTE LAN FEHEFRERH

B 13 XRESEFRERBIIER 192.168.128.0/24, EMNERENE GE3, mES4A (B
(Advertise)] #EU A , fEEM SD-WAN Edges 867E L3 RAWEFT BB U THK GGSEA TS ERE
2m),

Static Route Settings

192.168.128.0/24  [10.12.12 =1 < | 0 @ (none 1 B =) (%) Clone

B2 2 2| iR EE (RAR 1 BIH4E 1)

LS BABMEREER D ZITRNEBEEBE. FIiR, KRETESEINELCHD  CEREZBEAK
MR EER SD-WAN Gateway HVBE , MIFEZEHENBE. RALEARMAZR VPN , THEZLRE
D REPENEE.

RELCEERE  TURERS XFPRENEE.

ByAE¥w VPN ] Edge 2| SD-WAN Hub Wi@E

1 $B1: BERE (Configure) > 3EH (Profiles) , REREAFI VPN RER (Quick Start VPN
Profile) , AEZBZ# M (Device) Z31EH. BMAZEI VPN , REHIT T HIBE,

s E9XEFHE (Branch to Hubs) T , AZRMA (Enable) ZEUS
s E2DXE 49X VPN (Branch to Branch VPN) T , AR (Enable) #ZEU 551,

n 5 XES X VPN (Branch to Branch VPN) T , BUE @& [FAZixFE (Use Cloud
Gateways)] ZE A, BITHEIESZEB SD-WAN Gateway FAS X2 5% VPN HERF
., EEIDZEIZHNEZBER , 27X 2N RESLEBBHEF—EHE (LREZEKE
ENHEFBEF),

& —TRENPHE (Select Hubs) &, 1£¥ |, # DC1-VCE BZAfll. E€4# DC1-VCE ¥8E5 SD-
WAN Hub, #&—THEHH DC1-VCE , A%EZE— THRAEGHHE (Enable Backhaul Hubs) F1gkH
B2B VPN Hf (Enable B2B VPN Hubs) #&#ft. EMEi§HEREN DC1-VCE AR D X E 5 XNWRE
M BRI EEFERARE, £ [EIR VPN (Cloud VPN)] BER T , DC1-VCE BESRERARE SD-
WAN Hubs , ¥ERARS X295 VPN H1&E,

2 kB EERE 9 ZEFBE SD-WAN Edges 2N EEEE, BEGSUBHEE TR XEPEZ
B EEEE, LTRKE SILVERI-VCE W&, FEXE 71.6.4.9 M 172.31.2.1 LUMNBEE, B
=EZHIE SD-WAN Edge WEEBE EBARAFBRMAEN GE2 , UREBRAELH GE3),

RESMEFER 166

LRGSR RS - EE—E DA M—ERENERBRARILE . UTR2ERH 1P rut&E &
H&il, BRONZE1-VCE SD-WAN Edge LAN , ¥ @& SD-WAN Edge, WAN ERFEEETEME
E , ABTceY ™M@ WAN STESEH DHCP,
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REIW B & 2

W RAHEEREEFANREETRIBEP [ MK 1P ut#RE | . UATRERM P it ERAVEH .
EEERET , TUEAERNEERR IP ETEANRELEVER,

172.30.0.0/24
A

3 .
|.2
172.29.0.0/24
2 4 NAT 1722002
=% #EEEERE | 200.116.155.31
3 32
10.99.0.0/24 209.116.155.012¢
-fﬁPLS Internet

HREFE 2 SD-WAN Edge LUEZEF B4
1 HSERESLZE SD-WAN Edge , W FEABIERIEM http://192.168.2.1,
2 FEHRRTEE—E WAN NE GE2 RFZEFE SD-WAN Edge , LUEZEE B,

Configuration

Changes may require the link to briefly go offiine.

O DHcP

* Addressing: ® static
O pPPoE
* IP Address: 172.29.0.2
* Subnet Mask: 255.255.255.0
* Gateways: 172.29.0.4
i @ on
* Autonegotiation: G o

#H 1 2 SD-WAN Edge #i€Z SD-WAN Orchestrator I B &
ERLSEH | EEEYHR A DC2.VCE 5 —E+1& SD-WAN Edge.,

1 7 SD-WAN Orchestrator £ , BER&E (Configure) > Edge , REH#¥ Edge (New Edge) LA 1
SD-WAN Edge,
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wwwwwwwwwwwwwww

xxxxxxxxxxx

[admin@acme.info
‘Serial Number ° * Contact Email [admin@acme.info

(cma ] [ concel |

2 RBZERTE (Configure) > Edge , BEUERBIMIZEI A SD-WAN Edge , RAEBEZH R (Device) &ZS|E
B, URELEL—ESBPRENHEBNEMN 1P,

Virtual Edge: GE2

Update GE2 | | _ Cancel

EE HRRMEEEERXNPIE SD-WAN Edge GIEMNERNE , BMEHPEEZEEE) ,
HibEB 4% WAN BRIEE A (FHEES (User Defined)].

3 LK, BUAEYEE. £ WAN RE (WAN Settings) T, Z—THEEAEESRN WAN AE
(Add User Defined WAN Overlay),

4 BIBAAEENEE ERONEGF  BRPASEAT —ERE IP172.29.0.4 BB X BESE
PR, BIABEREASERE NAT £ 209.116.155.31,

5 ¥EBEMAGFEKNE_EEE EHEFF  BMALEET —EREKEEE 172.29.0.1, HIEEHE
T, EAERE MPLS Leg , DC2-VCE 2% 1&,

Virtual Edge: new link

EiB GE2 SEHRERAFIEE LAN It 74358 172.30.128.0/24 E2 B T Y B EHEEM).

Static Route Settings

[23018074 1722903 & B OO T TR ) Bl =)#) cone

6 Ri(® SD-WAN Edge, BRARKMN% , 50 % Edge BRAETHER (Device) ZS|BE., FiE,
[AH IP (Public IP)] I{IIREEAN., BHREEZSERBE (Overview) Z5|ZEH THIEHE (Monitor)
> Edge FEZEL. (BA) & LAN NTEREERE IP BERE (Configure) > Edge , 2E DC2-
VCE, EEZ#R (Device) £5|EH , AEM THBEZE [VLAN RE (VLAN Settings)] BB, #&—
TR (Edit), :RE LAN NIEENEH 1P frit,
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& 2 SD-WAN Edge FIEZRZEAF VPN REREFHHEFE
1 BERRE (Configure) > FREHR (Profiles) , REIZBEGREREMREAM VPN,

2 BZEHE (Device) Zo|ZEH , RAEEEEHH SD-WAN Edge FIEZFHIBEE.
REWRBIRE 2 5E

W BA BB EES RIS -- —EBEENWA (I CE BBHEE%E S5 HE SD-WAN Edge , BEL SD-WAN
Edge #E5 LAN WTEREAHES) ., UTRESEFENERN P it EAEEH6,

rj-(f;:f PLS Internet
10.99.128.0/24
L DHCP
o o
o N
1
10.22.0.0/24 2

A
192.168.130.0/24

HEESZE SD-WAN Edge LAN 5 Wi-Fi , REFEABIESEED http://192.168.2.1,
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£ OSPF = BGP R EEREKH

g A A OSPF = BGP :REERERH.

SD-WAN Edge 2318 OSPF M BGP 2ERE MMM ARMNEE. CERBBENRAEEEMIE/EZF
2. FE/EFRNEFEINEURBERARS  SXEENBHEEEAEZHM SD-WAN Edge, BERR
EEH (OFC) IBRAXEENRE A REMEZES , MEETRARTUARTENRIBE.

VMware X% OSPF F# . OE1/OE2 SRR . MDS5 M A/ia HEF R, &iB OSPF 2E¥MNK
HSEHEFIEEERRAFBBHEIEMEHEE, I EGA/MHERnRsE  BFRRUREL [E

B REETLUREM L/ T BGP B ERIEEL , Hli1 RFC 1998 #& . MED MAKE 17
RE,

%5 WFE OSPF #l BGP EFfin EcVIEEEER , FE2H1EEA OSPF/BGP EFfi o B —f.

&5 £ 3.2 Wk, ATLAEREE SD-WAN Edge HEH BGP f OSPF,
AREHARTHIERE :

n  BA OSPF

m A BGP

s OSPF/BGP EHf4E

n BERREES

BB OSPF

[ BB ERE (OSPF) | REEEEABEBNEN LAN NELEA,. Edge REBEEHEZ LAN X
EIEBHEHENEE., SEHETEMN OSPF Thit , X AERBANE T FEHZINEE.

EZERMMA OSPF , BRITHEFNSR
1 BRIE VPN REMEH OSPF,
a RBERTE (Configure) > FBER (Profile).
b R-—THERHRE OSPF 2 VPN REEHEHEE (Device) BEIR.
BEEER (Configure Segments) SEREENH IR,
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o [ e T
& Profiles B S

Test & Troubleshoot

Administration
Used By
2 Edges
D
] &
QE1 et Metri 20

Segments

Overlay Flow Control Configure Segments

Network Services I

Alerts & Notifications Select Profile Segments Change.._ |

Glstomes Configure Segment:  Global Segment [Regular]

Authentication Settings @

[2 [a2 Narmal ¥ -+
3 [a3 Normal ¥ ._.:'.
Qo)
gs (M)
ervice @ (o

Cc 7£ OSPF Eif (OSPF Areas) BEt# , FIR (ON) OSPF Eif (OSPF Areas) Y]# 1z .
d RE OSPF EEMNEHPERE.

1

VMware, Inc.

EFEREEHA (Default Route) THRININRER TP , REEZANTERKHAMN OSPF BHER (E15
E2).

EE%E (Advertise) THRIhaeRT | BIE—#F (Always) BiEHX (Conditional), (GBI [—
£ (Always)] RA—EGBERARBH, BE FHEX (Conditional)] , R TRRABETE Edge EB
BEEQREEZ2ER , T2EHIPRERKH. VEQR [BEBEHN (Overlay Prefixes)] ##IE ,
7 REE R N TERRER R .

MRBEA , FHRABEE (Overlay Prefixes) ZEUH# .

(GZR) ZEMAS BGP BRHIEAZE OSPF MIhaE , F5RH BGP #ZEU5 . BGP BH W EH
PEZE OSPF A, AR HER , FWASREN TAHERRRE !

a TEREER (Set Metric) XFEHHh WAEE, (OSPFE2LEEERACREF IEZ
BREELRIMNE LSA F), FEREEA 20,

b HEREEREH (Set Metric Type) THRIRIEERAF | REZEEHEH, (TLUERERH E15
E2 (OSPF #MEB LSA $HY)) ; TERERE A E2),

BB (ID) XFHHRF , WA OSPF BE#BIT (OSPF Area ID).
M (Name) XFHHRP  BABSNHREERE,
REREGRIM—MK (Normal) EH . BHEXE—K (Normal) FHE,
MELE , BER—T ® UFEEaES,
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2

ATCRA OSPF M Edge £ ERTRANERE.

&5 SD-WAN Orchestrator X827 Edge MR EEEBR LFEH OSPF Bi¥ R (Point to Point)

BRI,

a THEREER (Configure Segments) ZEHF , I THBZLREAERENEHM OSPF REZ
Edge £#EBHWHE BB TE (Device Settings) EiF,

b #H—THEN Edge WERER.

c TEMNERE (Interface Settings) BiFiA , R— TAHEMRE (Edit) B4, Edge £EH [NMHER
ZE (Interface Setting)] EEMEEIHIE .

Edge VMware

Interface: GE6

Interface Enabled
Capability:
Segrnents:

Addressing Type:

WAN Overlay

OSPF
OSPF Area:

Multicast

[ Routed %]

All Segments

[ static #]

IP Address:  [172.16.1.10
CIDR prefix: |29
Gateway 172.16.1.11

( User Defined Overlay ¢

(1-a13]

toggle advance ospf settings

Custom Settings

Inbound Route Learning

Hello Timer: @ 10 seconds
Dead Timer: @ 40 seconds
Enable MDb Authentication:

Interface Path Cost: 10

MTU: 1380

Mode: @ | v Broadcast
e Point to Point

Multicast is not enabled for the selected segment

Route Advertisement

7

Override Interface

RADIUS Authentication: % WAN Overlay must be disabled to configure RADIUS Authentication

r the: -ation to

Advertise: O

ICMP Echo Response:

NAT Direct Traffic:

Underlay Accounting: &

Trusted Source: €

Reverse Path Filter: € I'-Specmc ¥

| UpdateGE6 | | cancel |
d EH OSPF ZEIT#,
&) N
e 7 OSPF Eifl (OSPF Areas) THRIXIhAERF , BH OSPF B,
325
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f  R—THHAEPR OSPF 8| (toggle advance ospf settings) E 45 | LR EER OSPF RE.

1 EVIAKHET (Inbound Route Learning) g HE S (Route Advertisement) HY &FiZ
B2, MEFMEN , B2 HRHENERS.

2 #—TFETHSE (Customs Settings) R3IEH , %R T 5 OSPF %7,

a

9
h

£ Hello Timer XZH#H , 8 A OSPF Hello BREIRER AR BER), ATNEBES
3| 255,

£ Dead Timer XFHHH | B A OSPF Dead BREREMR AR AEN), AHTFNEEA
#| 65535,

ZEERA MD5 55 (Enable MD5 Authentication) #EU5 3 , LAURA MDS5 Eiss.
EN BT (Interface Path Cost) XFAHA , AN EHEEH OSPF A,
EMTUXZERRS  ANENERE TR AE MTU) &,

HEHERX (Mode) TR IhEERH , EEUEIE (Broadcast) S M¥H (Point to Point) fE4&
OSPF MR ERER  TERM OSPF # X A ERE (Broadcast),

REWE) (Passive) ZEUT 5 , LARA OSPF HENE .
#®—TE#H (Update) &l

3 B—TH#E®E (Save Changes).

WS RERSE (Confirm Changes) i A , EXREWAEMAN OSPF B, WML EER
FEEY Edge BB,

B NREEEERTEEERRE OSPF AN Edge , BIXERMIE (Configure) > Edge
> 8¢ ® (Device) > MHERE (Interface Settings) Eif# 1T Edge BHRMRE.

B BRI RS

BT EMETENEE  ANEL.
» BARBHESIHR OSPF 2ERZAHK  IRXEBERBREZFPHNEFRE.
» WHRASEHTERIEE OSPF HHER.
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N Edge 500: INTERNET2 x
Interface: INTERNET2
nterface Enabled +
Capability Routed
Addressing Type: DHCP
WAN Overlay: L4 User Defined Overlay ¥
OSPF: v
OSPF Area: 1 - BRANCHES ¥
toggle advance ospf settings
Custom Settings Inbound Route Learning Route Advertisement m
Default Action: Advertise ¥
Route Filters: Bouts Aetan
172.17.1.0/25| Ignore ¥ | (=)(4#)
MAT Direct Traffic
WLAN:
L2 Settings
Autonegotiate v
* MTU: 1500
Update INTERNET2 | |  Cancel

FYF BGP

HEEEERL , RERSEAKE BGP e, BRLMRRLEFNIBRRESEERK BGP.

e
» 1% 4-Byte ASN BGP , EEHBEPFHEZEASE 4-Byte ASN- Accept 4-Byte ASN FIF5#., EX
BaxFER ; TX#E asdot/decimal &=,

» URBEERRKRE BGP. BWNEMMA Edge BRHNBERT , EREEERS Edge BAREITRE.

#EBRINXE (Community Additive Support)

BGP M AT HAHRE X IR E BGP 18, HEETRANREBAIBHNRER., KER K NRRIR [ R

il , REWN BGP HEKEMRAE [RE | B, NRIBUBFRMEE  RMARSERENLHFHEMRME
RER BGP 8, MLATEHIEATR , #8f 12345:11 M 12345:22 2 IMEZRER BGP L8, izt : X
BHWHSEFTREE LRAT =M.
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Create BGP Filter 2 %
Filter Name: iAdd Community
Rules Match Action
Type Value Exact Match Type Set

= = o p '— = | (=
Prefix Y | |10.10.10.0/24 Permit ¥ | | community ¥ |}12345:11 [CIC]
Community v || 12345:22 ®=

Community Additive ¥ @

®
®
®

1 ®RE VPN REREKN BGP :
BZEEEIRPHRE (Configure) > REH (Profile).
#HARERTER (Configuration Profiles) EEREEIH A,
b ENLEAHRA BGP MRERE K RER - TERARERENKE (Device) BR.
gt EREME MR E (Device Settings) EHEBEANHE.
2 M[THEBHZE BGP ®E (BGP Settings) Bl , A%BM BGP (BGP ON) , I FE AR

QO

BGP Settings [ On @]
Filter List: @ S
Local ASN

Neighbors

Advanced Settings

Router ID: & Route Redistribution Networks ©
Keep Alive: @ Overlay Prefix: @ & not set
Hold Timers: @ T Disable AS-PATH Carry Over. @ x
Uplink Community: @ 1 Connected Routes: & &

OSPF. x

Set Metric 20

Route Propagation
Overlay Prefixes Over Uplink: @ %

3 B—T4REB (Edit) &4 , LLEE BGP &5,
4 1 BGP #¥#E8% (BGP Editor) # :

a R—THIBERER (Add Filter) 12t , WY —HZ @RS, (ELHFRIJSEAEZH , UE
BRSERHNEYE. MENEGRETARSESTH).

#Y BGP §FZ&28 (Create BGP Filter) 5 A HEBEEN HIE (M T BFR).

Create BGP Filter ?) %
Filter Name: ‘
Rules Match Action
Type Value Exact Match  Type Set
Profix v ,7 ) Permit ¥ | | None Y @e @@ @

b 7Y BGP BFi®8% (Create BGP Filter) ¥ A :
1 TEEFREREME (Filter Name) XFHHF , MAGRBHERE,
2 REBEI[BHOHRA
n  EEE (Type) TRHXIIRERPBEBEHWBRLE,
n  7E{E (Value) XFH AR EEBREFNE,
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n WREA , FARTEZHEF (Exact Match) ZEUTHR .
s EEBE (Type) THRAIIgEXRPISEEBHEER (RHFHER).

n  TERRIE (Set) THIIhgERSP |, BB [8 (None)]. [FREEFERIE (Local Preference)].
[E& (Metric)]. [AS-Path-Prepend] =% [#& (Community)]. [#tB £ (Community
Additive)] ZEUG ., MEFHEN K F2RLIEEALHEMNIE .

FSRETRUANGELMUNBRA F2RRETHIER).

Al ELl

LB . B E (Match Type: Prefix or
Community)

& (Value)

T2 M (Exact Match) #EUH

EEEE . AFHIER (Action Type: Permit or Deny)
FRERIE : £ (Set Option: None)

RERE A EFRE (Set Option: Local Preference)

FREEIF (Set Option:) : ¥ (Community) F3LFE RN BGP & A M HAAR T B BARRE. EEWMEAN
(Community Additive) Bl HEBMEORENLRE, LFHE T A RE BB R
R KTER , RKRAE [ 2] , dBHESEWRE
[RE | B,

REREIE . BB (Set Option: Metric)

SR ERIE (Set Option) : AS-Path-Prepend

c REMERSJHRUR , FR—TEE (OK) &if.

d 7 BGP {i¥E8% (BGP Editor) ¥ 5E A AF , 7£4# ASN (Local ASN) X F A # AZH#E ASN
%ﬁ%o

e HEFMNEEF 6 FEENXZHHRFEATE IP (Neighbor IP) ] ASN |, RER E—FFIES
W BFIREE (Filter) BEFIE T A GRSt HEHRE,

f  BR-TZ2BBA (view all) RARM TR IIRER , UFBEMRE. AFTEEMAHMBRE. F
SETRUNSESMERENRA , YE-FBETHHRE).

HARIENf R

FEHPHEE (Neighbor Flag) TR R IhAER ARERFHER, RTHNIIERPREMMERE : &
(None)] M [E1T (Uplink)]. 1R #& E1TAEE MPLS 1Y
WAN B8 | FEE [ LT (Uplink)]. ©REEE , m
#EHEKE SD-WAN BEEZHWRAEEZEE MPLSH
WAN E# , LREHEAEREGRAFXLE (BlaH
B), MREEFERABERLEA BT ERRBRERS
32 3EB LTEBEEE (Overlay Prefix Over Uplink)],

AFF AS (Allow AS) ZEUA 5 BIfE AS BRI EMEEMN AS , NEEE BGP BH.,
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h=gi 3y Tod EL

FERH (Default Route) #EUH HEWBEEREH, NEFHAERBEH (Default Route)
BEAROFEAESR  B2ETANSE i,

4 (Connect) EERE TCP T/ERENIEWEIRS , ERREYUERIH
TCP ERFNEREE AR AEN). EREA 120,

MD5 B3 (MD5 Auth) B 52 A BGP MD5 E@% ., [MD5 B¥& (MD5 Auth)] #ZHUA
ARERBEREITEES , BIBEEEL BGP MD5 B4
BGP HENZ2[H#E.

MD5 % (MD5 Password) X F 7 # BUA MD5 BB EERE,

Edge BGP Editor 7%

Filter List: @ 2 Filters

* Local ASN 300

Neighbors
% Meighbor IP % ASM nbound Filter Outbound Filter Additional Options
117222102 [2001 fallover v @®= | our_fiter v| @@= | Neightor Flag. Uplink =) (#) Clone
Allow AS: b

view all v
Uplink ¥
d
o
o

D e .

g B—TEMRRE (Advanced Settings) &
EMRE (Advanced Settings) EBiFiBEEIHIER,

h 1EHEMEE (Additional Settings) BiFiH |, EAT A A T 5 EH At BGP 8RE , TR, (B
—EZETHHRK).

Bt E#MA (Additional $EA (Description)
Settings Fields)

B BRR B (Router ID) BHARREBHE , #EEBEIRERE.
REFELE (Keep Alive) #& [ RIFEE | MEEXEHHEWER UV AEN., BAREAOY. HES
0-65535,

{RIZETAEEE (Hold Timers) BHERARKE [REFEE | AENERERE AWAEN). EREA180®.
giE % 0-65535,

E1THE (Uplink FTRIBESZRME Edge (PE) WEL.
Community) B B AR (B Edge) IR A LITHE., (HPTEEPIE/Edge R
BEEE).

MATRARBEFER , RAHH AANN &K,
BB ETE (Overlay Prefix) BN RREBEEBZENER.

VMware, Inc. 330



VMware SD-WAN E 55

f£F AS-PATH ZE# (Disable  k7ER , LBHEERER/T AR, ERLERED , FH AS-PATH ZEAXSHETN

AS-PATH Carry Over) i AS-PATH , MifE L3 BEHBRE EEAIEM Edge A BHRE ., W MRFE
[AS-PATH & (AS-PATH Carry Over)] , AR ENAR B SS4EKHER
(Warning: When the AS-PATH Carry Over is checked, tune your network to
avoid routing loops.),

EEKIKH (Connected B EAMECESNNEFHEK,

Routes)

OSPF #ZHEU 5 ] A& OSPF EH P E.E BGP,

FEREH (Default Route) HEK Edge ZREBREELTR , TSEFH,EERKH,

BREEEXFH (Set Metric  IEATLARIZRA OSPF |, LLARFIE OSPF BEHA BGP &1, BEH 2 OSPF {H

textbox) FERH BGP E&4A MED {& 20,

ZEBETEBE (Overlay FITRIEREBMFEAEM (Neighbor) IEZ LITHEL/SH (CEBEEBEESERS

Prefixes Over Uplink) {2ft#& Edge (PE) BEHER). BREBEEBE2BFNEHEEZEEFH (Neighbor) EZEMH
17,

#98% (Networks) BGP #L4 10.10.10.10/21 IR BEHIHEE .

Advanced Settings

Router ID- € I Route Redistribution
' Overlay Prefix. @ @
Keep Alive: @ | Disable AS-PATH Carry Over- @ O
Hold Timers: @ | Connected Routes: @ ‘f
OSPF: .4
Uplink Community: & | Set Metric- 20
Default Route: @ «
Advertise: Conditional ¥

Route Propagation
Overlay Prefixes Over Uplink- @  UJ

Networks &

l— @@ Clone
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i B—TE (OK) LR 1FHERE,

#3 NREDETVNREMBRE (Additional Settings) BiE PR H (Default Route) %
BAEH , FEETHNESR

n WRBAT 2EEREE (Default Route) RIFIREY (R4 (Conditional)] #1E , BR&®
HE{E BGP H#RIBEBFAMRMEH (Default Route) , BIfE Edge ZRBESKEEZHENTE
REEHE  BGP R2KERBHEFI»EZHTR.

s NRBATE2EFEREEA (Default Route) RIBNRE (&4 (Conditional)] 18 , HEH
T =8 BGP FHRIEBFEREE (Default Route) , BIEE BGP FifAeBEE2 AR  FE
IiE [ —2Y BCGP UEBEEERKH ] .

. ERBMAZETEREH (Default Route) BI1E |, MR T k5 BGP FMRIETERIEH
(Default Route) , 5 — ¥ BGP HIEBEETERIEH.

n  EREAZETEREA (Default Route) B1E , BARREKIE BGP S A RERRIEH
(Default Route) , FE7¥ BGP HE B /EF P I FERKH.

#E FrAELMBIEYTE Edge BRMER , Y HR LR EAFER Y BGP REMAMN Edge BB,

OSPF/BGP E# %t

BN E OSPF M BGP AJLAEBMA , BATIEAHERE LA —ERBENGENRSS 2
BERRAS RS R ASt A SFE#H 0B OSPF 2| BGP = BGP %l OSPF (IME&ER#ET) , EAFFEMA
BEREREHRIR , fINERER. CESNKH. FERHTEENEE.

o E32BH, BEMERECEFRIRITANRESRN RS (REMBEABENEL. Sl mRA
ZEXRBATARMERNETR  AIREXEBERS RBAREANBRHSEN P EE BN ERGE , &
RRENGEBABEFNEACATAZEHRRETERIE.

BREMEME 192.168.1.0/24 EFHELE BGP ., REBET 192.168.1.0/24 KB H Al EAHEES |
At OSPF 2% | HEEMALUBEEHNWEXNERNES. BME—FIHR , TEHN OFC REIERF. BH
EEHERAEHREZE , OSPF BAHEER (BER) stHHEERMETNEERKA, Wit , MREE
BGP #BiRk OSPF EFi 7 AL , BI®#E OSPF BHAEH P B ZE BGP, iR , AREBREBBENEBILIEZ
BIBERL RB FHRERH , Fit , BIECSE BGP PHRBEEEENEFIE , t TS EEH I
Z BGP,

HEEEBRT , ATRESERNRERBEN I RIEENBENEBAGE  ERETUHHRASGTR
EERENSERHEEMAER S

HE  MRERAEHHZEBEORRETENBERRENR 2ED B BEMRBE , CREJUERTE
THREENBREREZGRERZHIRAERS RIB PWAHELIRF , EHNBRAEERES,

MEFHMENR , HSEMA OSPF MEA BGP,

BEEREET

ARG RIZESF (Overlay Flow Control) EHEHEREHEEPFIERHNBEERE.
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B R RFmEE Edge. RFRURSEBERMEN 2 ESRABEFREMNBSHE.
ELEAOMLD | H—TRE (Configure) > WRHRIEH (Overlay Flow Control).

Configure
Edges WVRF Global Routing Preferences
Profiles Preferred VPN Exits Global Advertise Flags
Object Groups Detault Priority Edge Partner Gateways
Segments 1. Edge Assig Assigned
= =3 Smanc ® =3
4 Overlay Flow Control 2 Parmner Gatewsy = =
3 ter W e
Network Services Lt
4 Hub =]
Alerts & Notifications =4 =4
& =
Test & Troubleshoot
. x x
Administration - =
2
Edit Refresh Routes
sesrch v |0 [Meos|[x Recetvien|[Srekenn | [ £ csv] Dissiay Titems. [0 zsected = (08 Actons
Madify 5 Segment Subnel Preferred VPH Exits © Reule Type & Last Update + 0
Edit Global Segmant 10.0.1.024 bl-sdgel Connected
Edit Giobal Segment 10.0.2024 b2edget Conneced
Edit Glabal Segment 10.0.3.024 b3-edgel Connecled
Edit Glabal Segment 10.0.4.024 bd-edgel Connecled
Edit Global Segment 10.0.5.0024 bS-edgel Connecied
b5-adged Connecled
Exit Glabal Segment 17218.1.029 Connectesd
Edit Glabal Segment 172.16.5 0729 Connecled

Monitor Overlay Flow Control ©

AR RIE4 (Overlay Flow Control) EEHE &R FHFHAER :

215 L

1A VPN & 3R (Preferred VPN Exits) BATREEARERABNBNELIER.

2 EEEE (Global Advertise Flags) AREE, CER. A, BN LITHRENBSEE.
¥ (Edit) - Z—TUEHEXIEFNAELHE, F2EARELHBHETHRE.

EFEEIEH (Refresh Routes) - AEEREEMADHIRAFHE (Distributed Cost
Calculation) ThAE#% |, FREME A ILIRIE, Orchestrator (kAR LT BB HELBFHERMH., Edge M
E{K¥E Orchestrator sTEIHREHEFRE , Wi EMEELS Edge MFE, 2BAREHE
(Distributed Cost Calculation) ThEE Al i H A AT E B M ZE Edge MEE.

MESBRRAEHE (Distributed Cost Calculation) BB , 52 (VMware SD-WAN #4E
BiEE) bW (RESAARASFE) —& , 1A : https://docs.vmware.com/tw/VMware-SD-
WAN/index.html,

#a EZERAIBREAEE (Distributed Cost Calculation) ThEE |, FAHEN X ESESH, W
RETLIEEEIE VMware WX | FEKXZEER,

B—-TEHREERM (Refresh Routes) B Edge MFEEFTECHNBERAE |, YEHEXSE
Orchestrator, b4 , BB REZFTHNEFEFSVNEAZFNNBEENECETRAH.
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ERENBERAE  FFLEXSHARELETIIR

» FAAHBERHAEENRE IEHELKRANEFRENBERE. LEFNEMSARE.
Orchestrator % , ¥ RKRERBELRPES. ARESEHRBENRTNEN , BHEHHR
BUANREELRERE.

n FERAELRANEMARERETHERARMEETNEENIE,
FE ERCEARSRENEERB (Refresh Routes) , UBWRBREEETF LRI

ARTEZES (Overlay Flow Control) REMNEN MR~ FAK., B LIEEY FRKERBNENE
RIERF , WENRRNEUHINRBEC 2 HAMNEFRTE. NEFMAEN , FSERETFHEK,

REZERBAEHRE

EEBRERIES (Overlay Flow Control) REH , B UREZHEAEHRE. BEDE , UREXR
BERM BN ELIER.

BF
1 ELEAOMLG | BH—TRE (Configure) > BB EIES (Overlay Flow Control).

Overlay Flow Control (2]

VRF Global Routing Preferences

Preferred VPN Exits Global Advertise Flags

Default Priority Edge Hubs Partner Gateways

1. Edge Assigned Assigned Assigned

2 Partner Gateway Static Routes g/ Static Routes E‘/ Static Routes 4
Connected Routes o Connected Routes = BGP

3. Router 0SPF 0SPF Advertise Extemal &

4. Hub Advertise Externa Agvertise Extemal Interna 4
Advertise Interdrea =1 _i-.:'-; rtise Interires o
Advertise Intrafrea & rise Intrafrea &
BGP
Advertise Interna o E rise Interna =4
Advertise External =4 Agvertise External =4
Advertise Uplink Boutes ALgvertize Uplink Boutes . &

| Ean || Refresn Routes
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2 TEEBREIES (Overlay Flow Control) HEH , & — T 4#E (Edit) , REB2HALE (EJit Global
Configs) REERE .

Edit Global Configs ?) %

Preferred VPN Exits Global Advertise Flags

Eligible Default Priority Edge Hubs Partner Gateways
O Edge 1 Assiqned Asswgned Asswgned
o i i Static Routes Static Routes ) Static Routes )
artner Gate... 1 ! Connected Routes Connected Routes L4 BGP
Router 1 1 OSPF OSPF Advertise External 4
Hub i i Advertise External Advertise External
Advertise InterArea Advertise InterArea ¥
Advertise IntraArea Advertise IntraArea )
BGP BGP
Advertise Internal Advertise Internal ¥
Advertise External Advertise External
el

Advertise Neighbor Tag

Advertise Neighbor Tag

3 BULEHTFIRE :

a TEMA VPN &% (Preferred VPN Exits) BiE# |, #2— T L& (UP) M F& (DOWN) 5758
LUERBRIBR.

b HEZHBEEBER (Global Advertise Flags) Bifi# , EEUHEEIZEN R ME B IV B S BI1E.
¢ ¥B—TEH (Update) AREFERE .

mR

EFMRESEREABREERS (Overlay Flow Control) EEAF .,

R E R
EEBRFRIZF (Overlay Flow Control) REH , B UEH T HAKHAB2ERANENHELIERF.

BF
1 HELEAOHEILT | B—TRE (Configure) > MR EIZEI (Overlay Flow Control),
2 ARTFEES (Overlay Flow Control) R ENENERSE REE THFHMAERN FHE

Search v |0 | M Cols || % Resst View || 2 Refresh || & CSV | Dizplzy 7 items.
Modify € I Segment Subnet Preferred VPN Exits € Route Type @ Last Update N
Edit Global Segment 10.0.1.024 bi-edgel Connecled
Edit Global Segment 10.0.2.0/24 b2-edge Connecied
Edit Global Segment 10.0.3.0/24 b3-edget Connecled
Edit Global Segment 10.0.4.0/24 b4-edgel Connecled
Edit Global Segment 10.0.5.0/24 b5-edgel Connecled
b5-edget Connecled
Edit Global Segment 172.16.1.0/29 b1-edgel Connecled
Edit Global Segment 172.16.5.0/29 none Connecled (bS-edgel
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25 EL]

&2 (Modify) BARARNRETRAKNRE, BESHE N IEYT K KRRCEBYWEKHBN Edge M
RE®E.

B (Segment) EBEREE.

FHIB% (Subnet) A ENRE  URBEZEHEN Edge JFE,

1B VPN %R (Preferred VPN Hitp X AEBHFIN T REMNEKE.

EXits)

AR (Route Type) FARHEANER  wLETHHEF—EERE . [FRE (Static)]. [EEL (Connected)]
= [E2Y (Learned)],

EREHEB (Last Update) EAK VPN &R LR E T A E AR

# A (Created On) E IR B HA AR,

BE - ZEFHER , REIE—TBE (Actions) , LBITTIIES :

»  {RIEFHEEE (Edit Subnet) - SBERMN B , WHHIHEXIER.

s STEBTFNRHBEFRTE (Pin Learned Route Preference) - $TEfIEC 2B RAHN SR

s ERETNRHAEHFET (Reset Learned Route Preference) - ¥ E 2 E RAMN S 75
RAEERRE.

n  MHBRZ|BEHNIEH (Delete Learned Routes) - MIBRBEHKA, ZREFSHRCESHNEKH. &
RERRH . [BBREES (Overlay Flow Control)] FRYBEH LK Edge BHARTHRH LK MEAK

EEAMIRH., EEHEREDSBXRAEHHE (Configure Distributed Cost Calculation) B |, 7
A {E A RIRIE,

o

E
EE
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3 BT FHAKRNERE (Edit) B1E  UERERENHBNELIER.
a TEFHEE (Subnet) REH |, B LS EH K REHE VPN &R (Eligible VPN Exits) B Z 18
VPN # 3K (Preferred VPN Exits) , R Z IR 8&.

Subnet: 10.0.5.0/24:0 ? 0%

Eligible VPN Exits Preferred VPN Exits

b5-edge1 Connecled !

< b3-edge1 Connecled t

| Reset || Save || Cancel |

b 71 VPN &% (Preferred VPN Exits) H#R+ , ##— T @ L& (UP) M@ T8 (DOWN) 5758
LBEELIER , RER—THE (Save).

c ERBEENBBAUHERR  SUUERFRBNEATE. B—TER (Reset) #
Orchestrator /ERREEREEH . BRIBRREHMAEMR FRROKAE , REBEREXE Edge
*uFﬁEO

i EERATOBARAKTER , TREERAER (Reset) BIEH,

WEE [ BN KA EE (Distributed Cost Calculation)] EE4E , 528 (VMware SD-WAN
BEESER) 91 (RESBINBRAH) —& , #AutA : https://docs.vmware.com/tw/
VMware-SD-WAN/index.html,
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EER

)'lal\:-!lf
\_|

SD-WAN Orchestrator R REE TR , MEBRESHBBEACEEEEHMTEFERE.
#HE NRESLUEEEFXERBNERESSEAN , SRR ERMEMYH4  BEXETRE,

ELEAOREUT |, B—THRE (Configure) > WRAFEHA (Alerts & Notifications) AR EE R,
ENEEEXERNEY  REETEIET (Select Alerts) T ABHEERER CLOEAENR),

VMware, Inc.

338



VMware SD-WAN E 55

Besite

ok Alert Configuration

Configure
Edges
Profiles Select Alerts Alert Type Notification Delay
Object Groups o Edge Dovwn @ 3| minutes
Segmeents #) EdgeUp O 1| minutes
Overlay Flow Control o Link Down €9 3| minutes
Hetwork Services i Link Up © 1| minures

& plens & Notifications VP Turinel Down € 3 minutes

Crustomer Edge HA Fallover @ 1| minutes
Test & Troubleshaot Edge VMF Virtual Machine Deployment € 0 minutes
Administration Edge VMF In-sertkon v 0| minLites
Edge CS5 tunnel up @ 3 minutes
Edge C35 wannel down @ 3 minLtes
Edge VMF Image Download Event @ 0 minutes
Customers Adnnin User Role o Email & x  SMSO
5_5 fte_operaton@veloiond nes v L 5_site_operanor@velocioud.net n
Emiail Addre sses
Phane Mumbers Name Phons
| =&
SNMP Traps #  Version  Hostname/ IP Address Port Version Specific Attributes
# [wew| [102011 ] l&2 Communty  [public Test o) (&
Webhooks 4 URL Code®  Secret JSON Payload Tempsdate o
Ll

ml‘:ri:;:.".-‘mvn.ve‘l‘cl-tiéu;d‘.;;et |200 ooooooooooooo { - Test |m== -I-
: “alerkTime”; “{{alertTime}} ",
“alerkType”: "{{alertType}}”,
“oustomes™: "{{eustomer})”, 3
“entityAffected™: "£{entityAffocted) )",

HE&F (Customers) THERTREAEEEMAENERAFAESR ., BUUENEFEHN SMS W
WA, B REXGHENERE.

SNMP 4

BRRAKERBEAHE SNMP) RAREXZE SNMP RERXUIEHASHRENEH, SD-WAN
Orchestrator X BB HE R (B0 Edge BARAM Edge ) ¥R SNMP :%BE., BT LUREL SNMP
MRS |, I57E SNMP 382F4 (SNMP Traps) T A AYENFEMAEE

%5 BB, SNMP v3 RIAESE SHA-1 § AES-128 JBE %,

Webhook

Webhook % EREXZHMERER K BHISEERMEA HTTP POST %, SER4ERE , REF
1 HTTP ERERXRE &Y Webhook SREN B EEARR.
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SD-WAN Orchestrator X EEZEEHIFER HTTP POST BB EEXZEEZERAERAN
Webhook, ZEAIUESZEAORIEFHREBE URL , It B BIHITEIMMELLEER SD-WAN Orchestrator
B ER, Webhook W& S BXE HTTPS , WAL EEEERNER | URAEEHRABRESHN
BEFL., mibth APy It BRI EY,

| E Webhook

& R4 (Alert Configuration) IREH |, AT LAE Webhook T H# A RHIFMAE R,

3] L]

URL BABMH HTTPS URL., E&1EA Webhook KW EEEMARE
=x.

fRH5 (Code) B8{E Webhook W& ATEHIM HTTP EIEARENE. KTE

% , SD-WAN Orchestrator 881 Webhook W4 & F&E LR &
B HTTP 200 EIf& HTTP POST &R,

SD-WAN Orchestrator #EUs# & {RBRES S Proxy fAAREEEK
FIFFEHNREER  CEREREERARY , YELE R
ALERT DELIVERY FATLED BFE#, LEHFEIREZ
Webhook W& Al ik 28 = & & % N A RREAE
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b

5 (Secret)

JSON #HEHE K (JSON Payload Template)

THIgE5I R REH JSON REEA

"alertTime": "{{alertTime}}",
"alertType": "{{alertType}}",
"customer": "{{customer}}i",
"entityAffected": "{{entityAffected}}",
"lastContact": "{{lastContact}}",

VMware, Inc.

LA

ASECREN Webhook W& ERTE Token , ALETE
ERXABEREENSE Webhook ER# HMAC, HMAC &
EE ARSI SEEREENEBEBTHRESBERIRRN x-
Webhook-Signature HTTP 28,

X-Webhook-Signature: v=<signature-
version>&t=<timestamp>&s=<hmac>

WHEREUATIE X EE M
m v AREEEENEEERE, B—XENER1.

m ot EWEREE epoch HREERK , BENEHERNE[E.
®m s : B SD-WAN Orchestrator sTE# HMAC. HMAC i
STEARMT : HMAC-SHA256 (request-body + '.' +

timestamp, secret),

FAREFE HMAC W B R ERAR, E—HR , UREEFHE

PRERNEEBLSEESERNER. ARELERABHEE

HMAC E& %A HMAC-SHA256,

I E] Webhook E3R#% , MRS T RIBMEEREERAE

ERAHH HMAC-SHA256 #E |, WiEHH BT SD-

WAN Orchestrator FIE4EHZEITHLE , LURBFERNE

B,

ERNEMNL

SD-WAN Orchestrator Al3EBEEEEH HTTP POST EXR

AN JSON £H |, #5E RBHAEZXAESME Webhook Wi

.

SD-WAN Orchestrator BBIREEERASD , RABANEE

HRATRYRBREEN. FAERENERELPZENE

BUESHEMAABETHNREE.

Webhook £HEBAZETSIHENESH

m  alertTime : BBRERNKE,

m  alertType : 8/ RIEE | I EDGE_DOWN,
LINK_UP., VNF_VM_DEPLOYED,

m  customer : ERBHANEEEFERE.

m  entityAffected : ERETNERERE |, 0 Edge RELE
= VNF,

®m lastContact : ¥ Edge H¥FE SD-WAN
Orchestrator BAAEFR ., SEEAR Edge B,

B message . MABREBERZEHNEERLS.

B VCO : ffFPERBEMZ SD-WAN Orchestrator HJ E#E
BHLHA P,
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"message": "{{message}}",
"yeo': "{{vco}}"

}

AR — TS (+) BIRUAFIEEZ B2 URL M ENFHEER,
& —TRIE (Test) LA E Webhook &R,

SERBERK K BRASNSERMABENEEEZERE URL,
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SD-WAN Orchestrator BRI M 5E & B TheEE B T A BIE VMware IRIEHIAREE . #1T Edge B
#, URWEMES Edge W EREEEN.

BRI L EEE AR AR ERBEM (Test & Troubleshoot) BER T , kB T HI A RNFEUSLEINAE
n BERDE

s EIREME

= DERBE

B—T AR MR (Test & Troubleshoot) i |, R RERDE (Remote Diagnostics) EH., ©&
EEEEL Edge ERMTHEREFFEZRMNFTE Edge.

i =

|~ Remote Diagnostics | Velc = .\\

&

[ = C f® https://veloacme.velocloud.net/#! /test/remote-diagnostics/ 9 =

Monitor Remote Diagnostics
Cenfigure

Test & Troubleshoot m
4 Remote Diagnostics
tats e . eo
Remote Actions _
Diagnostic Bundles |Ml m
Administration
Showing results 1 — 3 out of 3. Display | 10 ¥ | results per page.
Edge a Status Type
= VeloAcme First Edge () Pending Activation
| VeloAcme Internet Edge © Connected EDGESO0
— VeloAcme VPN Edge () Pending Activaticn
velocloud
»
g A

AL E IR ERRR (Filter) , RIBESMRE . B, Pk, F3%. HERAMEEBAZRERK Edge, B
BN S Edge ERHMTHIEREL Edge , 7 8E81T DRIE MR E AR (Test & Troubleshoot)] BI1E, FHZSH
T4 , UE—SEBREEEIRTHESE DARFNSEEERE (Test & Troubleshoot)] BIE (RHDH . &
WmEMEMZ BRI E).
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AEHHAT =S
. EHDH
. ERBE
- DEEBE

R i n/&?

A LATE Edge EETRIEUESZEERM , BERR - TRREMEEYEME (Test & Troubleshoot) THY
&2 (Remote Diagnostics).

EEHEE— Edge LHITREAIR

BF

1 EEEAOALP , &B—

Diagnostics),

2 MAME | EEHEREE (Filter) 2 Edge , REER—TEH (Apply).

3 EHEESM Edge.

SR RERDE (Remote Diagnostics) 2HE , EFERAIAEATE Edge EHITHI ATREAIE .

Meonitor

Configure.

Test & Troublesheat
Rerate Aelisns
Diagnestic Bundles

Adminiztration

4 EEDEAIATRHLENFAER  RRE—THT (Run).

VMware, Inc.

Lage hemste Cisgrtis

Edge]000_Spoke (C

ARP Table Dump
i the Contents of the ARP ¥

Clear ARP Cache

LAR-VLANL ﬂ
[INS Test
—
DNS/DHCP Service Restart

Flush Firewall Sessions

onin fimvm the firemrall which will actively ned those sessions {Le. 5e0d 0 TGP BST-for TGH aosnio

—
[
Flush Flows
Flush the fow tabls, causing
[
[
Flush NAT
Flush the NAT table. [This may cause existing TCR/UDH sessiona ta fall)
HA Info
Shawe bas o and interfa

Interface Status

Vi the MAZ address and connection at

List Active Firewall Sesssions

Lt setivm hemtlzers b the firpwealL Live soiurme and dusi
at B
w B

[ [
d [ 3

we B

THRIRAMEREBEM (Test & Troubleshoot) , REIR—TERZET (Remote
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12 v 20 R =

HALALIE Edge LRTUBSZHERNNMAATERDENR. SEHEMES AR 2MH Edge 45
TEFCEE

XENBRZEARDT

= ARP ERIREEL]

= BRR ARP REX

= DNS A

= DNS/DHCP R EH RS

n  HEERE AR TEREER

n HEERE

= HEE NAT

n RAE

s STEMRE

w B B A TR

s SIHEAPRE

» SIHEAFR

B

m Edge fy MIB

= NAT ERRIEED

= NTP {HE]

= Ping BIE

n  XERMEED

. REREMRR

n PREEH

= SEEEPEAE BGP - i BGP EX 9 IR H
»  SREHEAE BGP - 5l BGP ¥ H

»  SREHR BGP - LS EEENEA
 SEEPEAE BGP - R BGP FMBEMEH
= SEEEHEAE BGP - BUR BGP S #EEAVIXMA
»  SEEPEEE BGP - BUR BGP S E WAV H
» SEEPEAE BGP - BNEEEH BGP BH
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» SREHE BGP - R BGP BE

»  SREYME BGP - R BGP BRIER

= ERERHEAE OSPF - 3 OSPF E# 2 EAYERH
s SREUEM OSPF - 5l OSPF BH

s  SREEHEE OSPF - /R OSPF BRI E

n  SEEEHERR OSPF - B BE1 BRESKHMN OSPF BRI E
n  SEERHERR OSPF - R OSPF F#

s  SREEHEE OSPF - R OSPF BBH®

»  ERERHEME OSPF - BER OSPF RE

= VPN AIH

= WAN EERRAR

ARP &Rl FRAFED
AT | LR ARP ERRMNAR, WHRZTEER 1000 #E ARP IER .,

ARP Table Dump Bha

View the Contents of the ARP Table. This output is limited to display 1000 ARP entries
ax Entries 100 ¥

Test Duration: 1.002 seconds

Stale Timeout: 2min | Dead Timeout: 25min | Cleanup Timeout: 240min

LAN-VLAN1
10.0.1.25 00:ba:be:71:0d:7b ALIVE Bs
LAN-VLAN100
10.100.1.100 00'babe:71:0d b ALIVE Bs
LAN-VLAN101
10.101.1.100 00:ba:be:71:0d:7b ALIVE 5s
GE3
169.254.7.9 00:ba:be:16:40:2c ALIVE 15
169.254.7.12 00:ba:be:29:43:07 REFRESH 212s
GE4
169.254.6.33 00:ba:be:39:a6:86 ALIVE 1s
GE5
1721713 00:ba:be:0a:aaed ALIVE 1s
1721813 00:ba:be:0a:aaed ALIVE 1s
172.16.1.3 00:ba:be:0a:aaed ALIVE 1s
=E
SEBR ARP HREX

HATLORHLUBBRIEE N E R ARP IREUVER .
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Test Duration: 0.982 seconds

Clear ARP Cache
GE1

The ARP cache has been cleared for the selected interface

DNS Iz
‘- Run

BT  URTEEREBEN DNS B

DNS Test
Perform a DNS lookup of the name specified.
|google.com
Test Duration: 1.002 seconds
google.com

172.217.14.206

DNS/DHCP BR#% E i RA B
BATU R AE R BE DNS/DHCP BR# . MRAFimiy DHCP 5 DNS ZRAM , RIS EREREE
EHHRIR
[ A
Test Duration: 1.001 seconds

DNS/DHCP Service Restart

DNS/DHCP service has been restarted

tion IP address

BEBBE Kk TR B

RS
SXEA TCP BT ERREX TCP RST
CP RST for TCP sessions). Use source an

e sessions (e senda I(
Test Duration: 2.002 seconds

BATHRAREUERBABPER YN THEME . 7 Edge ERITHARATESHBH NS THERER , mMA
Run

Flush Firewall Sessions
ssions from the firewa

Flush establishe:

Source IP l—
Destination IF ]

12 active firewall sessions have been flushed from the system

ﬁﬂ% ﬁﬁﬁﬂ ﬁﬁﬁ %/}ILEE%’? %Eo nﬁﬁﬁﬁ HEE%H H E’Jiﬂ’, IP 141&%%%%5&#@%

HERE
BATHAHAERE
ERE.
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Test Duration: 1.001 seconds

26 flows have been flushed from the system.

HEiE NAT
AT LRI LS NAT B8,

Flush NAT

Flush the NAT table. (This may cause existing TCP/UDP sessions to fail!)
Test Duration: 1.001 seconds

All NAT entries have been flushed from the system.

&

RETRAERETREARERSE  EUARTIHHA.

i

#F EXTFEEE VPN RENEA,

Gateway Run
Choose whether d traffic sho or should not use the Gateway Service. Note: This does not affect the routing of VPN traffic

Always use Gateway Service v
Test Duration: 1.001 seconds

Cloud traffic will all be sent to the VeloCloud Gateway Service. This is infended for debugging and will not persist across restart/reboot!

IT T R R
PATULRR , URRERA TN MAC It MERIRAE,

VMware, Inc.
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Interface Status

Test Duration: 2.002 seconds

Routed Interfaces

Name MAC Address Link Detected IP Address Netmask Speed Autonegotiation RX errors T

GE3 FO:8EDB:6F8E:82  true 169.254.7.10 255255 255.248 10000 Mbps, full duplex off 0 0

GE4 FO:3E:DB:6F:8E:83  true 169.254.6.34 255.255.255.248 10000 Mbps, full duplex off 0 0

GE5 FO:8E:DB:6F:8E:84  true 172.16.12 255.255.255.248 10000 Mbps, full duplex off 0 0

GE6 FO:8E:DB:6F:3E:85  true 172.16.1.10 255.255.255.248 10000 Mbps, full duplex off 0 0

GET false NIA NIA NIA NiA -1 -1

GES8 false NIA NIA NIA NiA -1 1
Modem Interfaces

Name Link Detected IP Address Netmask Signal Quality Operator Name RX errors TX errors Collisi
Switch Ports

Name MAC Address Link Detected Speed RX errors TX errors Collisions

GE1 00:BA:BE:13:E0:02 frue 10000 Mbps, full duplex 0 0 0

GE2 F0:8E:DB:6F:3E:01 frue 10000 Mbps, full duplex [1] [1] 0

»

51| 4 R R B At T AR R

AT | BURARME R R B5 AR TAERS BR A9 B AR (B2 A 1000 B THEREER). B ATLAGE A EF AR 2R
PRAGMEEIMN TR RS : SRMB M 1P Lt RRME N EFEBURELR.

List Active Firewall Sesssions Run
- X
00 ¥

Test Duration: 5.002 seconds

Segment SrclP DstlP Protocel  Src Port Dst Port Application Firewall Policy TCP State Bytes Sent  Bytes
Global Segmei.1.25 10.2.1.25 ICMP MA A icmp Allowhny NiA 672 B72
Gilobal Segmédds.1.25 10.5.1.25 TCP 36720 22 ssh AllowAny ESTABLISHED 3441 4153

4

B CELIEFEEBNIERE  RARYFEAPHNIARR. AERBFRELTHERR , 8T
ERER AR,

EirDHRHER R TIENR  [BERE®E (Segment name)]. [T IP (Source IP)], [HRIFELER
(Source Port)]. [H®# 1t IP (Destination IP)], [H#ithiE IR (Destination Port)]. [BaAIHE
(Protocol)], [EERTRRR (Application)]. [BFAMEEREI (Firewall Policy)]. {EIAE/ B A TCP i, [B
BEW/ B EEMNALTA (Bytes Received/Sent)] LA K [#&RF[E (Duration)], B 11 EFE/ TCP ARE , W
RFC 793 HATES :

= LISTEN - R REESFRBEMER TCP MERKENERER, (WKREFTERREERZ W@ H
o

m  SYN-SENT - RECERERERR , SHMETNERKER,
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m SYN-RECEIVED - R RERBEREXIERERE , SHRAEKEIRER.

s ESTABLISHED - R "BERRES ,

RUWINERTUNEREAERE. ESNENERREREEER.

= FIN-WAIT-1- RREESFER TCP NERKLER , IRRLNCSEENERKLEER,
= FIN-WAIT-2 - RIREEEFREER TCP WERKILER,

» CLOSE-WAIT - R REESFHFREFRERENERLILER,
= CLOSING - R NEEFHREER TCP WERKIEERER.
= LAST-ACK - R REESHFHRAXINCEXZER TCP NESKKRLER BERIAEESKLEERN

ﬁﬁﬁ%\)o

» TIME-WAIT - RREEFHFEBEHANERE , UBRER TCP HWEHHBRRIEERNER.
m CLOSED - RTRBRARBERME.

SILERFRE

BATURA LI H RGP ER PR
LhE HREARZ 1000 ERE.

List Active Flows

SrcIP
10.0.1.25
10.0.1.25
10.100.1.100
10.0.1.25
10.0.1.25
10.0.1.25
10.0.1.25
10.0.1.25
10.101.1.100
10.0.1.25
10.0.1.25
10.0.1.25
10.0.1.25
10.0.1.25
10.0.1.25
10.101.1.100
10.0.1.25
10.0.1.25
10.0.1.25
10.0.1.25
10.100.1.100
10.0.1.25

5 A P i

BMATULRIR

VMware, Inc.

B, FBEAREMEN P UNERS  RREEEENRIIRE.

all v

00 v

| |

| |

DstIP Segment Protocol
10.0.1.1 Global Segment TCP
108.59.2.24 Global Segment UDP
10.100.1.1 segment] TCP
47.190.36.235 Global Segment UDP
10.0.11 Global Segment TCP
184.105.182.15  Global Segment UDP
103.38.120.36 Global Segment UDP
3.217.79.242 Global Segment UDP
10.101.1.1 segment2 TCP
23.152.160.126  Global Segment UDP
162.159.200.123 Global Segment UDP
204.11.201.10 Global Segment UDP
46438180 Global Segment UDP
69.10.161.7 Global Segment UDP
85.214.38.116 Global Segment UDP
1010111 segment? TCP
198.255.68.106  Global Segment UDP
84.2.4419 Global Segment UDP
73.189.219.4 Global Segment UDP
64.79.100.197 Global Segment UDP
10.100.1.1 segment! TCP
129.13429.123  Global Segment UDP

LR cBAFIREE.

Src Port
58520
123
46392
123
60182
123
123
123
32838
123
123
123
123
123
123
60408
123
123
123
123
45726
123

Dst Port
179
123
179
123
179
123
123
123
179
123
123
123
123
123
123
179
123
123
123
123
179
123

DSCP

R = = R I - - T R R R R = R}

Application
bap
nip
bap
nip
bap
nip
nip
nip
bgp
nip
nip
ntp
nip
nip
nip
bap
nip
nip
nip
nip
bap
ntp

Link Policy
NIA
Loadbalance
NIA
Loadbalance
NIA
Loadbalance
Loadbalance
Loadbalance
NIA
Loadbalance
Loadbalance
Loadbalance
Loadbalance
Loadbalance
Loadbalance
NIA
Loadbalance
Loadbalance
Loadbalance
Loadbalance
NIA
Loadbalance

Test Duration: 1.002 seconds

Route
Routed
Direct to Cloud
Routed
Direct to Cloud
Routed
Direct to Cloud
Direct to Cloud
Direct to Cloud
Routed
Direct to Cloud
Direct to Cloud
Direct to Cloud
Direct to Cloud
Direct to Cloud
Direct to Cloud
Routed
Direct to Cloud
Direct to Cloud
Direct to Cloud
Direct to Cloud
Routed
Direct to Cloud

Z 222 222222222 22222222 @

-
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List Clients

the full list of c

nts

Address MAC Address Hostname Lease Expiry (UTC)

10.101.1.100 00-bacbe 52:Tb3 vc-clientt 2020-05-13T07-57.00

B B

MATULRIR , URE A WAN BEEREEHE 2 BHERPRE

List Paths

WAN Link Local IP Remote IP State VPN
169.254.7.10 169.254.7.10 169.254.10.2 WAITING_FOR_LINK_BW up

169.254.6.34 169.2546.34 169.254.10.2 WAITING_FOR_LINK_BW ur

Edge #J MIB
HATUHRIE LAMEED Edge MIB.,

MIBs for Edge

‘Wireless Connection

N4

Bandwidth (tx/rx)

0.00 Kbps
0.00 Kbps

99.18 Mbps
187 77 Mbps

-- VeloCloud MIB Definitions --

-- Contains: =
- .velocloud (45346) --
- .orchestrator(1) --
- .edge(2) --
- .gateway(3) --

VELOCLOUD-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, enterpriszes FROM SNMPv2-SMT

velocloud MODULE-IDENTITY

LAST-UPDATED "201908020000Z"
ORGANIZATION "WMware Corporation”
CONTACT-INFO "postal: VMware Corporation

World Headguarters
3401 Hillview Avenue
Palo Alto, CA 943043

usa
web: www. velocToud. com
email: contact@velocloud. com™
DESCRIPTION "Top-level infrastructure of the VeloCloud enterprise MIB tree”
REVISION 2019080200002
DESCRIPTION "Implementation of VeloCloud Edge MIE Objects™
REVISION "201701180000Z "
DESCRIPTION "Implementation of WCO MIB Objects™
REVISION "201701130000Z"
DESCRIPTION "Inital definition of VeloCloud MIE Objects™
::= { enterprises 45346 }
modules OBJECT IDENTIFIER ::= { velocloud 1 }

END

VMware, Inc.

Tt

=}
o

Latency (txirng)

0ms
0ms

0ms
0 ms

Jitter (beirx)

0.0 ms
0.0 ms

0.0 ms
0.0ms

Test Duration: 0.977 seconds

Test Duration: 0.982 seconds

Loss (txirx)

0.0%
0.0%

0.0%
0.0%

Bytes (twrx) Upti

11.68 MB 12ht
1229 MB

571 MB 12nt
564 MB

Test Duration: 1.001 seconds
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NAT &R RAFED

MATUORIR | BARAR NAT ERROAR, FEABNM P UNERS  RREERANEYIEE, 1t
HREAZRZ 1000 EEE .

NAT Table Dump

Destination IP 10.81.113.73

ax Entrie 00 ¥
srcIP Dst IP

10.0.1.1 10.81.113.73
10.0.1.1 10.81.113.73
10,011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73
10.0.1.1 10.81.113.73
10,011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73
10.0.1.1 10.81.113.73
10,011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73
10.0.1.1 10.81.113.73
10011 10.81.113.73

NTP {HED

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Src Port
52847
35131
36223
34237
32849
60325
59807
44951
51359
33831
50805
43031
42383
36413
49821
40481
40295
40849
33217
58567
44711

Dst Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

NAT Src IP

169.254 6.34
169.254.6.34
169.254 6.34
160,254 6.34
169.254 6.34
169.254.6.34
169.254 6.34
169,254 6.34
169.254 6.34
169.254.6.34
169.254 6.34
169,254 6.34
169.254 6.34
169.254.6.34
169.254 6.34
169,254 6.34
169.254 6.34
169.254.6.34
169.254 6.34
169,254 6.34
169.254 6.34

Test Duration: 1.002 seconds

NAT Src Port
20128
20180
20137
20042
20098
20065
20222
20246
20095
20087
20192
20110
20191
20077
20155
20245
20032
20064
20148
20091
20217

ATURIE |, LR Edge 1 NTP &l L B AiAY B EAFNEERS

NTP Dump

Current date/time on Edge and NTP information

Edge

Date/Time Thu Jul 16 14:04:59 UTC 2020
NTP

System Peer 104.194.8.227:123

System Peer Mode  client

Leap Indicator 00

Stratum 3

Precision -23

Root Delay 27.603

Root Dispersion 55.854

Reference ID 104.194.8.227

Reference Time e2badb7c.14b3dfef Thu, Jul 16 2020 13:58:20.080
System Jitter 3.492954

Clock Jitter 0.302

Clock Wander 0.036

Broadcast Delay -50.000

Auth Delay 0.000

VMware, Inc.

Test Duration: 1.004 seconds
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Ping A&

5 ER B Wt EIT Ping JEIE

Ping Test

Run a ping test to the destination specified

Global Segment

110.0.1.25

10.0.1.1 VLAN-1 (Global Segment)

10.0.1.25: Reachable

Min RTT: Oms, Max RTT: 1ms, Avg RTT: 0.28571428571429ms
Success Rate: 100% (Packets transmitted: 7, Packets received: 7)

BR F ZRARED

HATHRE , URRBARNAR,

Route Table Dump

all

Segmented Route Table

Address
172.16.1.10
172.16.1.2
169.254.7.10
169.254.6.34
100.1.2
1721618
172.16.1.0
169.254.7.8
169.254.6.32
10.0.1.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
172.17.1.10
1721712
172.16.1.10
169.254.7.10
169.254.6.34
172.17.1.8
1721710
172.16.1.8

N 03

Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
segment1
segment1
segment1
segment1
segment1
segment1
segment

segment1

Netmask

255 255 255255
255.255.255.255
255.255.255.255
255.256.255.255
255255 255255
255255255 248
255.255.255.248
255.255.255.248
255255 255248
255.255.255.0
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0
255.255.255.255
255255 255255
255.255.255.255
255.255.255.255
255.256.255.255
255.255 255.248
255255255248
255.255.255.248

Type

NIA

N/A

N/A

MIA
Connected
Connected
Connected
Connected
Connected
Connected
Cloud
Cloud
Cloud
Cloud
Cloud

NIA

N/A

N/A

N/A

NIA
Connected
Connected
Connected

[x]
=]
0

R T T R R T I R R

Reachable Next Hop

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE

GE6

GE5

GE3

GE4
br-management
GE6

GE5

GE3

GE4
br-network1
Cloud Gateway
GE3

GE4

GE5

GE6

GEG

GE5

GE6

GE3

GE4

GE6G

GE5

GE6

Run

Test Duration: 8.005 seconds

Test Duration: 0.983 seconds

BATIOARAMBR ARG EN , SINARER . BIEH WAN BEMGER . BEIZERK. WAN BEMS
SFERESER VPN BERE WAN BETEEREDE 700 EWHRE.

VMware, Inc.
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System Load

CPU 51% (Last 30 seconds)
CPU 51% (Last 5 minutes)
Current Memory 22%

Current Flow Count 986
Handoff Queue Drops 0

11.1.1.1 Stability Statistics
Public IP Address 11.1.14
Tunnel Disconnects 0 (Last Hour)

Link Disconnects 0 (Last Hour)
Tunnel Disconnecls 0 (Last Day)
Link Disconnects 0 (Last Day)

11.1.2.1 Stability Statistics

Public IP Address 11.1.21
Tunnel Disconnecis 0 (Last Hour)
Link Disconnects 0 (Last Hour)
Tunnel Disconnects 0 (Last Day)
Link Disconnects 0 (Last Day)

PR35 Bt

BITEBRBENREER  REEREM WAN N EEEE B KRG,

Traceroute

Destination 10.101.1.100

Traceroute Using GE3 M

traceroute to 10.101.1.100 (10.101.1.100), 30 hops max, 60 byte packets

1 169.254.7.9 (169.254.7.9) 0.090 ms 0.054 ms 0.043 ms
169.254.6.9 (169.254.6.9) 0.075 ms 0.053 ms 0.050 ms

3 192.168.0.100 (192.168.0.100) 0.068 ms 0.046 ms 0.066 ms
4 169.254.249.21 (169.254.249.21) 0.423 ms 0.351 ms 169.254.249.9 (169.254.
5 10.75.12.18 (10.75.12.18) 6.241 ms 10.75.12.14 (10.75.12.14)

6 10.75.12.13 (10.75.12.13) 8.462 ms 6.598 ms 10.75.12.17 (10.75.12.17)
7 o o= o=

8

SRHIEAE BGP - 5| BGP EF 0 ECAVIRH
HTLAR  UREEHF IR E BGP HMHKH.

VMware, Inc.

249.9) 0.266 ms
75.12.18 (10.75.12.18)

7.222 ms

Test Duration: 5.003 seconds

Test Duration: 5.987 seconds
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Troubleshoot BGP - List BGP Redistributed Routes

Address
115.115.19.143
115.115.19.134
115.115.18.234
115.115.18.216
115.115.17.43
115.115.17.20
115.115.16.174
115.115.19.124
115.115.18.58
115.115.18.57
115.115.17.181
115.115.16.151
115.115.16.71
115.115.16.37
115.115.16.20
115.115.15.234

SEHA BGP - 5l BGP B H
HTHBRUBERESHPHISE BGP Bl , SEBREAEH T2 BRI

all v

Netmask

255.255.255.255
255255255 255
255.255.255.255
255255255 255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255 255 255
255.255.255.255
255.255 255 255
255.255.255.255

Metric Type
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2

Troubleshoot BGP - List BGP Routes

Address
172.16.1.8
172.16.1.32
172.16.2.0
172.16.2.16
172.16.2.24
172.16.3.0
172.16.3.8
172.16.5.8
172.16.5.32
172.16.101.0
172.16.102.0
172.16.201.0
172.16.201.0

all v

—

Netmask

255.255.255.248
255255255248
255.255.255.248
255255255248
255255 255 248
255255255248
255255255248
255.255.255.248
255.255.255.248
255.255.255.248
255.255.255.248
255255255248
255.255.255.248

Metric Type

m m rm m fm m fm fm m fm ¥m fm [’

Next Hop IP
172.16.1.3
1721613
172.16.1.3
1721613
172.16.1.3
1721613
172.16.1.3
1721613
172.16.1.3
172.16.1.3
172.16.1.3
172.16.1.3
172.16.1.3
172.16.1.3
1721613
172.16.1.3

Next Hop IP
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
172.16.1.11
17217111

SEEEHEAE BGP - 5| H &8 & YR B

BTHARARREBNAEBENEERS , AREEZAER.

Troubleshoot BGP - List BGP Routes

Address
172.16.3.0

VMware, Inc.

all v

172.16.3.0

Netmask

255.255.255.248

Metric Type
E

Next Hop IP
172.16.1.11

Interface
GES
GE5
GES
GE5
GES
GES
GES
GES
GES
GES
GE5
GES
GE5
GES
GE5
GE5

Advertise
true
true
true
true
true
true
true
true
true
true
true
true

true

Advertise

true

Seg Name

Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment
Global Segment

Interface
GE6
GE6
GE6
GEB
GE6
GEB
GE6
GEB
GEB
GE6
GEB
GE6
GE6

Interface
GE6

Test Duration: 1.018 seconds

Communities
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Run

Test Duration: 1.002 seconds

Overlay Preference
64
64
64
64
64
64
64
64
64
64
64
64
64

Local Preference
100
100
100
100
100
100
100
100
100
100
100
100
100

Run

Test Duration: 1.001 seconds

Overlay Preference

64

Local Preference

100
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SEEEHEAR BGP - BN BGP SabE & MR
PTILAR  URRBEEFM0 BGP M.

Troubleshoot BGP - Show BGP Neighbor Advertised Routes Run

Global Segment ¥

172.16.1.11

Test Duration: 1.002 seconds

BGP table version is 21, local router ID is 10.0.1.2, vrf id 1

Default Tocal pref 100, Tocal AS 1

Status codes: s suppressed, d damped, h history, * valid, » best, = multipath,
i internal, r RIB-failure, S stale, R Removed

Nexthop codes: @NNN nexthop's vrf id, < announce-nh-sel

origin codes: i - IGP, e - EGP, 7 - incomplete

Network Next Hop Metric LocPrf wWeight Path
*> 10.0.1.0/24 0.0.0.0 0 32768 ?
*» 10.0.2.0/24 0.0.0.0 42 32768 ?
*> 10.0.3.0/24 0.0.0.0 42 32768 ?
“» 10.0.4.0/24 0.0.0.0 42 32768 ?
*> 10.0.5.0/24 0.0.0.0 42 32768 ?
*» 172.16.1.8/29 172.16.1.11 1 100 i
*» 172.16.1.32/29 172.16.1.11 1100 i
*» 172.16.2.0/29 172.16.1.11 1100 21 4
*» 172.16.2.16/29 172.16.1.11 1100 21 4
*> 172.16.2.24/29 172.16.1.11 1 100 i
*» 172.16.3.0/29 172.16.1.11 1 100 i
*» 172.16.3.8/29 172.16.1.11 1100 i
*» 172.16.5.8/29 172.16.1.11 1 100 i
*» 172.16.5.32/29 172.16.1.11 1100 i
*» 172.16.101.0/29 172.16.1.11 1 100 i
*> 172.16.102.0/29 172.16.1.11 1100 i
*» 172.16.201.0/29 172.16.1.11 1 100 111 4

Total number of prefixes 17

SREPEAR BGP - B8 BGP FHME2ENE/A
HTHAR RS EGFRANRSBETANFIECEZH BGP KA,

Troubleshoot BGP - Show BGP Neighbor Learned Routes Run

172.16.1.11

Test Duration: 1.001 seconds

BGP table version is 21, Tocal router ID is 10.0.1.2, vrf id 1

Default Tocal pref 100, local As 1

Status codes: s suppressed, d damped, h history, * valid, » best, = multipath,
i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: @NNN nexthop's wvrf id, < announce-nh-self

origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf weight Path
*» 172.16.1.8/29 72.16.1.11 0 1100 i
*» 172.16.1.32/29 172.16.1.11 1100 i
*» 172.16.2.0/29 72.16.1.11 1100 21 i
*» 172.16.2.16/29 172.16.1.11 1100 21 i
*> 172.16.2.24/29 172.16.1.11 1 100 1
*» 172.16.3.0/29 172.16.1.11 1100 i
*» 172.16.3.8/29 172.16.1.11 1 100 i
*» 172.16.5.8/29 172.16.1.11 1100 i
*» 172.16.5.32/29 172.16.1.11 1100 i
*» 172.16.101.0/29 172.16.1.11 1100 i
*» 172.16.102.0/29 172.16.1.11 1100 i
*» 172.16.201.0/29 172.16.1.11 1 100 111 i

Displayed 12 routes and 17 total paths

SEYEAE BGP - R BGP =M WM A
TS | R EFZ RS NS BNAE BGP BH,

VMware, Inc. 356
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Troubleshoot BGP - Show BGP Neighbor Received Routes Run

Global Segment ¥

172.16.1.11

Test Duration: 1.002 seconds

BGP table wversion is 0, local router ID is 10.0.1.2, vrf id 1

Default Tocal pref 100, Tocal As 1

Status codes: s suppressed, d damped, h history, * valid, » best, = multipath,
i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.0.1.0/24 172.16.1.11 110017
*> 10.0.2.0/24 172.16.1.11 110017
*»> 10.0.3.0/24 172.16.1.11 110017
*» 10.0.4.0/24 172.16.1.11 110017
*> 10.0.5.0/24 172.16.1.11 110017
*> 172.16.1.8/29 172.16.1.11 0 1100 1
*» 172.16.1.32/29 172.16.1.11 1100 1
*» 172.16.2.0/29 172.16.1.11 1100 21 4
*> 172.16.2.16/29 172.16.1.11 1100 21 14
*»> 172.16.2.24/29 172.16.1.11 11001
*> 172.16.3.0/29 172.16.1.11 1100 1
*» 172.16.3.8/29 172.16.1.11 1100 1
*> 172.16.5.8/29 172.16.1.11 1 100 1
*»> 172.16.5.32/ 172.16.1.11 11001
*> 172.16.101.0/29 172.16.1.11 1100 1
*» 172.16.102.0/29 172.16.1.11 1100 1
*> 172.16.201.0/29 172.16.1.11 1 100 111 4

Total number of prefixes 17

SEEHEAE BGP - BA/R BGP FaisrE R
TGRS |, LIRS BGP MaSEME R,

VMware, Inc. 357
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Troubleshoot BGP - Show BGP N

Global Segment ¥
172. A1

BGP neighbor is 175.16.1.11, remote AS 100, local AS 1, external link

Hostname: vc-bl-ce

BGP version 4, remote router ID 1.1.1.3, Tocal router ID 10.0.1.2

BGP state = Established, up for
Last read 00:00:01, Last write
Hold time is 3, keepalive inter
Neighbor capabilities:
4 Byte AS: advertised and rec
AddPath:
IPv4 Unicast: RX advertised
Route refresh: advertised and
Address Family IPvd Unicast

eighbor details

06:45:57
00:00:01
val is 1 seconds

eived
IPv4 Unicast and received

received(old & new
advertised and received

Test Duration: 1.002 seconds

Hostname Capability: advertised (name: vc-edge,domain name: n/a) received (name: vc-bl-cel,domain name: n/a)

Graceful Restart Capabilty: a
Remote Restart timer is 120
Address families by peer:

none

Graceful restart information:
End-of-RIB send: IPv4 Unicast
End-of -RIB received: IPv4 Uni
Local GR Mode : Helper*
Remote GR Mode : Helper
R bit : False
Timers :
Configured Restart Time(sec)
Received Restart Time(sec)
IPv4 Unicast :

dvertised and received
seconds

cast

: 120
: 120

F bit
End-of-RIB Received
End-of-RIB Send

: False
: Yes
CIES!

EoRSentAfterUpdate : No
Timers:

Configured Stale Path Time(
Message statistics:
Ing depth is 0
Outqg depth is 0

Sent
Oopens: 1
Notifications: 0
Updates: 10
Keepalives: 24354
Route Refresh: 0
Capability: (4]
Total: 24365

Minimum time between advertisem

For address family: IPv4 Unicast
Update group 1, subgroup 1
Packet Queue Tlength 0
Inbound soft reconfiguration al
Community attribute sent to thi
12 accepted prefixes

Connections established 1; drop
Last reset never
Local host: 172.16.1.10, Local po
Foreign host: 172.16.1.11, Foreig
Nexthop: 172.16.1.10
Nexthop global:
Nexthop local:
BGP connection: shared network

sec) : 360

Recvd
1

0

9
24354
0

0
24364
ent runs is 0 seconds

Towed
s neighbor(all)
ped 0

rt: 60782
n port: 179

BGP Connect Retry Timer in Seconds: 120

Read thread: on Wwrite thread: on

SRHPEE BGP - B REBEEEMN BGP KH
HTHBSR | URSRISEEBHNATE BCP BEREE®,

Troubleshoot BGP - Show BGP Routes per Prefix

[172.16.3.0

Segment)

BGP routing table entry

Paths: (1 available, best #1, table [vc:0:1])

for 172.16.3.0/29

Advertised to non peer-group peers:

172.16.1.11
100

172.16.1.11 from 172.16.1.11 (1.1.1.3)

Origin IGP, Default local pref 100, weight 1, valid, external, best

Last update: Mon Jun 1 08:06:07 2020

Segment1:

% Network not in table

VMware, Inc.

Run

Test Duration: 1.002 seconds
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SR BGP - IR BGP B E
TR URIEBEEN BGP MM ERNEKE.

Troubleshoot BGP - Show BGP Summary

Instance [vc:0:1]:
IPv4 Unicast Summary:

BGP view name [vc:0:1]

BGP router identifier 10.0.1.2, Tlocal AS number 1 vrf-id 1
BGP table version 21

RIB entries 33, using 5544 bytes of memory

Peers 1, using 22 KiB of memory

Neighbor v AS MsgRcvd MsgSent Thilver 1InQ OutQ Up/Down State/PfxRcd
0 0 0 06:50:50 12

172.16.1.11 4 100 24657 24658

Total number of neighbors 1

Instance [wc:1:2]:

IPvd Unicast Summary:

BGP view name [vc:1:2]

BGP router identifier 10.100.1.1, Tocal AS number 1 vrf-id 2
BGP table version 17

RIB entries 25, using 4200 bytes of memory
Peers 1, using 22 KiB of memory

Neighbor \ AS MsgRcvd MsgsSent Thlver InQ outQ Upggozvg State/P'Fng

172.17.1.11 4 100 24656 24656 0 0 0 06:

Total number of neighbors 1

e HEAE BGP - R BGP BRIX
BATLLRI AR BGP BRIE,

Troubleshoot BGP - Show BGP Table

Global Segment ¥

BGP table version is 21, local router ID is 10.0.1.2, vrf id 1

Default local pref 100, local As 1

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network p Metric LocPrf weight Path
*> 10.0.1.0/24 0 32768 ?
*> 10.0.2 42 32768 ?
*> 10. 42 32768 ?
*> 10. 42 32768 ?
*> 10. 42 32768 ?
2 1772 1.11 0 1 100 4
*> 172 1.11 1 100 4
*> 172 1.171 1100 21 1
S 1072 1.11 1100 21 1
*» 172 1.11 1 100 4
*> 172 1.11 1 100 4
*> 172 1.171 1100 4
s 1772 1.11 1100 4
*» 172 1.11 1100 4
*» 172.16. . 1.11 1 100 4
*> 172.16.102.0/29 .16.1.11 1100 4
*» 172.16.201.0/29 172.16.1.11 1 100 111 4

Displayed 17 routes and 17 total paths

PR OSPF - 5 OSPF EF 0 ECHIEH
HATHRER |, LRIBEHFOEE OSPF FMHFTEKA.

VMware, Inc.

Run

Test Duration: 1.002 seconds

Test Duration: 1.001 seconds
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Troubleshoot OSPF - List OSPF Redistributed Routes

Address
115.115.19.143
115.115.19.134
115.115.18.234
115.115.18.216
115.115.17.43
115.115.17.20
115.115.16.174
115.115.19.124
115.115.18.58
115.115.18.57
115.115.17.181
115.115.16.151

SREEHEAE OSPF - 5IH OSPF & H

Netmask

255.255.255.255
255.255.255 255
255.255.255 255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255 255
255.255.255 255
255.255.255 255
255.255.255 255
255.255.255.255

Metric Type
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2

Next Hop IP
1721613
1721613
172.16.1.3
172.16.1.3
172.16.1.3
172.16.1.3
172.16.1.3
1721613
172.16.1.3
1721613
172.16.1.3
172.16.1.3

Cost

Interface
GES
GE5
GE5
GES5
GE5
GE5
GE5
GE5
GE5
GE5
GE5
GE5

Run

Test Duration: 1.017 seconds

BATUORE | S HIEEN EHRRR B FT M OSPF Bl ., BMIRRIEEEHRRRESHNTE OSPF i

EO

Troubleshoot OSPF - List OSPF Routes

Address

115.115.15.143
115.115.15.144
115.115.15.145
115.115.15.146
115.115.15.147
115.115.15.148
115.115.15.148
115.115.15.150
115.115.15.151
115.115.15.152
115.115.15.153
115.115.15.154
115.115.15.155

——

Netmask

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255 255
255.255.255.255
255255255 255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255255255 255
255.255.255.255

Metric Type
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2
OE2

Nbr ID

1112
1112
1112
1112
1112
1112
1112
1112
1112
1112

SREHEE OSPF - Bi’R OSPF BRI E

BMATHRIE |, BUBR OSPF EEREERERE.

VMware, Inc.

OSPF Cost

Overlay Preference Advertise

64
64
64
B4
64
64
64
64
64
64
64
64
64

false
false
false
false
false
false
false
false
false
false
false
false

false

Run

Test Duration: 2.025 seconds

Interface
GES
GES
GES
GES
GE5
GE5
GES
GES
GES
GES
GE5
GE5
GES
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Troubleshoot OSPF - Show OSPF Database

0SPF Router with TD (10.0.1.2)

Link ID

1.1.1.2
10.0.1.2

Link ID

172.16.1.3

SEHEAE OSPF - /R E1 BEREXKRAHMN OSPF ERE

ATHCAIE | UBIEH Edge BEE OSPF RHEM E1LSA HREL KA.

Router Link States (Area 0.0.0.1)

ADV Router Age
1.1

1.1.1.2
10.0.1.2

Net Link States (Area 0.0.0.1)

ADV Router

Cksum

Seq#
779 0x80000014 0x26a2
1015 0x8000000e 0x6049

ksum

Age Seq# C
1.1.1.2 1039 0x8000000c 0x126c

As External Link States

ADV Router Age

L oooooc

N S e ey ey
1 b e e e e e

Troubleshoot OSPF - Show OSPF Database for E1 Self-Originate Routes

Ccksum

Seq#

10.0.1.2 1055 0x8000000d 0x5d5c
.0.1.2 305 0x8000000f Ox48ed
[0.1.2 1105 0x8000000e Oxedle
.0.1.2 1015 0x8000000e 0xd928
0.1.2 1025 0x8000000e Oxce32
0.1.2 1025 0x8000000e Oxc33c
2 749 0x8000000c Oxe93f
2 909 0x8000000c Oxdf48
2 849 0x8000000c Oxd551
2 889 0x8000000c Oxch5a
2 779 0x8000000c Oxcl63
2 859 0x8000000c Oxb76c
2 869 0x8000000c Oxad75
2 799 0x8000000c Oxa37e
2 829 0x8000000c 0x9987
2 839 0x8000000c 0x8f90
2 869 0x8000000c 0x8599
2 789 0x8000000c Ox7ba2
2 779 0x8000000c 0x71lab

OSPF Router with ID (10.0.1.2)

Link count

2
1

i.

2.0/24
3.0/24
4.0/24
10.0.5. 0/24
15.115.15.
115.115.15.
115.115.15.
115.115.15
115.115.15.
115.115.15.
115.115.15.
115.315.15.
115.115.15
115.3115.15.
115.115.15.
115.115.15
115.115.15.

0/0
10 O 0/24
10.0.2.0
10.0.3.0
10.0.

As External Link States

LS age: 1197
Options: Ox2
LS Flags: Oxb

Link State I

Advertising Route

LS Seq Number
Lengt

Network Mask:

2

2 Al=l= - L-El-

LS Type: AS-external-LSA
D: 0.0.0.0 (External Network Number)

10.0.1.2

8000000d
(heck;um 0x5d5¢

/0

Metric Type:
T0s: 0

Metric: 0

[0

x0]
[0x0]
[0x0]
[0x0]
[0x0]
[OXO]
143/32
144/32
145/32

.146/32

147/32
148/32
149/32
150/32

.151/32

152/32
153/32

.154/32

155/32

2 (Larger than any link state path)

Forward Address: 0.0.0.0
External Route Tag: 0

LS age: 447
Options: 0x2
LS Flags: Oxb

Link State ID:

Checksum:
Length:

Network Mask: /24
Metric Type:
s: 0

Metric: 0

1

2 A==l L-El-

LS Type: AS-external-LSA
.0.1.0 (External Network Number)

Forward Address: 0.0.0.0
External Route Tag: 0

Ls age: 1247
options: 0x2

2 A==l -El-

LS Type: AS-external-L
Link State 1D: 10.0.2. 0 (Externa1 Network Number)

Advertising Rou
LS Seq Number:
Checksum:
Length: 36

ter:

Network Mask: /24
Metric Type:
5: .0

Metric: 4

2

1

10

SOOOOOOe
le

Forward Address: 0.0. 0 0
External Route Tag:

Ls age: 1157
options: 0x2
LS Flags: Oxb

2 A==l -E]-

LS Type: As-external-LSA
10.0.3.0 (External Network Number)

Link State ID:
Advertising Rou
LS Seq Number:

Lengt

ter:

10.0.1.2

8000000e
(heck;um 0xd928

SEIERE OSPF - B~ OSPF &#

MATULRE

VMware,

Inc

LU FrEH OSPF M MEBAB A &AM .

Run

Test Duration: 1.003 seconds

ir Run

Test Duration: 1.002 seconds
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Troubleshoot OSPF - Show OSPF Neighbors

Dead Time Address
36.885s 172.16.1.3

Pri State

Neighbor ID
J11.2 1 Full/bRrR

SEPEAE OSPF - B8 OSPF BB R
HITICAIE , URIR IR AR OSPF BHE,

Troubleshoot OSPF - Show OSPF Route Table

== OSPF network |ou1:1r1g table =======
N 172.16.1.0/29 [1] area: 0.0.0.1
directly attached to GES
[11] area: 0.0.0.1

N 172.16.1.16/29 5
via 172.16.1.3, GES

== OSPF router routing table ==
] area: 0. 0 0.1, ASBR
via 172.16.1.3, GES

routing table ======

0SPF external
/!

N E2 115.115.15.143/32 [1/20] tag: O
ia 172.16.1.3, GE5

N E2 115.115.15.144/32 [1/20] tag: O
via 172. 6 1.3, GES

N E2 115.115.15.145/32 [1/20] tag: O
via 172. 16 1.3, GES

N E2 115.115.15.146/32 [1/20] tag 0
via 172.16.1.3, GES

N E2 115.115.15.147/32 [1/20] tag 0
via 172.16.1.3, GES

N E2 115.115.15.148/32 [1/20] tag: 0
via 172.16.1.3, GES

N E2 115.115.15.149/32 [1/20] tag 0
2.16.1.3, GES

N E2 115.115.15.150/32 [1/20] tag: 0
v15121613 GES

N E2 115.115.15.151/32 [1/20] tag: O
via 1."2.16 1.3. GES

SREEHEAE OSPF - B8R OSPF :2E
HITHBR , LR OSPF REFNTAPIREE .

Troubleshoot OSPF - Show OSPF Setting

Area Network Info Cost
1 172.16.1.0/29 0 1

Authentication

VPN =

RTHXERBENER , RER—THT

VPN Test
Global Segment v
Edge Name Result
b5-edge Pass
b2-edget Pass
b3-edge1 Pass
b4-edge1 Pass

VMware, Inc.

Interface
GE5:172.16.1.2

Hello Timer
10

Latency(millisecs)

wWow W

Run

Test Duration: 1.001 seconds

RXmtL RqstL DBsmL
0 0 0

Run

Test Duration: 1.005 seconds

Run

Test Duration: 1.002 seconds

Dead Timer Interface MD§
40 GES 0

7 (Run) SURIRA RS EHEN VPN ELR.

Run

Test Duration: 3.002 seconds
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#1T VPN B | Edge EREEMBE MM (P, WEKRBEER, BN FEMEN P EFETH
A8 :

» TE/ERNES P
» TEWUESR, XAEBERMH
E Edge EZEEMAN IP ERNR IP REMBEERE , VPN BIRKE RN , WHBTHIER.

Branch-to-Branch vpn is disabled. Please enable it before running the test

WAN E A SEE A

HIEERN WAN ZEEHTHEERNFE. EARANFERESEEERETTETEH . AeHARAPNESH
HERERE, ERTETUHBEEGENMTAR  MECESSERASEERERE.

WAN Link Bandwidth Test Run

GEG_Private ¥

Test Duration: 1.001 seconds

Bandwidth test has been gueued. When the test completes, the new measurements will be shown on Edge Overview.

ERETREE-RRBRENESN  RATWTHERNE  AREGNEREECRETEEE
&, BT EUERRAE WAN EENER. A7TEELERR , MRBETURA KM E HARRD B
B, AeEAL—EEH [ R | WAE , YHIRERYBERN 30 7EEMAAES  UBRFIEN
IEREME,

B BHEIB 1Gbps B WAN B4 |, BERFHAEEE WAN EENEE,

= i B

FEAAREEADRUERITEE , AINEFHBRYE . EHMBREA Edge.

R BEER N BER (Connected) MEER Edge FHRITRIFEIE.

1 HFELEAOFEWLF  B—TRRAMFEEYMR (Test & Troubleshoot) > EiwEI{E (Remote Actions).

2 E¥ Edge B)fF (Remote Edge Actions) EE SR NIECESN Edge, MEXE | FFEFAEHES
(Filter) # 5 Edge , A%&¥E—TEH (Apply).

3 ®—TEE% Edge WEL.

£ Edge EIREN/E (Edge Remote Actions) R EF , IH—THHBEEIE. BEREATRE Edge £#
17,

VMware, Inc. 363
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Remote Actions x
| Identify | Select an Action Edge: b5-edgel
‘ Restart Service * ‘ The following actions can be performed on the Edge
from here. Please note that the commands may take
‘ Reboot * ‘ up to a minute to run on the device.
‘ Shutdown * ‘
‘ Deactivate * ‘ * Confirmation required before the action is executed.

Close

4 SEAILAEAT T SIENE -

B EL]
#B (Identify) BEMSTEFTIZ Edge LPIRERBAILE.,

BRI RIS (Restart Service) EXRIEIFTE Edge LK VMware R .

B # P2 Edge EFRE,
B@# (Shutdown) BARAFTEE Edge HWEIR,
£ (Deactivate) BEBALEREAEFEMERME,

B ARELTELDHERSTREE-DENRRE,

ZERBE

THRBETRREEEAELTENARENTREREISHNBHEERT . PEHERBETNTRE
BURAMEEERN.

ELEAOMELD | BT RRMSEE#EBER (Test & Troubleshooting) > L MiBR# & (Diagnostic
Bundles),

Monitor Diagnostic Bundles Request PCAP Bundle... Request Diagnostic Bundle... 9

Configure

Test & Troubleshoot | v |0 % Reset View || & Refresh || & CSV Display 0 items
Remote Diagnostics Request Status Type Edge Reason for Generation User Generated 4 Cleanup Date
Remote Actions

4 Diagnostic Bundles

Administration

YR E (Diagnostic Bundles) RETHARER FTHIRBE

=  PCAP JR¥4E (PCAP Bundle) - [ HE#H | REEORERHEBERNES. RFE. BEEESN
BEFXEAER PCAP REE, F2HAERHBHEL

VMware, Inc. 364
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s  PHRIE (Diagnostic Bundle) - [ 2 | REEE2KEEE Edge WATBARNTHENES. RE
BEETUERZHREE., R2RAERDEREE.

EENREESRRELMBEE (Diagnostic Bundles) REF . EETHREEER , F2R THRK
@O

PR B (Diagnostic Bundles) RIBEEANRRIEEFRE, NRERSEBHEERERLEERSE |
BIFTLAESR PCAP [RIEE.

ELEAO@END | H—TRAIRMEEBEMR (Test & Troubleshooting) > &#iEY (Packet Capture).

hehicy Packet Capture (2]

Configure

Test & Troubleshoot ‘ v ‘0 % Reset View || & Refresh Display 0 items. | 0 selected ~
Remote Diagnhostics Request Status. Type Edge Reason for Generation User General ted N Cleanup Date
Remote Actions

4 Packet Capture

Administration

#—TER PCAP JRIE (Request PCAP Bundle) AE4L [ HEHEH | REE , EEARTEERNE
4. EZEER SRR,

EREHERME

HEREI AT ARWE Edge RENEHEEA.

AR EEE AR (Test & Troubleshoot) > £#4EH#IEL (Packet Capture) ZE [ EHE (Packet
Capture)].

EEERHEME

1 BE—TRRMFEYM (Test & Troubleshoot) T EEME (Packet Capture).
HEME (Packet Capture) EMEAHER., MREA , BIEERAHERNME,

2 BR—TEHEALAMNER PCAP (Request PCAP) izl .

3 EER PCAP R (Request PCAP Bundle) Eisg At | BIBEWEE . NEMSERE. mE
ME  BWAEENERE.

x
Request PCAP Bundle

Target VeloAcme Internet Edge v
Interface INTERMET1 v
Duration Sseconds ¥
Reason for
Generation

| submit_J | Close |

4 B—THRZXK (Submit), EENALASHBERENE (RHEXR),
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HEME (Packet Capture) EHE2EH , UBERERNNRE, EFEEEANR - TEEARFHEEE
(Packet Capture) , JETRELE R, TRE , BULIESHFAENR (BEERE. REEXNE) , RER
—TREEBREZ —EERTEEN A EAT,

[+
/’ . Packet Capture | VeloAcr %
& C' £ hitps://veloacme.velocloud.net =
VeloAcme
Rz Packet Capture Request PCAP...
Configure
Y Filter
Test & Troubleshoot
Remote Diagnostics
Remaote Actions ltems 1 —2o0f2 Show |20 ¥ | per page
4 Packet Capture
SmTETEET Request Status ~ Edge Reason for Generatio Use: Generated ™
Pending Sunnyvale RK admin@veloacme.com  Thu Feb 18, 10:45 Mon Apr 18
& Complete Raleigh KH Testing admin@veloacme.com FriJan15,07:40  TueMar 15 ©

Generation Time: 00.02:52 Device ID: 8CFFAE] A-3A35-E411-8A94-3930580C1C00
Bundle Size: 9277 MB Device Logical ID: b135f0a4-6b6f-2526-0607-051 601 803222
SHA-1 Hash: 05200201 eaf0f52e841c4857c0ab05 4282 6201F

#5 ZIEBFE A (Cleanup Date) ERMTH AR A HARF | 4$E Edge W EHERERESRAETM
B, ®B—T/E2B A (Cleanup Date) EEAIIEEEBRKRERN B , & , REKARHE (Keep
Forever) ZEU G , ERIH T EMBR ; ERBREFINESTERAL,

% — T8k (Actions) 128 , L TEHBMBRREE, WEFMAEN , FSEUTEE.

ERDERHE

REREETUERZEREE. MRERRES , BUUERRAMEERDEMR (Test & Troubleshooting)
> Pl IR 8 (Diagnostic Bundles) EHEHFEZ MR (Diagnostic Bundle) 1Z4#.

ERERDERES

1 B—THuRZHREE (Diagnostic Bundles) EEA L AN ERZ BB E (Request Diagnostic
Bundle) %41,

2 ERY R E (Request Diagnostic Bundle) ¥3E AL
a 7TEE#E (Target) THNINEERT , BEUSKRPZWERMNIEE Edge.
b WMRLBEEHERNER , FEELEMNRE (Reason for Generation) XIFH R A

c BEETEMRER  BER—TEMR (Advanced) 28 | REWRZOBRE (Core Limit) TH X Thae
RPRERE ERRARESREERE  ZRORFTARBLE LERBEBEH AN,

d $#&—T [BX (Submit)] &4,
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Request Diagnostic Bundle 2?2 0%
Target edge540-215 v

Reason for Generation: ‘

Core Limit: &

No Cores

Fi# Edoge W2 ERBRBEEERBERMREE , W0 [REREE (Diagnostic Bundles)] 1R & Y [ERik
& (Request Status)] ERHTIIR. THR%E , MESBERTR (Complete). AL (Complete) k&R —
BELS  Z—THTTERREE,

THEHREE

ERERE , BALLEBTIHHEF—EAXTHRSES :

s EERRE (Request Status) ERTT , B—TETHMH PCAP ERFZEBN TEHLFH.

s EFTE Edge WERIRRE (Request Status) ERHTH |, #H— T MK (Complete) E4,

s EHN-—-HZECTRE PCAP ERMNZE A , REE— TEHE (Action) IR (BENAELA) NE
T 8T , RERETH (Download),

B LGS T MM BB B E XS VMware AR RAKR.

il BR AR 75 &2

MR EMBRE SRR , FRERMRE (Request Status) ERTHRIN—HZEEEHEE , ABLEHE
(Actions) &zt FEZMER (Delete).

B NEHEHENERBES  SUUEERTRAIMBRZER, ENEMBRBEFEROZETHR , I
# — T B)E (Action) $#&8R , REIRIZMER (Delete),

VMware, Inc. 367



TXEE

TEAOM/LPHER (Administration) BIEBEAEERERARTE. BEEHA , UREVEBEFREN
B Edge B,

ELEAOFEWT | B—TEE (Administration) URETFEE :
AT (System Settings) - REMAEEMMLERE. B2REARRE.

» EEE (Administrators) - BYSENEETEACERNEEEFAE, F2HNEEEEEFH
&,

s Edge &£ (Edge Licensing) - MR K E4. Edge BENRE . 520 Edge R,
AEHHR T ERE !

. RERE

» EEEEBEESFERE

m  Edge &#E

RE|E (System Settings) BIEABEREEEERTEURBRBHAESR
ELEAOMEILF | R—TEE (Administration) > ZR#ERE (System Settings) , UBRETHIER :

s —REH (General Information) - :REMFAEFMER . BUH Edge HEEH . ETELERE ,
DR ABEKRER., F2RARELEEN,

n  B&%® (Authentication) - FREBRBEXFRR APl Token, BFZRRELERE.

RELFE
S LG Fl — BB (General Information) RREEAEWEAE AN, BLERENEELMER.

ELEAOMLD | H—TEE (Administration) > BRHERE (System Settings), E A LAE—REM
(General Information) Z5|ZEFRETY/IEE,
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Menftor Ml system Settings
Configure |
Test & Troubleshoot | General Information

Administration
5“'““ Z= General Information

Administrators
* Mame: |?-siue
Account Mum; |?-S—RAI-7T4E
Domain: |
Deacription:
A
Enable Twe Factor Authemicetion L=
Regu wio Factor Authentication:

Enanle Zaif Service Fzzawors Rezer @

Requ
for Peaawos

Enable Pre

Enable Alerta:

Factor Authentication
o Rezet: @

otifications:

icate D

Edge Configuration

Upaates:

Privacy Settings

Support Accesa:

Erforce POL

# Ensblea:

Winen Enabled = acfiware reatart.

on updaten are commaniceted o an Edge on ito next hea +. Canfiguration chengeo mey

‘Winen the Oroheotrator io upgraded, Enable: et to the value of Enanled an Orahetrater Upgrade

) Enebled an Orcheatrator Upgrade:

Orohegtrator upgrade may update Edge oonfigurstiono, which when oommuniosted to the Edge may osuoe ooftwars re Seiting Enable: Oroheotretor Upgrade off
al he aper phoaoe when after Orohestrator upgrede to oet Enabled to resume having Edge sonfiguration ups o Edgea

¥ Grant Accese to VeloCloud Support

+w, oomfigure end traubl=shoot thio Customers Edgen. Ao & oeourity oonoiderstion_ VeloCloud Support w

® Grant User Menegement Access to VeloCloud Support
‘Wnen enabled, VeloCloud 5 vill b able to aogist i uoer menegement including oresting uoers. reestting pagaward, cto. Aa & erourity aongiderstion, YelaCloud
be grent w all uoer igentfisble information

pRoTt W

) Enforce PCI Compliance

‘When enabled, all uoern (inaluding VeloCloud Support) will be unable to mooeso sencitive Customer dete including PCAPo, eto.

Contact Information

Comact Name:
Contact Email:
Shone:

Mobile:

Strest Addreas:

City:
Stete:
ZIP/Poztoode

Country:

—RE# (General Information)

L= 3]

#7%8 (Name)

IR F 8588 (Account Number)
#835 (Domain)

HHA

VMware, Inc.

EA
BTRAANERAEEHE. NEFEE , BUMEREHE.

BRREANRFHRE. NEEE , BUMERRE.
BERRAENAREE NEFRE , EWLMERAE,

BMATFHHRSA,
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b

R EXEE (Enable Two Factor Authentication)

FEEZEEEERFE (Require Two Factor Authentication)

B BB BIEE R (Enable Self Service Password Reset)

FBERFEEREEEFE (Require Two Factor
Authentication for Password Reset)

FRFTE&E A (Enable Pre-Notifications)

FRFE R (Enable Alerts)

¥E:R Edge B7 (Default Edge Authentication)

Edge #%

RIZBTYRIE | #§ Edge HARENEHEWZE Edge :

LA

BEULZES R , TARES . MSP FMI2RMAER SMS 1
BREHI. CUUEEF/MSP BERBEREEBHRAAR
=,

ERASREREZN , FRELCAFTEEEEMAEREM
BRNTEEERE. EUUEEE (Administration) > EHE
B (Administrators) EEFERERAE , UM ATEEFER
. BESHEREREFERAE.

BB SRTEHERECERAEERZRBETEA. BA
SERENIFE  ELERFRAENERERIREAR  SHE
EWAETEEEF L SMS WX WEIH AL E PIN 75,

RFEREREULEIE |, EAREIE Orchestrator WEAEEH
-

ELERERAEATERRER , RASRTEHAEAE
£, FRERAGRNETBHHIHERAFHAEERE. BX
FEREERE  LERI-AETEH  HPEETEREE
WELE. B—TZELNTREHEE.

BEWEE  TEEXTRBERBACERRE. REECER
B ERR® (Enable Two Factor Authentication) 218
B, TeEEBULAZER S .

MBERRALRE , EEERE Orchestrator WA ABEFER
BB, AREREERERZE BF (Authentication)] B
H. [B# (Authentication)] EH SRR EWAZETHRES
LA SMS R EBRM — R ERES, BREARER  RESSEEN
EmZE [Z (Password)] BEEREHZE.

BEWEEGHTRARLBAER.

BRUEEMAHRTRAER, SUNERA F190EREET B2
ERFBEERER,

RTHBFETRERRER , UBRBRET FHEBBH Edge.

» B/ (Enabled) - BEWLEE |, AIET —EESAEHRAGELEHEWZE Edge, AHRPWEET
BEEEHREYE Edge PHEEE . RTERSBEULRE,

m 7E Orchestrator ##KEMA (Enabled on Orchestrator Upgrade) - 2EULEIE | AT EFR
Orchestrator BFi$ TN EHEWZE Edge, SRS MEEIE Edge FHERBEHRKE .

EAMERE (Privacy Settings)

n  TEFE (Support Access) - BIETHRBT AT EBBIZEFZEE,

s EH VeloCloud XEMN1FEE (Grant Access to VeloCloud Support) — 22 EH 32 18 7] {F B ¥
VMware XEWEFEE , URiR. REEKREETFMN Edge WHETREDH ENTE2EE | It

| X | EETRERBERERBENR.
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s PEHEREY VeloCloud XENSEFIE (Grant User Management Access to VeloCloud
Support) - ZEUNEIEAE VMware XEWMGBIFEAEETERE, FHEEERBEGEELFEH
. ERTHBETHARE, EHERT , b [ X8 | IEEEAEZBIER.

n  BHIEIT PCI (Enforce PCI) - Z|EUMEIE | AJfHIEER PCI EEMEEMAANEE, B, i
EEMEIERME—EZ R R Edge B3R PCAP ZEIRISE.

B4 ¥ (Contact Information)
HEBFETREENEKFMAER. MERE , KA USHFHFMAER.

RESERFE
B (Authentication) ZS|ZEH , B URELENRIBER | WRIBZEEMW API Token,

ELEAOPELD | R—TEE (Administration) > R#HERE (System Settings) > B
(Authentication) , ARRET3EH :

Monitor

System Settings

Configure

Test & Troubleshoot eneral tion | Authentication

Administration

Enterprise Authentication
Administrators Authentication Mode
550

AP| Tokens

uuIiD Name 4+ Description Created Expiration State Created By

1 »

B (Enterprise Authentication)

HERFE R (Authentication Mode) &1 | BIETHIHP —18,

n R4 (NATIVE) - ERFEREBEEN K ZuUUFEAREFERESBNZEBEALE, HEXTEET
AR TE

m SSO-E—%A(SSO)R—EIERBRNEAERERE K TEEAEEA—ERARBRALEN
ERZEEARN. UEFHHAEN A F2HE S AHMBARECEEAENE—FA,

APl Token

EREREER B TLUER Token BEFERZE Orchestrator AP, BAILENHERFEEFRE
) API Token,

BRIEEBBEAERE API Token 1HBFEERY & AT LUBEE Token, |EL Token , RER—THE
(Actions) > & (Revoke), ZEZE M TEH API Token , 52 [ API Token,
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—EAHE
SD-WAN Orchestrator XIE—BEZ BE —& A (SSO) WHERGFEHERSE , AT ANAAEM Orchestrator
FEREEDR . RFE. 6EBHENLE,

—& A (SSO) R —EIERERMERAERERI , W= SD-WAN Orchestrator fEAEEH—AZEAR
FE A SD-WAN Orchestrator AFEZEEARN . # SSO BR#EL SD-WAN Orchestrator &
% SD-WAN Orchestrator FAENFEAERFRSZEM , I B SD-WAN Orchestrator A fEH fth
OpenlD Connect (OIDC) &7 #BIRME (IDP) REFEHE. HBIXETS IDP :

m  Okta

OnelLogin

Pingldentity

AzureAD

VMwareCSP

RELREAENE
EBRCEEAERTE-BA (SSO) BE , BUTLBRFTFNSR.

BEFMF
» BRELEALEBRERAEER.

m ERESSO BECH , FRELCEEANE IERINREERIESF | 52E SD-WAN Orchestrator #
At . FHEM OpenlD Connect (OIDC) FEAREN ., MEFMEN , FSRREE—FEAWN IDP,

BF
1 FERENEARE  ULEBRERE TP E A SD-WAN Orchestrator ERE .
2 &—TEE (Administration) > ZHERE (System Settings)

RIE|E (System Settings) EEREEIHEI .

velocloud
e

Monitor

System Settings

Configure

Test & Troubleshoot
Administration

General Information
Administrators * Name: locloud

Enable Two Factor Authentication

Edge Configuration

Updates
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3 BR—T—MEM (General Information) &5|ZH , REEHE (Domain) XFHHAP , MADERN
WYL/ (MEERRE).

&5 EEA SD-WAN Orchestrator BUA SSO B | BAERELENAEERE,

4 #&—THBR® (Authentication) ES|ZH , AR KXREERX (Authentication Mode) TR R IEER
F o, 3#E SSO.

velocloud
ave Changes

Monitor

System Settings

Configure

Test & Troubleshoot

Administration

| & sysemsenings ____ICECY

Administrators

@ Remember to set https://10.108.181.116/login/ssologin/openidCallback &2 as an allowed redirect URL with your IDP application/client

5 RE9BAEBMERE (Identity Provider template) TR R IR S |, BEUE A Single Sign On %
EMNER S 2 EAIRMEE (IDP).

B BBl VMwareCSP EBERA/ IDP B, AR T HIE N IBEABEBIE : /csp/
gateway/am/api/orgs/<5c B4R & RIS > .

EREA VMware CSP 26K , BA MR —THERAEEBER\EZANASBTE, A828T
FEBETHEEREANERIIE. B—TRINBUBERENASZEE.

BRI LR E S EBIREEFEA (Identity Provider template) TR X IAER FZELEM (Others) ,
UFEREBZH IDP,

6 1 OIDC A& 4K URL (OIDC well-known config URL) X F A , #@ A IDP & OpenlID
Connect (OIDC) ##& URL, #l&0 , Okta B9 URL #= A : https://{oauth-provider-url}/.well-
known/openid-configuration,

7 SD-WAN Orchestrator BRI EBHEHIEA IDP NigEFMAER , flansss A . FRERE . Token
mEREREEMNRE.

8 HAFWRAIT (Client Id) XFHHF , WA IDP ATV A Fim Bl

9 TERFW®REE (Client Secret) XFEHHAF , @A IDP iRt AFRZE  HAFRSREBREA
Token,
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10 BEEREFAEE SD-WAN Orchestrator PR AR | HENTHH D —@EEHE :

n FAERAR® (Use Default Role) - Al EFAEFEHATERAR (Default Role) XF 71 GREUL 2
HEFHE)  $EEAARTEAERAR, XENAGE  tXBRERE. CEXEEEEE ©

EXENLEEE
® UUse Default Role & Use Identity Provider Roles
Default Role [Enterprise Standard Admin

AR £ SSO HERTESR , MREIERAFAR AR (Use Default Role) BIE , WERTAREAE
At , ARKEARAME SSO FAERRKEENERAG, EXAEEEHATHEREEEEEST
DECEA ORISR —TEE (Administration) > B8 (Administrators) Z3| 8% , &g
BEFAEHELRBRAREFEAE  LTERBEFEAEAC , MEERAEERACNERE,
NEREHFEEEFRENSTR  F2RELHNEEEFEAE.

n FASOEBRMAEMAE (Use Identity Provider Roles) - £ IDP FRREN A,

1M1 ERFEASoRBIEHRESS (Use Identity Provider Roles) 2B | £ A @MY (Role Attribute)
XFHFRPEA IDP PRENBEERE , UERAE,

12 EABYE (Role Map) BiFiH | #& IDP RIEM A G EZISE SD-WAN Orchestrator At | A fE
RAERDR.

VMware CSP Ry A BEELTHER : external/<RIEESE UUID>/<E M IRH EAH E 1R K H R &
BEE>,

13 £ SD-WAN Orchestrator URL (https://<Orchestrator URL>/login/ssologin/openidCallback)
E# OIDC RHEMU P AFNEHRER URL,

14 #&— T B E (Save Changes) LU f#TF SSO A%,

15 #&— T4 (Test Configuration) , LB E# A# OpenlID Connect (OIDC) A&,
EAESEEZE DP 8y , HEEABWARE, £ IDP BEMKIIEHEGEZE SD-WAN Orchestrator
AIRETE , BEBRENERENE .

#R

SSO MEREC T

BRESR

$£5E PEEMAEEM SSO BA VMware SD-WAN Orchestrator,

HEE—B AR IDP

#HE AR SD-WAN Orchestrator BRAE—& A (SSO) , LA SD-WAN Orchestrator K FAIE BIER
EEPBANESHEEME (IDP), BEIXETS IDP : Okta. OnelLogin. Pingldentity. AzureAD H
VMware CSP,
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WEREE IDP FH SD-WAN Orchestrator 8 E OpenlID Connect (OIDC) EABXNELSIETR , F2
B

ta NE—FA

Ok
OnelLogin E—& A
Pi

i

i

ingldentity WE—& A

4

B AR Azure Active Directory

B
bl ?.ﬁ HoOR R

_Iml:l

— & AH VMware CSP

[
K5

iRIE Okta HE—Z A
HEXEYE Okta #EITH OpenlD Connect (OIDC) E—%& A (SSO) , B4 ELME Okta PREEAER.
EETE Okta FREMAMN SSO M OIDC EARS , FHTUHEFNSE.
DB
EEELE Okta IRFANETEA,
BF
1 LUEEEFEAEFSEALKN Okta tRF.
Okta = EMHEBEENHIR
B WMREE BIRABETIEAR (Developer Console)] HEH , BIXEERBAE TS
(Developer Console) THI3;EE R EME# Ul (Classic Ul) , AR ZE % Ul (Classic U] &
o
2 EEERIHFNWEARER
a HELAFEBY G  B—THEARRK (Applications) > $IEEMARER (Add Application).
HFERAER (Add Application) EEREEIHE .

S.Chandran - VMWare-dev-690682 Help and Support  Sign out

My Applications @) | Upgrade

|search fo icatio mAECDEFGHIJKLMNOPORSTUVWXYZ

&frankly ey Add
15Five TS T
INTEGRATION PROPERTIES
23 Video
2
o

Supports SAML

Supports Provisioning cility
PP g 9 360MWorkpace 360facility

b E—TERIUFHNEARER (Create New App).
BIYHNWEARRES (Create a New Application Integration) ¥i:5 5 HBEEIHIR .
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c TE¥A (Platform) TR IhaERS , BE Web,
d 3ZH OpenlD Connect fEAZE AR % , REZR— TR (Create),
# Y OpenlID Connect & (Create OpenlD Connect Integration) EEEEEIHIR

£ Create OpenlD Connect Integration

Login redirect URIs https://xx.xx.xxx.xxx/|ogin/ssologin/ openidCallback

+ Add URI

Logout redirect URIs + Add URI

ﬁ Cancel

e THE—MEEE (General Settings) EiFiHVEARRE R (Application name) XFHHH , BWAEH
EXANEE,

f 1E3RXE OPENID CONNECT (CONFIGURE OPENID CONNECT) Eifi T B A E#H M URI
(Login redirect URIs) XFFHHF |, # A SD-WAN Orchestrator ERRRNELE RimENWESH
E[E URL,

£ SD-WAN Orchestrator EFRR KR EBE (Configure Authentication) EEKZ , BAT 2L
REEHFER URL B, BRBERT , SD-WAN Orchestrator EF E [ URL & H A T 5%
= : https://<Orchestrator URL>/login/ssologin/openidCallback.

g BT (Save). HBVWERBRXEEMBEHER,
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h £ —MR (General) ZS|EZEH LH—THE (Edit) , WHE AN REFARNEHREE Token
(Refresh Token) , R&EE— T & (Save).

#B5C  SD-WAN Orchestrator 1 SSO REME A EE AN A FiRRRE (A F mE B SN A S in

7).

Client Credentials

i B—T&A (Sign On) &|&% , A&7 OpenlID Connect ID Token Bifi F A& — T miE
(Edit),

| TEBEEESEER (Groups claim type) TRIXIaERF , BREVEHES (Expression), {kfER% , ##

HAESHBEHSRTELGRSE (Filter),

VMware, Inc.
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k BEAEEEFN (Groups claim expression) XFEHHRA |, M AMTE Token REANELEER |

LR 511E Token B9 Okta A ZE KR,
| &—T{#1E (Save),

ERAERASRER IDP #, BuLligFEREHANFEHEIEIRLA SD-WAN Orchestrator FEF 2

X

i

.7
3

[w]
=1

Settings

Confgure profile mapping

Token Credentials

Signing credential rotation 2 Automabe

OpenlD Connect 1D Token

im
el

53110y hitpsibokf-sendbox.oliepreview.com

Budience Oaapeky;ScSc ThSHEOT

Clairms Claims for thit ken nclude all user asnbutes on he apn profile
Groups claim type Expression

Groups claim expression @ groups Groups. sterts©With{"active_directory”. VCO_", 1009

BlLUsing Groups Claim

VMware, Inc.
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3 FEEBBANFEREIEIRLA SD-WAN Orchestrator ERARS :

a RBZEEARR (Application) > AR (Applications) , A#%¥&—T SD-WAN Orchestrator f&
ARENELE.

b #8IK (Assignments) ZI|EE L , #I§IK (Assign) TR R IEER T IREVETRES B4 (Assign
to Groups) TiEIK4 A B (Assign to People),

¥ <ERRREE> RS (Assign <Application Name> to Groups) 1§ <ERARX &8>
$5R48 A B (Assign <Application Name> to People) ¥i5% 5 i BEEN H IR,

c B—THBEAHEIEIR SD-WAN Orchestrator ERRR 2 TRAFEAEHARFEAEZENIER
(Assign) , AR%&E—T K (Done).

$8IR% SD-WAN Orchestrator EARRNEAEREAEHASZER,

m # Corvert Assignments o | Groups =

== Wi, =1 [ /' b
i £ 2
o oS 7]

®“R
LB TR Okta FRREM OIDC AEMMEARKXLUAR SSO WESE.

BIBEBLSR
1£ SD-WAN Orchestrator F:REE—& A,

1£ Okta REVFMWEREEHA
EEEUFNERAEHA  BRTUBRFNSE.

B
1 #—T B (Directory) > B4l (Groups).
2 R—THIEEE (Add Group).

FriBE4E (Add Group) HFEL BRI,
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3

WARANRASENRR , RER—TMHE (Save),

£ Okta HEMHMEAE
ERMEERE  FRTUEFNIR.

BF

1

2

# — T B #& (Directory) > AB (People).
B—TH#¥AE (Add Person).
#i8 A B (Add Person) ¥ A 5EBEEN H IR ,

BWAFMALEFMAER  fINERAENET . HERNEFBHRAE.

MREEERERE , FBEHWE (Password) TH X EERPEINBFEAERE (Set by user) , R%&

RO SN E F B4 ER A # A #E (Send user activation email now).

& — T f#4F (Save).

RAEEEFBHSEXEENETBARRT., B-TEFBHTNES , AURBEN Okta A

HiIRF .

R E OnelLogin B —& A
ZEE Onelogin BFREE—& A (SSO) B OpenlD Connect (OIDC) EARR , FHTHEFENS

%O

RDEEH
ERESEE Onelogin IRFAMEITE A,

BF

1

LIEEEFERAES D EAEN Onelogin tRF,
OnelLogin = EMMEAHIE.

VMware, Inc.
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2 EERVHHNEARR
a ELFEBEG  Z—TEAERX (Apps) > MEEARER (Add Apps).

b HESREARR (Find Applications) XFH 7 |, #E [ Openld Connect | 5 [oidc | , &A%
2 H Openld Connect (OIDC) FERRER .,

$13#¥ Openld Connect (OIDC) EHEBEENHIR .

onelogin Users Applications Devices Authentication Activity Security Settings Developers Upgrade no o sasikala
App Listing

Cancel
Add Openld Connect (0IDC) “
| configuration Portal

Display Name

Openld Connect (OIDC)

Description

200 characters

¢ THERTEM (Display Name) X ZHRAFM AERAERANERE , RAEIER— T (Save),

d 7E4A% (Configuration) Z3|H L , @i A SD-WAN Orchestrator #E BRI R IF N EHED
URI , A% — T f#1F (Save),

£ SD-WAN Orchestrator FEF2\ K ERF¥ (Authentication) EEEZ , B KB EFH ER
URL #E4, BAEBRT , SD-WAN Orchestrator EfE [ URL #SEEHA THHER : https://
<Orchestrator URL>/login/ssologin/openidCallback,

Applications
More Actions v
Openld Connect (OIDC) m
Info Application details
| configurati (e
Parameters
Rule: Redirect URI's

hitps:/#/<VCQ URL>/login/ssologin/openidCallback

Access

st of urls, and HTTPS is required
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e TE8H (Parameters) Z5|ZH M Openld Connect (OIDC) T , &M T &4l (Groups).
MEMAL B4 (Edit Field Groups) REREMEIHER,

Edit Field Groups

Name

Groups

f REES--EBER-- (E—EHD ] WEREALUERABLETERX , REE-THRE

(Save),

g 71 SSO Ro|EZH L , REARBRREE (Application Type) TR R INAER FIZE Web,,

VMware, Inc.
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h 1EBR®F % (Authentication Method) THI X IhaER FREL POST EA Token i , REZ—
T#1E (Save),
o |, 52T SD-WAN Orchestrator /Y SSO SR EHBMEFAN AP RRAE (AP R IE
A E i 28,

opers
Applications
Openld Connect (0IDC) More Actions ~ m

Info Enable OpenID Connect
Configuration Cleaen
14d05920-8c0¢-0137-20f5-0a8450963620151851 [
Paramet
RS Client Secret
B
| sso
Show client secret  Regenerate client secret
Acce
OpeniD Provider Configuration Information
Use
uvlleges Application Type
Application Type
Web -

Token Endpoint
Authentication Method

POST -

i TEFFEL (Access) RE|EBLBRERTEANAG  RER—THE (Save),

Applications

Openld Connect (OIDC)

Info Policy
gD By defaultall your users will be using this policy to log into this app

- None - -
Parameters
Rul
$SO Role-based policy

| Access Do you know you can set a policy for a certain role? Add role-specific policy
Users
Privileges
Roles
Default v peru v

3 ZERAENFEREHTEHLEH SD-WAN Orchestrator FEAR :
a B—TERAH (Users) > EAE (Users) , REZBEERE,

b EEARK (Application) ZE|FEHE , REMNAS (Role) THAIEERT , BNEHEEFE
RENAG,

¢ BR—TREFERAE (Save Users),

g2
BB T RIE Onelogin AREL OIDC AEBMNERREBER AR SSO Kk,

i

i

BIEBSE
£ SD-WAN Orchestrator F:8EE—& A,
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£ OnelLogin FEIHFHNAE
EEEIYFNAG  BSRTUEFNSR.

BF
1 ®B—THEA#H (Users) > A€ (Role),
2 E-THEAE (New Role).
3 BAAGBKHER.
BERE-ARELGK  ERARR (Applications) Zo|EBEBREAT BTN ERARN.
4 B-TEARINMMER , REE—TH7F (Save) , KEDRNERARXFMEEZAE,

£ Onelogin FEEMHFHNERE
EEEUFNERE  BRTUHRFNSE.

BF
1 B—TERE (Users) > EAH (Users) > FHBERE (New User),
FiuEEAE (New User) SEEEHIR
2 WMAFEBLEFEER  fINFEAENET. ERNEFB4ERINE , RRE—THEMEMHE (Save
User),
iR E Pingldentity BE—& A
BT Pingldentity FiREE —& A (SSO) B OpenID Connect (OIDC) HEARR, , HHTHEENS
%O
DB
EREMLE PingOne IRFAEITE A,
f&% HB#l, SD-WAN Orchestrator XL PingOne tEA S 2 BB S EE M (IDP) ; BEATUBRRRE
X # OIDC B Pingldentity Ef.
BF
1 LIEEBEFERAESDEALEN PingOne tRE,
PingOne = &M KR,
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2 EEERIHFNWEAER
a HELFBEEIH  #—TEHEX (Applications).

PingOne" DASHBOARD ~ APPLICATIONS ~USERS ~SETUP  ACCOUNT (@ | sasikala Chandran [ sign off

My Applications Application Catalog PingID SDK Applications OAuth Settings

My Applications

SAML oibc
—
Q, Search + Add Application
1Showing
A
vco «© =

b ERWEARR (My Applications) Z35|1Z2% F=H OIDC , RA&EZE—THEEARRK (Add
Application),

¥ oIDC FEARER (Add OIDC Application) tREER EREENHIR .

Add OIDC Application

uuuuuuuuuuuuuuuuuu

c REERAEANER. HESKANERNSFELFAER , REET—F (Next).

d ERERE (AUTHORIZATION SETTINGS) T , EEURER (Authorization Code) 1EA FFHY
REFER  ARERT—H (Next),

o | 3BFE T SD-WAN Orchestrator B SSO (R EHEMEFRAMNEEZ URL AP RRAE (A
F i RIS A A B iw R 68)
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e 7£ SSO MBRMEBRTE (SSO FLOW AND AUTHENTICATION SETTINGS) T , 2
SSO URL MEHE R URL WERE , AZIRT—H (Next).,

1£ SD-WAN Orchestrator ERARA K RERE (Configure Authentication) ZEMEESS , A LA
KEEHER URL B4, BAEERT , SD-WAN Orchestrator E¥E [ URL #$2HA T 5
= : https://<Orchestrator URL>/login/ssologin/openidCallback, #& SSO URL AT
&3 : https://<Orchestrator URL>/<domain name>/login/doEnterpriseSsolLogin,

f CEERNERERTEMMESY (DEFAULT USER PROFILE ATTRIBUTE CONTRACT) T , %
— T H MM (Add Attribute) , AFTIEHMEREREREBMY.

g THERMEEE (Attribute Name) XFHFRFPEA group_membership , RIS E (Required)
BRI , REBIT — (Next).

B3 XEEAR group_membership B EEHR PingOne #EENA® .

h 1EE4AHM (CONNECT SCOPES) T , BEUERFZHIB A A SD-WAN Orchestrator EARRE
REEE , RERT—F (Next).,

i ERHYIE (Attribute Mapping) T |, &N B 5B FHEBHEEZE SD-WAN
Orchestrator EF R ATAMES.

B ERBRATLEEEMENREYBEES email. given_name. family_name.
phone_number. sub # group_membership (¥I#EZE memberOf),

j  TEEMETFEL (Group Access) T , BEUFET 7HL SD-WAN Orchestrator BN EEHE
B4 , REBIER—T xR (Done),

EARIKEHIEZENES , B ERNEARR (My Application) EE A EH .

#®R
BEFTHRIE PingOne ARRELL OIDC AEBMNEARERN AR SSO MEXE.

BIEBLSE
1£ SD-WAN Orchestrator F:REE—& A,

£ Pingldentity REI FHI A EEH
EEEIYFNERAEHA  BFRTUEFNSR.

BF
1 B—THMAH (Users) > A& B &k (User Directory).
2 84 (Groups) ZoIERL |, B—THFE4A (Add Group)
B (New Group) EEBEEIHE.
3 HERMW (Name) XFEH#HF  @MABEANERE  RER—TH7F (Save),

£ Pingldentity P FHNERE
EEHEERE  BRTHEFNSE.
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BF
1 B—TERA#H (Users) > {4 B & (User Directory).

2 TEMEAE (Users) BSIZE L , R—THMEERAE (Add Users) TRININEER , AR REEBIFHME
F#& (Create New User),

fEF & (User) EEPEANHER,
3 BAMBXEFMER  fINERAENERESR. ZHNETFBARBIT,
4 TEBARBEERK (Group Memberships) T , #— T (Add).
FMBERBEMNE (Add Group Membership) IREREREA R,
5 HEFREYKEMNEEHAE  ARR—T/HTF (Save).
HREE—& AW Azure Active Directory

#E1E Microsoft Azure Active Directory (AzureAD) FEREE —& A (SSO) B OpenlID Connect
(OIDC) HEAERN , BHITHEFNT R,

PEEMY
BEREMSRE AzureAD IREATEITE A,

EF
1 UEBEFRESDEALMN Microsoft Azure 1RE .

Microsoft Azure T = HEMEENHIR .
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2 EFEBIYFHERARER
a ¥ EIIEE Azure Active Directory RIS .

)

> csasikala@vmware.com

VMWARE, INC.

©]

Microsoft Azure P Search resources, services, and docs

« Home > VMware, Inc. - App registrations
- Create a resource B8 VMware, Inc. - App registrations 2
Azure Active Directory
A Home
€ dhNewregistration @ Endpoints X Troubleshooting | W Got feedback?
[ Dashboard
_ . N 0 Welcome to the new and improved App registrations (now Generally Available). See what's new =
‘= All services O Overview
FAVORITES i Getting started A\ Looking to leam how it's changed from App registrations (Legacy)? Learn more
still want to use App registrations (Legacy)? Go back and tell us why
All resources -4 Manage
() Resource groups & Users All applications  Owned applications
# Quickstart Center 4 Groups ‘ O Ftart typing a name or Application ID to filter these results
= ) N
(& App Services Organiz elationships DISPLAY NAME APPLICATION (CLIENT) 1D CREATED ON CERTIFICATES & SECRETS
< Function App & Roles and administrators
= ﬂ vco 5268b587-eb5c-497a-8632-0639¢ad45¢ch8 7/17/2019 @ Current
SQL databases # Enterprise applications
& Azure Cosmos DB B Devices
K virtual machines 8 App registrations
& Load balancers @ Identity Governance
[ storage accounts Application proxy
& Virtual networks % Licenses
& Azure Active Directory & Azure AD Connect

b BEEARRBZHE (App registration) > FHIE &k (New registration).
BB ERARR (Register an application) EEEEEIHE .

Register an application

* Name

The user-facing display name for this application (this can be changed laten)

[ved v

Supported account types
Who can use this application or access this APIZ
») Accounts in this organizational directory only (Velocloud Networks, Incit@velo)

\ccounts in any organizational directory

O Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose.

Redirect URI (optional)

Wel return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but 2 value is required for most authentication scenarios.

web v | [eg o

By proceeding, you agree to the Microsoft Platform Policies [

c HEEMW (Name) #{z% , 8 A SD-WAN Orchestrator ERARRNERE.

d HEEHMEM URL (Redirect URL) #{z 7 , #i A SD-WAN Orchestrator FEFRRR R 45 B im 2
MEFEMD URL.

£ SD-WAN Orchestrator AR RERE (Configure Authentication) EMEESD , &AJ LA
KREEHEG URL E4, BEAEBRT , SD-WAN Orchestrator EE [ URL BSEHA T A%
3 : https://<Orchestrator URL>/login/ssologin/openidCallback.
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# — T & (Register).

&) SD-WAN Orchestrator EARRX &Y EREREEARER (All applications) MK
AR (Owned applications) E5|Z2EH . FH A TE SD-WAN Orchestrator 1 SSO &
EHEFEFANAF RS/ ERRENERE.

#®— T ¥ B (Endpoints) , ABERIE SD-WAN Orchestrator F SSO SR EHBEAEFAN S A
OIDC #& URL.,

£ E B SD-WAN Orchestrator ERRREV AP KRS , FEHENEARR (Owned
Applications) Z5|Z& L |, & — T&# SD-WAN Orchestrator BRI,

BEBR MBI (Certificates & secrets) > $i¥ fH F B (New client secret),
1A % (Add a client secret) EEBEEHE,

Home > Velocloud Networks, Incit@velo - App registrations > VCO - Certificates & secrets

VCO - Certificates & secrets

«
Add a client secret

B eranding

D Authentication

Certificates & secrets

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

Support + Troubleshooting

zzzzzzzzzz
X Troubleshooting

@ Newsupport request No client secrets have been created for this application.

RUZBHRANIBESHFAEN , RARE—THE (Add).

ZReRAEARKEYAFIREE. B5C N SD-WAN Orchestrator 1 SSO =R & HE Fr &£ A
M A P i B IS E,

EFERE SD-WAN Orchestrator EFAREXNMER , & — T &H SD-WAN Orchestrator FEF
B, REBE API #FR (API permissions) > iR (Add a permission).

E3R API #R (Request API permissions) EEBEEIHIER

Home » Velodloud Networks, Incit@velo - App registrations > VCO - APl permissions Request APl permissions.

- VCO - API permissions

Select an API
2 PO
| Microsoft APIs | APls my organization uses My APls
issions show  Commonly used Microsoft APIs
Microsoft Graph & .
B
Manag:
rrrrrrrrrrr B
B Branding J B =9
S Authentiat  Microsoft Graph (1)
Certificates & secrets UserRead Delegated  Sign in and re /S ,é,_, Dynamics 365 Business Central
= API permissians These are the permissions that this application requests statically. You may also request user nuch of the 2

able permissions dynamically through code. See best practices for requesting permissions bl through the Azure

© Exposean 4Pl

. Owners

0 wanifest Grant consent G intune I office 365 Management APis
To consent to permissions that require admin consent, please sign in with an account that is Programmatic access to Intune data Ret v, admin,
Support + Troubleshooting iy

Interact remotely with SharePoint data
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k #—TF Microsoft Graph , AZZEERAEBIRER (Application permissions) & E AR E
PREEAY

| 7EEREUEPR (Select permissions) T , #t B # (Directory) TR AL R HIRE
Directory.Read.All , A& RERAH (User) THI X IhBERFIRE User.Read.All,

m R—T§EER (Add permissions).
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n ZEEEMBZETHENREEZAR®  FIR—T SD-WAN Orchestrator EFARR , RAEEERE
XHBE (Overview) EE S , B — TEHBE (Manifest),

RSB Web BEBNENBSERES  TELEANPUANREENFE, SLUREN
#3RE T & (Download) LAE A REEENEE K REFEH L (Upload) S EEHERZERARE
o

El" veoapp - Manifest

[ save 3 Diseard Upload Dowrdaad

The editar below allaws you to updata this application by directly modifying it JSOM representation. For mare detalls, see: U

Managa

= Branding

o HEEMBEEPES approles 3 , WHIE —HZEASYHE W THEPFR) , REE-TRE

(Save),
gHABYHT
{
"allowedMemberTypes": [
"User"
:I 4
"description": "Standard Administrator who will have sufficient privilege

to manage resource",
"displayName": "Standard Admin",
"id": "18fcaala-853f-426d-9a25-ddd7ca7145cl",
"isEnabled": true,

"lang": null,

"origin": "Application",
"value": "standard"
by
{
"allowedMemberTypes": [
"User"
1y
"description”: "Super Admin who will have the full privilege on SD-WAN

Orchestrator",
"displayName": "Super Admin",
"id": "cdld0438-56c8-4c22-adc5-2dcfbf6dee75",
"isEnabled": true,
"lang": null,
"origin": "Application",

"value": "superuser"
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T FREEH 1a RAFELENZEHE —B BT (Global Unique Identifier, GUID) B, &R LA
A Web #2T A (Hlf , https://www.guidgen.com/) BT T@< , EELESE GUID :

m  Linux/OSX - uuidgen

m  Windows - powershell [guid]::NewGuid ()

m veoapp - Manifest

regresentation. For mare details, see |

3 BEZBFAENFEAEIEIRE SD-WAN Orchestrator BAR :
a ®BZ Azure Active Directory > i3 EMRER (Enterprise applications).
b ESIWREVER SD-WAN Orchestrator ERER .
c RBR—TEAEMBEME (Users and groups) , AEBEREMBFEERGERER.
d E—THEZX (Submit),

#HR

BB TR AzureAD FRELL OIDC BEBWEARR LUEIT SSO WEE,
BESR

£ SD-WAN Orchestrator F:8EE—& A,

£ AzureAD FEV N ERBFERE
EEEUFNEFRERE  BRTUEFNSE,

BF
1 #ZE Azure Active Directory > £ % (Users) > FiE#E /A& (All users),
2 B—THEEMEAE (New guest user),

FiEMEEAE (New Guest User) REEREREEIHE .
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3 EEFEHH4MUE (Email address) XF AT  BMAZEERAENE FHA I | RER—THE

(Invite).
ERFEAEEZARETEITNEE , St ALEFZIER,
4 BHTHNEREAEVERGEAEZISEHE.

REE—& AW VMware CSP
EERTEE—& A (SS0) B VMware Cloud Services Platform (CSP) , Tt RRFN B,

BRRM

FRERN VMware lIREERBITEE A VMware CSP 124 (BAHDRAERE), MRERBIERS VMware
Cloud , B®& VMware tkF , BIFJAEEMEEY —@, WFFAEN , F2BEEH VMware Cloud
REAXHHREY (aAEEM VMware CSP) —§,

BF

1 FBE VMware XERME | LUEEBE VMware CSP & #& SD-WAN Orchestrator fE R K IRFS
BiE URL B4, NENMBXIEREENHEBEEN , 528 https://kb.vmware.com/s/article/
53907 # https://www.vmware.com/support/contacts/us_support.html,

VMware XERHESRIMILA
n FERBRATFAEAMSNRKEE URL
= AR Orchestrator HAEHENRFEESR UUID MIRKEAEERE
2 FRERUEEFHIR  SREEFE URL RRACHEANTFAS  SIBIHNEFES.
BLARMBEEE  THERBEE URL RRAECRENETFES.

3 REBEBBEFEER , EEEAN VMware CSP TIZAK | B LAE VMware Cloud Services BEHH R
B ARIE (My Services) BiF TRIEEREXBREE,

BERANESSEREDRERY ENERAEZBT. FR—TENERAEIBUR TASRBE , UE
£ Orchestrator R EHIEMEH, AR B T HSERBERAWEINTE, R—TEIBUBETRTEN
A AT B

4 B A VMware CSP 8 , ¥EY OAuth BEARN. FELR , F2REREAR Web EAER
# OAuth 2.0, FBEHAKEF B[ URI BREATE Orchestrator IR EREE (Configure
Authentication) EE P ERH URL,

£ VMware CSP 1 AHEY OAuth EARRE , B2 T IDP BAFHMAER |, flAFimE B
A Ew#EM., £ Orchestrator FERE SSO B EEELFHFMEER
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5 LBREEEFRESDEA SD-WAN Orchestrator BERRR , ¥ {EH IDP BAFMAEHRTE
SSO , MTAIR,

a

#— T B8 (Administration) > ZHERE (System Settings)

RFRE (System Settings) BEFEEIHE,

B —T —MREM (General Information) &S|EH , RAEEME (Domain) XFHh | @ADE
RSB (R KRRE).,

&5 EEA SD-WAN Orchestrator BiA SSO B , BAERELENNEERE.

% — T Bk (Authentication) &S|1ZE , ABRKXEBEN (Authentication Mode) TR R Th &
B, #EH SSO.

EBDHBAIREESEL (Identity Provider template) TR IhgERF |, BH VMwareCSP,

EARBBBIES (Organization Id) XFFHH , UTHRNE@A (BRESE 3 A2 TH) AEE5
% : /csp/gateway/am/api/orgs/<full organization ID>,
£ OIDC HI&Z 4% URL (OIDC well-known config URL) XF 55 | @A IDP B OpenlID

Connect (OIDC) #A&E URL (https://console.cloud.vmware.com/csp/gateway/am/api/.well-
known/openid-configuration),

SD-WAN Orchestrator EFRRREBHEEA IDP WiREFMAER | flnsEs A . SER.
Token I B R FEREEN RS,

HERFIRBMBITE (Client Id) XFHHF , WALKE OAuth EARREY T RP T A F w5
EI%O

ERAFIR®B (Client Secret) XFH#H , MAKE OAuth EREBRABY S BIRTHRAERR
EI%O

EEREMAZE SD-WAN Orchestrator FV AR | FRIEAERAE® (Use Default Role)
REAE I BBIRMEAB (Use Identity Provider Roles).

ZHER S EARMAEAE (Use Identity Provider Roles) 218K | #A® K1Y (Role
Attribute) X ZH A E A VMware CSP FRENBMHERE , LEDA®,

EHBHE (Role Map) BiFH , #& VMwareCSP 2 AHEZSE SD-WAN
Orchestrator & , WFEHAEZSIE.

VMware CSP FHABEFEL TR : external/<BRIEEE UUID>/<E 3 BRI E A HA 12 R AR
KAGERE> FEALRIERH#EZRINERREES UUID MIREACEHE.

6 E—THFHE (Save Changes) L7 SSO #HEE,
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7 B—THRARE (Test Configuration) , LABRE# A K OpenlD Connect (OIDC) A&,

Configure Authentication

Operator Authentication
Authentication Mode: | 550 %)
Identity Provider template: @ | VMwareCSP 4
Organization Id: € [re y/amapiforas/d94rb648-chi3-4863-t
QIDC well-known config URL: € |hn;:;:”u:nsulea@g.doud.umware.cumlfmpjgaMavfam{w'uf.welhknuwnﬂup
Issuer: | hups:.ijgaz—preview.cspvidm-pmd,com
Awthorization Endpoint: | hittps://censole-stg.doud.vmware.com/csp/gateway)discoveryPorgLink=%2
Token Endpoint: | hitps:/ fcansole-stg.doud.vmware.com/csp/gateway)am/apifauth/authorize
User Information Endpaint: | hitps:/ feansole-sta.cloud . vmware.com/csp/gateway/am/api/userinfo
Client Id: @ |elUmTD4TP993‘nE\Ek'DUMDfOHC\I‘wMWOMDla
Client Secret @ [
Scopes: |openld
" Use Default Role € € Use Identity Provider Roles
Role Attribute € [perms
Role Map &
Operator Superuser |memal{le?3b58c—4?5f~1065-95d8—5[
Operator Standard Admin |enemal{1e?3b5m?ms-95ds—5!
Operator Support |supporr.
Operator Business | business
¥ Remember to set hitps//13.52.173.235/logi I i k 2" as an allowed redirect UAL with your IDP applicationsclient

FRESEEZ VMware CSP 3h & |, W HEEHE AR, £ IDP REMEAIEHEGZE SD-WAN
Orchestrator Al B | SRR INERFZNE.
#=R

BB VMware CSP 1A SSO B SD-WAN Orchestrator ERARRES , W B A UEREA
VMware CSP &1 SD-WAN Orchestrator EARE.

RESR

» HASK FRFEERAEYAAERERKEENACUERERE. NFEFMENR K F2REA
VMware Cloud BEAXHFH (FoBEIREFNEE) —§.

EEEESFERE

EEE (Administrators) EEREREEANEEEFHE EEXCEEEBRFEAENEZEEEEENFAT
ENACEREYHNEEEFRE  YASEEEEMFAEZERTE API Token,

ELEADOEED | BR—TEE (Administration) > BE 8 (Administrators).

Monner Administrators [ howadmin.. B 7]

Configure

Test & Troubleshoor o Disziay 1 tems. [0 eiected ] [0 actcnc]

Administration Usemame Status Uniocked Role Authenticasion
System Setings: adminglest com Enabied = Superuser Mative

% — T EME (Actions) , AT T HISEE :
n FHEEEER (New Admin) : EYFNEEEFHE. F2RAEYFNEEEFERE,

» EREEE (Modify Admin) : BRAREEEEAENAT. BUTUR-TEAEIBNESUE
BRE. F2RREEEEFERAE.
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s BIEER (Password Reset) : BXAETFHAHLMBRNFERE , UM LEXRRBHNES.
= MBREEE (Delete Admin) : MIBRFTRNFERE .

BEVNNEESERE
EEEEERRERAENEEAEEETEVTNEEEFRE,
ELEAOMLD | H—TEE (Administration) > BE & (Administrators).
BF

1 B —THEEES (New Admin) , B (Actions) > FIEEEE (New Admin) , LUE S
B Admin A%,

2 EFHREEE (New Admin) REF , WA THFMAER -

New Admin... x
* Username admintest.com
* Native - Nen-Mative
mail @ |ad
-
@
Account Role
Superuser
® Standard Admin
Customer Support
Enterprise Read Onky
[ceate ] [ cancel

a BMAFHEFHEER , fln: FREEE. B, 8. ETBHNERERE. CHESBERA
EFEHA IR | HlI0 user@example.com, BESLEFEUTER :

s FREWMETRE S E R2MEER,
s MERLE—@ENNEFET.
[ | %EEQ\E_{E%$O

b MRECHERTELFERRE PBRE [JRE] (Native) FRARFEEN | AIRGGERI [JRE] (Native) /£
RERENEE, NREERETEANRERN  RTRECRENEE. NREREERER
[3EFR4] (Non-Native) , BIECAEARRRE , BALBRERHAEBREERN,

c WRFAf (AccountRole) : *ATAREFREFHEAR,
3 #&—T#I (Create),

"R
FRAEFAEN SR TEEER (Administrators) EEH.
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SREEEEFRE
BRI AR Admin FREREHMABRILE L API Token,

ELEAOMLD | EH (Administration) > BE B (Administrators), &ZERE Admin A% |, HiR
—THEAEERBNES K NBEEAZ N IR — TEE (Actions) > EREEE (Modify Admin),

AEERTMECRENREAS  WEEE , BUUHEREXTIIEE .

Monitar Adimivilrsters

— admin@test.com
Test & Troubleshoot
| | Status # Ensvles © Dizabled
Administration
System Settings
Froperties
Uzermame: ‘agmin@test com Firat Nams:
Dzaawond L Lezt Mame:
Canfirm: L
Lemve mlank unlesa you want ta on Comtect Emzil @  |admin@test.com
pesaw oed Shone |7
ile P
User Role
'® Superuser
R
APl Tokens
| v|® [mcale][ % Benes view][ 2 Refreen|[ £ 23] :li::-a,-Uituna.
uu Name 4+ | Descrotion Created Expiratiar State Created By
4 3
AREE (Status)

AR , MEBERERA (Enabled) R, MRERZCEM (Disabled) , AIEAESEHMAEASTT
YEREER

EH (Type)

MRBEERELKRETRERE (Native) FRREERX , AIRGEEIURE (Native) FREAEN
R NRERETENRIEN  AUTURECERENERE. NREBRECHERFERE (Non-
Native) , AIEZERBZRIBAEAERE,

Properties (A%)

BREAENREERFAEN. NEEE  SULUSHEFASHTREERTE, IREE-TREBE
% (Password Reset) , AISEXAEFH4LEERAE | W EERXRFHEVEL.

&£ (Role)
BERRENEREACER NEEE  KAUATEAERETEIN AR, AOERSHEMEE,
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API Token

ERETLAER Token (MIET/ER RRELER) 2R1FZEL Orchestrator APl, B AIRESBRERE , BT L
EEEFH APl Token, B LABMEREEILZE API Token,

HROEXEBBEFEAEN MSP BKEEFAERTEMA Token BERE,
| E API Token (Configure APl Tokens)

EAERAERHAURBECRESCEIEIRNWERNIEY Token , BRXBERERAEN MSP BREERE
RERR.

ERAEARBEACHITTIIEE
EREAETUASECEY . TEHMHEHE Token,

MBEGEFERAECEEAEERZRARES , IRFEBAEAETEEHMBREEFRENLES
FE&EK Token,

n PEBERCEAETEEZCENABEEAEN Token,

n FAERETHECDH Token , BATEHHEMEREM Token,
» BREAEERAHMEAEZILNME Token,

EEEHE APl Token :

m 7£ API Token BEEH , #&— T BifE (Actions) > F# API Token (New API Token) , AZ I HHY
Token,

£ API Token (New API Token) REH , B A Token #9& %8 (Name) FFREA (Description) ,
RER TR ERPRIIFERME (Lifetime).

MNew API Token x

[oeme || cancol

B —T & (Create) , # Token SEERIE API Token ##EH,

—Bth , Token WREE B RAREYF (Pending), EETH Token , FF2RE Token , REZ—TB
#E (Actions) > T# API Token (Download API Token), RESHE AERMA (Enabled) , EX R
API Token AT API 7EL,

EEEH Token , ERE Token , R#%E & — T EE (Actions) > 8 API Token (Revoke API
Token), Token HWREZERACHES (Revoked),

n B Token WEBHERE  RESESF AR (Expired) REE,
HEH Token 1HEIBINFERAEEATE Token , METEHR , RBEEHT Token BT, —1@

Token REET&E—X.
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TH Token % , FRAEATUEE RN REZEEPEE Token FH Orchestrator API,
THIEE 5 FE R A RIZEE AP NEHRIIE SR,

curl -k -H "Authorization: Token <Token>"

-X POST https://vco/portal/

-d '"{ "id": 1, "Jsonrpc": "2.0", "method": "enterprise/getEnterpriseUsers", "params":
{ "enterpriseId": 1 }}'

EHEREM API Token & |, #— T f#F#E (Save Changes).

Edge X1

SD-WAN Orchestrator & Edge Rt TEEENRE. EXEEEBAMTHE EXEEEE BKEE
MEEXEFERAETURKEEERRAMAZRENRS.
ELEAOMLD | F—TEE (Administration) > Edge #%# (Edge Licensing).

B REERFEECHMA Edge REVEREE RS CEEFK , 78 Edge B (Edge
Licensing) &5|1ZEH.

Monitor Edge Licensing [_eport | Manage Edge License (2
Configure
Test & Troubleshoot ‘ Mcols [ % Reset View ” ZRefresh ‘ Display 1 items.
ministration Name Term Bandwidth Edition Region Edges Assigned Activated Edges Count

Admini i

System Settings ENTERPRISE | 1 Gbps | Asia Pacific | 12 12 months 1Gbps Enterprise Asia Pacific

Administrators
4 Edge Licensing

B —T 8% (Report) , LA MS Excel R EAEFREEMBIEE Edge RS,
EERRERIRS Edge :
n EREAOMEWLF , F—TRE (Configure) > Edge.

s EEERERIRAESE Edge , i8R —T Edge WEE |, R%ETE Edge #I8 (Edge Overview) BEHEH
BEURRE, St LURE Edge , A& IR— T EE (Actions) > #§Jk Edge &£ H# (Assign Edge
License) KI5,

s EFEBRERRAZE Edge , mEIGEEMN Edge , EE % — TEE (Actions) > K Edge B
(Assign Edge License) , A& IZREVZRE,

WMEFMEN , FSHE 14 E Edge BB REIFR.
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REFRAWMME SD-WAN Edge LRAASTAM.
AEHHNR T ERE :

= SD-WAN Edge HA HYHEER

. MEGEH

n SUAMERE

n BESFRR

. RODRE[FE

n REERA

s HIEEB HA BEW BGP

n  HERER R RS R AR R Y R EE B
n  EB HA E&N VLAN EERE
= RE HA

. HASHFHER

m £ VMware ESXi LZE HA

SD-WAN Edge HA HI#{ 5

SD-WAN Edge REFAEZE 2D ZNEPEBHN VMware ERFHE K. EETAM HA) EXTREN
SD-WAN Edges KM EGME , BEE SD-WAN Orchestrator LERAE — SD-WAN Edge,
£ HA BXPETRER , AMERE,

1T HAZEIHE1

2 HAREF?2

MEEMERENRSA , F2H (STAM (HA) BE)

ANHRAZMASTAAY (HA) , AR#&E =8 SD-WAN Edge RABERA Edge WEARERNTE
HE.
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B

REFRBA SD-WAN Edge REABEAZAHLBEREN HA FXR,

= P18 SD-WAN Edges #ERHRKEE.

s HBE—{8SD-WAN Edge FEf#ETE SD-WAN Orchestrator £,
= f&M SD-WAN Edge FAIHERERIAARE.

= A AR

Edge IRKARE—BIYKE , HHES — i Edge B¥t , URMSAAM (HA) B, T8 , EXEK HA
HEANER WAN ER,

HA 218

E8E HA X TR E Edge & , Edge S HEEEU TSI H A —{E=1E

= 8% HA (Standard HA) - EEA T Edge EBRZMEMN WAN E&R , SiEREULEE,

= EEA HA (Enhanced HA) - E Edge ERZETEK WAN E&R | BgRIULEE,

LA SD-WAN Edge &% HA 3218 : 510, 510N, 520. 520v. 540. 610, 610N, 620. 620N,
640. 640N, 680, 680N, 840, 2000, 3400, 3800 FE#E Edge.

B E#MEM SD-WAN Edge FEBFZHXE HA, W& Edge FEEBHWFHMAEN , F2R

https://sdwan.vmware.com/get-started,

B ESTAMSESR  FXERESFEAXE WIi-Fi 1A% WI-Fi B Edge., R Edge B3 510N,
610N, 620N, 640N #1 680N EfEREALIE Wi-Fi (W ERSEARE , BEFXEZZE WIi-Fi ITXE
Wi-Fi B EESE Edge (70 , Edge 640 # Edge 640N) SBEBAS A AMERY . EFEBRRIBAST
AMEREH Edge BERMWER : FBXE WIi-Fi , SIEEBETREZE WI-Fi,

ZXE HA

AERAFEE HA,

BE HA BRESS

TEEREE HA NSRS,
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L2 AR >'< L2
Edge (— B | —({f6) BB L BELES MEvAEBEERS. S5 SD-WAN Edge B
LSS A RS BHEE AR R RS,
B HA WL EEY

s FHAERERBEHRH LAN mRBREXLEERE STP g , WHARET STP,

s ItHh, SD-WAN Edge LAN #1 WAN EZFEBENEEGZEREMN L2 RIRE, MEESLESEEEBES
ZHEE KBS, AIXEREE LAN 1 WAN EiEE

s  W{E SD-WAN Edges X EAEEHKREE WAN F LAN EL

BE HA WIBEE

BEHA EMETRENBEE .

n HEHEA: A L2 BBOSTHRE (HA)

n HEBEB2:FAL2ML3XBBHSTAMY (HA)
UT4EHERAEMERSERE,

EBEA 1 FH L2 REBEEM HA
TEEMEER L2 RRENRERES.
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IR E%8/CPE

|
8 @

9
¢

W1 | W2 3

N\

L2 '?

(2
]

L1 L

—-

2

" AL N Ly 4N

W1 HMI W2 2 WAN B ARESZE 2 K#E , LLARE ISP 121t WAN EEM, L1 ELSE/RE
SD-WAN Edges E4% , YAR [ RIFEHE | , UK HA ZEFFE SD-WAN Edges 2 EHHEEE.
SD-WAN Edge #J LAN EETARESZEEFEINE L2 KR,

A L2 TR HA BEZESEHE

s MEH ISP BENEESZWE Edge EHVEREEREER

n FA L2 XEBBEEARN ISP EEFRTHME Edge F.
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SD-WAN Edge T2 H#HRBEBEELS (L EiRE) DUMIMAERE Rt TS TEIEM

X
RE,
n THEERBRENSEBREBEELSE  THERADMNFH SD-WAN Edges 2BEEH.

n {EFT Edge EERIZ LAN EEBELE K THEREBESRF® Edge MRTEEXEH LAN EE),

BRI 2 - (FH L2 M L3 B HA
TEERER L2 M L3 IR ARERS,

B HER/CPE

|
@)

W1 | W2
)
o
L1 L1
HSRP/VRRP

~ ~

wod @ @

S

ANV AN PAN

SD-WAN Edge WAN E&& (W1l-stvc ME) ARERZE L2 XiAss , Lo BIRME ISP1 F ISP2 89 WAN
H# SD-WAN Edges E#Y L1 EEFAREMS HA XEMENREBEEL . VMware Edge LAN E&
ARESCEZEEAFERAEEE 2 XiRE,

A L2 M L3 Rz HA HEBEZEEE

L3 RBRBEEMNEER HSRP/VRRP,

s SD-WAN Edge WEFEERR AIEEM L3 KHEEH HSRP VIP |, EA T — BRI UZE L2 KIREFEFN
BB
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s HHEK ISP BEENAEEZZEMME SD-WAN Edges FHWFEEREE, 12 SBRBETZAHABMN ISP EEF

B O M{E Edge /.

= #F@8 SD-WAN Edge TERERBVEBEEL (L1 BEE) LUMIEERE  RitTe TEIEM

==
IE o

s ITERBRENSEBREREELE  E/ERAPMEH SD-WAN Edges ZERE .,
s HABHHSEEBE L1 8K LAN/WAN BELE£E  $iTRERDISHHNRIERE,

» NMREAFNSFTEEHEHENEKE LAN EE  BFGARZBEN WAN B4 |, AIRGS

REFD,

s WRE® Edge ERZRAEMN LAN 24 | BELE—EREMN WAN E4 | IRASRERES
o, EHERT , ZASBBREFS Edge £ LAN ELLERAT Edge EZNFERE , BEHK

ATRZW LAN HEAEESZE WAN |, BIEEEEL WAN ERAHER .

HA 15 2 : #3387 HA
AEHRESTAM (HA) 2IF 2 : BEE HA F3E1E

£/ HA I8 2 B | Edge Y WAN IR A BEE L2 K88, MR F Edge EHIFIFELE WAN BELLE

BREHEA Edge , MIFBHMBELE —RERETE Edge X5 , RERIULERIE,
TEHER HA B1E 2 Wil S E8E .

I
wAN1 Ve ntefnet ) \WAN2
..!,I_.._ -L“ Modem
CE Router ©F. |
aleez «—— GE3|

| _,-' |

g HA Link 2
Active Standby

L2/L3 switch

LAN — = = DataTunnell
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Edge (—AXE , —EER) &8 L1 BZBES  UBVRELEELE HH SD-WAN Edge SH$H L1
EEEBDIIMNIFIEEEE  FHELIARIEREESE WEFRR, £ Edge BEME WAN B4 L2
VYEREE GESZHSNER Edge),

#3 W1l SD-WAN Edges TEEEHBER WAN EE, MBEFTR , MR VCE L GE2 A WAN
E@iE Bl VCE2 BNEEXL GE2 fEAH WAN &,

BTRNAESZHA Edge B WAN E4 | T8 Edge 228 HA BLEEVEEBEE,. KA LAN HRE
BEXETE Edge, PXNBEXRA T ERERBEERNRESE.

BTN

B HA EE&TEES  REBHANER Edge EEBUBENE |, M@ Edge HAEAEXTH AR, ELt , ME
Edge #EMKEEHE LAN NMHEMN ARP XX, E2EH LAN RERKFEXZME Edge , EMAIEEE
BIE LAN EHBE BB/ E &EE

RRBFBEESHITEERR B SBAGE , URBERAEPHERLEE, FERLT , REBSHE WA
Edge WHE. E2EZARLK Edge MY REAB T,

B FEEATERENBETEEIBE,REMRN. BHit , £ WAN 2 FEEREE SD-WAN
Gateway WYiEE,

Bt AR R B
AR EAB T AR Edge BET | AREDNRI LHLS BRI,

ESTAMBES , AWEKS A RER R LER OSBRI ERERT , M@ HA Edge HE2A1F
mq:)o

F-ERHR K ERBEZBN HA TERMRELEXRR , FEME HA Edge ZBEXE 2 BEBEIHA
. % 2 BERE (EtherType 0x9999) EBFREREE WAN NELMWIEAS Edge EH |, UEEZ
EEAEFPRES® Edge, B Edge WBILLEBE , CL8HERER (#EEBuSHNRE | 8
R, BB TAMSERALKGSE  EEEBEFS , ME HA Edge B WAN EZEHSBEEZHEMNE
2 R,

ARER R LSRR E—ERFIZ , FIA HAEdge FRAMNEIERE, EIEARSTHAMENRSE
FEEEAIRBLEROSR , BE—WELREALES  BALAETEEME HA Edge BERE L
e 2 BRIREE.

FTERMBERANDERZEEADR Edge (VCEN, BEROLD R , 5% Edge (VCE2) WAREERE
READ , YERHIFERE (VCO) BEUBE., FEEKEEERZFw Edge (VCE2) , BHHIERERE
AiEEHRE , YATEAFEYRE TEREK—EISEREEAF Edge WEE.
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—B HA B KR, VCE2 8 EMATREE , WA LAN/WAN Ei#iE  ARERETEFMBEREYE
B, MR VCENHAERE , AIZERESIETR VCE2 BRASHMRE , Fit VCE2 2HHHE LAN i
£, A5 IAN NMTEANEZEHE (RE HA BRCHEN. WTEMT , BERER VCE2 EAFmRE,
EEBE LT IERO D RBERNRE,

B ERUDIRBERT , #EAS Edge £ Edge WREBE , TRINEEAF Edge BRRRATE
THEFRERE, SAREROIREAMETRHEBE  TREFSERINLEY/WTERS,

&F A Edge BE WAN NHERER , IR [EuFERE (Addressing Type)] ML RE [PPPoE] , Al
Edge EXFEHRRES [PPPoE] ¥ WAN NEERE , REXRZBHHAEHE,

%N VCE2

1| B i

44 O
ST

ARP
[E] &

KM=

RERAT I TREERERA T Edge FEBEEESH Edge WRAI.
s WAN E#Z%K

= LAN E&XHK
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m Edge WEERBEE
= Edge B#. EHFERIUIEORE

TEFERB HA E45&H BGP

MR Edge Y AEER HA RIF | B SD-WAN Edge #§3EB HA B4 # BGP M., 8 Edge L
M BGP REMNEEERZHEA Edge WAN ELNHEE T FMEAR.

ETLETHM Edge RELEEZHEM Edge B WAN EEZ2BREH, HANKEBERS S RIEMINEE.
8 F Edge X REHTEIE.

i BRETEETBNER Edge 2BREL, Eit , FLRRHIH K MRBEREBEABA Edge B
MEBMRE , AIFHNEE Edge LK BGP FEKSHEMARHN BGP HERE I S MEIE.

HERER P A S an AR RERY R EUE A
2553050 R A A o T R A SR B

s WMEEEA Edge EEBESENE (L2 # L3) B LAN ME. LAN NEEERSH Edge EHRAEER
I Edge, FEE , AR HA EE&WNAEAES LAN /THE.

s MEME Edge EEMEBERER LAN E , Bl WAN NHEEBEESM Edge SR AER S Edge.
#F WEME Edge B LAN F1 WAN N EEBEAER |, BIFS6E—F %14,

n HitZEHEX:
s  XIEEFRE/DHCP/PPPOE &4,
n XEEE-NE GIWFAE) EMERM VLAN BEIERLZE WAN B4,
n  FEBEK USB BEBEHAR HA, NEFERS® Edge B , TEEA.

#EiB HA EEMW VLAN E38RE

FERIAEB HA ELH VLAN ERERE.

= RE ISP2 WHEKRARRESHRT VLAN,

n EFSKERN VLAN AREEREE DIA RE.

= FH WAN EEEAARABRAKREN FTE.
s ZEER
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WAN1 \12’1 S Iraln:'rllrl WAN2
1
_ .LI 14 VLAN
CE Router & =9 —_— ' [Tagged
i , "I¥ packets
Tagged I
I packets /
__ A— A" -
- VCE1 < O Link VCE2 2
Active e " Standby

Separate VLAN

Tagged packets for
each WAN underlay

Eg:
1. VLAN 10= L2/L3 switch
Internet DIA
traffic LAN
2. VLAN 20=
B|E HA
EFERESTAMY , BFREEADMESH Edge,
A S A (HA)

#EE SD-WAN Orchestrator EEUH HA IhaE :
1 HFEEEERD , BERE (Configure) > Edge.
2 EEUEH SD-WAN Edge , REZ—THRE (Device) Z3|EH.

3 ZEEAAY (High Availability) Bigi# |, #— T EXBEHBEE (Active Standby Pair),

High Availability

MR SER GE1 3 LANT T EES HA M E , LAE#E SD-WAN Edge BSRESR Y,

ENESER SD-WAN

B WIRB S Edge BROEAREMS  BEEZERTEEBERLETRE.

Edge,

VMware, Inc.



VMware SD-WAN E 55

%1% SD-WAN Edge #EAERA P ARAE

1£ SD-WAN Orchestrator LA A S THMIIEER |, BFEFHAEH SD-WAN Edge A& [ fER+ | A&
& , W& 1F SD-WAN Orchestrator E4-8 e o] AR AEA B ARE (High Availability Going

Active),

i SunJul10,23:00 [High

ility Going Active ] DC1 - Hubl Notice Velocloud Edge going active, peer has not been detected

i SunJul10,23:00 Edge rtup DC1 - Hubl Notice VeloCloud edge service started
i SunJul10,23:00 Edge online DC1 - Hub1 Info Management Daemoen Started, version 2.1.0 build R21-
| ——
i SunJul10,22:56 STED_CERTIFICATE DC1 - Hubl Info AE18ATB61185ABES27DBDBBI8556CEAACAIECIED
i SunJul10,22:56 EDGE DC1 - Hub1 Notice Edge NSM event: interface=172.31.2.1 nbr=172.31.2.2
router_id=172.31.2.2 status=Full
i SunJul10,22:56 DC1 - Hubl Info Link GE4 is no longer DEAD
i SunJul10,2256 Ed DC1 - Hub1 Info Interface GE4 is up
) _i Sun Jul10,22:56 Edge | DC1 - Hub1 Info Interface GE3 is up

15 B SD-WAN Edge E&Z T8 Edge

1 BBUERA SD-WAN Edge WER , MAETEAEKRER,
2 EHERE®, & LANY/GE1 N E (KR (Device) ZoIER L FiR) EEZEETE SD-WAN Edge £
RN,

3 Z1##FE) SD-WAN Edge ERINEEHE A SD-WAN Edge., E SD-WAN Orchestrator IR BN &
A SD-WAN Edge B , SD-WAN Orchestrator S4 28 RS BB HA /8 (HA Standby
Activated),

i FriNov 18, 14:31:54 Edge service startup [ Notice VeloCloud edge service started
i Fri Nov 18, 14:31:07 | HA Standby Activated | ] Notice Standby has been detected

% Edge BEAERKETE SD-WAN Edge BF , Y EHEFHEEEE K,

B RZAREEE 10 DERER , A SD-WAN Edge FHEEEE E) Edge AS I AR EEEE,

i FriNov 18, 14:37:27 High Availability Ready _ Naotice Standby state ready for failover

i FriNov 18, 14:37:25 Edge service startup ] Notice VeloCloud edge service started

i FriNov 18, 14:37:08 Edge online ] Infe Management Daemon Started, version 2.2.1 build R221-
20161109-GA

i FriNov 18, 14:36:25 HA Peer State Unknown G Notice Peer state unknown

i Fri Nov 18, 14:34:59 Standby device software update started _ Info Begin HA Standby update with new software version

i FriNov 18, 14:32:15 High Availability Ready [ Notice Standby state ready for failover

i FriNov 18, 14:32:14 Edge service startup _ Notice VeloCloud edge service started

B4 A SD-WAN Edge EHJ LAN 1 WAN /TME
EHETEH Edge LEBPRER Z2HEH SD-WAN Edge £E# LAN 1 WAN MHE.,

SD-WAN Orchestrator E# R REAXBEHRMEFH DA (Standby device software update
completed), EE#E (Monitor) > Edge EEFH) HA #RAE (HA State) EEBRERSERAZE,
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Bronze VCE

+ |® [ Cols|[ x Reset View || 2 Refresh [ £ csv |

Edge \1‘-; Status | HA | Links Gateways | Profile Operator Profile

View __SF Branch Profile Initial Operator Profile

DC1 - Hub1
DC2 - Hub1

View  DC1Hub Profile
View  DC2 Hub Profile

S oo ale e]s

SF1 - MPLS_Internet Branch
SF2 - Dual Internet Branch
Silver1 VCE

Silver2 VCE

View  SF Branch Profile le
View  SF Branch Profile Initial Operator Profile
View  SF Branch Profile Initial Operator Profile
View  SF Branch Profile Initial Operator Profile

ooo0OOOP

HA E4FHAER

RETERA HA B4,

HA ¢ B
HA_GOING ACTIVE fH SD-WAN Edge ERZWRBHEHEBAS  MEEERR/EE Edge,

HA STANDBY ACTIVATED H X B Edge ERIZIFAER Edge B , £ Edge BE R @ SD-WAN Orchestrator 3%t E 4L

& Edge, WEIRIIEER , £8) Edge $ERSARMER.

HA_FAILED BERELE HABRYSHER , MESH SD-WAN Edge EFRBZUIRE#EM SD-WAN Edge KSR

B, BN, MNREA SD-WAN Edge EHBH , HERERIILAE.

HA_READY FTREE SD-WAN Edge BRIEEWREEM SD-WAN Edge WS, #MA SD-WAN Edge #&#&

RRE RN R FDARE , ERERELAE.

HA_TERMINATED B HAMHEESER , B Edge ERIEAR  REEENEBH,

HA ACTIVATION FATLURE HNZ SD-WAN Orchestrator AR HA A , ©ISEL LSS, &HIEE

m  SD-WAN Orchestrator A ELBE
m HAEBER ZER)

£ VMware ESXi LEZZ2 HA

A L ME A X B HRETE VMware ESXi EE828 VMware SD-WAN HA,
£ VMware ESXi 28 HA B | FZE T 5IREH :

VMware ESXi HY PR %l

vSwitch A X REARKEXIIgE, LIETEAER N A LLNHESEES vSwitch WEERNTE ,
WHE T EELERNE, AR vSwitch AXEILRE | AFEERAE B , VMware Edge I8
FETRELCHR , BT2ETRERE,

MREEERHFZME VLAN |, Bl vSwitch FAFEEZEHA FREREN VLAN, TEREHE
VLAN , MEZBEERTE 4095 , ERTATFE VLAN,

VMware SD-WAN HA Y BR &l

REEMEREE . EHMN uCPE & LB UERN —REBEMTE.

£ VMware ESXi FZZ HA B , VMware SD-WAN XZET 53R -
#hi¥1: EE WAN EE&NHER HA
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TERENHAEEEER HA IREEAE—BEBNEFLTELN WAN E4 | URBEBRE—-ERB E

FHEE LAN SHE LAN,

VLAN 10Q
VLAN 200

vmnicl

WAN SlideXX #i3%

—_—
—
e
—

VLAN 10Q
VLAN 200

vmnicl

vSwitch3

WANT |
VLAN 100!

| WAN2
! VLAN 200

VMware SD-WAN Edgel vSwitch 1

4095

vSwitch2

. br-HAE# .

vSwitch3

WANT
VLAN 100!

| WAN2
! VLAN 200

vSwitch 1 VMware SD-WAN Edge2

i 4095

vSwitch2

vmnic2

VLAN 3Q
VLAN 40

i 2 BEE WAN HENERT HA

L2 LANZHRZRE
L3 ki

THHREEREE=E WAN ELERERE HA,

VMware, Inc.
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VLAN 3Q
VLAN 40
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R N —— —
—_— | — —_—

—_— —
— —
VLAN 100 VLAN 300
VLAN 200
vmnicl vmnic3 vmnic4
L !
'

WANT 1 _-~7 WAN3 H WAN2
VLAN 100 _.~~ VLAN 300 I\ VLAN 4095

br-HA E#E
...... vSwitch 1 --.—.-- vSwitch 1 ———m-- VMware SD-WAN Edge2

4095

|
vSwitch2
'
'

vmnic2

4095

vmnic2

L2 LAN X3
L3 g

VLAN 30. VLAN 30.
VLAN 40 p— VLAN 40
—
—
—

3 AEFNERERE HA
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TEERPIERE HA , £F WAN NHLEEFNE , WEEFEHA LM VLAN BEITEAS 4095,

1l

VLAN 300
VLAN 304
VLAN 306

vmnic3

J—
—
—_—
—
VLAN 100
VLAN 130
VLAN 135
vmnicl

vSwitch3

WAN1
VLAN 4095

\

vSwitch 1

4095 |

—
e
—
—_—

VLAN 200

vmnic4

vmnic2

VLAN 30.
VLAN 40

HE 4 : DellIT
TEERER VEP B Dell IT,

VMware, Inc.

. br-HAE#E .

vSwitch 1

VLAN
4095

vSwitch3

WAN2
VLAN 4095

VMware SD-WAN Edge2

, 4095

vSwitch2

L2 LAN Xz
L3 X%

VLAN 30.
VLAN 40

vmnic2
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YEFshEE

vmnicl

vmnic2

vSwitcht

WAN1 WAN2

VMware SD-WAN Edgel

VLAN 100 : VLAN 200 : LAN 4095 :

vSwitch 1

VMware, Inc.

br-HAZE S

YEFthEE

vmnicl

vmnic2

vSwitch 1

WAN1
VLAN 100 : VLAN 200 : LAN 4095 :

vSwitch2

WAN2
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VMware [E#t Edge &

E#E Edge AMEAZEEZZE Hypervisor FEEMEE . AHRBPAE KVM H VMware ESXi
Hypervisor L2 VMware E#t Edge WA ERGNEZHER.

REMIW I ERE

m  VMware E#t Edge NI ELESKMH

s VMware E#E Edge BN EHREEEE
»  EY Cloud-Init

. Z# VMware E# Edge

VMware E#E Edge WIPBHEMEHG
8 VMware E#t Edge SPENER.,
E#E Edge ER

EBEBIE#RE Edge ZBIFERTIIER !
s XE2 4. 8FH 10 VvCPU EIK,

2 {f vCPU 4 i vCPU 8 1l vCPU 10 {& vCPU
TSR TR (DRAM) 8 GB 16 GB 32GB 32 GB
HEE TR (EREE) 8 GB 8 GB 16 GB 16 GB

m  AES-NICPU g4 BEIEZESR Edoge EREE.
m 5% 8{E VNIC FBREA GE1 # GE2 LAN E#E LK GE3-GE8 WAN E#E),

TXEBETRER Edge BR , flt0 CPU., RREEBANHFEE.
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R AY Al AR 2R AR A%

NIC &&# 3., ] B

Intel 82599/82599ES HP DL380G9 http://www.hp.com/hpinfo/newsroom/press_ kits/2014/ComputeEra/
HP_ProLiantDL380_DataSheet.pdf

Intel X710/XL710 Dell PowerEdge  https://www.dell.com/en-us/work/shop/povw/poweredge-r640
R640 m  CPU EHEMNZD - BIEME Intel(R) Xeon(R) Gold 5218 CPU @ 2.30GHz , &
16 fE#% s
m 2588 - 384 GB RAM
Intel X710/XL710 Supermicro https://www.supermicro.com/en/products/system/1U/6018/SYS-6018U-
SYS-6018U- TRTP_.cfm
TRTP+ m  CPU EFEHZA - B Intel(R) Xeon(R) CPU E5-2630 v4 @ 2.20GHz ,
& 10 fER

m ;SR - 256 GB RAM

EEM NIC &

&R Ubuntu
16.04/18.04 WEWER EAR ESXi6.7
ERRER R BX HEMEEHER
EARN 40GbE QSFP+ HE1E Intel Corporation Z A#KEEFIF 6.80 2.7.1 1.7.17
XL710
B AR 10GbE SFP+ Ky #12 Intel Corporation Z A4 IEH< 6.80 2.7.1 1.7.17
X710
AR 10GbE SFP+ I93E Intel Corporation Z A&+ 6.80 2.7.1 1.7.17
X710

X ENERRS

s Ubuntu 16.04

m  VMware vSphere ESXi 6.7 , £ 4.3 R ESRABIE , & VMware vSphere ESXi 6.7 f 7.0

B X & /NAT TR
MR VMware E#E Edge SPBE A/ NATHER S , AIAFETIHER :

n PRGBS ERFFR VMware EEBE Edge B TCP/443 Wy HRE (B 7T B SD-WAN Orchestrator &
&)

s BABUEAFRENREREE UDP/2426 (VCMP) i E B

CPU HBZEZEXR

MEIBBER Edge FIEH CPU HERRNFMEN , 20 VMware EH# Edge BENRHREES
IEO
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VMware E# Edge BENSHREZEEEE

B VMware E#t Edge HEBNIEHKREEREE,

» SD-WAN Edge RHEERHBNEARN. F2H VMware HAXH , BUEESEREE (VM) BES
HEERSBRNEARR,

s EENEERTE
n EEINRSMEEN BIOS RE :

2.0 GHz ESH CPU
BHA Intel Virtualization Technology (Intel VT)
& RBEMITE
E#E Edge XE¥EH VNIC VMXNET 3 HEIE vNIC SR-IOV :
m  fEf VMXNET3 B , 557 E# BIOS M ESXi L{FA SR-10V
A SR-IOV B , FBEEH# BIOS M ESXi LA SR-I0V
»  EEE VMware f1 KVM LA SR-I0V |, 2
. KVM - £ KVM LA SR-IOV
m  VMware - £ VMware ER{A SR-I0V
£ CPU BIOS LEH&AEIRE , LUERIHENRE
BYA CPU Turbo
CPU A%ZEX# AES-NI, SSSE3. SSE4, RDTSC. RDSEED. RDRAND %
#3 A Hypervisor TEAFHRE 2 @&

flan |, ¥ 10 %O CPU R4 , BFHT— 18 8 B ESR Edge HMI1ME 4 & D EHE
Edge , ¥ B % Hypervisor EERFRE 2 @&

. HREBAREMEAL , BRE Hypervisor FIERNABRNE . THEEM CPU BIRE vCPU
BIRK A B R BRE (NUMA) SRERA,

s EENERBSERE
= CPUEBREAR [100% RE |
» CPUHARERA S
s EEERESR [100% RE
» BEKEERBERER B
= SD-WAN Edge SSH F#ZAMNERERAEERA root.
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# 3 Cloud-Init

cloud-init 2 —f@ Linux ¢ , EEEEHTEBNEHNB. NRERTIRPATR , ETREELHE
FEERTHTERBNTZ—RSE. S2EIYRE—RIEAGETRENTENENTEE. Cloud-init
HREmMEETZASEAR  IPHENERNERAEERER. FHEERNEE Edge HWRKARE |, T
HA&EEHAEE Edge MBMHRE ., cloud-init BRFTIRHMNEM TR ELZEN VMware E# Edge 81T
Egs.

cloud-init BT R A& user-data ETRE. EAETERBATEEBREELAEER. EBER]
BEL cloud-init BEE —XREKATSK ISO RANWRKEHBRRTR, LEKESKEERERNRE
BHARER.

VMware E#E Edge X cloud-init M EE ISO MEDW A S EHRE,

# Y cloud-init PEERMNEAEERER
BRTEARBERFEA - cloud-init REBEITRE. F—EZREBERESPHER. FEAX
FREF[EBVHER , YEEGBEAR neta-data, ERFARENENTEIEREN VMware E&
Edge B{T{EER. MITEBBIBITUAREMBINERE  EARIREBREARSUARENIHERE.
1T BYBEMTEBNPEERER .

name.instance-id: wvedgel

local-hostname: vedgel

2 U TERMW network-interfaces BERUIEE WAN AHEE. FHRERETEEFLE P T
WAN 7H. &kFERE A DHCP REFA SD-WAN Edge WAN N H ., BAIIEEZENE.

root@ubuntu# cat meta-data
instance-id: Virtual-Edge
local-hostname: Virtual-Edge

network-interfaces:

GEl:

mac_address: 52:54:00:79:19:3d
GE2:

mac_address: 52:54:00:67:a2:53
GE3:

type: static
ipaddr: 11.32.33.1
mac_address: 52:54:00:e4:a4:3d
netmask: 255.255.255.0
gateway: 11.32.33.254

GE4:
type: static
ipaddr: 11.32.34.1
mac_address: 52:54:00:14:e5:bd
netmask: 255.255.255.0
gateway: 11.32.34.254
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3 Y user-data BR. WEREBE=EEZEEA : SD-WAN Orchestrator. BEBHNZ B
%io

184 L]
veco SD-WAN Orchestrator #9 IP {z1it/URL
activation code E#H Edge HIRRENRE ., #£ SD-WAN Orchestrator L2 Edge #{TIEER K SELEMIIE.

vco_ignore cert errors RN AR MREE M ERAEE,

£ SD-WAN Orchestrator L#Y Edge $ITEER K SELREE.

EE SD-WAN Edge BEHEETERZE., LA cloud-config FIRHERES :

#cloud-config
password: passwOrd
chpasswd: { expire: False }
ssh_pwauth: True
velocloud:
vce:
vco: 10.32.0.3
activation code: F54F-GG4S-XGFI

vco_ignore cert errors: true

BV ISOER

TRERE  BXNEGHEFES I1ISO MG, It ISO MEREERMENERAR CD, Itk 1ISO BB (EXL
TEHIRTBA seed.iso) AIEATHHSEILN Linux R L -

genisoimage -output seed.iso -volid cidata -joliet -rock user-data meta-data network-data

B LUBER B HEE network-interfaces B, MBZERTEFE , AKTERSFERH DHCP #8I1E,
ISO BMEELXR , FERGERIFTHEKR LNERTHE.

%% VMware E#t Edge

A LAME cloud-init FRERE , £ KVM # VMware ESXi EZ% VMware E# Edge, cloud-init A&
HE Edge N EHARBNEALE®.

BRRM

ERELRCREIY cloud-init PEBSRNFEREERER , YCKERTEES 1ISOREE, WEHEBELSR
HZ2BE Y Cloud-Init,

KVM EZE SR TR EREEENAEK . VMware BE T HIRIE :
s SR-IOV
m  Linux fB1E88
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m  OpenVSwitch B#88

WREREMA SR-IOV #R |, FBE KVM Hl VMware LB SR-IOV, MEHRBSR , F208
= £ KVM LEA SR-I0V

s £ VMware ERA SR-IOV

EELRH VMware E#E Edge :

m £ KVM L, BEZ2EE KYM L ZEEH Edge.

m £ VMware ESXi £, 52 B1E VMware ESXi L Z#E#E Edge.

£ KVM ERBA SR-IOV
EEE KM LA SR-IOV R | FHIT TS5,

B AR

EEEREMNIC £, THRHFASER VMware 25 , B SD-WAN Gateway # SD-WAN Edge
EERER,

= Intel 82599/82599ES
= Intel X710/XL710

#3 £ KYM LELLSR-IOV BREA Intel X710/XL710 £ 28] , ERTCIRETE (XBXERMYE) —
HhiEEN T EHRNESHEN AR,

B WME KVM E# Edge BETSTAMHRE | AIFXZE SR-I0V #X, YRSTHAMRE , FER
B A KVM Edge BLERIA SR-10V,

EEE KVM LA SR-I0V :

1 7£ BIOS A SR-I0V, EEURMAEM BIOS, & A BIOS FZEAWEH SR-10V XE/DMA, &
AILARE Intel REAEREMN CPU EE | UBRERENXZE.

cat /proc/cpuinfo | grep vmx

2 7E£ Bboot L ¥R IF (£ /etc/default/grub ),

GRUB_CMDLINE LINUX="intel iommu=on"

a BITTFIGS: update-grub M update-initramfs -u,
b EHFA#
c TEiommu BREA.

velocloud@KVMperf3:~$ dmesg | grep -i IOMMU

[ 0.000000] Command line: BOOT IMAGE=/vmlinuz-3.13.0-107-generic root=/dev/mapper/ga--
multiboot--002--vg-root ro intel iommu=on splash quiet vt.handoff=7

[ 0.000000] Kernel command line: BOOT IMAGE=/vmlinuz-3.13.0-107-generic root=/dev/
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mapper/ga--multiboot--002--vg-root ro intel iommu=on splash quiet vt.handoff=7

[ 0.000000] Intel-IOMMU: enabled

velocloud@KVMperf3:~$

3 REFEANNC BEE, KBTIHAXNFEEESESR

s ¥R SR-IOV X TH Intel 82599/82599ES + :

1 # Intel P THILZE ixgbe BEER .
2 R ixgbe A% (tar A sudo make install),
velocloud@KVMperfl:~$ cat /etc/modprobe.d/ixgbe.conf
3 MR ixgbe HEETEFE , BLEARBTIFNEBLZER.
options ixgbe max vfs=32,32
options ixgbe allow unsupported sfp=1
options ixgbe MDD=0, 0
blacklist ixgbevf
4 1T update-initramfs -u @S , REARREEEHEHHK
5 A nodinfo MSBREZERTRY.

velocloud@KVMperfl:~$ modinfo ixgbe and ip link
filename: /lib/modules/4.4.0-62-generic/updates/driver
ixgbe. ko
version: 5.0.4
license: GPL
description: Intel(R) 10GbE PCI Express Linux Network
author: Intel Corporation, <linux.nics@intel.com>
srcversion: BATE024DFE57A92C4F1DC93

s ¥R SR-I0V X TH Intel X710/XL710 F :

o

s/net/ethernet/intel/ixgbe/

Driver

FIEE " /etc/rc.d/rc. local™

1T 1 Intel MU THIZH i40e BHEN.
2 BYERAXN (VF).

echo 4 > /sys/class/net/device name/device/sriov_numvfs
3 REEVFEEFREERERT  BEL-—ASRPNGS

3

4 fER/IH VF EBRENX

echo “blacklist i40evf” >> /etc/modprobe.d/blacklist.conf
5 #{T update-initramfs -u W% , REBEASRRIFEHRHAH,
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s SR-10V ()
BRI LEA TG SREBREKEE A SR-10V ;

lspci | grep -i Ethernet

3

BRAECEEHERERRN

01:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev
01)

£ KVM EREE#H Edge

SREBIMAEE A cloud-init AREREE KVM EZE BB E S Edge,

MREREMA SR-IOV #X |, BE KVM ERBUA SR-IOV, NEMEBLSR |, F28E KVM EBUA SR-
IOV,

#F WERKVM EH Edge BT STAHMHRE , AIFXE SR-I0V B, HRSTAMHES K FEE
BRAEHEZ KVM Edge BB XA SR-10V,

EEFEMA libvirt £ KVM EHT VMware E# Edge :
1 A gunzip # gcow2 BRBEBEFIMEGNE BIW /var/lib/libvirt/images).
2 {Ef SR-IOV M OpenVswitch BYERAREENRARERE.

£/ SR-10V

LT 246/ SR-10V B Intel X710/XL710 NIC FEAK AN EEAEF.

<interface type='hostdev' managed='yes'>
<mac address='52:54:00:79:19:3d'/>
<driver name='vfio'/>
<source>
<address type='pci' domain='0x0000' bus='0x83"' slot='0x0a' function='0x0'/>
</source>
<model type='virtio'/>

</interface>

R OpenVSwitch

<network>
<name>passthrough</name>

<model type='virtio'/>

<forward mode="bridge"/>

<bridge name="passthrough"/>
<virtualport type='openvswitch'>
</virtualport>

<vlan trunk='yes'>

<tag id='33' nativeMode='untagged'/>
<tag id='200'/>

<tag id='201'/>
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<tag id='202'/>

</vlan>

</network>

Bridge

<network>

<name>passthrough</name>

<model type='virtio'/>

<forward mode="bridge"/>

</network>

<domain type='kvm'>

<name>vedgel</name>

<memory unit='KiB'>4194304</memory>

<currentMemory unit='KiB'>4194304</currentMemory>

<vcpu placement='static'>2</vcpu>

<resource>

<partition>/machine</partition>

</resource>

<os>

<type arch='x86 64' machine='pc-i440fx-trusty'>hvm</type>
<boot dev='hd'/>

</os>

<features>

<acpi/>

<apic/>

<pae/>

</features>

K==

Set the CPU mode to host model to leverage all the available features on the host CPU
——>

<cpu mode='host-model'>

<model fallback='allow'/>

</cpu>

<clock offset='utc'/>

<on_poweroff>destroy</on poweroff>
<on_reboot>restart</on reboot>
<on_crash>restart</on crash>

<devices>

<emulator>/usr/bin/kvm-spice</emulator>

K==

Below is the location of the gcow2 disk image

——>

<disk type='file' device='disk'>

<driver name='gemu' type='qgcow2'/>

<source file='/var/lib/libvirt/images/edge-VC_KVM GUEST-x86_ 64-2.3.0-18- R23-20161114-GA-
updatable-extd.gcow2'/>

<target dev='sda' bus='sata'/>

<address type='drive' controller='0' bus='0' target='0' unit='0'/>
</disk>

K==

If using cloud-init to boot up virtual edge, attach the 2nd disk as CD-ROM
——>

<disk type='file' device='cdrom'>

<driver name='gemu' type='raw'/>

<source file='/home/vcadmin/cloud-init/vedgel/seed.iso"'/>

<target dev='sdb' bus='sata'/>
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<readonly/>

<address type='drive' controller='1l"' bus='0' target='0' unit='0'/>

</disk>

<controller type='usb' index='0'>

<address type='pci' domain='0x0000' bus='0x00"' slot='0x01"' function='0x2'/>
</controller>

<controller type='pci' index='0' model='pci-root'/>

<controller type='sata' index='0'>

<address type='pci' domain='0x0000' bus='0x00"' slot='0x05"' function='0x0'/>
</controller>

<controller type='ide' index='0'>

<address type='pci' domain='0x0000' bus='0x00"' slot='0x01"' function='0x1l'/>
</controller>

K==

The first two interfaces are for the default L2 interfaces, NOTE VLAN support just for SR-
IOV and OpenvSwitch

——>

< interfacetype='network'>

< modeltype='virtio'/>

< sourcenetwork='LAN1'/>

< vlan>< tagid='#hole2 vlan#'/></ vlan>

< aliasname=LAN1/>

< addresstype='pci' domain='0x0000"' bus='0x00"' slot='0x12' function='0x0'/>
</ interface>

< interfacetype='network'>

< modeltype='virtio'/>

< sourcenetwork=LAN2/>

< vlan>< tagid='#LAN2_VLAN#'/></ vlan>

< aliasname='hostdevl'/>

< addresstype='pci' domain='0x0000' bus=' 0x00' slot='0x13' function='0x0"'/>
</ interface>

K==

The next two interfaces are for the default L3 interfaces. Note that additional 6 routed
interfaces

are supported for a combination of 8 interfaces total

——>

< interfacetype='network'>

< modeltype='virtio'/>

< sourcenetwork=WAN1/>

< vlan>< tagid='#hole2 vlan#'/></ vlan>

< aliasname=LAN1/>

< addresstype='pci' domain='0x0000"' bus='0x00"' slot='0x12' function='0x0'/>
</ interface>

< interfacetype='network'>

< modeltype='virtio'/>

< source network=LAN2/>

< vlan>< tag id='#LAN2_ VLAN#'/></ vlan>

< aliasname='hostdevl'/>

< addresstype='pci' domain='0x0000"' bus='0x00"' slot='0x13"' function='0x0'/>
</ interface>

<serial type='pty'>

<target port='0'/>

</serial>

<console type='pty'>

<target type='serial' port='0'/>
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</console>
<input type='mouse' bus='ps2'/>
<input type='keyboard' bus='ps2'/>

<graphics type='vnc' port='-1' autoport='yes' listen='127.0.0.1"'>

<listen type='address' address='127.0.0.1"'/>
</graphics>

<sound model='iché6'>

<address type='pci' domain='0x0000' bus='0x00"
</sound>

<video>

<model type='cirrus' vram='9216"' heads='1l"'/>
<address type='pci' domain='0x0000' bus='0x00"
</video>

<memballoon model='virtio'>

<address type='pci' domain='0x0000' bus='0x00"
</memballoon>

</devices>

</domain>

3 MREERERESROAE XMLER Bl , £LR 2 PEME vedgel.xml).

4 BT THIDRIRAENEFEHES
a BUERHIE.

virsh define vedgel.xml

b MEEHEES.

virsh start vedgel

slot='0x04" function='0x0"'/>

slot='0x02"' function='0x0"'/>

slot='0x06"' function='0x0"'/>

B vedgel BREME XML BRM <nane> TENERZERKEIZNEE ., F vedgel BIRALE

<name> i%qﬂjﬁ'iﬂ’g%ﬁo

5 WMREMER SR-1I0V ERX |, AIERBERKRER  FEEANERE (VF) LRETHIER .

a #% spoofcheck REABE.

ip link set ethl vf 0 spoofchk off

b BEERARERFAM.

ip link set dev ethl vf 0 trust on

c WBAEE, HRE VLAN,

ip link set ethl vf 0 vlan 3500

B ERDERESBTERAR OpenVSwitch (OVS) R,
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6 BBEIEAENERMES.

virsh list
Id Name State

25 test vcg running
velocloud@KVMperf2$ virsh console 25
Connected to domain test vcg

Escape character is "]

cloud-init EE & SD-WAN Orchestrator LN E# Edge RELENRA 8. E# Edge BfF
A cloud-init BRPMWARRTEETRE., EBEER Edge CHRERBRENTE. E Edge BEEF

% , ©8EIB SD-WAN Orchestrator fEAMA MR E . SD-WAN Orchestrator IP {usit MIEUH £/
BEZRE cloud-init XS,

£ VMware LA SR-IOV
£ VMware ERUA SR-I0V RREMMN , EXNEEER DPDK WIENEE , THEEAHSEEMEE.

B

EEEREMNICF, THRZSACEB VMware :3:5% , WTE SD-WAN Gateway #EEA .

= Intel 82599/82599ES

= Intel X710/XL710

B £ VMware LB SR-I0V R EM Intel X710/XL710 F 28] , FRECERZE (BEXER
) —EFRANTRIBNEBRIRA.

HEE VMware LA SR-IOV :

1 FEZEW NIC FXE SR-I0V., &F https://www.vmware.com/resources/compatibility/
search.php?deviceCategory=io L# VMware TEBEHEF4EE (HCL)

FME R : (Brand Name:) Intel
1/0 E£EEA : (1/0 Device Type:) Hig
IWEE : (Features:) SR-IOV

VMware Compatibility Guide

Search Compucty Guce: 7 [ | I D e |
Aot o you ok for. TN — 0

T% VMware &8 EXERHOMEITEN NIC EBUA SR-10V BWFEFHER : https://
kb.vmware.com/s/article/2038739
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2 WMREBEXENIC +, FBEHEN VMware T# | BEERE (Configure) Zo|EER , AR ZRERK
A E & (Physical adapters).

ot

Diabia
"o Disabied
o Disabiad

3 REURERE (Edit Settings). #AREE (Status) #E ATEEA (Enabled) , Wi EMENERARE
B. KBESEE NIC FEREMAEMTE.

4 #% Hypervisor EB#.

vmnic4 - Edit Settings

Configured speed, Duplex: Auto negotiate

SR-OV
SR-IOV is a tecnnology that aliows multiple virtual machines
10 use the same PC! device as a virtual pass-through device.
Status: Enabled x|

Number of virtual functions: |63 =

< Changes will not take effect until the system is restarted.

| ok || cancel |

5 MR SR-IOV ERINEA , BIfE ESXi EFFKE | EERN (VF) BESSERERSENIC T,

Physical adaptars

8@ h- a

Bovice AcisiSpeod  Configured Speed Bwich MAC Addross Otserved P ranges

Intel(R) Ethernet Controller 10G X550T

8 vmnicé 1000 Mb Auta negotiate - 2036:9t0T20a  172.164.4-172.1644  No Enabled 63 (81 currenty.
Intel Corporation 1350 Gigabit Network Connection

§ vmnicZ 1000 Mb Auto negotiate VSwitchd 0025:90:b:98:0c  0.0.0.1-255.255.285.25... Yes Disabled

§l vmnic3  Down Auto negotiate vSwiten 0025:90b:98:08  No networks No Disabled

QLogic Corporation NetXireme Il BCMS7810 10 Gigabit Ethernet

@ vmicd  Down Auto negotiate - 0025:90:80:82:54  No networks Yes Notsupported -

£ VMware ESXi L Z# E# Edge
BB MAIE VMware ESXi ERZ#E# Edge.

WMRBREFMA SR-I0V R | 55E VMware LA SR-I0V, NEHBELER | F2B7E VMware LB
Fﬁ SR_IOVO

EE VMware ESXi EZ#E E#E Edge :
1 {EM vSphere Client 288 OVF #74x , A% EH Edge OVA X,
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Q_Sestch &
¢ WakinProgess 1
1 Bac upa..
0 a|8a @8 o -
< Whstis Center Server?
T \Cantar Server allows you fo manags
» ik multple ESUESX hosis and the wivel /
machines on hem  Because fess |
tale smaronments can grow very large \Center (- 4
b g miigrisd Server pravdes usell management tosis Y
<R s LAY Iike the abikty 1o organize Me hosts and wrual 19 | -9
J‘._-n machines into ciusters wen vSphere DRS "‘..,‘/\ hadl o0l
wEgpaa- — and vSphere HA Muliple WCanter Serer 3 v —
Gl Actess - PODY ysiems can bs manegsd by he WSphers | AI(1) | New (D) Acknowledged .
New Virtual Machine » Web Client so that their indnadual imwentones y £ A
Naw vApp » can bs prasenied and managed undsr one
o P | penectgiess: | - + | 1 rost naraware votage
Tasks. X
Move To,
| Rename Q Filis -
Gm Tags & Custom Afributes & T E— s et For St T 1% Conpletir,
YR wemm— tviniel machine 5 SP-CUIShe2V. ¥ Completed VSPHERE LOCALI &ms 1020201722831 10207201
fpSe-Pal  Amms .

5P
i 5P
5P

Remave from Inventory
Update Manager

2 f# URL i ARHERPEE OVF &2,

L)

3 Selecta resource
4 Review details
5 Select storage

6 Ready to complete

1 Selecttemplate Select template

2 Select name and location

Selectan OVF template.

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as a local hard drive, a network share, or a CD/DVD drive.

O URL

(=) Local file

(oomnc)

& Use miiitiple selection to select all the files associated with an OVF template (.ovf, vmak, etc.)

Next || Finish Cancel

| €3

3 EHER#BENERENTLE.

4 EEER.

5 WREBAFMAEN.
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“ 4 Deploy OVF Template 7

1 Selecttemplate Review detalls
Verifythe lemplate detalls
+ 2 Select name and location

+ 3 Selecta resource Product VeloCloud Edge

5 Select storage Vendor e N

6 Select networks Publisher @ No certificate present

7 Customize template Download size 1802 MB
8 Ready to complete Unknown (thin provsioned)

Szsondisk 5 0 a8 ghick prousioned)

Back Next Cancel
N
AR B ARV
6 ENARRBEHREENEERNREVE.
#4 Deploy OVF Template 7 »
+ 1 Selecttemplate Select storage
Select location to store the files for the deployed tem plate.
+ 2 Select name and location
+ 3 Selectaresource |59\sctv|mm! disk format | Thick provsion lazy zeroed S|
v — ["] Show datastores fom Storage DRS clusters )
==
6 Select networks =
Datastores | Datastore Clusters
7 Customize template
8 Ready to complete B [Q Fite =
Name | status VM starage policy Capacty Free
(») B3 Deployment3-MV @ Normal . 181 T8 90858 GB
. D
[ 1 Objects | 3Copy =
Back Next Cancel

7 RESENEHERE.

#FE WMRELEMEA cloud-init R ESXi EMEBESR Edge , FHRBIHSER,
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“# Deploy OVF Template 7
+ 1 Selecttemplate Seject natworks
Select a destination network for each source network
« 2 Select name and location
¥ 3 Selecta rescurce Sowrce Network Destination Network
+ 4 Review details GE1 WM Natwork =
' 5 Selectstorage GE3 VM Network 2
GES -
7 Customize template YMbistwork
i GE4 WM Network -
eady to complete
GES VM Network E
Description - GE6
GES6 - routed by default
IP Allocation Settings
IP protocol: IPv4 IP aliocation: Static - Manual @
Back Next I Cancel ‘
£

8 EHBARLEEHA, TEERAET :
a 1% SD-WAN Orchestrator Ul #8El URL/IP fuiit, EERENDLER c PEZEE vt
b ALXEEIHMWWER Edge, B Edge % , FEEABALR. 2ENSE cSTENRALHK.

a

7 Edge Overview | VeloCle %

Monitor atvon key (TETTRCRNTE)
Configure

Profiies

Networks

Overlay Flow Control
Network Services

Alerts & Notifications Properties
hkissinidor Wiware Virusl Edge Stats Penting
‘Test & Troubleshoot Sevial Number

¢ ETEYERNEFESEAERL , SEELMSE o hHEINREE , URE LIRS a hHEE
B SD-WAN Orchestrator URL/IP {uiit , E A B EERBEALH .,
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¢ Deploy OVF Template
+ 1 Select template Customize template
Customize the deploym ent properties of this software solution.
+ 2 Select name and location
+ 3 Select a resource @ All properties have valid values Shownex.. Collapseall...
' 4 Review details o
« Velocloud properties 15 settings
+ 5 Select storage . . ) X .
Specifies the instance id. This is required and used to determine if the m achine should
" 6 Select networks

7 Customize template

8 Readyto complete

A Unique Instance ID for this  take “first boot” actions

instance

DNS1 IP address

DNS2 IP address

Default User's password

id-ovt

DNS1 |P address

8888

DNS2 IP address

8844

If set, the default user's password will be set to this value to allow passwerd based login
The password will be good for only a single login. If set o the string RANDOM then a
random password will be generated, and written to the console.

Enter password

Confirm password

Ignore VCO certificate errors  Ignore VCO certificate validation errors

O

VCE activation code

VCE activation code

|XNGX-DWAS-ASQT7-3JEL

Velocloud Orchestrator
address.

Velocloud Orchestrator address for VCE activation
{vi’.n"l’ﬁd—us«:’at,ﬁelul’oﬁd net

eth2 (GE3) interface IP (if

static ipAliocationType)

eth2 (GE3) interface IP
allocation type

eth2 (GE3) interface default

gateway (if static
IpAllocationType)

eth2 (GE3) subnet mask (for

static ipAliocationType)

eth3 (GE4) Interface IP (if

static ipAllocationType)

eth2 (GE3) interface IP (if static ipAllocationType)

eth2 (GE3) interfas
[oHer

IP allocation type

eth? (GE3) interface default gateway (if static ipAllocation Type)

eth2 (GE3) subnet mask (if static ipAllocafionType)

eth3 (GE4) interface IP (if static ipAllocationTyps)

[

8 Ready to complete

~ GE2 Configuration (LAN)

ethl (GE2) intarface MAG
acdrrss

GE3 Configuration (Routed)

o2 (GE3) Interfaco IP
allocation type

ath2 (GE3) intarface IP (it
static ipAliocationType))

otn2 (GE3) subnet mask {for
static ipAliocationType)

2 [GE3) interface default
gateway (If static

1 setling
il {GEZ) imerface MAC address

Back Next " Cancel
771 Doplay OVF Templato i
+ 1 Salect template Customize template
Customize the deployment properties of this software soltion
' 2 Solct namw and location
3 Solect a resource 0 Al properties have valid vaiues Shownexl.,  Collapse sl
V. 4 Rwview detalle ~ GE1 Configuration (LAN) 1setling -
+ 5 Select sto
Ehge othD (GE 1) intortace MAC eihD (GE1) interface MAC address
" B Solect networks address

5 settings
oth2 (GE2) interface [P alacation type
| BHCR = J

aih2 (GE3) inlerfaca [P (if stalic pAllocationType)

©Ih (GED) subnet mask (f stabic ipAllocaionType)

eth (GE3) interface detault gateway (f siatic ipAlocationType)

Back Next

9 REHERER.
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10

1 Select template Tty com plat
Rewview configuration data

2 Select name and location

3 Select a resource

Source VM name

8- Select storage Download size

6 Select networks

Size on disk
Folder
Resource

» Storage mapping

i
v
v
' 4 Review details
v
v
v
v

IP allocation seftings

Properties

BIRUEHE Edge WEIR,

edge-VC_VMDK-x86_64-2 4 3-255-R243-20171018-GA-RC4-updatable-extd
edge-VC_VMDK-x86_64-2 4 3-255-R243-20171018-GA-RC4-updatable-extd

180.2 MB

8.0GB

PODs
SE-SANDBOX

1

6

IPv4, Static - Manual

A Unique Instance ID for this instance = id-ovt
DNS1 IP address =8.888

DNS2 IP address = 8.8.4.4

Ignore VCO certificate errors = False

VCE activation code = XNGX-DWAB-ASQ7-3JEL

Velocloud Orchestrator address = veo150-uscat.velocloud.net

eth2 (GE3) interface IP (if static ipAllocationType) =
eth2 (GE3) interface IP allocation type = DHCP

eth2 (GE3) interface default gateway (if static ipAllocationType) =

eth2 (GE3) subnet mask (for static ipAllocationType) =
ath (RFEA) infarfaca 1B (if static indlinratinn Tunal =

| Back

Next Finish Cancel

7 @ vsphere et Clent x

€ @& hiips//mkig-vcenter] wentestinfo/vsphere-li

(@) vSphere Web Chent (5) vSphere Web Client

vmware: vSphere Web Client

Power

Guast 03
- Snapshots

¥ | a|8a [} & Open Cansoles

« O g vcanier e o

Lk >

cspiextensionld%3Dvsphere core.vm gettingStarter

5 Actors - sz VC_VMDICASS 04243255 R243201

@ Q Search

Datastores  Networks  Update Man
o -

B Ll . B

23 & Migrate..
* B cione
v fax Tempiate Virtual Machines
*igle -
» [ peen Faul Tolerance ’
- [gse-uss WM Polcies + Bt Cluster \|"' ) Alarms Lx
«[)700s Fual
Compateany » Fual ~,|~ AN(1) | New ([0}  Acknowledged .
Export System Logs. =k M e, A 1721640
8y Edit Rescurce Setings, - - * | 5 Host hardware voliage
p Edit Settings
Wove To. B
| Viewsd Creatsa | o a -
o Edit Notes.
1 edge-uC_VNDK55_54 | [ N e e Gurnd For S time. 17 Gompintion
(£} mitgcenter sentestinfa Y i DK+8.. ¥ Completed VSPHERE OCALY, Sms 1020201728024 1020201
amission...
£y, 5P - Partner Gateway! R30 =i i e N +  Complates vaphaere Jocalireot 104ms  1020/2017 241:25. 1020201
£, 5P - Partner Gateway2 R3O = peer——
01 SP- Partner Gatewayl Deleta trom Disk
#n sP-vCOR2A | MavGenter Orchestrator plugin Actons »
* Update laanager v 1t

Edge WERBRKE , & ¥ SD-WAN Orchestrator FELR .
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Azure Virtual WAN SD-WAN
Gateway BBt

SD-WAN Orchestrator X Azure Virtual WAN Fl SD-WAN Gateway WESF BB , UBAS X
2 VPN HEL

AEHNWTHIERHE

= Azure Virtual WAN SD-WAN Gateway B Ei{t#i#

. DER Azure #HRE

m  ERIE Azure Virtual WAN B Y 5% El Azure VPN KYELR

m  iRE SD-WAN Orchestrator AN 9% 2 Azure VPN HYEL

Azure Virtual WAN SD-WAN Gateway B B{t 1%

Azure Virtual WAN 2 —EHBE RS , EFERLG¥ES TN ERBEHEBR Microsoft Azure WERFAA S
B (VPN) EEZZRELMEE, Azure STRE BB ER Azure EENERTE  YEB P22
£ (IPSec) VPN EEREE D X (F—EEBA SD-WAN),

SD-WAN Orchestrator AR Azure £#3EE SD-WAN Gateway B3 2 X 8| Azure VPN HWES |, LA
%8 Azure Virtual WAN E2 SD-WAN Gateway B SR BB , M TEFR.
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NSX SD-WAN
Orchestrator

FEEH 25

=

CustomerA

Azure
VWAN Hub

NSX SD-WAN
[Pl

CustomerA

DX

I=E=EC

NSX
SD-WAN
Edge

AT %83 BA AN 3% E SD-WAN Orchestrator 1 Azure LAZEB SD-WAN Gateway B 2 % 3| Azure
VPN HYER :

m  RE Azure Virtual WAN LY 9% %) Azure VPN RYE LR

m 3BT SD-WAN Orchestrator AE X 4 % Z Azure VPN BE S

MER Azure #HRE

PEEREEENAR Azure ADFEMERR TH X EMALETE , LLFER SD-WAN Orchestrator FER
EXUERARBER EARXNEBA) EEERE , SUETT Azure Virtual WAN B2 SD-WAN
Gateway &S,

m E# SD-WAN Orchestrator FEARRR

= % SD-WAN Orchestrator BARXERHFSHEAR
n BRERREME

n BEVRAFRER

& 4% SD-WAN Orchestrator EARER
SREBHNMAE Azure Active Directory (AD) A& ZHTHERARER .
EEE Azure AD REBZHFNERER :

PEFRMY
n BEZLEE Azure FIB. MRRE , FELREIRS.
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BF
1 BAZH Microsoft Azure 1R
Microsoft Azure = EEFEEIHIR.
2 B—TFARK (Al Services) , A% F Azure Active Directory.

3 3EE! Azure Active Directory , REBZEARN B (App registrations) > FiBE#E (New
registration),

BB ERARR (Register an application) EEEEEIH A,

Register an application

* Name

The user-facing display name for this application (this can be changed later).

[ ved v

Supported account types

Who can use this application or access this API17

'@) Accounts in this arganizational directory only (Velocloud Networks, Incit@velo)
'i::' Accounts in any organizational directory
'i:jl Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web w | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies [

4 7HERM (Name) B+ , @A SD-WAN Orchestrator EARRHEZE,
5 EHXENRFER | LIHETWLEATFERZERREN,
6 &—T & (Register),
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mR

&H) SD-WAN Orchestrator BARRXEE Y B REREEARR (All applications) MEENERARE
3 (Owned applications) ZS|Z& -+,

HIRMEE T laaS TR Z SD-WAN Orchestrator sR EEBSEFEAN B & GRAA) BABNERARER
(A Fim) &A%

BIESE

% SD-WAN Orchestrator ERARRIERGESHEEAE

s EBEVAFIRZRE

#& SD-WAN Orchestrator EARRIERGSHEHEAR

HEFH Azure TRTHWER , E4ARBRARRERKGEEAR. SULLEHEERERR. ERHFA
FERER. ERELAZBEERNEER.

FEARERERKSHEEAR
PEEMY
n BEELREE Azure FIB. MRRE , FELREIIRS.

BrF
1 R—TEFHR (Al Services) X% F#TBA (Subscriptions).

2 HEFBEEEYG  ERNEEAHEREARIMNIIE. NIREFIECESHRWITE , FENZEHITHGE
E% (global subscriptions filter), BEE A A QML REETENEIR.

3  #&—THFEEES (IAM) (Access control (IAM)),
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4 &—T +¥g (+Add) > FIEAEEIR (Add role assignment),
AR (Add role assignment) ¥ A SEREEN H IR .

Add role assignment 4
® Free Trial - Access control (IAM
Shd G { ) Role @
Contributer w
® oadd =2 pdi L) Refrest '
Assign access 1o @
: = : _ | Azure AD user, group. or service principa B
@ Overview Chedk access  Role assignments  Deny assignment |
e Select @
Activity log f
-] Wity g | wea '
ol Access control {LAM) Chack aocess Veops-perfscale@mailman vmware.com (Guest) =
Rview the level of access a user, group, service principal, or -
w Diagnese and sohve prablems managed identity has to this resource. Learn more &
O Ssecurity Find @ ° Veops-platferm@mailman2 vmvware.com (Guest)
- R A O e e o

° Veops-platform-armenia@mailman vmware.com

“
Cost Management —

S Cost analysis ° Veops-platform-reviews@mailman2 vmware.com
& Budgers — X
¥ Advisor recommendations Selected members:

Bilki =

et M Remove

B External services
™ Payment methods

ali Partner information

Settings
] Programmatic deplay ment

[ Resource groups

& E =
5 £Af (Role) THXMEERF , BMERRGSEAEANSHEE (Contributor) A,

EEAFEARSHTEFRHE. BRBNESLHTERZ2ENESE  EREFEREKS2HEE
(Contributor) A& EIRAEAREN T8,

6 ERNEBERIKLA (Assign access to) TR IhgER+ |, BEL Azure AD A& . FARNBETH

(Azure AD user, group, or service principal),
&R , Azure AD ERRATERTETANREST, RESREARS  FESEBLMIURE,
7 EHH#RF (Save).
ER
ERAERASERGSREAS  YRRAREZEERNERGACNERERTES,
BESR
» BYAFIRE

s iRIE Azure Virtual WAN BAE S 22 8| Azure VPN HYER

BRERREME

ZETH Virtual WAN E&FFA AL (VPN) A& | SD-WAN Orchestrator EZ Blob #EZBIEF/EAT
TRALWDPEERFHE. SD-WAN Orchestrator WEEBREASETR TEHEZERMENEEER
B, UETESNERERE EETH VPN LAERE  BUERE Azure sTE L F 8242
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Microsoft.Storage EiRIZMHE . {XFARK , AAETETE Azure 5] B L& 8 Microsoft.Storage &Rzt
.

HERENTRERERREME

PEEMY
n BEELREE Azure FIB. MRRE , FELREIIRS.
» BELEESHERBEEEACER.

BF

—

BB Microsoft Azure 1R
— T ATE MR (All Services) I SFTRA (Subscriptions).
T EBE RIS ETE.
ERRE (Settings) ZSIEERT , BEERIZMHHE (Resource providers),

A W N

Home > Subscriptions » Free Trial - Resource providers

— Free Trial - Resource providers
— Subscription

B Seorch (Cr

Ctriss) [ e & Register | 9 ! T Refresh

Gty
i £ Micrasoft.Storage

B} External services

B Payment methods PROVIDER STATUS

- ? ;

zM Partner information Microsoft Storage @ Registering
Settings Microsoft.StorageSync © NotRegistered

B Programmatic deployment

e

&1 Resource groups
Resources
= Usage + quotas
Peclicies
1= Management certificates
ma My permissions

Resource providers

5 RUAERREHENBED , BE Microsoft.Storage., A% , & — T & (Register),

#R
ERRHEEGHEE  YKENTHAREARERREHELTLER.

BRESR

BAILAE Azure HENER , MEMBL R | :F2BRE Azure Virtual WAN A2 9 % F Azure VPN
HIELR

2B AP IRE
RBAATE Azure AD FEES M)A BRI NRE,
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EETE Azure AD REMN A FinZiS

PEEMY
n BWELEE Azure FIBE. MRERE , FRIREBIRS,

BF
1 B ALK Microsoft Azure IRF .
Microsoft Azure T E=EMEEIHIR .

2 #E Azure Active Directory > ERTEXN B (App registrations).

3 HEEEWNEARR (Owned applications) £3|ZH L |, #&#— T 2&#M SD-WAN Orchestrator F&

mﬁiﬁo
4 BERBRNMFBE (Certificates & secrets) > HWHF HZET (New client secret).
M F iR B (Add a client secret) EEBEEIHI

Home » Velocloud Networks, Incit@velo - App registrations »> VCO - Certificates & sacrets

VCO - Certificates & secrets

“

[ £ Search fctrt=) Add a client secret
B Overview -
Description
il Quickstart [
Manage es
- 1 year
& Branding l'_\J In 2 years
D authentication L7 Never

Certificates & secrets

= API permissions m Cancel

& Expose an AP

i® owners Client secrets

Bl Manifest A sedret string that the application uses to prove its identity when requesting a token, Also can be referred to a5 application passwaord,
DESCRIFTION EXPIRES WALUE

¥ Troubleshacting

a . = ) .

s Mew support request Mo client secrets have been created for this application.

5 REFBHRAMIMESHFAER , RER—THE (Add).

#R
AZRERCEENERARNEY AFRER.

#a BFERYMIFE SD-WAN Orchestrator FH 1aaS ST B EFERANF A F IR ZRIBE.

BIEBLSE
s iRIE Azure Virtual WAN LA 22 8| Azure VPN HYER
m  iRE SD-WAN Orchestrator AN 9% 2 Azure VPN HYEL
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R IE Azure Virtual WAN L 5 2 Azure VPN HWE L

AERBA AR E Azure LB A Azure Virtual WAN E2 SD-WAN Gateway |, EMRBA 2 X3 Azure
VPN HELR,

ERBAHRE Azure Virtual WAN F1E M Azure ER 281 :

» BRENAFPDEARNTEREREZESNRAERAREDR CHNERARTTEREBEFAE
BEFREEMERAREFE. IERVERARNSR  B2RELERFK,

n HSHREEN P ULEE , YRELE/TRESEEN UL BEREEHESKNTMARAERHR

=
=)
H o

n BEELREE Azure FIB. MRRE , FELREIRS.

WMEE Azure AORUIHHEETHLLES Azure Virtual WAN B SD-WAN Gateway BREERFHWE
SHA , F2HE

n EVERFAE

. EVEHH WAN

n BYERTE

» BYERER

= 7 VNet G2 BRI EFER

BVEREA
SREAAAITE Azure FEY EREA .
EEE Azure FEVEREA -

PEEY
n WBELEE Azure FTH. IRRE , BFERIREBIRFE,
EF

1 B ALEH Microsoft Azure tRF .
Microsoft Azure X = EMEEHIR.

2 B—TFBRE (Al Services) , A& ESEFREM (Resource group).
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3 EHERBMAE (Resource group) , REBIER—T +Hii# (+Add),
B ERE4E (Create a resource group) EEREAHIEA .,

Home > Resource groups > Create a resource group

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more [2

Project details

* Subscription @ | Free Trial v |

* Resource group @ | Sasi_RG1 «|

Resource details

* Region @ | (US) Central US v |

4 7ERTE (Subscription) TR X IhgERH , BEUER Microsoft Azure FTBI.

5 7EXIREM (Resource group) XFHHRH , BMAHERFENE —FB,
ARFEAERWINESRET T, A% (). BR (). BFR ) MEM (O, BEEWTEUARER.

6 7B (Region) THRINERFTENEERFEANNVE , BSHNEREBUNZE.

7 BR—THRBEI+EY (Review+create) , REZR—TEI (Create),

ER
ERBAMBEZEY , WHERE Azure ADBIBERRLE.

BESR
B Azure B WAN, WEEBESR K F2RELERE WAN,
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2 ER WAN

SREIMAITE Azure RN ER WAN,
EFETE Azure FEIN ER WAN :

BERA

n BELEE Azure FIE. MRRE , FREIREIRS,
» BELCEBLERBHUINEERE WAN,

B

1 B AEM Microsoft Azure tRE

Microsoft Azure = EHFMEENHIR .
2 B—TEHERH (All Services) , REKILSEH WAN (Virtual WAN),
3 ZHUER WAN (Virtual WAN) , A%R—T +§# (+Add).

#Y WAN (Create WAN) SHEFERIHIE

Create WAN

Basics  Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Learn

more

Project details

Subscription *

Resource group *

Virtual WAN details

Resource group location *

Name *

Type

4 7£8TB3 (Subscription) TR IHEER A , BEUZA Microsoft Azure FTE.
5 7ERIREAH (Resource group) THRINEERF , BINEFEER WAN NEREAE.

| Microsoft Azure Enterprise

v ]
| MIL-AZAUSYD-PROD-ARG v |
Create new
| Australia East v |
| velocloud_vWan /|
| Standard v |

6 HEERBMEME (Resource group location) THININEERAF |, TERESR WAN 18RI 485 R AT

EE@{EZEO
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7 HEHBMW (Name) XFEHRF , MAER WAN HE—B 58,
8 fR¥EH (Type) THRIhgERH , BEUEXE (Standard) EBEHE WAN EH
9 1&—T#I (Create).

#ER
E# WAN BEENZES |, WHRTE Azure AOMILERRE.

ey B
RYEHTE. OBNESE  HSNRLEHTE.
B E &R

SREBHNMATE Azure REYERDIE,
EFEE Azure FENERTE :

B
» WELEF Azure FTH. MRRE , FRAZEIRF.
» BELEBRVERBALIE Azure BR.
BF
1 BAZH Microsoft Azure 1RF .
Microsoft Azure TEHEMEAHE .
2 BEREEIR (Allresources) , RAEJATAEFRFEHRIECEMH Virtual WAN,

3 £ Virtual WAN 24 (Virtual WAN architecture) B T , #2— T4 4& (Hubs).
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4 1R—T +¥E M (+New Hub).
B EHDIE (Create virtual hub) EEEEAHIE.

Create virtual hub

Basics GSitetosite Pointtosite ExpressRoute Routing Tags  Review + create

A virtual hub is a Microsoft-managed virtual network. The hub contains various service endpoints to enable connectivity from
your on-premises network (vpnsite). The hub is the core of your network in a region. There can only be one hub per Azure
region. When you create a hub using Azure portal, it creates a virtual hub VMNet and a virtual hub vpngateway. Leam mors
Project details

The hub will be created under the same subscription and resource group as the VWAN.

* Subscription | Disabled) Free Tria Vl

* Resource group |Es:_:2 Vl

Virtual Hub Details

* Region [ cenraius ~|
* Mame | Sasi Virual_Hub \/l
* Hub privatz addrezz space @ | 10.0.00/24 ~"|

o Creating a hub with a gateway will take 30 minutes.

Review + aeate Previous Mext - Site to site =

5 &M (Basics) Z5IREH , WA TIERTEFAER
a TEEH (Region) TRAIIEERSD , BREHKTEAENNLE.
b &M (Name) XFHHRF , WATBNME—FHE,

c TEPERAAHUZ R (Hub private address space) X FEHF | A RBH U EE FHAEE
BlIFIH BB (CIDR) RTE),

6 EEEHEEZZEVPNIEA 6 BRT—H  IhAaHILA (Next: Site to site) WA M E I8 (VPN BE) , R
BEEE (Yes) EEZE VPN ¥ &,
BE XAEA VPN RBE , BEADLAREREE , BRSEEEY VPN EE,

Create virtual hub

Basics Sitetosite Pointtosite ExpressRoute Routing Tags  Review + create

You will need to enable Site to site (VPN gateway) befors connecting to VPN sites. You can do this after hub crastion, but doing
it now will s3ve time and reduce the risk of service interruptions Iater. Learn more

Do you want to create a Site to site (VPN I:: No .::'

gateway)?

AS Number @ [&=15 |
= Gateway scale units | 1 zcale unit - 500 Mbps x 2 ~ |

0 Creating a hub with a gateway will taks 30 minutes.

Review + create | Pravious | | Next - Paint to site |

a TEMBEHMEM (Gateway scale units) TRIXIAERSD |, BIFHRMAE,
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7 B—TRBE + Y (Review + Create).

#HR

EEPIEREEEY |, WEERTE Azure AOMILERRLE.

BIESE

s EREEERMAER (VNet) cEEBNERES ., NEHBELR  F2HE VNet BB BB ERE
B

s WMREREBVEN VNet , AITJLURBEY EBRAKTNSBEL—@E,

B ERPER
SREAANAITE Azure FEY ERMAK .
EETE Azure FEN EBRREK

PHEEY
s WBELEE Azure FTE. IRRE , BERIREBIRF,
BF

1 B ALEM Microsoft Azure tRF .
Microsoft Azure =EEBEANHIR.
2 B—TFAR (Al Services) , A& S ERPIE (Virtual networks).
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3 EEUEEMK (Virtual networks) , REE—T +H¥ (+Add).
BV EHEHEE (Create virtual network) SERERIH IR .

Create virtual network o X
r.

* Name

| Sasi_Virtual_Network \/|

* Address space @

| 10.0.0.0/24 \/|
10.0.0.0 - 10.0.0.255 (256 addresses)

* Subscription

| Free Trial ~ |

* Resource group
| Sasi_RG - |

Create new

* Location

| (US) Central US ~ |
Subnet

* Name

| Sasi_Virtual_Subnet \/|

* Address range @

[ 1000.0/24 v|
10.0.0.0 - 10.0.0.255 (256 addresses)

DDoS protection @

'@:3 Basic '::::' Standard

Service endpoints @
(@ETIED cenabled )

Automation options

4 1ERW (Name) XFHHRP , AERFRNOE—BHE,

5 7TE{u#tZ @ (Address space) XFFHAH | A EERAKN U EER GRAEERNNEEES (CIDR)
RTE),

6 71ERTEA (Subscription) THIRXIhgERAF , BEUEH Microsoft Azure ]

7 1EEREE (Resource group) FTHRIXINEERF , BRNEIEERFRNEREA,
8 TEfIE (Location) TRIXINEERF , REUERBRFENNE.
9 ZTEF#8IE (Subnet) BIE T , WA FRENB BN I £E .

EE DDoS RE . BRI m B MG AABH EMFER R EETEMEE,
10 #&—T#I (Create),
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#R

ERREEREY |, WERTE Azure AOMILERRLE.

BIESE

EFBEERME (VNet) BRI ERES. NEHBLR  BF20WE VNet BEFBCEEILERER.

£ VNet EERiE 2 H 2V ERER
AWML E Azure BIEFHERFER (VNet) EEERPRECEELERESR.
EEERE Azure BIEFH VNet BERTRE-EEYERAKER

PEEMY
n BEELEE Azure FIB. MRRE , FELREIIRS.
» BELCELNERTENEREME.

BF
1 BEAEK Microsoft Azure 1RF .
Microsoft Azure EEHEEAHEI.
2 BERBER (Allresources) , RAELATAERBEPRINESELN Virtual WAN,

3 £ Virtual WAN 248 (Virtual WAN architecture) B T , #2— T EEMIKEL (Virtual network
connections),

4 BT +EEK (+Add connection).
FiLELR (Add connection) EEFEANHIR.

Dashbeard > Allrescurres  Sasl Vit

All resources « X <D, Sasi_Virtual_WAMN - Wirtual network connections
o od EE Edit colmne wee ora 1 Soarch (Corin) % e pdd coreection
WA HUBREGION VIRTUAL HETWIORK
=
NNN Sasi_Virtual_Hub Central US \irtual networ

Tt Sasi Virtual WAN

< Viraal netwark connectians

Suppart + woublishosting
2 Gelting started with VP
& Connection menitar

B8 Hearh

B New zippert reguest

5 71ESSEME (Connection name) XFHG K BWAERBRESNE—ZE,
6 TEFHE (Hubs) FTHRIRNIhEER TP | BENE S ESMHEBEBN PE,
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7 7ERTB3 (Subscription) TR IHEER A , BEUZK Microsoft Azure FTE.
8 TEEEMEEE (Virtual network) THIRIhgERT | BMBESEZ P EN ERFE.
9 &—THE (OK).

®wR

HEIERIM VNet BBz SR IHSER.

BESR

| E SD-WAN Orchestrator A2 53 X Bl Azure VPN RYER

R E SD-WAN Orchestrator A Y 9 X #] Azure VPN HE4R

BRI LA’ E SD-WAN Orchestrator BAE & Azure Virtual WAN EZ SD-WAN Gateway , EMEA D X
2| Azure VPN HYELR

#5 @TES: , €158 Azure Virtual WAN TheE, ZEEALLIIRE , BAAR

session.options.enableAzureVirtualWAN AEABRRES true,

EIZBARET Azure Virtual WAN SD-WAN Gateway BE{LH) SD-WAN Orchestrator iREZHI , 75
ABELCTERSEMN Azure BHEEFRE Azure Virtual WAN LU 4% F Azure VPN RYE LGN EF
REWFESR,

WZEFE SD-WAN Orchestrator is FEE TR LB S Azure Virtual WAN B SD-WAN Gateway & &
BFNWELSHA  F28

n  RE laaS AT RIS
m  :RE Microsoft Azure Non VMware SD-WAN Site

s[5 VPN HRE

iR IE laaS 7] B4 K AR AE

HEAMMIE SD-WAN Orchestrator PR EEB EBENRBIRAE (1aasS) FTH.
ZE7 SD-WAN Orchestrator H:&E laaS 5TH :

BEGA

BEREMLRSE Azure A ORI ZEE SD-WAN Orchestrator ERRXMNEVHNAE 211G, NMEHES
B B2EMEN Azure SR,

EF
1 % SD-WAN Orchestrator KEEEHRF , BERTE (Configure) > #I M (Network Services).,
R (Services) EHEPEAIHIR,
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2 7 laas ETBJ (laas Subscriptions) BifiH | & — T (New) 1&$f .
| E laaS §TB (Configure laaS Subscription) ¥ 555 S EEENHIR

Configure laaS Subscription x

* Subscription Type: Microsoft Azure Subscription

* Active Directory Tenant ID 22eb73a3-5c68-47b6-8098-08952150a401
* ClientID |5188a0f1—8215—49d0—9085—ea3043a12721

* Client Secret NSNS NNNNNNNENNNNNINNNNNNS @

* Subscription Pay-As-You-Go(Converted to EA)

|Save(hange_<; | Cancel |

3 7£ FTEAEA (Subscription Type) TR X IIgERS , BE Microsoft Azure FTE (Microsoft Azure
Subscription),

4 EAEERK SD-WAN Orchestrator ERR R 2 ¥ ER Active Directory A ARBITE . AF IR
BB A IR,

5 E—THUYSRTE (Get Subscriptions) #zéf , UM EAERARENZEERE IAM AEK Azure RIBIE

oo
o

6 E—TfkF®E (Save Changes).

BIESE

B E Microsoft Azure BT REEH Non VMware SD-WAN Site, MIEHMAEN , S2EHE
Microsoft Azure Non VMware SD-WAN Site,

% Microsoft Azure Non VMware SD-WAN Site

HREFIAIE SD-WAN Orchestrator H3&E Microsoft Azure ERFEEEH Non VMware SD-WAN
Site,

#E7E SD-WAN Orchestrator & E Microsoft Azure EEFEEREMN NVS :

PHEEH
n BELRERE laaS FIE. MEMBLIR , B2 EKE laaS AT EMAKRE.

n BEMLREE Azure FEI Virtual WAN FHFHE, WFEBREL R | FSRBRE Azure Virtual WAN 2L
B9 %% Azure VPN HWELE,

b

1l

BF
1 7£ SD-WAN Orchestrator WEEE R+ , BEH|/E (Configure) > MBI (Network Services).
BR# (Services) EHEBEAIHIE,
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2 7£ [3E VeloCloud #5& (Non-VeloCloud Sites)] BigiH , #— T H¥ (New) &l
##3E VeloCloud 354 (New Non-VeloCloud Site) ¥:5 5 8 BEEI R .

New Non-VeloCloud Site... ?) %
* Name: |Ve|0 NVS
* Type: Microsoft Azure Virtual Hub v

Virtual Hub Configuration

Subscription: Pay-As-You-Go(Converted to | ¥
Virtual WAN: |Ba|a_\a’ir‘tual_‘u".|’an1 v |
Resource Group: Bala_NVS_RG
Virtual Hub: |Azure_Hub_CentraI_[ndial v |
Azure Region Central India
Enable Tunnel(s): @ Zi

Next

3 &M (Name) XFHHF , WA Non VMware SD-WAN Site &,
4 EEAE (Type) THRINEERT , BE Microsoft Azure E#E P& (Microsoft Azure Virtual Hub).
5 71E£8TB8 (Subscription) TR R IheeRS |, BEGETE.
ERARAER Azure BVEMEUTE ATAR Virtual WAN,
6 % Virtual WAN TR IhEERF , |EX Virtual WAN,
FERARXEBEEALR Virtual WAN BB EREA.
7 FEEFETM (Virtual Hub) TRXEERT , BEUERTE.
ERARXSBEEAREFTBEEN Azure Bl
8 EHUMAIEE (Enable Tunnel(s)) EXA R , £ VMware VPN FBEIL A HEZREARHBE B
BERETEH VPN B,

#3 EEL—ERER LREH Non VMware SD-WAN Site 28] , VMware VPN BE TS
1 IKE &3,

B &FER |, 8% Microsoft Azure Non VMware SD-WAN Site {5 3 B 2 #4 B 3% 35 BITS & A SD-
WAN Gateway M"HEIAHA IP,

9 #&TFT—F (Next),

SD-WAN Orchestrator @ BE)BIAZPE . i Azure VPN WA . TEHREM AN VPN A4
B | WASGARRERETFETE SD-WAN OrchestratorSD-WAN Orchestrator B Non VMware SD-WAN
Site AAREEBIES .
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New Non-VeloCloud Site... ? %

A deployment is in progress. Please allow up to 10 minutes
for the following changes to take effect

Action Status
1 Provisioning Azure VPN Sites @ Done
2 |Initiating deploymant @ Done
3 Fetching VPN configuration @ Done

mR

1£ SD-WAN Orchestrator i Azure VPN W& 2% |, IO LAEEZ Virtual WAN EME > Virtual
WAN %48 (Virtual WAN architecture) > VPN 348 (VPN sites) , £ Azure AOMIEFH#E VPN ¥
B (EENEE).

BIEBSE

m & Microsoft Azure Non VMware SD-WAN Site B2 EEFHBE: , LUMEE D XE Azure ERTEZ
EEVEE, MEFMEN , 5205 Non VMware SD-WAN Site 235 EEFHBIEE

n BUAFE SD-WAN BRHEHMIEE Azure fi%., MEFHMAER  F2RmE VPN S,

# Non VMware SD-WAN Site B235 & 1540 B3 B

£ SD-WAN Orchestrator F3& E Microsoft Azure E#EHHE (Microsoft Azure Virtual Hub) & #Y
Non VMware SD-WAN Site 2% , &2 7E3 Non VMware SD-WAN Site E2Ff B EEMBERE |, &
BEZE Y SD-WAN Gateways E2 Microsoft Azure EH &2 EHBE,

ZE#& Non VMware SD-WAN Site E:2 EEHEBEE , FHRTTIISE

BF
1 £ SD-WAN Orchestrator BEEiR+ , BERE (Configure) > iR EHE (Profiles).
4R TR (Configuration Profiles) EEIBEEIHIR .
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2 EEUEAEEEEL Microsoft Azure lE#EEF & (Microsoft Azure Virtual Hub) EE# Non VMware SD-
WAN Site MBEIBHRERE , ARIZR—THER (Device) ERMTTHET.

Configuation Profies

Quick Start Profile

Ed-ges
Object Groups
Segments Configure Segments
Overlay Flow Control
Network Services Select Profie Segments: | Change.. |
Alerts & Notifications
Customer

Test & Troubleshoot

Administration

Configure Segment: | Global Segment [Regular]

Used By
3 Edges

Syslog .

Cloud VPN © @o

Branch to Non-VeloCloud Site Branch to Hubs Branch to Branch VPN

Enable: Enable: Enable a
Azure_Central_India B=+ Isclate Profile @

Use Cloud Gateways: -]
Use Hubs for VPN

Dynamic Branch To Branch VPN

Enabled a
To All Edges o
To Edges Withan Profile

iR EREMEMTE (Device Settings) EEREEIHIE
3 ®BZEEZEN VPN (Cloud VPN) B , W #EAHBRYIRIZERBASZR VPN,

4 7FE9XEIE VeloCloud 358 (Branch to Non-VeloCloud Site) T7 |, ZERA (Enable) #ZEA
iﬁo

5 WRTHRNXINEERF , BE Microsoft Azure E¥EHHE (Microsoft Azure Virtual Hub) #& ) Non
VMware SD-WAN Site , A 4 X 8 Microsoft Azure Non VMware SD-WAN Site ZBE# VPN

6 E—TfES®E (Save Changes),

BmR

2 ZE& Microsoft Azure Non VMware SD-WAN Site ZBEEEVBE, MEFHMAET , F2HARESX
Z| Non VMware SD-WAN Site VPN,

4REE VPN 15 &
REAWMAFE S SD-WAN BHEFIEZE Azure fBEF .
ZE SD-WAN BHFBHHIEE Azure f@EF :
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BF

EAIZH Microsoft Azure tRFE .,

Microsoft Azure = EHBERIHIR .

BZMAER (All resources) , RAERTAEREEPRIECEILN Virtual WAN,

£ Virtual WAN 248 (Virtual WAN architecture) Bi#i T , #—T VPN 3 & (VPN sites).

R VPN I &BEH | BEUEREAMEA SD-WAN Orchestrator 58 Non VMware SD-WAN
Site IS B ML VPN 3 A& (Bl Non VMware SD-WAN Site name.primary).

B—TF& VPN AN ER , AR T —EEEMNERZIMEILE (Edit site).

B Bala_Virtual Wan1 - VPN sites

"

ER AU ZM (Private address space) XFEH A | B A SD-WAN FEH U EEE,
% — T & (Confirm),
B , B SUKE LS R REEEE VPN A,

E5 VPN #HAE

R In#3E Non VMware SD-WAN Site & , 88 Azure FRERFRERAMNIKE 1P Uit B4ESF | B4
BAEHES Azure EEEFTEE Non VMware SD-WAN Site 488, % — T3k VeloCloud #5& (Non-
VeloCloud Sites) BiFiF I EHE LA (Resync configuration) &8 , S BHER Azure ADHILHE
HY VPN HRESEME R | WEH SD-WAN Orchestrator 2A#AHRE

MR Non VMware SD-WAN Site

RPEEEMRE Azure EFRTEBYEMN Non VMware SD-WAN Site , ELLTEIR SD-WAN Orchestrator
B2 Azure TEMIBRER Virtual WAN ZBEiREREHRIET—3 , AL EBERITHHEBESE.

BF
1

I BRERFE T EMIBR 2 VPN 35 & HHBAEERY Azure VPN E4£,
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2 f{Ef Azure APl , BB RAZERTEATRINZ Non VMware SD-WAN Site SD-WAN Gateways
3 Azure VPN 358,

B WMEKRBEREE VPN LA (FERTEMER) BB VPN EE | BIMIBR Azure VPN &S %
E&O
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