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B #§ NSX Manager i AERRRBEERHENERE
REVEBACEEEESRBRERAE.
BF

1 EREEELE , ZB-TIREFANERRR.
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10
1

B—THIERER.
£ VMware Manager T , #—T VMware NSX Manager,
EFIB VMware NSX Manager IRFERFREE+ , BEHMAEEN.

21 ik
Ui SE88 (Proxy) EEHER TR IhRE R P REVN SR ER ERR A ER
*= VMware vCenter REVEFE vRealize Network Insight A ET 1% #Y vCenter,

#E R vCenter MAABFEEAY NSX Manager BRI HIREHL FI[E — Uk ERS.
B, FEELEINERNRE A NSX IPFIX i) , WA REREFAEREE
ERMBAERA

IP f3t/FQDN B IP {U3t5 FQDN & #
FEHEER BMAFERERRE.

B Lo PNz

B—TR®.

(REM) MREEEUYE NSX Controller E¥} , AIZREUEA NSX Controller BRI EZENS # .

IR ERENLEIE | vRealize Network Insight U EIRFIEEE R |, Hla0 , BEEHEINE. KA.
BEXRE MAC ERIR . VTEP B8R, EFIRESNRENAE, ERWERH NSX Central CLI 5
Controller-SSH TYERKER TR Y .

(REM) MREEEWE NSX Edge EF , BIREBA NSX Edge BRI EZEU S,

Edge BRI ERH NSX Central CLI ERH ., Eit , R NSX Manager F#3 Edge ERHEMH
%, BAA Edge HARK , SE8E NSX EHEER.

BREEEAEE NSX 6.3 PEAELEXEEEER , I B IFEHIT B BIMRAK vRealize Network
Insight , BJ&7E VMware NSX Manager FIEF FMIERRIFEE LBER Insufficient Privileges
R, BREERNERER , FAEXARBRERE T EE1E NSX 6.3 F#11T NSX Central CLI @3

A

<o

GREM) MREEEWE IPFIX RE , FHFRIEA IPFIX ZEA .

R EREUEE | Bl vRealize Network Insight 212U E NSX-V B DFW IPFIX RE.

5 WMETE vCenter # VMware NSX Manager A IPFIX , Bl vRealize Network Insight &3&
BE AR vCenter W1E DVPG £HY IPFIX REBERABERFRE TS,

WERBEMA IPFIX WFAERN , F2RBA VMware NSX-V IPFIX,
EEWMXFHRP , WAER,

CEEM) EMEXFHRP , BUUREENEHEE.

B-TEX.
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$11% VMware NSX-T Manager

VMware NSX-T EAREHFEEAERINELBNEERERENEIMERNEEBMEKRET. B vSphere L
S, BERBEUHECGESHMERERER . 7. BN ABEE. vRealize Network Insight 3z 5 E K83
B vCenter BIEH NSX-T ZE,

ZEEE
m  vRealize Network Insight X #H vCenter B ESXi EH#H NSX-T :RE.

m  vRealize Network Insight X1 NSGroup. NSX-T BF A& Al IPSet. NSX-T EBEREEEIE  NSX-
T BEETIAEE . NSX-T Distributed Firewall IPFIX & . B . BAMURERAAERLN VPN,

m  VRealize Network Insight RBRFXZ#E NSX-V #l NSX-T &8, EEHPEA NSX B, £REEE
NSX-V 1 NSX-T ZEB . NSX Manager &% NSX-V Manager 1 NSX-T Manager, NSX Z& &
AEHIHE NSX-T # NSX-V Z28H, MREFEH NSX-V I NSX-T fiF=2 NSX , AfESRREL
Bl HEBSESEAREAERA . IPSet MBEXRBFEEN.

m BB NSX-T 2.4 R |, vRealize Network Insight T8 NSX EERRHIERE |, AIEBEREQNE
BRI B E LR ER S AR,

B ZEFHEANMOIRER NS RAIERHTRN., B2  MRREHEN NSX RRAUFE , 88
B NS HEBSEMS RO, MFEABE NS BEANESFHAER  F2E NSX-T ERMRAX
L

#& NSX-T Manager ## A& HKIR

BAT 2# NSX-T Manager 138 AE R KR L ERHG -

n  EEAEE NSX-T Manager HHEIEER FTA vCenter F1#E A vRealize Network Insight F#Y &R 3R .

s HIREFHE vCenter BIEHE NSX-T Manager , 8l vRealize Network Insight HEE 4 /N7 gEfE
E.

= HE{RTE Distributed Firewall (DFW) HEERREEF S HRIERRRE, MRIBEFHEMEEIR
& AfEREEA T ELEENBENTMNERBENRE.

$7# NSX-T Manager :
1T ERETHIRFMERRREES , R— THEKRR.
2 EEIRFREREIEEMEA VMware Manager T , 2H VMware NSX-T Manager.
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3 RUEERERE.
B

n WNREE— NSX-THBEFEZEEEGTE , BIXNAEHL —BEEHHMA vRealize Network
Insight FRERTEREAER P (VIP) (BRELEHE), MREHEZESEHE , A
vRealize Network Insight AJEEEE L IE EEAE,

n BRI NSX-THMAEHKRE  ZBFEH VIP, IRGHEEEGE P MIE VIP, BEMESE
EHE VIP REMEEEHE P, AIXERBRREER KR , TEEHIE VIP HEE IP,

s MRFERZEIPFIX, AIFEAEXERAERKERERNAKERE. B2, MREFEE IPFIX, 8l
FREXNBEETYHES —BREZEBERER : enterprise_admin. network_engineer

security_engineer,

4  (EREM)ZEEEA DFW IPFIX LLEH NSX-T £ IPFIX :RE., EBEEVLIRIE | vRealize
Network Insight €U E NSX-T B9 DFW IPFIX &, NEBBRA IPFIX WEFMAER , 528

B VMware NSX-T DFW IPFIX,

B

m  DFW IPFIX 7 NSX-T WEEERAF A ZF T,

m  VRealize Network Insight X # NSX-T RI28E IPFIX K&,

5 (REN NIRFEBWSEEEEESH  AENBRAZEERWEZE A, MREEEULLEERE | 8|
vRealize Network Insight 2R E NSX-T WIEEEE (VTEP - VTEP), ItZEEEBER N NSX-T
2.5 REFRA, BREWEZLFABCEEE 1991, LUZWRE ESXi BEMNIEEES R,

B E 5
LT R—UE NSX-T HHENEHES :
7+ 3-2. NSX-T Hy&E:H

H=A

NSX-T Manager where VC Manager=10.197.53.214

NSX-T Logical Switch

NSX-T Logical Ports where NSX-T Logical Switch

= 'DB-Switch'

VMs where NSX-T Security Group = 'Application-
Group'

%

VMs where NSGroup = ‘Application-Group’

NSX-T Firewall Rule where Action='ALLOW'

NSX-T Firewall Rule where Destination Security

Group = ‘CRM-Group’
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BE&R

WHE VC Manager EFIEAFTEEEREIMN NSX-T
Manager.,

HH vRealize Network Insight $1{T{EEE R ZERIFTHE NSX-T
BEQRE. HTEECRARAEVERFAEERINRRSE

FIHBRZAFE NSX-T BERRIREF DB-Switch By NSX-T ##§

Sz E R 2 B4 Application-Group R AT A EEHES

I EEER A ALLOW BIFTAE NSX-T By X f&#R 8,

5l CRM-Group 2 Bt R RAN A ERE., £RES
HEANGZ2HANMZEENER2RA,
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#+R 3-2. NSX-T V& (&)

=i BELR
NSX-T Firewall Rule where Direct Destination 5| CRM-Group 2 Bt 22 BAM ANEHRA, S£RES
Security Group = ‘CRM-Group’ EEEANHZEEA,

VMs where NSX-T Logical Port = ‘App_Port-Id-1' JFIHEAZIFE NSX-T BEBEENAAEREER,

NSX-T Transport Zone FlH VLAN MZE B EHEE R EEARBNEEFAER
(BiEERHHNER),
##3E VRealize Network Insight A X E# KVM 55 ¥ 58
R

NSX-T Router FIH TIER 1A TIER O BEHEE. B—THARPETRHNIHEE ,
DR EAEBRNESHFMAER , B3 NSX-T Edge #5M
HA &3,

&R 3-3. NSX RAIWEH

NSX Policy Segment 5t vRealize Network Insight #1{T{EBE R F M FTA NSX &
AlEER,

NSX Policy Manager HHH vRealize Network Insight 8T BB P FEEMATHE NSX

NSX Policy

NSX Policy

NSX Policy

NSX Policy

'ALLOW'

NSX Policy

Policy Manager,

Group 5 vRealize Network Insight E{T{EE R FEMFTE NSX R
AIE¥4E.

Firewall %4 vRealize Network Insight #11T{EEE R Z1ERIFT A NSX &
RIBRH A5

Firewall Rule HH vRealize Network Insight 31T {EBE R 1Z1ERY FTE NSX &
BIFE A &R Al

Firewall Rule where Action = I EEER A ALLOW BFTE NSX FEBIFE AR Al

Based VPN 5 vRealize Network Insight 117188 Z7E 89 BT LA NSX

FRAIBERHN VPN,

#E WERB NSX-T 2.4 # VMware Cloud on AWS ##&A vRealize Network Insight Y& B 2R |
ATHE NST-T B , BN EEEHPHIL sDDC type = ONPREM EFEEE. fla ,
NSX Policy Based VPN where Tier0O = '’ and SDDC Type = ‘ONPREM’,

NSX-T EEXE

TRETRT BEIXZE NSX-T EER vRealize Network Insight B | UREHESEERIR LB REYL
EEM Widget,
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® 3-4.

e KRERRE LW Widget XM NSX-T BB
BRI BEXRSRHEEE Multicast and Broadcast Rx
BEIBBNTAEE Multicast and Broadcast Tx

Unicast Rx
Unicast Tx
Dropped Rx
Dropped Tx
Rx Packets (Total)

Tx Packets (Total)

BEEER BEEREHNEGERE Multicast and Broadcast Rx
gﬁﬁ&ﬁ{ﬁiﬁﬂgi Multicast and Broadcast Tx

Unicast Rx
Unicast Tx
Rx Packets (Total)

Tx Packets (Total)

E%Eﬁggfl\ﬁ E%EE%%\EJEE Rx Packets
Tx Packets
Dropped Rx Packets
Dropped Tx Packets
Rx Bytes

Tx Bytes

FEK#I%%EEJJ FEK%;EE‘JEE Hit Count

Flow Bytes

Flow Packets

UTR—LLHE NSX-T EENEHRES
B  nsx-t logical switch where Rx Packet Drops > 0

HEHEIHEREN S EBRHEHBAR O WITEEERKRR.

m  nsx-t logical port where Tx Packet Drops > 0
HEHEIHAREN S ERHEHBARN O WMEBREERE,

m  top 10 nsx-t firewall rules order by Connection count

L EHRIBERET B (Hit count) FIHBI 10 @RS XAER AL,

1% VMware SD-WAN

BALATE vRealize Network Insight & VMware SD-WAN by VeloCloud #7# 5% ¥ KR .
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DB

BEAR

n BEFEBERRRWERER. WEERNEREN , F28 (XENERNRAK) .
s REEMEHA VeloCloud Orchestrator 1 Edge 3.3.1 lREE R

n ZBEFIEED—E VMware SD-WAN R,

» RAEHM VMware SD-WAN FiE A ER KR .

BF

—

EREEEL , B—TIRFANEHFEER.

2 B—THEER,

3 7£ SD-WAN T , #—TF VeloCloud.,

4 TEHFE VeloCloud IRERFFEE+ , BEFFE.
] B
IS8 (Proxy) EiEieE HTRRTIEER PRI E R EREE.
VCO URL BMAERIEAERRFEN VCO URL,
ERAEEEH BABRERTRE,
B AR,

5 EB-—THR®E.

6 HEWMXFHHRT B @AER,

7 CEREY) EMEXFART , BUNREENEME.
8 B-TERX.

BESH

BABEEREIER 2055 L AMBREREM Edge BUA NetFlow, EERBRMFUNMEA NetFlow W& |, BE
VMware SD-WAN HREERRFEES , Z—THEER.

R BUNENDE: BRAFEREEN Edge BA Netflow WEHBIBRERRIE,

¥ Cisco ASR/ISR LUE1T SD-WAN {4

& A LUE vRealize Network Insight ## Cisco ASR/ISR BBHSEHEAER KR , HESHAN SD-WAN
P4t vRealize Network Insight A% ## Cisco ASR/ISR BHBMAEHKRAAEMEMERN.

vRealize Network Insight XL Cisco ASR/ISR MrAS31T SD-WAN F74d :
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AR/ EL5 SO EERG
ASR 1K, ISR4K. CSR1Kv, ISRIK Cisco 10S XE Software
BF

1

2
3
4

0 N o u

9
10
1

12

EREEEL , B—TIRFAEREKER.

E—THERR.

£ WAN T , #— T Cisco ASR/ISR (SD-WAN 5##).
FEFTH8 Cisco ASR/ISR IRFRRREE P , REHFAFEN.

ERRFARA

16.07.01

3] B

U SE3E (Proxy) EE#EE RTRRNIhEERPIREURE S E RS,

IP firsik A P Ut FAER,
5 EEEREMA FQDN RFEILER IR, EBHFEBA P it FAER , 7
BEHT I L ERIROR

EHEER BAGHAESRRE.

HiR BWARE.

B—TEH®E.

£ SNMP IR T HI X TheeR A |, 2E 2C,
EHBFRNEZSRA  WAREFTE,

HEELTNEHES MPLS SAKANR, EEHELTHE , FR-TESEANMEEBO TR 08

®, REBRIVEENRE.

78R , vRealize Network Insight €#EENI 51 K fr e L4T/0
HEEBNF LIRS , MAERRFNER.
EUHANBEXFHRY K BABENLANERERE.
CEEM) EMEXFHRT , SRR BB,
B-TREX.

BRESR

1

2

¥ NetFlow F sFlow HitEETENESE.

EO

# Cisco ASR/ISR :RE A # NetFlow BEXZE vRealize Network Insight I&EzS, MERE
NetFlow BWAEBEE , FSREEREBEPRE NetFlow WERR.

i WERANREERET SD-WAN FHERELTENE,

BZE (% SD-WAN HEFMER] 5EE , JAEE SD-WAN

VMware, Inc.

AL AR

29



A vRealize Network Insight

1% VMware Cloud on AWS

vRealize Network Insight X VMware Cloud on AWS (ZERARCEFREERE), Ea LU
VMware Cloud on AWS (vCenter) 5 VMware Cloud on AWS (NSX Policy Manager) A% ¥ 3R .

A VMware Cloud on AWS &€ vRealize Network Insight U522

&4 781% vRealize Network Insight S ESERE AR VMware Cloud on AWS WEREH

DERM
EFEFEAERRFENEE SDDC AEBE vRealize Network Insight W E&ERS .
 fid

s AXEFEBAEEME VMware Cloud on AWS SDDC HE82#) vRealize Network Insight Yg&E2s | &
% —18 VMware Cloud on AWS SDDC IK&E&E R,

s BUBEERE VMware Cloud on AWS BE L2 vRealize Network Insight &R, FTXEELE
HER L BBUESE.

1 & A vRealize Network Insight.
2 BEFRE > REMZE > FPNER[ETME.
3 HERAARBHIAR.
£ vRealize Network Insight U588 OVA BEHE , EEFEALET.

4 7£ VMware Cloud on AWS vCenter st EEREEH ZE vRealize Network Insight I 25
OVA,

EREEENEARE.

5 BH VMware Cloud on AWS I E—Ei% SDDC, Proxy E##EEHN CPU B RRBEXLA
Z£4 51251 MHz,

5 BEREREEEES K RABKBHEEZWESSE vRealize Network Insight SE & HBL¥,
6 BMEBEWEREEHEFEMINGEY.

A vRealize Network Insight 23 VMware Cloud on AWS B X &35 Al

BAAFR Y VMware Cloud on AWS BHAAMBG X &R Al , 7 883 7 B vRealize Network Insight B8
#Ho

DERM

m  #8¥ vRealize Network Insight SFAFUWERE CERARAIHE) SEEEMRWTE CERARERR
%),

» BLAREMENER. F2HE (XENERNRE) .
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= {5 NSX-T fEEE VMware Cloud on AWS BBEEZRER 0 (SDDC) 1.8 REH A,

m  #¥ vRealize Network Insight S & FU &S 2 BHYBRER AR A,

n WEEARENEREER  F2H (RGERE] HEL WESRARSR] ERRPH EEE],
s SHE T SIS ELRERR HTTPS Ei#E 443 .

*.vmwareidentity.com
gaz.csp-vidm-prod.com
*.vmware.com

*.ni-onsaas.com

&4t vRealize Network Insight & fULEEES 2 BIAY BRI 58 E B A 33 2l
£ VMware Cloud on AWS HIE%E RS A &8 BB 1E -

m A vRealize Network Insight W& g8 Z VMware Cloud on AWS &4 .

a
b

C

A VMware Cloud on AWS , #8it A : https://vmc.vmware.com,
EEBRER2MRSIERL  R—THMABE > Fa.

EREAFLE  B-THERE ARR-THEHEE  XARAEET|RENRENRHA,
B-TRENE  UHRBERREER.

21 vRealize Network Insight Y SE2E E S EME R,

BRI LAEHB B AR R R EA |, LA VMware Cloud on AWS NSX Manager
H vRealize Network Insight 2 3478,

n EVRARERA.

a
b

C

e

EAVMC £#4& , 1A : https://vmc.vmware.com,
EREBEZ2MRSIERL , R THERAR.

ERERBAMF L Z-THERE , AREZ-THEKY  THFRARMEE.
WAFRANBE,

s K : @ ABEE vRealize Network Insight W& 28 IP fuitHY VMware Cloud on AWS &4
SR

B EEVEM,

= R : BELHTTPS. DNS. DNS-UDP, NTP. ICMP,

= BifE  BRERARF

» EAZE ZRARERNA.

n R REERARSE. B, LRURETE,
FRAERAMA., BBFEBELBETHEER,

B— T8,
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SHE U E RS NSX Manager AR W EEBSH vCenter Z R EEN & ERF A &R Al

1 BAVMC &, @iutA : https://vmc.vmware.com,

2 TEHEREZREMRSIERL  B-THERNE.

3 EMERAERL B-TEEME K ARR-THEKA , XAFTRUREHERE,
4 BAFRANSH.

RIR : B AEE vRealize Network Insight Y588 IP {1ty VMware Cloud on AWS B4 A
.

Bt . RENRMERNEE , 3 NSX Manager , R%EIRE NSX Manager IBH .

BB : Z=ELHTTPS (443).

ByiE  EELAFF.

mE  BEERARE,

FRAERARMA. BDYREBTEEEFR.

5 E—T%#M.
6 #ITHREMLZBRRE vCenter Server KR A,

B FREESR 4 DY (B8] MA3RE vCenter,

71 VMware Cloud on AWS vCenter

BRI LS VMware Cloud on AWS - vCenter i85 & B KR,

AR
= EVBARE VMware Cloud on AWS - vCenter 3 5 & B 3RIRHI R %
a & A VMware Cloud Services £# &,
b R—TRKERKETH VMware Cloud on AWS,
c $&—TF¥% SDDC &M,
d ZEIRERSIER , REHTTIITHE:
= &R vCenter FADN HER , AEEHH L T vCenter FQDN,
» RFAMAR vCenter ERERFER , REERJLTTEAERE.
s BHUEZEDEE VMware Cloud on AWS vCenter K1 EER .

BF

1 7£ vRealize Network Insight A& NEF , BERE > IRFMNEHRIF > FIERR.
2 7E VMware Cloud on AWS T , #—T VMware Cloud on AWS - vCenter,
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3  EHI¥ VMware Cloud on AWS - VMware vCenter EE ¥
. EBERRESRERESR.
s RHEHR VMware Cloud Services #EUH vCenter FQDN.
»  RHEBEH VMware Cloud Services fEEHI A ERE .

4 B-THE.

5 ARENMRRGAEBANME WRA), KRE-TEX,

6 ##E VMware Cloud on AWS NSX Manager,

i VMware Cloud on AWS NSX Manager

BT LLETIE VMware Cloud on AWS - NSX Manager A& R38R .

PHEEH
s E4% APl Token,

n EEFHAFAETHAKN vRealize Network Insight Tl FE VMware Cloud on AWS Policy Manager
LRA DFW IPFIX , B4 BHEEEEEN NSX Cloud EBEA®., T8 , BALUEBES NSX
Cloud B8 (&) AGRFIGELIIE, NEESFHFMAER , F2HTX .

asat REASG SRR EE
HERE EER FIERHERE. A IPFIX
HBRE EHEEN NSXCloud EEE FrIRERIRIR. BA IPFIX

HBMAKE VMware Cloud on AWS (FTEA®) FIEERREFE. BA IPFIX

HBKE NSX Cloud &R EHIBERIRR

BrF
1 BITTSHEP—IE:
s MREEKRFE VMware Cloud on AWS - vCenter ,
a $# VMware Cloud on AWS vCenter,
b &— T NSX Manager.
. MREBEFIE VMware Cloud on AWS - vCenter ,
a R—TRE > RFEMERNKR > FIERK.
b £ VMware Cloud on AWS T , #&—T VMware Cloud on AWS - NSX Manager.
2 7 VMC NSX Manager IRFEEEH ,
= EREER vCenter,

ERBIZEAY vCenter BENREVUNESE. VMware Cloud on AWS, &% ZE# NSX Manager ¥t
BB FE vCenter MY E RS R M N RS ERIMES .
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s RMEEFELN IP LU API Token,
#7#E VMware Cloud on AWS SDDC X BESIEHE At NSX Manager #9 1P,
3 BR-TE®E.
4 MBELBEUE DFW K IPFIX T2 , FEZEEUA DFW IPFIX,

#F ETIERPEEHERAR -
m B8 E Nsx cloud Admin HEPR.

s BEENERERFIEE DFW IPFIX ESERERE, ZESRAEERA DFW IPFIX,
5 AEBERRR@AEBANKRE WRE), REBR—-TEX,

1% Amazon Web Services

BT LLTE vRealize Network Insight B Amazon Web Services (AWS) #i1 & & B3R
FAILE T HIMEERMN AWS IR FHIZRERIRIR.

n  EERMEL AWS IRF

= BEAWS RS

FEMELE AWS RS

FEAWSIRE (ABIREFRIRARE) EEABEREFZEE , ITEB AP FIUREMIHABPFEE
B AWS IRF

BHASTRERNEZIRIRFH AWS IRFBABAEIRS ., MFEFMAEN , F2H (ListAccount) .

FEAWS IRFAEREEL AWSIRENAR® | TeEEIARFESLE AWS IRFNER., TEELEN
AWS IRF S EFEBA® ARN ESEXTEAWSIKRFE, NEFHEAGHNFAEH , F28

( AssumeRole) .

HEE AWS IRFFIERERRRE , IEELSN AWS IRFEEEFERER KR,

EXE AWS IRF
BEAWSIREREXTEMELBHME.

HIEFE AWS IRF

FERHEITE AWS IRF |, LA LUE vRealize Network Insight B BT i8A P FTAEESERN AWS IR
ﬁo

B

B AWS API FFEURTERT A ME .
» EVFEMEERSRA,

n EAWSHEVHAE,
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EEXEAWSIRFEHFEIFERE,

BB E AWS TEAPEVH Amazon FEILEEAE. WEEZSHMER |, FH2H http://
docs.aws.amazon.com/general/latest/gr/managing-aws-access-keys.html,

HBEZA AWS IREFHNAE® Amazon EREM (ARN), 28 (Amazon EREM (ARN) F AWS
BRESdEE™)

BF

—

a b W N

10

E A vRealize Network Insight,

BERE > iRFMERFIR > FHIGRR.

£ [ABE] BRT , #&—T Amazon Web Services.

BEVBIER R (Proxy) EHEHER

A Amazon FEZREBHB R Y BN BB FINER,

vRealize Network Insight ZEE 15 | 20 2 ## R RURELH AWS 1REER,
B—-TR®E.

NMRRRINERHF[HEBBTEN/IRE[RDBHNETE , URFSAY. ENFENEBRANH
BUREZE , THABERRE, SEERA), ERENTERE) WIEERENTHR

ERAS EEME  RERE
RE 6k 2R
AE 10k [=AEY:E
ki) 3k ERA

akic) 6k 2&A

TR AWS IRFERFEEZ  EINADIMEELIRSEE,

RS ARN F |, BAERE AWS IRFHA® Amazon EREBUEEETE AWS RS,
RERTORE A EBAMEE.

B—TRX.

VRealize Network Insight @5 # A& ARN L H LIRS

B FEMBESRFS R

BAEBEE Amazon Web Services (AWS) IRFEYFERFRA , W AREELEN AWS IRFENE
HERFRAl, BULERASEFRAREE AWS FHFE,

BB AWS [RAIFINE IAM B85, flERENAE. WEFAENR , F2HE (RANER) .

BF
1

£ AWS FEad  BE IAM> RAI >V FEH,
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2 HEEBVYRAE@EF , E—T JSON £3|EH.
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3 7£ JSON XFEFH#RH , mARL,

By
FEERRSRA

T BUEETE AWS IRE R

ERFERA,

FREERF

B EMAETE AWS REPHEN

FREL&RFPHIBELIRS R,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

]I
"Resource": [
Wk

"Effect": "Allow",
"Action": [

ec2:Describe*"

] 4

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

J 4

"Effect": "Allow",
"Resource": "*"
"Effect": "Allow",
"Action": [

"organizations:ListAccounts"
] ’

"Resource": "*x"
by
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "<Role ARNs>"
}
]
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

:|l
"Resource": [
Wk

"Effect": "Allow",
"Action": [
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By Rt

"ec2:Describe*"

] 4

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

] 4

"Effect": "Allow",

"Resource": "*"

4 R—TRERERR.

5 ERFARNERT  GARAZEIR—TRIERA

BESR

B—BEABELRE , X HE—EACRUESEEEIRIEE vRealize Network Insight EE AWS Bk
B, KmELIRERR, EEEZVAGYKNECELRSRL , F20E AWS FEYAB,

i NMREFRBESKRFIEINACCESEERABRESETERS  BFHRBLISR.

EAWS HEVAE
WALV AWS A6, UEEEREHIEZE vRealize Network Insight BIRFE .

BB
JIHeE EVFRNELIRFRR PEYNARESIRFRANEE

BF

1 EAWS XEEH  BER¥E > IAM> A6 >RBRIUAG,

2 EBRVAGEEL, R—THMAWSIKS.

3 ERFRABIXFAAT K BALEFENIERFEBT K REERT -5 #R.
4 BEYERNFEELIRFRA  REET—%: &K,

5 ERHERY K WAAGER K ARR-TBRIAG.

BESR

EXEAWSIRFHREZEIFERE,

EEXE AWS RFHEMNFERE

RAEE AWS IREFEYFEAE , UEYE Amazon FEISEBEBAIERHENSBENRSE  UEL
vRealize Network Insight 1 #7#E& R 3R .
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—

BAAWS EE2EA,

BER®E > 1AM > ERE > MIEERE.

EFEERAERE L BAACEAEEE K BENEXREFIEEER , ARE-TT—E®&R.
EREERFAT , R—TEEEMNRFRA , REEEWBRNEBLENEINIRSRE,

n HATEAWSIRF , EREERFRA.

n EREE AWS RS | BREUEREIRFRAL,

Hh W N

5 B—TTF—%: B8 > TF—%: W,
6 B—TEIFERE.
7 BETENEREBIBENRBEHSWN,

%
n FEFE AWSIRE,
TR AWS BRIHGE,

it
NG
8

&% AWS API ZEUR E B X AE

WESERMEETEE URL BELER AWS,

n AWS AUEZEEEPIHE. FEETEHEHHEBBNER URL, MRETHEEFHIRE , F4
URL IEHEA=ZtER |, HlI0 * . anazonaws . come
wE UEBERAFTEETERARTEES.

MREEEHRER URL ETEARAENFE , AIBUT 4 BERESN R
»  BRT GovCloud MBI EE

B ec2.<REGION>.amazonaws.com

B 10gs.<REGION>.amazonaws.com

B sts.<REGION>.amazonaws.com

B iam.amazonaws.com

GovCloud &1

B ec2.us-gov-west-l.amazonaws.com

m  logs.us-gov-west-1.amazonaws.com

] sts.us-gov-west-1.amazonaws.com

] iam.us—gov.amazonaws.com
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FE (dtR) B

B ec2.cn-north-1.amazonaws.con.cn
B logs.cn-north-1.amazonaws.com.cn
] sts.cn-north-1.amazonaws.com.cn

[ ] iam.cn-north-1.amazonaws.com.cn

BRI LARE AWS BEIFEA recion B TRHIE—1E :

EEHEE

KEISRER (HZARM)
KERE JLEFREM)
EEIFEE JLmFEE M)
KEIFER (RENRM)
DAE (HE)
DBABE (BH)
BAHE CBI3K)
DBAE (BHN)
DAHE RR)

mEX (FE8)

B{EE CEMIRAR)

BEE (BEW)

BER (A2

mEN ERE)

Gov Cloud

FE [JER)

B
us-east-2
us-east-1
us-west-1
us-west-2
ap-south-1
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
sa-east-1
us-gov-west-1

cn-north-1

HIEE AWS ERIRIR
548 AWS ERIFOR -

BEFMF
B AWS API FEREABE A M. FSHEEH AWS API FEGRER XifE .

n B EL vRealize Network Insight F#IEH AWS IRFEZVZERFRA, EEZVFA , #F2

RERERSRAL
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n HEBREAWSIRFHREZEVERE, EEE AWSHEVHERE K F2RETE AWSIRFHEMERA
%O

BF

—

BERE > IRFMERR > FHIPHRIER.

EREET , #—T Amazon Web Services,
REVKEE RS (Proxy) EEHEHEEE .

WA Amazon FEIERHEAITBRHEN BB FRER.

A W N

B Amazon FRIERBHRE —ELSHENTREMERN 20 UFE. WFESHAER , F

2/ http://docs.aws.amazon.com/general/latest/gr/managing-aws-access-keys.html,

#F EE Gov AWS Cloud BIFFiEAER KR , FEBFERE#EER Gov Cloud BiFH AWS
WREFNERERA , B AWS IAM EAE, FRAFELRFNENSBNZESER  KERRR
8% vRealize Network Insight.

WRRFAREEE 15-20 D BB RFIZNERIEFER,
5 B—TRE.

MRRRINERUBBEBBT AN/ Proxy HHNERE , MIBMFS KK, BMFENERKPH
BUBRKE 2R, THRHINEERRIER.

BEEBRAN ERENTERE) NEEREN TR :

BRA/S  ERERE RERE

RE 6k ERA
RE 10k 2FH
ikid] 3k ERA
A 6k 25A

6 BE AWSIRFR , EUNERRBAREENRSE  UNBERANRE,

EEXE AWS IRFHEVFERE

KB AWS IRFRENFEAE , LS Amazon EFREBEABRYUENZRIEFIESR  LUEE
vRealize Network Insight H #7#8& Kl SR FE A .

BF

1 BAAWS EEE&,

2 BERKE>IAM> FRE > HEERE.

3 EHFEERAEEEL BACRAESRE  EREIXRTFIXESHR , AEER—TT—ER7R.
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4 EREERHFAT  R-TEEENMRERA A ARESWERNELETELNRSRAL
n HRIFEAWSIKRF , EMFERFRA,
. HRMEE AWSIRF | BEURERFRA.

5 ®R—TT—%: RE>T—5: @6,

6 B-—TEIUFEAE.

7 BRTENSAHNIIBNEREMSM.

“ESR

n HIEEE AWSIRE,

n HEEE AWS ERRIR,

EVEERFRA

BRARBE AWS IRFEVZERFRA, BBIERA , BAIUE AWS HEEFIE.

AT g AWS RAIFTINE IAM 285, fINEAERAR., NEFMAEN , F20 (RANER) .

BF

1 EAWS XEAH , BZE IAM> Rl > BZIRAl.

2 HERVFRAEES , &—T JSON R3|ERK,

VMware, Inc.
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3 TFEJSONXFF#H  @ATHRSRA :

2] i
IEEERF R {
"Version": "2012-10-17",
ﬁ% ﬂ%ﬁﬁiﬁﬁ&ﬁﬂﬂlﬁﬂgﬁﬁ "Statement": [
AWS iR 5 SR ER S R A, {
"Effect": "Allow",
"Action": [

4 B—THRBEERA.

"iam:ListAccountAliases"

]l
"Resource": [
Wk

]

"Effect": "Allow",
"Action": [

"ec2:Describe*"
] 4

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

] 4

"Effect": "Allow",

"Resource": "*"

5 ERERAIERT WARMEBAZR-TEIFAL

BESE
n EFEAWSIRFHESNFERE,

AWS : H#hIBH T 2

HREATRAE EBEEERESEHEFEA , Bk , AWS API FFIRH BISERN AWS B, vRealize
Network Insight X AWS BRIFH B EEF A,

£ vRealize Network Insight R A IE £ R A :

BF

1 EHEAWS ERERREEL , WA AWS FREBNZRELE. R—TRE.

2 EREEAHTEFEIUSEN AWS EiF, #®
2E ATeR4+EasRE.

VMware, Inc.
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IBE

FIEE AWS BELBARES A BIWE. MRREIUL
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3 RBR—TREXR.

i Azure 5]

& T LAE vRealize Network Insight A Microsoft Azure sTBIFTIE AERIKIR,
HEEBETIRER :

m Microsoft.Resources/subscriptions/read

m Microsoft.Compute/virtualMachines/read

m Microsoft.Network/virtualNetworks/read

m Microsoft.Network/networkSecurityGroups/read

m Microsoft.Network/networkInterfaces/read

m Microsoft.Network/applicationSecurityGroups/read

m Microsoft.Storage/storageAccounts/read

m Microsoft.Storage/storageAccounts/listkeys/action

m Microsoft.Network/networkWatchers/queryFlowLogStatus/*
m Microsoft.Network/networkWatchers/read

m Microsoft.Network/publicIPAddresses/read
RE L ARTHERR  BUNNEREERFESBREESREAC. RARBEENFEER.

BF

1 EREEHL , Z—TIRFHNERRR.

2 B-THERE.

3 EAFERAT , #E—T Microsoft Azure,
4 1EFIE Azure FTBIEEYP , REHFAEEA.

By Lk
U o 2R B R e TR ThRER PIREVKER R E SRR
b= PN oL B A Azure Active Directory (AD) B A BT,
ERARXREIT WARARXEBE,
ERRARELN WABRARIRESH,
HILE BT ERBIES
5 R—THE.

BN BEREED —EEREEE. ARTE2EE (NSG). NIC M VNet , FBERIhERE.

VMware, Inc.
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6 (CEEM) MRLMEWE NSGC RERZLESRENFMAER RE  FE2IEA NSG REERKE
BEVTH

7 EBEBXFHEGD  WAERE,
8 (BREM) EMEXFART B UREEHLHEE,
9 ®—T8EK,

B A NSG REL &%

% E1E vRealize Network Insight FRUAMRE Z 2 B4H (NSG) REERINE , BHUAE Azure BEHRK
A NSG RER#%.

B Azure MR FF T ERTE https://docs.microsoft.com/en-us/azure/network-watcher/ /#,

REEG
BRCEERNER, NEERNMERENR  F2RXENERMRA.

BF

1 & Azure RIEHFHAMARESTE. WEESZEM , B2H Azure B (FREFERAXM) FH (&
BRERUBARAE) HERE.

2 T Azure BRIRHERRBREMAE NFESEM , F2H Azure 1Y (WIREFERANM) Y (8
BEREBARNE) HERE.

3 £ Azure BIRHEUE NSG RER®R., WEEZEMN , B2H Azure NV (BBEFERAMF) P
(FESRERMERFERRE) HBERE.

4 7£ Microsoft Azure AOPUEF , H—THEFEWFE > Blob,
5 ENMERERECENES  B—TREFIER , RERIER (B8 Blob NWER MERER).
LA B RERECENFTERBHTIIEE,

112 VMware PKS
BT LAFE VMware PKS fEBERIRIR |, 7 vRealize Network Insight F#E PKS EBEFHFMAER .

DEFS

B BFTILYIFER) NSX-T Manager.

BF

1 EREIEEL, B—TRFAERNRR.
2 B-TEEKR.

3 #[®##| T, EE VMware PKS,
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4 HE[HEEHRR EEL  BHTIFAES

Wmus®E g

NSX-T Manager BEZE VMware PKS B ERFEKA NSX-T Manager,

WS EE (Proxy) E#EHEEE  VRealize Network Insight & B By EUERATIE NSX-T Manager 1HBBER T FEUN SRS I R MBS

e HEA NetFlow MEBHN K ERERBBEREBES,

AP| E#E T (FQDN) i A PKS API fAlfRE8H) FQDN FHHAER .
FEREER BAGETIEEN PKS ERAEERE.
wE EAEXERE pks.clusters.admin ER,

Al BWAER,
B BRIFXEESRHEFT BIW s, (), 1,<.>, ) WEE,

5 R—THE.

HEERBRERIAS .
6 BWMAENRENER K AEREEMETARAME.
7 B-TEX.

MREBDNEERBERERMB[ERE —NZE Kubernetes BRTEFIHRERAL , FH
RERMBEHTTISRS

a pks login -a PKS API Server - u username -p password -k
b pks clusters

BRESKRERESRI.
C pks cluster Kubernetes Cluster Name

d telnet Kubernetes Master Host Kubernetes Master port
R EEHAENER.
e  SHEH step b HREIMWEE Kubernetes #5% , E4E step ¢ M step do

1% Kubernetes

BA LA Kubernetes tEBERIRIR |, 4§ Kubernetes # & ME RHEENZ] vRealize Network
Insight,

5 Kubernetes EEMEERN NSX-T Manager 4B ZEFER U ERERFEES.

DHEESF
m £ vRealize Network Insight F## NSX-T Manager,
n TR Kubernetes API Al RES AT 1 N S B8 IE M 23 3 1T HL,

VMware, Inc.

LS
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BF
1 EREEARL, B—TREMERRR.
2 B-TEEKR.
3 % [B=#8] T, ZEH Kubernetes,
4 E[FEEHNRR EEL  RETIHIFMAER
WuEE L
NSX-T Manager EEUXE Kubernetes FIEMAEZH NSX-T Manager.
U EE28 (Proxy) EHi#  vRealize Network Insight & B EjREREZFTIE NSX-T Manager 18 BB RV ¥ FEUN S 28 E HilEs .
= BE FEA NetFlow WERNWBERERBBTLBFES,
Kubeconfig R—TEX I FEEE Kubernetes BEFME RN Kubernetes AR, MFEHEI Kubeconfig
AREEEXNFMER |, F88 Kubernetes MBS,
R Kubeconfig BRHPRENEAEL ARG HANBERER.
5 BR-—THR#&E.

HEERRERINE.
6 WABHIENER K ARABEEEFE E[ARBEMEE.
7 ®B—TRK,

#®R
vRealize Network Insight I 1E A #EE Kubernetes B & HME R .

BIEBSE
B ZE Kubernetes BRI WIFFHFMER , FSE BT Kubernetes FHHAIE R,

1% OpenShift
BRI LTI OpenShift MIAERIR |, 4§ OpenShift 3¥41E BHEELZE] vRealize Network Insight.
#E OpenShift ML FEM NSX-T Manager A EHH I EFE NN ER ERHEE.

DEFG

» 7 vRealize Network Insight F¥71#% NSX-T Manager.
BF

1 EREIEEL, R—TRFAERRR.

2 E-TEEKR.

3 7 [B8] T , #EH OpenShift,

VMware, Inc.
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4 HE[HEEHRR EEL  BHTIFAES

mueR L]

NSX-T Manager EET I OpenShift FEBMIKH NSX-T Manager,

W5 EE (Proxy) E#E#  vRealize Network Insight & B E)ZEEEFTIR NSX-T Manager HHEE( AV ¥ FEUR S B IR BEMERS .

= e HEA NetFlow MEBHN K ERERBBEREBES,

Kubeconfig Z—TRW , I FEEE Kubernetes #EFHME RN Kubernetes A KR, MFEHFR Kubeconfig
AR FEAER , 5208 Kubernetes SREASH,
85 Kubeconfig BRPREMNFEAELBREEIIHMERER.

5 E-—TRHE.

HERTRERAL.
6 BMAERREFENER K AREBEFEMEEARBME.
7 B-TEX.
mR
vRealize Network Insight 3R 1E AT #EX OpenShift FAE ¥,
RESR
FESBRIE Kubernetes FMAERFNFEMAER.

¥11% Palo Alto Networks Panorama
& T LAE vRealize Network Insight A Palo Alto Networks Panorama ¥ &% B 3R

PEFRMY

BRLEESEE XMLAPI FHENEEEAG NEFTLHMAER , 28 Palo Alto %,

#&® vRealize Network Insight B I T 2B BEE X ERERE KRB RE Panorama R A# Palo
Alto #E R R,

BF

1 EREEEL , Z—TIREFMERER.

2 B—THIEFKE.

3 EBAEET , #%—T Palo Alto Networks Panorama.

4 7TE§# Palo Alto Networks Panorama IRE SR EE T |, #HFAEEH.

B B
UREESE (Proxy) EEEHES RTRRNIIEERPIREURE S E R,
IP fi#it/FQDN B IP ks FQDN A& R,
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By B
ERELR BAERERR.
iR LN

5 R—THE.

6 CEEBIXFHRS , GAER,

7 (BREMN EMEXFERT  BTUREEHEHE,
8 B-TEX.

T Check Point B2 @ iR25

vRealize Network Insight & Check Point 2 M EEER (SmartCenter) fl Check Point Z#iH =2
£ (MDS) B [ fR28.

BEFMF
BRECHEERNER. MFERNAEBEENR , F28 (Check Point BF X&) .

BrF

1 EREEHL , #2—TIRFANERRR.

2 E-THEKR.

3 TEBAEEAT , #—T Check Point EZfARER.

4 7FEFI8 Check Point EEARSMIRFRIFEE S , RAUMEFEM.

B ®E
WIEERR (Proxy) EEEHER TR IThRE R P REUK S B RS
IP {z#it/FQDN B IP {73 FQDN s4AE

B MREEFHE Check Point MDS BE MRS , BIA4ERME MDS RS
IP, &EEEHTIE MDS ARBNAEEERRES P RAERER IR,

EREER BARREEE.
iR BARE.
B—THRE.

EEBNFHHRT , BAER,
GREMN) EMEXFART , BRI URFEEHMEHEE.
TRX.

00 N o u

E_
1% Cisco ASA

& T LLE vRealize Network Insight ##% Cisco ASA $iE A& R RIE,
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BEFMF
BRABRRERABEXTETIRNER, EAENERLARMR Cisco ASA AR ZTHEE.

B

1 EREFEHL, B—TRFANERRE.

2 BR—THERR.

3 TEBFAHEIAET , #—F Cisco ASA.

4 7FEFT48 Cisco ASARFHREFEEF , RHAEEM .

By B

YR (Proxy) BEHF#ER e TR X TIAERPIREUN SR B E RS
IP fz4it/FQDN B IP {3tk FQDN &R,
EREEE BAERERR.

HE ERERAERAEER  NWESKERRERS O URTBRRZZRE.

B BARR,
HEE ERABANEHEAR Cisco ASA WRABXMEZTEEE,

5 (REN ZEERFEEINERNRE , BiR—TEA SNMP (ERARERENERIKE) ZIA R,
6 R—THRE.

EEBXFHRT |, §AERE,

8 (BEM) EMEXFART , BUURFEENEMHE.

9 B-TEX.

~N

¥T1¥ Fortinet FortiManager

£ vRealize Network Insight A , A LA#& Fortinet FortiManager $iZ 5% #RIR :

DEFRS

BRTHEE

s IBERAME FortiManager 6.0.1 iR,

» ZBELEESRFNERAEASC  SEHFEFTE ADOM MRAEH.,
s BALRGSHNE (CL) BUA rpc-permit read-write ZHEURE,
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EERE rpc #BR , 5 FortiManager CLI RERAT &% :

config system admin user

edit "<administrator name>"

set rpc-permit [none | read | read-write ]
end

BF

4
5
6
7

ERERET , B—TIRFNERRIEF > FEFRIE.

EBXEERT , #—T Fortinet FortiManager.

TE§718 Fortinet FortiManager IRFRIREE+ , WA FEEM
By Bk

Ui #ERR (Proxy) EEHEH#ER RTRRIhRER P IREUM SRR EETMES .
IP f4it/FQDN B A IP fusitsk FQDN ##ER
FEHEER BMAZARLEERRENERESRE.
B BARE.

B—TR&E.

EEBIF LT , WABRIRIFHERE,
GREM) EMEXFAIRS , B LUR FEMBME.
E_-ItﬁiD

18 Arista X#:88 SSH

& A LATE vRealize Network Insight 1§ Arista X288 SSH #IEAERRIR.

BEMRMYS
BREERTIER

MEEAE.,
M SNMP FRE.

BF

1
2
3

EREEAL , B—TIRFANERER.
B—THERIR.
MBS MTIREET |, B —T Arista X¥#8§ SSH.,

VMware, Inc.
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4 TEFM Arista IRE SSH IRFJRBREE T , REHFTFEM.

BE B

Ur SRR (Proxy) EAMER TR RP BRIV EERE RS

IP fz4it/FQDN B IP {733k FQDN HAER,
HE LN EMALE VMware NSX Manager FEFARMR IP/FQDN , 7 HERRE
1143 2 3-8

EAEER BAEREER.

BB WAR,

5 R—THE.

6 (BEM ZEERFLUENERRE , FE—THA SNMP (BEARERENE RS ZBAHR.
EERIF AT, BAER.

8 (BREMW) EMEXFHRT , BALREEMEMEE.

9 BR-TEX.

~N

1% Dell OS10 3#azE

A LATE vRealize Network Insight A Dell OS10 RIREEHFHIEHERRIR .

REEH
MFEZEN Dell BN HBER , F2R (XENERVNRE) .

BF

1 EREEHL , - TIRFAERRER.

2 R—THBFRR.

3 TERRMSRAZABAET , 2T Dell 0S10,
4 EFEESIKEEES , BRUFMEEMR,

25 B
U e 38 SR B e TRNIpRER PRIV B EHRME,
IP fz4it/FQDN B IP {733k FQDN HAE R,
EAEER BWAEREER.
2 WA,

5 RBR—THR#&E.
HEETRRANML.

6 BEERMASNMP RERWE |, FRIER SNMP,

VMware, Inc. 52



A vRealize Network Insight

7 HEBBXFHEG  WAERE,
8 EMENFAMG  BULREEHEHE,
9 ®B—THRK,

BESR
£ Dell OS10 R#28 FRAAEA

£ Dell OS10 X#z8 ERAAZE A
BRI LATE Dell OS10 K228 FRAAEA] , UEE Dell RER ENEFESTERNBER,

PEFRMY
12 Dell OS10 32 #2 28
RN EREF | vRealize Network Insight WESREREREFCERERE FNHE,

ERFEADEZER AERNIEMN ERN & HER) MIEMK , EXRTESREIEHAEE. Dell 0S10 TR
B gRPC REEHUMEE B S , LA LLE vRealize Network Insight L EHHEN ., EAERLDERE
FEREEMOAERNERARINERE  YISHREHEZHEARINARNTE,

EF
¢ T£ Dell OS10 RMAELEHIT TGS -

telemetry
enable
g
destination-group dg03
destination vRNI Collector IP 50000
g
subscription-profile sp03
sensor-group bgp
sensor-group buffer
sensor-group device
sensor-group environment
sensor-group interface
sensor-group lag
sensor-group system
destination-group dg03
encoding gpb
transport grpc no-tls
source-interface ethernetl/1/1

"R
vRealize Network Insight &S &# Dell OS10 K[ IWE T FERE.
m per-port egress unicast gqueues

m per-port egress multicast queues
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m per-port egress service pool

m per priority group ingress shared headroom

m per service pool ingress
BIEDSER
MITTIME—EH :

B show ports where metric > X in time range

B show switches where metric > X in time range

B port show metrics in time range

B swicth show metrics in time range

m  show switches where at least one port metric > X in time range

!&%EEU*E@E’\J$1¢E%§§§O @Jﬁﬂ , SwitchPort Buffer Threshold Exceeded Event,

BHANESNHAREETECAEREE  YRHERBEHER.

$11% Huawei 6800/7800/8800 Z %

vRealize Network Insight X &% {8 Huawei 252 2751,

BERMF
ERELAZDREERIER.

BF

1 E[REIHAEL, B—TIRENERER.

2 BR—THERRE.

3 TERHBATI/EBT , BE Huawei 6800/7800/8800 R,

4 BATHER:
A& %
W EE 2 (Proxy) FEHEHEE TR T S RER Proxy BEEHEES.
IP fi31t/FQDN B IP {usitsf FQDN E41E R,
Username BAZARLER RN EAE SR,
Password AR,

5 R—THRE.

6 WREERKERA SNMP |, Z2E SNMP R4,
a ¥R o, MANMBBNLETFS
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b #R3, WATHIER :
] Username
] Context Name

B Authentication Type

7 REERMGERMMEE.
8 ®E—T&E%E.

RESR

BA L& vRealize Network Insight B FHITh8EEE Huawei £ B REX RSB EA .

EHE AR - E R AR IR

ER AR R

Huawei 8% B 23 S XA BZE R AR

EE  RERERENRHSTHER

BRI

= Huawei BRHERHRHRER
= RASRNE

n EEBEE

n REEREREE

= BRH

SAAY  XE M-LAG (ZHBEERES) M VRRP (EHIK MR EERBMBE)
BE

= Huawei #9 VRF (E5EE B MEX)

= Huawei BWEEHBENE

= Huawei WXIEzREEE

= Huawei WEEIREE

= Huawei & H

Huawei NetStream & 51

¥ Cisco ACI
A Cisco ACI SAERIRE, LIEEERRLLERERE.
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BEIRA

m BEFEIA HTTPS EEZE APIC #2488 REST API , BAEREMEABANEEE  LTEHEESE
PR

n A SNMP , BXEEBMERER.

» BREEEAETIERNIEERERAS .
. ZEMAE 2
n AR BEEE
s TFHUE  EE

WMFEWMATE Cisco ACI FEIAKEAENFMER , 528 (Cisco APIC Z2MAREER) ¥/
(FH., BREBARFEE) —&,

EF

1 ERETHIRFAERREREEYT , B—THERER.
2 7EHMT , #&—T Cisco ACI,

3 7E¥¥ Cisco ACIRFEHIRREEA , IRHAEEM :

- 3] B

Uz #E38 (Proxy) EAHER e TRNIRER PIBEVKNE B E MR,
IP fiz3it/FQDN B IP itk FQDN &R,
EREEE WAEAERRE,

HE NMREAEAREERE  AIXEEERAESBIHIE apic:. fif, MR
EREEBAS userl , EERAERNEE domaint , AlEAERBIEES
apic:domainl\\userl., FHEBES K IE.

R BARE,

n  REVUNESRERMES.

s EHBEREM APIC H4IEEHY IP ik,
i EBEE AC HRERPFIEMER T,

n RYHEAERE.

m vRealize Network Insight #£{EBI X #25EB SNMP WEEEE R, TEMAL I , FRIME
H SNMP,

4 B-—TRE.
5 BERNRRAAEBANME MRS, ABRE-TEX
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&% NetFlow ] sFlow #iE &K E I E S

B - EERRENES  IRERRIFIUE sFlow M NetFlow X BIWERE. AR
NetFlow = sFlow W R ERKEE —BEAKRER. SEEAMEFTEMERRIR. MRE Proxy
AR LEME T HAEMERNER , AICEERE sFlow M NetFlow WEBRREWESESS.

BF
1 EREEEY , B—TREFNERRE.
2 B-THEBER.
3 ERET , Z—THREARKESE (Netflow, sFlow),
EERWERLES sFlow,
4 BETHABBAMEE,
5 #&E-TEX.
"R
5 vRealize Network Insight W& T sFlow MW E%Hl , BB LB RARENTEER.

RESR

BRERBBURREBRXTERTRERESR.

s EZH B/ (VRealize Network Insight R #T#8A Uk SE88 1P fidt),
n RERBUREF[NWELE,

n  EIRWHAER.

i REBFIAREGERENRRRE. NRFAEN  F2ESEHNTIRR[RAIM.

¥T1¥ vRealize Log Insight

vRealize Log Insight 81 NSX S4 AR N E NSX i2#k. {ER , vRealize Network
Insight 8 10 2 #E% NSX IREE R —X, EIlt , 7 vRealize Network Insight 1 $1 vRealize Log
Insight | EEEREIESEHEN , MTARREES.

£ vRealize Network Insight # vRealize Log Insight & |, vRealize Log Insight FIE4X N E REH
vRealize Network Insight £, REEZIRIERNLZERH , NSX WLk EREXF vRealize Log
Insight , BEBEXER, WEIER#E , vRealize Network Insight S HE FE VT 2 B4R NSX
Manager , W MBESFLZ2HANER, Bal , HBESEIERZ2HE CRUD HEANE R,

HNZE vRealize Network Insight A X ## vRealize Log Insight MRASEE | 3528 (VMware EREEMY
HERXR) .
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—

#E R EEMFHA®IFE vRealize Log Insight API B9 vRealize Log Insight A& .
ERENXZEEE L , B—TIRFMERRIR.

BT HIERIR.

ERRRfmIREE T&— T Log Insight,

EHE Log Insight ARRBIRFRRFEEL , B—TEEEEZENRA, SER—EARERE ,
HA R H T H ¥ vRealize Log Insight BRI IGRH B EMEHF , LARFE vRealize Log Insight LA

ga b W N

Succesfully Added Log Insight Datasource!

Webhook URL:
https://webhook_user:Ylc1386X96@10.153.188.118/loginsight/alert Copy I

Next steps:

1. Copy this URL.

2. Log into Log Insight with the credentials used for adding this data source.

3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.

4. Search for "vRNI".

5. Select All vRNI alerts and click "Enable".

6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

Webhook URL HJ#2EH .,

i EHRERIREELEMN Webhook URL F vRealize Log Insight H{EH .
6 WAXNENFMAER.

£198 _H

W ERER (Proxy) EEEHE RIAEHKERFHSNHERKERN 1P ik,
IP fz3t/FQDN BMAERIRE 1P {35 FQDN,

ERAEER BAZARBEEERRRNEREER,

=S BAERIIORNETE.

BEREME ALCRUNIFTZIVEENREBRMAE.
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7 BIYEBRRRE, 2R —AREEE , KESREM Webhook URL BLRTE vRealize Log Insight £
B URL ABRITHIS B, B8 Webhook URL, EHARFELERKRNRIEEAN. &
vRealize Log Insight EARRFMAER , ABRREL Webhook URL, B RIRER , ERE
BRI

| Help - Adding a Log Insight Data Source X

Guidelines before adding Log Insight data source

1. Log Insight version 4.5 or higher

2. Auserin Log Insight, with access to Log Insight APIs.
3."vRealize Network Insight Content Pack" installed in Log Insight.
Version dependency matrix

vRealize Network Insight Log Insight version(Oldest vRealize Network Insight Content

i version supported) Pack

38 4.5 1.0

If all the pre-requisites are met, please proceed with adding a Log Insight data source
1. After the Log Insight data source is added, a webhook URL will be generated. Copy the URL.
I 2. Log into Log Insight with the credentials used for adding this data source.
3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.
4.Search for "vRNI".
5. Select All vRNI alerts and click "Enable".
6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.

7.Click "Enable" to save the changes.

&5 vRealize Network Insight B vRealize Log Insight BRI R L BRI EMERSE 1 /DNERE
BIfER

1% Infoblox

vRealize Network Insight St 8F#&# Infoblox Grid $#A DNS ERHEM &,

Infoblox DNS #2t 7 EEMIZH| DNS KEMREARIRTR. SEM Infoblox Grid R#ER DNS E R E4 T
BEAM. RHE Infoblox #) DNS BXHERAREZR IR B fYit 1P (ut MERRBEEBARRE.

Infoblox DNS ERIELEBER CSV E AR DNS ERtE,

MRAEWERE LRTE Infoblox DNS ERHR |, RlItb o A EMHBH W ESR LR EHMER R, HRHN
Infoblox , T EEHHMINESE.

ZREE

s EBBIMAS | vRealize Network Insight £ % # Infoblox FJE — B,
n BERAFEXE ARE. BOITXEHLA A L&,

» EBRREP  ERETHERHN P AUZEDNSER.

= MRE-HERPUUEZMEFQDN , AIEEREMAE FGDN,
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—

EREEE L , B—TIRFNERER.

2 B-TEEKR.
3 #&—T DNS TH Infoblox.
4 RETIER
%* 3-5.
RE RA
Collector VM RTHATheER PRI SRR E RS,
IP Address/FQDN B A Infoblox Grid B IP {z#t/FQDN,
Username BAZRARBEERRENERESR.
Password WARE.
5 R—TH®E.

B WTILEE AP Privilege MIFE Infloblox API,

6 RERRRWABBNME WMRA), RARE-TERXHE Infoblox DNS ERIFRHIEERIE.

1% F5 BIG-IP

vRealize Network Insight & F5 BIG-IP WIS HEME HEHR[/ e, IEERMSE- EREERE. &
AT, VRF, A, BHSNHE. RIQ[EER ERREE JR[EZEEE VRFERR, X1
REXRNBABERRS . EEHE FSBIGIPER | FEAEHFTE r5 BIG-IP Data Source,

vRealize Network Insight T X B EE#ES - EERMEHREHH LLDP MEBESMERE.

#% F5 BIG-IP i A& R KR :

DB

» FAEXERS:
n AEEAEHED BN cuest ABMERER.
= ¥ REST API 9 77ERAE.
n ¥ TMSH R in#H FEUE,

» TEHEE LA SSH,
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;‘% SSH E&Fﬁ password authentication , ﬁ[l—Fﬁﬁ'Zl'_\ .

B

n Ef root EEEAERAEE SSHD AR,

m 7 vRealize Network Insight ¥ F5 BIG-I1P ERIHREF |, B2 root EHERER.

m Root FRAERE HTTP FERE., root FAEERAREERN.

[root@bigip:Active] config # tmsh

root@bigip (Active) (/Common) (tmos)# edit sys sshd

## Adding the following configuration ##

modify sshd {
include ”
ChallengeResponseAuthentication no
PasswordAuthentication yes”
}

FHEF

Save changes? (y/n/e) y

root@bigip (Active) (/Common) (tmos) #

root@bigip (Active) (/Common) (tmos)# save sys config

root@bigip (Active) (/Common) (tmos)# show running-config sys sshd

sys sshd {
include ”
ChallengeResponseAuthentication no

PasswordAuthentication yes”

BF
1 EREIEEL, B—TIRFAERRR.
2 E-THEKR.
3 EMHE=SEAZRET , EEFS5BIG-IP,
4 BRHUTIEN:

o ES

WSS (Proxy) FEHFHEEE

IP fzsit/FQDN
Username

Password

5 EXFARPBAERR  E-TRE.

VMware, Inc.

SRR
RET R INEERPEE Proxy EHHER,

B IP {3} FQDN s4E ¥,

BAZARLEERRENEREER.
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6 WRAEHUWERA SNMP , FFREL SNMP fRA,
a MRLZBE 2c , FRAMBBROMFEFS,
b WMREEE 3, FWMATIAR :
u Username
B Context Name

B Authentication Type

B R F5BIG-IP ERAENMEEES LRE SNMP,
a BAF5,
b BEZRH >SNMP,
c BZE SNMP> RERX > FH (v1,v2c).
d BARBEFH,
e BARIFIP fiit,
fEREMERFEE,
g BR-TE%R.
7 BREERHUEBNME. £-TEX.

1% ServiceNow

ServiceNow REEEE R E (CMDB) TEL2HBHRER P LOANKBNEREREBRA 2 HIE
%, ERTHBEEEFME S, BB ServiceNow EE |, vRealize Network Insight AIARE
ServiceNow CMDB A A ERER , AL EEBHEIIEZE vRealize Network Insight,
CMDB #:&

EAXL  CMDBBEUTIHER :

w ARERB  ASPHERDTH. Bl BR. XBRF. R, EARX. AR[UERKES.
FEEME  HREB CENEANELSER, &6 BURR. BTN, RBRER.
BEACEEHMEEEERNRE,

» AREEER  SEASEAXAREREANTNERIEEE.

w BAEMEEER  BNWAREE 2BHNEERER,

A LR EMEE R AR HART S BT RE,

ServiceNow X EEARBRIERYE A ZRER—ARERENVEEEREXMEM. ServiceNow RFEE
BEMAAPI FHEVEARINRE , U EBREYEEHRER, FEEEEARYRESR
ServiceNow CMDB 1,
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B 8% ServiceNow BRIHGFEH L E vRealize Network Insight B | vRealize Network Insight &%
ServiceNow CMDB #H &S #EERAA RE 18 B MBI .

Dependency

Fetch the configuration
Items and relations using
REST APIs from ServiceNow
CMDB and store In

vReallze Network Insight

[Full fetch and deita fetch

Approach for Application Discovery

Application -

Using relationships, Define tlers by grouping common
traverse from an configuration items.

N " Example: All configuration Items of
Application entity up to
the compute layer entity. type Web Server form Web Server

Example: Linux Server, Tler.
Windows Server.

vRealize Network Insight AR & EHREEVE

n EEREEREINE 12 /DEET R, SEEES CMDB AR ERINFIERE. i ELFKESRE
FER KRR , TR,

n EZEHENE 2 pEETX, BB CMDB ARFFIERERN AT . SRR EE,
vRealize Network Insight BEEAMN 12 D EAEEFAENEH L RMRELFHMER

&5 VRealize Network Insight &7 5¢ X 18 B A S A EUE B\ B B A B B e 28 Y

PR I Y FE BR (B

FREIER

maxAppsPerDataSou

rce

maxTiersPerApp

maxMembersPerApp

maxGraphTraversal
StackSize

maxResponseAppCou
nt

#H
BREENRENEAEARIH.

BEEARXIRENRAESR.

BEEARXIREFNRAKREH.

17 e o PR Y R B KN E PR

AJLTE AP BIEEHREREH R XERARRE.

¥ ServiceNow
BRI LS ServiceNow B E R R H 2 vRealize Network Insight |, HEEVERARRANEHAE

DEIEAF

BYRBEREEERER , TRMBEHNIR.

BF

1 & [RE]HHL, Z—TIREMELNRR.
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RN R

BERRRE N EN Y EERRRR B4 ER
LRRER , YEREHEARN.

EEBRLERERGZE , TEEHEARE
Ao

EREBRLEMERS ZE , TEEHNERE
X

BreEvEARS , LBE

SizelLimitExceededException,

EERRERANEAEZRSY , XY EEAENE
BUREER.
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2 B—THIEFKE.
3 7 CMDB T, #H ServiceNow,
4 TE[FEEHRE EEL , BEHTIFAER

myEE Ll

W ER2E (Proxy) EEEEMER  ServiceNow HIEH URL

IP {41t/FQDN I IP {3t FQDN FHAER
ERERE BWAZARNEERRRNERAE SR,

B CE BB EREBAR ServiceNow FHNEERRBNEEE.
et WARE.
5 R—TH®E.
HERRERERAL
6 FMBHER] CMDB A .
a EHA CMDB &,
b E—TTRUTHBERHERERE.
c EHRRRE. FHSHET CMDB AL,
d & FEEHRER] EEL  ABEIRNMEEHN JSON EER,
7 BWABRIRHER  REIIGE AN
B—TEX.

[o0]

rESR

¥ ServiceNow BEHRIHR% |, vRealize Network Insight R REH L ZE vRealize Network Insight #
# ServiceNow CMDB FI AT FIEEARR . MEHMAEN , A28 FERRINERAER.

FE:& CMDB A REE
vRealize Network Insight S £ H JSON #E XA AHRERE BT ServiceNow,

{
"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": false,
"ignoreWorkloadCheck": false,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci service discovered"
1,
"valueType": "CI CLASS",
"systemGenerated": true,
"expandCIClass": true
by
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"name": "relationshipTypeClasses",
"value": [
W
1,
"valueType": "CI_VALUE",

"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",

"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"

1,

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [

1,
"valueType": "CI_VALUE",
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"systemGenerated": true,

"expandCIClass": true

by

{
"name": "trackedCIClasses",
"value": [

"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,

"traversalStopRule": [

{
"fromNode": [

"trackedCIClasses",

VMware, Inc.
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"workloadCIClasses"

1,

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

vRealize Network Insight E4ARBEER , TREFEE 30 »BETEREERERNELENGTEMEERAR

:_Eto
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g5l . ServiceMap M fEATER CMDB AREIFRREIMNERAREX A EH

g5l : vRealize Network Insight t AR EERARXNCENER
& A& vRealize Network Insight 3£ & ServiceNow FHIEARER .

2 | Application Service ¥
G  ApacheMySQLWebA...

Apache Web Server v
Apache server@test...

% MySQL Instance ¥ Linux Server ¥
MySQL Server@test... testwebserver
Linux Server ¥ mmm| Network Adapter ¥ o | Network Adapter v mmm| Network Adapter ¥
08 | cadbsorver eth1 etho eth1.1999

Network Adapter v VMware Virtual Mach...v
eth0 Ubuntu-12.04-Pankaj...

VMware, Inc.

VMware Virtual Mach...v
Ubuntu-12.04-Pankaj

68



A vRealize Network Insight

Modify Application

Application Name * ApacheMySQLWebAgp

------------- Application Totak 2VMs | O Physical IPs
¥ Tier Tier Tatak 1 Vs | OPhysical [Ps
Mame* ApacheMySQUWebApp apathe web server
Virtual Machines /P Addresses VM Names v Ubuntur1204-Parika]
¥ Tier Tier Totak 1 Vs | OPhysical IPs
Narme * ApacheMySQOLWebApp db mysql instance
Virtual Machings / 1P Addresses VM Names v 'Ubuntu-12.04-Dark--Pankaj-1

(] Analyze Flows

n -

Bi] CMDB #&E

EESXETRRMEL , ServiceNow # vRealize Network Insight B4 X E—R#AKE., CMDB HRENLER
A JSON #%&=.

AREEIE

n AHREIEH

n ARIEE ZEMNEHF

n EREEEBEGRA
ZAILURBEEBR] CMDB AR,

B 2FARN  SxAERYENAERAEARR. Bit, RFURELEE 30 pETRETRE
(RRIWEARXERR L.
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mu=E

fetchOnlyApprovedApplications

nameBasedSearchForVm

ignoreWorkloadCheck

ciGroup

Rules for graph traversal

applicationClasses

VMware, Inc.

A
RFFHMEER ServiceNow HEEZENEARN, KER , ZEERA False,

AT MERRREBEE vRealize Network Insight I RN1ZFE ServiceNow [ #a2
REAERKSREBATTERKSEESER. REERESR True , BIGEI B
ERHEESEER | I B vRealize Network Insight &8 21 ¥ FERY EEEHE R AE I
MEE  MAEFHTEERRER,
EFEAREHENER T FBRIAKRMEEF RRSEER , TAERALE, KE
% , ZEERA False,

AFTHEETETENEEREZRE  IEAFERN TEERERTFERTRN
128

EFEARBHENELT FBHRIAREERIRBEEY BETFEREZFR
ERBMBMER  TUEALE. KER  ZEERAB False.

EHRERFRE ServiceNow MAHAEE B fBEBM . WBUANTIRE
B Name : ARRIEEFENER
B vValue : BRUWEAR ServiceNow HRIZBHIFE.
m  ValueType : f2FF CI_cLass (EHEUNERIE M) M cI_VALUE,
® CI_CLASS - AREEEVER],
®m CI_VALUE

{5 vRealize Network Insight —fE&H#§B applicationClasses.
workloadCIClasses. trackedCIClasses. workloadCIClasses M
relationClasses,
B systemGenerated: AFTMEERZENACERAEERNENERERE
Bl
B  expandCIClass - ARHFHRMERVLIERE2RME value R HAAEREIER HE
#9728 A.
XE-ERANBERA
m traversalRule : FIBAHRERNELE.
B traversalStopRule : RAFFHERE,

fE traversalStopRule FHRAIMNEEIEF SN traversalRule PR
al,

® associationRule : EERMBEBN TEEEAFNEE,

RANRE :

B fromNode : EREERRH cicroup KIBE.

B toNode : EAFEHEBMA cicroup WFE.

B relationship : ERFEEEEFERBMMN cicroup WIBE.

B priority: MR ciGroup HEMERA, Bl cicroup HRAIERE
priority ETRE., BEIEFFRER  BEIEFELS,

I B EABENAAEAARRR R, BLERARTAE CMDB FHEAER
BRI ARTER R,

FERBEREEMEN cmdb_ci_service discovered A, HERINRH
ServiceNow HJ ServiceMapping Zh&E i@ L EARER .
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mu=E

workloadCIClasses

trackedCIClasses

relationshipTypeClasses

workloadRelationshipTypeClasses :

ignoredCiClasses

ignoredTierCiClasses

A
PIHAE U EAERN R REELRS I Linux AR . Windows Ak
) WAREIEE . flan , EHH#E. AWS BITER . BRAER:S.

BE , TEESARERUMARIEBENAR. BEAUEATARNAREERE

REVE.

ERARBETHARERER

B cmdb ci computer: RIRFIEETEMBHARLER, EREARFAE Linux
F wWindows fal B 2= BB AR ¥E R .

B cmdb_ci_vm instance: RRERFEER , flw , EEEIRN AWS HTE
8.

® cmdb ci vmware instance: fi& VMware EH#ER,

FIH AT ARABEREEN — BT EAREER , BRT applicationClass 5
workloadCIClass BASh, FHEMR applicationClasses &l
workloadCIClasses SERE , LhBAPHNARERZXUEN.

vRealize Network Insight &% trackedCIClasses RIERWFAEERIELE , K
7 ignoredTierCiClasses NRRRHVERIEAIN,

Pl HERAREB SR REREREARN A AREALER .

ERACEER - MEUTEREARE.
PHERRTRIFANEROBMENEEER. TR ServiceNow AR XIEN
%

B  Hosted on::Hosts

B Instantiates::Instantiated by

B  Runs on::Runs

B Virtualized by::Virtualizes

HH vRealize Network Insight 4B ZBELAHE ServiceNow CMDB #EEHY Fr A 4 &
EH,

EEHEBREANGEEER , AIUZRTXEN FER,

k78R , cmdb_ci_vcenter server obj FIRFE ignoredCiClasses &, B%
EARRXHFETEE vCenter Server,

RERAILEARBFAENERARENED

BT R# nameBasedSearchForvm ERARREARAMNBE CMDB ARERE , HF
cmdb ci service discovered BRIREAH , WERERITHEHEAR.
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i

A Application Service ¥
=  APP-NAME-BASED-...

{6\:} Nginx Load Balancer ¥
A1

@ Nginx Web Server ¥
AC1

{g} Generic Application ¥ {§} Generic Application ¥
B1 BC1

{:C}} HBase Instance ¥ HBase Instance ¥
c1 cct

HETH CMDB #HEER

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,

"ignoreWorkloadCheck": true,

"ciGroup": [
{
"name": "applicationClasses",
"value": [

"cmdb ci service discovered"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,
"expandCIClass": true
by
{
"name": "relationshipTypeClasses",
"value": [
e
1,
"valueType": "CI_VALUE",
"systemGenerated": true,
"expandCIClass": false
by
{
"name": "workloadRelationshipTypeClasses",

"value": [

VMware, Inc.
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"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",

"cmdb ci database",
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"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5
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1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

RRE-EREARNESL

AR R# nameBasedSearchForvm ERAREZE—ERERENWEF CMDB HERE  H
cmdb ci service discovered BBIREAH , YERERITHEEHEAR.

i

Application ¥
Single Level Test App

Database Instance ¥ = Windows Server ¥ (,f\ Application ¥ Windows Server v = Windows Server ¥ = Windows Server ¥ Database Instance ¥
APP-PROD-HR-VM3 a5 APP-PROD-HR-VM3 o AppTest2 a5 APP-PROD-HR-VM1 a5 APP-PROD-FIN-VM2 a5 APP-PROD-FIN-VM1 APP-PROD-HR-VM1

H:TH CMDB #EERE

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci appl"

i

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": false

"name": "relationshipTypeClasses",

"value": [

mwkn
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1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true
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"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{
"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,
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"toNode": [
"applicationClasses"

1,

"relationship": [

"relationshipTypeClasses"
1,
"priority": 5
}
1,

"associationRule": [
{
"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

] ’
"toNode": [

"workloadCIClasses"

] ’
"relationship": [

"workloadRelationshipTypeClasses"
] ’

"priority": 5

}
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BEH , flin , BRASAE. K. JBRBEFE VRF, RE[HEBENSE, ZEEVHBEHAEE B
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VMware, Inc. 78


https://github.com/vmware/network-insight-sdk-generic-datasources

A vRealize Network Insight

4 EFE-—-BREHB/RAREE L, BRAEHEM.

30| ®E

U S EE R BRI RS TR IThRE R P REUK SR R RS
HRARE BE EEMEA SDK B MARRE (.zip).
IP firsit/FGDN B IP {Zits FQDN #4E ¥,
B—TEH®E.

GREM) EMEXFARP , BRLUR T EREME.

5
6 EEBXFHRDP  WACEIFIZHIRBIRNBHIFZMERS.
7
8 E_—I:EQO

iR — R BRI
£ VRealize Network Insight 1 , A UER FEFHARERBREEN —RBHB[ IR RBNHRE,

VEFS

B vRealize Network Insight I2## SDK , L .zip RNBIUEEHAEE HEACELSEENE
BEM , fln , BRAESB[BNE. KA. JR[EFE VRF, RE[LBENS. EEEVELBHREE B
2/ https://github.com/vmware/network-insight-sdk-generic-datasources.

BF

1 EREIEEL, R—TRFAERRR.

2 BR-THEREN - REABIATBRBERRFEZTRNFEELRRRER.

3 BR-THRERL LEFHEBEASE.

4 (REN FERBLELENEELARE K BR-TLEEBRRE.
ZBADBER,. TREYMBRSEAAEE LENRBEARE.

5 R—THE.

6 (CREMN EEBXFHT K FEEH.

7 BR-TEX.

VMware, Inc. 79


https://github.com/vmware/network-insight-sdk-generic-datasources

BEERRR

MR Proxy ERHECHEEANCMBR , BRI LUFIE Proxy EEHEE | WiSERRRRE Proxy EEHEES
BEZEZHM Proxy ERHEE,

BEERRR
B
1 ERENZEEEHAIKES (Proxy) ERMEERT , B—THEER.

R Proxy ERHERCEHEN , AIMUEMENER T A EIERME | I5H Proxy EFRHEREEME
mo

2 TEAREBULEESE (Proxy) ERMSBREME A |, B LUSERIBIRA Proxy EE#EE,

3 [#mEEWESR (Proxy)] EEFIE THIEE Proxy WITEERRIE. EEBEERNKER , B EER
RRE—-TBHE,

4 WERERER RERFINR] EEH, BRESTIEN

*® 4-1.
i £ L]
Ur 838 (Proxy) HEEHEES BEBEBEERRRIH Proxy EHRHEENEE
IP {41k BERRRHNFESLEAR IP/FQDN fiit
ERAEER ERRROERAEER
B BRRRH S

5 BR-THE. R-—TRX, REEEE Proxy EFRHEEFRERLERRR , WEEIIEEHN Proxy
FEHEHER .

VMware, Inc. 80



A vRealize Network Insight

6 BERDzE, ERFNEHNREREENCHAERTHIERIIER TR Proxy EH#ES.

i
n MRBEHR vCenter BEZE S — 1B Proxy ER#ES , FRAASEEN NSX Manager th B EZ 4
EH Proxy E#EHEE.
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1.3.6.1.4.1.6876.
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1.3.6.1.4.1.6876.
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1.3.6.1.4.1.6876.
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1.3.6.1.4.1.6876.
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n EEBERZEE | F20 (vRealize Network Insight 2818/ ) hH (BEXxEE) —,
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BRRES

BUBESER CHRUNEBHEESTVAHNRERES.

B EXAERTE1(P) BIRATEZEREX.

BF
1
2

ARENXBEEE L, APOERMERR -TEMES.
i EMRER] EALCHHBRES —BONERKEN P i, FEX RS EHRHEERER
&, FRHUSMN IP AU NMEERERR.

wa
»  HB#l, vRealize Network Insight XIRBEEHEEFH 10 BEEHH. ZZRFEF , REECATEES
76 18

o SHRFTA IS BRI B IS SSH BTERL
. ERREEEEZH  BRTDEORETLEREENHES.
#—TRR.

BETESERE.
BRERBRTRE , WET— BIEHRDONE,
EERTRENES  BAREASEANETLHDIE,
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==
mE

REMNWTHERE

= XA IPFIX AR

» HHBRARSFHORERE

» RECHBENREMNZREBHRE
RV HUERE (NAT)

»  VMware Cloud on AWS B &
» EY VPC RERH

s EREBRTEN F5 X E vRealize Network Insight Y28

FAF IPFIX #H&E

IPFIX RARE L ARBEMNN IETF BAHE.

REEEACTHECHBAEHLAMEREN 5 THAE CRR 1P uit, FREREE Bt P ik, B
BZEBNEAGE) W—AHE. RRENTEESHBERL. Hae/ fuxats. aA/aE mE. TCP &
E. VXLAN BAE. HENRBREMNERS.

VDS #l DVPG L£HY IPFIX A&

T3 vSphere BIEHH VDS RREAFEA IPFIX EHREEN, HEFELT VDS WG EZERHA L
BARREEE, RHERE VDS WEZE X WRERE Y £5FR , IEERZEY LRAREEEZE , E
SR HEENRERS.

EFEOME M IERRNTEESN , EEEMESONEHEHN IPFIX R, F28TE , EH VM-A EE
Z DVPG-A , 8 VM-C EITE., IE DVPG-A EREHER C > A HEHNER , M DVPG-Uplink
EBEHAEBR A > CHENER, EEME ANEEREEN , IEE DVPG-A. DVPG-uplink £ A
IPFIX,
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ESX Host
WVIM-A VM-B
VM VM

v
DVPG-
uplink

g s i S, it iy gl iy i B i B el M e i i i [ o i o - e - - et -y

1
1
1
1
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1
DS !
1
1
1
1
1
1
1
1
1
1
1
1

VM-C

vRealize Network Insight Proxy [EE¥#EEE A IPFIX RBREMNRBRER/EWRE. Bk
[vCenter ERIRIR] FREFRTRINNEEBREA IPFIX EUE.

1£ VDS # DVPG LR A IPFIX A&

£ vCenter B LA IPFIX B :

BF

1

£ VRealize Network Insight H#TE vCenter & , FFREEL vCenter LEUA NetFlow (IPFIX) #%
A,

HeFIMETH VDS WNiEE.
& vCenter AT VDS WBEHREIMEAHMA IPFIX 8 VDS,

HRAEP-BETHAETIEN ESXi RAH VDS , ERETBEAE R, MR vRealize Network
Insight 3812 IPFIX B& VDS REBR vRealize Network Insight Proxy E#E#as LLAMNO EH A A& 1P
it , g TARIZE, E—TAEABURIEZ VDS TH DVPG BE.

HBEERFTE VDS AT A DVPG BE ., FEREENFE DVPG, HRFERIUKENEAHBA
IPFIX BI4$E DVPG, BEFFE DVPG , REE— TR,

#5 EBEYERHN DVPG RRERLITDVPG, BEXARNE,
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VMware NSX IPFIX #A&E
VMware NSX IPFIX IR EBEEMBEHECUNMEKERER K YAEEEREEREKWPEREREE.

VMware NSX AAFFAEMEES KA EERERTEELS  KMYAMETERY, IR RETUE
RURFERANMERAN , XERREAETCHEARABEER.

EREERCARDMER NSX IPFIX , R EEE  SUURREREE XM ETERATHER
Netflow B VXLAN IPFIX 3R, BREMHETHEREHN VIEP WA RE |, AR NSX BER R
(VXLAN) FEAFHERENEREIEZNFMAER .

DEABABEEEREN TRERENER . BLERNAREHEARECRER , IPFIX A AREH M
FURBIRENER.

BHNEHASEREREY. REEL. RAEEFNREHRR. SELENEHEL A syslog.
BXA VMware NSX-V IPFIX
£ vRealize Network Insight A VMware NSX-V IPFIX :

BEFMF
» BREEAREEESHLXEEERE.

n EEREMERHEWRE NSX IPFIX BRI FETE DVS # DVPG LBUA VDS IPFIX, &7 LA A8 Eg
vCenter WEAIE R EERA VDS IPFIX,

BF
o FEHRE NSX-V Manager ERIGRMR | SF2REURA IPFIX,

BUH VMware NSX-T DFW IPFIX
£ vRealize Network Insight FEUAH VMware NSX-T IPFIX :

BEEMS

n BERAEBUTERZ—:
m  enterprise admin
m  network engineer

B security engineer
n  BRZ B AE (DFW) BERUH.

n BREZLEIERF O AR Network Insight IPFIX :REHE. MRES—EETIEFSE O B9 IPFIX :RE
B YERHSEAHAME.

EF
o FESHARE NSX-T Manager ERFREF | FREUBA IPFIX,
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RESR

A IPFIX B | vRealize Network Insight 4 NSX-T £#3 B S # Network Insight Y5 8858 E4E
Network Insight IPFIX REE . BRATESREMZRERE.

£ NSX-T LBUA IPFIX # , IR 7E vRealize Network Insight FRBEZIRRE , AITREREUTSH .
m  Network Insight SR EREKRIE NSX-T Manager & #%

= Network Insight IPFIX 8 EfERFE NSX-T Manager & #%,

= Network Insight IPFIX R EREZERBERE

m  Network Insight Yt EE88 R E B NSX-T Manager /Y Network Insight IPFIX 3R ERE T,

B BEEMRAFALAME , FBXEA NSX-T IPFIX,
m  Network Insight IPFIX :REREK B LIEFE NSX-T Manager - AZ,

EEFRLEE | 5% A NSX-T Manager , ¥ i Network Insight IPFIX REENEB LIEFRES
go

s Network Insight Yt 588 IP EEH I E NSX-T Manager BIEA Network Insight YEEERER S,

£ NSX-T Manager H#) Network Insight WSS R EREFPMBREF —EWRES , RERERRER
HEEFHA NSX-T IPFIX,

n BRSO TE NSX-T Manager R E£H.,
A NSX-T Manager 3B DFW FFA .

I NSX-T 2.4 B , 7£ NSX-T EBUA IPFIX # , IR 7E vRealize Network Insight Network Insight §
RETRE , AITRESEREUTES

m  NSX-T Manager &S5 ERE R FETE Network Insight IPFIX Y EESSHRE
m  NSX-T Manager FRfF1E DFW IPFIX BRERE.

EEMABLRE | FHXEA DFW IPFIX,

#FE NSX-T HEENFEEERBRIEGE 10-15 DEAMIZE IPFIX REEH,

SFHERARFREXE

vRealize Network Insight XEEXRZA v5. v7 f1 vO Y NetFlow ERIWERAEE . WRIEH DNS HE
MFHE-VLAN HEEH , Bl vRealize Network Insight ATLAMEH DNS #8318, DNS #E5E . FAK
MEE 2 BHEE , LUEZR NetFlow B, ILWIEEEBARCEREFRE.

£ vRealize Network Insight 3% E NetFlow :

1 &t¥ NetFlow # sFlow ¥ EETEKER.
2 HEEREEPRTE NetFlow &SR,

3 [EADNSHEREE.
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4 REFHEEN VLAN ZBHHE,
EERFEEPRE NetFlow WK
EE#& NetFlow BB ZE vRealize Network Insight NetFlow Wi5EsE  BFHRTEERBEE. UTE
REHBRLEBETNRESR .
1 BEMRERE.
BN XEMMO TR
s BETHWAERS Match,
m  ipv4 protocol
m  ipvd source address
m  ipv4 destination address
m  transport source-port
m  transport destination-port
m  interface input
s B THRMAUBRLAR collect,
m  direction
m  counter bytes
m  counter packets
m  timestamp sys-uptime first
m  timestamp sys-uptime last
s B THWAZERLS vatch B collect, HH, HHEEA,
m  transport tcp flags
2 BURRBREHIA,
Bt vRealize Network Insight NetFlow Proxy IP FE £ 2055,
3 REREBRI , TR :
» EAPEE 308
= JRERATPER: 60 B
4 FRAERVHARECZIREEHTIRAZYREERRR.
5 EEEMTELREERR.

VEFS
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g5

DUT4HRUETRCERBEENEFITR
m  Cisco 4500

m  Cisco Nexus 1000v

m  Cisco Nexus 9000

i BESRURRBRANKEMNERTE.

Cisco 4500

1 BIYRERE

configure terminal

flow record netflow-original

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface input

collect

collect

collect

collect

collect

End

transport tcp flags
counter bytes

counter packets

timestamp sys-uptime first

timestamp sys-uptime last

2 BIUREEHIA

configure terminal

flow exporter el

destination <PROXY IP>

transport udp 2055

end

3 BUREERS

configure terminal
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flow monitor ml
record netflow-original
exporter el
end

4 REBE
configure terminal
cache timeout inactive 30
cache timeout active 60
end

5 EALRRKXAHOBXTHELPEALRL TASENEREREZERSR
configure terminal
interface <INTERFACE NAME>
ip flow monitor ml unicast input
end

Cisco Nexus 1000v

1 REEE
configure terminal
Active timeout 60
Inactive timeout 15
end

2 REEHTIAR
configure terminal
flow exporter <EXPORTER NAME>
destination <PROXY IP>
transport udp 2055
source <VSM IP OR SUBNET>
end

3 AEEANERERZERR
configure terminal

flow monitor <MONITOR NAME>
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record netflow-original
exporter <EXPORTER NAME>
end
4 EAOEXFMEABEXTHEZLEAORXTASANORERBERSR
configure terminal
port-profile type vethernet <IF NAME>
ip flow monitor <MONITOR NAME> input

ip flow monitor <MONITOR NAME> output

end
Cisco Nexus 9000

LA R Cisco Nexus 9000 ) — £ B <S#H
1 R&A NetFlow T
configure terminal
feature netflow
end
2 BIURERE
configure terminal
flow record vrni-record
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect transport tcp flags
collect counter bytes
collect counter packets

collect timestamp sys-uptime first
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collect timestamp sys-uptime last
End
3 BYREEHTIA
configure terminal
flow exporter vrni-exporter
destination <PROXY IP>
transport udp 2055
version 9
source <INTERFACE NAME>
end
4 ABENERLAEERR
configure terminal
flow monitor vrni-monitor
record vrni-record
exporter vrni-exporter
end
5 REEE
configure terminal
cache timeout inactive 30
cache timeout active 60
end
6 EARRKXAHOBATHELEAARXTASENEOREREZERS
configure terminal
interface <INTERFACE NAME>
ip flow monitor vrni-monitor input

end

BRREM IP imE

WA LAER Ul EA DNS ¥ ER 7R -VLAN HESH.
B DNS ERE AN THEK-VLAN HENRE  FRATIERNHEEEMNERZREEN.
m  RJE DNS #4815
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= IR DNS E#HETE

= Hiith DNS i

= B DNS THERB
s RIR L2 @K

s RRETHEE
s B L2 A%
s B FHRER

R DNS ERE AN FHE-VLAN HENKRE  FATIEENEBERER IP wHEM.
= DNS 815

= DNS F#EHE
= FQDN
m L2 A8
TR

MEERER DNS EfEZ RAENFMAEN , F2HAEA DNS HEER,
MEEREBRFHE-VLAN HEBEZRAENWFMAEN , F2EREFREA VLAN 2BEHHE.

B

s EAEE P iEE DNS HEMFRKEN., RERETMER NIC BB T A DNS HEE.

n EEEALERER , TEHHEH VRN BRIV REREZTEN.

E&%"—Eﬁgﬂﬁﬁguw

ZALRBTIEHESERIERRE .
= SR DNS E#

= Hiith DNS F#

= RJR DNS #i5

= H#ih DNS 4835

s RRFAR

n BHMFHERR

ZALUBETIEMHESER-BRAE. £AKATHN DNS MFAK-VLAN HEERETRARESEAN
RESHIMTHR

bytes,Dns Domain,Dns Host,1l2 network of flows where flow type = 'Physical-Physical'
bytes,Dns Domain,Dns Host,1l2 network of flows where flow type = 'Source is VM' and
flow type = 'Destination is Physical'
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bytes,Dns Domain,Dns Host,1l2 network of flows where flow type = 'Source is Internet'

and flow type = 'Destination is Physical'

BREEHENRENZRENRE

FEB NSX-IPFIX BE , B UBEERZGHOHENRENZIRENRE,
(Mo ERE) EmMPMEREFREBM TR :

» FAEANNRE  BRABIMEE, FEREREHABRUFTHNBERERCAFNFERRE K FE
HubiRIE,

» EEENRE  LBREAEPREINCERENRE  UUEFNTARKREZ2M,

n FESRENARE . WEBEEGRENEEREMABEBNERTA
any (source) any (dest) any (service)allow WRAIWFAERE. LERERASRENRE.

u FﬁﬁTsxzﬁ E’JMLE : Etiglﬁﬁﬂbﬁﬁﬂlﬂﬁﬁii% any (source)any (dest) any (service)allow E’ﬂ
BRRANAERE. LEREBATZIRENRE,

AR AEHEATNARNTZIRENARETR,

Bl , MRENFEEER  BEEEERZGTEATNRE , BHITTILR

1 o3R8 EEY , stERERE , R TRXYERTENFTEEATNRE.
2 R-THEEPERENRE A UEEHENESMHARBRA.

3 B AREIR BIE HZE NSX Manager U HETE#HE,
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Micro-Segments (i

Group By Flow Type
Tier v All Allowed Flows N

v All Allowed Flows

Dropped Flows (by NSX...

Protected Allowed Flows...

All Unprotected Flows (b...

AR UL EEEE (NAT)
vRealize Network Insight B & NAT (SNAT). EI&& NAT (DNAT), REFHREHA , AR NSX-
V. NSX-T Edge. Fortinet 1 Check Point Y E K83 - E BB T,

vRealize Network Insight FEY NAT REXEM TR :

vRealize Network Insight X1 NSX for vSphere 1 NSX-T HH#IE NAT fEfE , BN EREE |
vRealize Network Insight & Fortinet BB — &8 (DNAT).

vRealize Network Insight B EHE NAT E&EH L1TH Edge MEBHKHEE,

A T NSX Edge WA 5.5 REERM LHY NAT R A,
vRealize Network Insight X IR EB&HEH SNAT HEl, B2,
1t 2 R — 8 — ¥ BB NSX for vSphere HE{IBZE).,
HH Check Point , RIEM BN HERZECABBRFBHEEN NAT RABARR . MERFASN
HHEEE

EEmE NATRA , AEATHIES -

EERE NSX-T FHFE NAT BRAl , A nsx-T Edge NAT Rule &,

DNAT #4782 B Wyt M= 1P 2

EEME NSX-V W FTE NAT KAl , F A Edge NAT Rules &,

VMware, Inc. 182



A vRealize Network Insight

. EEWE Fortinet FRYFTE NAT R A| | 55 Fortinet NAT Rule &,
n EERE Check Point FEIFTE NAT #RE| , 5 check Point NAT Rule &,

s BEERERE NATHRA , B6H NAT Rule B,

BH

BRI NAT KRR, FEATIES :

n  EHERE NSX-T PHATE NAT KA, M usx-T Edge NAT Rule B,

. EERE NSX-V HHFTE NAT RA| | #F# A Edge NAT Rules &H,

n  EHEMK Fortinet FHIFTE NAT RAl , M Fortinet NAT Rule &,

n  HERE Check Point FHIFTE NAT # 8| , A Check Point NAT Rule &,

s BERERE NATHRA , B6H NAT Rule B,

EEEIF
m  vRealize Network Insight A% BT 5IEH =4 :

m ENSX-TH , AILEREBRLEER NATHA|, Flin , £ NSX-TH | L4 EEZEBEARE—ER
BHEA | MBEHAENBEUR TCP 5 UDP, At , EEFHE- EEMERED  TXER
BERFMEER,

» FAREEMEREEREE.

n X SNAT HFFE Wizt F DNAT MRFRIRMLUE . 1EE SNAT RAIK |, £/ SNAT MR E
Mttt A B B9 1P ik, 38E DNAT RAIR , EH DNAT MAFRIFALUL AR 1P Azt
flan | MREIE SNAT HAIPFTEg B 89t 1P fzit | Bl vRealize Network Insight @& SNAT
RE MAEHBRESE NI #EB KM 1P ik,

s EHEEBERAES EEHR NAT IRISEAR , NSX-T Edge B X B ERRE, MRREE
NAT # Edge F5 KB EAF , Bl NAT ERELERBE AR, BHit , BBARBTEARLERE, ER
REEFABRE B RRESHABERER.

n TXEREEE.
s X vSEC NAT,

NAT REXE - €5l
AR BEEZE vRealize Network Insight B EBH NAT 2R L& E 2545 .
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#1 1

ELiAEED  E2. E3. LDR. EHEM#EE (VM1. VM2, VM3, VM4) 2 NAT #818 E1 M —4 . E1 £
WEMAZR (B0 E1 /9 E4T) BEFER NAT @BEN -9, ULAEEBETIAS

vRealize Network Insight B$R& 7 # VM1 B VM2 BORE , UR% VM2 B VM1 KRR, B8 | iR
E£TH VM3 B VM4 BIRE |, BAR® VM4 B VM3 BURER.

&5l 2

LEHREBETIARS :
s VM1 H VM2 B E2 fiEH—&0 5.

= VM3 VM4 B E2 BEmN—&B5 .

s E2 F1 E3 NAT @R E1 NAT FEH F#1,

» E1 2R NATREHNE—FZR.

= VM5 H VM6 £ E1NAT @i — 5.

E LR | vRealize Network Insight F¥RE T FHIFHR -
= VM5 E VM6 iR
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s (VM1, VM2) B (VM3, VM4) IR

VMware Cloud on AWS ERE

MREREEETHERRRLEMA IPFIX B, EU BRI REAEMN LXKERRE,

BANESEMARERE  YISEERMEEBAFAER. flm , EALS B source 12 Network M
Source Security Group qﬂ*ﬁ?ﬁﬁﬂ“@ﬁiﬂﬁﬁ”ﬁ%ﬂﬁiﬂ ﬂz‘IM#ﬁ?ﬁBﬂbﬂﬁl u‘ﬁ&ﬂ@ﬁﬁﬂﬁﬁ%ﬂ%fﬂﬁﬂo

vRealize Network Insight Z#EZ&B VPN fREHRE. BEARGERNBENWHERBEZREEA.

i WMEEH VMware Cloudon AWS 1.8 ARE 19 IR , BU S EFHAEN A LEIMARE.

BY VPC MER
#38 Virtual Private Cloud (VPC) fiEr# , BRI SUREGEH VPC RARRNEM IP REMNHEBEEN.
WA LAER AWS AOPEILE T REFR .
BF
1 BAAWS EEE&,
2 ESKRE¥ XFHRP, BALER CloudWatch,
3 BERE&>BF>Z2VRBERE.
BYRHHAREMEN L.
4 EBRIYBASBEOUY  BARESE  RABER-TEIDEEME.
5 HEERBEERT  R—TRE 6 A% 8ALRE vec,
6 7 VPCERIREET , E—T&H VPC,
7 EBHRZEEHH VPC, AZRR-THERE > BYUREDE.
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8 HEVURBIERVED 6 RERBLH:

BR B

R BETHESP—F &2 EER2T.
B iyt REEXZE CloudWatch iR

B it ie s a ERSETWREEE,

9 B—TRERER.
ZA MM VPC RBRHKEEEREABIREFPNERNEREME.
10 Ei IAM e,

a # VPCREREHREEERERAGIRFFHERNEREEN IAM S8+ | BEIEIHN IAM A
2.

b HABEWMIYFHIRT K BAAGEE.
a B-TR¥.
1N ERBVYREREKEEN IAM ABTHXDERY  ERERYINAR,
12 ®#—T&#Y
"R
BEENRAMATE R AV C B E MR EBRE . WF AF VPC RETHENFMER , F2H AWS HBEX

%, #1t% - https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#create-flow-
log.

ERECEER F5 B3 E vRealize Network Insight U528

EEEXRETE , BMLEHITTIIRE

SF 14 I =¥

1 B IPFIX MESBNEE , UBERRE B IPFIX WERBHER
BIG-IP R4 IPFIX A,

2 EUCEENMERL IPFIX EARFE  EIX IPFIX R E i

3 BEURSRTEUSTSBERTEENT BUDHERTE
E=4=L:0b 8

4 EY iRule A REBEMEXEREN #3 iRule
vRealize Network Insight Yg£E88 .

5 3 iRule ZER A ARESARE , LUE 1 iRule ZEL AR
iRule T ERFARFBNAERERE.

6 MBMEN F5 ERB WK ERHEE EVRAER
BN BEAWEREYKRHER  WEER
RERDE.
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ZBY IPFIX WEENEE

BY IPFIX WERNEE., BIG-IP ZRAEH IPFIX BEMEEXLMER,

BF

1 BAF5EEA.

2 B-TXE>FHRE>SE>SEFE>#EY.
FIEEEEEAEAMA.

3 EEBYFAHAT  RAEEBAE-NER,

4 fERE2RRERBFP , BE gateway_icmp L HBEEAP LR,

5 HEFMEREERT , REWE:SS P it , WR—THE.

B Bk
HHRER A REESS 1P ik,
AR 2055

6 B—TB=H.

#EY IPFIX 528 B 89

BB N ER(L IPFIX SEARMRE. Bz’  BERRSEEE IPFIX KRS,

BF

1 EFSFEAT , Z-TEXE >R > B > A% > 2RENL >BY .
Bt EERENER.

2 EEBUFHIRT , BAE-—NERE.

3 EEBEBEAD , BT IPFIX,

4 FBE IPFIX BRE.

i3] B
EAEE #—T Netflow V9,
HEEHE B—THREL—ESBIBEINEERE.

5 B—TE%M.

BMRERTE
EESTHMATEENTRAN Y  CEERTRERTE.
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BF
1 EFSEEAH , EZ-TXE > R > &K > A% > TREBITE>EBY.
KRB ITEEEBNET.
2 EEBRLY BAR-—NEE.
3 EAMART  BREENKTASRBINCEANY  REEHBZEERMAH,
4 R-—TEZEH.

#13 iRule
EEBREENEXZECREMN vRealize Network Insight &SRS | BHBEREY iRule, BHEEM1E
iRule, —1& iRule AR TCP BatE , 5 —1@ iRule AR UDP B HE.
BF
1 EF5E#ZEAEHP , B—TEE >iRule >iRule FE > &Y,
¥ iRule EEPERNET.
2 EEBUFHIRT , BAE-NERE.

3 AEERBNFAHED  WMARAR TCP EIBEMN TCP BAIFMARN UDP BB ERN UDP A, NEA
EBNMEEN , F2EAR TCP M UDP BB EM iRule,

IR iRule I8 MBI BN BITE
4 B-—TERM.

AR TCP M UDP BB EH iRule
fERELLIEE A TCP M UDP BB ERE Y iRule

TCP 8|
FERAUTHRAA TCP BAHBERE iRule :

B R iRule ISP CRIZV MRCIRBITE.

when RULE INIT ({
set static::http rulel dest ""
set static::http rulel tmplt ""
}

# CLIENT_ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED ({
set start [clock clicks -milliseconds]
if { $static::http rulel dest == ""} {
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http rulel tmplt == ""} {

# 1if the template has not been created yet, create the template
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set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourcelIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds $start

IPFIX::msg set $Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set Srulel msgl sourceTransportPort [TCP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {TCP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]

VMware, Inc. 189



A vRealize Network Insight

# Server IPv4 IP address

IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {

# BIG-IP IPv6 self IP address

IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]

# Server IPv6 IP address

IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [TCP::local port]
# Server port

IPFIX::msg set $rulel msgl postNAPTDestinationTransportPort [TCP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes octetDeltaCount
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

UDP &8I
FERALUTHRAA UDP BB ERE iRule :

B MR iRule BRAIKMEBLNTHRBITE.

when RULE_INIT {
set static::http rulel dest ""

VMware, Inc. 190



A vRealize Network Insight

set static::http rulel tmplt ""

# CLIENT_ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED ({
set start [clock clicks —-milliseconds]
if { $static::http_rulel dest == ""} {
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http_rulel tmplt == ""} {
# 1if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourcelIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds S$start

IPFIX::msg set Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {

# Client IPv4 address

IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]

# BIG-IP IPv4 VIP address

IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {

# Client IPv6 address

IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
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# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set $Srulel msgl sourceTransportPort [UDP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {UDP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set $Srulel msgl postNAPTSourceTransportPort [UDP::local port]
# Server port

IPFIX::msg set $Srulel msgl postNAPTDestinationTransportPort [UDP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl
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4 B—TERIUBIDITHEE.

5 EBRARARYR , FSHRE (AR EENEARXBEREY. B—TEBEERRAER , UE
BEHABBNERR.
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oA BRENBRERRE

#iB vRealize Network Insight , A UREBEBTATHRERIEHEAEALEWRE T, BAURET
FIRmEERNERE

» BRERAE IREENEEESRIBRRENE  AGELERSEEENER.

» BEREE: IREREHRERBELENSMIRE  IEREERENERTEELER. BE
EMERZA , HERETRAE 7 RN, BEYEENEFERN 21 RWELER , BEFGEEFE
RBENEEEANERERYERE,

ERRAER  SYNELER. CEXRECAETUEEENBITREERTREHEREERNEE .
FERRBAFAER  FR-THRAEERBE., IRARPFAFERAEALARE  IETRECEREHE
R+ REEL., BUUE-T + REELEURERAE.

REMRAENER
BANHERAMEARE  YESERERTEN
R E B AT AR BA B A R SLE M

g
|

No

BF
1 HEERLWEASERRY  B-T54# > BRE > 8.
R SL{E - FTiBAHRE EBERNBARL.
2 EEBYFAIRT , RECEAR-NER,
3 #EETHAERPEREE K ARETENRAFTSRPEAER,

EETHRNERAEREE KB EARK. SD-WAN E#%& . SD-WAN Edge L SD-WAN
Edge ERBRXEHRAAER. SSERUEEEHRSALER . SUURBERRTANERELEN.

4 TERGEERP  REARELETHEAE.
RBERENFYG  REERERBTERTHRAE.
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5 FEREERA network traffic rate. ENEBNSA , UREREHGERENE. BUNEBREA
—HAERTNERRRERBEENTRE.

a

b

ERRTEFEESE  FRBEDENTIE—BWRERS

n BBERME
s BR
n BHEE

;.% network traffic rate. total traffic Eﬁ&'ﬁﬁﬁblﬁéﬁll Upper Bound B Lower Bound

(MREEHE) B, FRAUZBENFAIRAAREEETNE, THBREHRESE .
m 1 Kbps= 1000 bps

m 1 Mbps= 1000 kbps

m 1 Gbps = 1000 mbps

m 1 KB=1024 B

m 1 MB=1024 KB

1 GB = 1024 MB

EERTHRERE  FENEBETAFERE. RECNBRSERENRRE.

exceeds threshold

Sensitivity _Medium (2.5 standard deviation) drops below

is outside range

v deviates from past behavior

REWFER , EUURAEEERNEBRER. RASERERBRAENERBSREIRE. 87
R grEREAENERNERAEANERNEE.

6 ZBRERETIATKRIKEBANER

BEM%
BT E4IEE
EEEAETFEHNE:

#a NRERSLERE SNMP KRG |, FREEE SNMP RE.
7 B-TRIUEIEAEHRE,

BERAMEAEEE

MEBEAMERE  SUNERAEACEE EREEFAESR.
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B
1 EEAEEERP , B-TaH. B-TERE.

Thresholds

‘Threshold Cenfigurstions

2Confgurations En

Name Events (Last 3 days) Scope Enabled
00y 201VMs,01Ps [ @] il
153VMs, 256 1Ps [ @] i

2 REEERABEABNTIFMAER
u Name
] Events

] Scope
NMRAEFALAR  AITEELERZBERFAENE R, SHUTNEREE HESEARENREAR
%E\O

3 B-TREPHENGREAR  JRRitBEEaRNERR.

~ Analytics Threshold Configuration ‘abctest’

Threshold abc test

Threshald

Map

. - ‘Violstad Thrasholds (1) ~
Dec17,1815 - Dec18,180s  1h Sh h 12h 24m

i b baast i
Ahwlsdidesthotat

I | il @ Openstack-ESX-2
|

Il \
"“-'}['V'UU\J‘«'U!/‘VUb'wvw'u"\l‘v Wy WA
W | i

EELTE il l
s

A 1y 0
AFI )

Top Entities by Viotation (Lsst 3days)
Virtual Machine / IP address Noof times detected Last violation

AT LAB- ESXI~10197.17.63 3

ZBALEERR BB TS Widget

» EBF: BREBAHESENERERENER,

s B4l Widget REBE=ZRAARBRAEELENSHEE.

n BB EE (RER) Ik Widget I BEBRERBEA=RXATERENTLEESE.
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WEERAE

RERMTERNZ2EETERE.
REMIW I ERE :
SRR

n  EHAE

= VXLAN ##

= VLAN #Hh#

m  NSX Manager #i#

R ER

ERMERRERERT REM P ORI BN EREREENEORE.

EHRE

IRABRBETREIHNERKSINMERIENDONERNER TH | UAREEES WAERER F 0
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S @ @) ®

External Datastores Infrastructure Entities

VXLAN 3R
ERTEZETHAE (VXLAN) BEESRMER VMware X EfREBESEREHEFRENELEE,

VXLAN R - BRI RB , TALRMHARE VXLAN N8, TERAARBEBICHEETH
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& C 4
Configuration Changes None
Segment D 5001
Number of VMs 38

Metwork Address  172.16.151.0/24
172.16.150.0/24

Default Gateway 172.16.150.1

Underlay VLAN ID 218

net 172.16.69.0/24

. RAVIICCAND dnen

B ERNERTASTLEBLTNETREN.

VLAN

E# LAN (VLAN) AJEE—E8 LAN ERE—S 9 , ®MEEREFAHTIRE  RNVRERLER
Emgﬁg_ﬁo

VLAN HHENEZEEF X E VXLAN FREEEE,

NSX Manager #h#

NSX Manager H#E S RE NSX Manager BB I T4 .
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e
| S
\

"

£ vRealize Network Insight F#1R NSX Y14 BZE

vRealize Network Insight AJ# NSX-T Manager 1 NSX-V Manager tRZE#EEN NSX ¥4I FE%E .
HEMBREELIDIEU NSX MEHNERAERTE . EERERE , URBRYHNEEFHAER.

WRBEE NSX-T Manager B NSX-V Manager R 8% 0 &% , vRealize Network Insight B A &+¥}
EB NSX-T 1 NSX-V MW ERZHME R,

NSX-V
vRealize Network Insight # 3 2| 5 SR A HIKRERAFHAE R NSX-V WHHIFE.
m  SecurityGroup

m SecurityGroupTranslation

m FirewallConfiguration

m FirewallStatus

m  IPSet

m  SecurityTag

m UniversalSecurityGroup

m UniversalSecurityGroupTranslation

m  UniversalIPSet

$HHRR . ARBEMMEREABEE NSX-V W ERFHAER

m  Discovery
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| Discovery

+ Audit Information:

T‘bser: vspherelocal\administrator , Timestamp: Feb 12, 2019, 17:15, Operation: CREATE

®Severity: Info- """ T T .
Defined By: System

1min

m  Properties Change

Event

IP Set properties change

—| For NSX IPSet: jagdish_1:
Changed IPAddress: Added(192.168.90.4/32) .
Changed IP Address Ranges: Added(192.168.90.6-192.168.90.8) .
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 5,2019, 13:33
Severity: Info
Defined By: System

3min

m  Delete
(=) NSX IPSet:jagdish_ipset12 deleted. 6 min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:23
Severity: Info
Defined By: System
6min

(=] NSX Universal IPSet:jagdish_ipset13_universal deleted.
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:24
Severity: Info
Defined By: System

BHTUENFNRER ERRERER.

T
20:00 03/26 04:00

Events

| o) IPSetproperties change

For NSX IPSet: test_demo_ipset:

Changed IPAddress: Added(10.197.17.188/32).

Audit Information:

User: vsphere.local\administrator, Timestamp: Mar 26, 2019, 16:59
Severity: Info

Defined By: System

) IPSet membership change
NSX IPSet: test_demo_ipset membership has changed. Added AnalyticsOutlierVM-3
Severity: Info
Defined By: System

Configuration Change
For VM: AnalyticsOutlierVM-3:
Changed IPSet: Added( test_demo_ipset) .
Severity: Info
Defined By: System

5 Discovery
~ [ZINSX IPSet: test_demo_ipset has been discovered.
Audit Information:

VMware, Inc.

12:00

X

9min

15min :

15min :

15min :
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NSX-T
vRealize Network Insight ZEIWERBZFME R NSX-T YHHIEE,

. TREfH vMC RAIERBHNEZER.

= NSGroup
m NSService
m  NSServiceGroup

s NSFirewallRule

i TRMH NSFirewallRule HMIBREHH B ER,
= IPSet
= NSX REIBAE
= NSX RAIRE KSR A
YRR, AR ENMBRBAEE NSX-T MHHBEFHER

m Discovery

(=) Discovery

" [2] NSX-T Service Group: Test_NS_SG has been discovered. 43min -
Audit Information: :
User: admin, Timestamp: May 15,2019, 11:42, Operation: CREATE
User: admin, Timestamp: May 15,2019, 11:42, Operation: UPDATE
Severity: Info
Defined By: System

m Properties Change

") Configuration Change

g For NSX-T Security Group: TEST_NS_GROUP: 4min -
Changed Members:. .
Changed Group Member:.
Changed Direct Children:.
Audit Information:
User: admin, Timestamp: May 31,2019, 17:18, Operation: UPDATE
User: admin, Timestamp: May 31, 2019, 17:04, Operation: CREATE
Severity: Info
Defined By: System

m  Delete
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+ delete events where User = 'admin’

Showing 3 results for Delete Event where User = ‘admin’ over time range Sep 8, 13:14 - Sep 9, 13:14 .

Sort < 3entities
Select anoption v Dsc ~| Delete change [3 events - Collapse)
NSX Policy Service:Test_Service deleted 10min
Filters Audit Information: User: admin, Timestamp: Sep 9, 2019, 12:55
Severity: Info
Add more filters Defined By: System
¥ Status - i
NSX Policy Service Group:Test service Group deleted. 10min
Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55
» Archived Severity: Info
Defined By: System
» Severity
NSX-T Security Group: Sec_group1 deleted. 16 min
» Defined By Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55
Severity: Info
» Manager (7 Defined By: System

» Problem Entity (7

B BREXRNRETERMEBRES. BR  SEUUBRESHUEERKEN.

EEREEMNNEHRE

B events where user = username

B discovery events where user = username
B delete events where user = username

B change events where user = username
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£ FH 8T 3218

ERERANAERI MR TAINRE ; SFREARTURENSANELE T , ARKLLRAASERT
UREANESR  UREHRERTFHEMRKEHLA. TUTRESEHURTARERNETRE,

EEHE , BFR-TEIER. FECRENITRERERE (FR] BERT , XTEBR - THEBRTH
[EHR] BRMA.

AEHHBTHIEHE :
n §JEIE
n BiR

EIEIE

SEEEERLNENS2ERZEIRE. AEREREESRIREANK , SETRAHESHEREME

BN ELEEM.

ELTRERBUTINGE

n BAFEAEZSEER () RAKAUEMTRREE A EABERRRRITRENFAER,

n RIBGALEEEHER  WEETURABRBIEE FETNER,

n FSEBREREUSELA CSVEIR , LUMEREL CSV BAEHITRBPEFENER, SR UERETRHN
HEARPENZEHNBERASTHN CSV T8,

#ar BEFTAMMNE , B 180,000 ERE , $r¥HREERBMTELZE CSV WHEFEREB 30 »
i,

grEEm

FRTATANKSBITREAT DA THER

ERITRIA
ERMRARTEMRERERNEEER.

EEIRAFRAVEELERER K HERESERFAIAMERR , YERSNWEMEERG. FHit,
BENELRRNERERAER SR,

BULRITREREN THADERPENER TR EEE YR EFERTHEREE,
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EBEREEERKBA B BH/REREXGEEE.

EEITRAN — AR ERKREEIRE, HITRRARERBENARNE. A% TxBR, MK
Rx BENHBERH.

VM Metrics

23 metrics Sep27,19:02 - Sep28, 19:02 6h 24h 7d 1M 3M

Al

1
20 00 Sena"zﬁ 04: 00 08:00 12:00 Seo 28. 1t

wull

"acket Drpps é. SH

[EREE] RESTRE
[(EREE) REMEERENAARTESANEIEE. HEEeRTSHARRNEREY.
BBRE-TRAANKAET  ATNESERCERNESEY. Z- TEREBSNAERER.

BHEEMITRE-K K HEFERESTARGREENSELE. HEFERBETREN — BRI 2 ELR
HERTMEIRE, AR , WETRBRAREA - IR L FENERKS. G UERR24E . VXLAN M

~ Metrics Key Metrics  Neighbor Benchmark  Neighbor Performance VM Neighbors  Network Usage of Ports in Pathto TOR ~ All Metrics  1/O Metrics  Virtual Disks ~ Datastore Performance

VM Neighbors Host: ddc1-pod2esx... V'

7 entities

Prod-Midtier-14

CIDR Def Gateway Logical Switches
10.17.7.14/24 10.17.7.254 Prod-Midtier
@ Lab-Web-19-noip
Logical Switches CPUs Memory (GB) Q
Lab-Web 16 16
@ Prod-Db-5
CIDR Def Gateway Logical Switches
10.17.8.10/24 10.17.8.254 Prod-DB

SHREREIRER
SHEERENRBKHEIEFRESERBRRBHA (THRMRBERN T EETER) WEHE

o

ERCEATANTARIAAST /SR  SUUSSIRERATEFANER @ RE) AZE. BB
TERBEER , QUTNENAEMGRFEER , fINEHMHRENE4EE.
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ETET , $EREESRESE Prod-db-vm21 REABRERMEBNSEMH. SR -TEEREE U8R
Htt A ERPNEN . ERAGRS  CUUARESHANRENERETHFR. SHATUAREERAEN

DENREE.

Events WVM: SITED-ESX-01 w

v 10events Jan24,14:14 - Feb23,14:14  6h 24h 7d 1M 3M

o

Configuration change [5- Show 2

Frr Limct 107 148 (1 918 Ve b
For Host: 192.168.0.218: VMs he

Discovery

Wirtual Machine: SITED-ESX-01 has been discovered. 4days

Delete change

Wirtual Machine: SITED-ESX-01 deleted. 8 days

Configuration change [2 - Show all]

DVS has changed. Added VDS-Priv-Netw.

For Vil Miarhic o ©TER-ES
For Virtual Machine: SITED-ES.

nged. Added 122, deleted 0. 4days

BALUEASHESEARESEN. ZULUEBEN WERMNEAREBANEM) RESERM

EEMNES. BT URSATHREMANEE.

B

FAIL R ER LN EFTEEETEEM Widget , AEERRMFRMLAER,

ZYER

PLAN
Micro Segments Application WM
All Flowes Applications AllVis
Open Problems
s 125 entities
A Testl
@ Event Search: vmware wm returned 8530 results Sdays

(4| vmswhere Power State ="POWEREDON'

@ Event Search: vims where power state = ‘poweredon’ r... Sdays

(44 vms where Power State = "POWEREDOFF'

@ Event Search: vms where power state = ‘poweredoff ... Sdays

Create Test Event -0

1 B—TE{EN Widget LWBEETER.

VMware, Inc.

Pin Options

Recently Modified

' Defzult Pinboard
I .
Ll Testng

£ Mew board 1

e Create New Pinboard

TS VTS TIOY
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ERERETE-TRIHMER.

B
n MREARBYEFAER , EUARRESIEETRNARER.

i ERERABREANERERMT —RERNINBERES., SHBEREREEIRVE
BN, EEARAIMBRAERBERR, UL TRARBARERERIEMBITER.

» BULMEROEXFEPEINREHE LRSS 5,
n BELNERAEREZEZVHNRAEREE R 500,
B ERABEESERER. LABERNERER.
» BEFHROEATERHE A 20,
HEVERKET , WAFEROBEARA, B-TEVIWTE,

]
» ERNEBERERAPLARE—MHN,

» ERBEHANFZREELRAR 100, EERNBBIAEREAFTE. BFNERK,

H

HRSERERYIERAS . B—TIEHAUZNHEAER.

BB Widget STRIRAER , FEBRIBRTENER , ARE-TIR. LESERASEH
SRECHE  ATESEOBEERRNES.

FHERER

Finboard Options

BE-TERELANESERE A UEFERMEREE.

B EELCEYERICHATRANGEERNEMEMERELARR , 7B THAEREE. £
AHEERAEETEEZENS PDF IBEBERKBINERRREE,

A EER LT T SIS -

A ER{E M E 3B A vRealize Network Insight EHE XA &R,
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UL REERMNER LT REN SR,

n BALEHHSIER LEWINRE, SANVERSTE,

s R-TRERTHEBRZSEER.

» R-TEHR PDF AEERLNERELS PDF R, MFESFMER , FSHEELS PDF.

n EERRITRBEATERNER  FR-TUREFRKRTERE. ZBUINE  STURREETEE
EEIRHER.

EA BRI FERER

vRealize Network Insight X EER LWKEREE. FEEETMAMERENERER , EULERAK

MRBEE. EREAR K SRABEE &AE) WIEITERE,

mEEREXE

MREREEEMAE  KULEEREXETERRNERRCIEBRNAAEFRECIER , W TEFR
R, MRERKEFERE , EUNEEREAETEIEREE.

17 pinboards

1 GEEEMESERIEL , B-THR.
2 B-THAEERUBEASFORAEENR.

3 ZBALNEBBRITRERAFERNEE. LEEARREREXETRNERZCIERERENER. £
REBNERGERERFERR., B— TEEERENEIR.

B BYERE  FE-EREASEREREP.
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wRegalira
Metwark Insight

security Searchyour Data

*  Analytics

Path and Topology

@

Micro Segments Application

tities icati
Entities All Flowes Applications

Saved Searches

All pinboards
MNetwork Insight Home
Deefault Pinboard

Aetna Duplicate

ledeerrayadropofgoldensunmeanamelcallmyselffaralon

Aditya demo

Duplicate board 1
4 FBHOUUERAEFESER.
BRETEE

1 #®—T Widget EHWE$TER.,
2 EBEHZSERITREERIANEIR.
3 EB-THIHE

ERE TR M4

AEREHMERAERAALEINER, EBEEFAETURGENMBREMER, AT R2ERWEAMNBHED
BE -

MREEEYER , IERECEEEEIANEMEAE , HUURE . FEIMER.
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F14-1.
EEREEE DRI R EE) 2
EEA EEE B ALEE B, iR, MR
EEE R BIR. Mgk
4] iR 48 BiE. HE
4= i35 B2
4=} EEE BRI RS RIR. weE. M
BB ERR BIR. Mgk
4= 1R 3 4 88 BiR. HE
A R )

R MRELAMBRER ARV RENERAEREECEH  AIEESERETUMRE.

Sharing and Collaboration X

Link to pinboard
httpsf10.197 53.51/Fpinboard/10000:10002:761969 1444608078461 Copy

#  Allow all users with link access to view

Users with access

“Admin (Owner) Wiew & Edit

Invite new users

W Wiew only A

Cancel

HAFENR :

B
1 GEEHANERLR-TEZER,

2 ®—THA,

3 ZBUUHUEBR-THETHHAET  REREXEAAER.
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4 MERCHAEGEHA. TUEEEANCEAELASRNES.

5 BULFBEREARERNERE, BUNAREEAEEEREN view M view and edit ZEH
R,

HE ERERERRNEAEEEIREALAEAERAER,
6 B—TEREUREEETNRANGESS.
7 EEUNER TS —EREREEAERNEANGEE.
» EERERES  CUNESTEROLAERTIRELAEN,

s B—T Widget ENEER, EABRIERTIHNEMAER , UARREBRETEUARERLA
HERENFAEER.

HERRERAEER

LU ERNERREREAREE.
BF
1 EEIERESBENAEER.
2 EB-TEREE. B-TRERHEHE.
R EEREREREH.
EE BERRERBER  EFRALERLNRERBEEEE,
3 ERNEFREEENRET , BHTUABSENERREAEREE.

4 MREBEEFECZHINEE , FR—TELAEEERPERTH Network Insight BEH, #$REAER
HEH Network Insight EEREREH?, NREEZFATEREE , FR—TREEE, B—TH
FLIERAREE.

i
n MREMMBRECREAEENER , MIFEREERERS Network Insight EEEHE., NRER
MR BERNFEE L , ASRE—AEZMBRNALS,

s NRZ—ECFEAECKERINERRELAEE , AIEEREKRE SACEAEEHSEEERS
Network Insight B &,

mR

BRER
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BF
1 HREREAEFETINREER  B-THETHERETR.
@ Pinboards

17 pinboards

vork Insight Home G

24 days Guest 1 Not shared D ‘ i
2 HREHRARERE K SLXATHFRATRNEE. ERAERRKEROHKAER. B-TEH

B BRNEWMAKE, ERASEZE  ARRBTERA.

3 MREEAERCHANER , LUTNRERERFEREAENER. NRERECH , FENRE
HIRE A 68 & MIREPR .

fEE NRERRNEREAAERFIENGHA  GRELEIRERREREAENEREE,
ERERNERAESIATEROERE .
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vRealize Network Insight T & &
N R

FZRAHTE , TUESEARKENG (BEARERLAETNRE) 2HARMBAERAERE.
b, BARBRKENVBESHEE.

vRealize Network Insight supports the following load balancing devices.
AEHFWTHEE

= FSEREHFHER

= NSX-V B8 EHTER

F5 fEABH T a3

EEYEWKA FS WERTEINEE | vRealize Network Insight 3118 T FFEMN TN EE.
Fs 88 TERZRETHEE

Virtual Servers Pools Pool Members Service Nodes Application servers

Pool
Member 1
HTTP Virtual
Server

10.100.100.10:80

\ Service Node 1 —:a

for 10.50.10.10

10.50.10.10

.
o’
.

- . ..
Client Termina ETP Virtual
Server ke

for 10.60.20.20
10.100.100.10:21

10.60.20.20

n FEARKARS - TEEARKHEE. fln, WREE Web ARH , BN ARFEEEARIAR
2 (ERIERARSE) L8T.

w BRBEHH - F5 ARBARBHRWERARARSE. Bt , REGHEAFREARXFARF[AEARN 1P
fusksy FODN. SEBRBEHRATUAESEERAEN.
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n SERE -BEER BRETHINSEEABRIBHEEREXRT , CAGRBEHEMN P it
FQDN, ZEERBATRANEARN , SERESARSREHTH 2 IP (Ut EZFIBRIT,

n RE- A AEARKEHBRBHNAARERERIARKE.

s EEMARSE - EARSNAR P, At , CEFAERARINAFRSESIERMARSE P&
Ht (HlE0 | 10.100.100.10) FEEESERS (80 = 21),

» AFEKRE - ERRAFRAREEESR , tHREREES.

RFRRFERIERARS K SERBEBRATEENE. AE K KSENEKPFEXIEARXMARK
R (ERMARERARSR).

#EE E-EARXARSETUEERE TREZRENTRRBH NS ERE.

vRealize Network Insight B2 BB FHNEI RN EMES -
n EARREAEXARESERARFZERERKESE.

w AREEBRABRBEARNMARSE (EHSUERKR) BN, AR, M. RE , BERMAER
SEEPFEEE.

n TRERABRBIMERNEARXPHNEESUERARTH.

» HEREFHNEMBESIRER  YAFHMERLEENRE. fim, EREXRAEE , BARY
ER R EE HEEER CRART .

s RERHIERETRME,

BEAHTESEFAER
(EHPHR EEMt T EE ST LT B2VHNERARSBSNEENMEEN.
BERRUTAR :

- ERTEHSHERAREREMEYSE

. ERTHSEHEERLANKEEYSE

- HERTERABBOEL

= TEEMEIP LHHE. HEREERARNEE,

#E TEHEENSX-V AHFEHIBHWREEN.
n REREE. BE FR. EEARS. SESENMNERTEHRENAS.

B ERARSEFAESR

[(ERARR] EEEEERARFEEARBENSESH,
HEERUTAR

» ERARBTNFERERENBFEREFAEN  URTAEENETR.
n ERESRNEE
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» ERARSFNBE

w  BRE () AR 25 AE BR R A R RE S 4H Y
» HERABRFEENEENFE

n ERGHE FERD)

== oo

» BREE (EEIBEWHHSNCTEAR

s CPUEAR

R WEIZENNSX-VABRTHEEENFE
» HERARBAEANEERENTLERE.

, SRR EN NSX-V EE,

FE TEHEEWNSX-V ARFEHFBNREEM.
 ERARSFAR  RUERARTEHSR P i, fRRE. REERENENR.

Virtual Server web-server2tol

Timeline

ne Range: 1day v o T
8 Show Changes 20:00 02/26
Pool members in this Virtual Server
7> dentitie
Disabled 80 o
. 51:80
State
Enabled 80 80
. £2:80
Enabled 80 20
Virtual Machines backing this Virtual Server
[> 2entities
@ Windows_2012-1-VLAN301
CIDR Sta Host
10.115.30.1/26 On 10.115.72.35
e Windows_2012-2-VLAN301
CIDR Sta ost
10.115.30.2/26 On 10.115.72.33

.
»
b
>

08:00 12:00 16:00

Metrics for this Virtual Server

Feb25,18:56 - Feb26,18:56 6h 24h 7d 1M 3M

Total requests

Virtual (VM not found)

> Zentities

. phy_node_test2 1 Problem
IP Address

d b Manage Q
10.10.10.12/32 Enabled 10.115.73.60
. phy_node_test £ 1 Problem
1P Address £ Manager a
10.115.73.60/32 Enabled 10.115.7360

o

%Eﬁ?ﬁ;ﬁiﬁﬁ$@i%§$ﬁl§§w&’gﬂi}¥%& s f’éﬁﬁfb(ﬁﬁﬁ?ﬁ“ﬁ%ﬁ.’ . client VM name to Virtual server

1p., MRFENBRBERE L ESEERARS , ST (ENENLERKR] BRTHE

DRRERREIARRS  REE-TRTBENETERRSEZERAMKSRHEE,

BANE-TERKSRCAELNERARS  UEE [ERARS] RELN—AERMSRE. B—TR
ABRBUEEERAREEMEERESRNEE,

BAEEKEFHAER

(RERE] HHERHEAHEENE . EEUNRASERSMBBNSEANRE,

BERRUTAR :

n ERMENEENEREENEGCFAER
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n AELKEERENEERERMSNEEETHR. fiw, TEEMN CPU ERAXE. ARRE.
» HEEREMBHNEERNEE , fi .

n EEGHE. BENE. 78H)

n FREE (EXRSERNHENZITAER)

= CPUfERA=E
» RESEHTEHR O RE REERENABEANSERBERR.

,.
B
o

T
8 Show Chang 20:00 02/26 04:00 08:00 12:00 16:00

VM Backing the Pool Member 7 Network Traffic Rate

v Network Traffic Rate
59 6h 24h 7d 1M 3IM
Network Average Rx Rate

Windows_2012-2-VLAN301
Network Average Tx Rate
Host Power State CIOR
= @ Obps
10.415.72.3 on 10115.302/26 CPU Usage Rate &
Memory Usage
Metrics for this Pool Member : Events with this object
Feb25,18:59 - Feh26,1859  6h 24h 7d 1M 3M D ok Akt BT
EntityDiscoveryChangeEvent
[« t connec ¥ FYC B

@ Pool Members: 2:80 has been discovered. Zhr

— o

HEeHTYEHSREENEGHNESER
BU L ERA TS ERNEHENESHEH FEHRMEENER,
m  vm where lbServiceNodes is set - JIHFERMERNWERARENN TG ERKES,

m vm where lbServiceNodes is set and PowerState !='POWEREDON’ - 5l EiEEHFE
ERAENX , EEEEEEEENIEEREKEE.

m pool member where state = ‘DISABLED’ - J|HFIBEEEANEEKE.

m Count of Pool Memebers where Service Port = ‘80’ - IBHEERIE 80 LHTHEER
EREBERNFEEENEMNTTEL

m service node where virtual machine is not set - SIHEERFAREFIEEARR FARSE
WA IRISET R , = vRealize Network Insight A 7k #5718 3 #2= [ # #488 A vCenter Server

NSX-V A8 & ¥ izs

# 4.2 lRABAME |, vRealize Network Insight XMW NSX-V WA FEINRE,
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ATREMXENEERNEE .
n  ERMARES

. BANMTARE

»  BEHHNATARR

» BRI TR

»  TEREERASH
s EE

 BANM ARG

» BHHNATAR

s BETESH
n EHRHLER
n EREY

£ vRealize Network Insight &
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R RE

AEHHRTHIERE -
. B

= 18 BGP FMFMAER
. ABRAREKRE

BREAE

BREREARTRETEMMEERER 2 BFENFAER.

VM Path Topelo VM Undortay wal Maehing: DBAdrin,, =

mmmmmmmmmm

e

WIRESRE 3 BNE 2 Bk, BAUEAEEEN vn nane 1 2 vn nane 2 FRBIFER, MRHK
B, AEERE BRREECRE L EBEEA v nane 1 B vn_nane 2 ZBBENFETH B
BB HDERT, NRKHEESRMKHE  NTMEERERRIMS,

EREHAETD , SEREFRENENGE 2 AN ERKREERMERE. IREERBSBEZEARREERR
BRE  MERR-RIERAE  LMBARERERH KA EBEHERFNE.

5 Kubernetes , BRIEHESFETR T RANEE
m  Kubernetes fR#ZE Kubernetes fR#%
s Kubernetes fR#&ZE Kubernetes $#i

s Kubernetes i@l £ Kubernete &

B TXESRERKRENEE.
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EBERNTHRNBRBBESIIHEMERRN BN BERBRNRCCEEANTEARTER B8
EEEBRERATEHRNERMB 2 BNRE  BREBETENAATEREE. WREKBETER
BREAELNEHFERTH L $EERTIFAER

n ERAREEE

= SEPEHR P Ui

n  EEERRG

» SRTHREEZ

» ERERTEHBRIUMNERBE.

BHTUEEREHAE ENRE T,

MREKBEREZEREH S RNEMMKEAES. Edge 5 LDR L, AIGBERTENRER NAT &,

NRERMSECHELAAN ERESER ERSERMIRERKENEREN  REEEREIRES
EiRMSREZEENES, BN Kubernetes B | [ERMESER) SR RAEIENERBEESER
Kubernetes BiZE& ..

HERKBRERERT , IRECENRETHAEN THRTERR Y THETRR. EHERT , HE
MTHXBESRR Edge LNRHMEREB[NERPEREE. BRESE Edge EFHER , MENTH
REERTAOMEANE IP ik, REERWAR , BIZBEMTENERREE,

WAL AR EERIRMETER , REREL@E,
ERAEETREERA BB AFERMSE- ERRSERCMIRERENEREN. EREFAENE
Re  KERTERERREENEME.

B CERCERAE2ENTRETRM. R —EMR[EAER S —ERRE , AAEEIR
ZEXGRE. ERETSRIERAR PHRBRE,

AWS [E5E#ES- [ 5 AT I 1

AWS M ERHEE- EREESERCRHAEAT B EEBEEEM AWS EC2 RTEE 2 BN E A B,
BBl , vRealize Network Insight X T 5IZEH

= AWS AEE VPC EREHER- ERMERRE | WROIPRIEE VPC F B — F AR A [E] F 485 A E 51
EZBHNBEA.

n BERHFERN AWS AR VPC ERHES-EREERRE RIS R—E VPC FHERHEARES —
8 VPC FEE RS 2 BB BB FERETHEN.

n  AWS ERERZHRAR | VPC PR ERKERZBRARENFERAMARETEN.
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n  EiB AWS VPN ERH AWS EREEZERPOERKES  EHRAIFP , VPC PR ERKEEEB
AWS VPN EHEER P OANERBEIETEM . BHRLERS , vRealize Network Insight &
SDDC. NSX-V # NSX-T &R/,

i3
m NSX-T # NSX-V ERHOHES B EHEELE NSX-T M NSX-V Edge BHSZ{HRET2H IP ¥
WEAFER.

m  vRealize Network Insight X AWS WERBESSER A,

B
BERUEERN AWS RE8 VPC ERHEER - EREERREN AWS ERER - ERMESREEHMNNT -

VM Path Topology (i [
Client Server
sub2-vm2 — subl-vm1l
10.1.2.191 Request 192.168.1.199 %

3

@ O [ sub2

™ sub1

®

AWSVPC

BAERBEERMSE- ERERERPEOHET  RRRBEESENAE,
BULESE AWS ERKS- ERESECSHBN TSR
B AWS Subnet

B AWS Route Table
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B AWS Virtual Private Gateway
B AWS Internet Gateway
B  AWS VPN Connection

B AWS VPC Peering Connection

NSX-T

NSX-T B EFEHEER - FE B R BRI S I 0 T P s

VM App-VM1 - VM DB-VM1 Now v resh in 5 mins
Overview
VM Path Topology

Client Server
App-VM1 . DB-VM1
10.114.213.123 Request 10.114.213242 %

":\\
= -0 } App_LS
= = DB_LS

EeRTIMEE K TEeARedoe fi%. EMAAIYHERBEIRCHEPFEANET , URERFMA
ERTHES. 23RBAZUEENEYETR , MEEMENEER. HEBTREEASNEL S0
MEREMEE, FEE 1 BExttHedRER—BR , MAEE O Bt gERES —BFTRANE
&, £ NSX-T 1 , edge B A& EEITREA.

EERE NSX-THARNEZEM | BATLURE NSX-T Layer2 @K A#HE , YFEHATIER

plan NSX-T Layer2 Network ‘<NAME OF NSX T LOGICAL SEGMENT>’

BHA BT TS RRERBRRNE L

n RREBEARIIPERREM.

n RTHRRNINEERPIZE NSX-T Layer2 SR B EE,
meE

s EEFEMT NSX-TAHBEIEE | i NSX-T L2 fAAERE. SaUERS. MoBNERARRES
FEREL NSX-T tHEEE R,

s ESEAKBTHXIIgERD , NSX-TREHFHEZZEMERN -y , BBEERE VXLAN/VLAN

B —&2 .
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NSX-V Edge T H E B #28- E AR K

1 vRealize Network Insight 1 |, E DVPG E4ZE NSX Edge WX VNIC W HFNEELSZE VLAN 5

VXLAN B | A AR SR BR - E SRR B E M E R B S PR AR BR 1
LUTF REEB NSX Edge WE B MRS - I B AR IR TSR EHI

f&5E VRealize Network Insight 7% Edge EH#BNEBNENEREN .

VM Path Topology

Source Destination
192.168.160.5 192.168.170.5 Edge VRF: Trunk-Test-Edge
Route: 192.168.170.0/24 (Direct)
In Interface: [Trunk-Test-Edge]-[trunk:
interface]-[subinterface-1]
Out Interface: [Trunk-Test-Edge]-[trunk-
interfacel-lsubinterface-2] _—
[
Keep Focus
mees -—""—.
©) e VXLAN-2
® z VXLAN-1

VSphere Host

vRealize Network Insight /) NAT &

Path Details

() Show labels

1

2

Trunk-VM1

[Trunk-VM1]-[Network
adapter 1]

VXLAN-1

=) Trunk-Test-Edge

VXLAN-2

VXLAN-2

[Trunk-VM2]-[Network
adapter 1]

Trunk-VM2

vRealize Network Insight x#& NSX for vSphere., NSX-T Edge. Fortinet fl Check Point Y #E#

ERE - E MR E
BRA NAT HEBHES - ERMEBRSHEMN TR
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« VMware VM 'linux-2-20' to VMware VM ‘linux-1-20" via DNAT IP'172.168.23.22"

@ VM linux-2-20 - VM linux-1-20 Now v (Auto-refresh disabled ) Overview Events Flows Metrics
~ Overview
Path Topology [ VM Underlay VM:linux-2-20 % VNIC:100220 v PNIC:[1001520.. v {7 :
Source Destination Path Details ~
100220 10.0.1.20 Show labels

o 1] () VM:linwx-2-20
2 | @ VNIC[inux-2-20]-
[Network adapter 1]

©
H®©

===
= 3 VMware Host Switch:
VLAN2100
Switch Port:

[10.0.15.202]-{vmnic2]

& vlan-2100

€3 : vlan-2100

=) / vlan-2101 *

L

16-1. 3&iB Check Point NAT BY FE SR HERE - R I M RR IR 1R

Patn Topology : v Ungert_ VMLCPMDSL. v WNICELIERS. v PHIC(0.864

Bl
EEMBRA NAT NERKESE - ERMIENRE  FEATIER

s NMRBHMEREESVR Fortinet M Check Point 8§88 % 5 , HERE NAT , FFHH vMware VM
'<name of the VM>' to VMware VM '<name of the VM>' via DNAT &,

n MR B ERMESMIA NSX for vSphere B NSX-T Edge M%7 , BERE NAT , #FEA
VMware VM '<name of the VM>' to VMware VM '<name of the VM>' &,
ZE2E1H

s HREBCERA NAT IRIEH NSX-T EEE B30 E RS- ERBEIIKE , vRealize Network
Insight A& & IER K ERETR NSX-T Edge B AR Al
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VMware SD-WAN [E 8- E MR8

£ vRealize Network Insight & |, A AR VMware SD-WAN 2B E RS- EREEERE,
vRealize Network Insight X T 5| %44 :

IPE IPBE : M{E 1P S EEHEMNHN VMware SD-WAN Edge £5# VLAN £,

= P EHBAK/IP ERA P R IP XEEEMRN VMware SD-WAN Edge £ H VLAN £

B ABREERRAA IP BT vRealize Network Insight I R RRBIMIEM IP,

n ERMSRZE P, IPEERMSINERMRZERMSERE

n  EXE NSX/NSX-T BRI OLFHEEKSS, TXE VMware Cloud on AWS., Amazon Web
Services M AZURE I E 2R,

»  VMware SD-WAN Edge 4ZBER VLAN BERZERFLOANSE/ERKHE.

s B WMREAKE VMware SD-WAN Edge B K VMware SD-WAN Edge :REH VMware
SD-WAN BETHE , AlEEBRFE VMware SD-WAN Edge HWEEBEREE.
R VMware SD-WAN Edge 2B 29X ZE 9 X VPN &8 VMware SD-WAN #£& | BIZEENFT
EREHSERERES,

LT 2 VMware SD-WAN [E B 33- fE B ES IR R Ry — LE &7 -

Path Topology

Source Destination Path Details A
192.168.195.5 192.168.187.10 Show labels

Qs

(=)

1| (2) sandeshVM-velocloud-1

5 Sandesh-VLAN-10
Sandesh-velocloud-2-LS e

@ Sandesh-L§ 6 [10.196.74,133}vmnic1]

& 10.79.40.136:3100-
vian-8 vrf 2009

8 4 VeloCloudNewBetaEdgel

¢ @ ve133uscad

10 VeloCloudNewBetaEdge2

v 11| F 1079.40.136:3400
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Path Topology

Source Destination Path Details A
172162011 192.168.252.10 Show labels

1 L/i/‘ SDWAN-APP-VM-02
Q 2 | @ [SDWAN-APPVM-02)-
- p [Network adapter 1]

3 SDWAN-LS-APP-02

4 (B SDWAN-DLR-O1

5 SDWAN-LS-TRANSIT

151 6 | (=) SDWAN-ESG-01

SDWAN-LS-APP-02

SDWAN-LS-TRANSIT DPortGroup-B1-550

-
D E®

N m

Velo-Edge-B1
LS-VLAN
7 ) Velo-Edge-B2

10 @ d5f37ab5-4fea-4e13-
b884-87de217af2f6

11 (& SRTier0

Arista tE#8 VTEP EH#aE-E MR K
£ vRealize Network Insight f |, AJLATE B HES - RS E P MIRTER VTEP,
BBl , vRealize Network Insight X T 5IZEH

s EREMENHERKEEVRTEN VXLAN MITEIHN S | SKAEE VIEP WERESE - ERHaE
E%?gz—:o

s EXGEAN B EREERV AR - THEREMN VXLAN B | SRATERE VTEP NERHEE - EREEER

?glu-:o

R|[ERBERINIME  ERESEEAEDNER VIEP,

#5 EIBTE vRealize Network Insight 11§ Arista 33#288 SSH A ER KRG  KAFERAEE
VMware NSX Manager R AR E Arista X#:8% SSH WWE— IP/FQDN, FAI |, £ EHF#ES - E s
BREHRETEER VIEP,

MREERMEEAERER B AFERER VIEP , BB U ERESSMENERE R E AR ERRE
FRRIREE VTEP,

EREM B A E MR RE — VXLAN B | SRR VTEP MERMES - ERMBRETZIXE.
T RERAERR VTEP B E SRS - E B M BRI S Ay — LE5a il
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Path Topology VM Underl... VM: AppO2-HW_ VNIC: 1921682 PNIC: [wi-vrni-t

Path Details

Destinat

0 192.168.252.10

192.168.253.11

VM: AppO2-HW-VTEP-
PAN

VNIC: [App02-HW-
VTEP-PAN]-[Network
adapter 1)

VMware Host Switch:
HW-VTEP-TENANT-4

VMKNIC: [wi-vrni-tmm-
€5¢009.cmbu. local)-
[vmi3]

“:ﬁ‘]’ l:; VMware Host Switch.
o VXW-VMKNICPg-avs-104-
10-d7ba8c8d-7686-
VLAN253 412b-b798-
HIN-VTEP-TENANT-3 and S
Vian2s2
Switch Port: [wl-vrni-

= e

esx009.cmbu local]-

Path Topology VM Underl... VM: AppOl-HW_ v VNIC:192168.2 PNIC: [wl-vrni-t

estination

Path Details

192.168.253.10 : S0 192.168.252.10 Os

1 VM: AppOl-HW-VTEP-
PAN

VNIC: [AppO1-HW-
VTEP-PAN]-[Network
adapter 1]

= VMware Host Switch:
HW-VTEP-TENANT-4

© VMKNIC: (wi-vmi-tmm-
esxO11.cmbu.local]-
[vmica]

== VMware Host Switch:
Vaow-vmknicPg-dvs-104-
10-67baBcBd-7686-
412b-b798-
10d53e60d213

== Switch Port: [wi-vrni-
tmm-esxO1l.cmbu.local]-
[vmnic4)

VMware Cloud on AWS : EHEE#ES - E RS RK

vRealize Network Insight #£ VMware Cloud on AWS X BT HEEKRE :
= VMware Cloud on AWS f VMware Cloud on AWS

= VMware Cloud on AWS # NSX-T

m  VMware Cloud on AWS F# NSX-V

= VMware Cloud on AWS # AWS

s A VMware Cloud on AWS
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#HH VMware Cloud on AWS RZEMNFTEEREKSE K ERENEERIERKSFTENER , BARK
NEBREE TE2H VMware Cloud on AWS Hi , B EHRFAFETRM,

VMware Cloud on AWS Hl NSX-T E#E# 25 - E IR RN &SI T AR

VM Path Topology
Client Server ) fal P
VPN-VM-1 Y VM- 1-CompB-Host-202 ath Detail
192168522  Request 192.168.46.21 % VPN-VM-1 %0 YM-1-Compl-Haat-202

REGGHIEE.
Cisco AC| EHMeE-ERMaTRE

£ vRealize Network Insight A, AT BARIRER A Cisco ACI HIE MRS - E RSN
Cisco ACI B EERIES - E MBS IR RE B T AR -

s WA Cisco ACI API £ ERFEMER |, vRealize Network Insight B RERA S EMER
RIABRH E VS - IR BRI 1€, B Al , vRealize Network Insight &8 R iE AR EEMAMREBRENE—
Cisco ACI VRF , MARERKSEZERMSREhN s EMERIEEE,
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Path Topology

10.255.118.178

D n
= - 10.255.118.186

¥ Cisco BGP-EVPN #{ )z &

vRealize Network Insight X EBE S 2RH Cisco BGP-EVPN AREER TREM Cisco 9000 RK#
FHEARZERE . vRealize Network Insight R EE A Cisco BGP-EVPN #HKER Cisco Nexus 9000 BA%h

RIS AR BLSR

VM: ACIVM-160

VNIC: 10.255118.. v

PNIC: [10.255.13.. v

Path Details
() Show labels

F

(22) vm: AQVM-160

@ VNIC: [ACIVM-160}-
[Network adapter 1]

== VMware Host Switch:
EPG_160

== Switch Port:
[10.255.139.160}-
[vmnica]

3 Switch Port: [node-101}-
[eth1/3] (Device: NEX-
93180-A-Demo)

BREMEBHIEE Cisco Nexus 9000 RIAFEWEBIILAER KR, EERVHEREEBTINFEE
ﬁ?ﬁ@%ﬁﬁﬁi?ﬁ?ﬁ%ﬁ , %ﬁﬁﬁ switches where role is set E%ﬁ]o

Cisco BGP-EVPN & 1Y [ F RS - I SR R R S A AN TP s

+ VMware VM 'EVPN-Host1' to VMware VM 'EVPN-Host3' 7) Now v 5

=) VM EVPN-Host1 - VM EVPN-Host3

7minago v (Auto-refresh disabled)

Server (NSX-V)
EVPN-Host3

10.253.26.180

() Show all ECMP paths

VM Path Topology
Client (NSX-V)

EVPN-Host1 e

10.253.26.166 Request

(OO

R

r‘/
7 ECMP.
-5

VMware, Inc.

teaf Fabric

o,

vlan-116C

vlan-118C

VM Underlay

Overview  Events  Flows

VM: EVPN-Host1 v

Metrics My View

VNIC: 10.253.26.166 i/? :

Path Details -~

() Show labels

1

2

3

vlan-1160

o
*lw

L
#u
%

(2) EVPN-Host1

[EVPN-Host1]-[Network
adapter 1]

NSX-MGMT
[ucs-c240-
esx.sandboxwwtatclocal]-

[vmnics]

GigabitEthernet1/0/19
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ZEZRE (ECMP) BEAN X E

vRealize Network Insight 1 E Kt # 28 - E MBS IR R IR ECMP X
ERHEE - ERMSRETETAR ECMP T &R :

n  RERIRE BB ZE ECMP BRE

= EFECMP AR

n  IEEHRAERN A REEHERE (VRF)

= TIRERRIEHERE

Chent Server
vm-User-1 — vm-DB
172.16.100.11 Request 192.168.83.11

Show all ECMP paths

% e-Transit
Il

**Hover on ECMP Routers to view alternate paths.
To view path for a specific router, use option “Keep Focus® in the menu on hover.
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ELEH , TUERCKRA ECMP WKHEE, REOELEKEMA:S  ASEREMERE, i, bR
FERNANHTHRHERRELIRE. NECEREREEREKS CBWE ECMP B | BEREEYE
RATE ECMP BE®E,

MREEREISERAROBEE , FREOUERHERE  REE-TRERMN. SETRIEER I HRH
ﬁlzz:o

L2 BENXE

L2 2% VLAN 1B## 28 VLAN B2 BE—EEAE . £8RY  NRERESE- ERUEECIRMESRE
Z{E VLAN ZEH L2 5 , RIEREES- ERMSERETEER . RILRAEE , vRealize Network
Insight X% L2 #8532, B BI{& Cisco ASA BH=E X EILINRE,

R BGP B#FMAER

£ vRealize Network Insight 1 |, A LA EEER BGP M EEEM ., E IR NSX Edge SR
B EHESH BGP F#B,

BF
1 HEEESH DA Router where bgp= 'Disabled' , R#EIE Enter,
2 REABERNRHERHBURRFAER,
A LATE NSX-V B9 BGP F#M T MBI TE :
] IP Address
] Remote AS
B Weight
B Keep Alive Time
] Hold Down Time
] Status
A LUE NSX-T B9 BGP FM TR T &R -
] IP Address
] Remote AS
B Keep Alive Time

m  Hold Down Time
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u Status
e
] ﬂﬂﬁiﬁﬁﬂiﬁﬁﬁfﬁﬂﬁ’ﬂﬁﬁﬁﬁﬁ , ,EJJ Status gﬁﬂ_‘;ﬁ% Unknown,

m R status TR Established.up , Bl Edge #E one or more BGP neighbours are

not in established state $'ﬁ:o f@&ﬁ“’iﬁﬁg} problems ﬁﬁ?ﬁlﬂi%ﬁzo

3 (GREM) ZEEFCFH BGP MENKHR |, 3518 % rRouter where bgp= 'Disabled',

PRARIRE

HRBE RS EEEEE , vRealize Network Insight [ &8 R AN R AREENREREAEE
BEGERKSESZ AR,

ZHREEHATERSSREFRAR  BFENRETF (ERNER). CER-—BARFESSETFN
BERK. SOUUERARBLLANETR , REREAE,

HEREREEEOEEE R  URGHTESHEE. B-THRELNER , MEREETEATHHE. £t
AR AALETRE R R EFAE R

Quality control-VM11 Internet
10.45.203.239 v - Internet ¥

o

Internet

VMware, Inc. 260



AEHFR T ERE

= 5 vCenter NSX

= Palo Alto §#&

= Cisco ASA By A&

= Check Point By K &
 REEE

» DURBIAERA VPN

m  NSX 2 AP KB IEE A R A
m  Fortinet B X%

¥ vCenter NSX
£ vCenter NSX WIBiEd | B A LA Z 1@ vCenter Server , BEHXEEE B/ NSX Manager B
¥‘TO

—{@ NSX Manager #EJk T £Z NSX Manager A , MEM NSX Manager Blfgik 7 )X E NSX
Manager A, £E NSX Manager ARBERAEHIEEE , ZERHEE vCenter NSX RIFRMHIE
HFE, XE NSX Manager TEEHBCHEZEHIZEESR . == NSX Manager IR ERYH , Hlm
BREERGE., EEYHEB NSX BRABSRBEIXNE NSX Manager @&, BRI LAIRE NSX
Manager BREEYH  BEEFEEPEITHRE, B4 BEFEHATE NSX Manager REBBRAYH. T2
NSX Manager B] A RERE R EFEMRE NSX Manager,

XETSEANE
= JEH LDR

» BERERES
 BEREEXME
n EARAERA
» BARZEA

n EH IPSet
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i R AR %5
BRARBEAE
BRER#HE

Palo Alto {5

vRealize Network Insight 32 Palo Alto Panorama B K&

&5 vRealize Network Insight 3% Palo Alto Panorama E2Z{# NSX Manager B4,

& E £ vRealize Network Insight B ## Palo Alto Panorama , Palo Alto @R EREXERELER
XML AP| FEENBEEEAM,. £ Paloalto Networks EAENEF , T TILBE XML AP FiEE
BEAE,

1

N oo o b~ o wN

8
9

#H Panorama > EEEAG.

BR-THEUHNEEESAG,

[(EEEACRER] RERBRRR.

WASBHER , AEEE Panorama .

Z—T Web ERAENERSIRE , XEAMEFEL,

E—T XML API 5|88 , AR FAREBNEEER ZINFAHEEE.
R-THRENBERARE.

FHNEESAGNEREREF.

R—TRA,

HEtABEKAEESIRS K IBVHEAEYSIAGRIKEHERE.

vRealize Network Insight & # Palo Alto 8B IhEEIN T FI7R -

Palo Alto # NSX B HEREM : Palo Alto REEIA U A i BHAR EERBEE R EER L IP it
FERME NG EETHE, IUEBTIAREALREEREN

B VM where Address = <>
B  Palo Alto address where vm = <>
®m VM where Address Group = <>

B Palo Alto address group where vm = <>
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n & BT LLE vRealize Network Insight BRI FTE Palo Alto EEB#TEH. FIEEEELL Palo

Alto BaiEH, —SLEHM TR

R 17-1.
1}

Palo Alto fiit

Palo Alto it B4l

Palo Alto #£ &

Palo Alto BEE#E
Palo Alto Bl € B

Palo Alto #£ B84

Palo Alto FR#%

Palo Alto RIS &4

Palo Alto RAI

Palo Alto Bf A&
Palo Alto Eig

Palo Alto R &

=H

Palo Alto address where vm = <>

VM where Address = <>

Palo Alto address group where Translated VMs = <>

VM where address group = <>

Palo Alto Device where Version = <>

Palo Alto Device where connected = true

Palo Alto Device where family = 'PA-5060"

Palo Alto Physical Device where model = 'PA-5060"'
Palo Alto VM Device where model = 'PA-VM'

Palo Alto Device Group where device = <>
Palo Alto Device Group where address = <>

Palo Alto Device Group where address group = <>

Palo Alto service where Port = <>

Palo Alto service where Protocol = <>

Palo Alto service group where Member = <>

Palo Alto Policy where Source vm = <> and

Destination vm = <>

Palo Alto Policy where Source IP = <> and

Destination IP = <>

Palo Alto firewall where Rule = <>

Palo Alto Zone where device = <>

Palo Alto Virtual System where Device = <>

Palo Alto Virtual System where Device Group = <>

i BRTE@ZN  BUUEAERIFTESER.

n ERMEREERESERT  MAERKES- ERESREEN -9 , vRealize Network Insight £ E#
LR Palo Alto ER#ERRIIBEAME. B—THABERE , SRTNERNAR. R Palo Alto 4
ROV AERE GRHEE) i ERKEH , IR TUEE R-TEARKBEERRK K L2582
EXEN , flEmR. TEANESEEARAXBERAUNER K.
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Client Server
DBAdmin-VM1 - Prod-Db-2
10.46.1.25 Request 10.17.8.13 3

s > = Prod-DB
(5} Corporate-Trans
Vian629

[Provider Edge 2

@
®

~_

==
s

B LRRER Palo Alto MR T HIRBIMBEN —LRESH -

Palo Alto #EBERERZE Panorama (EEREX)

NSX Manager #R1E Panorama & #

£ palo alto #£EM ESX LHTE NSX FHMREBRKEREN

£ NSX fAMRBEBAERNA Panorama LT E Palo alto #E
REBREREERERTRS

s BALUEREER NSX manager £ Panorama FEV MEBZERBESE. METEMN ESXi BE
BEEREERMSRIIMABUATRARNEERENTEER LRI SERKER. SEREER
HERPEIURBINBEHIEEEH, £ vRealize Network Insight F B8 /R R ER M ES - [E IR HEBR IR 18R |
EEEENEREBEEENNERERASE.
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Palo Alto Manager {&& R & 51

Timeline

Time Range: 1day v =

Show Changes

Properties
Name 10.16.128.200
NSX Manager 10.16.128.170

Device Group (NSX)  PAN_VM Series_Device G...

Last Dynamic Mar 29, 16:57
Update with NSX
FQDN 10.16.128.200

Palo Alto Virtual Devices

s  16entities

12:00 16:00

Palo Alto Checklist Rules - All

# Rule

1 PaloAlto Panorama not registered with NSX
Manager

2 Panorama dynamic membership definition
update delayed

3 PaloAltoservice VM not connected to
Panorama

4 Palo Alto service VM not found on host

5 PaloAlto Service Device view mismatch with
NSX

£ 101612813

& Manager Device Family Name
10.16.128.200 M 101612813

£ 101612814 1 1 Problem

& Manager Device Family Name
10.16.128.200 WM 10.16.128.14

£ 1082013

& Manager Device Family Name
10.16.128.200 M 1082013

Clusters prepared for Palo Alto services

(s  4entities

O ddc-pod2-computel
Num Hosts Number of Datastores Vendor ID

9 5

domain-c11610

T
20:00 10/26 04:00

Events with this object

> 19events 6h 24h 7d 1M 3M

Panorama dynamic membership definition update delayed

@ Panorama dynamic membership definition update from... 63days

Palo Alto service VM not connected to Panorama [2 events - Show all]

Aservice VM or device for Palo Alto Networks is in a not connec... 65 days

@ NSX Fabric Agent not found on Host [9 events - Showall]
)
Security Fabric Agent not reported by NSX for a Host where as t... 65 days

( ;D Service VM's status mismatched between Panorama and NSX Manager

Palo Alto Physical Devices

Vs  tentity
10.16.21.2
Manager Device Family Name
10.16.128.200 PA-5060 10.1621.2

Hosts deployed with Palo Alto Device

s  17entities
Ig ddc1-pod2esx046.dm.democompany.net
Number of VMs Power State Version
3 on 600

O ddc-pod2-compute2 £\ 1 Problem

Num Hosts Number of Datastores Vendor ID

4 4

domain-c8791

E ddc1-pod2esx040.dm.democompany.net
Number of VMs Power State Version
3 On 600

O pod2-computel A\ 16 Problems

Num Hosts Number of Datastores Vendor ID

16 117

domain-c376

Cisco ASA By A&

vRealize Network Insight X8 Cisco ASA Bi A f& .
Cisco ASA B5 X AEHIZHEEN T PR :
= vRealize Network Insight X # Cisco ASA-X &%,

E ddc1-pod2esx037.dm.democompany.net
Number of VMs Power State Version
2 On 600

s VvRealize Network Insight 7 #8 Firepower 4,

s B#, vRealize Network Insight X## Cisco ASA fEE RIS 9.4,

= vRealize Network Insight T3 Cisco ASA WEEIE,

m  vRealize Network Insight T3 Cisco ASA WE R A,

= MR Cisco ASA E#ERB|FH , AIFF vRealize Network Insight X &, XEELTIABTHA

¥
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switchl switch2

n  EXE pxtended |HM Cisco ASA FEURAl, FXEHMFEURAER | #lM0 standard,

WebType. EtherType %o

n  UIRTE Transparent R TRER A , RIERKEZERBEESE PN Cisco ASA BIABTFERET
BENFRIGREA

g4
BT LA vRealize Network Insight X EBHIFTE Cisco ASA BEERITER.
& 17-2.
Cisco ASA Y s Ll
ZERAE ASA B X & asa firewall where access group =
ASA Z2RR <>
FEUR A ASA ZEUR 8 asa access rule where source ip =
<>
asa access rule where destination
ip = '192.168.2.2"
asa access rule where port = <>
asa access rule where interface =
<>
FEEA ASA TFEVE A asa access group where interface
= <>
YRR YD1/ AR BRI B ASA Ry asa network object where ip
ASA R YEEEA address = <>
asa network object group where ip
address = <>
BRI/ RIS Y 4r B4R ASA BRI asa service object where port =

ASA BRI B4R <>

asa service where protocol = <>

asa service object group
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Check Point By A j&

Check Point B {Al k25 EZEZ R B NSRS IP {uut® API ZEL.

AT EEEERE > DR ARES > B2 API > EfREREFEE,

MR Check Point MDS #iE A& R HR |, Bl vRealize Network Insight @R EETEN A HAEMN
2SR,

vRealize Network Insight £ Check Point 28 Web API # Check Point EXE AR FEER, MR
VSX MBEEZAZEEMMRE  RAEEHAL SSH AEREMN CLI mSHE VSX BEENERZRZSR VS BH
R, UZBEETEEHS- ERMSEECPET VS BE.

vRealize Network Insight FE¥f Web-AP| FERIMEEREFR , UFEEAZ 8 Check Point Efl, T2

LE1E 5 MR IR,

n WMRFVSX ERFECELAZEEMAREE , FAEEAEEYH Web AP WESFEERR. & EHEE
BEEEBUE run script Web API AR EEKES - ERMSEEEHE  E—REXEN,

n MR VSX FECELZEEMRSR  FREERAEGEAMBRRM SSH FEER. L £AED
FEEBH CLI < vsx util view vs conf WFEVEMR ., ItiE< A AR REEUE BIMES - ERMEERK
FHEE VSX B,

= EHEM MDS fR:R IP MAERNKE , RAERAGHREREE (B MDS #EN2HHAE) B Web
AP| FEUVER. EERIEASHHEIRA . RAEHAMHEMESR.

A LAY vRealize Network Insight XM FTA Check Point EE#ITEN ., MMEEEIYL check Point
ABIEF, Check Point B —&EHWM TR :

®17-3.
Check Point RIS BEF =]
IPset Check Point Address Range vm where Address Range = <>
Check Point Network vm where Address Range = <>
Check Point Address Range where Translated
VM = <>
B4 Check Point Network Group Check Point Network Group where Translated
VM = <>
vm where Network Group = <>
R/ RIS E A Check Point Service Check point service where Port = <>
Check Point Service Group Check point service where protocol = <>
FEE Check Point Access Layer Check Point Policy where Access Layer = <>
15 Check Point Domain check point domain where ip address = <>
check point policy where domain = <>
check point access layer where domain = <>
Eﬁﬁﬁﬁﬁﬁ%i Check Point Gateway Check Point Gateway Cluster where Policy
Check Point Gateway Cluster Package = <>
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% 17-3. (&)

Check Point IR By =N
Eﬁﬁﬂi%#F Check Point Policy package Check Point Policy where Policy Package =
<>

Check Point Policy Package where Rule = <>

FEa Check Point Policy Check point policy where source ip = <> and
Destination IP = <>
Rule where source ip = <> and Destination
IP = <> (will display other rules- nsx,
redirect along with check point policies in

the system)

Check Point RN ERRNVEBFIIN TR :

Timeline

[ E

Properties : Events with this object

NSXFabric Agents For Check Point : Clusters prapared for CheckPoint services

1019753150 domain-c7

Hosts deployed with Check Point Gateway : Check Point Gateways

EERKE ERMSTERT G UEEEHE LM Check Point IRISEREE  URTEBEERELER
HWEEFRA, VSX BEBNERZA (VS) BETEERKES-ERMSEREHEASERE,. R—THE
EREE , @B REE Check Point JREIRYEBEE,

B YUNERESE- ERHEERE  vRealize Network Insight A X EEEERKBRBNER KRN
VSX #5K.
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VM Path Topology

Client Server
Attacker-vm-02 — protected vm 02
192.168.2.5 Request 192.168.15 5
® XL X,

Internal-LS

®®
]

External-LS

LA 2ét¥ Check Point EE RSB SHH — L6

= 7E Check Point B8 ESX LT E NSX R EBREREN,

n  FKTE| Check Point IRISEEHEH#2E

m  Check Point B sic ARERREM.

m  Check Point Bf8 (Flanfust€5E . Mg, RA, 8. FRAEH. B, REFELAS NERREEH

B
ZE2H4
R RERERERAREETERNRANES.
R BAKRAE THMERE -

BE X i 453

ZEFHAMNBHREERZRZ2HEACHEANMABRAY , METRMEZ2HARRMZ2HEZH
KB,
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&,

ReatiE
Z2PARBAREIOTEERARZ2FART R (R2RARRMER) REBR2RA.

R AERR VPN

vRealize Network Insight £ VMware Cloud on AWS. NSX-T 1 NSX-V BRI ABERH
VPN, URBIAE#K VPN XETHERH

m  VMware Cloud on AWS 2 IP {u#EE NSX-V/NSX-T/AWS AR IP it 2B/ VPN EiE

n % VMware Cloud on AWS 2 F IP Uit F AT AE LR IP Ut ZE AT AB AR IP R ED
NSX Edge Z [ 1:1 NAT # VPN @&

&5 vRealize Network Insight 7% VPN BE®RE VMware Cloud on AWS (&R 2 BBh A #E) |
BRFEARE NSX Edge :RE NAT HEHI,

NRAIBERKN VPN B
vRealize Network Insight & 1.3 VPN Session BREHIER K ZEBEEERNPOARENER VPN,
LUTRUARBAERN VPN ERNESHE
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*17-4.
BEAR L
Policy based VPN VMware Cloud on AWS ., NSX-V #l NSX-T B9 fra ARl A
EH VPN T/ERER
VMC Policy based VPN L VMware Cloud on AWS REIBERH VPN TIERE
NSX-T Policy based VPN NSX-T ARRIAEHHN VPN THERER
NSX Policy based VPN NSX ARBIAEBH VPN TIERER

NSX 7 Bz Br A s 3F 4 A A A5 B

vRealize Network Insight X BERLERFEZEREN NSX 2 HXBABRANATRE. SLRUBAE
ERPRE, LERAGEHATERERS  THESEFREMEE. AERELIEERAPREA, vRealize
Network Insight ERZMERIRFERME T THIHE Widget :

B RERS (22 | BR R, FEESITRARSM,

RERAK NSX BEA@EARA : It Widget FIHERENRBRBEEMRELN B NSX 7Kg,
A LERATIESERBEIELRA

nsx firewall rule where flow is not set

B FRAECHBEENREL NSX 78K XHE IPFIX,

Fortinet B A&

£ vRealize Network Insight A , AT LA BRI Fortinet By A fBH RAR .
vRealize Network Insight & T % Fortinet B8 -

m  Fortinet EERER

= Fortinet ADOM - Fortinet EE#E A& R

= Fortinet VDOM - Fortinet E#RAEFMER . vRealize Network Insight EXELUREAERNE
BOTXEEHER,

m  Fortinet {it - ADOM 4 EHHIEE . vRealize Network Insight 328 ipmask. iprange 1 NSX

m  Fortinet {71t 84 - ADOM $EM 1 BFHKFE

= Fortinet Byf&ithsit - ADOM $REE R (VDOM B FE(I 1) KIBE

= Fortinet BRE{U L B¥4H - ADOM RHEB MU FFH (VDOM HFEM N FFH) HEE
m  Fortinet B8 - ADOM B EBENEAEE,

m  Fortinet B - ADOM S EEBEMNEE .
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Fortinet fR¥% - $1¥E@ ADOM FEIM BB EEWRBHEZE.
Fortinet RIS E¥4H - =18 ADOM R IRFSEFAERYEE .

Fortinet JR 8l - &8 ADOM #) Fortinet [RAI, &M B BEXE IPv4 &R, Fortinet 21ZZ R BIF
Fortinet 2R8I,

Fortinet RRIEH - RRIEHMNEE, RAEHEBLESAEFEHEBUERANRAEHNERRK,
Fortinet #£ & - 8 FortiManager 1B Fortinet £B/EEE.
Fortinet RE#H - HEAEIEEMN Fortinet HREFHRIBE.

THABRFERE :

NAT B3 T i E R RS 2 R e iR 1R

ZRRA TERRENERKSEZ ERMERRE,
EIE (T IP RER) RAIRE , fINERE. EAEHAE. BARANZEMHRER.
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9
T

e El

vRealize Network Insight 2 BEM D EZ2MNWREIFNERE., cURBEREREMBEHEBEMNE
{8 VMware NSX 2,

REMIW I ERE

» SHEARR

» EARAKRER

= VMware Cloud on AWS : #EIF %2 2

DHEARERN

BOBREAEBEBERBRSRZEER , ERREPHNAERE.,
£ vRealize Network Insight /7 |, RER—18 4 T, B#E :

= RFEIP

n HEHbIP

» HivhEER

n BAEE

ZA LU mERIRREN AOERENAERE

EROERETREMND ARREER

%@ fL,\?EIEF ESRAREHRE  ZBAREARE  ESAREORE. ZUUR-TESER
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Micro-Segments (i )
Group By Flow Type
Tier ' All Allowed Flows A4

3\
o '
fv

FrZgiE 2 SNV EREBREN D BR SR EF AR HANE.
BHRERRER . HtERNARARERNEY FRHARTITRE.

VMware, Inc. 274



A vRealize Network Insight

Group By Also show groups for
WVLAN/AXLAN All
Application Physical

v Tier Virtual
Subnet Internet
Folder v None
Cluster
Wi
Port
Security Tag
Security Group
IPSet
WPC

BERARRFER—ERE. ETHEESD  EUNFIRBEENRE .

Micro-Segments
Group By Flow Type
Tier v AllAllowed Flows v

REITRERTTEEEEBRNARE (RERESR). SUUREMERRE , G UREREERZHK
MR, BULUE [ BAK ] N[ CHE | RESGERRE. QUK (L xARET] = [SLFFHN TR RTE]
BERRE. BRIGIERENRRE , €A [ IHABERE | FRRTIZEREPFNREZH IER
&
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REREENPLORBEFTHER K SENAFERERNERAKS (HER 1P B MAREFERE
HRRE.

HEEWMETENES
n RE WESEEEERNE RIS P i,

. M HESESEHEENIMERATEES T ERMIRN P U BMANEREMISER P A, SN
B A T HIHEARK

s DCEH: BRERFERENERPOADERE LSS K SBLrERKRERTESFHNEREKSES IP
U ETEN , EFREEEMEBREARE (0 LDAP, NTP &),

w HAES: SEENBERPOANERKE K BLESESRIEERAMARE W LDAP. NTP
%), TRABEHDEFRFEEN P IETEN.

n DCEE: BERERBNHERPORNEE IP it |, S EAREE TN ERKSES P
fubESTE , EFEEEMAERXLARKE (W LDAP, NTP &),

» HAER: BEENMERDOATER P U EEUnFEERLARE (W LDAP, NTP
%), YERABESTEFEBER P UETEN.

s EEAEKR . SEEAPEEPNEREESN P BN IRSE B it E R PO I E R ES s
B8 P ik,

W
s BRPORIBEE RFCI1918 ERIEEW IP+ £ E-W REPEENEMEEEH,

n ERAPOIHINEBEEIE RFCIVIS FEREEN IP+ EN-SREFERNTMESIER.
ERBAETRRMS BEAEER

vRealize Network Insight ] RZEEXREX R E R FEEREF YT 2 EEEH .

BF

1 BEZR2H>RAREM  RARE-THEKEE BR.
2 ENSAKBREANE , (INERMSE BEARN. RE2HA  UEERBEANEEFAER.

mEuERE il
FRM TR E B
=p:obicRy/Lus SR:obicl:Eg

HERE FREE N BHBRRRENFTR
B-TF8E, AEEHRANREFAER,

fITTALBRM FEREZENREANTAR
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MrBRE Ll
BRAREBER MEMBRETEEINEARERR
THRBRBRAE BERENFERPIERREE

L+
n BOLE-TEEERTEER  WESRERIEFFFER.

s BULURERXRBETREMC  Z-THAEEZTENESET , ARBUERIMCEE.
3 bbhh, BABE [RBREE] EE D RTRERE.
» EEEEANEGRSJERTD  ETUBITTIBE
n EEERRFHE R , EREFTERRIERE N ERNRE,
n EBEEGABEE , UEFBANRERERNRE.
» ERREREUEEREMRE
n BE-THEESHRB[LUTEHME RS,
n BEHNCSVHBAEHRERAER , BE-—TERXRERNESRE , RERENEHR CSV.

FBHEIEAER
BALATE vRealize Network Insight FAENERFEBHEERARER.

BF
1 1E vRealize Network Insight EE £ , #—T%Z2% > EARX.
2 EEABRRRSIERL , #-THHEERER.
3 EFEEABREELMNEARRNERBXFARY K GALERVNERARINERE.
4 EE/BBERT , BAK-—ERE,
BAURBERBERKE SRREIRBEEIE/BE,
5 HERERuTP,
a BWTHAXMERTEREIBOKME.

BULRBERKEAR . EEMSHNNVE EARK. B85 E8%X) E&xKHY , LT RE
Kubernetes fR#& (FRIEBR . K P Uit. B LR , B5 P ARBKER) EREH.

FREZEEETFESARHEREE. HE 1P HEEFEBIEZTE Kubernetes FR¥ , BERABET
BE,

b WARRINEENEEZENE.

EERMAZEE  FESEEREREN.
EEMERBUABN By , FENBBEBALEETAARHE.

REBERNRAE SR TABBHSARBNERGESETR. B8 1P ST BERETH.
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10

1

HENIBEMEMEYS | R THEEAAES .

CBEM) ZEE—AEARXTEYE B  FR—THEE/BE.

Al E—BEARXTEYZERE.

hEARXERYMERE K YBMTFEMERENERESR. B8 1P RIRBHGEL

CREM) EERVHREREAE  FEIRARRES ISR,
ZASERAEMACEETELEREALRL, vRealize Network Insight B THES sys BIEAMN
R EHEEE.

[
 MREEARAGHEKES  WERMARRESTZIRGR , ATEEEAN 20 pEFEHE
[BRSMEARE] REPRBRZKE.

n BEZMRASEENEFEARL. 0MERE MR S05 R R SHE D AT B 303 f# 17 2 BE
REXR , KEaBMREEAEEBNRAGEENRREAR,

2 [DTRE] MERKHEEAR ZHIRERRE. TUAELREERKENERAUURES
EO

BE—-THE.

B MRENERABREZAEM VMware EREEEIENTRARRESTEIMAT R , AELRE
ZERAREN., BAEHE VMware ERERNERBARMEI LS RS RHETEARN.
GREM) SZRERESIN  BE-—THERE.

HeEREARINMS BRE.

RESR
UL EEREFNEARA TEERARFMAESR.

AERIPEIE

RUBARKE  SUNRETASEFERET P EE  URBEANRUAER PEYE. NBK
FOBENHEEN  BEMMARER P B,

EEEER S UEAERZN DNS, FHK . VLAN BEBEH , TR  :

Web
Query: IP Endpoint where Subnet Network = '172.16.101.0/24"

ERARER
Query: IP Endpoint where Dns Domain = app.example.com
Query: IP Endpoint where L2 Network = 'vlan-102'

BRRY
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Query: IP Endpoint where Dns Domain = svc.example.com

ERAERERR

EfRZERARASERARATEZEER A EALA AP SIEAENNEZLEARNER—@EERN
B, vRealize Network Insight BB RZEARAL EBMAHELEARAREENFN , BB
WD T FEMER.

vRealize Network Insight AIARB LU TREHNITEARIEFE :
s E® (vCenter Server = AWS Z%)
n ERMSEERE

m H ServiceNow

#fl: ERARAKRREBNEL

BR& ,

n BB vCenter Server g A& B RKIR

n  EHERRORNAEEEREEE - VM1, VM2, VM3 #l VM4,

n ZREERER (RSIR-B)  ARERSEERURFENERARXER
» BEERRRE (RSIB-B)  AREESEERKSEMEBNE

Bl FSEERK

ERMBEE RoR-AFR

VM1 m EARNER : MyApplication1
n ERARKXE : App

VM2 m EARXERE . MyApplication1
m EARKXE : Web

VM3 n FEARKEE . MyApplication2
n EARKXE : App

VM4 m EARNER : MyApplication2
m EARNXE : Web

BREEBGEEEAER
#£H vRealize Network Insight , A LISt ELEBREREARAR RN DA%,

EREH T | BIBEESWERMSEXER | vRealize Network Insight R EZEMEERRER
(MyApplication1 1 MyApplication2) , EfIEEMEE (App Ml Web) R EHREHN EE#KS.
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EBARRK ERAEEEME

MyApplicationl = App # VM1
B Web 1 VM2

MyApplication2 m App # VM3
®  Web fl VM4

REERKSEEBEVEARNE
BRERKEBZBUBENERNESR, rpplicationName : Tier : VMName

MyApplicationl : App : VM1
MyApplicationl : Web : VM2
MyApplication2 : App : VM3
MyApplication2 : Web : VM4

B BERATEARARREBRERNERKRSBETIA,

EHRERA T Regex B |, vRealize Network Insight IR ZFI M EEARR .
n FEARIN Regex : (.*) (.*) .x-.*

B JE Regex: (.%) (.*) (.%)-.*

EARR ERIEEEME

MyApplicationl ®  App F MyApplicationl : App : VM1
B Web #l MyApplication1 : Web : VM2

MyApplication2 ®  App F MyApplication2 : App : VM3
m  Web Hl MyApplication2 : Web : VM4

FHERZINEAREN
BAUREBRENEARRN , WHHEFIEZE vRealize Network Insight,

B
1 #HE B8] 5%+, £ applications FHETES,
2 HEEARAZRSIERT BT THEF-—EREZE

n RER, BERKEHERAENRF.

n ERETUEAETFEINERARIKE BIW, 5110 . 81 20 i), SEASBEAXR—EERA
B, SFEEX, NEPHNESER.

n RERE EIRERSEARK.
3 B-THRRERSIER.
HERERUTRARNEEARANRSIER , AP EERE. ServiceNow, HBAEMR.
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4 ENEANRSIRE K REXRTHBEISR.

Rl
o

ServiceNow

VMware, Inc.

e

a

f

EREHE,

n REFTEERMEELIEE vRealize Network Insight TSR T BRI 3R
RRMEMEERMESENEE

n ENFERR, AZBREBRS . 840, BERXEERGRERMKSE.

EHREBNRSIBANE,

n BABRBWESIE. FlW Automation. Category. CreatedBy Fl
Owner,

m GREM) MmAMERSIENE.

B—TERE count BEABRNEL  UEEEABRXEBNEE . EHEES

ERNFEIECERNEREESE .

BR—TROENERSESE  UEFRERECNEBEIRERENN ERHES

EE., BULREERESEUE EARBIERER,

BRI ESEZREUEY AR EHREEHER,

e MREREESGAE  NRNEREEES, NRERRERAE A
REEmBEEINER,
BE-THR=R.

BETE ServiceNow FEEAHANERER.
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RoliRiR
=L

ER

VMware, Inc.

#H

EHRHE,

n REFTEERMSEELIEE vRealize Network Insight T EH T B &R
RIZER FTE ERRSERMEE | 5

n EHFEERRN, AZRBES . ERbh0. EERREERGRERBE.

B-TEIABYE.

RIBEEHNEE |, vRealize Network Insight € &R 22 7 88 P #Y EHEHEES

o
TBE,

1 BRERERMSESENNEETRIERKSE  DIRBERKSEEES
ERXRRAEBER (regex).
2 B-THNESFMEUEEER,

A BENEEzZ , nRESEWM—EFRLE , Al vRealize Network
Insight @2 AREEEXNEARI , R2TA,

RIBEAWEEUER £ FIEELHRENERX, i, BEEREEXA
ANERERNSENHEREARI TN ERERTERERKBSEER.
3 BR-TEX.
B—TBRE count AEARRNEL  UEEEARKEZBNEE . B
ZBAFE Regex MERMKEREA .
B—TRDENERBESE  UEEREREENEBEXNERKRIEE,
ENMESEERELUEYHEAREFEFHEL,

i NMREREBECEHE  AULUEHAEEL. NRERKEFEAE , B
REEmBEEIMNER,
BE-THR#E.

n EEEEEEEELIET vRealize Network Insight TSI FT A &R
BRENFMEERMI[INEE
n ENFERBRR, AZBEBIES . BP0, EERXEERGRERME.

B—THRNEIE.

RIBEESEMNEE |, vRealize Network Insight EEREE 72 7 32 P E KL

BE,

1 ENERERGSESBINEEPRIERKE  URBERMSEEBES
BRHBEEER (regex),

2 B-THEIFANEBERX,

ot BENEEzE , WREEN—EFZTR{LE , Bl vRealize Network
Insight 22 ARZEEINNEAREN , R2TA,

BEEHEIUER  SEFHEE LHRNES, ) BERRERXH
FHEAREENMREAR PO EREETHRERKEEE.

3 ®B—TEXZ.
B—TERET count BEARREL  WEEEAERXEBNEE. F&
Regex W ERHSE B M ERMEERE.

B-TROEWEFRMSE  USEREBEEENEBEXNERKSREE.
ENMTRERRENEINELARNEHRFEAR,

Rt WREREESEMAE  AUNEHRAAEES. NRERKEEAE , A
REemEBEEINER,
B-THRR.
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BEERFEEANFERARXNRRAN B LERE.

HEEET , EULEBRTEE B LUEERRARAEE . RRINERRSFZITBIETHS
&l BRARANARAR cHANERARER. SUUR-THRIFUEEREFAER , HIAFRFM
BRRENTE , ARFTZRENFRREN BN LRENTE. "B LHBRRT vRealize
Network Insight A E REEZHEMNEARINEMAREFAER , THERRAEAEACEARER
HRAETZRENRE.

ERBEABES  BUUEFEARAFAER AT EEERAEXEE . EXIEENBHRENR
HEp K GBI FEEMBRERNORENTE. BANREMETE.

wENENRRERESNYN, ELAR-TREXRETHEARRR , NEFERABETHBREL
EHREL  FEESRERAAMRKRER.

5 (BREY) TERE LT TIEMEIE
 BKREHD, IBDHETESEAREN.
» EERAFZRENEAEN.
» EREARAREANEARRK.
» EEEATHARARBOAEEARR.
» EEFHENERAEN.
6 (BREM) TERREE BT TIEFTEE
n BBEEEE (KB ERMTHNEL  UEFERKEE . B8 1P MRBNERE.
» B-TEARXZBUEMEARKERR ARRAZBERARKNFAER.
n B-TREABETH + BRURREARXFAESR , flm , ZALIR ERE[NETE.

#FE HETEEARRRINEARR.

7 REEHRRIVEAR
» EHEREYS  KBREBEERBEL K ARE-THEEAERX , X
n EXRBEAREP  B-TREEARRX.

B GBUHUEBENERRTEARANSEZHARRATEARINAKERET K RRE-T
REEAREK.
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8 ¥ MEEARER] AELNFAER  RER-TEX.

Bk LRERRRRNEMEE

HFEZ application:Saved , WHEXREXNGEFEZIE

ARANZERR. WRZERARICRAT , SRS EBEAERT L , YIR—T B EHEUE

REMEBRTFEARN,

B MREEARRE ServiceNow FEITIER , BIF & vRealize Network Insight FHITEEE
¥, BUETE vRealize Network Insight P FEIEHEARER.

7= 18-1. [R#&l

it
B R E A EAER

TR BETHNEAER

ERFHNEARS

mEERER M8 B

SEERAERANER
B-ENRER

BEERAEXNEER

BEEAZANRE

ERn R

1000
TEA
400
5000
30
TER

1.8K

MREARABBRE SRS EE EARAR Bk
REIREBEN  AESHEIHRAE

300K

MRAECHREEHSERARNEZZNE . BARXNRERS  SNUNLEEREYE  ERMET

REEFRIEK.

rESR

Z—TEHR csV #EARNFAERELR v X, EUNEREARKTBUREERE HAH
i, #BREXEFH (BEKE ) EEEARAEBINESBMA. SEREERAEXERNRN , &

BHMALAREZA.

VMware Cloud on AWS : HRZ|F 4 50 =

BULERERBZ2ZHEMFTRE VMC ERMAEE |, RIRESER VMware Cloud on AWS EER.,
HREAER , BERABEADH vian/vxLan/overlay FA.

VMware, Inc.
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isoarsy o = [ . |

Micro Segments @ Tothe Distributon by TotlBytes)
p— FlowType st st W) Switched Kot W) Routed ol W)
VANV UN sy AllAlwedFiows

6% 2% 94%

o—— Wi et AR oot [—

579, 959, q
57% 95% 94
v w23v) ace)
TopPorts by Bytes
= CountotFow
43 huge
17474 = a1ive
20 2 saive
Ao 153 waove
- s ' 22me
beomiog
Bidncioml. — eT— o 20me

¥‘1)‘J_<“J§,E\Uﬁ§ﬂ s %ﬁﬁﬁﬁ%ﬂqﬂﬂ’g Security Group %’@o

Pmsoarty  samm 28 S i Qi

MicroSegments P2 Tathe Disrution by Tota Byees) |
Groupy FlowTyoe ExsWest (600 Switcred %ol EW) Routed ol EW)
Securit Grosp, v MMt v

6% 2% 94%

VMto VM kofEW) Intemet/NorthSoth

57% 95% 94%

Within st AWS VR (kof
ERt)

aame (308
. TopPorts by Bytes
et 315y
aihuos) 1168
7e = nme
/ 215 % seime
/4 o) 153 e
: a9 % 101m8
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BRI A A i 2R A 1 9

ERAZEMEERL  R—THEBPHEER Edge B , BAUREZBEERNBBENRBEE. &
—TERNBFAERUNARRAER EERORA. REREBHNKEETIIRAEET)

» ERIER . LRSIEBRSIHEERNARAR PAABBNAERR. BERATHRER-HE.
HEE-MRAR. ARAER-ERIARAR-ARARER.

n EH BRIERSIHED —EREAEREBRNAERA
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HREERXERA , THFAERTA
» BERRANRE  TERR-TEREEIEN « FRUEEHEARE.

Services and Flows for integration tier2

Services in this group External Services Accessed Flows [Incoming and Outgoing) Recomemended Firewall Rules

22 7

Recommended Firewall Rules  Virtual

Deestination 5 =3 i Related Flows

show Members

B
» FERTERARARENNFANKS.

n NRZPHARBEAERNEE P, AEZRS EHENKEERBFEPTEERERNARSA
® P,

s R E Kubernetes IRIEEE R Kubernetes IR ESIZEHBT .

s MREHRMEE EEBEPEEER P Kubernetes RN EHHREE AT , IRSIERTT
E’O

s KR

s B
s R
s BHEE

s B)E
n HBEARRE B—-THRARNEEZRRREAEYERRBRENNRENEE,

» BREEANBARRR  2-THRERBHEZEN - AR TRREECRBRSEHENCSERR A&
BA

Services and Flows for integration.tier2

Services in this group Externsl Services Atcessad Flowws [Incoming and Outising) Recommended Firewall Rules

VMware, Inc. 287



A vRealize Network Insight

BAILURBENEREEZNRAEL A XML 5 CSV,
#F ZBHALEA YAML X E HEE Kubernetes ¥ 4H1ERBIVEEZ R A,
MEELIEEWFHMEN  FSRELFA,

REZ ZHEBNERAGAVER XS A

EATIIRFRIMEGRES ZRBNEXRRGNERG BRI
1 BERERYE > ERERX > BYEARK.
2 BHARRAEANE/MBENERE.

3 ERETHAXIIgERT  RRNATERESREE  TEXFHRPHE
BB RMAAEER - EXRS , §lI0 [Microsoft Windows Server 2003]| ; HREXHR
% , flM [Microsoft Windows Server 2008 ; BR{E¥ZR , Hl [Red Hat Enterprise
Linux 6] ; /E¥EZRA , Sl [Red Hat Enterprise Linux 5] ; /E¥E R , Hli0 [SUSE

Linux Enterprise 10] 1&#.

B—TRE.

BEREM > ANZE2H,

HEETRXDERT , BEREARAUARGEYNEARINEE,
7 EFREETHXERP  BEBE7 X

8 HEHFEBMNAMRL  FR-TIN

o o1 b

AREFHARTHIERE :

s EHFRA

s EHIER Kubernetes FREE|
[E 3R Al

BRI AERAEHAREREN XML, SUUERSBRMEEFRILIERER , MTHAR
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Micro-Segments |

Group By Flow Type Export Rules as XML
Tier v AllAllowed Flows v

[EHA XML] BEEEARTIIER :
n Z2HEE
» ERARAE

MR R ENEEE D R E— NSX Manager , IEENEE S SHEEZMNRIE AT A FE R R FEE B XML
EBR URABEHE SR ZE NSX Manager , AIEXENEESESHEZNRE . IPset, T2 EHAMB
XA BN E R XML R,

UTRZEHANWABNEER :
B SG-Others Internet.xml

] SG-Other.xml

HRAEEP RN ERE SR Edge , BRAILUEAMAREH A XML 5 CSV,

#E ZBETLERA YAML B E HEE Kubernetes ¥4 1ERBMVEZ R A,

NSX DFW —fRIEH

B B 5 it 5 =T vCenter Fl NSX HBEERBRAZE2HAEAPNYH . vRealize Network Insight X %
EENMEAERERINERAEAN—REE. EA—RZE2HEA , £ vCenter ROIFREZIFBEMEEH X
BRASSEERES. FEREETE NSX manager LEA—RIER., BREEFEBETE NSX manager &
BEAZEHENKEEE.

BRZ2BATES .
n HeERAHAE
s —RIPE

» BRAZEMER
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BRBIEHS XML B |, BRT NSX manager BEERI K2/ , BEEY—EERERK , EFAEE NSX
DFW —fRIBH, EA NSXDFW —RIEE# K SEVHENERZE2HA. BER IPEES. BERALTEME
B|AFEA DFW By AR A,

e

n —REEUEREEZD-FoRAPFRXE.

n —RIPEETH-TBABRANEE-FHRATHIXE,

BULRBERELER IPRI—RZ2MER. NREREVEAZEMET , AT SERARER
HEHEIZE2UER. BR , EA-RIPK.

AN EEATRRERUTHE :

& 19-1.
wEERE L]
-uni %?Eﬁﬁﬁﬂﬁéﬁ)\lﬁﬁ o
-utag E—RZ2FANKEBERTEANAEEAREHERN —RE
B.
-log EVaEH FRATENRAL

e ERETHER—REE.

#% CSV EHMNARREARNTHA
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BLCsV #ERHY Widget EHERE , BANEAREATREZEHNAR (RERT) VESs. EER
BRE-BEEER R CSVELMABLRRHEA, NREAILZEASEREENERTETES
AEEEARERDREATNES.

1652 results for entities

Templates are not supported for multiple entity types.

Property templates

Selected properties Add properties
(.csv columns)

Server L]

Clear all

Enabled

Loaded

Fabric Mode
Maintenance Mode
Transport Zone

119 properties

MNumber of results 1652
(.csv rows)

Save changes to

R CsV EHBFIEER , SERTESERNERATEIVAE (REERER). SN EHR
BARRE  UREFEHERUHEERSE, HF A Sha bt CcSv EHBFEE LNEEERPHARFH
BEFINARER, SEZEN  SERTAEAREFINEERNR.

HEBHNWBEARETRER , BN CSV EHRHEERYAREATRERANAREA, L
FEFNESERNERERMER,

BALBEBEEERE -> ARHAEEH , RERGTRARRELINEE. ARBLAHEHE LW EESRETR
RASEARFAEN  fINERERE. EXAEHAHIRARRE, SBUURAREREERERMBREAR
A RTSENRELINEE 2N, CEUJURBEARTHER,

[E H 3 & H Kubernetes $85% R 8l

B LA A YAML ¥ E H B2 Kubernetes ¥ MBI B MR R AIFR A, vRealize Network Insight &
T EUHRTE M EANEKRERES AEHZE YAML X,
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PDEEY
m ¥ Kubernetes

i VMware PKS

BF

1 FESZBENRUELZE YAMLER , FERSZEMRETENEERERA R 2 MM

kubernetes #5% , REMTEHH—EISE,

. EWPE Widget PRBAEZIRIE |, RERI YAML BRXELHAA ,
s ERPERCERE LRI —EHE  BR-TESZNMHAERRNE , REEZREWRI

YAML BXEHAA,

vRealize Network Insight @ F&{3L Kubernetes fEAIGHEN ZIP BRUREEBBRBAFEE
i, BEXRMBHEERE  SSERTYERE CSVERURZEERK , ABEUREEHE . SEEHR

REBEERNZE YAML ER,

RRABE

network-policy-others-ipaddress.csv

recommended-namespace-labels-to-add.csv

recommended-service-labels-to-add.csv

recommended-network-policy.csv

exported-network-policy-rule-names.csv

VMware, Inc.

A

BEREIGEEBE BNV ERARBFNERERM P

sk,

BEEMINE G E 2= BN AR EE,
&5

m #E& - pdkss

m WHZEM - sock-shop

m & - sock-shop-pdk8s

BE M N Z RIS AR BB I R A R
k]

WE - pdkss

WHRZEM - sock-shop

PR¥ - front-end

% - Service:front-sock-shop-pdk8s
W - pdkss

R EM - sock-shop

PR¥ - user

{88 - Service:user-sock-shop

HE [ vRealize Network Insight B AL,

P HAR R 2 SR A0 AR B HH Y P B 49 BR IR A
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2 EEZERARBER K BRTTISE
a #MITT % Kubernetes CLI &% .

kubectl edit deployment service-name -n namespace-name

kubectl edit deployment redis-master -n guestbook
BRH5 B9 5P B A5 R BB RN BA R
b ERBEEEESD , & CSVERTEBNEBRHM MBI RBBENREE D P AENERE,
3 FEEAGEZBER  FROTISR
a #ITT%I Kubernetes CLI %

kubectl edit namespace namespace-name

kubectl edit namespace guestbook
WA EENEEERMEARFRR.
b EFHEERT & CSVERTERNERMMEGEZEIBEN spec B2 HAANERE,
4 HOITIRSREAERERCERAEZNE.
kubectl get pods -n namespace-name--show-labels

kubectl get pods guestbook--show-labels
EEARBBEPNER.
FE EaEZHLEAR, EBTERMEMEL.

5 HERVARRA, F8 YAML ER{ERNBEEENRENIE —EERRK , AT FIE—TS :
m  kubectl apply -f <folder-name>/ - FIEH XERE—EER.

m  kubectl apply -f <folder-name>/<firewall-rule>.yaml - ﬁ—ﬁﬁﬁﬁﬁkﬂ%fﬁﬂﬂ
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EHRSEHN

vRealize Network Insight (J I RIEFNFIEERRITHRAES
AT 2a#%Bh&E A vRealize Network Insight FEYIE S Theepy 2B iT:E -

» HR ENPOHERBVERZEER BIWEH. EREEE. IR, RAE. NSX Manager &)
R, BEERNBITERRRER.

» AR BERAZERATAR. ATAURARAR  UUTUREEAR.

a HAEAR BRUNUREABARETRA. ARATIUAREHIERE  BUUEFERHMR
fH.

n ERMSENER. CPURDLNEERS
 FRNBENERMSEEE

b EEARY  EEEREERUNETMARREERNR. EERANEREEREERETEN. E
BN CPU AR TRECRAENAREABRREEARNI S EH,

n BAREY  TUEESEATAREERTERERANRTEREABIEBRNRARERNS. vRealize
Network Insight X T 5S4 R,

a sum
b max
C min
d avg
ESERN  EeEARAEN LETHEESEHANNER.

HREEESENR  BSJENLREEZBTREE N ESEREENT —ER%. flW , @AESFESR

—AE , BEJeRRURNTA  BEUUASENEERANTA  UE  ESEREE. #s8lte
RESEESEN. TAREKRTERNESEN  TXECRTERNESEN. RPAEESRMABH
RXEEHWED.

AEEHRTIER :

» RENMRESES
n REEWH

n EREW
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iy 422 )
BE&R
ERiEER
vCenter ZH

RENRERESES

vRealize Network Insight JZBEZHITESEAVRFEFEAUBEERFER., SHULURMRERFENES,

B

BE

vRealize Network Insight Rt TR ERFNES :

= FIERE

n EARK

m  Azure

= Kubernetes &&RR

n AIHIEBER

s NSX

BEERTFIAMBRARCREFNES,

LELREFERNESEN,

ERFHNESEENERE R MARCKRENESRTHAEEAEER.

EERMREEN , FUTES  RRE-TESIHIZNERETR.

LERIERERROET , UMRRATHCRE. EAERSTERFNES TSI HLES
EFAERENER  FE-TEMRENEE > FEERATNES.

FEMBREREFNES  FERER-TERETR , ARERIADEHFELTR EZ—-TMER,
BEA AR EEEMEFNRESAETHRESRHRENES.
BEMRZECRENESENR

a REAEZAEE? A Z-TEREFNES> EECHRENES.

b ENMEMRNER.

c B-TRBEREE.

d MR,

EH

VMware, Inc.
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BSEHTUD HUTER :
1 ER{LER
HERIEARABE TN

»l_—_r entity_type
projection |- filter J |- group_by J |- order_by J

» RESE SREEERTRESHYARE. TURAEBEAREREA. EREREARLE
APRLEN.

&3
o
-
-
-
o
e
=

LU R —LeEf) -

1  Virtual machines
2 Hosts

3 Flows

4 MTU Mismatch Events
5 pProblems

n ERESE GESBNEENTRAR

»—

RFFEEMN TR
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condition AND condition

=

condition

property

LLLITITh

— value

11

AEAGRFTFUHRESER. GERTIFNREESRE . EBREEFANE. TLUEFEAE
BEEH THSERANUEREREG. UATREUTUEANESE FEE !

ENT

like

not like

not in

is set

is not set

VMware, Inc.

w51

flows where source ip address =

'10.16.240.0/24"

flows where flow type = 'Source is VM'

vms where ip address != '10.17.0.0/16"'
vms where memory > 4096 mb

vms where cpu usage rate < 70%

vms where memory >= 4096 mb

vms where cpu usage rate <= 70%

vms where name like 'app'

vms where name not like 'app'

flows where port in (22, 23, 80, 443)

vm where ip address in (192.168.91.11,
192.168.91.10)

flows where port not in (22, 23, 80, 443)

vm where ip address not in (192.168.91.11,
192.168.91.10)

vms where firewall rule is set

vms where firewall rule is not set
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nET

and

or

biES

ENEESS

ik in BE Y

w51

flows where (src tier = ‘App’ and destination
tier = ‘DB’) OR (destination tier = ‘App’ and
source tier = ‘DB’)

flows where src tier = 'App' and
destinationtier = 'DB'

flows where flow type = 'Source is VMKNIC' or
flow type = 'Destination is VMKNIC'

vm where name matches '.*'

vm where name matches 'a.*'

vm where name matches '[a-z]vm-delta[0-9]'

vm where name not matches '.*'
vm where name not matches 'a.*'

vm where name not matches '[a-z]vm-delta[0-9]'

vm where in (vm where name = 'x')

vmm where in (vm of host where name = 'x')

vm where host in (host of vm where name = 'x')
vm where name in (name of vm where name = 'x')

n BRE EHTNRETIRETLARTCHRERTNWLHL. ERTETH. IRAEER
70, ARSERTERTIERRUE. REFATREETIEMN—1A

1 AR
HE

E oo

2

3 BE
4 THE
5 &5

1 AR ERERFAESERER RSERTERETIERARE. EBEARY , SULURIUE
EE%%%#@ETTE’\JE&O ﬁ“yﬂ , 0s of wvms Eﬁfﬁﬁiquﬂjﬂﬁ OS property E’ﬂﬁﬁﬁ]ﬁ

BEs .

VMware, Inc.
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AT TESEEH
B cpu cores of vms

m  source ip address of flows

NRAEHAEERAR , ASASEERET —EER A HPEEARMA v-axis , KEMA x-

axiso
2 WESABERTARNGEERERNYHEE. UTR—L&E6 .
] count of vms
m  count of hosts
[ ] count of flows
3 BE NMREXELHENERLERAGEKY  RBFEEEFREM.
Bl
List (host) of vms where memory <= 2gb

HEAEREREE  BEERMS EERATEHRRG. UTHHTESHEEH

] List (ip address)of vms where cpu cores = 1

4 MBRE  EEAREATRBET config B metric NRFTEE—EH, EEEHE
DSBS

il

XET

B max
®m sum
B min
B avg

DTR—L5h
] sum (memory) of hosts
B sum(memory), sum(cpu cores) of vms
] sum (bytes) of flows
5 K3 FIEEFUTARHEEARANITRAL. Him
series(avg(cpu usage)) of vms where cpu cores = 4

WEHBNMEFETEEEE 4 8 CPU RO FTEERBBEMN T CPU FAR, UTR—
Lo &5 45 -

] series (sum(network usage)) of vms where name like 'app'
[ ] series (sum(memory usage)) of vms where name like 'db'
] series (avg(cpu usage)), series(avg(memory usage)) of wvms
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n BEF  WBER order by FTHHEBEERETHRF. order by FATEARF—ERL. KA
R, BREERIEFETHF.

L= property J
T - #[gjlm ramter

BMTR—Lg .

1 vms order by cpu cores

2 +vms order by cpu cores asc

3 flows order by bytes

AR 1init FARFIEREE ., KFTURELEE order by FH. filf0
vms order by memory limit 5

s P ATURATHERETIE. RARHERSI AR  BAREETRSEAFATNERYE. &
BHIBIRE , UM EEARENEN/FKRE/HKNME. FE order by FHARHERETHRF.
MBEEHFE order by ﬁiprojection ] , AABEFERERE,

I —
order_by

sum (bytes) of flows group by dest vm

ﬁtﬁ%ﬂﬁ%{ ) P}E%ﬁjﬁ %%/@qqﬂﬁﬁ%@%ﬁo %ﬂu bytes of flows group by dest vm
ZENEREY , ERRE FOHREREAREY.

LT R—Lgfl .
1 vms group by host

2 sum (bytes) of flows group by dest vm order by sum(bytes)

a RERERELSE . ZRESEREL LIIHZEREINMEER.
Ei#l : vms. hosts. flows. nsx managers

b REBREEES
n REEES  WRCNEEENEE  ATEBRESIREIREBEEETES.

g5 - 'prod-68-1', 'appl-72-1"'
» REBSEBES  RE-FHIZAFHAESSHIEMNAFAATNREER.

%’WU I prod. appl

B IRAAATESRRTIERER  RUHSSAMARSEMETEE.
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» RERBEENSREES  NRENEEENZEANEE  JUEBR-EEHERERENERS

BIGETES,
EP) . BEEH 'vn appl' BEEEES app1 WAEERMES.
3 HREEN
ELEHATARBEBRINRE  UWREERFLNREM,

»—m— e«
g5 :

a plan securitygroupl
b plan hostl

C plan security

vm_name —| vm_name =

To M vm_name

Internet

i
a Vm 'vml' to Vm 'vm2'
b VM 'vml' to Internet

i

- EBEATEAXNE.

- EREDGASARTASRENA, PN WREE il nachine' AEEEA v

Azure BEEH
BT LUE vRealize Network Insight RS Azure BERFMAESR
DTR-EESEREG :

Azure B HHIER

Microsoft Azure Azure

Azure ERAERZ2H4A Azure Application Security Group where Azure
Virtual Network = 'Test-vnet2'

Azure BHE R Azure Data Source

Azure NSG %EEJJ Azure NSG Rule where Action = 'ALLOW'

Azure ﬂ%fl\ﬁ Azure Network Interface where Azure Virtual Network

= 'Test-vnet2'
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Azure Ki#
Azure L2 B E

Azure B H

Azure BRH&

Azure T

Azure :TE

Azure FERIHES

Azure ERHE

Cisco AC| E§&

w5z

Azure Network Security Group where Subscription =
'vRNI-dev'

Azure Route where Route Table = 'TestRouteTable'

Azure Route Table where Azure Virtual Network =

'aks-vnet-28255566"

Azure Subnet where Azure Virtual Network =

'vrni-0l-vnet'

Azure Subscription

Azure Virtual Machine where Azure Application

Security Group = 'TestASG'

Azure Virtual Network where Azure Peer Virtual

Network = 'vrni-0l-vnet'

LUTRAHEHRITIESH — L Cisco ACI EEMIBE

1%% EE%.J«}{ aci ;‘%_ﬁﬁgﬁo

aci

aci

aci

aci

aci

aci

application profile
bridge domain
endpoint group
fabric

switch

tenant

UTR-EESEREL

m  aci fabric '"ACI-Demo-Fabric'
o
VMware, Inc.

 WEHBEEARE ACI SIRBBHPARA . TBREBNZHB[NE
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v acl fabric 'ACI-Demo-Fabric'

Fabric ACI-Demo-Fabric

Timeline
ime Range: 1day v n 1 Q:
12:00 16:00 20:00 08/22 04:00 08:00 11:16
Events with this object o Fabric Tenants
0 events &h 24h 7d 1M M > 26 entities
. AC|-Ops
Appl ACI Manager a
~ App Test [1more) ACI-Dema-Fabric
. @
No data to show
AC| Manager
2 @
ACI-Demo-Fabric
Fabric Switches 7t Fabric Controllers i
y Sentities 5 lentity
ESR  NEX-93180-B-Demo . APIC-Demo-1
Bl roie Node 1D nfra 1P Address a Node ID nfraIP Address o sgementAddress @
leaf 102 1007268 1 10001 10.255.139.149
EESR  NEX-9372-C-Demo
ﬂ Role Node ID Vendor a
leaf 103 Cisco Systems, Inc.
B NEX-9336-B-Demo
Role Node 1D nfra P Address a
spine 202 1007293

B aci switches by role : ItEHAREEEE ACI RREBHEES IRBRBHETHARBRENEN.
MRBEBBEF |, B—TRERBBLURSERZRBNESHAER,

+ aciswitches by role

Showing 5 results for aci switch at Aug 22,11:18 & &
Filters ¢ Sentities Expand All | Collapse All
Add more fitters EEER  NEX-93180-B-Demo
Role Node 1D it Address Vendor
» Role leaf 102 Cisco Systems, Inc.
Al
& Bl NEX-9372-C-Demo
leaf @ E3 Role Node ID Vendor Type Serial
. leaf 103 Cisco Systems, Inc. NIK-CIIT2PX-E SAL19465WMW
spine (2
BN  NEX-93180-A-Demo
E3 o Node D Infra IP Address QOB Management Address Vendor
leaf 101 1007269 10.255.139.150 Cisca Systems, Inc.
Bl NEX-9336-B-Demo
EX woe Node ID Infra |P Address Vendor
spine 202 10.0.72.93 10.255.139. Cisco Systems, Inc.
EER  NEX-9336-A-Demo
Role Node ID Infra |P Address OOB Management Address Vendor
spine 201 10.0.72.94 10.255.139.152 Cisca Systems, Inc.

m  aci endpoint group : WERAMNAGHBBNWERKES . BERAEN VRF WiRHFANEE,

B  aci application profile 'Production' W EAENEASESN REHANERKSNEEER
BARERE.

m  VMware VM 'ACIVM-160' to VMware VM 'ACIVM-161"' : b2 588 7R Wy 1B EE 5 M4 B8 2 RO Y R BR i Bs -
ERHERRE,
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©) VMACIVM-160-VMACIVM-161 () Lminago v (Autorefesh inmins)

v Overview
VM Path Topology [ 2 VM Underlay (i
Client (NSX-V) Server (NSX-V)
ACIVM-160 —  ACIVM-161
10.255.118.178 Request 10.255.118.186 %
[0 Show all ECMP paths
==
(£ Common
=}
*
teaf Fabric
- ]
#*
Spine Fabric

n BAILER 1P UnETES

v 10.114.219.158

Showing 2 results for Entities with keywords “10.114.219.158" at Mar 25, 15:10

2entities
Endpoint Group (1)

Mgmt-1201

Application Profile idge Domain { Encap | Number of VMs
NSXinfra BD-Mgmt | vlan-1201 o
Switch Port (1)
° [node-104]eth1/19]
Opera i MacAddress MTU
Up i Up : 00:D7:8F:85:89:78 2000

s IBAILAER Mac (Uit ETIES | DEGERE

¥ 00:0G:29:44:70:08

Showing 2 results for Entities with keywords “00:0c:29:44:70:d8" at Mar 25, 15:06

Filters [ =
Endpoint Group (1)
. Mgmt-1201
ELTRTES Ap Bridge Domain cap
All NSXinfra BD-Mgmt vian-1201
SR @ switch Port (1)
Endpoint Group (1)

° [node-104}Heth1/19
Operation: 5 Administr

Up Up 00:D7:BF:85:85.78

n BULESHEEHE  UISHBBIRIHAEE.

VMware, Inc.

Overview  Events

VM: ACIVM-160 v

Flows Metrics My View (sk)

VNIC:10255.118... v {7

Path Details ~
() show labels

ACIVM-160

vlan-3160

, DEVSEREE . mEHANBESAEFAER.

2 @ [ACIVM-160]-{Network
adapter 1]
3| = EPG.160
4 [10.255.139.160}-
[vmnic8]
5 [node-101]-[eth1/3]
Now v
AD
o
Expand All Collzpse Al
\ Endpoints [Ex}
00:0C:29:44:70:D8 10.114.21... [17 more]

{ Number of VMs

Inte
10 Gbps

In A AN REASFAEN.

Now Vv

Expand All

| Endpoints
00:0C:29:44:70:D8 1... [17 more]

i Inte
10Gbps

Collapse All
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+ aciepg where Endpoint is set

Showing 4 results for aci endpoint group with filter Endpoint is set at Mar 25, 15:11

Filters
Endpoints
* Endpoints 00:0C:29:44:70:D8... [17more] = NSXinfra
All
. 00:0C:29:44:70:08 10.114.219.158
gg‘fffji”;"ggﬂﬁ @ 00:0C:29-4E:6A:B4 10.114.219.146
et EFD510.114.219.147
00:0C:29:4E:6A:B4 (1) 10114219437
10.114.219.146
00:0C:29.BEEF.DS e .
10.114.219.147
00:1B:21:69:83:88 €1
10.114.219.137
. 00:50:56:BE:7C:FE 10.114.219.133
00:25:90:E1:6C:52 () 00:50:56: 10114219.151
10.114.219.136 —— s

[20 more]

. BALESHE.

« ad epg where Endpoint like 10.114.219.158

Showing 1 result for aci endpoint group with filter Endpoint like 10.114.219.158 at Mar 25, 15:19

Filters <
Endpoints
~ Endpaints 00:0C:29:44:70:D8... [17more]  NSXInFra
All
HOC:. '0:D8 10.114.219.158
00:0C:29:44:70:08 It oc: ABA 10114219146
TR 00:0C:29:BE:EF.D5 10.114.219.147
00.0C.29.45.6A.84 e 00:18: 83:8810.114.219.137
10114219.146 E1:6C:5210.114.219.136
:S0:E176:9E 10.114.219.135
00:0C:29:BE:EF:DS (1) -E1:CC:B310.114.219.134
T 00:25:90:EB:BAEE 10.114.219.130
(TS EERaEaaa w 00:25:90:EB:8AF0 10.114.219.131
10114219137 00:50:56:BE:16:8F 10,114.219.152
00:50:56:BE:7C-FE 10.114.219.133
00:25:90:E1:6C:52 6 00:50:56:8E:84:65 10.114.219.151
10114219.136
[13 more]

Fortinet S &

7]
s
Expand All Collapse All
cap Number o [+
wlan-1201 0
E Numbes [+
vlan-1204 4]
VRF Encap =
BD-Transport NSX-VRF vlan-1200
Bridge Domain Encap e
BD-Vmotion vlan-1203 o

Bridge Domain

E

Expand All | Collapse Al

BD-Mgmt vian-1201

& A LUE vRealize Network Insight F## S Fortinet EEFMAE R .

UTR-ERSEREL

Fortinet Tt

Fortinet RBIE4#

Fortinet JRAI
Fortinet fi it

Fortinet EjRE{ 11t

Fortinet EhREf 1t B 40

Fortinet AR¥&

Fortinet ARIEE¥4H

VMware, Inc.

oI

Fortinet Policy Package where Domain Manager =

‘ADOM NAME’

Fortinet Policy where Source IP = ‘10.0.0.15'

Fortinet Address

Fortinet Dynamic

‘ADOM NAME’

Fortinet Dynamic

= ‘ADOM_NAME’

Fortinet Service

Fortinet Service

where Address Type = ‘ipmask’

Address where Domain Manager =

Address Group where Domain Manager

where port = 5900

Group where Manger = '10.0.15.101"
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Fortinet Il wBHlE#

Fortinet ADOM Fortinet ADOM where Manager ID = ‘10.0.15.101’

Fortinet VDOM Fortinet VDOM where Domain Manager = ‘ADOM NAME’

Fortinet EBRENE Fortinet Dynamic Interface where Domain Manager =
‘ADOM NAME'

£/ Infoblox DNS ERHE R HiE

vRealize Network Insight X T 5|/ {E DNS B HRR :
n EAMCSVER
m  Infoblox DNS

&5 WE Infoblox DNS B2 CSV R ZEEEE X , AI2RE Infoblox DNS HEFEE L.
BRI ERAEELSEARKREEBRRER DNSBEERFENESZE,

& 20-1.
Re=x BEEHHEH L]
DNS =it & Flors wheme BEE Promicermt T oo Tfﬁi\ﬁ Infoblox EXi§ DNS B HHHRESE
=18
DNS & A CSV B3 DNS ERIREE

Flows where DNS Provider='CSV'
B,

IR DNS R=R1#t& RYERIF 1P 4K DNS REHER

Infoblox KRB E .,

Flows where Source DNS Provider='Infoblox'

B DNS 2 & O P — BEB KM 1P fI1E DNS BtEA

provider='"Infoblox' Infoblox KRREE.

Kubernetes ERBNBERESEH

IEALATE vRealize Network Insight S Kubernetes BEEFMAER .

BRAEH

m EERE . flows where Kubernetes Object = Object name
gi#| : Hf Kubernetes Cluster = 'Production’ MIHiiE

L] *ﬁﬁvﬂﬁﬁ%ﬁ*ﬁ . kubernetes pods group by Kubernetes Services

s WMBREHHER . xubernetes Pods group by Kubernetes Node

s BEHHEERR MemoryPressure and PIDPressure and DiskPressure and Ready of

Kubernetes Node
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] *ﬁﬁ)}lbéﬁéﬁ . flows from Kubernetes Object name of the object to Kubernetes Object

name of the object

&3l : flows from Kubernetes Namespace 'PCI' to Kubernetes Namespace 'Non-PCI'

n REEREHRE

m  Kubernetes IR#& service name & Kubernetes BRI service name

m  Kubernetes BR¥§ service name £ Kubernetes @@ pod name

m  Kubernetes & pod name & Kubernetes @& pod name
& 20-2. B Kubernetes ¥4 &

Kubernetes Y14 #M

HREY m
| |
Eel] m
| |
| |
R m
| |
62 m
| |
bk = n
| |

& 20-3. Hib&=#H

kubernetes namespace where L2 Networks =
g

list(Kubernetes Node) of Kubernetes Pod
where Kubernetes Namespace = 'a'

NSX-T Logical port where
connectedto.modelKey in (modelKey of
kubernetes nodes) order by Tx Packets desc

NSX-T Logical port where
connectedto.modelKey in (modelKey of
kubernetes pods) and Rx Packet Drops > O

new kubernetes pod in last 1 hour
kubernetes pods where kubernetes services is
not set

kubernetes pods group by Kubernetes
Services, Kubernetes Cluster

kubernetes nodes where Ready != 'True'
kubernetes node where Virtual Machine =
'vm-a'

flows where kubernetes service is set

flows where source kubernetes node = 'a'

B

m EEELZE 2 @K o M Kubernetes @
s

m  {E[E Kubernetes B EMA @’ 1
Kubernetes BiZHHEE

n EERBREREFEHNEEESRED
HNEEERENEE

n EEEEKZE Kubernetes M@ H Rx 58
HE# >0 WEEERENEE

n BE1/NFRREIE Kubernetes £
]

1 TEERKH Kubernetes MMAIEE
n SERELRTHREEE

m RRARARM Kubernetes EiZhHYEE
. B vm-a’ EEHEEEMN Kubernetes B2

m  FEIRS B K Kubernetes FRIEHIHR
=:0b=-

m SRR Kubernetes B3 = ‘@ B Mt
Kubernetes 813 = ‘@’ RERIFE

R/ i

B7A Kubernetes
ERNERER

VMware, Inc.

L]

application where virtual member = ‘service-a’

application where virtual member = ‘service-a’
and virtual member.Kubernetes Namespace =
‘namespace-b’

tier where virtual member = ‘service-a’ and
virtual member.Kubernetes Namespace =
‘namespace-b’

B

Kubernetes BR¥% [ service-a | FIBR B EAR
NHEE

Kubernetes fR#% [ service-a | M Kubernetes &y
B2/ [ namespace-b | FIBMFIEERAERNE
&=

Kubernetes fR# [ service-a | # Kubernetes &
Z %/ [ namespace-b | FIBMNFIERBHIEE
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% 20-3. HithEH (@)

K/ Th

s
[

Kubernetes B4

=H

count of applications where Virtual Member in
(kubernetes services)

count of applications where virtual member in
(kubernetes services where Kubernetes
Namespace = ‘sock-shop’)

list(virtual member) of applications where Name
= ‘app-1" and virtual member.Kubernetes Cluster
is set

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical port where (ConnectedTo in
(Kubernetes Nodes where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:’” order by Rx Packet
Drops

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:<namespace name>’

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo.Kubernetes service order by
max(Rx Packet Drops)

flows where firewall action
Kubernetes Service

‘DROP’ group by

flows where firewall action = ‘DROP’ group by
source Kubernetes Namespace

Kubernetes events where Problem Entity =
‘<pod/namespace/node Name>’

Kubernetes events where Event code =
‘ImagePullBackOff’ in last 24 hours

Kubernetes events where problem
entity.Kubernetes Cluster = ‘<cluster-a>’

HEHTERBENEGRSEN

BUAEATI S EHGRNESHE R FEHRMENESR.

L]
REBR Kubernetes REBRWERERXNEE

REBR Kubernetes A ZEM [ sock-shop | T
B Kubernetes FRIEER M ERARNE B

BREARN [app-1] BTE Kubernetes BRI
KIEE

ik Kubernetes fEM Rx HEREHEA

fit Kubernetes HiBHEY Rx HEREHEHA

fik Kubernetes S B =M Rx HEREZEHA

B EREZHANHBREY

fik Kubernetes RGN EH BREHFA

ik Kubernetes RSN IBEREHA

fik Kubernetes B EEMNIEERERENEE
B4

EEM Kubernetes B ATE Kubernetes B4
BE ., Kubernetes BERTLIZHEM, HRAEER
EGE2

BE 24 PERERE [ ImagePullBackOff | #Y
Kubernetes B4 HEE

EENEENFTE Kubernetes EHFE

m  vm where lbServiceNodes is set - JIHFERHERNERARERNN TE ERKES,

VMware, Inc.
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m vm where lbServiceNodes is set and PowerState !='POWEREDON’ - ¥ Ei=E &H T

ERARERX  EENELEFEENTEERMES,

m pool member where state = ‘DISABLED’ - J|HFIBEEEANEEKE.

m Count of Pool Memebers where Service Port = ‘80’ - IBHEEERIE 80 LHTHEER

ERBEENFERER SR

B service node where virtual machine is not set - SIHEERFAREFIEEAREN FARSE
KA RIS ET B , =R vRealize Network Insight A R #7188 3 22 [ #E #488 A9 vCenter Server

NSX B A B R AN B S EH

BATLATE vRealize Network Insight RS NSX By A8 A,

R 20-4. NSX FF R &R BIZEH
wEEN

VM where incoming rules.Source Any

Firewall rule where action = allow and service any

= true

Firewall Rule Masked Event

New firewall rules in last 24 hours
New firewall rules in last 7 days
New firewall rules in last 30 days
Firewall rule where flow is not set
Flow group by firewall rule

Security group where Indirect Incoming Rules is not
set and Indirect Outgoing Rules is not set and
Direct Incoming Rules is not set and Direct

Outgoing Rules is not set

Ipset where Indirect Incoming Rules is not set and
Indirect Outgoing Rules is not set and Direct
Incoming Rules is not set and Direct Outgoing Rules

is not set

Flow where rule id in (1011, 1012, 1013)

Flow where application = appl

w  RERBEE KRR
. BBAERREZERANEH

VMware SD-WAN EE2&:H

B

BEAFEMRER (TEBEENEREES) WRAL

W AT EMEERAE AR AL

R AR HIBE KAER IR E .
WEIEBE 24 PEEREHFE AERA.
WEEBE 7 RABMHEE K ERA.
WRERE 30 KRB KRR
BEFAEFERTEXBRANEE.
WM A ER KSR AEREH .

BEREANZZRA.

WIEREAK IPSet,

AR ESRREABHRE.

WAERRERKRE.

B A LATE vRealize Network Insight F# 5 VMware SD-WAN EBEFHAE R .

VMware, Inc.
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DNTR—EHSEREHM
VMware SD-WAN ¥
VeloCloud #&

VeloCloud &I 3R
VeloCloud Edge
VeloCloud 1%
VeloCloud Ri&E

VeloCloud £ 2 B#

VeloCloud E#

VeloCloud sRERE

VMware, Inc.

wEHIER

VeloCloud
VeloCloud
VeloCloud
VeloCloud
VeloCloud

VeloCloud

Cluster where Description = 'cluster one'

Data Source where Enabled = true

Edge where Activation State = 'Activated'
Enterprise where Name = 'VMWare - VvRNI'
Gateway where City = 'Ashburn'

Layer2 Network where Network =

'172.16.40.2/24"

VeloCloud

VeloCloud

Link where Link Uptime = 100%

Profile where Name = 'APProfile'
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VMware SD-WAN Ki#

VeloCloud B

VeloCloud ¥R 8

VMC SDDC #E&EH
IETLATE vRealize Network Insight & VMC SDDC BEFMAE R,
UTR—EEBSEREHN -

VMC SDDC B¢

NSX Manager

NSX Manager FQDN

VMware, Inc.

L

VeloCloud Segment where Vendor ID = '1'

VeloCloud Business Policy where Application =

'skype'

VeloCloud Business Policy where scope =

'Edge’

VeloCloud Business Policy where Source IP

= 10.79.46.0

VeloCloud Business Policy where 0S =

'Linux’

VeloCloud Business Policy where Source

VLAN ID =

VeloCloud Business Policy where Link

Policy =

'Fixed’

VeloCloud Business Policy where Priority

= 'High’

VeloCloud Business Policy where Service

Class = 'Real Time’

VeloCloud Business Policy where Route

Policy =

'Gateway’

VeloCloud Business Policy where Route

Type = 'edge2cloud’

flows where Velocloud business policy =

'EdgeToInternet’

wHHER

vmc sddc where NSX Manager

vmc sddc where NSX Manager
Fgdn

R

FRE VMC SDDC #BIBERY NSX
Manager.

AR VMC SDDC #9 NSX Manager
FQDN,

3N
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VMC SDDC R wH=R mH
NSX Manager #AA IP vmc sddc where NSX Manager R VMC SDDC B NSX Manager FhA A
Private Ip P {dk,
NSX Manager 2/ IP vmc sddc where NSX Manager T VMC SDDC # NSX Manager A H
Public Ip IP fait,
E2:1 vmc sddc where Name R VMC SDDC &R,
48 = B 7 vmc sddc where Org Id T SDDC FrE Ry SR BIS .
HBETE vmc sddc where Org Name 8~ SDDC FIBRAZETE,
B vmc sddc where Region R SDDC FRERY AWS BEiF .
VC FQDN vmc sddc where VC FQDN T VMC SDDC # vCenter FQDN,
VC Manager vmc sddc where VC Manager FRE VMC SDDC 1B vCenter
Manager,
VC FAAIP vmc sddc where VC Private Ip T VMC SDDC # vCenter FAA IP %
ik,
VC 2A IP vmc sddc where VC Public Ip R VMC SDDC HJ vCenter 2H IP fI
138
TR T 1) 55 vmc sddc where Vendor ID FR SDDC KBS

BRAR AWS EE8 VMware Cloud on AWS

LA 2E& VMware Cloud on AWS NSX Policy Manager 1HEEH EEE :
B NSX Policy Manager Data Source

m NSX Policy Manager

B NSX Policy Firewall

B NSX Policy Firewall Rule

B NSX Policy Segment

B NSX Policy Based VPN

B NSX Policy Group

B R NSX-T 2.4 F VMware Cloud on AWS $# % vRealize Network Insight FEEHRIR |
A THUS VMware Cloud on AWS B , BXEEEHFHIE sDDC type = VMC EFEEE. fl , B8
#¥f VMware Cloud on AWS St ARBIAERE VPN , Bl A

NSX Policy Based VPN where TierO = ‘’ and SDDC Type = ‘VMC’,

B2 VMware Cloud on AWS BRMHBEN —LESEREFOT
m  VMs where L2 Network = '' (L2 Network -> NSX Policy Segment)

B NSX Policy Based VPN where Tier(0O = ''
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B NSX Policy Based VPN where Local Network = '' (Local Network of Policy Based VPN
Rule)

B NSX Policy Based VPN where Remote Network = '' (Remote Network of Policy Based VPN
Rule)

B NSX Policy Group where Translated VM = '!'

B VM where NSX Policy Group = ''

i

m  NSX Policy Manager "X B FEAR IPset, ALt , BEAEL nSx policy firewall rule
where Indirect = v 2 nNsx Policy group where Indirect = " WWETEE
&

EREN
ST R E W — R

ARBEAEANREES
s BEREFOREANREE (OC BAEM)

sum (bytes) of flows where ( Dst Manager = 'abc' AND src manager = 'cba') OR ( Dst

Manager = 'cba' AND src manager = 'abc')
= VTEP REAF

B sum(bytes) of flows where Flow Type = 'Src is VTEP' or flow type = 'Dst is
VTEP' VTEP traffic grouped by VMKNIC

m  sum(bytes) of flows where Flow Type = 'Src is VTEP' or Flow Type = 'Dst is
VTEP' group by ip

» HEERE

flows where Flow Type = 'Source is VMKNIC' or Flow Type = 'Destination is VMKNIC'

AREANMEANREES
n  FABRERREBAR RREREES)
sum(bytes) of flows where Flow Type = 'Internet' group by src vm
BIEREEREE RELTAR
sum(bytes) of flow group by port order by sum(bytes)
s BIEEFAERIYE EANRE)

sum (bytes) of flow where Flow Type = 'Routed' group by Source Subnet Network,

destination subnet network order by sum(bytes)
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ERMESRAT (REBEALTAR
sum (bytes) of flows group by src vm , dest vm order by sum(bytes)

I A (B 7] AR 2R R R R/ B IR (IR A B

sum (bytes) of flows group by dest vm , port order by sum(bytes)

ARBREMFT IR NARNREES

H ESX D8 M FTH vm-internet/internet-vm mEMNEM TAHE (Palo Alto IRFEE & iss K/NAE)

sum (bytes) of flows where flow type = 'internet' and (flow type = ' src is vm ' OR

flow type = 'destination is vm ') group by host order by sum(bytes)
AREFRENRERERS (Palo Alto BRI EHH R K/ NAE)

series( sum(byte rate)) of flows where host = 'ddcl-pod2esx012.dm.democompany.net'

and (Flow Type = 'Source is VM' OR flow type = 'Destination is VM')

EREANEHESN

EERARXPRERKSR

VM where application = 'CRM'

RtiEERAREXBEAR

Flows where source application = CRM and Flow Type = 'Routed'
ME 2 ErRE (Em)

Flows where src tier = 'App' and Destination Tier = 'DB'
ME 2 ErRRE (Em)

Flows where ( src tier = 'App' and destination Tier = 'DB') OR (destination tier =

'App' and source tier = 'DB')

ERESEN ESX WERES

Prod -Midtier-1 E#R#EEN AR (MAC, IP, EHE)

CPU Usage Rate, Network Rate, Memory Usage Rate, mac address, ip , vxlan , host of

vm 'Quality control-vM26'
EEREERMRTBNERER
vm group by 12 network
BERFHEAERSERBETTH
vm group by datastore

FH# (k vSphere hAR)

host group by version
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m T 4k vSphere BAERRA)
host group by 0OS
. BARE UCS BB XK/ I#ELRAKRSE ENMEERKSE (BEREH)

vm where host in (host where Blade like 'sys/chassis-1")

ERANES : —RBE
s ERHOEE
count of datacenter

= E5HE

count of cluster
n EHBEHE
count of host

» EHREMEHE

count of wvm

= MEHE

count of wvlan

EANES : BH
n VNI (REE#EHIES)

vxlan group by Primary Controller
= RHE Edge 3 WIEEH

routes where vrf = 'Provider Edge 3'

= DMZDLR K
NextHop Router of routes where VRF = 'LDR-DMZ'

n  EIEERERMAT —ERMN S

routes where NextHop Router = 'California-Edge'

BERANER : BAESRA
w B E B R 2 R AYBE ARE R A

firewall rules from 'Prod-Midtier-1' to 'Prod-Db-1'
s BE ay RRAHEA

firewall rules where Service Any = true

n EESUNEFES

VMware, Inc. 315



A vRealize Network Insight

vm where Firewall Rule = 'Prod MidTier to Prod DB - DBService '

n  RFHEMERREEG AR R

firewall rule where action = allow and service any = true
s YARER AR AN RE
flows where firewall rule = 'Admin to Prod and Lab - SSH'

» RZEHEEENR

flows where firewall action = deny
R RER A

Firewall Rule where firewall type = 'GatewayFirewall'
w R R AR

Firewall Rule where firewall type = 'Distributed Firewall'

BRANER : —BRREBERX
» REMNELERRIH, TROTRIH BEQTRIE  AREFMEIERRENT R

plan security in last 7 days

BRNER : REZE2HHENRE
» SREEEREEFAEER

top 7 vm group by name, Vlan order by sum(Total Network Traffic) in last 7 days
» ERRSRENER

top 7 vlan group by Vlan id, vm count order by sum(Total Network Traffic) in last 7

days
. HAAHDBEMRRE VLAN RETHAR (TEBERPARKN L328R)

top 7 flow where Flow Type = 'Switched' group by Subnet Network order by sum(Bytes)

in last 7 days
n HAKH2EAREB VLAN ETHAR (TRESEZE R JOE H R R E)

top 7 flow where Flow Type = 'Routed' group by Source Subnet Network, Destination

Subnet Network order by sum(Bytes) in last 7 days
. EER/EIMNEANEREES

top 7 flow where Destination Country != 'United States' group by Source VM,

Destination Country order by sum(Bytes) in last 7 days
n BAERAREFEEENEREHRE

avg (Read Latency), avg(Write Latency) of top 7 vm group by Datastore, vlan order by

avg (Write Latency) in last 7 days
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BERANEA  &RM%/FE
. BEREHEXRGHAEN

vm where Operating System like 'Microsoft Windows Server 2003' or Operating System
like 'Microsoft Windows Server 2008' or Operating System like 'Red Hat Enterprise
Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or Operating System

like 'SUSE Linux Enterprise 10' group by vlan, Operating System

» ZRBBNERRSITH

count of vm where Operating System like 'Microsoft Windows Server 2003' or
Operating System like 'Microsoft Windows Server 2008' or Operating System like 'Red
Hat Enterprise Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or

Operating System like 'SUSE Linux Enterprise 10'

n HEEXRGSENREEA

vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise
Linux 5', 'SUSE Linux Enterprise 10')) group by Vlan

count of vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise
Linux 5', 'SUSE Linux Enterprise 10'))
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By e 22
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BALERIBEESERTNEERE  URREBRBERENFAEN. CHulASEESRYE
%]o
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Showing 12 results for Vadlan with filter Mum Vs = 0 at

Filters
Addmora fiters

= VM Count
B

¥ NSX Mianager [

¥ Seope

EniRRY

Filters

w Default Gateway
All

1921682310

¢ MEX Manager [
k SCope

Vi Count
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Siteb-Aundh-L5
Humber of Vs
E

Siteb_P-seatth
Humber of Wiis
3

willan

Siteb_P-redmond-valan
Mumber af Vs
2

Siteb-Wagholi-LS
Humber af Wiz
2

Slieh-pashan-ia-1
Humber of VMs
2

Slteb_P-transit-vidan-2
Humber of Whis
2

Siteb_P-transit-vidan-1
Mumber of WM

2
Siteb-Transit-L5-1

Humber of Whs
1

(1)

NEX Manager
1019717114

NSX Manager
101¥7.17.229

HNSX Manager
10.197.47.229

NSX Manager
1019717114

N5X Manager
1019717114

NESX Manager
10.157.17.229

NSX Manager
10.197.17.229

NSX Manager
101717114

Glabal

Seope
Global

Seape
Global

Scope
Global

Scope
Global

Scope
Global

Legment 10
5006
Segment 10
5000
Segment |0
5001
Segment |0
5005

Segment 1D

5002

Segment |10

Segment 1D

5003

Expand A% Collapie AN

Hetwark A

192168230024

Metwark Abddress

17272024

Metwork Address

192.168.260/24

Mef
192.168.24.0/24

fwork Address

Metwark Address
72T A24

Network Address

192168210024
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Virtual Machine name like
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Security Groups
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Security Tag
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Delete
Deployment
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Analyze Flows | Category, Consumers v ‘ ‘ @ Last 1day v |

Micro-Segments
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n EEREDRAS VRN RENESEZIRELHHBA VMware vSphere Replication, BA VMware
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FEELIEFNEASD.

n BEIFAXEMFA SRM BET{E[ERMN IPv4

BRI vRealize Network Insight BRI B EERZERMNWMRARE, LI , BB SRM EE |, &
AIAERETAE  URARREFEEAREREBNREN RPO RH,

= #§ vRealize Network Insight E##REEEREFRZHENFRAERE,

MRERGLAREAESREUAEAHENAKART EHERKBEL THE  BEHMEEEHN
vRealize Network Insight EEEREACAMERN PR K EHASLEERKSRSRENDTE.
R EREBESKBER R CEENEARSSENEERE,

VMware, Inc. 322


https://docs.vmware.com/tw/Site-Recovery-Manager/index.html
https://docs.vmware.com/tw/vSphere-Replication/index.html
https://docs.vmware.com/tw/vSphere-Replication/index.html

A vRealize Network Insight

4

MRERUCHEIRBUSTEAMEENAR  MTERBREEEEEM IP 8. EHEMH
SRM #ARERERAXEERKESE. FERERRRNAR K SBSFHERARRE , WTHR

Eﬁﬁﬁqzﬁ\ﬁﬁ%tﬁlﬂ%ﬂ?f change-network-settings ﬁ“%o
EEE Platform1. Platform2 M Platform3 FHI &2 £ 4T update-IP-change 1%,

EWESREE BT vrni-proxy set-platform --ip-or-fgdn <with-updated-ip-of-

Platforml>,

BRERBRE. MRFEHHRENFLERBAERTH , FREBNIEFSEHRERFE.

HE NEEMLAGSHFEEN , 528 (vRealize Network Insight 8 < 5I2EHm/m) .

AEERTIER

KBERRPIEH

KEBEIRRHIEH

LA 2 vRealize Network Insight 2188 (DR) E36I=6IH S5 -

BF

1

2

B SRM ERRENERUEEHERELME.

S EREMN S vRealize Network Insight BIBRERE . EREERE , A vRealize Network
Insight MTERBEMEZHANEREBEZE (RPO) A, fln, ZEREEE—FENRERTEH (PEKX
/N B9 vRealize Network Insight 82 , Al 45 28 RPO REEMN, EEREEEAEERNETE
WESE L MIEEEZHAN RPO, REBHEBARLISENERAERENER,

VMware, Inc. 323



A vRealize Network Insight

Recovery Flans
[} VRNK-Cluster-Platform-RP.
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VMware, Inc.

RE

vRealize Network Insight Proxy %5
ERENRRKRENER , BAZENR
RAEHER,

SSH/REST (18 22 & 443) EWEH
FIR IP ik 3% % vRealize Network
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EMHIFEE (Invalid credentials)
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EEHEHEE ¥ SSH MARRRE
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SNMP E #5582 (SNMP connection
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TEBETH#R : DVSwitch.Modify ;
DVPortgroup.Modify
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RRFIE.
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EERRERE RN IP/FQDN KEH
FIERHER.

vRealize Network Insight ¥ & & i #88
HBE, ERERLTE,
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m  VMware Cloud on AWS EX B NEWRERFIEZEH DFW IPFIX RERREE. Bt , ERER
EREFEENERERE  BEBER

FORIIREMRESR

Settings

Install and Support
Accounts and Data Sources
Data Management

1P Properties and Subnets »

Events >
User Management

Logs >
LDAP

Mail Server

SMMP Service

Property Templates

My Preferences

System Configuration

About

Add a New Policy Manager Account or Source of VMware Cloud on AWS

VCenter™ (1) veenter.sddc-35-162-64- 19 Lvmwarevme.com (VC VMCP..

Callectar (Prowy) VM *

nt to increase capacity of your collector? Click here

1P Address/FQDN * dde-35-162-64-191 com

CSP Refresh Token® (7 6f60efel-6d45-448f-b3d5-7éeTel5c92bb

Validation Successful

| Enable DFW IPFIX

| Mo new callsctors can be added,

Mickname *

MNotes Qptional
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» ERAERAERAER. ERAEREESAGHNMEMETUE VMware Cloud on AWS RAIEERER

EBRITEAEE.

Settings

Install and Support

Accounts and Data Sources

Data Management

P Properties and Subnets >
Events »
User Management

Logs b
LDAP

Mail Server

SNMP Service

Property Templates

My Preferences

System Configuration

About
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Edit Account or Source

VCenter* (1 weentersdde-34-218-191- 237 vmwarevme.com (VC VMC .

Collector (Proxy) VM *

IP Address/FQDN *

CSPRefresh Token ® (£} 232add00-f35e-4d7d-afé1-déc0saald9c2

v

Validation Successful

| Enable DFW [PFIX

1 | Provided user does not hove Lhe required role. Ony users with the following role can enable IPFIX: Enterprise
Administratar, Cloud Administrator.

Nicknarme * POLCY VMC M5P2

Notes Optional

m Careel
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