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ERNSSEERUB I REEEEAGER. BEXABRNEMEN, BRERKS K SEERMGERE
TADESZE SCS| EFIEEM SCSI HiE#, ERMBREATFEFMAENEERE A BEFEIERUEK
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H 4R vCenter Single Sign-On $HER A, kFER , ELEFHEEN 00 REAZH , TREBEEWU#
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MREAEST T HCH vsphere.local B , BEEFHAETUUFER dir-cli WS ERTRE.

HiufE A&
FrEHMEAENZRRS ., HENIPREAEETRENAD (BIRBIHR) MAFRRE.
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Client, BIERAERESEH. NRFAEFEEEERPBEPUEHAEZEEFIEA |, ATUMAFES
B BEE user@domain 8, domain\user, BB ZRBSEHLERAREER .
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administrator@vsphere.local A EIEERME, LA Direct Console FRENHESERERAER
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$8iK vCenter Server #[R , {82 vSphere B8 HMtERER  FSBBEM vSphere R,

B WMREFE Active Directory A EBEHAZERBER vSphere Client #Ht SSPI AR E A vCenter
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Token), Itk Token B vCenter Single Sign-On % &,

4 RE A BRAZFEHESEHEMGZR vCenter Single Sign-On , It B A AR S HREFRITAHEE T4,
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vSphere ¥#HEAEA.

vCenter Single Sign-On Jt#

vCenter Single Sign-On &3& Security Token Service (STS). EEfMREE. vCenter Lookup Service
F VMware B R (vmdir). VMware B &Rt TRABREE,
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Token RBRMEIEE B , MEMFAEERSE thiER vCenter Single Sign-On EITERE.

B vSphere 6.0 # , vCenter Single Sign-On EBEERBRAIEF , KA Platform Services
Controller B —&B84% . Platform Services Controller & vSphere t# 2 BT ENFAER , €F
vCenter Single Sign-On. VMware Certificate Authority. VMware Lookup Service R 2R .
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TR

FRNERICRNIEERNZRBEUAREARINBEIRE,

®2-1. FHRBRTE
R #R
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2 REBRFRA, FBALEH sso-config IELIEDR Platform Services Controller Web T E R E R
Bl, XEMNERFERNENERENHERERMITE VMware Directory Service #1 , A vCenter Single
Sign-On #E K FTE Platform Services Controller Bi{TEE 2 BEE.

NMRABATESFRE  AFERAEMRELE  IRAERREAECAEZFREZA,

WREER vSphere Web Client A , BEFAEEABNZERFECEHN , REAEIEEEFAETU
& Platform Services Controller S FHTUTHSREHFAMEAESBARBRE . ZEHFEAR
Windows ; 85 Linux , i35 H sso-config.sh,

sso-config.bat -set authn policy -pwdAuthn true

BRI LVELTNERE sso-config i8S :

Windows C:\Program Files\VMware\VCenter server\VMware Identity Services\sso-config.bat

Linux /opt/vmware/bin/sso-config.sh

VERSE

s EREHBEMERAMN R Platform Services Controller 6.0 kX Update 2 REHIRA , BEFEHNE
vCenter Server 6.0 EHRA, # 5.5 REHEARE 6.0 IR,

n BEREBEEDORECELAHSBERLERE PK) , YEBREFATHER :
s FHAETESLRE (UPN) EBXERIE (SAN) ZEMFH Active Directory tR FAEYFE,

» SEAEREN [EARXRRY] S EASKREAT I BUTEEAFRRE  SRABSETER
NABR

m T2 Platform Services Controller Web N EREZFEAE TEMEE ; B, BERTZESER
o
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m  RE Active Directory B0 @ BIRIER , WAEHHFFIEZE vCenter Single Sign-On A& 2 =B RIR .

m & vCenter Server BEE A ®IEIR4 Active Directory B BB ETHN —RNZEFEAE, BEREL
FERAENATRITERE , HAMPER Active Directory B4+ , HEEH vCenter Server BEE SRR,
administrator@vsphere.local fEF & EEZHITEZE RBRE,

s NRGEEEBEEHRFEH Platform Services Controller HA R FR |, EHRTE HA R | REE
REBEFRRE, BF2HE VMware @i EXE 2112085 (Windows) B 2113315 (vCenter Server
Appliance),

BF

1 HBEER, YHHEESRET sso-config AABRKNUEFERHNER LS,

30 L

Windows & A Platform Services Controller Windows Z & |, 3{# B WinSCP SELIH 2
ARXRERER.

ERER a HEBRASFERSSHEABHAEETES,

b EOTHABAEREE shell

shell.set --enabled True

shell

chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

c fEA WinsSCP SELAFARXEBEERE Platform Services Controller £

B /usr/lib/vmware-sso/vmware-sts/conf,

d BOTANBEMGFEREMEE shell,

chsh -s "bin/appliancesh" root
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2 7E# 1@ Platform Services Controller B2 L | fEf sso-config CLI SREBEFRERE,
a BI{E sso-config IBSHEAMEN B &,

By L]

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

ERER /opt/vmware/bin

b BMITTIGHS :

sso-config. [bat|sh] -set tc cert authn -switch true -cacerts

[FirstTrustedCA.cer, SecondTrustedCA.cer, ...] -t tenant
Bin
sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer -t vsphere.local

c ENMBERNERHEES.

service-control --stop vmware-stsd

service-control --start vmware-stsd

3  EES&H¥ VMware Directory Service (vmdir) BRI S S FEB®E  FHTTHIHS.

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts
first trusted cert.cer,second trusted cert.cer -t tenant

Flan -

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts

MySmartCAl.cer,MySmartCA2.cer -t vsphere.local
NREEEZEBE A BEBTATEER,
4 EFERFERARBREMBELE  SRTUTHS.
sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local

sso-config.sh -set authn policy -winAuthn false -t vsphere.local

sso-config.sh -set authn policy -securIDAuthn false -t vsphere.local

BANEAELERSREERANERATERRS A,
5 (REM FERTBRFRIAIEE , BRITUTHS.
sso-config. [bat|sh] -set_authn policy -certPolicies policies
EEEEZERE , FAwm<oREM ,

sso-config.bat -set authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19
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ZAFREEEEAEBRRENBRRULEM T AFNRANGWARBIT. X509 BE AR BRRAIZE
1

6 (BREM BEJHAREN  FRTUATH S,

sso-config. [bat|sh] -get authn policy -t tenantName

f£ A Platform Services Controller Web N HIEE &2 6

BT LATE Platform Services Controller Web STHABAMNERAEEFRFE . B EAEBNRERER
al,

RBSHREESFHRFE  BHBRELMER sso-config ML RE Platform Services Controller, &
%  BALUME R Platform Services Controller Web MM E#{TE M T 4.

1 RJE Platform Services Controller , MBEEFHAEZARHEIERERREREEFEE.

2 REBRFRA. FBALUEH sso-config IELIED Platform Services Controller Web T E R E R
B, XEMNRFERNBNERENHERERMITE VMware Directory Service #1 | ¥ vCenter Single
Sign-On @I K FTE Platform Services Controller Mi{TEE 2 BHER.

NMRABATESFRE  AFERAEMRELE  IRAERREAECAEEFREZA,

mMREER vSphere Web Client 2 A , EfAEEBARERECER , BREAEIEEEFERAETU
& Platform Services Controller S FHTUTHSREHBAMEAESBARERE . ZEHFEAR
Windows ; 1/ Linux , #@f#/ sso-config.sh,

sso-config.bat -set authn policy -pwdAuthn true

BBRA

n BEFEHBBEFERAR Platform Services Controller 6.0 R Update 2 SREHIRA , BEFEANE
vCenter Server 6.0 EFTMRA., #5 5.5 RETHHARZE 6.0 R,

» BRBEETERECELAHSEBERERE PK) , YAREFAETHER :
s FHAETESRE (UPN) BEBIXERIE (SAN) ZEMFH Active Directory Wk FABYFE,
n MEERIEN (EARRER R WASBERAS A BUTEEAFERE K RRRAERTSE

REZIBE.
n T Platform Services Controller Web N EIBHEZFEHAE TEMEME ; TR , AERTFTSERR

&
m R Active Directory B2 @ BIZRIE , WAEHHFFIEZE vCenter Single Sign-On A& 2= BIRIR .

m  #& vCenter Server BEE A ®IEIR4 Active Directory B0 BB ETHN —RNZEFERAE. BEREL
FERAENATRITE®RE , BAMPER Active Directory B4+ , HEH vCenter Server BEE SRR,
administrator@vsphere.local fEF & EEZHITEE FBRE,

s NRGEEFEBEEHRFEH Platform Services Controller HA R AR |, EHATE HA i | REB
REBEFRE. BF2H VMware @i EXE 2112085 (Windows) 8 2113315 (vCenter Server
Appliance),
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BrF
1 WEERRE , YHEHERE sso-config ARBRXAFRMERKH,

30| L

Windows Z A Platform Services Controller Windows %8 |, S WinSCP SRE LI 2
AR RERER.

AR a HEBZASFEMRSSH RABRAEETES.

b EUOTHABAEREE shell

shell.set --enabled True

shell

chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

c fEA WinsCP B ARABRXEBHEERE Platform Services Controller £

B /usr/lib/vmware-sso/vmware-sts/conf,

d BOTARNBEMGEREREER shell,

chsh -s "bin/appliancesh" root

2 1E%1E Platform Services Controller 8%k | Ef sso-config CLI REEEFRFERTE.
a BifE sso-config IESTEATIEN B &%,

By EoL]

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

ERfR /opt/vmware/bin

b #MITTI&GS :

sso-config. [bat|sh] -set_tc_cert_authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer,...] -t tenant
Hlgn

sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer,MySmartCA2.cer

-t vsphere.local

ERAENIRSERR  BRTEEEMRMERS.
c ENMBERNERHEES.

service-control --stop vmware-stsd

service-control --start vmware-stsd

3 REEBIESED  FBIEELT URL RELZEZ Platform Services Controller :

https://psc_hostname or IP/psc
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ER#RZFEF |, Platform Services Controller E#Z 85 IP {3t EE vCenter Server T# BB
IP {ut#EE .,

$6E administrator@vsphere.local 5 vCenter Single Sign-On EEEHEANEMKENFRERZRE
M2

MRAEREHEIEE T HPBE , L administrator@mydomain 3 & A,
BIE 2| Single Sign-On > A%,
R—TEEFEAR K AREZENZEEN CA BRESIEH.

EEME-RSEUEENER  BRFE-THEBRINEAR  XEZEEN CA PREFAESE
REE—TRE.

EEEEREARE  FRE-TREAESENVRE REENREUHRIEBRES L.

BESER I Web NHERBASEA RSA SecurlD B, {BER , MR RSA SecurlD BEEB o< IR
A, AIREERERE Web THAF,

BREBEFRRFNREERL
B LA BF]T BB EERE | YAHEE vCenter Single Sign-On B ESHEHMEBENHEBEN.

A LAE R Platform Services Controller Web ' E® sso-config ESBERE1THA. BEREWRED
PEURA CA WX EER.

MREABEEME | vCenter Single Sign-On #E#&BIE{T CRL 5 OCSP :RE.
MRBARERE  AIRZINREIRA PKIRE.

& A ocsP
MR CA & OCSP BIERR , FBA OCSP M {FILFH CRL ARERE,

&6EH CRL
R CA FXE OSCP , ERA CRL REIEH OSCP RE,

ERER OSCP M CRL

MR CA BRFZE OCSP EERAM CRL , vCenter Single Sign-On #&%#@E OCSP EER
X, MECERXERARMMREREEFEH , vCenter Single Sign-On E##& CRL, EHERT |, &
B OCSP MEF CRL BRE , A CRL A OCSP WREEE,

MRBABERE  ERERAETUEETIIRMRE.
OSCP URL

fix7E:% , vCenter Single Sign-On #$WEEEEZREZBREPAMERN OCSP BIEERANWNE, W
ERIFP A EERERBEENEIEM  ELEERHES BN, AREEEZELNBREDRER) ,
A LIRS ENE.

ERREBEN CRL
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k785 , vCenter Single Sign-On EMEEEEIRBZBIFIMERN CRLWNVE., EBREPTRE
£ CRL 2B  RELLEBSHERER , BEAMRE,
CRL &

MREEHAEAREABEEN CRL, W BEEIETE CRL FIEMNE RS HTTP URL) , FEALRK
EO

o | BBAILAE B RFBIREA |, E—DRF| vCenter Single Sign-On EZHEBE.
DERY

s EREHBEMERAMN R Platform Services Controller 6.0 kX Update 2 REFIRA , BEFERHNE
vCenter Server 6.0 lREEHIRA ., # 5.5 IREFEFARZE 6.0 k.

s BRBRBEDERELEAHSBERER (PK) , YAREFETIER :
s FHAETESLRE (UPN) EBXERIH (SAN) ZEMFH Active Directory Wk F B FE,

» HAAEREN EARKXRRY] R EESREALT L] MUTEERAFRRE  FRANEETER
B .

n T3 Platform Services Controller Web M HIBEZMEHAE LEMEE ; T, BESRT2ERR
E%O
m  RJE Active Directory 9 BIRIR , Wi EHFHIEE vCenter Single Sign-On A & 7 B3R .

s #§ vCenter Server BEE A ®IEIRL Active Directory B9 BBIF RPN —HSEERAE. BEREL
FEAENATHRITERE  EAMPER Active Directory B#+ , HEH vCenter Server BEE SRR,
administrator@vsphere.local A& EEZRITEZFRI.

s WMRESEEHEBESRMFER Platform Services Controller HA R AR |, FFH A HA #HEE | REE
REEEFRIF. F2HE VMware HBEXE 2113085 (Windows) = 2113315 (vCenter Server
Appliance),

BF

1 REEBIEED , FBIEELT URL RELEZ Platform Services Controller :

https://psc_hostname or IP/psc

ERBRRNILEH |, Platform Services Controller T#Z R IP {1t Ed vCenter Server THZER
IP At AERE] .

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENERAEZR
MR,

MBREZEHBEE T HafEig , 5L administrator@mydomain &9 & A,
3 BIEZ Single Sign-On > A&,
4 BR-TEREWHERE  REBARERAHERE,
5 NMREBBRACEENBETEN , CUUERERACESERDHEEL.
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& E RSA SecurlD B

BRI LS BIERBEREAEFEA RSA SecurlD Token (MIEHRHE) E A, SecurlD EXEEBmSHIE
TRE,

MEFMER , F2B B RSA SecurlD REMNRE vSphere PERIE

&5 RSA Authentication Manager EE /A% ID BfEH 1 £ 255 ASCII M —=RBIE., TANE
A& (&), BDW (%), KR (). PR (<) FESIS () EF T,

PEEY

s EREHBEMERAMNE Platform Services Controller 6.0 kit Update 2 REFHIRA , BEFERHNE
vCenter Server 6.0 lREEHIRA ., # 5.5 IREFEFARZE 6.0 k.

n BACERRELREPH RSA Authentication Manager , EffE i & #7%E RSA Token, EE RSA
Authentication Manager 8.0 iR E HAR A .

n  HERRE# RSA Manager £ & 28 B 3R FE ZE vCenter Single Sign-On, EZRHIE vCenter
Single Sign-On & 75 Bl 3R .

m TR RSA Authentication Manager Z&#EBESFEMT Platform Services Controller E#EH , B
Platform Services Controller Z#RESFEHT RSA Authentication Manager EH#E .

s FEREBEHEFERN > BREAERR > ELARRE , % RSA Manager BEH sdconf.rec BR, BEBHEELE
M AM Config.zip B8R , AEHK sdconf.rec BE,

m 4§ sdconf.rec BEREREHD Platform Services Controller &g,

B2F
1 BEZE sso-config BSHBRMENE &,

BE R

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

EREE /opt/vmware/bin

2 EEMA RSA SecurlD Bis% , BHITUTHS.

sso-config. [sh|bat] -t tenantName -set_authn policy -securIDAuthn true

tenantName =& vCenter Single Sign-On RN EM , fikFER A vsphere.local,
3 (BEM ZEZCAHMRELSE BRTUTHS.

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t
vsphere.local

VMware, Inc. 50


http://blogs.vmware.com/vsphere/2016/04/two-factor-authentication-for-vsphere-rsa-securid.html

vSphere 22

4 FERERRUEBEFWE LNFABEAER RSAUE , FHTUATH S,

sso-config. [sh|bat] -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

flan :

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec

B EE TSR E,

By R

sitelD M Platform Services Controller ¥ & Bl Platform Services Controller #£
FEE & £XE—1 RSA Authentication Manager $I{TEES#EE. MRETH
IS EIRE | B RSA AREE AR B BT Platform Services Controller 354, £
IR E AU AR L RIE,

agentName 7£ RSA Authentication Manager FEZ.
sdConfFile #& RSA Manager T , IBEFM IP {1t % RSA Manager &K

sdconf.rec EBEEAR,

5 (BREM REXFREAARSEAFRRE, FATTISS.

sso-config. [sh|bat] -set rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size]
[-maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

AREBEREAN , flw

sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6 (REM) MRENEDBRIRFEREAFEAETREZBHBERAERIE  BFREEIEBIKR
useriD B,

useriD BT ¥ EBE LDAP BHtE A RSA userlD,

sso-config. [sh|bat] -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
AttrName] [-sitelID Location]
f5lzn -

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName
7 FERETBERE, BROTI®S.

sso-config.sh -t tenantName -get_ rsa_ config
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mR

MREAMEAERBHEFEERBILRUR SecurlD Token 558 , AIFRAEXEFHEFERAELZEM SecurlD
Token BA, FAEZBNERBEACELBEESH.

EEE AEIE

#£ vSphere 6.0 Update 2 [t , BUIUERBEFMAZAER, BUUBERPINFREERFEAER
— TR @Bl , AUARREZERRERYE), SULIBRANEAZARIE U ERFERAEER T
R EZET R,

BF

1 WRPEBERS | FBETELT URL RELZER Platform Services Controller :

https://psc_hostname or IP/psc

ERBRRXIEH , Platform Services Controller E#Z R IP it EE vCenter Server AR
P a8 E.

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEEHANHMRENEAELR
MR

MRAEZEHEIEE T H@E |, 5L administrator@mydomain 2 & A .
3 7 Single Sign-On T, EEAHE , ARZE—TEAKIBERSIEH.
4 BR—TREBYREEAEIE.

B’ LG

R R—TERAZEMER  UBAZRAER, BRFE-—TUEZEER K SAEEEE
H AR,

AREE R—THREEZRAR , ABREAEEBRANR-TERAR, SUNERT
EREUTHRAEIE

Eﬁ E'I'EE’\JE;EEG ﬁ?ﬁ%ﬁ s ﬁkﬁ'ﬁi-’?% I agree to theo i&?EJLXEﬁqﬂ%ﬁi%’ Terms
and Conditions HERAR,

e FRER-THEBERFINAE. S0, FREFREHF, NREERAER

=, AIZAMERXE,

T E R IRME E 1§ vCenter Single Sign-On A# & 2% 512
]

vSphere Web Client @A Z{F1EH SAML 2.0 BRER 1% (SP) B 52 BB E & vCenter Single Sign-
On, BANKEMIEENRBRUEFTEERE SAML F 2B BIIRMHEE (IDP) B9 vCenter Single Sign-

On FIEMERI B2 RS, RFEEESERS SAML2.0 BAME. EREHBE%  MBEFEHAETLL
@ vCenter Single Sign-On #E1TERE , AIRKIEHMHESREZEAEFERE.

5 vCenter Single Sign-On ATLA B HE M SP # IDP. vCenter Single Sign-On R eeAEAEM IDP B
SP,
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BEEN SAML RERAETUARECHEENRTERBNERE IEEASGSBIIRHENERAS) 7
HUfE, )30 | vRealize Automation 7.0 R EHIRA X # vCenter Single Sign-On #5520 @Bl HE .
BT LAfE vCenter Single Sign-On #l vRealize Automation RREBEE, k2% , vCenter Single Sign-
On AJLATEI& & A vRealize Automation BRI 1TERRE

EEH SAML RSEEEMARBNE P EE | BSAEBE SP B IDP 2B SAML R ERIKRE
vz BHEE.

& BB vCenter Single Sign-On B £/ vCenter Single Sign-On B RIEEITE S ITE.
1 #IDPHEENEHZEER , REEHEA SP,
2 EHSPHEERYKHEEN IDP,

BRI LAE A vCenter Single Sign-On B vSphere Web Client M EREH IDP F4#ER |, W SPEA
FagER, MREEFEH vRealize Automation & SP |, 528 vRealize Automation B4 |, LAEY
BEBEL SP FEBRFNEAN IDP FESHNFHER

FE BBLEATEXESAML2.0RE  RRAUBREKEELERE,

G SAML FRIG1R At E

LA LS SAML FRISIR M EHH I E vCenter Single Sign-On , X #§ vCenter Single Sign-On % & £
BIRBEFBZZRE. 2%  EFEAEZARBEHRER , REIEHRELEB vCenter Single Sign-On
YiEE A& ETRE.

WRFELEH VMware vRealize Automation 7.0 R EHTARZABEKHY Single Sign-On fi#R 77 R EE vCenter
Single Sign-On B0 MBIIREEETRS  ENREAFEHAEMINE SAML RIGIEME | AITTUERZ
BF.

ZRFSIRE SAML RIFIREEN hEERE AZ vCenter Single Sign-On , AR # vCenter Single
Sign-On R EREAZE SAML RIFIRMHE , WERERMETUARLAZHER.

PHEEH
BEEBRBSETEZE SAML 2.0 E%

MRBAHEERSEERER SAML2.0 PHEERRE  SAEXBEEATHREETHEE, fl, MR
£/ Active Directory Federation Services (ADFS) SAML fRIGIRMHE |, BIXNBELFETHER K RES
BERHEAN, BRUTHEEETE .

fed:ApplicationServiceType
fed:SecurityTokenServiceType

B B %1 vSphere Web Client EEA SAML IDP &%,

BF
1 BEERHENPEENELEER.
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2 BIRERMHENPEEEEA vCenter Single Sign-On,

a Bl administrator@vsphere.local A& vCenter Single Sign-On BEEE#ENEMERES D
E A vSphere Web Client,

B A vCenter Single Sign-On EXE SRR EAENR vsphere.local fBENEREEFAD.
b 2IEZ Single Sign-On > A%,
c EH SAML RIERMHERSIFER.

d HEXRHEN SAML REEH#ENFEERENT  B—TEA , XEHFESRPE L XML F&E
RER-—TREEBEALUEARRE  REE-TEA.

3 [EH vCenter Single Sign-On F#&
a &M SAML REBERMENPRERENF , B—TTH.
b EEERNVE.

4 Hi{E SAML REIEMEE (Bl VMware vRealize Automation 7.0 SEHTRA) , REMK R SAML R
BIRMEMNIETR , # vCenter Single Sign-On PSR L EZRBIBMHE.

MEEREEADEERNFMAEL , EF2 M vRealize Automation 3B,

Z2 M Token BR# STS

vCenter Single Sign-On &2 1% Token fR# (STS) R —EHXE . BMBNEH T2 Token B Web Bk
ﬁo

AEUE SAML Token , EAETE STS MHEEHTEFERR., TERBIARERAENEE,

ERE
vCenter Single Sign-On 2@ BIRRFRTANERE B BNERE.,

ERARXERE

BWEE,
STSEREBEFTERBZYUMEAEETRSE  YEBESEHAEBMMN SAML Token, STS FBH STS %
BRERESE SAML Token , A% Token IBIRMAFEAE . KFARKR , STS £BB/EH VMCA EX., &7
BA#¢ vSphere Web Client BUATERREY STS B BE . RIIFELQXTANZEZHFERAERBMRAERE , /Al
BEER STS £BB/HE,

FEREHEAE SAML Token # , ATREREB R E Proxy # SAML Token MiAZERE HTTP BERW —3 %
ETEX, REEHRHE BRERMSE) A TUER SAML Token HIVER,
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HEERAEKE FELEH STS BRERH

MR SR EERTERR vCenter Single Sign-On Security Token Service (STS) % EBR®E , AIXEELEHE
B CHIEZE Java 2BRAFE. WEFRETRBRADBBEAEERINB Platform Services
Controller ERA#BHISER,

B LBERAERMATE  BETRYEINER. NMRTRAFANRZHRER , FZBRALEE.

WRBIEEHIT Platform Services Controller Windows &8 | 55287t vCenter Windows & FE4
1 STS HBRHE.

B
1 BYEEBRUFRHER 6 UBIAEBRNLE.

mkdir newsts
cd newsts
pwd

#resulting output: /root/newst
2 #& certool.cfqg BRERBNFHE &,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

3 BB certool.cfqg BERMNER , REHHEITHREBIERA# Platform Services Controller IP i
WMEKZE,

BxR/tERLEN , WAKARMEFT , MU TELIFAR.

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 EEEE

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey --privkey=/root/newsts/
sts.key --pubkey=/root/newsts/sts.pub
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5 E4XRFHE

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/root/
newsts/sts.key --config=/root/newsts/certool.cfqg

6 BERIFEBRA PKI2 KR,

openssl pkcsl2 -export -in /root/newsts/newsts.cer -inkey /root/newsts/sts.key
-certfile /etc/vmware-sso/keys/ssoserverRoot.crt -name "newstssigning" -passout

pass:changeme -out newsts.pl2

7 EBEFILE Java TEENE (UKS).
/usr/java/jre-vmware/bin/keytool -v -importkeystore -srckeystore newsts.pl2 -srcstoretype
pkcsl2 -srcstorepass changeme -srcalias newstssigning -destkeystore root-trust.jks
—-deststoretype JKS -deststorepass testpassword -destkeypass testpassword
/usr/java/jre-vmware/bin/keytool -v -importcert -keystore root-trust.jks -deststoretype

JKS -storepass testpassword -keypass testpassword -file /etc/vmware-sso/keys/

ssoserverRoot.crt -alias root-ca
8 EBWIRTH , 6 BA Yes UESHEZSRBEAETEENEE.
BBESER
RESUUEAHBE. B2REHNBEEL M Token RBEBE.

1£ vCenter Windows Z 3 L E4. 1 STS 28R

MBEEMNTER STS HBRE BV ELEEEHBIRYSEHIIES Java ERENE. WEFSHS
Windows Z#H LB,

FE LBERERMATE  BTRYEINERE. NRTRAFANREZHRER , F2BRALEE.
NMRABEECERERERAKE  F2REERAKELELHNN STS HEBH.

BF
1 EVFBBURTHEE.

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts

cd newsts

2 B3 certool.cfqg BRNEAR  WEHKEHFEHEPR.,

copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg"
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3 Bl certool.cfqg BRMNEAR , REHHETHRBIERAH Platform Services Controller IP i
WAMEHEE,

FEQABZR/E  YEAXKASMEFT, A TS IETTHA,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExamplelInc

OrgUnit = ExamplelInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 ELESE

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --server localhost --genkey --

privkey=sts.key --pubkey=sts.pub

5 E4£BHE.

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --gencert --cert=newsts.cer --

privkey=sts.key --config=certool.cfg

6 BERFEBRA PKI2 KR,

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export —in newsts.cer
-inkey sts.key -certfile ..\ssoserverRoot.crt -name "newstssigning" -passout pass:changeme

-out newsts.pl2

7 EBEFIEE Java EEME (UKS).

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importkeystore
-srckeystore newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias

newstssigning -destkeystore root-trust.jks -deststoretype JKS -deststorepass testpassword
-destkeypass testpassword

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importcert -keystore root-
trust.jks -deststoretype JKS -storepass testpassword -keypass testpassword

-file ..\ssoserverRoot.crt -alias root-ca

BESR
BRELUUEAFER. F2EENEEZ2M Token RBBE.
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EHRERZEM Token B BH

vCenter Single Sign-On fARESEE X2 Token RFE (STS), &1 Token RIE 2 —TEZ 3 . EREM
BT R 2 M Token B Web R, EREMNEZEM Token REBHRINMHBER | LA vSphere Web
Client FENEHEE,

EEHS SAML Token , FREZEAREM Token IRHS (STS) REETERR., TEXFHUANERE
HEER .
BRARAREHE
BMEE
HitAE
vCenter Single Sign-On &2 @ BIRRF TN ERE B BANZRE,

STSHERAFTERRYUEAEZETRE  YEBESHEHAEBMMN SAML Token, STS RIEASEBHE STS
HBREIREE SAML Token , RE# Token IBIREFERE. MTER , STS HEBRFEH VMCA E4E,

EHEHEE SAML Token #& |, ARES BB R TE Proxy #& SAML Token #iBZERE HTTP ERH —2 o
ETEEX, REFEHURHE RIERME) A TR SAML Token FHVEE.

MEAFRRAUBRJECELEFTH N ER , WEHRIIREA STS Z£BRH vSphere Web Client,
FIBRRERAZAGTHER. NRERK , AIeSZURERREVETEENER,
B ERREER , S BEFRBTHUARBEHRE vSphere Web Client FR#EEE STS RS

PHEEY
#mI#E Platform Services Controller $iZ 2| Java £RHFENBEER A TE,

Platform Services Controller FERI%E
certificate location/keys/root-trust.jks f5lEn : /keys/root-trust.jks

&g -

/root/newsts/keys/root-trust.jks

Windows &8

certificate location\root-trust.jks

50 -
C:\Program Files\VMware\vCenter Server\jre\bin\root-trust.jks

BF

1 Bl administrator@vsphere.local H#A vCenter Single Sign-On EEESRBENHMFERET S EA
vSphere Web Client,

B A vCenter Single Sign-On EEES#&RAIFEA BN vsphere.local BB EESFHEP.
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2 MEFEREUBEZRSIERHN STS BREFROIER , AERER—THE STS HBFBRET.
3 HEBEE.
a R-TRARTIEINEZHBENESBENE JKS BR , ARk THEK.
b WERTRE K BAER.
c B—TIREM STS BIBESE , RRE—THRE.
d WKERTE , BRBABE,
4 B-THE.
5 E¥E Platform Services Controller I BHLARIBFERE) STS BRI M vSphere Web Client,
BB  RBELIERGTITE  FIUEFRBRLEN,

¥E LDAPS SSL BN EIH A &

HNERIBE Active Directory LDAP Server 1 OpenLDAP Server &2 BI AR REMEH LDAPS , Al
AL A LDAP fiE L& SSL RFE. SSL RREERLAERNBH 2 AZH, MEBHRMAKEE , TEEEE
H AR EHEE.

{E1E £ Active Directory LDAP Server 1 OpenLDAP Server ¥ &A@ k2515 E 1daps:// URL & , &
7E2EFEHEN. HREMERNG 2EEIRER 1dap: // RE , [BoRIIRREFENRE] RoIER
SREFZEH.

BF

1 Bl administrator@vsphere.local H#A& vCenter Single Sign-On EEERBRNHMFERET 2 EA
vSphere Web Client,

B 75 vCenter Single Sign-On BEE SRR FERENA vsphere.local FENEESFHFHED .
2 BIEFERE > Single Sign-On > A%,
3 B-TEBEZRIER , RAER-—TEHEIRIRREEERE T RSIRE.
4 REBE YERREXFHAPREBIHEH,

LUREERIEBNEREE —AES  ERBENEIA.

&I vCenter Single Sign-On R8I

vCenter Single Sign-On RAISHEEMWRBEFRBFBTZE2MHRA, BUURBLFEERE vCenter
Single Sign-On %5, $HERRILAK Token RE|,
#R¥E vCenter Single Sign-On &5 R Al

vCenter Single Sign-On ZiE R A2 HE vCenter Single Sign-On FRAEZRBRA MBI PEREN —AR
BIFIFR &, 2SR AIEBAR vCenter Single Sign-On #838 (vsphere.local) RHERE.

fik¥85% , vCenter Single Sign-On ZIFETE 90 K& F|H. vSphere Web Client &7 215 B0 45 21 H BF 12
[
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BF

1 Bl administrator@vsphere.local H# A vCenter Single Sign-On EEESRENHMFERET T EA
vSphere Web Client,

B A vCenter Single Sign-On EEES#RAIVFEA BN vsphere.local BB EESFHEP.

2 BIEZEE > Single Sign-On > A
3 BR-TRAZRES|IEZER K AZENERFEA.
4 BE—THRE.
5 RERBRIUSE.
215 EL
EiL] ISR AIRA,
FERMLER FRAENESEREN , BHEUFENRE LR,
REIEREFER SRR ERELNZENHEE, flm  MREFERAETHEEEEABREANERE
REEM—1E , BIEA 6.
RELR AHBBEENFTTHELR.
BIRE ZEXABENR N FAEE. BIREFTEIRTE. EFNERFTTERNR
BRI
FAB/R ZEXABENTRAFTTEENG/HE ., BUNRBAUATHFRNEESERERETT
WA :
m BRFT &#%
B FH:AbcD
m KE:ABC
m JpE:abc
m HF: 123
BNFRETELEIRABNNEERNVEAR,
1£ vSphere 6.0 REHIRAF , ZBEZEMEAIE ASCII Fit., FEEM vCenter
Single Sign-On A, X EMNF T RIFER S,
MHENEBT T AHBBEESHEREMT THN LR, ZBEXEKRRK O, W, REHA 1, B
TAFFEAUTEE : p@$$word,
6 E—THE.

#m¥8 vCenter Single Sign-On $HEF 8l

vCenter Single Sign-On $#E R RIfE EFE A& vCenter Single Sign-On IRFHEERY , EHEAEER
FRATERMNAZZAN K RESRBELKGEHEFEABENIRE ., SGREHEREL.

MREAEZREAERERNWEBWHBEA vsphere.local , AIEAERREE. BBEHERA , BAUEE
BHEEABARMNRB LR , UEMAEABALBZBNEERR. ZRABEEE S DEBRETIRS
ZHAAZEBHNEER.

B HEFRAEEARCERERSE , MAEARRZRAIRE (B0 administrator@vsphere.local),
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BF

a b W N

6

LA administrator@vsphere.local B # A& vCenter Single Sign-On B E#RNEHMEREFT S EA
vSphere Web Client,

B A vCenter Single Sign-On EEES#RAIVFEA BN vsphere.local BB EESFHEP.
BIEZEE > Single Sign-On > A&
BE—TRAZES|IEZEE 6 ARZRIEHEFH,

B—THRE.

RESH.

BE L7

L7 SERAMRBMRA.

WELE A KRR LR EHERS 2B AFNEHBAKMRB LR,

PR % B2 M B R P PAREERBAXRT ERRBTOHE,

FRBRRER M RSREMERENBHEE. NRBA O, AEREXARBSRBHTIRS .
B—TRE.

#mE§ vCenter Single Sign-On Token R &l

vCenter Single Sign-On Token [RAIIEERFERIR . BT sTEUAREM Token A . BRI LAMREE
vCenter Single Sign-On Token R 8| , #{R Token RIEHFEE RN T2 HEE,

BF

1

& A vSphere Web Client,
BEMALKEE > Single Sign-On , A% R,
BR—TRAZRSIEE , AEEE Token FAI,

vSphere Web Client ##87R B aiHARREE, MRERERFERRE , vCenter Single Sign-On #
FRBLERE.

#mEE Token FRAIERESZ

30| L

EERRE vCenter Single Sign-On B&FA FimbrE IR F N E BT ENEEER
CAZEWREN). MRFEERARIEEE , Al vCenter Single Sign-On #E%
Token &3,

Token HETEHE LR A LAMERT Token MBI LR, BBETERYE LRE , TEFAFTNZEM
Token,

Token ZikE# LR AL £ 883 E E Token ZIRA vSphere BIEFHIRIE . FEAFTZEIR Token K AR

A RIBMEZ Token HEBBITRS. Token EREEE DelegateTo &4
DelegateTo E A AR RRFE Token , WA LA R FRRF R Token B E, W&
IEEAUERE —28FFE Token HIRE,
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By #H

Bearer Token Z B/ LR Bearer Token f£1R#& Token WG B ERIRALEE. Bearer Token ARG E
—1E%. Bearer Token THBEEXERNEAEREEN S 2. LLEEEHFEY
Bearer Token HI{EE % Token HZ B IFEE.

£MEEE Token TERE LR &8 HE Token BB Token FHABRR L2 HBHRMERE, £BFEE
Token ATARZEIR. AFKAUEMESMIFEE Token M Token EIREGH A
B, ZToken BERARBRIZELSTMERSHWER, £ vSphere REH
vCenter Server ZAERRFEA BB ZEIRW Token , W FEAEL Token FITHE
WEREEESIBIFEE Token ERAEREIZ Token WIFEER,

5 ®B—THE.

B vCenter Single Sign-On EA&EME A

vCenter Single Sign-On BE & A& A L& vSphere Web Client B vsphere.local #8EBHFHNERE
B4

vCenter Single Sign-On B & A& AT BT T T,

VMware, Inc.

$71% vCenter Single Sign-On A&

vSphere Web Client F A& RSIBEEH 5| H A FEHAETE vCenter Single Sign-On R , BR
vsphere.local #8135,

ZERMBA vCenter Single Sign-On EA#&

wRE A vCenter Single Sign-On EAEIRFE , BIEAEEEE A vCenter Single Sign-On fal AR
7% , BRIFEEERAZIIRFE . ATLAHE vSphere Web Client M EERMBAERE.

MIER vCenter Single Sign-On A&

&A1 LA vCenter Single Sign-On M vsphere.local @iEFMIEAE ., XK vSphere Web
Client MIBRAEIEXZAFEAERHMPEHPHNERE.

#"¥8 vCenter Single Sign-On fEA#H

BATLAHE vSphere Web Client 8 & vCenter Single Sign-On A EN RBREMHFAEE ., &
f8LTE vsphere.local AR EFTMEFERAE. BRAOFER , BELEHT
administrator@vsphere.local,

$7#% vCenter Single Sign-On &4l

£ vCenter Single Sign-On # |, A RSIZE L5 HA B AR vCenter Single Sign-On RE., &
BEATTUA—RYIBFERE (X8 BYRSHR.

@ vCenter Single Sign-On BEAFER E

vCenter Single Sign-On AN K EAIURKRE —HZBEE 2B RFNERAEREMEE, B
# vSphere Web Client F#iEmR S .

£ vCenter Single Sign-On #AFBBRKE

BATLUER vSphere Web Client # vCenter Single Sign-On BAFBREKE ., RAKEE DB
RE (FAEREA) YA SKZRERRGETMBR.
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= fHBR vCenter Single Sign-On &R A RERE

vCenter Single Sign-On R TMALTRFEAE. MASFRFEAERRENES. CHEERZE
vCenter Server fRRFREAE , UEEREBEFME vCenter Single Sign-On BFE. il , E#E
TREHME  MREBRZERBETRK , A1 vSphere Web Client fERE BRI RS RERE.

m B & vCenter Single Sign-On &5
AP P ERE KFERA vsphere.local) AT LAHE Web ST H#E#EH vCenter Single Sign-On &

B, HtREPHWERESFERBRESEEERSNAR,
¥1i% vCenter Single Sign-On A&

vSphere Web Client K {EH & RS|IZE 5| HAFEHAETE vCenter Single Sign-On R , BRA
vsphere.local #8313,

EAERMAEMAGI SR ESEEEPERENEBEN , B2 , BEZER vSphere Web Client B9
vCenter Single Sign-On BEENHEAAEREFHIZE HEMAE.
BF

1 B administrator@vsphere.local A& vCenter Single Sign-On EEE#ENEMERES S B A
vSphere Web Client,

B A vCenter Single Sign-On BEEERERHNFERENMR vsphere.local N EREEFHHED.
2 BR—THE, RBBZBEZEHE > Single Sign-On > EAEMEA.
3 R vsphere.local AR B REMAAE , BRTHAERPEIULASE.
BB ERE G H A
4 HEFEBAERSIERL  R-THREAEER.
5 BMAHMERENEAESZBNER.
BUERER , BTHBEERERNE.
WL ARERBNBRFRAUFTR,
6 (EREM BAFNEAENSFNER,
7 (BEEM BALERAENEFEM4uu FRA,
8 H—THRE.

B®R
MEEAER , ZAEAERARBERTERERNVER.
BESR

BEREFEE vsphere.local FBEHRIEEAE | Hla0 | ATEE VMCA (CAAdDmIns) WEREBERATER
vCenter Single Sign-On (B2 8) WEAERE. 52K M vCenter Single Sign-On FFAHFIERE .
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ZERAMELA vCenter Single Sign-On A&

mRE A vCenter Single Sign-On EAEIRE |, BIEAEEEE A vCenter Single Sign-On AR , BR
FEEERMAZERE . L% vSphere Web Client T EERMBAFERE.

EHANERA&ERSTE vCenter Single Sign-On Z&HRNA A | ERFEAEZEEEERRE LEARBITE
¥ BEEEHESEMRNERAEZETR vCenter [ERENEA EEPEANBRAFEARAE.

DERM

WA R vCenter Single Sign-On BEEE#AMMKE | 7 8eERAMELA vCenter Single Sign-On £
&,

BF

1 BL administrator@vsphere.local H#A vCenter Single Sign-On EEEREMNHMFEREST S B A
vSphere Web Client,

B A vCenter Single Sign-On EXES#EMRINEA BN vsphere.local BB EEESFHTD .
2 E—THE,6 A%RIEIEE > Single Sign-On > EAEMEFE.
3 EBEHfERE K R-TERAETR , AREARRETRE-TR.
4 FEBRBRAZERE K FEZMEAELR-TEELAR  EDRA  RREZSRRTRE-TR.

MIBR vCenter Single Sign-On EA#&
BATLAHE vCenter Single Sign-On Mk vsphere.local @AM ERE ., &A% vSphere Web Client fill
MRAREERGFEAERIHMOBEFNERE.

MREMBRT vsphere.local FEFHEEEFEAE , AEEEBE A vCenter Single Sign-On,
BEHLZHE vCenter Server RETH,
BF

1 BL administrator@vsphere.local H#A vCenter Single Sign-On EEERENHMFERESFHBEA
vSphere Web Client,

B 75 vCenter Single Sign-On EE BRI FERENA vsphere.local FENEEERFHED .
2 BR—THHE,K6 A%RBEZEE > Single Sign-On > EAEMEA.
3 EEFEAERSIER , AREREE vsphere.local #813.
4 GEEAEBED , BEREMROERE  RAREZ-TRERER.

AREERTER. SEEERLBEE.

#%E8 vCenter Single Sign-On A&

AT LA vSphere Web Client 8 ¥ vCenter Single Sign-On EAEMN BBREMFMASE, BEEE
vsphere.local FEPEHHEERE. BRAUFER , BELEH®BAE administrator@vsphere.local,

& T LAZE S REPR B2 administrator@vsphere.local BN EMFERE .
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vCenter Single Sign-On A& f#fE7E vCenter Single Sign-On vsphere.local #8iFH .
BT LATE vSphere Web Client ] vCenter Single Sign-On Z85RE A, KA
administrator@vsphere.local 2 & A , WIREAEKE > RA| > BBFRAI,

BF

1 Bl administrator@vsphere.local H##& vCenter Single Sign-On EEERBENHMFERET 2 EA
vSphere Web Client,

B 75 vCenter Single Sign-On BEE BRI FER BN vsphere.local W EEERFHED.

2 ®R-THE,K ARZUBZEE > Single Sign-On > EAENEA.
3 R-TERERSIER.
4 EEAELR-TBEAR A AREIEEERE.
5 HEAEETEE.
LELBECREER,
EWUARERRNERRAUER,
6 B—THE.

¥71¥ vCenter Single Sign-On &4

£ vCenter Single Sign-On /|, A RS|ZH, L5 HEVEH A vCenter Single Sign-On AR, FEiBE
B —RIBERE (58 BIRSE.

£ vCenter Single Sign-On BENE#H I vSphere Web Client B4 | ZBHEIE#H L2 vsphere.local
H1
BF

1 BL administrator@vsphere.local H#A vCenter Single Sign-On EEESREMNHMFEREST S B A
vSphere Web Client,

H7H vCenter Single Sign-On EE SRR EAEMLR vsphere.local BEMNERSEFAT .
2 #E—THE,6 ARIEIEE > Single Sign-On > EAEMFHFA.
3 ENFERSIEEL  A2R-THEFEET.
4 BWARANBBERA,
BURAMAR  STRSEREAENE.
5 ®—THE.
BRESR
s MFAAFIERE.
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@] vCenter Single Sign-On B 1K &

vCenter Single Sign-On BN K ETURRE —RZE S I BBIRROFEAENHMBFA, B
vSphere Web Client F TR & .

BTA L& Microsoft Active Directory 5 OpenLDAP B¥4HH Ak B # 1% 2 vCenter Single Sign-On B4,
BESEASBHAA R INER B 2538 B 2R T3 E) vCenter Single Sign-On 48 .

vSphere Web Client FE#E RS|IZH L5 HNEHEBR vsphere.local #18, 28 vsphere.local #813
REVEEAE .

BF

1 Bl administrator@vsphere.local B #4& vCenter Single Sign-On EEERRHNHEMFEREST P EA
vSphere Web Client,

B A vCenter Single Sign-On EEE#&MRAIFEA BN vsphere.local BB EESEHEF.
B—THER KA AREZEZNEE > Single Sign-On > EAEMEME.

B-THMERSIER K ReR—-THA Gim [(EEEA)]).

i (BEKE] BEF , B—THEREETR.

ENMESEMEREECHEN S 2 REBIHR .

CREM) BARSAR , RER-TEE.

BEKE  RER—THE.

B ERFIEZERE.

8 m—THE.

N o o »~h W N

# vCenter Single Sign-On BT BBRKE

BATLER vSphere Web Client # vCenter Single Sign-On B#AFBBRKE ., RAKBATBREKE
(ERAEDREA) TSR ZAERAL P MBR.

BF

1 Bl administrator@vsphere.local # A vCenter Single Sign-On EEESRBENHMFEREST S EA
vSphere Web Client,

B A vCenter Single Sign-On EEE#MRAIFEA BN vsphere.local BFHNEBESEHEF.
B—THER K AREZEZNEE > Single Sign-On > EAEMEHE.

ENPEARSIER  RERE-THE.

ERANEEED  EMEBROCEAERHE , RA2R-TBRREET.

B—THRE.

a b W N

BmR
ERAERFATBE , BERSTDRTA.
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Bk vCenter Single Sign-On ARG RFERE

vCenter Single Sign-On BB THMRAERFEAE. BMRARFAERRENES. CHEAERZE
vCenter Server fRRAREAE , W EEREBREFR M vCenter Single Sign-On BRFE ., il , FEEITEE
B  NRMEBREZERBMETR , I# vSphere Web Client MIBREBIER A RFEAE

ERRIRERBERERE vCenter Server AL REABRE=ZFBRAIRFEAEHEBHNOBREER 2
FREH vSphere Web Client BRRIWER A REAE . MRERHBREEEAER , IEMREHR
FREABNERZRGATRRGRBELER , BTLAE vSphere Web Client FEREB BRI RS REA
%,

EE MREMBRERBBASRERAE , BERKEELBR@ vCenter Single Sign-On Ei&&.

BF

1 Bl administrator@vsphere.local H# A vCenter Single Sign-On EEESRENHMFEREST S EA
vSphere Web Client,

B A vCenter Single Sign-On EEE#RAIFEA BN vsphere.local BB EESEAEF.
B—THH K A%BE2EE > Single Sign-On > EAEMEE.
B-—TRRLOERERAERSIER K RER-THRRAIREAEER,
B-—THRFERSRERAEETR.

B—TR.

a » W N

#“R

Bt R SR 5 R (E A B BB Y BR IS B S B 17 HN vCenter Server , 3 B3 #5 vCenter Server [RIGE
1?0

%% vCenter Single Sign-On &

PGP EEAE (KFER A vsphere.local) ATLAfE Web ST EI#EH vCenter Single Sign-On 5.
HiBgrmERES LR BREESRYERSNRA.

vCenter Single Sign-On SHERBIEREZ IR EIFIRRE . &R , vCenter Single Sign-On A&
BEE 90 X&ZH , BEEEERE (B administrator@vsphere.local BIR) T2 FH, vCenter
Single Sign-On EENHEEZRNS I HRERES.

EE CETEERARIPSSERR,

MRZFECIH , AEEIHNEES (kTERA administrator@vsphere.local) AJBAfER dir-cli
password reset MY ERZEE, /& vCenter Single Sign-On BN EEEHARETUERZRE,

BF
1 WRPEBERT , FBETLT URL RELEER Platform Services Controller :

https://psc_hostname or IP/psc
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ER#RZFEF |, Platform Services Controller E#Z 85 IP {3t EE vCenter Server T# BB
IP {ut#EE .,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EEEHANHMERENFERAEZRE
M2

MRAEZEHEIEE T HM4E |, 5L administrator@ mydomain &5 & A,
3 ELFNEBEERS [RA] WERWEA , Z—TENERAES BB TR,
tesh , BATLURER Single Sign-On > EAEMBE  RERLGRBRUERTRIFEEERE.
4 EOBERR 6 ARBWALBENER.
5 BWAFBRALER.
ZEBLATEHBRA,
6 —THE.

vCenter Single Sign-On &2 M &EMCE

EEE vCenter Single Sign-On Z& M RIEMCERIRE vSphere BIE,
vSphere 6.0 BB BHEEREB IR vSphere BN R 2M, EERREREBTIZHE  FERB
vCenter Single Sign-On BREME.
BEZBIHN
F&5% vCenter Single Sign-On ZFR AN ZHFERFEA 90 X, 90 REZRIFEE , BALLKZ
BIpRE, MEINBY R SEHEERE,
BRIE NTP

BRIAERZGMEAERNEEEERER (EEEBENEHER{CRE) , 30 B A% 6 E R o 25 E 6
B R (ERAZEERE-UTC), RPN ARKZE vCenter Single Sign-On BEA XM AR HAib
vSphere BRENEMMEZHEE.,

NTP B BEEEREHCEETNEAE. TERNBERERCHURENABEE R HEN
FSRE , REEYRRTER,

vCenter Single Sign-On &R

3 vCenter Single Sign-On W2 FA8ERER .

LU ERE#R M vCenter Single Sign-On SREEHFEMEEE, MEHMIER  FESHREHGHOM
VMware FBERE

¥|7E Lookup Service $E:RHIFEE

vCenter Single Sign-On Z# B REE vCenter Server = vSphere Web Client BISE5R .
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Lk

vCenter Server fl Web Client Z#E R RN RIEREEERK Lookup Service. BRE
VM ssoreg.log...o

R&H

EYZAENRERZE  BEEIHER LNRERES . AR EUARLABMBDIRBEARBEF.

BRER
HRMIT vCenter Single Sign-On. vCenter Server f Web Client Z FH#EKE F W IFER L,

1

2

BRERAD P REN IS ELEE,

HZAET , R EFERNRENR sTEMPS

EREES  BEUTHAER.

ZEBREESAERKERANBHAT. KRR —MFALE , HPER Initializing

registration provider...

He
java.net.ConnectException:Connecti
on timed out:connect

java.net.ConnectException:Connecti
on refused:connect

Unexpected status code:404. SSO
Server failed during initialization

The error shown in the Ul begins
with Could not connect to

vCenter Single Sign-on.

VMware, Inc.

REMBERG R

IP it RIERE . By A& T vCenter Single Sign-On 9ZHL , 5% vCenter
Single Sign-On #B&#f.

FEARBE K &R E88 vCenter Single Sign-On EIFE (AR A 7444) , Y HRHEF
vCenter Single Sign-On HWEKEEZHAMNTH CPU. I/O X RAM BRE,

IP {5, FQDN R IERE , 3 B vCenter Single Sign-On ARIE R EN =R & & RAED
B, BEmCELLEE.

ZEiBME vCenter Single Sign-On BR#E (Windows) 1 vmware-sso 8 & (Linux)
HIAREE | SR vCenter Single Sign-On BEEE .

ENMEBRY. WRERERABE , F20 (vSphere SREHEER) W [E
R —,

EH & vCenter Single Sign-On, MREREEAREE |, FS0H (vSphere 5E&
HfRiEE) M BR | —8.

BB EEELE MK Ss1liandshakeFailed, ERERITER., ©RIFATIRM
HI#E#T A& vCenter Single Sign-On E#MY IP {u#its, FQDN , T2 %% vCenter
Single Sign-On EFEAERAK IP fzuksk FQDN.,

1 $TEMP%\VM_ssoreg.log # , HEIBEUTHENIT,

host name in certificate did not match:<install-configured
FODN or IP> != <A> or <B> or <C>, Hf A RRIETE vCenter Single
Sign-On ZHEHBE AR FQDN , B fl C RRAKEEMNAHFERE.
HAREERFERAZREESD = FREARMN FQDN, EXSHBIERT , #AE
vCenter Single Sign-On R HREEN FQDN.
MRESLEEREHOTEARENHERAR  FEREN vCenter Single Sign-On
SSL %,
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8 5%£F F Active Directory fIEEFZE A

IETI LA vSphere Web Client & A vCenter Server o, #HEK Active Directory R &E B RBHNER
5. BREEARH,

Gl

BRI LA Active Directory &2 Bl 3R #T# 2] vCenter Single Sign-On , {BEA & &A% A vCenter
Server,

RH

FREVEASENEAEEBNZBEATERAE. SRAEHEHMARE K CARAELEEEREERE
(user@domain 2 DOMAIN\user),

WMREAM R vCenter Server Appliance , BIFJREfFE HBR9RE,

fRRG R

¥ FTE vCenter Single Sign-On H& , BB EER S HBAIRE. RITHBEE K FHAERELH
FREEBINRBEREATERSDEBAIRE.,

EEZENESR Windows B 5 2@ BIRIRRE A Active Directory AR 741 |, F2H
VMware i ENXE 2070433, #{kFER , A& Windows BB & A Active Directory B &K RH
iﬁo

WMRFEAM R vCenter Server Appliance , B2 EFER S 2@ B RIRARBEF R ERE | BIBITULTEEIMY
SREHERRT R

1 @ vCenter Server Appliance Hl Active Directory #1335 88 = B A BFEE

2 MWRESAEMEIEFIIETE Active Directory #13 DNS JR¥EF REHEIBERL S (PTR) , R PTR i
$REEEIEEIZEH DNS BB EBRHMM. A vCenter Server Appliance B |, ATLAITU TS 3K
1T THE -

a HFHEIHAFIZFR , FRTUTHS :
# dig SRV _ldap. tcp.my-ad.com

MBI REEER , WA TS AIF R

;; ANSWER SECTION:
_ldap. tcp.my-ad.com. (...) my-controller.my-ad.com

b HWRESEMASIZHL , FRTUAT < REE ER MR EEN :

# dig my-controller.my-ad.com
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MBI REEER , WA TEAIF R

;; ANSWER SECTION:

my-controller.my-ad.com (...) IN A controller IP address

# dig -x <controller IP address>

MBI REEER , WA TEIF R

;7 ANSWER SECTION:

IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 MBRPIT LM AKREEAEREE | 5% Active Directory #8IH 1 # vCenter Server Appliance , &
BEHMAEE., F2E8 (vCenter Server Appliance & ) HAAH .

4 BERAFTEELE| vCenter Server Appliance BWBIER TIEMKER , REEF B AR,

/bin/service-control --restart --all

HAEREIREHETE , vCenter Server B2 A KK

#£ vSphere Web Client  AEE& A vCenter Server B HHIREER | IS RIEFWEE.

B

ZRERB KBz % , BREEMER vCenter Single Sign-On & A Zl vSphere Web Client, £&&2|—
AIFRE | IEREHIRFHEE,

RE

HBEBBEABARBIRB LR,

BRR

o NMRBMARGME (vsphere.local) FRFEAEEA , HEREH vCenter Single Sign-On EEE
ERRETELHIRS, HE  NWREZBRAFBULHEERTEAIE , AITUESREBREE.
vCenter Single Sign-On BEXE SR AEA CLI i S RBRETE LIRS .

o MWMREMA Active Directory I LDAP REFFHNFEAEFT D EA , HEREM Active Directory
LDAP EXE EfRRFHTEEMIRS .
VMware B #BREEE AT ERRKRH

WMREBWERRERE L@ Platform Services Controller S{TEE , MEE+ —{@ Platform Services
Controller MTERELFERAE , BNRESEBEEEEIE. & Platform Services Controller EF &8
AN, FRAEENREMERBEEER 0 VREE. B2, EEEBEBRT , EEUHEEERRE
Eif8
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Lk

il , EREBERT , EENRBEEZBANURTRMLER Platform Services Controller #{T{E# |, It

BEEXRE Platform Services Controller AFEARKET TEAREE |, BIE VMware B #REHTEE
WESTEIHMAR. fli0, EEBTRZE , $IEZIA A Platform Services Controller #1171 88 # %7

FERAETEHRAES —BHTEED.

RE

E—REXHR , REM Platform Services Controller $4TE (%) ¥ VMware B #R# (vmdir)
HITERAIMNEE  SRN O PRBRAEHEZESAERMY. RERHAENE  XEGRPHE
FugsBEBPHEERE T EZSAHHFNEME vmdir BTEE. EENENEEER
VMware VMotion B3 , @R BE 2 EREBNERAEEN. BREH. REEARESEA.

EEREATH GINEAMRPERBHBEIEN) K BETNEETERS. ERBELERANDR
% SEGHSEATHAAERE. BL A vmdir JITEREBES A -BRE , BUNREEHREE
HERARRETHZEE  TRFE-REEIREIEE-FHNRE.

BRI R

ERETH  CNRESEEEF. RFEBERRTEERE—E/N K  BABETEEMBR,

VMware, Inc. 72



vSphere Z& M EBFE

vSphere THEMEMA SSL MK B LR E ESXi Z2#ETEM. SSL BATURRERNBELENTE
., EREXIFRE  REEEHHBUESH , SR ENE,

vCenter Server fR¥% , i vSphere Web Client , tif# B [ vCenter Single Sign-On TR R
&, vCenter Single Sign-On A& ETHRH B Z T AREFZN SAML Token,

£ vSphere 6.0 RE#HIAH , VMware Certificate Authority (VMCA) € HATERE VMCA EN R
EMES S ESXi TN S E vCenter Server RIS,

ZAILLAHH VMCA ZENBEMRAREBRE , £ VMCA AT ERERE  SEABITBRERRAE
B, CRZERATHEE .

x 3-1. FTEMERER T E
B mem

fi£F Platform Services Controller Web 91H (vSphere 6.0 £ Platform Services Controller Web N E 2 EH
Update 1 REHIRA).

R’ < PR vSphere Certificate Manager 2R, %38 vSphere Certificate Manager 2 AR EEEBH
A CLI i S RFBEATE. fEA CLl S BB REMRE

m vSphere BEEE
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_ejp3dgkt/uiConfld/
49694343/)

AEE WA ERE

. TRBRAFEEEHEREER

n BEREEHS

= {# Platform Services Controller Web 7\ & 2 &%
m  3EB vSphere Certificate Manager 2 R EEBHF
= FEHEIFRR

» A CLI S ERRRNRY

m {# vSphere Web Client ## vCenter B

m  FRIE vCenter BRI ESHEAE
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TEERG BB ERNBEFR

RERES VMCA fBHE CA BARAEANAETERME , BRERGAMTRH, BEBBAMA
FEEAEERHER CTEAR.

BAH , WERSRE T HEHLNBEMYERS.

FTEEABRENER
. A/ 2048 U TTE LA E (PEM §RIG)

s PEM &R, VMware %1 PKCS8 #l PKCS1 (RSA £i8). L@ HE VECS 2% , ZA2iHE
A PKCSS,

= x509 % 3 iR

m  SubjectAltName #%4ZBEEE DNS Name=machine_ FQDN

» CRTHX

n BETIHESREASE  BUEE FUERE. 2RES.
» AFRRIBNGARBRBELE WESBEASTE] TER,
VMCA FXEUTEBE.

» BEBRAFTHNEE

n TEEMFRANEERERE md2WIithRSAENcryption 1.2.840.113549.1.1.2. md5WithRSAEncryption
1.2.840.113549.1.1.4 F shalWithRSAEncryption 1.2.840.113549.1.1.5,

m T%#E OID £1.2.840.113549.1.1.10 HEE 3£ RSASSA-PSS,

54 RFC 2253 BB
BRENARFE RFC 2253,
MBIEFER Certificate Manager B4 CSR , iR CSR B LA TR,

=] X.500 MEER

CN commonName

L localityName

ST stateOrProvinceName

(@) organizationName

OouU organizationalUnitName
C countryName

STREET streetAddress
DC domainComponent

uiD userid
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WMREEH Certificate Manager B4 CSR , ZAAER BB AL T &M , M A Certificate Manager &
EEERAHIEE CSRER,

= administrator@vsphere.local A &N ZHEE , RIBBELZM vCenter Single Sign-On RFHNEES
S,

s MREEFEHINE Platform Services Controller TERIEFELE CSR , RA SR RIEH A Platform
Services Controller B E#Z B IP izt

m Certificate Manager f& 1 certool.cfg BRPMWEM ., BRAF 2R , BRI NEZTERE ,
R AEEE. IR FQDN AHBE,

administrator@vsphere.local HI &1
REREEERS A =ik

RAEB

R

vE
IP it GEA)
74

IHER  IRETRENAZEBNTEADEE. IREHEBE FQDN THK , BEIR
MBEZERTER , MENRREITEERKERTREMRE.

Platform Services Controller B IP {iiit (18R &7 vCenter Server EEEHE FHITH D)

& VMCA fEAH 4 cA ERBMNER
B8 VMCA EAS# CA FAK | BEMSEFEUTER,
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bbb
RIBHE

HaR SSL BF

BRSRERERE

HRIBEHFER
ELBEAATERE  BRLAEGAUTER,

VMware, Inc.

BEER

m  SETLUERA vSphere Certificate Manager #3 CSR., &
2 A vSphere Certificate Manager B4 CSR I %4
RIBE (P CA)

n NMBEREFHEL CSR, AERXREREBHNBIEVEF
EBTHER:

SEMAD 1 2048 FLTHI £

PEM #& =, VMware X1 PKCS8 #l PKCS1 (RSA &
i), @MIILE VECS 2% , FEIRA PKCSS
x509 %8 3 kit

EFEABTRE , CA EMSERA true (BARE
#), EBRREBEMANREREES,

WA CRLEE,

(RS REASE] TEEE [AFHRF 3 [([ARSE
BRE].

HERRBEENWRESEPERG . VMCA FERER
OpensSSL (& 10 {EEH#).

FXEEERFTTHZME DNS EBNEE.
IEIESEIE Y VMCA KM CA.

NE Microsoft REREMBNFEAEG , F2H

VMware HliEX E 2112009 , £ Microsoft JE ¥
TEMBEIA | FIE vSphere 6.0 S SSL B,

BELAE vSphere Certificate Manager 83 CSR SF B
3 CSR.

MREBFEHEYL CSR, BIEMBERE LIMFAEEABENER
RSN ER, Bt SEREEHKKN FQDN,

A LA vSphere Certificate Manager #3 CSR RF8i2
7 CSR.

e SUBERTECEAELAEATRENEE. IREFDHE
£RFE, AIEMTARERS CN, REEANITATE.

R EME A vSphere Certificate Manager , Bl TESi2 REGH
ABUBREREAENBFEENM. vSphere Certificate
Manager €& EE certool.cfg B, BZH
Certificate Manager 2REAKNEH
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bbb BEER
HE28 SSL BE AR LAIMER SSL BREMSARAFRE=FHE¥ CA TE
HE B

m  EABAEA vSphere Certificate Manager B4 CSR , 18
AAFEEY CSR, CSR X ERFE LBMEEARENE
RAPFRFINER,

m  WREFEFA vSphere Certificate Manager , B| TEgRTR
B ABURRE REAENBEEMN. vSphere
Certificate Manager B & #FTE certool.cfg .
52/ Certificate Manager 2 REANE

n HRAZBHNENY , EULIESTERE  REHRUEAEE
B, #E3H FQDN B%E,

RF RERERE EHHINEBEBRAFREAESEEFHEE=FHEE CAFT

Eil:skhpstN

m BRI BAEA vSphere Certificate Manager B4 CSR , 1
ALAB1T%H CSR, CSR X E/FE LBFMEEARENE
RAPFRFINER,

m  WREFEFA vSphere Certificate Manager , BI TEgETR
B ABURREREAENBREEMN. vSphere
Certificate Manager 4§ & #FTE certool.cfg .
2/ Certificate Manager 2 REANE.

e BUBASTRCERAELXACRATENERE. IREF
BEERE , ATWTIERETR CN, REEAHTAM

E,
ZRECEABETBIIRBRARCEAERER , BRHEE=
F CANTERESRRMEL,

B FOEEMATBERER CRL M3, RESAFNIBRELEN.

BRETENS

FRRERAEBNTEARIARZRENER. RTEHREERAR , UREEFH ESXi B2
vCenter Server,

AEMX VMware BENEES

MREGAESES B BRI AN VMware BFE , VMCA EEALEEREREEEEE, VMCA A
LU VMCA AR BRR REMENEEME vCenter Server Tt ESXi E# ., MREEMRERR vSphere
FHEAE vSphere 6 , FTEEBREENBEHZENRE VMCA BN EE,

# VMware BRI A BT BENEER

HN2HZHE  EEEVNUREATFAEERF= A EREEEKEEENEE K BERTELFR
& VMCA REBFEERA CAEBBE. EUHERT , VMCA BERAME=F CA WHETE. VMCA
FEREETERBHEELNEREME vCenter Server Tt ESXi EH#E.
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s MREATRAFAFELAPEFEDHEEE  SXERERRELERE. LA LER vSphere
Certificate Manager 2R , IFEARERERE CLI MTFHEBEFIK.

FARERA BT BRNRER , BUTUREES BE.

m ESXi THEEARTEREEBETEE. BT vCenter Server A REF S EHBIR BRI EHIZE
vCenter Server £ VECS #HJ TRUSTED_ROOTS ZHE,

vCenter Server ###% , EEETM UK BEEXRAB:] F2ASFEREER), NRBEEXAE
VMCA (Fazk{8) , BFEAE®R vSphere Web Client B{TBREHEE |, Bl VMCA HZERE SR B
HEE-B
m ¥R vCenter Server T , BEWBEREUARBEBRIE,
n NBREEHEBEREARABRNRIIE |, vCenter Server BF BEEREB., AfE K EHNERESS
mEFE—REFEE,
s NREBEZILEIBEITHBE , ZIEM vCenter Single Sign-On FMEAME vCenter Server T

NRATENHKE L  ARRBRFEEIEE—E Platform Services Controller BB R —5HZEEE
EEMN S EEE.

ERBERT , BEW vCenter Server # vCenter Single Sign-On BE &R 88 3 A ##38 SSL &
#. VMCA €1 VMCA H#EBRBRABEMRAATRERE (vCenter REESR). BAHRMER
EEFEILRFEE vCenter Single Sign-On #E1TEE , Bt TREFEERMRBRERFEAER
E%O

R SE U B IR A A AR vSphere 5.5 Z# /Y vSphere 5.5 BEMARTLE , AAHNEEEI RS

BMERBETRE., FNHSLHAARR vSphere Certificate Manager AIf KE9 BHREE T/EE

m o

vCenter BENE

M vCenter Server , BAILERA TS T AN ERRERCEE.
vSphere Certificate Manager 2 AR
RBLTIMTE - REBIFIRATHE.
EREREHECLI
£/ dir-cli. certool M vecs-cli BITHARBERIIE.
vSphere Web Client B &HE
BEEE , SEIPER,

A ESXi , AL vSphere Web Client BI1TRREEE ., BEEH VMCA fiiZ W ESAKEER
ESXi T# K MAEREEE vindir 5 VECS ., F2R ESXi THMNBEREE,

T EH vCenter B
¥ vCenter Server. Platform Services Controller AR B MBS BB , XETHEE
= H VMware BEREHE (VMCA) EEREENBE.
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. HIBE.

n EERLBCHRE PKI HEEEE.

BN PKI (B30 Verisign, GoDaddy &) E£XME=7 CA BEBHE.
£/ OpenSSL BV EREBRRE , XE2MHEEBR CA,

BRIAHE

REQAFARAUUREREZRZSGNER , BUUBTTIRERNBENNR. TLEB vSphere BREES
PRARKAYEAREBME CLI FBRTEEIMA.

AUEATER B, ¥ vCenter Server T , BAUFEREGESEREPN —ESSH TR, BANUES
E32E,

A VMCA %Z1RFEIR

MBARE VMCA BRI RENEMEEAGETA , AITERABREE CLI TZEF, KESR
VMCA BB E+F43E , M VMCA EENFA BRSNS RBIGEAN RS +EHR).,

3-1. VMCA # B BEMERE VECS

VMCA
- -
BEHE
- [
CA B '
Y
a
wEEE |
VECS
£ VMCA A4 CA

AT LS VMCA R BERARBLE CASE=ZF CAEENEE. VMCA BXMEBRRE AT LIEEHET
BEBE , £ VMCA A4 CA,

BE NMRRITHEZHREFEEINE Platform Services Controller , B R HE Platform Services
Controller ¥EX VMCA BRBE ., #F K ZEHEMBRBIS ESXi TRITEEZLNRIE, WRITHEH
ZHPAGERIRIN Platform Services Controller , BITEFTIE ESXi E# 2 HIE VMCA RBE. EF—
R, FERERHEEELEEE  BETEEEEHEE.

VMware, Inc. 79



vSphere &£ 1

B 3-2. BE=A ¥ CA EZSBHNEBEMER VMCA A+ CA

____________________________________

1
! VMCA VMware vSphere
:
1
o \ " ;s
B n I J
1
BEEE BEEE BEEE
—_— > + >
1
1
18 CA Bis 2% CA BB : CA B '
: \4
1 .__
. B
1
1
I
1
| \
: O
1
1
1
1

ABITBEMIE VMCA #ET#HE

AEA BT BENABRAEN VMCA ZENERE. MREAZT L, CHEEMENEEMEEE.

B 3-3. NP BHEIEMHEE VECS F

5M88 CA
(ARH LX)

BEEE

BEEE

____________________________________

——————————————————————————————————————————————

VMware vSphere

: RER

______________________________________________

ATLAEE VMCA R —LFE | WHHEREBNHOB > FEHBIERE, Al , ARBRETRFERERE
ZRAR M@ vCenter Single Sign-On ETRFE , Hit , FEZEE VMCA MESLBE ., S#3E SSL BRI
REBTBELUBREA SSL RE

VMware, Inc.
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ESXi B EL

A ESXi =# | BT LUEB vSphere Web Client @B BEMETA.

VMware BREFZEBEER @D
& vSphere Web Client E¥/BER , VMCA S BARTHNER. MEESE VMCARBEEES
BERRELE AFTHUERCEES=RELE.

BRI BEREMEES
ARHFEFEEHFMNFEALIEHR VMCA ZEHZBENEE,

f L B
AAREENEENEARE 5.5 BF. SHEXNETRAREERER.
vSphere 6.0 FRHBRIENE

£ vSphere 6.0 REHFMAR , VMware BEREEE (VWMCA) EFEAREMEENRIE. SEEAR
ZREGBEE SSLBHE . AMME vCenter Single Sign-On ETHRENFARAEEHAERE  URAR
B vCenter Server Z ESXi THMIBH .

FERBPHNERENT.,
& 3-2. vSphere 6.0 FRIEH
bt ] fhEE REAaR
ESXi W& VMCA (BR) REEEFR ESXi M
M3 SSLURE VMCA (F8R) VECS
RS RERAERFE VMCA (FB3%) VECS
vCenter Single Sign-On SSL % REZEHEHE. £ vSphere Web Client R EBEEEH .
e WS BVERRZGHEFELER  SRTHERE
ERBNTA.
VMware B &R (vmdir) SSLB  RELEHBHE, EREERBERT , B4 ERRLER. F28
& A VMware B $#RIETHE .
ESXi

ESXi BESABBTNEEERMN /etc/vmware/ss1 B, ESXi BEERHA VMCA fiiZ , BRE
AR AR B BE. ESXi BESEETHMEIXNHILE| vCenter Server AR W EFTERIFMHE.
32 SSL BE

SEEHEAMEE SSL BRARE SSL BFIRIESGHNARERIHEY SSL @ik, EEBANETRRES
BFBLURLZE2EN (Bl HTTPS = LDAPS).

FrERBEESEBRRE Proxy ETEN. AEREEMY , B vSphere hiR W RE L SERISEERE
Bl |, vpxd BRFEER MACHINE_SSL_CERT ABHEE:.
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SRESYE (ARKIPE . SEEHHHN Platform Services Controller) A B S RIHES SSL BH ., T
B ERITH B RIS M E A LSS SSL BEAME SSL WS,

MBS SSL BEMNFERAASRMNT -

s EBEE Platform Services Controller E1% EMI R @ Proxy R#S. E2{ERI vCenter IRFGHY SSL EZ
—ER&BRE Proxy, REXYFTEEARELRS .

s BREEHBNABRINEE LM vCenter BRI (vpxd).

n FRERLEHRANABRINETE LN VMware B 88R¥E (vmdir).

VMware EmREAEE X.509 % 3 iR (X.509v3) BERME TERKBRENR , L TERBREAREB LY
Z Y SSL Bk,

AP REAERE

BRABRMEAELSHE —RNZE vCenter Server BR¥E , M FEHRFEB SAML Token Ri[E vCenter
Single Sign-On ETERE ., SEMARS RFERHEEL AR vCenter Single Sign-On #EITERE .

R F REREBTHEAAM vCenter Single Sign-On E1TERZE ., MAFREAESHEERBER . EFF
BT ERLRE | [ vCenter Single Sign-On HREBE ., B (£8IFEEEE) LK vSphere
Web Client #{TRE , &% 2592000 ¥ (30 X).

Bl | vpxd R A REAESEELZE vCenter Single Sign-On B | [@ vCenter Single Sign-On HR
HIBH, vpxd BRFREAESR vCenter Single Sign-On W%l SAML Token , REE T UEAZ
Token M HE AR RERE N RBETERE.

SREEHFUNSEARNRNBE LN VECS FEETIEBRFEZEAEBRREENE ;
= 28 : B Component Manager. RERREE K CHFRIEHMER.

B MBERFRFEHERTEMEEN SSL RREERN . KEERFTRFEHERIANET
SAML Token X#t ; #2388 SSL B ANYHMIIETZ S SSL EE,

m  vpxd: vCenter [RIEBEE (vpxd) EHRENVNAEEHHMARKNTEH, voxd SEALERES T
W R 5 RERAER/E M@ vCenter Single Sign-On #ETEE.

m  vpxd-extensions : vCenter IEHFHRE. & Auto Deploy fR# . Inventory Service RFBRE
B R T SR A2 B Y HLA AR S .

m  vsphere-webclient : vVSphere Web Client FHE., BEE—LHMRKE , FlKEEBRE.
18 Platform Services Controller ISt BEHEBERE.
vCenter Single Sign-On & H

vCenter Single Sign-On BEFEMEFE VECS &, AR FARREETAETER, KR  IFE
BETEE  BEERELT , EUUBRELEEH.

vCenter Single Sign-On HE8®
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vCenter Single Sign-On R B E & 2Bl ERK , ZREEZEBTE vSphere FAREREN
SAML Token, SAML Token X REAENE D , INEEESHEAKEERKEM. vCenter Single
Sign-On #%% SAML Token K , #ERAHEEBRFEESME Token , ;| vCenter Single Sign-On A
Fial LUER S SAML Token BRERBESEERIE,

vCenter Single Sign-On %% &85 #H SAML Token SRR A REAE |, W3 Bearer Token
HBUERAEEBAREBEANEMERE .

BT LAE vSphere Web Client FERRIL BE, F2H EFEEZ 2 M Token REERE.

VMware B &R# SSL B&E
MREFEANEBEFTEE , RS ERABEENK VMware B $#RFS SSL BE . F28 BUX VMware B
SRRTE /R .

VMCA Hl VMware Core Identity Services

Core Identity Services 2B ERBRABBENESELEREHRHN—HB2. VMCA 2818 VMware Core
Identity Services B —35 . BHEMAEE CLI M vSphere Web Client EBiE L RIGEITHED .

VMware Core Identity Services @& 8B t#.

#& 3-3. Core Identity Services

:5%. 3 A atn
VMware B #R#& (vmdir) #4 vCenter Single Sign-On BRI SAML BREE Platform Services Controller
DAETERE. AR E

VMware BHEBEHEE (VMCA) %% VMware RS REAERE . HITRIE2HES  Platform Services Controller
MIMERBR | LR ESXi THEBE. VMCA TARE  ABRABE
AR, BRI AP EBREERE,
VMCA REHHREHEFEEE vCenter Single Sign-
Oon ETHENAPHZBERE.

VMware BB ERE (VWMAFD) H%E VMware Endpoint BEEFHE (VECS) MEE Platform Services Controller
HiEFERYE., VMware EEE 28 VECS HEE ; &  vCenter Server
AR BRI R R, AR e

VMware Endpoint B EHE

VMware Endpoint BREKE (VECS) AIEREER . AESRRAMTRENSAREEZERENN
AH (AFW) FHE. BITMRETER VMCA HABREEMEANSREES  BEAAEA VECS
BEATE vCenter Bl . $M%%, ESXi BRBARBENEATH  MARMHER VECS &,

VECS 8/ VMware BREBEEBRE (VMAFD) —f#t#117. VECS @SBRI EE . Platform Services
Controller TR R EEHE L#T , EEEEERRESBNSRBETE.

VECS SEH# VMware B #8R7 (vmdir) LAZE TRUSTED_ROOTS EHERESEEMEH ., &t
AILAER vecs-cli S BAER VECS P EBENER. F20 vecs-clim$S2E,

VECS BETHENE.
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%+ 3-4. VECS F I ZH&E
EHRE

HEEEHY SSL I E (MACHINE_SSL_CERT)

ZEENRERE (TRUSTED_ROOTS)

BRFREREFHE
®  machine

m  vpxd

m  vpxd-extensions
[

vsphere-webclient

vSphere Certificate Manager 2 AR BB EHE
(BACKUP_STORE)

HitbFHE

VMware, Inc.

i

m A5 ME vSphere BB ER M Proxy BRI LM,

m HEAHRKBBMEE Platform Services Controller Hi%h E
B VMware B #/R# (vmdir) £/

vSphere 6.0 FHFIERISHMEFBEAKES SSL BREHR M

Proxy #1TE. AREREMERY , sx RENEERABEN

Eige, Bt , $9RE Bl vexd) MEEECHEZEER

BB

BEMBZEENREE.

HRESERAEERE  VECSBE—EERE. SEERE

REAERENEIEMERE M , fln , HERET LR

vpxd BEMNEEMEE.

R T RAEF & BB AR EB vCenter Single Sign-On #1TE

. vCenter Single Sign-On EREBEREAEN , BTER

EHMBHEBEE, EARNBEFT , AIERRSTREAEREY

IRE—ZR&EH,

SEEEFENSERRNIBE LN VECS FEETIMERY

REAERBERE !

m  #% . B Component Manager. B[RS R 0T
EH.

T WESBRAREAEREBEMEN SSL BRREEE
B, BERRARTS REREBEARNET SAML Token X
B HERH SSL BRANEMEBETRS SSLER,

B vpxd : vCenter [RIERBE (vpxd) FHREN RS M A
BABEFR, voxd EFEALFREFREFNHERSRER
#EBHE M vCenter Single Sign-On #1TER®

B vpxd-extensions : vCenter IEFHE. & Auto
Deploy BR#. Inventory Service R FBRE M f# R =&
AENEA R

B vsphere-webclient : vSphere Web Client FHE. B8
FE-LHA AR |, Bl KEE EIARES .

4518 Platform Services Controller Ei B th B E#EEHE,

B VMCA (VMware Certificate Manager) AR X BRHE
R, RERHRESHEAER , BELEFR—EULNSE,

Hit R ETREARARIIE. fln , EREREEARS RS
¢ —1{8 SMS FRE. BRIE VMware HEXHEH VMware &
BEXERREEREEEREFNERE , FUBVEEM.

5 vSphere 6.0 FX & CRLS , A , MIBk
TRUSTED_ROOTS_CRLS FHEWRESHRBIEEREHE,
EIMBRE SR TRUSTED_ROOTS_CRLS FHE.,
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vCenter Single Sign-On R E# Token #HBBERH SSL BEREREREBER . B LLE vSphere
Web Client % Token 288 &E.

B BRIE VMware SHANHHABENEMHABETR , FAFZ2SEHKR ENEABRRER. TAIT
REEHRERERPNTA.

MO BESERDHEETFIKAREERRAGT, FVEEERAGHNEE. BHEMH vecs-c1i ¥
VECS FREEFEHNBREHRITIEE.

EERRES

MREBRFEF—EARECER , FIRFERENEE , 81 VMCA REXE.

A ESXi THER vCenter Server &#: , vSphere 6.0 XERRBH BTSSR FEE.
RAETEBEREENER. NREREBRBENESR  MMATRESUEBERARSRAZERIGETHE
B MEBEREE.

KREEFZBAHRIEFEER

BEZESEEH YR —HZ @ Platform Services Controller SN HBFHNBENRERBR T LY
BREL, EEMEERT , B ALUER vSphere BREEARERR , IUFHHFRBREE, &
BRIEMCET S| B ETRRER.

BEEHTHR S TAMREPHNBEIN

EFERALRNE vCenter Server RFEMRIER | VMware BEREFEHE — Platform Services
Controller #{T{E B EEERIELRY vCenter Single Sign-On RIS, EARBES K FZEHAZESAKE
B2 {REM Platform Services Controller #11T{EE . VMware 835 ER A K E (vCenter Server
6.0 BEEM) RATHRE.

AESAERHE 2 BAHHME SSLERRK

MRENBEEEZEEEEH B URE— Platform Services Controller , A LA vSphere
Certificate Manager 2 ARRAERE , SiFEA vSphere CLI s S AF B A REUL .

vSphere Certificate Manager
EE A H#EE F#1T vSphere Certificate Manager, EEEH% L | ZASIRREEH A Platform
Services Controller #9 IP {zit, REFFHTHTEME , AR L EFRTEEABRER.
FEIBERR

HRFHBEIRR K CEELSAKELIRTEREIRSS., EEEHE L  BMEMFR —-server
Z 88T Platform Services Controller, MEFHMEN , FLEATHIERE :

s A VMCA B RIEFELHSE SSL BHE
n  HURHEE SSL B (i ca)
n SR SSL BB A B ERE
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EEZRAEEHEZREPHNEASREAEBTFINR
MRESHBEAESZHAEEHEME — Platform Services Controller |, &8 1E T 55 BETRETNK.
B ELNHEAEBBINARARFEAERER  dir-cli list NRESEEREHH LNER

REFRMEHE., #1T vmafd-cli get-machine-id --server-name localhost AEHEEETHMN
AHMEEREE. SEMRSREAEEBEACSHEIRAT.

vSphere Certificate Manager
T A#EE LT vSphere Certificate Manager, EEEEH# L , RAEFRTEWA Platform
Services Controller B IP fzit, REFAMITHTHME , AR LR REWABEEN.
FBREINR
1 EEHERBE. EEETIEE
= Platform Services Controller E#z3 R A REAENRHE.
» SEEESHELERBRIZEAENEE.
» SEEEHHEINTISERRSTRERENERE
n vpxd FERARERE
m  vpxd-extension SERAREAHE
m vsphere-webclient SR T RERH

2 BRSEHHLNEE. BUEFEREMATHERINNERME. FLEER vSphere
Certificate Manager 2 AR BB RFE

MEFHMENR , FSETHEE :

s FAEFHN VMCA ZERZIRERAREHAERE

s BRERFRFEHERE (P CA)

s BEREREAEEZFINRBEETEE
MREATRUEELBRAERE , B HER Platform Services Controller E# VMware B $&R7%
(vmdir) B¥. F2E B VMware B &REBE.
BENBBARFTRZREFHERIFEUL
F 0 VMware vCenter Site Recovery Manager 5 VMware vSphere Replication KR F R —#&
SLEEE vCenter Server &£ 5, Platform Services Controller FNEIF#2E £ MR EER vCenter

Server & Platform Services Controller LY FERR#ES SSL B&F¥ , AIERAS REFERET vCenter
Server RS ELEHIER,

BAILAAT 1s update certs IESWMRBRILEE, MEFMAER , F2H VMware MIBEXE
2109074,
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£/ Platform Services Controller Web 7 H & B &%

A LLZ A Platform Services Controller Web NEIRBR KR EEBE . B LUER vSphere Certificate

Manager 2 AR HFEAL Web NEBITHZBEEEIE,

Platform Services Controller Web T E A] AT UA T EE I,

» BREBINBETHE  REFMENBREBIFHEEL.

n  RIRELEE Platform Services Controller #HEH MY VMware Certificate Authority (VMCA) #11T1&
B,

= B VMware Certificate Authority EAHRE.

n EHNBRAERIFIBMABE.

RE2 BRI IERRBTE TR Platform Services Controller Web ST E#E1T, BEELE CSR, £
LUfE A vSphere Certificate Manager 2 AR .

TENITERRE

fxFEER , Platform Services Controller R#E5EK % , ZETE LH VMware Certificate Authority &£/

BEMBEREFNFIEHMETH. SUMUERATHER—BIERBREHIIUCERRE.

EHAE
A LA Platform Services Controller Web M HIZ VMCA E£XFMIRERE , WEHBRERHWFT
BRE,

f£ VMCA B A$# CcA
BRI LAE A vSphere Certificate Manager 2 AR E4% CSR , fR¥EME CSR WA ER LS VMCA
FrigpgEs REGBRELHELARSRITEICNERED, ELEZEFMERIE , VMCA F
AEEEEESENRRERGERFEMSNBASTRFERSE,

BEBEMARA BT RE

MREFRFLEMEA VMCA |, BITLISHE S ERRHNBEESE CSR, CA Y EE CSR BERBEERER
E%BRE., LA LE Platform Services Controller FERBER BT EBE.

MRIEHBEE VMware Directory Service (vmdir) #8%E , AT RAUEREGEAEAERNREHH
vCenter Single Sign-On && , AIATUERAEMSE ZRMEA CLI SRR ELRE. F2H IR
VMware B #REEEMN £ ESEXREFHEN VMware Directory Service Bi¥.

% Platform Services Controller Web N EEA BB EEEZHE

18 Platform Services Controller Ei M & {& vCenter Server §1% B E VMware Endpoint BE1F
& (VECS) #11T{ERE . &AL Platform Services Controller Web 4R A BE#E VMware Endpoint
BRTHERNNTRFEHRE.

MEEFM VECS ATRIEHENFMAESR , F2E VMware Endpoint BEFEHEME.
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PDEEY

MAZHEEIEMmMS , BLEEEAKRAEEESIRFE (administrator@vsphere.local) BT , EAM
WY NMRAEZRPEEETHE) NEEERE.

BF

1 WPEEBERS | FBETELT URL RELZER Platform Services Controller :

https://psc_hostname or IP/psc

ERHBNEES |, Platform Services Controller E#EZ B IP Uit EE vCenter Server T#BZEE
IP a8 E.

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEEFANHEMRENEAEZR
MR,

MREZEGBIEE T Ha481E , 5L administrator@ mydomain &9 & A,

3 EIBR]IT , B-TEEFHE A ARRARBEHRE.

4 RTHRXINEEREI VMware Endpoint BREFHE (VECS) REEERABRBHNERE.
VMware Endpoint BEFHEHMBSHRBENFHREARNIER.

5 EHERREBENFMAER 6 FEIZER  RARR-TETHAENET.

6 HEWRFMEFHETMRIER A FR-THEREEET.
pign , MREMAREBR , HETUBKRENREE. FELBREBIZECABER , THEBR.

#& Platform Services Controller Web NMESBERRAEHHN VMCA %8
B

BAILEREHN VMCA HEN BRI HE VMCA EE2NER  LEFBATEHBRE., BAUR
Platform Services Controller Web N"EEH IR EEREBEFNFIERE.

PEEMY

EEERR  SL4ARHAKAEEES (858A administrator@vsphere.local) WHTE, MRESH
vCenter Server RS EHR/E |, MBS ASBTE vCenter Server R LEEEEERBENEAEIRME
vCenter Single Sign-On 2%,

BF

1 WRPEBERSD , FBETLT URL RELZER Platform Services Controller :

https://psc_hostname or IP/psc

ER#BAEEF |, Platform Services Controller E#Z B IP 3B vCenter Server E# BT
IP {utAE .

2 #E administrator@vsphere.local 5 vCenter Single Sign-On EESEEANEMKENFERAERTRE
M

MRAEZREHEIEE T H@E |, L administrator@mydomain 3 & A,
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3 HEIBEHET, REURREE | T Platform Services Controller B IP {usit s E#E 58 |, U RAH#
HIMEE S (FAR B administrator@vsphere.local) HEAEZ BRI , REIR—TER,

4 FHAEARGHBES SSL BHE.
a B—THMREBRZESIER.
b REEE, B—TEH, AZEHERTREZR,
5 (CGEEMN) EFABEAGHNERRIRERERRE.
a B—TRREREHEBBRSIEZR.
b EBEEEVR—TEMUEFHENZNNEE SR —TE2BEFUEHAERRIEEAESR
E%O
c EHREREEZR.
6 HRMEWIBIEEEIMNE Platform Services Controller , Bl A A& @ vCenter Server Z&EEHR
E%O
a T [BHEEE mRFTE—TEHIZRE.

b EZRHARTRE , BT vCenter Server &R IP fzits FQDN , AR A[ vCenter Single Sign-
On EREH vCenter Server EBENFERERBANEE.

c 7 vCenter Server L EH##28 SSL B , WREBMHERSEBRIREAERE.
d MREHREHPEBELME vCenter Server &4t , BRABERGEENLER.
BESR
E#RE Platform Services Controller LRV ER#E . EALAE#HRE Platform Services Controller , ]
URG<HBITTI@®S
Windows

£ Windows L, BRI#EHIT SN VCENTER INSTALL PATH\bin,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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1£ Platform Services Controller Web ST EHf# VMCA B A+ 4 FF IZHE
HeE

BALEABREM CAZBEN VMCA BHE , LUME VMCA ABD# CA , R%E , VMCA EXNTEREE
BEsTREL,

B ZE B vSphere Certificate Manager 283X . CLI # Platform Services Controller Web 47
EMATIRE .

B

1 EX%CSR,

2 mELSEWNER 6 LB VMCA REEERER.

/8 vSphere Certificate Manager 4 CSR WA ERBH (b CA) RATEMES R,

BF
1 REEBIEED , FBIEELT URL RELEZ Platform Services Controller :

https://psc_hostname or IP/psc

ERBRRNILEH |, Platform Services Controller T#Z RS IP {1t EE vCenter Server TH#EZER
IP szt AERE] .

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENERAEZR
MR,

MBREZEHBIBE T Ha4Eig , F5LL administrator@mydomain B9 & A,
3 FERRERERRABENER K FEETIIR .
a HEIBR]T,Z-TEEREHE RREIRBIBRSIER.
b B-—THRERE. MELARESRERNBRER (TBES)  REER-TRE.

c ERRBBRBHELSAT  B-—TABALRNAZRSR A ARELBRAE-TIARALRIEE A KER
—TH#E.

BE , VMCA 28ZHRRNMAREURMBEENRERE.
4 BHABRGHMEEE SSLBRE.
a HEIBE]IT, ZE-TEBREE A ARR-THBBERIER.
b ZEEEE K BR-—TEH REELRETRREER.
VMCA # R E# CA BB BREUCHES SSL BRE.
5 (BEMN EFFAKRASNBROIREAERE.
a B-THRAREREBIRIEHE.
b EBEHBRYR-TEMREHERZMNERE , IR-—T2REMRIAAEBRRLEHRRETRE

EIER.

VMCA #RH#H CA ZEENBIERRBRLREAERINFMABRLIREAERE.
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6 WMBRMEHBIEEEIMNE Platform Services Controller , Bl T &S {8 vCenter Server ZHEEHB
E%O
a T [REEE] BRPER-TBHZHS.

b EZR#ERTRE , IEE vCenter Server &K IP fits} FQDN , AR A[[@ vCenter Single Sign-
On EREH vCenter Server BB ENFERAEZBNRE,

c *E vCenter Server L EF##aR SSL B , WREMHENSEBRIREAERRE.
d WMRBEMBEHPEEZE vCenter Server &4 , FABRERAEEUALER,
#ESB
EF#RE Platform Services Controller E#BR#S . EAIAE#RLE Platform Services Controller , #8]
it <HBMaTTHeS
Windows

£ Windows L , FRISIZEHIGH SR VCENTER INSTALL PATH\bin,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

£ Platform Services Controller N AR EAFEHA BT RE

BRI LUME A Platform Services Controller #BIBREAEA BT BE.

EALAER Certificate Manager 2R HESEKSBNSEBRAIREAEZELEREELEBER (CSR).
# CSR BRGEMAIRE=F CAE , CASELOEEBRENREE. BLLK Platform Services
Controller Ul LERERBMNEHBERHE.

f /A vSphere Certificate Manager E4£ BRHEZEBER (BT ER)

A LAE R vSphere Certificate Manager E4A ATBEZ B3 CA BRFEAREET /MNP EHRIREREN
BEZBEER (CSR)., BUUEBEEFTRANSTZEREFMNEFREMEA.
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B LR S BIAT Certificate Manager TR , I TR :
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

DEFRM
vSphere Certificate Manager 1R REB A EM ., EERTEAAZHRENE SRR REBEE,

n SREEL CSRE | ZAZAHEIRREE A administrator@vsphere.local ERENRE , FEKZ
vCenter Single Sign-On fBNEES .,

s WMBEEBEFEHINE Platform Services Controller TEBIBHREL CSR , RASIRREH A Platform
Services Controller I E#EZ B IP izt

n BEEELEHSESSL BRW CSR, RAZRINEMABRIEANSR , BERNBRMETE certool.cfg BE
., BRABOWEN , B LUESERE , RIHIEEEEE, #E50 FQDN AX4E,

1 EEBREDWNESA#EELE | BE vSphere Certificate Manager , AABREGRIE 1,

2 EMHBBLRK Platform Services Controller IP it s E#E# (MR HBRIIRTR),

3 EEURIE 1 BIEXL CSR, HERTRIA R Certificate Manager.,

ERFBREYS  BXARME . Certificate Manager S BENSREZTNEN B &+,
MREBEFEMRAERRAREAERRE , FEHKE Certificate Manager,

EEURE S,

REREBLLR Platform Services Controller IP {uit s E#EZ# (IR HEIIRTR),
EHEGEIR 1 LAEL CSR, BERRIAL R Certificate Manager.

EREFBRTS , 4 ARMEBE. Certificate Manager B BENSMERKER B &+,

E&1@ Platform Services Controller 812t |, Certificate Manager 8 B4 —ABRRNLBEY. &
18 vCenter Server B8 L | Certificate Manager @ E4 M{EBHEMEIBEC Y.

N [o)] ol H

BESR
MITBEEN.

HEEENRBIENEEREFTHE
MREERAFEASSFER  SAKEEENRERNEERRERE.
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PDEEY

ME=FRAIT CABMBETREE.

BF

1 REEBIERED , FBIEELUT URL RELEZ Platform Services Controller :

https://psc_hostname or IP/psc

EARBRNIEAH |, Platform Services Controller T#Z R IP {3t EE vCenter Server TR B
IP {8 &,

2 187 administrator@vsphere.local & vCenter Single Sign-On EEERANHMERENERAEZR
MR,

MBREZEHBIBE T Ea4Eig , F5LL administrator@mydomain B9 & X,

3 HEIBHET, REURREE | T Platform Services Controller B IP {uit s E#E 58 | U R4
HIMEE S (FAR B administrator@vsphere.local) HEAEZ BB , REIR—TER,

4 ENZEENBERE K ABRE-THEER.
5 BT K AREBRIURZELHNVE.
B LAEALTERER . CER. PEM & CRT,
BIESE
FEHEEE SSL BERBARSFREAERE (BETE) MK ARL CA BBNEE.

& Platform Services Controller & B3] &%

B LA Platform Services Controller # BT #28 SSL BERBIIBASTEFEHEREFEZREER
Eo

RZEERT , MASETHNIEE SSL BEMCEN, BRTREAERBRIFE Proxy K7,

PHEEY

SHHEEEMRNESEEEELEBEFEEER (CSR), BAILUIEBR Certificate Manager 2HARBRARELE
CSR., BBEMIZRLIEBMEZ Platform Services Controller AIfFEME .

BF

1 REEZEBRP , FBIETUT URL RELEZ Platform Services Controller :

https://psc_hostname or IP/psc

ER#BRZFEF |, Platform Services Controller E#Z 85 IP {3 EE vCenter Server T#BZ B
IP {ut#EE .,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EXEERANHMERENFERAEZRE
MR

MRAEREHEIEE T H@BE |, L administrator@mydomain 3 & A,
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3 HEIBEHET, REURREE | T Platform Services Controller B IP {usit s E#E 58 |, U RAH#
HIMEE S (FAR B administrator@vsphere.local) HEAEZ BRI , REIR—TER,

4 EEMRHERBE , FERETIIR

a EHHERBRERSIER A ARE-TERRNER.

b MEFEZE-TERANMBRIURABRES K ARE-TARUDRALRESE,
5 HERBRIREAERE 6 FERETISR

a EIMRTEREAEFERRSIRE A RE{APREEATFR-TEEABIETHE—ERE , Hlng
%O

b MFE-TRRMBAEUBRABRELE ARER-TARUDKLEDR,
c HHE-THNEME=ERREELAERF.
rESR
EXRE Platform Services Controller EHIBRES . BRI AE#LE Platform Services Controller , #27]
ita<SHIBMIT A SRS
Windows

£ Windows L , [RIEIZEFIH SR VCENTER INSTALL PATH\bin,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

#iB vSphere Certificate Manager 2B EEBE

vSphere Certificate Manager 2 AR AIZBEAFEAGSIUEBH ZRNHT AR BIREE I, vSphere
Certificate Manager @R R"EHMAEZRITHIE, BRUEBERHEMEN REE) , EEZATETFELENEK
BREUAREAREE.

MR vSphere Certificate Manager , YR EEHBHFE N VECS (VMware Endpoint R F K
B), t T EEMBNELLRE.

#11T vSphere Certificate Manager 28l , BRIEBERARERF , YRS EFRANERE.

vSphere Certificate Manager XE—EZRER. WMREHITT vSphere Certificate Manager B
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BOLEGSHEHTIARE , TR :
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

BF

1 EFNRMERBEUBRERENITHEE
£/ vSphere Certificate Manager BT REEEFXR , £ RBEIIMR 26 , BN EERES
#7177 VECS B BACKUP_STORE BEHEH ., BAIUBERRZENTHELEMES LFTHMRE,
2 EXRFERE
MREBHFEKEIEE vCenter REBNRAH VMCA BRENBRE , FEAERMAEEREE,
3 EHELHN VMCA BEERIINRFAERE
B L EHES VMCA RER | WiSAEMES SSL BRNMAKE RS REAEBEIRA VMCA
HBERHE, ESHEIED | M Platform Services Controller L1 At BB (T vSphere
Certificate Manager , BEERFIEHMEH R EEXBRTARER |, LRI
A vMca BEEURHEE ssn BENA vvca BREBAREAFRERERR.
4 ff VMCA B AFTEBEREME (Certificate Manager)

BT LUB1E Certificate Manager 2R HPWIER , £ VMCA AT # CA, THRILEFE ,
VMCA SXEFfEEEXTERBELENFH R, MREE | B LUFEH Certificate Manager FIEEE
BEINRAHN VMCA ZENEH.

5 HEFEZREFIERRE (Certificate Manager)

BT E A vSphere Certificate Manager 2R RA BT BRI ERE. EERBNLKEFZ
Bl , 7B CSR EERA K CA, U EH Certificate Manager RE4 CSR.

ENMRMHERIURRREIITHER

£ vSphere Certificate Manager BT BB EEBEXR , ERFEIRNR 28 , BRINWEEREERF
M VECS B BACKUP_STORE EHER ., BULUBFRREHITHEEIMELLIHMEE,

wE BRAEXSEFRBE BACKUP_STORE AR . MEEMEAMEFRRERIT vSphere
Certificate Manager , WiZZHERER , S RERRE L —BEZE.

BERMEEE
MBEFLEE2IIREA vCenter BRI AEH VMCA BENEE K BEHERTESRRE,
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ERLEERE K SESE VECS FHRE BRI BRE.

m 7 Platform Services Controller £5% £ , vSphere Certificate Manager AILAEHEARBE , I
RHEES SSL BRMMBMARSTREAEFE.

s EEEEEE , vSphere Certificate Manager ATLAEVX#EEE SSL BRI ERRFRERAERE.
n ERBIAIES |, vSphere Certificate Manager I AEMRFTE B .
EARR BB EUAN G RIZHRIE,

EFELEFN VMCA RBEXLIRAERE

BRI LLEHEE VMCA IRBE |, WAFAEBES SSL BRNARMBRSTREAEBRHFINA VMCA HER
&, EZHHIPED | A Platform Services Controller L{E A ILEE#H 1T vSphere Certificate
Manager , EEREEMSH EEXAMTAARN , WEINA vvca BREEREE ss1 BREN

A vMca BEIRAERERERERE.

#ITH <K , vSphere Certificate Manager R R A ZBR BREN , UAEZHBUMIFTEENR
1FER certool .cfg BRFP, 2% , LHHETFLRE. RAERIREFRBEF. ZEFRET
T ATHER :

s administrator@vsphere.local B,

. WEFFEANET

= REER

n ABER

» ABEQ

n GREE

n VE

= P {ust GEA)
n EFBH

n EHERE IRETEBENRZESINTER/AERE

m  Platform Services Controller B IP {it (MR LR EESEEH I EMTHS)

BEFRM

HREELH VMCA BB REMKES  BXEHNEHR FQDN, FIEREMARHSERATRLEERNE.
IP st A&3EA,

rRESR

EZHEHEFBEHERBEE 2R , BABEESINB Platform Services Controller BB FTAE vCenter
Server L EFHRAEIRTE .
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ff VMCA R A TEREME (Certificate Manager)

BT LABE Certificate Manager 2FBRAFMIRR , £ VMCA RAH# CA, TRIELEFE , VMCA &
HXEMEAEREHENHERE. MRFEE , B Certificate Manager #FIERARERRAH
9 VMCA #ZBHBE.

£/ vSphere Certificate Manager E4% CSR X EERBH (R4 CA)

BT LAE A vSphere Certificate Manager EEBEHREBER (CSR), REKEL CSRERELE CA R
MBI REMBETEE, LS EENERRAMS T ERENNREFBEMEH,

s IBA[LAER vSphere Certificate Manager 3 CSR,
n NRERFEHEFHEYL CSR, HIEEAERZFBNRIELEAFTETIER

VRIS

£t R/ 2048 U £

PEM &=, VMware X1 PKCS8 1 PKCS1 (RSA £48). €% VECS 2% , B
PKCS8

X509 £ 3 kR

EEABFIRRE , CAEFLERS true (BEARER) , EBRREBILAURERBESD,
MAMA CRL EE,

[EREREASTE] TEES (AFRRE & (ARBHRE]
HRBELNWRESPERE ., VMCA BREA OpensSSL (B 10 EEH).
TXEEERAFUHZE DNS EBHNEE.

BEEEYT VMCA W CA.

WEE Microsoft BEREMBHNFERES , F2H8 VMware FFEEXE 2112009 , B
Microsoft B REMBE AR | FINTE vSphere 6.0 REY SSL BiFE.

vSphere Certificate Manager 2 "G AEH ., ELRTEAREHRENSEZMANREEE,

FREEL CSR B |, REHMEIRREH A administrator@vsphere.local ERENRE , FEKZ
vCenter Single Sign-On #EBMNEES

BF

1 BX® vSphere Certificate Manager M3 HEURIE 2,

MR GBE AT U ERALREBEES CSR, MARIMARE.
2 REZEEELR Platform Services Controller IP {7t s E#Z B (MR ERILIRTR).
3 REURIE 1 RELE CSR LEIERTR.

ERFBREY  BXARMEE. Certificate Manager 8 3% BN BE (r.cor BR) REENS
BRER (. .key BR) EREB &S,
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4 BRIFBEAZE CAUEBZELEGING CA, UBERWEA root_signing cert.cer,
5 EXFHESRT , BUTHFREHEBRE.

6 BIERMFA root signing chain.cer,

ESH
BEERBEMARBELENWREE. F2HKE VMCA BERRAABTEERRLMARERE.

#& VMCA BRI A BT ZZBRELMRAEBE

BA L VMCA B BRI ABREELZDTEE VMCA HATHEBRMN CAEERE. R%E , VMCA ELE
HTE BRSNS cRELE.

BRI LLIERBR R TR IMEB Platform Services Controller E#4T vSphere Certificate Manager , #%
VMCA RBERR A BT HERE.

vSphere Certificate Manager 22 R &8 A T HEH :

DB
m E4 CSR.

n  BALUER vSphere Certificate Manager 83 CSR. 2B {#H vSphere Certificate Manager
B4 CSR L EERBE (P# CA)

s NREBREFFHEN CSR, HIEXERFBHBIELAFESTIER :
. 8K/ 2048 UL E

m PEM &R, VMware %18 PKCS8 #l1 PKCS1 (RSA £488), 2853 VECS 2% , 8B A
PKCS8

= x509 ¥ 3 iR

n EFEARFERE, CALEMXEARR true BRRERE) , EBRREBLANVNERBES,
= MEMA CRLEE.

w [(ERESREASE] TEEE (AFRRE] & (RRBRE]L

» HERELNRESPERE. VMCA FERMER OpenSSL (& 10 EEE).

n TXEEERAFUHZEDNS EBNEE.

s BEGEEY VMCA KB CA.
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WZE Microsoft BREREMBHNFEAES , FSE VMware HFEEE 2112009 , B
Microsoft B ZEMBE AR | FNTE vSphere 6.0 REEY SSL FBHE.

n ERFB=FHLE CAKIBER , STHEDNK VMCA REEEHRELETEHELE , KA VMCA
BEH. B28 A8 vSphere Certificate Manager B4 CSR W #E1RBH (P4 CA),

n WERENEAR.
= administrator@vsphere.local BZ .
» AROBEFTREE (.crt EHR).
= ARNBTREAESER (key BR).

BF

1 FERBRRXZESHINGE Platform Services Controller EBiE vSphere Certificate Manager , SR%ZIRE
15 2,

2 EEUEIE 2 UREBERALEERT.
a HERRTE , EERBIENTERE,
b MRERE-RMABE , RASRTEWAAREEE SSL BENEM.
HEREEEMNMEE FQDN X FHEFR certool.cfg R,
3 MRESHHBEBIRMARER , BYLEEME vCenter Server L EHBIR

4 TEZEHEEBH , FHREE 3 (EHEEE SSL BETRA VMCA BE) Ml 6 (RS REAEREIN
B VMCA BF) , 818 vCenter Server M7 L EHELMBERE.

BEEIABRE  VMCA EUREHEERE

BESR

RENREME , XA ERARRREMER.

s NRAFRABREIMAFAERE , FIL vmdir BBH ., F2EER VMware B 2REBHE

. WMREHR vSphere 5.x BIEAR , BAIEELEE vmdir WK vCenter Single Sign-On &R#E. &2
BEREERNBEFEI VMware Directory Service B

A5 HES SSL BREM A VMCA B (h# CA)

EERA VMCA BT CANSZEIETEH |, B FEABECHEE SSL RE . L£HUE Platform Services
Controller S1% E#Y VMCA 1BBH , RAEER vCenter Server BIZ FHBE  UWEFATERELEER
&, BT RORERER B IE S AN AS B AR MBS SSL B

HEIE KSR SSL BEEARBHMN VMCA EBBHEE |, vSphere Certificate Manager €1 RIG# A &
BETEE (BT Platform Services Controller BB EE R IP {uilt) 8 A certool.cfg R,

= administrator@vsphere.local BIZHE.
» WMEFSEAET
n AEER
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 ABER

n ABEQ

n REE

n UE

= P Uit GBA)
= EFBH

n FHEE DEETEEDRRZMSENTEZREEE. MREIMEMEE FODN TMER , BERARE
AT , MENRETRERRERTREMRE.

m  Platform Services Controller B IP {uit (MMRERESEH I EMTHS)
RDEEH
n MREEZSHHIMBEHENR VMCA REE , FHRBEHBE A vCenter Server &%,
n  IBAEREER LT B ST LAfE IR IE YT Certificate Manager,
= administrator@vsphere.local BIZHE.

n BEBELAH VMCA £ERE 2MEEMN FQDN, FIEEMARHEREREBALAEENE , BET
LI EELE,

n  EEEIMEB Platform Services Controller B vCenter Server & E#4TE | Platform Services
Controller W EMZ B IP ik,

BF
1 R{E vSphere Certificate Manager 32 E #RI1E 3,
2 HERHEERE.

Certificate Manager £ certool.cfqg BEEFHEEEN.

HR
vSphere Certificate Manager BV #88 SSL B& .

BERAAREAEBTEFIRRAS VMCA B (P Ca)

4 VMCA AER#E CANZEH L | BN ARBRERBARASRFERERE. K£HL Platform Services
Controller E1% LR VMCA REFH , REEK vCenter Server SiE LHER , LEFHEEELEEER
&, BANFERAZRERRACERERSZHNERSRERAERE.

PEEMY

s NREBEZSHHIBBHENR VMCA RBRFH , BHBEHBE TE vCenter Server &%,

n  BAERRAELLT R A A LB IE# T Certificate Manager,

= administrator@vsphere.local FIZE.
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. EEEIMEB Platform Services Controller By vCenter Server & &t E#4TE | Platform Services
Controller WWE#BZ B P i,

BF
1 BX® vSphere Certificate Manager M 2EURIE 6,
2 HRERMEERE.

HR
vSphere Certificate Manager #EUX B AT REAERFE.

A B BEERR G RE (Certificate Manager)

&R E A vSphere Certificate Manager 2R KA BT BRI ERE. EERBLEF 28T , &
B CSR BRAFEH CA, EBAIEA Certificate Manager RE4 CSR.

— @2 E R AEECHEEE SSL B , WFEA VMCA HiBZMNRARFEHAERE. BRARCEHAERIRER
B vSphere stz BB

EXREHBREE  CAEMEFEZAEERRZRENSEGE. VMCA BAFER VMCA %2
HEBEME K LESHRELEE. &a# A vSphere Certificate Manager 2 AR IHEA CLI FKEUL
FHERE. BEEMHE VECS H.

£/ vSphere Certificate Manager EEXBEHFBER (BF]EH)

BRI LAE A vSphere Certificate Manager A AIBER B3 CA BEEADE XD IR BREREMREN
BEBBER (CSR), BUUEERREFEANSIZERINNAEFREEMEA.

B LR S BIAT Certificate Manager TR |, l1TFFR :
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

PEFMY
vSphere Certificate Manager 12 "G AEH ., ELRTEAREHNRENSZMANRFEE,

n BREE4L CSRE , ZAHDIRREH A administrator@vsphere.local EHENZE , RTEKZ
vCenter Single Sign-On #EBMNEES

s WREEFAIE Platform Services Controller EBIEBHELE CSR , ZMEIRREE A Platform
Services Controller BIE#EEZ B 1P it

n HEELMHE SSLBEN CSR, RATRTEBAAREAR , BERNBRRFE certool.cfg R
. WRRBOHMA  BUEZERE , AREBEEEE. IR FODN RH4E,
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BF

1 GEEBERWNESAE#EELE | BB vSphere Certificate Manager , AREBZBEGEIE 1,

2 REZEEELR Platform Services Controller IP {7t s E#Z B (R ERILIRTR).

3 EEURIE 1 BIEHL CSR, HERTRIA R Certificate Manager.,

ERFBAREYS , BUARMEE. Certificate Manager B BRNSMBRMER B &+,
MREFEMRAERRAREAERE | FEHKE Certificate Manager,

EEURE S,

REREBLLR Platform Services Controller IP {uit s E#EZ# (MR HBEIIRTR),
BEUGERIE 1 AEL CSR, BER TR Certificate Manager,

EREFBRS , 4 ARMBE. Certificate Manager B BENSMERKER B &+,

E&@ Platform Services Controller 812 E |, Certificate Manager 8 B4 —ERJZNLBEY. &
18 vCenter Server BBk | Certificate Manager EE £ MERZ N LISHCY .

N o o @ b»

BESR

BITRIBEUL,

e SSL BB A BRI BFE

HEE SSL BB RS EEEE S . Platform Services Controller AR AM I E LR @ Proxy BRI AT
A, SAMSVEEEKE SSL BE , MFHEEMBRKETZE2EN. SUESESTH LHNREIR
RDEEH

ke  BEEREBEDESABEMN CSR, B LAFER vSphere Certificate Manager SEAfE#E S CSR.

1 FEEFEH vSphere Certificate Manager B4 CSR |, 82 B A vSphere Certificate Manager B4
BEEBER (BFIEHE).

2 FEEPEEL CSR, FAEZFHEE CAERSAMBNEE., BRELATSUTER .
. EWAD 2048 LTHEL L (PEM HREE)
= CRT#X
m  x509 58 3 kR
m  SubjectAltName #4ZBEE DNS Name=<machine_FQDN>
» BETISR/EATE  BURE, FUERME. SREDR
FFEZH VMware MIBEXE 2112014 , # Microsoft BE REMBENE vSphere BE.
B
1 RB{E vSphere Certificate Manager 32 EI=RIE 1,
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2 EHURE 2 UMEBERALCERT,
vSphere Certificate Manager 2R A T HIE :
= administrator@vsphere.local &S,
n  BXEIHER SSL BETERE (crt BR).
n  BXEIHER SSL BRT 2R (key ER).
» FAREFTH#EE SSL BE (crt BR) NERBEFEE.
» NREESZHHBPEPNERHHR EHTHS , FE Platform Services Controller B IP firit.
RESR
BENBREME , TS AARRMAHMBEE.
. MRDBFEREREWMRAERF , SR vdir RBE. FLSEEM VMware B SRBEEE
n  WRER vSphere 5.x BEFALR , BAIgEAEER vmdir WK vCenter Single Sign-On B, &2
BEEAEXBEDER VMware Directory Service B
R REAEBENAR BT BE
HEAREEREMA AR FEIZREHBH. B Certificate Manager X EEURR T RERE
BE MALFREAERSERBNES , HIA0EE vSphere Web Client MBI FIE R, ESEHRE

£ | BUX Platform Services Controller PSSR T REAEZRR , URSEEEHH LN —A%
BERFRFERE.

MRAZGRTEEABRIREAERE  FRUF=F CANTEXERRES.
BRABBELATRE.

DEFRMY
e , REERREFESAMEEN CSR, B LA vSphere Certificate Manager SREAREME4E CSR,

1 HEEFH vSphere Certificate Manager E4 CSR , 52 B vSphere Certificate Manager E4
BREEFER (BFIEBH).

2 ME=ZFREECAABESHLNESEBRIREAEEREE. BALUER vSphere Certificate
Manager B4 CSR , b Al LAF B M, CSR M ERFALUTEXR :

. S8R/ 2048 UTTEEL L (PEM &REE)
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» CRTH#X
m x509 % 3 kX
= SubjectAltName #%ZBEE DNS Name=<machine_FQDN>

n BEBRAFREAERBLAABETEN subject. Bl , BAUEZEBMABRSIRERAERS
(BlEn voxd) SRE MM — B

» BETIESREALE  BURE, TUERME. SRER
BiE20 VMware HEBESIE 2112014 , # Microsoft BE EEMEEE vSphere BF .
BF
1 X&) vSphere Certificate Manager IR HRIE 5,
2 EEGEE 2 UMEBBRRIAELEERTR.
vSphere Certificate Manager € RE8 A THIE -
= administrator@vsphere.local HIZHE.
n HRBROIREAENBEESR,

s WMRIEFE Platform Services Controller 8% E#1T vSphere Certificate Manager , Z& SR
BIREEBRRFTREAENREESI (vpxd. crt M vpxd.key).

s NRGESEHEFIAHMIA BB DT vSphere Certificate Manager , ZH 2R TR AR
RERFEHAEN —HTEREFEESHE (vpxd.crt M vpxd. key).
BESR

MREHR vSphere 5.x BIBEFAAK , BAIgEABE vmdir AT vCenter Single Sign-On B, #2E#E
BAERXBIEHREL VMware Directory Service B&¥.

FEIRFEUL

ERLERFRERLT @l , ERFERER —EEENBASREHAERE) , TaEMEM vSphere
Certificate Manager 2R, FEWRIBERT , BRI AEABEMRAZEN CLI ETREIR,

PR 2% BX B 11 1% L AR 7%

HRFHEEMANELR D , BLAFLERERY  BEZERDERRRERSBORE. NREEHE
FERFILRE  IRAREHRAEEFRER.

BIET 5 EEER
. FEDNFLERBUAELEFNLFR/AZSREHHIRE.

» NRERE-WEES K BELHEREREE  TEEFLERE. ENRERNATA , FERBKDHITR
ERAZBRETRE. FHEREER  FRMARKFLENENRMD , B MR ERE,

» NRENBRRESZEEES  FEFEREBENFLRE , YRHEEERENMBRE.
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s BEHTTITEREER
n  MHERHEESE SSL BRER VECS D EABRARERAERE,
s B vmdir (VMware B 8 R7) FIVER A RERAEBE.

B M VMCA £EZRFIMIEEN VMCA £FRFE

MR VMCA BRBERRIAHEE , SLERHMERFENRZER , BUMUEEFHNRESR , WEHEHSH
EZE VMware B#BRES ., EE , SULEAFHBREE K EENNEEE SSL BENMALTRFEAER
E%O

ERXBPERT , BRI LAMER vSphere Certificate Manager 2 AR IR .
NMRELFEBETEARMANES , LRABHTFEA CL HSBR—EZTEIINFAZLIER, BET
DERAHETEFNRER , ERRAERRE.

DERM

H A administrator@vsphere.local 8, CAAdmins BAFHNEMFERAEEARTEICSEIHE, FH2H
@ vCenter Single Sign-On BAFERE .

B
1 ELEHN VMCA EBREE
BRI LAER certool CLI EAEFIM VMCA #BBHE , YA BHRME vmdir,
2 H VMCA #ZBRFEFICHRS SSL BE
EEHN VMCA BEBRBHEE , BUERBRPHAMEME SSL BE.
3 AN VMCA ZEBREIMRMBRIREAERE

HUCH#EE SSL BRE , BULUBRAABRLIREAERE. BRAREAEBBLATN (AR
M), EREEREBAYTEEABRIE PN EMREMBER.

4 EREEXBEFEL VMware Directory Service B

EAFPRE , SHNRETVRESEIREREE vCenter Single Sign-On 5.5 MRAH vCenter Single
Sign-On 6.x lk4d~, EBERT , MREEE vCenter Single Sign-On RIEAITFTEETERY SSL B
&, BDAEBITEIMNSBLER VMware Directory Service SSL B .

ELHFHN VMCA HEIRTE

BAILAER certool CLI EAHM VMCA HERH , YRFHME vmdir,
ELHHTEBh | BEER Platform Services Controller FHITRBEELEDS.
BF

1 EEFNEEREBEENLZRSE.

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config

<config file>
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2 BAARBERA/INERE.

certool --rootca --cert <cert file path> --privkey <key file path>

WLIEELERE. BRIFHILEZE vmdir & VECS,
3 FEUHAERE , YHRHEBERREY . EENEENRE.
Windows H vCenter Server Appliance FHRIEZBIT+E .

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 (EREM) SHOREERME vmdir,

dir-cli trustedcert publish --cert newRoot.crt

ELRTHBSHE , TE vidir BTERBESLNER. TR, EERIMANTERTETE —LE
M.

5 EFREBMBERE.

service-control --start --all

Hl . ELEFHN VMCA EBREE
TSP EBREIEFR CAEAUAREHEERBEN —ATESR.
1 CGER)JH VMCA BRBEUBREHVRBEFRE.

m 7£ Platform Services Controller EiZisi RN R+ :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca

w EEEHH MIRE) L

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca --server=<psc-

ip-or-fgdn>
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BEEEUTIAR
output:
Certificate:

Data:

Version:3 (0x2)
Serial Number:
cf:2d:£f£:49:88:50:e5:af

2 (EA)5IH VECS TRUSTED_ROOTS ZREI LR EREFFESR 1 WBEHAR.
L EF<1E Platform Services Controller M EE 2 &AM , BA VECS & vmdir,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list --store TRUSTED_ ROOTS
-—text

ERE-—EREENKEABRLT  BHEEMLATIIRE !

Number of entries in store : 1

Alias :960d43£f31eb95211ba3a2487ac840645a02894bd
Entry type :Trusted Cert

Certificate:

Data:

Version:3 (0x2)

Serial Number:

cf:2d:££:49:88:50:e5:af

3 EEFHHN VMCA REE. BEHEE VECS ¥/ TRUSTED_ROOTS FEHELLK vmdir (VMware
B 8 AR%).

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca --config="C:\Program
Files\VMware\vCenter Server\vmcad\certool.cfg"

£ Windows £ |, ——config A2REE K FEAZGSHERTERMN certool .cfg EBER,

A VMCA HZRFEELCHEE SSL BE
EEHHN VMCA £SRBE%E | B EREBE P FTEHEE SSL BE,

BAMSNEAREHEE SSL BFE , MFHEAMBEKETRZE2EN. EZHHIBHR , FLEAESESTH L
HITHES SSL BRELEMS . B --server BB E P Platform Services Controller # vCenter
Server $8[0 Platform Services Controller,

BB
BEEFFLERERY  TRBAREEERERNRHTHRE.
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BF
1

Eggﬂﬁgﬁﬁ?ﬁﬂg%%ﬁ%fﬁ—ﬁ certool.cfg E’J?‘Ezﬁo
BRI LVEL TN EHRE certool.cfg:

EXRE -
Windows C:\Program Files\VMware\vCenter Server\vmcad
Linux /usr/lib/vmware-vmca/share/config/

fmIET A WaRN BRI AARE A ZMERH FDQAN,

RIBHEEH IP LU #AT NSLookup , AEER DNS WEBBEE , RAREERDTA [EHBR] MUER
=B,

ASEERELA L H/AZRERLEINER , YREL B NWEREREE.
Flan -

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg

FILFTERY  YRBEBRBEREY . EENREENRE.
Windows H vCenter Server Appliance FHRIEZBIT+E .

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd

service-control --start vmdird

service-control --start vmcad
iG/EE VECS,

FERENEEARAREEFHEDNIER , BB SSLETEN. EFELMBRRRER |, &
EHMBEE .

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert machinel.cert

--key machinel.priv
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6 EXNRMBAARS.

service-control --start --all

i . BEBBRERAA VMCA B RH
1 ASSLEBREBVAHREE @8BS ssl-config.cfqg WREEFEREFB &+,

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = <my company>
OrgUnit = <my_ company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

2 AMEESSL BRELTSEBIY. ESEEEHEA Platform Services Controller BB E# 1Tt ay
S AEEMFEH ——server EHE,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

ssl-key.priv M ssl-key.pub BREEEGBERPENL,

3 EAHHIHEE SSLRFE ., LEHEER VMCA 22X, TIREE VMCA REFENRAEBHTRE
VMCA 2% EMEEETEHEENERE.

m 71 Platform Services Controller S SSNHB RHEH :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt —--privkey=ssl-key.priv --config=ssl-config.cfg

m £ vCenter Server (MR HE) Lk :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fqgdn>
new-vmca-ssl.crt BRHREBHPETL.,
4 (EM)%IH VECSHRA,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

m  Platform Services Controller LRYEIH :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine
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m vCenter Server LR EH :

output (on vCenter):
MACHINE SSL_CERT
TRUSTED_ROOTS
TRUSTED ROOT_ CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

5 #% VECS Ry #38 SSL B E B IR #ES SSL BH ., —-store Ml ——alias ENEEERERT
25,

m £ Platform Services Controller £ |, 1T T3S AE#H MACHINE_SSL_CERT ZHEHH
HES SSL R,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSL_CERT --alias __ MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

s ESEEEREHERIABRINBES , BT TIHSUEHR MACHINE_SSL_CERT ZHE F I #ES
SSLBE. BXEEESAKERENEFERR K FASAKEMN FQDN HTER.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSIL CERT --alias __ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

BIESE

BB A LR ESXi EHHBHE ., BF2HE (vSphere Z&1) HIRY.

EZHEHFBETIMRERE 2R , BHLEEE IR Platform Services Controller EiEi#I A vCenter
Server FEHBBRI.

A#H VMCA ZBBEIRBRERFERAERE

EURHEES SSL BER , BULENRFEBRAREAERE. MAATREHERILBER ENA K
), ERFEREBYTEFERABEPNTMEMER.

wrerSEAEEHEESE Platform Services Controller BiE FEVREMMR A RFEHERE, g

EEEEEHH TR EMERASRERAERE. EEEIEB Platform Services Controller BN EIEETE
FHITHESE  BEA --server 28IEM[ Platform Services Controller,

AR ELSEABRBEFINRASREAERER , dir-cli list WML EESHMEER ENAER
RERMEAE, #1117 vmafd-cli get-machine-id --server-name localhost DHRESaEHN
AHEBRBANE. SEMRSFREAESBETSHB[HAIT,
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REWEM
ERFFLERERY  TRBAREEERERENRTHRE.

BF
1

BUE—1) certool.cfg WER , BB, IP{Iit. DNS BRBMNEFEHHMY , AREHDRZE
R PBIWMEHF®HEA sol_usr.cfg).

MRAELBREN—BD  BUUESSHENTERE. BALTRCAEETHMEN. NRREAR
&, TEENBETRESERES.

ABEARRAREAEELAAR/ARSBERREENESE  YREET HTWERREFEE,
fian :

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub
certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

RESEBARTRERENEHE.

dir-cli service list

A AEARRBRRFREDNE—BRR. BANGHATTREOT,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

ERSHSHRBEPINBRAREAERERN , dir-cli list WEHEEEMEHH NRERR
FREAE., BFHIT vmafd-cli get-machine-id --server-name localhost DEEsEE
BOAEBERDT. SERASREAESBHESHBRRIIT,

FILFAERYE K YRBEBERIEY. EENRENRE.
Windows H vCenter Server Appliance EHIRIEZ AL F+EE.

Windows
service-control --stop --all
service-control --start VMWareAfdService

service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 HHSEMRIRERE , KEBAK vmdir M VECS FHVRBRRE.
THIEE IR AR voxd FRIEHVERE .

dir-cli service update --name <vpxd-xxxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd

vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

HE MELETEAR vidir FER | BRTREHERMEER vCenter Single Sign-On ETERE.
6 EFREBFERE.

service-control --start --all

g6 . £ VMCA ZEZRRTREMERE

1 ABEMAFTRERAEEELAR/ABEBRY. HPBE—HASME Platform Services Controller
NEEEENHN HERATREAERENEY U HASEEETH L BEAHMBRSRER
& (vpxd. vpxd-extension. vsphere-webclient) IR AL .

a ARBRAFBHEBHERFRMEFAEBD Platform Services Controller WSS R RFERAEEL
SREIY .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (ZA) $t¥HEE I Platform Services Controller NEE , A ESIEE Y KBRS RE
AEELLIBRY.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

c AESEEEHRLN voxd BRERERAEELSREY.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

d ASHEEEGHE LM vpoxd-extension RARFEHEELSBAEIY .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub

e ABEESEEE LK vsphere-webclient fRARFEABEELSREIY .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub
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2 A% E Platform Services Controller MISEEEHE FNKEFERTRFERE  URESREAEEGHES L
NEEEMERFRZERE (voxd. vpxd-extension. vsphere-webclient) , ELBH VMCA BEH
EBENMRERFERAERE.

B --Name BBMERE—WN. BERASRFEAEFTHEN SR B vpxd = vpxd-
extension) , IREREABBHRAMRSIREAEZEANHERZ,

a 7 Platform Services Controller I8 EHIT TGS , AZHE LNMBERTRFEHEELR

RERERERRE.
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
machine.crt --privkey=machine-key.priv --Name=machine

b ASEEEHMENEBIBRIREAEELERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>

c ASEEEGHHLMN vpoxd BRAERERAEELERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

d BAESESEEHE LK vpxd-extensions BRAFREAEELERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-
or-fgdn>

e HTTHGHS , AEESESH Y LM vsphere-webclient SR FREREELRE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fgdn>

3 #® VECSHHMBARTRFEAERFRRAFNBALRFEAERE.
B --store Ml --alias BN AHERREEBETEMEE.

a £ Platform Services Controller 812 |, T 5o S UL B EES AR T REAERE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv
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b BRASEEEHH LORBERSTRERAERRE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

c BRSEEEHRLHN voxd BRAREAESRHE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv

d HBRESREEEEE LM vpxd-extension BERAREAERE -

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

e HRSEEESTH LM vsphere-webclient SR A RFEHERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 ERHFNBREREAEREEH VMware B &R (vindir), ZRERIRTE® A vCenter Single
Sign-On BB E®E,

a #{T dir-cli service list , BEEBRAREAEINESHE —WREZRNBRERS., B0 E

Platform Services Controller 5 vCenter Server & E#HTIHHS .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96£f£f-00505689639%a
machine-6£fd7£140-60a9-11e4-9e28-005056895a69
vpxd-6£d7£f140-60a9-11e4-9e28-005056895a69
vpxd-extension-6£fd7£140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6£d7£f140-60a9-11e4-9e28-005056895a69

g w N

fFE ELSHABRBBFINBRAIREAERER  dir-cli list WREEESHEHHL
WETEMARFREME. 1T vmafd-cli get-machine-id --server-name localhost
LEHEBATHNAHBRERT. SARRIREAESBBEIHRRBITE.
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b HX Platform Services Controller £ vmdir FEJ#EE R, fil , R
machine-29a45d00-60a7-11e4-96ff-00505689639%a & Platform Services Controller LAy
BRRRFRERE , FRTHDS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96£f£f-00505689639%9a --cert new-machine-1.crt

c HRSEZEFHE L vmdir PRIHESRE. Hla , MR
machine-6fd7f140-60a9-11e4-9e28-005056895a69 £ vCenter Server LRI AR R F = (E
A& FRThHS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d BRSEEESHELE vmdir 98 voxd SBRARFEHAERE. i , R
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 =& vpxd FRFREHAEZRGE , BT S

P
< .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e HRSEEESHLE vmdir 989 vpxd-extension fERAFREHAERBE. 0 , R vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 =& vpxd-extension fi#R 7 R & 5l
B, FRTheS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f HBARSEEEEHE LM vsphere-webclient SR A RERAER/E ., Hl , ME vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 s vsphere-webclient R T REEHAE
BAES , BRTHGS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

BESE
E&1@ Platform Services Controller SIS NBEEEHH - EHMBE A RIS,

EREEXBREHENK VMware Directory Service B

EABPRE , SHBETEREESERFERES vCenter Single Sign-On 5.5 iR4~# vCenter Single Sign-
On 6.x A, EEBERT , MREER vCenter Single Sign-On FRIEAITATEE B SSL BE , HEH
TEING B LUK VMware Directory Service SSL B

vmdir 8 VMware Directory Service SSL B& , £#11T vCenter Single Sign-On & H Platform
Services Controller BiE 2z BETEHRRIA,
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& vSphere 6.0 Hl vSphere 6.5 BIEHNESEXBREZTELESE. REETIERTAEEETEL
S -
zv .

s ZBHERIBRREE vCenter Single Sign-On 5.5 A vCenter Single Sign-On 6.x BRI

= vCenter Single Sign-On R 2R EAEE vmdir EF,

n  IBETEITE#NIT vCenter Single Sign-On 6.x FRIEHVET B EASTER M VMCA HEBRIZFINRABRR
E%O

A REMER  EEHRBBREIAREARE. —RTIERI VMware Directory Service BE .

EF
1 FE#IT vCenter Single Sign-On 6.x IRIEHEIE E |, BUE vmdird SSL BEMELE .
EZBE VMware B R EE.

2 TE#IT vCenter Single Sign-On 5.5 ARIHVET B LEITIRIBRE , £ vCenter Single Sign-On 6.x AR
KRB AR,

a & c:\ProgrambData\VMware\CIS\cfg\vmdird PHFIERESE,

b 7£6.xEEEREYT vmdircert.pemn BRIERK | WKEEHGEE

<sso node2.domain.com>.pem , HEF <sso node2.domain.com> & 6.x EiZ5H) FQDN,

c BEHGBENBIERET c:\Programbata\VMware\CIS\cfg\vmdird , ABREENER
BiE .

3 EFEEBREBENHMEE EEHEE VMware Directory Service,
BT LAfE vSphere Web Client S service-control tn S EFHEEN RS

fEH VMCA 54 B R R EEE

ZALE VMCA RBERRABFRELEPES VMCANE=S CAHZEBRE. A%, VMCAEEWAME
BRASESTEELE. CUUSRERERAANELENEE. WA ZEETE=S CAZERIENE
2 URBEBBREENERNME,

B

1 BRAREBE (P# CA)
% VMCA BEBRRAABIIBRENE—ELSR , REE CSR UHMEMARBEERLS VMCA B
&
2 HURHEEE SSLBE (R CA)
ftCAKBEBBRILSEAM VMCA RBRZE , LA MU FTE#ES SSL RE.
3 BRBREIREAERE (P ca)
R HEEE SSL BR % |, LU LIMRBREERAERE.
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4 EFMR VMware B #BREBE
MREREFEAFH VMCA RBH , UHERRHGENHERERMEAN VMCA RERE , AIEXER
R SSL B, MARAREAZRE , URBOABRBHERR.

5 TEREBAREFEL VMware Directory Service R
EFRER |, SNBE TS EREREE vCenter Single Sign-On 5.5 x4<H vCenter Single

Sign-On 6.x fiA., EEERT , MWREE vCenter Single Sign-On BREBITAEHBEE SSL B
&, KDABRTEINSBLEUE VMware Directory Service SSL B .

MAREE (P4 CA)

## VMCA BEBRAABIIBRENE —BLSR | REE CSR UHEHMABRBREDL VMCA HWBE.

BEXRERFBNRELEFETIER

s SRA/ 2048 TR E

= PEM X, VMware X1 PKCS8 Fl PKCS1 (RSA ©if). £RHILE VECS 2% , FEi %K PKCSS

= X509 % 3 iR

n EEARFERE, CALEMSEARR true BRRERE) , EBRREBILANVNERBES,

n XAERMA CRLEE.

w [ERESV/ERATE] FEEE [AFRRE] S (FARFRE]

n HERELNRESABRE. VMCA FERFEM OpenSSL (B 10 BEHE).

n AXESEAFARZEDNS SBHNERE.

n  BEEEY VMCA HHIE CA.

HZE Microsoft B BEMKIEBNERES , FF2E VMware AEESCE 2112009 , 3 Microsoft &
EREMBE AR | AR vSphere 6.0 F#E SSL B,

EEHMARBER , VMCA ERETIREEM
s WA 2048 umHILE

n SREAFRNBRES

n EARRE  EEER CA

EF
1 B4 CSR UG HERXRZEMN CA,

fRER CA HERELT.
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2 EEFEBECHEBZ VMCABREURFE=ZFA CAHDLE CAZTEE CASEELENERIEREER  YREEUHESR
Bl | #FEH rootcal.crt),

BRI LA FTE PEM ISR H CA BRERIE—ER , UERIIEEE, BSER VMCA RERBR
B AR CAPEM BR&ERER. film

3 FUHAERE , YHHEERREY . SENEENRE.
Windows 1 vCenter Server Appliance FHRIEZBIT+E .

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 HRIEEH VMCA R CA,

certool --rootca --cert=rootcal.crt --privkey=rootl.key

EEATHGSR , SRTTIEHE

n BHNBITRBENEIERAGINBENE.

»  BETHREEKMNE VECS A# TRUSTED_ROOTS FHE (B —BKH).,
. EBEFTREBRITED vmdir GB—ERIF[).

5 (REM) MREGEFEEEDIE vdir (VMware B 3R MTEE  FEFTHREBEZME
vmdir , SR HEEERE R TRERKE.

flan :

dir-cli trustedcert publish --cert rootcal.crt
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vmdir BN EEER 30 ¥EET X, EFREZEPESBEEHES VECS, BA VECS EE
f® 5 288 vimdir EREEFHEBIEER,

6 (REM MELXE  LALIABIEHREE VECS,

vecs-cli force-refresh

7 ENBEBAER®.

service-control --start --all

g5 . BARRHE
fEF certool S ——-rootca BIE | # VMCA BEBERK A B CA REX,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca --cert=C:\custom-

certs\root.pem --privkey=C:\custom-certs\root.key

BTG SR , FRTTIIEE .

. BFHEITRBRFEAERAKPHEENVE.

s HEETRREMNE VECS ## TRUSTED_ROOTS Z#HE.
. BBEFTREBFEHEER vmdir.

BrESR

MREATRAUEE | B URBRETHEBRRBHN VMCA BREH., NRETER , SLAEHEEFE
AEREE

s HUX vCenter Single Sign-On R/ H. B2H EHNBEZEM Token REERE.
s B VMware B & R&EEE. F2E8 B VMware B #REEHE.

EfR#22 SSL BE (h# cA)
?’CARBXKBRILEEAM VMCA BEBRZE , B LUEVK T E#3E SSL B,

ELESRENKER VMCA HABRERERB 2 BENIRELRER. T8 , FHERT , VMCA 8%
EEAAREEENEE.

BAMSEVEAREME SSL BE , LMFREAMBKETZEEN. EXHHIBBF , SV AESESE L
HATHER SSL BREEEDS ., A --server BB EIMB Platform Services Controller B vCenter
Server #§[A Platform Services Controller.

BRRM

NS EHES SSL BE |, SubjectAltName B HEE DNS Name=<Machine FQDN>,
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BF
1 ASHREEHRINEERIE—M certool .cfg HEAR,
BRI LVEL TN EHRE certool.cfg:

Windows

C:\Program Files\VMware\vCenter Server\vmcad

Linux

/usr/lib/vmware-vmca/share/config/
2 RESAHIRNBFTHERENMAZBEEN FDAN,

REBHERHY IP UL FAT NSLookup , SAEE DNS WERBFE , REEERTA [(THEB] MUER
=B,

3 ABAHSKSELLR/AZTRERIKHENER YNGR BTNAREREE.
Bign

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machine42.crt --Name=Machine42 Cert --
config machinel.cfg

4 FIEAERYE , YRBEERERY . EBNEENWRE.
Windows 1 vCenter Server Appliance L RIEZ /I T+EE.

Windows

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

5 $IEBEER VECS,

FERSEHTECRARBREERETWIRE , BB SSL ETEN. LFELMBRRAER |, 2
EHMEEE.

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE_ CERT
vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert machinel.cert

--key machinel.priv
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6 EXNRMBAARS.

service-control --start --all

g1 : EURHEES SSL R (VMCA A4 CA)

1

B SSL BEEVHERE 8 A ssl-config.cfg WIHERER B &+,

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

2 AMEESSL BRELTHBIY. ESEEEHEA Platform Services Controller BB E# 1Tt ay

S AEEMA --server BIE,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

ssl-key.priv M ssl-key.pub BREEEGBERPENL,

EAEFHHES SSL BFE . WEBREEH VMCA #EMN, MEZE VMCA REZFIRABTEBE ,
VMCA 2% EMEEETEHEENERE.

m 71 Platform Services Controller S SSNHB RHEH :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt —--privkey=ssl-key.priv --config=ssl-config.cfg

m £ vCenter Server (MR HE) Lk :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fqgdn>

new-vmca-ssl.crt BERER B &BET .,

GZ2A) 5H VECS WRE.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

m  Platform Services Controller LRYEIH :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine
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m vCenter Server LR EH :

output (on vCenter):
MACHINE SSL_CERT
TRUSTED_ROOTS
TRUSTED ROOT_ CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

5 #% VECS Ry #38 SSL B E B IR #ES SSL BH ., —-store Ml ——alias ENEEERERT
25,

m £ Platform Services Controller £ |, 1T T3S AE#H MACHINE_SSL_CERT ZHEHH
HES SSL R,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSL_CERT --alias __ MACHINE_CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

s ESEEEREHERIABRINBES , BT TIHSUEHR MACHINE_SSL_CERT ZHE F I #ES
SSLBE. BXEEESAKERENEFERR K FASAKEMN FQDN HTER.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSIL CERT --alias __ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

BRESR

R ESXi EHHBE. F2H (vSphere 221 ) HIRY.
ELZHHEBBPRRBRBE2ZE  BUBEEEINB Platform Services Controller Ei2# BT vCenter
Server F EFRAENARTS .

MAERTRERAERE (Pl CA)

R HEES SSL RB#R |, B LMRBARASTREAERE.

et SEEEHEESE Platform Services Controller i FEIMRKEBMAFTREAERE., £RE
EEEEEHE TRREMERSREHERE. EESIMB Platform Services Controller B & 18§ 2
ERITHSHE , BER --server 2#3EM Platform Services Controller,

R ELSIHEABRBBFINBRASREAERER , dir-cli list WL EESREHH LNMER
RERBERAE., 1T vmafd-cli get-machine-id --server-name localhost UHRHBAEEHEN
REEB[RFNE, SEBRFREAESBHETSHI[BBINE
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DEEM

BEBRAREAEBRESLEEETREMN subject, Bl , BALNEZEMABRARFERERRE (Hlm
vpxd) st E A — B

BF

1 BYE—1 certool.cfqg WER , BREM. IP{itt. DNS ERBANEFEHMN , AREHF T RAZE
R BIWEFHFWER sol_usr.cfg).

HMAEEBEN -0  EUUKGSIHEFRGERRE. BRAOAREAEEFTHAEN. NRREER
B, PEENBETRESEREE.

2 ABEMAFRERAEELLCH/AZSRERGENER , YREL B WAHAREEREIE.
&g -

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 HREBEMRTRERAENERE.

dir-cli service list

AN EARRBRFRENE—BBE. BANBHARTRENT,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011¢c98db3

BRI HSHBMEPNBRAREAERER , dir-cli list NRLESEEFREHH EWFEMHR
FREMAE, EFHIT vmafd-cli get-machine-id --server-name localhost AEHEBEE
B EMEEERITE. SEMAFREAESBEACSHIRAE.
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4 FIEFERE , YRBEEREZEY . EBNREENRE.
Windows H vCenter Server Appliance LRI B BIFRHEE .

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 S#EEME vmdir #1 VECS AR ERE.
HRBRARERE |, LA EFFEEE, fla

dir-cli service update --name <vpxd-xxXxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

B MREFER vimdir FHRE | BIRARFERAERMEELZ A vCenter Single Sign-0On,
6 EFREBFER%E.

service-control --start --all

g6 . MARRT RERERE (4 CA)

1 ABEMAIREHEELLCH/AZSREY . EFEFE—HASE Platform Services Controller
NEEEEHY L MBEATREASRENEY  UR-—AASEEEGFY I SELMERAREER
# (vpxd. vpxd-extension. vsphere-webclient) I2tHIECE .

a BARBRAFBHEBMRFRMEHAED Platform Services Controller WSS R REREELE
SREmY

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (ER) $HEBEEIE Platform Services Controller WEE , A ESTEHE LM R RGFE
RAEELSBRY,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
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2

EEEEESE LN voxd BRAREHAEBELESBALE .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

d ASHEEEGHE LM voxd-extension R ARFEHEELSBEY .,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub

AEEEEEE LW vsphere-webclient R RFEAEELESREY

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub

A2 @ Platform Services Controller MIZEEEHE LHNKEBRAAFRFERE K UREREAEEGH L
NEEEMERARERE (voxd. vpxd-extension. vsphere-webclient) , BE4L BH VMCA BEH
HEENMRERFERERE.

B --Name BEMERE K., EERRAATREAEFHENERE B0 vpxd = vpxd-
extension) , AIEARRBBBEEABRAIREAE ZBNEERRZR.

£ Platform Services Controller BIZ FEIT TGS , BB R ENBBMRASTREAEELRE
RERBHERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine

AEEEEHM ENMBBRIREAEELERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>

ASEEEHE LN voxd AL REAEEERE,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

EEEEESE R vpxd-extensions SR A REREELRE.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-
or-fgdn>

HITTH oS , BEEEEGE LW vsphere-webclient R A RERAEELERE,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fgdn>

VMware, Inc. 125



vSphere &£ 1

3 # VECS AR A REAEREMAATNBALSREHERE.
B --store Ml --alias BEMAHERBREEBETE2MEE.

a 1E Platform Services Controller fiZ5 F . #T T HSSUBMAKEFAT ZEAERE -

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv

b BRSEEEHH EORBERSTRERAERRE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

c BMASEEEHH LN voxd BREFREAERE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv

d HRESREEESTH LM vpxd-extension RARFEAERE :

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

e HRESEEESTH LM vsphere-webclient SR A RFEHERE.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv
4 FEAFNEREREAERIFEH VMware B8R (vimdir). RHERIRTER A vCenter Single
Sign-On EEE &,
a #ITdir-cli service list, RBEMRSFREAEFNESHE - NWRBBEEHE, EAUE

Platform Services Controller 5 vCenter Server & E#HTHHS .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:
1. machine-29a45d00-60a7-11e4-96£f-00505689639%a
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machine-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-extension-6£d7£140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69

g w N

B BELINEAREBBHINMRAIREAERER , dir-cli list WNRAHESESHEHHL
WETEBRARMERE ., 1T vmafd-cli get-machine-id --server-name localhost
DEREEAETHIAKKEEBRN. SEMRIREAEERBBECSHBERFIE.

b HX Platform Services Controller £ vmdir FEV#EE8E ., fla , R
machine-29a45d00-60a7-11e4-96ff-00505689639a =& Platform Services Controller LRy
BMARATRERAE , FRTHGS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96££f-0050568963%9a --cert new-machine-1l.crt

c BRSEZEEEHIE vndir PROKEEEE. flln , MR
machine-6fd7f140-60a9-11e4-9e28-005056895a69 £ vCenter Server LRSS fRR T =E
A& FRThHS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d BRSETEHEH L vmdir 8 vpxd BERAFREAERE. fl, mRE
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd R A RFEHAERBIE , FHT LS

PN
< .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e HRESEETEEEELE vmdir 789 vpxd-extension R REHAERE. Bl , MR vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd-extension &R 75 2 FH & 5% B!
B, SRTheS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f EBRSEEEEHE LM vsphere-webclient SR A RERAE/E, Hlw , ME vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 £ vsphere-webclient SR A RFERE
BB FRITHSS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

B VMware B R BxE

MBEBREEAHE VMCA REBRE , WHERBAHENHRRRERERN VMCA REBF , RIELREHE
22 SSL B . MRS REAERE , URB 2 ABRBERE.
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WMRIGHRGEMH VMCA IBEH |, XEERHE vCenter Single Sign-On FrfEAM SSL BB H. FH2H
EFEBELZEM Token REFFE., BthMLBER VMware B BRI (vmdir) B,

PHEEY
BME=AHREZE CA A vmdir EREBH.

BF
1 &1 vmdir,

Linux
service-control --stop vmdird
Windows
service-control --stop VMWareDirectoryService

2 BRBELENEEMNSB/ERE vmdir LB,
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdatal\vmware\vCenterServer\cfg\vmdird\vmdircert.pem
copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3  f& vSphere Web Client SifffEf] service-control 8% EHKE vmdir,

Linux
service-control --start vmdird
Windows
service-control --start VMWareDirectoryService

EREEABEFRE VMware Directory Service B

EFEE |, FHRBTESEERKIEE vCenter Single Sign-On 5.5 iR4H vCenter Single Sign-
On 6.x A, EEERT , MREEL vCenter Single Sign-On IRIEAITAAEE R SSL B , BEH
TEEIMNT B UL VMware Directory Service SSL B

vmdir & VMware Directory Service SSL & , £ #1T vCenter Single Sign-On &/ Platform
Services Controller Bi#i 2 BETERIE.
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& vSphere 6.0 Hl vSphere 6.5 BIEHNESEXBREZTELESE. REETIERTAEEETEL
S -
zv .

s ZBHERIBRREE vCenter Single Sign-On 5.5 A vCenter Single Sign-On 6.x BRI

= vCenter Single Sign-On R 2R EAEE vmdir EF,

n  IBETEITE#NIT vCenter Single Sign-On 6.x FRIEHVET B EASTER M VMCA HEBRIZFINRABRR
E%O

R BEMCEA  EEHRBBRBIARBBRE. —RFEHBEIL VMware Directory Service B& .

EF
1 FE#IT vCenter Single Sign-On 6.x IRIEHEIE E |, BUE vmdird SSL BEMELE .
EZBE VMware B R EE.

2 TE#IT vCenter Single Sign-On 5.5 ARIHVET B LEITIRIBRE , £ vCenter Single Sign-On 6.x AR
KRB AR,

a & c:\ProgrambData\VMware\CIS\cfg\vmdird PHFIERESE,

b 7£6.xEEEREYT vmdircert.pemn BRIERK | WKEEHGEE

<sso node2.domain.com>.pem , HEF <sso node2.domain.com> & 6.x EiZ5H) FQDN,

c BEFTBRENWEBRIEERE c:\Programbata\VMware\CIS\cfg\vmdird , LAEMREBENEES
BE

3 EFEEBREBENHMEE EEHEE VMware Directory Service,
BT LAfE vSphere Web Client S service-control tn S EFHEEN RS

B8 = BEE vSphere EHLEA

MRATRAEE |, B vSphere RERANFTEBRRENRAEE =S CAEERE. MREHTEHEE
¥  VMCA TNEZLNBEELE D  (EFTE vCenter BEHLEREN VECS #,

BRI AERE  ERARSERAR. flln  ZEMRAEARRERENEE , BRE VMCA %
ERRARFREAERRE. BRAAREABRREARF MG vCenter Single Sign-On EITERE.

B MREAFEMER VMCA , RERETRAEIRRFERRE . CARRMENNTH , AREREER
Elp 8

BF

1 ERBEREABTRERE

MRABRYFRFERADE CA, Al VMCA EERBELBE. BUUERARBLERE=S CA
OREEIPE

2 §HER SSL BERMAR AR EE
WERIBRTBER B UK SE#REE.
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3 BERAREAEBRENREBITERR
ECH#EE SSL BEER , B VMCA ZEBNBALT REAERENMRAE=ZFREERFE,

4 B VMware B # BB ERFE

MBLAEFERHN VMCA REBE , UHRRBAEEDNHRRERFEAN VMCA RBEF , AIZBHXER
RS SSL B, MRAREAZERE  URBOABRBEHERR.

5 TEREEIXBBEFE VMware Directory Service B
EAFRE , EHNBETRESEREREE vCenter Single Sign-On 5.5 MRASH vCenter Single

Sign-On 6.x fRAx, EFERT , MEEEUL vCenter Single Sign-On R BITFIIEEIBH SSL B
&, KABRTEINS LR VMware Directory Service SSL 8% .

ERBEREABITREE

WRATRBFAEATE CA, Bl VMCA BERBELERE., LU UAFERARBCERE=S CANE

EHEES

DB

BRELEAREUTER :

n SEKD 2048 U TH L (PEM #RER)

» PEM . VMware X PKCS8 fl PKCS1 (RSA £i8), £#MHILE VECS 2% , 8K A PKCSS

= X509 £ 3 iR

n BRIEEE, CALEMYBEARR true , BREZBMLANVNRERBES,

m  SubjectAltName #4ZBE & DNS Name=<machine_FQDN>

= CRT#X

n BETIEHREASE  BUEE, FTUERMYE. ERER

n EXWMFEHRHEERABRE

s CN (M SubjectAltName) & & ESXi E#TE vCenter Server SXHIB P FABEANEHER (N IP L
k)

BF

1 #TIBREN CSR BRATNLERE=FBHFRMHEE.

s FAEMEE—EHES SSLRH ., YWHHEE SSL B , SubjectAltName MUK BERETER/EZ
# (DNS NAME=machine_ FQDN).

n HE, SEAARKAAAEEHHENERRTREAERE. BROIREAEBITEES P
fust, FRBBREF it SEABRRLEERETRANEEEE.

—BRRER  SBEEELEEL PEM ER |, ¥ ASE Platform Services Controller iEEHHELD
FHEM SSL B,
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2 ZH TRUSTED ROOTS F#288 SSL FHE.

vecs-cli store list

a MWRBIMNREBHEMNATEKEE SSL BEEL VMCA £F,
b RTF¥®. FHELURETE CN B,

c (EREM FAME2ESRRARBSETREIRRZEEN HTTPS B4  mEREEMARREmEg
BS SSL BEMAT.

3 FILEAERE , YTRBEERERY . BENEENRE.
Windows H vCenter Server Appliance LRI RIEZ AL F+EE.

Windows
service-control --stop --all
service-control --start VMWareAfdService

service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 BMBETTHREBRE CRESE=A CANEERH).

dir-cli trustedcert publish --cert <my custom root>

MREREDSH LIEEERERBAUESR  RASRTEEE.
5 ENRBAARSE.

service-control --start --all

rESR

MREATRAUEE | B URBREEHEBRRBHN VMCA BREH., NRETER , SLAEHEEEFLE
AEREE

n  HfS vCenter Single Sign-On #BRF% . F2E EHBELEM Token REEHE.
. HUX VMware B #R&EEFE. F2E B VMware B #REBE.

e SSL BB A BRI BFE

KB BRI BFEEZ , B BRSEKEER.
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BEMBLAREME SSL BR , NMERAMRKETZL2EN. ESHHBED  CLAESESHE

HITHEEE SSL BRELE DS, A --server BEREIMEB Platform Services Controller #J vCenter

Server #§[A Platform Services Controller.

ERBIREBEZE |, EXEEEF THER !

administrator@vsphere.local FY &1,

BEMAIHES SSL BRI R (.crt BR),

n BREESR SSL BT €8 (. key BR),

n BRHWBFTREE (.crt BR).

s WMNREEZEHHIBBHNEINP Platform Services Controller B vCenter Server E#1T@< , FE
Platform Services Controller B9 IP {3t

B

B—EERBFE=THEEXBRERELBRR S ORENEE.

BF

FIMAD 1 2048 L THEL L (PEM £RHR)

CRT #&3

x509 58 3 hR

SubjectAltName #ZBH®E DNS Name=<machine_FQDN>
BETHEREAFE  BUEE, TUERYE. EREE

FILFAERYE K YRBEBERIREY. EENRENRE.
Windows # vCenter Server Appliance LR RIEZBITHE.,

Windows
service-control --stop --all
service-control --start VMWareAfdService

service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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2 EASEESR, WK CA RBINHBERBEHEE VECS F.
FASBRNRTEERAREBREFRETHNIERE , LUEB SSL ETE.

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE_ CERT

vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert <cert-file-
path>

--key <key-file-path>

3 ENRBFAER®.

service-control --start --all

il - A5HE3E SSL BEBMRABTTER
B LAE S EE B L LAAER T NERHES SSL B,
1 B, MR VECS HMEBRERE.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSL CERT --alias _ MACHINE CERT

2 EE OHEEARE.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias  MACHINE CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-
vim-cat-dhcp-094.eng.vmware.com.crt —--key E:\custom-certs\ms-ca\signed-ssl\custom-x3-vim-
cat-dhcp-1128.vmware.com.priv

rESR

Z AR ESXi EHHBE. 2R (vSphere 221 ) HIRY.
EZHHBEPRRBRBEZE  BUEBEEEINB Platform Services Controller Ei## BT vCenter
Server L BB R

EARTREAERERRABBE

HfCHER SSL BRE , 8BS VMCA HENMART REAERBNAAF=FTHEEEE.

RAREAEESFEABEM vCenter Single Sign-On E/TERFE ., MRBEHE AN , vCenter Single
Sign-On BB MR T RMEAEIEIK SAML Token , SR RMEAEMEH SAML Token EHE A vCenter JT
HETRE.

ZELNBRPREEEETHERSREAEEEIMR., ARERSREAEMNRN Proxy ARSENER |
BEfEA#EE SSL BRRESSLAERSE , ABATRFEAERIBTRELEBRREZEZE.
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wrerSAEEHEESE Platform Services Controller BiE FEVREMRARFEHERE, £Ag
EEEEEHR TRREMBRSREHERE. EEEIMB Platform Services Controller By & 12 8 24
ERITHSHE , BERA --server 28380 Platform Services Controller,

i ERSIEARBEFINRASREAERER , dir-cli list WML EESHESR LNAER
RERFEHE., AT vmafd-cli get-machine-id --server-name localhost DREEaEHN
MR BRNE. SERRSTREAEEBH TSI,

PHEEH
. B8R/ 2048 UTEH L L (PEM REE)
s CRTHX

s x509 £ 3 iR
= SubjectAltName %4ZEHE DNS Name=<machine_FQDN>

» BEBRFREAERELEEETEMN subject, HlI , BAINEBMABREREHERRE B
N vpxd) 2 E 1 — B

» BETIEREALT L BURKE, FUERME. SRER
B
1 FLEFAERYE , YRBAREERREY . ERNREFENRE.

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmca

2 REBEMRTRERENEE.

dir-cli service list

BRNEARRBRFRENE—RBBE. BANBEARTRENT,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011c98db3

ERNHZHUTBFNBALTRFEAERRRE , dir-cli list NEESESREHH EMNFE/RER
FREMAE, FHIT vmafd-cli get-machine-id --server-name localhost AEHEBEE
HE BB, SEMASREAESABEACSHIRAE.
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3 HHEBEMRATREAE , KREA VECS M vmdir FRBEAEE.
&R LA LI 7 #T 18R R

vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv
dir-cli service update --name <vpxd-XXXX-XXX-XXXXXX> —--cert vpxd.crt

B WREFTER vidir PR |, BIRS REAERELE vCenter Single Sign-On #ETERE .
4 EFRBFAERE.

service-control --start --all

B VMware B R BxE

MBEBREEAHE VMCA REBRE , AHERBHENHRRRERERN VMCA RBF , RIELEEHE
28 SSL B MRS REAERE , URB I ABRBIERE.

WMRIGHRGRE M VMCA IBBH |, XEBRE vCenter Single Sign-On FifEAR SSL BB H. H2H
EFBELZEM Token REFFE., BtMLBER VMware B BRI (vmdir) B,

PDEEY

BME=ZAREE CA A vmdir EXREBH.

BF
1 &1 vmdir,

Linux
service-control --stop vmdird
Windows
service-control --stop VMWareDirectoryService

2 MEIREENEIENESBERE vmdir (&,
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem
cp vimdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem
copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem
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3 1% vSphere Web Client B service-control ta % EHEE vmdir,

Linux
service-control --start vmdird
Windows
service-control --start VMWareDirectoryService

EREEXBEHENK VMware Directory Service B

EABHRE , EHNBETEREESERFERES vCenter Single Sign-On 5.5 ix4~# vCenter Single Sign-
On6.x A&, EEBRT , MEEER vCenter Single Sign-On IRISHITATERT M SSL BHE , HEHR
TEING B LU VMware Directory Service SSL B

vmdir 8 VMware Directory Service SSL B& , £#11T vCenter Single Sign-On 2 H Platform
Services Controller BBz BETEHRRIA,

& vSphere 6.0 # vSphere 6.5 HIHMNEABNREEFTELLR. REETIHERPIEEETEL
S -
zv .

s ZBWERIBERREE vCenter Single Sign-On 5.5 A vCenter Single Sign-On 6.x BRI

= vCenter Single Sign-On [REEREAEE vmdir EFX,

n  SBEFEITEHIT vCenter Single Sign-On 6.x RIS ET R LA TERN VMCA £BBERIRABTR
E%O

R REMESR  EEHRBBREIAREBARE. —RTIERI VMware Directory Service BE .

EF
1 FE#IT vCenter Single Sign-On 6.x IRIEHEIE L |, BUE vmdird SSL BEMEHE
FZ2BEE VMware B #REEH.

2  TE#IT vCenter Single Sign-On 5.5 ARIEAVET B LEITIRIBRE , £ vCenter Single Sign-On 6.x AR
KRB AR,

a 1B c:\ProgrambData\VMware\CIS\cfg\vmdird PHFIERESE,

b 7£6.x 8B EEYT vmdircert.pemn BRIER | WKEEHGEE

<sso node2.domain.com>.pem , EF <sso node2.domain.com> & 6.x Bi%5H) FQDN,

c BEHGBEANBIERET c:\Programbata\VMware\CIS\cfg\vmdird , AEREENER
BiE .

3 EFEEBREBENHMEE L EHEE VMware Directory Service,
BT LAfE vSphere Web Client S service-control tn S EFHEEN RS
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A CLI i S EBBRENRE

B —#H CLI [EEEE VMCA (VMware Certificate Authority). VECS (VMware Endpoint BEEZEHRE)
LAK VMware Directory Service (vmdir), vSphere Certificate Manager 2 AR tb X EZEHBAT
£, EFHBRIEEFTEMEA CLL

* 3-5. AR EERIMNEREBEREHY CLITA

CLI R msn

certool ELHEEEERERSE. BRAVMCAK  certool MikLHEBE
—&5.

vecs-cli EE VMware BETHENTHEENARN  vecsclims8E
A, BN VMAFD H1—&B%

dir-cli B B FEF VMware Directory Service  dir-cli 8% 48Z
FERE. BR VMAFD —4%2 .

service-control B EN = Z L RS |, HlaniA BB THE
RN — o

BEEEITAENE

MAER , B ESESH IV TICERITA,

Windows
C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe
C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe
C:\Program Files\VMware\vCenter Server\vmcad\certool.exe

VCENTER INSTALL PATH\bin\service-control

Linux
/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool
£ Linux £ |, service-control S A EELRIEERE,

MR IEW EE MR Platform Services Controller WERBEIEBHITHS , UAER —--server ZEIEE
Platform Services Controller,

EITREEEFRAERER

BNAE R vsphere.local fiEF CAAdmins B#AEMNKE |, TeEETAKZEHM vCenter BEEEIEXE.
administrator@vsphere.local &2 CAAdmins FHAMNKE, BoEERFMEERAEETLEETH.
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WREHIT vCenter Certificate Manager 2N , RA IR REE A administrator@vsphere.local
W, MREBUFHAABANERE , TARREE CLIL WTRRESEETRNER.
dir-cli
AR vsphere.local M CAADmMIns BAMNKE ., BIREIT dir-cli mSH , RAERRE
BAFHEEBRER.

vecs-cli

—BE  ABEHRERFTEAREHENFIE. £ Windows AL , FRERFEREESER
F,ELnx ZABLAIRRERE. FREEFETUASFIERRGHMERE.

MACHINE_SSL_CERT # TRUSTED_ROOTS FHEREZHEFEHNE, REREAEREEEFHE
RELEBEAME) AE BN FERE.

certool

KREBHD W certool MLERAE CAAdDmMIns BHAFHWERE T HEFEM . administrator@vsphere.local
FEAER CAAdmIins FHEAMNKE., MEFEAERTURTHGSNOT

m  genselfcacert
m  initscr

m  getdc

B waltVMDIR

®  wailtVMCA

m  genkey

m  viewcert

BHNEEE BR.EERE ER , 78EE ESXi THMEBE., B LI vSphere Web Client R EZE
R,

% certool AHKE

1T certool --gencert REEEMBEVBILREEGSHE , CLI SXRAREENFAEE. BrLlifHEE
WEER., A --config=<file name> RIEBBTERMAERE (certool.cfg) , RBEDSH LWTRE
&,

AREPHERERN , ARENT :

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering

State = California
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Locality = Palo Alto
IPAddress = 127.0.0.1
Email = email@acme.com

Hostname = server.acme.com

BB ERAETNE , FRUT :

 RARERVED K ARFEEER. NRECEANEAREARE  AFFEEMUEE. &R, #HI%
HONMREBETHRERE  BEM ——config MLHEIEA,

» FAGSHERACEE. S, NREFRVE  FRTHGS

certool --gencert --privkey=private.key --Locality="Mountain View"

EE --Name AR BB BB CN WAL,

s HABRARFERAERE , BH LEWEE <sol_user name>@<domain> , B REEFEFRA
EBHIERTRE , JUAEEERE,

n HAHEES SSL B S AKEEMN FQDN , BA SSL AF RS ERRAMEN I REZEE  RESE
FEAEN CN R, HRMSETUERAZERNS , BEER T (ERAA] 8 , Bl EREER
fE% (DNS B . IP fuit). Am , VMCA EAFEA —E DNSName (£ Hostname {2 H) B
TEERAEMAE. R IPUURHFEAEEE , HEREFE SubAltName H,

--Hostname 2B ARIETR/H SubAltName B DNSName.

certool IRt < SE

certool IRt HELUBEEERIRZEER, BMRNELEH VMCA ZENBENSH. EAREBIEU
RATHMEBRSEEE,

EHZBRT , BASHEREREIES certool 4. B2 B certool e, MEFFEEN , FL2EH
#E VMCA #ERFEMRIREN VMCA £BBHE.

certool --initcsr

EEBREHRBER (CSR), ZMSEL PKCSI0 BERMNAZEER,

By g

--initcsr EEX CSREEE,

--privkey <key file> RERERERNERE.

——pubkey <key file> PHASRERNERE.

--csrfile <csr file> BEXE CARMEN CSR ERNERERE.

-—config <config file> HREREAEARE, ERES certool.cfg,
Bilgn:

certool --initcsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>
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certool --selfca

EVHREENEEIFEABREENIE CA HEZ VMCA AR, FAEEAMHE VMCA ARERE
BRARZ—. BAURAERE=ZFRBEME VMCA [ARES , LUE VMCA AT cA, F2E &
B VMCA A BHRIRERE,

HHTERE I RELERRE , WBEREFHR.

B i p

--selfca EEQ&%%E@E%%%EO

--predate <number_of_minutes> EI%@H%*EE%E’J [ﬁﬁ&ﬂ&ﬁ‘ﬁ%%ﬂ ﬁﬂﬁ%”i;’i;’%ﬁ Eﬁﬂ-*rﬁa‘iZﬁﬁE’ﬂ
BESES., WRBETVHEEEREREETHRA, LRA3
Ko

--config <config file> HERENEREE. ERER certool.cfg,

--server <server> VMCA fAREEHERABRE. kAR , @< A localhost,

filgn:
machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local

certool --rootca

EAREE. BKEERBNALZSB/INEE VMCA, VMCA —EFASHBRBRETEE  AREMGRE
HNAA., ERWE , BUU-RRT—ETRREHERESE  KRRTMETIBERANER.

B i3

--rootca EAR CAKEE.

-—cert <certfile> HRENZERAEME, AREAR certool.cfg,

--privkey <key file> AESRERNER, KRRMER PEM GIHEHER.,

--server <server> VMCA fRIBRERIERA B, KER , <M localhost,
filzn:

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc
EEA vmdir EANERREERE.

b ik
--server <server> VMCA fRIREEMBAERE. &FER , @< £ localhost,
--port <port num> Zﬁﬁﬁﬂ’ﬂﬁﬁﬁ%ﬁﬁi‘so ﬁ%&ﬁkﬁﬁiﬁ 389,
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{51 0

certool --getdc

certool --waitVMDIR

FER, HE VMware BEBRBEEHTR --vait BENBRERA L, BEERALEEMEMRET
FREELTHE , flNEDERARERE,

By R
——wait BESNBRASEY. BRER 3.
--server <server> VMCA fARREEMBRARE . KER , W< A localhost,
--port <port num> BRANBEEERG. EREABEEE 389,
Bilgn:

certool --waitVMDIR --wait 5

certool --waitVMCA

FES, HE VMCA RBEARTREENBRE RS L, BEEALRANEMRETHRERLETFE,
PIINELEBE .

By o
——wait ESHNER EY. BARER 3.
--server <server> VMCA fAfRSEHEBRAERE. &ER , <A localhost,
--port <port num> BRAMNERRRE, EREREREER 389,
filgn:

certool --waitVMCA --selfca

certool --publish-roots
BRHEEHREE. LTSETEEEER.

By R
--server <server> VMCA fRIfRESRRA B, KFER , @< EMA localhost,
Bl

certool --publish-roots
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\

certool BEEMSHE
certool EEMSAEERE . EXEBHEEE  URBREEBEBENEN.

certool --genkey

EERENAFSRIYE. AR, IEABLERESLE VMCA BENER ., BUUAEAZBRMERSIEN
BRARERE.

- b iyt

--genkey EEREBENAHSREIENRE,

--privkey <keyfile> ARSRMERNEE.

——pubkey <keyfile AHSBERNEE,

--server <server> VMCA fRIIRERMEA B, RER , <M localhost,
Bign:

certool --genkey --privkey=<filename> --pubkey=<filename>

certool --gencert
# VMCA fAIRBFEERE. LW <SEREA certool.cfg RIFEHREPHEM.

3] ik

——gencert EEBRRERAENRE.

-—cert <certfile> BEERNERE. WBRLES PEM FEHER,

—-privkey <keyfile> AESHERNER. WERYES PEM FHHER,

-—config <config file> HEERERSTE, ARER certool.cfg,

—-server <server> VMCA fafReEHEAE|. KFER , <A localhost.
fign:

certool --gencert --privkey=<filename> --cert=<filename>

certool --getrootca

DAEUENERFIENE s CA BE., IREBEEREEHHITHTS , F5FER Platform Services
Controller BIZHAIHEEE 2 MRMEEUE CA, WEHEFAIMAREER K MEEFAEABTENAR,

BiE g
--getrootca FIENAR B ATERIRIE,
--server <server> VMCA fRIRESHIRB AR, KkTER , 9SS EFH localhost,
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{51 0

certool --getrootca --server=remoteserver

certool --viewcert
DABEENERSENRETN a8,

B2y

--viewcert

--cert <certfile>

filzn:

certool --viewcert --cert=<filename>

certool --enumcert

i
W BERAENRE.

HEENEREME, FERES certool.cfyg,

FIH VMCA AR ARNIARE. LENFRRRETREI LA REIET HBMEN . FRTHE

B

o b

——enumcert

--filter [all | active]

{510

certool --enumcert --filter=active

certool --status

g
B P B R R T R O BRI

LEERE. BEMARERATHRE, B TEERENT
HARORIA .

IEERBEES VMCA AR , IREBLERCHE. MRBRCHNE , QIS BE: EHE &

B, ZIEN &R EAF].

2

--status
--cert <certfile>

—-—-server <server>

Bign:

certool --status --cert=<filename>

VMware, Inc.

#at
BERBAREEATFNRE,
HEENEASE, ERES certool.cfg,

VMCA fAfRBEHNBAERE. KER , <A localhost,
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certool --genselfcacert

BREARETFNE, ELEERFJINERE. LDSSRE 3 RELRRE  LERKEFR.

B2y

--genselfcacert
--outcert <cert file>
--outprivkey <key file>

--config <config file>

Blgn:

iyt
ELXBRBENBERTE,

BEERNEE, KERLEAR PEM HEHHEN,
AHRESRERNEE. LERMER PEM mEEHEN.

HREENERAERE, ERES certool.cfg,

certool --genselfcert --privkey=<filename> --cert=<filename>

vecs-cli in & 8&

vecs-cli ML ENELEE VMware BEEMNE (VECS) B1TEE, KELHSHE dir-c11 M

certool EEMER , LEBERNERRERERE,

vecs-cli store create

B

——-name <name>

filzn:

vecs-cli store create --name <store>

vecs-cli store delete

g
BREFHENER.

mErBRFRE, SBEEIMEAGALEENBIRTHE.

215

——-name <name>

Bln:

vecs-cli store delete --name <store>

vecs-cli store list

FIHBEENE,
VECS BETHENE.

VMware, Inc.
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#* 3-6. VECS FHIEHE
EHRE

HEEEHY SSL I E (MACHINE_SSL_CERT)

ZEENRERE (TRUSTED_ROOTS)

BRFREREFHE
®  machine

m  vpxd

m  vpxd-extensions
[

vsphere-webclient

vSphere Certificate Manager 2 AR BB EHE
(BACKUP_STORE)

HitbFHE

{5120

vecs-cli store list

VMware, Inc.

i

m A5 ME vSphere BB ER M Proxy BRI LM,

m HEAHRKBBMEE Platform Services Controller Hi%h E
B VMware B #/R# (vmdir) £/

vSphere 6.0 FHFIERISHMEFBEAKES SSL BREHR M

Proxy #1TE. AREREMERY , sx RENEERABEN

Eige, Bt , $9RE Bl vexd) MEEECHEZEER

BB

BEMBZEENREE.

HRESERAEERE  VECSBE—EERE. SEERE

REAERENEIEMERE M , fln , HERET LR

vpxd BEMNEEMEE.

R T RAEF & BB AR EB vCenter Single Sign-On #1TE

. vCenter Single Sign-On EREBEREAEN , BTER

EHMBHEBEE, EARNBEFT , AIERRSTREAEREY

IRE—ZR&EH,

SEEEFENSERRNIBE LN VECS FEETIMERY

REAERBERE !

m  #% . B Component Manager. B[RS R 0T
EH.

T WESBRAREAEREBEMEN SSL BRREEE
B, BERRARTS REREBEARNET SAML Token X
B HERH SSL BRANEMEBETRS SSLER,

B vpxd : vCenter [RIERBE (vpxd) FHREN RS M A
BABEFR, voxd EFEALFREFREFNHERSRER
#EBHE M vCenter Single Sign-On #1TER®

B vpxd-extensions : vCenter IEFHE. & Auto
Deploy BR#. Inventory Service R FBRE M f# R =&
AENEA R

B vsphere-webclient : vSphere Web Client FHE. B8
FE-LHA AR |, Bl KEE EIARES .

4518 Platform Services Controller Ei B th B E#EEHE,

B VMCA (VMware Certificate Manager) AR X BRHE
R, RERHRESHEAER , BELEFR—EULNSE,

Hit R ETREARARIIE. fln , EREREEARS RS
¢ —1{8 SMS FRE. BRIE VMware HEXHEH VMware &
BEXERREEREEEREFNERE , FUBVEEM.

5 vSphere 6.0 FX & CRLS , A , MIBk
TRUSTED_ROOTS_CRLS FHEWRESHRBIEEREHE,
EIMBRE SR TRUSTED_ROOTS_CRLS FHE.,
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vecs-cli store permissions

ﬁ;ﬂﬁﬁﬁ%ﬁﬁ%l‘ﬁo {E}Eﬁ -—-grant EY, --revoke EIEO
EHENEEEZHAEERENAEEFIE K BRERENMFEER. EEEREMEFERELNFERE

R, BERENBHER.

WA LAEA vecs-cli get-permissions --name <store-name> MEFEHEMN BBIRE.

BR

--name <name>
--user <username>
--grant [read|write]

--revoke [read|write]

vecs-cli entry create

g
BREFHENER.

AHREERNEAENE-—BRE.
RELHMR T AR

BEEIMABAER. BEITXE.

£ VECS HEY—EEHE. FALGSHELZSRIABRITHE.

BE

--store <NameOfStore>
--alias <Alias>
--cert <certificate file path>

—--key <key-file-path>

vecs-cli entry list
JIHEEFRERNAEEE.

—--store <NameOfStore>

-—text

vecs-cli entry getcert

i
BRTFHENERE.

BENEARNE. SRENRERESBRLILERE.
BRERNTERRE.

HERBE 2SR TRERRE,
BN

i
BRREEHRENERE.

BTRAEESENEERAE.

& VECS HEUBR . BUNSBREXIBHER  SHETAARERENXF.

BR

--store <NameOfStore>

--alias <Alias>

VMware, Inc.

g
BREFHENER.

BRENAE.
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| g
--output <output file path> ERBREANER,
--text BRAEESENEIRAE.

vecs-cli entry getkey
HWEU#FE VECS €. SN BRREXIHHER , ISHETRAABESENXF,

BE g

--store <NameOfStore> BREEHENERE,
--alias <Alias> ERHBIE .

--output <output file path> ERSRMEANBHESR.
-—text BTRAEESENSRRAE.

vecs-cli entry delete

MERERENERNIEE ., MREMPBR VECS miEE | AISiGEME VECS KA Bk, E—WHHNEEE
WIRBHE. VECS 88 vmdir EEEREE.

B ik
--store <NameOfStore> zﬁ‘i’éﬁ-ﬁiﬁﬂ’ﬂﬁﬁo
--alias <Alias> THRERBRZIEENRIA.

vecs-cli force-refresh

BEIEHEE vecs-cli, BEMBERRE  vecs-cli EEHAMEA vmdir PRRHEN. KHER ,
VECS €88 5 2 R&H:# vindir SEEHBREBIERER. FRLGS TR vmdir SZEVEF VECS,

dir-cli in S 2%

dir-cli 2RABRAAFERE vindir FERI N EFHBASREAE . BYHMEABIRFUREERINE
B, BHAARRE vecs-cli M certool BEFEH , UEBLENEREREE.

dir-cli service create
BUBARRFERE, TEHE=ZFBRARFER.

By M
——name <name> Egﬁmﬁg%ﬁiﬁm%mgﬁo
--cert <cert file> BREERVERL, TR VMCA BN BRERE=FBF.
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5

--login <admin user id>

--password <admin password>

dir-cli service list
S dir-cli MEBENEBRALTRERE.

BE

--login <admin_user_id>

--password <admin_ password>

dir-cli service delete

i

fRFER B administrator@vsphere.local, ZEEEREAKEM
fE R EHEE CAAdmIns vCenter Single Sign-On EF48 A%
HtfEEESER,

EEEEAENER. NRREEER , RRSRTEEE.

i

fkFER B administrator@vsphere.local, ZEE SR EM
fi A& #LE) CAAdDmins vCenter Single Sign-On B4R LR
HeMEESER,

EEEFAENER. NIRRETEER , AAFRTEEE.

MER vmdir FBR A RERE, MBRBRTREAER , 8 vimdir WE—RITERNAMEEEH R

HOLER T A BB RIS .

iR

——name

--login <admin_user_id>

--password <admin password>

dir-cli service update

i3
EMBRNER T REAENERE.

{XFER A administrator@vsphere.local, ZEE SR Hib
fi A& #HLE) CAAdDmins vCenter Single Sign-On B4R LR
HtfEESER.

EEESEAENRR. IRKEERR , RARSETEEE.

EHEEMRARFEHAENEE BREES), BITHTSE , VECSEE S DERREINEE | BHmL
fEF vecs-cli force-refresh BHIBMITEFRFEIE,

B2y
——-name <name>

--cert <cert_file>

--login <admin_user_id>

--password <admin_password>

VMware, Inc.

i
EEHMNERTREAENERE,

ERRARBHNEENER.

kFER B administrator@vsphere.local, ZEEERAEM
fif A& #HEE) CAAdDmins vCenter Single Sign-On B4R LA
HtfEESER.

EEESEAENER. IRREERR , RARSETEEE.
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dir-cli user create

£ vmdir REZ—REAE. WS THAREBERAEZBMNEERD vCenter Single Sign-On ETEE

MEACLRE. EERERAHEERALSGS.

BiR

—-—account <name>
—--user-password <password>
--first-name <name>
--last-name <name>

--login <admin_user_id>

--password <admin password>

dir-cli user delete

MBER vimdir ANIEEFERE .

BE

—-—account <name>

--login <admin_user id>

--password <admin_password>

dir-cli group modify

SERAERFAMBEZRENFA.

By

--name <name>
--add <user or group name>

--login <admin_user_id>

--password <admin password>

dir-cli group list
HIHIEER vdir B4

VMware, Inc.

it
EE UM vCenter Single Sign-On EAEMNEHE.

ERENNREZSR.
ERENEF.
ERENER,

xFER B administrator@vsphere.local, ZEE S8 EM
fi A& #LE) CAAdDmins vCenter Single Sign-On B4R LR
BRI EIE SRR .

EEERAENER. NARREEER , ARFRTEEE.

i
EMIERAY vCenter Single Sign-On ERENEE,

fkFER A administrator@vsphere.local, ZEEEREMEEM
fEF & FH LB CAAdDmMIns vCenter Single Sign-On B#4H LA
HtMEESER,

EEEFAENER. NIRREEER , ARFRTEEE.

3
vmdir HEANEE,
EHRNERERFEANERE.

{XFER A administrator@vsphere.local, ZEE SR Hitb
fif A& #HLE) CAAdDmins vCenter Single Sign-On B4R LR
HtfEESER.

EEESEAENRR. NIRKEERR , RARSETEEE.
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25
——-name <name>

--login <admin user_ id>

--password <admin_password>

dir-cli trustedcert publish
B EERBRFZME vmdir,

B

--cert <file>

--login <admin_ user id>

--password <admin_password>

dir-cli trustedcert unpublish

i

vmdir PEANBEMEE, LEETRERELERERTHE
.

kFER B administrator@vsphere.local, ZEEERHAKEM
A& H L E) CAAdmIns vCenter Single Sign-On B4 L%
Hfh I EE S RER .,

EEEEAENER. IRREERR , RARSRETEEE.

it
BEERNRE,
x7ER B administrator@vsphere.local., ZEIE S8 H A

£ A& HEE CAAdmIns vCenter Single Sign-On B4 L%
ERfh{FIEE S RERR .

EEEEAENER. IRREEEZR , RRSETEEE.

FREREEM B AT vdir PEENBRER. 6, MREEKHEMRBIEHNEE vmdir (BRTAREPHIEH
i BROREH)  FEALSS. BILRENBRES , SRRBMENTCBEANER.

B8

--cert-file <file>
--crl <file>

--login <admin_ user_ id>

--password <admin_password>

dir-cli trustedcert list

JIHAAEEENREREREH BRI,

BB .
B

--login <admin user id>

--password <admin password>

VMware, Inc.

i
ERBRBMHNBEEROBEE

ERIRFE BB CRL ABRMRE, BRIKRER,

kFER B administrator@vsphere.local, ZEEERAEEM
£ A & H 1L E) CAADmiIns vCenter Single Sign-On B4 LU
HtfEESER,

EEEEAENER. NRKEERR , RARSRETEEE.

BEEREBANBEABEFER dir-cli trustedcert get ¥

i3

fRFER B administrator@vsphere.local, ZEEEREAEEM
{5 & FH i 2 CAAdDmins vCenter Single Sign-On &H4E LU
HtfEEEER,

EEEFEAENER. NIRREEER , RRSRTEEE.
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dir-cli trustedcert get

f& vimdir HEEENRER  REKEBABENER,

B2y

--id <cert_ ID>

--outcert <path>
--outcrl <path>

--login <admin_user_id>

--password <admin password>

dir-cli password create

iyt
EREEA BRI, WRBTWERE dir-cl4d

trustedcert list @3 %M,
BRERNBABRE,
CRLERNBARKE., BEIREAM.

XFE R B administrator@vsphere.local, ZEE S8 EM
fi A& #HLE) CAAdDmins vCenter Single Sign-On B4R LR
R EESER,

EEERAENER. NRREEER , ARFRTEEE.

BUNSEBERNERZR. Uan<SAHE=THRIRERAEER.

B

--login <admin_user_id>

--password <admin_password>

dir-cli password reset

i

kTR B administrator@vsphere.local, ZEEERAEM
i A& L E) CAAdDmins vCenter Single Sign-On B4R LUF
HtfEEESER.

EEEEAENER. NRREEEZR , RARSGRETEEE.

AREEEEXRTAENER. NRERFEEESFERE  BREREN , XA dir-cli password

change.

B

——account
--new

--login <admin_user id>

--password <admin_password>

dir-cli password change

i3
AEEBIRHEBNIRFHEE.

EEFERENHER.

RFER A administrator@vsphere.local, ZEEEREMEEM
fEF & FH LR CAAdDmIns vCenter Single Sign-On B#4H LU
HtfEEEER.

EEEEAENER. IRREEER , RESRTEEE.

IREAESEARE. CLARERRFHNERE  TRMELEE. EE8TEM dir-cli

password reset EREMEN.

VMware, Inc.
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5 i

--account REEM,

--current BERF ZERAEN B NER.
--new BRIRE 2 ERAENHER.

£/ vSphere Web Client #18 vCenter B
BT SRR vCenter BRERMES (VMCA) TRANER  SEARDERRSNLEE . REIBHE
B URSERERORE, STUEAEREE CLIATHIEBRER I,

EA AR NER I B S Platform Services Controller BEMf 2 VMCA # T EEMNMEEEESE ., BEEM
2% VMware B #R#E (vmdir) BT EERES.

EHMR vSphere Web Client P EBRER , AGZRREAAFHESRBIREGE. BEEAE VMware
BEEEREEBEER2FEAE (B CAAdmIns vCenter Single Sign-On B#ATHNERE) WEAEZE
MEZE,

BF

1 LA administrator@vsphere.local 8 CAAdmins vCenter Single Sign-On AP B — (U FREN S
2% A vCenter Server,

2 ENEE  R-THE, 6 ARR-TRHALE.
3 R-THE, A AXENERGARERELBRIENEHE.
4 R-TEBRIIER A AZR-TREREERM.
5 R—TERRBRIBEMNBERER,
BE ik
fERPRE BREATERR  SEBENRIBEN. SN [ BRYE | BEreEEiBEE
HERRESE,
BN BEROBHRENEE. HRATELLINEE,
E2 P b BB HAR BE
BE FURIE vCenter BRBREMBHITERITANBREE.

6 EEUSBUE-TETIEERMERIE RESERMAER.
HOEREETNEE. BRE ANENEEL
F|/E vCenter BEZBAEELEHERAE

# vSphere 6.0 Bt , vCenter Server 8B4 VMware Endpoint BEEZEHE (VECS) M ERHE |
S EE B B R BIHA 30 igﬁﬁﬁﬁ%ﬁ-ﬁﬂ%ﬁﬂj%ﬁo T LA A vpxd.cert.threshold ﬁﬂﬁiﬁlﬁﬁiﬁﬁﬂﬂéﬂ

BEENERB.
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—

& A vSphere Web Client,

Z|E vCenter Server 1 , EERNERRSIRBIRE 7 RIER.
B-TERRE 6 2RIGAS  YEHRERE.

# vpxd.cert.threshold R EBSEAMENE , RER—THEE.

Hh W N
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vCenter Single Sign-On XEEFE , ERRCUUHAEFEAERZERE WIEE vSphere T, L5,
PERESAUERERRREL vSphere W1

vSphere X IR vSphere AR ER TN BETR RN RERS], NEIHNEMNERA vCenter Server
ERERNBTEAEEEIENSR,

vCenter Server AFEBERNACHREETRFNIZES, SERIEIRE vCenter Server ¥I4BEE
WEBYHE S EWLEFERAERFAEZYHEEWLERER, 2EETER  BEA/E , Ik
RE.

—FM% , REMEAE administrator@vsphere.local #IREZE A vCenter Server %5, EE K ZEREK

AT A E 1T

1 BEERHMEREMNEAEN S D BBIHFEHILE vCenter Single Sign-On, EZBHFE vCenter
Single Sign-On &2 & Bl RIR .

2 EBERMEBWH BImERKER vCenter Server ) AR BEERERFAERZYE LN A
&, N EREEAZREAENEHAE.

At BHREMREMEAER

(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_8vla7txu/uiConfld/
49694343/)

AEHF T EE

n  BEf# vSphere R RE

m  BEfE vCenter Server RERRIEH
w  FEPRAVPEE X R

n SEERRE

= B vCenter THHRER

n 2EER

» FEAABERER

S ACSNERNREME

. —RIEMENER
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B2 vSphere R IZ#E
£ vSphere HRERFEAERFHENEIES RN AR F vCenter Server R, REHITHI/EME , £
REEEHMRE,

vSphere 6.0 REFMAAHFEEERNEAERFEHMEREER , EHEUTIHARAMITIH, BL
FRAEADERF , T8 , BUUHEFAERRSTR  AFRAEERTREABEFEAENZEER, Bt
Al LA ¥ {E B vCenter Server &%t , AFEABIBIRAIRELEMERENAH vCenter Server R,
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YL EE R RN EEEREE.

» NREAPFARERRHIMAE FREZHEATESTESEREIHMCAEEEERNERE. &
Al BURESTRETHAEREEARS Y CRTAZFAREKRTRHLEAS) PEEISNE
PR

 FERERREYHSE. fl, MREEE-ATHEREBEIER  MES —ETH ERERRE
R, FESEIHER —BEERRF,

n  ERERFIEEIR vCenter Server M8 |, BB N4EE, EEREBEHNERNERAEEEFE vCenter
Server FHIZHER , AR, BEIEBM. vCenter Server :RiE,

n RBEERT  FESERERGENGHRBAGE. ERTRFREAFHESREEPRANNGE
LYt EEERY B R4t EREFE.

» NRFHFEREERAENFRAREZBINHEEP 2 MHNEIE  FERAETIEACKESZRE
HEEEE.

n BEFEAEREFE vCenter Server RGN ER , BRENSFE L SHMEELZIMEE Platform
Services Controller E#8[E vCenter Single Sign-On #8157 Platform Services Controller B Fi G
vCenter Server &%,

—RTEFTER IR

AEZITHEFEHHFAEEPZEANHNER. SUUBRRITIERENERAEENEIAG,

TRILTEZZEERN—RIE TEEREUEAEREF—ERLEENACRYRNEERE
HAE NG  REVARRBEASAZERENBRIAR,

MRELBRITHTEFERERNRT , THRAUTHBERE LR KERT EAFBEERNITR :

» EARARFEEANAERE GINBELEREGEIEZLIRR) , BEEFERERFRENENTHE.E
EZEMER , UARBTHITERNER.
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R4-4. —RIEMENER (&)

T

EERMSR L RRTREER

#

1B vMotion BE E s

RBE (EFNKE) EREE

3%3B Storage vMotion BEE

BER

BERBAES
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ENFHE ARNERTFHE NRARENEFRE LK 1ISO REBREK)
EEHELEREREE SO MENEREFREL !
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n BREHE EERERER
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n BR.BECHEBERNERMSSE
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E)

EENhEHR BEREREEL MRERFRIH. BEEIEREER

&) :

BERSERBSRIEREERER

EENERNTFHE L (MRERRERFHRERR) :

B ERE. AEEM

EEREESE S EREEENRKRL
BR.EECHRBRRRNERMEE
EENBERNEREL
BRFENE.REEM

TEEHRLE

EWAEER N ERERE

EEHNBHEEL
THEEER TN RERS

BEAR

ERER B
REREES

ERMER B
REREES

EREEEES
REES

BEREEEES
REES

EREEEES
REES

BEREEEES
REEE

ERFHRERA
EREEE

BEREBREES
REES

ERFRERA
EREEE

Ul
il

H

R
i
il

172



R ESXi £

ESXi Hypervisor RBAEFZAER2MINE , M CPU Rt . CREEREBNEERE. SUUREHM

e MEEEN BRRAEESFRE  UEREBNZ 24,

ESXi TR ZH ABRE, EUUREFTEAHEANE L REFBUEELRE | B RIEZXR Y RBEMERE

EBREFEHRE. F/8 ESXi $#HEER |, RS ESXi Shell WiFEE , BRE—SETTLZSNEBIE. #

vSphere 6.0 B%A , ESXi MM ABEZER LR, KTER , FAH VMware BRRE#E (VMCA) &
ENRIMEIE,

MEEM ESXi T2 MNEME |, F2E VMware AR ZE (VMware vSphere Hypervisor Z&M4 ) .

AEEHWTIER :

FERESHEEIRERRTE
MAEHREERE ESXi TH

ESXi —RZ2ER

ESXi EHAERREE
ERREMRERAT I

A ESXi FEIRER

5/ Active Directory B ESXi Ef#&
£/ vSphere Authentication Proxy
ESXi Z2 M &REME

REAN ESXi WEERRF

ESXi SSH £1#

£/ ESXi Shell

&3 ESXi Web AR E

vSphere Auto Deploy Z2 &
B ESXi iLiAE
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FEHIESTEEETHARRKTE

EEEZEETHMNEES | B vSphere Web Client BB #MLL | FRESEEEIHKEWRERE K EL
FEERIEED,

vSphere B2 AR EIHEBNZEESIERS. NESTEANERNRFTRT , 28 (vSphere <%
A ) F (vSphere API/SDK BAXH) . MEEBESHAETENHMIET , 528 VMware #t
B, (vSphere BEE8) RPAXHEHNMBWMASEA vSphere Web Client ETEHE

vSphere PowerCLI

VMware vSphere PowerCLI| 2 vSphere API B Windows PowerShell /M., vSphere PowerCLI
B ANEE vSphere JTHH PowerShell cmdlet.

vSphere PowerCLI B FAREEMEE{LH 200 ZE cmdlet, EHIESBEMNRERERE, #F2
B (vSphere PowerCLI REAXH) .

vSphere Command-Line Interface (vCLI)

VCLI BERARER ESXi TRANEREBAIGT SR, ZRERXHIT Windows T Linux RHEUARE
% ESXCLI @<, vicfg- <M —AHM vCLI < , B A% % vSphere SDK for Perl, H2H
{vSphere Command-Line Interface BEAXH) .

B vSphere 6.0 # , A LAMFEMA vCloud Suite SDK WE A —EIESIENE , 20 vCloud Suite SDK for
Python,

BF

1 BIUBERFHERNBEIAR,

Pl ZEREVEA-HAERIHNER  BERFEEEHKER. REEIRRNERNAE, WIRA
BERESHREREN , AIUEY BT THNEFERNAS,

2 1% vSphere Web Client , B RIIRFE , Y AR KRBT AR,
MEELEFEHRETHNFIESIEERS , ITARYHEETAERAFRENZEBETAR.
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3 BREARMT2BREIBIMNESH , LRTELESH
Bl BALERRO TS ABESIRETHRNRELHRNER

EE #2

VvCLI (ESXCLI) esxcli <conn options> system settings advanced get /
UserVars/ESXiShellTimeOut
esxcli --formatter=csv --format-param=fields="Path, Int
Value"
system settings advanced list | grep /UserVars/
ESXiShellTimeOut

PowerCLI #List UserVars.ESXiShelllInteractiveTimeOut for each host

Get-VMHost | Select Name,
@{N="UserVars.ESXiShellInteractiveTimeOut";E={$

| Get-AdvancedSetting -Name

UserVars.ESXiShellInteractiveTimeOut

| Select -ExpandProperty Value}}

# Set UserVars.ESXiShellTimeOut to 900 on all hosts

Get-VMHost

| Foreach { Get-AdvancedSetting -Entity $_-Name

UserVars.ESXiShellInteractiveTimeOut | Set-

AdvancedSetting -Value 900 }

4 HEAEREYP  BUESTREFRERNAE  AREBEERTHIFESELIADNER RS, RERT
BRIk S HE T RN ERRRTESH

5 BRANTHSERNBERMERE.

R FHEERERTE ESXi E#
THETEREUEEBESX THREEEALE  FIHEBHEBELHARRTE., MR TEEEEIEH EH#
HENTZER , BRECER. E7E. fKE,

EA LA vSphere Web Client A2Z X HREFIHRTERE K REE TR EEERAZHLAZSE KRS
MHOFEIH, ChANFERTHRERREE IR N THARSE B2 (vSphere THRTER)
SREA S A,

UL ERREEMNERR , ASHERZESETHMAEEH.
BF

1 ESETIHNRE  REBLTHREE.

2 BREEMINEIHIESE.

3 KBETIMNIMREEERZHMIHIRSR.
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ESXi —MREZ2ES

EFERR ESX THEIIAZSERNAGNTESER , VMware YL ES2 8 . RENEFE@MBES, T
DRBAEERMHUERS ., ZEHNERE K FEEESEENBREFEFEEN T 2ANEMZE2HE
B, TARERERBUNESFTHNESE

NEZ ML

ARG |, THMERERE TR :

m  {XFER , ESXi Shell M SSH ERERAREE.

w RER , ERREE N ARERRERFERBORE ., 207 L8 7 5 R4 E AR5 A8 BA R A H b Bh N A=
BE,

» ESXi EMTEEHNEMLENRE. BUMRHI AT ESXi FIFERNIIEE.

n AR, TAERE UFEARYEIRETEEFE HERBARE., NRFTEELMRY  AXEA
EMRRMEENERE,

s RTER , BEAENESR , XEBSSLAEXREAFRENEN., ARGEREZZNREEE AR
R SSL RIBE., B ESXi LHTERERE | i$EHE RSA INEM PKCS#1 SHA-256 AEHEEEE
%

m ESXi ERAZEFEH Tomcat Web RIS E Web Client #1T17H., Tomcat Web RIEEBIEX
% , BHIT Web Client ETEBEMEIZEMNIIGE. Al , ESXi AR BEEEFEZNERAPIRE
B Tomcat ZE&HERIRE,

= VMware #EZMAARERE ESXi ZENZE2HER  URRLZEHEHENX WRTEE).

n RZEZEWFTP M Telnet ZEN T L 2R , W B ELRKVBZEFERAENRBRME. AR
SSH M SFTP 2 BB AREMNREZNER , Bt , FRAEHAEETRZE2NRYE , UXBEFARS
WERAER, Bl , R SSH BEFER , MEXEMEA Telnet , BEARE SSL W Telnet RIFEUE
BF5E,

WRAEEATREWMY , AEATHEET ZONRERE , T UBBERARERE X EE
LR

Hit Z 215

METRESMNEEN | HEEUTES,

AR

MR ERERMAE Direct Console AZENE (DCUI). ESXi Shell 2 SSH HIfFEL , R &IITRE
WERZ2MERE,

ESXi Shell EEH T E LR N EFEEE, RAZESENMERAEIRM ESXi Shell B AFEE,

TERFHZEENEH

f#F vSphere Web Client REHE 2 vCenter Server BEH ESXi T#, EF2EB vSphere Client E
BEERZEENIH  BFRERIHMMN DCUI S EIEE K,
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MREFERESHINESR API BETH  F2EBEHTEH. MIEEEEETHM vCenter Server
A REBIETEEHER,
{88 vSphere Client & VMware CLI & API BB ESXi 1

£/ vSphere Client, & —1{@ VMware CLI 5 AP| B &M ESXi T#, EAH 7T REBHE S LIBEME
FAE&E 5 D% DCUI 5 ESXi Shell ZELE#, MRIEREMEA ESXi Shell , BRFIEEEFEENIRSI
REBRE,

EFEH VMware FRUAFAK ESXi TTH.

IRITEEE=FEMARIEEENARLAITHIE. VMware TXER VMware SRS
EMEMARRARELEN. NREAREE —BARENTHRATIEHER , THSLEREENEHN
ZEMHINEE, EHREE=SHEMUN VMware FBE  IERE2HER,

# BERUTNEMN VMware ZE2MERE © http://www.vmware.com/security/,

ESXi ZiERIRFHEE

HRESXi H  BULEFAFTEHEEERERNEE. BULUEH security. PasswordQualityControl
EREERGELERERFUERERIATEAEREN,

ESXi £/ Linux PAM #&# pam passwdgc ETEBERMEZES . F2H pan passwdgc WFME B
fREEAER .

B 8 ESXi BB FERER , THBHFRATEBE., BAILUEA
Security.PasswordQualityControl ﬁﬁﬁﬁlﬁﬁﬁﬁﬁﬁﬁ%ﬁ%ﬁmﬂo
ESXi 5

ESXi B4R BHEFESER , FHEM Direct Console ERAZENE . ESXi Shell. SSH = vSphere
Client BT, KER A BEUZBRABEUATNEZINAS . NEFR. ABFH . BFNEKT
7T (MRS HTR)

B8 TEFHENAEEAFTAGANETERNE. SBARNEFRHAERAN T TERE,
REFEESTHTHARIY FHFA,

ESXi 2% &5 51

THEAERANBBRR T BERE WREREUNTARERE).

retry=3 min=disabled,disabled,disabled, 7,7

FRILRER K BARIIZEEECER , AFAFFERAEE IMEFAEINZBRERRE. =8
ROUEF TEINEZREELEF T, EF2E pan passwdgc NWFMEBRBRFMAEN.
FRELRER , AFFEATIRE,

m  xQaTEhb! : BEN\EFT , H=EFTHMK.
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s XQaT3#A : BELEFT , HEEFTAK.

THEAERANBBIEFESER,

»  Xgat3hi : MABFRHE , BERFAENBERLEME. BROBEEZEBEINFT.
» xQaTEh2 : UBFHER , BERFTERBERLIME. BOEE=ZBERNF T,

ESXi B ZS

BRTHER  SHUUERERSE  TREERERERAEFR. BULUEBMEM vSphere Web Client B9
Security.PasswordQualityControl EMRIRIERSE W AREREMERE.

Pl BAKZBREAREATIAR.

retry=3 min=disabled,disabled,16,7,7

HEHAFERZED 16 BF R 3 BFE CAEED R NEREER,
EERFBPNAZERE /ctc/pamd/passwd BR , BEERRMAFSHEN., HXAH
Security.PasswordQualityControl ﬁﬂ%}%lﬁo

B FRRETHRF

BT LUEBMER ESXi E#EM security.PasswordQualityControl HEFKRIERES FH R IBNERZIBN
FERPRE, 2B (vCenter Server MEHERE ) RMANXHRFERERTE ESXi ERBRENWE.

BRI BEHER , SINERED 5 BAFcBERLSUEF , TR :
retry=3 min=disabled,disabled,15,7,7 passphrase=4

B2 M pam passwdgc WFMEUBRBAFAEN.
ot XIEFTEHEM pam passwdge BIBASHELBAR. EREEREBRER , BTHARE.

ESXi (RF#HEITA

# vSphere 6.0 %A , X#EEB SSH M vSphere Web Services SDK ZHEURF$HE . Direct Console
JME (DCUI) M ESXi Shell X EIRF#HE ., AR , REZTAEALAKRE , RFNEHE. KER , &
FeEmoERRRERE.

REBAITA

B LAERAULTERBEBERRE ESXi TN BATAH :

m  Security.AccountLockFailures, {Eﬁl%mﬁfﬁﬁﬁiﬁﬁﬂ’ﬂ %%ﬁ’ék?&ﬁ&)ﬂﬁtﬁﬁo %ﬁ%g%{%ﬁ] 'P'EF
#HE,

B Security.AccountUnlockTime, FREREENIDE.

%28 (vCenter Server MIEH#EIE) R\ XHEBRERRT ESX ERERBENEN.
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ESXi e MESR
[REE R AEHRREESX BENZE2ZHEE., TANRBEEFTRANFEEENRREER.

B ESXi FMEAZEMRE. ¢rHESERKREAEENR2ER , Y RESEEARIMNINENRE. 5
m , #®{R vSphere vMotion METEBEREI[R A ENFAKETER. RETHLEER. ERBERRA ,
EEMRREARE.

m  VvSphere EREZ BRI AR VMware vSphere vMotion® . VMware vSphere Fault Tolerance

REESYE. RTERELARNBENE  STERMELAR  LEBERTEEARFHENE
—BRSINRRAEESLHR.

n EER@EREAFRRE. WLINME (CL) R API REURE=ZFHBREE - RREMRE. REEit
A5, SENZ2EESFIULAR. EAKEBIRNERELAMRE (VPN) Z2FIMEEMRK. Eit
MEABRENHESEXHEE RN FE.

« ERBSERRTNRCE-RS BN, EUSUEBEMER RO LR R E 5 X
BT SRR ERR RO R, BARTERERME—BEH  BARRMBE vSphere AR
R T,

FRZEEYHEER (MOB)

ZEBMHRBERREMRTRABRE VMkernel WHEFHAE X, BR , HRETUEAZEEYHRER
SETHAR  AERBESERALMTANTERNEARSENDE. SITEEVHABRERARNEE
YHRREELEERETER,

ft vSphere 6.0 Bita , MOB ER AR ERME, EHRELTE , HINRAKTENERER , SLARE
A MOB,

BrF

1 % vSphere Web Client FEREH , RAKFTEMRERE.

2 M Config.HostAgent.plugins.solo.enableMob HI{E , AEBEEESFTZE.,
FEEREB ESXi Shell £/ vim-cmd,

ERRHE (SSH) iR

ERRETR , CUUEERERERINERT , EB SSH BAY ESXi TRNEFN. FERSEHE
2 BTEANEAECRARESRENES.

MREBEFEAENOFESBUREBR LR /etc/ssh/keys-root/authorized keys BERH , BIGH
RAZEENERE. AHZEENEREAEETREBBNERL T EIRER.

EF

o HRBEEZX, FERESXi TH LM SSH.

o BIEEREMAT SSH , HEEEHE /etc/ssh/keys-root/authorized keys BEMNAR , BERXK
ARFEAEABEERETEERINE R T FEEM,
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o EIE /etc/ssh/keys-root/authorized keys BE , BEHEABAZE BREEM SSH IR
BZERT,

o MWMRHBBE /etc/ssh/keys-root/authorized keys BRARE , BEBRAE LS.

mR

FREBRESRNERFTH  THERFICETRUERBEAZENELT  EEH EBHATHSH
REH. Bl EEELEEIAITHRNERESRH.

ESXi FTHHN EREE

£ vSphere 6.0 REHIAF , VMware Certificate Authority (VMCA) A EHE BB E (VMCA R
HMARBRREMRE) ROEESEFHMN ESXi TH, ETHBABIIEZE vCenter Server , SEZERARE
ESXi 6.0 REFIRAWBREPIILE , EITHE.

T LA3ER vSphere Web Client &£ vSphere Web Services SDK H# vim.CertificateManager
AP| RN EEELB/E, BEZEBANEE vCenter Server BENBREE CLI KR NEE
ESXi B,

vSphere 5.5 # vSphere 6.0 FH) &

ESXi Ml vCenter Server B , @45 SSL AREFREEERE.

# vSphere 5.5 RERIRAF , EEBERAELRE. EBNEANAESRRFRE SSL RMNEE, £AET
UEHENEREERIFNNAECHERE. F2H vSphere 5.5 AL

£ vSphere 6.0 RE#HIRAH |, vCenter Server X8 ESXi TH#MW THIRZER .
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R 5-1. ESXi TH#ABHER

BEERX L
VMware Certificate Authority (FE38) R VMCA B BTEE CA N CA A ESXi £4# | Al
fEALER,

IR , VMCA EEFABEME ESXi .

EUERXT |, BALUEB vSphere Web Client EHEEMNE
B BREERE EEEFERAAS=S CAEENETRE , BEALER,

EREXT , ZEEEERFE. B/EEB vSphere Web Client

ENEBENEHRE,

BT RIELSERERNBELAGTRERELKE  TH
VMCA WA BRI RE , il , BETE vSphere Web
Client FEENEHEF.

BHES vSphere 5.5 EAMRIBAER , tbkEX I vSphere 6.0 Z
#ERENTNREM, FERXS , vCenter Server 8BER
FRABEERER , EFrERERBNENE. BERECE
HATR AT,
MRESFEAEMMEE KBRS EMRANEE , SABE2IER
WHERX, EESERT |, vCenter 6.0 REFTIRAKH F LR T
REEAEEEE.

B

& vSphere 6.0 Bith , BATLLTE vSphere Web Client F#1EH VMCA E=H CA B2 BENEFE
FIHAMERAE RN . BRI BARIR vCenter Server B 2 FTE T HMRE B EMMWEN . w0 RBEE A B EI AR
BONSEA), IESIREEER. NERRFERDNSAGRE DR 2EA), AISSIBLEER.

ESXi #fiZZH VMCA

EERTHEE ESXi THBAKE K ZETH-—FRSEEBELENRR. SEMITIEZE vCenter Server
&% 2FHHBA VMCA EEMAIR CANBERETHE.

W FELAER Auto Deploy 2N E#, B2 K AREEFTRI RREEEMANRE , Bt , EXBRH
B Auto Deploy AIREBEBREFEAKBEEHRESR ., REMME ESXI THIF K SERFHZERE. Auto
Deploy fARESREMABRA LB R EEH I —ZB5

R VMCA 7 Auto Deploy T EXBE#IEATH  AIZTHSELEHER  REEANBBRNEFHHR
HBHREES  HE2 VMCA S AT BT HENZERECEERRETMHE,
FHEREN P IUBE

£ vSphere 6.0 REFMAF , THERD IP Uit B E A gEF FE vCenter Server BB ERBERA
B, BEBIIZZE vCenter Server WAXBHERBZFEFINA. FEINAREEHNESREIH
FHE vCenter Server BRRABEIXIIE,
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R5-2. THERH IP UUBEMRZFTEFHNA
ERTHARNAETHEIES vCenter

Server... THEESE IP {5
FHER vCenter Server B#EEE, EEFHN TEENA,
Ao
IP {3k TEENA, vCenter Server E&EE, EEFHN
Ao

m ESXi BEER
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_vkuyp3rf/uiConfld/
49694343/)

FHARNBE

WMREA ESXi THFARE ESXi 6.0 EFHMA , AREFEHEREZBNERRENA VMCA HENE
&, ZEFEAEETER , IFEERRCBPEERbBLL,

BENARTERZIORRN B AIKNRE.
EREASE MR EH
MREHEMBAERELEE  IEARBED , cEEBEEIR VMCA BE.

#a FEEFER VMCA BREMBEREM, Y EAHRET ESXi 6.0 HEH A,

EAETBRMRAEH
MRENETHERABIBRR BERE=N CARENESR) 2, AELBIRSRETRML. BBR
BXEEL [BF]], BRELBETSRIINEIIA,

g NREHNRBER VMCA EXT , L B&EHKE vSphere Web Client EXEEEH , AIEARE
BRHSEIRE VMCA HENEE.
% , vCenter Server 2E 128 E | W vSphere Web Client PERZENBRINHEFEA.

MBREFHEEMHARE vSphere 6.0 REHFHMRA , AIFTHSERBEBEFIAFERANER , IFEZEIHRIE
AER VMCA BEK vCenter Server Rtttk

H Auto Deploy #iiEM =M EIRLL ESXi 6.0 HBEBAKE | 5 —EBERHIEH. ELAEAH Auto
Deploy fiE2H E#RE , Auto Deploy RIIREEREHEZEMEEBREHZEER (CSR) UKHEHRERLE
VMCA, VMCA 52T MHFEFCEBMNE/E. E Auto Deploy fAREEMEB T HEF , ©EH VMCA FEEL
BE, UHEHAAGERSF.

BRI LB Auto Deploy EEH T B,
ESXi BB FARRE

E vCenter Server #£ ESXi XM BERBHREBER (CSR) B , EFEAERRE., AZHAERBEEANTZ
B, EATNEBENSEMEE,
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FEESFASBRMNEBEEN., TUUER vSphere Web Client RBEFZERRE. H2H BERBER

RE.
& 5-3.CSR®RE
8

Ex PN
SWEE
BREEREE

—REHE

Bx/# &
EFE it
L& (™)
MEEMEE
HEEE

B/ M
BREARRE.

BRIABVERAE. MREE
RS {E , vCenter Server 5| 4T
BER,

vCenter Server BEA M EREN
WA,

BERIABNERERE, MREE
FRSR{E , vCenter Server 5|%=E
#.

vCenter Server EERRHAER
LFEBRRBEERENER., BEI
BRAUEARBEREBRIERE.
ESH TRARNBE.

HmRE

2048
RSA
sha256WithRSAENcryption

ETHNER , MREREERERE

Fi = vCenter Server,

EHEE 1P ik, IR EHMK P {2
HH I E vCenter Server,

USA
vmca@vmware.com
Palo Alto

VMware T2
VMware

nFIREE B

1825

30 X

5X

240 X

FERMEA vmca
WA LIEEEAR B . FHSE &
EREEN,

MR Z{E ESXi TN BRERNHE

EREE
I
A
A

TER

vpxd.certmgmt.certs.cn.country
vpxd.certmgmt.certs.cn.email
vpxd.certmgmt.certs.cn.localityName
vpxd.certmgmt.certs.cn.organizationalUnitName
vpxd.certmgmt.certs.cn.organizationName
vpxd.certmgmt.certs.cn.state
vpxd.certmgmt.certs.cn.daysValid

vpxd.certmgmt.certs.cn.hardThreshold

vpxd.certmgmt.certs.cn.pollintervalDays

vpxd.certmgmt.certs.cn.softThreshold

vpxd.certmgmt.mode

MBFEHANR ESXi 6.0 REHIMA , BIALARIEZ vCenter Server ZABEENFIE T MO BEMRE, B
TARTRLHERSEEMEBENZRE,

BT LATE vSphere Web Client R #E A VMCA X REA BTER 2 TN BRREEN ., BEER
BRERESERNTHEENBREREEN,
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BF
1 £ vSphere Web Client &4 B s E A BIE R 4,
AR , TRBETATTEREBRMRE,
2 E[EBIWMULER-TEEAR  ARENET/ BEERT.
3 ENBEANHE  R-THE , RZODAGABD NEXE).
ERRINE K ZASETRBEEA.

MEREEHITIBE vCenter Server , REEHPEESREZEHNES , WHMKES [BEH). KRR
HA1. [EPASZIHA] = [ BDRIHA] |, Bl vCenter Server EEHBE ., R BEAEXRHLANEA |, Bk

A RORH]; mRERPLRAMER , ARES (Y] IRERPLR—EA , ARESR
[SZEDEIHA].

4 (EREN BUHERHMERT  UEERZEINLHREBNAR.

RESR
EHEEEMNBE. F2R ENREHEE ESXi BE.

BRE— ESXi THHN BEFAER
HRER VMCA B = BT ESXi 6.0 REHMRAHER | AJLLHE vSphere Web Client 818 & =&
FHER., BENHBEEREMEETRRER.
BF
1 1E vSphere Web Client 4 B &P BB 2 =4,
2 BR-—TEERSIER K ARE-TRE.
3 EBER#K  ARR-TER.
FBALMETIER, HWERAERE - FHEEDRE.

L. i) i

E3- | BREELEHEERANER,
ERE BRENERE,

BRWE EERENAH.

VMware, Inc. 184



vSphere &£ 1

W i
AREE BRI A,
R BRHORE , ATHEPZ—.

R¥F
—RIEE.

2k
BREASEA.

BN 2158
BEKE 8 BMARIE (ER).

BN %
BREEE 2 EAREH ER).

XL

EHSREHEE ESXi BFE

R VMCA B EIBIRI ESXi T (6.0 REHMA) , LA LA vSphere Web Client E#ELRE
AT LA EE vCenter Server tHEEERY TRUSTED _ROOTS FHEEHEEFMERE.

MABRDEIE  IFERHRREFRATBRMGREINE  ATUENREHNEE. NRBRCIH
RIAAPEERELR  REREHMER.

TR, BRAS TR ZFME S NEIELRE , vCenter Server EEFRER [EEIH]. [ZENRIH]
= (BN EIH0] M EHBRE .
BF
1 1£ vSphere Web Client 41 B & BB 2 F#
2 BR-TEEZRSIER , RER-TRE.
3 EBEINRK  REER-TEBE.
FBAUBREETEIR I BRNFAEA.
4 B-TEHREHEE CABHE.

3] gl

3 £ VMCA BEHENE2HNCEBER,

ENEHE CABR # TRUSTED_ROOTS FHE (A vCenter Server VECS FHES) FHIFIER
R iE=
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DERERRRE

FHEFEZ) vCenter Server R&iRF | vCenter Server 82T HHNBHEEHXEER (CSR) EX % VMCA,
BT LATE vSphere Web Client F{# ] vCenter Server EEREREE CSR PRI FELTERRE.

BEAREBNARBIERE. NEHRRENTREE , F2H ESXi BRENEARRE., BLBFRLER
RIE.

BF

1 7E vSphere Web Client |, EEUEE E#H vCenter Server &%t.

R-TEBRSIER K RER-TRE.

B-TERRE A ARERE-THRBE.

£ [EFE2R] FRH , WA certmgmt UERTRBREEZH,

5 SFERAESENENERLARRE  REZ-—TERE,

T—IRFEBEME| vCenter Server B |, FFRES AR vCenter Server X ZE VMCA B CSR U K8
TRAR EHAVERE

Hh W N

BIEBSE
HERTHEERNEFESEHNEE, MRLEBECDH vCenter Server ZAEEWN EHEE , oLl

BiEm REEMERIH.

BRAE SRR U1

£ vSphere 6.0 Bt , ESXi THIERSMHE VMCA RHAEE ., B LIRA B BREER | SEAER
(AREHEEW), RZEERT , BXREEHEY , BEZHT. WREREFTEEXNYER A FERB
BIMBEBENTE,

£ vSphere 6.0 REHIAF , vCenter Server 18 ESXi TH#M TIIRHER,

& 5-4. ESXi T BEEN

BREERX ELl

VMware Certificate Authority (FE3&) kTR , VMware Certificate Authority FI4E ESXi T#BHM
CA. kT8 , VMCA B1R CA , BAHRERHM CA WiE
M CA, EHERT , EHEA#H vSphere Web Client B
#., VMCA ATEBRRFHLEREA.

BRI REBEERE REEZSTHHEREFEELACHIINDRERERE, EIER
T HEFEEEEERH , B% % vSphere Web Client B
B,

BHE vSphere 5.5 EAMNRELHER , LER{IL vSphere 6.0 Z

HERENERRESR. RIESEAEMMEEREEBREERER
WEE, SAIBE2ERAEER. EESERXT , vCenter6.0 &
B HTRRAS B LE IR T W e MR SA E EEAE,
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EA BE] ESXi BE

WMRAFRVEREER VMCA BUIMIIR CA |, BANEFARBERRREFINRBIEN, BBV ITHE
BT AR,

1 IBEEECERANEE.

2 B—RSEETHEREBEN , WAEHEE vCenter Server REIELR,
3 B CA MRBEHEE VECS,

4 FHEF CABENBINESHIH K RBEZTHLENBBRE.

5 %A (AR CAl EX, BF2REBERFEEN.

6 M—RSEEHWERE vCenter Server R,

£ B5] CA BRI A VMCA #E

MREERMEABE CARBR , WHERBERER VMCA EBEEE , AIEFARSEHNTER YR, 2
BEHNITERBOTRAR.

1 ## vCenter Server RZEBBRATE T H.

2 7 vCenter Server &# L |, §& VECS BERE=% CA HRERE.
3 9K VMCA BX, F2REBEREEN.

4 FEEHITIEE vCenter Server &£,

i RN EMEM TAEREIRSEREERBNTA,

RE FHARHAE A R AR R &

MRMER VMCA BREBEIME | AITHELAR VMCA BRBRAEMER. HEQEXT |, vCenter
Server AEEEREBRETFEURRBTERER(L , ITEREBRETEN. OBET , H2H2
ERFEN,

e AR ]A VMCA R

MREERESRR , WABFRKER VMCA BHENEE  ARIFEFSEET-LRE. EBNITHER
BUTHR,

1 % vCenter Server ZEBHRATAETH,
2 YIRA VMCA BERER. F2HEZEREEX.
3 IR vCenter Server &&t,

R RN E MRS TAEREIRESERRERBNTA,

#® 87 CA BX YR AEELER

MREHEMFABE CAERNRFBIMBE K FEZEERYEAENES. NREKBEERIZIEXNFNER
1T, VR ITESSIERTR., ERXIRE , vCenter Server ZFEEEHREBRENER , MAERERE
RENEMHE,
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RESEX RS ER] CA X

MREERGHBRPBEREREAELER | YABERKEABR CARR | XAXRELERFNER
&, RN TERBOTR.

1 f£ vCenter Server & BBRTE TH.

2 £ vCenter Server Z#& L |, #BE] CA RBHEHILE VECS LK TRUSTED_ROOTS #HE. #HZ
B E I vCenter Server TRUSTED_ROOTS FHE (HE]BH).

3 SHHEE0 ESXi EH

a MEEFT CABRENER.

b EFAEEH LR,
4 P|ABRTERX, F2RSERRENX.
5 #EBIILE vCenter Server &,

ERZHEEBERT , A VMCA MZRIEFHN ESXi TREFEHRAE., MRATRAERFRASTER
CAMBEIRE , BALURE vCenter Server #EEEE | LUEFHISELEHEERERER VMCA
BRATETHE. RE K CESEERETRNESE.

EALAE A vCenter Server ERERE , MBBEREMARAREFT CA BN, BEARIERERERE.
BF

1 EHEEIHEK vCenter Server , RER—TRE.

2 BR-TERRE A6 ARRR-THE.

3 f£ [EFERER) AP, I certmgmt UEEREREESR.

4 MREBITEEHEBECHERE |, B voxd.certmgmt.mode WESE A B , REGEERFERIBLE
X, IBFAEN , ARER—TEE,

5 E#HEKE vCenter Server BR%.

X ESXi SSL BREM 4R
BRARNEZ2MRATREEREESSTH LIGTER ESXi SSL BRI AE=H CA EENTE.

kTR , vSphere THEREZRBREPEIN VMCA HEENBRNEH. MRSIMIKRT VMCA 2
KB |, M HE vCenter Server RGHBRIM K REBEHMFEZ IR, BEHITEHEF  vCenter
Server 8t VMCA BEH BRRACAZBEMETH.

#& VMCA ZEN BRI ABAZEEN CA (BX CA A CA) ZENER WRAARAUFTE).
TR BEEE vSphere 5.5 BEHURHERNE. SAUERAZESAEARBERRAZEENEE.

5 7£ vSphere Web Services SDK # |, &t A[LAE A vim.CertificateManager M
vim.host.CertificateManager 2 BEYH. 2B vSphere Web Services SDK A X 4.
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MRBE2E , BUNBEEEEIHEM vCenter Server &% L |, EH VECS 9 TRUSTED_ROOTS i
& , LARE{R vCenter Server M ESXi T#EHEEBE.

m ESXi RREEBERNEKR
MREFHAE=G CAEEBENEE (WVWMCA BATEREKESRE B BRI REKE) , X HER CA E
RIBHEBER (CSR),

»  HX ESXi Shell PR TERBRMNSH

AT AR ESXi Shell HEYFERR VMCA 8 ESXi B
£ vifs TSEMRBERBENSH

ALAERA vifs mLEATERN VMCA #EH ESXi BE.
s A HTTPS PUT R TERREH

AUEASE=FEARRLERENSE. XEHTTPS PUT EENERRE ESXi 281 HTTPS
NHEERER,

m  E# vCenter Server TRUSTED_ROOTS ZHE (BHiIBH)
R ESXi TMREAEA B EE , AIXBEEHEEITH 2 vCenter Server & LW

TRUSTED ROOTS FHE.

ESXi BREHRBERMNWER

MREFHE=F CABBHNER (VMCA BATERERBREBT BRRERS) , XED CABER

FHEBEKR (CSR),

FRAEETY4%M CSR :

m 2048 T

m  PKCSI1

» EERAFER

s EXRVBEBREREERAE BRRS

m  CN (M SubjectAltName) 58 & ESXi E#4E vCenter Server ¥ B SPFIEENTHERE & P
i),

B, ESXi Shell FVFERR BEN 8

&) LLEX, ESXi Shell FHITEER VMCA 28 ESXi B,

BRRM

» HEMAFE=FCARERE A FELABRER K KHEXZREREME K RRESHS ESXi EHLE
REBE.

n MRZFE | A vSphere Web Client BUA ESXi Shell i A SSH RE ., MERMAY ESXi Shell B9
FEHEEERN , 528 (vSphere 2214 ) HMRY.
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» FIANERERTEGERSEBRE HTTPS TERBEST. ARNBIEIERBNEAESXEETH
LHEEEM R ERRERR. NREBACEKERNEBENR , 528 (vSphere Z21) H
H’i%o

EF
1 LEEEEERENFEAESDE A ESXiShell , AJHIER DCUI & A , BAT## SSH AFBE A,
2 1EB& /etc/vmware/ssl B, FRAUTHSEFHRRERE.

mv rui.crt orig.rui.crt

mv rui.key orig.rui.key

3 BEEANBEERE /etc/vmware/ssl,

4 BHBENEBREHFGER rui.cre M rui.key.

5 REHNBIZAEHMBEMK.
RE , DAL EHEREERN . THHRE. FA Direct Console EAENE (DCUI) EXRAE
EEREREN , REBTHRITEREREBES,

BESR

E# vCenter Server TRUSTED_ROOTS FHE. #2B8 E# vCenter Server TRUSTED_ROOTS #

HE (BRI BH).

£/ vifs I TR ARBEN TR

ALAERA vifs mLEATERN VMCA #EH ESXi BE.

BEFRA

« EEBEASSHCABEER  BELBEER  SEERXEERBEME  ARESS ESX XKL
BEE.

n WMRFE | A% vSphere Web Client Bt ESXi Shell St A SSH #E. MERAY ESXi Shell #
FHMMEBEN , 528 (vSphere 221 ) HRY .

» FFANERERNEMGERSEBRE HTTPS TERRET. ARBRETEMBRNEAESLRETH
IHEEEHMREERREER. NFEBACEKERNEBENR , F2H8 (vSphere Z21E) H
¥

1 HBOREBHE.

2 REBAREEMUNETREERIRER.

3 MREHEBUBE , ALUEA vifs WIBEBIHM SSH EGHBRLEI TR ENEEVE.
vifs --server hostname --username username —-put rui.crt /host/ssl cert

vifs --server hostname --username username --put rui.key /host/ssl key
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4 EBENRBBEH.

BIEBLSE

¥ % vCenter Server TRUSTED_ROOTS FHE. &2/ F# vCenter Server TRUSTED_ROOTS &
HME (BRI EBHE).

£ HTTPS PUT EMXFER B H

AUERAE=FEARKX LERENSE. SEHTTPS PUT fEXMNERRERXE ESXi 21 HTTPS A
BEER.

PEEMY

» BEFAF=FCARERR A FELABRER K SHEZXZREREME K REESHS ESXi EHLE

n WRZEZE | A# vSphere Web Client XA ESXi Shell SiEH SSH # &, SERAY ESXi Shell #Y
FHHHEBERN , 528 (vSphere &%) HRY.

» FIANEREBHNMEMERNSEBRRZE HTTPS TEMERET. ARNRE TFERNEAESATEH
LHEEEHMREERRERER. NREBACEKERNEBENR , 528 (vSphere Z21) H
¥ .

BF

1 BOREEE.

2 EfEMEErRARKY  ROTHFXEESERR
a BRRBER.
b MBERBMIUTHA—ENLE.

BE LG
b b https://hostname/host/ssl cert
kx| https://hostname/host/ssl_key

fIE /host/ssl cert Mhost/ssl key BEEE/etc/vmware/ss]1 PFRBEER.
3 ENREEH.
BESR
B3 vCenter Server TRUSTED_ROOTS FHE. F2B E# vCenter Server TRUSTED_ROOTS ##
K& (BFTEBH).

E# vCenter Server TRUSTED_ROOTS ZHE (Hi] BX)

ME ESXI THBRTEAFHBTERE  AINBEEHEEEH 2 vCenter Server & L/
TRUSTED ROOTS 1Z &,
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DB
HEATHENBIERRABTRE.
BF
1 BAEE ESXi T#M vCenter Server Z#i.
EABBZHEFEN Windows & , L2 & A vCenter Server Appliance shell,
2 AT vecs-cli BUEHFBEHIEE TRUSTED ROOTS FFHE , Hl

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store TRUSTED ROOTS --alias customl.crt

--cert /etc/vmware/ssl/customl.crt

By Re
Linux /usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

TRUSTED ROOTS --alias customl.crt --cert /etc/vmware/ssl/
customl.crt

Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli
entry create --store TRUSTED ROOTS --alias customl.crt --
cert c:\ssl\customl.crt

B
BEBEEXRES BFT]. MREBHFERXA VMCA (BRE) , ELHTEIEFZER  EN BT EES
KA VMCA BN EHE. F2REEFRFERX.
#iB Auto Deploy EH BT BF
fk783% , Auto Deploy fAfRE=EEFAH VMCA BN BEMESASETH . L& Auto Deploy fARES R
EAFERATR VMCA BN BT BEMEMEEH. EHRAIF |, Auto Deploy AREEREE=FH CA
P TEBERERERE.
PHEEY
n R CABRBERELRERNER.

n A/ 2048 U TTELAE (PEM §REE)

s PEM R, VMware %18 PKCS8 #l PKCS1 (RSA £4i8), £85i%% VECS 2% , 88 A
PKCS8

= X509 % 3 iR

n BAREH, CAEMMERA true, BREBLBUREREES,
= SubjectAltName #%ZBEE DNS Name=<machine_FQDN>

s CRTH&R

» BETIHSRERAS L BUEE TUERE. 2RES
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n RERWEABRKEEFREREE

m  CN (M SubjectAltName) 8 & ESXi E#7E vCenter Server A1 B AN ETHERE (1P

k),
n BHBRENSB/ERTES rod-ca.crt M rbd-ca.key,

BF
1 RHHER ESXi BRE.
BEMMN /etc/vmware-rbd/ssl/,
2 1% vSphere Web Client , £1t Auto Deploy AR5 .
a ENEE A ARERETER-TRHEAS.
b #®—TER%.
c ELEFLMNRELR-TEBEAR, RAZRBIUFL,

3  E#IT Auto Deploy RIS RG L |, #& /etc/vmware-rbd/ssl/ B rbd-ca.crt M rbd-
ca.key BRBEH BT BRI SBER.

4 TE#IT Auto Deploy R Z# L | EH VECS F# TRUSTED_ROOTS FHE L E A BRH.

vecs-cli entry delete --store TRUSTED ROOTS --alias
rbd cert
vecs-cli entry create --store TRUSTED ROOTS --alias

rbd_cert --cert /etc/vmware-rbd/ssl/rbd-ca.crt

Windows

C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe

Linux

/usr/lib/vmware-vmafd/bin/vecs-cli

5 EIAEE TRUSTED_ROOTS FRAH castore.pem R , RAEEZERMEE /etc/
vmware-rbd/ssl/ B &,

EBTHERG , CEEEBHER,
6 # vCenter Server ZGHBEEXNBER B .
FoR B#ERIEN.,
7 EFEE vCenter Server BR#§ , REBE Auto Deploy IR .

mR

TRHEERERMER Auto Deploy BT #EE | Auto Deploy {7l AR EE & 15 A Ml I 712 =
TRUSTED_ROOTS FHEMNRBERELRE.
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Z2FE ESXi BREAESEBER

ZEIBFE A vSphere Web Services SDK BUX ESXi T# FRBER | £ EEMSBEHMNE .bak &
R, BULIEBEENAR pak BRBIABNBRENSBER , REFLNER.

THEBENEBNUN /etc/vmware/ssl/rui.crt M /etc/vmware/ssl/rui. keyo EBFEA
vSphere Web Services SDK vim.CertificateManager BENYHFIMAFTEEIZNESRET N8R
FREASH MBI ER /etc/vmware/ssl/rui.bak,

B WMBEBEBBMER HTTP PUT. vifs S ESXi Shell ML E® , BIRAEBEETEHMNE .pak 1
=

<o

BF

1 TEESXiE#LE K SHER /etc/vmware/ssl/rui.baks
BROEXUOT.

#
# Host private key and certificate backup from 2014-06-20 08:02:49.961

4 BEHRABEBRA ssl reset BHEXIEASBOAERE.

for s in /etc/init.d/*; do $s | grep ssl reset > /dev/null; if [ $?== 0 ]; then Ss

ssl reset; fi; done

BRLZEUREEBTEH

EAI LB vSphere Web Client IR [Z2 MR ERE] ARRACHEHRBTZEEANZ MR
E, ZEUHRERBVE-IHREBELHER, IRCEEEZATH  FEEBFEH CLI K SDK WEH—
B L6 WEEHAELETERIL,
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ESXi Br K fs 4 RE

ESXi BEFERARMAB A&,

ERER | ESXi FABEREAT ARG AR (ERT2MRERTERAZRBOREBRI).
BRRARS A8 L0 EIIER | BEET SR ER ESXi TH ERTORE , EEIMET MRRBIRE
BROFIN. ¥ ESX B ABREARANRSEARETEN , THERR.

B BABEAERARESFEENRE ICMP) Ping & DHCP M DNS (& UDP) AFHME

%-:HIO

BRI LAE IR ESXi PR R EEEE | RPWT -

m  7E£ vSphere Web Client F AEHETHMEAZE2MRER. F2HEE ESXi BF X BRE

n RHSHRERSBERER ESXCLI 8%, F2 B ESXi ESXCLI A X BHRS.

n NMREFBMNERBRIEZEMRERES  BEABT VIB,
£ VMware Labs H2EH vibauthor TEEN B VIB, BELRHE BT VIB , BH4EK ESXi £H#
WESEBRBE A CommunitySupported, 528 VMware & EXE 2007381,

B WMEBEB VMware i X EBHRAEZHE CommunitySupported VIB ) ESXi T# FRIRIRE |
VMware XETRESERBITRBIME LR | BREZE I CommunitySupported VIB , LAHIEZ
VIB 2RHEEERENEBEMER.

m ESXi B5 X fEH=
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_8qp59yqge/uiConfld/
49694343/)

NFS AFmRAIE (nfsClient) WITHEAEMBRAETRE., A NFS AFRBAAER K SARFNIP
fubEE R B M EHBRFT B I E TCP EiZE, MEFMEN , F2H NFS AR B ABITA.
EIE ESXi Ph AR E
BA LA vSphere Web Client <% , ARBREBRBEEAREEANSE L ABES,
B NRETRENRFEEEEENERERR  ARA - EREESTHESEBAEMERSE. BALEER
HrEEEM S EREH (P fitt |, B R SRR,
EBF
1 7£ vSphere Web Client 41 B #&H 2B = #
2 B—TEBZRSIER A6 REBE-TRE.
3 B-—TR2UREE.
vSphere Web Client #$ BRI X BEZENERATEANBHEREE,
4 7£ AR B, H—TRIB.
BARBETTHABRAISE  EhEREA0ZBREEBNENR.
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5 ENERANRANE  SECEENEFANRRASK.

w 4]

EAREBESRE T EES vSphere Web Client &% AR #% B Rk Ky B 112
EAiE BRAS 66 AR BRI E

BE B2 R 540 BE B AU RS BB AR

6 SHHRELRYE , BUUEEREFMAER.
w AR FLRENBRDEE  THEERBEME.
» BEHERA, BREBRETRRBEBERERRE.

7 BRELRY  SRLAREELFANESH P A,
SR B ESXi THITIE AT IP ik,

8 B—THE.

A ESXi EMHFTIE AR 1P Azt

AR , SRR B AFEFRFAE P i, EERFRE , BRESHERY , MEAFRELEN
EETHARNORE. NRENRETEARLERY , BT TEUHRIELRE.

AJLAE A vSphere Web Client, vCLI B PowerCLI E#H RIS [RFFH (P {uit] BE ., FERB AR
WERE IP fit,

A& SLEFHY 1P sk #IB B ESXi By A
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_Ougsspa2/uiConfld/
49694343/)

BF

—

£ vSphere Web Client 54l B P BIE 2| 4%,
B-TEBRSIER A RER-TRE.

ERZFI T, BR—TRE2MRERE.

£ B A BRP , B—TRE A AREEEPRIURK.

£ [AFFH 1P i) BRRY , BUHBRIIARREM IP i ER  REWMAAFERD TH 2R 1P
frit,

ERENDRE Pz, ATSAERN T g
= 192.168.0.0/24

a b W N

= 192.168.1.2, 2001::1/64
m  fd3e:29a6:0a81:€478::/64
6 E_—I:EEO
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ESXi FHEHY A & H B K B E 118
vSphere Web Client A& R MAMEIRA S ERISHBT K BEFE | RAFREE P VUtRE.
TRIHTEEERBRENB AL, NREETH EZREM VIB, A EMRIEFG A B EEETES

A,

*® 5-5. EARB ABER
BR#%

CIM MR

CIM Z2 AR5

CIM SLP

DHCPv6

DVSSync

NFC

Virtual SAN #E £ R

DHCP A F iR
DNS A Fi%

Fault Tolerance

NSX 23 #i=\ EEE 3% i 25 AR 7%

Virtual SAN &g

SNMP fAlBRES
SSH fAIBREE
vMotion

vSphere Web Client

VMware, Inc.

EHixm

5988 (TCP)
5989 (TCP)

427 (TCP, UDP)

546 (TCP. UDP)

8301, 8302 (UDP)

902 (TCP)

12345, 23451 (UDP)

68 (UDP)

53 (UDP)

8200, 8100, 8300 (TCP,

UDP)

6999 (UDP)

2233 (TCP)

161 (UDP)

22 (TCP)

8000 (TCP)

902, 443 (TCP)

3.
BARK CIM (BAMEKR) BRAMR:R.
BAR CIM W22 R,

CIM A EARBNEBARES 2 i (SLPV2) §
# CIM fRfRzE,

EHAR IPv6 B DHCP B F %,

DVSSync EEERAREEKA VMware FT i2é2/E
FEATIHREMY M 2 BRI 0 B R B E IR A AR
B, AERTEESENERESEN TR ZERR
ELEEE REMA VMware FT B E#RIEERIRK
BELEEER

MIEERER (NFC) WA vSphere THIREERE
RIRA FTP AR, #KTERR , ESXi #% NFC AREEHR
ERE-EHERNBBHERNSEE,

Virtual SAN BEEZNRSER B 2R, EHAMN
UDP RERMN 1P SHEBREVEERNEL &
Virtual SAN R ERBBEMERERE. WRE
£/ , Virtual SAN #$EEEE.

EHAR IPv4 B9 DHCP A F iR,
DNS A F i,

FH# B AR vSphere Fault Tolerance (FT) Bk

=
Ho

NSX E#t 7D AN BHBFRE . =% NSXVIB XET
VDR 1848 % , B8 RRER Lt BR 75 A0 BAHE A9 B AN E 1
B, MREREHETEEREEN VDR HITEE  AEE
BB E R,

FERERT , WRHEBA NSX BN BERKHE.

Virtual SAN AT ERIEEH . WREER TCP,
B AR Virtual SAN Storage I/O, WREEFH ,
Virtual SAN #$EEEEE,

R EHMELE SNMP [RIARSS.
HIT SSH FMHEE,
#iB vMotion BEERMBRTE,

R FimiE R
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*R 5-5. A ABER (E)

B3

vsanvp

vSphere Web Access

RFB @B E

R 5-6. FEHBABESR

BR%

CIM SLP

DHCPv6

DVSSync

HBR

NFC

WOL

Virtual SAN # &R

DHCP A Bl
DNS A Fim

Fault Tolerance

B8 iSCS| AR IR

NSX % g = 2 85 % 1 23 R 7%

rabbitmqgproxy

VMware, Inc.

Hixg

8080 (TCP)

80 (TCP)

5900-5964 (TCP)

g

427 (TCP., UDP)

547 (TCP. UDP)

8301, 8302 (UDP)

44046, 31031 (TCP)

902 (TCP)

9 (UDP)

12345 23451 (UDP)

68 (UDP)

53 (TCP. UDP)

80. 8200, 8100. 8300 (TCP,

UDP)

3260 (TCP)

6999 (UDP)

5671 (TCP)

R

VSAN VASA BERE, HER vCenter BIEFE
EERKE (SMS) £ , AFE Virtual SAN HFER
ERE. NS HNEREER. IREEFEA
Virtual SAN AAREFERERAEENEE (SPBM)
HSEEEE,

(B EE , BETRNEN TREL.

HEBETITEA (0 VNC) FHA,

333

CIM AEm ARV BBAGES 2 ik (SLPV2) &
# CIM Al fR=S.

EHRAR IPv6e B DHCP AF .

DVSSync EEERARE A VMware FT /&
FRATHEN TR ZBRD 5 A EEEEENR
B, AERTEIEREDERESEN IR TEMM
ElEiie REA VMware FT (WEHRIEERRK
BELEER,

H vSphere Replication 1 VMware Site Recovery
Manager AR BRI ERRE.

FIEERER (NFC) WA vSphere THEHEIERE
RIRA FTP RS, #KTERR , ESXi # NFC AREER
EREZHERNBBHERS/EE.

ERMRREER.

I Virtual SAN FERI RS EEIE . RE B B 2R
%,

DHCP R Fif.,
DNS FFis,

% & VMware Fault Tolerance,

X E#E iSCSI,

28 NSX VIB IE VDR #EH% , SR RS
THBIEE R BE A S E IR, MR A HE T HARB BN
VDR #1T{EEE , RIEEMABULEZEE,

1£ ESXi E# EHITH Proxy , AFEARNEERE
BAMIT , LELR vCenter MBI FHITH AMQP
REBETEN. ERMST-CEEER/ES , IEE
NIC., Proxy #$E#&%| vCenter R MAIHHIKRE,
Hit , BHES PUnEZE>EEENEEFEATH
RARRWRE, MREFEFEEREL , THIERE,
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*® 5-6. BHXBER (H)

B3 s R
Virtual SAN &#& 2233 (TCP) AR Virtual SAN Ei%i2 f#) RDT RE (EREEY
@),
vMotion 8000 (TCP) #3B vMotion BEERKIRERE.
VMware vCenter Agent 902 (UDP) vCenter Server R,
vsanvp 8080 (TCP) RR Virtual SAN BERREERE.
NFS A Fimfs Kig1T A

NFS A F iRy X BRI ENTRAREHEM ESXi FH MR UERE ., BMESEE NFS ERFRER
ESXi #:RE NFS IFmRE. TR NFS RANTABEHRTE.

g BMEEHE NFS EREFERER , IEEMNTABURN NFS BRA.

NFS v3 BF A f&1TH

B HMNE NFS v3 BEREHRER |, ESXi @2 NFS AFIE (nfsClient) BN EHR BIERAREE,

n WMREFEMA nfsclient RAIE | B ESXi ERMARAIE |, WiE B allowedrll EZERES FALSE
RAZR [ ARFFTE P {7t | FE|, NFS @ARSEH IP (VUtASFL 2 A EH 1P (VuEES,

n WMBEERA nfsclient RAE , AR BIEREM AN IP It RBITESBE, NFS RREMN IP 12
WS HTIE R AFHNED P uEESF,

w5 URFHMA nfsclient RAERFHRE [ AFRE P it | TR, F#®IE NFS v3 ERFR
EBHBIRGZ AR 2E , HEZH NFS v3 ERFHRERESEBEEERNRE., HEHE NFSv3 ERF
HE% , #FH nfsClient RAIE,

BERRIEE NFS v3 ERFHMER , ESXi 8T T Y EF — @Sk,

s MRFERH NFS V3 EREFEHERSIEREEHNBR 2ERNFHRENFIRESETEE |, Al ESXi AREH
IP B E P BERZMAREZN IP {7k,

s MREHSEZELERZEMOHEEN NFS V3 ERFERE |, Bl ESXi €5 A nfsClient BHAKEE
A&,
NFS v4.1 F5 &7 A

EERBMEE —@ NFS v4.1 ERFHER , ESXi 8RB nfsd4lclient RAKEHKE allowednll EE
RES TRUE, IEMEASETEATE (P Uit BABEIEE 2049, HIE NFS v4.1 ERERET S S EH A ME
AREE. BN, S—1E NFS v4.1 HMZERBUEEE 2049 , B E B SRIEBANRE , RIELCHEKEER
B,

ESXi ESXCLI BF X & d 4

MBHRWBIBAE LS ESXi TH , @EF A ESXCLI 5 vSphere Web Services SDK H BI{LFF X f&
4R,
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AT BAfEA ESXi Shell 2% vSphere CLI % , WS FIRE ESXi BB XiEERE. Fo ISR
vSphere Command-Line Interface APIF1 (vSphere &5< 5N EHLSFEBH] ) LUK #ZAH BB\ A 65
ESXCLI 15 4 By A R0 By A 5% Bl Y &5 45

R5-7. B BmS

k2 R

esxcli network firewall get e A BB RS ERREE |, 5 HEREE.

esxcli network firewall set --default-action RES true TREEBIENTEREME ; REL false TREE
BRENTEREE,

esxcli network firewall set --enabled BRASRER ESXi Br A&,

esxcli network firewall load ARG X AR B AR,

esxcli network firewall refresh MBEHARABEEA , ABRERRNEERRENEER A
TEAHRE,

esxcli network firewall unload B ERER I E P K B EA

esxcli network firewall ruleset list SIHBAIEE.

esxcli network firewall ruleset set --allowed- 3RES true AFHE IP EAREEFEE ;| /REA false A
all R AN 1P futiEE,

esxcli network firewall ruleset set --enabled # enabled FREA true B false , AIAREAIEEHWIRA
--ruleset-id=<string> &=

esxcli network firewall ruleset allowedip list H|HIEERAUNEN A IP {izdt,

esxcli network firewall ruleset allowedip add AFRIEBEN IP =k 1P (it EEEFEURAIE.

esxcli network firewall ruleset allowedip RIETEW IP 7SR P it &5 E B R E 18 BI SR ZEURE.
remove
esxcli network firewall ruleset rule list BIHBFAERESERBENRE,

FRLZE2MRTEREBEE ESXi R
ESXi THRBEHEXREREHITHRS ., HMRE @l SSH) HEEEERNZEHRERET, R
AREBAR , B URBEEERANEHELR.

£/ vSphere Web Client B ESXi Shell B 1ZEUE 2047 BX A AR IS RO &5 451,
B BARKEFEIRNREME. FORARE , RETEHE,

AT RISH ESXi T ELEN VIBME., TL# VIB , S EEHERE . — VMware ER (Fln
vSphere HA) X # E 2% VIB |, RIS BRI A MSEEETH,

EFERZES | BRI LR vSphere Web Client {820 T 5 BRESHIARBE
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% 5-8. TEMREE M ESXi BRE

Ji5%. 3 HRE it

Direct Console Ul HiTH Direct Console &N E (DCUI) RFEAFEERAIFE
A RMAEIREHE ESXi EHETEHE,

ESXi Shell B ESXi Shell A ## Direct Console EAENEME , B8E
— A2 ENGSN—ARRRHEERNEENSS.
BRI SEZR LR Direct Console 2HR ESXi
Shell, &R AR FERA# ESXi Shell 33EB SSH 7E
ESXi Shell,

SSH g2FL FHH SSH AF KR , AFEBREREERER.

DERAERNBMEE T DERAEERMNEG,

A2 MERF MRS (Active 2ELE Active Directory FRIEH —E5 . E&EEHE Active

Directory BR#) Directory 3R ESXi B , IARISENRRED,

I/O EFE [ EE (Active Directory 21k Active Directory FRIEH —EB5 . EEEHE Active

R Directory %7€ ESXi B , WWIRIEENRRED

PR 2 A A PIREE (Active Directory EBfELE Active Directory JRISH —&B5 . EEREHE Active

R Directory 3 ESXi B | IARISENRRED,

NTP BE BFLE PEEEBEAGERE.

CIM falfRES HATH THBEAMEER M) ERRXFERNRS.

SNMP fal B 88 B SNMP BE, MFEHERE SNMP VI, v2 §l v3 WEH ,
#2M (vSphere BEIEFIMEE)

Syslog fAl B 8% 2E1E Syslog 6 &, BA LU vSphere Web Client Fft [P
RARE] BA Syslog, #2H (vSphere REFEMFK
E) o

vSphere High Availability Agent 21t ¥ 8 vSphere High Availability T8¢,

vProbe B8 21k vProbe B8,

VMware vCenter Agent T vCenter Server KRB . AFF vCenter Server E#RE|
ESXi ¥#, EBERH , voxa REMBENENEN &
ME ESXi BB

X.Org fABRES BfFIE X.Org fAARES. &H¥EEREES  WRAEERIARN 3D

B

RRRAAF A 22 MR ERE TR
ST L4 vSphere Web Client BP0 I R 2 M SR o 7 51 40 B o0 — TR RS .

ZHTRE , FERBRERERATH , MEARKNSFELE EEEERT , FEET - LHMR
E , BRI A AR vSphere Web Client Ul, #lt , NTP R 2IESERBEBENN —EA R | BILRE
EERABHERBRTEERZERERE,

BEFRM

%318 vSphere Web Client E# Z| vCenter Server,
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—

£ vSphere Web Client A B P BIE 2 #  ABBEEH.
BR-TEBRSIER A RER-TRE.

E(RF] T, BERREMRER  RERR-THSE.
BRIEERENRE.

i RBEAAER B8P, REHD . FLREMBE A EHREET AUEE , IERBBFR
RIThEERIBE , NAEEHBERBRETEE T HHMRE,

 F-ERRRERREABMD  TAEEROMMAREL  BLRBHARRE. NRE-EEEH
B, AAFREERESRENARER NRELERECHRM  MSERBNERBLEERE
AIZERS AN, BRNEHERBRME , RS ETRERE.

w BEFH-ERBDAEL  REETIHRBEINRE , WETHER T AR, REEE—
BHESRERREDRE  AEEESHOMARFELESHEN  BRTEREEEHEATHAT
&, INERABERIETEN NTP RS, NREZREZENRBARE , BERXER , AFRE
BT ARBTRE T,

» FERBNEL  EREREHAMES , IRFSRECAFTRENRBERE. EAERB NTP
B#ER , RREHERAR , ZRES-EH7T. ARRECRBEIHEENM , ZRES A
BREPFL  ER-BEXHERAR , ZRBEEBARD , REEREREHRE,

ga b W N

B BERTEEERANER vSphere Web Client :REMBRIERE , SfEA vSphere Web Services
SDK ZEVHERREN, EERETEFEFBHEHMAE (20 ESXi Shell) RAREEREHNARE,
SHEEN

EERBESXi THNET2M  BULUEETHEREERRN, HHEEXT , RERFIEEZELEEB
vCenter Server #1T .

i€ vSphere 6.0 Fita , BAUEN—RHEERARBERHEEERK , EMETERHETEANHERE.
vSphere 6.0 BIEH T [BISMERAE] BE. EXTHEAHERAR , fIIMEAETSERANER. £
BERHEEXE , £/ (PIIMEAE] FERNETEERFNER ZE=FRRIRNIMBEARRN
RFE. F2REEHEEXFIIMERE .

m vSphere 6 FEVEHEETR
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_zg4ylguO/uiConfld/
49694343/)

—REHERAMBARHERT
i€ vSphere 6.0 Fita , BAUEN—RHEERARBRHEEEN , EMETEHTEANHERE.

—RHEER
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E—REEERXT , 7EFL DCUI BRIF. 1R vCenter Server ZFHEZTE K BEELHEBR
vSphere Web Client #1T77E , EBERMWIRFE AT LB A ESXi E#MY Direct Console M HEIE 4R
HEERN, LETHRS ATLAEE Direct Console A& :

w HERKAW PIMERAE] FEPHREZEIR 2 EEERNIRS. (PIIMEAE] FEEBARATE
BETHENRBFIRS. & ESXi EEEHM BN FESRHEEANABRIN.

n ZE#Z DCUI. Access EFRBREHRERNERAE ., REAMRTE vCenter Server EEFEIMNIE
M T BEEFH Direct Console N H., EXFRAETEEZTHNEERER,
BEHTEES

B HERRX R vSphere 6.0 FRFHIEEN , EEEX TEF L DCUI B, @R vCenter Server
WESTE L BELZEMER vSphere Web Client , B ESXi X#i&8EEA |, BRIEBA ESXi Shell
SSH BRI ES [ BIIMERE | . WREBEEER vCenter Server R45NELS | BIXBEHRREZT
M

HEER LUK ESXi Shell B SSH fRT&

BEEHEERSELE DCUI BRI, TB , ESXi Shell 1 SSH RBAZHERANTZE, NREZHEER
RAARNZEMEE  BEREEEEH ESXi Shell M SSH R, SLRETERAEAMRE,

FHENREEENXE R HIIMEAE] SETPNERAEEEIHNEESAG , BITLE ESXi Shell 3
&R SSH FEZE#. BFEENBEEEEER , MATFIRER. REFEA ESXi Shell RIEF SSH R
RRTZENRIE,

B WBIIMERE] FEBRARBRITEEIE Bl , THED) WIRBIRE K MAREEE, KEBEF
AEFIEE (FIIMERE] FESBHEEXNAREAN.

BRAMEAEEES

EERBENERAETUEBTIZEARNRAHEES

n FAFBETMEEETHEIIEE vCenter Server RGHF,

s fFH vSphere Web Client, ##2 B A vSphere Web Client BAASEEE. &R LA vSphere
Web Client A —REFEEXMBEEHEHEER .

s {FF Direct Console fEF&E (DCUI), 2R Direct Console FRENHBASER —KRET
B,

EBRERK A E L vSphere Web Client EASEEEN., M A# Direct Console N EEH — MR H
TR | {EREE LR Direct Console NHERABRIGHEHEER,

& WMEMEMA Direct Console FAENHRBMARFHAEEES  ISRETH EEREMNEAENE
R, EERBELHER , BHLEAEMERA vSphere Web Client BUAMEREEER

HEERITH
HEHERXT , BoBRESEH , MBI REEHBEERAEFN.
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HEARTEERENHERRE
EFHATH , TARKERARREEHAEERR , URHERANER,

EBRER—REEERT , SEFHBTEB vCenter Server, # vSphere Web Client , S3EBfE
F vSphere Web Services SDK RIZENE#,

Direct Console NHETAHEBREEEERAN—REEEXNEGFRATE.

n EBKREEERXT , Direct Console EAENE (DCUI) REEEHA.

n E-REEEXT, [HIIMERE

=k oo

==z}

FIEEH A& FE Direct Console JMH,

n MR ESXiShell 5% SSH EMA , MEBERBES—REEERXT , 8 [FIIMERE | BFEFEEE
HEERNIIRFHTERAEERYE., BRAMEEMERE , ESXi Shell % SSH #REEFH. #®
vSphere 6.0 fi%d , S BMEE SRR 2FEHER ESXi 3 SSH TEREREKIE,

BER-REERA THAAFEIIS SR,

*®5-9. HEEATH
8.2

vSphere Web Services
API

—RAER
FEERE , RIBER

—REEER

vCenter (vpxuser)
BISMERE |, RIBRER

vCloud Director (30 7]
A, 815 vslauser)

PEEEESERAIRF M DCUI. Access EPERARE

BB

vCenter (vpxuser)
BISMERE |, RIBZRER

vCloud Director (MR A H , 815
vslauser)

CIM 2iftE& TR ETEEESHEE/EMRMWME vCenter (vpxuser) vCenter (vpxuser)
A& BISMERE |, IRIBREIR, Bish | RIERERR,
vCloud Director (JN8 ] vCloud Director (MR8 H , BB
A, 815 vslauser) vslauser)
Direct Console Ul (DCUI)  F# FEEEEESREMRMNAGE 7£ DCUI.Access #EFEIE  DCUI RIEEFLE
A% , AR DCUl.Access  HEHRMNERE
EREETNERE FHEEFEESERNHG
IMERE
ESXi Shell FHEEEEESRRMNME 7£ DCUIAccess #EPMFRIE £ DCUI.Access EFEBRIBEHERHIE
(AN EEA) RE PERNERE A&
FHEEEEESERNG IHELAFEEERRNGIIMERAE
IMERE
SSH THEEREESERMME 7 DCUIAccess #EFEIE 1 DCUI. Access R RIEPERH £
(2R ik PERNERE A&
THEEEEESERNG IHELAFEEERRNBIIMERE
IMERE

RASERLREEA ESXi Shell WEAE

ERAHERND , MREAESEA ESXi Shell EER SSH FEHEH , Al [ fISMERE | BEHPEE
BEEEEESERNERESRIEBAME. # vSphere 6.0 Fith , ZTEKREHFAEHMBERERL
ik, EREAR-RREEHEEN.
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£ vSphere Web Client Bt A #EE#E X

BRREERES  UWERMEHAREEIYEB vCenter Server 1T, vSphere 6.0 REFMAZIE—RIETE
EXMBREHEEER,

EFERSEIMEUTHNEREI , ATUREBEHERESN, EBEHEERXT , MR vCenter
Server AAf , B SSH M ESXi Shell 2/FH , BIEEFIREH, F20 HERERTA.

B

1 #£ vSphere Web Client 541 B &P 2B = #

2 BR-TEERSIEER , ARE-THRE.

3 E[RKIT , BERREMERER.

4 & [HEEX] @BRT , Z-THRE.

5 R—THEER K ARERHEFS—EHEHENRE,

215 EL]

EE FHEAEB vCenter Server FBL. RE [HIIMERE | BEFEAEEESRERNE
P& 7 8EZ X Direct Console EAENHE. MEERA SSH = ESXi Shell , 7F&
A REEITIZEL,

B FHETER vCenter Server 7B, MRBERA SSH = ESXi Shell , BIGRIFH

1T DCUI.Access #EERIBH IR F N AR EE SR PISMER F RS H TR
R, R TERRISERLE,

6 B—THEE.

£/ vSphere Web Client £ #HE#E
FREEESN  NEFABTEEESEFAESX XH. REMAHEE SEREZ2NERE,
£ vSphere 6.0 |, A LRBUT AR EAEHEER :

## vSphere Web Client
5 & AT LASE vSphere Web Client F{ER —REEEX MBREEEEN .,

#¢ Direct Console fEAE M E S

BESTE ESXi £# E1FHY Direct Console FAENHNFERETUMER —REEEN, EHREHEHEE
X T , Direct Console N EBEEELE.

BF

—

£ vSphere Web Client 4l B &2 3B 2| =4
B—TEBRIIEE A ARRER-TRE.
ERZF]I T, BERR2HRER.

7 [HEERX] BRF , BR—THME.

BT #HEER  RERIEREREHTER.

a b W N
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#R
REGEREEES | vCenter Server R RER , WERZ DL —EEE .

¢ Direct Console FAE N HMASREH —REEER

& T LATE Direct Console A& THE (DCUI) MAMER —MREEER . B2 BEHE vSphere Web Client
BANERABREEHEER.

EXMEN —REEEXEF , THIRFSAFE Direct Console fEAENE :

» [BISMERE] BEFEEZXEIHNERESRRNIRS . (FIIMEAE] FEBRARBBIRS , flukEd
REER.

n FEHZ DCUI. Access ERBHhERNFEAE ., ZRETVAREREXSBENABERAFIVE,
B ESXi 6.0 REFMA , MAEHEEXFSREFAEER , M Direct Console STHEAEHEER
BEERZER.

fEE NRSERHERANERERGREEEANTRATARS ESXi 6.0 ix , REEARKRERHE
B, AIEREEARERANERNMARRBEER. RATHEESABIEIRI DCUI. Access R
RIEFRINWAELRAE , URE R ATFEL

EERBER , FF5%®% vSphere Web Client FAZTIHMNEEERR K REBEBITHE,

BF

1 FEEHH Direct Console ERAENEL , B2 AEA,
2 BHEZREHEEXRELIR Enter PRBBIRE.

3 & Esc EZI3R[E Direct Console EA&E N AW EMRER.

EEAHEEERX TAEFEERNIKRS

BRI LB ETEEFIN ESXi THNBRKIRE , AXARGEIER (HI/IMERE] BE, BAEEERLE
KM vCenter Server kMBS ZEL ESXi FHME—FHE .,

MREBAHEER , TRKRFERNTHBSEUR MBS ETRRITS , BURR vSphere REBHIRA

m  1E vSphere 5.1 MR ZBIH vSphere lRAH |, ERFEAETUEEREHEERNM ESXi T EEAZ
Direct Console ERENE.

m 1 vSphere 5.1 REHIRAF , BRI LS EBEFERBEFHIEDSEEHM DCUI. Access EERFRE
F, ZREBANRCEMMN vCenter Server 58, WHEESKEEZEIRNERENRBHEE
Z2MNEBF, DCUI.Access FEAMNFERERNEERETIMN TETEER.

m 7 vSphere 6.0 REHIAF , i DCUI. Access ERRLLRE, I, vSphere 6.0 REFH IR
AXEBIIMERE] BE , ZEEERANEEERATENBREIRS, (PIIMERE] BEREEERE
ERERIRSAEA ESXi Shell, It , BEFEAEZAUE—REEEX TEATHEN DCUI A4
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BATLATE vSphere Web Client I8 EBISMER & .

B BIMEAERETHNAKRERE  NAEGHYE ESXi TRABER 2 ERM Active Directory
A&, EXMERETEERXE , BA Active Directory BARENFERAESEREER.
#EEFAEFIZE DCUI. Access EFERIE
DCUl. Access ERRENETEARE , EREXBMNRME , MREER vCenter Server FHEH ,
ARG RETEER ., A# vSphere Web Client fREEF#AH BEMRE] SEREFTLEEE,

5 DCUI.Access BEHFMBERAENSFHEENRE , EREERAM, EUHESFELTIRNZS
M, SREZEEFNERNBRKIIRS  FSEZESERENEE FINMERE] BEHR, FI/MEAERER
THEEMERRNIE, F2R EEHEEXFIMEAE.

BF

1 1 vSphere Web Client ) EEzEH , BIEZ F#,

2 BR—TEBZRIIEZE K REBIEE,

3 BR-TERAEAMRRE , ABEH DCUI.Access.

4 B-THRE WAFEHESRE K LUAERSRE.

k7R , EBEREMAE. BFEZEM DCUI. Access BEFBRBERAELIEEABRFUESERE
*}Zo

5 BR—THEE.

EEHERXGIIMERE

£ vSphere 6.0 REHRAF | EALAHE vSphere Web Client #& R & #HEE (FISMERE] BFEH, B
FHREAHTEENN  SEFEAETEERMMANER. Bit , BERERS GHlaEaoRERRN) HILE
(BloMERE] BERELE.

EXMEAEEEXK , fIMEAETSEXRMMNER, BF K BELRFARFECHEEXN THESE
ENE=F RS RNIINBEARR,

B PIIMERE] FEEARRTEEETENBRBIRS K MAREES. SERSERAEMBE (HI5H
ERAE] FEERHEEENARRN.

BISMEREBETHNAKERE K NEEHY ESXi THAK TS 2R Active Directory ERE ., fib
M & Active Directory B E , B~ 2 vCenter Server flE., EEFHETRBHEERTEH
ERITHEE EEKRE  flU BECHEELIEIH LEREEER,

BF

1 7 vSphere Web Client 341 E &P 2B Z) = #,
2 B-TEBEZRIIEE A ARBR-TRE.

3 E[R#LK] T, BERRE2ERER.
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4  HEEX] BT , B-THRE.
5 E-THIMERE  RRE-TMRIFEHIIMERE .

BMEITHN VIBWESREE

EEREESX THMTEM  FELIFEAERBMAREBN (EBEXEN) VIB, R#EEN VIB B&XKH
VMware I HEERHRE . EZIHZENERR. dtBHZEN VIB REHUEE.

EBEILAER ESXCLI SRR EFHNETRE, ZXHNEIEEX FHENEIZEHNETM VIBE
EZREEMESER. BEERBESX THNZEUHNTEY K BOTLEEREN IR L TR REEN
(CommunitySupported) VIB,

SEUTESEE.

VMwareCertified

VMwareCertified #ZEEEERABRENENR, KEEN VIB AT ERBRE2EAE , ZUEMEE
AR VMware IS mERFRH, BHE , EI1OVP BBHEIARUNEBERMEN ., VMware 2
HEHEZSEEN VIB WXEHRE,

VMwareAccepted

LWESEEN VIB #ACEBRFZE , BRI FHHRBNSEIgETEEAR. SEBH#
SHTRAELE VMware 8EREER. RE , UHEBERMGH VIB 815 CIM 12EF PSA R
X, VMware SEILIEZEEN VIB XENEESHKEEBANIEEE

PartnerSupported

EZRREA PartnerSupported B VIB 2H VMware SENSEBS 4RGN . SEBHSITHRER
2. VMware TERBLE R, SEBHEER VMware R5 T RUE A B AT S IE R EAMT A8 A 12
B, BE , BERER VIB H1f (Bl Infiniband, ATAOE M SSD) BHRAEE , WA AIFEREEE
EERN., VMware 8 LHIESEEN VIB XERETEAAEB AN EAR,

CommunitySupported

CommunitySupported EZEEEARHARSZHE VMware SEB M ENEARQATRILN VIB,
LLRREM VIB MABEBEM VMware ZERBIRETE , BFE VMware HifZER VMware &1E%
HHERE,

BF

1 EREBMEESXi TH  YPTUTHSKBRBERESESKEZIEERESR VMwareCertified =
VMwareAccepted,

esxcli software acceptance get

2 WMRIEMEIRETE VMwareCertified 5 VMwareAccepted , SEHITUATHSHEREE VIB
WIEZRETE VMwareCertified 5 VMwareAccepted.

esxcli software vib list

esxcli software vib get -n vibname
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3 HITUTHSBRBRIESREEA PartnerSupported 5 CommunitySupported BI4E{T VIB.,

esxcli software vib remove --vibname vib
4 BITUTHSBEIRNESIEE.

esxcli software acceptance set --level acceptance level

A ESXi 8RR

ERZEIBERT , BURTERBERSE , FERSERIBIRIAZ vCenter Server RAEEM ESXi £
Y, RBTEREFERABIMN ESXi T4 , BITT LA EEIETRER .

1SREPRIEIR4 S vCenter Server B ESXi T #

WRIEH ESXi M vCenter Server B |, F5ER vSphere Web Client 81TEE T /E,

BT LATE vCenter Server ¥IFPEE FREL ESXi THYIH YK EEEACIERAEREENFERE , &
LERETASYH ESXi TRATEHETE, F2REA/ARKRER.

BEMERZELEY—BABFEAERE , YAHERETHNTEESERR , AREMHLIREEBLRIE
E. BRIRFRE—EFEZERNRE , WREIRIREEHER. EOBRIBIRE. )
ERERIE KA ESXi T #
MREMNIRIEFTEE vCenter Server Z% , IRTELAEEZTIERAE.
» RBEAE. F2EREAEER.
m  vpxuser, w28 vpxuser fERR.
s dcui EAE. B2H DCUI EHEER.
BRI LA AERE | W7 vSphere Client By [BE] RS|IEZEBTEEHT AR,
WMEFE ESXi WEIBARA , BB B /etc/passwd BRANFEEERFEREBE.
SEEERTIAG .
-3 |

AHFFEAERRE ESXi THMERBNYHY , EFEVENHHEMSE.
EEE

EEEAB,
TR

B|EEE. HEAER. TNEEERERE.

FBERAEEESE ESXi TH#E vSphere Client , BRI EBEAKERAENREE  YEAKBTAGH
BE ESXi EH,
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£ vSphere 6.0 Bith , BAILAER ESXCLIRFEEBH®S , REE ESXi AMFERAERSE ., B LUER
ESXCLI #REEHRS , RERBER Active Directory tEF (EREFEE) M ESXi AHIES (EFEAE)
R,

#F NREREEESTIMRYE ESXi EMERMFEHE , A vCenter Server i FHEABE BB
FR%E  AEEERAESARTE, IREAGKERGET—EFERE  ITSHREMERERREEN
B,

RE A &R

x7ER , BEESXi THEE—REEEEERACNE—REAERS, ZREABRFITANREIKERY
#EHE L Z vCenter Server,

EE—RBEIRFUERZIMA ESXi T# , WHHULLWIEEEEENFE.

ARIIREFREIFFEMNZE , WREBIRSWER , Flan , FIBEME vCenter Server BER, EDE
BRIBIRFE . £ vSphere 5.1 REFMRAF , EAFEEEEEACHRFERE FATEHMAEBRFERE) #
#F HEZ| vCenter Server,

BEMEIRBERESX TH LEFEEEACYEMIREFIERGEBIRFNISESERE. MR , FEH
A EIBE R Active Directory R &8 H) ESXi Active Directory ThgE.

EE NREBHRREAENFIER  AILFAEXERER EF—AEKIEEEAGHTEAEAE)
By H AR

vpxuser ¥R
BB T HATENRF | vCenter Server & vpxuser #ERR,

vCenter Server EEFIEEMNIH T BEEEESHEMR, HIa0 , vCenter Server & EREEE B R T HEE
FHBE  IRTAENACESFT U EEREKE,

vCenter Server EEETURFERAES P EZTH EHTAZEMENIE , FUHEIE. EFRELXSE,
SR , vCenter Server BIEEELEEATHMEY . MRIFEEAMFEREEEH EREEEEESER
NEREEEEEAETHR EHITELETE,

B BEEMERA Active Directory B vpxuser,

BAUERARNEE vpxuser, BVNEEHRE, FVEFHER., MRERTTEE , TESESE
1B vCenter Server AT HKRFBEIME.

DCUI £ &R

deui FAERER BT  UFEAEESER. WEAENETERAEAEY Direct Console fEAENE
(DCUI) WEHERREEH.

tEAE R FE Direct Console WRAERER , BEZHEBHXNERAEERAEA.
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£ Active Directory B2 ESXi FH#&

AT ESXi [RE A Active Directory Z B BRI REEFEHE.

NMRBEEBEIRIHBEIAKERBIRE  QEGALXEEZETHERSIREZEBANZBHRE . &5
ESXi E#tN A Zl Active Directory 81 , MEZHEEUNEZEARAKEREIIRS . BFEH Active
Directory #E{THEAERE , WL ESXi THARE  WRETEEBAREENNARREERE.

£ Active Directory B , HEi ML MG , FHEZIRMBE DK Active Directory RFEF Active
Directory fAlfREFHI MBI ARE.

ZHH AR vSphere Authentication Proxy

Z 4t vSphere Authentication Proxy AI#E ESXi Z#BEE A Active Directory R EIAI A SIS, BAR
TEEETHARLFFETF Active Directory 385 , EItk vSphere Authentication Proxy Ali2 & PXE Ba#
K EMFFER Auto Deploy fiZEMNEEANZ 2,

MR ALSEFLZEBEERM vSphere Authentication Proxy , Bl F &1 vSphere Authentication Proxy
FRE B HTRA,

BT LAIEAHBBEERY vCenter Server FTTERI#EE £ 2% vSphere Authentication Proxy , iEEH
vCenter Server IR EFEN HAMEE FETEHE . vCenter Server 5.0 REHMAEZE vSphere
Authentication Proxy.

vSphere Authentication Proxy BRI E R4 2 IPv4 it B vCenter Server ETHE , EFXE IPv6,
vCenter Server $I1TER AT LA ALE IPv4. IPv4/IPv6 BB E4L IPve HIREREHRNEMKE  BEB
vSphere Web Client E#£ 2| vCenter Server FI#E3 % HEE IPv4 {iilt , vSphere Authentication
Proxy BR#& 7 BEEE.

RE R

n  EER# vSphere Authentication Proxy FI#28 £ , && Microsoft .NET Framework 3.5,

n BRELEEEESER.

n BREIMEKEEIIENEESNEXZRS.

n BEETMEKEEENMN IPv4 ik, BRIEL IPv4 FERIRIZE 1Pv4/IPv6 SBAERXFARBREFH
B £ Z % vSphere Authentication Proxy , {BEEE# IPv6 BRIFEARMER 2% vSphere
Authentication Proxy.

. WMRE& vSphere Authentication Proxy Z# 2| Windows Server 2008 R2 #E L | Bt
support.microsoft.com #it & Windows ZIEXE 981506 HFriftf) Windows Hotfix I #1T
ZH . MRARLZHEY Hotfix , Bl vSphere Authentication Proxy N E -~ EEITHAL . AR
BWRFEEE camadapter. log PRRELAEZER cam @IEE crr BEMEENRL
CAMAdapter HEEEREN 2

m T vCenter Server ZERE,

KETHERARTRZERHAR :

=  vSphere Authentication Proxy WEZENE (MNEREHAERMNE).,
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= vSphere Authentication Proxy #E £ 2|8 vCenter Server Bt 2% : IP LUt NBHE. HTTP
EiEE ERESBNELE.

. FAREMEE LA vSphere Authentication Proxy ) E#Z B IP ik,

BF
1 BEZRHE Authentication Proxy BRI HY = #E KSHr 1 2 43131,
2 FERAREEESIRFEARTIHEN.
3 ERERERXBHP , BMT autorun.exe BRUMBRERR.
4 3EE VMware vSphere Authentication Proxy , A& & — T &,
5 RRBERTTHRREIFR.
EREHE , BEREYEE R E Auto Deploy # vCenter Server H{TEEET R,
"R

R 8 vSphere Authentication Proxy RIS , ZEEASE I EFE SRR HRAEIRSRENT
Authentication Proxy fR#. {REBRBLLEIER cav- FE , Y B SEEES 32 BEF T RIGEEERS
B ZEREAKTEHN., BVEFERFRE.

& EBRE A Active Directory
ATLARREEH# |, LUMEFH B 8RS (40 Active Directory) BIEFE R EMEA.

#& ESXi THFILE Active Directory B |, 2R Z1E DOMAIN #4 ESX Admins , Rli$ B EHIGRY 4%
NEBEEEFIE IRTFTHFEIREEEFIE , F28 VMware HIFBEXE 1025569 B FH EE
Bﬁo

MREA Auto Deploy MEE# | B L7 T # E#1F Active Directory :23% ., BALUEM vSphere
Authentication Proxy #&E# 0 A Active Directory #15, E A vSphere Authentication Proxy FlE#
ZBEFEEEHE , Authentication Proxy AJ LA E#EM A Active Directory #818, 52 R vSphere
Authentication Proxy,

&# 7£ Active Directory FERFEAEBERFEREN , TUREKEBRHEHAEEHNTANEK,. KE
B, RYERAERFRETMAEBRG . MRRTE TIRE , HEAEIRFEN LDAP BEERGKHK , I
FERENE LpAp BEAKY , IFEZERKREINHNEM bR, EiBi§ Active Directory fAIIRESH
netBIOS ZBHILRFHAEIRFAEATANEIEE  THAILME,

DEEMY

s TEFREEEAE Active Directory f13, HSHH AR HRA

n R ESXi WEHERBTEBE Active Directory I ZRRIE B BIRME.

fully qualified domain name = host_name.domain_ name
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BF
1 fERA NTP # ESXi MB#BERGHNEERES.

MEIMAEE A Microsoft FBIiBIRFIMEE S ESXi BREIMNMEEEN , 5206 ESXi BFERMMKERERR
S VMware HIzRE.

2 MRAEHERTER DNS RBRES A LLAFAT Active Directory #EHIIH EHATE .
a 1E vSphere Web Client ¥)#F BBz | BIBER F#,
b RFE—TEERSISHENMER.
c #—T [DNS], AR EHNEMWE DNS MAR[EMRZERD.
rESR
5 vSphere Web Client 1A B #BR# M1 . HHAER Auto Deploy MR EH , 55X E vSphere
Authentication Proxy. &2 B #H vSphere Authentication Proxy.
15 EWFTIE E B SRR 4
EERECABERYE  YELSETHNA B SRBHAE.
UL ERTIMES XN —EREAPREHE
= name.tld (flf0 , domain.com) : RABEERBTRTRIUZIRS.

®m name.tld/container/path (f|#l1 , domain.com/0U1/0U2) : ZAREFEAMEN (OU) TE
MERE.

EZ#F A vSphere Authentication Proxy iR# , 2B vSphere Authentication Proxy.

BF

—

£ vSphere Web Client 4l B &2 BB Z| 4.

B-TEBRSIER , ARER-TRE,

E[RF] T, BEURBRY.

B—T AR,

WA,

£/ name.tld = name.tld/container/path =,

6 WAFRRREEIMMARENERREEAENEREEBNER AR R-—TRE.
7 CEREM) MREEEFEHERFE Proxy , B A Proxy fABREE IP ik,

8 &—THE , Hk [BSREAER) HESR.

BB FRERE
T SR B S ARBHEE NRAERTRE) | THEA LR RREEAE B S ARERE.

a b W N
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BF
1 1£ vSphere Web Client ¥4 B & 2B 2 F #
2 B-TEBEZRSIER K REE-TRE.
3 EIRZ T, RIEBRERE.
(Be% BR7§] 2 EAS 8 B IR MAERE.

£/ vSphere Authentication Proxy

£/ vSphere Authentication Proxy B , EE# Active Directory BB EW B . FHE S EHHE
ZPEIEE , 124 Active Directory IR 1A B Authentication Proxy fAlfREFHY 1P fiz ik,
vSphere Authentication Proxy 82 Auto Deploy #EERBEAEER. LR EE Authentication
Proxy W2 E X K UREKSEFIRNZEEERZMEMEM Auto Deploy iz ESXi E#EVR A,
BEREREA VMCA RE=ZFBEMEZBENREFR LM vSphere Authentication Proxy , REZRE

EEmER BRI BEM Auto Deploy WIER , ZEFNEIEB K. F2BEB Auto Deploy EABET
b

R o

B BEZEERTE IPve WERIE TR vSphere Authentication Proxy.,

Z = F 4 vSphere Authentication Proxy

Z# vSphere Authentication Proxy A3 ESXi E#EEF A Active Directory BRI A MMAREE ., BR
TEERE T HARTFEE Active Directory 535 , EIlt vSphere Authentication Proxy ]2 & PXE Bl
W EMAMAER Auto Deploy BN EHHNZ 24,

MRAGHREGEN vSphere Authentication Proxy , Bl F&# vSphere Authentication Proxy
FHRZ B BTARA

BT LATEFABBEERY vCenter Server FRERI#EES E L% vSphere Authentication Proxy , SREE A
vCenter Server IR EEN HAMES HETRHE, vCenter Server 5.0 REHMAZE vSphere

Authentication Proxy.

vSphere Authentication Proxy RIS &SR 4 2 IPv4 it B vCenter Server ETHE , BT IPv6,
vCenter Server ${T{E AT LUI AL IPv4. IPv4/IPVvE BEENTA IPve FRBEDNER L  BEB
vSphere Web Client E#RZE| vCenter Server s34 HEE IPv4 it , vSphere Authentication
Proxy BR#& 7 gEEE.

DEFRMG

n  EEZR# vSphere Authentication Proxy H#28 b , £ Microsoft .NET Framework 3.5,

n BREAEEEEER.

n BREIMERAESIIENEERNEERSE.

n BREIMSIKEEENE IPv4 ik, BABEL IPv4 REEIRIES IPv4/IPve BEERNFREREPN
B8 = Z % vSphere Authentication Proxy , {BEESEE4 IPv6 BRIEAMER =28 vSphere
Authentication Proxy.
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. WMRE& vSphere Authentication Proxy Z# 2| Windows Server 2008 R2 EH#EM L | Fit
support.microsoft.com #iL T & Windows HIEEXE 981506 A ATiltAY Windows Hotfix 31T
T MRARLZHEY Hotfix , Bl vSphere Authentication Proxy /M E <G EE/THAL . AR
B ERE®EE camadapter. log PRARELURNEZLS cav FHIEE cTn BENMEEDBRL
CAMAdapter FIERERAE

s & vCenter Server KERR.
WETHERRTRZHERFAK :
= vSphere Authentication Proxy WZENE (MNREKREHRFERNVNE).,

m vSphere Authentication Proxy #$E#&2I# vCenter Server Bt FMFRE : IP Ut RBHE. HTTP
EiEE SRESBNER.

n  AREHK LB vSphere Authentication Proxy # E#Z B IP {it,

1 BEZRHE Authentication Proxy BRIGH £ 4 E B #7182 4315
2 FANESEEERFEAZTIHENM.
3 EEREREBRXBHP  BEMT autorun.exe BRUMBZERR.
4 3ZH VMware vSphere Authentication Proxy , A& R —TR%,
5 RBRBERTTRIZERFR.
ELRERE , BEREEmCZ 8 Auto Deploy B vCenter Server #1718 BE 1T 2 4%,

Z# vSphere Authentication Proxy RIS , ZEBEASEI EGEERERNVA RS KT
Authentication Proxy fR¥5. IR ZRBURIEA cav- IR , Y HEEHES 32 BAF TN RIEHEE AR
B, RBEREAKTEE. BOELFERERE.

HRETHLUER vSphere Authentication Proxy #E 175 5%

Z# vSphere Authentication Proxy fR# (CAM fR#) % , HBREEH , £/ Authentication Proxy
AR EFERAEETRE,

DEEM

EIE# 2% vSphere Authentication Proxy fR# (CAM BR#%)., ES R REE K AR vSphere
Authentication Proxy.
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BF

1 EAEHLEMN IS EEBRE DHCP &EE.
BRRTEHE , FEEMBERFER DHCP HWEM LU Authentication Proxy BRTS .

3]
HRIS6

RIS 7

BfE

B2 MR S EEEL .
EEEHEBS% CAMISAPI LR —TBEAR.
EHAR > BHRRE2M > HFE P i MBS BEH > FumESRHE.

BIED AR S EERAN.
EEBERFIR—T CAMISAPI E# B & , ABFR IPv4 {at ABERE .
REFIEAYIER > IPv4 ra#E .

2 IR Auto Deploy REZEEEH K FKFERSSL BREF LA R RERRSHEEBHEBREEN

(CA) HEWBE.

21 EL

VMCA B& MREATFER VMCA HENRFE , BUEBR Authentication Proxy E#EELL
VMCA B#%.
a #BVMCA BEFEFHEZZEENEERIZEBERITRE.
b # VMCA ZEBHRE (root.cer) MBEAREEBRIFHE , ZEHRENLR

E=F CAEBNES

C

Authentication Proxy [RISZ#FIEMNRZF L. EBAE
C:\ProgramData\VMware\CIS\data\vmca PKREIZER.

E#HRRE vSphere Authentication Proxy BB,

1% CA ZBHBH (DER FfE) MBI AREEBRRETHE , ZERENMR
Authentication Proxy REZEFENRGE L , REBEHKE vSphere
Authentication Proxy BR¥% .

#H¥ Windows 2003 , #BRBERERE c: \Documents and
Settings\All Users\Application Data\VMware\vSphere
Authentication Proxy\trust,

#¥ Windows 2008 , #BERERERE| c: \Progran
Data\VMware\vSphere Authentication Proxy\trust.

&R IE vSphere Authentication Proxy

& ESXi E#EE Authentication Proxy BEE , BIFTLAEA vSphere Authentication Proxy.

A ERERARE R,

&5 ESXi Ml Authentication Proxy fAlfREs 4 HREMETRE . FRARBABMALRFBINEE, WRLEEF
FBREIIRE , B LIEA ERRE] BEAR , &
UserVars.ActiveDirectoryVerifyCAMCertifcate BHRES O,

fE i vSphere Authentication Proxy &=
EE M ESXi Bis¥ vSphere Authentication Proxy , 84 ESXi £ Proxy AR TH.
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BEIRA

EE# 2% vSphere Authentication Proxy (CAM BR#§), FZ B ZEHFA 4K vSphere Authentication
Proxy,

BF
1 7& Authentication Proxy fRIfREEZ &L , B IS Manager B HRE.

) 3

#HRuse a EEBKEBRFEERENL-Z-TBELAE.
ENAR > ARZ2M > RABE.

B—TEERTHEREIESEE2EN,
ENMBREUFER ARE HESHR,
JZEH https B4,

EERE > BiR SSL BB,

o}

R us7

o O o o

2 EEFMAER > ERIAME

3 ENMFEEHIZRLWT Base-64 s X.509 (.CER)RIE,
e Bd

B EEAZ ESXi,

# Proxy Al fR =8 REE A B ESXi

£ E @ ESXi BiF¥ vSphere Authentication Proxy fAliR2E , &4 Proxy RS &E LEE ESX,
BRI LAMER vSphere Web Client A& THE , # vSphere Authentication Proxy fal IRES B & L EZ|
ESXi E#,

RDEEM

EIE# 2% vSphere Authentication Proxy fR# (CAM BR#%)., ES R RE K ALK vSphere
Authentication Proxy.

B i vSphere Authentication Proxy falfkz8 & (WE i vSphere Authentication Proxy & & 9 frit),

BF
1 BEIFH  B-—TEHRSIER K ABRKFE-TRENRBRE.
2 B—TEABRE.

3 EAZEH# L Authentication Proxy AR 23 /B 518 RA T E LM Authentication Proxy faliRZEHY IP
3k,

£/ [datastore namel file path Fe & A Proxy fAREZHEKE,
4 B-THEE.
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£ vSphere Authentication Proxy %3 #4571 2| 4815

EEHMA B SRS HAEE | ATLEA vSphere Authentication Proxy fIFRESETEE K mMAERERE
RHM Active Directory 85,

EBRERATIRMESN P — R ARHEHE
m name.tld (B0 , domain.com) : AR SEERBR NELZIRS .

®m  name.tld/container/path (/%1 , domain.com/0U1/0U2) : ZAREFEAMEN (OVU) TE
MERE.

PEEY
m M vSphere Web Client E#£ %l vCenter Server &£,
m R ESXi:RET DHCP {uilt , 55 E DHCP #E .

n  WR ESXiRETHE IP Ui , FREAHMEBEBRERE 2R A vSphere Authentication Proxy
BRI A i , Btk Authentication Proxy falfR=8 7] LAS4E ESXi IP ik,

m IR ESXi E VMCA #BRH , RS EMEIE R vCenter Server, LA Authentication
Proxy fAlBRE&fE1E ESXi.

n R ESXi EfEA CA HEBNEE , BKRE Auto Deploy fiE , BERE CA BRECHILE
Authentication Proxy Al lRZFM A EEEBRRFEFE (W0 REEHELMEA vSphere Authentication
Proxy #1758 58 Frit) .

s [ EHERTE vSphere Authentication Proxy faliREE .

1 7E vSphere Web Client F2IER X # K RER-—TEERSIER,
2 BR-TRE , REBIREBRE.
3 B-ThA#ES.
4 BWAHESE,
{5/ name. tld = name.tld/container/path X,
5 REUEA Proxy fRES.
6 # A Authentication Proxy falBRESHY IP ik,
7 B-THEE.

B ESXi £#HY Authentication Proxy &%

BE LA A vSphere Web Client F 25 RBEREEV XN BRE

DB
m & Authentication Proxy BE &R L& ESXi E#,
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BF

1 7£ vSphere Web Client #132E ESXi F#,

2 HERERSIERT , BERAKEIHANRERY.

3 B-TEAB®E.

4 EA SSL BEKEEH vSphere Authentication Proxy faliRES .

ESXi Z2 M BEME
BfE ESXi ZEMREMCET R vSphere BN TEM, MEEMEN , 528 (HILiE=R) .

BRZERN

EESRTRISO. BERBEISHERNEZRERENGEEZ  BRATEEENEMENESHE, R
B VMware USSR ER MZEIMECEE |, S5 EHEER VMware #1TE#,

THIFEEZ  FEAMDS ANERRTEHNTEM, #§ MD5 &AM HEE VMware #8348 E 2K
EMULEE, BEEXZRGETBN A EZMI AT HGE MDS BFE., B Linux , &EH
md5sum % . R Microsoft Windows , A/ A &M M THER.
FEHRE CRL
XA , ESXi TMA B CRLRE, ZXEAFHESUBKRBENEE. SERIRBEERKRELT
CARE=ZS CAMBIELENER. FLATEAESHSRALEN ESXi E# EHEEH SSL BE.
B4 ESX Admins Active Directory 84

vSphere fER#Y Active Directory ### H plugins.hostsvc.esxAdminsGroup EERHRREE
. MR, SURERES ESX Admins, #5 ESX Admins EAMFTE R EREFE FFTAE ESXi
TN TERESEFIE, SFHEEBHENENEE Active Directory , WK EEXRREIESEESEN
EREMEAE,

B eRE

BAKZE ESXi HREREMA API IILAES | EERBENARERERFETH BLEERER
vSphere 1EZREH API (A HTTPS) A, NREHELEERMEESE SO LARTHENEE
BE , HlINBEAERE,

i BVEREERBRLERER AP RRNER,

£/ vmkfstool EBR SR E S

MEREBRERN VMDK EREF , BRSNS ILER#E K AZHZERSBYE vCLI %
vmkfstools --writezeros., A% , B UREREZEHREMKRIESE.

VMware, Inc. 219



vSphere 22

PCI # PCle & E# ESXi

fE VMware DirectPath I/O EER# PCI 5 PCle REBEZ EH#E K SEIFEENZTE2MRE., &
R REHERNEEENGER , fln  EFREZRAGPURKEREXNBITHRERHEN, £7
EENERANIBENREZANERNGEZEAMFE ESXi T2BEFARE.

EEERBEHZEENERBETLEER , VMware 7ERBEMA PCI & PCle BEZEZERKE, &
LRBAUEBTEEARRIAARERHI[N IR,

EUATHERETEN IR TRERZETE,

n EREXZGUHASELBEERN PCIH PCle R, EMERTEEREN , BRTLIEE ESX
¥ EEERVEHETEENEBRETNERITERTHEEY , AELAFREXRGETNES
BABEEL,

n EREERGUESELEERERETER (OMA) X | E¥EER IOMMU EHE7E ESXi E# L H
i, plwn , R DMA EEEREMESEER MV EABE, EREHE L  THIRERTE
IOMMU SRR RBEFBIFESNAEE (NMI) HRWBREHER  EEERSEH ESXi MBS, =M
EUEREREERATNESEXRESH,

n MR ESXi TR EMEEZRGIEFERBHEHLE , ITREXRGTEEA —BREEZE ESXi £
BHEAEmE L, ESXi BRiEETAN Intel FALERGH EHYE | HEYER Intel VT-d TheE
M —o. ESXifE AMD FE LR EFEABETEIE. REHBETAEER ESX T#IB% , BR
bt AT e B H A 5 = AT R S LT .

HREANESXi NEEFEE
BRI EAEEFRFEE A ESXi Direct Console A& E (DCUI) , FEREABASSRE (PIV), B
FAFEF (CAC) I SC650 HE+ , MAEAFEAEEBNEBNERETR.

BEEFR-RARBSAERSZFNIERBF. FZRARBERARGERANERZRIRERNE
BF UHEBHEASNZE2UHIFEREESR.

HESXi T LRAESFRER , DCUI ERTEAABTRNEZ RN PINAS K MTAREAEEE/M
BRNERER.

1 BEEEESFRBEAEEREFRHE  ESX THEFMLIENAE.
2 ESXiDCUl SERENZAEAE | LIRREH A PIN,

3 HEZEEAPIN 2%  ESXi THREBHEREEEEF LN PIN ETHY | ¥FH Active Directory
BEREELIFNEE.

4 RIMBBEEFRERRZ%E , ESXi @FE&% A DCUI,
% F3 BiA#¢ DCUI 12 B FE A E R B RIERE .,

BELABATERN PIN BERZR # , 82 FLNEAFNEHEE. MRESZFHE , RAREAR
A REM HRREE .,
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BAEEFRE

BAEEFRE , URREEFH PIN &% A ESXi DCUI,

BB
n REERES , LUEEESRME W Active Directory BIBHHIRS . BB FBEFHREEFR,

n BT ESXi MAZEBEZSREEMN Active Directory #18,., MEFHMEN , F28 A Active
Directory B ESXi A% .

m M vSphere Web Client $EREFH. BF2HE ESXi TRNBIREE .

BF

1 7 vSphere Web Client 1 , BB 2|3 # .

2 B-TEERSIEER , ARE-TRE.

E[RHKE] T, ZEUBRBIRIE.
THREIEINEEFRERENEECEABINEE,

4 E[BEFRI ERP, R-THRE.

5 ¥ [(REBEEFRE]HESAS , BROEE 2@,

6 BB EEHNBIBREME CA) BE , HIMR CA BENHE CA BE.
7 BREEFRI¥ EE  ZIRAGSRERIBLISR  RAER-TEE.

FRESFRE
EREE-FRE , UEEEAR ESXi DCUI BANEREAE 2 BABERE.

w

BF

1 7 vSphere Web Client |, BB 2|3 #

2 BR-TEBZRIIER, RER-TERE.

3 HE[R&] T, ZERERE.
ZREIBMNEEFRINRENEECEABINEE,

4 7 [EEFRE]ERT , B-THE.

5 E[EEFRIEDL FUHEDBAERFRBZEIGR K ARE-TRE.

EREERBENER TRIEEHEIR

R Active Directory (AD) #iSARESELER , B UERFERAEIBNZRBREEA ESXi DCUI ,
D EHRITEREEE,
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EHIIMERT , RELAREE ., @RPE=CEMELES AD FEARIUEHEEFETEAERZTNR
F. MREHEE AD ARSFSNVESR , BRI AFERAE ESXi FHENRFZE R A ESXi DCUI, ML EET
DT REMBRSEE, SRBREAZZBNTBEEALRE, ZADNWESCERE  2BARAS
ZRERE.

&5 R Active Directory (AD) #iE AR TA , BIFETEE vCenter Server WK ESTEFERE
FERF.

HHERATERESFRE

BA%  ESXi TR ENEEEXTRS IRV Z2MIREY DCUI HFE., HERATHESFRAEEF
BRIEIhRE.

E—REEEXT , EWIIMERE] BETEEEESRRNFEARETUFE DCUI, FIIMEREREH
WAKERE , EBEE ESXi TMABTER 2R Active Directory £ E. MREE—RETE
AN TEABEERERE 4B vSphere Web Client #EREFIZE [fIMEAE] FE., EEHEA—R
HEEKE SEFERETSEKMMANER , WATEA DCUI, MEFMEN , F2HE EEHEE
RBIMERE .

EBREHERAT , DCUI RBEFL. Bt , FEEIERAEZFRETIEH.

ESXi SSH £i8
A LAE A SSH €8 PR& . &I LA RRE ESXi MM FEEPR., FEBFEH SSH €88 |, B UAHS
EENERESESHBETEERBNBER T EATHE,

BRI LAER vifs vSphere CLI tp S # SSH €8 ERBIE#H, MELZEMFEA vSphere CLI S EMNE
# ., F28 (vSphere M<SFINEAP) . BAIBER HTTPS PUT #% SSK S8 E R ZI 4

BUILEESXi TR BTV EMITAETE , MAREIMBELESBAZREELE, F28 VMware A
EXE 1002866,

B SSH ¥ #% SSH €T T MEEE R , BFTERLRERIITHEE, FSREHERE
(SSH) £48

B BZERESXiSORERMRA , MFEFHENETEEN | #E SSH BN FERAE LT LIEIEE,
ESXi 5.1 RACAEIE ML RERE,

SSH &
A LA{E SSH Eis& A ESXi Shell , Wt ¥ T ITREHHE T4,
ESXi Y SSH AHRES R T 15d | M IREBESHNZ2HER.

F£ 1/ SSH BB ECER

VMware TEX &% 1 iR SSH BARGE , MEAEESXEMASE 2 RBABE. 5 2 BOEBRTE 1R
FEENRLEZ2MEE  BRHTZ2HAFAREEENEETEM.

REThERE
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SSH $HEGFETE 256 Lt 128 {2t AES %,
EURTEEEAZEBSSH ERIEENEANERRHITZRE, ETHBEELRE,

£/ vifs in < L8 SSH €38

MRERERLEFARESRBEALEG SSHNER | AIFTUER vits ML LERESH.

HE ARRESBRANSSH EMEEZEFERERE K FEEZERTEELMNBREPMEA SSH £,
RESRTEEBRIBHUIRNEBRTFN, ELAERESHERZER SSH FREHE , BFEH , 2Bd
RERMRE. ERRESRK  ATUABETRE BEERBARMTEIIENESBREREA.
AL TEEN SSH £ EERIFH#.

 REAEHRESHRER

= RSA 218

= RSA AHEH

€ vSphere 6.0 Update 2 A4 , DSS/DSA £MFBEXE.

EE BFBM /etc/ssh/sshd config R,

B
o HEDTHREEM[MBRIREL , £ vits B<H SSH EMEER ESXi TR ENBEME.

vifs --server hostname --username username --put filename /host/ssh _host dsa_ key pub
EWER =
BEAENRESANE /host/ssh_root authorized keys
BYEARREERER , 77 LERER.
RSA &% /host/ssh_host_rsa_key
RSA ABE /host/ssh _host rsa key pub

£ HTTPS PUT {8 SSH £i8
BU L ERARESKREARSE SSH WM, B LAER HTTPS PUT LERESR.

RRESKRURCRIHIMNERTN., ECAEIESRERASE SSH FNEHRE  EFER , €Nt
ERMRE. ERRESR  LULUABETRE  EERBARMMTERXTFENESHREERA.

R LMER HTTPS PUT AT AR SSH SR EERIEH
n REAENEESHRER

= DSA £

s DSA AH&®
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s RSA £i8
s RSA AR$8

EE B78% /etc/ssh/sshd config R,

B
1 ErEEARSY  FRRERER.
2 RERBMHETIME.

SmER frm

BEAEVRESAER https://hostname or IP address/host/ssh_root_authorized keys
Y EHTRASTENEE SRR T LERER,

DSA &R https://hostname or IP address/host/ssh host dsa key

DSA ABEN https://hostname or IP address/host/ssh_host_dsa_key pub

RSA £18 https://hostname or IP address/host/ssh host rsa key

RSA A& https://hostname or IP address/host/ssh_host_rsa_key pub
£/ ESXi Shell

ESXi E# LFAREA ESXi Shell, MEME | AJLAURAY Shell WABAERIRFE.
EEREABECIRER , FEBA ESXi Shell EITREDMRE .
ESXi Shell B AEHEERN 25, MRZDECHA , IEEIREHEREXTHIT , BOATEA ESXi
Shell,
ESXi Shell

JRSURR 1t BR 75 ] A #8 77 HL ESXi Shell,

SSH
Bt BRAE AT SSH &k 7Y ESXi Shell,
E28 (vSphere Z21t) .

BEAENEEEEEAONMERE TLEER ESXi Shell, BR Active Directory B4 ESX Admins BIfiE
AEKBEBEREEEEAR, KTER , RERFEAETFEH ESXi Shell IITRGmS (Bl vware

_V)o
B EEEREEFIEERA ESXi Shell,

s {#H vSphere Web Client BB ¥ ESXi Shell H91FE

ATLAfE A vSphere Web Client BUA% ESXi Shell BAS#ER RS (SSH) 7H , U KRR EBEHEER
A R,
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» {£f Direct Console £A &/ (DCUI) BAA¥ ESXi Shell #977EL

Direct Console fEA &M (DCUI) AHEFERAXFRHINERARNKETHETEE, FTFATMGEE
NEBEZE2MEREBXIERMA Direct Console EAENME.,

m B A ESXi Shell dE1TEREEHERR

£ vSphere Web Client. vSphere CLI 5 vSphere PowerCLI #14T ESXi ARET#E., & A ESXi
Shell (ZBIBABEM X EBENDH TSM) EETREHE .

£/ vSphere Web Client XA ¥ ESXi Shell F91FHX
Al LAE A vSphere Web Client BUE¥ ESXi Shell A ZE iR (SSH) FH , URBREBBRARMN A4
;=

&= (£ vSphere Web Client, E##&H <5 THE (vCLI # PowerCLl) MMM AP RIEFEEH, B
FEREERBA SSH EHMNEHRBRT , BATERAMEH SSH EiRFHEMATHAE,

DEEMLS

MBEFA SSH 2SS | Tl LEZSIE. E2F ESXiSSH £48.

BF
1 7£ vSphere Web Client 41 B &P RIE 2| = #
2 B-TEEZRSIER K RER-TRE.
3 EREK T, BHNRIMREE.
4 & R @iRP , B-THRE.
5 WBEEHEIURK.
m  ESXi Shell
m SSH
s Direct Console Ul
6 B-—THREFMAEH A ARENRBFRUFBREBMEL.

MRAENFHREBANFL  ARERENBRETEIRBRE. IREEEEIRENRRBRERE
AR BRBNEFEL.

7 REVRED RN RIS
8 B—THRE.
BIEBESR

BRIE ESXi Shell WA AMMEBEK. F2 /7 vSphere Web Client 14 ESXi Shell B] F 72 37 81 k50
1 vSphere Web Client F A&BEHK ESXi Shell T/ER BREE T BIE
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1£ vSphere Web Client A& ESXi Shell 7] A4 & Bk

XFERR , ESXi Shell EREAMREE,. BT A ESXi Shell SRERAMER  MESKA Shell BN Z2
ll‘io

A MBI E RIERA ESXi Shell ZBRAARAZE , AEENHE. BBRMRERE  2R%E
2EFA , YEFAFEAEEA,

BF

1 1£ vSphere Web Client 41 B & BB 2 F#

2 B-TEERSIEER , AERE-THRE.

3 EIRF]T , BEEERRERE.

4 3BHE [UserVars.ESXiShellTimeOut] , A& R — TREBE .

5

BABBERRE.

ZAEFREE) SSH BRI ESXi Shell IRH , B A BEER.
6 R—THE.
1

MBELERABEPRIACEA , EHTERREFEE TR, B2 , EEBHREN THERERR LS , BIF
RFERAEEA,
£ vSphere Web Client F BFIEH ESXi Shell T/ERE R B kF

MRFEAEEEZTHEERAT ESXi Shell, BEZEHIERER , BEIERBRSERPRIFESRE. B
BHNESSESMAENTHFIERNTEEY, SaLEBARE TERRRTEHR | By BRI
EEO

FEAREFEAERFEESR THEREEH 2 UKLBWRREE, B L Direct Console MM
(DCUI) 2 vSphere Web Client FIEH| AR iw (SSH) THERERNIFHE.

BF

1 1£ vSphere Web Client 41 B & BB 2 F#

R-—TEBRRSIER K RER-TRE.

T [RH] T, BEGERRARE.

#HE UserVars.ESXiShelllnteractiveTimeOut , #&— THREBET , REWMABFRE.
BEHRRE ESXi Shell BRIEM SSH AR#E , RILLERF £ .

a b W N

#mR
MRZITERBRFEE  FRAESTARYRBREN.
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f£ A Direct Console fEAE&E N HE (DCUI) BAA¥ ESXi Shell B91FEL

Direct Console fEA &N (DCUI) A S FERANFRHINERNAKETRETEE, FTHETEENER
BEZE2MERREXERA Direct Console FAENME.

A LABEA] Direct Console fEAE N E R ¥ ESXi Shell M AR K FEL
% £/ Direct Console &N E. vSphere Web Client, ESXCLI SiHMEIE T EH T HOETHE
E g8R—RIAEEEEMRRERIXAREE. NRERRELSF A EMERHE  BELS
ENREEEX.
BF
1 f¢ Direct Console EAENEF , & F2 UFH [RABFT] R,
2 EEEBERRBREI IR Enter,
3 R REHHREERE] DR BERERANRE.
= A ESXi Shell
= RRA SSH
4 1R Enter BUAZR.
5 3% Esc EZ3RE Direct Console EAENHEMNENEER.
e Ed
|IE ESXi Shell WA AMMMEB R, S /7E Direct Console fEAENEH A ESXi Shell A AMEEYT
B AMEE ESXi Shell TYERSEREEIBIRF.

£ Direct Console FEAENEH A ESXi Shell ] M E B

{iRFEER , ESXi Shell EREAMEE ., &A1 A ESXi Shell :RE A AMEE  *MESKA Shell BN Z2
’lto

A RAMERRERTRMA ESXi Shell ZEMMBABTAZE , TUKBHE[E, BBEARPRE  ZR%
2EFR , YEFATFERAEEA,

BF
1 [REHHmEERE] haeRP , BEUEH ESXi Shell M SSH HK , A% Enter,
2 BWATAMER.
N BEHRE SSH BRISH ESXi Shell IRFE , B A BEEK.
3 3 Enter Mi#& Esc , EZiRE % Direct Console FAENHEMEIIRER,
4 BE-THE.

BmR

NMREEBRBHR2ACEA , ENITERREFETR, BR  ELBHREH THERRLLE  AIF
REFEREZRA,
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BEE ESXi Shell T{EMSER 72 3 1A
MBFEREEEHERAT ESXi Shell , ESBEHI/ERER , BEIERERIEERPRISESIRE, B
BHESSESHAENTHEEERN TN, SULUEBABNE TR TEE | BhLHIR R
EEO
HEARERFEAERFABEESIR TERBREH I TUEENEHE, YHBABNEFTSE T AER
EB A ESXi Shell REA , T2 EREITFMRE.
A LA Direct Console R E N HEIETEEE W BER) , W vSphere Web Client 3 EBE (L%
EREN),
EF
1 W REHEEESRIE] hEERD |, RIS ESXi Shell 7 SSH K |, A% Enter,
2 BAEERR CARDAEN).

BABEHEE SSH BRIEF ESXi Shell BRIE , BB A RELENK.
3 & Enter ¥k Esc , EFI3REZ| Direct Console FRAENEN EThEER.

®R
MRZIHERBRFEE  FRAESTARYRBRESL.

Z A ESXi Shell /TSR EEHEAR

£/ vSphere Web Client., vSphere CLI % vSphere PowerCLI #1T ESXi A& T4, & A ESXi Shell
(ZAIBAREMZEENR TSM) EETEREEERE.
BF
1 ERAUTAEXZ—FA ESXi Shell,
n MRTNEEEFDRIH  BFEEENERIZS LR AR BREASE.
n MRERRRERIEH  FER SSH AHMEBERTESER , fMETH LB TERR.
2 WAHRTIHBRINERESBNEE.

&2k ESXi Web RERE
B3 Web REREE , BEZEE TMBNERE RS MR,
i HIRE SRR EASE S S ERHDIRES.

n FEREFAZBRERZBNER. ESXI AT XEFAZBRERZE (LBAMZHN L) B Web
Proxy, MRKRETEEREREMZIEN Web Proxy , ESXi BFIGHEEFRRE .

s ATXEHERERR. BEMHEEITINE | vSphere Web Services SDK E4RH) SSL AR AR
A, NREREELESUFTCHTEERETNS , BEERE HTTPS Y112 ZE HTTP L&
vSphere Web Services SDK E 4 SSL,
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EERELAFPFREY T RE2XEANREEATEREM SSL, EERNRES , KEAHAIE ,
MAEIEBNEHETE2REEN. F/A SSL ARSXE  RARE THITNERRENENER.

nm ATELIEERA ESXi R , KZE AP ESXi R R EEFBERIE 443 (AN HTTPS BRI EEE) |’
FH, EEE 443 R E ESXi W@ Proxy, EB HTTP B2 BN & E ESXi LMRFEE |, B
MERALBEERE  AEZEEFIREEEN T R,

AT AR ITRE  MEREB HTTP EREEFRERRE. RIEREZEZEENRERMHER
ESXi , BAIFEETHEE.,

n EARENRRE  BROAREERA.

vSphere Auto Deploy Z&Z &

BEBRARUMAREBENIRIE | FHEE Auto Deploy EEF MR ERBREARFATREEFENZSHRER.

R REM

RELAR  REBEMEM PXE XFB X —H&. vSphere Auto Deploy EiB SSL F#E# , APy
BENTENER. ER , &£ PXE MBI ERERFiwS Auto Deploy ARV EEM.

HEHT2REER Auto Deploy AR | & 7] LA KIEFZ{E Auto Deploy WEZ 2R,

FHMRENERZEELZEM
vSphere Auto Deploy Al iR2s THEI B L W RBRGE AT LEB AT T,
n RGP XKEEEARMREREEN VIBEHLH,

= R Auto Deploy RAIREACATHREERTIHATREMEIH  IRERETFELS MR
ERMERALT,

. EHREENIHETEMNEES (root) BBMEAERRE S EIT MD5 &,

n BEREEHEBNEMEMSBEEORABXER ., NRERFHEFRERERE Active Directory , Bl
RBETZRE,

#B1E A vSphere Authentication Service 3R:&E Active Directory , # & A8 Active Directory
R, MREH TR ERRTE Active Directory , BIRBLASZRRE,

. EHEOARMAE SSL ERANBRDELSERERES,

B ESX| iR E
EREAYHNEETREANNSERIMZEMROMEBENN —BEEH., LHBEZE. EFW
e AIERES |, RIHBIBT LSRR E R, RinmZ iRt RN BT,
EHTHERRES TN Z .

n REFEMTHIEHFHRE. KER , ESXi TR LT HRRBFALERPHERZSGES. Bt | B
BRTHENFARE  CHRSEEX YEERT 24 NENREER. ERAFEMLER 888
AREENERAREEE TR
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n BIHTHRIPREE  TRESTEERKITRIE  EPRELEETUERE-TAEZREE
B, SEaBBTREASMACRERNES  ETRGRERLEN  AINESETHNIHARE,

s FAEKRGSY (W vCLI 5 PowerCLIl) SfEA API AF I , £ ESXi T ERERIKEZZ Syslog,
n  ZEH Syslog R , MREBEB RN Syslog fARES (BIFERMINERIER).

£ ESXi £# & E Syslog

T ESXi E#IHIT Syslog RTE (vmsyslogd) , ZREEE KB VMKkernel MMEM ARG THRAER
SRBREEERER

BT LAE R vSphere Web Client 5 esxcli system syslog vCLI 8% R&E syslog BR#E.

MEEBMER vCLI S <SHEHMAE |, 328 vSphere Command-Line Interface AF9,

BF
1 7 vSphere Web Client 41 B $#& |, RELE#,
2 R-TEERIIER.
3 E(R&]ERF , R—TERRERE.
4 S ERRSRRE] FEFH Syslog BE.
5 HEXHRETHE , FENEFENRE  ARE-T [HE] BR.
-3} e
Syslog.global.defaultRotate BREERBWEHEFHE LR, JT2EREZEA |, L IerE @R FRERETRE
Syslog.global.defaultSize BRERGHECHENNTREARAN (KB). T2AREZHE , LAHEMER TR
FEHEITRIE.
Syslog.global.LogDir FHIFCEM B 8, 2B SR EEN NFS 5 VMFS BBEER, RAEREER

REFH /scratch BREEFHBERDEEE. BREIEESR [datastorename]
path_to_file , EHBRBHERXEERFRENETRENRE SKE, Sl 8%
& [storagel] /systemlogs BHIERIEER /vnfs/volumes/storagel/

systemlogs,

Syslog.global.logDirUnique EREVLIRTE | SEEH ESXI THM BB | 7 Syslog.global.LogDir 5E/ B &%
TEYTHS%E WRESEESX EHWEAR—@ NFS B, BIE—WEEREES
A.

Syslog.global.LogHost Syslog sREERXRZREE EH |, IR ZEREMEW Syslog s EFTEREIZE,

AU BEBENBEMEEE | Hlf ss1://hostNamel:1514, X UDP (F8:R).
TCP # SSL., BEiREFHMARTRIWIFFRTE Syslog , 7 BEEIKEEER Syslog
B, WEALHEREN , AR I RS Syslog BRIEHI RS
6 (GER) BRAMRHSEMNEREZANNTERE.
a R—TEHETWIHENER.
b ®B—T[HFE]ER, RERAMENRERENZEKRD,
7 R-THRE.
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mR

¥ Syslog BIEETHEES VAR

ESXi iRt BN E

ESXi #EBMER Syslog ZhEe , HEBEPRETHFR.

T
VMkernel

VMkernel &

VMkernel §E

ESXi F#ARERN D

vCenter ({2 L 8%

Shell :28

g

ESrEiD=)

B EE

fum

/var/log/vmkernel.log
/var/log/vmkwarning.log

/var/log/vmksummary.log

/var/log/hostd.log

/var/log/vpxa.log

/var/log/shell.log

/var/log/auth.log

/var/log/syslog.log

HEZHENERMSENERE HEA
vmware.log #l vmware*.log) EGE
WEE. fla, /vmfs/volumes/
datastore/virtual machine/

vwmare.log

1% Fault Tolerance RERENZ 2

ERUA Fault Tolerance (FT) B , VMware vLockstep AI#EER E B ERHES R AN ANSEH | Wi8E
L@ ANEHERIEES —AFH ERTHREEERSS,

TEMAEERHR CBNCERERNE , YOS FTRMEN Storage I/0 BH , URERIEXAZS
MEEEAR, ERETUESHBER A NAXFEANER., SERZLFEERNR , FRALS
BHZ2E  JBRREEZE REN] WE. W, SBARKAR FT LERE.
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R E MR R ESXi BRNEE.
RHREEREREENTER.

FRHE ESXi WEERBEMA A&
B AERSR).

BEEEMRE ESXi TR REERHRM
RERANBEER,

B EE vCenter Server BN RIEERXMN
HHEAEN (MR EHEB vCenter Server
),

BEWA ESXi Shell WD SUR
Shell B4 (40 , BRA Shell) #9508,

BERARAGRIEBNAEEMN.

BEFE—RESNE  WATARES
SEEEAR, ROEH IR A B R
i,

BEERMSEEREN. RFEKBEN.
TERENZE . BEES . EREES
¥. vMotion BEMERKBIERSE.
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{R 3 vCenter Server Z&HNE 2

1R vCenter Server WE 28 : BEHIT vCenter Server WE#MN L2 M, BEEBRERNACNET
EME , U REREZE vCenter Server WA F T &M,

AEHFR T EE

m vCenter Server Z2 M REME

m BB ESXi THMIEN

» BREHARERBERBA SSL BERE
= vCenter Server TCP fl UDP EZig

n EFELCM AERNEREZETARFR

vCenter Server Z& M HEMCE

B1E vCenter Server 22 M REME T IHBI R vSphere RIEHTEM

vCenter Server FHUE &I HREMHCE
BI&IEEHIRE vCenter Server THNEEEE | LRERFENZEM,
THEAAHBEREEN TS,

ERAERKRS

s R BRAE Windows BEIEEMRF BEH vCenter Server WREEIEER , BB ELEFIERIT S
ELRERZE-—HZMEESR vCenter Server BEEEIIRF, B =R EERRRETEZRRNER
E. BNSZERREEKERZT I REEFNEMEFA.

@it & vSphere 6.0 Fs , A EEERRTEEAS vCenter Server WEEEEER., TEZFEAH
AHEEERBERE.

s FERARBESMAER Windows 1R F %8 vCenter Server, REIREFSVERAKE LWEES .,
n BEREARIEESZE vCenter Server ZE A —RISIES
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R/MUFEUE

B AHFERAERERER A vCenter Server £#, 2% A vCenter Server NERAE TS EE R EME
HNEFMESRESHEREE, ELEFERAEETLER vCenter 325% , 0 SSL BE. EAHTEHRTAE
FEIENFERERARSG  YRAHELEEASHETEZ,

Bt vCenter Server EEEF A ENER

YIMAEEEEERAERSEAAREEEAC, MR, TUEY A -ABERRNBETAE , REREH
EREHEMEERES.

BH vCenter Server EEEAENERAEREHETRENHNER, S, kER , EEEAGTRE
RERERERFTREXZAGANERNENETED. SEACERSBSNEAETRSHEEERE
SRERNREY, TAMHTEY, BY —ERAAEEERENFER  MARBREB) ERKREE
BRNAG,

A vCenter Server ER EF & RERKER

ERECREERREEBNENEFIENSERER. It RERREEZENARKEE. ERER
ARER2E , TUABRELER.

PR 5 & 67 I B B B R 7 B

ERENERERIIE T EE T EERRNEAEEERERESR vSphere Web Client #218 . L&
THREREFENE LEE vSphere FBHBEHNER, ESEREHE. AREHEFHEERIERAGEETE
ELRERNFEAESNEA,

[REIEAEEEREBRPATHS

&R , AA vCenter Server EEEABNERAETHRERKBRTREXRAANERNEXETED,
EERERRTREES. TANRTEMNER  FELRAERERERNETRTIAR. #F2R
REEAELEREB[THTHS.

B s% vpxuser R TER A
#XF83& , vCenter Server & 30 X B EI# T — )X vpxuser B, BRILBREFSENEL , HRERAILL
HEERATANZRFERARERR ., F2E &RE vCenter Server R,

B mAREBEAHMRRATEEE.

£ vCenter Server EFT B AR EREIR

B E vCenter Server HEREEMREHER. MEERENKLERTEEEACNERERERE
BASIEEFRBDYEERBEAERNEAERFA , IACERZEAERFHATBR, EHENE
£, vCenter Server 1% EEE A BIKE vCenter Single Sign-On 1RFE

administrator@vsphere.local, A% , WIRFEAZEEEE,

EFEVASEEERFE K AAKEEEAGKERAZIRF AR FERER

administrator@vsphere.local 1R F .
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S RDP INZRE &K

EEREBPHNEE Windows B L, FRECRE (BERESATHARL] RE , UBREARRENR
SNZE,

B2 vSphere Web Client B

B REF—1{E vSphere Web Client i Eft A F IR ERERANFERAERET AR EERIZES. £EE8RE
BRENELT , FRAETHEEZE MiTM IE,

% E vCenter Server ZER A

fkFEK , vCenter Server 8 30 KB BB E — )X vpxuser . EABLHE vSphere Web Client & 8%
=

BF

1 7£ vSphere Web Client ¥1#gE = , 2#E vCenter Server,

2 R-TEERIEBIREFRIIEE.

3 B-TEMRE A AELEHEF[SHPEA vinPasswordExpirationInDays.

4 FRE VirtualCenter .VimPasswordExpirationInDays UBFEENEK,

{R 3 vCenter Server Windows F##
FRARTREMBEEIHBIENTS | 7% vCenter Server FI#I{TH Windows E#EH & &R RN E,

m A vCenter Server ARG AEBZT I ENIEXRS . EREMNTERE. R vCenter Server TREZXE
HIEERG LT , BIT AR IEEHIT , M AE vCenter Server RZ Z R HE

m £ vCenter Server ZABEERIEH. ERRFEHRIMANWIEXRRIEHERF , °ATZE vCenter
Server T"HER S S WE,

m 7E vCenter Server T FRHEXZGRE. RENRECSHSRENG ZZHRE,

n HEEBEBTNEE Windows Ef L, FRACEREABENEESHIRBEELSHRET (B
IS (RDP) E#ARE] RE  UREBERESERNME.

MFREXERENERNERTENERN , F2K (vSphere HAMH K ) vSphere HAMIEREE .

AP ZEBREIHA N B SR Mo &
1£ vCenter Server 5 LR BRI BEHNER , RRB S LK ZED vCenter Server ZHCHETER

SEIBNERIE,
HRAUTERRE , EEBKRI=EENER.
. WMRFH vCenter Server RABRIMHBENBE , REVHEEZE MiTM HE

s EREEERT , MR vCenter Server ZH LY , MIGHERA LB —HEEANFENERB
¥&. A vCenter Server RGN KE E LSRR |, WEIBFFE vCenter Server ERIE,
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FR# vCenter Server WK E &

BREZEMN , BRI vCenter Server ZARBREBE R 2 IMVEMRE L |, IR vSphere EER
EVAZRENAEK., SBRRHMAKES  TURFSEERNKNE,

vCenter Server EEEFMEEMAK ., BE1 vCenter Server ZAENHMAR WMEERKRIFEEZES
%) RERFEEBRERNEMAEE. vCenter Server FEEZH vMotion EEFEEMN K.

vCenter Server EEEL T RBGE T FMER.
n  FfE ESXi EH#,
s vCenter Server E¥lE.

m  HAth vCenter Server &%t (MR vCenter Server Z#EBRAREBSER . EEZEM —M vCenter
Single Sign-On #813).

s EREHTEEAFEMEAL, BN, vSphere Web Client , EM#&EEF A PowerCLI B Windows
A& T HML SDK AEBHNAF R,

s HITHIINTTH (1IN VMware vSphere Update Manager) B &£

n EHBEERIE , &0 DNS. Active Directory # NTP,

= HITH vCenter Server R WEEBEEN THNEMBRER.

EA#AT vCenter Server R#&H Windows R & LRI ASHERE Ak | SUERAREE AR, BEN 1P AER
MNEIRE , ERRELENTH T EEE vCenter Server R R

ZEMRF Linux AFIRNER

kR , AFIRTTHER vCenter Server &AL ESXi TH 2 M EABER SSL WINEETRE., BLR
B Linux IRAT ST BERE. FERMRFELHFHRHNER.

B EZE# vCenter Server ZM ESXi TH LK VMCA B BRINRAHE=ZS CAEENEE , B
B Linux APImHNELBANARSZARENBME, LT HE Linux EERZG LTRSS IR
go

» VCLI &%

m  vSphere SDK for Perl 41

s {ff vSphere Web Services SDK #EHER
WMERITHATEEMNES , AITREHER Linux AFmIRS,
n ERGIEEARHERERGHFER,

n  EARXEEREALFREIHFE vCenter Server,

s EARBEIRAGER Linux AFRZHBRA
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BRECRRNIMERX

vSphere Web Client JEEEEACEAEHRNERER THIT, EXEMUTUBAEREANIIMNIERIE
BITEENEE  fINBENRENBERGHRE TERRZIH  FEAEERREZIEERENRE
E{HEY vSphere Web Client &8,

vCenter Z#B$E vSphere Web Client AIZEMRMEE  ZEBTHNEBRDERZENEE R T AIIER
(AT AREE vCenter M N THRIMEBLL Web BERERIINEE) ZE{H vSphere Web Client, ItEMEEE
SIAGRFATNEERYELBR ., Hlan |, MREFEETE vSphere Web Client B —{E#TEE P R IMHER |, I
SMHEXTUEAZEEESNEREBERAITEEDS.

E#E{R# vSphere Web Client RZBENRBE , TUEHREMEELRENIMIER | WEEFRFE SN
BRYREZEENRIER.

DEFEM

B VAAEBFE vCenter Single Sign-On RIEHKIREPR . ELEREPREE vCenter Server fERTE.

BF

1 Bl administrator@vsphere.local A& vCenter Single Sign-On #RNEHRE & 9 & A vSphere
Web Client,

2 HEEL K BERRKEE  ARBIWBREZRTHAFRMER
3 WERAFRMENSE,

vCenter Server Appliance & M HEME

PEEMAEREME , URE vCenter Server ZRERE |, EMRBEEM vCenter Server Appliance., 2

MEBREEPRERERENZ S,

E NTP
BARMERGEAEARNEERERER (BEERNEMWERCER) , I B 65 AR R o] B2 E 0 i
BREMEEE WMERRERE-UTC). AFNAGHRBEARERREFEE. NTP EAREEE
RERTHRETHEAE, TERNKEREELHEURENBEHEEIRENTSEE B3R
B, H520B # vCenter Server Appliance 8 NTP AR EREES .

R4 vCenter Server Appliance & 1FEY

{ZEPRFI¥E LLEE vCenter Server Appliance ETEMAENER THNER, HERETHERKN
EHREEELRGRE - RUNEBHBE TN, EREELER TA4MNZEE &R EE &
1&®.

ERSHEERR ESXi THEMIIEAL

£ vSphere 6 REHRAF , ARG EEHIER VMCA BE. MREEBREXBELER , AIFL
BEMHERERERIBAEN . B LTE vSphere Web Client RERFIEAL.

B RER, SESARTRERE.
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—

£ vSphere Web Client ¥4+ E B8+ , BEZ| vCenter Server &£

ENEERSIER  REREFR-TREMN—K.

B—THRE.

#—T SSLRE.

MRABEEFDHREN ESXi 5.5 AERRANEIH , FHLEIHIIHNELNEHTZAPHIEL.

EEMBEHBEIEMK , 5# A Direct Console ERENTE (DCUI).,
a & A Direct Console ¥#% F2 , 17H [R& BET] Thee

b EHRRIEEN.
IHBEEASHRAELGAERTH,
6 MWMREMEF, AENEHZTBEOEIZIS R,
B—TREZ#% , RERNIHIEHEER.
7 B-THE.

REOBMERRERMA SSL BRHE

FEERER (NFC) A1 A vSphere THRHERBERRBA FTP IR, & vSphere 5.5 B4 , ESXi &R
EEH NFC BITEX , fINEEREHRE2BERNBBER , IRTCERFERRE | BAEEEgHEHRK
mo

R [EB NFC A SSL] ERUA , RI3ER NFC 7 vSphere T ZBMEBY N EREREREZS, LER
BHRBIEERDORAZEREALE,

HREB SSL A NFC SERMERE , AtERERBRRIETRETEEAMERRE.

ga b W N

i MREECEAESHBREE , BLERRRES true,

BF

1 £ vSphere Web Client E# %l vCenter Server,
2 BERERSIRE A ARRR-TEERE.

3 E-TRE.

4 HEHFAROED , WAUTERMNE.

ma i1
RalE config.nfc.useSSL
& true

5 BR—THEE.
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vCenter Server TCP ] UDP #EiZig
vCenter Server AIEBFELIREN TCP M UDP EREIEETER., BERFABZIINSERBETH , &
CETERREHAE | AN EESEEEE R,

THHERRIET TCP M UDP EiEE  URSEERZEENAEZNER ARERERABBRNERE
B (FERE) ETER. METBMA vSphere WA vSphere THH &FEFIEFE | H2H VMware
A E X E 1012382,

7 6-1. vCenter Server TCP Hl UDP EiZig

e
80 (FERH)

88, 2013
123

135 (FARR{E)

161 (FAR)
389
636

443 (FER)

2012
2014
2020

31031, 44046 (&
RIE)

7444

8093

8109

9443

10080

VMware, Inc.

it

HTTP #E

vCenter Server EEFEFAEEIE 80 ETHE HTTP B, EFE 80 SEREHEME HTTPS FiEE
443, WMBRT/NMER http://server MIE https://server , Bt EFHFE@EIEEEHR

WS B (th EERRUEREIE 443)

Kerberos By#2 4|8 RPC , B vCenter Single Sign-On £/,
NTP A Fi%

H A vCenter Server Appliance , IbEEE R ¥ Active Directory BRFEMIEE ..
#1 vCenter Server Windows &8 |, thEEEARELERN | EiEE 88 AR Active Directory B .

SNMP ABREE, ItbA ESXi TH#H vCenter Server Appliance LHITERREZE
vCenter Single Sign-On LDAP (6.0 & E#HiRX)
vCenter Single Sign-On LDAPS (6.0 & E # )

vCenter Server Z#ifAEEIE 443 JREEM SDK AFKE@RNER.,
IhE Rt AR T 5IRE

= WS BE (L EERBERE 80)

n E=FHEREEAFIRE vCenter Server WELR

n FoHEREERAFIREEIENER

VMware Directory Service (vmdir) 8 RPC 218
VMware Certificate Authority (VMCA) FRISH RPC EHE
VMware Authentication Framework fR#§ (vmafd) 9 RPC E#E18

vSphere Replication

vCenter Single Sign-On HTTPS,

APFRBESMIEXNSEASKE XA , WHEMAERE 8093 MEMTE 50100 £ 60099 2 EHIKE
HWERE RAPRESIMIEANSEMEAERE 8093 ETAKBN ., RERBTREZ I BN FES
.

VMware Syslog Collector,
vSphere Web Client ¥ ESXi F##) HTTP FEHL.,

Inventory Service,

238
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%R 6-1. vCenter Server TCP 1 UDP E#IE ()

iR k-

17n vCenter Single Sign-On LDAP (## vSphere 5.5 AR R IE)

1712 vCenter Single Sign-On LDAPS (## vSphere 5.5 # KR IE)

12721 VMware ldentity Management Servive,

15005 ESX Agent Manager (EAM), ESX Agent AT RERBEERZIRAN VIB, ZRERX AEMH ESXi EHMN
IhgE |, LR vSphere R R (A1 NSX-v 5 vRealize Automation) FTER E MRS,

15007 vService Manager (VSM), LtARIEAG & 8% vCenter Server IEfR, EERITEFANEREER , 725
BRULERER

50100-60099 AFRESIMNIERNSFEAAREEXEIHERE  WEAEREIE 8093 MEEE 50100 2 60099 ZEHIEE
WEEE RAFEREAMNIBANESHEALEERMNERBETAKEN. ZEBETAESI M ABHNE
EEH,

BRTELERE I BUURBEREREEMERE,

EHLLCIM AERNEREIET EER

—REMEE CIM) RERET —BNE , EEEHA—ARE AP AR EREARNETERERE
B RERRCMNMER: K FEABLERARARHLENE N FEIER. NREEEARCHES
RATBREESRF  BZEARARIYE  AREEHRRENTREIIIVE.

CIM BE—EHHRREE HIESNERARESX BREFNERERR . WELEAE BB
ZAEARA—E CM YHEIERE GEEREA [CIM Broker]) f1—4 CIM 1R EFBAK .

CIM 2t & AEKE K RHELERHEANERTENEEFIER. TEBE (BEARSRETNE
EEREBHRE) IEARME  EtMEHESELBETEENEE, VMware th Al IE A — iR E |
AREEEEARSFEER. ESXi RFEEREBNERIEEER, ELRMERE ESXi ZAEAMT , B
R ABEHEEARAEMNSTEEER I/, CIM Broker £FTA CIM 2B REEN , LEBEE AP (B
HEEN—ER WS-MAN) 2IRAEMR,

EVNARHREAERNEE/ER CM NHENRRAR., MREZERIELEARXEBNRBIIKRSE , XA
ESXi &t EEMFIEAKIRE LR vCenter Server P ESHNTEARIIZEY CIM B EEFEE
PR

BF

1 BIYEBRN CMERBRXHRKEIIRS.

2 R ESXi RBHERMFTEEBIRF LURIE vCenter Server HERNFIE A EREY CIM EFAIE
AFEER.

3 (EEMN NREAERAZEEH OMNENBAER , BEY - BEEARKRBIRFHNAE  FHER
BUTWIEER :

s AR REEHE
s F#.CIM.CIM EF
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REEERAERXNIELRME K ZACUUREHNAKAER , hA[LITE vCenter Server HERE
=,

mR

EREEALZR CM EABRKEBYNRBIRSFEATIHE ZEAEERFTRAEEN QM EBRER |
HMERFHUER.
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RRERERZE

EEREBRTHTHEREXRACTHRERRS & EBARN R MER. FRRESREMN —K®E
RERBSFINZS.

REEW I ERE

n REEMASRERBI[RL VMX ER
n  BpIEE R B AR

» ERMRTEURERCE

REIEMAERERKE RO VMX ER

PBREEMAERERMIEIRE VMX BR , ®#MBREREREHRENEZUERRE (DoS), WMRETFEH
EREEN VMX BN AN, B VMXWEFREBBERTFTHRENRE , AIgEREEBRK.

FER K BEENBHERYNALEESREH A 1 MB, WREEAZEELTRENN , EREVERT
DgEE, i, mRACERFEFEHETEMNBS , ATLUEMZRE,

wE FBEZEFENENE. VREMEBRENFHRENETE , IS ERIERRE.
ENEEERIBIBRARSIY tools.setInfo.sizelimit 28 , tEERTERRS 1 MB.

BF

1 7 vSphere Web Client ¥4 B &P SR EHRHEE.

a EDEMHL. BRK BE EREERTH.
b ZBE—THEYHRIIER A6 ARKR-TEEHESE.
HERME TZ-TEBEEAR  ARR-THRERE.
EINERMIREE.

BE—TEKE 6 ARZR-THREAS.

FIRHE tools.setInfo.sizelimit BHE,

g b W N
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B LE EE B Bk R

FERERRAGPHNFFEECAERABRREREE. BEEREREOVCRERANREZE. B2, MR
ERBREREER K URSSSELAERAASEEERYE. FTRHAEEEN , FEAREERURN
ee.

REWEM

 BARIEEME.

n BRLGEERHR-EERERIEESER.

BF

1 1E vSphere Web Client F# B # P SR ERBES.
a EIERGL. ERK. BE EREEQTH.
b R—THEYWHRSIER A6 SRR TERMESE.

2 EERKSBELZR-TEEAR  AZR-THERE.

3 EEUERMIREE.

4 R-TER A ARER-THRBEES,

5 HBHEETISH.
£8 B
isolation.tools.diskWiper.disable TRUE
isolation.tools.diskShrink.disable TRUE

6 R—THE.

#HR

MRAEFERALEE , TERNTFHREZEFTRE , L8 EBAEERESRHE.

EREETZEMREME

BREREEZEEREMETHEIER vSphere FEN TR,
n EEESE-REE
EAZBIELT  ERUESFEANERARS. CERESTRARERASHEBRNZ2ER.

n EREAINEEREEERE

EEHER CLFHRRFREXZAGNEARNN , ST REREAENEAR . BRERHEABEEKRE
KEMEARANBCERERRSRE  BUUBRREECANREMELERR B MEERHE
%O
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» BELREBEMSEIES

ERMRETEAAERESERENIAEESEARE ENEREFTIRMMNIIEEHEE. BEERKEEE
BAENERNERAETENERKESESREEMNHBRAKBESLE HIZ4IE Bt sty ER
MENEZHE,

» [FLERESREERR

EREERMBEABSIMNER  METH ENEMERMSEEIRTERRIIER K TREHE
BB (DoS). BB LEFREMEZER DoS Bl , FFEATHERETENRE , flNRELRARNER

» FRAERHESEDTLEINE

ERESRPATHEMRENBE TSI RRE. EBEATLENRETH B, FTREXERG LA
THEARKSBRBERALEN)  TROEGZINENTHEAE .

EHMET — RIRE
EASHERT , ERESSENERARE. RS RAREREANRNZ2HE.
R T B AR SRR A R S TS

EHEXNE tRE
REMAZZERRH  SEERAEENEHEN. ERCEMERNNRERBSRTNENRRZHE
E ARAELERMSTEEENLAK. fln  RRAHECERERERTNESCERKSRORBARESH
B REREE. AGRARHGREEE BEERREAGRANZERMEFEREIERTE,

i 2]

HRBEERERBIRREEEXRS  AULARRENSER  BERARE. REERESBENER
AR, THREFERRREHAE.

FERRERENIR , AEREAAAREERMUENTED. NREKFHEAAERKS  BREHH
RS NERE. RAKEHABNNSHRETZMEAAREERER , HIb& 0] BUREE SR
BEFEHEMBEZZHENER , LERECRFERSFERTEXEENREFR.

FF5IE
FIERARERASRBRERKSINNE. cREEAREREAS  AAR[EZERHEERE. &
BRNES MERFIEAFHERMSITHERNEFR. FIEAFRERFR , ERETEER
WREVIES] | MFCERSAERR .

{58 F S8 AR B FE HE A 25

HEHER TFHRREREXZGNEARIE ST RERERNEAR ., BRERAEARIRRESL
AEARKXARCEREXRZGRE , EUTURREBCANZTEMEREER , EYMEEREER.

UL ERESERL. SHEERRENEXRANEER  REVEMEBERERAENES , Tl
EREARNEA R B EREMRS.

VMware, Inc. 243



vSphere &£ 1

B
o REBSER(L. EHEERRENEXRGNENEER , REMERKS.
MR, BEUESEATHERARK. FREABARXTIBEREZEDENERHBNEBE.

RESR
MEFREANFMAEN , F20 (vSphere ERMREE) RAHF.

BEOAERMSRTES

ERMSETEABERHER RN EERARE LWERBRMREENIENRE., EEERKSEEES
CEERNEAETERERKSEEREENHRNEEESFE IEHE It JEEREERKSENE
EWE,

BF

1 FEAREEREERY WARKRIEN SSH) RERKEETED.
FEETERTRESEREE T AN FIVER,

2 REEFZENESR, NELE, BEREDBE.
flwm, EREERENRES , REUR—EXZENESR ERERED , BUUREBEK—RITHERE
61T E AR B B AR NBR

B Lk A B 458 1 A

EREEREEAEABSINER  MEIHK ENHMERKRBLINTHERER , TRSHRER
FR# (DoS). Ry EHRHEZIEK Dos FE , REATHEFREENEE , SINREARARNERERE
Eo

TR, ESXI THENFERBRETHAMER, LTAERLAENDREEI L HREBRBR

B HREREHEARRREEABS SRR | TEE -8 L0 R bR RN S

.

AOEARS  BIECE2RELTE

R

1 ERERNER (CPUMTRM) HRTAEMME  UELEREE.

2 EARAERRESERIDRAEEORBME,

3 REELNERGERMES HSALREE.

4 ESEAREET RA% REREAER , WRREETS A RIS ERE LI A B
A
BRURE , B RS R SRS EE S NEREE T 0 RS

“msH

MBHAEFRANBBER , WSH (vSphere EREE) HBILH.
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FRERESITTLERNINEE

ERERTITHEAREBETESIRRE. BREATLENRZGLH B, TRXERAG LRTHE
RARAIBBALEN) , TR EZARENTHEBE.

BE  EREREENRBIDETCERARI[IERS . HRETERCE , BARERERIEE
RELE,
BF
o FREXRGPREANRE.
plan , MRAGRTERMART , RIBARFAMRE Web R,
o HEIREANEREE (W CD/DVD XBHE . RN USB NEF) WESR.
o FRARERNIIGE , FIMREANBRINESR HGFS (ERERERESR).
o BRMEBRERRX.
o BRIEME  BRFEE Linux, BSD = Solaris ZEEERLK LEHIT X Window R#i.

BRALENEREE

MASNESNEAREBTREAREERREBE. ERESE I TAEERNERENRZEF T UERR T E
ERERERE WRBNEFN CD-ROM X)) REBETRNAZENRREFUZZEME. BRILE
MERRRE T GBI S &,

ARERUSETIERNIEBETUERCHTHEGNERERE  IFIEEEREHTRE TORRE
A, REFEHESFERNEF , SERMREEAREE  CMEBEBRE.

n BRFERERENKBER  IBBRAEIRTERREANTEREE.
n RERESRPERATSCENERRKE.

» BEFTEKEMAFLENKBEERIEREE. FIENFTERDEERPOPAREREMESE M
CD/DVD AR BEETERZRUBTRER.

BF
1 f{E£H vSphere Web Client & A vCenter Server Z#t.
2 HERHSBRLR-TBELAR K RER-THERE.
3 MESEERRE  IRREFEHRFESNRE,

BREETIRBENRE

R

= FHIE

= PR

= USB #ZHI88

m  CD-ROM MHrH
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FRAREANRERIEE

WEEAUSAEANBERDEAENR  SEERABREATENERR, FREREPRERNIIEE.
B

1 7 vSphere Web Client ¥4 B &P SR EHRHEE,

a ENEMHL. BRK BEE EREERTH.

b BE—THREYHRSIER A6 ARKR-TEEHESR.

HERME LZ-TEBEAR  ARR-THRERE.

EIERMIREE.

BE—TEK 6 ARR-THREAS.

MREE  FREFEHEARFEET IS BRMURE.

g b W N

By i

svga.vgaonly MBERUSEHRES TRUE , AIEREFNEETEEE, BREFTHEEREE
AEERNTH, RFEALRE , nks.enable3d EFBIER.

T BUEREEERITEEERCRAFHERSE.

mks.enable3d ETRFEE 3D MR ERMEEE LSS ERES FALSE,

ERARAMBIIIEE

VMware E¥#EE7E vSphere ZGETZERLFEE (Bl Workstation l Fusion) L E#88EEE. £
vSphere A L RTERKBN K EEMARLERKSESE. CABESHTRELRBEMN IR,
DEEM

FARA EHEMEE .

BF

1 7 vSphere Web Client ¥4 B &P SR EHRHEE,
a EDEMHL. BRK BE EREERTH.
b ZE—THEYHRIIER A6 ARER-TEREHESR.
EEREBLE-TBEAR  REE—THRERTE.
ENERMIREE.
BE—TEE 6 ARZR-THREAS.
ERMERFEETISE , BHERESR TRUE,

a b W N

m isolation.tools.unity.push.update.disable
m isolation.tools.ghi.launchmenu.change

m isolation.tools.memSchedFakeSampleStats.disable
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m isolation.tools.getCreds.disable
m isolation.tools.ghi.autologon.disable
m isolation.bios.bbs.disable

m isolation.tools.hgfsServerSet.disable

6 B—THRE.

ZH HGFS EX=EHm

RUEE (flmn , BBCTAAR) FA Hypervisor RERTHERIERRS HGFS) W, EERE
HREGD , EUNERLTS  UERARE#EEIEEER HGFS AFREXRGNERERNER.

BF
1 % vSphere Web Client F#l B &P SHRERHER .
a EIRERDL. ERK BE EREERTH.
b E-THEVGERSIRE A ARERR-TEEMSE.
2 GEERMSER-TBELR K AZRER-THRERE.
3 EHUESMSRRE,
4 R—TEE K RER-THREALAE.
5 W& isolation.tools.hgfsServerSet.disable ZEERES TRUE,
R
ETHRSER  VMX BEFTEBOERATARFNS®S. £ HGFS BEREANEHEFRERER
) APl (BIINELE VIX LB VMware Tools BEI A& D ARN) SEEEREE.

FRATRERRGENERTZA ZBNERMAG LEX

FER , ZAESEARTREXRANERTEACENERNE LEX, ARRABELRS  BREHERR
T, MBREEEFME LIEE | XA vSphere Web Client /TR,

ELRBAERCREAERE. B2, NRCEEMARKIARREREREBIER , VA CMARE
RES true,

BEFMF

BARA = B R

B

1 £ vSphere Web Client & A vCenter Server %#t.
2 HESHRSLR-TBEAR K ARER-THERE.
3 BR-TERMSERE K ARR-THREAR.
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4 WBEBB N E] ERTHEEUTE, HR-THEIETHE.

£8 EENE
isolation.tools.copy.disable true
isolation.tools.paste.disable true

isolation.tools.setGUIOptions.enable false

ERREKEBTEEREXAKN VMware Tools 24| & i WERIRE.
5 &-—THE.
6 (REM MRESFTALSY  AEEHHMBERKES.

PRI ER IR F I BRER
AR , RECERSEERNERNAE LEX U EEXEERIFEEFTNRBER,

FEHIT VMware Tools WER M FRIAERMA L | TUEEREXZGNERTES ZBARTER
M EER, TEAVREESENN  EERSTHTHNERRERAENEFOTUTRERKSRTES
MBIRE, MREAEEEAIZEANSHBREMERIEEED  BUREERDOERERRLHRZ
BX. RBELHRLEE  BREFAGTHERERAGHNERMA LEX.

HRE , JUAREREEMA RN EEE.

[REEAETERESRFHRTHS

kTR , AH vCenter Server EBEREABNEAETRERKRTREXRGCANERNEXETESD.
FERERRETEATE TANSEEMENER FREIRAFREXRERNIETRENAS.

HRZEZMER , FRERFIHERENPONER , BREEERIHERENPONEFIHERE. B8
BERREAETREEESFIER  FEYTFAFRFRNAETAC  IRZACEAREEEES
R, EREEREBFERAZAGANERNEXETEDNERE.

Pl REARTHREERSERPTEEESKS K EREBTEHREN. £ vMotion M Storage
vMotion EfTBEETHESER IT ACHRFIZERKSR. LR+  CAETREXZBANIDE
mER |, LURRZ T A0S EFIEREN.

REWEM

BREEKEIABEN vCenter Server RS HEEEEERER.

BF

1 LAERA&E S D EA vSphere Web Client , ZEFABEKEILABEN vCenter Server ZREEEERE
FERR .,

2 B-TEE,6 RRENASG,

3 BE-TRYASBFETR K RARAASGHNEME.
g, W ARERFHRRNEESR.

4 EEAEHER.
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5 BEUHRIMAER.ERME FREE ATBR—AFRAEEER,

6 R—THE.

BESR

E|H vCenter Server ZZREH , WRIKAKEEAEHERNEAERFAETEYNACETRYHNE
R, REREEESAGTBRELERE.

Pt EREERERENRFTEHRENER

EREEBEATAAREAENEEESRMRNEAENEFEMHEERE MARNE M CD-ROM HERH)
ESEPEER  BRABKEKRERE. TERSERSSRNZEMN  FBRELKE. NRTEXKAE
BREE , SR HLERREEREIEFTEREXAGPRREERRTEHER.

BEFMF
AR SRS

BF

1 7 vSphere Web Client ¥4 B &P SR ERHEE,

a EDEMHL. BRK, BE EREERTH.

b ZBE—THEYHRIIER A6 ARKR-TEEHESE.
EERBRLE-TREAR  ARE-THRERE.

EIERMIREE.

BE—TEE 6 ARR-THREAS.

FERITIEREMN (5] M [E] BT |, FER-THIEY  THEELE.

g b W N

25 &

isolation.device.connectable.disable true

isolation.device.edit.disable true

EEREEEETEREEZRAZN VMware Tools 124 & F AT EMRE
6 EB—THEREMN ALESE HEIR , ARBR-TRE.

EREREXREN AT ECERRSE
MRARETFREFNBIENARS , ATUENERERREN TR TERRE,

BBRA
BARAE SRS
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BF
1 7E vSphere Web Client &4 B s&H S K EF#HE .
a EIERGL. ERK BE BEREEHEH.
b H-THEWHERSIRE A RERR-TEEMSE.
2 GEERMSLIR-TEEAR K ABER-THRERE.
3 EEUESMSRE > B RRR-THRELE.
4 FBHREBH tools.setInfo.sizelinmit , WHERERNMTHE,
5 B-—THE.

FEEERFERAREFDEREXEEAR

BALE L ERSEAEBERERADAERT. EEXAR L RREXRANARRERERNER
T, REEN.

BB

BAPAERME .

BF

1 7 vSphere Web Client F#l B & SHREFHES .

a EIRERGL. Bk BE EREERTH.

b E-THEVGHRSIRE A ARRR-TEEMSE.
HEHHR LR -TBEAR A ARERR-THEBRE.
EEVE RMRRIRIE .

B—TER A ARRR-TREBESE.

BT B, WHE [(FW] M [(E] ERTHFRATIE.
m 7£ [&#B] ¥+ : isolation.tools.setinfo.disable
= FE [fE] ¥ : true

6 R—THRTHH AESE HELR K RARBR-TRE.

R 6E R B SRR R

EABMFFEMHRE  RINKBETERERCIIRAGHEMAENARIENEMRE. BEE
BEE DRDNEERCE  EESVRELIRNIKE. Rit , SRR ERAE M IFFEMREK.

a b W N
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BF

o FERARCERBIAMRIE (HIW syslog ARBRHEZF Windows RENEHWER) LBERTRERKS
.

MRBRARFRREERCHRBMNED , A scsiXiY.mode BATIIHA—ERE :
n FE
n RRABIUFSEN

#R
ABAFFAMEAR , CEEISERUEERAENMB RN S AMRE,
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&R vSphere R &2

1R vSphere B Z2RRERENER DD . AUBEBTFRMNSANERTRE vSphere THHNRZE, W
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NERARNEFTE2o8 , #MEERERFATRATEERR.

HRREEMNERRRREEEERKSED , A ZATEEAINERERKSEEDS BN HERR
El, EREASEEINE —FERXESEERREE. EEUTERT , HE /2 EERTRE B
B

n BEERTRBFERIE-ER LAN,
n BELERTRF[ESKITANEHHEN —REREKSE.
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BLBRHFHARERERAEREF, NRAGEEEERIATFE—RERIBBRE , AIEBE vSphere
Web Client P RREKRKIRREE , UNEEBAEFELRERY,

RTREERUBNER RAREEEABOCERKBERETERREBRNRS , MK T Dos M
DDoS WEMN K. RAEESEBE DMZ Wl RIHZEABI K , BREMZ DEBRH JOEHR

# L URETESIBBNREFERAESEERIBACHNERRREE , £MA ESXi TRMERHERR
HTE-DHRE.

AREREARER SN

FERARENHERED M (Psec) AIREREH TN 1P BAZEM, ESXi THEMFH IPv6 B IPsec,

HEEHERTE IPsec i , IHEANBHHEMARIENMNE . 1P RBETNZENEEHMAEN , BURR
MARERZENRZ2MBBNZ2MEREA

ZEMBEBUHAERGHREETNENSR, EEYRZMERE  EEX2HEBN RN E K
., MZESEURERE,

Z2MHRATHERGEYREETNZNERE, Z2HFRAEEREMENHEN. ENRZRENE
AMHBEMAME. R (transport T tunnel) UREFAN T 2RI
o A 2 2 B

ESXi ARt ot 22 M RAIFEANELZ2HEBNEE, ZEEESHEAEELNREHER , UK
VMkernel ERFERRAK SBIBZHENEMNZ S ERE.

A LAE esxcli vSphere CLI S BV AR 2 MHRABMIEE,

BF

o EMSRIFRE , I ATS esxcli network ip ipsec sa list.

#=R
ESXi BT ENAZEHRENEE.

i IPsec Z2 MR
iR HEBRIEERE P RENNESE,
ATLMEA esxcli vSphere CLI 4 1822 MBI,

BF

o EMSRTFAT, FATH —RZEEBEBMAGS esxcli network ip ipsec sa add,

BE EoL]

--sa-source= FiF{VHf ME, EBERRMLL,
--sa-destination= GRJ# V4 ME, EEB A,

--sa-mode= &z ME, EEBR transport H tunnel,
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By R
--sa-spi= X2HSHFS/ ME, FEREUSHERS, ZEUSHRASIABEIHNZ2MEE, THEAR—

BE®RA Ox WHNENE. FEINSEZZERBBLEARAEABENZ2M
2YRIIME—EE.

--encryption-algorithm= mEE ME, FRAUTHA—ESEEEMREEE,

HZ B 3des-cbc
B aesl28-cbc
B null (RRTREEMMNE)

--encryption-key= W&z EEEMBREERALEER, FEMZSIR., TUEA Ox BWEA ASCII XF
FHAREVHEANER.

--integrity-algorithm= BEZEM HE. EERIFEEE hmac-shal = hmac-sha2-256,

2

--integrity-key= L PHE, BERFTSW, TUUFER Ox BIFBWA ASCII XFR+SEMFEXN S,
--sa-name= %5 PHE, REZEHEBEE,

gl HrE2UEBeS
RAEHED , TENGHESEIMNRTE.

esxcli network ip ipsec sa add

--sa-source 3ffe:501:ffff:0::a

--sa-destination 3ffe:501:f£f£f£f:0001:0000:0000:0000:0001

--sa-mode transport

--sa-spi 0x1000

--encryption-algorithm 3des-cbc

--encryption-key 0x6970763672656164796c6£676£336465736362636£757432
--integrity-algorithm hmac-shal

--integrity-key 0x6970763672656164796c6£67736861316£757432

--sa-name sal

BB IPsec T2 R

BT LAE A ESXCLI vSphere CLI S BRREZ 2 MBI,

BRRA
BAREANREMEERETRELH. NREABREEEANZ2 MR , AIBREEBRY.

BF
o EBTRRFRT , BART
esxcli network ip ipsec sa remove --sa-name security association name

PIH AT AR IPsec T2 RAI

BATLAfE ESXCLI vSphere CLI S S HIH AT A Z 2 4R A,
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BF
¢ EMSRERIRFRLT , MATWS esxcli network ip ipsec sp list
#ER

IREBETRATRARZ2HRANBE.

#EY IPSec ZEH/FEA|

BAZEMER LA EMEFERAELZZHEEBARENRINMNZSE ., B LR ESXCLI
vSphere CLI tp S i€ Z 2 M RAl,

BBRA

HEVZE2MRAUZAT , ARHIE IPsec ZEMEAB PN  MEARTEENRENMNZES BN L E1EE
mo

BF

L 4

EHSERTIFETTHADS esxcli network ip ipsec sp add , WA T —=ZEEE,

--sp-source= FIRH
--sp-destination= G## {4
--source-port= ZE
--destination-port= 2

--upper-layer-protocol= {Fil
E

--flow-direction= B/

LG

HE, BERRIPULMEBRE.

ST, BEENBUANERRE,

ME, EERREREE, RREEREXERNR O M 65535 2B —ERF.
ME, BEBNMERE, RREEEXERNR O M 65535 2HMN —EHF.
HERATHZHz —EELEBEABE.

B tcp
B udp
B icmp6

m EA
A in B out BEEBERRENSE,

--action= Fff FATHZE —EEEHEARTEESENRERERINEE,
®  none: NEBEUEMENE
B discard FAFERES.
B ipsec:FAREMBEPRENBENMBEMRAEENREREZEEN
IR
--sp-mode= MWzl BEER tunnel B transport,
--sa-name= TEMPHEHE PKE, AEFANZEHRAREZ2HEHEE.
--sp-name= F#& PDE, FAREMFRARMERE,
VMware, Inc.
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gl HrE2MRUAGS
ATHERE , TIRHASSEIND THE.

esxcli network ip ipsec add
--sp-source=2001:db8:1::/64
--sp-destination=2002:db8:1::/64
—--source-port=23
--destination-port=25
—--upper-layer-protocol=tcp
--flow-direction=out
--action=ipsec
—--sp-mode=transport
--sa-name=sal

--sp-name=spl

BER IPsec Z2MRAI

BRI LAME A ESXCLI vSphere CLI 5% # ESXi BB L2 M ERAI,

RERM
BREFANZEHFRAEREER. NREABREEEANZEMEREA , AIBBRERERK.

BF
o EHSTRTFRT  BAGT
esxcli network ip ipsec sp remove --sa-name security policy name,

EEBRIAEREMRA , FAADS

esxcli network ip ipsec sp remove --remove-all,

1R SNMP AHEEIETE

MPREEEZE SNMP |, AIESEEMAEEWEXRNTEIH. A2 BEIRTESERALERFSE
e &,

BF

1 ¥1T esxcli system snmp get R¥EBBREEHHEMA SNMP,

2 UMREBHNAEAHREEE SNMP |, BEBIIT esxcli system snmp set --enable true S
REEEHIT,

3 MREBWARGEMER SNMP | SR (BEEFMMEE) HRmMER SNMP 3 R EE.

HAEFE ESXi TH ERTE SNMP, ATLAEA vCLI. PowerCLI 8 vSphere Web Services SDK 3
TRE,
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EEEZEERIEB vSphere Network Appliance API £ A E &3
25

MREKRERAMERT vSphere Network Appliance API (DvFilter) BIER , E0EE MR T A EREKES
BEXMAEEN. MR vSphere Network Appliance APl ERRAMEE | QIR BE S E SIS E RIS
ERDERSE WESRURESENFEEM LA H A E RS R,

MBELTEFEACERATHAPINER , FEARFCEERETH, E208 (BRMIBLBE vSphere ERA
% . vService Ml ESX RERR ) FHE DvFilter WEE., MREN TR ELAMER AP, FER
Net.DVFilterBindIpAddress SEMWEEFER API NERMER.

BF

1 FEERR Net.DVFilterBindIpAddress BOSHMWELER , 75FEH vSphere Web Client 3 2/5%
2%,

a EEEH A ARR-TEBERSIER.
b E[&R#%] T, BEGERRGERE.
¢ [T#HEE Net.DVFilterBindIpAddress , WIERZZENERTAZE,

SENIEFTRBBEFRBIEFISN. £ (BHER] MEIPBA DVvFilter , BT HEBN
28,

2 HRFKMEA DvFilter :/E , BRREEAZE.
3 MWRMEH DvFilter RE , BRAZSEWEREMER DvFilter WERFTERANEMRE.

vSphere i Z 2 M REMCE

BREARZEMEREMETHEIER vSphere REN TR,

—BRAEBZEHER

BE-—RARZLESEAEARREZEZNE S, RE , BULEZHEES , HlERH X ERE
FEHFEH IPsec,

s NMRBABERRER  FEAEERBRSEZECDRE Portfast. R VMware EBRRXBETRITE
STP , R EAEEMRESZUBREERIIRRARANERE , AESE ESXi THNEB BB ERE
BNEBEDRE Portfast, G118 Portfast KRRE , BIFTRE S H IR BRI RAERE SR RE,

n BRIBXEEZBIEZN Netflow REEEXTRENUWESS IP ik, Netflow EHAKRNZEBTEER
EERERMAENENR , fMEMTHREXNERINWTEEMYE, MREE Netflow BEH |, FEHERME
Netflow B4 IP {uiit 15 [F SR,

» BAERENEESTVHUEBERAAGEFIZGIREFEERARTH. flU , EREEEESRR
RERNHERMEMENERRHE AREESRAAFIMAERMAR TANER  ERAEEK
SRNFEE. ARFIRATREERER EBRESNERER) VER WX ARSI HEAKOERY
ERZEMHE.
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n FRAEEERARKEAERLE VLAN NE. BERESES VLAN 1 BEHEE VLAN, R4 VLAN
FEVREZRR MM EEE 1. ESXi RBRE VLAN, EEEBFEATIEES VLAN NERBEES , BX%E
EEBRATIEES VLAN WERTENLEE. EVESEERE  BAAEER 1 NERKSEE
HKEENEBRTBRINEE VLAN,

flan | Cisco BRERIREZ VLAN 1 NERSEUHER , A VLAN EZERTRBNEFELE VLAN,
B2 , ESXi FHPIEES VLAN 1 WIERES M EZEE 1; Eit , EX2FE4E VLAN B9 ESXi THRE
EORIERERAE  BAZERLE VLAN FEER 1, MIAEUEER. RERLE VLAN WERBBRBRE
FHR , BARE VLAN RN EEE, R ESXi ERX B[ EZEFEFRARE VLAN #BIT , Al
REZEZBEINEREENREEBEFNELE VLAN TTR , EAXBREESHNEZEUHEEN

e,

s FRAEEZEEBMAAREAHLIFEESBRIFZREN VLAN B, EEBEZREBEL VLAN RBIEBH
RANAR  BEEZIRTEBELEENARE. HI , Cisco Catalyst K EERE VLAN 1001-
1024 F 4094, FAREH VLAN Al REE KR FMNIER IR

n ERAREBEREERKRES VLAN 4005 | ERFEER (VGT) BRI, SEBEFHERES VLAN
4095 ARk E) VGT B, HHEXT K ERXEBSKIEFKEREEDEEKE TEEEH
VLAN Z% A BEEBAERMREE,

» ESHAERRBRSFLIRVAEZEEREEER. EREERARERERAFR. AR  BRAN
BREZEFABRREMINEMERBREZEMRE. FEERKSTER—AR  BEEFTH
R MRFELER  ATERSRRIBXERIRF[AR I EFRENTAABITUERTNAZE
HXEO

» BEIBAERIEFREZEGEABEGEXIRENWEREZEBER VLAN, vSphere Distributed
Switch I RER —BEREFRE S —AERE  UATHEENEERERERE. BERER
BURNMEBRAEEFEEERENEL, LREGREESHENHEPNTEER  WRF@ER , 7
HRETXERELEN. NRFTEERERR  FRIANMEERREFERENE VLAN, BREM LT
A B AR BY (ERRARER

R T
BARBEEBNTEAHZHES  AYRNBRTRMEEBETHERMoIREMER.
WIEE LB HOE -

» BEEZEFARTAVARNAREE. ELEBRREEREFANIEMRLT  BEAREEAH
B/ BRI S EERERAN IR,

n  HB{REE vSphere Distributed Switch A5 RENARZEERRIE R IRBEMINEE IP FAK, HER
BAERBRBODIEMELRT , IREERRBFTEIHRERE. Al , ZUUEIRBERS [RIB | A
RIEHARAIBER. TANSEEEERTIBRBNER,

RN ME vSphere VLAN Bi%

BEHMELN VLAN RELURREERAE TEDLHE VLAN RIE | WHER VLAN BRIBEFER —X,
BHRAXH T HBEETRENSE K BESCEEBZBEBEHREE,
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BF
1 BERFTAE vSwitch 1 VLANS B BIHE19 C £ &L &

MREEERIRSE LEA VLAN B, AIBBIRLEHERIMNE VLAN RUE LA es £ a5l
. MRRTEER VLAN B , EREEEEABNBUEREAFERNERBNERME BN
WE. B, MR VLAN BEIBHERNEX G ERERBNERRENERKSE AN RE
TRESERIHE,

2 BRAECEEIHEANRES B EREZEBERME (dvPortgroup #ITERE) 9 VLAN BT

WMRIEFE dvPortgroup EERA VLAN 52 |, BB A AL ERIME VLAN A Bl %8 EaR
RIS, WRRZTERER VLAN BAIE , SR EEERARIRTREAFERNERNERKSE 2B
HURE. BN, DR VLAN BRIBHERJEX  MEEEREEBNERMRNERKER BN
ETRSEIHE.

3 FRACTEIBAEIHNERETRBFNMA VLAN BEITE.

PEHRAERTIRENFAA VLAN (PVLAN) EEFTEFNXE VLAN BBIT5, 5 L0535 555 & B JZB
PVLAN RE1 L3RR MBI, mMEARTEEN VLAN BBIE , SR EEFERABAIGIES
ATFERNEBNERKSECEANARE. BEL , R PVLAN BBIEHERBEL , AIGEERER
BNEBMSENERKSCENRETHESEDHE,

4 BWRVLAN IRELEEGIERTRELBENESR RS EREE,
BEERRSFELSE VLAN TRERER SOV AR LTERERBIBEREZERIBBNEER
HEE, WMARERRTEEEHIREE , B8 VLAN 802.10 EEMNIELSE X T ERATIREE,

BRI A B PR B AMUE
BRAE MR IO T KRR vSphere MMM R 2.

(Rt BB AR
vSphere BEEHRIZEMAESETH LFE vSphere EENHENWER, FEEMHLRTHREAKEER

HTERAGFIERNESE. ERNETHESECERILARNFIER, MRKBERST EEAR
MEFRER , cERTEETFESNE-FSAR.

B ESXi TRHBE LHITZREZENEFKBINZ2HEIRRETEAR , MEKEFHEERAKRN
FHE. EREEABNZIREEAMN , EEEHLRAR AN FIES RERE ESXi E#H vCenter

Server &%,

# vSphere EREEBHABENER vSwitch EHWEA VLAN B, RELXEEEMEERFEA vSphere B
BERBHEAN VLAN , vSwitch FiEEERAEE (ERHES) RERA. RERRERRARETHA (Ve
BRHZESHMEEHBEBNHERKERIN) , HlinEE vSphere Replication — A, LHBREEEEK
BREELRATILAE.

EATIIHEP—ELE , AEEEHN SRR TR BN FEE,

n HRBIRENRE  RESERBEIEHMIZLERFNEEARK. Him, BEREFESEB VPN E
RIETERE  WERAFZEENERSETHFIL

n REARBITEZRAFIRMBRES .
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EEREEERE
BRUIPAEBNEEERECHKRE. L IP AEBNREFEESE ISCSI M NFS, ERMEETTEEEI IP
BERNREEARLAERTIRSEN VLAN, HERWHEETESRASEENERESERE AR
P AERNREEERE.

LIP AERNREEEEETSNER T MESLAREFEEENAST T LETRR, EERGEASREN
FRERIANL IP AERNGEEERE  FUBELINSU IP AERNREERK REREEREHEE
fR@. & VMkernel EEMENEY VLAN IREERLREN IP AERNBREEENEF , URFIRE
RENERAERERE.

fBEE VMotion K&

VMotion BEEUA X FENETER, T MHLERARCHREAGFIENASETLUETRIR
BEREBETESRE vMotion REUESERKSNTCERAS, PETESEFREHBEERAR
B MiTM IRE

EFSEEAR L, & VMotion RERAERBHER. KARKERTHRE , IRRE 3 ERARZIEE
L A RS AN LA ABBE | femmRE L e SN AR A RE

VMotion E4IEEA NN E B vSwitch EMER VLAN b, RELEERMEERFER VMotion EiEE
BHAHM VLAN |, vSwitch RBEERAEE (EEMEE) REHLA,
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B REUBERE BINERBEPRE NTP) EFE S vSphere T, REBERFTERELER.,
WMEMBEN , F2RECE REBESX THNE 7 E BRRERBSERS.

AEHFRTIESE

n  [F% vSphere Mg L HIBEE

. REERDUREHE

» BREEARFREXTIHMEER

= R ESXi Shell #l vSphere Web Client K15

[ vSphere fi& F I REE
/R vSphere B3 L A TANEBEHERS. MR vSphere BB HBNRERES | QMRS
WEERE | TARSYBENBN SSLERRARN,

AESHEETAEASENMBBE  RMEZTE KRB FE vCenter Server Appliance vpxd BRIEEER
E]O

BEE vCenter TTHRITAIEMIET Windows THEMHCE NTP [AREES ., F2RABELE
%F:ﬂiﬂ:?% http://kb.vmware.com/kb/1318,

n  ff ESXi BFEEERFEREEEARIERS

Z % vCenter Server i EBE vCenter Server Appliance Z B , i5HE{R vSphere f% L FrE#EEH
BEEHERS.

m 7E vCenter Server Appliance FRERBELLRE
B EIB%BE vCenter Server Appliance FHEREFLRE.

£ ESXi FFiE IR IR A ARRE 2

Z % vCenter Server S EE vCenter Server Appliance Z 8l , s5R vSphere 81 L FrA e EE
HERS,

It TAERBA I vSphere Client BE NTP., ZAIMAMEM vicfg-ntp vCLI 8% . #®2E vSphere
Command-Line Interface &,
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—

BX& vSphere Client , REBELHEZE ESXi T,

2 EHSERSIERL , R THEAE.
3 B-—TRE 6 ARR-TEE,

4 EHNTPRE.

5 ®—THE.

6

£ [HriE NTP RIRSE] WEAH  MAZEZELSH NTP @REN P Uit BT ERE,
7 ®R—THEE.
FHEEESE NTP ARERES .

£ vCenter Server Appliance F: R ERBRLSLRE
B EHB%BE vCenter Server Appliance FHEFREFLRE.

EBZ vCenter Server Appliance B , AIfEH NTP fRREE R VMware Tools BERBREL (L AE. MR
vSphere fEHPHNIFERERESE B LIFHERAEE shell FHHS#MEE vCenter Server
Appliance MR ERBRILSLRE.

BAEHKERZLZLE , VMware Tools B FRFXRAGNKBREAEIENVKEMAR.

MITREREDSL 2% , VMware Tools BB 7 ERE—R , ACEFREXRRAREIH LHNRERSTNAM
fF. MRTHEFY , ARSI EREXRG LNREUNES M EHRE,

AEEEERLSCEE B NAREREEMBE (NTP) BELL VMware Tools EHiREESLERE , At
EEMEM. vCenter Server Appliance R REEMFA —BER XN EHRFRERES L, NREREFE A
BEH{LE B | vCenter Server Appliance VMware Tools EHiERSILEER , R 2R,

£ VMware Tools BREE$ 1t
BRI L& vCenter Server Appliance &E&EH VMware Tools B RZ 1L,

BF

1 FHERAZEE shel YHUEAEEEESBAEEERAGNERESSIEA,
BEEBRAEEERACNERFERAERBHERE.

2 FITTHHS LA VMware Tools BEEIEH 1L,

timesync.set --mode host

3 (EREM) RITTIGSLUERAEKIER VMware Tools BRI £t .

timesync.get

Z T ERREESCEREMES,
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#R
FERRBNRFREEEHE ESXi THNERERS.

¥ vCenter Server Appliance AR F I HEK NTP [ IRES

EERE vCenter Server Appliance SAMEALU NTP AEBNEREL (L , BXEE NTP ARSBHEE

vCenter Server Appliance &,

BF

1 FRERAKREshel YRR EEESNBEREREACNERAEEFTIEA,
EERAEEEACNERFERERRERSE.

2 #{T ntp.server.add W% , # NTP fABREFHIE ZE vCenter Server Appliance #H&E,

Bl , BT RIS S
ntp.server.add --servers IP-addresses-or-host-names

It |, /P-addresses-or-host-names & NTP {RIIRESH) IP (Uit s FMBEE CLEHDR).

WS T NTP A REEFIEEMHRE, MRBERLSLI NTP ARSEZAER B NTP BESEHRD
LEHHAFH NTP RS, 8, kS RESHN NTP ARSB[HIEZIEAG NTP AL,

3 (EREM) HEMERE NTP [AAREEEAF NTP [RIREHIEZE vCenter Server Appliance A& , F#IT

ntp.server.set me
g, BT TFHWS

ntp.server.set --servers IP-addresses-or-host-names

It |, /P-addresses-or-host-names & NTP {RIIRESH IP (Uit s FMEEE CLEHDR).

Mas S A IRAHREMIBREERY NTP [IBREE , WHEALETRTEWMA NTP [RE., MRBEEELSLI NTP A
REEHER  BINTP RESEHRILUEHFIHAFTN NTP A, BH , kHSRSFERALRUEME
AN RRESEVE NTP AHRE iy A ARES .

4 (REM JTTIaSURRECRIERMN NTP ARRTE.

ntp.get

DHELEERREARNTP AL 2 AREBNERIIBNEE. WRBANTP ES |, AiG<S2ERE NTP
AREERN (B RE, MEEFEANTP RS |, BIn<SEER NTP AHREER [BIRA] AREE,

BRESR

MRERA NTP @ |, AL vCenter Server Appliance R EREIRE SR ER TS NTP [AEEA
Hit, 528 1 vCenter Server Appliance £& NTP Al [REEHIERIE .

#& vCenter Server Appliance 2 NTP {aliRESH FREE &
BRI LAHE vCenter Server Appliance FEVEFEIRIZ (LR EREA NTP AREFAERE.
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BEIRA

£ vCenter Server Appliance AR E —RZ A BB E (NTP) AR=E. FS[E £ vCenter
Server Appliance AR FTIZHEK NTP A fRES.

EF

1 GHERHEE shel WU EEEEERENEEEACHNERAEESIZA,
BB EHEEAGHNARERAERRERE,

2 HITTHRSUBALNTP BERNBERERLS,

timesync.set --mode NTP

3 (CEEMN ITTIGSURREKIER NTP B,
timesync.get

Zm<ERRFERESLER NTP #E,

REEZEMREMCE

ERRECEREMEHEMBIENREEREEREME. ZETLUAA CHAP B E CHAP R{R#
iSCSI fZE. BEEHEE SAN BR , W:RE NFS 4.1 89 Kerberos 2% .

B2 (&2 VMware Virtual SAN) 3B 4E .

1R iSCSI RTEFEEZRZS
BEIMRENHEEEERE —SZEFER iSCSI WHEEFEEEMARE (SAN), FEEH# LR E iSCSI iF |, Al
H&EEREZEEREEERK,

iSCSI 22— TCP/IP HRBBRRIKERE (MIEFBEBERT SCSI £E) REFH SCSI £EMR B
BRI E, £ iSCSI RBH |, Fif SCSI ERER B E A iSCS| otk W ERF ERERMWEER
ERE.

iSCSI SAN AIZLERFABECARKEREE  BIRERETHREAANBEEERNEZEVER .,
iSCSISAN I ARKBE—RFEFEEERBZEACHENBRERAKENREERAR. EE—RKELE—
B, iSCSISAN th AR Z R 22 MR,

B FAAMRE ISCSISAN ZZ2WERMNERF , B AREEN SCSIEBNEFNERBTHEEREN
iSCS| NESRFRE ML,

Ri& iISCSI RERZR

R ISCSI HEREBFINACGHN—ELF LR K SEZTHESFIEE LUN EHNERE | #FER iSCSI #
E (S E%) B (EEE) ETRE.

RENENRIZVAMDB[AEFHNEENER , ERECRERZBHFRENER.
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¥R iSCSI , ESXi T X ELZ2RIFEMNGE (SRP) AR SEEEH N, BREHE NFS 4.1 FEH
Kerberos,

ESXi X8 CHAP MtEE CHAP §#s%¥. (vSphere Storage) AN ERBMMAREGERRN iSCSI £EBH
BRIERFZESE , URIMARKRE CHAP,

IR CHAP BIEHIE—1. SATHNHEERBIZEBRESHTE  METE , SERSHEAREETR
BYBBECESHAR, EETRELE - IHIIRE WEBEELBVHMEEIRURRBREESE
B FRE-HARE —AIHSAIOFESNEELARBEEFLE,

1% & iSCSI SAN

&) iSCSI AHEERS | FEREE— LIRS iISCSI SAN R EZ 2 M iSCSI HEERZ2MEURRN IP
B ALERERRE  BERTRIEFNZ S MEETHBIRE SCS| REE.

THRBHBTRIZEMREN —LAEERS.
RESEBHER
iISCSISAN A —EEXELZ2HEARERRBESREINEUNRHFTER.

FREEMERE  FREBEELREZET iISCSI B, EW2 iSCSI BEAEFER ESXiiSCS| B@=s , 5
TEeHHEEHRIEENERTNREZBZERNERNETIR K ERERERNEFRFESHERE,

EATERMEEE SCSI AR AEELTHBEN VLAN |, ATAEERR iSCSI REE D ERMEREENTE
R, ZEEHBBREAZELZE ISCS| E6H , FRAEMNERKSAEELEE ISCS| #HEERK.

MREFER ISCSI ERNE+ , EEERIBE | BA LR iISCSI NEFM ESXi ERARNMTEFREBR
HARBRSFHMELTX | MANOEEHINPER, MREFESEB ESXi THRTE iISCSI , ZEE/RIL
BE , SuLUTEERKSFEAR —ZERRS  MAATENEERBRBRRE iISCSI HEFE.

BRTYEBRHEAZERRIZIRIRE iSCSI SAN 2z, BT LAE iISCSI SAN B M VLAN EETRE
RIESHENZEM, 5 iSCSI HEERBYM VLAN £ | AIBRERE iSCSI MEFFEHE R iISCSI SAN
AN ER, FF , REEMARENRAREERSHE SCSI RE,

R iSCS| EHiZFEZRE

E#MIT ISCSI RER , ESXi TERMAMERARESNERE. WEEIRERAEEBEMAERER
A ESXi WHEHEI T M= itk , 4T iSCSI FTEHEERN ESXi mELEFMRIMMN T2 R,

BRATHIEAT iSCSI| BEZRBERNBEE = ZERMBA TCP EFIBEWEEE iSCSI ELF., MR iSCSI £B
HESEEAETZ2MRE , IEREBNERIIE ESXi FiER. EERELER  FRE#ERERE
BREENFEZE2HEHER , YREIESKD iSCSI FRNEE,

EE SAN ERLETHE

AILAERA D EREM LUN EER 5 SAN EE , WIRIEEEFEEBENFE.

EBHIEH SAN BREADEREM LUN EE |, AIBUE vSphere REFREH RFENFEE. B
W, ANEEATHE SAN RETBYAERMERNESE , #MEEFTETREEESTHNESR. BK , &
A HFENBARETRENESE.

REBEE , FEEBEHE SAN RE FRENEMEMETA.
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8 SAN RBRBNHBHEEIN P EREMNESIHEURANEE LUN ESENTE  FEREME,
BH2E SAN BRI XHF (vSphere Storage) RBAN .

¥ NFS 4.1 £/ Kerberos &
#H NFS 4.1 iR , ESXi X Kerberos ERE# I,

Kerberos 2 —EEE R , AIEXHEE ESXi LA NFS 4.1 AFIREHME NFS A 2810 NFS [RESH
BHESD., Kerberos FARBHREEFAZZNREBESEFTEE. ¥ NFS 4.1, Kerberos B vSphere B
EEXEARAFHMMARERRZ , ETRHERN TEMNBEMERE.

E&EH Kerberos BER , FEETHSEE .
m  ESXi ¥ Active Directory 1 &8 241 (KDC) H Kerberos £ 5 AR,

= 5 vSphere B8 , 875 E Active Directory 25 , & NFS A HERMHEYE NFS 4.1 Kerberos
BERFRENTFIE. E-RIBKARNFIHMEZEZEHR ENTA Kerberos ERFRE.

n EZEESXi THHLAR—E NFS 4.1 ERFRHER , X ESHEFRAAERFHRERN B EHERME
BB Active Directory i . ZEBEIMRERTREEAEL SR EEEMNENE ESXi TH , 81T
BELLLESE,

m  NFS 4.1 7 EEKHME AUTH_SYS B Kerberos,
m {5 Kerberos B NFS 4.1 7% IPv6, EXE IPv4,

TR T A K R

EZHET VMware Tools B Windows #E¥£ZR & H |, vSphere SEIEE RS WA RIZE . MAEETHER
TERMEREECERBEXERENETERNMED T, kKTER , vSphere T2 O E R ERKEARE
HE,

XFER , EEAOEEERMSEEXTHMEERNIIEE, LERRESMIEERKSINESERER T

HMAEN  YEEERKEZEMERWER  FEXHERTATH,

B THZBRBTELRRRF. KA vSphere EH —1E vSphere T84 FINE (vCLI. PowerCLI %) ,
EEX# EERBSTIHIT/E,

BF

1 FHETEEEEEMN ESXi REL | BED VMX R,

EERMSSAHREENR /vinfs/volumes/datastore B#&S , Hrh datastore R FERESSERN
BERXBENERE.

2 HEVMXERT K BRARERET TIZ28.
tools.guestlib.enableHostInfo=FALSE

3 RELEMAZESR.
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#=R
BEERERERMEPEIER I HNEER.

#&E ESXi Shell 1 vSphere Web Client Y EIRF
BTHILEEAECRREE TERE , BEA4RE ESXi Shell #1 vSphere Web Client B8,

ESXi Shell #IfF

H A ESXi Shell , A LA#E vSphere Web Client # Direct Console R & THE (DCUI) RRE T 58
S8

T A i

A AR E R ERA ESXi Shell 2B MMAABAZA , TUAKBHRKHEE, BBRAKHRE 6 Z
B#¥EEA  LETAFEAEEA.

AEA R

HEARERSFAENFAEESR TERREHZAITUKLBNEEE. YHEARNSFSRE T RME
A& A ESXiShell BER , T2X¥EBEEITERE.

vSphere Web Client 1

kT8’ , vSphere Web Client T/EREREEMBE 120 pEEKLL. W (vCenter Server MEHKEE )
TP , BALAE webclient .properties BRISFHERE.
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ZBTLS EFREAHERNEE TLS
B E AR RE

BOILAER TLS EFRELCRABRABRARER TLS BABERAK, B LUE vSphere REBEFER TLS
1.0 , RBHEALLERER TLS 1.0 M TLS 1.1, # vSphere 6.5 B4 , TLS BB EMA 1.0, 1.1 XK 1.2
RFERERA,

MEEHRE , BEHPM vCenter Server, Platform Services Controller, vSphere Update Manager
M ESXi TMMLBRITAFERANKEIRAE. F2H VMware M EXE 2145796 , BB XEEA TLS
1.0 B VMware ERBE.

ZH TLS1.0 8] , Bt ABERREM VMware ERAE=ZSFERIERAN TLS B E, RENAERE
ME , EALR TLS1.2 EEBE TLS1.1 M TLS 1.2,
AEHARTHIERE -

n XEEM TLS AR EREE

n  {EH vSphere 1 TLS kA

s RETISAELARR

. HTEREMTFBES

» {2/ vCenter Server &# LK TLS FRA

w  {F/ ESXi T LM TLS IRAE

m 7£ Platform Services Controller & L& TLS AR
n BRTLS HEEE

m £ vSphere Update Manager Ef£f TLS kx4

SEEH TLS A EEZIR

B &1E vSphere REAF#IT TLS Configurator 2 AR REF , LA BLER vCenter Server, Platform
Services Controller M ESXi T# LEMA TLS WELRERER TLS., BWEFA TLS 1.0 HEEER TLS
1.0 M TLS 1.1,

TREH TLS EiEE, NRFEREBEREEERRET , IRFEFTZAAERARE.
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# 10-1. & TLS Configurator 2 AR EH vCenter Server # Platform Services Controller

i% 3 1 Windows L& % Linux LB HigiR
VMware HTTP Reverse rhttpproxy vmware-rhttpproxy 443
Proxy

VMware Directory Service VMWareDirectoryService vmdird 636
VMware Syslog Collector (*) vmwaresyslogcollector (*) rsyslogd 1514
vSphere Auto Deploy vmware-autodeploy-waiter  vmware-rbd-watchdog 6501
Waiter 6502
VMware Secure Token VMwareSTS vmware-stsd 7444
Service

vSphere Update Manager vmware-ufad-veci (**) vmware-updatemgr 8084
Service (**) 9087
vSphere Web Client vspherewebclientsvc vsphere-client 9443
VMware Directory Service VMWareDirectoryService vmdird 1712

(*) TLS HELRISAMEBFEAIES, SEEETAMERE. B TLS1.2HHE TLS 1.x AR EXE,

(**) 7 vCenter Server Appliance £ , vSphere Update Manager 8 vCenter Server i RHEEIRN &%k,
£ Windows E® vCenter Server , A EBREAHRERE TLS. FZ R vSphere Update
Manager £{£/ TLS WRZ<,

#* 10-2. = TLS Configurator 2 AR &M ESXi EiZE

B BREERE EiiR
VMware HTTP R 8] Proxy MEH#EE  Hostd 443
VMware VSAN VASA B R #E VSANVP 8080
VMware BiEHEEES FDM 8182
BEAR 10 BFREEM VMware vSphere ioFilterVPServer 9080
API

VMware BERE vmware-authd 902

Bt ERE S A A

n  ERRF vCenter Server BEMEMN ESXi TMZERAMN TLS A , BH2 TLS1TIM TLS 1.2,
EXXE TLS 1.2, B8 vCenter Server 6.5 £ TLS A BF , vCenter Server #EZBEEEMNR
ESXi5.x EH#M 6.0 TH, FHELFHAREZTE TLS 115 TLS 1.2 BIRRA,

s BESEEFEH TLS 1.2 M Microsoft SQL Server 59MEF Oracle BRI EEL .

m 77 Windows Server 2008 L#4TH) vCenter Server 5 Platform Services Controller #1417 & &
LA TLS 1.0, Windows 2008 £ TLS 1.0, #H2HK (AREBACHNEMIER) FH Microsoft
TechNet XZE (TLS/SSL®&E) .
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n ETHERT , BUEXEFRBEHEE K BEMA TLS AREEE,
s NRBEEEESFERZT ESXi £#.
s NREHERAIHRRCEERESEALEEREE,

{£H vSphere 1 TLS WA
BRI TLS IRAR—BSEERE. UERIEFER TLS RATERANESERTRFHHREIEE
1?0

1 MRENEBEES Windows E# vSphere Update Manager , T E vSphere Update Manager {u
EBIUMASG K FERREALERRERABAHE. F2ETE vSphere Update Manager LEFH
TLS M7},

vCenter Server Appliance £ vSphere Update Manager KiZBEMt vCenter Server &£t , i8S
BEEHERENEEE,

2 1E vCenter Server H Platform Services Controller EZ% TLS AEAARR., NRENBEFEAR
X3 Platform Services Controller , #{E®LAfE vCenter Server L ZEZARAER.

3 1E vCenter Server E#TZARARER.

4 FEEEH vCenter Server EEM ESXi TR EHTZARER . BUUHHESHIRIBEFTHNRE
ERBRITIL TR,

5 WMBEHBREEHA—=HZE Platform Services Controller $11TE8 , FESERTEE LRTZAH
B,

DEFRY

EEEHIT vSphere 6.0 U3 ARG ELAR 1T vSphere 6.5 WAL L8 TILAHRE | BEMERE,

n FATLS1.0 XA TLS 1.1 # TLS 1.2,

= FATLS1.OMTLS 1.1 R TLS 1.2,

TR TLS ARBRAHEN

EA MyVMware.com TE TLS AR AR S ELZEE RN ABMKIE - 2HE | S FEAMERE
S, —EIESBANEE vCenter Server # Platform Services Controller , B —{EAREE ESXi.

£ vCenter Server Appliance £ , vSphere Update Manager EiZESHZIESBEEH . £ vCenter
Server t , 4R vSphere Update Manager # &, FZL B vSphere Update Manager L{ZH
TLS hRA.

DEERY
BEE MyVMware tRF AT RETHIES .

BF
1 EAEH MyVMware 1R E X 8i1F vSphere,
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2 SREESEENERMERRA , BEH VMware vCenter Server , EZER—THE TR,
3  3#H! VMware vSphere TLS Configurator ¥ &I TS,

G F MR

Windows VMware-vSphereTlsReconfigurator-version-

build number.x86 64.msi

Linux VMware-vSphereTlsReconfigurator-version-

build number.x86 64.rpm

4 LFEREZEZ vCenter Server ¥ REIESTE.

EEIMEB Platform Services Controller FIRIEAFR |, B A LUEHER LEZE Platform Services

Controller,
1EXRS BF
Windows a HEEEESERNEAETSEAN,

b BHREBTERN VMware-vSphereTlsReconfigurator-version-

build number.x86 64.msi &R,
c REZMSIER.

Linux a fERASSHEREARE K YNAFHTESHERNEAEZSEA.

b %?VMware—vSphereTlsReconfigurator—version—

build number.x86 64.rpm EREREIMEA SCP AFWNERAEE,

c U Bashshell BRIMKRBMA , BRTUTHS.

shell.set --enabled true
shell

d AIELEES rpm ERAENERARTUTHS,

rpm -Uvh VMware-vSphereTlsReconfigurator-version-
build number.x86 64.rpm

B
RETHE , CEEUTHERIESH.

fERRGE AR

Windows ® C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\VcTlsReconfigurator

B C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

Linux B /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

B /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

HITREMFBHED

TLS HEAARREET XIS IEIEH vCenter Server., Platform Services Controller 5 vSphere

Update Manager BF#{T#H}. MRFERDRHER S, BUUARTFBHED.
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Windows MERAEENTER B ZTE.

FERE HFOEAK
Windows c:\users\current user\appdatallocal\temp\yearmonthdayTtime

Linux /tmp/yearmonthdayTtime

BF
1 SEEBEZR vSphereTlsReconfigurator , REBEZE VcTIsReconfigurator ¥ B &,

ERRG we
Windows C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\

cd VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/
cd VcTlsReconfigurator

2 BITUTHSUBORERE.

1ERRS wE

Windows
directory path\VcTlsReconfigurator>
reconfigureVc backup -d backup directory path

Linux
directory path/VcTlsReconfigurator> ./
reconfigureVc backup -d backup directory path

3 WRENEOHESHI.
BIEHEEULTEAREL,

vCenter Transport Layer Security reconfigurator, version=6.0.0, build=8482376

For more information, refer to the following article: https://kb.vmware.com/kb/2148819"
Log file: "C:\ProgramData\VMware\vCenterServer\logs\vmware\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log".

Backing up vCenter Server TLS configuration
Using backup directory: c:\users\admini~1\appdatallocal\temp\1\20170202T054311
Backing up: vmsyslogcollector

Backing up: vspherewebclientsvc

Backing up: vmware-autodeploy-waiter

Backing up: rhttpproxy

Backing up: VMwareSTS

Backing up: VMWareDirectoryService

4 (BEMN) NREBZELEMTER , EUNUHTUTHS.

reconfigure restore -d tmp directory or custom backup directory path
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{£H vCenter Server &#t £ TLS A

EBA R TLS AEAARRARER vCenter Server & LM TLS A, EHRTZREFBRRES , BrAEEF
B TLS11 M TLS 1.2, SERA TLS 1.2,

PDEFRMY

B vCenter Server FTEE M AR 0T A NRIEAMN TLS RAETEN ., EFEMH TLS1.08
ANERSELER,

EF

1 FBLUARTIESBNERE S DB A vCenter Server &% , R AIESBAEN B 8%,

EXRAZE @<
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

2 RBENEE£ZRGUREFERAN TLS MASITHS .
n EEEATLS1.0 XEBEKA TLS11 M TLS1.2 , BmHITUTH S,

fERAFE @<L

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.l TLSvl.2

n BEEFEATLS1.0 M TLS 1.1 WERAE TLS 1.2, FHITUTH S,

fERRGE @<L

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.2

3 MREBWIRBEESHM vCenter Server % , 5 S8 vCenter Server i L EEZRERF.
4 FEESE ESXi EHA K@ Platform Services Controller - EE R EZAHLE,

£ ESXi E# L/ TLS MRA

B ER TLS AEABARARER ESXi THEM TLS iRA, ERITZREFBRESD , Ko EBRA TLS
1AM TLS 1.2, SEKA TLS 1.2,

¥ ESXi T | :EFEHE vSphere BIETRMNEMTHTIENIESTE.

B ZESHBEEREFEATLS1.0MTLS1.1, BRIFELZITEE -p BIE,
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BEIRA

EEMRE ESXi AN EMNE RSREHAIER TLS 1.1 3 TLS 1.2 FTE. EMEH TLS 1.0 B
EmSkEEHINEE,

BF
1 BLUARTIESEBNFERES DB A vCenter Server # | W piAIESBAENE %,

fERRHE ®L

Windows C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

Linux /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

2 BECESDWNAAIHLEERATLS, BHTUTHSZ—.
s EPEABSETWAEIHLEEA TLS1.0 YEREA TLS11 M TLS 1.2, HFHTUTHS.

fERRAGE @S

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.l TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.l TLSv1.2

s EERESEDPNFAEEIMEFER TLS1.0 M TLS 1.1 LERA TLS 1.2, FHTU TS L.

fEREE w<

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

3 EEE@EBNEELEEATLS, FRTUTSHSZ2—.
n EEEEREREFERA TLS1.0 XEEFKA TLS11FM TLS 1.2, BHITUTHS.

ExRGE @<
Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p

TLSvl.1l TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSvl.l TLSvl.2
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n EEEMEBNEHEERA TLS1.0 M TLS 1.1 LERA TLS 1.2, BHTUTHS.

fE¥RGE @<

Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

4 WG ESXi THMEHBEMLTR TLS BABERE,

1 Platform Services Controller % L& TLS xR

MR HRNBIERE —HZE Platform Services Controller &%k , B LUER TLS AENARARESEE
TER TLS hRA,

MREMBRBEFEHARERT Platform Services Controller , BISEF#HITIHL T 1E,

B EELRERESE vCenter Server A HERTHEN TLS A% , BEEETIHTHE MR

vCenter Server 6.0.x 3 5.5.x BT 2EL&K ZE vCenter Server , BIE&EH TLS RAE: | FRLEH1T
EEeE 18 Platform Services Controller Bz,

BRILVERA TLS 1.0 1 TLS 1.1 WRIFMA TLS 1.2 , RELEALUEREA TLS 1.0 WREZHRA TLS 1.1
TLS 1.2,

BRRM

BER Platform Services Controller AN T AR I EH X BN BABEETEN. BERBENE
HEEEH Platform Services Controller B , At FEEZEMLERBSZITE. EFEATIZEN
BB EETEANRESELES,

EF

1 LAA#TIESEBNERAE S 9B A Platform Services Controller , Y ai{XIESBREN B 8%,

EERGE a2
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
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2  BALIFE Windows E£H Platform Services Controller 2 Platform Services Controller FEFI#E £
HATHE T,

n EEEFEATLS1.0 XEBEA TLS11M TLS 1.2, EHITUTH S,

R @<L

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.l TLSv1.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.l TLSvl.2

n EEEFEATLS1.0 M TLS 1.1 WERA TLS 1.2, FHITUTH S,

fERAGE @S

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.2

3 HNRESHNBIEEESHM Platform Services Controller &t |, EEEZRER.

ZEIR TLS HEEE

BAER TLS ARAABRARBEREAESE. ERBEFREBER , RESMAEMEA TLS Configurator 2
ARAFRANEMREE.

BENELENCHEOABHBER T ARMITER. ESXi TRFIIBEERBE,

LA IEF#ITER.

1 vSphere Update Manager,

MREHBRIEE Windows Z#&E EEITEBIA vSphere Update Manager ${TEEE |, S BLXEH
vSphere Update Manager,

2 vCenter Server

3 Platform Services Controller

BF
1 EHZE Windows s EREE.
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2 %A:@}E%E%EE’\J%\AJLO

fERALE

Windows

Linux

BF

1 DEEEEERRNEAESSEA,
2  HIfE veTlsReconfigurator B,

cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

1 FASSHEGERLE WUEERTHESTERNERESIEA,
2 MR Bash shell BEIERBA , BRTUTHS.

shell.set --enabled true
shell

3 HiffE VvcTlsReconfigurator H##,

cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

3 mELEHESD.

fEXR#E

Windows

Linux

BF

C:\ProgramData\VMware\vCenterServer\logs\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log

B HERT SIS IR ML

c:\users\username\appdatallocal\temp\20161108T161539
c:\users\username\appdatallocal\temp\20161108T171539

grep "backup directory" /var/log/vmware/vSphere-TlsReconfigurator/
VcTlsReconfigurator.log

B HERT BUEEHIRML.

2016-11-17T17:29:20.9502 INFO Using backup directory: /tmp/20161117T172920
2016-11-17T17:32:59.019Z2 INFO Using backup directory: /tmp/20161117T173259

4 BATUTEHP—ERSUATER.

1ERR

Windows

Linux

VMware, Inc.

BF

reconfigureVc restore -d Directory path from previous step

Bl

reconfigureVc restore -d c:\users\username\appdatallocall\temp\20161108T171539

reconfigureVc restore -d Directory path from previous step

5 an

reconfigureVc restore -d /tmp/20161117T172920
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5 HEYEAE#M vCenter Server MITEBEEZER.
6 FEHE{AHEM Platform Services Controller M{TEEEEZEF.

£ vSphere Update Manager Ef& A TLS iR

£ vSphere Update Manager 6.0 Update 3 R E#ARAH , TLS BABERA 1.0, 1.1 AR 1.2 {kFAR
SR, EAILER TLS MUA 1.0 # TLS kRAS 1.1, {BEEEER TLS MR 1.2,

B LMER TLS AR A AR EEHMAREH TLS BB EMARE, AM , ¥ vSphere Update
Manager , BABEFBEHRE TLS BB E.

B TLS BB EHARTRES RATEMIE,

» FATLS RA 1.0, BRFEFRA TLS BRA 1.1 M TLS ARA 1.2,
»  {FR TLS ARA 1.0 M TLS hRAS 1.1, BARIFRA TLS MrA~ 1.2,
. EHBACSEAN TLS BARBEMRA.

{£H Update Manager E#1#31E 9087 FWEHRR TLS

B LUEBIEM jetty-vun-ssl.xml AREEFSAEFEIR 0087 WERR TLS, ZEFEHERE 8084 F
Iﬁo

#5 =R TLS RAE |, BRERE REE A ZMRAEE vSphere Update Manager &3l

BRRM

&1k vSphere Update Manager fR#&. #H2H T HEEE VMware vSphere Update Manager #2833
#®.

BrF
1 {21k vSphere Update Manager BR%.
2 BEZE Update Manager Z# B ## , 58 vSphere 6.0 fl vSphere 6.5 lRATRE .

/7T =
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 B jetty-vum-ssl.xml BRIFABER,
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4 ZERBEERERBEMRTLS.

< 2] L]
B TLS 1.0, RIEHA TLS 1.1 M TLS <Set name="ExcludeProtocols">
1.2, <Array type="java.lang.String">
<Item>TLSv1</Item>
</Array>
</Set>

E/A TLS1.0 M TLS 1.1, ®IEEA TLS <Set name="ExcludeProtocols">
1.2, <Array type="java.lang.String">
<Item>TLSv1</Item>
<Item>TLSvl.1</Item>
</Array>
</Set>

5 REEXR.

6 EHE vSphere Update Manager BR¥%.

{2 Update Manager E#18 8084 FYER TLS

BRI LUEBIEM vei-integrity. xml ARERE | ERERIE 8084 WER TLS, ZEFEEEE 9087
FE.

&E 5 TLS lRAET , ARARE R A ZRAE vSphere Update Manager &3l

BRRM

f£1E vSphere Update Manager fR#&. #F28 ZEHEEE VMware vSphere Update Manager #2833
%,

BF
1 {Z1E vSphere Update Manager BR#%.
2 EEZF Update Manager ZgH & , 58 6.0 M 6.5 RATE.,

IR e
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 ) vei-integrity.xml BEIRBESR,

4 fEvci-integrity.xml EREPHFIE <ssloptions> R,

<ssl>
<handshakeTimeoutMs>120000</handshakeTimeoutMsS>
<sslOptions>sslOptions value</sslOptions>
</ssl>
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<ssl>
<privateKey>ssl/rui.key</privateKey>
<certificate>ssl/rui.crt</certificate>
<sslOptions>sslOptions value</sslOptions>
</ssl>

5 RIBEEERAM TLS BRAS , # <ssloptions> ERPMEALT HEME.
w EHEEFRTLSVO0, BEATEME 117587968,
n EEEMATLSVIO M TLSVI, FEEA T {E 386023424

6 MEHER.

7 EHRE vSphere Update Manager BRT§.

EFTRUA Update Manager E#1E 9087 K TLS M A

MR EEH Update Manager E#238 9087 B TLS IrA , (ERBEIME , B LLEHBAZRA, &
FEEHMAEEE 8084 FE.,

ENMAERTLS @FR2EE.

BF
1 {&1t vSphere Update Manager IR .
2 HEEZ Update Manager R B , 58 6.0 M 6.5 IRATRE.

TS ik
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 B jetty-vum-ssl.xml ERIBHBER.
4 BRESERMAN TLS BB ERANEEN TLS R,
Blgn , BER jetty-vum-ssl.xml EERPH <Ttem>TLSv1.1</Ttem> LUK TLSVIL,
5 REFER.
6 E#HRE vSphere Update Manager BR¥5.

EFRUA Update Manager E#1E 8084 £ M TLS A

MR EEH Update Manager E#238 8084 M TLS WA |, ERBEIMEE , B LLEHBMAZEAK, &2
FFERERE 9087 7 E.,

ENRMAERTLS @FR2EE.

BF
1 {&1t vSphere Update Manager IR .
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2 H¥ZE Update Manager R# R # , E8 6.0 M 6.5 lRETE,
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