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BRTR
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MRFERBA T Fault Tolerance WERKBNER , EREAXRBZERMF[EMEMABT I | K076
2R - RISERAL

&

AR U T ERAE ¢

REEFRSRLARER  BRREMEIRTURRZRERTRE.

R&H

EVHERHAZERRER SEESARAHMIE REEMERA HY WEH, T# CPU FAXEER
MMU E#{L, BRERERZEN. REUTAREN IR EERNERKRNH.

BRI R

MEFTHBETE  BOBEHEEZIH NREBERNEZAIH  FRATCHAXE HVY A HV BER
A, &% BIOS HA HV KHBETRE., MEMMBA HY WFEMAER , F2R A BIOS RBAXH.
BEZIRERERHBE  YRFEMREREEERP,

BERTEM EHNXEEREES A EEREREREINEE
NRETEFHBONTEENTEE  DECHETRENENRVAERM CPU BA | LERENT
REERRBNERATARRE.

L]

ERBERRBUNARBEN IR LN  RREERNE TS VST BEMBENNEE.

RE

HBERA BIMERE CPU BIR) MEH EATHRAZERBENENEREIEERHBEMENER
HEAETE. LRLERE K FTEERESRLAREAEAEERERRE  SETEEFERNVAITE
EARBREERBEERBBNEREE.

BRBR
MRREBEEFREBBUNBERINER L AITUSZERKEBEEMNE K IASHRERFEAB
B, ERmRYE  FRTUATRE

 HRFTHREEA  FMEA vMotion MR EERKF[BEFZA FT AR FT ERRSHBERIN
I BRRTEHERERNTHMERYEN.

» HRREEFAMBE , FREFT, ARBARR. ECENBEUREZERRER  FHEAEREHE
SFNERFRABLAREEIRSHNE.

» HEFRCPUEBREE , BATEERMRRERARN CPURE (A MHz RER) , RERRAEMH
FHREBER BT IFEAR. HABURIZERRB[NRAZERUFIOER | EHARRMERE

EENERHT, MERTUREMNIES , FEMA Fault Tolerance AIRREHEIRHINEE , U
BE-RIFHTERAB CPU BRE.

VMware, Inc. 14



vSphere SEEEHERR

FT ER#R P B2 EEE N
MRKUBEHRRE TR, 8 FT ERNSTHREIEENE.
B

FT ERMERTRSRRNEEENBEEN UEVAEN). TEBRARSAEERNB 2EAER
(Bl , RENKEARER) WM TRERFE.

R&H

EiNFEREETFAHEEMN Fault Tolerance EX NG  ERELAZSMFEZEEME, Fln, mEFT
FRVAEESSHNEL L  AIMEESEEREARERN, b, R FTR/BNEREFRE (MR 10
Gbps) , AIFgEERERSLEER.

BRI R

TR FT AR B RAMER (10 Gbps EZS) , WETEEREBNREERHBZ - BERARTEEES.
ELERBERTEERANLEE  CRESEEEVEREZERE.

Mo ERE FT EREEBZMER

MRBEEMY FT ESRBND MR  ETREBINEHE.

B

BETHBL THALEE FT ERREBSHER MR UIHTREREANDR.
RE

vSphere DRS A &2¥ FT EBMETERTH GRIEHEEFERAER FT), WRE TESEFEETNE
WA S0 FT ERHES,

BRI R

FEBRFEM vSphere vMotion BEEFHEHFHE FT ERHEEE. —K , TR LW FT EEHEEHYD B
ERHSHMEEES  EA FT HAREEN CPUERNZABRRL .

BARY FT PEENERFHENFERE

BEF Fault Tolerance PEEHERFHEY FT ERHSENEFEFZEHER. BERLFIESEH
BRI,

Ll
ELMERRE

= FT 8RR,
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n NRFIEERMESAIAZEERMSYELIENFRHERNERERE  AEEKSETTEERILK. B
¥ EEMAERHMBYEBEARY FTAHEREREHENEIER K SRBERERKIE FTWTIEE
WkE., A% , vSphere HA ERFEAEFEHENERNTHENFIEEEIH L EFRB T EEEE
%O

= vCenter Server AIRERFILEZERMIBNEA FT EFHESE . ILBRRAR TS AFTEREHSE L
BITAENER WEMYRR) , tMEREHENTA.

RH
A Fault Tolerance FEBERERFHRENFIESEH LMBEEPHNFEERER.

BRIR

REIFT BB, BPEERERNEFEHEERSETANBEES. BT FTH , IRBRETEEEHEE
RAEERES LBEAHPEENENEHRENFIE  BYNEEREERE , LaRBEAEIEER
LifE—RRE. R vCenter Server FIL R EEREIINEA FT EERHE K STETZERKI LA
TAZENEE. BEREPEENENFTHRENFEIE. €4 FT ERMSERFIENENZEHBER
%, EERMSESEN TR

AEHRERNERMEEFME vSphere FT kA

MRGER B CHBERNERMEIFR vSphere Fault Tolerance , thEZE TTRES kB,

Bi]:)
ELRCREMERNERKIIZIFER Fault Tolerance B | ZEXEARMABRARAMERAL

R&H

MEERBBATHENEIRCERBERTR , MiRHSERE , MEETEES KK, vSphere Fault
Tolerance ¥ EBEREFIR L AZERKERETENTCEERBE. FEERMSESZTEZE/IEHRE
B HENTEEEXZ1Z26B, NMRCHBERNERBBHTAENEIHRTERERTE , 818
MERREEIURIENEHECER  AESMRK Fault Tolerance kB, 2% , RASEE KR ANERA

=]

BRER

RET IR RETRE

» BRIHELNTERER  UFMNERKBNTRBREENMENEIEH,
» RERMSBRBIAREETASRBERNER  RRBE-KX

vSphere DRS R B HBR FT EEEHES

mRLRA vMotion HEM (EVC) BRIEER |, RIBE TR vSphere DRS BUAW FT EE#EEEEZE
EEEE,
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GEE

EA EVC 24 DRS # FT EHRMESERFERANSERYG , R EVC EFH (BIEHEASEHKA) , DRS
TEhESHEEBRTH.

43|

EDRSEELFFEHEVCHE TSN ENEFT ERMBLEHA DRS WERKBESEL, BERHNE
BB EVC , t A EECELBEEIER,

R R

MR DRS A HEHEETHESEI FT Bl K FREEEMSIEADRSWERKSEEER, R
EBHREERA DRSHWEEIEE |, FEEHBER.

B NEERNIHEESMRERKRERHEENFMAEN , F2R (vSphere BIRER) .

RinERKERERE

EFTEERMSIRNEERHBEMN ESXi THRAER T EERMSBIREERESB L TETRERE,
WERT , ERESHNTIERE K BSUFELANH EERANERNERE  HiETESBRERE
REBEN—LI5R , WKEIEE MR %

HETFEMAENS I EER LK

ELENEF-ATHENRBEEERFIEERN , TESHBENBEE, JEEEE | VMKernel iB2HE
FJIHHTZHEESER, EEMANEE  VEALEREREEMABFNEE,

B 48 RR A ER BV ER 0 R BE Sk B

MRTEENICEEZLEEEE , IEBZNIC EEMTHENESDE K LSBERREERESETRER
BOMMmEFBIYNG, EERAIEE  SiESHEEY NIC EFAR vMotion M FT iBERE |, WEE
EBR#ESEBTERBEEIT vMotion BHE,

08 NIC R EREETRE

MR EEBRSHREERESE  ISRELBE. FEHRALEE  FEREERBSEHERZ T
BHETREHL.

¥ FT £/ 10 Gbit iR 2 5% , YRR Z AR EESIK.

ER#ESE B E R E R vMotion kB

WMRFEB vMotion BEREERMEAN , AIERKSTHEEEETRERE, EERESBANERME
FELIEIHSTEEERENBRATABER K BESR4ANMEE EEHRAUBEE 6 FETEEK
BB TR RBIFEIT vMotion B
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VMFS BB L EBR SR EEHERKRRERE

HE— VMFS BRRE LT AEBERAGHENRX . EFRHRSFRERB/BEMAZN vMotion BHEEK , TS
BRIBERMI[ETIEBE, TRBERERNVERS , & VMkernel REHWEIFZHE SCSI R
BWES. EEHRUEE  FROERAGFERNEE  IRETHEREBRLR VMFS BREL , ™
BEZHMRE LR EMFAB/BMAERIEMA vMotion ETREN ABEMERMES.
ERZAGZETREEBREERHR B LS

WE /(root) B /vmfs/datasource BRZGREEETAEH, EEERAGUHESERIEREAMEESE
EEm , TETESEREELRBHFN R EERESE,

USB BIEX Bt S HE A7

BEIETANEN , THEE USB REERIERMSRRETRBFE RS BENEE.

ESEAMN I USB REBEERESRFHRNERAE

J3RE ESXi TN SE USB $EEKREERHME L — RS BREREA Motion B , B EMEER
vMotion EATEHIL , B8 H — S ARBIERAL.

Lk

(BEERUR] FESEBEEXFRZAINTHEIRE, IREAFFZXEN USB LE , HERES
KB, WHETR—RBELUNRUATRENERNE : Currently connected device 'USB 1' uses
backing 'path:1/7/1', which is not accessible.

R&H

EERINEB vMotion HERE , XARBRI T ERMBI[NAE USB KERBA vMotion, WIR—
HZEERBERMA vMotion , BEGKK.

BRITR
1 BAEREEREEERESHNERY K AREBBREE.
2 YESESEEN USB HEEHFEWEA vMotion,

LS ERE ESXi TRERINEEETZITHA USBEE

AL USB REERE ESXi TH  RAEKERNRZIHRERIIZEKE. Him, THPERRERZ
%, EURFERZEREE vm-support lRIBE. BEEATUHIHE , KAEFH USB REER.

Bi]:)

MERFEH USB EERBRMN ESXi THBERMEBIH USB EIE , Al USB HES R /R 1susb T,
{BRIEREHME,
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RH
BRENBERRATIRMN USB RERARSAEEMBRE . ZREBEYTETREIHRNERRASRSD
BE lsusb AIUEEHE,
BRIR
1 {21k usbarbitrator JR¥ : /etc/init.d/usbarbitrator stop
2 BERTE USBRENER K REBEMETER.
k7R , HFENEBER /vmfs/devices/disks/mpx.vmhbaXX:C0:T0:L0,
3 EHEREBER , EFEE usbarbitrator BRH : /etc/init.d/usbarbitrator start
4 EHME hostd MEMMITHNERKE K UBRHERKSPEERENFIVE,
RESR
# USB REEMERZERME.

BRI Y E R
ERREEREBIERMME (orpnanca) .

Lk

ERDEIERT , B vCenter Server BIER) ESXi T I EREETTaeE B A AREE, vCenter
Server ERIEFFHEESLEEKES , B ESXi THEEZERAEHEM.

RE
MATHAEBELAY , JEREIR I MRTEERERE  ERBSETHESZANUME, NRBLES
BER , FHNLERBEBZENPORAREEEREBERNEMER.
RRAR
1 HEEBREESAEERE (vnx) IENERERE.
a 7TE vSphere Web Client 41 B P REUER#KEE K AR R - TENERERSIER.
REEERBEERNENTHERBINER,
b MRERZEERFHE A AENSEEREFHE  AEZEZ-—TERIABRETVAE vinx &

=

C ﬁ?ﬁ» . vmx ﬁ%ﬂ’gﬁiﬁo

2 1£ vSphere Web Client FiREIZIZERKESE , R—TEELAE A AE2RNFTEEREREEDHE >
wEMEB EPBR.

3 B-TRUBRIBREREES.
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4 3B vCenter Server B & 2 E HEHEE
a HERKBERFMENERTFRELER-TBEAR A ALENBRERME.
b BER vmx BR , REE-TRE.
c ENEBRMBNNVE A RRERT-H.
d ENETHLATERMSNIE  REET -,
e BE-T®EH.

RERBRYBER , EREBERARFR
£ vSphere Web Client st i TR R AERNBES | RAAEHMBEWER,

Bi]:)
REAEREFHB[RNNEERBER | CUREEIEEVERERERAMENER.

453
BEVERMSRERE  RMREI2EEKRD,
BRRTT R
o RNEBKBENIEENAND, BNMERRFTRBRETERZAN.
a EEEMBLE-TEBEEAR A AZZNRBERE.
b ENERES A A% TEEM.
c A MREBE] TRXMRERENEEREREKFNTERYE.
d ®B-—THRE.

o FE A TREMERESURRKIBECECRANENFRETBELR , BN EETANZBE.

a 1£ vSphere Web Client )4 EEBEF BB EREFHRE.
b EEEHMSRRSIFER.
c HREEERHNERMR EERKSLR-TBEELR A ARZNBHE.
d ERESEREE.
e HENTBRERMBEREE.
o EH UKSERNESFRAAGEATENERNTRE  BNMoEETANEHE.
a £ vSphere Web Client Y1+ E B8+ , BIER| =4,
b EERERIER.
c HE[EEMSE]T K6 BRSHEMCE,

VMware, Inc.

20



vSphere SEEEHERR

d &E—THE.

EE NRIEEEEERMRIAERERUEMRTER - BR2ERN -0 , AEER-T
mIE, CULACH BERT)HEIRRSEEEN I EEVERA

e BREFABENEREHRE K ARENREEPERINEHEHE.
f ®R—TRE,
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SHETIBIEGE A vCenter Server Ml ESXi TMIFAREBZIMNEERE  IREASBIETRHBALTR.
REHNRTHIEE :

m  vSphere HA E#ARRERE S HE AR

n  SEEHEAR vSphere Auto Deploy

BRI Token BRIESER

m Active Directory SREIEHREFRFT MR ERTFEHLK

n  EFM vCenter Server R[6 Proxy BEETH VIB

vSphere HA E#iR RE 5F S HE 7

vCenter Server 3% vSphere HA E#ARRE , EREM EMERIEN . EHEREMALE vSphere HA
ZToRETH EHNERKSE Wi vSphere HA EREHBR R EHNRBERMKSENIIRE. EEHERTE
REUHERE vSphere HA BFATREHIREERR , —MEXEHBRD HIRER, HIREREG , EREEOMERE
FR 7 BEME vSphere HA 2EEE,

vSphere HA RERINER [BEEFRNERER] RE

E# LW vSphere HA RERAEER (BZESRER] RE-— P BERERKH ., TEFEEAENA
T RERRRERERR.

Lk}

EXEFHE vCenter Server EEERTHANRERNXLE |, vSphere HA 2RERERNER [ELES
RERER] MR, FEt , vSphere HA EZERZ TR FNERKSE Y EHEHBEHRERTWELTSEFRRS
ELEEMES

R&H

vSphere HA REERXTEEZEREMER [FLESRNERN] RE, WERBERSERBBEIERLRE

Ik vCenter Server X EFMERTIH FTWRERN K IRTEEPWAME RIS LK. I RETEE
KTA—BROHBNER | vSphere HA EEEHRERENEMNBA , 1B vCenter Server EEHEITH EH
vSphere HA RERXEN , =M LM ESXi TR ERXE AR BERE REFELENMBZNER
R, EEA—EERT , THREAN [(BLELF RERT /BRI EBEESH.
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BRI R

TBE vCenter Server EEHREETHRZEEE. NMRE , AFRAFETHEHEE. ESXi TRAEBEEXNKESR
MEBEEME, REME—ERE , vSphere HA ERIEEEE., MRKREFZEE , FEHIEEZHLN
vSphere HA., RE#ith , #1R vCenter Server IREZEHAEE , BZEHRES [BEESRERER],
EEHREZTIH K vSphere HA,

vSphere HA Agent is in the Uninitialized State

The vSphere HA agent on a host is in the Uninitialized state for a minute or more. User
intervention might be required to resolve this situation.

Lk

vSphere HA reports that an agent is in the Uninitialized state when the agent for the host is unable
to enter the run state and become the primary host or to connect to the primary host.
Consequently, vSphere HA is not able to monitor the virtual machines on the host and might not
restart them after a failure.

R&H

A vSphere HA agent can be in the Uninitialized state for one or more reasons. This condition most
often indicates that the host does not have access to any datastores. Less frequently, this
condition indicates that the host does not have access to its local datastore on which vSphere HA
caches state information, the agent on the host is inaccessible, or the vSphere HA agent is unable
to open required firewall ports. It is also possible that the ESXi host agent has stopped.

BRI R

Search the list of the host's events for recent occurrences of the event vSphere HA Agent for
the host has an error. This event indicates the reason for the host being in the uninitialized
state. If the condition exists because of a datastore problem, resolve whatever is preventing the
host from accessing the affected datastores. If the ESXi host agent has stopped, you must restart
it. After the problem has been resolved, if the agent does not return to an operational state,
reconfigure vSphere HA on the host.

5 If the condition exists because of a firewall problem, check if there is another service on the
host that is using port 8182. If so, shut down that service, and reconfigure vSphere HA.
vSphere HA Agent is in the Initialization Error State

The vSphere HA agent on a host is in the Initialization Error state for a minute or more. User
intervention is required to resolve this situation.

Bi]:)

vSphere HA reports that an agent is in the Initialization Error state when the last attempt to
configure vSphere HA for the host failed. vSphere HA does not monitor the virtual machines on
such a host and might not restart them after a failure.
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REE

This condition most often indicates that vCenter Server was unable to connect to the host while the
vSphere HA agent was being installed or configured on the host. This condition might also indicate
that the installation and configuration completed, but the agent did not become a primary host or
a secondary host within a timeout period. Less frequently, the condition is an indication that there
is insufficient disk space on the host's local datastore to install the agent, or that there are
insufficient unreserved memory resources on the host for the agent resource pool. Finally, for
ESXi 5.x hosts, the configuration fails if a previous installation of another component required a
host reboot, but the reboot has not yet occurred.

BRI R

When a Configure HA task fails, a reason for the failure is reported.

Reason for Failure Action

Host communication Resolve any communication problems with the host and retry the configuration operation.
errors

Timeout errors Possible causes include that the host crashed during the configuration task, the agent failed to

start after being installed, or the agent was unable to initialize itself after starting up. Verify that
vCenter Server is able to communicate with the host. If so, see vSphere HA (REBRNER [E1E
HRERR] AREE or vSphere HA Agent is in the Uninitialized State for possible solutions.

Lack of resources Free up approximately 75MB of disk space. If the failure is due to insufficient unreserved
memory, free up memory on the host by either relocating virtual machines to another host or
reducing their reservations. In either case, retry the vSphere HA configuration task after resolving
the problem.

Reboot pending If an installation for a 5.0 or later host fails because a reboot is pending, reboot the host and retry
the vSphere HA configuration task.

vSphere HA Agent is in the Uninitialization Error State

The vSphere HA agent on a host is in the Uninitialization Error state. User intervention is required
to resolve this situation.

L]

vSphere HA reports that an agent is in the Uninitialization Error state when vCenter Server is
unable to unconfigure the agent on the host during the Unconfigure HA task. An agent left in this
state can interfere with the operation of the cluster. For example, the agent on the host might
elect itself as primary host and lock a datastore. Locking a datastore prevents the valid cluster
primary host from managing the virtual machines with configuration files on that datastore.

R&H

This condition usually indicates that vCenter Server lost the connection to the host while the agent
was being unconfigured.
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BRI R

Add the host back to vCenter Server (version 5.0 or later). The host can be added as a stand-alone
host or added to any cluster.

vSphere HA Agent is in the Host Failed State

The vSphere HA agent on a host is in the Host Failed state. User intervention is required to resolve
the situation.

Bi]:)

Usually, such reports indicate that a host has actually failed, but failure reports can sometimes be
incorrect. A failed host reduces the available capacity in the cluster and, in the case of an incorrect
report, prevents vSphere HA from protecting the virtual machines running on the host.

R&H

This host state is reported when the vSphere HA primary host to which vCenter Server is
connected is unable to communicate with the host and with the heartbeat datastores that are in
use for the host. Any storage failure that makes the datastores inaccessible to hosts can cause this
condition if accompanied by a network failure.

BRI R

Check for the noted failure conditions and resolve any that are found.

vSphere HA REEXER [EHARETHR D ] K&

EH M vSphere HA RERXERN [EHBRETHBS B RE. TREREAEN AL LAREES
5R)O

L=

MREFHEFTHERKBEERESCMNEEETHE | Bl vSphere HA EREXMBEFTREB EE
HWENENRZEHE B, SETEFHRBTUER—BoEH  BESEETHITANREBERE
PRI, HIX , A KB , vSphere HA ATREEZEHRE FT XA EEEHEE (FS B Primary VM
Remains in the Need Secondary State ),

RE

MREBmEATHERYE , IS ERBERCHEDE -

m vCenter Server B4R ZIfY vSphere HA T EF BB EFEAEE (3 VMware vSAN™) 8RB Z F B
A, B FEAEAREETHERN EBMEERNEHREREZ B,

EHORFEEE.

ARERSANBEARZFEE , 88 VLAN RTH#HR . B NIC AIRBRB[RERE . KEPD EHRERE
R IPpva MEMEREER IPve NESR  EKBI THRNERARBBIEMERIRE , MRELS
EREREEERK.
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BRBR
PR PE L S M6 P B IR AR B R AT AT AV A BR R R

vSphere HA RERERER [EfE2E Mg AREE
FH# EH vSphere HA RERERAER [CIREEMR] M, SEFERAEN ARBEREER.

Lk

EFHER CREMR] RER , TEZEWMEERE -- RRIHNEETTEAEH vSphere HA K2R
:_r—to

n HERBEEEL  vSphere HA RERASRENRERLEERENTHNERERE  BUHAEREZR
FRIERHREREMERKSBNER, MEXRERETERERARCRAEESERME BB
HEERMENTIENERE) 2BRTH. IRTR , AIRERASEERERKEEMRREE
Y ERTEERENREERFHEMRE.

» MR vSphere HA FERERAAFN—HSEERNEFHRE , IRAERNSEHE SR RERE
EEEFHERTHERKES  YEAXENRBTMNCHEMERNBMANEREES.

R&H

MREFEATREENS , AEHER CIREEFARARE

» RERAUUHERTE  MERBEHELEMUIIT Ping BR1IE.

= EH#EM vSphere HA RERAEEFRAMEBERETH EATHEFRERR,

B WREH vSphere HA BERMA T vSAN |, BIEFHELEBEFHEM vSphere HA RERRXE
AEELIESRIZENRBEMLUR , ZEREWHTAERIBRME. B8R vSphere HA RERXFEH
VSAN R ETRERXEEN K CERREAuUNAEIHIBEE. Bt , ZERAED  HREEFER
fREEARREM M | MBS REWE.

WRBE

FRE TR E LYW H BRI U BT Ping RER EEEH M F MBI AR RERE,
EHH vSphere HA A RERIRE

vSphere HA B MARTREENIZEAZBENE LT FHBRRER.

Lk

EEEAEIHNERKENREEE LA vSphere HA B | EE 3 # FHY vSphere HA RHERE R AT8E
=E 3

REHR
2R RAREER TR vSphere HA RERTHIB BB TR
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RIRF R

# vCenter Server #EPEE1E config.vpxd.das.electionWaitTimeSec FREAE=240, ETHEBEE &
FEHBEAE,

SEEEHERR vSphere Auto Deploy

vSphere Auto Deploy SREHEfE = REIRH 7 & B vSphere Auto Deploy i F # k 12 78 Bl B /E RS Y R SR
FR,

TEBIMEF R4 vSphere Auto Deploy TFTP I BF 5 ER

£ vSphere Auto Deploy fiiEM EHEMEF , @8R TFTP BIHERIAE . MENXFEURAR BIOS.
&

£ vSphere Auto Deploy fiiEM EHEHE , €8T TFTP BRERAE . AENXZFEURR BIOS.
FR

TFTP fAfREs CEAM N EER

RRAR

. BREN TFTP BB EERITEELEESAFMMN T H T ERDZRSE.

» EFERVZEHTHEUBGEANERNFAER , F2E TFTP REHRBA K.

vSphere Auto Deploy E#TEAHRESETRIVIE N T E TR HE
FHAREARAPAEE ESXi BB, FREZERRER RV BEITHE.

L]

FHRAREMASRARIEEN ESXi REREEHARETHE. SN, BERABESEREMGRERE
18, BEERNEAERGREE.

R&H

B EMITIE) vCenter Server & , #5H vCenter Server ZFATRMAAEE, vCenter Server RE5=
HBBRRERE . THREEIER RV EE T EIAEE.

BRIR

¢ M Test-DeployRuleSetCompliance Ml Repair-DeployRuleSetCompliance vSphere
PowerCLI cmdlet EFFFER A , WA ERNMERTER, THREENERRAUBE T AR,

FHAREFEM@ZE vSphere Auto Deploy iR %

ERBER , BB EFEH vSphere Auto Deploy iR EHEEH A iPXE, THFEEFHEM@E vSphere
Auto Deploy fAIBREE.
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Lk

ERMEIR |, BB EMFEH vSphere Auto Deploy M FHEEE A iPXE, TEFSEHEMDGEF vSphere
Auto Deploy Al fRZS .

RE

TFTP ZIP BERAEE tramp BEFH vSphere Auto Deploy fIRES IP {7t §E5R .

IR TS R

¢ FIRBR (vSphere ZHMBE) RAXHHPHERA , FIE tramp ERFH vSphere Auto Deploy fdl
AREE 1P farsik,

SRR ERETSIRAS vSphere Auto Deploy T#i  EHBERELEHNE
ERTIBIRAREHEA RN vSphere Auto Deploy ZBE R ERER vSphere PowerCLI cmdlet B , EH L&
R —RESEAE.

P

EREIBRABLERERERERE NSRRI , FELETIIER

2L BMEBERER <name-here> BE—RZEFMRERRAENEBELS. EHUREEE Auto
Deploy ELEMAEK , WHEEBRIME.

RRA

MIZREETHEME VIB BHE —1{8 stateless-ready HEIE , AR VIB BEAE vSphere Auto
Deploy ¥R, MRERBREFAMBRERS HP—RZE VIB ERZIEERES FALSE) 1
vSphere Auto Deploy R Bl , Al R REER.

5 EBTLAERER vSphere Auto Deploy M E# , HFFEEH VIB AERERHRE  BT2HE
FMAEE, T8, FAESERERHREZ VIB WREREEETHREREASTIRE, BEIHEAE
HEE  FTEARERHSEL K MELEREMFEA vSphere Auto Deploy MER T EFH KR T A
Ego

RRAR

1 {EM vSphere PowerCLI T/ERE R HY vSphere ESXi Image Builder cmdlet # R BE & EE FH #Y
VIB,

2 BBRAEEMREARRED VIB,

3 EH#HIT vSphere Auto Deploy cmdlet,

BEARE USB REIBEEMA vSphere Auto Deploy FE#7 b 24 # B i =
RAZOMEED

R vSphere Auto Deploy E#EBAE USB REJHEGH , I B B #HREMMER |, B MEENEE
%k, BEREREAMERH ESXi Dump Collector ##ZAMEENHFIEREEH L
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Lk

W vSphere Auto Deploy F#EBEAE USB A , WBZFEH A X MENNER | TS B&0ME
ENEE R B AR RR

BRE R
1 EEFMRENZSG EZHE ESXi Dump Collector,
vCenter Server R\ BEK ESXi Dump Collector,

2 A ESXCLI #F#EREAMEH ESXi Dump Collector,

esxcli conn options system coredump network set IP-addr,port

esxcli system coredump network set -e true

3 A ESXCLI FRAEZ MEEN#RE D 2,

esxcli conn options system coredump partition set -e false

vSphere Auto Deploy F#1E 1 70 5514 T # B
vSphere Auto Deploy E# I UABIMI FER iPXE Bl , ERE AP ERETEHNRAK.

Lk

EF A vSphere Auto Deploy fZEHY E#KE iPXE ETRE , WHEFEA LR IPXE B, B2, IkE
WA SEEEEFEALBERTIME , LETEHEH.

This host is attempting to network-boot using VMware

AutoDeploy. However, there is no ESXi image associated with this host.
Details: No rules containing an Image Profile match this

host. You can create a rule with the New-DeployRule PowerCLI cmdlet

and add it to the rule set with Add-DeployRule or Set-DeployRuleSet.

The rule should have a pattern that matches one or more of the attributes
listed below.

EREBETRES NIFAEN

Details: This host has been added to VC, but no Image Profile

is associated with it. You can use Apply-ESXImageProfile in the
PowerCLI to associate an Image Profile with this host.

Alternatively, you can reevaluate the rules for this host with the
Test-DeployRuleSetCompliance and Repair-DeployRuleSetCompliance cmdlets.

TEABASHEREIMNUEEE  SERE. FR. P ULtF,

R&H
B B A MR R E AR SRt EHEAE R

VMware, Inc. 29



vSphere SEEEHERR

BRBR

BRI A MRERERIEIRG EH | FERMIT Apply-EsxImageProfile cmdlet HEV THIR A
1 ¥A{T New-DeployRule cmdlet , BV BT HEMERER LY BRI,

2  #4T Add-DeployRule cmdlet , #35 BIFT B BIH A&,

3 1T Test-DeployRuleSetCompliance cmdlet , S cmdlet BV H A Repair-
DeployRuleSetCompliance cmdlet BYEIA .

vSphere Auto Deploy ¥ LELK TFTP Al ke
5 vSphere Auto Deploy i) EMBEER TFTP RARES.
I

ERA MR vSphere Auto Deploy i T HBIHEEF  ZETESHTHEKRMABI B DHCP [ARSEIK
DHCP {uiit , BEZEME LB TFTP @RS,

43|
TFTP {AARES AT RECF LT , SRET X BB T REREE TFTP EiEE,
R R

s MREBZL#E WinAgents TFTP fIBREE , BB WinAgents TFTP B F AW RERBEEREEHT
., RBRBERTH , BFRE Windows B X BB AR BIBRTISHE TFTP EiEE, TIFEH
A BUAEERERTERE AR,

n HRAAHM TFTP AR:E  F2RARSIRBAGHNEHERF.

vSphere Auto Deploy E## L vSphere Auto Deploy {r] AR 25 HEEX
ESXi MR

5 vSphere Auto Deploy iR EHTE iPXE &R LF1E,

il

ERA A vSphere Auto Deploy M EHEIHKE:  FMEFS7E iPXE BRERE LE1E | W HARREHR
B REHIEREERN vSphere Auto Deploy fAIBRESENS ESXi B&.

RRA
vSphere Auto Deploy BRI ATREEfZ 1L , 5% vSphere Auto Deploy falfR =S 7] AL £ 17 HL,

fRRF R
1 BEARHEHE vSphere Auto Deploy RS R &L,
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2 M vSphere Auto Deploy AIREEEBEMITH.
a BR—THHB>KE>EZH4&>RAEEIAH,
b &M ~RBERK [FREEE] EiR.

c T [BR#&] WP , S, VMware vSphere Auto Deploy Waiter BRI , MR ZBIERIIT , FE
FRET.

3 FRPEERER  RBWATS URL #E vSphere Auto Deploy fAIREE 2 A AIFEL,

https://Auto_ Deploy_ Server_ IP_Address. Auto_ Deploy_ Server_ Port/vmw/rdb

B EfERALUURBREZARRFRTTFI
4 MRMARFEEFN , MRS RAERH XBEE,
a E®A vSphere Auto Deploy AIRESEFIEREETRHN TCP WM AREAI,
EIRBIRRA 6501, RIFELTRB[MEE T AMERE,

b EBFBER, FEREMABAE ARERIZMARBESHLREZ2RBETHA. S2FA
EERBHHE NG,

EE{ERBIAME , 3EHIT netsh firewall set opmode disable, B ERAMB AL , BT

netsh firewall set opmode enable,

vSphere Auto Deploy E## 4 H1S DHCP #8RAY ik

5/ vSphere Auto Deploy #iiE ) E#MEEE DHCP {zit,

Lk

ERM A vSphere Auto Deploy i) EHFKES | ZERERITHARBABREREREIR DHCP ik,
vSphere Auto Deploy A RS A E MG R EEMBIM,

R&E
DHCP RIS FH X 85 E T REH B,

BRI R

1 BEWR DHCP ARBREAMEEIMN Windows R LR B EEHIT DHCP RRSERHE.
a B—TBIR > RE>ZHE > ARETEIA,
b W TR¥ER REEE] k.
c TE [BR#] WP , ik DHCP ARBF{RE , MRZEHEARANT , FEFRIE.

2 MR DHCP ARBEMITH , FEHREABFEIMRER DHCP EEM DHCP RE.
MR DHCP SEMNREEEERRE , RIRERE aEEp N EEH.
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3 ETRERAEIEMR AR  EEREAIUERZEE,
a BR-THE>EBXE>HEERARN >a<RIRIFR , REMGTRRFET.
b BWATHGSRERERAR ARG, BOEEEREDBARAME,
netsh firewall set opmode disable
c E#HMEH vSphere Auto Deploy fizZ2E#
d EATH6<REHBREE X .
netsh firewall set opmode enable
4 FRERBILAZ DHCP SR REERME BEEH,
WMEFHMER , 520 DHCP FFIT DHCP AMREE Z Windows R BE K &R EA 4.

vSphere Auto Deploy F #1749 5% B

£/ vSphere Auto Deploy 2 T HERE) , BT SETHEKFHE.

I

EH & E A vSphere Auto Deploy MK EHMEKE K ZEHTERBRRARER.
BE

S R EME TR B

R E

1 BERERFEE  RAREREELNIETRER BIOS AR,

2 7 BIOS A& | BA (FRAHMEE] ARPH [FREK].

£ vSphere Auto Deploy fAfkzE L EREBE K ER

ERLEERT , BEEBE vSphere Auto Deploy ERERE., REMNERRERFEARHERIR
REERERER,

Lk

5/ vSphere Auto Deploy FEIREFME ESXi EHEF , BAIgEEEE vSphere Auto Deploy & HER
&,

EE WEERLB4E FENREBEHERERZE , FEBRAMEHM vSphere Auto Deploy 5EEEHE#E
K, BYMNRANEBECETRRENESEXL,

REH

E—BBEEZRENER vSphere Auto Deploy #iEH E
RRE R

1 {%1t vSphere Auto Deploy fAIBREEARTE .
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2 B ZE vSphere Web Client F# vSphere Auto Deploy BEE , ¥ %l vSphere Auto Deploy iT4%.
3 BRETHPEREESHATIERL

EREER ERERRREEER.

MREBIMAE  FEARFEORAREERE,
4 R ZE vSphere Auto Deploy & ¥l H $%.

EXRAEL ERYE
vCenter Server Appliance /var/lib/rbd
Microsoft Windows $VMWARE DATA DIR%\autodeploy\Data

LESEBEEAR o WER , UREAR db-yyy-mm-dd HEHER.
5 EfeSBERN o ER,
VMware XEAREELRESRIGFERRHZER.
6 BENBEHEHFBER do.
7 E#HRE vSphere Auto Deploy A IREFARTE .
8 MRITHFFMHBRLALE , FEEHT LASRRERT —EERHHEL , EE vSphere Auto Deploy

ERBATEREENERER,

ER % Token RIESRER

BUFHEERBEERNTER AR

G

EIMIRUSEEN SEFUTHENS  BE—MEAMESE: TE: BE Token MR
BEUTRE : BERETE. CHEBTETHARARTHEREE.

RRA

FHAEEAFERREIMIER pam_passwdgc.so RBMEBBHEM . NRBBIHAESRE | SHRHE
%io

BRI R

BYZRE  BESUTHEFINAS  MEFE. ABFE. HFNERTT (WESRBITR).
EREZRBLAREUATRERR,

» BEZEFRZBERNRESLRELAN\EFTRT.

» BERPEEFRZERNRESAELALEFTRT.

B EREENARZRAATAERANFTTENE. ZRERNHEFAHAEANZTENE.

VMware, Inc. 33



vSphere SEEEHERR

WMEFMEN , F2H vSphere TR MERAMH.

Active Directory | KRR EFN T MR ERFTEH LY
£ 7 FREEEM AN Active Directory BN THBTRZ% | RERGA AN,

B

ERATRAREBEZEMAN Active Directory I MR ERE | (B RTEBH X &4 K&+ B
activeDirectoryAll JRBIER K SHBRFEM ALK, vSphere Web Client & B R E5 R 2 B R ERE
%. RAKE activedirectoryAll THEHRE., ERTHRERLABER Active Directory #i B
RETHRERTEA activeDirectoryAll BHIER  HEHRFAM R,

REHR

Active Directory B E activeDirectoryAll By X fEHR A&, SHEER X BARPBAZRAE, WRZHE
WERE , RASETEMA RS REINIEXENMHARRE , EEHEHRHABRITRAMARFEEELE,
MRAEEHRBIIABER , BAREA Active Directory REIE | ZEHREBETFEEE,

BRI R

1 BIE2| vSphere Web Client FH E#RERE .

LEESRTMBRTER , 71 vSphere Web Client [HE] LR—TRAIAREE > THREE.
EEIMREELR-TREAR , ARBIURERE.

BF—%.

EMZ2 MR > BHAGRARE > BHARAE > RAISAE.

R 2®E activeDirectoryAll,

EHAERT , BERERRTEBRARNSNESEZEL R,

MR MG EEFMAE |, BEUHREZAIME R

7 BTF—F  RER-TERINTTHEIRREENEE.

o U1 A W N

E £ vCenter Server [ [a] Proxy X T 5 VIB
R vCenter Server IEEERARE Proxy H BT E#EE |, AISEETH VIB,
EE

WMREH vCenter Server R [A Proxy SRERMEABTE#EE | Bl vIB TEHMBXK,
R &

IR vCenter Server IEEF ARG Proxy B ERTEREE | RIBFEZEETSE ESXi P X BHFEEBRA |
BvVvIiB TE®%E.
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BRBR
1 FREEHN SSH BRI UREREFDEAN.
2 (REM IHEBRAREABRA.

esxcli network firewall ruleset list

3 (GBREM) EH /etc/vmware/firewall/service.xml BR,

cp /etc/vmware/firewall/service.xml /etc/vmware/firewall/service.xml.bak

4 #R¥E service.xml BRNFEER , SEZEBHIT chnod WIRATREA.

n BEAFEBA, BT chmode4ds/etc/vmware/firewall/service.xml,

s BEYBRFMMTEZR , FEAT chnod+t /etc/vmware/firewall/service.xml,
5 EXFHREFPFEM service.xml R,
6 HBIFRAFIEEZR/A vCenter Server & [@ Proxy BRI EFEMN service.xml BR,

<service id='id value'>

<id>vcenterrhttpproxy</id>

<rule id='0000"'>
<direction>outbound</direction>
<protocol>tcp</protocol>
<port type='dst'>custom reverse proxy port</port>

</rule>

<enabled>true</enabled>

<required>false</required>

</service>

id_value WL BNERE—E , fli0 , R service.xml BREPFZEFIHWEEHN ID A 0040,
A% 788 A 1D 3556 0041,

7 # service.xml BRVEFHREREEZERMEERTE,

chmod 444 /etc/vmware/firewall/service.xml

8 EMBIEBRHAMUCLEELEN.

esxcli network firewall refresh

9 (EEMILCEHNNRUSUBRIZE.

esxcli network firewall ruleset list

VMware, Inc.
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10 (GREM) MREHEH NBARE ESXi EMFRAMRNRE | BFEK service. xml BREUKBEMFE

B K ABIENR local.sh BR,

a HKEBUMMW service.xml BEERINKEMRER BIW /store/) EHEERE VMFS HRE
E (5l /vmfs/volumes/volume/) k.

cp /etc/vmware/firewall/service.xml location of xml file

BRI LA VMFS MR ERFIE—NVE K WAHBRBIZEEH.
b # service.xml BREMIFEEFTMHEN 1ocal.sh BER,

cp location of xml file /etc/vmware/firewall

esxcli network firewall refresh

Jocation_of_xml_file WL BERERTERIINNVE.,

VMware, Inc.

36



vCenter Server l vSphere Web
Client SEEtHEf7

T IRERTE vCenter Server LK vSphere Web Client (B& vCenter Single Sign-On) B o] 8638 2 8
B8 , vCenter Server  vSphere Web Client St&HE i X RE AR R B R,

REMIW I ERE

m vCenter Server g HFfR

m  vSphere Web Client StEiHFf#

m vCenter Server fl ESXi EH#/BH SR

vCenter Server 5tEtHEfiR

ELERHER T B E B Windows 1EX RS EZ % vCenter Server SFE Linux 24t L EBE vCenter
Server Appliance FFATsEBEINBEIBEB THRAFR.

#5512 1IF Tomcat BR#EHF , vCenter Server A4k kB

ZHBREEE L Tomcat BRIGEF |, vCenter Server AR ATRES LB,

& 22

8 vCenter Server KEBRREFARRIEEE L Tomeat BRI , BIARES KB , LB RECUAEEMER
VC Tomcat FRIHIEEIRFNE. MR Tomcat BEFFEANELEERWHETE , MEEARZEFEF L
Tomcat fR# , b AT gE 2 HIR L RGRE,

BRTR

1 # Windows BBtRIhEERF |, RERE > 244 > ZAEEIH > R,

2 7£ VMware VirtualCenter Server HiZ— T BEGRIIENFE.

3 7 VMware vCenter Management Webservices HiZ— T BEARIIZINFE.

4 FH#HI , #& vCenter Server EFEEH B,

E2EM Tomcat BFFERANEMCHEHERER , A vCenter Server ZER N ZF 1L Tomcat FRIEIA
EITHE.
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BRITR
HE , TMRFEFHE vCenter Server EMARERF , EFEBRIMTEE vCenter Server ERHAYE
IEO

#& Microsoft SQL EREREATZENHBER , FEH vCenter
Server TR HR KK

E Microsoft SQL EREREATZ X EMAWHEBTERE , FHZERER vCenter Server ZEE %
E&O

8

HIRTHERALE - WANENEFAETEEFAMRENEZERRE vCenter Server FIEMH
EER. BFELETHIER: s

RE

BEREMRASUER vCenter Server TEMRA, WA SQL , IFEEREESTENRE , BUNREEHR
EAURZZERFWHERERNBIT , MFRENEIR, FlH, MR SQL 2008 FREALL SQL 2000
HARERXBIT , i iER,

R R

& FEME vCenter Server ERERSZEMNRA , WARREAUFRZZERANHEEIERNHT. F2
B http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php? LK {(VMware &
mEBEMHER) .

vSphere Web Client & f#

vSphere Web Client ERESH S vSphere Web Client B vSphere Jt# (8% vCenter Single
Sign-On # vCenter Server) BAEEB RN EBEERBERE THRAER,

vCenter Server &#&i Ak HIRTE vSphere Web Client 41 B &+
vSphere Web Client B4 B 2P KRB REFEHEE ZM vCenter Server &%

G
B A vSphere Web Client B , F#HE#BTAZ AR EBTAREERM vCenter Server ZFAUARHIE

RE

£ vSphere 5.1 REHRASF | A E A vSphere Web Client KR8 M EE vCenter Server B ZEET
B8, mR&FRZZZEE vSphere Web Client #8E# Component Manager , BIZ BB E BRI FT
& vCenter Server ZGESHBEFME 24,
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BRE R
o LLEFE vCenter Server Z# R EAE & 2 & A vSphere Web Client,

MRETEE vCenter Server ZGWER , IZASZTSHBREFMEEH . Hln , WREL
vCenter Single Sign On EXEEFEHAENE D EA , BB R EG T vCenter Server R #E
R,

o TEF vCenter Server Z# B & 828 vSphere Web Client #iE#) Component Manager.

vSphere Web Client &% R E & #F|#HE Componenent Manager B vCenter Server &%,

BEMBERBMIETES
E R vSphere Web Client BIRUE RS T IEA K , BEBHREES.

gl
E R vSphere Web Client BIRUERKEE T = A | BEHRTES., HBETHIHERMAE

HTTP ERROR 404 Problem accessin /. Reason: Not Found
virgo-server.log BRPEFHRBLUNATRAETHIER :

[2012-10-03 18:34:19.170] [ERROR] Thread-40 System.err 2012-10-03
18:34:19.167:WARN:oejuc.AbstractLifeCycle:FAILED org.eclipse.jetty.server.Server@315b0333:
java.net.BindException: Address already in use [2012-10-03 18:34:19.170] [ERROR] Thread-40

System.err java.net.BindException: Address already in use

F&H

FHRNRFECRERE 0443, MZERERM HTMLS ERHRTZESEANTERERE,

BRRTT R

& #REE webclient.properties EERAHIEIT html.console.port=port , HH port BT EZE
%’}El‘:ﬁl%o
webclient.properties BRMUARUTNEZ— , ERBHERE vSphere Web Client ZEKIVIESE
# Lﬁﬁi .

Windows 2008 C:\ProgramData\VMware\vCenterServer\cfg\vsphere-client\

vCenter Server Appliance /etc/vmware/vsphere-client/

SIE {6 B 422 2% 5E 28 HR 7

SIMHEBXE IS vSphere Web Client ZEBEER .,

il

HEZ vSphere Web Client PHRER , TEFHEEFHSABEEMHREBRMMEEAENEEMS. &
A BRHEEEMBES |, vSphere Web Client ZRER —ALEMEGRBEEEHR N ABEARNBEARAR
MEEfR . MEREXEHROEBHREE  ALHRFUERD H XTI EERH RALEMOTME,
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LA REEIR B i B8 R 1E vSphere Web Client WA T A :
—SRnEREEET , IEEREEREEN. BEKECNEES S EREE.
MBERBEEEERE , S —EATENEERHETHBNFAESYHETRRTERESIEZER.

R&H

BTRELEAESNERER , BECH vSphere Web Client MIBRRXPAEFERAENETENHEBEITEE
AEE., Eol A AARKZE , MEXSERFEFAZENTAARBILE 2 7ESERFE . BEEMTGTEER
EHEiB 20 ¥iF , FEERREAL.

RRFR
REBRE , iC#HE (vsphere client virgo.log) BEEENEREERENI L ETEMMNER.
LAR % vsphere client virgo.log fEZREH :

2016-06-08T20:29:07.3582] [ERROR] http-bio-9090-exec-4 70000174

100005 200003

com.vmware.vise.util.logging.LogServiceImpl

Extension

filter timeout: \
vsphere.misbehaving.slowFilter/com.vmware.misbehaving.slowfilter.filters.SlowCustomFilter
could not complete execution in 8000 ms. \

Extensions
[vsphere.core.cluster.manage.slowView/com.vmware.misbehaving.slowportlet.ui:6.5.0;
] processed by the filter will not be loaded.

[2016-06-08T20:29:19.314Z] [ERROR] http-bio-9090-exec-8 70000175

100005 200003 com.vmware.vise.util.logging.LogServiceImpl Extension

filter timeout: \
vsphere.core.objectPropertyFilter/com.vmware.vsphere.client.filters.ObjectPropertyFilter
could not complete execution in 20000 ms. \

Extensions
[vsphere.core.cluster.monitor.slowView/com.vmware.misbehaving.slowportlet.ui:6.5.0;
\

vsphere.core.cluster.monitor.vsanView/com.vmware.vsphere.client.vsanui:6.5.0;

\

vsphere.core.cluster.monitor.drsView/com.vmware.vsphere.client.clusterui:6.5.0;

\

vsphere.core.cluster.monitor.haView/com.vmware.vsphere.client.clusterui:6.5.0;

] processed by the filter will be loaded.

ZBEAFIIMBEXMEBEMEINEE , TS VMware SMIEARBBI AEEMBEL MAEE ., o, WRE
BETHE  BUUFERAREERUIMHEARRERERENAEE.

vCenter Server fl ESXi F# BB HEF

Z# vCenter Server FZEHBEARE . ELARBETEHPERIREEN(CA) BN , WTETER
HIBRKNZE2HE., TTLUETERM vCenter Server BEMNKRAHBEX¥ CA EENEE. EHN vCenter
Server # ESXi Bl , B 2BRHEIR.
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vCenter Server B FESEETZEEMN T #
R FEERHY vCenter Server BEIWEHAB AL E , vCenter Server TR ELEEETSEENTH,

gl

ERBEBEMINREZRSLETRRE % , vCenter Server X ER TS EHEMN T,
BRBR

DIRERES D EATH | WAEFTHEFELZZT vCenter Server,

DL TREAFH vCenter Server BRFE

AR FERM vCenter Server BE# , LLFTFERAFHEE.

Bi]-]

REHM vCenter Server BEE , TREETEHBE.

RH

BAMIEE vCenter Server WRMESRTER RN , THNSEAENEE.

IR R

EERGFMEEGHERTNER  FEAUTHP—ESK.
n EFNAEARSELVAKEERMARNTE.

s EHEE vCenter Server R,

£ B3F] SSL BFERE LR E vSphere HA
EREBR SSL BE2#% , A vSphere High Availability (HA) #& k8.

&

ECREHT SSL BEMNTH EESEA vSphere HA B | BB RUTHRIAE i TR ERTE
vSphere HA , AREARBEH ss1 BREA.

FEH

ENEE IR vCenter Server & | 3F B vCenter Server BE5EZEHA SSL BEE |

VPX HOST.EXPECTED SSL THUMBPRINT &7 vCenter Server ERIEFIE A, M vSphere HA #{¢t
EREMNIEBAUPESZERN SSL BRIEX., MRRZEZXIEL , AIEZERA vSphere HA,

RRF R

1 7E£ vSphere Web Client A , FETE R BF] SSL BB EHAVELR

2 BEWEHESZT vCenter Server,

3 EEFIHM SSLBE.
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4 RBRAZEH# LM vSphere HA,

VMware, Inc.
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o] R 1 RE 2 HF AR

o] P M SR ER R AR X RE T ITE vSphere HA B P EA T MNENERERNEERE , RHTHERA
%O

EH A vSphere HA = vSphere FT BRI E| — KBRS, EELERASHNEREN , F2
B VMware A EXE | #8it A : http://kb.vmware.com/kb/1033634,

REHFWTHEE -

m  vSphere HA FF I & SRt HEfE

» EEHARERTFREREIRE

m  vSphere HA ¥ [E Bl & 52 & BE f#

m  Troubleshooting vSphere Fault Tolerance in Network Partitions

n  ERMER T RERERE

vSphere HA &F o 2 %l 58 2 HE ##
vCenter Server {# FRF AJ 42 5 2R MER TR A HERF | vSphere HA BEHPRBEANE R AN E RS
=

R vSphere HA FFATEHIETAER , AIEERAIHBERER  ERPNIEERBFOEENK
EO

HRBREBEERTEMEKNABES

£ [BERFNEIMBERE] FUTEHRAK , ARTEBEERTE , vSphere HA BETREER A
| (ALB),

|4

Bi]:)
MREW EERTNERKERY] FUTEHRUABHRELHE  AIZBREERAE,

R&H

EESTHIMPEER ENEEEN . REQERFE vSphere HA $EEREF |, AIRES LB ILEE, &
IRERPEHERIENEEEXT  IBERHACREDFEEIN. TEREBECRNFEER , IER
EHEBRENBESIEY , fl , TRIREEALRAE N FEAR[E.
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HEENSE —ETERER  EETEENELERERSHAGERKBEREEANTERN CPU RE,

[(BEERTHNEIRBERY] U EFRAUNEEENIAEAER | ZEEANEERESEN CPU MR
REREMB AR, NRARBFERMIMEBEEAIGEELRES , AFTEFRATESSE

REBSWEHFHRABESR. FRHERT , LTUEA vSphere HA ERBENBDFHE E AN, AT

B B9 = AT 2 5 R R SIS BUR I AR FF R D B9 E MR

FRIR TSR

REEETFHMAIREEHBERRIFRE  IRETERESRE (MAREREZERN) BRE vSphere
HA $58R. vSphere HA S AT ZHIEZ ERBMR RIF 2 TN EIR.

REBEERTE , BEMMERESEER
EHBMB vSphere HA BET R EERRBNBRN TR HRTHBEORTRMME.

Lk

MREW | EERFTHERBERY | FUEGRUBHRELHE , AIREARERT B mEERBUE
BREBENER.

R&H

ZEEAERASEREEN.

n BETNIHEHEER EREEER. RECERHE vSphere HA #5R.

FEMERTHESIEREZBEXT  MEREHERERFEIN . EXTMREOEHFEER
ABEEHERENEESIE , gl , TRIREEXHLRABERFEFREE,

» BESGSHHEMERMSAEEALERDS CPUREENEREKS.

[BEFFNERBERE | FUEFFRUNERENDNTESER , ZHRE AN BEREEN
CPU MICERREEMB /AR, MRHNBHEREEMBAENNNTEEERE | RIFFTES
FAITRERERFES  WEREAMMERERNER.

n BETRETANGEE.

ERFTRETHANGRE  IRMESKREREZEENNEN (AAZERERNREEARESR
ERERNGRER) &, SHERE. BRIWERR , MMM vSphere HA IR E DR 1E X
A ERTEFF RS RASE XUR R ARFFR DM R EIRE

IR

WIRFRTE vSphere HA BE AR ERBMITHREBEME I (vSphere HA BE{L vSphere Web Client
hEENERERSIZRL). XENMERERTHEEANUARBETN THERES., WREEXDBX , F
BR—TEENRFRERZCIEE A RBACEYERKRETHESF K BEMEERMEAERAN CPU M
REERAEE. NRGFELHMERKSAEEAREENRBFERKE K BEZEFEATREN vSphere
HA B4 RA (0 [ RENESEERE D | FFraEGIRA) , HEM vSphere HA ERRIER EiH1E
KOWEH LR, BR  EMEEREHTEMERERSERNER.
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BN A RAEERD R
CEMBTIBREN TRERGRETTABEOBE T RENE .

gl

INREEY [BERHEMBFERE] FE5EA , BIRR vSphere HA BB 28 R AVER B1T Py R &=
BE#& (vSphere HA BER A vSphere Web Client FESEMWESIEZS|IZR L), WERTERESENEE
R, BETARMBEBETEMERBSSRNEEEE . EEEMRGT , LEE T8 REHREE.
FEH

WEXPHE  REBEEETBRARBENLFEERMERZERKENTERENETMEL
By, R , vSphere HA FFAIZHIEZR IR L TARERKBENER. KBEIRIH L ERERNA
E K BAFE-LEMNEH.

BRER

WO ERERREE MMRABE) , £ vSphere HA ERBIRFBEDBEE KX/ | ERA TR AT ZHIR
EIJO

EEERIRER TR E R R HE A

E vSphere HA BETMFEFHE LB EREERARR T EIHETENR  TEIHSERERER
EEBAMREETEEIRRTHRERERREURAREERSES. MR TEEIRCFLENFHRER
B ARRREREERE  EZXFTHNEREREEMUESHRE.

vCenter Server BEBHEEBHRN—ABAENERE. HERENBENRRAXLEEREFIECERE
HRENEIHEE K YEMBREREHNERR—REFEEREYISR NFS ARBECHTEERZRE. EAXZH
BRT , TEZEENEE ZTERTCENMLERTFHRE vSphere HA £/ , F57E vSphere Web
Client PRI R EMNERARC|ER , REIBE [vSphere HA FSEEINE]. LEREZLHM A T HHE
WEREFHRETA.

BmE NREBSEDAMEIRTEIRNE-HLAREES vVSAN |, IR EETHNEZBSNEERNERE.,
ARBREFHAEEANERNEFENRE
vCenter Server AIRETNRIZBIRIEE AN vSphere HA EEZENENERERENRE.

Bi]:)

AUEEREETDARNVEREREFNE , vCenter Server BERZEFREREEFANRRERT
HE&S. BR , vCenter Server AIREFBELIEENERERE.

R&H

ZEEAREUTERTHER

n EENENFTHEBE ARFEENHE. vCenter Server EREENEREEFRETREREHE
HMARENFRE  YTRBHMENEFRE.
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n HRIMAEFEIMANREERRATRMNS  BENERNEHNERRREN., ERIHERE , MREEREN
EEREWEETN—/ o ERER , AITETSRELNERNERE, B/, MRERFHER
vCenter Server TR ERFERENAR— LUN 5 NFS RSB L | afEFSREBLERERE.

n BENERTFHEENRFEEREME LT , flun , #FFEEYIFAERKEERE (APD) EBXKAE
% (PDL),

» NRFEESHEREURIBREIRBELIESIERR  ETREEFRAREETHARERERE |, B
EEAEEHFRERREEHRR M.

RS

SRR 0 FTE EMIS T UFELE vSphere HA REBREAMT. 25, BREETHAHS (0
RFR2M) THLTEFRSENEREHE , BEREFHBLRTEN LUN 3 NFS ABSL.
HEHBRENEFREXHK

ERHHABREARTRER R

B

MEEREHEPFETMARBNER , HISIBRENEHENEEES LK. HRELEFEREE

% , vSphere HA REEXKBRAECHEBNAERER , fIIEHAFEER. WR vCenter Server L7
BREBEEASIREBEEXNELEEEN 1/0 LBMELEER , MBI [ (nostNane} | EH B2
BREAFBLIBLERNEFEHRE [ (dsName) ] LHERTEER.

RE

MRS EHERBROERFRERNEEME , Bl vCenter Server Ei§ AL FE)FA: P HERR I 212 — 1A
FHERFHRE, B2 , IRAEEXNEEFN (MEMWERIAURBRETRD EF) , IREEXTE
BREHBEDARENFRE. IERAT , BBARERTEBMACAEFRELAY. URENEFHE
HREEFERAR WAEBREAN MEEFEM , AERBERY.

B BB VMFS ERFHER , HENFHRESRFMAESRTNAEEHPBER. Bit , R vSphere
HA BSHTFEEMERBEZETFIRELIFNENTHE , AMEXER]K.

BRIR

FRATUFHENFRER TERZITLENTH.

vSphere HA 1 F& [B] & 5 2 HE 7

vSphere HA I ERMBEREMBENEIRETERERN , RMAERBRBREHASITAL. BEEPHE
WIOSZREE  MRVAEHE  BERE IR ENERRS[SEEATIHR EENRE.

ZHENERRSBITRIIENRINEEEZE  NRBENER  CRZETRENBRUBRERRA,
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Incorrect Virtual Machine Protection State

A virtual machine in a vSphere HA cluster is reported as vSphere HA unprotected although it has
been powered on for several minutes.

L]

When a virtual machine is powered on for several minutes, yet its vSphere HA protection state
remains as unprotected, if a failure occurs, vSphere HA might not attempt to restart the virtual
machine.

R&H

vCenter Server reports a virtual machine as protected after the vSphere HA primary host that is
responsible for the virtual machine has saved to disk the information that the virtual machine must
be restarted after a failure. This process can fail for a number of reasons.

m  vSphere HA primary host has not been elected or vCenter Server is unable to communicate
with it.

In this situation, vCenter Server reports the vSphere HA host state for the cluster hosts as
Agent Unreachable or Agent Uninitialized and reports a cluster configuration problem that a
primary host has not been found.

m  Multiple primary hosts exist and the one with which vCenter Server is communicating is not
responsible for the virtual machine.

Problems occur when vCenter Server is in contact with a primary host, but due to a
management network partition, there are multiple primary hosts, and the agent with which
vCenter Server is communicating is not responsible for the virtual machine. This situation is
likely if vCenter Server is reporting the vSphere HA state of some hosts as network partitioned.

m  Agentis unable to access the datastore on which the configuration file of the virtual machine is
stored.

vCenter Server might be in contact with the vSphere HA primary host that owns the virtual
machine, but the agent is unable to access the datastore on which the configuration file of the
virtual machine is stored. This situation can occur if an all paths down condition affects all hosts
in the cluster.

BRI R

1 Determine whether vCenter Server is in contact with a vSphere HA primary host, and if not,
address this problem.

2 If vCenter Server is in contact with a primary host, determine whether there is a network
partition, and if so, address that problem.

3 If the problem persists, determine if other virtual machines that use the same datastore for
their configuration files are also unprotected.

4 If these virtual machines are unprotected, verify that the vSphere HA primary host can access
the datastore.
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5 If none of the previous steps resolves the problem, restore protection by reconfiguring
vSphere HA on the host on which the virtual machine is running.

EREERENBE KM
THAERMBANE , ERRETETEENRD.

Lk

MRAEHHBEREREREBHRYEREIROERT , AERBRTEISENRBREETLBRE
BEEREHME.

RH

BAEKRWE  vSphere HA ATREFEEN B ERKSR  IEOARZERETREEEN .
n BAEKKE EHRBEEART vSphere HA HRE

n HEERMSARZIHLNERARETE

m vSphere HA EREH B ERKE  ESABHRAREER,

» BENHAREES VSAN , YARAREHEIANTERBSZREERE , MEFH —BERESEE
REEFHL

» BERLERNEHKE.
BRER

EERGERUB[ENRBDAYN  FREERE[EAMERERESE vSphere HAKRE. S5, R
BRAERE  FRAFTEHIRERENMDELREN. SESTHNERKSERIZCBNERRAL , B
T LA Z 3 R B SR B RT R

#5 fNE vSphere HA AERHREENMBMER CRENHEBEN , H208 (vSphere ATAM) Y
(EEYHTHBEENDE)

Troubleshooting vSphere Fault Tolerance in Network
Partitions

When a vSphere HA cluster experiences a failure of the network that vSphere uses for inter-agent
communication (the management network), a subset of the cluster's hosts might be unable to
communicate with other cluster hosts. In this case, the set of hosts that can communicate with
each other are considered to be in a network partition.

A cluster partition impedes cluster management functions such as vMotion and can impact
vSphere HA'’s ability to monitor and restart virtual machines after a failure. This condition must be
corrected as soon as possible.
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Network partitions also degrade the functionality of vSphere Fault Tolerance. For example, in a
partitioned cluster, a Primary VM (or its Secondary VM) could end up in a partition managed by a
primary host that is not responsible for the virtual machine. When a Secondary VM must be
restarted, vSphere HA does so only if the Primary VM is in a partition managed by the primary
host responsible for it. Ultimately, you must correct the network partition, but until that is possible,
you must troubleshoot and correct any problems that arise with your fault-tolerant virtual
machines to ensure that they are properly protected.

Primary VM Remains in the Need Secondary State

A fault tolerant Primary VM can remain in the need secondary state even though sufficient
resources are available to start the Secondary VM.

L]

vSphere HA might not restart the Secondary VM of a vSphere Fault Tolerance (FT) virtual machine
pair even though there are sufficient resources available.

RE

To restart a Secondary VM, vSphere HA requires that the Primary VM be running on a host that is
in the same partition as the one containing the vSphere HA primary host responsible for the FT
pair. In addition, the vSphere HA agent on the Primary VM’s host must be operating correctly. If
these conditions are met, FT also requires that there be at least one other host in the same
partition that is compatible with the FT pair and that has a functioning vSphere HA agent.

BRIR

To fix this condition, check the vSphere HA host states reported by vCenter Server. If hosts are
identified as partitioned, isolated, or unreachable, resolve the problem before proceeding. In
some situations, you can resolve a restart problem by reconfiguring vSphere HA on the host that
vCenter Server is reporting as the primary host. However, in most situations, this step is
insufficient, and you must resolve all host state problems.

After you have addressed any host state problems, check if there are any hosts in the cluster other
than the Primary VM's that are compatible with the FT virtual machine pair. You can determine
compatibility by trying to migrate the Primary VM to other hosts. Address any incompatibilities
that are discovered.

AeyTARE

vCenter Server A[gE#R & vSphere Fault Tolerance Ef#EEEH TN T EEREECHBER , BXE
EREECHRER.

B

BRAERHEBER , vCenter Server TRESHREBTTETEEREURCHMERALCEREFRBEIH KB
ERURCHMERLCEHRERREH,
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R&E

vCenter Server S EHEEBRATIEERMBAXNEERESN T HETENR S AR, vCenter
Server BELFTHKERREEE | I HILEBESHRLEE , EF vCenter Server 578 F #ETE
Bl

BRTR

EESIEMEE | FHFRMALE vCenter Server BEEERN I HE/TENE —FKREE.

E R ES AT R RE R HE A

WRAE vSphere HA B AEREBE THRE (VWMCP) , ZRESRABAENEREFFEEHE
(BHETESFETEF —EEE T B EHITHWER#MESE),

MRRHTES VMCP RELSEBMBRMNEE , BEZETREHFBIUHAERE.

Datastore Inaccessibility Is Not Resolved for a VM

When a datastore becomes inaccessible, VMCP might not terminate and restart the affected
virtual machines.

Bi]:)

When an All Paths Down (APD) or Permanent Device Loss (PDL) failure occurs and a datastore
becomes inaccessible, VMCP might not resolve the issue for the affected virtual machines.

R&H

In an APD or PDL failure situation, VMCP might not terminate a virtual machine for the following
reasons:

m VM is not protected by vSphere HA at the time of failure.

m  VMCP is disabled for this virtual machine.

Furthermore, if the failure is an APD, VMCP might not terminate a VM for several reasons:
m  APD failure is corrected before the VM was terminated.

m Insufficient capacity on hosts with which the virtual machine is compatible

= During a network partition or isolation, the host affected by the APD failure is not able to query
the primary host for available capacity. In such a case, vSphere HA defers to the user policy
and terminates the VM if the VM Component Protection setting is aggressive.

m  vSphere HA terminates APD-affected VMs only after the following timeouts expire:
= APD timeout (default 140 seconds).

m  APD failover delay (default 180 seconds). For faster recovery, this can be set to O.

#5 Based on these default values, vSphere HA terminates the affected virtual machine
after 320 seconds (APD timeout + APD failover delay)
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BRI R

To address this issue, check and adjust any of the following:

Insufficient capacity to restart the virtual machine
User-configured timeouts and delays

User settings affecting VM termination

VM Component Protection policy

Host monitoring or VM restart priority must be enabled
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EH¥HBTE vSphere DRS = vSphere Storage DRS #&EHFEA T HMMERFHER THEBENBERE ,
EREERSHERIETRMBRAIR,

AEHARTHIERE -
m  Storage DRS SREiHEfR
m Storage I/O Control SEEEHEfR

Storage DRS SREEHEfR

Storage DRS #EHIM T B AL EERNEHNEESEPFEMAMA T Storage DRS MWERZHER T ALEE
WBERE  RUTHRRAR.

EE#EEE A Storage DRS

BEREEREHEEECA Storage DRS , ZERNEFHERESE PN R L ERMIREITEEER Storage
DRS.

S

ERENFHNERECEA Storage DRS , BEZERTHEREF — S ZEEREIEBUIR2/F A Storage
DRS,

RRA

DB s B BUER#RRER Storage DRS,

s ERMEENIEERIM-AKIERE RECIHKINETERERES), BLEFNEZ 2 ERE ,
P EERBEEA Storage DRS,

s RERHESEN v 2EREETRENE. BLENMEZSER , .vix P HEHMEKECDER
Storage DRS,

m  vCenter Server FHEEKEE B eI CFEHEH MBS Storage vMotion E% (flin , B AEE#EE L
EERITHAM vCenter Server #E%¥). Storage DRS € —E{EH , E 2l vCenter Server EF A EH
BB Storage vMotion 1E%.

s ERMESM TS vSphere HA RE , EFTHEZHBEASER KL £ vSphere HA {R3E.
n TR CD-ROM/ISO &R,
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» MRZHHREBLEE , AIRFETEFRENERKE , FRIKEM Storage DRS.

n NRERMSBERINRIENERENERERE (BR) LAERGER , AT EEA Storage
DRS. IREMA Storage vMotion FEIBEX R , AITAENTFHE LN RAGERBEUNEEE
BiENEL , BE#ERERA Storage DRS,

s MRERMSBNEERREER/EHERIBEZEEBNERFRE BR) L, IgEHAZEEREN
Storage DRS., HIR{E M Storage vMotion FEIBREZHERE , AITEAERNFHE LWEREBULRE
EEREFENEL , BZEBREA Storage DRS,

n EREMSETEEREEE G, LRBHROER  EEREBPREE). LERSEBERKEES
H Storage DRS,

n ERMRE-EEL.

s EEMESEA T vSphere Fault Tolerance,

n ERESREEHERELAER.

» ERMSREATFHIEENERFHRERA Storage DRS,

BR
fRRE R E A Storage DRS KIRARE,

BERERERELEAEERN
YEEFEARREHEANTEER | EELBENEEES. BNFREREREAEERMEARE
PR

L]

EREHERETHERFHEREEASSER. (EERAGERR] REREA 1%.

R&H

ERFRE LW —RNZEHBREEEB Storage vMotion ETBRE, SEBRAIKRSHREUTHITER
q: o]

n  HERE{E M Storage DRS.,
m  Storage DRS R BIFHIF Storage DRS R EES
fRRE R

¢ UNR Storage DRS EFH , EHHMARBESAWIRE, WFE Storage DRS AIgeHERANERER ,
F2 R ERERESA Storage DRS,

o IR Storage DRS #R AIfH IF Storage DRS 12t EEE | AT LUBKRIEHAELEHIFL,
a £ vSphere Web Client IHEEEE+ , BB EHEFHEEE.
b BR—TEEZRIIER K AREBE-TRE.
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c T[T, BEEA K ABgR—-THA
d BE—T8BkK.

o TH#E , MR Storage DRS R AIFHLE Storage DRS Bt E S | BT LU Storage DRS PRI
IgnoreAffinityRulesForMaintenance :EA 1.

a ¥ vSphere Web Client I EERF , AEINENFHERSR.

b E—TEEBERIER , AEE-TRE.

c EHUSDRS , A%E—THIE.

d FEEREE > QRSB  R—THE.

e 7T [®E]#F , WA IgnoreAffinityRulesForMaintenance,
f HEUEI®RP, @A 1RAZERE,

g BR-T®E.

Storage DRS A EERFNE LRITIEZE
Storage DRS B4 — B R , R HEELEERNTFHELEE.

gl
Storage DRS E4 —EZE#M—1&E R , B Storage DRS HEXEE,

RRA
LATR B A 868 3 vCenter Server EAERERER Storage DRS,
n BRTFHEEZEERSPOHA.

EZEERPLRANERFRE LT X Storage DRS, EBEER R OLANEHEES —ERHPL
AWEREFHER , ISERENFRENIMBEIEMGENPON , TREHALBAR. EEAE
HMEHBEZEENDOHAR  SEBREERFHRERSKEM Storage DRS I/0 BHF¥ &, ER,
HRERNFHERETIEREENPOHANERFEREMS , Storage DRS ZEFEHAERAH

n BRGEREERITXENTH.
Storage DRS £ ESX/ESXi 4.1 RERRANEM LTS TE,
s EREREESE AREIT Storage I/0O Control B E#,

BRI R

» ERFHRELAEREIR-—EERGDOR. FEEREDIE-ERDOR , RERUREMBER DO
MEHEHBRENFRE.
» BREANTFHERSEBNAEEHER ESXi 5.0 REHMRA.

n BREBERNGFEHERSEBHEOFTE XA SRR Storage I/0 Control,
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REZEEREEBHIERFHERSERN

F-OEREBERNBDIENETRERER  EBEZAENEHEREIENFHRERRY , a4
B, WRR—IRIERAR.

il

ERSZAERMEPEIERTIHNERSER K FLERURTENY K BEREREEREES AN,
vCenter Server FRIERAE  EREHELLNWHMBERETE.

R&H

HIE—EHEERTEMAzE , EHEREERA 8 Storage DRS £/, Eik , Storage DRS A &E
SHYERETHEREFRELTHER,

RS E

—RER—BAAMNBEEE  URARERT - XABEZNEATE—EESR
B ERMIZHEAR | Storage DRS ELE#E
EERTFHEESE LBV RERERMEIF , Storage DRS AIREEEMFE.

L]

EREENFHERSE LEVSRRERHEREN , TS RREIUTERAE | BaRETTE e
%O

R&E

ERA T Storage DRS WERIFME LB EHMEZNF , Storage DRS EMERRFEERANER. W
R Storage DRS EZEV AR BN EREEINHER , AISELER, ELERNERER Storage
DRS XS EE VPN TFENERHKES.

BRI R
ETHBRAR , RARERB Y NERERHRNER.

BER’ OVF EREBAYEHEMEZ L BUA Storage DRS

EWRBEH Storage DRS Y OVF EIAZBHE S LB T Storage DRS., MIEF A RAEERE
BEREFEHREEEHIE OVF EARE,

G
EEREFEHEEETIPBECER Storage DRS B OVF 84K | FIEA N EREKE B A Storage DRS,

R&H
vSphere Web Client 8 ERFHEESENARBBLEREREK OVF BEANBNEREER.
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1 FEFDESFERMSBNEBLER , FREER vSphere Web Client I EERHTHWERFHESR
%O

2 B-TEERSIRE K REBINRE.

3 ENESRMRAREE  ARE-THE

4 EEERHESE K ARRE-TEE.

5 € VMDK REFE—BTRARERT , BINE , ARE-TRE,

% REER Storage DRS 37 A& [ $5:R

ERRERNFHEEREBERE (W] $EARA TS LIRS HE — MR AR BIE RS
=8

P

(W] R A RAITESHRTIHERENZERTER  BEEEL  SEXNENHHTEANEREFERE. (¥
BIHEFRTSIHERNTHENER K SESELHERESRZH.

BAB R

HNEEZEETHENERTHE , (ME HEARSRART —EEENRARERKE. MRFEE
REHEBEEAEEES K FBRRELEREETBENRAL

Storage DRS R RIR K E BH1F ik & 2 & 7 Ml BR

REBFHEESETBRERMEN  ABREAZIEREKSINAECMER RABLER R,

Bif:)

REVMFREESTEBRESMKS  AZERERIERTHERETHNE - LSRR ABLUER IR
B, BERERR SEREHTUASERKSARREETEANENTHREREST, IREERKREED
BERFHERET , ASERLRA. RENFRERSTBREREER  SEEAMRILRA

R&H

IR vCenter Server F41 B P REBERHSE | Bl vCenter Server S RBERERNEFHREEETBRZ
EREEENEA,

BRTR

EEREHEHEESALEDBRER  XELEBRILFR K REBREVEHEESETBREALRA
B MBS

1 7£ vSphere Web Client # , BIEZEREHEESE.

2 B—TEBZRSIEZR 6K REEIRE.

3 EMHEEIT, Z-THRAU
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4 ENMEMBRNRL  REE-TBE,
5 &—THEE.

KREAHER Storage DRS BN EES
By, ERNENHNEBEEREMKEEE | Storage DRS EEA —EREBNERS.

Lk

By SERAEHNREERMBRER  Storage DRS EELE-—RENEZS. ARAZEGRAESRR , T
REEARARR.

R&E

MRENGTHAREEEREEN I AEVEMAERENTHRERSTHNERNERE  IZREEZ
BETHWHBETERRE - MLUMEE. Storage DRS ERAE-HERE-HAUMBAELEAKENE
2E.

BRI R

EXE-E8 fnENEZERR  FREANGIH  ZTHRARETERRSIEEVEABRERT
HEESTHERERE.

E M Storage DRS E&E KB
Storage DRS EAXZME® I/0 BB FEER , BEEREAERKY,

[k

EH Storage DRS WZEE® I/0 BB TFHERE , EXXK.
REEH

UTEFeEFEEELER Storage DRS #&.

n AEECHBESREFEHEBE (S8 H Thin Provisioning lBRE]| B R , B RRREHEHREE™S
TR, FTEEEMNEEKSBEZHEREFRE.

» BEENEHETHREREEEXRNELEAGEEES,
BRRTT

n  fARIBE [BEH Thin Provisioning R 58] BRAEE.
» BRERERFHEREAEEEIREEEAGEBERN,

Storage 1/O Control St HEf#

Storage 1/O Control 5 HEfR X BESH Y IREHEBLER Storage 1/0 Control 82 #H17 i & 8 7] 86 1B 2 19 75
ERERETRRAFR,
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BRIENFHENERTIZZE

£ vSphere Web Client 1 , 218 vCenter Server BRIEEHTWEBITEEB TS FEZNE , FS
ERER,

FEE
MRS ERETR 4.1 RZANEMERICHA SIoC WERENRE.

R&E

EREFERERMA T Storage 1/0 Control , EERIIMNF TS EMELTEEFZ Storage 1/0 Control By
il

WERBA T Storage 1/0 Control W& BHFHEBELZE T X & Storage I/0 Control BYE# | BITTsEE H
BHEBBMN.

BRER
BRESINERTHEN B EHE X E Storage 1/0 Control,
EERERELENREZET/EER

£ vSphere Web Client 1 , 11 vCenter Server ERIZIERANE B ITEER TS ETINE , L2
BRER,

BIRE
HREERETERNFRELENDERETHEER.

R&H
BE%IEa3E vSphere THEEHAR , I EERTERERR I,

fRIRT7 2

REMARSE , vCenter Server TRBWAEIIIN /0 BB , BRRMBHINTHA.
BEERBENEHENMEE

BRI BN ETRERE A ROIEES,

&
B SETE vSphere Web Client FHIBBER S| EBH MR EREFHRENKEEE .

R&A
BB 1FMER Storage 1/0 Control B A,

ARG R
1 7E vSphere Web Client IHEBEH BT ERTHE.
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2 HEEMNFHELR-TBEAR , REBEHRE Storage I/0 Control.
3 RHEURA Storage I/0 Control ZHUA#,

4 ®R—THRE.

EEEEREMNE LA Storage I/0 Control
Storage I/O Control EERFHELEFR , BEERA.

R

EEEERFRE LA Storage 1/0 Control,

F&H

DT RETgEEEHEEEEERTFHRE LA Storage 1/0 Control,

n ELE-RERIERFHRENTHZEHIT ESX/ESXi 4.1 REHMA
s BRAERUA Storage I/0 Control FTENEE SR,

BRIAR

n BRREKINERTFHENERRT ESX/ESXi 4.1 REHMRA.

s WBEFEEARA Storage 1/0 Control FrERE B,
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HEERESETIEHHEETRREERRE (B SAN. VSAN = Virtual Volumes) R vSphere
RUREBINEEREREBRAER.

REMIW T I ERE :

= R SAN REENEREE

= fRR SAN WEERIE

= BB RDM WEHHEEFEEMRE SCSI INQUIRY REX
n EFFERFRBAHE ISCSI MHEF

n  EAEME NFS EREHRE

» REERENEFRSEHE

= £ VOMA REPEERN —BH

s TURGSTANE K REERTTETRERE
m  Flash £ B HERE

n ERERESREHEE

»  VAIO EFZzREE S HER

fER SAN RIFEREREE

£/ vSphere Web Client BRKX4IEE SAN = iSCSI HERER |, BB LE5 I HEIREANAE

KB SUNHTZRAANEEFE TERERRTFERREE.

BANBBEERFRFENE REE
MR BEREFRE AR vSphere Web Client RIERETR |, BT SEHBETE,

VMware, Inc.

60



vSphere SEEEHERR

R 7-1. HEBEE LUN BERRHIERE

EMPRIAE

BESBRE.,

BEFIUEHIAR.

BB HBA,

B

WMEETHNEFE K BETHEREGESED. BEREES BREGCESZEEER B

BREERBETESRY. NRESAR - FNELERERERESRIF  FERESR,

SEREARIVEEREEBENER , Bnxdd  AEREARTE. FEHEREREE

AFERBRES., EEEERLT , —EHBA TEREEH—EEENZEEERS ., HMamME

REZREBREE. F2RRTEERERANGFURRIBREER. FH SAN RiRRHE

BRENEESBRE.

m {EH MASK_PATH /MEER | IR EEREREENHEERIRHEEEREY LT
LUN, MREFEFEENETHFEZTHERNEENRR , AIBTCES TR EHER.

m ERfSANBM  FRIASAEIMIASFINEN LUN, FTERTAEIREANTHHAEN
EAB# LUN, FARTFERAEBTRRAIHAEFTEEZZEMN LUN,

m  FEREB Disk.MaxLUN SEBREHATEMN LUN, NMESHWHEBAER , 526
vSphere HZE A4,

MREHREHE L ERFREESR (SP) , FFHEE SAN REBERKEZEFH LUN FTEH

SP, ERLHBEES L, EE—ESP AL , B— SP EAKRZIRHEDN . MRBRERN
SP (BEWEIREH SP) , RIATHREEER LUN , BEEAFIRLE,
EBRTRATIER , BITEHIFHE

m 7 SAN EZENH LUN,

m BEIHIHRCESARS,

n EHEEES.

n HESPHIHETEE,

MEMEBEEN , 528 vSphere HEFE HAXH.

fRR ISCS| RIFEMNFEREE
R iSCSI| fFHE B KR vSphere Web Client FIETEET , mHTREBEE TE,
3 7-2. ¥ iSCSI LUN B RETEREHER

EMPRTHE
BRERRER,

BERBERE.

BEFIUESHIAR.
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MRETIERE  BETHEARNESKERREH. FEREAR BRERCERTERE
BEAETRETESRY. IREKER - RNESETEABTESRRY  FERER,

BHZABKEAE LN TR FHERBENERSR., R ESXi ZAM iSCSI HEETER—EFR/EK
L ERAELETREBEEEERAS, ki, BEERRE ESXi TEPH iSCSI HEEM
iSCSI R ENEE D IEFERRE 7 FARES B E L.

MREFFHEARBETREALN LUN |, BIREERRIR TR ERREFIUES

B WMRRET CHAP , R ESXi E¥ ECRA CHAP , YEREFERAREMRR.

m MRERAL P BERMNER , WS AH ISCSI HBA = VMkernel R E4A IP 1
Ht.

n NREAUBBREBAERNGER  FRIAZEBWRISCSIREERE , LEAFERAR
EMR.

m ERSAN B FRIATAEIMASFINEN LUN, FEREAEIRBEITHEHEREN
EIB# LUN, EARTFERGEETRERIBALFTIRZFIMN LUN,

m  FEREB Disk.MaxLUN REARIBFEL AT RN LUN. 0FEHEBEENR , 7588 vSphere f&
FE RAXM.
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R 7-2. ¥ iSCSI LUN BEEREITRELER (8)

R YR T L]
RERFERESRRE. MEREERAEZAREREERRE , FHEE SAN XER[ELEZEFIMN LUN FTEBH SP, &

REGEERAL EE—ESPAETH, ME—SPARAHREZIZEEN, NREREEH
RSP (AR EWEREHN SP) , BUEETETEHMN LUN , ETEEEEE LUN , BEERET
1TFEUBF R SRR,

HIABREE SCSI MM EEE ESXi 88 iSCS| MIBREENE FER VMkernel R EZEESY iSCS| BEFEENFER

iISCSI , FERERBRE., . BENEFRER VMkernel 7 ESXi R4ER iSCS| HEEZBEEHER
EHEH ISCS| BB, EERERUAT IER , ITEFRE

m  7£ SAN EEVH LUN,

m #HFE|IUNES,

m EHNEKES.

m HBESPHIMRETEE,

m BE CHAP RERFILHTEEMUE,
MEBEEN , 528 vSphere E1ZE REXH.

R SAN MBERIRE
H5EETH ESXi SAN MEHWHFENEEL AENE. BLEEAE SCSI REBRS . HEEY
M LUN FFIRETR.

%EEUH%FEEE{%ET?E?&‘E‘E ) %{Eﬁﬁ resxtop F esxtop ﬁ%ﬁu&ﬁﬁﬁiﬁo ﬁﬂﬁﬁﬂﬂﬁﬁﬂ ) %?’*Bﬁ
vSphere ES3E RN BERBA ST

B2 SCSI REBREHMAERK

ERTFEETXEFREIEN  ESXi THEEHTEE VMFS PEREERFEERHENERLS | £
B SCSI REB#E|, SCSI RESHERME LUN, E—FHFERHBZ SCSI RETESEFH R REZFEE
FHE VMFS BERBEFR (K,

RgE
B2 SCSI REBSEHMEEMREKI SCSI REBER,

JR

—EEEE VMFS #/H SCSI RE.

n BY. ENEERER VMFS ERERE
n GIRERKIREIR

» EUHMERER

n BEVEHK

n  REARHEEHERESE

n BV ERKSR
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»  EB vMotion BEE RS

n  REREK HIIBEAEMNERUER

i WRXEERMENHELE  TRERRTURNRE ATS) REAREE LUN, NBAHER
MEKFEAE A , 28 vSphere RIFERAAF.

fRRTT R

HEHREEN SCSI REBFRRIR , FEMBIUTEA

n HHA LUN WEERITREINL , MRTTRE , ARFRFIFEE SCSI REN TR M EMEEE,

= A0 LUN BB XRHFEE— LUN BIEHEE .

s EDREBHE., RESERKE SCSI RE.

» EAEE LUN MERKSREE . FERE (ABLER) PHER.

n BREMEEIHLEZESHN HBA B8,

 BERIEEBRHM BIOS,

n  HER SAN I EH [(EHREX] REER.

NFEREREREFES L SCSI REFRNMAEN , F2H VMware AIBEXE , #itA http://
kb.vmware.com/kb/1005009.

BRIREMER LUN FECEEZ18

IR ESXi EMMEFM LUN , REFIEERE , RITRRREEE (BBA LUN BEE) W&,

Bi]:)
EHEZFRN LUN , REFRRERIE. EHOREETREHBESRESEEE, i .

Frequent path state changes are occurring for path vmhba2:C0:T0:L3.This may indicate a
storage problem.Affected device:naa.600600000000000000eddl.Affected datastores:dsl

R&H

LHREETREEHRERERMY. EMATHEBTRAREEEESS (SP) FEMEREMN LUN B , ERR
AEAEFEH LUN , I IRIR AR SR

REESBEREETY-WHNEH £ EREREIIN -—NSEHH L HE HBA FHBER |, e
HEREESE, TB-FTHXEINRREBERESENEY TS BRI EEE,

BRER

1 BREXD-HHXEH EHAR—A LUN WEEZEBERAEENREFREER.

2 FEAEFHESAN BERBNEMARSERIEST —BEE , UEHHA HBA BRARNER.
3 FEIAEHALUNWAEEIRLEESRNESRAUTE2MEE,

4 REBRGUAEASIOEMAN PSP (LAERME).
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HEINEY 1/0 E5R A2 S P 1K KE B R8 RBE

R ESXi THY LUN EEMGSEB LUN FIRERANEE  BBHNGSEHEA VMKkernel 7
P, EEBMEERE , ARTHK /0 ERFMENRER,

FiEE

MR /O BERFENKHBER , EERBSBSERRETE,

REHR

EERETRERHEN LUN TIRETEMERN ., SCSIEBEHENE —ER A LUN {FHREMN TR

EZE , TREREEN LUN BRENGSHRKBEMEATRENEE. MEETHE LUN EEBZHNS

<, BB SSEHEA VMKkernel 1755,

RRAR

1 NMRAEERESBPERAPHSHANBAREY LUN RE , BB mTINRE.
ARENTIRENEFIAREIREANRTFEE N A FEE,

2 WRLUN LEZAEBMSEMMERATMRE , B8 F Disk.SchedNumRegOutstanding (DSNRO)
2% , FHETIREERR.

FE QlLogic. Emulex 1 Brocade HBA H{F5IRE

MRETREERERFENEF (HBA) HNEE , FEEML ESXi THENTIRE LR,

Z LREREHHE LUN WEEREMBENTINRE. BEXER  NRZSEIHRBEFRAREFELERE
SERHEB LTS, ARESHERERNBAEIER SAN EREE.

EERRTIRELRSE , BFEA VCLI 2.
HEWEBFH , --server=server name IEEBEMRE. EENBERARFERTEMAEAESEN
miE, XEHMERER  MARESTHERBRIER. NFERBENEE , H2H vSphere
Command-Line Interface AP9.
DERY
%8t vCLI S EBE vSphere Management Assistant (VMA) EEi#EE . 5289 vSphere Command-Line
Interface AF3., BEETEREHM , B ESXi Shell BT esxcli <.
BrF
1 BEBWANTHSEIABIEERAN HBA H4 :

esxcli --server=server name system module list | grep module

HRW moadule , ERLATHE A —{EZEE,
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Ipfc Emulex
bfa Brocade

AEMABEANTIIRE.

esxcli --server=server name system module parameters set -p

parameter=value -m module

B parameter Ml module B\ , ERALTFEE,

FH R

-p ql2xmaxqdepth=value QLogic

-m qla2xxx

-p gl2xmaxqdepth=value Qlogic RAEEHER

-m qlnativefc

-p IpfcO_lun_queue_depth=value Emulex
-m Ipfc820

-p IpfcO_lun_queue_depth=value Emulex REBRSHRER

-m Ipfc

-p bfa_lun_queue_depth=value Brocade

-m bfa

AEEHMERFRHE,
BERYTUTHSHRARE !

esxcli --server=server name system module parameters list -m=module.

module BBENEREE , M qlnativefc 5 bfa,

TR iSCSI WIFFRE LR
BRI BB [SCSI LUN KIEET(E | BB B]IT coxcli HSRBEELFTIEE LR,

BRRM
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Z# vCLI PR vSphere Management Assistant (vMA) E&E#ES . 528 vSphere Command-
Line Interface AP, ZEEETREHEA | TWLUE ESXi Shell FHIT esxcli B%,

EWRBFF |, --server=server_name BERIBIEE B ERRE. EEFEEERRIDIEREEFEA
FREEBNZE. NEHMENERRIEFE , 528 vSphere Command-Line Interface A
M.

4= Do .
BT TAGS
esxcli --server=server name system module parameters set -m iscsi_wvmk -p

iscsivmk LunQDepth=value
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iscsivmk LunQDepth SEARAKEBEE iSCSI NEFEFIHWEME LUN RERTH B L BT
RELR. BERER 128,

2 BRREWFRAE.

3 EBWT
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1 BAUTHSRAEENRERTRERKN DSNRO RE :
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HERTEUUTATNGEL

No of outstanding IOs with competing worlds: 32

2 EALTHSEE DSNRO H :

esxcli storage core device set -O | --sched-num-reqg-outstanding value -d
device ID

3 BANTHSEIBE .

esxcli storage core device list -d device ID

B A RDM WEH#ESFEEIB SCSI INQUIRY 1REX
RBEHERETHEEERAESE RDM WELBKEIHE ESXi REA SCSI INQUIRY &L,

Ll
#ASE RDM WEHEBFITHRLEREXRZGHERAER , BREXABNTA.
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R&E
ZOATERARFERETREXZGNEARANRE SCSI INQUIRY BRI

ESXi THAELE SAN LN EEREHRER | LI E SCSI INQUIRY S A RREEIMBEARRE
ER. KTERR , ESXi AREVEWAY SCSI INQUIRY BERl (% £ 80 ENE 83 H) , HELER 2 &R
BEre,

R R
o BLUTSEHFED vx BR , AiSEHE RDM WEREEE R EAMIB SCSI INQUIRY HREL,

scsix:y.ignoreDeviceInquiryCache = "true"

Heh | x 2 SCSI Z£H2B 45 , v = RDM By SCSI BEZ#w5 .

EERFRERBERCHAZZBEIRA. EAREENEFERIINSEEREXZAEELS
2.

EREERRAEE iSCSI THEF

FHGHERNEFE BFT BEREAR , RERE—FZMAER iSCSI MEF.

Gk

ESXi E#MERFAKE , B8 iSCSI MNHFERMA LI RE vSphere Web Client WiEEENEFEEH.
F&H

FHECEA BFT WRBRNE F2EZEE SCS| BARERE., EEREYE iISCS| B¥ER iBFT , th e d
ERER

BRI =R

WMRKEE ISCS| FAEERCRA BFT WARNEF , EFFEMABE iSCSI NEF , BRAKNTEF
PR IBFT A, ARUBRFRENBBMERTR , Bt , F2RME R X REFEFAER,

|LHEMNE NFS ERENE
ERAEERARESHEH NFS ERERBRAR.

Bi]:)

¥ NFS RFELNWESEBANERSBEME ASCI Fiu , TREBEEAPNTA. fim , EAaeEE
M NFS BRI RERE ZFRBER KRN ER.

F&H

ESXi XEB¥ NFS REELNEREBANERZBEAIE ASCI Fx , Hit , BB FEARKRES®
BHNEREHRENERKE, B2 , MRER NFS ARSEFEEBERCXE  BugEELESEEEHN K
E&O
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BRI R

FRIRARARER NFS ARF[REHBBRCXE. NRARSBIRHEZIZE  FEMFEM ASCI F.

BEREENHE SR

MREHREFEENEFBEIMEERE

Lk}

REXENEFBEIKEN /0 BE,

BRI =R

M esxcli storage san

HFEE , YSREENBRTR.

& 7-3. esxcli storage san #F %

LE

esxcli storage san
iscsi | fcoe | sas

esxcli storage san
iscsi | fcoe | sas
get

esxcli storage san
fcoe | sas reset

esxcli storage san

events get

fc |
list

fc |
stats

fc |

fc

Eg
DI TEFEE.

&5 iSCSI ZEEAZ e iscsl,

WENMEFRER.

&5 iSCSI EEAZ %8 iscsl,

ERBENEF.

BECLAIEE T E RSB,

fEA VOMA mERBEER N —3H

f# vSphere On-disk Metadata Analyzer (VOMA) &% 3 &

KEH.

Bi]:)

AEA esxcli storage san WL RBAIRRE,

BLHENETNTEFNSEHNGEER . ETUD <88 HAREBIT

BE
-- adapter | -A
NEFERE (vmhbaX) =

& ARIILERESERR
WAENEFHNER.

-- adapter | -A
NEFERE (vmhbaX) =

£ ARIILERESEEE
HFRETEFHEN.

-- adapter | -A
NEFERE (vmhbaX).

-- adapter | -A

NEFERE (vmhbaX) 5
& ARIILEEBRGE LR
BREBBENEFNEN.

RBRAGRNERBEURENFHERE

EEE VMFS BRI ESER Flash ERMBER , TilleEhEER -3, S, mRHET
Hp -8B , BRThiEses .

. HEEEETE.

s EZE RAID SiHTHIBEUCE
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m 71 vmkernel. log BRERPFIEUTIRETNPEESRIER

cpull:268057)WARNING: HBX: 599: Volume 50fd60a3-3aaelae2-3347-0017a4770402
("<Datastore name>") may be damaged on disk. Corrupt heartbeat detected at offset 3305472:
[HB state 0 offset 6052837899185946624 gen 15439450 stampUS 5 $

s EEFEVMFS EHRER,
» 7E vCenter Server ¥ [B#] RS EBTEERERENERFRERRK.
BRRTT
EEREPEER B, BRI ESXi THE CLI FHIT VOMA, VOMA AT ARBEREE VMFS B
FREREL Flash ERHNAEFS—HEE, HEBR VOMA BENER , F58# VMware XE&E.
£ VOMA T AR, F&ET XA
n BEMDNG VMFS EREFREREHSEEE. JHEGTEEREFHERT VOMA,
n BRIFTERMITHPMERKRER IENELERMRBEZHMERNTFRE.
THIEEHIRE 7 AR VOMA BE VMFS &R — B,
1T SHEEREHN VMFS ERFHE  ISXERFHEZRENEBNETE D BI5RE.
#esxcli storage vmfs extent list

& H P [Device Name] # [Partition] ERHTARBBIZEE. HlW

Volume Name XXXXXXXX Device Name Partition
1TB_VMFS5 XXXXXXXX naa.00000000000000000000000000000703 3

2 & VMFS $£:R,
BREYE VMFS BRERECHBUB I MNBHERRE Y AMBE 2 2EBRHEERE. Hlmn

# voma -m vmfs -f check -d /vmfs/devices/disks/
naa.00000000000000000000000000000703:3

WHEY HATREREER, Sl THE s REDMSR AU B

):0:9:9.0:0:9:9.0.0:9.9.:9.9:9.0:0:9.:9.0.0:9.0:¢

Phase 2: Checking VMFS heartbeat region
ON-DISK ERROR: Invalid HB address

Phase 3: Checking all file descriptors.
Phase 4: Checking pathname and connectivity.

Phase 5: Checking resource reference counts.

Total Errors Found: 1

VOMA TEFANGSREBEUATAR.
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+R 7-4. VOMA S B1E

LB L]
-m|--module EHTHEAESRE
vmfs MRLSHIETEAN SR , RS FEMALEE,
BABE VMFS BRAGURZEESR Flash EIR
WIERALS, MRECHESR , AILEYH LVM TR
LENRE,
lvm REXE VMFS EREHENEEREREE,
ptbl WEWHFE VMFS BEEDE , fl20 MBR = GPT, 0
RAFEERMHES S K FREELUBESIRTE
BEE,
-f|--func EHITHINRERSE -
query Hl A Fr R B ThBE
check MBS,
-d|--device ERENEBRUE. BELREETE VMFS EREHEZ £ BB 2 ENBHER, 6
4, /vmfs/devices/disks/naa.00000000000000000000000000:1,
-s|--logfile IEERERE  WEER,
-v|--version FER VOMA HIRRA
-h|--help R VOMA S HRANE.

MEELHMER | F2H VMware AIBENXE 2036767,

TUR Sk  RFERETETRERE
TUR S EMBEERERE | BB CTERTREEH,

Bi]:)

—BME  ERTERERLEBRER  ESXi THEERAKTREBE 28 BEIX Test Unit Ready
(TUR) % , UERBRERRLERE. B2, MR TUR S AU EEERERAELXER
(VMK_STORAGE_RETRY_OPERATION) , I SHBESHAm<SM I BRAERE, BEERLT , T3
ERGEFTIMER TUR DS

m  SCSI_HOST_BUS_BUSY 0x02
m  SCSI_HOST_SOFT_ERROR Ox0Ob
m  SCSI_HOST_RETRY OxOc

RE

EERAIEE , LA LUEM enable|disable action OnRetryErrors 28, BMALBEE , ESX
FRALLEABENBREELARER. SZBREELARERR IR TERTHBE  XERER
THRE,
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Btk wE
BAKEERENERECRBIEANIIE # esxcli storage nmp satp generic deviceconfig set -c

enable_action_OnRetryErrors -d naa.XXX

FREERENEEECAEIERNIIE # esxcli storage nmp satp generic deviceconfig set -c

disable_action_OnRetryErrors -d naa.XXX

2 BATTIRSRBESBARE -
# esxcli storage nmp device list

THgEELHIERSHERMA

naa.xXXX
Device Display Name: DGC Fibre Channel Disk (naa.XXX)
Storage Array Type: VMW _SATP CX Storage Array Type Device

Config: {navireg ipfilter action OnRetryErrors}
enable|disable action OnRetryErrors SBEEHRBENEFE.
BRR TS R

LA UERE SATP EFRARRELSH

# esxcli storage nmp satp rule add -t device -d naa.XXX -s VMW_SATP_ EXAMPLE
-P VMW_PSP_FIXED -o enable_action_OnRetryErrors

Flash 2t B 52t HE#R

vSphere & vSAN ., FHZIRMREVLAK Flash Read Cache 2 BRI EIZE I REfE R ETRERER
SRHMTIENRSRREETNREE , YR ERPAMBRIE RN REEREERTR,

B IILHY Flash B e A M

A Flash £E#H VMFS SIEMEMERAZAGETENE |, BEEZARER Flash ER Virtual
SAN #HEE,

Bi]:)
EREHRE vSAN REHE Flash BIRE , AERPAURT SRR EEEANEETESD,

R&H

MRITEERFE—ThEe R E AN REAMESFEA VMFS BITHRR{ , BITESHREE, ER Flash M
VSAN LB VMFS ST H S R A4 H A REIRERR .
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F , HAESE Flash fl vSAN 2REEBRNEFEAE , A EMEIN R LR AR —EIRE#E. W
BREMBEECH—EIIEEE S (Hl vSAN) |, BIESE LS AN S —EhEe (BIInES Flash) , BRIEE
B,

R R

HAES Flash ERM vSAN A& | EFEARERILAREGHRE.

n BRTE ESXi ZHE Auto Deploy BB A VMFS &R LB REGERRETERL.

. MREMEA VMFS HREABEBETERN , BB VMFS ERFHE. MEHEREN , 28
vSphere f#ZE A4,

s EESREIUBBIEER Flash BR , F25 vSAN EESLH#RE., MR vSAN EE IR | &%
VSAN BRI RS, 2RISR vSAN B, WEREEER Flash B EANHEBEEES .,
WER vSAN BRRERHMEEEEN , F2REE VMware vSAN R H,

s NRBITEASREIMEE vSAN BEER , F2OSLBEARER Flash R, MBEREAUERAEE
#% Flash ER , FBRER Flash A&, RS TAR vSAN, 28 vSphere EEERA 4.

EREABMRAEEERN S —BREER ESXi MARRINZHR. FSRMEENZFHIREIHUER .

REREHEAIE VMFS

MRABERKNEDIEF ESXi KREABBUT D FFEHEE  BBURIIBRASELIRNIRREFTE
FEY VMFS ERERE. BRERAT , EESIRRFRREABBRREA/ARENL.

il
AR , BDEKRI IS EEH EFEREANAIRFETERR (BEREUE) LHF VMFS ERA4.
BR , A VMFS BT LR RS EEAREMESR Flash M vSAN ZEHITNEE, EMEINREERE

RARKACHIREIFER | S BT REMHMERARILREE.

BRI R

EERREDERD ETEER VMFS BHIREHEBETERL , FEREK ESXi NE XA ESXi THE
LA AT RAMER IR

m autoPartition=TRUE

m skipPartitioningSsds=TRUE

MR Auto Deploy , FFESEEH EREELSEL

1 7 vSphere Web Client # , B ERESE T MO IE K ABER—TRERSIER.
2 B-TRGEURBMAREER K ARARR-TERRGERE.

3 #EE vMkernel.Boot.autoPartition , WHHERER true,

4 $EF| vMkernel .Boot.skipPartitioningSsds , ¥HHERES true,

5 BEIMEMMAE.
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WMREETEIAR Flash Read Cache # vSAN HREIH#EIEE EE VMFS ERENE , BFBRELERER
Eo

98 5 18R 2 A B 1R PR R Rl

MREBHARNBIRBIRE | ESXi TRAEETSER A IREIMBHN TRBE,

Bi]:)

ESXi ATBE S A EBIRPIRERE | RNESHE IR ARG, REEETEAKREOIMBNEE B , E&
Flash &R vVSAN) B | TJRES 34 ILRHRE,

R&H

ERBTIXEBBRABTRAAE , ESXi TESRBENKEWNB S RAA#ER. EHMTRT , R LR
BRURFERU/FEEER , ESXi ERHETABEREER., MREERGURBRIR/FEREUE , ©F
A& LR RR A ] LR E MV ROB E R HERR

BRER

B R EERELHBREC AR AT,

n MR ESXi TEEDEEUBRPEBR AR | AEELHUBRRLT ARG,

MR ESXi REGMPABBRERNR/EE  IEFHRERFH,

BREFEEBEZERLA Flash

R ESXi TEMERBIEMA Flash , IS LRBIZER A Flash £E
EMETXEBBHREMBEERRE  ESXi TSI ENEEREE Flash, HEW [(RIBEEER) ER4TE
N HDD AHEH

#% HDD £ BZiLA Flash TRt 2R EFAELEE B ERNERENRENNEE., REEERESL
HEA Flash £ | FINUER.,
PEEY
BREBTEFERHTP,

BF

1 % vSphere Web Client ) EBE3=+ | BIES E#,
2 BR-THRERSIER.

3 ERFEET , B—TREHRE.

4

RFEREFED , BN -—RSEEFRLA Flash KEMN HDD KB , REE - THELARNAHK @)
B,

5 B-TRHEEEE.
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#R
HEFEEFAS Flash,

BRESR

MRZREH Flash REREZ TR EHA

RRTRERCATH

, EREARHAALRENIEIHETERE.

ESXi TREKRKRERTALH, £ ESXi EEAMRLRERTARHRRENTERT , LBEFEEA.

BEMEMY
» FREREARHAA.

» FRRELERUSNER , YHEABBNERFRE.

BF

1 7E vSphere Web Client Y1+ EE88H , BIER| E#.

B-TRERSIRE.

EREFEET , B—THERE.

2
3
4 RFBEREFED , EN-—SZEERTATHNERRKE , RARE-THEBEETR.
5

BE-THRERETHE K RARE-TR , RELENEE.

JE R A RIR 1B R B B R

ERUREAEREEER. ERERRATEYOHE. EREREREREREBR I AHREN SAN E
BHNREFERARN. CABRNEEENHETFERGELANY  YAXEHATERIRNEREE.

TR SRR ET AR HBIE | S0 vSphere BEBXHE.

Virtual Volumes # esxcli %%

BRI LAMERA esxcli storage vvol S H# Virtual Volumes IRIZEITREH R

TRABSRENT :

#* 7-5. esxcli storage vvol

wEZEM

esxcli storage core device

esxcli storage vvol daemon

esxcli storage vvol
protocolendpoint

VMware, Inc.

unbindall

list

A

BB ERE. WEEE 1s
VVOL PE: true ERFHEEES

) ESXi M HMATE VASA 12
HERBRBEMEERURE.

B 9 MR LA BN PR B AR
1 E I B
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#+ 7-5. esxcli storage vvol % (&)

wmREM wmeEA wieA

esxcli storage vvol list JIEFETANRETEERSS.

storagecontainer abandonedvvol scan Y EMEN VVol BifEEN R
EBEE.

esxcli storage vvol vasacontext  get FERETHEMEEBN VASA RE
(VC UUID),

esxcli storage vvol list FIHEEF HAAREBN T EREE

vasaprovider (VASA) £1it#&,

ERENFREEREZFN

RYEREHEHES  HOMEER.

L]

vSphere Web Client BREREHBRETR. SREEAZANTRERTEIMEGE.
RE

ELELHHCHEZERERTFHREN SCSI ARFERAREBN B ERME , TREREEEBE.
BES LUN Bl , FERE SCSI B ERIMR , ESXi TR A REMEEM.

BRIR
R SCSIARBEVERERFHEZN , FRAETHEFER LREBMBERR.

BPEERUSRIEERKSE OVF BB ERUKEENTFHRER KN
CEHBEERBERBERLE OVF BEDERENEHBAK.

Lk

OVF XS RIFERERFHEBRENERMETRESHMARER | HIM 1SO BHRME . DVD BRE
HMREER, NRELEMEREFARERUREBBHE 4GB RY , BEANBINERENFTHENS
KA.

R&H

MRERMRER config-VVol BERERERKERBNER. HERFERENETEREL , BEER
RERERERTEED . EERKREEZEEL , config-VVol BEBSERMF[ARCE . EREEREN
REFMTER, CRIE. HEERSE.

EERENFREL  FMIAREMAEER GINERER,. CERRE. 2EVRE) sRFAERNER
mﬁgo
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Config-VVol 88 A 4GB ERMBE. config-VVol W—RAREE R ALt 4GB BL B Z= /Y — /N3P
2, Bk config-VVol BESETHREMERTEEAETHE. EAHMARER B 1SO HRMRE
DVD MR HFIREAE) EABEEE R config-VVol BiBH 4GB [R#l, 1R OVF #IXBSEEER , HER
#28 OVF EBE E| vSphere Virtual Volumes RFEREXRAKR, NRELERRRAGERMIN—I2 ,
Bl ZE BB RESAERFHRERBET vSphere Virtual Volumes FE B AT sEE KB,

ARG R
s HAERMSERE  BERUSKEAENEHNEREIERENEHREZR , fERMSE T B EBR
ZEBMWAZR |, F config-VVol ##H1E 4GB FR&ILLT .

s HROVFRE A BAREELISESZHERN OVF IAEEZNBINERERNENRE , BBELBE
RERMISIFEERENEHE. RERKSTIESBREMZSHAR K REBEENERKSEBES
vSphere Virtual Volumes fZ &,

ERRAAERERRNERKRBEZ/BREAERENFRERK

EREFASERRAS 10 RERRANERKBBEE/BER vSphere Virtual Volumes ERFHE ,
ZERURARTREBRER K BEERN.

Lk

EXBHEARTREBRENRAE 10 AERRANERBSRR  SRETII™E

» BERREBRBHBRE 10 RERRANERKRBEZERENTHESIZXE , Alta XK.

n BEETEERBHNRE 10 REEMANERRREMERERFHEBEZEERERERE (10
VMFS) , Blgm, MBREZEXELHMRE  ERBERSHERKEBED vSphere Virtual
Volumes FEE XM,

RR

vSphere Virtual Volumes R FEX T EEZERKBEAIBSEEERA, BE , BT AEERANE
BB ZE vSphere Virtual Volumes EFE., T8 , MRERKBAEGTERBRE K MEHEEERE
HENEREFERENEFHNEZEBELERBEES  BERAFEEMRA 11 WERMKEE.

PERRARAS 11 REFARAHIIE VVol EFFHRSERAERERREFHCERRR, WWAEE vSphere Virtual
Volumes 7B LW EHHEE -3, EESLUER VVvol WERXZIYTERRR , MFEFREERMRET
BERK .vmsn BERP., Rz, BERZE 10 893 Vvol ERERASEFCHTERRBEREZERK
SFREBBAN .vnsn BRP, Bt , ELEAECEREFERENTHREZABEELERMER  Tae
ERE[MBERKA.

BRIR

RTRACEREFERENFREZABEATTERRBNERMSNRERE  FEAREBRS
1, BEAFTERRRIRA 10 RERRANEFEER , FERETIIER .

» BEAATREBRENORE 10 AETRFANERRBEREZEHERFRETZIE, E—NEEREKE
RBBRIABRE. FARERRABEFREERE.
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n BEETERREBORAE 10 ZEERANERBERERENFTHEBEZFERENFTHE (W0
VMFS) , BIgZh. TR , BETHEEEERBSERT —BRE, EERENTFHELEZIHR
B, REA vmen Y. EBEZE VMFS 2BV M AIEREERNRE  9FRE .vnsn BRH, MR
B2 BER B ERFEEEBERD vSphere Virtual Volumes EEZE , AIBES KK, MoiEREM—
B, BRRETA R 7 sEMR RS ERRE,

VAIO EfR 23 SE S HE iR

vSphere API for I/O Filtering (VAIO) 1Rt —TERE , TAHFE=ZFEIBA /O GFRENEBEBTH. &
BREVZEETESXi TR L  BNEBEEBEEERUSNEREERGNERUBRE 2EBEHN /0 EXE
EREERREEMNERRE.

WEE 1/O EFRESMAEREE R , 2B vSphere BEFEE X4,

BRI 1/O R EWE
—BRMEs , —EEETHFE ESXi THLEMBM—A 1/0 6FR3E. EF , ZEPE TS HBE R,

MREMEN /O FERBREAN , RETELSHRBERN. I, TR ENETRSRTABER.
KB

s HESEREFHFE VIB URL,

s VIBRRHER,

s VIBEEFHENEEEN T REETHRIMREE,

s RERBRZEVIBE , EESEHEHEH,

s EREEIMERNEEENAKN, RAERSSELRIHNER,

s VIBEEFHRESMBRZE,

vCenter Server AJLAfRRE L KBy, B REXATREMKY, fiM0 , BAEFERE VIB URL., FEIR
REBAMERKENER , RFBRERBBREZE VIB,

EE— ESXi E# =% 1/0 GBS

BRI ENSRHEEMABR |, TH 1/0 BN ESXi T (HER VIB BR) , WigH L E ESXi TH#
. A esxcli ML EHE VIBER,

£/ --server=server_name {5 B RARHEK A ZARB[ERTEDACAEIB/NEG, IEHM
EHRE AREST/ERBRER, NEEESREBEHEE |, 528 vSphere Command-Line Interface
AP, S vCLI SR TRFILEHIT esxcli —-help,

VB

2% vCLI HEPE vSphere Management Assistant (vMA) ER#EEE . 528 vSphere Command-Line
Interface AF9, ZEETREHEME | B ESXi Shell BT esxcli L.
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BF
1 BITUTHSERZE VIB :

esxcli --server=server name software vib install --depot
path to VMware vib ZIP file

install MY ESEREVELITERRIT. EERSEN VIB, BBESEERES. FUKRBH4E
ERGNERTE ., 52[ vSphere Command-Line Interface 2& R4,

2 WA VIBEZHEE ESXi THLE,

esxcli --server=server name software vib list
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SR HE AR

BB vSphere RIS EEHEAR T /E |, RISt RTEELR ESXi H . vCenter Server FEH# S8 RFRY BT
BERMEEATE.

REEE R T 5 ERE

»  MAC {31 io B 5E 8 R

n EBREEBA | ACP XEAM

n 3L vSphere Distributed Switch BB BRE#

= vSphere Distributed Switch 5.1 RE# R4S LK EHER vCenter Server FETEAR

m  vSphere Distributed Switch 5.0 RERRA L EHEL vCenter Server HETER

n FRENERTBRERETR

» ERESHAERERANLTAEBEIEFR , EREEPEESR

s EEEERNEFHEISEA Network 1/0 Control B vSphere Distributed Switch
» ERA SR-IOV W I EEREHE

= HT VPN AP WK ERSFREHE TH LRI vSphere HA BRNEREBRITIERB R
= Windows E#ER L UDP THEENEXER

n UAHENSBRNERERAETEEIH LN ERKE  BEEABHA

= HRROMEEBNENBEREE  EXFRRECBEN vApp WERKXHY

n FRAREXESEE , BEHE vCenter Server PENER

MAC {3t fic B 5 St PEfE

£ vSphere 1, R AJIEIRAAERBERN MAC it BENSERS , THREEERPEHIELMD T
rEH.

FB—RARTEFEEENEREEE MAC it
MRS AR vCenter Server BAMER MAC fuit , HILAEBEHQEXTESRENER.
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Lk

E—EEAEIES P FHREFEREIEN MAC VUt ETEE R , A vCenter Server BV ERH 3
EEXEEN MAC {zit,

HeERRBRTURMERLERER  BES - SERKSELA—E MAC i, EEBRTHRESER
HEBEXRHEMER,

BEA
ERMESETRERRZEREMAEEEN MAC futt,
» EEHEEBBBHME vCenter Server BTEEAEEREBRAEN T FEEEEN MAC i,

18 vCenter Server $IfTHERBAELE —BAELZEBBEREENNN O M 63 2RIMNEBAE , ZHETK
BULEHRELZRBIE, vCenter Server FABMTHEERBAERESHNRARNEFELE MAC
3k,

n HEAEERMSCHEBRASRMETRE —REFMN —E vCenter Server #i1T{ERE&HZ 5 —@ETE
B Bl BRAARKER), YA FE—1E vCenter Server LW EREBAB N T FEWRSIBKRA
MAC {3k,

BRRTT R

o FHEFEERUBARNEFH MAC sk,
MRENREEREB[EEFFHRN MAC Uit , RIS AT REREERE PR —EE—# MAC {7k,
» BEREBEKSNER, KNEFREACLAFIE MAC iyl , REE AR

 NMRBEEBAERESENERIETRE , FENZLRACHANFHE MAC 1itiERERIHE
BAEF , AREAF L. EFEERRZRST  SENHENNEFNOEE P LURERRZ
Bl — 8.

MERTEBEBERNEFWEN , 5528 vSphere %M vSphere EHRHEEIERA Y,
o MR vCenter Server HITEEBIETAREE VMware OU| EA EHMEEHN MAC {1l , 8 E
vCenter Server B{TEEERBITE , SFEREMEE S EBRAEE,

B B ¥ vCenter Server HIfTERBRBRNRIATRANREASTEHRABERMEIRTH
MAC st &R, RBHEE K RAESERE K E RSN AR T E - 7 U A,
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% MAC (Ut BAANRENENR , S8 vSphere BERAIH,

BRI R
#% vCenter Server BT

DA ERAERNLE

a

RE MAC U itfcE.

R

MBEEH B EE LD E vCenter Server HITEE |, BITTLUEELEH VMware
OUIRBHE., RIBUESE , MAC Ut EBUTHER :

00:50:56:XX:YY:ZZ

Heh 00:50:56 & VMware OUI , XX BIETE AR B (80 + vCenter Server %5l
W), YvZZR—EARHEF,

EEHE vCenter Server i3IS , F# vCenter Server #1178 — R ENHT
REBREERPRE vCenter Server E—RBITRREE , RABRFHE vCenter
Server,

VMware OU| Bt B &% X8 64 {8l vCenter Server $1{T{ERE , BAR/NEIE.

ALEAERT OUl, #lm | ¥R 02:12:34 NEEENAULEE , MAC (LRI R
#HB 02:12:34:xx:vv: 22, AJBAERASEIE\{IT XX TE vCenter Server #IT{E
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vCenter Server BI{TEEERE , WEHESME vCenter Server X#H 65000 &
MAC fzsit, B30 | 02:12:34:01:vv:2zz B vCenter Server A ¥ FE |
02:12:34:02:vv:zz Bd vCenter Server B tH¥IFE |, fRILEEE,

LEBAERNREBERARBEAAENTE,
HAZEM— MAC it , OUI %ZBFE IEEE FFE42,

HERTEIETNREERKRERANN MAC itREAS.,
» BRESESENER , SNEFREAERAFHE MAC Uit , BERABEBEE MAC it ,

REFRMERKSENER.

s NRERESEREEER  WHELZMEEAHEHSERRETRE , BESEE vCenter Server &
SR BASE  EFEVHECHRANBEHE MAC Vit REXENERNE ., £F
BEXZGES  SEFHEN A E FOTFLE P VUREBR 28—,

¢ 7TE vCenter Server BT 2B EHERKSET K FRHERNEFHREFNERKEEREATENEL
MAC {73k,

BERERMSBNER  BERAFMAESDBR  AREHARE (.vinx) P
ethernetX.addressType SEREH generated.,

ethernet =M x RREBMEEEFER NICHNFE.
FEBREEREFERERNERMKIERED B AE vCenter Server |, S EE#EEHR —@ vCenter Server

EZREAD S —ERAD.

EEREEEE R AME vCenter Server B{TEEB 2EHEANEREFERES , bl HET R
£ B 1E vCenter Server AEFEFEMNEREFERER.

NFEEBENFTHRETEREBNEN , F2H vSphere ERHEERER.

BRFRERBSFRNER.

ERHEREIBRED , vSphere Web Client Y ER#EE F B R—EASAE R,
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d EEH#REEE-TEBERAR  ARENFMEXRRSE > OEHE.
e ENROKHEEIRE

B & vCenter Server M EHELERHEEEMN MAC {2k, FHH MAC fziHiE Ll VMware OUI
00:0c:29 BESE , WLUEERMEEM BIOS UUID BER  EHHESHM BIOS UUID BIBEE#H BIOS
UUID sTE M,

& MR vCenter Server RE#A 6.0 REREHMA , A vCenter Server B 1T{E8E 7E 1% @ B FE AL E K
TERESAEE , BIFLUIEBE vCenter Server &4 2B A vMotion RIBEE RIS,

1£ vCenter Server Z i 2 BB EERKESR | RIE vCenter Server Ei§ZEBHEES Y MAC 3T
BAHEEE  WEAFSSHERAGEMERME
E MAC (Uit &R , ERRBUERESNE IR K

BRENFE MAC LR EREREBNEFE  SELFARERKENER.

R
1£ vSphere Web Client # |, #& 00:50:56:40:YY: 22 — 00:50:56:7F: vy: zz E8E A MAC it 154
EREE  ERRBMERKSESERAM , WBR MAC Uit BEFROMRENS.

00:50:56:XX:YY: 22 AREAMNBEZAAEN. HE vMware BEMARKREN vaCc FR.

REEH

HEREKEES VMware OUI 00:50:56 B9 MAC {ulit , BEZ{v it EB B4 vCenter Server R L2 £
& VMkernel MTE UL EER .

R R

ZERE VMware OUI BT , 387E 00:50:56:00:00:00— 00:50:56:3F:FF: rr SIENRE —[EFEE
MAC fuiit, ERI , FREEBRER VMware OUI BBHER MAC {iit, MEEE VMware OUI BTE
Z B MAC Vit AT AEEREREE , 5528 vSphere MR,

EBRERER | ACP XEAK

ERLEERT |, 7 vSphere Distributed Switch 5.5 REFMA LHEIRE LACP AREHR AEER | ACP
TEMREAM,

RgE

# vSphere Distributed Switch A4 %] 5.5 RREHRA 2% , ELFBRNKRIRE LACP AEIR A1g@aR
LACP X Bl  HTEHEEFNERISERR K #agkiH.

43|

RRE LACP ARREBIRAIZRA | ACP XENBEFESZHENREDAXRRF[N T, HREMER
EURCHEERNBENRE BEREE , BERTEEAN. flm , EHNER NIC TRREEHE
AR LT, IEDAAERBRHANEHNTEBEARTRERE,
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RN Z N —EARE TR EEREE LT RANERTE .

BRIR

EEERSERER  BRAEEE LACP XEAME , EXKMo B8R, LARESHARFNAERS
BRRYEH |, DUGRBIH LACP AT TEMNYH .

HRSESRERXAERNERAR , ZRENRDIIHNIEFETRE., RABRAMOEERE , F
BERHEBRAR  WHEEREMLR.

xR 8-1. FEITREBRAEMTA LACP WL R

R B iR RRTR
1. B HW LAG, FEIH LAG HEFERSHR RBREIHXARBRBHN LACP HLE , WET —EHH LAG (0
REELE, REH).

2 ERHREHERELRE BV LAG LABERSFwMR BRESHANEREHANEGNBEBEARL. BHW LAG
SR LACP BHNRER 8 ERTUETHEERNE REASH WRRERSHMRE).

wae. MTHERNIC BEE LAG.  mefafh LAC REMEs RAEBERENTE , T8
BONAEPEACBREAB LTHERTERER LAGH
ARG,
3. BBILITHWERNICE LAGEEENMEERENICHKE RERBEA LAGEEEBIERER NIC. 588 LAG EiZ
HiETREE LAG EiR /L LITEHIEIRSG LAG EiZ EERK—(EEE NIC,
=

B EASEE NIC EFIEIRS LAG EZIER , LAG XA
BEIHANEZERANBHNDEBEIEFRIEES.

4 EPBRNERERALIE BRAN LACPEMNAEBESE RESHAEBEFANBINIEBEARE. AEEA
Y RKRW LACP BHIRALE  EOT. LACP WP R EEEBEFMHAE TG MM LACP BHAA
BHae. n {EAT  EHN LAG EREaR,

n #FHEH

m REA: AR LT

L)

Pl , BREACEDHARRBLEYHN LAG, HEAPHAEREHARVPRRGNREBEA
B, BERESRAREIRS LAG ZERENER NIC, BRRIIFMATHEEER NIC IS LAG Ei
B, RELFHIEIREL NIC, A0RNERERHEBRVERAN LACP B NAREBEAR , ITTHE
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5% #% vSphere Distributed Switch H # [§ 3 #

EREERT , A8 %% vSphere Distributed Switch R EK,

Bi]:)

n  E=R vSphere Distributed Switch BEREMAK , W HIKZBARAZERMESA P, BFAKEN
BATEELUNTAR :

BR [16] TEFEATP. vDS DSwitch EEFE 16 {IMURELHE MyVM nic=4000 type=vmvnic HJEH
10.23.112.2 k£
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BREMRESRSE  SFEXeRRESERLNERNEERAFTMAH,

REE

FEFERDBARRSEDBEREEBMBRERARIERRE  FEENT,

s FRATHKREEE VMkernel T1EE.

s BESIREBHEEMSIEAR EF.
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E]: ] MRER
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PRREHR 2 ERERIEMLE  BERES > HEE
3 RBMEEATHFAEERE  WREEH ENTLE VMkernel SE B MK E F M nBEEEE,
4 BERMRDESDREEN VMkernel MERKERRBENE .
5 {#/ vSphere Web Client FHFIEMEEIHEE IR BPBEREME.
FHBRE  TRAERBRESAHBMG.
EEBBREIEAESL 1  FE vSphere Web Client fp | EEZEF#
B 2 MBRIBEHESIEHAEIREN VMkernel ERKEBARNEF.

3 REH L (HER] REPMRERRERRS.
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Server FEEF

MEEZIBEMER |, vSphere Distributed Switch 5.1 RE#HARAS LAY T HIE LB £ 3 vCenter Server,
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EEEEEHK 2 VMkernel M TEFHI vSphere Distributed Switch 5.1 REHIRA L |, S EEZBE A
HEREAEREE KRS EMEMIGEE vCenter Server B E 4, 1£ vSphere Web Client 1 |, E# A %[0
FESREE

R&H

EEAMEKRERM vCenter Server F#J vSphere Distributed Switch 5.1 REHIRA L , 85 EEK
VMkernel NMEFHEZEEHAT vCenter Server RREFIERE , WA EMAERWBMEIRRE ENE
%O

&5 71 vSphere 5.1 REFRAH , HERERERAMAMRE., TiB , LA LAE vCenter Server B
ASERER., MEFHMEN , 5208 (vSphere 3% ) FAXH.
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1
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1, REEEMBN VLAN ETHEBIE,

DCUI AT — AR ERERE  UWHZERBEER VLAN FM L1TARE, DCUI T2 FEEEHEMN
VMkernel NMEF , AR EHAMEZIREFE vCenter Server BER,

FHEBFELE vCenter Server % , vSphere Web Client #$BER— IR EL | BHRBRI[LENT S E
HEEHMIRERE vSphere Distributed Switch R {EFHIERETE .

£ vSphere Web Client 7 , F A EEHNREAEERRRED BV EZERAE,

P BRI R

TES TR - RHERRAAE AL ERRERANARERE S EEBERATR-TRERAE , R—TER
A RREIBRRALANES,

LEROERERENTRAE TUEAROERBRERERANAR. TERERE IR -TERER , &

TREAE K AREDEEIERREAE.
BULRTBRNENER  BREERGRS EHTE2ERERA) Ak,

ZEMTZERESR , YARARGE SETFDHRUEZBBERANERREE.
£

MBEBAR SEABROEN , 28 vSphere ME R4

EAMENEEIMEE  KEERRY VMkernel NEFREIMABEHEZEBREEMR LN

B HRERIBETE , VMKernel WA E R B AR TR,
MEFRAFRANESBEIBBEEEIE VMkernel NEFMNE , 5528 vSphere 8RR,

4 BoENERBEREMARN VMKernel NHEFHIAHRE | £ vCenter Server ERZE T,

n  BOBNEEBEAN VMkernel TEFHIERARE , #& vCenter Server EXETH,

a 1 vSphere Web Client |, BEZE I #_

b ERERSIEEL , R—T#HE.

c HRERBXBRB[EES  BEROBAARBRYR-TEETHE RSB BRBONRE.
m  Z{& vCenter Server ERK 24 PRERERREME.

vSphere Distributed Switch 5.0 & E 2 hix 4~ £y E#Ed
vCenter Server i E &

REEZIBEMAR |, vSphere Distributed Switch 5.0 RE R4 E M E#E X B L E vCenter Server,

Bi]:)
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B FEAREE

VMware, Inc. 85



vSphere SEEEHERR

R&E

£ vCenter Server F#Y vSphere Distributed Switch 5.0 REERA L 82 AR EER/KRHN
VMkernel M EFHEZEBHASTE vCenter Server REERRTE , ERARSHMBIRIRT L EH,

FRIRTT B

1

2

3

f#H vSphere Client RS S EN T #,
FAHRT |, EEEE.

£ vSphere Standard Switch 87 , MRFEREBEAREERRWZER RS , BT —EBHFH

a ®B—THEAEE.
b EFMEBERBES A6 £ EFER] TEREIERKE K ARAZRT-5.
c EHEI vSphere Standard Switch,

d 7R vSphere Standard Switch B T , ZERE#H L —HZEARMEANERNE FURREE
RE , REET %,

NMRFEERNEFHIIREEAMRBNRE  FEY —FEREKERARNE RS,
HE, #oBATBBNRETRBBRAREEARNERNEF YN EFTEEHRE
Rifags.

e K [EEEHARR] ERT , BARARBR R VERRHANMREERN VLAN BB (B2
(:38

f ®—TREK.

£ vSphere Distributed Switch IRE# , #ARMEEN VMkernel NHEFBEIZER S,

a EH vSphere Distributed Switch 1RE , B I BAR BB R - TEBER T+,

b EEEERNEFRET , FFRW VMkernel MHF , RARR—TBHE,

c ERNEFEBEINFEUNREMEEIER  RERT -5,

d BAZTHEERNE -—NERERUARARSEEBN VLAN BRI GRIEM) , RERT—5%.
e REBERETBBHRE A AREBR-TEM.

£ vSphere Web Client # , A EBHNREAEERBRRES BN EZFEHA

FRCAMENEEIMEE  KANEEEEN VMkernel THFREERBRBBEE S HARR
2R AV EEE

MEFHAEBEMEBOANR , 5525 vSphere BEMIPAIH.

MREKBERBNEFEAERBREBIREI RS TUCAMENEEIHEESHENMMNE 2
AR,

TR ERERITEBREBERETR

ZRIBEFHA vSphere Standard Switch 5 vSphere Distributed Switch E&E % E1TTUER,
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FEIHURER NIC ERIBENRERRBR S HARE , BERUTER !

Host name or IP R LITTEREX

R&H

IHERE-EER NIC ERIBENRERRBHSHARRE. THRER NIC TS , FUREIRER
?ﬁ%&o

Bltn | BREEBERNIRERERE vSwitchO NEBE NIC vmNICO T vmNICT, TIEEE NIC
vmNICT BBk | REB vmNICO BB R vSwitchO, Bt , vSwitchOW LT EER EiSEE K,
BRITR

BREB—ERBRBEEIRLEERT LT, E0EBEIHENS —EEE NIC ZERIINRIREE , WHE
TRERABZE, ALUERA vSphere Web Client 5 ESXi Shell,

MREE NICHE , FEAFERATH LN ESXi Shell SEEHITH.

WMEFE ESXi Shell FEARKHSHMEBEEN , 528 vSphere Command-Line Interface 2%, {15E
£ vSphere Web Client R F# F R EMERAEREER , 528 vSphere M5,

AS2ESANEREFAN LITRERBIEFR , ERMRTEE
%

THAEREHA TNWRFHEBE NIC IEFR LS FEEHRZFAMBN ERMERRI AR PEER.

gl

EHBEY| vCenter Server F AR EREFHANREBERADN L7228 (HlWn |, FBBMEA vSphere
Web Client) , EZBRATNEEEREETBREAFEIBMAE .

FEEH

BEREBEEF 2%, RZEETHERERKES DRI IEBNES,

 HITELERMSNIMTATRRERFEATRSHREN LITRABNER NIC, ERARNEREEH
AR EHPER NIC BBNATE LITHBERERMRE,

n  1RIBTE vSphere R LACP WER , TEETHMNEE NIC WELEAHA (LAG) SREAE—
ERFHELT,

s MREFREEERERE VLAN P28 AIAMMERP LT EIHEE N EFIASESDERBREL
WEREEE BUEZEEBIEBERBEL VLAN WRE.

n MREREFRARET IPBHEEHVEHEA , AMEAPR LT EFEERKE TER R
EtherChannel FH BB RIARFEREIE
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AUREEEEHATERERES HARBB 2P RAKERERORERREPEB IR LT L
TNEFZENER.

BRSR

o EBREIFIEIE-FE NCEBENLTEREREIRFERLDERBRE.

o BEVEAHERENERENE  FHYIHEAARLITHES  UKERUEARBPEIEREHE
¢O

o BNICBENMAERPREBEREN LTH,
AILAE A vSphere Web Client i EH#E8 NIC B2 5 — @ L17.
n FASBARBRBLINFEAEEIHEE.
a HEEZE vSphere Web Client FH 2 8BRS,
b REMENGEREMAENEETM,
c EENIHEEL  ZENEETISERBRENEIIH,

d BESIHEHN NCERGERTHN LT FEEZEERMARNEFER , 3§ NIC BB
BIH]ER LT,

n BEEHERLN NIC
a 1£ vSphere Web Client FEBEZ i REAERERSIEZERL , REAMKINGER.
b ENERERRE A6 AREBNMSBANERRER.
¢ BR-TEECESKIMEXLRNERERNEF  RA2E NICBEEAP LT

LR ERNHFHIEE E/A Network I/0 Control B9
vSphere Distributed Switch

BT BEFESE SRR (4120 1 Gbps) WEE T HEFHIEZEIERE vSphere Network 1/0 Control 5 3 Mx#Y
vSphere Distributed Switch,
&

LERREZE PII 1Gops) ERNEFHEEECEREZAESE (HIW 10 Gbps) ERNEFH vSphere
Distributed Switch, X#:88 B RA Network I/O Control 5 3 ik , Y H—RZEELFEEE (Filan
vSphere BIE/E . vSphere vMotion & . vSphere NFS RE%) FEEEREE, HESEMEFI
R, WERRENE | EHBETER,

A specified parameter was not correct: spec.host[].backing.pnicSpec|]

R&H

Network /O Control R BER ANEERAR AT ERZ Distributed Switch ZEBIBENEFH 10
Gbps HE, HEREBEDZIEER |, FIWEERKN 10 Gops NEBNE FAREELZRERAREERN
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ZE Network I/O Control 58 3 iRV AEBIERN , 52/ vSphere R RAH.
RIRF R

1 f£ vSphere Web Client & | EEZ=F#,

2 EREZRCIEBL K RERGERTHA.

3 EREEMRARE K ARE-—THE.
4

HREBETE Network 1/0 Control BELIMERANERNEF , BEERIREENERBAR
Net.IOControlPnicOptOut 28

i : vmnic2,vmnic3
5 B-—THEEEHREE.
6 7£ vSphere Web Client 1 |, 4B/ EF#HIE 2 Distributed Switch,

2R A SR-IOV NI EE R HEHE

EREFRGT , A SR-IOV A ERARMTHFEXENNERERTREREERIFREREE.

HEEBEH MAC fuutk , ERA SR-10V B TER BB LB
HEBECRHA SR-IOV 2 EREBNEBERRGTHN MAC it | ERERSHEER.

Bi]:)

ELKERBENRBNEFERE SR-IOV ERIIEE (VF) &, DAZERBREVEEAKMTE <. &£
EREXRZRGAHN (VF) BBEXNBREERRETE RN MAC UitE  EREEZZGERREERY , B
ERMBEARNEFESRTE. BEFREXRGETH MAC UtE/A |, B /var/log/

vmkernel .log RPN SIS RILIEE LK,

Requested mac address change to new MAC address on port VM NIC port number, disallowed by
vswitch policy.

Hep
m  new MAC address R RBEZZRFEHRH MAC ik,
" VM NIC port number R ERHEEEMABENEF T EMERNWEZERRE,

R&H

EEAENTHAFESINERERA NARZE2NRATATESETRERRS TN MAC fuat, B
b, FEEXERG DR EE LR P TP EER,
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BRITR
¢ EEFREEZRLZYD  EIXNHEUFEERE A FEHNESHANHN MAC futit, MRNEREHB
DHCP ARy utiER , BINES B EHEE 1P ik,

flan |, F£ Linux EE#ES EHIT ifconfig EEAWMS.

ifconfig ethX down
ifconfig ethX up

HA , ethx PR XRXFBEXZSRDEREBMABENEFOFR.

#1T VPN AFImERKIERE E# E B vSphere HA &
W E RS N 1TIE B IR

BEEBEBAREEREN (BPDU) ERMEEKEE (01 VPN A FR) SERRELESIERERZERA
HEREEhETESR . S BPDU ER ARt @ P TR E vSphere HA BEMEL
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FEfE2X BPDU ERMER MR ERE —EEERHA P ERESRN MDA RERERE,

MREHREEREER vSphere HA BRNEM EET , AIEREERERG TERFRRBERE a8
BRESETHIH EREBBRE (DoS).
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REMER , ERE ESXi TN BRRB[ERBREUT (ERBRE] M BPDU B # , LA SIEITIEEM
iR B SRBAME (STP) WRIR, BMERBRBH T HARIMBHIFZE STP, MATSEXIE] BPDU L
EX@EBEEE BR  NRZIERNEREESFPHEM BPDU EREZER M ESXi THH B RR

EHESE | Bl BPDU FrThaeiSF AR | MR L ELERE MRV SRR B SmEEERE.
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B9 VPN B), MRETRNEF (BERALERESENRE) RENERTRRERBESR BPDU fh:#
AZEREBETEHRER  MAERUSNEAIRERNE RN VMKkernel MHEFEEBEIMDFRE
%ﬂo

MRERBFHANEHNTEBERULSESEAT LT, Bl BPDU RESBET —EERAH LTHN
HF., FNERMBERERRER MAEFSHNITHEERELEFRIR/HE, KL ESXi TR LEH
FHREEBHTRELER.

MREFRBEBBEBRN vSphere HA BENEM EHT  MAZFTHARERICHASBERIRRER
BREAMENERERRE  IZEETEATNEIEIHEE BPDU BXHTERKRBI S —6X
B ERERESRACHESRINIMNERRFERER, B vSphere HA BEEBERK K EHEER
BEEPHBEREK Dos.
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o MR VPN BBV EEETERESE LEE A RERKSBEEREYENREERRSEEIZE
R{EIE BPDU HEZR,
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BREER B,
BB BRYERREENEENEZERART SEENEFSRARE  TURE VPN ABNRENBENE
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$ [BENER] TR HATRTABSUREIMER BPDU B2 , E—k2EARIHAR AT
AR RMERBETHESRTHRERE,
BETHRE w FEEERE RISBRARE,
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W E22EMA BPDU ERREE. MRE2EEA BPDU &R | B EZRRE] X EWER  XAFRAS
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EEEHESIE 2 EARNMEEEKE NIC RN SEEREE  FANRERRSELEY
BPDU AREINFR EFERE] M BPDU EEP ILEIHEE,
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DEARRER

HEX@E
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BERERRA L2 HRAN (RENEH] AERERES | LA BPDU ERBFR I HIS KBTS
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ERRERRSEREBNERERATYKERNAFEGHA , TURESEIRENRENAR-RS
EEE EF.

% (RENER] Z2UATREREZIUXERERNE  E—FXAFL2HAR , BEAZI/EN
ERERTEERTHERRE,

n HERBESKENERRER EERIE] UEEHR ERIT STP.
n HREHBEREENEREEM BPDU FEMEERR.

FAERT , BEBE ESX| THEEATHREE FKE BPDU GRS TR EBELT DoS WE,

m  E#1T ESXi 4.1 Update 3, ESXi 5.0 Patch 04 REH M 5.0 ixA< , LA ESXi 5.1 Patch 01 &
EHRANEHLE | BUTAHFXZ2—BAER BPDU &iEss , ARG EHWENEH -

m £ vSphere Web Client FE#HNBERSIFER LY ERRGRTE] ERERYP , &
Net.BlockGuestBPDU RARRES 1.

m  FEEHEH) ESXi Shell |, AT vCLI W% :

esxcli system settings advanced set -o /Net/BlockGuestBPDU -i 1
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n EREFEEFEBPDU HESINEIME  HERSESKENERIARERERA BPDU &R
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Hgsm Ak

DRAATRBFR  SERERELZE2MFEAN (RENER] ARREAER.
ERERBRE BRI EERPUR] AR,

n HEREERB[EREMA BPDU EiEsE. BPDU BRI ZEREREN , SREGREL.

et FALERA BPDU R, MRSEMA BPDU &iREE | Bl CERRERE] B8R EA , X
BEFEERRBREEEREHT —HATEN STP ek,

Windows E#E#3E - UDP T/EEHNEHXEK

E vSphere 5.1 REFMAFH Windows ER#EEH AL UDP HEK K BEXESERENRBET
E, EEMAREFRE/NEHRI2 ML,

RgE

B Windows ER#SEHAN UDP B AR 1024 YR K BXESRARPRERTE , BIEEMR
EFE/DEORNt, NREARMBRMAKS , RABKSEE.

RER

HRESEAN 1024 I T4AK UDP H4E , Windows R EERSL S ERTRIGH 2 A BEXT —EH
B, BEMRTRE , vSphere 5.1 REFMATREMER THEBEREEE.
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o WAL TAABNMNERIE 6 EZZEFER , Windows §EBEN Windows BREXRENE
BT UDP HBENITA.

a ¥E HKILM\System\CurrentControlSet\Services\Afd\Parameters E&EHETE,

b #E—{EE , E#A FastSendbatagramThreshold , & A DWORD , R 1500,

WMFEE Windows B &P IEE I EENEEBEER , 528 http://support.microsoft.com/kb/
235257,

o BBUERHEE NIC HBSRE.

MR Windows EE#EZE R VMXNET3 VNIC TEF , MEEEREREYN vix BEEDPRETHSH
Z—. {#/H vSphere Web Client , B EHEBKR .vmx BE,
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BEREENERRE R ARNERHEERNER, fln , MEBHHFEEZE  cthernetX.coalescingScheme rbc
HEW 15000 RiEE , AEERRERER 16000 RiEH. # ethernetX.coalescingParams 16000

ethernetX.coalescingScheme BEYREA rbe s =4
ethernetX.coalescingParams SEREA 16000, ERAEHEATY
4000 R i .

FARABESEREAERCEHBN IEESE. NERECEEIFESNERE ethernetX.coalescingScheme B£H
&, FSEY vSphere EREBPEESRN THEEMETHERAENREMN
o

BERABM ESXi PHWBESTEE L, ethernetX.coalescingScheme K%

R BRAMAUEEEN A vSphere BRMRA R HEEREA .
ethernet FEH X KREFEIFF VNIC BIFH.
WEEFME .vnx BRAIRESBENWFMEN , F2B vSphere EF MR EEHRA M.
o BBESXi THBERE.
WHZEEXETH ENAEERBSRNAEERKR NIC,
A LATE vSphere Web Client k&S ESXi Shell HE#ER vCLI EEADS , MEEMAVER

RIRBEBE.

esxcli system

settings sdvanced set
B vSphere Web Client FH8E W<HS8E &
BE—ESRERHCERRNTEREE R, filu, Net.CoalesceScheme /Net/CoalesceScheme rbc
MRFEHNIEE R AEY 15000 X, AIKHERE Net.CoalesceParams /Net/CoalesceParams 16000
£ 16000,
FABEEAXEFREEHBNITEAR., MFER Net.CoalesceDefaulton /Net/ 0
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