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Configure vSAN Configuration type %

Select vSAN configuration.
1 Cenfiguration type
© single site cluster

Each host is considered to reside in its own fault domain.
(O Single site cluster with custom fault domains
single site cluster with custom defined fault domains without a witness host.

() Two node vSAN cluster

Two hosts at one site and a witness host at another site. Witness host contains only meta-data, and does not participate in storage
operations. The witness host cannot be used to run VMs.

() Stretched cluster

Twio active data sites and a witness host at a third site. Witness host contains only meta-data, and does not participate in storage
operations. The witness host cannot be used to run VMs.

() vSAN HCI Mesh compute cluster

AVSAN HCI Mesh compute cluster can mount remote vSAN storage from other vSAN clusters within the same data center.

CANCEL NEXT
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M1 clientVsanCluster ACTIONS v

Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
VSAN Services TURN OFF VSAN ~
Services v
vephere DRS > Performance Service (Enabled )
vSphere Availa..
Configuration v EDIT
Quickstart
General

> File Service (Disabled )

Key Provider

VMware EVC
VM/Host Groups FNABLE
VM/Host Rules
VM Overrides > VSAN ISCSI Target Service Disabled )
I/O Filters
Host Options ENABLE
Host Profile
Licensing 7 v Data Management
VSAN Cluster
Supervisor Clus.. Space efficiency None
Trust Authority
Alarm Definitions Data-at-rest encryption Disabled
Scheduled Tasks Key provider
Disk wiping Disabled
vSAN v
Data-in-transit encryption Disabled
Disk Managem... Rekey interval -
Fault Domains
Datastore Shari.. EDIT
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Hardware Acceleration
Type vsan
Capacity
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Enter Maintenance Mode 1026227215 X

This host is in a vSAN cluster. Once the host is put in maintenance mode, it has no access to the vSAN datastore and the state of any virtual
machines on that datastore. No virtual machines can be provisioned on this host while in maintenance mode. You must either power off or

migrate the virtual machines from the host manually.

[¥] Move powered-off and suspended virtual machines to other hosts in the cluster

Full data migration
6]

vSAN data migration Ensure accessibili

No data migration
5. No data will be moved. 1 objects will become non-compliant with storage policy. See detailed report

A rebuild operation wil be triggered for any non-compliant objects in 60 minutes unless the host is taken out of Maintenance Mode by then. You can
change this timer from the cluster vSAN advanced setfings.

Put the selected hosts in maintenance mode?

e I
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5o
=

NRIEE R ZIRTEAEIRE Docker REPAEIR (172.17.0.0/16) BEE » B SR E D NEREME - EgE
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[root@localhost ~]# mount -t nfs4 -o minorversion=1,sec=sys <primary ip address>:/vsanfs/
TestShare-0 /mnt/TestShare-0

[root@localhost ~]# cd /mnt/TestShare-0/

[root@localhost TestShare-0]# mkdir bar

[root@localhost TestShare-0]# touch foo

[root@localhost TestShare-0]# 1s -1

total O
drwxr-xr-x. 1 root root 0 Feb 19 18:35 bar
-rw-r--r--. 1 root root 0 Feb 19 18:35 foo
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[root@localhost ~]# mount -t nfs4 -o minorversion=1, sec=krb5/krb5i/krb5p <primary ip

address>:/vsanfs/TestShare-0 /mnt/TestShare-0
~1# cd /mnt/TestShare-0/

[root@localhost
[root@localhost
[root@localhost
[root@localhost
total O

drwxr-xr-x. 1 root root 0 Feb 19 18:

-rw-r--r--. 1 root root 0 Feb 19 18:

TestShare-0]# mkdir
TestShare-0]# touch
TestShare-0]# 1ls -1
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foo

35 bar
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[root@localhost ~]# mount -t nfs4 -o minorversion=1,sec=sys <primary ip address>:/vsanfs/
TestShare-0 /mnt/TestShare-0

[fsadminQocalhost ~]# chown userl /mnt/TestShare-0
[userl@localhost ~]# 1ls -1 /mnt/TestShare-0

total 0

drwxr-xr-x. 1 userl domain users O

Feb 19 18:35 bar

-rw-r--r--. 1 userl domain users 0 Feb 19 18:35 foo
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#} o vCenter Server XX BIME KMS BIINZEEEE - KMS BEAE L #FEEE » M vCenter Server 1
KMS EXfS&i8:8 505 » WAE eI E ESXi 1% o

vCenter Server AE##1FE KMS £8% > EZRBLIEHPEHFE o

HBEENNZNEEL

ERFAEEREE RN 0 vSAN 1% vSAN BRIERESRFAEIER - NEBFEEEE » REFAER
I3 R HABFERER - (EEAMZERNEIES A UHITINZEMRE TIE

VSAN EHENMNZ &I TR :

s vCenter Server it KMS E3K AES-256 £igMNZE £ (KEK) o vCenter Server 1247F KEK YR
15> BREESESS -

m  ESXi FHEFERERIZE AES-256 XTS R MEBHIFER - SEMIEEB FARINBEKEENERNE
238 (DEK) °
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s F8H ESXi FHER KEK I H DEK » M EHARE HEEFINZRAY DEK o FHEARTEHE EGETF KEK o 10
REW BN > BIFHN KMS EREFHEERFIIEN KEK o 8% » EEA IR EMEH DEK °

»  FREBARMELCEED > MIFER - TRERETHFIE TRERERNERTIR - WESIRIRE
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FHREMFMKE - EATENZEEEREHE - ERITRE KEK o IEREFRISERER D ENE REFFEZ 5T
A o SR LATE vSAN REMINARFH BREHAR > BASIRRER AR T - EEITHARRBF4EA0AREE o
MEERFFEN

£ VSAN 7.0 Update 3 ReE#hRAH > BME IR AR G RBMANEZRG - SEERME DI RS
EIF - MASRFENR > BIETEMRARE  ESXi TR EREMEER -

6 ESXi TREMHMEESME LR > LR EFRBETESRIRDT - MR ESXi THRABEETEEE
(TPM) > BINIZE BT ENFRBREGHEFRTN TPM 1 - TRAFEERNE LR - ESHRARSEE
EERR  MEFERLJEEETT  EABEER —ERFETPM P

ERUTRLERET N LRVBERFEN -

esxcli system settings encryption set --mode=TPM

esxcli system security keypersistence enable

MBMNBEZREEMNFMAEN > B2E (vSphere Z2M) Y (EBIFESEHER) o

£ vSphere Native Key Provider

vSAN 7.0 Update 2 £1#E vSphere Native Key Provider o 1R EHIRIE S #1¥ vSphere Native Key
Provider 527 > BIRJLGEEBZRINE R vSAN FEFREEKSS - WEFMEN > 520 (vSphere &
2%) FEy GREMEIE vSphere Native Key Provider)
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TEIERIT ©

vSphere Native Key Provider R EIIR A EIBRIARSSEREBHTE o
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REREZREME
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st FAMEEETEINNZR vSAN BE FEE KMS ERES c MNRBFAEMPE > vSAN BEERAY T 1% EE8
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TS KMS B A ZIRAEHIIESBIREERTATERE - B2 BAIUEETERRTE °

m  vCenter Server B F—EEBIRHEEZE > EOLGEREHEREREN KMS BITERBIIE ESER
#E > WRTEFE KMS BUTERR LIRS HPp£iE o B KMS BREsciRisix o

n  (SEREFER—E KMS BITEBRESBIRES o

»  MREMIRIBZRARRERERN KMS RS E > AIRTUUNE S EESRIRMEE -
BERM
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n FESRIEEHENERER | Cryptographer.ManageKeyServers
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3 B—TRE > ABR—T (X2 TANERRME -
4 B—THIERESRIEME  BEEDASRREEES > AR —THIESBRME -
BRI — T KMS > LUME B2 iR EIRFARESS o
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FETRERIFESRIEMEETER
R ETIBIREENILE vCenter Server &4t > BJURIEEER - BUEFECRN EWIREEREEN
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1 ZEZ vCenter Server o
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3 ENERIRME -
FEENEE IR IR M BRI KMS o
4 ZEEELKMS-e
5 WEIMEFETHRIEERD > BEEME KMS {F1F vCenter ©
6 EEVESTAMRBRAVEEE » MWKER TS METIRE
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vCenter Server 1R CA /&i# fERAIR CA REEERTITESHIRMEFETER -
vCenter Server &:# FERGEEREIGESREMEEETES -
HEEEMALE SR fEA LERENA TS RERRE R ESHIRME S EER -
SRR EERE ERMERSEEEREERE IR ESHIRMBE SRS o

fEFAIR CA R RIEETIEESHBIRHBSTER
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4 RBIUGETHATIEERD » BEEE KMS {SF vCenter °

5 JEE vCenter &iH > RBRT—H -
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fEst FMRIECRBRERARARS » BRIBNELMERE -
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BE KMS BEMLE SR - REBET—F -

SR KMS BRI R E B F A IRF » iR — T LEER LEREER
7 BEBERAEERBXFHRET > IR —TLEER LESHEE -
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EERRESR - F2RTHRESRIEHENGERTE -

REFAREiWRME

ETHER THERERRZREMRE | RERE—(ETRREHEILERZRIEMRE > WREHIRIEE
AZEZRREHRE > MEBRTARSRIEMHE -
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REMZEHTERIRMERS IR FEEARE] BT [BER] MReREES
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2 B—TRE > ARENERESIEFRS -
3 ENERIRME -
4 BH—TRAMHERE-
SRR IRBBRNHIR o

5 B—TRAMERE-

TiRRME G TR ERTERE -
FEAIRESRIRHEENEERTE
PBRIEFTISIEE S RIRMEE T F A IR TIGEE KMS » FRIEKATE RS RTREBRBEILEE -

AILUBEBEIE KMS T L& KMS ‘BB EERE » BI5E vCenter Server {51F KMS o {&E Mi{EZEIERT (&
BEE

s {FHEE KMS EHEERREERS o

n  {EAfE vCenter E1F KMS EIH » 1§ KMS DEEES KMS CA &5 E{EZE vCenter Server ©

B MBELEIR CA REHPAE CA /REE » vCenter Server E=TH% CA BHENFTE RS - AHEE
BMANZEMN > 5 EE KMS Bz D ERE P CA &:E
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B—TRE > ARENEREERRES
BERVAZEH T S(EERR KMS BUUTERS ©
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RBISETHRINAERSP > BEEUFFH A —EEEIE o
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& vCenter {51E KMS ERTEEFESRT » F—TEE-

& KMs &E a TEHIRMEEESIRF > B EEE » - T EEERTEEREIEE -
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E#HY vVSAN & LRAFEERINE
{ERIEARTERTEY VSAN SR ER AR AS RIS ©

BEIRM

5

WEER :

m  Host.Inventory.EditCluster

m  Cryptographer.ManageEncryptionPolicy

m  Cryptographer.ManageKMS

m  Cryptographer.ManageKeys

TN BB R EIZESIBIRME » HETE vCenter Server #l KMS Z BRI Z{EERVELR ©

BEERARE -
B—TRERIRE -
£ [VSAN] T > ZEEUARTS - ARIE—T [IN%] RiREE%E -
£ VSAN IRFESHESIRF - BUBINE » AREN KMS £ EREME o
fEst FRBMREIERERMZENS I - UTERUA vSAN MNZE 2R - ARREEE ERRIERER o BRIECAE
ENEesERESENNRER  CRERETHRFREERN » SRIBHUBUHERILZETTE © 11

LISt SEREMRTERRA VSAN MIEZ & > RE LA EBAERMENER - RFEEE LIRBAERERKES
BRNENRE > FREBURE -

PUEREERE °

dt

ER
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EENMNBEERME R
ESRIPTLRR - CANEEHOBEENMESHE -
B0 VSAN BEEEHNNESEE » U FRETA -

»  NRELEMRY KEK > vSAN BREFRIFAA T ERE KMS IREIFRRY KEK - EEMRIN KEK EMMNES

8 FHAY DEK °

» MRCEFERHEWBEFNBAEER > AIGELEN KEK FIHHY DEK - EMMEZENTEZHMER

MR BTG o
WERMG
n MEHER
m  Host.Inventory.EditCluster

m  Cryptographer.ManageKeys

s BYPWEERRTESEIEME > HBETE vCenter Server M KMS Z I Z{E(ERIELR o

o
b}

1 EE5) vSAN L -

2 B—THRERIEE-

3 1E VSAN T - EEURT ©

4 B—TEEMBMBESE o

5 HBEELW KEK > FE—TEHR - BEMRHN KEK EXME DEK o

n  EEELIN KEK FHR DEK » WEHMNE vSAN REFRNFRBEER » FEEUATZEG R | I

EAMNERERMNE HEELNFRBEEY -

n  WIREH vSAN REHEANERER » FENAFFRELRTTERZING IR - MRAFFRDBTUER »

TEHERERRIVC(ERERRE > SVERAISEEFEAR -

AHRARN vSAN =& FRAFEERNNE
ERTLFE R AREERA VSAN HSEMMAS S HURR TR NE o
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. WERER:
m  Host.Inventory.EditCluster
m  Cryptographer.ManageEncryptionPolicy
m  Cryptographer.ManageKMS

m  Cryptographer.ManageKeys

s BNEERTEEESEIZME > HETE vCenter Server #l KMS Z BRI 2= {ERVELR o
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n BENHRESEANERERFE -
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1 EEE) vSAN EHHEE o

2 B—THRERIEE-

3 £ VSAN T - EEURT o

4 17— [INE] ERERILR o

5 £ VSAN BRFSHEES RS - BUAINE > ABIER KMS BEXSRIIRHEE -
6 (/) IRCBRETNREFEBSOSHREN > HERKRFREY -

IEERE EHET VSAN ENMERILHEFREFFRAEN o ILIEESIENNEESEMRIRBRRE - EItkR
IFHER EERNRENER > TAIR/IERILER

7 #H—TER-

b

R
VSAN & vSAN BRFIMEFRFIEERE > S8FEMIREHERITMEXNERBRIUE -

VvSAN NNZ2 Bz ICMEE]
HISRIREY VSAN EEFREF A TR » B ESXi T 348539 » BIESMNMENENBMUEER S
BEL o b4 » vm-support EfHEE MBIt &N o

fEst OMEENFRTAE B S SR E o RIB OMBEENR » SFEREAMNER Z 2 MR EEER

ESXi FE 4 Ry CMEED

E ESXi EHIEER > GELEMERIZOMEEN > I H TS/ o R OMRENZER ESXi SIBREVRHE
HWERMEL o BN T—TRIFBURRZERZE °

»  RZBHIERT > vCenter Server ERTHMRAKRE KMS BEiR > WEEMAREERRILEBEX
48 ESXi T o MRIULIEZERT) > ERIMEL vm-support Eff » I B ol UEZE N EMINZBULAZOE
Elo

»  UIR vCenter Server HEXBAFE ESXi Ei% » IEAIFES LB E KMS BI&88 o

n NMRIEERABETSE 0 BZBERERN vCenter Server HEZMA TS E » BITE XigizoE
EN o SRR EFA BRI £ ©

RCMEENFT vm-support Eff

BORBEHIRES VMware FITZER  EHZERRERTERCEL vn-support Eff » ILEH
BERBHARMEN - BIFRUIEED - NRTERROOSBEE LS ERR ALY - 07
DUSHHOIBENRE » SR TTAER « SIEEAAE 2 M RIEIMER R MR SR (NS
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vCenter Server & _ERIZIOMEED

vCenter Server Z#%_FHIRZCMBENRNNZR © vCenter Server BB ZEBEMERKEN - Z/DHEIF vCenter
Server S E{F# o Htha[IUEERIE vCenter Server 2L OMEBED o 3RS P E MBS a7 B E
ll:tﬁ:ﬁ% °

EMER vSAN BRERERUE ESXi EHEEY vm-support E4

MR BTE vSAN FE FRUAFFREERINZE > Bl vin-support EHFHRBEMZOMEENEREINZE o EET LUK
&M MRITEHERBBEEZOMER > ERILUSERDS

vm-support EHEZCERIE - L OBEIEZRES o

WEEY

AEHICIIEAR > SRBEEA vSAN BERFHRENFREERINE o EHZEARUESTEREHEEZ
CMEENAREE AR R E AR ©

Bt ZOMBENTIREE SR EN - AREASNZ 2 HMEAEBER U RESREN WEHEHRE) o

2

1 {#H vSphere Client & A vCenter Server ©

2 H—TEHMEE > AEBETESX IR EER—THBERE -

3 EWMEHARSRCH o

4 TEHEEABRY o EREMBEZRCEENNERS - RBISE W HEIEZS
HASEIBREBTERE > FETEE WR VMware BITZIBER) > RER— TR ©
6 IEEERENMUE -

7 MREHZBEBAREREER vn-support EFFBZCEE » FEAE— ESXi EHRIERE TS

a EA ESXi WHE#EE vm-support EFFAERBEE ©
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182218818 esx.date_and_time.tgz &I ©
b HRZEHZTEEHNEZRERFEEFEN RBEENEHNENBENES » ABBEMH -
c REMREBEIREEER -

vm-support -x *.tgz .

EERIERMEERSEE S ESXi EMAVZCMRENESR @B /var/core ) > MHFIRERSE
B SR BI S EZ OMBEENRESE o
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d DREREENEAZOMEENES

crypto-util envelope extract --offset 4096 --keyfile vm-support-incident-key-file
--password encryptedZdump decryptedZdump

}

vm-support-incident-key-file STt BBV EHEIWIER o

.|.

encryptedZdump #INERIZCMEENEZRTE ©
decryptedZdump %< EENIEENRTE o :BZRMBE encryptedZdump LFBEBHL o
e RMEEEEIL vm-support EHRFRIEENES o

f BRRINZENZOIEEN » YERBEEY o
vm-support --reconstruct
8 BRrEOIRBEMNEMEAER -
FRE S ERTINE 2 N3 R CMEED
TR LUEBER crypto-util CLI BRERSEMMNE ESXi T ERIMNEZOMEED o

CAMRERBILIRE vn-support BFFIZLUMEED  HOBITESSREEN - HREASNE2
R AL MBS U R SRR, (I ER8) ©

MEBAEMNME crypto-util B CMEENFIEMINEERGEMAER] > ;52 R S FIEREA ©
Bt crypto-util BRAREMEERE
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ESXi ARINE iz OMEENR 1 S8 A BT EAZCMEBENRY ESXi E# ETTA o
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1 EEEFAZBERCEENR ESXi T -
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2 FERCMBEENR SR EMNE o

pedc] st
SRR OMEED crypto-util envelope describe vmmcores.ve
zdump 1EE crypto-util envelope describe --offset 4096 zdumpFile
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3 REROMEED GREEREME) o

3] Ei:pu

ESERLOMEED crypto-util envelope extract vmmcores.ve vmmcores

zdump 1% crypto-util envelope extract --offset 4096 zdumpEncrypted
zdumpUnencrypted
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F+4k vSAN B—EZREERTRF » M EIRIBILRRBMNIERF HITHRIZFE °

EXAFRz A 0 BAAR MBS BN A RIEF U RARIES T ATE o INRIERHAE AR vSphere
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BRI EREEHRE RN BIRFREERER » BAGCTEERFAERE
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VSAN FERSff o

EEHREAS ST E A E LS -

et
BGEIE ESXI THLUSE VSAN HBS - SE ML TS |
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TR REER  REBARER TR

£/ vSphere Lifecycle Manager W {THAREH » FERREFTHEEP—SEFR THTITHER - A7 E
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3 (EE!) A vSphere Client 8 vSphere Lifecycle Manager F4k 1% FRIEH#2S o
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WNRIERE MR EL » T EER vSAN HrasBEE E1EZE vCenter Server o 7 vSphere Client § »
H¥—TEE > vSAN > Bif > 2A%B1L—T [hiABik] BERPNRIER LM o BRI TEHEN vSAN R
Bif o

VMware, Inc. 13


https://vcsa.vmware.com/ph/api/v1/results?deploymentId=2d02e861-7e93-4954-9a73-b08692a330d1&collectorId=VsanCloudHealth.6_5&objectId=0c3e9009-ba5d-4e5f6-bae8-f25ec506d219&type=vsan-updates-json
https://vcsa.vmware.com/ph/api/v1/results?deploymentId=2d02e861-7e93-4954-9a73-b08692a330d1&collectorId=VsanCloudHealth.6_5&objectId=0c3e9009-ba5d-4e5f6-bae8-f25ec506d219&type=vsan-updates-json

B VMware vSAN

vSphere Lifecycle Manager Al:E{GE A% VSAN EEEZNHFIEHIZIEEIER o —LEFEHIZIKE
1Bt vSAN AI R EMEHIZEHERNNHEETETE - MR ESXi T EAEFEEETR » A FEZ
ITHo

fEF vSAN 4BEB4RIEIE S

vSphere Lifecycle Manager 1R (VMware & E{5r) BEREARMIFE (HCL) FNEMRER
LM ESXi hitZs - EIRIFEATRY vSAN A BEiEESE vSAN FRERIERARIERE o vSAN HRMEE
iR BRI R AR A PR R R BR BN A2 RS A2 TV o

VSAN #HEZMRIREZ I HFEESE vSAN EERETBRVERAESIEIRESETIRAE IR HCL PAES
VSAN SERHEERE » VSAN EZFARERINIRE > FISEELE BAIBUARES ©

fBst ¥ vSAN EERMEMHITIBETEI R ER » vSphere Lifecycle Manager B vSAN Health
Service ° VSAN Health Service AEAREIT ESXi 6.0 Update 1 HERRRASEIEM o & vSphere
Lifecycle Manager FH4Rk#11T ESXi 6.0 Update 1 S{E RARAB T4 » F4k vSAN EEFHRE—EE
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R IERERE o vSAN EBEFHARE 7.0 Update 3 R ©
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