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. B
. 1Pt (RF)
. EBTEH

n IHER IEETRERAZHBNTERNEE. METHEWE FQDN THEE , BREIR

REBEERTER , MENRRITEERRERTREMRE,

s BIEH E#TT vSphere Certificate Manager By vCenter Server Ei 26/ IP {3k,

£/ VMCA R TR R REMBFNBEE X
EIEH VMCA tER 1 CA ERAR , BRUABTEUTER,
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bbb
RIBHE

HEE SSL B

RRARERAERE

AR BREHER
EEEERETERS , BRLAEGAUTER,

VMware, Inc.

BEER

m  SETLUERA vSphere Certificate Manager #3 CSR., &
BEEH Certificate Manager B4 CSR L EHRBE (h
# CA).

n NREREFFEREY CSR, MIERXEREBNBELER
ETHER:

SB|A/D 1 2048 17t (TIR) £ 16384 {17t (LMR)
(PEM #RT8)

PEM #3. VMware X PKCS8 fl PKCS1 (RSA &
i®). S|HIILE VECS 2% , 8Ei A PKCSS,
x509 % 3 kR

HRIRBH  CA EHRAERS true , BHREBHEAN
REREBES, flw:

basicConstraints =
critical,CA:true

keyUsage =
critical,digitalSignature, keyCertSign

AR CRL %8,

(EHESREASE] TUAZAREEABRRRE.
HERBEENWRESEPAERG ., VMCA ERER
OpenSSL (& 10 EEE).
FXEEERFTTHZME DNS EBHNEE.
SEESEIE Y VMCA KIS CA,

MEFEA Microsoft BERERBHNES , F28
VMware HIFREXE : Creating a Microsoft
Certificate Authority Template for SSL certificate
creation in vSphere 6.x (£ vSphere 6.x FRE L
Microsoft ‘R REMBEIARLUE SSL BFH) , MAutA
http://kb.vmware.com/kb/2112009,

BELAE vSphere Certificate Manager 3 CSR HF B
M CSR.

MREFEHEYL CSR, AIEMERFE LIMFAEEA vSphere B
BRERPAIINER. BN BEEEEHE FQDN,

BELAE R vSphere Certificate Manager 3 CSR HF B
M CSR.

FE BUBASRERAELARATENER, NREFHE
£FFE , AIEWMTARETRACN, REEANITATE,

R IEE A vSphere Certificate Manager , Bl T E €12 RIEH
ABMFRRSREAENBHEEN. vSphere Certificate
Manager &M FHEFIE certool.cfg A,

#R vpxd-extension fERFREAE , AL (EHRESEBER
FiE] BESER [TLS WWW B FiRERE].
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bbb BEER
HE28 SSL BE AR LAIMER SSL BREMSARAFRE=FHE¥ CA TE
HE B

m BRI LUMEA vSphere Client 5 vSphere Certificate
Manager B4 CSR , B ATLAFBE L CSR. CSR HAF
& L FBEA vSphere BEMNERFAIINER.

n HRAZBDHNEN , EULIESTERE  REHUEAEE
B, #E3H FQDN B%E,

R RERERE BRSNS EBRAFREAESLEEFHEE=FHEE CAFT

R B L RE

m  EABAEA vSphere Certificate Manager B4 CSR , 18
LA B1T%H CSR, CSR HERFE LMFTAE A vSphere
BENERFMAINBER,

m  REEH vSphere Certificate Manager , BIAARRE
BREMABNBRATREAENEEEN. vSphere
Certificate Manager #&&#EHEME certool.cfg H,

R SUMRSIREAELECERATENER. FBEL
MBREEIMTIHERECN, REFANIAME.
ZEELFEABTBHERRMRASREAERIR , FRMUE=

7 CA WEEHBRFHEL.
¥ vpxd-extension FERARGEAE , WA (EHESBKER
B3] BESMER [TLS WWW A FHEE].

vSphere BHREEHEH

BREREH vSphere BEEBREBAIEN ITEECRNERENER, BUREZEREHNTEIHZHEREH
R, UREBEZEMEA ESXi 5 vCenter Server.,

AER VMware BENEES

VMCA A RIEFIEBREEE. VMware Certificate Authority (VMCA) AL VMCA fEB IR BRI EH
BHBEME vCenter Server JTHHM ESXi £#, MREBEREM vSphere A4 E| vSphere 6.0 E#H
WA, IEERBEREDBGENRE VMCA HENWEFE.

MEEB IR BERN VMware BF |, AIBHNRBESFERHER VMCA 2 BEMFBREZBHNER.

#& VMware BEIA A BRI BENEES
NRADFABBHE= S ALK CA BENBR  ARBLTBREN , WEEBELHREEE.

n EVMCARBIRLE=F CAHNE CAZEE. ¥ VMCA RBREIRAZEBNEFE. EHER
T, VMCA BEADETE, VMCA FHEEZEEBEBEENEBHEME vCenter Server TT#HH ESXi
M

s NRATFRAFAFEEPFEPERT , AT ABERARELERE. SR vSphere Client,
vSphere Certificate Manager AR , AEABEFEE CLI MIITFHBEIR.
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FARER BT BRNRER , BUTURERD BE.

n ESXi TREEAFPBRBHEBEFRE., BEE vCenter Server AR FE 1% EHEERERHEIIG
& vCenter Server £ VMware Endpoint BFEFBE (VECS) ## TRUSTED_ROOTS FHE.
F#ZE vSphere 6.0 EHMRAE , I EREERNREABR . MREBHFERXAB VMCA (FERE) ,
It BIZHE vSphere Client BITBREEHEE , Bl VMCA ZEBELERNR BT EE.

n  EEREE vCenter Server ZEAR AR IE , Bl vCenter Server BRE BRI BE. ARE ,
EHRESNIE-—REFEE. SSRBBEAEM vCenter Server Hl vCenter Single Sign-On &
%, BELOREGHMMES SSLRE . A, VMCA 81§ VMCA EEBRI B RAESEMBRARERE
(vCenter RIEES), RARFEAEBEFERALEBERM vCenter Single Sign-On ETERE
VMware TEZBIRNRFRFRERERE.

vSphere BENHE
#H vCenter Server , A LMERATH TAMNA AR ERAEE.
% 2-3. AR E vCenter Server BENNE

ftE i di]

vSphere Client ZRERAERENERT - RBREBIE,

vSphere Automation API H2H (VMware vSphere Automation SDK & 5t1s
M) .

vSphere Certificate Manager 2 AAR2= € vCenter Server ZEN WL T —RBEFRMRIE.

vSphere BEEE CLI £/ dir-cli, certool M vecs-cli BITHMEBREET
1E.

sso-config AHAER & vCenter Server ZEM WL HIHIT STS BREEE,

PowerCLI 12.4 (B E vSphere 7.0 EH I A) HITSEERRREEETE , B2 vCenter Server #88 SSL &

FUA R B ESXi #4488 SSL BE,

R ESXi , BAIBASE vSphere Client T RREE. VMCA EMEBI LS HAEEFRN ESXi TH#.
VMCA &7 VMDIR 5 VECS H{#1F ESXi E#EE., H52 M vSphere R MRAH.
&K vCenter B
¥ vCenter Server AR MBI HERERE , XETIIRE :
= H VMware Certificate Authority (VMCA) BEAXRHEBHEBE.
. BHEIBHE.
n RREBCHAR PKI EENEERE.
= HIMB PKI (B0 Verisign, GoDaddy %) BEEME=7 CA HEBBH.
£/ OpenSSL ZEYMBEREBRIE , B8R CA FEATXE
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EX vSphere B
BEATRRIUREREZERENER |, BU ST ARERNEBHEER ., B LERH vSphere
Certificate Manager 2BRARAFEI HFNE A TRBEMEY CLI , # vSphere Client T BEIL,

VMware Certificate Authority (VMCA) B &£ &8 vCenter Server $E/F ., VMCA A H VMCA
AREREMBETEBNERERNESHESE. S vCenter Server SRAREAEMNSE ESXi =
%O

BRI L AR TER B . B vCenter Server T , BAUEREEELZEFN—EHSIIE, BEZHE
RIF T HRE
BREER A VMCA £B8H%

MREH VMCA BRI HREMREBEETNC , AITERABEERE CLI MTZERF. KRER,
VMCA RBREE 10 FREHY , 1 VMCA ZENFAEBEHSERBRIHRIY KRS 10 £
PR

2-1. VMCA #ZEMWNBEMFE VECS

VMCA
PR
BEE
- [
CA & '
A 4
—
\
waEE |
VECS

A LAE A T % vSphere Certificate Manager #£I8 :

n  ASHEEE SSL BEMAAR VMCA B#E

n BERARERAEBEMLS VMCA BE

WEFHRENANWHEEN , F2REA CLI BRE VMCA EEBREMR AN VMCA £EBHE.

ff VMCA AT H#BHEREKE

BRI AERASETHERERE (CA) HE=FH CA BZBNEBEFINK VMCA IRBE. VMCA BRHEBRFR
A LLEBEFTRER , F VMCA RAF# CA,

#FE NRRTHE2FZEHESE vCenter Server , BIFEFE ESXi T2 BT VMCA REBH., E&—
R, VMCA $HER@EHELE K BEFFTEEEHTE.
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2-2. B=FH¥ CAEZBHNERRMEA VMCA A4 CA

____________________________________

1 1
: VMCA VMware vSphere :
: :
1 1
o h] ) B : ) ") :
1 1
B2 BEEE BEEE :
—_— > + >
1 1
\ \ : \ | :
1 1
18 CA Bis 2% CA BB : CA B ' :
| v :
1 () = 1
1 1
1 1
1 1
1 1
1 1
1 1
i \ !
| wEsE |
1 — 1
1 1
: VECS :

____________________________________

B LUEA T 5 vSphere Certificate Manager I8 :

& VMCA RBERNRABTRERELMAMERE

= EHER SSL BENMAA VMCA BR (ZHMEBRBELEXTE)

n BFERFRERAEREIRNRA VMCA BE (SHMERAELETSE)
NEFHBEMANEBER , FSREM CLI & VMCA RATERBERERE.

& VMCA #EBZEINRA BT EBE
EAILME A ETTRERAREN VMCA BN BE. NREFEAZSE , CEaSHENERMERE.

2-3. IR BEEEMERE VECS H

______________________________________________

: YT VMware vSphere |

P | |
EHE

v I I
i A | 1
(BEAEE) ‘ *ER ;
| a— |||

: v :

mmsE |

: VECS :

______________________________________________
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A LAEF T 51 vSphere Certificate Manager 218 :

m  HER SSL BRI ABRIBE

n BERFREAEBIFIRABRE

NEFHBRENARNHEEES , F2REA CLI KBRRRABTERRE.

AT BAE A vSphere Client B4 #E8 SSL B (AF]) M CSR , RRHE CA BEIBRAKERR. F2H
£/ vSphere Client B4 #2E SSL BENBEEBER (BT ER).

FERREREHNERE

EREFET , BAILE VMCA RIEBSBE , B HEREBNEMR 2 EABRE. Sl , ARE

RERERAEBEERANE vCenter Single Sign-On ETERE |, EHitt , FZEE VMCA HEBELRE,
B SSL BRI A BT REBURRE SSL AEZR 2.

AERABETAHTEEFE CA, EELERT , BESBRRENMBRAR., ERTRARE#BEILE
BN ERHE  IBRARFAERENRZS, BEENBERBERATARE ABRASTREAERE) UEHAER
VMCA % ZBRHE,
ESXi BEER

P ESXi E# | BT LB vSphere Client #FE BEMETA., MEFMAER , F2[E vSphere 21
R,

xR 2-4. ESXi BREUKRIF

215 L

VMware Certificate Authority # = (8:8) & vSphere Client BB , VMCA R EAREIHNE
#. MREZE VMCA RBBEFAGSREELE , AIETHER
BRERREL.

BRI REEEREES AHFEFHEHFMNEALIER VMCA HERZBEHNBE.

BEER TMAREEFREPERE 5.5 BF ., SHEXETERAMNMS
1B

vSphere EFABENER

VMware Certificate Authority (VMCA) EFABEMRELNIRE. BRERFARTEZERNHE SSL R
#& . ARM@ vCenter Single Sign-On BMFERBNBRSREAERE , URAR ESXi THHNBRE.

FEABHNEREDT.
#& 2-5. vSphere FHBH

nE =8t AR

ESXi B VMCA (F83%) fETEIE ESXi AAHEEME L

KBS SSL B VMCA (F83%) #1727 VMware Endpoint BEERE (VECS) #,
RS REAERE VMCA (F83%) fE1E1E VECS 1,
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& 2-5. vSphere R RE (&)

ot (=87 £id

vCenter Single Sign-On SSL % REEHREMHE, RS HEENEFE.

e B BOERERGTRELEE  FATERE

EFEHNTA.

VMware Directory Service REHEBBEMHE, 1E vSphere 6.5 REHFIRAH |, #aEE SSL BRBEHE

(VMDIR) SSL B & vmdir B,

SMS BEREERE B 1EZ$% |OFilter Provider HifS 1£ vSphere 7.0 REHMAH , SMS BEREBBE M
iz, F1E /etc/vmware/ssl/

iofiltervp castore.pem i, 1 vSphere 7.0 Z
B, SMS BEREFBRBREE /etc/vmware/ssl/
castore.pem H, Ito , B
retainVasaProviderCertificate=True B , SMS
Store BALUHTE VVOL VASA 2##E WRA& 4.0 &
ERIRAE) HEREERE.

ESXi B

ESXi BRMBEEESATIMABKEN /etc/vmware/ss1 B#H ., VMCA FERME ESXi BE , BRET
DU BEABITRHE, ESXi BRSEIHME IR vCenter Server LR THBIEZEIFME, NEH
HME , 528 vSphere T2 MBI,

MBS SSL B

SESHHE SSL BEANERRESIHEY SSL @i, SSL AFRBESE SSL Billis, LEEH
RETRRESERFBUAR Z2E (B1E1 HTTPS = LDAPS).

S8 vCenter Server EFE &R B CHIMEES SSL BE ., 7E vCenter Server S1% T T B RIS E 6
A #Es SSL BE ARE SSL in%,

LU PR f5E A #4588 SSL B

s X[E Proxy BR#. E2ME B vCenter BRIEHY SSL EE—ELBR[E Proxy, REYTFSEARBEAE .,
s vCenter Server BR# (vpxd).

m  VMware Directory Service (vmdir).

VMware ERERZZE X.509 5 3 Mx (X.509v3) BRERINZR TIEREREN , L THERBRENREBTH
Z B SSL &Ei,

BRFREAERF

RRFREAESHE —RZE vCenter Server R, SEMRERFEABEFHLAR vCenter Single
Sign-On ETERE, BRAREHAEFERTEEB SAML Token Ri#[E vCenter Single Sign-On #E{TE
%ﬁo

BRAFREAESHEERBERN. ENARABURARERZ , @ vCenter Single Sign-On HREE, B
B (£REAaERME) UK’ vSphere Client #ITRE , TR A 2592000 # (30 X).
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fBlan | vpxd R A REAESHEELE vCenter Single Sign-On B | [@ vCenter Single Sign-On HR
HBHE. vpxd RARFEAEER vCenter Single Sign-On WE| SAML Token , RE@EAILAEAZ
Token EIH MRS REAE MR EITERE.

VECS HEBIETIHRRAREAEREBFTHE :
m  machine : H License Server RiC#RIEFTER.

B MRS RMERAEBRHEMESN SSL BREEEN, KRBMATRERAERRARET
SAML Token i, #E8H) SSL B ANYHEIETE S SSL ELE,

m  vpxd : vCenter FRIEIEE (vpxd) FHE., vpxd EFFARBEFEELEFREFRNERS REHAEBERR
# vCenter Single Sign-On,

m  vpxd-extension : vCenter ZEHEME., BE Auto Deploy BRFE. Inventory Service R TEBRE b
RRFREAENHMARE.

m  vsphere-webclient : vSphere Client FHE. BEIE—LHMARE , HlukeEERE.

®m  wcp . VMware vS|ohere® with VMware Tanzu™ ZHE.

AR ERE

vCenter Single Sign-On BEFRMHEFE VECS H , WAFFABREEEIHETERE, RANIFEE
ETRE  BERKERLT , BAURRASLERE.

vCenter Single Sign-On HEB&

vCenter Single Sign-On R B E & 2Bl IRMHEERE , ZREEZRBEEME vSphere FHARBEN
SAML Token, SAML Token R REAEN TS , AREESHARKBEEREM. vCenter Single
Sign-On #% % SAML Token B |, R HBBRB/EBSE Token , #; vCenter Single Sign-On A
Fim o LB SAML Token BERBEZEERR.

BRI LAtE CLI R B, B2 BERAGSHEMR vCenter Server STS B .

VMware Directory Service SSL Bi#

£ vSphere 6.5 REFMAH , #ag SSL BES A VMware B #8FE. B vSphere B R HIIR
X, ESREEENRE .

vSphere FEHEH# T N 2B E
vSphere EREBMEMRRL RESRARBDER. REBRFZOLBARDETRINSR , T
HEELERBASHRMFE VECS F., 2 H vSphere ZEMRAH.

VMware Certificate Authority #1 VMware Core Identity Services

BB 9 E B IR RSB vCenter Server Z#R — 2. VMware Certificate Authority (VMCA) 2 & 1&
VMware Core Identity Services B4 M —& 5 . BEEAEE CLI M vSphere Client EELRKETE
B

VMware Core Identity Services @& 8B t#.
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& 2-6. Core Identity Services

R R

VMware Directory Service (vmdir) BE SAML BREELUEA vCenter Single Sign-On ETERFN 5 525!
R

VMware BEZEHEE (VMCA) 8 VMware BBRARGEAERE . MITIRE 2 MBNWHERE , UK

ESXi E#BE. VMCA ATAREAMAE , th Al A P EHBEKE,
VMCA RE8 R #EFAER vCenter Single Sign-On E{TER R A F i
BRBE.

VMware BB RERBE (VMAFD) & VMware Endpoint BEFKE (VECS) FEEHE b5 %R
VMware EE 8 €8 VECS B8, HtRBRISRAER,

VMware Endpoint BE R EE

VMware Endpoint BEFME (VECS) I Z ERFERE . WEESBREMURBFRESREFEZREEM
WA FAFR) ERE, BuLURERER VMCA HAEBEREKBINEREEE  BEXEAMFEH VECS
fB1FFTE vCenter B¥ . SMEE, ESXi BELRTFESEIHMAKLE  MT2MHFEN VECS #,

VECS P8 VMware Authentication Framework f& (VMAFD) —#f#117. VECS €7 & @ vCenter
Server i t#1T , EEAEEERRHSBRNSRBEFE,

VECS & EH## VMware Directory Service (vmdir) AEEZEENBREREEEEEAELT., Btd
LUMER vecs-cli WS HABERE VECS P ERRMER. B2 vecs-cli iS3E,

VECS BETHENE.
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+ 2-7. VECS I FHE
EHRE

HEEEHY SSL I E (MACHINE_SSL_CERT)

BRAREAEFRE

machine

vpxd
vpxd-extension
vsphere-webclient

wcp

ZEENREFERE (TRUSTED_ROOTS)

vSphere Certificate Manager 2 AR R BN EHE

(BACKUP_STORE)

HitbFHE

R

m A5 ME vSphere BB ER M Proxy BRI LM,

m  HE@ vCenter Server % E VMware Directory
Service (vmdir) FiEM

vSphere 6.0 RESMRA I A RS E S EBFEAMSE SSL

BENRE Proxy #TEN . ABRADPERMYE  5.x RENE

FRBENERE. it , 2 R%E BIW vpxd) NEEZESH

ERBERHR.

HRSEMRAREAE , VECSBE—EERE. SEMERS
REAERENZEMERE—M , fln , #BETEE

vpxd REHEEMHEE.

R REFA & REAREB vCenter Single Sign-On #E1TE
&, vCenter Single Sign-On EMEREFZREN , B2/

EHMBHEME,

VECS HEBETIHBRRAREAERBEEHE :

B nachine : B License Server R RIEFTER .

T WSBRTREAEREBEMEEN SSL RR=EMH
B, WERRSREAEBRFANET SAML Token X
B, BERM SSLBRRAREMERETRS SSL ER.

B vpxd : vCenter [RGB E (vpxd) EHE., vpxd EFEHR
FHERERERNFRRS REHAERERRE vCenter
Single Sign-On,

B vpxd-extension : vCenter EHERE., F Auto
Deploy BR# . Inventory Service R NBRE MR 5 =&
FAENEMERS.

B vysphere-webclient : vSphere Client FHE., BE8E—
e B A AR A , {540 XA B AR A -

B wcp : VMware vSphere” with VMware Tanzu™ R E.

&8 vCenter Server HiZi#9HEE — @ machine B,

BERESEENRERE.

B VMCA (VMware Certificate Manager) AR X IERHE
R, RERFRESHEAEN , CEIBER—EULNSE,

HittfF R E T RER ARG R, I , Virtual Volumes IR
T RAGHIE— B SMS FHE. BRIE VMware R
VMware MIEEXEEREERELFRETHNER , TAF
MEEM.,

f##3 MR TRUSTED_ROOTS_CRLS FHESERENER
BB, F2MBRRE® TRUSTED_ROOTS_CRLS B

vCenter Single Sign-On FREE# Token B RFRH SSL BRBEF AP, BRI CLI #F
Token ZEBRFE.
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B BRESERDYBERENKAREFERRAST. FIBEERAGTNER.

B BRIE VMware SANHHABENEMHABETR , FRAIFZISEHKR LNEABRRESR. BAIT
REENBABERPNITA,

B vSphere BE B

MEZBBREP—EARECER , FIRAAERENER , 85 VMCA BEE.

A ESXi TS vCenter Server &£t |, vSphere XERMABRRE LS EB R,
RIAEDEBHRBENER., UREREBREENEE , MATESLUEBERIRERABERIETHE
BAWEBERE,

BAKXEIBZRH vSphere TE

B BB KE vCenter Server Tz BRI BHEE , WL vSphere BREEEAARRNEMEA CLI
FHERER., —EREMETSIBERTRIERER,

B BB %@ vCenter Server Si B 2 RIEFHIHEE SSL FHF

MREHIRIEEE ZE vCenter Server §i%h , AILAEA vSphere Client 2 vSphere Certificate
Manager 2 AR ELHEEE SSL B , SifEA CLI /S FEEUR,

vSphere Certificate Manager

ES A3 1T vSphere Certificate Manager, REFMEATHNIEME , RAE LR TERH ARE
Eifl. mEFAEN  FSETHEHE

n  f$H Certificate Manager # VMCA R EBEBMR A B BB BELIRFERE
n £ Certificate Manager ##&8 SSL RFELA VMCA BE (P# CA)
n  f$H Certificate Manager RS RFEAEBEFINRS VMCA BFE (P CA)

FEBRDAK
HRFBRIFRN , CEEEESARBLATERIN CLI <. WEFHAEA , F2HETHEE !
m  fEf CLI ##28 SSL BERURAS VMCA £EFTE
m  fEF CLI BURHEES SSL /B=E (P4 CA)
» A CLI #$#8E SSL BRBRABRTRH
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EEEZEENERABEZERXTH vCenter Server ZENBERRRBASERFEHE
BE
MRENERBEEEZEERNIERIELAERMN vCenter Server &% , BRBUTSBERBRARERE
B,

A ELSIEABRBPEFINRALIREAERER , dir-cli list WML EESHEHR ENAER
RERFERE., FHIT vmafd-cli get-machine-id --server-name localhost PR A ESImE
M AEEEREBITR. BEBRTREAESBHC MR

vSphere Certificate Manager

ES A HEE LT vSphere Certificate Manager, REFMEATHWIEME , RAE LR TEH A RE
B, H2EB#EA vSphere Certificate Manager X BRXEEEH,

FEBRDMAR
1 EBEERERBE. EEETHER
m  S{E vCenter Server L ERMRFTREAENTE.
» BEFHELNOTIESERRSREAENEE
n vpxd BRARERE
m  vpxd-extension ERAREAE
m  vsphere-webclient ERARFEAE
n wep BRERGEAE
2 FEACL #<HAESEEHH LHNER. RUEBFEREMATHERINAEEME,
MEFHMEN , FSETHEE -
»  ERA CLIBBRAREAERIMAR/HMN VMCA HERE
n  ER CLI KBRS RERERE (T4 CA)
» f£F Certificate Manager ###R 75 REAEBRIMA R BT BHE

BEMBBRARZBREPHBEDRN

F 0 VMware vCenter Site Recovery Manager 5 VMware vSphere Replication R AR —&
SREMEE vCenter Server RGTERIHES £, IRIEEUK vCenter Server &4 I TERR#EEE SSL &R
% BEMRARERESZD vCenter Server RS EAERIER,

BRI LAAT 1s update certs EMTWRBRMLEE, WHEFMAER , F2H VMware AIBEXE |, #
#t A& http://kb.vmware.com/kb/2109074,

£/ vSphere Client BB FF

BRI LAMEA vSphere Client B MEEEE,
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vSphere Client JZBEBRTUT EE T,

n IR HEE SSLBE . VMware Certificate Authority (VMCA) 188 E . SEERBEMN Security
Token Service (STS) B,

n FEZEFERER , YEHRERIEEHIHEES SSL # STS &|/FE.
n EABEESSL BENAGBRREXEBER (CSR), Y HEBRAEEEEELO R EHEIU.

KEDHBEFIR TEREBTE A vSphere Client 1T, EAURHFER TERERZ vSphere Certificate
Manager 2 ARBRX X B, EF2BFEH vSphere Certificate Manager 2 AR EEEX.

EEEBERANDAERBENRBNFMAEDN , FSHAEK vSphere TFE.
B WMREFER VMCA BT CASRFEABTER , TaA2BIEFTERNEE  BEHL2HE
SEEEE  WHENTSHEWNEERR, MEFBE vSphere REFEERIBMNFMEN , EF2REE

B (HERBLHESR - 'BE vSphere SSL BEINK ) WEEHRIE |, fitA : http://vmware.com/go/
hybridvmca,

£ vSphere Client ZFAB#EEEZNE

18 vCenter Server Ei% 58 E VMware Endpoint BREEZNRE (VECS) $i1TEE, &A%
vSphere Client RABEME VMware Endpoint BEFHRERNTREFERE , BiE#:E SSL MIZEENRE
E%O

WFEE VECS ATRAFHRENFMEN , FSH VMware Endpoint BE 7 REMRE.
VR

RAZEHEBEIEMS , EXEEEXRKEEIGEER SRS (administrator@vsphere.local) WS , SE b
WY (NREEREHHEE 7TRE) NEESRE.

BF
1 £/ vSphere Client & A vCenter Server,

2 $8E administrator@vsphere.local 5 vCenter Single Sign-On EE S EANEMKENFERAERTE
M

MRBEZEHBIETE T Ha48E | 5L administrator@mydomain &5 & A,
3 EEEREEE UL
a WEEREMRRS , BINER,
b EBET , R—TEBEEHE.
4 MRAEAGRTE , BB A vCenter Server WEHE,
5 RABBREEFE VMware Endpoint BEFHE (VECS) HHIEE.
VMware Endpoint BEFHEHBERAEAIFHERNERE .
6 HERRBENFAER 6 FERIZER K RRR-TREFAEHR.
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7 EABENERREFRIRABE.
Pl MREMARARRE , HETUBKRENRER . FHLREBICTEMER , THEBR.

£/ vSphere Client & vCenter BRI HELEREHRAE

vCenter Server 851 VMware Endpoint BEFHRE (VECS) FHWAIERE , YEERSEEIH 30 X
REERERZHER, B LAER vSphere Client B vpxd.cert. threshold ERERIFSE W T &S
HORFR

BF

1 & vSphere Client,

2 EH vCenter Server ¥I#f , REBE—TRE.

3 R-TERRE.

4 BE-THRERE ARLGRERRE.

5 #% vpxd.cert.threshold WREBELAMENE , REE—THE.

£/ vSphere Client # VMCA BEEH AFHH VMCA HERH

A LME RN VMCA B REINRE VMCA HERE., WEFBATHERE., TR vSphere
Client EFEREBEPHFERIERMERE.

LB

EEERE BN EREAEAEEES (BRA administrator@vsphere.local) WG, MMREEA
vCenter Server R EHBH |, LEBEMNABT vCenter Server RS L EEEEERRNMERFIRMH
vCenter Single Sign-On &,

BF
1 M vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEE#ANHEMERENEAEZR
MR,

MRBHEZEHBIEE T H48E | 5L administrator@ mydomain &5 & A,
3 EEZREEEUV.

a WEHMEERTD K RIMEE,

b EBET , R—TEBEEHE.
4 MREGRTE , BWA vCenter Server HRE.

VMware, Inc. 34



vSphere B#%

5 EHAKALN VMCA 2HEHEES SSLRE,
a fE#8EE sSL BMRBEEF  B—T8E>FH.
b EEBENZERE UXBEN),

c B—TEH.
vCenter Server RIES BB EHRE ., BLAEHEA , EASREEEHEFHISLERUI T
EREER .

M vSphere Client #&BEEU A BT BH

BRI LAE A vSphere Client # TR BRHFINR A B RE.

IEAILAGE A vSphere Client RS AR ES CSR , WHEKFIRARBRE =S BERERE CA) HERE
RIRAELBRE. & CSREXBEHNABHE=F CAR , CAESELCEERINRERE. ETUR
vSphere Client LERBEMNEHEBEHE.

£/ vSphere Client A #88 SSL BEN BRI XBEER (BF]ER)

HaR SSL B R HFE vCenter Server 8% LR @ Proxy lRIEFHER. BEMBLARAMESE SSL R
FAFEAMERKETREEN. EALUMEA vSphere Client , EAE#ES SSL BRENBERBEER
(CSR) I B EEEHARIMREE.

BBRA

BELAFEUTER

n BEAK 2048 17T (THR) 16384 LT (LFR) (PEM #Ri%)

= CRT#X

m  x509 % 3R

= SubjectAltName #%ZBEEE DNS Name=<machine_FQDN>,

n BETIEBREASE  BUEE. SREE

BF

1 £/ vSphere Client & A vCenter Server,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EXEERANHMERENERAEZR
MR,

MBREZEHBIEE T EagEig , 5L administrator@mydomain B9 & A,
3 EEEEREEE UL

a WEHMRERTD K ENEE

b EBET , B—TEBEEHE.

4 B AR vCenter Server 52 .
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5 FE4% CSR,
a TEMEESSL BRHEET | B— T8 > EXBEHEBER (CSR).
b BMALHEIREN K REERT -5,

£ vSphere 8.0 Fi% , 3072 ({ut) 2@ A/DWFERKE. F£H vSphere Client B4 CSR B, T
BX# 2048 fIjt. vCenter Server fEZLBRES 2048 U EHTBHE., B , #®
vSphere 8.0 %A , REEfEMA vSphere Client EER/NEBRE S 3072 L TH CSR,

T BEMEA vCenter Server EA M A/NA 16384 Lt CSR B , HAZELZLAXE
CPU , ALEAZTEL D ENBREARETRK,

c JWHEIPTHCSR,

d B-TmH.

e MBERERBREM CSR.
BESR
ERERERBERERER K IRBIERETNRERE. FZRMEMA vSphere Client #iE BRI BE .
£/ vSphere Client #ZEENRBIRHIGE BIEEHE
MREERBEPEAE=ZSBE , Y EBZIEENREBRNEZREFHRE. ATLAEA vSphere Client 5
FRULVESE
PEEY
RE=FRAMWBRIZERE (CA) BISBETREE.
vSphere BEZZHNMN CA BREETEAN, ABR CABREBEN , 28RV ESEERREMNBERS
7k X.509 v3 BREMBPRE CA (LTH keyCertSign 1T, EXREZFZEER CARE , HABREER
HEB WMEFHMEN , 52 https://www.rfc-editor.org/rfc/rfc5280,
BF
1 M vSphere Client & A vCenter Server,

2 #ZE administrator@vsphere.local 5 vCenter Single Sign-On EES#EANEMKENFERAERRE
M,

MRAEZEHEIEE T HM48E |, 5L administrator@ mydomain &5 & A,
3 HEEEREEE UL

a WEHEIMRERTS , BNERE,

b EBET A6 R-TEREEHE,
4 MRZAGRTE , FEWA vCenter Server HFEE,
5 HEREENREBRT , B—-THHE,
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6 R—TEW 6 ARBIERRBEENUE.
FAMEAULTERER . CER. PEM B CRT.
7 R-THHE
BEEHEEZFRE,

M vSphere Client Hig BT BE
AILAfE A vSphere Client #4 BRI #4288 SSL BB HILR TR TFHE.
BE  BASETHNKSE SSL BEREEA,

PEEFS
HHECENRNBEABRIRELBEREFER (CSR), FH2RMEMA vSphere Client B4R SSL BRNBE
HEBER (BT ERH), BERINALZSB/MEE vCenter Server AIFEME .,

BrF

1 £/ vSphere Client & A vCenter Server,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EXEE#ANHMERENFEARAEZR
MRS,

MRELZEBIEE T Ha481E , 5L administrator@ mydomain &9 & A
3 EEEREEE UL
a WEHRMRRS , BNEE,
b EBET , R—TEBEEHE.
4 WMRZAGRTE , F#WA vCenter Server HFZHE .
5 7R SSL BREEET  R—TEF > EAXTRREE.
6 R—THENEBEMNRRE K RRET-F.

BE Ll

AR VMCA I VMCA EEH CSR REM B AR

AR vCenter Server EEMNMBE,  FAEB vCenter Server EAEM CSR FIE BN BRH REMK B 7R .
BMRRINF CA BR (FERFEN) ERAMIME CA HEBNBERINAE AIBE.

7 ®WACSRERM , RLEBEENTRE.
8 ®—THAR.
vCenter Server R BB EHARE

VMware, Inc. 37



vSphere B#%

£/ vSphere Certificate Manager 2 AR EEBRFE

vSphere Certificate Manager 2B IBEFEAGLIUNEBS HRXRTAB 2 BEEE I, vSphere
Certificate Manager R RNEHMAEZRTH I/, BRVUEREMEN REE) , EEALETELENEK
BREARERREE.

FERBEABARDARRBENREANFMAEN , F2RIK vSphere BiE.

B MREER VMCA AP E CASEAETRR , TAESBIFEERNREE , Ak Ze2HE
SEMEPE  YHENTXERNEFERR. WEEBE vSphere REHEERRENFMAEN , F2REE
B (FERBLHER - 'BA vSphere SSL BHEEUK ) WEIEKRIE |, #itA : http://vmware.com/go/

hybridvmca,

R vSphere Certificate Manager , ¥R EERBTFEE N VECS (VMware Endpoint BFEF K
B) , BT EEMEBNE LR,

R FF#1T vSphere Certificate Manager BIBL K TERE ., ZB0RIE (WEL CSR) ERARTREMNIE
MIE., T vSphere Certificate Manager 28l , BREEHENKRESF , YTESEFERNEE.

vSphere Certificate Manager XE—EEREHR. WREHITT vSphere Certificate Manager W
R, ZEBRBESHERBRRER , TASELERIE - RBTHHMRE,

vSphere Certificate Manager 2RV E
vSphere Certificate Manager 2 AR RAIR :

/usr/lib/vmware-vmca/bin/certificate-manager

&5 #1T vSphere Certificate Manager B | LR ESERUTER ;

Enter proper value for VMCA 'Name':

FRMARTEEEARCHBNTEREERE , SIERILER.

vSphere Certificate Manager 2 AR X FH TEREHE
T&REEA T A LUE R vSphere Certificate Manager 2 BRX RN BRI TERRE.
% 2-8. vSphere BREEQAARKXPN IERRE

ITHERR R wBH

# VMCA RBRERRAEBFEERELY HEELE VMCA BREBHRIBNRFTER fE M Certificate Manager EH &4 5 HY

B FTE B B BERRE A EFELHN VMCA  VMCA RERIIRFEEE
RBFLERERE]

f VMCA BB EBERERE EEFE VMCA RAETH# CA , BEZR f# A Certificate Manager # VMCA &

#1T vSphere Certificate Manager 2 AP #ER ZEKE
BRUFEAZERE, KITHERBRER

REHEEE SSL RBHMMBARAFRERE

BRENTEDSR.
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& 2-8. vSphere BREEEBEARARATHNIERE @)

IHERR L waE

BARERERRA B BH EERMERERNABIRE , K#EZ fEA Certificate Manager #§FTE REE
JR#AT vSphere Certificate Manager &2 R ABIEBE
ARRNEFEAZERE, K TERRBRMG
FARERHES SSL BREMARASREA
ERBENTESE.

BRERERTHIEE EEBRRBITHEREELRERL FA Certificate Manager EF R MHER
AIAREE  BEARE7 [(EFNRHERE SBUBRERERTHESR
LB RS BIITHEE]L

ERFERR EBEFERA vCenter BERARAE {8 Certificate Manager ERFIERHE

VMCA #ENBE , FEARE S [(ER
FrERE]L

{F Certificate Manager EFELHH VMCA BEHR I EK FTE BHE

A LAfE A vSphere Certificate Manager 2R EHELE VMCA REH , WAEAREERK SSL RIFMA
BRRAREAEREIRRAS VMCA #BRE, HIERRNELEXARLFTERZE vCenter Server #1T
e  HAEEREE vCenter Server EHEE.

IR AR SSL BHEEBHH VMCA HERFER |, vSphere Certificate Manager 21 R A E A
#ATEE (BRT vCenter Server WETER IP fil) B A certool.cfg R,

= administrator@vsphere.local B 25

» WEFFEANER

= DREER
 ABER

» ABEQ

n GRAE

n VB

= P ik GEA)
n EFBH

n FHEE DEETEEDRRAZHSNTEREAE. NREHWAEE FQDN TR , BERARE
EERTER  MENRRIREERERTRBEMRE.

m vCenter Server B IP {iit

= VMCA B , IBITRBHEHE BN TEREEE.

DB

B R IE AT vSphere Certificate Manager B | 4ERRELLTE,

m administrator@vsphere.local K&,
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n BELBELEH VMCA ZBRIBFZHEEN FODN, IEEMAREEERATEEEENE , BETTLUE
BEEE,
BF

1 & A vCenter Server shell , A& & vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 BHURIE 4 [EHELSHMN VMCA BEERIBNRAERHE].
3 BMABEEFRAENERE.
4 HRRMHEE,

vSphere Certificate Manager 2RIBEHN B AE LI VMCA REBFE , WEEIT vSphere
Certificate Manager FTER & LW TG BE ., E vSphere Certificate Manager EFRBIRIEE , Y
REFEETR.

5 FEERMKES SSLRE , EEAREE 3 [#H#Es SSL RHFIMMR A VMCA JRF] 1T vSphere

Certificate Manager,

6 HEMRMRIREAERE 6 FERARE 6 (BAATREAERIIAS VMCA BRE] #1T

Certificate Manager,

£ Certificate Manager # VMCA AR # B ISEKE

Al LAE A vSphere Certificate Manager 2RI #§ VMCA A&7 # CA. TRILEFE , VMCA HE
FFEEEREREENFER., MREE , B LA vSphere Certificate Manager # i8R EBFEUK
BFH VMCA BB RE.

VMware F#&E# VMCA EATE (B F4) BREREKE. NRECRERET  THSBIFEREN
B, AN NELAEYE  YEENMFALENEFERR . MFABAE vSphere BIRHERBE
MHAER  B2HREER (MERBLHEDR - BS vSphere SSLBRERML) HWEMBERXE , #ith .

http://vmware.com/go/hybridvmca,

EEE VMCA AT CA , HEZIXHIT vSphere Certificate Manager, EUXHEEE SSL BHR MRS
REAEBRENSBRSBEE

1 BX& vSphere Certificate Manager 2 A= .

2 EHUEE 2 [# VMCA RBENRA BRI ZERILMAMARE] UEL CSR, BHETERTER
HBROM I HEER. BURREIRERR , BIEE1[R VMCA REZBEELEBIEEZERM
iR,

3 B CSREXREIFHRLE CA, BER CA R —EESHESBHNEIN—EEEE.
4 B VMCA BBEM CAREBE K REBEER.

5 EHEURIE 2 [ VMCA RBEDRAS BT HERRELMAMARE] , ARRBRTIIABE. KEF
SHRAE ENAERE.
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6 (AER) EEBABELENARTELZE vCenter Server HTEER | RBUTSBRASESES L
HIRE -

a HB%, SHES SSL REIR AN VMCA RF (B1E 3 [##:8 SSL BRI A VMCA BE]D.
b R#%E 6 BERAREAERZIIRERTN VMCA BH (BIE 6 [BERARFEHERIIRAE
VMCA BE).
£/ Certificate Manager B4 CSR &R B (P4 CA)

BRI LA vSphere Certificate Manager 2HBRXELBERBER (CSR), AEKEL CSRIEREDR
¥ CARIMPREREMBETES, CUUEEENEREAEMZIIERRIAEFEERMER.

s IBA[LAER vSphere Certificate Manager #3 CSR,

&5 %% vSphere 8.0 B4 , IR EA vCenter Server B4 CSR, BI£#A/NFEREH 2048 4T
BE A 3072 U,

n NMRBREFFEEL CSR, AIEXERESBHRIVBFETIER :
n A/ 2048 Tt (TFR) & 16384 7t (LFR) (PEM #RES)

s PEM ., VMware X PKCS8 1 PKCS1 (RSA £18), €8s VECS 2% , 28I A
PKCSS8,

= X509 58 3 kR
. HRBEBE , CA ERLARR true , BREBLANVNERBES, fim :

basicConstraints critical,CA:true

keyUsage critical,digitalSignature, keyCertSign

= MARMA CRLEE,

n [(EHSREASE TUAZARESABERE.

» HERELHRESPBRE. VMCA FERMER OpenSSL (& 10 BEE).
» FXEEBAFTHRSME DNS ZBIER,

s BEGREY VMCA K CA.

MFEFEA Microsoft BEREMBNWES , 528 VMware HIFEEXE : Creating a Microsoft
Certificate Authority Template for SSL certificate creation in vSphere 6.x (£ vSphere 6.x
#3 Microsoft BEREMBEALIZEYL SSL BFE) , LA http://kb.vmware.com/kb/
2112009,

DEFEH
vSphere Certificate Manager 2 "G A EH ., ELRTEAREHRENEENRNREEE,

BREES CSR B |, REHSIRREE A administrator@vsphere.local fEAEN R , TEEZ
vCenter Single Sign-On @B EEE
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BF

1 & A vCenter Server shell , SRR &) vSphere Certificate Manager.,

/usr/lib/vmware-vmca/bin/certificate-manager

2 EEURIE 2 [ VMCA REBFRRABITHERBLMAHAEBE].
BIBA A B IS T AGE AL IR IBE L CSR , MARIMABE .
3 BAEEEHEAENRE.
4 REEUERIE1[AVMCAREEBRELBERZERNER] , LIEL CSR AEERT.

ERFBREYD | BMERMBE. vSphere Certificate Manager %N ER (*.csr BB R
HENSEBER (*. key BR) HBRE &S,

5 WwHEBEFHFEEER (CSR) root signing cert.csr.
6 #§ CSREBRIBILEHING CA ETRE , RENBELEMNSHEEBAE root_signing cert.cer,
7 EXFHEERT , BEUATHAEGHERE.

8 MERMEFA root signing chain.cer,

“BEB

BHEERBEMRAHEENERR. BF2BFEH Certificate Manager # VMCA R BEINA B HIIHER
BWERFTERE.

5 Certificate Manager % VMCA R BRI A B B RE XN IEERE

A LAE R vSphere Certificate Manager 2N EL CSR WHBEXZLERFE=H CA ETHER,
K&, BB VMCA RBERRABHRERE , YSFHERANEREIRNRAEBE CA FIRENEE.

A LATE vCenter Server E#1T vSphere Certificate Manager , # VMCA R BHEIR A BT EER
&
DEFRS
n EERFREL.
s BALUER vSphere Certificate Manager 3 CSR sFE#E Y CSR.,
n EERE=FHEHX CAKRISHEBNEREER , KTCHEAH VMCA RBESH , IR TEHE

+
mA o
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MEBEERFNBESHEFWIHEEBEN , FSBEA Certificate Manager B4 CSR W EER
B (P CA).

n WERENER.
= administrator@vsphere.local K&
. BROEFTREE (.crt EF)
» ARNEFTREAESR ((key BEF)

BF

1 & A vCenter Server shell , A& & vSphere Certificate Manager,

/usr/lib/vmware-vmca/bin/certificate-manager

2 EHEURIE 2 [ VMCA RBRRARABITEZ BRI LB AERE].
3 BMAEEEFEAENER.
4 EHERE 2 [EABFBIRNSWURRRE VMCA REBRBE] , AREERTR.
a HERRETRE , BEERBENTERE.
b MRREIRBABE , RASRTEEWA AR SSL BRNEN.
HEAEEMENHEE FQDN XREER certool .cfg BRF,

£ Certificate Manager #5#38 SSL BHEHEK A VMCA BE (T4 CA)

# VMCA F{Ed# CA B | AJLAfEA vSphere Certificate Manager 2 AR A EEVAHEEE SSL B,
B, B vCenter Server £ VMCA RBHE , EFUERKEH VMCA WHFHIREBHMES SSL R
&, BT 2GR E R E B IESR ENAS B AR #EE SSL B

HBIRBEWES SSL BEIR AN VMCA BB /RFE , vSphere Certificate Manager €12 R & A &
BETAEE (BT vCenter Server BWERIER IP i) 8iA certool.cfqg REE,

m administrator@vsphere.local B &5
n MEFFEXNERTE

n REEH
 ABER

n ASEN

n  REE

s VB

= Pyt GEA)
n ETHHF

n FHEE DEETEEDNRZMSNTEREAE. NREIMAMEE FODN TER , BERARE
EERTR  MENREUTEERRERTREMRE.
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m vCenter Server By IP {3t

m VMCA £ , T RBHE BN TEATEERE.

KB

s BUEBEELLT B A A B IE#AT vSphere Certificate Manager.

= administrator@vsphere.local &,

n BHEEELH VMCA BRERFE ZHBEN FODN, IEHMATHERERAREERNE , BET
UBEELEE,

s vCenter Server R EHBZTEE 1P ik,

BF
1 & A vCenter Server shell , A& & vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 REGEIE 3 [§#3E SSL BEEMRL A VMCA FBFE],
3 MABEEEFAENERE.
4 HRRHOE,

vSphere Certificate Manager #&&fEETE certool.cfg BERH,

#ER
vSphere Certificate Manager BR{X#88 SSL B

£/ Certificate Manager iR A REAETHFEIR A VMCA BF (F# CA)

# VMCA F{ER# CA B | ATLA{#E A vSphere Certificate Manager 2 AR XBEIMARBR S ZEAER
#. BE , BIX vCenter Server LH VMCA RBFE , EE A UEREH VMCA WHRBBNHRRAAR
FRERE. BAUEAZRERIACERSSEHNBALREE.

PHEEH

s MBS EEaRELEXAREPH vCenter Server B ITEEARNBEHEE VMCA BB
& EISFTE vCenter Server T EHRE .

s BUEBRELLT B LA A LB IE#AT vSphere Certificate Manager .
= administrator@vsphere.local B %

s vCenter Server RGN EHZTES 1P (it

BF
1 & A vCenter Server shell , A& & vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager
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2 EEGRE 6 (RBMRAREAERENRS VMCA BE].
3 BMAEEEERENEE.
4 HRTHMLERE,
MEFMER , S VMware AIBEXE |, it A http://kb.vmware.com/kb/2112281,

#R
vSphere Certificate Manager #ERIEMRAREAERE,

A Certificate Manager B RBENNR A B BFE

B E A vSphere Certificate Manager 2 BRARA BT BRI AERE. BELEF2a , XAMN
BH B IREMAE (CA) B CSR, &AM Certificate Manager RE4% CSR.,

—{E2E R AEECHEEE SSL B , WFEA VMCA HiZMNRARFERAERE. BRAREHAERIRER
7 vSphere JtH 2 BV E

FABRIRER , B VMCA BN BEIRABTRR. BRI LMEA vSphere Client, vSphere
Certificate Manager AARR = CLI £#TFHBERNK. BEFMHEE VECS F.

EEKIAERBIARAEBIIR® , KEZRHIT vSphere Certificate Manager 2R R, EUfLHEEE SSL
BENBATREAERENSERSBEE

1 BX® vSphere Certificate Manager 2 BE= .
2 hEEAMBLoBIELMESE SSL BENMASTREAERINTEREER,

a BEAME SSLBEELE CSR, FAEIGEIE 1 [#5#:s SSL REMAR A B RH]. BRERER
RIFRF  EEURIE 1 [B#R SSL BRELBRREEERNEE].

b MRAFRAUTAFFRESHE , FREIERES (BBERSREAEBEFDNRL BT BE].
3 # CSREXREMFHDEZH CA, L& CA R —EEEZSNEBEN—EREE.

4 ffCAWNBEBRINMBEER , FAREE 1 EHES SSL BEIMR A B RE] RS A HKES LA
g2 SSL ‘|,

5 MREBEFEMABRAIREAERR , FREINREAS KBRS REAEBENRA/ETEE]L
6 &%, ERBRABELAENEARPERSME vCenter Server HTEBN , FESETH LEELER.

£/ Certificate Manager EEREHEER (BT EBR)

A LAE A vSphere Certificate Manager 2HBRXEL MR ED ¥ CA BEFEAREXR ISP RHFR
EEEBNEREEEER (CSR), LUK BREETEANSZIIXERRNREFERMER.

RDEEM

vSphere Certificate Manager 12 "G AEH ., ELRTEAREHNRENSEZMANREEE,

n BREE4L CSRE , ZAHFZIRREH A administrator@vsphere.local A ENZRE , RAAEK 2
vCenter Single Sign-On BN EES .
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BF

RESRRIBEH A vCenter Server WX HEZ B IP iz,
EEELMEE SSL RN CSR , ZAASRTEBARIAR , BEABRMEL certool.cfg BR
., BRABOWERN , B LUESTERE , RIHIEEEEE, #E50 FQDN AXE,

&5 % vSphere 8.0 B34 , tIEREA vCenter Server B4 CSR , A& X/NFERSH 2048 [T
BE A 3072 LT,

BEAREFMWERE vCenter Server (vCenter Server shell) , A& ) vSphere Certificate
Manager,

/usr/lib/vmware-vmca/bin/certificate-manager

REVRIE 1 [SHEE SSL BRI BETBE].
MABEEFAENRE,
BEGRIE 1 [A#ESSL BEELBEEEERMENB] , LLUEL CSR, BIERRILR vSphere

Certificate Manager,
ERFBERD | SN ERMBESE. vSphere Certificate Manager @ BEMNESBERHENB &S,

MRBHEEMRAERRSREAERE , BMEFHEE vSphere Certificate Manager MWEEGEIE 5
(B RRFREAERERNRABIIERE]

RHZELAR vCenter Server|P (Uit HFHEZE (R HBRRIETR).
BREGRIEB | [ABRAIREAEBREEEREZBERNSE] , LUEL CSR, BERRAER

vSphere Certificate Manager,

ERFBERYD | BN ERMESE, Certificate Manager 25 BENLBERKNEN B &T,

BESE
EEHNTEREBNR , 52 EH Certificate Manager #§#388 SSL BRI BB EE.

£/ Certificate Manager #§#28 SSL BERNR A BRI EFE

BRI LAE A vSphere Certificate Manager 2 AR SEE 2 LSS SSL BEIRABTBE ., #ES
SSL BEEHEE vCenter Server B8 ER[E Proxy IRIGFTIER. SoMB L EEEHE SSL BH |
LAMFEERE RS ETZ 2B,

DEFM
e , BEBREFESEMEEN CSR, BALUER vSphere Certificate Manager SREAREHE4E CSR,

1

ZEF A vSphere Certificate Manager B4 CSR , 52 B Certificate Manager EABEEE
ER (BRI EBH).

EERAEELE CSR, MAE=ZAFHLXE CAERSAKBNEE. BEMLEAFEUTER
n 8K/ 2048 T (TBR) & 16384 {2t (EFR) (PEM 4RiEE)
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s CRTH&R

m x509 % 3R

s  SubjectAltName %4ZBHE DNS Name=<machine_ FQDN>,
n BETIERERASE  BUEE, 2REER

FHESE VMware HIFBEXE (% Microsoft BEREMEES vSphere BE ) , it A http://
kb.vmware.com/kb/2112014,

BF

1 & A vCenter Server , R E) vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 EREUEE 1 [E#ER SSL BRER A BT EE]
3 BAEEEHEAENRR.
4 EHGRF 2 [EABIBEVNSR/URRREHS SSL BE] , RBBRIRLEERTR.
vSphere Certificate Manager 212 R &8 A THIEH :
m administrator@vsphere.local K15
n BXEIHEE SSL BRI B (Lcrt EHR)
n  BEXEEER SSL BRI 28 (L key BR)
» FIRBRTHEE SSL BR (.crt BR) NERBRERE

s vCenter Server B IP {x 3t

£/ Certificate Manager RS REAEREFRNRA B BE

TR AMEEREEAR THRIMNBEFEERZREHBZE. B2 , vSphere Certificate Manager 2R tE X
EMRBAATREAERE. BRAIREAERRENES , Hlwn , B vSphere Client 1B A FTE IR
5%0

MRAZBREREERABRLIREAERE  FRHF=S CANTERERTES.
BRASELUTIRE,
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DEFMG
FMe , BEERRFESAMEEN CSR, BO LU vSphere Certificate Manager SREAREME 4 CSR,

1 ZEH vSphere Certificate Manager B4 CSR , {52 B{E A Certificate Manager EEBEEE
ER (BFTBH).

2 ME=ZFREHECAASBESHLNEBEBRIREAEEREBE. BALUER vSphere Certificate
Manager B4 CSR , W Al LAF By &, CSR M ERFALUTEXR :

n SR 2048 f1TT (TER) 16384 LT (LFR) (PEM #Ri)
s CRT#XR

s x509 % 3 kX

m  SubjectAltName %4ZEHE DNS Name=<machine_FQDN>,

s SEBRFREREREMLEAEETREN subject., BN, BAUZEMABRFREAELRSE
(BN voxd) = E b — 5% B

» BETIERERATE  BURE, SRER

BiEZH VMware S EXE (# Microsoft BE ZEMEES vSphere BiE ) , @it5 http://
kb.vmware.com/kb/2112014,

BF
1 & A vCenter Server , A& E) vSphere Certificate Manager,

/usr/lib/vmware-vmca/bin/certificate-manager

2 EEGRIES [(BBASREAEBREFNRR BT EBE]
3 BASSO ERENER.
4 ZEEGERE2 [EABTBRENSRUDRREMRALTREAERR] , AROERTR,
vSphere Certificate Manager 212REM A T HIE :
= administrator@vsphere.local K&
n HBEBRASTRERAENERREESR
n BRBASREAENBENER (vpxd.crt M vpxd. key)
n FIERASRERAEN - HTBBEEESE (voxd. crt M vpxd. key)

£/ Certificate Manager EFBEMAERIBUBFEREHITWIEE

f£H vSphere Certificate Manager 2 ABRRABRTRREEFEN , E RIJEIEIA 287 , BalHRHEN
REEMFE VECS B BACKUP_STORE FHEYF . BRI VB REEIITHEZEL B A LRIRAREE.

Ha BEREMEX2EFEBH BACKUP_STORE AR ., MREEAMEBEREREHRIT vSphere
Certificate Manager , WiEEERER K SREEFE L —EEXE.
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BF

1 & A vCenter Server shell , SRR &) vSphere Certificate Manager.,

/usr/lib/vmware-vmca/bin/certificate-manager

2 EENEE7[EFRMERIEUBRREREATHNEE]L
3 BHAEESHEAENRR.
4 EFEHE FWAY

£/ Certificate Manager ERFTEBH

AILAfE A vSphere Certificate Manager 2R XM ERE vCenter BFEENKAH VMCA BN EE.
EALLEER , 8% B 81 VMware Endpoint BEZHE (VECS) FHFIE BRI BE.

vSphere Certificate Manager AT LBV AT BB . BN REBUR N EERENRIE,

BF

1 & A vCenter Server shell , A& & vSphere Certificate Manager.

/usr/lib/vmware-vmca/bin/certificate-manager

2 EHURE 8 [ERMBEEE]L

3 BAEEBSHEAENRE.

4 HERETE , BALHNEEEM.

®RESR

BHRABELEMBBRBER , FRIBLHBEEMN.

FEHEK vSphere TFE

HRE LSRN BEIRES |, B8 EFE R vSphere Certificate Manager 2ARR. AR AFERBEM R
RHEN CLI ETRFIUL,

vCenter Server JRi%{= L FEE ZE A

HNFHBEMANELI S , BBEF LA vCenter Server fj¥ | HZERBERRIZEREBIR
%, MRGEEFEREFLRE  TRERESEEERD.

B BEERENREFEFE MBS R, TLAER service-control S BEFE LR, &L
BEFMFILFAERESRERRYE ., MEFMAEN , F2ETSHRA,

AERET IR,
» BOFELBRBUAEEFNAR/AZRSREHIHBE.
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» MRERE-WEES  BEENEREREE  TEEFLERE. ENWRERNATA , IERBKDHATA
EAZBEETRE. MEREER  FRMARBELEVNENKRD  UE%E T HRERRE,

s NREHBREESZESES , FENEEERRNFLERE  YRFEERELENRBRE.
m £ VMware Endpoint BEEZERE (VECS) FMIR#EE SSL B 2 5 M B{E 1L RS

5 CLI B HE VMCA ZEZBEIR AT VMCA £ERFE

R VMware Certificate Authority (VMCA) B BESREHEE K EEREMEH S EENRZERE |
BITf LA CLI EE R BR LS EFHIEZE VMware Directory Service, & , B UERFNRE
B, EEFHMEE SSL BENMATREAERE.

ERBOBERT , BAILMER vSphere Certificate Manager 2 AR RNELER .

MREFBETERBANES , HRFRHETEA CLI fTHR - ATEBRENFAZSE R, B
ERBEIEFNRER , ERERIERRE.

VRIS

H & administrator@vsphere.local 8, CAAdmins AW EHMFEREEHNNTEREE IR, F2H00
vCenter Single Sign-On ALK E .

£ CLI ELXHH VMCA ZEBREBH
BRI LAMEMA certool CLI BEHM VMCA HEBRH |, WiEBRH2ME vmdir,

EF
1 £ vCenter Server £ , EXFHNBRESRIENLR SR,

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config
<config_ file>

2 HEARBEDRAHNER.

certool --rootca --cert <cert file path> --privkey <key file path>

MHELEEARE. BERIEHEZE vmdir & VECS,
3 EULAERE, YRBEEREEY . HENHEEWRE.

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 (EEN) SHNREBEBERME vmdir,

dir-cli trustedcert publish --cert newRoot.crt
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L E S M EVEH vidir WA HITER, IRETHTHSS , BN BREREMEHNTHESE
TELERFR .

5 EFREBMERE.

service-control --start --all

&l . EEHH VMCA H#BREE
THEfleERERETR CA EAURENELERBRENESE.
1 (#A) 7 vCenter Server £ , 3l VMCA REBRUBEENABREHE.

/usr/lib/vmware-vmca/bin/certool --getrootca

BHEELATIAS
output:
Certificate:

Data:

Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

2 (&H)%H VECS TRUSTED_ROOTS BEHEX L BRI E BRI FIRELSE 1 WEREAR.,

/usr/lib/vmware-vmafd/bin/vecs-cli entry list --store TRUSTED_ROOTS --text

ERE-—ERBENKEABRLT  BHEEMLATIIAE

Number of entries in store : 1
Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
cf:2d:f£:49:88:50:e5:af

3 EEHFHN VMCA REFE., kHSEBREFIEE VECS Hf¥ TRUSTED_ROOTS EHEL K vmdir
(VMware Directory Service),

/usr/lib/vmware-vmca/bin/certool --selfca --config=/usr/lib/vmware-vmca/share/config/

certool.cfg

fEF CLI #1438 SSL BRI A VMCA HEEBXE
BN VMCA £SRBE% , BAMER vecs—cli BSIARBE PN FTEHKE SSLBSE.

SEMBYEEEMSE SSL BR , UFHEAMKRKETZLENM, EERRELENARPELRSE
vCenter Server H{TEER K VEESEES I EEHITHEE SSL BREETS.
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WE

Rt

ERHFFLERERY  TRBEREREENRFHORE.

BF
1

AEBREENBENRREE—H certool.cfg WEZR,
WA LATE /usr/lib/vmware-vmca/share/config/ B8 KE| certool.cfg BR.
RESAMENBITHEE LB SZMEEMN FQDN,

RIBHERAY IP U E3IT NSLookup , AEE DNSHERBE , REEERPA [(THEW] WUEA
=B,

ASEEREELEQAH/AZSRERRENEE , YN ZLH BFTWAREEREE,
&g -

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg

FIEFRERY  YRBEEBRIREY . ERNRFORSE.

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

FiE/REE VECS,

FEKRSEHTECRAREBRFERETWIRE , BB SSLETEN. LFELMBRRAER | 2
ZHMEEE .

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE_ CERT
vecs-cli entry create --store MACHINE SSL_CERT --alias __ MACHINE CERT --cert machinel.crt

--key machinel.priv

EXNRE R R

service-control --start --all

g6l . SR BERARS VMCA HEBE

1

B SSLBEEVAHARERE B A ssl-config.cfqg WHEEREG B &P,

Country = US
Name = vmca-<FQDN-example>

Organization = <my company>
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2

4

5

OrgUnit = <my company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

AHEE SS. BRELESRTY ., sERRNFLEARLEPESENZE vCenter Server BATEERZ
2rh | FHESE vCenter Server HE ERMITH GBS

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

ssl-key.priv M ssl-key.pub EREEEMNBE®RPIEL,

EAFHMES SSL BFE . WEREH VMCA #EMN ., MEZE VMCA REZFIRABTEBE ,
VMCA 2% EMEEETEHLENERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg

new-vmca-ssl.crt BREEEMNEEFENL,

(G2R) 5H VECS AR,

/usr/lib/vmware-vmafd/bin/vecs-cli store list

m vCenter Server By H €545 :

output (on vCenter):
MACHINE SSL CERT
TRUSTED_ROOTS
TRUSTED ROOT CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hvc
data-encipherment
APPLMGMT PASSWORD
SMS

wcp

KMS ENCRYPTION

7% VECS R #E8 SSL BEEMK B HAIHEE SSL BFE ., --store M ——alias ENEHETER BB
M.

m  1E&1@ vCenter Server £ |, BT T HIHSLLEH MACHINE_SSL_CERT EHEHHIHES SSL
BE, CHXBAASAHRSERNEHEE  NAESAHEEMN FQDN #FHEE.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
_ MACHINE CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv
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BIELSE
BT LB ESXi =MV EE ., F2 B vSphere Z2 M HMY.

£ CLI S RAFREAEREFIR AT VMCA ZERE
EUAHESE SSLOBR% |, TMEA dir-cli HSBRMEERASRERERE, BRI REAERBMA
BN (YERBE)  ERRERERITEERAREPNETMEMEN.

#Z VMware EF RERBR T REAERE . ESHE SSL BERRAETEE. K—RBEXGET
MEEFZEMEBRBER,

s EEREBMNRN Proxy 7 , IBRBETEE.

. TEAEATE CA.

AT ABR R SR RR S REAE BB UREE vCenter Server Z# AT REAERE.

B BLIIEAREBBPINMRIREAERIZN , dir-cli list WRHESESHEHN LNAMER
REREHE, BT vmafd-cli get-machine-id --server-name localhost DUHEEEATH
MAKKERAT. SEMRFREAEEBBETSHBRIIN.

PDERY

EREIFELAERYE  YRBERERESENREFNRE.

BF

1 BUE—1 certool.cfg ER | BEREMW. IP{uit. DNS BBNEFHHHN , REEH A ZE
R BIWMEHF®HEA sol_usr.cfg).

MABAELBEN—BD  BUNAESSHENTERE. BALTRCAEETHMEN. NRREAR
&, TEENBETRESERES.

2 ABEBAFRCERAEELAH/AZSHBERRENES  YREENBTHWERREFEE.
fian :

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub
certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 RIESEMRLTEEAENERE.
dir-cli service list
R LAME AR B R R E A —RBIS . MANBHARTAENT,
dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-623bef28-0311-436e-b21f-6e0d39%9aa5179
2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d3%aa5179
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vpxd-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0a40-ed4ce-4378-b5e7-9460e2b8200e

o U1 s W

R B AR AT ELSNZE vCenter Server HUTEBMEER |, dir-cli service list
ML BEIEMERRTNMEMALTRERE. BT vnafd-cli get-machine-id --server-
name localhost MR HBAFHHOAKMEREE. SERRSREAESBET L SHSZBRATE.

FILFERE  XRBEERREY ., ERNRFORSE.

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

SHHESERRTRERE , TREI vmdir M VECS RRNBEREE.
TSI HIR A MR voxd FRISHVERE

dir-cli service update --name <vpxd-xxxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd

vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

#F WRETENK vindir FREE | BRARFEHEREED vCenter Single Sign-On ETERE .

6 EFNREBMBERE.

service-control --start --all

g6l . A VMCA BREBRRTRERERE

1

ERRREAENARET | S vCenter Server % ENSEBRFRERAEELELAR/ARE
WY, HPEEMERRETRNEY , URSEHMMARAFRERE (vpxd. vpxd-extension
vsphere-webclient, wcp) FIECE .

a ARBRATREREELSRLY.

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-
key.pub

b ABEESHLN voxd RS RERAEELESRICY.
/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub

c BEEEE LK vpxd-extension AT REAEEESREY,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --

pubkey=vpxd-extension-key.pub
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d

e

ASEEE LM vsphere-webclient SR A REAEELSBRY .

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --

pubkey=vsphere-webclient-key.pub

REEBHEN wep BRI REAEELESREY.

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub

2 BHMBERRFEMEAEURSE vCenter Server Si% LN SEE MRS RERAE (voxd. vpxd-
extension. vsphere-webclient, wcp) , EEHH VMCA BBEXRHZBNBRAREHERE,

B --Name BEXERE K., EEBRAATRFEAZEFHENER , TELBRBERRBEB RS
EFERAECENYEERZR, ESEBAT K S4TSR, Flm vpxd B vpxd-extension,

a

b

O

—h

VMware, Inc.

HITTISHS  ARBR LSRR REAEELERRTREAERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv —--Name=machine

AEEHH ENEBERTREAEELRR.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine

EEEEHE LN voxd BRFTRERAEEERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv
—--Name=vpxd

AESEEE LK vpxd-extensions SERFREAEELERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension

BT TGS , AESESE LM vsphere-webclient R ARFEREEL TR,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --

privkey=vsphere-webclient-key.priv --Name=vsphere-webclient

BOTH@®S , AEEHMLEN wep BREREAEEERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --
Name=wcp
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3 # VECS HBRL REAEBEMRAFNERTREAERRE.

B --store Ml --alias BEMAHERBREEBETE2MEE.
a HBRASEEHHELNKESBRAFTREAERE

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

new-machine.crt --key machine-key.priv

b HARSEGELEMN voxd RAREHERR.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

vpxd.crt --key vpxd-key.priv

c HRESEEE LA voxd-extension SR A REAERE,

machine --alias machine

machine --alias machine --cert

vpxd --alias vpxd
vpxd --alias vpxd --cert new-

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-
extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

d HRESEESE LR vsphere-webclient iR A RFEAEBE,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias
vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv

e HARSESEHLEN wep BRARERAERHE.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

wcp.crt --key wcp-key.priv

wcp --alias wcp

wcp --alias wcp --cert new-

4 fEREFNERAEERAEBEEH VMware Directory Service (vmdir), RESIRREH A vCenter

Single Sign-On BB E#15.

a ¥Tdir-cli service list , ABEMRRASFREAENESE —NREBIGER. &

vCenter Server Z& EHITHH S,

/usr/lib/vmware-vmafd/bin/dir-cli service list
output:
1. machine-623bef28-0311-436e-b21f-6e0d39%9aa5179

2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d3%aa5179
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vpxd-623bef28-0311-436e-b21£f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0a40-ed4ce-4378-b5e7-9460e2b8200e

o U1 s W

B BELRIEAREBBINMRAIREAERER , dir-cli list WRAHSESHREHHL
WIrEMRARERAE ., BT vmafd-cli get-machine-id --server-name localhost
DER A TR AKKIEEBRN. SEMRIREAECSRBBECSHBERFIE.

b HXEE vCenter Server S8t vmdir FRIEESRH . Hln , MR
machine-6fd7f140-60a9-11e4-9e28-005056895a69 £ vCenter Server LRSS R =E
A& BRThHS

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt

c HRSEESEL vmdir 98 vpxd RS RERERE. Hlm , R
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 =& vpxd R REHA BRI , BT S

PA
< -

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

d HRESEEE L vmdir P vpxd-extension SR A REAERE, Hlm , MR vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 £ vpxd-extension R =6 F &= B
W, BRTheS

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e HREEEE LK vsphere-webclient RAFRFEHREEE, Hln , MR vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 =& vsphere-webclient R T RERE
A AT

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f EBRESEEHE LN wep BRAREAERR. I, MR wep-1cbeOad0-edce-4378-
b5e7-9460e2b8200e 2 wcp FERAREAE BT , FHTHSS -

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbelad40-edce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

BIEBSE
EHEREZ @ vCenter Server 5% FH B RS,
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£/ CLI #& VMCA RAFH#BERERIE

A LAMER CLI # VMCA BREEMRABERELETEE VMCANE=F CAKERE. A%, VMCAE
ENFEREHSEERREL AU SBRERENRAFTFEENEE,

MREFER VMCA AT#E CARFEABRRE , TeeSBRIFEEERNEE , UL HELAR
g WHEENTKENEERK, MEBBE vSphere BEFEBRRENFHMEN , F2HEES (F
EmZLMHE - 'BE vSphere SSL BFEEN ) MIBEERIE , futA : http://vmware.com/go/
hybridvmca,

£/ CLI BURARBE (hilk CA)

# VMCA BEEREBEITBENE—BLSRE , BEL CSR LEX I CSREITHE, RE , FACLI B
HEBBEARBEIEE VMCA,

EAILAE R Certificate Manager 2B HM T ARESE CSR, CSR A ERFEUTER :
n A/ 2048 T (TBR) & 16384 {7t (LFR) (PEM 4RiE)

s PEM &R, VMware X1 PKCS8 #1 PKCS1 (RSA £48), 283 VECS 2% , 8BB4
PKCSS8,

[ ] x509 % 3 H&
n HAREBE K CATEMAERA true , BREEBSLANNERBEH, il :

basicConstraints critical,CA:true

keyUsage critical,digitalSignature, keyCertSign

= XERA CRLEE,

s [EHRSHRERSE] TAARAEAREERARBRE.

s HERELNRESEFABRG. VMCA FBRMER OpenSSL (& 10 EEH).
n FXEEZBRAFHZME DNS EBHEE.

n  BEREY VMCA KB CA.

WERE A Microsoft BRREMBHES| , F2H VMware HIFBEXE : Creating a Microsoft
Certificate Authority Template for SSL certificate creation in vSphere 6.x (£ vSphere 6.x H L
Microsoft B R EMBE AR UEY SSL BE) , #1A http://kb.vmware.com/kb/2112009,

EEMARBER , VMCA ERETIREEME

s EERAN 2048 It (FRR) = 16384 LT (LR)
n EWMEAFN  BRES

. BEARS  FRER CA

BF

1 B4 CSR AUBEBEEEM CA,

fRER CA FERELT.

VMware, Inc. 59


http://vmware.com/go/hybridvmca
http://vmware.com/go/hybridvmca
http://kb.vmware.com/kb/2112009

vSphere B#%

2 EEFEBECHEBZ VMCABEURFE=ZF CASDLE CAZTEE CASEENBERER, HEER 4
MEEES rootcal.crt,

BRI LS FTE PEM K CA BEERIE—ER , USRS E, B R VMCA REBEFBE
g WHIE CA PEM BELERER, #lm :

3 FLABERYE , YRBEEREEY . EENREFOHRSE.

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 HRIRER VMCA 1R CA,

certool --rootca --cert=rootcal.crt --privkey=rootl.key
EEHTHGSR , ST TIEE
» BHHNETREBENMEIERAGIHNERME.
»  HBAFTREBEMNZ VECS F#) TRUSTED_ROOTS FHE (B—BR/E).
s EEFTREBEHIEE vmdir GB—BRIEME).

5 (CGEEM) WREKSFEEEI A vmdir (VMware Directory Service) MTEERE , FEHEVIRBHER
% vmdir , TIRESEAERNTEBERRE,

plan , MRBFELEHPRE—ARE

dir-cli trustedcert publish --cert rootcal.crt
NRBEREPEEZERRE

dir-cli trustedcert publish --cert rootcal.crt --chain

vmdir FRENEESMR 30 DEET X, EIFZERRBBBRIFEE VECS, BB VECS 28&F
f® 5 D& vmdir EEEFNRBRER,

6 (REM) MAXLE  GRLUSHIEHEE VECS,

vecs-cli force-refresh
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7 ENBEBAER®.

service-control --start --all

g4 . BRIRBE
FERAAE --rootca BIEM certool WS, #% VMCA RBEENA BB CAREE.

/usr/lib/vmware-vmca/bin/certool --rootca --cert=<path>/root.pem --privkey=<path>/root.key

ELRTHGSR , FRTTIIEE .

. BFHETRBRFEIABRAKPHEENVE.

» BEFTREBIFMMNE VECS ## TRUSTED_ROOTS FHE.
s EEFTRBEHEE vmdir,

BESR

MEATRAEE , BUUREBREHEBRRERN VMCA RBE., MBEEEEM , AR vCenter
Single Sign-On #E/E . BF2REAWSIE vCenter Server STS BE.

£/ CLI R #3% SSL B (P cA)

® CAKWBIEBREE , BAUUEA CLI SHRER VMCA RBE WAL A HIE SSL BE.

ELSRENKER VMCA HABRERERBZBENIRELRAER. T8 , FUERT , VMCA 8%
EFEAATEEENEE.

SAMSEVAEEMEE SSL B, LMFRAMBRBETZEEN, FEARNBELEARPESESHE
vCenter Server $I1T{EEE KMV BAESEHE EHITHES SSL BREESDS.
DB

HANFEMES SSL BE |, SubjectAltName HBHEE DNS Name=<Machine FQDN>,

BF
1 ASHEEHNBBNRBIRME—D certool.cfg WER,

certool.cfg BRMM /usr/lib/vmware-vmca/share/config/ B#H.,
2 RESAHBNATHRENESZHMEN FQDN,

RIBHERAY IP U E3IT NSLookup , AEE DNSHERBE , REERERP A [THEHW] WUEA
=B,
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3

ABAHMB[ELEQAFH/ATZSRERRYENEE , YREBETBFTNAREREE.
Flan -

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg

FLEFRERYE  YRBEERIREY . ERNRTFNRE.

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

i/ E VECS,

FERRBEEEAIUBRERERNIERE , LUEB SSL 178N, LEEXMRRAERE | &

EHMBEE .

vecs-cli entry delete --store MACHINE_SSL_CERT --alias _ MACHINE_CERT
vecs-cli entry create --store MACHINE_SSL CERT --alias _ MACHINE_CERT --cert machinel.cert
--key machinel.priv

BB AR

service-control --start --all

i : HURHEES SSL BE (VMCA A5 4 CA)

1

2

B SSL BEELAHERE B8 B ssl-config.cfg WEFERER B &F,

Country = US

Name = vmca-<FQDN-example>
Organization = VMware
OrgUnit = VMware Engineering
State = California

Locality = Palo Alto
Hostname = <FQDN>

AR SSL BRES SN Fi@AlEAE(ARPERNZE vCenter Server #1T{EEEAIER
2 | FESE vCenter Server BB LTSS,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

ssl-key.priv Ml ssl-key.pub EREEEMBEHRFEL,

EAEFHHES SSL BFE . WEREH VMCA #EMNW, MEZE VMCA REZFIRABTEBE ,
VMCA 2% EMEEETEHEENERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg
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new-vmca-ssl.crt BREEEMEEFENL,

4 (ZER) ¥H VECS WREA.

/usr/lib/vmware-vmafd/bin/vecs-cli store list

m vCenter Server By#g H &l

output (on vCenter):
MACHINE SSL CERT
TRUSTED_ROOTS
TRUSTED ROOT CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hvc
data-encipherment
APPLMGMT PASSWORD
SMS

wcp

KMS ENCRYPTION

5 # VECS HRI#EE SSL BHEE A FTHIHEEE SSL BFE, —-store Ml ——alias BEMEHEEBEREET
=M.

s 1ES1@ vCenter Server £, BT T HIHSLLEH MACHINE_SSL_CERT ZHEHHIHES SSL
BE, SHXBAASAHRSENEHEE , RASAHEEMN FQDN #FHEE .

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
__MACHINE_CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

£/ CLI BMRER S REREBE (F# CA)
HCHERE SSL BRER |, AILER CLI RRBRAREAERRE.

#Z VMware EF AMNKFRLT REAERE . ERSHE SSL BRIRABITEE. L—REXTET
MEEFREMEBRNFR,

n EEFENN Proxy BF  IBRBEFIEE.

s TERAEMASE CA,

AR R R S RFE A EREUREE vCenter Server Z LNBRARFEAERE.

#a ESJNEABPETINBERARFEAERER  dir-cli list NRAHSESMESY LNMER

RERFERE., BFHIT vmafd-cli get-machine-id --server-name localhost PR g ESImE
M AEEEREBITR. BEBRTREAESBHCI MR
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DEEM

BEBRAREAEBESBEETREN subject, i, BALEZEMABRASREAEZR (Hlan
vpxd) st E A — B

BF

1 BYE—1 certool.cfqg WER , BREM. IP{itt. DNS ERBANEFEHMN , AREHF T RAZE
R BIWEFHFWER sol_usr.cfg).

MAEELEBREN -9 , BUURGSIEFTEEE. BRAXCEAZESHMAER., NREREER
B, FTEEN BRI SEREE,

2 ABEMAFRERAEELLCH/AZSRERGENER , YREL B WAHAREEREIE.
&g -

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 HREBEMRTRERAENERE.

dir-cli service list

AN EARRBRFRENE—BBE. BANBHARTRENT,

dir-cli service list

Enter password for administrator@vsphere.local:
machine-623bef28-0311-436e-b21f-6e0d3%9aa5179
vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179

. wcp-lcbeOa40-ed4ce-4378-b5e7-9460e2b8200e

o b W N

SRR AR AT EENZE vCenter Server BTEENILEH |, dir-cli service list
W HEEMEHHETNMERRSRERASE ., BT vnafd-cli get-machine-id --server-
name localhost MIXHEAFTHNAKKEEIRFE. SERRLSREAESEBETSHIRAITE.

4 FIFARYE  TRBERBEEY . EENRFFHRS.

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 S#EM vmdir # VECS IR E R,
HWNERARFERE | BB EFHEEE. il -

dir-cli service update --name <vpxd-xxxxX-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

B WREFER vimdir FHRE | BIRFRFEAERMEEZ A vCenter Single Sign-On,
6 EFREBFER®%E.

service-control --start --all

g6 . MARRT RERERE (T4 CA)

1 GERERELRNERS | §HYSE vCenter Server I LN EBREBRAREAEZEELEAR/AES
@iy, HPEEMESRRSRNEY  URSEREMHERSRMEAE (voxd. vpxd-extension,
vsphere-webclient, wcp) HFIBZE,

a ARBERRATREREELSREY.

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-

key.pub

b ASEEHRLN voxd BRAREAEELESRTY.,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub

ASEEE LW vpxd-extension R A REAEELSBRY .

@]

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --

pubkey=vpxd-extension-key.pub

d ASHEEE LN vsphere-webclient SR A RERAEELLBRY .

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --

pubkey=vsphere-webclient-key.pub

AEESHEN wep BREREAEELESREY.

®

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub
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2 AWEBEMRARFEHEURSE vCenter Server B ENBEEMERFRERE (voxd. vpxd-
extension. vsphere-webclient, wcp) , FEXHH# VMCA REZBHEBHNMRAREHERE.

B --Name ZBLARKE -, BEBRAREAEFRENEE  TREERBBBRERRS
RERAEZENHERER. ESERLT K @HEESEMW , HIH vpxd H vpxd-extension,

a

b

O

—h

BITIGS , AR ENEBRBERIREAEEERRTREAERSE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine

AREETH ENERBRIREAEEERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv —--Name=machine

AEEER LN voxd BREREREELRRE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv

—-Name=vpxd

ASEEE LM vpxd-extensions R RERAEELRH.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension

HIT TSRS , BEESGE LM vsphere-webclient AT REAEELERE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --
privkey=vsphere-webclient-key.priv --Name=vsphere-webclient

BITTHSRS , ABEEHHR LN wep BRAREREELRRE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --

Name=wcp

3 # VECS PRI RERAEBRITNRAFTNBRLREAERE.

B --store M --alias BN ARERREEZBTEMEE.

a

IS EE R ENHERRRT RERERRE

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store machine --alias machine
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store machine --alias machine --cert
new-machine.crt --key machine-key.priv

b HARSEGSE LN voxd BRARERERE.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd --alias vpxd
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd --alias vpxd --cert new-

vpxd.crt --key vpxd-key.priv
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c HRESEEE LM voxd-extension R A REAERE.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-
extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

d HRESEEFE LR vsphere-webclient iR REHEBE.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias

vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv
e HUEBEESRHLN wep BRAREAERRE.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store wcp --alias wcp
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store wcp --alias wcp --cert new-

wcp.crt —--key wcp-key.priv

4 fERFNEREZERAEBREEH VMware Directory Service (vmdir), REEIRREH A vCenter
Single Sign-On B EF1E,

a T dir-cli service list , AEEBRATREAENEE —NWREBNBER2E. £
vCenter Server Z& LHITHTZS .

/usr/lib/vmware-vmafd/bin/dir-cli service list

output:

machine-623bef28-0311-436e-b21f-6e0d39%9aa5179
vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aab5179
hvc-623bef28-0311-436e-b21f-6e0d39%9aa5179
wcp-lcbela40-ed4ce-4378-b5e7-9460e2b8200e

o O w N

FE ELIEABEBBFINBRIREAERER , dir-cli list NBESESHEHHL
WIrERARFRERAE ., BT vnafd-cli get-machine-id --server-name localhost
DEEBSETHNAREBRRAT, SERRIREAEEBBLIHIRIG.

b HYX&E{E vCenter Server 18 £ vmdir FRYHESRE. Hlm , R
machine-6fd7f140-60a9-11e4-9e28-005056895a69 £ vCenter Server L HIBBE AR R F = F
AE K f3TheS

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt
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c BREREEHEL vmdir 8 vpxd SRS REAETE. Hlwn , R
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 £ vpxd fERFREAEZRBIE |, FHITIHS

A
< .

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£f140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

d HRSEEE L vmdir F8 vpxd-extension SR A RERAER/E., Bl , R vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd-extension R REH &= B
B, EETlas

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e HMREREEHE LK vsphere-webclient fBRAREAERE. Hla , R vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 =2 vsphere-webclient SR A REHAE
HAE BTG S

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f EBRSEGFELN wep BRAREHERT., A0, R wep-1cbeOad0-edce-4378-
b5e7-9460e2b8200e 2 wep RA RMEHA BB , FHTHDS :

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-e4ce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

£/ CLI $BEIRABIEHE

MRATRAUNEE , BEA CLI # vSphere FEANELH 2R BERRABRE=FH1E CA EEN
B, MBHITZEZE , Bl VMCA BF2ELNBRELES ., BEFIEHME vCenter BEMEER VECS
mo

BRI LK ERE  ERAREMERAR, flun , ZERRFEAREBREN TR , BARE VMCA &
ERRAFRFEAERR. BRAAREAERREARM vCenter Single Sign-On #1178 . vCenter
Server ERERAFREAEREFARAIER. TEHBRAREAEREARIEBBENR.

B MREFFEMEM VMCA , RERBTREINRFERRE . £ABRSMENNTH  AREREE
Ep 8

BMEEREFE A BETRE , A LAMEA VMware Certificate Manager A RN ETREIMR ., FHL2HEME
H Certificate Manager #FiEBEINK A BT B,

MREEERBEEZER vSphere Auto Deploy BBEIMRE |, H208 VMware ABENXE |, @it A
http://kb.vmware.com/klb/2000988.
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£/ CLI ERBREILE A 5T RBE

BULEARBLESE=SF CANERRE. F—ITREACL MBERERBERBELSRBEE
A VMware Endpoint REZEHRE (VECS),

BB
BRELAFEUTER

BF

1

8K/ 2048 2Tt (TBR) E 16384 v T (LFR) (PEM #wEB)

PEM %=, VMware X1 PKCS8 1 PKCS1 (RSA £i8)., £33 VECS 2% , eEkA
PKCSS8.

X509 % 3 hix

BRIEBE , CAEMYBARS true , BREJZBHXANVNERBES,
SubjectAltName #4ZBE&E DNS Name=<machine_FQDN>,

CRT #%=

BETIHEREATE  BUEE, SRFEE
RERNFREEERBaRRE.

CN (1 SubjectAltName) &4 ESXi E#44E vCenter Server M BEEFFAEENETHERE (FH 1P
).

ETIRENBREEZFER (CSR) BEALNEERE=FBERHEE.

n FEWEEE—EHES SSLBRH ., YWHNHEE SSL BHE |, SubjectAltName UK BEEETER/E S
# (DNS NAME=machine_ FQDN).

» BE  SESHELERRSREAERE. BRAIRCAERETIRES P L. THEER
E7BM4. SEBELEARTENEEIE.

—RRHR , SAGTBELEELE PEMER |, ¥ ASE vCenter Server IEEAXCHEEMN SSL BHE.

2 5JH TRUSTED _ROOTS F#28 SSL FHE.

vecs-cli store list

a WRETHBBEMFIEHES SSL BREME VMCA HE,
b RTFH. BFRELURIE CN B,

c (REM FRAEBERERFREEREE 2HEN HTTPS EE , MR B EM IR HEMES
SSL RFBHERF.
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3 FLAAERYE  YRBEEBEEY . EENRBFHRSE.

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

4 BEEFTRERE.

dir-cli trustedcert publish --cert <my custom root>

MREREDLH LIEEERERBIUER  RASRTEEE.
5 ENRBAARE.

service-control --start --all

RESR

MRAVNFRUFE , BUURBRFREBRREHN VMCA REBR . MREEEM  LASHEE
vCenter Single Sign-On B&E . w2 EEAW<HIEUL vCenter Server STS Bi#.

5/ CLI #5#28 SSL BRER A BRI BE

WE BRTRER , BUUER CLI IR ESEMEEE.

BRI BREZ , CLEEEFTHER !

= administrator@vsphere.local &S

n  BRMEHEE SSL BFTRE ((crt ER)

. BREBEE SSL TR ((key BR)

n BRWETREE (.crt BR)

B

B—EEWRBIE=AHEE CA RRAEAHBIERE.

n  EA/ 2048 Ut (TBR) £ 16384 LT (LMR) (PEM #RES)
= CRTH&R

= X509 % 3 iR

= SubjectAltName #%ZBEE DNS Name=<machine_FQDN>,
» BETIHSRERASE  BUEE. SRBES
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BF
1

FLEFRERY  TRBEERREY . ERNRFHRE.

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

BASEESR , WA CA KRB BEINEE VECS §.
FERENEEARARERFHNETIER , BB SSLETEM.

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE_ CERT

vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert <cert-file-
path> --key <key-file-path>

E#H Lookup Service B 4&imEL,

/usr/lib/vmware-lookupsvc/tools/ls update certs.py --url https://<vCenterServer FQDN>/
lookupservice/sdk --certfile <cert-file-path> --user 'administrator@vsphere.local' --

password '<password>' --fingerprint <SHA1l hash of the old certificate to_replace>

EXNRE AR

service-control --start --all
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\

=4

BRI LAMER —# CLI REE VMCA (VMware Certificate Authority). VECS (VMware Endpoint B&E 17
B&). VMware Directory Service (vmdir) MlZ %M Token fR#& & (STS). vSphere Certificate
Manager ARt X EZEMBE I, EFHRIREENEERHMREFTEEA CLI.

BEMEHASSH ESZERAESE Shell , RER CLI TEUSERBNERBNRE., MEFHMEH ,

B VMware M EXE | #8it A http://kb.vmware.com/kb/2100508,

FHEUL vSphere BFERMEMFEA CLI dSERRBIVE S,
R 3-1. AR EEBENIEBEERMEH vSphere CLI TR

CLI R

ELXREERIERSE®. VMware
Certificate Management BR#§ 2
VMCAD W —&k 45,

certool

EE VMware BREFHERTEENR
7. BHA VMware Authentication
Framework 82 (VMAFD) —3 %,

vecs-cli

dir-cli ## EF  VMware Directory Service

FHEE., BA VMAFD —292 .

sso-config.sh B STS BE.

service-control

BENRE LR , flanABRIFERAIE
RN 5.

vSphere CLI (V&

(kTR , B R ERE L.

/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool
/opt/vmware/bin/sso-config.sh

5 service-control MEAEELREERRE.,

VMware, Inc.
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certool MlMR{LTm<8E

vecs-cli iR & 8E

dir-cli 8% 8%

WRIIMA ., MARBEMRIEN sso-
config.sh #ERWLYIRA,

ERITHM CLI <280
HRAFIEBRES

F2
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#1T vSphere CLI FTER R

FIENRERGRERFERN CLI REMEERTZHS LN CLIME, flln , HRASEBREEEE
BB R vCenter Single Sign-on #18 (MkFE:& A vsphere.local) IBIREEE, EEGSTARFRE
FRE.

dir-cli

BB RAMAIT (kFERR B vsphere.local) FEEBEHMANRE , AT dir-cli @S, WRR
EETFERERBNRE AR RER AKX vCenter Single Sign-on fENEEERE , ARR
54 administrator@vsphere.local,

vecs-cli

&Y, EREARFIERNBFEESENCERAEIFIRFE. EREHATNERERFRARER
HXEO

MACHINE_SSL_CERT f TRUSTED_ROOTS FHEREFHEFENE, RERFEHAENEEEMFERAE
BRREFAME) EETENTFEE,

certool
RZEW certool WLHREAREREEHEATNEREIERLEA. MEERAEBIURT TGS
m  genselfcacert
m  initscr
m  getdc
®  waltVMDIR
®  waltVMCA
m  genkey

B viewcert

B E certool AHRERIE

ﬁﬂﬁ' certool --gencert ﬁigﬁﬁﬁ%?ﬂﬂﬁ{tﬁﬁfiﬁéﬁ% , ﬁ%%’%%ﬂ%ﬁ%ﬂ&ﬁﬁﬁﬁo f@ﬂLXrﬁiﬁ
BEER. A --config=<file name> RBBRARALE K BEWSI LHE.

k78R , #HEERE certool.cfg VM /usr/lib/vmware-vmca/share/config/ B &,

ZERTEBERLC  ARELT

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California
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Locality = Palo Alto
IPAddress = 127.0.0.1
Email = email@acme.com

Hostname = server.acme.com

BB EELE , FERBNTARNEGSH LEESRNER , IESSH LBRERIE.
n BEVHARENEAYREER. €/ --config WLHBREEEER. FEETERE , UBRRRKRE
LA,

| /usr/lib/vmware-vmca/bin/certool --gencert --config /tmp/myconfig.cfg

» EGRLILBERMERE. fin, nREBREVE , FRTEGS

/usr/lib/vmware-vmca/bin/certool --gencert --privkey=private.key —--Locality="Mountain View"

EE --Name AR BR B BB CN WAL,

s HAERARERAERSE , BH LEW/EE <sol_user name>@<domain> , B REERFEFRA
EBHERTE , TUBEEE,

n ¥IPAMKES SSL B, 2 AMEEMN FQDN,

VMCA E A 5FEH — 1M DNSName (f£ Hostname ) BEFRESERAEMBIE., R IP Uit 2HE
AEEE , BEFEFEE SubAltName #,

£ --Hostname 2E8UIEER/EM SubAltName B DNSName,

AEFHAW/ T ERE :
m  certool Bt SSE
m  certool EERSSE

m  vecs-cli & BE

n  dir-cli #%8&

certool Bt <2 E

certool IRt S ABLELERIRBER, MRMELEH VMware Certificate Authority (VMCA) 2
SBHRENEE EARBIEURMTHMOBREEEEIEE.

EHZBRT , BBAREEEES certool 5. BEREE certool AHREIRE, MEFHEEHN , F2
B CLI #83E VMCA EEBEMAEHH VMCA EBEH. mSyRBPRHRENZEMAER.

certool --initcsr
EEXBREHBER (CSR), ZMSELE PKCSIO BRMAREE
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5 LG

--gencsr EX CSREREE,

--privkey <key file> RERSRERNERE,

--pubkey <key file> AHSRERNEE,

--csrfile <csr file> EEXE CA RHEN CSR ERNEREE.
-—config <config file> HREREIEARE, ERES certool.cfg,
g5l

certool --gencsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

BVHEHREENEILEABREEMNIE CA HE VMCA RAIREE. EANREAME VMCA RAIREZE
BWARZ—., BALURAERE=ZFEBEME VMCA AR , LUZE VMCA AT # cA, F2EE
A CLI #& VMCA R AP ERFHFREME,

HHTERE I RELERRE , WBEREFR.

B L]

--selfca EEQ&%%E@E%%%EO

--predate <number_of_minutes> EI%@H%*EE%E’J [ﬁﬁ&ﬂ&ﬁ‘ﬁ%%ﬂ ﬁﬂﬁ%”i;’i;’%ﬁ ﬁJ'J_H;J'FEﬁZﬁﬁEg
BESES., WREVHEEEREREETHRA, LRA3
Ko

--config <config file> HERENEREE. ERER certool.cfg,

--server <server> VMCA fARSEHIERABRE. kAR , @< A localhost,

il -
machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local

certool --rootca

BEAREE. KEERBNALZEB/INEE VMCA, VMCA —EFASRHBRBRETEE , AREMWRE
BELKEFHIMRZANIEE. EERE , TN XRT—ESBREFEREE  SETMBRT
BEANEE.

By EoL]
--rootca EAR CAREE,
--cert <certfile> BEERNEE.
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By B L

--privkey <key file> REERERNERE., HERNUEAS PEM HIHEN.

--server <server> VMCA RIRESHRB AR, KkTER , 9SS FH localhost,
4

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc
EER vdir EAMNTFERARERE.

By E L
—--server <server> VMCA fafR=EHRAEE, KTFER , ﬁ%ﬁﬁﬁ localhost.
--port <port num> BAMNERRRE, EREREREER 389,

g4

certool --getdc

certool --waitVMDIR

#®% % , HZ VMware Directory Service IETEHITE--wait IEEMNBRFERAL, BREALEEBENE
BRI HREL T, flnEEERMEEE.

By R
-—wait ZEENBRASEY. BRER 3.
--server <server> VMCA fARSEHERABRE. kAR , @< A localhost,
--port <port num> RANERRRE, EREREEIER 389,
il -

certool --waitVMDIR --wait 5

certool --waitVMCA

FES, HE VMCA RBEERTREENBRE RS L, BEEALERNMEMRATHRELTFE,
BINELEBE .
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B oL

——wait EZHNEAEY. ARER 3.

—-server <server> VMCA ARBHEAERE, KFER , #<HEM localhost,
-—port <port num> BERANERERT, ARERERE 389,

g4

certool --waitVMCA --selfca

certool --publish-roots
BREEHREE. LA STEEESEER.

] B
--server <server> VMCA fRIFRESRRA B, kTER , ®< M localhost,
i

certool --publish-roots

certool BEEMmSL L E

certool EEMTHBELRE . ELHEBHER  URBEEABENER,

certool --genkey
EEAENAFEREY, AR AIEASLERELE VMCA #ENEE.

BiR LG

--genkey EEATNAHSH|ISIEREEE,

——privkey <keyfile> RESRERNERE,

--pubkey <keyfile> AHSBERNEE,

--server <server> VMCA ffREEHRA B, KR , < ERM localhost.
6l

certool --genkey --privkey=<filename> --pubkey=<filename>

certool --gencert

£ VMCA RIRESELERE. WHSEMFA certool .cfg RIEEHREPNEN ., BRUERABERME
BEBRBIMASREAERE.
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5

—-—gencert

--cert <certfile>
--privkey <keyfile>
--config <config file>

—-—-server <server>

i -

LG

EEBRRAENRE.

BREERNERE, KERYAR PEM FEHHER.
AEERERNEHE, KERLER PEM HIHHEN,

HREENERASE, FERES certool.cfg,

VMCA fARBENRAEE. KER , <A localhost,

certool --gencert --privkey=<filename> --cert=<filename>

certool --getrootca

BAERNEZXFIENBE AR CA BE. LBHFATHARRER  MEFERAAETHENRE,

BiR

—-—getrootca

—--server <server>

gl

certool --getrootca --server=remoteserver

certool --viewcert
DUABETENERIENRERW a8,

BiR

--viewcert

—--cert <certfile>

gl

certool --viewcert --cert=<filename>

certool --enumcert

LG
DIENR B TR R B,

VMCA fAIfRSEHEBAEHE. &ER , <A localhost,

LG
BB BREGARENERE.

HRERENERAERE, ERER certool. cfgs.

FH VMCA RIRSBABRNAERE. VEWN filter BEAEASI LB BRFRET HBSEN . ERAPR

FHMNIBRE.

VMware, Inc.
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By B L

—-—enumcert §Utﬂﬁﬁﬁ£§?§ﬂﬁﬁﬁ%9’93§1i

——filter [all | active] LEGRE. BEEMERERTRRE. BT ZECHENZ
HARIEIE,

g5 -

certool --enumcert --filter=active

certool --status

IEEREEES VMCA AR , IRERLBRCHE. MRBIRCHE , QIS BE: ER
1, B, BIED [BRE: AT .

By oL

--status BRERIIRERFMENREE,

——cert <certfile> AHREREREAEE. FEREAR certool.cfg,

-—server <server> VMCA RARBRHZERAERE, KFER , W<EA localhost,
il -

certool --status --cert=<filename>

certool --genselfcacert
REBALBENINE  ELXERESENEE. ITSEREIXRELRHE , UBEKEFR,

BE LG

-—genselfcacert BEERHREBNEERTEE.

——outcert <cert file> BEERNER. LERVES PEM HFIHERE,
-—outprivkey <key file> AESRERNERE., WERMSEAR PEM HEIHHER,
-—config <config file> HREREAEARE, ERES certool.cfg,
4

certool --genselfcert --privkey=<filename> --cert=<filename>

vecs-cli m &S 2&E

vecs-cli WS EEEEE VMware BEFNE (VECS) WEITEE. SELETSE dir-c11 M
certool EBEMER , LEBERNREEREBMNEFRE.

VMware, Inc.

79



vSphere B#%

vecs-cli store create

BE

——name <name>
—-—-server <server-name>

--upn <user-name>

i -

vecs-cli store create --name <store>

vecs-cli store delete

L
BEEHRENERE.
AREERARSEEE WREERZER VECS H{TEE),

FHF\Q%A——SGIVGI <server-name> %EZ@HE%%??{E%B’\J
FEREXRER. BEYFHER K SEEIRAERRPRIL,
Hit, FRENEEERBNEAEAR  MARRRERAE,

MREBERE, BEEMBER MACHINE_SSL_CERT. TRUSTED_ROOTS
TRUSTED_ROOT_CRLS ZGEHE., EEMEERNERAETLUMBREBRARERAEENRE,

2y

——-name <name>
—-—-server <server-name>

—--upn <user-name>

g5 :

vecs-cli store delete --name <store>

vecs-cli store list
JIHEBERENE.,

BE

——-server <server-—-name>

--upn <user-name>

VECS BE T ERE.

VMware, Inc.

ELl
EMBRNBERFRENERE.
AREERARREEE WREEREER VECS H{TEE).

Fﬁmﬁl——server <server-name> %EZ@EE%@?:H%E’Q
FEREXTREB. EYFHER  SEEIERERERRIL,
Hit , FRENEEERBERAEAT K MTIRERREAE,

L
AREERARREE WREBEEERRK VECS RITEE),

Fﬁmﬁkffserver <server-name> %Ezﬁﬁﬁ%ﬁﬁ?ﬁ’@%a’g
EREIRER, BYFRER  SERNEAERRFENL,
Hit, FRENEFERBNEREAR K MTRARRERE.
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#* 3-2. VECS I EHE
EHRE

HEEEHY SSL I E (MACHINE_SSL_CERT)

BRAREAEFRE

machine

vpxd
vpxd-extension
vsphere-webclient

wcp

ZEENREFERE (TRUSTED_ROOTS)

vSphere Certificate Manager 2 AR R BN EHE

(BACKUP_STORE)

HitbFHE

i

vecs-cli store list

VMware, Inc.

R

m A5 ME vSphere BB ER M Proxy BRI LM,

m  HE@ vCenter Server % E VMware Directory
Service (vmdir) FiEM

vSphere 6.0 RESMRA I A RS E S EBFEAMSE SSL

BENRE Proxy #TEN . ABRADPERMYE  5.x RENE

FRBENERE. it , 2 R%E BIW vpxd) NEEZESH

ERBERHR.

HRSEMRAREAE , VECSBE—EERE. SEMERS
REAERENZEMERE—M , fln , #BETEE

vpxd REHEEMHEE.

R REFA & REAREB vCenter Single Sign-On #E1TE
&, vCenter Single Sign-On EMEREFZREN , B2/

EHMBHEME,

VECS HEBETIHBRRAREAERBEEHE :

B nachine : B License Server R RIEFTER .

T WSBRTREAEREBEMEEN SSL RR=EMH
Bk, MEERRRR TS REAE BB ANETT SAML Token X
B, WM SSL BREANEHMEIETLTE SSLER.

B vpxd : vCenter [RGB E (vpxd) EHE., vpxd EFEHR
FRELFHREPHFERE REAEBERBEE vCenter
Single Sign-On,

B vpxd-extension : vCenter EHERE., F Auto
Deploy BR# . Inventory Service R NBRE MR 5 =&
FAENEMERS.

B vysphere-webclient : vSphere Client FHE., BE8E—
e B A AR A , {540 XA B AR A -

B wcp : VMware vSphere” with VMware Tanzu™ R &.

&8 vCenter Server HiZi#9HEE — @ machine B,

BERESEENRERE.

B VMCA (VMware Certificate Manager) AR X IERHE
R, RERFRESHEAEN , CEIBER—EULNSE,

HittfF R E T RER ARG R, I , Virtual Volumes IR
T RAGHIE— B SMS FHE. BRIE VMware R
VMware MIEEXEEREERELFRETHNER , TAF
MEEM.,

5 MIBR TRUSTED_ROOTS_CRLS FHEZE RGN ITE
BB, F2MBRRE® TRUSTED_ROOTS_CRLS B
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vecs-cli store permissions

RERBETFTHERER. A --grant W --revoke BIHE,

FEHRENEEETLUMTHEEE , SEREMNBEER. AH# vCenter Single Sign-On fBNEES |
FE:& B administrator@vsphere.local , E#EMEERE LN FAEER , BIFREMNBEHEER.

BRI LAMEH vecs-cli get-permissions --name <store-name>HEFEHER BBIRE.

BiH

—--name <name>
—-user <username>
--grant [read|write]

--revoke [read|write]

vecs-cli store get-permissions
HEVE M E B s R E .
®iE

—--upn <user-name>

vecs-cli entry create

LG

BREFHENER.
AEREERNEAENE—BHE.
REGHHABAER,

BEHENREAER. BRITXE.

L
BREHENERE.
AREEAREEE WREBESETENR VECS #$1TEE),

Fﬁmﬁk——server <server-name> %Ez@ﬁﬁ%*ﬂ?ﬁ%%m
ERETRERE, BEYFRER  SERMNEAERRFENL,
Hit, FRENEFERENEREAR  MTIRARREAE.

£ VECSHEV—HER. FALGSHELZSRIBEIETHRE.

#HE BOEARGSEEREFREZE TRUSTED _ROOTS FHE., BXAFA dir-cli S RHIRE

&

--store <NameOfStore>
--alias <Alias>
--cert <certificate file path>

—--key <key-file-path>

--password <password>

VMware, Inc.

R

BRERENERE.

BENEMARNE. SRENRERESBRELIEE.
BRERNTRRE.

HENBR Z RN TERE,

ARMELZ SREBEETE.
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5

—-—-server <server-name>

--upn <user-name>

vecs-cli entry list
JIHEEFHRERNBEER.

B2y

—--store <NameOfStore>

vecs-cli entry getcert

LG
AREEARRFEE WREEKEERR VECS HITEE).

FANE A--server <server-name> IBEZAMRESHNITEEMN
FREXREE. EYGEHER  SEBNFEAEREPEL,
Hiit , FHRENEEERBAFEREAR , MAARRBRERE.

B4
BRERENERE.

& VECS HEURR . SANSBREXIBHER  IEBATAARTENXF.

BiH

--store <NameOfStore>
--alias <Alias>

--output <output_ file path>
-—text

--server <server-name>

--upn <user-name>

vecs-cli entry getkey

B
BREHENEHE,

BREGRIE,

TREEBANRE.

ERAETHEN BRI,

RNEEARSEME (MREEETEE VECS HTEM).

}:ﬁmﬁlffserver <server-name> EEZ@EE%@?T@E%E’\J
EREIREE. EYFRER  SERARAERARTRL.
Hit, FRENEFERBNEREAR K MTRARRERE.

WA VECS PSR, EUNSSREXIWHER  IHBATAAETENXZ.

B

--store <NameOfStore>
--alias <Alias>
--output <output file path>

-—text

VMware, Inc.

e

BREFHENER.
ERHBIE .
ERETRBANEHESR.

BRAEAENSR/RAE.
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25

—-—-server <server-name>

--upn <user-name>

vecs-cli entry delete

LG
AREEARRFEE WREEKEERR VECS HITEE).

FANE A--server <server-name> IBEZAMRESHNITEEMN
FREXREE. EYGEHER  SEBNFEAEREPEL,
Hiit , FHRENEEERBAFEREAR , MAARRBRERE.

MERBEEFHRETHIEE . MREMER VECS FIVIER |, BIEEHER VECS KABEKR, B—HHIMEEA

MRBE, VECS 2## vmdir REEREE.
BiE

--store <NameOfStore>

--alias <Alias>

—-server <server-name>

—--upn <user-name>

vecs-cli force-refresh

n®

BRERENEE.

HREMBEENHE.

AREEARSEE MRLERSER VECS ST ER).

Fﬁmﬁl——server <server-name> %EZ@EE%@?:H%E’Q
EREXREB. EYFHER  SEEERERERRL,
Hit , FRENEEERBEAEAT K MTIRRREAE,

REERRER. EERERERSE.

BAIEFHEE VECS, kFER , VECS 88 5 2 R&#A vmdir EEEFRBERER. FALGSTR

vmdir M ElE# VECS,

BiH

—-—-server <server-name>

——-upn <user-—-name>

dir-cli i $2Z&

LG
AREERARREEE WREEREERR VECS H{TERE).

FANE A--server <server-name> IEEZAREZHNITEEMN
FREXREE. EVYGEHER K SEBNFEAEREPEL,
it , FHRENEEEREAFEAEAR , MTAARRBERE.

dir-cli 2ABXXERZVNEHFMBRIREAE  IRFEE , LURE®E VMware Directory Service
(vmdir) FRBREMNZE, LA LEH dir-c1i EEFMEH vCenter Server 1TEEMNRAHINEEER.

dir-cli nodes list

SIH AR E AN T EEMN vCenter Server &%,

VMware, Inc.
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5

--login <admin user id>

--password <admin password>

--server <psc_ip or_fqgdn>

dir-cli computer password-reset
ARZERNEPRBIRFNZE.

BiR

--login <admin user id>

--password <admin_ password>

--live-dc-hostname <server name>

dir-cli service create
BYUMARRFERE, TEUHE=ZFBRFIRER,

2

——-name <name>
--cert <cert file>
--ssogroups <comma-separated-groupnames>

--wstrustrole <ActAsUser>
--ssoadminrole <Administrator/User>
--login <admin user id>

--password <admin_password>

dir-cli service list
S dir-cli AEENFERARERE,

VMware, Inc.

LG

Z# vCenter Single Sign-On RN EES |, kERS
administrator@vsphere.local,

EEEEAENER. NRREEER , RRSRTEEE.

fERAILBIBAES T HM vCenter Server , LEEHREEAE

LG

Z# vCenter Single Sign-On RGN EES |, kFERA
administrator@vsphere.local,

EEEFEAENER. NIRREEER , RARSRTEEE.

vCenter Server M ITEENERATE.

E 4

ERVNBRATREAENER,

BEERNER, TR VMCA EENBERE=HEBE.
BERATREAERAEEHENRE.

BERTREAERANERSGEEEREAEFANKE. B
AESR , REBRARERERTAREERER.

R A RERAERE ActAsUser AR E ., ActAsUser &
EUEREFRERREMERERNTIEE.

Z# vCenter Single Sign-On RN EES |, kERS
administrator@vsphere.local,

EEEEAENER. NIRREEER , RRSRTEEE.
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5

--login <admin user id>

--password <admin password>

dir-cli service delete

LG

Z# vCenter Single Sign-On RN EES |, kERS
administrator@vsphere.local,

EEEEAENER. NRREEER , RRSRTEEE.

Bk vindir PR S RERE . MERBRSRERAER , £RAEME vmdir BTERKN A SRR

LR PR AR B R Y AR RS

2

——-name

--login <admin user id>

--password <admin_password>

dir-cli service update

Ll
EMBRHERTRERAENEE.

Z# vCenter Single Sign-On RGN EEE |, KFERA
administrator@vsphere.local,

EEEFEAENER. NIRREEER , RARSRETEEE.

EHEEHRRSFREAE BRBEES) WEE. BITHGSE , BEBBIIT vecs-cli entry create
SEH VECSHHRARAREAERFZEL ., FH2H vecs-cli me8E,

82y

--name <name>
--cert <cert file>

--login <admin_user_ id>

--password <admin password>

dir-cli user create

B
EEHNBRTREAENER.
ERRGRBHNERENERE.

Z5# vCenter Single Sign-On RN EES | IKFERA
administrator@vsphere.local,

EEERAENER. NARRETEER , ARFRTEEE.

£ vmdir REZ—REAE. WS TAREBERAEZBMNEERD vCenter Single Sign-On E{TEE

MEAERE, EERERTHEEALSS.

B

—-—account <name>
--user-password <password>
--first-name <name>

--last-name <name>

VMware, Inc.

L

E# VK vCenter Single Sign-On EREN B,
FEAENNBERE.

FRENEE.

ERENERK.
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3]
--login <admin user id>

--password <admin password>

dir-cli user modify
&3 vimdir RNIEEFERE .

B

—-—account <name>

--password-never-expires

--password-expires
--login <admin_user_id>

--password <admin_ password>

dir-cli user delete
MBR vidir RIS EFERE.

BE

——account <name>

--login <admin user id>

--password <admin_password>

dir-cli user find-by-name

LG

Z# vCenter Single Sign-On RN EES |, kERS
administrator@vsphere.local,

EEEEAENER. NRREEER , RRSRTEEE.

EL ]
EEMH vCenter Single Sign-On EAEN B,

RGBS KA vCenter Server HEITREMN BB TEEX
FHERS , YEEERRIEEERBIMPEBRELENT , &5
WRIEREA true,
EEEEALRE,

MBI EER --password-never-expires BIE |, BAG L RIE
RER true,

ZSH# vCenter Single Sign-On BN EES |, {kFERA
administrator@vsphere.local,

EEEFAENER. NIRRETER , ARFRTEEE.

L
EMERAY vCenter Single Sign-On EAENEZRE.

Z# vCenter Single Sign-On RN EES , kFERS
administrator@vsphere.local,

EEEEAENTR. NIRREEER , RESRTEEE.

£ vmdir AREBSKREAE. LR STELNERBURRETE --level BEREENRR,

VMware, Inc.
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5

—-—account <name>

--level <info level 012>

--login <admin_user_id>

--password <admin password>

dir-cli group modify
HERAERFANEERENTA.

B2y

--name <name>
--add <user or group name>

--login <admin_user_id>

--password <admin password>

dir-cli group list
HIHIEER vdir B4,

2

--name <name>
--login <admin user id>

--password <admin_password>

dir-cli ssogroup create
EARHEAEIE (RTEER A vsphere.local) RE M B4,

L

EMBREY vCenter Single Sign-On ERAENERE.
BEEUTE :

m B O-IRFM UPN

B ER-EBEROEM+ BFMAK

B ER2:ERO+IRFEERER. RFESHEESR. BH
KETEIMES, BBEIPEENEHIHES.
ARERR O,

Z#& vCenter Single Sign-On fBEHMNEES |, KERA
administrator@vsphere.local,

EEESEAENRR. IRREERR , RARSRETEEE.

E4
vmdir HEANE M,
EHENERENFANEE.

Z#& vCenter Single Sign-On fAEHMNEERES |, KERA
administrator@vsphere.local,

EEESEAENER. IRREERR , RARSRETEEE.

ELLl

vmdir PEANBEMEE, LBEETRERERERERTE
1.

ZR# vCenter Single Sign-On RGN EEE |, KFERA
administrator@vsphere.local,

EEEFEAENER. NIRREEER , RRSRTEEE.

MRABEE Y B LT vCenter Single Sign-On RS EAEER , EEALSS. fln, MREETL
HEAWHERAS B EFIEE vCenter Single Sign-On BB EES8A , AIFEZBREANMEFERSE

HAEZASNEESER.

VMware, Inc.
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WA LA#E vCenter SE40 B 2V 4RI REPRIZEE vCenter Single Sign-On @B PRV EIME ., F28 vSphere &

EMBAM.

BiR

—--name <name>
--description <description>

--login <admin user id>

--password <admin_password>

dir-cli trustedcert publish

EL L
vmdir PEENER. RELRA 487 EF T,
BAENBEMSRR.

Z# vCenter Single Sign-On RN EES |, kFERS
administrator@vsphere.local,

EEEEAENER. NRREEER , RRSRTEEE.

BEENRBERME vmdir, BITHGSE , VECSEE—DERIGRERE , WA BT vecs-

cli force-refresh SN HIELEHE.

BiE
--cert <file>

--crl <file>

--login <admin_user_id>

--password <admin_password>

--chain

dir-cli trustedcert unpublish

ELL
BRERERNERE,
VMCA T E T,

ZH% vCenter Single Sign-On REBWEEE | {(kFEARA
administrator@vsphere.local,

EEEEAENER. IRKEEEZR , RARSRETEEE.

MREBMBEENBE | FETHLERER., TRERERE.

fEBRE MR B BT vidir REENRER. flU  MREEKHMRBEIHIER vmdir (BHIARETHRER
L BRNREE)  FEALGS, BRICRENBRET  SRRBUGENTBEEANER.

B2y

--cert-file <file>

--login <admin user id>

--password <admin password>

dir-cli trustedcert list

Eg
ERBRRANBRERNER

Z# vCenter Single Sign-On RN EES |, kERS
administrator@vsphere.local,

EEEFEAENER. NIRREEER , RRSRTEEE.

JIHABEENREREREHENZLE. CREBFRBIBAEEMEM dir-cli trustedcert get #f

HURRE .

VMware, Inc.
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5 LG

--login <admin user id> 75 vCenter Single Sign-On @IBMNEES , KFERA
administrator@vsphere.local,

--password <admin password> EEEFAENRE. NREREEEE , ZAASRTEBIEE.

dir-cli trustedcert get
# vimdir HEEENREE  REEHEABENER.

BE Ll

--id <cert_ ID> EHEARENBAIE, dir-cli trustedcert list @
SHETHEBIE,

—--outcert <path> ﬁ%’fé%‘iﬂ’ﬂﬁkﬂﬁ?@

--outcrl <path> CRLERMNEARRK. BRIRER.

--login <admin user id> 75 H# vCenter Single Sign-On @M EEES , KFERA

administrator@vsphere.local,

--password <admin_ password> EEEMAENEZE. MRKREETER , RABRTEEE.

dir-cli password create
BEYREEBRERNEREE, EaSAURE=ZSTHRRAIREREER.

B2y B4

--login <admin user id> Z# vCenter Single Sign-On BN EES , kKBRS
administrator@vsphere.local,

--password <admin password> EEHEFAENRE, NRREERE , ZAALRETEBIEE.

dir-cli password reset
AEEEEEREAENER. WRERFEEESFERE  BEEREH , XA dir-cli password

change,

BE LG

—-—account ﬁﬁ?‘éiﬁ%ﬁ%ﬁ%ﬁ’ﬂﬁﬁﬁ’ﬂ%ﬁ@

--new EERRAENTER.

--login <admin user id> Z<H# vCenter Single Sign-On @M EEE , KFERA
administrator@vsphere.local,

--password <admin password> EEHEFAENERE., NRREECEE , ARERREEE.
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dir-cli password change

AREAESEHRR, CLARERIRFNERE  FTEMELBE, EEEWMEM dir-cl1
password reset BRI,

215 Ll

--account REERE.

--current BRERFZEAENBTIER.
--new BHIRE ZERAENHER.
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£ vCenter Single Sign-On #1T
vSphere %

vCenter Single Sign-On 2 —EEEFERBEMNZE M Token TBERE L, vCenter Single Sign-On 87
FREERBRFERY Token, FEAETFER Token @ vCenter Server IRIFEITERE ., A%, FABETH
THEREBITHEE.

HRAEBANARENENE , TERELBRIENERAEFERTHERRNTHEE , HILLENRER
ZE,

FERENREREAIER Token FEAEBBARBETRE. BRAAREHAESHEABTIFETRE.
FERRBARAAREAERENHERBEEN , F2E%E 2 E vSphere ZEMHBE.

T—ALXBRRREMUBBRIBRUJTELTENERAE. EEEBRT , 8K vCenter Server #ERN S
EEEREERAERRKIEEACNEA, vSphere BEHMAERERE | Hla2EH#ER. 28 vSphere
ZEMRBEIH,

REEHFW FHIEE

= vCenter Single Sign-On WM{A{RE R E
m  BEfif vCenter Server 9B AIIRMHEEKRE

m R vCenter Server 7R AlIREERRE

m  BEf# vCenter Single Sign-On

. :RE vCenter Single Sign-On & % B 2RIR
n B vCenter Server &1 Token R

s B vCenter Single Sign-On A

s B vCenter Single Sign-On EA&EMEA
n BEfEEM vSphere BRFEEIE

n B vSphere Client A EHEMNE ANE

= vCenter Single Sign-On ¥2 & E#E

vCenter Single Sign-On f{A{R EEMNBIE

vCenter Single Sign-On A& vSphere TTHEBZ 2 M Token #HIMEE B,
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vCenter Single Sign-On #&# A T HI RS .

n EBRNBEOEBEMREBBER vCenter Server AEE DB IREERBBERE, AESDEBAE
HEXEARMIRS . Active Directory 3 OpenLDAP., E&= Windows EiE (IWA) , UKk H %
B4 (BZF . RSA SecurlD # Windows T {ER ERER ),

s EBRBRERETNHBRIREAERE.
s Z2M Token BRFE (STS).
s ARZEREM SSL,

Bo@plRHERS

£ vSphere 7.0 Z 81 , vCenter Server BIEEREZ S 5B AR MHE . AkFER , vCenter Server £/
vsphere.local fE M A S 7 EAIKR , BETUAETBSHBMUAEE, EALER LDAP/S,
OpenLDAP/S FME AR Windows B (IWA) :|RE vCenter Server REG DR BIRMEE , UEH
Active Directory (AD) i AEH B2 @MBIZER, WEARTEZSFERE AD IRF&E A vCenter Server,

& vSphere 7.0 Btk , BRI LAMERAREBEREB AL G 2B BIIREHERE vCenter Server, EILIEARES |
BEUR vCenter Server A B P AIIRMHE . BHEI , vSphere & Active Directory Federation
Services (AD FS) #iA MR E D HAIRMHE, EHALES | AD FS 21X K vCenter Server B2 & 735 Bl 5k
REE,

EAEFEB vCenter Server 0B BIIRHEFBRIFEA
TE#ER vCenter Server BB BlIREEHENFEREZEARRE.

4-1. vCenter Server B0 B AR EHBEFEHEEA

Active Directory

fERE/RE

AD FS

FEmREX
Al

vCenter Server, AD FS # Active Directory LM T ARETEE :
1 FERAETLEBWMACAERME , £ vCenter Server BBEEHE LRE.
2 MREGHERBHANBEERE , vCenter Server 2BMEBEEREHERMZE AD FS,

vCenter Server

B RHARME
R
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3
4
5
6

MBEFEE , ADFS SRR REAEEA Active Directory REZE A,
AD FS € Active Directory BB FEHE .

AD FS ZEB R B Active Directory HWEHAEMZEZ 2 M Token,
vCenter Server £/ Token ERAEZE A,

REFRECEBRE A ALTREXEXERESCHERERERNEMWG.

B RV EnSEFEREEK [ BEEF7EE | NWA®, vCenter Server EEEMEZVBERAEZERR
[ | A6, FHETREEA, F20 vSphere Z2HRBANH.

MREZESIIME G rEBIRGEE  AEARFSREEET vCenter Server BEEMH , WE /RIEENE
ME . EAEBNATLUER vsphere.local 2 BIARPRASEIEFE A,

EHEER vCenter Server AR S 0B BlIRHEZ A
TEZ/R1E vCenter Server T E S DR AIIREEBNERAEZEARE,

4-2. FAEEB vCenter Server RES HBlIRHEEZA

vSphere Client 8

vCenter Single
Sign-On

vCenter
Server

VMware
Directory
Service

2

FEREZEBEREZBNBEEA vSphere Client , SAfZEL vCenter Server Z& s HAtt vCenter AR
ﬁ@

MREREESR Windows B (IWA) , fEAEH BB ARER Windows TR BRBEZE
FREA , MEFEEHWAE Windows 2.

vSphere Client &#5& A& MEIEZE| vCenter Single Sign-On BRI , ZERIEHEMZE vSphere Client
# SAML Token, #M8 vSphere Client #9 Token B3 , vCenter Single Sign-On lEAEREFEHAE
=ENREREN G 2BBIZIREF (Flan , Active Directory),

s NMREFATHERAERRE , Bl vCenter Single Sign-On SERRBITFRE,
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n NMRFEAEZBHPESHEEERE (DOMA/Muser! B userl@ DOMAIN) , Bl vCenter Single
Sign-On R EZMIE .

3 WMRFEAEUREESSEBAINER , Bl vCenter Single Sign-On iR RZMEAEK Token EE Z
vSphere Client,

4 vSphere Client i Token EIEZE| vCenter Server &%,
5 vCenter Server 8 vCenter Single Sign-On @ IREETER Token EBEBXREKREIH,

6 vCenter Single Sign-On fAfRESE # Token EEZ| vCenter Server Z#t , LARIA vCenter Server
REEBATEREFI

RECAECEBRRE  BLRANEHEAESCHERERRNEM[WF.

#F ZEDRSOSEFERERK  EEFZEE |  WA®, vCenter Server EBEMNEZVAFERERK
[HE | At FAETEE A, H2E vSphere ZEMRBP K,

BRTRERENEA

RARFREAEZAR vCenter Server BERBEZEBHIRIEE |, A0 vCenter Server FEM, VMware ZEHF]
EBENE=HEM I FEF vCenter Single Sign-On,

R vCenter Server EFERBRATREAERBETANEN. TERBERATREAERIERARINDE
%ﬂo

TEERTBRARERENZEARRE.

4-3. BREREAENEA

RRAEERE

vCenter Single
Sign-On

Kerberos

vCenter
Server

VMware
E Directory
Service

1 MBRAREHAESEHRELEZE vCenter Server R7%.

2 MRARGEAESEHEME vCenter Single Sign-On, MRZMRF REHEH vCenter Single
Sign-On R[EFHFERE , IXEREEREE.
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3 WMREBHFRAM, Bl vCenter Single Sign-On AR T REF EBIK SAML Token (Bearer
Token), It Token H vCenter Single Sign-On % £,

4 RE A BRAZFEHESEHEMER vCenter Single Sign-On , I B A AR S HREFRITAHEE T4,
TIRFERFEFERESLEETRE , AIERA SAML Token & A vCenter Server,

k8RR , HRREHE VMCA ABRAATREAEHMEERE , IALERIBREEBHIT. MELQTRA
FEFE=-F CAEEBENEE , BULIAE=S CAEXENEBIEFIRBRAIREHERE., NRELERRE

¥, Bl vCenter Single Sign-On &R A RMEHAEIEIK SAML Token, HZBEMEA CLI BRERNRE

EHEES

X ER N

T AES INZ , WINZRBSBAME, E vCenter Single Sign-On £/ Active Directory #5545 &
BIRRE , TENNZEHELEM,

B ESXi #] vCenter Server MMA Active Directory i , Eth&8HELT M,

B vCenter Server 5% i BB H B EE

& vSphere 7.0 B# , vCenter Server X EF R B Z A vCenter Server,

EERAY vCenter Server ETREBERE , BUUREHEMT S D BIREENER. BRENG 5 EE
REEHTEREEML vCenter Server A G DB BIRHEE. BHEI, vCenter Server X & Active
Directory Federation Services (AD FS) & MR & 4 ik BB 4% |

#5 BEE vSphere BEER Token WER® , VMware BEEE AR BEERF . vCenter Server #EEHE
AHRS , AR EBREFEIMERER.

vCenter Server B0 @ aliIRt E BB EEL X
vCenter Server B0 BBl IRMEH B RERENBE 0 BARHEETEERE, FLERS  HHEH
S BIIR M E SR RK vCenter Server EEE DB BIFREE .

vCenter Server B0 B BliR It ZHIEEE 1

& vSphere 7.0 Btg , vCenter Server X EFBERFE. T ERHIF , EFEAEE A vCenter Server B |
vCenter Server 8 FERAEZRAEHFERZEIT S SBAREE. FRERITBEZEREML vCenter
Server, MRHEAEBRRREBLINTEDEBAIRMEE . vCenter Server EEHEMNEE D BAIREER
ThRFE. EHRBEEREG FHAEXETEERAIBEEREATAREIEARER , MASEEHESD5HEG
REtE, Bt , EaLAER S EBIRMEER [ BE | EARXFRK , #l20 vCenter Server,
vCenter Server B9 pliR It EHBEES

vCenter Server B0 BRI HEBBRHUTES,

s BRI Single Sign-On EER AN R BEREBNEARIREEA.

s AUESERDONEZEM , BA vCenter Server KiEF S ERIBFERHENAE.
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n EELERMNBEDRBIREEXRNRERS  AINSERREE.

vCenter Server B0 BB R BB EE T

T x4aEFEER Microsoft Active Directory Federation Services (AD FS) B vCenter Server &% 5%
BlIR M EBHERAARE

s vCenter Server

m vCenter Server ERER & 78 BIR A& RIE

AD FS falfR=S M ABFEEHY Microsoft Active Directory #813

AD FS EREREE

n  ¥EZE vCenter Server BEFERAER Active Directory FFAMFERAE

s B, vCenter Server X8 AD FS AN pRBlIREE .

vCenter Server B0 B RIR L BEBIEELEE

£ vCenter Server 9B BIR L EBEFR | vCenter Server A OpenlID Connect (OIDC) B i#E
RIEEW AT E vCenter Server BREFREMN 5 2B Token,

EETE vCenter Server MG D BAIREECERIEBAEME , X EEMEZEEI RN ERMLAE
. EADFS#F , ZAMUZEREVBAEARIEHA HARFEARZIF Web API AR) B OIDC 48
RHITUIRIE, EMBETHEIEE vCenter Server AREEMNE AD FS ARZ[ETEANNEN., &Etr
LATE vCenter Server R HEMN S 2 RBAIRME. &% , B LUE vCenter Server FREFHEKNEE
¥, LIRIERE AD FS P IIERAEEA.

AD FS EEEMNERMTYENM , 788 vCenter Server B0 B BIR I HHRE -
» AFHEHRE: AADFS[EARXBAIBEMELEYARBNEARIBAAREN UUID F&,
s HAZRE: HADFS [EARREEA] REMEEILANE AD FS B vCenter Server BZHE,

= OpenlD fzit : AD FS fAfRERH OpenID REEHRRWH URL , HEERMBAN 4 , BERERE
[ /.well-known/openid-configuration | MAEZENEREIRE, S0 : heeps://

webserver.example.com/adfs/.well-known/openid-configuratione,

vCenter Server 5§ @B BliR B BB FN B @ B B A4 85K

EFEAERAELAEH vCenter Server REFRBA S 7B ARAEBEN BRI TERESBENT
E-REE,

MREEAEERBEENERE  BFEFEARBRIEE A vCenter Server BFETYEE,

n  1R#E vCenter Server R AGER FHESHEBECSEMRNFMABE , YETUHRTHRBNE
1?0

n  EERABELEENX T vCenter Server TETAZEENRLN B 2B AREE, AW, BRREWE
vCenter Server %t A 1 B , BEAEERBELER . B vCenter ServerA RIEFHER , 12
vCenter Server B L E#ZERE.
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FEREERELEENH vCenter Server B0 B RIIREEHBENERIE TERE
TEERERE RABEEERXR vCenter Server 0 BIIRHEHBHER THERRE.

4-4. @ AE LR vCenter Server iR BIIR L E B

(e 2R B Active
Directory

AD FS

OAuth 48
E#HEM URI:

https://VCA
https://VCB

vCenter Server A

JNEER S < ya VCenter Server B
&9 ‘é‘ézggz{%‘ -
ERE R

1 FEERREBELAENARSIE THME vCenter Server Hi 8,

2 Bf#H vSphere Client Fiy [#F 5 5B BlIR#HE] BB vCenter Server A RE AD FS :RE. It
N, BEBADFS FAERBARIHEAREERNER.

3 vCenter ServerA # AD FS #HEEE E Z vCenter Server B,

4 Wl vCenter Server B FTEEH E M URI HEHIEZE AD FS A OAuth FERREXNEH, EZ
M —1{@ OAuth FERREN B4,

5 EFRHAZEZEA vCenter ServerA WEBZMARSZRER | ZFEHEBEE vCenter Server B LB
RiE, MREMFEAHELEA vCenter Server B, BIRHKEHR,

vCenter Server BN BBLEXAZES SEPIRMEBRBN TIHEERS, ZHERYD , [ADFSRE |

M [ADFS 4% | —FARELFEH [BES2EAIRMEE] FETE vSphere Client RETHRE , AR

YW ADFS FRESFHERIMNEMEHAREERRER.

ERAENEREELSRNEL LKA ADFS

BERLR

1 ERBBEAENXAREP |, #E N @ vCenter Server HiHi.

2 fHEHAH—EELN vCenter Server Hi%E ERRE AD FS.

3 ADFSHREERZEMBHM (N-118) vCenter Server HiF,

4 %23 N {8 vCenter Server IR FIEEMNE [ URI HEE AD FS FEREMN OAuth BREXE
A,

## 8 vCenter Server EZEZREMNIBA B LR AD FS HRE
BERSR

1 (DEREMH) £ vCenter ServerN EiEIE SR BEALBNARE FRE AD FS,

2 EBBHHEIL vCenter Server B,
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3 A NEEHRTH—EHRMAEERSERME B vCenter Server EXifEM@ N H#i% AD FS 1238
BEARARE,

4 BEERABLEENALEPNIE AD FS REHSEEZIFH vCenter Server,
N §7%5 AD FS #aRE AR METH AD FS RESBEHEL vCenter Server EWEMIIRE AD
FS &RE.
5 &% vCenter Server WITBEH#E [ URI #IEZE AD FS HIRBEMERTE OAuth EAREREAE.
feigRE AL AD FS AHRREUHES vCenter Server
EERSR
1 (BEEMH) £ N 83 vCenter Server @R EAENHRE FRE ADFS,

2 FRRERESE N BIMARTHWED I vCenter Server TR EHEBHIEMEHAE , SUSZERE N
R AERREUHES .

3 HEEFHIEOEFTEMRYE SSO RE , A ARELELR vCenter Server B2 EWIFTE AD FS SREEE
BRIWEXL, EEHEEI vCenter Server RELENHE LR ADFS |, B BARBRBEHRE
AD FS , & XA vCenter Server EFELZERE AD FS @RS £ NAHRE,

vCenter Server BB BliRHERBEFEAMNMNERE MY
vCenter Server BB A ER BTG ZHitt VMware ThEeETRERE.
&l vCenter Server BB BIIR L ERBERE  FEZETENEEMRE.

BRAE

£ vCenter Server 57 B BIR B EBBHED N o/BBIRHESEERIRT FE. MFA, &9
BRI,

> 28 — Active Directory 4313

R E vCenter Server SN BBIRHAEBRRER , [(RETES/BFIREEE] FESRREWABSEREN
vCenter Server Z & MEAK AD FiH LDAP &, vCenter Server SR EHEBEFISENFEH
ZEAX DN STERARRENERN AD fiH., ReERL AD @EHPHNEAENEFEIIE vSphere WIHHI#E
PR. vCenter Server 0 @aliR M EHET T AD FRAEH AD #APHMAFH PN EAELTFA.

vCenter Server R E|

vCenter Server T E B 0@ BIIRMHER | B LAEH| vsphere.local #1EH vCenter Server . $#HE
M Token RAI, #$EEERFEL vCenter Server HEERAE , INFEDBBREESEHFEEES 2B
FIR (a0 Active Directory) IR S . $HEM Token FAI,
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BREFEHT

M vCenter Server B0 BRI ERBER , vCenter Server B ARIINEREZ AEYCHE

B. B2, MBEsBRRHESEFEMNTHREE  AINABNZRMAERNEAERFHEE.
vCenter Server T2t BEH , BEACMEER vCenter Server BR, Hltn , E ADFS B 535!
REER  ADFS 2EMICERBEANIER, & vCenter Server EARAEE AN T 5B BlIRMH &
B , vCenter Server 2 EMWE S A AR, ERBHERES |, vCenter Server SERREREE
BABEE.

HEW VMware ERES

8 vCenter Server &K VMware EG (B3 VMware vRealize Operations, VMware vSAN™ |
VMware NSX~ %) TR~ o — B /E.

BEZAEBHNER

BEBRAENER (AITEEEREN) SHEG 2T —HKEE.

API. SDK f CLI ZEURV FHEEER i%

k%8 API, SDK SfEFAEERE BIEAEEBANER) W CL HSHIRBESHE. ERMHEAIIGE , ATW
DARBEEE TR K REREBEECHESBNEHET. LEAEEBNEBNEESHISE

AEEAHENELEELR EATEARBIELA vCenter Server (MENIESHE), MRTAEE | FEZEB
EZ L Token BEBHERE .

vCenter Server BEENH
mMREAER Administrators BHHAMNKE , BIZEFE vCenter Server EE ST H (5t A vCenter
Server EAHETENMEE VAMI),

EADFSEAERLBAACRAEEBXF

AD FS BAEAATXEEENFTURAEACHERBXFTA#, At , E£H AD FS ETRBEAH
& , B vCenter Server 2EEHE L@ AZNEAEEBLEHRERZE ADFS BEAEHEZ , BH4AE AD
FSEAEMLEFMALNERAERTE., EELTE vCenter Server XEEHE EMANERAERRE |, LU
BRAEHEOZEENGBARME  TAFEADFSEAEEALNFERAERTE , LUEMA AD FS #1T
BE. BIKCERAESBEEZ ADFSEAEME , &2 AD FS HREl, BEEHER vCenter Server
REREBENITA.

vCenter Server 0B BliREEREEBEAR
B vCenter Server 0B BIIRHERBNEMBRE A EEEEZEFHE,
HALMEATH A RXEIE vCenter Server B0 BlIR M E R B A IEH,
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#eE A Active Directory BEZ AD FS

WMREFEH Active Directory 4 vCenter Server W D RBIRE , IBEAFEH ADFS BEE., IR
&1 Active Directory BN AGRKFESEN AD FS HAN AR , IESITEMHMGEIE, EREANAER
THEE  SULERNT-LEEMIIIE. R vCenter Server EMERE |, FZEBERAEFBER , B
ATEECHARE D EAIHE,

BREENERNEE

vCenter Server BB BlIRMHERBEZEBREEHIED , bR vCenter Server £ —1{# vSphere
SSO HEB RS —E. EFEMEA vCenter Server FRFTIEMAY vCenter Server RABEREZEWECES
#) AD FS #HEE,

—BmE , RETHHEFA—BERY , FAGTFEEHEEFGEFREORTEAEHM AD FS EFRE.
1  EFHIEM vCenter Server B9 AD FS AREEEfTIE M 2 vCenter Server By AD FS AHRETE,
2 EREHIEMM vCenter Server E—RIZEW AD FS #HEE.

EEEERT , BAEK vCenter Server RGN EFHE [ URI FIEZE AD FS AR LHENEREE
H. Bl MRAEEE AD FS EARKEA A (328 AD FS 4A&%) Y vCenter Serverl EfiiEmZAE
AD FS FERENE4H B 1Y vCenter Server 2 , BI#ZE#E vCenter Server 1 WEHE [ URI I ZERARE
XEi4E B,

R E vCenter Server 7@ BliR it & R &

EIREVIEE vCenter Server 2% |, BRI L AR BRFERENMBE 2B BIRESE

A LA vSphere Client 2 API 38 vCenter Server &9 BliRHEREE ., BXLEENBE 2B BlRMH
ELHRTHLMARLE, FERE vCenter Server B0 BAIIRMERE , LA EHEE vCenter Single Sign-
On EXEEMPMR., vCenter Single Sign-On EXE SR TR vCenter Server 5 ESXi tNEEEAE,
EE2FZHESP | 2 vCenter Single Sign-On BE & (k783 A& administrator@vsphere.local) B[]
vCenter Single Sign-On E1TERE

vCenter Server o aliRt EHERERFRE
BT AMURE vCenter Server 0@ BIIRMHEKRE | BLABRBRENBARE.

vCenter Server BB Al IR It EBMBERERFRE
TE#ERTHRE vCenter Server B0 B AlIREEHERBENEFARE.
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4-5. vCenter Server B0 BBl IR U EHERERFRE

@ N i L EEEERS : @
: %%E;Z}S&:,él)kﬂt%‘ : : ' @ ' B35 i
..................... ' ! HEAREE VAPI : '

ADFS BEE vCenter Server
EEE

vmware-stsd g7

BHMAEE
(IDM)

N '

N 1

' 1

N 1

____________________ ' AdminServer !
' . H '
'

'

'

. i ! ADFS i2it&
.

vCenter Server vSphere Client

vCenter Server. AD FS # Active Directory AT ARETEE,
1 ADFS &EEA vCenter Server :2E AD FS OAuth FEARR.
2 vCenter Server EEBE A vSphere Client & A vCenter Server,

3 vCenter Server EEBE# AD FS B9 B AIRHEEFHIEZE vCenter Server , W ERFE# A Active
Directory #3E/HBEE .

vCenter Server EE L&A HBEEE AD FS fRIPREFH Active Directory IS LDAP E4&, FHLL
HGEF |, vCenter Server BEFERAEMEAE , WET —BSBHBEIIEZE vCenter Server By AR EE
A, MEHMEN  BSRTXPEES [ #F Active Directory 13 | FHEH,

4 vCenter Server B &7 vCenter Server F4 AD FS FHER ERERER.
5 AD FS #2t& 2 # VcldentityProviders API , BLEU{8 Active Directory JKJRHE) LDAP ELFEE.,
6 AD FS 2#t#&7E Active Directory P SEANFEAEREHA , UERTRERE,

¥ = Active Directory #813

AILAE A vSphere Client 7l [REXE S 2B BIIRHEE] BE , #5 AD FS :REA vCenter Server Ffy
IREDEBBIRME, ERTARP , XEWMA Active Directory RBMNIHEBEN , B FEAENFAR
BIZBE. RE AD FSETHMHFEE I Active Directory ELEE ., HEAEBIER K THEES
Active Directory A ERBMEBAL S HEES vCenter Server HHVE G FIER |, M AD FS BIARER
BEAE, (REFESGSBRINRBEHE] BENE —FTBTEEIL Active Directory Over LDAP &7 i85l
HIR, M vCenter Server AL EFEE Active Directory fBEZ Y A ETEREENES , LIEEI
SREAEMNEE.

BEREATHHAIZEEENEH

s FHAENEARBEFZRE : cn=Users,dc=corp,dc=local

s BAMNEARRBIZERE . dc=corp,dc=local

m FRHERBM . cn=Administrator,cn=Users,dc=corp,dc=local
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R AdfsUser@corp.local fE#H 2 ADGroup@corp.local AWK E , BIERER@ AL EN T A
vCenter Server BEEE#EME R ADGroup@corp.local B4 , WG HFFWE vCenter Server
Administrators@vsphere.local B4, WMt—*K , AdfsUser@corp.local EAEEZEA B S HITHE
vCenter Server HEZRER .,

B85 Active Directory R EMNBARELHERE , vCenter Server L EFALESERF. BERIER
ERHER , EEFECEAENHE  EEMERRT , CHTUARMAH T AN EAERPENAE ADFS &
DBBIREEWANBLUEITIESE | WK Active Directory #8135 hiREUE A& MEHE

ERAZEENREEFHREMIE JRE FEFTHE

MR vSphere 7.0 P AFBECH AN BERERBLENER CA BREAZT JRE EEFKRE , Alft
vSphere 7.0 Update 1 Bt , BRI U BEEREZEENREBEIRERE.

#E7E vSphere 7.0 F 4 vCenter Server 0 Bl Mt EHEREHLZBCHAP TR RERERZN
R CARHE , MIMNAKHEAE JRE FEFEMRE. #& vSphere 7.0 Update 1 Bt , BRI RRERZE
ZEANBEEREFTHE. LBFRTEKAZECHADTERERBZBNR CA BEFEEZEEN
RBHREFHE (23 AB VMware Endpoint BEFBRESR VECS), JRE EEFHEFNBELEEEE ,
{82 vCenter Server ¥ ZEERBREERENFEARITEE,
BF
1 M vSphere Client & A vCenter Server,
2 BEZEE>BE>BREHE.
3 EZETENREESE  B-THE.
4 BB ADFSREH , REBE—THM.

BEBENHEZZEENBEE THERF.

A AD FS & vCenter Server &0 BBt H BB
ZHFLFARE vSphere 7.0 REFA 2% , BRI LR E vCenter Server 9 i BliRH HBEE

vCenter Server X —ERENINB G 2R BIRMEE (—ERIE) # vsphere.local B 2@ BIZIERE, FE
ERZEINEEE DB BIIRMEE, vCenter Server B0 B AR EREEFEH OpenlD Connect (OIDC) , A
R EZ A vCenter Server,

Lt TYERRBAANAAG AD FS BHAAFTIEE vSphere B EFMALMEREFIERMN AR, Lo, BULUEB
vCenter Server 2RV ERFER AD FS RIERTER . NEERINEERMNFAER , F2H8
vSphere &2 MR

R EER LRI H I E vCenter Server B Active Directory 54 3Bl 3R A AD FS &5 315K
R, BAER vCenter Server FBRIREN S 2 EBAIRE. EEMBERLERNACNBEKEER
HECREE BE2EERMN ADFS FRAENNEZEESHANERETSELIEA,

HEERE  MIREFFTELERNACHNBAKEER , BARAEBRRLHN Active Directory & 735l
KR, BHEABBREIBBIRR , REBEY AD FS 2t E W7 vCenter Server PR EFMAKEER,
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BEIRA

Active Directory Federation Services &R :

HACIEEAN Windows Server 2016 S EH AR AH) AD FS,
AD FS %BEHZZE Active Directory,

ERTEBERESD | BB AD FS HE vCenter Server WERARRNEHE, F2HE VMware FIiBEX
EF | #But A https://kb.vmware.com/s/article/78029,

B4 AD FS 1R CA BEHEIZEENBEBRENE (FBE VMware BREEHE).

BETE AD FS 3 vCenter Server EXEE 84 | ZHESS M ERE vCenter Server EXE S
PFREVEEA & .

MEBBRE AD FS BWEHME , 5528 Microsoft S
vCenter Server flEMER :

BF

vSphere 7.0 S E R4

vCenter Server ABREMELEZE AD FS FRHE , URERZREPFHERFBENRE. Token.,
B, JWKS FEMEimS.

BEE VeldentityProviders. BERERR , A2 . EFHRMEREBERFFER vCenter Server &
DEBRME, EERFCEHEERR S IBAREEARLEN , HIEIK VcldentityProviders. JH
FER.

f£EF vSphere Client & A vCenter Server.,

#& AD FS 1R CA BRFMEEZEENRBEEFHE.

a LHEZEE>FE>BEETE

b EREENBEFREZE  E—THHE.

c BIE ADFSREE , ARiR—THE,
BRENHEEZEENBRER THERS.

EEZHRE UL,

a WEHMRERTD K BZNEE

b % Single Sign On T, #&—T 4%,

ENEoRBIRMERSIEHR  YRBSEHRED URI,

a BE-T2ES57@BRME | EEZTENENR (i BT,
RHEEELEREPETIMEZEHRED URIL,

b #EMME URI ERIER , HEHRT , UHHRERE AD FS AR[HEESRHPEA.

c PBARAEHEIE,
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5 % AD FS HE3 OpenlD Connect & |, WS HFZEMAMN vCenter Server,

EEE vCenter Server B D RBIESRECHELEEAEE , AIXLBAERME 2BEEIEMML
A%, EADFSH , KU LUEBEYBAEARIEHA HARFEARIH Web API ARK) HY
OpenlID Connect AARER#MITILIRME, EMETHEIEE vCenter Server AREEMEE AD FS AR
EETHEMMEN., EEE AD FS F A OpenlD Connect , 528 VMware AIEBEXE | #itA
https://kb.vmware.com/s/article/78029,

B ADFS EREXEAR  FIZTIEE,
» EEAIAELANSBIRESYRENMEZHRER URI,

w BTHERNERIER AT TR, UHET —ESRPRE vCenter Server H 7@ BlR#
EIRER.

n AFIRRERITE
n HAZE
= ADFS fAfRESH OpenlID fiit
6 £ vCenter Server LY § 7 @BIRMEE .
a 3RME vSphere Client FH 9 BBIIRH#ERSIEZER.
b #&—T [#ES7RHBIRME | E.
[RETES D RBIREE] FEREEBRL
c IEH Microsoft ADFS , RERT—%,
ETHNFHRTP@ALAKRENER
s AR in B
n HAZRE
= AD FS faf#8# OpenlID fzit
d &F—%.
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e E A Active Directory over LDAP EEN R EMEBAEHN , LESEREMNEE.

vCenter Server REFEAENEARB R BRI ITERARBZEMERN AD f815, RegA AD 85
R A B AN FTIE vSphere YIHRIREBR . vCenter Server B0 B BIIREEBMETXE AD F
Mg AD BARPEMA PN EREREFA,

By
EAENERRNERE
FANERHEIEN

Username

B

EEMMREE URL

REBRSE URL
SSL B

R
ERENELRBERE,
BANERHEREM,

WEPEAENRDE  2EAEHEAENFEANER DN EAER/EHET
HE,

WEPEAENRIE , ZEAEHEAENFANER DN EAER/NEERE
HUHE.

M AR EEYE LDAP [MRES.

£ 1dap://hostname:port T ldaps://hostname:port X . BEAR
%I 380 AR LDAP E&R , MEHIE 636 AN LDAPS EiR. HR Active
Directory Z4ISIEFIIEIE , BEREFIE 3268 AN LDAP , MEREE 3269
AR LDAPS,

EEXEHRE LDAP URL F 1daps:// B , FEA Active Directory AR
A= LDAPS in 32 S 1EHBE.

RARBEBE 2R ER/FIZHIE LDAP RIRBFAI L.

MMREEER LDAPS R Active Directory LDAP fAlfRE§ 5} OpenLDAP AR
B DBBIRR , FE—TEARLUREURE.

f BT—% 6 REER , RBE—TxEMK,
7 HEEZE vCenter Single Sign-On EAH AR UI,

a WEHRERERS , BINEE,

b %t Single SignOn T , #&— T ERAEMEME.
8 ¥t AD FS REREHA KRB EMK, vCenter Server,

a B-TERMERSIRE.

b E-TEEEHE K RRR-THERE.

c THNAThEERPEIASE.

d HETHRADERTANXZERD K GALBERHE 2 ADFS HEANNLEFTT , REEHTH
AERARTHER,

AR EELVWENIFE B RENEE , A5 vCenter Server EZE I 82 Active Directory HJE

BRI ETES,

e ENADFSHAYKHEMEEEESHA.

f B-THE

9 AL Active Directory & &2 & A vCenter Server,
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B f% vCenter Single Sign-On

MREBREAIMBE D BBREE , ALARBEANRS D BB RHEENEBRLEE . vCenter Single Sign-
On, URHEBZREMARNTE.

vCenter Single Sign-On Jt#

vCenter Single Sign-On €3 Security Token Service (STS). B[ ARES. vCenter Lookup Service
F VMware B MR (vmdir). VMware B #BREtLTRABREE,

EREHE , Ty xHeMAE vCenter Server BN — 30 ETIE,

STS (Security Token Service)

STS R ERR L2 MBEERLES (SAML) Token, EEZ 2 M Token £ vCenter Server X
WEP—BS 7 BIIRFERDNEAE S DA, SAML Token AAFFKIhER vCenter Single
Sign-On BEMNEEBXNFEAE . ESHBAEAENREFERAE (BREBRIRERE) FA vCenter
Single Sign-On X EHEM vCenter R¥ , BEEB XS ERBETRE.

vCenter Single Sign-On FRIEEA B BFEBIIE Token , Y i Token HBRBHETFEMEE L
REARSHBE L EEFERMEL.

EEMARSR

EEM[AREE A AA vCenter Single Sign-On BEEERMBHFERAE , % vSphere Client RE
vCenter Single Sign-On AREIL ERFEHAEMBH, — R, REEHAE
administrator@your_ domain_name BB E LR, B LAEL S vCenter Server lE#E
vSphere #8183, F R EH Microsoft Active Directory 8 OpenLDAP @FZAWH B L AEA
.

VMware Directory Service (vmdir)

VMware Directory Service (vmdir) SR Z 2 HiE {5 €A R | W ESESE vCenter Server
HEF, WEER—EZHEEA HEESHWEBRK , IEEREE 380 LEH# LDAP HEE., e

f#FAEE vCenter Single Sign-On FAEIRFMNZE , SLIRFNBHT SHA-512 MEBREER
e

X o

MBELNBEAEZETELER TREMN vCenter Server $14T{EEE , 8l —1@ vmdir BTEE W
vmdir AR EF S EE R A E M vmdir B11TEE.

VMware Directory Service FMEf#1F vCenter Single Sign-On il , BES#EEIEN.
Identity Management BRi§

BE 9B BIREM STS BREFEKR,

#% vCenter Single Sign-On E& vSphere & E £ A

EfEAEEA vSphere T , S E vCenter Server #RA RFEHEFE S — 18 vCenter Server RIEHE |
vCenter Single Sign-On 1T . FHEBENLAEEB vCenter Single Sign-On #E{TERE , WAFHE
vSphere ¥+ BB AT B A RERR .
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vCenter Single Sign-On B MRS REAEMEMERE.

n BRAREAENRK vSphere REHPMW—HRK . KFER , VMCA SEZEBBASEBRSREH
EERER., BRAREHAESFERAZEBEM vCenter Single Sign-On #E1TERFE ., vCenter Single
Sign-On B MR A RMEMAHFIRME SAML Token , REMRARFERAEETEHBEFNEMBEE
B,

n EHMEREZRABER (HIIRE vSphere Client) , vCenter Single Sign-On S R AFEHEZRE
MM, R vCenter Single Sign-On HIRFEAENHES S EIIREPEAEESLRAR , BEAZE
AEIK SAML Token, EEFERAERUUFEIRETHEHMERE R MASKREBETRENR
7.[__\0

FERAETLRENYH  URERAETURTHEE , BERH vCenter Server ERBERE .
vCenter Server EE B & vSphere Client PR EEKSLER , MA2FER vCenter
Single Sign-On, &2/ vSphere T2 MHRAH .

vCenter Single Sign-On 1 vCenter Server £ &

FRETEBEEAE@ L@ AERE , [ vCenter Single Sign-On #E T, #E4 2| vCenter Server
%, CRBNERAETURKEFE vCenter Server H11TEE K EHACERBRRNEM vSphere W14,

Z# 2% , vCenter Single Sign-On MFMNEES , R 2 administrator@vsphere.local , @&F
vCenter Single Sign-On # vCenter Server WEEEFEE, R%E , ZERAETLUHIE S 2B BIRIR .
REAERTOEMBIFE , LR EE vCenter Single Sign-On AP EHEMEA .,

A[¥f vCenter Single Sign-On E{TERENFIEFERAERTUERHERR. F2HEE vCenter Single
Sign-On & . RA vCenter Single Sign-On BB ABLABREHNFEREERTE,

vCenter Single Sign-On BEE SR &

AT LA#E vSphere Client £HX vCenter Single Sign-On EE &,

ZERTE vCenter Single Sign-On & vCenter Single Sign-On FRAEMEA , FHE
administrator@vsphere.local  vCenter Single Sign-On B S8 A T FERENLEZE A vSphere
Client, B #% , ZERA B LK vSphere Client £HY vCenter Single Sign-On BBNHEY EE 5 2 &
BIZRRMER MY, BEBHRA , URMTHMOERITE,

B BEEEHGA vCenter Single Sign-On BEEEMAE , HERA
administrator@vsphere.local , MR BEZRLIBIBE T FTRINAESE , AlA
administrator@mydomain, BiEEZEM% , FEET vCenter Single Sign-On WA EIHEMA B
AE  YABLUFERAEEREERER. RARETUEFELFRAEERIIRS.

HtpE R ERF

£ vsphere.local #E (REZHEFRIIWFERAEE) 7 , THEHERS ST vCenter Server ABEE L,
FEEFEHAEIRER shell IRF ., vCenter Single Sign-On ZiERRI T ERRE LIRS,
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R 4-1. Hfb vSphere FAEIRSE

&5 L
K/M EAR Kerberos £REE,
krbtgt/VSPHERE.LOCAL BAREAR Windows BEHERM,
waiter-random_ string ERAR Auto Deploy.

ESXi &

BB ESXi E#KEE vCenter Single Sign-On B4& ., MEHE ESXi THZE Active Directory WHHEE
., E2H vSphere 2%,

WREFEH VMware Host Client, ESXCLI 2% PowerCLI 2% & ESXi THEIAH ESXi FHE |
vCenter Server A ERBHMELFERE. it , BEYARFERAETEGSERRE , AHRNREERAHEEHN
EAEEM. BEHME vCenter Single Sign-On BRFMNFEAEEEE ESXi THYH LWEHERER , Bl
WIBFEE ESXi EH#.

B WERTEE , HEB vCenter Server B ESXi EHAERR .

tn{a & A vCenter Server Jti
BRI LUERE R ZE vSphere Client R& A,

fEA &M vSphere Client A vCenter Server %k , BATARFEAERONURREATER S 2E 5!
R E .

n» FERAEHFNERETUERABCHNEAERBNEREA.

n EFEAENRASEHER vCenter Single Sign-On A 549 BB BRI AE | BARMATERAE , AT
A vCenter Server BAALU T EF—EHRIEERSE,

n BERAEEBEEER , 5120 MYDOMAIN\user1
s BIEMAE , FHW useril@mydomain.com

. EFERAEMNMIIE vCenter Single Sign-On B0 B BIZRAAE , BI#EEE A vCenter Server, #l
RFEZ vCenter Single Sign-On KA EMEMK B —382 , Bl Active Directory E¥EREEFHE
N ERE RS ETRE.

MREMIREEE Active Directory B8 |, 528 VMware AIEXE 2064250 LS X EEATE
REMEBEFAER,
vCenter Single Sign-On #EFyE¥4H

vCenter Single Sign-On #8318 (kTR A vsphere.local) BIFHEFE A ESNEA, BEAEHEIHE S
— @A  BEEUHTHENEE,

EZREE vCenter Single Sign-On EAEME A,

HR vCenter Server BEFH AN , EREERERAENACRY MY RIERER. Hlm , &N
EZN—EAEREE , YEBR TEAEFAUENACRETHZERKEEW A REER.
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BT RH vCenter Server EEZEBNWRE LR , HA—1{E vCenter Single Sign-On BN B E KR
ETER. flln, SAEEEFAKENERETER vCenter Single Sign-On. &% CAAdmins &
HREMNFERETLLEE VMware Certificate Authority , LicenseService.Administrators 48 P HI £

EULEERE,

T 3B 4E 21 vsphere.local PFELEER. HPHFZEHA A vsphere.local WAFHFHERIREAFHESER
WEEER., FTAZERR 6 ARBRBEREFNEETERHAE,

EZMER vsphere.local MEFHNEMEALERNFA. TR, THESEZRIIBIRMEHERE

%io
£+ 4-2. vsphere.local A FREA

R
A%

SolutionUsers

CAAdmins

DCAdmins

SystemConfiguration.BashShellAdministrators

ActAsUsers

ExternallDPUsers

SystemConfiguration.Administrators

DCClients

ComponentManager.Administrators

LicenseService.Administrators

VMware, Inc.
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vCenter Single Sign-On #313 (k73R A vsphere.local) FEY
A&,

vCenter RIEMMARAREAERA. SEMRAIREAESE
FRE®E vCenter Single Sign-On ETEBIERE ., KER ,
VMCA EFEABEMERRAREAE. BVHBEILEAHIE
RE.

CAAdmins KK EHE VMCA NEESER., RIELER
HNER , FABTELEEATERE.

DCAdmins B4R AKX & 7T LU VMware Directory Service #11T
TR EBE S E8E,

B FVEEEEFEEES Y. MEFEA vmdir CLI
vSphere Client S1{THET 4,

WEHAA PR E A E T AR FE Y BASH shell WiEER, kT8
5% , £ SSH E&Z| vCenter Server B & REEEFEEUZ RS
B shell MM <. ULEHE R HIER & W SAZE BASH shell,

SUEF Act-As Users IR B vCenter Single Sign-On El8
Act-As Token,

vSphere ME A tb R EBEEE . VMware vCloud Air EE M EE
4.

SystemConfiguration.Administrators B4HRI A& & 7] LL7E
vSphere Client R RNEEAFKAL, BEFEHETRIER
% BEBEEHFMESEE. HREETRENRRE UREELE
Er e

WEARANSBER , AEEHEYE VMware Directory
Service FHVEREITEEL,

R FOERLEE. AASEDTRENERRERLE.

ComponentManager.Administrators B4 #9 5% 8 &7 SA 0 f & 42
ARBRE RIS (B , I52ARTE) B Component Manager API,
SRS ENERETEELNHANREERK,

LicenseService.Administrators B EEEY A S EHBE
RN ZEEZAER , B HEREREPEZNEERE
EFE BR. BRUREUEERFISH,
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& 4-2. vsphere.local iR EA (&)

TrustedAdmins

AutoUpdate

SyncUsers

vSphereClientSolutionUsers

ServiceProviderUsers

NsxAdministrators

WorkloadStorage

RegistryAdministrators

NsxAuditors

NsxViAdministrators

SystemConfiguration.SupportUsers

SystemConfiguration.ReadOnly

#e

VMware Directory Service (vmdir) HEEE ., EEANKET
LA#R{T vCenter Single Sign-On B T, BRIEEE R
HAYERER  SRIE2ELEFENIERE.

B4R 9 R B TTLABI4T VMware” vSphere Trust Authority™ 3%
EMERIE, KER , LBETEEFMARE. BHLAKRE
FTB B EHAR |, 7 REETT vSphere Trust Authority T4,

B4R TE vCenter Cloud Gateway RIZBEH
B4R TE vCenter Cloud Gateway REBEH
B4R TE vSphere Client REER .

WEHAA R R B AT LLE E vSphere with Tanzu 1 VMware Cloud
on AWS B,

LB AR VMware NSX,
IHERFFERA.

HEEN R BT UEERE,
LB AR VMware NSX,
LB AR VMware NSX,

SystemConfiguration.SupportUsers BE4A#I 5L & AT AfZ BN 32
BR#&EE API.

I BE4E B AR B W] LATEER vCenter Server Appliance MEFE/EZ

8 vCenter Single Sign-On & %7 5% Bl 3K &

EERAEEFERAERAEEBEAR | vCenter Single Sign-On ERAER S D BAIKEFHREFAEETE
ThE BEFEREEERAZEEDEANLBESHEBREE | vCenter Single Sign-On ERERENEIT , #
RZREERECHIEAGPBAIRER, BULUFIESIBBIRE. BREDERER , URSEFERE,

BT LAfE vSphere Client 82 vCenter Single Sign-On, &HE&E vCenter Single Sign-On , &4 EHE
A vCenter Single Sign-On B E#EPR ., vCenter Single Sign-On B EREFRTE R vCenter Server =
ESXi tWEREEAG., E2H TP , & vCenter Single Sign-On BEE (KERA
administrator@vsphere.local) A [@ vCenter Single Sign-On #ETERE .
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B & vCenter Single Sign-On B vCenter Server 9 & 7 58 5l 2R

BT LAE R B 2 58 B R AS — 2 2 B4 E 4 2] vCenter Single Sign-On, RERFEHEMNEBENER
EE , vCenter Single Sign-On fa IR EE AT LA SR EITHE A BEERE

f#z 7E vSphere 7.0 Update 2 REFThRAH , A BLFE vCenter Server LA FIPS, &2/ vSphere
ZEMMAXH. A FIPS % , "% AD over LDAP 1 IWA, ER FIPS R | BFFEAINEE 2
BlHE M EBEE . F2BHRE vCenter Server BB ERE,

EEETUMES 5 BB, RERRS 2 BBIHIR , AR vsphere.local &2 #BIRFHEYER
BEMEAE.

FHEMBAERFEIERE Active Directory. OpenLDAP A1 | %% vCenter Single Sign-On FriE#2s
WIEERGAK E Z#E% | 818 vCenter Single Sign-On #{TEEEEE & 2= BI 3R
your_domain_name , 518 vsphere.local., Lt& % #BIKIR=Z vCenter Single Sign-On BYAEB & 23
BIZR

B EEMRHRBETE - ERRAE. REFERPENEREERARL AN ERAAEME , TR
ETRE, SEABOEINT

DOMAIN\user

DT RABANEZEBIRIR,

m Active Directory over LDAP, vCenter Single Sign-On X#E %@ Active Directory over LDAP &
75 8% Bl 2R R

= Active Directory (B&= Windows B %) 2003 IR E#H A, vCenter Single Sign-On St EFi&E

— Active Directory fiSlEE A S 7 RBIREF. ZRFTEES FRERMABROBBMAEE. VMware
B EX E 2064250 R vCenter Single Sign-On X&) Microsoft Active Directory fE1ER .

s OpenlLDAP 2.4 REHRA, vCenter Single Sign-On X8 % 1 OpenLDAP &4 &3 3R,

B ¥ Microsoft Windows B RREFH ASE E Active Directory BFERRITA , LLERE A BN ER AN M
2, WBEEE vCenter Server [6 Active Directory ETEBREN AR ., MBEMEH Active Directory
5% vCenter Server W HBEBIRIE , BIXEHEIA LDAPS, MEFE L Microsoft & MBIV
#MER , 28 https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV190023
# https://blogs.vmware.com/vsphere/2020/01/microsoft-ldap-vsphere-channel-binding-signing-
adv190023.html,

iR E vCenter Single Sign-On B FER 4815

1B vCenter Single Sign-On &7 i Bl SRR &P EE XK B R EH . vCenter Single Sign-On A &R
FIPBRBAFAREEBEANEAES Y., BRERID GEFAERFE) WEABEEABSBESZAE
£,
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A& vSphere Client & A vCenter Server Z#il , BATAREAERSUNRBREATER S 2 &5
R E .

» BARASFHEAETUERABCHNEAESBNEREA.

n EFEAENACSHEER vCenter Single Sign-On #B 5 2 BB HRAAE | BRMATERAE , AT
& A vCenter Server BABLUTYEF—ELRNIEERSE,

n SEAHEBEER , fl20 MYDOMAIN\user1
s BIEMEE , FI useril@mydomain.com

. EFEAZEMRIIE vCenter Single Sign-On &4 i BIRAVAE | AIEEE A vCenter Server,
RFEZ vCenter Single Sign-On KA 2 MEMEEBH —3B5 , Bl Active Directory EHETFREEHH
HRFENFERAERRCETRE.

BF

1 £/ vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENFEAEZR
MR,

MRAERZEHEIEE T HaMWE | 5L administrator@mydomain &3 & A,
3 EBEFHR UL

a WEHIERD 6 EZNEE

b 1 Single SignOn T , #&Z— T 4%,
4 EHFRBRHERSIEET  BR-THIRBKR , ENSIBERER , KEE-TRERARAE.
5 ®B-THE.

EESERT  ARPEERE B WP ER).

1% s 4R 8 vCenter Single Sign-On & % 3% Bl 38R

EHEFRABENREHFES vCenter Single Sign-On &2 BB R MBI | A /& A vCenter
Server, vCenter Single Sign-On EEEMFAE W UIIE S 2B BIRE , REEFEHEHIEN G 53852k
TRERE

B0 @B 2R AT AR Active Directory over LDAP ., R4 Active Directory (&3 Windows Eis¥) 4
5, LA LLR OpenLDAP B #R#%. 2B EAEE vCenter Single Sign-On B vCenter Server I & 7%
BIZIR

R# 2% , BH vCenter Single Sign-On REFEAER vsphere.local R (HAE LR IEEMNRE)
SENEREA.

# NRECEHHEUR Active Directory SSL BE , BILEBRE DRBINE , AEEEEH LD

vCenter Server #,
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DEEM

MR EH M Active Directory (BA T Windows Eii¥) B2 BI%R , Bl vCenter Server %A A
Active Directory figi# . EZB# vCenter Server $3E % Active Directory #8ig,

BF

1 fE£H vSphere Client & A vCenter Server,

2 187E administrator@vsphere.local 5 vCenter Single Sign-On B EHANHEMRENEHERTE
MR,

MRAEZEHEIEE T HMME |, 5L administrator@ mydomain &5 & A,
3 BEZAR UL

a WEHEDRERTS K BNERE,

b 7 Single SignOn T , #—T# 8.
4 EEFRARHERSIEEL  R-—TEIRMBIBR , RAEE—THE,
5 EWMSIEHRER, REBAS D EBEIRERE.

2 B L
Active Directory (B4 Windows B8 R4 Active Directory BYE , A AILLEIE, MRSEEFEHIEE | QT
=) vCenter Single Sign-On BRI FATE I #E8 4 E LR Active Directory #8133

2/ Active Directory 98BI RFRE .

Active Directory over LDAP WRIEETHIEERFEHENEMEN . F28 Active Directory over LDAP Hl
OpenLDAP fafR&: & 2 BRI RIRRE .

OpenLDAP #1 OpenLDAP &8 BIRIR , EEMALLEE. 28 Active Directory over
LDAP # OpenlLDAP falfR&8 & 5 8 Bl RIRERE .

B NMBEFEAERFCHESREA , B Active Directory EEHHBBURBEANCAERES L
B, FRERFAEERFERAENEEA OU WEELFIE WAL EREANEIERENEABM., &
FE:% , Active Directory 2t It FEE, FRABHKBRBEAEUREAZEHE.

6 B—THE.
BES R

AZEVReEnSEFERAEER [ EFEE AR, vCenter Server EEEMBZVBFERERER [ K
B AG , FREATEEA, BH2E vSphere T2 MRBXH.

Active Directory over LDAP #] OpenLDAP Al iRz & 2 5% Bl KRR E

Active Directory over LDAP & % &% Bl 3R B %&£ 7 Active Directory (B& I Windows B3%) 818,
OpenlLDAP fal i 2§ & 7 3 Bl SRR E A A E A OpenLDAP HIRIR,
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MREFZZE OpenLDAP B EEBIRIR , 52 VMware HBENXE (@it A http://
kb.vmware.com/kb/2064977) BEEMER

B Y Microsoft Windows B REEHASEE Active Directory BITERRITA , UERE A ENERE N I
R, WBFSHE vCenter Server [8 Active Directory #E/TEREN AR, MBEMEH Active Directory
5% vCenter Server WH 7R BIIE , BIXEHEIA LDAPS, MEEE L Microsoft & MBI
MMEF , 528 https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV190023
1 https://blogs.vmware.com/vsphere/2020/01/microsoft-ldap-vsphere-channel-binding-signing-
adv190023.html,

& 4-3. Active Directory over LDAP 1 OpenLDAP Al fRES:&E

By B L

£8 FHRBIRENETE,

HERAENER DN FERENEARRBIEE. BAZRPRBEAEESH DN,
4 , cn=Users,dc=myCorp,dc=com.,

BHEMEZL DN BAMERRAEE, MAZRTFHERFEEAESEN DN, fim ,
cn=Groups,dc=myCorp,dc=com,

HEER #BiZAK FQDN,

A BE HA Active Directory 93 BIZRIR , #iFH NetBIOS B8,

MRE SSPI Y | 51§ Active Directory #15H) NetBIOS
ERBEFIER S DBBIRENEIE .,

# OpenLDAP &7 EBBIRIR , MREEEERSE , AIgHE
AREFRNRGEE,

EREER BETEAENEBE  ZEAEHERAENREANES DN
EERER/EEFIE, FMABIURANTEAER
m  UPN (user@domain.com)
m  NetBIOS (DOMAIN\user)
m DN (cn=user,cn=Users,dc=domain,dc=com)

EREEBLARTERERM. [user | HETEBEAM,

RIR FREERMEEERENEE.

253 ERBR ARG, TR AE P EMATER SRS TR
s,

FEMARER URL A M E R LDAP FAIARES. B LMER EHMATER 1P 1z
it

f£/ 1dap://hostname or IPaddress:port I
ldaps://hostname_or IPaddress:port X, BEAE
#8389 AR LDAP E# , MEREE 636 AR LDAPS &
B, YR Active Directory ZHEREEEE  BEAEREE
3268 A LDAP , MiE#EE 3269 AR LDAPS,
EEERRE LDAP URL FfEM 1daps:// B , BEAR
Active Directory fAIAREEH) LDAPS i ZHiE VL E1EMRRE .
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& 4-3. Active Directory over LDAP 1 OpenLDAP fAlfRE5:RE (&)

By L
RER KRR URL ARREBE X ERGIEF LDAP ARSEM A, &aL
ERAEHEBR IP ik,

B® (EFHRM LDAPS) MREH LDAPS E2 Active Directory LDAP {AfREE S,
OpenLDAP fAfRE: & 5 BAIRREEER , FR—T2K , 2
Ut LDAPS URL FRIEER AR HIMEE HIBRRE . GBER
WEFEANEBETRR CABE. )BEER Active Directory E
HIBE |, 528 Microsoft A K,

Active Directory 82 & BlIZRIR R E
N RFEEL Active Directory (BA I Windows B3%) &2 BIRIRER | AT LA A HEEEESIRE M5

SPN (RIS X&) REBEIEE SPN, EE vCenter Single Sign-On fARESMA Active Directory 48
kK, BAREEALRIE,

£/ Active Directory (BA T Windows B %) & 20 5% Bl 3R 19 4 B4

BESIBAIETANERT , 7 825&E vCenter Single Sign-On £ f 3% Active Directory (B& 3
Windows B FE) B0 BISIR, FHHE vCenter Server AHRER A5 REITIRME,

f@5E Active Directory (BA=R Windows B#¥) —2fEH Active Directory BB RNIR. BEEBEN
AR Windows B3 & 9 BIRRR E A Active Directory SRR F4E |, :F528 VMware FEEX
EF | @1 A http://kb.vmware.com/kb/2070433,

REVEFAMEERS T NIRARRE , NRBITEEH G HIT vCenter Single Sign-On KA #E#EE | BlI&
HFEAREIEE SPN.

WMRIESTE Active Directory R ETEH S RBEENREEERILNNVE , RS EZE AR
FEFEHEAEA 2889 WiRtkEH4., FHESR Windows BRFER , BHEEITE 2880 EEAREE
£ MFEZEHER. WEEEE4BEEITE 2889 MWEHME , F2H VMware MIBEXE , @A :
https://kb.vmware.com/s/article/78644,

& 4-4. B 5 2 BB RRRE

XFHHR L

EEEs BB FQDN |, H170 mydomain.com., FIE4E IP {idit,
HAEE BAAETH vCenter Server A& 1T DNS 47,

fEFAMERIRF IR EN L 2R TE A A A HEMEBR IR 5 B 4E SPN ., REUMIRIER | FEE
REREDEE. NRTCTESEHMA K  F2RMLRE,

ERAREEMERE (SPN) MBETEE oA A EEEE  FRIULRE, EXERE
SPN. H#ZEBRE D BAIRFRETRENEASE , URZER
HEHRE.
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R 4-4. 25 5B A RRRE (F)

XFFHR L

REEMERB (SPN) A% B Kerberos 33l Active Directory FRISH SPN, HES
BWhESHEE , HlI0 sSTS/example. com,
SPN EREH S ERE -1, #{T setspn -s MLTRER
EREAFMEEEBRE. MFT setspn WHBEN , F2HE

Microsoft sRBE 34,
SERETMER (UPN) BB IBAIRRETREZEAENEBNRG, B
BR AE MU E |, Fl2 jchinfmydomain. com, EATLL
&R Active Directory IRIE N ERIERR (ADS| flE) RERFE
AEXREE.

£/ CLI FiB B IR & 2 58 Bl 2R
BRILAER sso-config AABARINIGRBERE 2R BIRIR.

B9 R BIAGRE TR R AL Active Directory (BE& = Windows Ei3%) #8185 . AD over LDAP. £ LDAPS
(LDAP over SSL) B9 AD over LDAP , 5 OpenLDAP., 2B AHA vCenter Single Sign-On #J
vCenter Server W 2B AR, BHEAILER sso-config AARRRKREEZEFHM RSA SecurlD B
DEFMY

IR EH I Active Directory B0 BIZIR , Bl vCenter Server 4B Active Directory #igiH, 5
2 @1 vCenter Server #1E%| Active Directory 15,

BRA SSH & A . B2BIEH vCenter Server Shell 3 vCenter Server,

BF

1 fFf SSH EMRBTIERES , LAUE vCenter Server &% EY THERKER.
2 Blroot BH&EA,

3 ®BEZE sso-config AHEBXFIEMNE &,

cd /opt/vmware/bin

4 PFEEZRE sso-config R , #HIT sso-config.sh -help , HZH VMware ABENE @#it5
https://kb.vmware.com/s/article/67304) LABE#E {5 F €545,

£ vCenter Single Sign-On #1T Windows T /£ R B =%

AT LAfE A vCenter Single Sign-On #1T Windows TR BRERE (SSPI), B8 # vCenter Server il
A Active Directory #a13 , 2% 7 aJLAfERA SSPI,

BEFRA

m % vCenter Server A Active Directory 813, F52B# vCenter Server &% Active Directory
#i
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n BREERREME. T2/ VMware HIBEXE |, @it A http://kb.vmware.com/kb/2064250,
» BRETRPBERIIIMER. F2H vCenter Server ZEMRE.
B &5 vCenter Server [RE AR Active Directory Federation Services {# i FIBEEE M | &
B IIMBENEEARN vCenter Server B8 7R BIIREENARE (BN LDAP B Active Directory, ¥
&3 Windows B H OpenLDAP 4 #¥),
BF
1 HEEZ vSphere Client #AEM,
2 EHEA Windows TR BEREZEUS 5 .
3 £ Active Directory FAEZBMRBTEA,

= MR Active Directory iR AR F 2 BBIKIEF , BEALHERAELEBEA , fiM, jlee,

s RAFEESREEE , HlW0 , jlee@example.com,

&I vCenter Server Z&2 M Token RI%

vCenter Server ZZ M Token R# (STS) R —IB#%% BB EHNZEM Token B9 Web BR#%.

A Token 2% E | T2 Token R¥ (STS) EFE AR S ILEE Token , WRMRKEH XA BHEL
Ea?® Token #2E . vCenter Server B STS B REI S EREEE VMware B &8RFE (vmdir) &,
Token WEBHUHRER , ERETHCHZSESEBINEMN—RBETES,

AHB Token , EAEERE STS MTAHRETERE, TERXFICRNERAENER,
R 4-5. STS FHEMIR

ERERR TER®

BRTRERE BRERE.

HitfER & vCenter Single Sign-On &2 @& BIZRRFTANERAE BB
RS,

STSERBFEATHEAEETRE  UYEBESERAEBMMN SAML Token,

X8R , VMWare Certificate Authority (VMCA) 8E4 STS £EBBE ., BULUFERAFHN VMCA BEE
BB STSHERE, BETUEAFERSTSEZERRISEMKREBTRE=ZFELEN STSHER
F, RIESLATANZZHREIERRAEERSR , BAIFE2ER STS £EEE.

BATLAfE R vSphere Client ST T4 -

»  EHEIESTS BE

n BEAYBMKRBETRE=ZSEER STS BFE

R STS BREFMEN , FlwzH A
BETUERAGSHIRRBIIRE=ZFELMN STS BE.
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STS BiE & i B A 2 2 i [
vSphere 7.0 Update 1 REHIRANZHZREET —E STS xEBRH , HIXEBEA10EF, ESTS %
ERFEUSTHE  BRER 0 AHKRESRELE—R , AR EERtXABERELEE—R,

B ERLEERT  BA STS HEBIRTHSLERINFEARE. RITBEMAR , HIRHXAH
MEHBEH,

STS BEBBEEH

& vSphere 8.0 B#& , vCenter Single Sign-On 2 BEBE#H VMCA E4LK STS B RBHE. BHEHBE
ESTS HBRFIHZH , URER 00 REIHERZA. MREBEEH LMY , vCenter Single Sign-On
EETHBEPEYT —EERAE, MEXE  BUUFHEHEIE STS HERE,

&5 vCenter Single Sign-On F*2EBHEHF B ELENRE=F STS HRERE,

ENEERE AME STS BF

8.0l , EHEEREANME STS HXBBETLEEZEHME vCenter Server , H bt AT & HIBE
{EHEEFRT ., ItHh  EEEHARED  FEHEENE AMELE— vCenter Server LH) STS XERERE
HFrAELR vCenter Server Z& LW STS B,

# EELERT  EFRESEANER STS ZBBEVREEEFHEHME vCenter Server &5,

5 vSphere Client E ¥ vCenter Server STS B

A LAEF vSphere Client EFH & vCenter Server STS &8 . VMware Certificate Authority
(VMCA) #3318 & WA B BB E .

EHEIE STS ZXBB/HEM | VMware Certificate Authority (VMCA) E# % #85% , WEX VMware
Directory Service (vmdir) iy B BI/RFE . STS R EA T BHEZEH Token, EERAFEENHRE
F, vmdir 8 FBE R vCenter Server &% LERIELNATA vCenter Server &%, EHER
STS %#EBRER , BEEHME vCenter Server 4t , BB EEHMBB L AR B LR ARPHNEMH A
vCenter Server &#:.

MRFEABTELEN STSHBRERE=F STS HERF , IEHEEBHESHERH VMCA KB BEE
BEZEE. EEFHETEEN STS HERERE=F STS HEBRE A BEAEANIRRE, F2HE
H vSphere Client E AIEU vCenter Server STS &&&.

VMCA #Z %K STS £EBFRERMR 10 F , EFARYHIINEE. RIBQAANREMRUTE , BRIEZ
HARLLERE .

BRRM

EEETERE  SX4AREAKAEERES (FERA administrator@vsphere.local) WHIE, MREEFFH
BE , BMXAARE vCenter Server A5 L EEEHE SRR EIRM vCenter Single Sign-On R&E
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BF

f£F vSphere Client & A vCenter Server,

$&E administrator@vsphere.local B vCenter Single Sign-On EEEFEANEMKENFERAERRE
MEZ

MBEZEHBIBE T HaEig , 5L administrator@mydomain &9 & A,
EEZRBEE U,

a

b

RERDRERD  BINEE,
EBET , B-TREEE.

WMRRGIRRE | F# A vCenter Server 2%,
ESTSHEBEBRET , H—TEF > A vCenter BEEFHEE

WMREABTEEN STS HEEBREBHFE=ZF STSHERE , IEFZEHNESHER VMCA EENE
EEBEEE,

B NRHEREREMEEMERE=ABR , ENEEAEZEZREN vCenter Server R FE
BE I NMREHABITEEN STS B REME=7 STS HFBEE , A Security Token Service
FTEEZATRBRE=FBEAN Token 2,

BE-TEMEE,

L VMCA 2 EHEIE I vCenter Server RGELUAREMELM vCenter Server & L STS % E

GREN) MRBERBREIEHRREIRI , XKW vCenter Single Sign-On ERIFIME, R—TREIEHE
BoE , FEBUTEBELER,

a

b

MRRBEZEEMN vCenter Server ZEEREDEIT vSphere 7.0 Update 3, BIFZERRE
HERE

BRERHEREREREHMEFE vCenter Server ##4t , YEAREEREELRAEET KD
Z B EEEREE,
MRATERELE  FER-THCHAARENRE,

NMBEREFE BFR-THHIEFEBHESHRE K ARBFEEHS vCenter Server 2%,

{#F vSphere Client [E A E{X vCenter Server STS B
ATLAfE A vSphere Client E A #& vCenter Server STS BEBARBBHITELENBERE=HFBH.

EEEALERTERN STS HBEBE , BLBEEEHNER, EALENK STS HFER/EE , VMware
Directory Service (vmdir) € #HBE R vCenter Server & BRI E LR FTE vCenter Server &

STS BREARYINERE. RIFELTANRZE2HFRANTE , FRFEZEUCLER.
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BEIRA

FEETERE SO/ ARHAKRPEEES (BRA administrator@vsphere.local) WZE, BSEATE
vCenter Server Z#i t EEEE SR FE R EIRME vCenter Single Sign-On & .

BF
1 fE£H vSphere Client & A vCenter Server,

2 187E administrator@vsphere.local 5 vCenter Single Sign-On B EHANHEMRENEHERTE
MR,

MRAEZEHEIEE T HMME |, 5L administrator@ mydomain &5 & A,
3 BEZREEE UL
a WEHEDRERTS K BNEE,
b EBET , B—TEEEHE.
4 MRBRGRTE , BWA vCenter Server HRE .
5 ESTSHEBET , B—TEE>EALRK.
6 EHPEMER.
PEM EREFEXEFRREENLESR,
7 E-THK.

HTE I vCenter Server REME LM IET vCenter Server &% LHUX STS %BRH. BRIEZHR
BB, BREZEHEE vCenter Server &%,

FERAMSHIEMR vCenter Server STS B
AT LAEA CLI # vCenter Server STS BRI A B EENEBRRE=ZFBE.

FEMAQARERNBIERENNSIMNER , BUUBMRREN STS £ BE, BEMRERMN STS
BERR K LLAXELEHNEE.

STS BRARHINERE. RIBLAANREMFRUTE  FABTBRLERE.
BRAERLEFRLANRER . B2EERRERRZGTHERRE.

PEEY
U LLER SSH & A vCenter Server, 528 {#H vCenter Server Shell # vCenter Server,

EF
1 LUREAE SS9 A vCenter Server Shell,
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2 BYEH.
a BYEERSUEHRHESR , IBIESENNVE.

mkdir newsts
cd newsts
pwd

#resulting output: /root/newsts

b # certool.cfg BREHIFE .

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

c fERAEWMVim EnSHRESE B certool.cfg BRMNER  REVWHETHRE U ERAH
vCenter Server IP (Uit FT# LB, BR/MEERSEN  YHEXKEEMBEZRT , MEATEHIAT
/j__\o

#

# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chenf@exampleinc.com

Hostname = homecenter.exampleinc.local

d ELEdR

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey —--privkey=/root/newsts/

sts.key —--pubkey=/root/newsts/sts.pub
e EERHE.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/
root/newsts/sts.key --config=/root/newsts/certool.cfg

f BUEAEBRRELSNLZRERN PEMER.

cat newsts.cer /var/lib/vmware/vmca/root.cer sts.key > newsts.pem

3 EHSTS HER=E , flw .

/opt/vmware/bin/sso-config.sh -set signing cert -t vsphere.local /root/newsts/newsts.pem

LB VMCA EEHEIE I vCenter Server G LR ETELR vCenter Server &% LRy STS %2
BE,
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£/ vSphere Client ®1Z/EH # vCenter Server STS &£ERE ML
BRI LAE A vSphere Client BIR/EMA A vCenter Server STS 2B /RFH#EA .
ZADBREBERP STS BENUATEN.
= [BXHZE| BH
n REENERRTERER  REKNERRTIDRRES
n RRFAEREL  ARERMERATBRRES
BF
1 {5/ vSphere Client & A vCenter Server,
2 BAZRLEEERERZERENEAESBNER.
3 BEEREEHERU.
a WEHEDRERTS K BNERE,
b EBET , B—TEEEHE.
4 MRBRGRTE , B8 A vCenter Server WREHE,
5 HEMBREMDSTS BRNFMER , FR-TREFMEER.

FEHBSHIEE LDAPS SSL BE/ZIH A Hf

f£F Active Directory over LDAPS B | 20 A LDAP RE LB SSL BF., SSL BEERELAEEMNE
Mz #%EH, BULER sso-config.sh MESBRBIRNEH A , LUELRFBERFZH 2 50 inSAE
RBEH.

vCenter Server @7E/EA # LDAP SSL BB HZIF AR ERHER,

BIETEFE A Active Directory over LDAP 5 OpenLDAP B2 BIFR , W AMRARESIEE 1daps://
URL BAEFZBEIHENR.

PEEY

BRALLER SSH & A vCenter Server, 52 # A vCenter Server Shell ¥ vCenter Server,

EF
1 LURERAE S 2% A vCenter Server,
2 HITTHHS.

/opt/vmware/bin/sso-config.sh -get identity sources

ZmE SLF4J FE.
3 EERTIHAH , BRE SSL BENFHAERIERE NotAfter B,
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S vCenter Single Sign-On R &I

vCenter Single Sign-On R Al — R & ¥ AR S M Token MEIMITREMRL, BAURRANFEEER
vCenter Single Sign-On ZHF/R Al $HE/FRAIM Token RAI,
#R¥E vCenter Single Sign-On ZiE R Al

vCenter Single Sign-On ZBRAGREFBHRAMNBZBEL, WRBEFEIEBEBAR vCenter Single
Sign-On #8138 (vsphere.local) FHIERE.

fik¥85% , vCenter Single Sign-On REMFEAEIRFHZBEE 90 K& FH, vSphere Client 87 Z1EE1#
IHARFIRER IR

ESREE vCenter Single Sign-On 1

At BESMRF (administrator@vsphere.local) T EEZIHTE , HEBETEEH, BENZ2HME
REBURFRBEEA , Y EHHRERE,

BF

1 £/ vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 5 vCenter Single Sign-On EEERANHEMERENFERAEZR
MR,

MBREZEHBIBE T HaEig , 5L administrator@mydomain B9 & X,
3 HEZ#AR UL
a WEHMRERTD K ZNEE
b 7 Single SignOn T , R—T 4%,
4 B—THEHIRFRSIER,
5 HHBREUIE-THRE.
6 MmEEWEA

30 L

L ISR ARA,

FERMLER FRAENESEREN , DIHEERNRE LR, BAUBMANXHLRA
999999999, HEAT (0), RREBWKETEEH.

REEEFER EEEETHANENZENEE. fl, MBELWA 6, IEAEELIEEERES
SRS FEET— 13,

RELR AFBBEEENERTHE LR,
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7

BE R

BIRE BHRSAEENRENFAHME., BIREFTEINFTE, BEFNRKFAERNR
INERFD

FRmR BHRSEEENTEAFABEENENEE., EAURBUTIXIEESEER T
WEE :

BHRET  &#%

FH:AbcD

RE:ABC

N abc

BF: 123

RKMEM  ZEELERR 0. flan , MEBA 1, AIRAHFERUATEE
p@$$word,

BNERERBTIESORABNNEZTHAN,
EZBEPZEIE ASCII Fit. EEM vCenter Single Sign-On ¥ |, SXENF T
F1EBRHI,

B—-THE.

#"¥E vCenter Single Sign-On $HE R Al

MREAEERDFATERMRAEEA |, vCenter Single Sign-On $#ERAISEEMEEEFRAEN
vCenter Single Sign-On tRF . EEEWUREHTEFRA,

WREAESREACAERNETBEA vsphere.local , AIEAERHEE., BBRHEERA , EEE AL
EEBAERAMNAHLER , URREMRXAB2EHNREER. ZRNERETEESDERETIRS 2
B AKBNRER.

#3 SETFRAUEERARCERERE , MAERRERSIIRE Bl administrator@vsphere.local),

BF

1

2

f£F vSphere Client & A vCenter Server,

$&E administrator@vsphere.local B vCenter Single Sign-On EEEFEANEMKENFERERRE

MEZT,

MBEZEIBIEE T HafEig , 5L administrator@mydomain B9 & A,

EBEZHERE UL,
a ftEHIpgERS , ENER,

b 1£ Single Sign On T , #&#— T4,

BE—TAMiRF R5IFER.
SR RASE-THRE.

BUREFEQ THRB T EEIHERAG .,
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7

mESH.

BE L7

L7 SHERAMRBMERS,

WHE A KRR LR ERERS 2B AFNBAERKMRB LR,

FR KB 2 M b R R R BAREBANERRRA ERRAUEQHH,

R RER ESREMERENBHE. MREA O, IERELARERRFTIRS .
B—TWR7F.

#m &8 vCenter Single Sign-On Token R &I

vCenter Single Sign-On Token [RAI&{EE Token AR , HIINAFERRMERTFTE. EAILA4HEE Token
RE|, B{R Token I FEERATANLTEMEE,

BF

1

2

f£F vSphere Client & A vCenter Server,

#6E administrator@vsphere.local 5 vCenter Single Sign-On EEEEANEMKENFERERE
MR,

MRAEZEHEIETE T HaME , L administrator@mydomain 3 & A,
BEZHAR U,

a WEHEMRXRY K BENEE,

b 7 Single SignOn T , R—T 4%,

B—THRBIRF RS|IER.

#t¥ Token AISEESR— T iRiE.

BAREEEM THEFEEEFEE Token AIFES.

fmEE Token RAIARSE.

3| L

EER R vCenter Single Sign-On BFFA FimbFE I SECHAEENEEER
AZEDHEN), MREFBEZEKRNIEEME , Al vCenter Single Sign-On &%
Token X,

Token METE M LR A LAEET Token MEE LR, BBETERRELRE , TEFAFNZEM
Token,

Token &iKHE LR ALK £ 583 EE Token ZIRE vSphere BIEFHIRIE . FEAFZEIR Token KIAR

B R RRMZ Token WEBBITIRIE. Token EREIETE DelegateTo §%'
DelegateTo B AT AR R E Token , th AT R R R T E Token WEE, &
IEEAUEIRE — 2885 HFE Token HIRE,
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By #H

Bearer Token Z B/ LR Bearer Token f£1R#& Token WG B ERIRALEE. Bearer Token ARG E
—1E%. Bearer Token THBEEXERNEAEREEN S 2. LLEEEHFEY
Bearer Token HI{EE % Token HZ B IFEE.

£MEEE Token TERE LR &8 HE Token BB Token FHABRR L2 HBHRMERE, £BFEE
Token ATARZEIR. AFKAUEMESMIFEE Token M Token EIREGH A
B, ZToken BERARBBIEIFMNERSHNER. £ vSphere BIEH |
vCenter Server ZAERRFEA BB ZEIRW Token , W FEAEL Token FITHE
WEREEESIBIFEE Token ERAEREIZ Token WIFEER,

7 BR-TRE.
#REE Active Directory (BE = Windows i) FRENRIE R HEL

Active Directory G R HiE &EE vCenter ServerSSO RIEZHAIR 2BV, Active Directory & HTE
RERBEHBEANA 30 X , EEBRRBIHEURAEM Active Directory %#t., vSphere Client #§3E %l
BB, BUNSFERIGEAN , UGB ATNRZEMHEZEE,

BRRM

m FALLUER SSH & A vCenter Server, 582K # R vCenter Server Shell B vCenter Server,

EF
1 LDEEEEERRNERESEDE A vCenter ServerShell,
BB EHEERACGHNTERMERER root FAE.

2 BB EA vSphere Clientwebclient .properties BRHAMNVE.,

cd /etc/vmware/vsphere-ui

3 FAXFHEESFM webclient .properties BR,
4 mETISH.
sso.pending.password.expiration.notification.days = 30

5 E#HRE vSphere Client,

service-control --stop vsphere-ui

service-control --start vsphere-ui

S vCenter Single Sign-On A& ME A

vCenter Single Sign-On BE & A& A LU vSphere Client B vsphere.local 48385 /Y B & MEF
4.

vSphere Client 87~ vSphere #835 (Fa:& 5 vsphere.local) PHERAEMBANEE., EHEES , &
AR RENEAFERE. SCELUNMEHAYEEHRARNEEK.
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¥ vCenter Single Sign-On A&

vSphere Client R fERAERSIEZER LHHHFEHAEE vCenter Single Sign-On WER , B vsphere.local
Wi, A LR E B — 1@ vCenter Single Sign-On EE M E S & E 822 8E .

BRI LURIE A R ELEEPERAENHERBEN , B2 , BEEHK vCenter Single Sign-On B
NEEEREFERNE AT,

BF
1 {5/ vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEEHANHMERENEAEZR
M,

MREZHEHBIBEE 7 b , 2 administrator@mydomain &3 & A .
3 EEZ vCenter Single Sign-On fEHAEHERE U,
a WEHEIRERS K BNEE,
b 1E Single Sign On T , B—THAEMEMA.
4 R vsphere.local N2 B REMAAE , FRTHAERPEIULASE.,
B ERE G H AR
5 EMEAERSIEEL, E-THHE.
6 BMANMERENCEAEZBNER.

FEREZEEZHEE 300 AFT,
BUGEHER  BTHESEFREER. BBLAFSRENERBRAER.

7 (BEM BANERAENSFNERK,

8 (EEM WMALEAENEFBAItMRA,

9 B&-THHE.

BR

HBERAER  ZEAERNRERTEEEXNER,

rESR

#&fE R EHIEE vsphere.local MHHHIEAR |, Hl0 , ATEE VMCA (CAAdmins) IERAEF AR TER
vCenter Single Sign-On (BB &) WEAEEA . 52/ M vCenter Single Sign-On BAEFTIEKE .
ZERAMEA vCenter Single Sign-On A&

R vCenter Single Sign-On A ERFER , BIEAE&EEE A vCenter Single Sign-On fRfkEE , B
FNEEEMAZIKRE ., B LR HE D —{@ vCenter Single Sign-On BENEEAMBRAKRE.

ERANERAERFETE vCenter Single Sign-On Z&GFRME A |, ER2FEAEEEERRSE LEAIBITHE
¥ BEEEHEHEREMNERETHR vCenter Server WERENBEAETmTEHANEBIIRE.
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DEFMG

&A% vCenter Single Sign-On BEEEFAMNKE , 7 8EFRAMBA vCenter Single Sign-On £
&,

BF

1 f£H vSphere Client & A vCenter Server,

2 18E administrator@vsphere.local 5 vCenter Single Sign-On B EHANHEMRENERAERTE
=R,

MRAEREHBIEE 7T HME |, L administrator@mydomain 3 & A,
3 HEEZ vCenter Single Sign-On FRAHHKE UI,
a WEHEDRERT® K BRNERE,
b 7 Single SignOn T , & —TAEMEA.
4 BEMAEER B-TES K AERE-TEH.
5 &—THE.
6 HEBRMAKAE 6 FR-TES, R-—TRA K RER-TRE.

MIBR vCenter Single Sign-On A&
AT LA vCenter Single Sign-On BENEMIER vsphere.local AR ERE . #%#% vCenter Single
Sign-On EENEMBRABEL£RGERAERHREINFERE.

MREMBERT vsphere.local BIFHPHEBEEMAE , BIFEEBEA vCenter Single Sign-0On,
BEHLZHE vCenter Server RETH,
BF
1 M vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEE#ANHMERENEAEZR
MR,

MRELZEGBIEE T Ha4E1E , 5L administrator@ mydomain &9 & A
3 HEZ vCenter Single Sign-On fEA&EHLE U,
a WEHHEMRXRT K BENEE.
b % Single Sign On T , #Z—T#ERAEMHFA.
4 ENFERAE  ARARRTHRAEERFTER vsphere.local #1.
5 HEEAERED  BENEMRNERE.
6 R—THER.
EHENTEE. SEEERLBE.
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7 BT8R

#"E8 vCenter Single Sign-On EA &

A LA vCenter Single Sign-On EE T HEF#E vCenter Single Sign-On A &N HREHHEMFFMAE
¥l BEETE vsphere.local REFHEHGEERE. RUESR , BE/EEH®

administrator@vsphere.local,
IETI LA S REFR B2 administrator@vsphere.local R EMERE.
vCenter Single Sign-On A & f#Z1E vCenter Single Sign-On vsphere.local #8iFH .

EA LA vSphere Client 142 B8 vCenter Single Sign-On ZiERAl, L administrator@vsphere.local
BEOEAN, AZEBIEERTD , RIAE > ZABIES > BBERAI

BESBmE vCenter Single Sign-On RIEE A,

B2F
1 {3 vSphere Client & A vCenter Server,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENFERAEZRE
MR,

MRAEZEHEIEE T HMME | 5L administrator@ mydomain &5 & A,
3 HEEZ vCenter Single Sign-On FRA &AL U,
a WEHEDRERT® K BNERE,
b 7 Single SignOn T , & —TAEMEA.
4 B-THERE.
5 EHEAE 6 RARE-THRE.
6 WHWEMLAEBEM.
BELBEFEREEN.
EW/BAFEASNEBRAUEZER,
7 BE-TRE.

¥1#¥2 vCenter Single Sign-On &4

vCenter Single Sign-On B#A R S| EBWE " AKB 1T (KFERSB vsphere.local) FHEA. MEFE&HY
BB (X8 FARSE , UHIEHA.

55 vCenter Single Sign-On ARSI EBAS B AL EaM1E (Bl Active Directory #81F).
IRK[E vCenter Single Sign-On 78 5 % w8 B 2R |, £ 37 BF 4R N 3738 (8 A & o 17 BY 4840 4 B 18 AN 48
=5,

BF

1 {8 vSphere Client & A vCenter Server,
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2 $8%E administrator@vsphere.local 5 vCenter Single Sign-On B S8 EANEMKENFERAERRE
HMEZ

MRAERZEHBIEE T HE | 5L administrator@mydomain &3 & A,
3 HEEZE vCenter Single Sign-On EAHHKE U,
a WEHMRERTD K BRNEE
b %t Single SignOn T , #&— T ERAEMEME.
4 EERME  ARRE-THE
5 WARMAMNEMEERA,
HAEBRZEE 300 AFT. BUFER K STHSEHAER.
6 WIBRETANIEERT , EMEIENEEZHEAZREN S HEBIRER.

MREBEREMBE 2 BBIREE HI AD FS) , AT EMERE TR DRERPEINZES 2 &R
HENASE.

7 BWAESAR

8 EWHE.
FALFIBZERE,

9 R—THH.

BIEBELSR
2 RE vCenter Single Sign-On B4R STIBEK S .

@ vCenter Single Sign-On B4 IE K E

vCenter Single Sign-On AWK ETURRE —RZEH 7 BB RN EAESHEEA, B®R
vSphere Client F##EKE .

MEESEN , F2E VMware MIZBEXE | #itA http://kb.vmware.com/kb/2095342,

Web NMEFHNRARSIER LY ENEABR vsphere.local #818. 28 vCenter Single Sign-On
MY AR

BrF
1 fEH vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEERANHEMERENEAEZR
MR,

MRELZEGBIEE T Ha481E , 5L administrator@ mydomain &9 & A,
3 HEZ vCenter Single Sign-On fEA&EHLE U,

a WHEMRXRT K ENEE,

b 1 Single SignOn T , #&—T&EAEMHFA.
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4 B-TEERSIER K RRR-THA @GIw  EEE]).
5 WHMERETHXDERT , BENESENEEREARENS DEBIHR.

MREBEREMBE 2 BBREE HI20 AD FS) , AT EFMERE TR DEERFEINZES 2 EHR
HENASE.

6 WABSAR.
7 EENE.

FA LIRS ERE,
8 R—TREF.

#£ vCenter Single Sign-On BT BKRKE

BT LAEF vSphere Client # vCenter Single Sign-On AP BKRKE ., RBEATBKRRE (FREHH
) T EEZRERAGPMER.

25
1 fEH vSphere Client & A vCenter Server,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENFERAEZR
MR,

MRAEZEEIEE T HMMAE |, 5L administrator@ mydomain &5 & A,
3 HEEZ vCenter Single Sign-On FAHHEE UI,

a WEHEDRERTS K BNERE,

b 7 Single SignOn T , & —TEAEMEA.

4 EEIEE  AReR-TE4.

5 HEHEMEEEYS K ENEBRNEAERHME  ARR-TEEERFRET.
6 R—TBRRA.

7 BE-TBR.

®R

ERERFEADBR  BERSPDATA.

%% vCenter Single Sign-On &5

4RI (FARR B vsphere.local) AR E & AT LA vSphere Client E H vCenter Single Sign-On &
B, HttEEPNERES RGBS EYRERAENEL
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vCenter Single Sign-On SHER B REZBHEHKFR ., k&R , vCenter Single Sign-On BIFE1E
90 X#%ZIH , BEREEERM (HIH administrator@vsphere.local W) FEZIH . vCenter Single
Sign-On EBNM HSEZEE I HEERES.

i CETEERARINSSERR,

MEZRBEAH  AEFHNEEE (kFER A administrator@vsphere.local) ATLAER dir-cli
password reset S ERZHE. £ vCenter Single Sign-On FIBNWEBEEHAREUERRE,
BF

1 £/ vSphere Client & A vCenter Server,

2 8% administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENERAEZR
MR,

MRAEZEHBIETE T HaME , L administrator@mydomain &3 & A,
3 ELFNBEERT , R—TENERESBUBHTAXDRER  RAEENBERR.
4 BMALBRNEE.
5 BWAFBBLETES.
ZEBLATEEHBRA,
6 —THER.
¥ , WA BURE Single Sign On > BEAENEA , BEEAE K REE-—THRE.

R ELfh vSphere BRs¥iR18

£ vSphere 7.0 REFRAF |, I EBE D RBIIRHEHBER vCenter Server WIBRBRE S %, BRI
£ Windows T1EREERERZE (SSPI). EAEE+ (UPN NBARFEF , % CAC) , HfEA RSA
SecurlD Token #E{TERDE

SRERELE
BRSERARCRCEBREAEHERE %

SMER B o IR B B E B EE
FERINBEIHEBRHAERE  TUERMIEIBIREETENRERST K BESERERE.

g2 FRE

EEFRBEAKERFAEFRELAEMEAEMNEAERMFEIE. Sl , BATRF (CAC)
B
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EEEALEE P, UEZESFBERA CAKBNE—AFRERE. BRNEENE  ERHUER
TREGAERE. ERAERIERR  ZGSRTEA PIN, AEERFHH PIN SEBEHETNE
REAEZEA,

RSA SecurlD %

¥ RSA SecurlD B3 , HEERRELRREFMB RSA Authentication Manager, 1R vCenter
Server :REAEM RSA AREE , HERA RSA SecurlD 8% , AIFRAETUGEHEFRAERZBAN
Token & A,

MEFAER , F2HEM RSA SecurlD REMNTE vSphere ZPERIE,

f=E vCenter Single Sign-On X R4 SecurID , 7% RADIUS .

1§ E vCenter Server JEFERRERFE F &
EEE A LAE vSphere Client ;R EIETERERFE L , HEMA sso-config BESHETRE.

s HRABEFRE B LE vSphere Client #1T vCenter Single Sign-On :&E , HfEMA sso-
config 1T, REBEMASEFRBNRERERHERA.

n  ¥H RSA SecurlD , BAIfEMA sso-config IELHRERFMN RSA Authentication Manager , IR
H RSA Token Egs% ., #EJEE vSphere Client 58X RSA SecurlD B&&& ., Am , MWREA RSA
SecurlD , AIZZER% S E 2R RE vSphere Client A,

#H4E A vCenter Server B85 5 3%

WO LUEBMER sso-config EBRASERAEERE L, 8%, EAREREZRIB L EE | SEAE
ZRANRERBREABARE  REEIRE 6 ERE—ERANREF L.

EELREEA

EEFR-RARBEAERSEFNNERF. FZBARERARGRIORABAFILS (CAC) FEE
+  UEBEASNZEMIFEREER. E2FSESARSFIHES B8R FEFRNRRTET
A, " REFEAZEARNEEERFNES FERBMBRE,

@5 1E vSphere 7.0 Update 2 REFThRAH , AJLAFE vCenter Server LA FIPS., 28 vSphere
ZEMMAH., BA FIPS % , X RSA SecurelD M CAC B3% . AN E OB EBBELT
MFA B85 B2 B8R T vCenter Server § 9 Rl12 M ERFRE,

RAEGRTREA vCenter Server RGEMNEAEEAEEFMN PIN HESETERSIR , TR,

1 FRAESEEFRATEREFKE  AERSEDNFH LNESE.

2 BERSRAMEAERN—ERE K ARETEAEZEAZEBIREEN PIN,

3 vCenter Single Sign-On 8EREEEF LN EBRRBECH. MERHMERECHE , vCenter Single
Sign-On N EMREREFESR M,
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4 WRBHY vCenter Single Sign-On RH{EH , EFRCHENESE  AIRREAECEBHRSE  E
LA A ITRAE A E B REBITI TE.

#E —RERT , £ARPEEEAEEBARBEREREARAREEELEN, IRTKE , FAME
AEEBNRERIIHREBES FEFE, BER , vSphere Client iEAFESEFEA, REEKELES
BREEEERNERAE , TEBBHIEZAZ vCenter Server REFREFEAEZBNZIEHT.

REWLERESFRE

BRI LUSRIBREREMEAEEB vSphere Client #4422 vCenter Server A EAETEE REE,
BREEEBFRBFELARERD Proxy , AEBMALREEBFRBLS . BUUEA sso-config AR
BAREEEEFBRE.

RERME Proxy LABRER B in /B

ERAEEFRE Y , BHMAELTE vCenter Server & LRERE Proxy.

vSphere 6.5 REFMAFEE R [6 Proxy A&,

ARREGE P IR 3128, RERSE A BETREMBIRL

VEBES

R IRERE (CA) BRERET vCenter Server &%t

&5 vCenter Server 7.0 X HTTP/2 BAE . FIEHEBIERMERRERN (B vSphere Client) #
5 HTTP/2 E4ZE vCenter Server, B2 , EE2FREBZTEMSEA HTTP/. BAHBE., RABEFRE
SERAHTTP2 WERBRRXEBEAMERHE (ALPN |, https://tools.ietf.org/html/rfc7301) , A XKEH
IR ER HTTP/2, E/FR HTTP/2 (T3 ALPN) WERRENSHEEE,

EF

1 Blroot EAEE D E A vCenter Server,

2 BIUETHAF®CARHE.,

hEFREEE CARBNARAFRBRNZEERR. KENAFREAER K B2 FEFEEAZ
BERRETRERAERBAEN.

THIgEHI ST RIMMIE vCenter Server LBV BEETEHRE.
HHE—BE
cd /usr/lib/vmware-sso/

openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer > /usr/lib/vmware-sso/vmware-
sts/conf/clienttrustCA.pem

Y S ERE

cd /usr/lib/vmware-sso/
openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer >> /usr/lib/vmware-sso/

vmware-sts/conf/clienttrustCA.pem
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3 HBEIERM Proxy EEM /etc/vmware-rhttpproxy/config.xml ERETHENR , ARERES
A A RR config.xml,

4 ETTIRE K RREEFER.

<http>

<maxConnections> 2048 </maxConnections>
<requestClientCertificate>true</requestClientCertificate>
<clientCertificateMaxSize>4096</clientCertificateMaxSize>
<clientCAListFile>/usr/lib/vmware-sso/vmware-sts/conf/clienttrustCA.pem</clientCAListFile>
</http>

config.xml BREEEFRETE, REFTEICHDEMH . FHIHMETE,
5 E#HE STS R,

service-control --restart sts

FHWSIEEEERRE
A LAER sso-config AHBRARGSIEREEZEFRE. 2R XEREEEFEARETE,
BRI LVEL TN EHRE sso-config i8S :

/opt/vmware/bin/sso-config.sh

S ENRREA N R ENAREMRETEE VMware Directory Service 1 |, I} vCenter Single Sign-On
WP K FTE vCenter Server ITHEE -BHEER.

MEFHERBNZERICER  YALESFRIHEME  AEREEEZA, EEEERT , B
AEREEEFEHBTLME vCenter Server S HMEREZBNRBRE. TIGSURAFERESR
BARBERHE,

sso-config.sh -set _authn policy -pwdAuthn true -t tenant name

MREEATEREEAN |, BEH vsphere.local fiABEBAZTE.

MR OCSP ETHHERE , BRUUNEEEEFEE AAEHFEENTER OCSP, BRETUERTE
REWRE-—HZSEEH OCSP EERR, Fli , BALERE vCenter Single Sign-On I & Ky A< #4
OCSP EERR , FHEERHEREER,

B NREHNBHEARTESE OCSP, BEXAMH CRL CBHEHMEE).,

PDEEMY
s BREAEBSETORELEAHLSBERAR (PK) , YARBEFETHER :
s FHAETEEE (UPN) KBEEFERIE (SAN) ZEMHFE Active Directory R EHH¥FE,

 BRESEE EARKERR X EMASBRERLE MUPEE (AFRRE], SRAERETER
N2BRE .

& Active Directory & 2 3Bl 2R #IE 2| vCenter Single Sign-On,,
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Tl

m  #§ vCenter Server BEE A ®IEIRL Active Directory B9 EBBIFERRH —HZEERAE,. R%E
LERAEFERTURTERIE , BAMMTARREIEESE vCenter Server EXE SR,

n BRECHRERE Proxy , WEHREEERERKS.

BF

1 EBEE , UBHERE sso-config ARARKNTEBMNER KH,
a EBEERASMEASSHEAERAEEXRA.
b BAERAEE shell, MTFR.

shell
chsh -s "/bin/bash" root

c fERA WInSCP S LA AR BEERE vCenter Server £EW /usr/1ib/vmware-sso/

vmware-sts/conf,
d RBREMHER shell , MWTFAR.

chsh -s "/bin/appliancesh" root
2 FHEMAEEFRRE, SRTUATHS.

sso-config.sh -set_authn policy -certAuthn true -cacerts

first trusted cert.cer,second trusted cert.cer -t tenant

Bign

sso-config.sh -set authn policy -certAuthn true -cacerts MySmartCAl.cer,MySmartCA2.cer -t
vsphere.local

ERENIRZERRE  BERTEEEMEBMER,
3 FEFAMBHMRESE , BRTUTHS,
sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local

sso-config.sh -set authn policy -winAuthn false -t vsphere.local
sso-config.sh -set authn policy -securIDAuthn false -t vsphere.local

4 (EREM ZEREBRRFRAUATEE , FRTUATHS,
sso-config.sh -set_authn policy -certPolicies policies
FEEEZERA , BRERMADE , i

sso-config.sh -set_authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

ZANEESEETERENBRRAEMDAFNRANMARBIT. X509 BEUTUAESBRERAE
1

o
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5 (GEEM) FA OCSP MMR EHMmeE,
a ff/H OCSP HEUEERE,

sso-config.sh -set authn policy -t tenantName -useOcsp true

b R OCSP EERNELTREBEIEN AIA EHIEHY , FRMUES OCSP EERRK URL &
OCSP REMBBINEE.

A318 vCenter Single Sign-On WL AREMEA OCSP, & LAAE vCenter Single Sign-On ¥5&
EEZEER OCSP BERNUAHRIELHE,

sso-config.sh -t tenant -add alt ocsp [-sitelID yourPSCClusterID] -ocspUrl http://

ocsp.xyz.com/ -ocspSigningCert yourOcspSigningCA.cer

B kAR, A2 ERAZ B HIM vCenter Single Sign-On W&, EE®ABHM vCenter
Single Sign-On WAREHEA OCSP ¥ , & siteID BH,

EEET A,

.sso-config.sh -t vsphere.local -add alt ocsp -ocspUrl http://
failover.ocsp.nsnO.rcvs.nit.disa.mil/ -ocspSigningCert ./
DOD_JITC_EMAIL CA-29 0x01A5 DOD JITC ROOT CA 2.cer

Adding alternative OCSP responder for tenant :vsphere.local

OCSP responder is added successfully!

[

site:: 78564172-2508-4b3a-b903-23de29a2c342

[

OCSP url:: http://ocsp.nsn0.rcvs.nit.disa.mil/

OCSP signing CA cert: binary wvalue]

]

[

OCSP url:: http://failover.ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary wvalue]

c EEBERBAMNER OCSP BERRRE , BHTUTHS.

sso-config.sh -t tenantName -get alt ocsp]
d EEBRBENER OCSP BERREE , mPITUATHS.

sso-config.sh -t tenantName -delete alt ocsp [-allSite] [-siteID

pscSiteID for the configuration]
6 (REM) REIFHAREN  FRTUTHS.

sso-config.sh -get authn policy -t tenantName
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£/ vSphere Client EBEEFRE
BB LATE vSphere Client FRAAMERAEEFRFE . BFIEABBNRERERA,
MRBATEEFRI[UEATHMORES Z, UIRRSEREAEFEAEERRIEEA,

NREAEABANEBRECFA  LAESFREBHEM[E , ACAEREEA. EEBBAT , BE
REHEEEEME L vCenter Server B SFIRMEAEEBNERRE. TIHHSIRAERAES
BANRRRE.

sso-config.sh -set authn policy -pwdAuthn true -t tenant name

PEEY
n BRBETERECELAHSEBERERE PK) , TEAREFATHER :
n FAETEARE (UPN) X EEIFERIF (SAN) ZEHPH Active Directory 1R EHHEFE,

» BRELEE BARKXERA X EMAZBERTE MUTEE (AFRRE], SRAERTER
TN2BRE .

n  #§ Active Directory &2 i BIRIR#HEZ vCenter Single Sign-On,

m  #& vCenter Server BEE A ®IEIR4 Active Directory B0 BB ERH —RZEERAE. R%E , &
EHERAEFERTUASITEREIE , BAMMTIEREILERESE vCenter Server EXE SRR,

s BRECKRERME Proxy , YEHREIEE N ERME.

BF

1 HBEE, LHBERE sso-config AARRAFIMNERKH,
a HEBEEAHMA SSH A vCenter Server £# &
b {EA shell, AR,

shell
chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

c fERA WInSCP LA ARXEBEERE vCenter Server £EH /usr/1lib/vmware-sso/

vmware-sts/conf B &,

d EBEMWEREREE shell, MR,

chsh -s "/bin/appliancesh" root

2 f#M vSphere Client & A vCenter Server,

3 8% administrator@vsphere.local 5 vCenter Single Sign-On EEERANHMERENERAEZR
MR,

MRAEZEHBIETE T HME | 5L administrator@mydomain &3 & A,
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4 BEZHRE VI,
a WREHEIMERS  ZINEE,
b 1 Single SignOn T , #&Z— T 4%,
5 ESIBARMERIBET A R-TEEFRE K A2E-THE.
6 EMMEUHEREBRESE  RER-THE.
ZALERREESEFRE  wUUERREESFREUAREHEE Windows TR REE.

BRI Web N HERBAASEA RSA SecurlD B@% ., {ER |, 218 RSA SecurlD EEBHSHIRK
A, AIREERERE Web THF .,

SIEHEN CA BEBIAETR.
7 EREEN CABRRSIERD , B-THE K RRE-TAR.
8 WRMEMEN CAEBRIFERE A REBRE-THHE.

BHRRTREFEERRE OCSP R,
. WREH OCSP EIERAEEREST CA UIIMIEM CA &3 |, FFRM OCSP #F CA BE.
n BULAZHLEHEFRNSME vCenter Server HARE —SHZEAE OCSP EERR., SR
CLI RREELMER OCSP BERK ., F2REHAGSIHIEREEFRE.
BREEEFRENHEERL
AL BF]T BB EERE |, YAHEE vCenter Single Sign-On SR EHEBE 2 HBENNNE.
Al LAE R vSphere Client 5 sso-config IESBETA. BEINNRER2BURN CA WZEE
Mo
s MREAEEME , vCenter Single Sign-On #B&BET CRL 5 OCSP 3/ E . vCenter Single
Sign-On T EHERRERNITRE.
n MRBARBERE , IREBURR PKIRE.
£65M ocspP
WMRZE CA X OCSP EIfERR , FRA OCSP 1M CRL R OCSP WERHBHE.

{E{EHH CRL
WMRZE CA FTXZE OSCP , ERA CRL BEYEH OSCP BE.

ERAfEA OSCP M CRL

MR CA BRFEXE OCSP @MERRXM CRL , vCenter Single Sign-On #%##E OCSP EER
XN, NREERREERARESREEMER , vCenter Single Sign-On & CRL, HRERT , &
EEEEE OCSP MZE M CRL B2 , A CRL A OCSP WABE.
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MRBABERE  ERFEAETUEE T HEHMRE.

OSCP URL

fk783% , vCenter Single Sign-On ¥R EEEEZIRBZBEFRERMN OCSP BERXNMMVLE, W
REFPFAFEESRENFEEETEH  ECLEKEES S BEBEENE.,
ERREBEN CRL

fix7EER , vCenter Single Sign-On EMEBTFEEZHRIBCBEDFIESZN CRLWNVE, MERIZPT
GHE CRLEMEBEMRECEEERERE , FERLLRERE,

CRL {u &

MBEERFEAREBEN CRL , WHEEIETF CRL FIENMNE RER HTTP URL) , BEEALRKE.

BRI L BB BEEL | E—H PR &l vCenter Single Sign-On EZHE®.

HE

3
BRREFORECELAHSKERERE PK) , YEABEFETIERK -
s FHAETEZE (UPN) KEEFERIE (SAN) ZEHFE Active Directory R EHH¥FE,

n BREMSEAE EARKERR R EMASWBERLE] RAUPEE (AFRRRE], SRAERTER
BNVt

R vCenter Server BRZFEAENITELGEE. BAl, AESTLERRE.
# Active Directory & 2 &8 Bl 3RIR#E ZE vCenter Single Sign-On,

# vCenter Server BB & A ®IEIRA Active Directory B0 RBBIERHN —RNZEERAE., RE , &
EHERAEFETUASITEREIE , BAMMTEREILERSE vCenter Server EXEE MR,

f£EF vSphere Client & A vCenter Server,

&% administrator@vsphere.local 3 vCenter Single Sign-On EEESHANHEMRENERERE
MRS,

MRAEZEHEIEE T HM48E |, 5L administrator@ mydomain &5 & A,
BEEZHER UL

a WEHEDRERTS , BNERE,

b 7 Single Sign On T , #—T#R&.

ESoBIRTEERSIERT  R-TERFRE.

B-TRERH A AZR-THEBURAREABHERE.
NERRRUCELHNBREREN , BTN ERRRAUEHEPEFILRA,
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;| TE RSA SecurlD %

R

70N

AUBBIEREAERFAEMFEA RSA SecurlD Token & A . SecurlD EXEBEBHSIIETRE.

MEFAER , F2BEE RSA SecurlD RENTE vSphere PERIE,

5 RSA Authentication Manager EEf A& ID AfEH 1 & 255 ASCI| F i —RBIE, TASFME
A& (&), BDH (%). AR (). PR (<) MESIH () EF .

BRI

BF

1

BRCEBRELEBEPMN RSA Authentication Manager , B & #%E RSA Token, EE RSA
Authentication Manager 8.0 MR E H iR A< .

B E# RSA Manager AN & 2 BI KR F L E vCenter Single Sign-On., B2 REFIL S FE
vCenter Single Sign-On &4 & BI 3R,

&2 RSA Authentication Manager R & BES#E4T vCenter Server T# &% | I B vCenter Server
REBEHMRIT RSA Authentication Manager E# &%,

FRENMER > BRERERERR > EEXARLE , £ RSA Manager B sdconf.rec BE, BEESEHK
sdconf.rec B8R , EHREBEELEN AM Config.zip EE.

# sdconf.rec BRERZ vCenter Server Ei%,

BEZE sso-config BSWHAENE &,

/opt/vmware/bin

ZEMA RSA SecurlD B |, FHTUTHS.

sso-config.sh -t tenantName -set authn policy -securIDAuthn true

tenantName 2 vCenter Single Sign-On RN E M , kAR A vsphere.local,
(BEM) ZEFAHMEBESE  BRTUTHS.

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local
BERTERBUCERIEA EWABEACA RSA A , BRITUTHS.

sso-config.sh -set rsa site [-t tenantName] [-sitelID Location] [-agentName Name] [-
sdConfFile Path]

Flan -

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec
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B EE TR E,

BiE e

sitelD RIEM Platform Services Controller 35 & & BI#E Platform Services Controller £
F{E & £ X — 1 RSA Authentication Manager $I{TEESHEE . MRETH
eI ELLIEIE |, Al RSA A2 AR B 81 Platform Services Controller & ., {E7E
IR E AL AR L RIE,

agentName 1 RSA Authentication Manager FEZ

sdConfFile # RSA Manager T8 , W BEFHEMW IP {ritF RSA Manager AARREK
sdconf.rec BREXR,

5 (BEM RENFAEAARSEAFRRE, FATTISS.

sso-config.sh -set rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size] [-
maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

HEREREREAN , fiW

sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6 (REM) MRENEIBRIRFEREAEHEIREBHAEAERINE , FRESDEBIRIR
userlD B, (EFR Active Directory over LDAP &2 i BI 3R BB R, )

user|D BT HEHE LDAP BitE A RSA userlD.

sso-config.sh -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
AttrName] [-sitelID Location]
fign

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName
7 HERETEERE ., BRTTISS.

sso-config.sh -t tenantName -get rsa config

mR

MREFRAERAERBNZRRELMA RSA BE |, AIERAEXAERAEERE BB RSA Token BA,
EREEBINEZBEACELEEER.

f&s f£M userIDRdomainName T userID@domain upn suffix ERAEEZRBEN,

E1 vSphere Client EABEEKNE AL

A[LAZE M FRTE vSphere Client 2 AEE LML,
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BALRENE . REBARMKREFRM. I, CHuAUEAEREREZANTER

& vSphere Client EAEHHEMNE AN

AR EAMEHEE vSphere Client EARME. i, BAREBTEAME , LREZIG RN
WEEAERER.

[k
oy
<

¥

BF
1 fEH vSphere Client & A vCenter Server,

2 187 administrator@vsphere.local 3 vCenter Single Sign-On EEE#ANHEMRENEAEZR
MRS,

MRELZEYBIEE T Hag81E , 5L administrator@ mydomain &9 & A
3 EEZ@ER UL

a WEHEREMRERS , BNER,

b 7 Single Sign On T , #&— 4%,
4 BR—TEAMERSIER.
5 BR—THREBAREZAME.

B’iE LG

BEREAME DEFARBREAMBUABARANL ., RIFCHEBIRBRR , TREEHEAM
BETHE,

ﬁl%ﬂg %ﬂz@ﬁ’f‘g&%o ﬁ(ﬁ%& f Eﬁﬁ*ﬁﬂ&fiiﬁfmﬁﬁﬁﬁkﬂﬁ y %A%ﬂ«%j-’?—}% I agree to

Terms and Conditions. SEMEM Terms and Conditions A BEE T
F, MREARZIMAREME , AIEE R Login message , BATLUEB L IER AR

MRS,

[EE] BB R DRFAREEZD T AREREAEEZANR -TERER., HTUBERTER
5 HRERRE

EAMBNFEER B—TEAMEREREMEANAL , 61, FREKRGFOF, EREEIX
FRAETEARDFAER.

6 E—Tf#E.

vCenter Single Sign-On &2 M &EME

FBE1E vCenter Single Sign-On Z& M REMUERRE vSphere ]RiE,

vSphere BB ER B TILE vSphere RIEBNZ 2N, ZERARERLBTIHIE |, FEMEEL vCenter
Single Sign-On &IEHCE.

BERHEIH

FE5% vCenter Single Sign-On ZIFRBAINZIBTFERREA 00 X, BBAFE 00 REXH , REECELEH
ZA. REFHI REEEREERE,
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%A B BB I E

FERAMREEBENBE (NTP) BRAERZAFEAMHENHEYHFERE (BEERNERERLER), XA
AE S B ] SRR AT EE R E Y R R AE E AR BA B (NI BRAEERER-UTC), RIFZ MR #E vCenter Single Sign-
On BEAMM IR EM vSphere BENERUEZEHEE.,

NTP BRELERREHTCEETNEAE. TERNBERERCHUIRENABHZE R REATE
18, EEEgRHRTER,

MERBRGERA NTP REREESHRE |, 3528 vSphere K2 MHRBAH.
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SEERHEfE vCenter Server B

BATN ERE#R M vCenter Server SR EIERRH MRV ER. NFEEMETR ,
VMware i E R,

AEEWTHER :

HIE Lookup Service $EiRHYEE

55 A Active Directory #8ISER & A
HREAEIREHEE , vCenter Server BEA KM
VMware B #BRBERTEERRER

BE i} vCenter Server XBRKEE

vCenter Server BRERBELHSE

Y|7E Lookup Service $EERHY R E

vCenter Single Sign-On Z# &R A vCenter Server = vSphere Client Y558 .

Bi]:)

RS IR RO

vCenter Server 1 Web Client Z#ERE X B /RIEER Could not contact Lookup Service. Please

check VM ssoreg.log...o

R&H

EFZEENREEZE  SFEIMER ENRERES . BARBHRURLARMBOBRBRERBE.

fRRAR
R HIT vCenter Single Sign-On. vCenter Server F Web Client Z TH#EBIE FHFER S
2 RBRHERAEPRINBETEE.,

1

EZAET , RREFENRENR sTEMPS
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3 HER&EES  BEHUTHAE.
%Eﬂﬁ%ﬁ@‘%ﬁﬁﬁﬁ%%%ﬁﬁ’ﬂﬁtﬂ W:’_é"o ?&EU%fﬁ_ﬂ%%ﬂE\ , EEF,EEZI'_\ Initializing registration

provider....
e REFMBERER
java.net.ConnectException: IP it NIERE. B5AFEEEH T ¥ vCenter Single Sign-On BY1ZEL , 2% vCenter
Connection timed out: connect Single Sign-On B &,
TR BE A &R £ 8] vCenter Single Sign-On EZE (FAR A 7444), MRRRES
vCenter Single Sign-On M#RER RN ATA CPU. 1/0 & RAM BE,
java.net.ConnectException: IP {uits FQDN FRIERE , 3t H vCenter Single Sign-On FRIE AR B = & LR ED
Connection refused: connect B,
ZEIBME vCenter Single Sign-On vmware-sso FBFEMREE | L vCenter
Single Sign-On BEEE,
EFRERE. MREFREKREMRREE  FSE (vSphere RHHERIER) B
[BFR ]| —f.
Unexpected status code: 404. SSO EHEE vCenter Single Sign-On., MREFHAE KRB REE , BF2SHE
Server failed during {vSphere SREHEMEIER ) W [ BR | —&.
initialization
The error shown in the Ul begins BBEEEEEENAH Ss1HandshakeFailed, WEERRRATIRENENTE
with Could not connect to vCenter  vCenter Single Sign-On E##) IP fist5k FQDN , TR2Z# vCenter Single
Single Sign-On Sign-On BFETE ARz,

= VM ssoreg.log F, REEEUTHAENT.

host name in certificate did not match: <install-configured FQDN or
IP> = <A> or <B> or <C> , HF A 217 vCenter Single Sign-On & iR
B AR FQDN , B Ml C REASKEENAFENRE.

AT ERERAZREED - FRAMMN FQDN, EASHERT , £AE
vCenter Single Sign-On R HREEMN FQDN,

MBELEEREHTBERREHHERARE  FEREMN vCenter Single Sign-On
SSL 4%,

#3%£# FA Active Directory #8iF 5 & A

&R LAHE vSphere Client & A vCenter Server swff. ERZEH Active Directory FRE BB, B
R

G

&1 Active Directory & 7 i Bl 3RR#TE F| vCenter Single Sign-On , {BE A& EEE A vCenter
Server,

RRA

FEREUEASENEREABNZBEAERAEE. YNMEHEMLEE K FREXEEEREER
(user@domain = DOMAIN\user),
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BRITR
¥ A vCenter Single Sign-On & , BRI LB EFHER S P BAIRR, MITHEBER , FHEREFER
FRERBNREBEAERES 2 BBIRIR,

EEZENESR Windows B 5 7 @B RIRRE A Active Directory AR 741 |, F2H
VMware FiEXE |, #81t A http://kb.vmware.com/kb/2070433, #kFE® , AR Windows B e
£/ Active Directory BB BT

MREESEER G D BAIR KRR RILEE , AIBITUATEM SRR SR.,
1 [ vCenter Server # Active Directory #335{% 4138 = BRI SR
2 TERSEMITGIEEHEIETE Active Directory 13 DNS BR¥EH 2B HIBEZRE (PTR).

MR IEFIVEA PTR RSB HIZ3H DNS BB 2B MEF. £/ vCenter Server B |, FBEITLL
THSRBAITIIE :

a BEIHAIZGE  FRITUTHS :
# dig SRV _ldap. tcp.my-ad.com
MEBUUAREER , M TE&HFPAHT :

;7 ANSWER SECTION:

_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com

b HRSEMFIEFITE | FEITIT < RERF E [ & @A
# dig my-controller.my-ad.com
MEBUAREER , M TE&EFPAHT :

;7 ANSWER SECTION:

my-controller.my-ad.com (...) IN A controller IP address

# dig -x <controller IP address>

MBI REEER , WA TS AIF R

;7 ANSWER SECTION:
IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 WRIT LM AREEARERE | B Active Directory #3E R #k vCenter Server , REEHMA
#i5, 2B vCenter Server #HRERBASH .

4 FARFIEESAE vCenter Server BB TERE , RAEEFRBFAERS.

/bin/service-control --restart --all
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HRERAERFEBEETE , vCenter Server A%k

£ vSphere Client # AEME& A vCenter Server B HHIRER |, B RIRFHEE.

&

ZRERY KRBz ® , BEEEMER vCenter Single Sign-On & A vSphere Client, £&& 2| —8IF
B, BREHNIRFPHEE.

RE

LEBBERBRAKRKMARB LR,

BRRTT R

o WMRBEFHURSKPEE (AR A vsphere.local) FHEAEZ A , FERER vCenter Single Sign-
On EEEMBREELNIRS. MRFTHEHERAPRAIE , BUUZFRADRSHERETE.
vCenter Single Sign-On BEEE LA CLI v S RBREE LIRS .

o MWMREMA Active Directory I LDAP RIFHHNFEAEF D EA , FEREM Active Directory
LDAP BEE S MIRETEEMNIRS .

VMware B R EE T EERRE™E

MRENBREEZEEBWRBBLEXELRN vCenter Server H1T{EE , MEH+H —1E vCenter
Server FTEBELFEAR K CHNRESEBETLFEE. E vCenter Server EFMET K , BE S
AERERRAEAENERNSERHME IO VREEHEAEERNREMEM. B2 EELEERT , &
BEOREERREFM[E.

L]

filmn , ERLEFERT , EENRREESBANURTRMLER vCenter Server 11T , WA EEXEE
vCenter Server EAFERABETTEAEE |, Bl VMware B B BEHTEENES IS ERB. 4
m, EEERRZE , FEB WA vCenter Server HIfTEENHFEAEFSHBRES —BERTEEF, &
BUHEERREY , RN AR ELENREME.

R&H

E—REXHE , REME vCenter Server TR (B3 ¥ VMware B #R# (vindir) BT {EREFTH#
WEBE FRY0VABTREHEEESGERHT. RERHENE  EESHPNBEEENEE
BREHIEE T2 ESEHEPNEE vmdir B1TEE. EENENEIEFER VMware vMotion
By HHSBEsoEREENCEHAEEN. BRER. BEEMRESEMN.

EEREATH GINMEARBEPHNBRELEM B, BETHSETERS. BERELIEANGR
% SETHSEATHAAERE. BRL A vimdir IITEREBSA -BRE , BUNREEHIEL
EARBETHZEE  THEFE-BREBTREIEE —BHRE.

BRI R

ERETH , CHNRESEFEF. RIBDESETTEB—EIR , TAFVEABR,
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[E & vCenter Server X ERKEE

BT LAER vSphere Client SR API , EHHEE vCenter Server RIEZ BB EN I EREE. EH
%, WU LRER B DR REEBEEE VMware X8,

MEFR API NEME , 5208 (vCenter Server EERRAREERE) .

PEEY
& vCenter Server B hEE B IEEHAT,

BF

1 WRPEEBERESZE vCenter Server HREEENT , #itB https://vcenter_server_ip:5480,
2 ¥ vCenter Server , Bl root ERES D E A,

3 #EFEDREERT  BEREYXERBE.

4 BRFFERFEELVETR , TAXERBESREFIAHER.

vCenter Server B X RIFLiE 2 £

vCenter Server BRI E A Syslog #EITrEE., B IRERHEELHEXBRNER.
£ 5-1. vCenter Server B ¥R 2 8%
R¥% R

VMware B #BR%& fFER® , vmdir BEEREBFZE /var/log/messages
B /var/log/vmware/vmdird/,
SHEIEPBAFRAEMRIRE |, /var/log/vmware/vmdir/
vmafdvmdirclient.log At ESEANSEHERER,

VMware Single Sign-On vCenter Single Sign-On T ZE /var/log/
vmware/sso/,
VMWare Certificate Authority (VMCA) VMCA BRI EEN /var/log/vmware/vmcad/vmcad-

syslog.logs

VMware Endpoint B ZHE (VECS) VECS BRIGFCEERMM /var/log/vmware/vmafdd/vmafdd-
syslog.logs
VMware Lookup Service Lookup Service B#E{IA /var/log/vmware/sso/

lookupServer.log,
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