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EERE =TT A EC sl FTHECRAE-NMERAYIF I T B B TASE S
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Linux 228565 vCloud Director {a]fg EEBEAR 5 F /M &k E .
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iﬂﬁﬁﬁﬁ—?ﬂiﬁ%ﬁﬁ\ﬁ%li BlranEs DaHSEE | EEAEARAYE BB E DU AT RS R &
AIEE TSI FE AR BT R ER o HYAHRE -

n FHEEEEEER E{E AR vCenter Server 24580 E —{# vCloud Director {74 .

n  ERETERTA HEE vCloud Director Linux {FIREEZE /DS (vCloud Director R ARERAH ) thEfiity g
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WHRESIF ARV AR . S E RS R H AR 27 HL vCenter Server Z:4t. NSX Manager {7 (4G
LLFe—80 218 ESXi Fi#%.

HAh, VMware 7 AR M

WIFE AR vCloud Director fIEA; VMware i 2 BB MEE &R - 55260 (VMware & i G
HHEZE Y - 48hk B http://partnerweb.vmware.com/comp_guide/sim/interop_matrix.php.

vSphere 4HFEFEK

FeHAEL vCloud Director #2HC{# fHY vCenter Server ${TERSHT ESXi ERELAR G EMNHRERE K.

= TAMIA{E vCloud Director #MiHERS A8 S vCenter Server 8RS - AT FTEIAfE vCloud
Director {f fHHY(EMEETHIFTA LM . GRS n LR b L EYRTA EREER > w DA BT
1 vCenter Server #ifT{E#4 % vCloud Director #JT{F.

m  NSX Data Center for vSphere S {EHIRERAG IS FIAEES LI ZE S vSphere Distributed Switch,

m  #£fic vCloud Director {# 1 vCenter Server ¥\ EE vSphere DRS HELERIS E EHL2EE .
Storage DRS (ERIUH) mIasE A HE#bEk.

m vCenter Server #fT{EEEEEFH T, vCloud Director EHIHFT AR EFIFTA FHVVERE
BEECEEN EMRES. T CUERBFTE EHEHEE . TR RERETTIES. 5525 (vCenter
Server fIFHET ) B hd Ay (B&E SSLRE)

vSphere #FEFEK

vCloud Director Service Provider Bundle 1231 vSphere FZ1# .

SCERIVV-E . BB S

WFILREAH vCloud Director SZiEmfElkas Fia . BIEES . LDAP EIIRESFIERHENMHBIE N - 5526
{vCloud Director 10.0 FEAZREH)
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WARRZER] . SCTERSAT CPU #52K

vCloud Director E{F&IVILTEZERE . SPIEEeF] CPU HEies kge %4 (vCloud Director 10.0 f Az
B ) o,

T

FA> vCloud Director {#Hiiii#5iy NFS s{H A fE AR E . FEIEHEREE O H rT R 7T » W H T (eI Es
FRH AP A (EIRES T EL

AREE I NI

m  vCloud Director FY4dE&4HREE K

vCloud Director HY48R& 40 FEZE K

vCloud Director FYIEH B EVVENFEZ 2 . o] FEAVAERS DA% 1E 18] Ko 2 e 2 el EHEATE . Adrg i AR %S
DU HAAR RS o SEAERS MVERT S B Se T K IMBRIEA BERI1AZA4E vCloud Director,

iz vCloud Director fEliRgs . BRUEEIRES . vCenter Server 4% 5 NSX TR VMVERTE Y%
fEFEK -

IP firtik

#iil vCloud Director {a]ffras &2 Mi{lE A [FHY SSL iikh. — (BB HTTP JRis. 55—l
BEATH £ G Proxy fafs. ELtlmiha] DUEAREIY IP itk - S & M EA FEHRAE— 1P {7
fiko ST LAEERT 1P 402 AR/ AR L S e firkk. 55776 Linux ip addr add a5
—AEfrak.

vCloud Director JEFSEE & HA EETEPHE 8443 1Y etho IP {irhk HA T34 Proxy IR .

Fi=& Proxy fizhk

S B YA Proxy UHELHY IP fri REALFA DL SSL 4SEEAY & #E Ll 258 A Proxy 14w, FiA T2
B Proxy BERVVE B FiE A FEE Proxy P firtik.

A EE— IP firhbAy228E » o] DIfE Service Provider Admin Portal HET 4 Proxy firhk. i
> #y vCloud Director [ERAEE » HUVEKF 25 Proxy izt HET Ay
vcloud.example.com:8443,

MRS IR RS

T ZA(E BRI A% (B4 NTP) > A gE[RIZP AT vCloud Director falflkasfIiRf# - EHEERHE(E
Mees. TR EikesayRrE 2 IR a] et imis LR A 2 #h.

falfkasiy &
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BEEREE RS ENATA vCloud Director {alfk s &R NHEE A AEAREIHIRFIE Y

FHLREAEAT

DNS WE AT DUIE [A] S S 7] 25 e 57 BE A A4 A SR PR E AR - AP P A 288 R st i BRI FE 2 1Y
FHetE. Bl ERETE Ry veloud.example.com B ER% - R &S HFEE vCloud
Director F#%&1H :

nslookup vcloud
nslookup vcloud.example.com

FEAN > 415 FH#E veloud.example.com By 1P fizdil By 192.168.1.1 » BRI F71 a2 a8 & 0]

vcloud.example.com :

nslookup 192.168.1.1

JEFHSE TR etho IP iz ik#E{TSZ[A) DNS #Rd. WMEAERAVEREE PR IhT a4

host -W 15 -R 1 -T <ethO-IP-address>

MER L EMERRK

vCloud Director HZ & FETFE L EHIMEIRERE . S E IR - AR HRI1RZEE vCloud
Director

#FTA vCloud Director {a]i#s 843 £ Z- 4 H 2 R84S . vCloud Director 4% sy B E{EEES N
HIFEK -

B vCloud Director B #8422/ AR . —EREEHPT KGR reE vCloud Director 4% 7
4. HPHE 443 (HTTPS) WMVHHBHE AGHEARFHRL. LAER - HEHE 22 (SSH) K 80 (HTTP) thrf DL
A ELGFARL. BE4h > cell-management—tool EFEZFHUFASHYOIAN L. FIKRE A ATELE SR H
AFIHEEE ORI A HALE AR & > B JMX 2R GEEHE 8999) 7E14.

% 2-1. WWERE A vCloud Director A8 A B Hy iR

R BREE 3.3

m TCP. UDP BRIk FT L Y NFS R HERR =
920 TCP, UDP B T A NFS rpc.statd

61611 TCP AMQP

61616 TCP AMGQP

VMware, Inc. 13
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w ER AR E AR A AR AR 2 I S

2 2-2. YA REFAKE vCloud Director - #&H (& H E LAV EFEE

R
25

53

m

123
389

443

514
902
903
920
5432
5672
61611

61616

TR E

TCP,

TCP.

TCP.

TCP,

TCP.

TCP

UDP

TCP

TCP

TCP.

TCP

TCP.

TCP

TCP

UDP

UDP

UDP

UDP

UDP

UDP

UDP

B

SMTP

DNS

EHRR ST FH Y NFS e HERR =

NTP

LDAP

(8 F e I BAE vCenter, NSX Manager [,
R ESXi #iggt, WREE RS iR EEREN

PEREE  GEIE R 443 VAR - MRS
BB EBPR TR .

BV, B Syslog fiiH.

vCenter F; ESXi #i43,

vCenter Jz ESXi j#45 .
AR HAY NFS rpe.statd.
% PostgreSQL & iR
RV, FIRY LFAEMRTT AMGP SHE.
AMQGP

AMQP

n  EEERN AL H vCloud Director {Efikas Bl DL T EIIRES 2 IR & -
m vCloud Director &Rl E/IREE

= RabbitMQ

m  Cassandra

s WURARE - EEHERA AL vCloud Director falflgds. vSphere B NSX ZEIHYT & o
n BRI R MR G U B RS ORI IR . EMTEAAEENS 2 BT

EREERL

» B NFSvA I EEIRBS TR & A NFS HUAR NFSV3 REfzdt [ Emsine | - fERLHRE

o P A
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P TEAEEER BRI B EIREE S E L. SANS HE (Z{EEANZ(ETEE
thffy NFS 224 ) sRBHT NFSv3 WEEEZ . Bi¢ VMware HlEkE T E 2086127 HESHERE
Ffrz& vCloud Director {Hiigifk 5 2 2y HA &

EYaR==1

A AE


https://www.sans.org/reading-room/whitepapers/linux/nfs-security-trusted-untrusted-environments-1956
https://www.sans.org/reading-room/whitepapers/linux/nfs-security-trusted-untrusted-environments-1956
https://kb.vmware.com/s/article/2086127

755 vCloud Director ai =
vCloud Director fEFHZEE 7 Fij

£ Linux {alfig28_EZ7#% vCloud Director Z#%& vCloud Director JEFSEE 7 Fif » WMEEHEFIRSE
AREHE G N E—E

m  7f Linux 2% vCloud Director fy4pZf PostgreSQL &}

R AR TR

n ZHHERIEGE RabbitMQ AMQP Broker

m EOTZSE VMware A e
m 5 vCloud Director ZZ2EH15% E NSX Data Center for vSphere

m 5 vCloud Director ZZ8ER 1% E NSX-T Data Center

1F Linux _E#:7%E vCloud Director #y4pE5 PostgreSQL &} E
vCloud Director f#F & & HEREREEFILHE. 7E Linux 2745 vCloud Director Fij » WAHZEE
FIE%E PostgreSQL ERIEETTEAS - A217 vCloud Director &R F&IRF .

i PostgreSQL &l vCloud Director #AEL{HEHI » PostgreSQL &R E TR A& 4HART Ko

TN (E B S & RS R i DLt vCloud Director {# /. vCloud Director A Bt 5 A {1:{r]
VMware i3t &R EZLE

vCloud Director 7 %% SSL 4 % PostgreSQL &k, 1T H EN4ERS 5 B H 4 35 i B BE T
vCloud Director {alfgEaft4H% » AT LI PostgreSQL &Rl FEIF] SSL. 5550 [ BAHAE S H BT/
& PostgreSQL &} T HAMEHRS.

#EE  f% Linux Ay vCloud Director {EH4MEERHE ., vCloud Director [fEFHEEE [ FH N R =0
PostgreSQL &k},

NG
WFFEAR IR vCloud Director BRIEAVEN > #H2h (VMware &5 G MEEEE) o

T ZHAFGE PostgreSQL i< . f5OBEL{ESE
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1 REEREERES .
H7 16 GB UiE#E . 100 GB FAFIEA 4 {lH CPU HYE Il FAk 238 i —H/#% vCloud Director falfz#s
B4l

2 {EEREERES LT RN PostgreSQL 8 1Thk .

m  EIS}EHEAY SERVER_ENCODING {EWM/H Ky UTF-8. MISRZAEERIE » MRS & &R IR SR 1F 5K 40
PR FHEYSRES - RIS T (E,

m (i PostgreSQL initdb #5% > 4 LC_COLLATE Eil LC_CTYPE HY{EZEE f en_US.UTF-8, {§I4] :
initdb ——locale=en_US.UTF-8

3 HEIUEREEAE
THlan S GEILERE veloud,

create user vcloud;
4 FEVERIEBRTER AHIEEEA E .
E AL TYINEN S o B4k veloud WERHEE AEEE HEREREE .
create database vcloud owner vcloud;
5 KEREFESEIRGENERAG SRS
DUN dp< & %05 veloudpass fEIREERHERER & vcloud,
alter user vcloud password 'vcloudpass';
6 TEEREEAESABRNE.
PUT 4 61 Login SETEHE R ERIRIES  veloud.

alter role vcloud with login;

REDER

777 vCloud Director {s]igesiEFaH% » T a] LB PostgreSQL &iklER E AFEZA E vCloud Director £
AT SSL 4R » I FHEE sy ERES B DUES R ENEE . BRI PostgreSQL &l i f T H:A

VMware, Inc. 16
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e P S e s G 7 1

EEEIE R EET LE. MO MEETRIR HERHE > ZuiZa# vCloud Director fd]
AasBral T HI AT (ERas BT RE AL NFS BICH At I G A IARR I

E% vCloud Director RS E(E 718 NFS JERINIL AR, [ERSEEIEEF A fEEE NFS JLHE
i fEl R B &

& NFS A S E R es a7 ERE - MVEECE vCloud Director falfiggsifaH HHY4{E vCloud Director {4
74& - DI DL NFS ARk it e i iR s a7 . 158 TR B i B IR ME R 2R 5% B E (8 17
¥ o DIFENEDL NFS BERAIME - W H R EEih kst T E.

IR ESBFAE Y —(E Bl B & i LL AR (S e 2 [5] — (B B 8 @ /& /opt/vmware/vcloud-
director/data/transfer, JHFEILHEHE S 20 5= FITE :

w  EERE . EER AT AR ERse R o BHIERETFE PR LA T EANE. HEE
60 sy #EHEE G IR HENE B & & 805 R @EI & TaERoR > bl 2/ VEcERE GB fit
{%)EH ]

»  FESMERSE A LR E S A DALY B 85 Y H S B S (S b . NS M E RO REAY H
P EHE AN SR R IR PSRN MY H % - ST DR E R
BT H % H H FR LA S AYZEf . B8 H 8 H AT AR N R BRSR OV TR B Es AN

ek (A ks RV R B A AN E— PR A E.

vCloud Director f£ (& {a] Ak g8 GE{F E A B A0r]{H TS ZE L4 TR
7> vCloud Director falflg gsEE4H T HFTA vCloud Director {7 ¢

w  TEREESELGEE (FIARIEE EZ H#%) H > vCloud Director {#{F&HVEE & veloud B4
#y veloud % » FHE 5 AFlnEREs EFE ML T E P EEUS AR . veloud [HRI#EEE
umask 0077 55 AMEZ . & vCloud Director 452 {1 Ak 25 BF4HAL B T 44E vCloud
Director #al% - T teiE1r veloud {5 FHE A1 veloud FE4H .,

s vCloud Director 3t ERNTESSFESHE vimware—ved—-support T F—IE{EZEF{¢fTA vCloud
Director E{FASULERSCEE - WRFEUERAS £ 8 — tar. gz fEZEY . EEEITIEOUEE » EE A
55 R EIEF EaneS - KFEAR tar. gz fER S AR ERSFEFRUETIVES. KTE
& BRI TIE S S REIRAYE — (&2 root (HH .

n GEFE Y root (EAERITIESHS » FF tar. gz 1S A 2 EHnE RS EALE F 7Y vmware-ved-
support Hf, WIRAHEE (2 A8 ST EIRHEATA G S ULEERC % - Rl root R EVVEEAE
EVHERR - A BERAEY tar.gz 2HRECRIREE.
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s NFS falfilk a7 oK

HE NFS (FReS A EAVFESK - LUE vCloud Director RE#aHE 25T AL NFS B REnny {dis (5 R 2565 1F
BIE - WIEZ A EEIER . Kt - veloud i FHE A DI THREAE R IR {ESE » 1M root (i & A DI T %
FAER R

m  NFS {afas v % B8 st vCloud Director falfiiasffal a8 (E ik 25 S B TR HUA B P Aras
BRI BB AEIUS AER. LR A]# veloud A RHERT ARHIMLE » WAt i EHEAUE

e

$/\O

»  NFS {afkes i H & vCloud Director {afikzsif4H HAVEHE(E RS LAY root 47k SSEHLHAMER
FrEHUE AR . PEDhRE A RRAHE A vmware-ved-support $55 8 K H 2 GEF A& 5ETH > (R —iRISEH
[EIRFERT A BRI EESC 8%, AT DA LRI B AE NFS PEH4HRE T F] no_root_squash 25/
K

il - 4N NFS {EIIREE EA IP firhk 192.168.120.7 » ¥4k vCDspace 119 H i vCloud Director
ik as B4 (1B Ry /nfs/v(Dspace) HyEIm2= ] » 2 EH L H$% - RILVAMEREIEA REFIRER K
root:root f1 750, friF¥f£ ks ved-celll-IP f1 ved-cell2-IP AR {[E B k& 0y 3t F i B T BUES Ay )T
7EJ& no_root_squash 7574, TWNETE /etc/exports fEZEFHIE—1T,

192.168.120.7/nfs/v(Dspace v(D_Celll_IP_Address(rw,sync,no_subtree_check,no_root_squash)
vCD_Cell2_IP_Address(rw,sync,no_subtree_check)

AL B EHha - AIEE R AERE T sync ZETEA] [ IE A B HIRERHERE L. BHEZE A
&y H 8EF > EREHAHREF{HR] no_subtree_check ZETH A HEE Al FEM: .

WA SEF vCloud Director falfizasff4H H BV EHEE MR e/ i as NFS PR HIFYEE 05 B NFS LA,
TR LA BT exportfs —a BHTIELFTA NFS A DIEL . NFS §5% rpcinfo -p localhost E
service nfs status VMVETE(EIARES F#TT.

&K vCloud Director Z45H-4k 2 B ¥ AR 1Y% = 55 T1H

1EFH4) vCloud Director {EfgzsFaHEARM] > A0 DISH S EFA-RAVIRASI T2 458 % > DIFFH4k vCloud
Director {AIfRESEH4HNVFTARK B, K T LR > FEIbAaR e seiE T L EHE L D AR E ) Fm E ks 4T
G E - WIS TLEEZE - REFTA RS AT E. BN OVAER root (i FIEHTH 4k
GEREZE > M R E i E AR S F T E AL BT H R RILVERECR root {1 F3E 1] DT SR T 4R ikE
BUTHHERZEHER . WREHDELL root [(EHE G TITHER » RIMEREZAEZERF T root [(EHE S
FEATHIEMALE > B0 > iy NFS BN EAM H $%.

ZHAEN1Z:E RabbitMQ AMQP Broker

AMQP CEFEERETH R E) Bl S TSR - A SR K A5 M ER. vCloud Director
(£ RabbitMQ AMQP Broker AHe EAE IR . P14 A (o8 1 P (56 FH Y R RUSL BB AT 7
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1 #¢& https://www.rabbitmg.com/download.html| & RabbitMQ {E]fk#s.
T LAY RabbitMQ JATEH » 5526 (vCloud Director BiiAEREH ) o
2 Hff RabbitMQ ZEHE » 1250 T £ 272K RabbitMQ,
g—{i vCloud Director {#{7H 0 /H A TE4EHS E]2E RabbitMQ fElfikes .
3 7% RabbitMQ i » 5550 M vCloud Director 5 fy{# L RabbitMQ 22 3EHF AT R EHI(H
RabbitMQ fElfiizas EHRTE R AT - B4l amagp.example.com.
m  [5] RabbitMQ BgagHs A58 5 I # 44T B 2
n  HEEARIE S A ERNR . FELE R 56720
= RabbitMQ E#tE%. FHaeER "/

REDER

k5% > vCloud Director AMQP RS & {E AR NNIEHTEE . BT DAEEE AMQP AR » DAFER SSL N
BILEE L AN EELEEERT 0 LUEA vCloud Director 81745 [ Java Runtime Environment i1978
2%t JCEKS (S{EfFIE (A A $VCLOUD_HOME/jre/lib/security/cacerts) sbpse QB

#2214} vCloud Director AMQP ARFSELAT SSL - 35T FHIENE -

1} vCloud Director Service Provider Admin Portal [/ ¥ IhEESE (E) b BENVEH,
2 FEREERTHRGE T o - TR

3 TREARM - ZA&sHE AMQP Broker [&EHE— T 4RiR.

4 BHBUER SSL Ukttt .

5 BERUEZATARSBUIMIL - SRt MY F—(EHE ¢

»  SSLEEE AT

»  JCEKS {SEFNER AT LS

TERZAEE VMware S te
LEHERE 2R DN BN . EEEEEE S o WME NERZESE VMware A S8

AT AR Linux rpm T E K2 VMware NF<g#8 » 558 vCloud Director 22888 ZZHVE1 %5 » B{Efal 2k
B vmware.com HYHEA L #F NEAEZR . WREIEFTHE 24 vCloud Director YRS F2288 i - Hil
G LSS TR TR . R ] DI FRAA LA T AE 2 FiFEhlasd % & - MRS IER
HETTRTE 2458 4]

Rt T EEE T G MRV R E . SRR SR AW AP R . RS E g iasE
TEHINEEGHAMINERE. B SR HE.
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1 BV HIEAKEF VMware BRI S8

2 (HHYEEBEZS - & http://packages.vmware.com/tools/keys H#k FE AR VMware A\ FHEFEE
INFH AR

3 HERtEr 2RI E .
4 HPE(EE T EEY R o ST MoK E AR

# rpm ——import /key_path/key_name

key_path Zi#E{Faimn Hko

key_name E&igHIRE o

£ vCloud Director Z3EH15% € NSX Data Center for vSphere

WIS vCloud Director Z725(# ] NSX Data Center for vSphere HY4EREE R » HILAEZZHERIZEE
NSX Data Center for vSphere i #HiE—Y NSX Manager #h{T{EHsE T TE a4 4F vCloud Director %
AEch AR vCenter Server SR T{E BSAHBERE

NSX Manager & &1 NSX Data Center for vSphere T &, #15EARH vCloud Director F1EA
VMware 2 MEA NS E > #5205 (VMware E G EMEEIRTR) - 4400k http/
partnerweb.vmware.com/comp_guide/sim/interop_matrix.php. #WZELERERKIVIHRIEN @ H2H
vCloud Director HY4EE4HEETE K o

BHE EFEETT vCloud Director B2 Z74EiF 4 A . WRLIEEF4IHAR vCloud Director
gt BERNE 12 25 J14F vCloud Director,
VB
e (i vCenter Server ZEHFFGZEE NSX Manager B E (o
2
1 {7 NSX Manager [ #HHEFASEEZEE T IE,
FHR] (NSX 225355 ) .
2 B AMCETEEEN NSX Manager [EHHERSEE - IHED I 225 HAR S EUEE o

3 FEICHTEE) NSX Manager [ BEIE 2B BT T EAR AR B(HY vCloud Director Z28&riril & vCloud
Director [ vCenter Server Z47 7 4 Bl .

4  {EAHREERTY NSX Manager i T{ERE e E VXLAN S7$%,

vCloud Director &7#17. VXLAN 4EFZEE - DRI EFRAGHEMLE VDC R AAEMHRBIRRTT NSX
Manager 5% E VXLAN 71% » RIFEHE VDC SRR EEE SR - IERF MR T A EEA A4

BRI o MR HER AL VDC MHRRE. MFTARRCE VXLAN STRIVEEAE N - 5525 (NSX EH
5/ ) o
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5 CEEN) MRGEELG T Edge FERR MBS H
2k (NSX BT ) o

ek E NSX Controller #££,

s vCloud Director Z22Ef15: € NSX-T Data Center

HIRAAESE vCloud Director Z285(# F 2Kl NSX-T Data Center [I48RSE R » DAEZEHE3%5E NSX-T
Data Center,

HE FHEEE NSX-T Data Center ¥R T A » FF{HEFELAYIEAN Ul DUREBEFE(E Ul A IEAT IR T
AP, WEFAHE - 552k NSX-T Data Center 5T HAY NSX-T Manager fif#

WFEAR vCloud Director FIHAM VMware 52 FIHEMERIERTE - H2H (VMware 75 G
L) o
R TR KAIHB A > 5525 vCloud Director HUSEREAIRET Ko
LA FPE{E#TT vCloud Director (&2 2eis A A . AR EF A1 vCloud Director 2245 »
FESRIE 12 E 4% vCloud Director,
B
H{7#7& NSX-T Data Center,
el
1 EERIE NSX-T Manager FEHHERSEE
WFARD NSX-T Manager SZHIFFAIER » 5525 NSX-T Data Center Z2E45m/
PRNSE SRR SRR VAL LA
WFRAREIL SR E - 55206 NSX-T Data Center 2455w

et
3 HIFEAISE Edge Hikhi & Edge #5.
WFEARETL NSX Edge HYEFAEEN » 5526 NSX-T Data Center 22455/ .
4 UE ESXi EHEEERETEL,
WIFR AR E 2 EH AR EMETRVE A - 5526 NSX-T Data Center 245457
5 I O JghiiE,
WIFAREEE O JEHVsFAERN - 5526 NSX-T Data Center EHI5EH
BRETER
2755 vCloud Director 1% » 5w ¢

1 AEHERS S NSX-T Manager #h{T{E#S
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WEEEHF NSX-T Manager i/ T{EREAYHERIE N » 55204 (vCloud Director Service Provider
Admin Portal #585 ) .

2 #77 NSX-T Data Center {#ifil@mlsl S B AV4ERS EEIE o

WIFFAREILH NSX-T Data Center {#Hifla o 7 FE VAR EEATEAE » 55268 (vCloud
Director Service Provider Admin Portal 555 )

3 EAS O JERIE MR NTHEES .

WFHARDHHEH NSX-T Data Center 55 O Jg @RS H 25 L HRAVS M AR HYFFAERN » 552R
{vCloud Director Service Provider Admin Portal 555 ) .
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$+4¥F Linux Y vCloud Director %
TLRVE B SSL S

vCloud Director {# SSL f#:&H il EAk a3 > Ra0T%4 . &{E vCloud Director {alfg #5707 1%
RA{ER 6T SSL 185 > RIS HTTPS fIE#ES Proxy i@:f.

i Ll ] DUZ A [FIHY 1P fizkk - el DUR B & A [F 3R B — IP firhh. FEmES f 2 s
SSL /&tto AT LAST S flel bt (50 FH AR R /8t - 1 - (E A S A 7o TBas

ARG NI

m & Linux =AY vCloud Director 17 SSL J&E8 7 Hi

m & Linux A9 vCloud Director ZE17 H Ik S 21 SSL 525

m & Linux A9 vCloud Director ZE17. CA %2 SSL E:b&taf i

s 5 Linux Efy vCloud Director #17 A& CLHE AR EHEIY CA ZE1Y SSL BesaiattFE

B Linux _EAY vCloud Director 72217 SSL &8 7 Hi
ZHEFEA T Linux #y vCloud Director i » A FyfEIAR e FFAR AV RHE R B TT I EESS - AR RFE LS
wo A TS EE .
fHEE  SZALE Linux 228 vCloud Director 1% » A RE Ryfalik s fr4Hpc BB . vCloud Director &
RSB G RERIAREIL R EFR SSL BiH.
2R
1 DL root 543 A vCloud Director {aliE&5.
2 FIifEIARESHY 1P firdk.
fEFHEE ifconfig Fan oA =t AR ESHY 1P firdk.
3 HRIE(E IP fizkl - SERAT N Yan< DU IP iz 450y e 548441 (FQDN).

nslookup ip-address

4 ZCNEE P itk K HAHBAREY FQDN. QSRS R (E R G B — P fizhk - SRR 1P firik
FIBS HTTPS J#s » k(e 1P izt A %S Proxy AR#s.

IR AR (L FQDN - [fiaE4EEs S BB AR A e (0t 1P fizht. 5C 7T Al FHL IP fZikAy(E
[ HAth FQDN - [ R RAR SRS & £AG R4 s iRt FQDN,
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RETER

FoMi e 8aE . 1] DU B (S IR (CA) BBV EE SR B B E B

i CA ZEHVESEEEFNREVES.

»  WIFFEILAEA CA %ZFHY SSL BIEHIMHBIERN - 552/ Linux _EAY vCloud Director 17 CA %
B SSL B EHHTE.

s WFRILEREE SSLEEHIHBIE > 55280/ Linux _E#Y vCloud Director 17 H###HT SSL
B

»  NFEALHCHIRE RN CA FEHESTERAVHBIER - 552684 f Linux Y vCloud Director
IS TIEATLE SN CA BN SSL BS &R,

¥

B Linux iy vCloud Director 277 H Ik %21 SSL /&

FERBE(S (EIIBIET - EIBEGH TR — (BRI 7204 B vCloud Director 3% SSL.
54 vCloud Director fFREF4FE K JCEKS :ibatPBERZ T ERINH SSL /8 » —(HIN HTTPS I
¥ > S—(HAIRIR £ E Proxy 5.

AT DAEER] cell-management—tool T HIKEHHY SSL 828 . AR TAHAERIRRE =0 A R T2 85 HE 2
Z1% > cell-management-tool ARG ZEEE TS o SESRIERRE AN —ERL B F224s
vCloud Director #ji

2%
15X

i

ER EEHEfEE 2048 (TAVEiA) - (BREEE LG ZENZ2HK - AERFHEREEN SR
Ao 1R NIST F5H] 800-131A » /Ny 1024 firjeHyEdm A/ N A2 550 9% -

2y

1 Dlroot 57y EHFE ABEM SSH M P& A vCloud Director falflzZsiIfEsE 240t

2 ¥{Tdn< > By HTTPS IREFILES Proxy RS ir s IFIRLE eiRACES o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o certificates.ks -w
passwd

ItarS & 1E certificates. ks I i # M Fs passwd Vi@ EEF & . cell-management-tool {HH]
S HITHRE R IR . HERIENY DNS 4HAEME » %38 CN B E R EERE 1P firiks
FQDN. Jt/&s8 A 2048 fiiteig R » R & —F 2.

EE GRS R AT I veloud.veloud #HL. vCloud Director %212
SR B RO

RETER

U N R RIS, B ST S5 1L vCloud Director {7 A& AR A1 ED Il ZARE -
FER LSRR FH2REEHES RS
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B Linux _EfJ vCloud Director 277 CA %21 SSL JBiE 4 iaft
7l

FEILHIE A CA E RS Ry SSL et I =BG (L - WAHBIN fRaE Eim AR iy R 2

E

5 vCloud Director (ARS8 A AESEAIA SSL /B » A HERELA FInsFIR s M2 20m . 08
vCloud Director {2808 S ERIERIFINY SSL 58 » 4 BIFTR HTTPS 14 Proxy jEzf.

45 A Rt AT U [FIRY 1P izt > o] DUE R S W (E A RS REREY B — P firhk. S {EmRs R S
H SSL /8at e AT LABT S5 il bkt (5 FHAH [EI Y 8RE > o - (E B - oT/S8as.

R {E R REAY B B AR S X.500 HERIZFEF X.509 T8R4,
O] DU R (S EEE I RS (CA) BN /EBS B AR FE R

ATLA#E R cell-management-tool FT7 HIFHZFNY SSL MBed. 1L TAHRE BRI Al BT EEME R
Z1% » cell-management-tool N AR &AL FEFEIS o SES BRI EIIR S EFAHAVEE —(ER B 2
vCloud Director #f,

WREEAMEARE RN CA ZHBHVEBIEZE » 5FIRIR S Linux LY vCloud Director FIZHE LA
FLEdmry CA 2By SSL B il & T AT IRE Fr 1 TH#R 1

EHE EEHEfEE 2048 (iTAVEiA) - (BREEE LG RN L 2HK - AERFHEREEN SR
Ao 1R NIST £5H] 800-131A » /N 1024 firyTHYEi AR/ N A2 2571k .
LRI

n  EREEREFEIE 224 Java Runtime Environment 8 s E iR A ERS > DUEEF keytool &4
AP AMGEE . vCloud Director 2852 &% keytool HEAE Y /opt/vmware/vcloud-
director/jre/bin/keytool - {HZEE A LIEFEE224E Java Runtime Environment AYEERS F#i(T
AR o A SHRA T HAMRE . keytool fridr#Y &L vCloud Director #5FLHE. Bt
FEa L keytool T FHERSIS H1,

m  HiTPR keytool @34,

n  WIFEHFRA generate-certs ay4 2 O] FIBEEMNE LEEAHE R » 5520 FEfE HTTP FIEHES Proxy Uikh
HEREERT

»  WIFEARH certificates ay< 2 A IEEIANYE Zar &kl » S50 HU HTTP RIS Proxy Uiy

JEE M7k
S GEISA)

5353
1 Dlroot 5y H#EEG A SSH HFlwE A vCloud Director (ks A8 IIIEE 24
2 ¥{Tan< > B HTTPS IREMILIES Proxy i s IRIRLE iRicES o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o certificates.ks -w
keystore_password
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pean & AE certificates. ks BILE R B AR E#HAISRHEFE. CEMGCNVERERILE
igo TREEIEHT DNS JHARIMIE @ %3 CN KsE R E R BHY 1P Arak=t FQDN. J/8aE# F FEEHY
2048 firyteif > WAEEIR —FFIH.

EE SR FEEE R EETH AT {E A% veloud.veloud FEHT ., vCloud Director 774542
I I E AR

3 & HTTPS R#FIFiEE Proxy IREE LB EZTER,

EE WUREHE HTTPS IRESFILEES Proxy IR Y IP ikt - 554E Ty lar < thai s £k
FEA 1P firkk.

a 1E http.csr fEZEPETBEHRF IR,

keytool -keystore certificates.ks —-storetype JCEKS -storepass keystore_password —-certreq
—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b {f consoleproxy.csr fEZ i1 BEHZER,

keytool -keystore certificates.ks -storetype JCEKS -storepass keystore_password —-certreq
—alias consoleproxy -file consoleproxy.csr —ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.1600.101.10"

4 ([ERREHEEEOREIEA RS RS
USRI S P RE B BRI e B 49 H (E e Y > 55(#H A Jakarta Tomcat,
354

5 B%EEEEA JCEKS &itiFE.
a  HHIBEETEMEIIIR BN root. cer FEZEME AT certificates. ks &g FEMEZE T,

nm’

keytool —-import -storetype JCEKS -storepass keystore_password —keystore certificates.ks
—alias root -file root_certificate_file

b ANEULE| T h4EEE > EEHEAL intermediate. cer FEZEME A F certificates.ks £i8EEFE
FEZEF,

keytool —import -storetype JCEKS -storepass keystore_password —keystore certificates.ks
—alias intermediate -file intermediate_certificate_file
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c [EAHTTPS REES

keytool -import —storetype JCEKS -storepass keystore_password —keystore certificates.ks
—-alias http -file http_certificate_file

d [EAFES Proxy JREES.

keytool —import -storetype JCEKS -storepass keystore_password —keystore certificates.ks
—alias consoleproxy -file console_proxy_certificate_file

P FUETHUSHT CA BB ES AT certificates.ks %,

6 EEMIUBHEOCEAR JCEKS SR FE @ FHRTa< YIS FRERNINE.
keytool -storetype JCEKS -storepass keystore_password -keystore certificates.ks -list

7 HfEfkesErHTHYATA vCloud Director faAlfResEEE A -

n REEARSE vCloud Director ifT{E#S > 55T configure 5515 » KBS SRETF EEAZR

vCloud Director. 35k i 4 Bl Bk E AR o

st WREHEETINY certificates. ks keystore fiFZ T B AS B A SE R2 4 sk 4 1 B AERE 1P {irtk
EEFTEEIRESAIE - FBILEERZ keystore FEZEERIZZERES . ITHHREIESMENS - EFE (L
e E R AT

. YEREEZEESE vCloud Director $YT{ES - M FAFSEE LAY certificates apSEA
B e, F2E AUTHTTP FILZES Proxy UimkiHIE5E .

B Linux [y vCloud Director 1784 ELE AR ZE 4580y CA
#E il SSL GBI T

ORIEA H CHIRLE S8 CA BB HYBIHESR > WJATE vCloud Director BRI IE A7 E 2 Al -
BETLFIRHEA HTTPS FIEFES Proxy ARy RS AITAH SRR G P A

HERIE

m SR Linux _EAY vCloud Director 717 SSL JE58 2> Hilo

n  ERESIEREFELE 224 Java Runtime Environment 8 s E iR AR ERS - DUEEF keytool d4
A &G . vCloud Director Z45120E 1 keytool HIEARE]R /opt/vmware/vcloud-
director/jre/bin/keytool - (HZZALIE(EfI L2245 Java Runtime Environment FYEERE 1T
IEREF o A SEEAI R HA A 2 keytool FrEITHY/EEEEL vCloud Director #HC{HE . iEtkan<
FIEFIEEE keytool EMrAE R AR T,

»  Hi7#R keytool %,

m  NERIGZAEE OpenSSL,
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m  WIFEARH certificates a3 2 Ml FIEEIARYHE 25l &R

A2 B BUCHTTP FIEFZES Proxy likhHY

1 WMREAETEERE > FRTmS > FR CA HEAVEREHEPEEEESE L - WSS,

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt

2 {#F] OpenSSL & HTTPS fIE#EE Proxy IREETI EARE S . RS iEaEAHIER Ay 4
PKCS12 &igftfrlEfE % > W A Eig e R s .

a R HTTPS [ e FEiEs.

openssl pkcsl2 —export —in http.crt -inkey http.key -CAfile chain.crt -name http -passout
pass: keystore_password —out http.pfx -chain

b BRIkt Proxy RIS SMEEFEME.

openssl pkcsl2 —-export —in consoleproxy.crt —inkey consoleproxy.key —-CAfile chain.crt -name
consoleproxy —passout pass:keystore_password —out consoleproxy.pfx -chain

3 [ff keytool jK PKCS12 :if#f7 EmlE A % JCEKS B
a  BUTESLUEA HTTPS iy PKCS12 il
keytool —importkeystore —deststorepass keystore_password —destkeystore certificates.ks

—deststoretype JCEKS -srckeystore http.pfx -srcstoretype PKCS12 -srcstorepass
keystore_password

b TS LAEA T IES Proxy fR#HT PKCS12 ST R
keytool —-importkeystore —-deststorepass keystore_password —destkeystore certificates.ks

—deststoretype JCEKS -srckeystore consoleproxy.pfx —-srcstoretype PKCS12 -srcstorepass
keystore_password

4 FERELES EACMEA R JCEKS SifHiFE - HiTar o VISR EEENNE.
keytool -storetype JCEKS -storepass keystore_password -keystore certificates.ks -list
5 HEEFHIFTE vCloud Director A& E AR .

BIELER
s YRS AERGE vCloud Director S{T{E#E > 55T configure 55148 » REEE GIaHE{FIRE AR
vCloud Director. 52l & gt Bl ZfH 4R o

et WIREHEIIHY certificates. ks Bl 2 7E SR B IR A 5 B I R A BLAR R 1P iz
HEEBRAIATE RS N F > Sk et B R B EkEs . BTAHRRIE SHERT - O Eie X
EIREEFERR T
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n IRAEEZAEEEE vCloud Director {T{[EAS

SHF IS EE T BN certificates ag<fEA

BT, F2E N HTTP MIEZES Proxy Ik /B,
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1£ Linux F%*4& vCloud Director

PR DU B F—8V 2 {f Linux {ElfR 88 274 vCloud Director #fsk7& 17 vCloud Director {aliRSSE£4H .
TN EE B — (B RFAH B B RS T — (B[ FEAE - (5RH5E A iE (B m FERE 5 E B AH Y AR B -
AR E B AN 85 EE . WRAEEFAHINAR vCloud Director 2745 » 35255 12 7= TH4

vCloud Director

BE R TEAER—EEREERAE T Linux f1 vCloud Director JEFISEE 2 R4 244 vCloud
Director,

VBRI

n  HESDEARESEFAENY BAEGEIRES A5 2 % vCloud Director hififg M #REG 7R Ko

n  TESIE AEIRESERAE 2 H A (E AR S EBE 17 SSL /858 . SSL BB 4@ IpTA H ek /H ]
PE(EAa]{E FHERE . (E(E AR EsBF ARV FTA BB R EIRY i i eSS ] i LS T -
41 /tmp/certificates.ks, FE£:Rd /s Linux Y vCloud Director 17 SSL G55 7 Hilo

»  HESEEZEMLT vCloud Director falffgasBFAHRIFTA HARENRES AR AT CUFHUHY NFS SH At G e
& FHSREHER RS,

»  HEZIEEL vCloud Director &l - HiZ & kHeEE nl LEFH RAVFTA (AR S8 FHL. 552 R1E Linux |
%7 vCloud Director fy4ME PostgreSQL &kl . MESH R} B 25 B8 5 RS el e AR 74 & it
.

»  EZIFTA vCloud Director falfiikas . ERHEFERE . FTA vCenter Server Z 4 RIAHERNRHT NSX
Manager #{T{E#E 7] DI vCloud Director HU4EEEAHRE TS oK FH AT At i A BR 5% A A8 T 1478

»  HESLFTA vCloud Director el g3 8 & R (EI R 52 15 E B4R I I EI R 23 B - AZSFHAT
vCloud Director fY4EE&4HEETESK .

»  AIREETEIE LDAP IRESHE AL EEEH - SRR g2 & Al i vCloud Director falflkgsfF
HYO
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w  BHRPKE R - TR 22 = VR RATR. i pER 443 4£ vCloud Director 81 vCenter
Server Z&fEIWE Ry BARGIRAE -

g

1 FE(ERRESEHHAES —(E Rk & 228 vCloud Director #i8
REMAFERES - WSRO E - AT LABRMGTESS —(# H AR Linux {Slfkes E¥T vCloud Director %
#EFR LU T vCloud Director {alfig S2BE4H .

2 SO ARSI AR
FE eIk esEFaH A S — (R A _E %% vCloud Director 1% - EVEBTTHHREIE S8 - DI RFAS
TLAEEE B B AR . IR I I —(E B - B R RS AR AH A At i S A A L[]

JERE o
3  {EfAllREsEHAYEA Y & 2748 vCloud Director
fan] DA FERE HriE EI RS 2 vCloud Director falfesEfa. HHMEAkEsEEAH P IFTA (E Ak Es & DUH
BB E AR AN E R ARG E - R s E R FAR Y 55— (8 B B R AT T A B FERE
BRIELER

[ER AR EE T EAY system-setup 1< > ] I S48 2 S IR = BUHBH &SR0 46 bR R S5 B EAH AT &

BlE, 2R 2% vCloud Director 224

FEfE AR e B4R Y 55 —(E Rk B _F%74E vCloud Director #fs
REMHFIRR - WHERD SRR - AT LABAZA RS —(@ B AF Linux {Ek#8 _L#4{T vCloud Director Z745f2
FLLZETT vCloud Director {s]fkasit4H .

vCloud Director for Linux & D S # 2 0y n] S THEE =0k g - &fEE¢FH vmware—-vcloud-director—
distribution-v . v.v=nnnnnn.bin #&= » EHo v.v.v RFEFEFREA » nnnnnn (CFRAAERTE. 5
41 . vmware-vcloud-director-distribution-8.10.0-3698331.bin, {7t a]Sh{THE ] 228 si -4k
vCloud Director,

vCloud Director Z#fe A &rkieg H IR ERER E AT E A FE AR - WAEH F2%% vCloud Director
¢ B
DRI
v BSOS A HEREREST Superuser 5.
n ARG L R B R - S AE HAR R ES BRI Ze0E VMware AR, AR
OB AR RN EE - AEZRARARERIEE T, FSME TR Z% VMware NI
258
1 DARERES S A B R ERES.
2 R TR B ER
ARCHERAS FHIROR - S e B SR S BRI s v DA L B
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3

Biss MRVl AR G S MEE I _E AR .

MD5 K SHAT BRI ESHEE A FEEE L. SEEAEEN TR » BT T2 EnIs
kg &S AR & N E_ EREURIEMR DS, THIEHY Linux @3S &8UR installation-file FY4E
Gl N

[root@celll /tmpl# mdS5sum installation-file

IS g EELET S FEKE A _EAY MDS 48R 5 27 R ZE AR 685
HfERE 2R ZR I AT o
LERERBEHITHEIR . EEMEE CEA IR - SRR EES . Shell B ImERE - WE{T T51

Linux &74 » Hrh installation-file & vCloud Director Zz5EkE ZE 1) 52 # IR IR L o

[root@celll /tmpl# chmod u+x installation-file

EETREER AR AAATE - i
[root@celll /tmpl# ./installation-file

BERE R EFEZEEAE O e i RPM &,

HaE HEATCERIC AN S ET 2= FITHY H ST 258 2

WFRASE HEEERES £ 208 VMware A - Z4e(HEBUR TR AEE -
warning: installation-file.rpm: Header V3 RSA/SHA1l signature: NOKEY, key ID 66fd4949

SR T TR
R E BT EFTE TR

)]

b R EE A F R,
C  EETL vcloud [HFEFEFIERAH,
d fi#EE4H vCloud Director RPM {4,

e > R G IR TR 5 2KEOE 4EEs f BRI B 4R

7

a EHEAEODBEATHITHRRE O > SH A y W7 Enter §#.
b EREEAE D ENEASE B T TR S5 - 58 A n JH% Enter §#.
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RS E AR B EDR R AR
(R SRR S—B E724 vCloud Director % + (uVEHRTAIRRIS S LIS S baTEHet 1748
PSR ZERHIA . A ST — (NS » 26 R R B A e L5 B PR TR

vCloud Director {FRZ3BEAHIT A B & 4 I R ST EL (U AHAESE4IZ . £ vCloud Director fd
PR S BEAR IS — (B B L BATAHRESS S TE0F » e S TE @ R — SRS - SRS O (R s
DI R R 5 22

G LE BBA S A B E TS ST, BN E BRI - BTG S » 5T
T AR E . SR EBEEE DB B .

A1 AR PR B R ). (RIS HTTP IR RIS Proxy RS HEE— IP firkt > HIMVEEE
Bhtsiat T TALAS ST,

PEE T N PR T L 2 P A RS B R A T . (PSS T S
AR B A S AR RN AORATAGE MR R BT LR BSR4 10 1 i e
TAZ%.

W

. HPNTBEER R L.

. HREBNER  RE CEEESY.

n HUTEHIEE BT 0 SERESYIS IS VCLOUD_HOME H{E B 45 3% By274E vCloud Director FTAE H $&195¢
FLPLIRLTE , IEEE B /opt/vmware/vcloud-director,

E,MD

1 DR{#EREE S5 & A vCloud Director falJREe,
2 #i{T configure % :

EREENES FERITaS o AR R AT RV

/opt/vmware/vcloud-director/bin/configure

R EEE > ST EA SN (B S
/opt/vmware/vcloud-director/bin/configure options —unattended
RO AR - A%
a W LE R IR E R e B AR
b &5 vCloud Director iR#5ELEN% 0] FH A Hi4E 2 VMware vCloud Director €Y URL,
¢ BEh vCloud Director #{74% .
3 (EEM) 52T VMware vCloud Director 3 Eif582 URL » kg Ay LUELE) vCloud Director %

LR E B BT service vmware-ved start apS R EENIRS -
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vCloud Director 22 | % BT 436

HER

Bl e e A A AR B At (A 55 e HA R R A iy o] B (o A Y & SR ED PR 7E L (E 25 L /opt/vmware/
vcloud-director/etc/responses.properties Wy[a|fERE, [HREZ S FRENEIREEE]

fElfkas BRI & P 2

RV

R EERERE AR FELEVIIE. REENFER > WHEECKER 2L EHIE. FIOEHER - FE

BB AR AT

WERITETERH E ras iy 2 (AR iea -

data/transfer,

HEfHESS

FEE EHE N EIT configure f5<
EEPEZTHRE » 351 Enter #,
% 5-1. A EIAEEES KA BRSO IR R RV &

MEEH
HTTP HRFSHY IP firkl:

L% Proxy ARISHY IP firkik

Java SRR e B

IR

HTTP SSL /EseiIRAR S Hmhs

=G Proxy SSL IEREHIRL SIS

B et a8k E] Syslog i

WIRCRH RS - RIFE Syslog %Ay UDP sk

FORHE (A A asry A4 TE 2 P firkk

BRI R

VMware, Inc.

e 3 B (i 8 (7 i B 9% 8] /opt/vmware/vcloud-director/

ZAE S E RS A T IIE .

B2
THRE Ry S —{E AT Y 1P firkk.
THR R 55— (I AT FHEY IP fizkk.

R R EAWE AR R (AR
HTTP i f1 % & Proxy AR) HIEE— IP firdk » HI
WA B N TAH AR IR ST

541 /opt/keystore/certificates.ks.,

520 B Linux By vCloud Director ZE17. SSL JE:8
ZHilo

#2005 Linux A vCloud Director 777 SSL /558
ZHio

#5208k Linux LAY vCloud Director 717 SSL /525
ZHio

i vCloud Director {#FI&HHIIRE ERITEZE
ZC$%%] vCloud Director &l » i fF 90 Ki&F]
o EEIERFEEAEZHIR - 5558% & vCloud
Director RS EZEH4E] syslog A HFE (1)
[5]H%{#7% %] vCloud Director &iflEE)

B RS o T Enter §7

m EEEH 0 S A Syslog THEAREEL IP firtik.

TR 514,
AT BRI R ES

THiE% Fy 5432,
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vCloud Director 22 | % BT 436

% 5-1. GBI AR R AT R

DR
BT

R T

TIABA 2L VMware & =48RR T#] (CEIP)

HENHRES S

TEH B TET configure f5SHERT

7 5-2. HRE A AR E TS [
HEIH
——help(-~h)

—-config-file (-c)

——console-proxy—ip (-cons)

——console-proxy—-port-https

—-database-ssl

——database-host(-dbhost)

VMware, Inc.

AR (48

& LA Ear <5 e

5%

o
Rl
F

global.properties f&

FEHRRE

IPv4 firfil: > SHEERSERS

RBEEN:

0-65535 i N L]

true =¢ false

vCloud Director &}

JEEEAEY 1P (i fik 5 RE

el

SRER
THE% B veloud,

S SBIE Linux 355 vCloud Director [g4hf
PostgreSQL &kl

F2ME Linux 2% vCloud Director fY4MNED
PostgreSQL &Ei}E

IhE 28 VMware 2 FEEBRHCES#] ([ CEIP | ).
BRI A CEIP WERYERIDUR VMware (280 %
Bz FRRE B R (S SR L - 48005y
http://www.vmware.com/trustvmware/
ceip.htmlo ZXA] A A& E B T B BRI A SR
ity VMware CEIP. 5525155 10 & fHFI8E

HTHS%,
EEALLEE - FEWA Y.
WRAATESEL VMware CEIP 51T » 5 A no

HECE B E REBEE S

A
HEOTARRE BRI S | B 22

AT TAHRE A IR (R Ly 5
EHEIEZE . R AN
T HITHEALE Ry /opt/vmware/
vcloud-director/etc/
global.properties,

ZEERILALEEA T vCloud
Director F#:4 Proxy Hiis. i
1> 10.17.118.159,

7 vCloud Director F#54& Proxy
MRS BB

T LUK PostgreSQL HiRHE S E
EEEEE vCloud Director #EfT %3
BB SSL AL

WG PostgreSQL &l
SE Ryl FE H e BB L RS
HSRAEAMT PostgreSQL &l
T EAMARSS,

SESRIAE Linux 25 vCloud
Director [1J4ME PostgreSQL &k}
[E
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% 5-2. (AR FIRESUERIA RIS [ (48)

I

—-database-name (-dbname)

——database-password (-dbpassword)

——database-port (-dbport)

—-database-type (-dbtype)

—-database-user (-dbuser)

——enable-ceip

——uuid (-g)

——primary—-ip (-ip)

——primary-port-http

——primary-port-https

——keystore (k)

VMware, Inc.

5%
B RS

BRI (B &S
BT LRy Null,

AR E A
I LR A AT

BRI, SRR
7 By postgres,

FRHEEHER
o

true = false

IPv4 firhl: » EEERGRES
RBEEN:

O % 65535 #i[E Yy
#

0-65535 & Y EEE

B& SSL Bl E %

f@iY Java BigfEFE
BRI

EEA

HSBI{F Linux F3%E vCloud
Director A4 PostgreSQL &k}
J#o

FHSBIE Linux _F2%5%E vCloud
Director [{J4}&l PostgreSQL &k}
JE=R

SESRI1F Linux 3% vCloud
Director 4N PostgreSQL &k}

[

BN BRI R THER Fy
postgres. FEZRA(E Linux [357E
vCloud Director K5
PostgreSQL &k}

SESBIT Linux %% vCloud
Director (4N PostgreSQL &t
[Ho

[LEMSEL VMware & P &SR
S1EI ([ CEIP ). BRI CEIP UL
FEHVERILIR VMware (]S E
Bz FERIE A A (S B R
Hls > 484k Ay http://
www.vmware.com/trustvmware/
ceip.html, BH] DU F AR TR
T HE BRI A SR FE7E Sy
VMware CEIP, :FZRI5 10 &
fEASEM T HS%,

oA R AL R — S S

2 e Ak R vCloud
Director Web 7rififi#s. G40
10.17.118.159,,

281 vCloud Director Web 47f]
JRFSEETL HTTP (RZg4y)
PHRSRHS

B vCloud Director Web 4i1f]
MRS T HTTPS (444y) HEARHY %
ISR

NIRRT RIS AN . (T /opt/
keystore/certificates.ks,
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TE BT R E

vCloud Director 245, #%

7 5-2. (HRE AR AUBRIE RIS [ (40)
By 5%
—-syslog-host (-loghost) Syslog {alflkes &Y 1P
b s T

——syslog-port (-logport) 0-65535 & N HYEHE]

——response-file (-r)

——unattended-installation (-unattended) fi

SSL &
5

DI

——keystore-password (-w)

gl - BAMIME IP irkkHy B BHRR

St

£ vCloud Director E{FH& IR
HEREZEE#% ] vCloud
Director ZRlE » AiAE 90 KiE
i, EHEEREZAESEARR - 35
=lv7% vCloud Director IR EFEI%E
SEEE] syslog A FIREA(IERE
{&3%%] vCloud Director Zik}E).

syslog fEFPATAE e » DUFEZIE
EERHEENERES . FHAETE o JI
THEY By 514,

ARSI AR . EARTEE
THE% Ey /opt/vmware/vcloud—
director/etc/
responses.properties, LEHIT
R AL FTA E T IR A

/fm £y

BE EEaSEEN - 2
ré (eIl es B A s B E I & I E
FHEEREFEL 2N E - HER
A HR B

SSL B8 IR F S

g GE S R A REAE 1P ik (Y HTTP iRESFIE & Proxy fiR#) 1Y vCloud Director falff

ae T HENERE

[root@celll /opt/vmware/vcloud-director/bin]# ./configure -ip 10.17.118.159 —cons 160.17.118.158 \
—dbtype postgres -dbhost 10.1560.10.78 —-dbname postgresql-db-name -dbuser vcloud ——enable-ceip true \
—dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 160.1560.160.10 —unattended

& 0 BERE— P Akl E BhaHAs

NEE eSSt E AR
vCloud Director (=R #5%0{T H Bh4HAE

[root@celll /opt/vmware/vcloud-director/

— IP firik: (B RI(E R - 72 HI Y HTTP lRESFIERES Proxy ) #Y

binl# ./configure —ip 10.17.118.159 ——primary-port-https 9000 —cons 10.17.118.159 \
——console-proxy-port-https 9010 -dbtype postgres —dbhost 10.150.10.78 —dbname postgresql-db-name \
—dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks —-w $3Cret \

—loghost 10.1560.10.10 ——enable-ceip true -unattended
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vCloud Director 274 | 3% 5% BlF 4R s ra

PREEIEE 4R (i [ EAE

¥%—{# vCloud Director FA{FI&a% EHIGERS K B FAI BRI G P EREET . HERu S
Hal o AT E RS B IR S B RR G FE . EVHR R R L L.

[O|fERE R TTAFE—{EE R E_ Y /opt/vmware/vcloud-director/etc/responses.properties » L&
S TE ARG FOE R AR . Wk o S {a] Rk 2s EEFAHNY o VAR [RIERETE A - DURALETE [Ekes S AT
HHEES L.

EHE (IESEH TR HREEAE R B R EE G E R <. AES T H M
S i 5 AR IRAHREAE I ERE » IRMLAE S AT el Sk B FERE R a2 R - SH5 A E (O] FEAE TAFAE (fi
7 /opt/vmware/vcloud-director/etc/responses.properties) i H B[ 5 A,

1 (REEIERE.

RHEREREFIEL 2N E. REIEIEI WHEECHTH D ELENIE. FHEENR - 555
Zaiioy AN EEKE N S-S 2

2 EERMEAEERE.
a  E R B ARG e A EI a5 ] DA AV B

e SRR ERES 228 vCloud Director #1#81% - A4 ] DLEE R {5 Aol fERE AR E ki . (o]
ERZ BRI P HIFTA H 8 H ] 1 EH# veloud. veloud SEET - AIELEFIFTR.

[root@celll /tmp]# 1ls -1 responses.properties
—W——————— 1 vcloud vcloud 418 Jun 8 13:42 responses.properties

LR A G L P AR
b -r BRI E O B A A T R S S 1
DIREREBES T EA > BB TS . Shell B2 IRIHE - MBI A -

[root@celll /tmpl# /opt/vmware/vcloud-director/bin/configure -r /path-to-response-file

®BIELER
s E HMERR e 2 1% 0 BRI AR E E MR B EREE A
1F{EIA s ER4H Y Bt sk B -274E vCloud Director

] LARER B (E)ikes 22 vCloud Director falflegstféH. HFMEMRasERH P HIFATA Ak S H LU ERY
BB AR BRI E » R R (55 P s e A A 25— (I8 ol B RS T R T A [ A

BE R TEAERE—E(EREEEAE T Linux f1 vCloud Director JEFISEE H2 [R 4244 vCloud
Director,
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AR
»  FESRAKET DA EES E ML EI AR AR B EAH AV SR — ([ Rk B RS FTE LA O ERE . 55 SR E 4arE LDl 445
»  [EZI(E vCloud Director falfik gsEF4HAYEE—(ER B T4 H (Fim{#F & %] /opt/vmware/vcloud-

director/data/transfer,

1 DRERZES A B E R
2 RZEAEE T E B AR ERES.
WREIER A DRSS i 2 B8 B AR e iRes o] AR AL E
3 WEEZEREEA LT,
EERTERITHIR . SEECEAIHER - SHHMEZES . Shell Sikimtlitiss - WETT 51

Linux 74 » Ht installation-file & vCloud Director Z7HEkE 1Y) 52 #LFR 1R 4

[root@celll /tmpl# chmod u+x installation—file
4 HITLERERE.

G TLHAEZ - G A E e B (A - D
[root@celll /tmpl# ./installation-file

A ZE A2 S0 R N ik RPM B4

. AR A ST A8 FITHY H SR T35 %

WIRARTE HiEYalkEs L2285 VMware AFe - L85 EgER THIRR07EsE

warning: installation-file.rpm: Header V3 RSA/SHALl signature: NOKEY, key ID 66fd4949

ZHFRA G AT THIENE
HESE F AT ST A T Ko
TR 2 SR ZE B i S 2
1T veloud (EFHFEAIEFAH
d f#EE4E vCloud Director RPM {4,
e ZEEHE.
GHESERI o LR G IR GBI TR E T - ZREE 4aRE S AR B AR
5 #iA n % Enter §# - DB TAHREIE S 15,
A LAR % 2 i b L B AR (S R A - SR TAHRESE 515
6 (i EEFIE %] /opt/vmware/vcloud-director/data/transfer,
EfesEE4H T HYFTA vCloud Director )i as&f =R L AR 6 F8 32 31 5] — (i 32RG

O 0]

(g}

P
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7 KElEREE R R I E RS T F R E
(B FEAE ES A AR B A H S50 AT AR (5 A 5 L
8 H{THHREIE OB,
a IEEIROLEERERICAATE - AT configure a5,
/opt/vmware/vcloud—director/bin/configure —r /responses.properties
Z G F EEAEEHE] vcloud. veloud RESEHHIALE - A& A B EAR B R A > SRET4ERE
EiERg TS
b BTN > f2t HTTP JRfi£#%G Proxy RBHY IP firkl.

¢ WIRHIFERRFHRRTE S AR (AR P A B USRS - SE IR A SRE RS (40T
%D%_{ﬁ%o

e EEsHBA AR IR E k23 AR ZERLE » A& EE) vCloud Director {745
9 (EEEM) # Ay » DLEE) vCloud Director .

AT LR E BT service vmware-ved start a1 EEIIR

REDTER
HEIRER © K ke 2t E ks,

£ vCloud Director fg#ir A (ElkEs LT - VAR ESE . 29 EH Bk P AR E
46{k vCloud Director &l ] LA HEEFASEE T EIERC system-setup FarS 2K WA LERHE .
sH2:Ra %€ vCloud Director 278
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== vCloud Director JEHZEE

ey L% vCloud Director [ FSEENT—E 5 (EFTEAS2E 1T vCloud Director falfikasEfaH. o
PU#EEFH vSphere Client (HTML5) 5 VMware OVF Tool % vCloud Director fEFH4LE

BE R YRR —EERSSEAE MY Linux f vCloud Director JEFAEE 32 IR & 2445 vCloud
Director,
vCloud Director JER#EE & THE ENEAHEES - E 8t (T vCloud Director IRFS#EEr TR EA L

i I e A B R Y 2@ =0 VWMware vCloud Director-v.v.v.v-nnnnnn_ OVF10.ova » Hh

V.V RFBESEEAR » nnnnnn (RFAHELRETE. H41 - VMware vCloud
Director-9.7.0.0-9229800_0VAl0.ova,

vCloud Director [EHI#EEEM & THIHGES |
= VMware Photon™ {E2£ 24t

» vCloud Director §JR#EE4H

m  PostgreSQL 10

FE/ NI Ryan/ N vCloud Director [ERZEEA/NEAN ERESCHE 28, EEATMEFar KRB/
T EEERRERRANE R HTIEREITE - AR Z NS HALE R

HE [¥EfE vCloud Director fEFSEE 23T =570 MRiE (VMware g A s i
B AR TPE SRR VMware Tef. A G2 SR VMware vRealize®™ Operations
Manager™ =% VMware vRealize® Log Insight™ B¢ R =R A

e P R A A

i 9.7 Hiff46 > vCloud Director [EFEEE M & B A S AN (HA) DisErYA R PostgreSQL &k},
HEET B ERE HA B EAEAEE RS > VA vCloud Director [ FHSE B A —{E g T (EAS 32
Ry TGRS > WHRFILIE A E R R (S TE RSS2 R dn s . 0] DURHE AR 23 A4 FR A HAt vCloud
Director [EFEE BB TERSTIE f vCD EFAREAGETS  DEEIITRENRAERE > vCloud
Director IR#5##4H. vCD JERER ARG EG E T RHFRTITERE. H2REREE SISk E
= H] FPE4HRE,
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fic7EE% > vCloud Director fEAZEE & {HH TLS (AU TERFAY SSL) #TERHEHAR (BFEEE). LLIRE

EEFRIBIAR > W R E BN PostgreSQL B8 . # 2 K 5 R IX KR (CA) NEER
& BRI EEREZEN N PostgreSQL 1 vCloud Director EHZEEEH Ul JE:E,

f#5E vCloud Director JERISSE R KBS NIE RIS,

JE A E RS sHAR

¢ 9.7 BRBH4 » vCloud Director JE 2L E & 3 24 Wi (E488E etho fil ethl » DUEMGI LI HTTP jREil
ARG, AT BN | I,

fat etho il ethl 4ER& VR MLFY BEABHY T AERE o

ilvez: etho RAVEEER  ethl RAVEEREHE
SSH 22 22

HTTP 80 ENEE

HTTPS 443 BN
PostgreSQL ENEEE 5432
EHERE M 5480 5480

E#ES Proxy 8443 R

JMX 8998, 8999 A
JMS/ActiveMQ 61616 R

I

##77 vCloud Director JERI#5E 1% - m]LI{#EH vSphere S ThAEHTE RS/ IR (NIC). 552
(vSphere [EHH&IEH ) 55 P ARS8 21 B es &= .

vCloud Director [EMHZEE ] iptables I KASFRITIHEHE HET. HEHHEE] iptables #iHl -

AILURHEH CHYSHREE T 2 /etc/systemd/scripts/iptables fEEA4ERE
AEEfE NI EE

m  JEFAEE BRI S ] A AR

m = vCloud Director [EFISEE I EE1:

m  {#HF vSphere Client % vCloud Director JEF 4SS

m  ({#HFH VMware OVF Tool &% vCloud Director [ 45 S

JE A E B E A & e eE = v P AH AR

vCloud Director &4 &Nkl PostgreSQL ERlE, Aiar, PostgreSQL &k EA &
Replication Manager (repmgr) THEM > 7] F PostgreSQL falffk e St b= ™ H T (HA) Dhgs. &
LTI EAERE HA SEEERSEEEE - LAE Sy vCloud Director ElH R LA AL IIEE -
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AT LU vCloud Director ERSEE EE By T B GEFR . TanfifEi8eE vCD JEFREGEFIS . FH2RE &
F vSphere Client )% vCloud Director JEFHEEE . (fFH VMware OVF Tool %% vCloud Director &

FSEE S HESEFE T UEEEE vCloud Director JERZEE DUET HTTPS fIE2% 5 Proxy i#
#Ho

#% By vCloud Director ERIERE HA » & I ER s EF4HR - ] DUE B vCloud Director [
FAEEE AT —(E T T E A I W (E R e el TEEE S e B R HA #8558,

6-1. vCloud Director [Ef#EE ERE HA #54E

vCloud Director

(API/{5E 15 11 THT)

T

PostgreSQL (F )

zryE M| e
5 5
vCD DB
pirhs
i 1 i 2
vCloud Director vCloud Direptor

(API/{ =& i ) (API/{EFH

PostgreSQL (#) PostgreSQL (#)

1L EAERE HA 1) vCloud Director JEHAEE 5=
BT EAERE HA 4HR8HY vCloud Director falflgssifal @ S EMEL TIERAE
1 ¥ vCloud Director JEFZEEEE fy T ZEETFZ .

FEEEFHEZ vCloud Director AR E3EH4H T AVE—(ERR & . Wik NERIEEEE & vCloud Director
B, EiRHEH A veloud » HERHEFEH#E & veloud,

2 WERREEHFRERE) IR T.

a HEHER vCloud Director FRES SR » s5(# FHRAEE Y585 A vCloud Director Service
Provider Admin Portal » 48/ : https://primary_ethO_ip_address/provider,

b FHEAER PostgreSQL EREMEERN - 55 L root 3B A JEFSEEEMERHE N H - ik
https://primary_ethl_ip_address:5480,

T HEARLER BT AR AR
3 ¥ vCloud Director [ER S EH I TSI E Mo
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vCloud Director %2 | e B4R FEEE

Pk A B B B R B e R R P TR

sk YiarraEREENE 2% - Replication Manager BHiGHRFH Ef EEEL T HIE I ACE SR EIETT
G, FEIEHAR » vCloud Director &lEEFI vCloud Director {d F& /i A H o

4 HER HA BETIFTA SIS ERIT .
sH SRR BRH = T A M P U R AR YR RS

5 (EFEEME) K—2i%(# vCloud Director fEAE#T{#EEGHIE £y vCloud Director ERFEZ S
REFH AR &R . vCloud Director 2 EEFHE &4 2 F B &R .

EE vCD fEIfEEt 1 vCD JEAIfZAN

vCloud Director | vCloud Director vCloud Director
(API/{5 5 4 i) (APV/fsE FHE 1 i) (API/{5 FH =& 4 iHT)

PostgrSQL (F2%) PostgreSQL (FEEA) PostgreSQL (B&E)

vCloud Director vCloud Director

(API/fi A 5 1[HI) (APV/fi A 5 41[HI)

PostgreSQL (f3F4) PostgreSQL ()

RN A ERHE HA /Y vCloud Director JE 45 S 5%

e eI LU BAA —(E X S T A e dn P AS S A FE U 41748 AY vCloud Director #£.
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shared_buffers = '3GB';
effective_cache_size = '9GB";
work_mem = '8MB';
maintenance_work_mem =
"1GB';

max_worker_processes= '8";

LA EREPENS ey o M
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RE

TEE R + 2 (AR
+ 1 (el e A RS

16

24 GB

shared_buffers = '5GB";
effective_cache_size = '15GB"
work_mem = '8MB';
maintenance_work_mem =
"1GB';

max_worker_processes= '16";

vCloud Director 7% Al 55 & 2 - BRI 4R

AEAEM R R R H 2D e

1E{F{0] vCloud Director f£{7#&1 vcloud-container—debug.log fil cell-runtime.log f&Z& » Aar

EHELI T YINANTEH  org.apache.tomcat.jdbc.pool.PoolExhaustedException:

RREL (VVD)

TEE R EEFR + 2 ([ERFa RS
+ 2 {EfE RS

24

32GB

11

shared_buffers = '7GB";
effective_cache_size = '21GB;
work_mem = '8MB";
maintenance_work_mem =
"IGB';

max_worker_processes= '24';

- AT A BRI

[pool-

jetty-XXXXX] Timeout: Pool empty.Unable to fetch a connection in 20 seconds, none
available, vCloud Director 5{7H& r] fE & ok BIER EE Y 4R o

et IR RS AR - FrAHRRHNIRT Fie® 6 (HER .. ranflE A BRI RIS

A BETERERE A/ NS

# 2 # vCloud Director JEHAEE A/ NHE HET Ry $R4HRE” — » 7E¥{T vCloud Director JERJZEE %
wig o VAR A RFERS T IHAR T .

1 RS EA PR R AT R AR AR L
2 PAEFTEEEERIVEC RS vCPU > DIFTARTEN SR HRE Y —.
EE A LRI EEFEET RAM Rl vCPU E2H .
3 Dlroot By EHE ASFEH SSH A P e A X EEASEENFEE L.
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vCloud Director 2284 |

4 FBHREEE Ly postgres,

sudo -i -u postgres

5 WHITLL N a2 BT postgresql.auto. conf 4HAERE

C%'b

{HREEE i

SapiAl psql —-c "ALTER SYSTEM set shared_buffers =
'3GB';"
psql —c "ALTER SYSTEM set
effective_cache_size = "9GB';"
psql -c "ALTER SYSTEM set work_mem = '8MB';"
psql —c "ALTER SYSTEM set
maintenance_work_mem = '1GB';
psql -c "ALTER SYSTEM set
max_worker_processes= '8';"

KA psql -c "ALTER SYSTEM set shared_buffers =
'5GB' ;"
psgql -c "ALTER SYSTEM set
effective_cache_size = '15GB';"
psql -c "ALTER SYSTEM set work_mem = '8MB';"
psgql -c "ALTER SYSTEM set
maintenance_work_mem = '1GB';
psql -c "ALTER SYSTEM set
max_worker_processes= '16"';

AT psql -c "ALTER SYSTEM set shared_buffers =
'7GB" ;"
psql —c "ALTER SYSTEM set
effective_cache_size = '21GB';"
psql -c "ALTER SYSTEM set work_mem = '8MB';"
psql —c "ALTER SYSTEM set
maintenance_work_mem = "1GB';"
psql -c "ALTER SYSTEM set
max_worker_processes= '24"';

6 BT exit @5 LARMEE] root HEHE.
7  EMTEE) vpostgres £,

systemctl restart vpostgres
8 AR #EET R postgres,
sudo -i -u postgres

9  SI¥HMEERFARENEL » i postgresql.auto. conf fEZEEHIRIETEL - MR EHEE) vpostgres #2/F .

a B postgresql.auto.conf fit = ZEEGELE IR R apeEn®h.

scp /var/vmware/vpostgres/current/pgdata/postgresql.auto.conf postgres@<standby-node-
address>:/var/vmware/vpostgres/current/pgdata/
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b EHEE) vpostgres £

systemctl restart vpostgres

%Kt vCloud Director [ HEEE A/ NHFEHET By HET4HAE » 7£384{T vCloud Director JEF4EE 5% 25

% » EVEIE TR fEAS_EBTIERR o
T Dlroot 5oy H#E AEHEA SSH A -l s A 2 ERSENIFE RS
2 HEEREECT vCPU B - S5ET M HlE .
grep —c processor /proc/cpuinfo
3 EHFEEHEWEDT RAM &l > 5BBT Mldr4 .
TSR RAM DL KB E B - 2 HFREL 1024000 R HiEa £ GB.
cat /proc/meminfo | grep MemTotal | cut -dk —f1 | awk '{print int($2/1024000)}"
4  =HE shared_buffers {H @ H & RAM 48152 4GB fYlu4y > —,
shared_buffers = 0.25 * (RAM 441 - 4GB)
5 =}E effective_cache_size {F » H & RAM 4812 4GB HylU4r > =,
effective_cache_size = 0.75 * (RAM #fzf - 4GB)
6 =TE max_worker_processes {H > H /5 vCPU HYEH .

7 FHEAEEE S postgres.

sudo -i -u postgres

8 T MAIan ST EAIELLE T postgresql.auto. conf 4HAERE .
psql —c "ALTER SYSTEM set shared_buffers = 'shared_buffers value';"
psql —c "ALTER SYSTEM set effective_cache_size = 'effective_cache_size value';"
psql —c "ALTER SYSTEM set work_mem = '8MB';"

psql —c "ALTER SYSTEM set maintenance_work_mem = '1GB';"
psql —-c "ALTER SYSTEM set max_worker_processes= 'max_worker_processes value';"

9  ¥T exit i< LAR[EE] root [HHE
10 EHELE) vpostares f2f7.

systemctl restart vpostgres

1 FEIRHER A E & postgres.

sudo -i -u postgres
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a iff postgresql.auto.conf 7t T ZEEE BE|FFapEiRh .

scp /var/vmware/vpostgres/current/pgdata/postgresql.auto.conf postgres@standby-node-
address: /var/vmware/vpostgres/current/pgdata/

b EHEE) vpostgres 27

systemctl restart vpostgres
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HIH it

/N KELA 12 GB RAM #il 2 {if vCPU [YJEFISEE #% fy vCloud Director {alfRE3EF4H
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vcloud @ HERE[FHFE B veloud,
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BRI SRR FATARE 4SS L RS B4 2 R B (DUESRaZERE 53 08) » Bl
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ethO 48 IP firkt etho J1HAY IP firdk,
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{5 VMware OVF Tool &% vCloud Director JE4:

el LI VMware OVF Tool & vCloud Director JEFIEE H5E B OVF &,

f&hZEKs vCloud Director {28 BFAHAYEE —{E Y B 208 By ¥ B FRS . AT LUEF vCloud Director falfi
EREHHM IR E R B B A EAEE vCD JERE B . s RIE A BB f &k = o] R4

ca

WFFEZHE OVF Tool AHREERN » 2k ( VMware OVF Tool fiAEREH ) .
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WFEEFH OVF Tool HIMHRHEER - 5525 (OVF Tool {FHHHER) -

BE KT EAER—EEREERAE T Linux f1 vCloud Director JEFSEE 2 R4 244 vCloud
Director,

7 A P 2 B BT P S E BT 1 2 R SRR - vCPU I RAM WhJRERRY 5 5 h AV ER £ AR a3
FHEMER .

HENE NS e IE A SEER OVA MUAVVHEELEE TR A ERIEEME . SEEMAHT P IERIEERK
K FBSRERSEEESEFEHENE T [ R &l BUfilERSSERE B VWMware
Cloud Director-v.v.v.v=nnnnnn_OVF10.ova > FHH v.v.v.v [REFEELIA - nnnnnn (AFE4H R
5140 - VMware Cloud Director-10.2.0.0-9229800_0VA10.ova.

WFELE vSphere d1i#iE OVF & ANMHRIEN - 525 (vSphere & EH&ESETL) |

B - A LU#EA vSphere Client SiBEALEE . 5525 (#H vSphere Client 1% vCloud Director [
FEEE,

#EeE A EX¥ELF vCloud Director 1% vCloud Director JEFIHEE

HITHE < Z AT » SF2BIHE vCloud Director JEFIACEH L Z (o

HMBEMERE % - R E REIRECEE TS SR s52RRE vCloud Director JEHIEEE H1Y

H
o
of

% vCloud Director JEF#5E ] ovftool a5 BEIHBINE

Z N

BEIH {8 ik

-—noSSLVerify ENEE % vSphere Hi&RH) SSL &g

—-acceptAllEulas N P2 B ERERESET (EULA),

--datastore target_vc_datastore R e e 4H RERE A iR B e B I
RHER AT

—-allowAllExtraConfig T HEFTEERS MU AR R Ry VMX A8

——net:"eth® Network" portgroup_on_vc_for_ethd JEFIHEE etho 4YPRAY H AV AEES

EE PEARER ethl HAYHAERE
——net:"ethl Network" portgroup_on_vc_for_ethl JEFIZEE ethl 4ERSAY B AYHIAERS

EE OHANER ethe HAYHLER

——name vm_name_on_vc i PSS A R R B A
——diskMode thin B thick FEE PR 2 AH B TR e R AT RRRAS =0
——prop:"vami.ip0®.VMware_vCloud_Director" ethd_ip_address etho (1Y IP {irhik. FIRAMEFAFE EAT AP

TFHL. fERLfrHE | DNS R [m 2 Rt el
SOE e E R AR

——prop:"vami.ipl.VMware_vCloud_Director" ethi_ip_address ethl i IP firht. FIAEEUNEARTS - 16
Wik PostreSQL Zoff S
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g

——prop:"vami.

——prop:"vami.

——prop:"vami

——prop:"vami.

——prop:"vami.

——prop:"vami.

E

DNS.VMware_vCloud_Director" dns_ip_address

domain.VMware_vCloud_Directafdhain_name

.gateway.VMware_vCloud_Directmteway_ip_address

netmask0.VMware_vCloud_Direatetmiask

netmaskl.VMware_vCloud_Direaetmiask

searchpath.VMware_vCloud_Diwedtiost' of_domain_names

——prop: "vcloudapp.enable_ssh.VMware_vCloud i ge doise

——prop: "vcloudapp.expire_root_password.VMwaieesyFoisk Director”

——prop:"vcloudapp.nfs_mount.VMware_vCloudifsingrimtdress: nfs_mount_path

——prop:"vcloudapp.ntp-server.VMware_vClouttDiseateor'ip_address

——prop:"vcloudapp.varoot-password.VMware_owdlowh B peessumr'd

——prop:"vcloudconf.db_pwd.VMware_vCloud_DRixgatssmword

——prop:"vcloudwiz.admin_email.VMware_vClowd! Didreetaniai [_address

——prop:"vcloudwiz.admin_fname.VMware_vCl ot i next arine

——prop:"vcloudwiz.admin_pwd.VMware_vCloud/ i eedotior 'password

——prop:"vcloudwiz.admin_uname.VMware_vCloud]! Didreet ars'e rname

——prop:"vcloudwiz.inst_id.VMware_vCloud_Diaccawmst'all_ID

——prop:"vcloudconf.sys_name.VMware_vCloudi macttan’ name
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INEFTC. —(EBEF U — (R RF T
BEE 16 root B G SRHTFERE
. HEEE ERATA RS AEE
JAR B AR root &S, FIIER TR
& » AT DI (RIS BT root
o

veloud {1 EHTERHE TS
IR L

FGEE ARSI E TR L.
18 P LGRS

FREEBBIRSIIHE.
R LR

ZABERIRFITET.
A EE

ZREH BIR A E A
{EF T ERETE

vCloud Director Zz#E5% RIl6E
8 PR F AR

It vCloud Director 285511y
vCenter Server &R
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g

——prop:"vcloudnet

——prop:"vcloudnet

VMware, Inc.

SE BT R E R

E

.routes0.VMware_vCloud_Dirreckinedssi cidr,

.routesl.VMware_vCloud_Direxkindssl cidr,

ip_address2, ...

ip_address2, ...

fit

BEFENE. etho JTTAVAFRRREHT . DAUZDA
BRI FRARE . B HARASLA
BB RIS P kA0S 4IRS B
(CIDR) 4SS (HHE/fiL7T) (1R W),
B

172.16.100.253 172.16.100/19,
172.16.200.253.

BEFEME. ethl JMIHVARRERSH. MDA
EHEIRAER AR B . BRSO
BERE P (A GRS s
(CIDR) 45 #it% (/D) (1R w1 8E).
B

172.16.100.253 172.16.100/19,
172.16.200.253.
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——deploymentOption

——powerOn

VMware, Inc.

SE BT R E R

E

primary-small. primary-large.

standby-small, standby-large =¥ cell

path_to_ova

At

B I FAE BRI RN

TN i N RS E R NV R

FERESOH 240, TERAIRIrar AR

RINFFE A ERBINTRARAR/ N K. ST

TEEHEIME @ BT RE R R HA &R

B primary-small B EA 12 GB RAM 1
2 { vCPU HYJEHIZEE HIE &y vCloud
Director {alllxgs#E4H P e —(Ekk
B TEEEER PN RUERHERGE
5 vCloud Director i, &l
iRy veloud - HERHERHH K
vcloud,

B primary-large G HEHA 24 GB RAM fI
4 {iE vCPU MYEFHIAEE B & vCloud
Director falfz#s#F4H Ry EE—({ERk
B. FEHFEPINiRCE R ERCE
& vCloud Director &ifi}lE, &ERIE
Ry veloud - HERHEEHIE K
vcloud,

B standby-small EEA 12 GB RAM I
2 flil vCPU HyIE S E B Ry &
$elEE = v Mg AERY vCloud Director
eI SRR Y EE —(E S = ER A
e s PRI R R 285
e — AR A T TREE o

B standby-large [§E7 24 GB RAM fI
4 & vCPU WY AL E R B Rt &
ek EE = T i A:4HERY vCloud Director
AR Es R EAE A —(HEEE = R A .
Fran s PRI R R R T 2
HEE — R R R A TRE

m cell FHEFA 8 GB RAM F1 2 i vCPU
fYFE AL B 43 %2 B vCloud Director
AR asEEsE IR B . R
vCD JEREA S PrInirA R
[ vCD JEFREARFEEEGEET
S

EE vCloud Director (AR ESE4E AT

TSI A TS AR MHE . &

BHEE HA BRI DA —(E F 2 N RS

FORT R i NELREAAASAHAY » B —(E

SRR S FORT (R i R AL A AAS4H

o

g 1% o] DIERECEERSEERA

/INo

BB BH B e e T o
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¥=2 1 82 vCloud Director JER AL B Y& {dn2

BEE [F3#{T VMware OVF Tool €54 2 Fij » &5 vcloudapp.varoot—
passwordVMware_vCloud_Director. vcloudconf.db_pwdVMware_vCloud_Director il
vcloudconf.admin_pwd.VMware_vCloud_Director ZZHEHIL B E CHY 22550,

ovftool \

——noSSLVerify \

——acceptAllEulas \

——datastore="datastore6' \

——allowAllExtraConfig \

——net:"eth® Network"="My_UI_API_Network" \

——net:"ethl Network"="My_Internal_DB_Services_Network" \
——name=MyAppliance \

——diskMode=thin \
——prop:"vami.ip0.VMware_vCloud_Director"="10.0.0.142" \
——prop:"vami.ipl.VMware_vCloud_Director"="172.18.41.24" \
——prop:"vami.DNS.VMware_vCloud_Director"="10.0.0.2" \
——prop:"vami.domain.VMware_vCloud_Director"="mycompany.com” \
——prop:"vami.gateway.VMware_vCloud_Director"="10.0.0.1" \
——prop:"vami.netmask0.VMware_vCloud_Director"="255.255.0.0" \
——prop:"vami.netmaskl.VMware_vCloud_Director"="255.255.224.0" \

——prop:"vami.searchpath.VMware_vCloud_Director"="eng.mycompany.com” \

——prop:"vcloudapp.enable_ssh.VMware_vCloud_Director"="False" \
——prop:"vcloudapp.expire_root_password.VMware_vCloud_Director"="True" \
——prop:"vcloudapp.nfs_mount.VMware_vCloud_Director"="10.0.0.96:/data/transfer" \
——prop:"vcloudapp.ntp-server.VMware_vCloud_Director"="time.mycompany.com” \

——prop:"vcloudapp.varoot—-password.VMware_vCloud_Director"="place-secure-password-here" \

——prop:"vcloudconf.db_pwd.VMware_vCloud_Director"="place-secure-password-here" \

——prop:"vcloudconf.admin_email.VMware_vCloud_Director"="admin@mycompany.com™ \

——prop:"vcloudconf.admin_fname.VMware_vCloud_Director"="vcdadmin" \

——prop:"vcloudconf.admin_pwd.VMware_vCloud_Director"="place-secure-password-here" \

——prop:"vcloudconf.admin_uname.VMware_vCloud_Director"="administrator™" \
——prop:"vcloudconf.inst_id.VMware_vCloud_Director"="59" \
——prop:"vcloudconf.sys_name.VMware_vCloud_Director"="MyAppliance" \
——deploymentOption="primary-small"” \

——powerOn "/MyPath/VNMware_vCloud_Director-version_number_OVF10.ova" \

vi://vc_user_name: vc_passworddvc_hostname_or_ip_address/vc_dataceter_name/host/vc_cluster_name

=2 1%y vCloud Director JEHIL B Y& FAE S

BE [F3#{T VMware OVF Tool €54 2 Fij » 51 vcloudapp.varoot—password.VMware_vCloud_Director

AU EE CHZ 2%,

ovftool \

—-noSSLVerify \

——acceptAllEulas \

——datastore="datastore6' \

——allowAllExtraConfig \

——net:"eth® Network"="My_UI_API_Network" \

——net:"ethl Network"="My_Internal_DB_Services_Network" \
——name=MySecondAppliance \
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——diskMode=thin \

——prop:"vami.ip0.VMware_vCloud_Director"="10.0.0.143" \
——prop:"vami.ipl.VMware_vCloud_Director"="172.18.41.25" \
——prop:"vami.DNS.VMware_vCloud_Director"="10.0.0.2" \
——prop:"vami.domain.VMware_vCloud_Director"="mycompany.com" \
——prop:"vami.gateway.VMware_vCloud_Director"="10.0.0.1" \
——prop:"vami.netmaskO.VMware_vCloud_Director"="255.255.0.0" \
——prop:"vami.netmaskl.VMware_vCloud_Director"="255.255.224.0" \
——prop:"vami.searchpath.VMware_vCloud_Director"="eng.mycompany.com" \
——prop:"vcloudapp.enable_ssh.VMware_vCloud_Director"="False" \
——prop:"vcloudapp.expire_root_password.VMware_vCloud_Director"="True" \
——prop:"vcloudapp.nfs_mount.VMware_vCloud_Director"="10.0.0.96:/data/transfer" \

——prop:"vcloudapp.ntp-server.VMware_vCloud_Director"="time.mycompany.com" \

——prop:"vcloudapp.varoot-password.VMware_vCloud_Director"="place-secure-password-here" \

——prop:"vcloudconf.sys_name.VMware_vCloud_Director"="MySecondAppliance" \
——deploymentOption="standby-small" \
——powerOn "/MyPath/VNMware_vCloud_Director-version_number_OVF10.ova" \

vi://vc_user_name: vc_password@vc_hostname_or_ip_address/vc_dataceter_name/host/vc_cluster_name

VMware, Inc.



vCloud Dlrector JERHIEE SSL /&S
ST A E T

vCloud Director JEF4EE A SSL (R il (Efkes 2 24 . S{# vCloud Director JEH4E
BNESZ IR E AN EIRY SSL Ltk - A HTTPS f1 %4 Proxy #at.

i Ll o] DUZ A [FJHY 1P firkk - sC2 6 & R~ FE R R — IP firik. S EmESS fR 2 L E Ry SSL
G SR DAS Ty (il b i P AR RIS (BI0E HTITEED)

AEHE G Y E—E

s [EHEEENENTIUESHEF vCloud Director fEFIACE LUETT HTTPS M EFEE Proxy il
m T CA FZENY SSL EB G EE A & vCloud Director JiE 4t

n BRI CA S22 SSL /&5 A £ vCloud Director JEFHLE

. B EREZNERE PostgreSQL A1 vCloud Director JEF BT Ul /525

m 5 vCloud Director FEFZEEF G

FEHOZENE T &EE%E vCloud Director [EFAEE DUETT
HTTPS 1+ &4 Proxy #:EH

fam] DU FH E g i E AT 8s8 % vCloud Director fEFSEE . K0 DA S RS AR IRER RE =
AR ES o 1B L (E AR B S S Th ATy 4 sk 2 Ay T4

{Z@E*’l #% vCloud Director EFISE &S - vCloud Director &4 H IR S B IEEE - Wi S BeEsk
FEHR HTTPS fllF 1284 Proxy @Y vCloud Director f5{F#%

ESRRTE TS ER o JEF S BRI @ responses . properties REZEME T T e AL E
FI3EFH NFS HFHEIGIR S EFE (I /opt/vmware/vcloud-director/data/transfer), Al
vCloud Director {alfk g3 F4H E 2 0 E A F $E B R & (50 AR 2 B EhETaE o

responses.properties fEZ & SSL EHEREHTF RS - R Eag#EENERFEZEH
user.keystore.path. {K7Haz > LRI RGEEAEEN A SREFEER.

% FEE ﬁH EER o B DR EETSCE AEHESRZENES .. WFEARFEHEEE RS R SEET
EAVEFANE N » SB2RIE T CA EFMY SSL S5 HE A %2 vCloud Director JEF#EE

WEREETZE vCloud Director EAZEE HMERAMOHEEEEFENEHTIUES > AlEEEFETEH
% vCloud Director {ai#3EF4H HAVATA HMEALEE > BiIffafEFE Al vCloud Director [EAEA T

8o ] LIERIEBEZZE AT TESHET HTTPS RIE#EE Proxy EalHVEMERNE - HHAEEF
FREE B8 ¥t SSL &g
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BRI

s WESIE EEIERAE DRI TEES AN HTTPS flEi%E& Proxy FlaMIE S E 8 T T SSL &
sefE{7 & 0 Bl /opt/vmware/vcloud—director/certificates.ks,

s REGEEEITSEACEE A CA FENRSIESR » 52T CA F50Y SSL G5 R H &
A% vCloud Director fEFHALE

. NIREEABCHLE SR CA ZENERBER B2 ESI CA Z21) SSL /EsEIE
A% vCloud Director [fEFEEE

. TetwEFEE T SEO N ZES S FEEN A . SetE RS NER & S EhT A e
BRI root 45 > Filan

i

SHY

al,

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http_or_consoleproxy -keystore /opt/
vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-password

1 BHEEZEHERIENH certificates. ks HEZENE L HEAEEE R EFHimILAH (ALFY /opt/

vmware/vcloud—dlrector/data/transfer‘/)o
2 AT EE NI A SRR & veloud,

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks

3 HERREREHTEEE AR E B AR ARER .

chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 [FEXHEREE L TS sEnEsEHE A% vCloud Director #{T{EEEH .

St e E i EEn Y responses.properties f2Z > {E{EX user.keystore.path &L
fe L A PR AT EAE

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j —-p ——keystore /opt/vmware/
vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 RTHHEFNESER  FEMEE T ZERSEE L1 vmware-ved J#
service vmware-vcd restart
6 (HRELER AT EEIEAEITYIE root B - EE e S A E FE A G F R E R S

&R

{5 FAHTE NFS S @ik B @A ATA i E 1 E RSB O a0 T EE B R E
FIFTT SSL /&xt
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T CA 2520y SSL /B8 B HEME A % vCloud Director JfEH4E
=1

FENTHAPE A SEET RS (CA) BBAVERE K SSL @Rt T i BRHIEE - WA BN RaE EmPIry &

i vCloud Director AR ES MR ERIH SSLEE » A AEHERA P Iss e Y M2 aman. E
vCloud Director {Flff &RV SZ SERIE RN SSL 1S - 14 HTTPS RIEHE4 Proxy il

1£ vCloud Director fEAZEE > 2 Wi{E NS FAHERY 1P (riksl E 2w o (250 A R (E R [E 0y EEHE -
LR 443 AR HTTPS » 1 8443 FA 425 Proxy #:fl. SHEMmEVEEAHEEN SSL BiE. &
a] PA$ B (E s BEE FI AR AR - B4 > R E TR .

T BE Y s B B L& X.500 HERIZ4FEF1 X.509 FH48FI 4 AE(H

WRLEAEAFLFE SR CA FENEBHEE - FBIRIBH L ZSi CA S5 SSL S5 A2
vCloud Director [ F4E'E i pr it VAR Fr i THRAE

E% % > vCloud Director [EASEE & £ w88 /N 2048 (It HRE B RS . VRTG53
22 VEFRK - MR E NS AN R NIST FF] 800-131A » /A 1024 {iL o8 A/ NR
ZEIH %

BERE et (s Y i S K root &5 - HFOR K root_passwd.

DEARIF:

HT#E keytool i<, ZRA[LAER] keytool & CA % HY SSL #&:El# A % vCloud Director JEHI%E
&, vCloud Director ¥ keytool HJ#EAE > /opt/vmware/vcloud-director/jre/bin/keytool i,

1 Dlroot By HFES AE(EH SSH & A vCloud Director [EF4EE T 5.

2 ITHVBBRFROKINGE - 558 TAIH i —{E2EH,
‘& 5885 vCloud Director JEF#5ERF - vCloud Director & H#fjfy HTTPS AR f1 %5 Proxy Ak
BEA SR/ N 2048 fiLTHIHIRFHZE B
NIRRT B R B U E LR - PRV PR 5.
w  WIRETEEE A HETEEHE (B0 - ORISR/ N) AR - sHEE TR UEE 3.

3 HiTa S LUFEEA certificates. ks fEZ,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

4 ¥{Tan< > B HTTPS IREMILIES Proxy RS ir s FIRIRLE SiRACES o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p —-o /opt/vmware/vcloud-
director/certificates.ks -w root_passwd
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pean & LIS ERVETBIE certificates. ks fET E T &igMFE. CHEMGCHTHRERILE
Ao TUERIENY DNS HRRIME - %3 E Ml (CN) REE R (EikmsHY 1P (izik=k FQDN. /&
(EFITHERHY 2048 fLyTEiRE - WAEREILER —FEIH.

EHE | vCloud Director FEMSEE FHIZHAEIRE] » A B St (F &R /opt/vmware/
vcloud-director/certificates.ks {1 & .
fFer el LUE A EREE root FHE e iattFmZiE,

5 Jy HTTPS IREFI e Proxy IRFSETLEHHFEZ K (CSR).

E% vCloud Director JEFIHE G #1¥ HTTPS RESAI LS Proxy I3t FHEHY IP ArakAl 5%
o AL - CSR AT OH B ERGHIH (SAN) RS [#EAtHHFIRY DNS A1 1P,

a {E http.csr fEZEPETBEHRF I K,

keytool -keystore certificates.ks -storetype JCEKS -storepass root_password -certreq -alias
http -file http.csr —-ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b 1f consoleproxy.csr fEZ FR B #HEE K.

keytool -keystore certificates.ks -storetype JCEKS -storepass root_password —certreq -alias
consoleproxy -file consoleproxy.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

6 [HIXMEEEHE IR I BSHEE
WIS SES T B ZOR TR e 48 H (A fkes A - 55 Jakarta Tomcat,
5% CA ZERE.
7 K CAZZBHVERE . CA MUBSEMIEL{h 4 /&5 E %% vCloud Director JERI4EE .
8 HTESLURCHEZNVRFBIE AL JCEKS SiRfErE.
a  REBGSRERIEBIIIRERRETE root. cer 2B AT certificates. ks g fHFEEE P,

keytool —-import -storetype JCEKS -storepass root_password —keystore /opt/vmware/vcloud-
director/certificates.ks -alias root -file root_certificate_file

b EUTE] T ISR » 5B ELNE intermediate. cer FEZEME AT certificates. ks &fafEFEE
FEZEF.

keytool —-import -storetype JCEKS -storepass root_password —keystore /opt/vmware/vcloud-
director/certificates.ks -alias intermediate -file intermediate_certificate_file
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c [EAHTTPS REES

keytool —-import -storetype JCEKS -storepass root_password —keystore /opt/vmware/vcloud-
director/certificates.ks -alias http -file Attp_certificate_file

d [EAFIES Proxy JREE:S.

keytool —import -storetype JCEKS -storepass root_password —keystore /opt/vmware/vcloud-
director/certificates.ks -alias consoleproxy -file console_proxy_certificate_file

BEan S FRTHUGHY CA BHEBHBEERAKAES certificates. ks fEZ.
9 EEMEEECCEAES  FiToS R FEEEINE.

keytool -storetype JCEKS -storepass root_password -keystore /opt/vmware/vcloud-director/
certificates.ks -list

10 $hiTes - BB A E vCloud Director sif7{iEES .

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/vmware/
vcloud-director/certificates.ks —-keystore-password root_password

M BT {HEHHEEIEREER > SHEHEE) vCloud Director ERZEE Y vmware-ved AT -

service vmware-vcd restart

RETER

n MRBFHERATICUES  S#2REACEBZNEHTIUESEEE vCloud Director [EHZEE DIETT
HTTPS f1Ef%E5 Proxy ##:EH.

AR AEREAEATITES - SRR THIYFTA vCloud Director falffikss EE AR -

s NIEEBEE AR PostgreSQL ERHEAT vCloud Director [ 4554 L th F 3l 2 BEs iy sE4
&l BRI EREEN NI PostgreSQL F1 vCloud Director JEFSEEEH Ul &,

B L em Al CA ZF 1Y SSL E:80E A 2 vCloud Director JEH]
s

<

AR E CHIRL SR CA EBHEZREZE - MALE vCloud Director HEthbE A 44 EE{FE > A
T FIAE A HTTPS Fl 424 Proxy IRESHTESMITLE S4B EREE,

DT

n HITPR keytool 3%, A LA keytool 5 CA ZFEHY SSL /E:8ME A% vCloud Director JER]
#E . vCloud Director # keytool A AEF /opt/vmware/vcloud-director/jre/bin/
keytool H,

n  BEAYTREERE . R CA &S, CA BB HTTPS RIS EIES Proxy RISHIFLE SSG 1B E R
TEFEEE T
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=

1

52

P root 543 H 5 AS#FH SSH & A vCloud Director JEF#EE F %5,

2 IREETEERE  FTmS o KR CA BBAYERSHE PRSI - WSS

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt

{fE/] OpenSSL 5 HTTPS R4 G Proxy IRESEILEATLE 6 . /Sae s E R ey thég
PKCS12 EigffiFeiEz - W AR ESREFEEREE T,

a Ry HTTPS R SR FEERE,

openssl pkcsl2 —export —in http.crt —inkey http.key -CAfile chain.crt -name http -passout
pass: keystore_password —out http.pfx -chain

b TS Proxy IRESEII iafEFEEZE.

openssl pkcsl2 —-export —in consoleproxy.crt —inkey consoleproxy.key —-CAfile chain.crt —-name
consoleproxy —passout pass:keystore_password —out consoleproxy.pfx -chain

HITan< LA EA certificates. ks %,
cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original
[/ keytool a4 PKCS12 i@ FEME A 2 JCEKS &g,
a [EA HTTPS R#5HY PKCS12 ST,
keytool —importkeystore —deststorepass keystore_password —destkeystore /opt/vmware/vcloud-

director/certificates.ks —deststoretype JCEKS -srckeystore http.pfx -srcstoretype PKCS12
—-srcstorepass keystore_password

b [EATIS Proxy IRy PKCS12 &gfE{FE .
keytool -importkeystore -deststorepass keystore_password -destkeystore /opt/vmware/vcloud-

director/certificates.ks —deststoretype JCEKS -srckeystore consoleproxy.pfx —-srcstoretype
PKCS12 -srcstorepass keystore_password

keytool -storetype JCEKS -storepass keystore_password -keystore /opt/vmware/vcloud-director/
certificates.ks -list

HiTar< LUK E 2 E 1 B:EE A% vCloud Director s TEAG -

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/vmware/
vcloud-director/certificates.ks —-keystore-password keystore_password

By T CA SFHBEE AR > S5E#TEE) vCloud Director JERIAEE Y vmware-ved AT

service vmware-vcd restart
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RETER

s YEREFEHERTTESE  F2REHCHEZEVEATUESENE vCloud Director JERIEEUET
HTTPS MIEFEEG Proxy i,

»  WIRAREAEATITES - RS THIFTA vCloud Director JERIEE S L EEILE
Feo

»  WFEAREULAERE PostgreSQL &iflEA vCloud Director [ 45 B A HR (i F &1l 2 /Bag i F4
EiHl - HESREAUTE REZ R PostgreSQL i1 vCloud Director JEFIAEEEH Ul 4555,

AR EFEZ0I N, PostgreSQL #1 vCloud Director [ 4%
BEM Ul E:55

(TR » it PostgreSQL ZHRIEERT vCloud Director [ HE = E # (i I8/ Fi2t Fl—4 [ R B B
SSLBsE. BTt - (LIS B R TR B R (CA) BBHTRE.

EEEE vCloud Director FEFIHEERS » BHEALATIN R 365 REVEFFE B, vCloud Director JiE
A (d R4 SSL &%, vCloud Director JR#5#—4HEs8 M HTTPS AlF: %4 Proxy s, Pzt
PostgreSQL il vCloud Director fEFHEEEHE A/ A4l SSL & -

st HUAEREMERZEEEH Ul ESENREF A2/ HTTPS M35 Proxy HEafiY/EsE. HU
Hrp—E&EE A EHRE VAR S — RS

a2

1 AR /opt/vmware/appliance/etc/ssl/vcd_ova.csr HEEHFZEEREIEE CA DIEEE,

2 MREERREZERENERS » SBRTAE M EEE N 4EE i DU e B RlE A gEM: .

3 /& /opt/vmware/appliance/etc/ssl/vcd_ova.crt FHYIRA PEM f&=UESSEUC AEDEE 1 Ja1
CA RS ZF B .

4 FEEHVSHIESS > sEEMREE) vpostgres., nginx fl ved_ova_ui iR#.

systemctl restart nginx.service && systemctl restart vcd_ova_ui.service

systemctl restart vpostgres.service
5 WREEHR T ZERENRE » FRATE B SRS .

RS

TRENFT appliance-sync LIS - FERSE S A 2 Hitr vCloud Director ££{7#% 11 vCloud Director
BIEFERES . EETRER S HEE 60 7,
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B ¥ vCloud Director JfEHIEH BEE

EEE%E vCloud Director JEFISEER - BEEE AR 365 RIVEHRFZF B WRELAVEREEHE
TERMHEFRIEISRE E RIS - A0m] DLEE ARy B HE B ERE . A B 58 E vCloud Director ({7
TR -

vCloud Director JEFZEE R4 SSL 5. vCloud Director iR —4H &8N HTTPS flE#:E
Proxy izl izt PostgreSQL &if}eEM vCloud Director i 45 S A T {#H F &/ H 55—4H SSL

VB 2k
A/E Ao

T DS R E WA B IR EFER . B0 R CA 22 1Y/Bs8 AR vCloud Director Hy HTTPS #1
T5 Proxy s > AR BEEE Nk PostgreSQL &lRHEHEFIE HA B E HE &M H&H . CA HEN
Bas BB AN T BRI MRE IR 2 1 SE B A

B

SR AR B e e v 1] B M AR Ty B EEAYESE o S ATE BB E I e o DAY I Bk
%o FHSE CEREER) o

fE=2

1 DL root B4y HHFE AE(H ] SSH & A vCloud Director fEFSEEAIEE L%

2 5%E ik vCloud Director Iz » 55T Mlan <o
/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown

3 EHEEAMNEREZRS  FHTMIGS.
/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

ItanS & HEE A PostgreSQL B EMEHISEE M Ul (LR EAN/ERE. PostgreSQL #
Nginx {Elflss i EHTRLE . Ihan< g E AN RGBSk T & /opt/vmware/vcloud-director/
certificates.ks » Hrfif& i vCloud Director 2 HTTPS fl1F¥#:4 Proxy i#:lAYHE IR &E R
7 (f£ 0B 4 B{ER).

4 RLEKFEH CA HEBWESE BT S » FEANE R EEE A vCloud Director H1,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/vmware/
vcloud-director/certificates.ks —--keystore-password <root-password>

5 E¥EE) vCloud Director IR

service vmware-vcd start

GEE
o BB RS g EURIE vCloud Director {# A%/ HEH -

TRIATT appliance-sync BHIFF > #HY PostgreSQL /&8 €I A 2 HA:hr vCloud Director fi{74% Ry
vCloud Director (FEfFRE . FEEETRERZ R 60 fh.
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vCloud Director 2z |

RETER

SE BT R E R

WHLE > BHEHEE B H R MR S B R 2 5 -
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vCloud Director JfE FHZE 5 20}

G

AT LR R AR HA B AREIFASIRRE . IR R i UERE - DU E SO B R E R

% vCloud Director JERIEEE R @ EEEAE FEASERY etho fll ethl 4R IP Lk st LR . MRS
183E vCloud Director fEREE BARERIAL AR EMATE - QLA EHHIERNEE.

AR AT R S S B2 B PH R 157 1] F M B R M A AR B T4 DU o 3 AR [RD R - S JRE AP £ 5
JEREE > MEHEMRTEAEER.

REEHTR R 5 EE

» B A R T A RS AR

eSO R P B RS R

m ] MR AR T AR e R AS R AR S

= vCloud Director [EHEEENN iR ERHEH (7 12 5
= 5E vCloud Director &iHERYS M FHUE

= BHEdE A% vCloud Director FERISEERY SSH fEHI
»  4F#E vCloud Director fEFI#EERY DNS % E

m  4RiE vCloud Director JEHISEE MG /1 HHYFERERS

= vCloud Director [fEH#5E VR ST

m ¥ vCloud Director JEFSEE [Nkt PostgreSQL &RHEMN A &
m {f vCloud Director JEFH4EE 1 {&% PostgreSQL 4H#E

fe i B = ] M e S T R RS AR RS
TR A ZORS OT FTE (HA) B0 S BRI A B EEASTARAS + (T BLT AZERIE HA i85
o 1 A R FE A B T T

vCloud Director [EFJ4CEE R HA #EEE (8 EEFEFRMMERFGETER. F26H EHEENE
FIE TR = o] PR G

5350
1 fEREREST o I EEREEEEE A > 485L 5 https://ved_ip_address: 5480,

VMware, Inc. 70



vCloud Director 22 | % BT 436

2 LDRERFESTEA
3 EERGAREME HA SETEEREEENER > 55— T vCD BRET A%

Bt faat

HiE ETFH&AY DNS 478,

At AU £ R
JEFHSEE ERlE HA B0 E (£ S GRS Ry (8 R e
FH%o

iIRRE ATLURT L AR B R
AR (1) TR LSRRG

B Fran AR R R P A £ AR AT

REVER

WERFFa RSN BE T HIREE - AIERERT Y R A5
AR EZ AN BRI FIT FORRE - 185 v MR AR oy 1 SRR R R R I

fie s A R s B P Ay 1 R R A R

USRS AR TEREATT » 5T LA Lo — 8 Bl A6 B ST - S B2 LR vCloud
Director Zkifft. % » (EAVAMEHIIFHETAS.

BSARA F n GEE RN T USRI S M R RS AT AT 1P (0 7.
AR

. R T SRR

. TR A R S TR

s FFRAE vCloud Director falfzsEf4HA1 repmar & ] AN EH &R IREENERHSEENEF. &5
SRR S 3B = o] M E RS SR T L A £ A o

FASHE f i G R E I TR T AV RS AR
T
1 WUERFTEE - SEEA AR EE T AR vCloud Director #2f7. fEALMHY EZRFAEIIT Mola <o

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell —-shutdown

2RIy T TR e AR BRI A B o

3 DMRMEAES B AT ERSEEE M EHE /1 https://
standby_ip_address:5480,

4 TR RGH E H R o sV E R TR TR
(AR T BRI T RGBT LB A8 o —(ERFan AR A ERBE Ay L E A
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vCloud Director 22 | % BT 436

5 {i vCloud Director falffgast#4H A repmgr 5 n] FITEBEEER BRI LR ERIRE .

6 QIR EAR AN EEERSCERY P AL abM EAAATE - SERECRIC Iy 1 22 R B AR B R
PAARRE > BGRAEECMIER o

7 EEHFRERISEE .. T LAEE) vCloud Director JERIAEEEE » U#HH VMware OVF Tool &
2 vCloud Director JEF 4L ,

BRI E A E R - BRI A Rtk B AT

e i R SR B R an G IS SRR IR
IR SR TE A BT » 1T LU B A S et R

AR —{EfFan SRS Unreachable ¢ Failed jJR%E » 0] DAERE WAV REFS . EEROEEE T RETF
FREGIREE > SE2B fai EelEE = o] P T ER TP Y R AR IR

HRERTEY R e ARSI o T DAE A I AR AR EEE (5 A R R R (B AR 1Y 1P (L b A4 o
1 AORETEE - SR(E A EEFISEE TERAPH vCloud Director #2f7 . {EAMAVEFanfFAEETT M ola <o

/opt/vmware/vcloud-director/bin/cell-management-tool —-u <admin username> cell —-shutdown

2 R AR R e e RE AR R

3 {¢ vCloud Director falizg3E£4HM1 repmar & n] HMERE SRR aEFHEEE . 52 RER S
Bk EE = ] A MR B v A A Bl A AR Y R e BT

4 WRAEEES AR EEEAREY 1P iR DNS 44758 - RLVARERK I an A& OrFr B R
BRI PATIR R G LR o

5 HEHWSHaERALEE, EADIEE) vCloud Director [ERESEHZE » A VMware OVF Tool &
2 vCloud Director JEF#5E .

BRI E R AR - R R IR R Rk B4

vCloud Director JEREE BN = ERHEH D AIEZER
Al LL#(y vCloud Director JEFZEE YAk, PostgreSQL &EiHeE » DU Bh IR HER I [F 2 =R

vCloud Director 2%,

#5177 vCloud Director [EFFEE N R=ERE

REHERE A A B AN PostgreSQL Bifj#Y vCloud Director fERACERE » r] AIE L Z T
f&f#i{ vCloud Director BiflHE. LM . toz fEREFTAE NFS A IR HFENIE .

27
1 Dlroot 5oy EREG ABER SSH B AL HFHFIE.

2 EH¥E % /opt/vmware/appliance/bin,
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vCloud Director 22 | % BT 436

3 #fT create-db-backup 4.

SRS

1F NFS L eI EEE &Y veloudapp. nfs_mount. VMware_vCloud_Director/pgdb—backup/ H$%
tf o WA LB FHETETHY db-backup-date_time_ format.tgz #52% . .tgz tEZEEERIEMHEEIREZ » DL
K FEEEFIRAY global . properties. responses.properties. certificates,

proxycertificates f truststore f&£Z

@F B &R ELHAERY vCloud Director fEM A ERIE

MR EMH (r BA HA BRHEAARER vCloud Director JEFAIEEEEATA I PostgreSQL &ihea » AllA]
DEpEHnEASE B S > WEHTERERSEEESRE.

B TR G s = 1 S EL

» RS NFS EAEFEERNIRUERER . tar HZ.
» RPN E R S U E R R £ R SR an A -

n  EEEAATREE R

SR
. FEREEANER PostgreSQL HRHERIF (T - tar #E2E. sH2EMH () vCloud Director [EAIEEH]
lien gl

w (SR E AW E e B RS . S52BI5E 6 = Hi% vCloud Director JEM] %
Ho

w  WURGVEEEH E A ACE R AR A STAEREAY NFS (aflkds - SHEEILILMEHIE NFS {alfkas ZAYHT H R
R E o SRR PR A R R

=R
T FEFREMRGaEEFEES L - Dlroot 38 A - A& e Ta< LU 1L vCloud Director i .
service vmware-vcd stop
2 FEFEFEMRGaEEFE L - B . tar IEFERE] /tmp BRI,
WIS /tmp ERIIE I R AHY AT 220 » S50 HA A Bk T - tar 12,
3 fEFEMGFanEEES b o ARERGETY /tmp BIFIREZ

tar -zxvf db-backup-date_time_format.tgz

1 /tmp BERh > 0] DG fEER4ERY global.properties. responses.properties.
certificates. proxycertficates. truststore » D44k vcloud_date_time_ format W&}
EEfHEITE

HEEE truststore fEZE{E AN vCloud Director 9.7.0.1 ¥ A,
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vCloud Director 2284 |

our
=

S TR

4 BIETERER L - Dlroot BB A TS - AREHIT NaS .

a

&5 veloud BERE,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql —c 'DROP DATABASE vcloud;'

b  #{T pg_restore A%,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg_restore -C -d postgres /tmp/
vcloud_date_time_name

5 ETFENFaEEE D BRARERMERNEAR - BUUEEEE » AR EHECENRE) vCloud
Director R#.

a

TS . BENEEFREEZE.

global.properties. responses.properties. certificates. proxycertificates fl
truststore f8ZE(/ > /opt/vmware/vcloud-director/etc/.

#EEE truststore fEZE{E @AY vCloud Director 9.7.0.1 I A,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates proxycertificates truststore backup

TRIAEA TR 3 R GER IR T - RENEHAANE . EENEEFEREZE.

cd /tmp
cp global.properties responses.properties certificates proxycertificates truststore /opt/
vmware/vcloud-director/etc/.

#EEr truststore fEZE{EFE AT vCloud Director 9.7.0.1 R HHIRA .
cp certificates /opt/vmware/vcloud-director/.

#5 /opt/vmware/vcloud-director/certificates.ks TG iatEFEEZE,

cd /opt/vmware/vcloud-director
mkdir -p backup
cp certificates.ks backup

#HiTenS LB E vCloud Director %

/opt/vmware/vcloud-director/bin/configure —-unattended-installation --database-type postgres
——database-user vcloud \

——database-password db_password_new_primary —-database-host ethi_ip_new_primary —-database-
port 5432 \

——database-name vcloud --database-ss1 true —-uuid --keystore /opt/vmware/vcloud-director/
certificates.ks \

——keystore-password ks_password ——primary-ip appliance_ethO_ip \

——console-proxy-ip appliance_ethO_ip ——console-proxy-port-https 8443
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vCloud Director 22 | % BT 436

Hr e

-—keystore-password ZEIERT S EFAEE HRENSRETEED,

» ——database-password BEIE TG E S E A B MR E N B R &S .
m  ——database-host HBEIEE T FERLEEE FHAEEAT ethl 8% IP L HEAHART

»  —primary-ip [EEEEFHIE AR E IS etho S8 IP ALAAHTT. EAE LB
74 1P firtik

m  ——console-proxy-ip BEIEELEEEANERISEE] etho 484 IP (rHLAT.

WMESEEHHAEE N - B2 EEEFF] vCloud Director FER#EEIFE ¥ra%E vCloud Director
SPEEN

e #fTds< LUEE) vCloud Director g%,

service vmware-vcd start

#E]DIFE /opt/vmware/vcloud—-director/logs/cell. log HHESHEEEF RSB ENHERE
6 (M) METTHMEAEAEHFES. 52R% 6 & H%F vCloud Director JEFI4EE.
7 (EfEikESERAHAVAT A RIS SE R BUENRE FP 1% » 1ERY vCloud Director BRI AIE

a (HAFEIRESEE PR A8 etho 48RS IP firsik (https://etO_IP_new_cell/provider) i
EZ vCloud Director Service Provider Admin Portal,

b [HEREANRGEEEEES A Service Provider Admin Portal,
c BB vSphere RIEHEFAEHBE HE S .
8 iIhEsEEEklEEIE 1% » (fH Service Provider Admin Portal {5z € vCloud Director &=
L P AR RS o
a MEEER () o BEEREE.
b FEEERT T EwREEFEE .
¢ EERUMERTPHRIGEERS - MRIE— TERE R

s E vCloud Director &} MY NI FHUE
ST AR E SN 1P A4S E I 4E R vCloud Director ¥RRHRIITZHUE.

#4E 2 vCloud Director fEFZEEHARM - s RIETENE A = &R R (iR 52 > K REEEEEH
#Air=t vCloud Director &RHEHSMI{FHUE .

12
1 Dl root 54y FHEE ASU(E SSH & A TR,
2 HERERIEHSE /opt/vmware/appliance/etc/pg_hba.d/.
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vCloud Director 274 | 3% 5% BlF 4R s ra

3 Eifs HEIND IP ik HAYSCFAE  SERL

#TYPE DATABASE USER ADDRESS METHOD
host  vcloud vcloud CIDR_notation md5

firan -

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

TCHIE H S DIEEhRE SEHHY pg_hba. conf fE2E > RAAEZEFERIE HA BRER Ay 1 B B R BT 7 HUHE

B EF ¥ vCloud Director JEFIZEE R SSH 77HY

FERER BRI - AT DR FRRE - T DIBU S ERI A ERY SSH FHL. B2 1% » m] LLEjHA
SSH FHIEE «

SSH A5 SR G EEFSEE thldT » DU EORHE HA DhEE ROalmiRE A AT DASTEMREE A& (A SSH 77
Hl. BRIE HA TIRERT SSH 1FHUE (RFF A8

(152

1 WRZEE OVF WA ETEFEEE (B - A AELERY) » 555885 vCloud Director HIIAE
a DLroot B4y EHFE A SSH A Al E A vCloud Director EFJSEE T4,
b BUTEUHEER SSH fREFEEIHE 5.

m SR SSHARTEEY 0 55T /opt/vmware/appliance/bin/enable_root_login.sh f5
S,

m SPEH SSHARTFEEY » 55T /opt/vmware/appliance/bin/disable_root_login.sh 5
S

2 REE OVF NI /R AR - 55 vSphere & /M EEE
vcloudapp.enable_ssh.VMware_vCloud_Director (NAHY{H

ek CHRBHRARE BRI R - 4 BEAE vSphere I H N AHYE,

m FZEECH SSH o 555 vcloudapp.enable_ssh.VMware_vCloud_Director HY{EZ%E A True,

m FHEY{EH SSH » 555 vcloudapp.enable_ssh.VMware_vCloud_Director HY{H N E £ False,

dwiE vCloud Director JEFZEE R DNS 3R E
HE % - A LI vCloud Director JEAIEEER—EZ(E DNS fAlfkeas.

EE AREIEMAEEN EHARE. CVAM TR BRSSO ER R

VMware, Inc. 76



vCloud Director %% | 5% E B4R FERS

1 ARSI DNS 5E (B0 - FFYHIELERY) » 554 vCloud Director f14giE DNS 37E o
a Plroot 5oy E#EFE AS(EH SSH A FnE A vCloud Director JEFJAEE FH25
b GEEM) EEETT NS sERsE H Al DNS 4HRE :
ovfenv —-key vami.DNS.VMware_vCloud_Director
c #EEH—EZ%(E DNS filfkes.
EETEE % E DNS falfkes - 555 DNS_server_IP 5% E RyLUESR I IRHVER (R &),

ovfenv —-key vami.DNS.VMware_vCloud_Director —--value DNS_server_IP

systemctl restart vaos.service

2 WMHRFTR AT DNS 5%E > 5B A vSphere {#H & /1 HE vami.DNS.VMware_vCloud_Director A%
HYERE Ryt DNS falffashy 1P firkk.

EEIEE % E DNS falflkds > 555 A LUESR O IRHEE (R 2 ZE).

sk CHBHPARE B HY IR - 4 BEAE vSphere I H N AHYE,

4miE vCloud Director JfE 3 E 4L/ HHVFFRERS H
BiT94A vCloud Director #E % » MXATLAZEE etho F1 ethl 48RS/ FIAVAFREEE H
(5152
1 ARSI R RRAREE HE (B > FHIECEEY) - 357E vCloud Director frégiEa#gEs .
a Plroot 5oy E#HE A SSH A/~E A vCloud Director fEFI4EE FHE5.
b CEREEM) 5e HAlHIEEREES HHAHRAE
. HR etho » BT T ERS
ovfenv —-key vcloudnet.routes0.VMware_vCloud_Director
L ethl » YT MllERS o

ovfenv —-key vcloudnet.routesl.VMware_vCloud_Director

VMware, Inc. 77



vCloud Director 2225 | 2 5E Bl 4RI RS

C SEEERREESHES
EFRERR AR UGS S TR RS ARG AE B . (4 > BY etho » WEIATT

ovfenv —-key vcloudnet.routesQ.VMware_vCloud_Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

= B etho > F{T RAIES

ovfenv ——key vcloudnet.routesQ.VMware_vCloud_Director --value "new_static_routesQ"
m Y ethl > BT RAIE S

ovfenv —-key vcloudnet.routesl.VMware_vCloud_Director --value "new_static_routesl”

d E#HEE) vCloud Director fEMSEE FRVAYESHIRTS -

systemctl restart vcd-ova-netconfig.service

2 WNERFOK A EFEFRERSHE 0 S5 vSphere R E M HE R OVF NA.
EFRERE RN B DUE SR S BRI R ER AR AR Y B

tnt CL/HRBHPARE B ESHI R - 4 BEAE vSphere 8 H N AHYE.

m (#HF vSphere {#EHE /1 ° & vcloudnet. routesd.VMware_vCloud_Director PNZEHV{E 2 E FEHy

PEHHFAS TR
m  (#HF vSphere {FEHE /1 H > & vcloudnet. routesl.VMware_vCloud_Director PNZEHV{E 2 E iy
PEHHFIS TR

vCloud Director JEHAEE FH4HRETE S5

vCloud Director JE 4B H &R EAVLHAEIE S5,

H% it

/opt/vmware/appliance/bin/ [l FHAS BRI 215

/opt/vmware/appliance/etc/ TEFH S5 E 40 AR

/opt/vmware/appliance/etc/ eI L EETHEEHIY E pg_hba. conf fE20Y H k. a5 & vCloud Director &t
pg-hba.d/ CHPRER G B

4 h1 vCloud Director JEAZAEE FNr= PostgreSQL &ifHER

B

5 vCloud Director JERIAEE ) PostgreSQL EIEERIMEZE LA & » ] LISE I # = PostgreSQL &
PHEN S E.
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vCloud Director 22 | % BT 436

PostgreSQL &RHEALFERE 3 _Fo HIERA/NE 80 GB. HI{EIEHECEE FiF e ILAEFr
BHE GOASEIMEIRA Fa RN EE - AR EEEREENER.

DB

m  YURIGHY vCloud Director 3BT EA At » FFH I AFan BRI L 2ER: - MR IEFFaneiBIREE

o dFEA R RIETRE A AT EANE N - 2Rt Bl = ] M R AR AE
s YIREHY vCloud Director FRIF(E & —(E = ZEEL - 35E EZERE FETT IR P .
=2
1 B A vSphere Client » ¥R 3 HYE S IIEIFTEE AN

EHER e ASEE LY PostgreSQL &RHERERE A/ WA HBL T B S E Y PostgreSQL & ke,

BR/IMVETE
a EHCEEEE T EREERE TS

b EEHENE > RERCE-
c IMIRERR 3 HYR/N  ARRIE— THERE -
BEHTEE LARAVHE SRR E B I Y TAF & oo
2 TR A R A AN
a Plroot 5oy E#EE AS{HH SSH A =lnE A vCloud Director JEFJAEE £ 5.
b CEERREE A NEREEEERRIEE LAY T M lE .

echo 1 > /sys/class/scsi_device/2\:0\:2\:0/device/rescan

¢ HERUSERRHIIRERE TG EREZER > ST TS,

pvresize /dev/sdc

d (M) FEEPdT TS REEZIHT B B RS AR E K/ N
pvdisplay

e BT NAan O AR B FR AR AN
lvresize /dev/database_vg/vpostgres /dev/sdc

f o CERRML) BB T Ty ar < AT B B RARR Ko

lvdisplay

VMware, Inc.

79



vCloud Director %% | 5% E B4R FERS

3 EIIEZERGHIAV - (EH AR (A IR
a HEFEMBIINEM > FERIT NS,

resize2fs /dev/database_vg/vpostgres

b CEEN) EEMERASE G OMRMARINER] - 5T df -h,

BN EMERE RS . 25U TYIN% © /dev/mapper/database_vg-vpostgres
157G 75G 82G 48% /var/vmware/vpostgres

4 WRFVESEA EECE (A EREREE - T HEFHM AR, - FERAERERATE KA frd
B EERPER 1 B8R 3 MR L AR EEEVER 1 28R 3.

1£ vCloud Director JERHILE P {EZ4 PostgreSQL ZHHE

#RET DUHE A PostgreSQL ALTER SYSTEM g8 5 vCloud Director JEFSEE PostgreSQL 4H %,

ALTER SYSTEM fp S & B En EHYSE H 5 A postgresql.auto.conf f2ZE » 34 fEZE4F PostgreSQL #J
EILHARME SN postgresql. conf fE2E, FRELEy E FE B HTRLE) PostgreSQL ki - i H s E & LAH)
e T VTR E AR E ). 5578 & postgresql.conf fEZ% - K fyis Lo FH (T BRI (R
FEHREG.

2

1 [l root By EHEE ASER SSH FH Flma A T ZE A EHVEE 244

2 HEREEEE R postgres.
sudo -i -u postgres
3 {#if] PostgreSQL ALTER SYSTEM 48556 228,
psql —c "ALTER SYSTEM set parameter='value';"
4 SHFEEEEERHRSHERTE P 3.
5 WIRAHEE TR L2 HREETRE) PostgreSQL IkF » sEEMEE) vpostares 2F7 .

systemctl restart vpostgres
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vCloud Director %% | 5% E B4R FERS

6 WRMHERE R EFranEiSE: > 55K postgresql.auto. conf FEFEERE|FFapfEHLEE - WAL ZNF
EEWTELE) PostgreSQL AT .

a & postgresql.auto.conf it I HENBERIE]FFanEaBG.

scp /var/vmware/vpostgres/current/pgdata/postgresql.auto.conf postgres@<standby-node—
address>:/var/vmware/vpostgres/current/pgdata/

b 4IEEE postgresql.auto. conf FEZE YL BRI E W EIEhA REAE R > SE BT EN o dn
gL -FY vpostgres #2f7

systemctl restart vpostgres

c #EEERFaETRIEE 6.2 f16.b,
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1E 5 A e e R T (o H
Replication Manager T EEf

repmgr FEAE TEEME vCloud Director JERAEEN N PostgreSQL &R —H 5y 0]
DUHER] repmar 55E . BEHZEAN#ER] vCloud Director & s o] M #E &Y PostgreSQL #HE A& HE
EaSyed i

&R AT EEREAGRENI B . SRR REIES . TIPSR iR . SR EERIRran ARy A
ST EZER > AT UER] repmgr an$ 317 M o

HEE—IEE vCloud Director Bkl il FIMEAHAS » S5 RINE I AEE AT BRI bl = o) FI A RS
HEE— VI repmar > 55iEE] repmgr.org,

REHTE R 5

»  REERE R A A M A AR G

TR B e = FT M e T B SRR

» AR A MRS

m R T R WA LR A T TR

w  EERE S ] MR T U T R A R S R SR A B
w RS SRR = R M R B A AR Y A e TR
w  EERE SRR i ] A M A Y A

n RRRES SR = o] M TP I E AR TV R e S

T ERHE = A] MR R RN AR

f&E DA R] Replication Manager T EEM: » i AV EHeE 5 ] A 1455 6 AV B G > R 4R

12
1 DL root 5438 AR SSH B ABE T LA T T EEFSIIEE 2%
2 BRI S T 5 postgres.

sudo -i -u postgres
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vCloud Director %% | 5% E B4R FERS

3 TREEEHER.

m  repmgr cluster matrix g (E s N EHEETEE FETT repmgr cluster show @54 » Wi DUEFHFZ =
BURGE R o

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf
cluster matrix

FETFIEF S - 608G 1 AIEGRE 2 TR - mEEs 3 TRIFE. SEERSIHEZ & EkRES - Fon
o fa] e e B AL A 2R

FEAPH=(EHE LA 15 2 79t AR 3 EREP - HigA Him Mg ay Rl &ai.

Name| Id | 1| 2 | 3
node 1 | 1| * | * | x
node 2 | 2| * | * | x
node 3 | 3| ? | ?| 7?

m  repmgr cluster crosscheck @738 VAR A EHE TR & 2 VLR > O R A 47 M g e AR

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf
cluster crosscheck

FE TR » BT repmgr cluster crosscheck s 1ETHGHT ELi# HAEHE A HALL BLEL L LB
(T B+ 3 FLIERARE 2 RSG5 XS, TEBLARRIT » FrA BRI TR - E S g Haek
EIETBE 1 AR 3 MRS . SR EIRTRRTARR  BIEE - HP o B 1 RS
I 3.

Name| Id | 1| 2 | 3
node 1 | 1| * | | x
node 2 | 2| * | *| *
node 3 | 3| * | *| *

EHEHE ERHE ] A MR SR AR AR AR AR

T EORHER ey A] R MR RS T TR Y /IR AR

] LU Replication Manager T HE-H1 PostgreSQL 5 #jz4% Itk » fad &kl S o] TS E T
1 BB B AR

AEEETE B TiELG S GRS ETTIEE

535
1 Dl root B35 A SSH & AR SE T EMEIT P ETRHIFE ZST.
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vCloud Director %% | 5% E B4R FERS

2 BRI E ¥ & postgres,

sudo -1 -u postgres

3 AR IR

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf node
status

ottt e A RAETRL . PostgreSQL FA LK AR B FAIE RIHY &R
4 (EREM) MR FE ZEAIERR - E(E M PostgreSQL O Bk Imitiia & fiRE IR FHIRRE
PostgreSQL T &4 Itk il $2 A BA R an B RLAY (] C BUGCIVE S8 1R 10 1 ZENREFT {2450 #RHY

ey
Hallo

a HLE psql 4%Umpik

/opt/vmware/vpostgres/current/bin/psql

b EEREFBUNILEEREERE S T set \x @i,
c RIZETEHYACIITERIREER.

I EifE
EXEHR EHTER, /opt/vmware/vpostgres/current/bin/psql
ERrm iR LT ERA. select * from pg_stat_wal_receiver;

fo A ERHEE 5 1] FH M s SR HUARRE
S T P o P (PR - (050 T P 4 P BB B ARG
o

1 Bl root 5535 ASUE R SSH & A EH T AR IIEE 25

2 IS 5 postares.

sudo -1 -u postgres

3 mAEREAIRE.
BB TSR H AT £ AR

/opt/vmware/vpostgres/current/bin/repmgr cluster show
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FEGHINERREERN. £ Mlgfth - FEDAY LR (68 3) HUiRRE REAER

ID | Name | Role | Status | Upstream | Location | Connection string

Node 1 | Node name | standby | running | Node 3 name| default | host=host IP address
user=repmgr dbname=repmgr

Node 2 | Node name | standby | running | Node 3 name| default | host=host IP address
user=repmgr dbname=repmgr

Node 3 | Node name | primary | ? unreachable | | default | host=host IP address
user=repmgr dbname=repmgr

TE MY & aEaph - 618 3 AR E R TRYRE Ay 226

ID | Name | Role | Status | Upstream | Location| Connection string

Node 1 | Node name | standby | running | Node3 name| default | host=host IP address user=repmgr
dbname=repmgr

Node 2 | Node name | standby | running | Node3 name| default | host=host IP address user=repmgr
dbname=repmgr

Node 3 | Node name | primary | *running | | default | host=host IP address user=repmgr
dbname=repmgr

4 InEEERMFRCH.

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf cluster
event

ROt G RURHEE AV . RS R

3 TR B AR S - FULVEFHIS 5 s
I RS ATIRAR B SR e S - IS/ RIERLRIE) PostoreSQL IRFs (AT ZMHABIT).

(M vy AT A M B B T R A R T 1T 2 B B R

RUE SN2 EPE"HE%%S?%E& PRATRH S ey ETRG THPR Ry B - ZEETREI A 4R - R 8L repmgr &
BER#ERE, a[ DA repmgr cluster show a5S{EHIFRE o

gyl © fEA]FEEEREE FT repmgr cluster show
TENHEGI o TEPRAE AR AT - 2EERE F¥TT repmgr cluster show ago & EA N A S

ID | Name | Role | Status | Upstream | Location | Connection string

Node 1 | Nodel name| standby |!running as primary|Node 3 name| default | host=host IP address
user=repmgr dbname=repmgr
Node 2 | Node2 name| standby | running |Node 3 name| default | host=host IP address
user=repmgr dbname=repmgr
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%

Node 3 | Node3 name| primary | running | default | host=host IP address

user=repmgr dbname=repmgr
WARNING: following issues were detected
— node 1(ID: Node 1) is registered as standby but running as primary

FEREER T > IEL 1 R Ay A A

BT repmgr cluster show & SHHFapEIRE#UR running as primary jREE » FIoRET T EEIRIEA RS
T EREER T - O HARE PN AR R S 5 AT £ SR

&l o ATy E AR F#T repmgr cluster show
TEFHIEGIT - FERFF BT FET repmgr cluster show f12 @ T oI 24l .

ID | Name | Role | Status | Upstream | Location | Connection string
Node 1 |Nodel name| primary | * running | | default | host=host IP address user=repmgr
dbname=repmgr
Node 2 |NodeZ name| standby | running | Nodel name | default | host=host IP address user=repmgr
dbname=repmgr
Node 3 |Node3 name| primary | ! running | | default | host=host IP address user=repmgr

dbname=repmgr
WARNING: following issues were detected
— node 3(ID: Node 3) 1is running but the repmgr node record is inactive

FEREESIT > repmgr BRDEIEHERY. TR HENRE 1 IEAERT > W H TR HAlAy EZEER . BEH RS
3 (FiEZEfRD) HYE SRS S R AR EAY repmor BRI R

Wl PSRBT repnr cluster show » IR TERIBRHFATEIES I
#{T standby follow

1E NHE G 0] DUE S T 22 ERE A By s S th Y E SR _E Y repmar &, A repmgr standby
promote @< FEIFFEFFanaiBt - (HARIERIERFarEiEL - {T repmgr standby follow,

WAL LSS FR{T repngr cluster show B » ASEBHIFET: repmgar ZoRHERE - (HH7HY L BEIE: (5
B 2) 4 TET RN (] S

ID | Name | Role | Status | Upstream |Location | Connection string

Node 1 |Nodel name| primary | * running | | default | host=host IP address user=repmgr
dbname=repmgr
Node 2 |Node2 name| primary | ! running | | default | host=host IP address user=repmgr
dbname=repmgr
Node 3 |Node3 name| standby | running |Node 1 name | default | host=host IP address user=repmgr
dbname=repmgr

WARNING: following issues were detected

— node 1(ID: Node 1) 1is running but the repmgr node record is inactive
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BTG 1 (A E2260RE) MRS 3 (PREEAT EZRETRATFFarEiED) fEAEHY repmor BRI AEHE,

ID | Name | Role | Status | Upstream |Location | Connection string
Node 1 |Nodel name| primary | * running | | default | host=host IP address
user=repmgr dbname=repmgr
Node 2 |NodeZ name| standby |! running as primary |Nodel name| default | host=host IP address
user=repmgr dbname=repmgr
Node 3 |Node3 name| standby | running | Nodel name| default | host=host IP address

user=repmgr dbname=repmgr
WARNING: following issues were detected
— node 2(ID: Node 2) 1is registered as standby but running as primary

#afyl - fEfFFenEiEL BT repmgr cluster show

TEEREE H Al ¥ AR A anEiBh FEITa S - gL repmgor BRIEEREN A4l > sZ B H i 2
Bl HYERHEE o

FERRME AT T Z ARV R anEiBh LT a S &EL reomgr BRI AERERY S A0H L - LB AT 1 AR
EHVERARE
sCERIHHE

WIS RN Al 3 B ARG A 15 o R B Ry - SRR R W 4R R TE repmar BREN AEREIFTA
Ei®E 1Y update-repmgr—data. log f&ZEhEEr FHIEH .
ERROR: An old primary is running in the repmgr cluster.

ERROR: Manual intervention is required to repair the repmgr cluster.
ERROR: The first step should be to shutdown and unregister the old primary.

FEERHER = AT M 5 T VA 1 A NI R an R S Y A

FERTEIMEE I > LA LAEA repmgr < UIHAEDRHER S ] A T R h Ay 1 SRR I o —(E Ry a B RGAY
%@O

DY

s BB E T MRS ENFTA vCloud Director BEfFASE T YR
n  HEREEPIIFTAER SR R BE R4

(352

1 Pl root 5738 AB(HEH SSH & AT HIEAIRFanSiRHIIFE 2 4o
2 F{liH]#EE Sy postgres.

sudo -1 -u postgres
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3 (EEM) $UTEA ——dry-run BEIEGS LSS IE UIHRAT BRI

/opt/vmware/vpostgres/current/bin/repmgr standby switchover -f /opt/vmware/vpostgres/current/etc/
repmgr.conf ——siblings-follow —-dry-run

4 DNk EEFHFEAa SR A T,

/opt/vmware/vpostgres/current/bin/repmgr standby switchover -f /opt/vmware/vpostgres/current/etc/
repmgr.conf —-siblings-follow

&R
EEGHHARE TR E R ERT5E K.
RETER

1 #44T reconfigure-database 14 LI A vCloud Director fE{E#& A& RIEE IP firhl, 52R
(7 vCloud Director {#f74& FAVE R IP firhl) o

2 B EEEEE ke EFAE F Y vCloud Director f{FA& LR AT HY T2 ERIER - K@ e o] HERE
fEMYFTA vCloud Director {714 H 4R

bRk B i ] M 5 T AR i R AR A R e B TR
ST LI e TEAE S0 TG AT repmar + LURHR Bk sl s Kt 5 i
BRE T TR TER IR + 2R DR — B TR S TR

AT NG

&R RERE SR AEIIT PRI anEiRL - R RIEIRERER A . E A IP ik - SHte A R EAIRRRIL TR
FIEEL. EZ ARSI - (EH [T R] BT TR ERE DGR IETEY 1P ikl 25 & ERE S ]
FITEREEEATIRAR

2
1 DL root 5438 Ak SSH B AFEEMNT AT EIBIERE 2%
2 FIREEE R postgres,

sudo -i -u postgres

3 PRSI GRAY RS

/opt/vmware/vpostgres/current/bin/repmgr standby unregister -f /opt/vmware/vpostgres/current/etc/
repmgr.conf —-node-id=ID

FRER B SFETBIEE repmgr B RERZETBEE .
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PR S ek O e ) T MR B B P R Y A

WRATHTERHEE = ] A MRS th Ay R SR ERE S A 0 HLT RS Ty L SEERL - R ER S SRR Ay 1 5
G  DURFEAE S SR TR PRl B e e SRR E R A — 2L

DB

»  CEEMFRE SR ERIT PRI EEES o ORI RENRER IS . SR E] P LAk - SEteE R ARG
AR EIEIRL . FEZ BRI - (EA DR8] BRHT Ay EA(E LIERAENRLAY 1P ik, 2R EE
TeHER e H] A PR RS AR IR AR

m GRS E ARG YT EE A S RRRL EORERIE (L R aneiigh - Z0& T PRy 26

1 DL root 5438 ASi{H ] SSH & A& {E [T ETBEAVIEE 247 -
2 BEAESE B postgres,

sudo -1 -u postgres
3 CEEM) EZEMES DN R S IR ENE N SR - SERITEA ——dry-run BEIHNEH .
/opt/vmware/vpostgres/current/bin/repmgr primary unregister —--node-id=node ID --dry-run
4 fRERGSRETRE
/opt/vmware/vpostgres/current/bin/repmgr primary unregister --node-id=node ID

R
BEPEZEETE repmgr A ERIEFRETE.

bR kR ] MR e S T IR TR an A

R L o o 3 PR - SO0 T PR PREBRETES - IO LR B3

AT — AR T I 1

Wi BT RS 2 D — B R B TARES.

NEARIE

ETRR SIS - ERIETESES . EIE P AL SRR ARSI .
BT+ (85 (7R 00T TR A DL SRIBTBA 1P (b, SR 20 B T PR
25

1 Ll root H5hE ASIER SSH B AN ERIET HETI I
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2 RHRIE% & postgres.

sudo -1 -u postgres

3 [RPRESRENRS

/opt/vmware/vpostgres/current/bin/repmgr standby unregister —--node-id=node ID -f /opt/vmware/
vpostgres/current/etc/repmgr.conf

PR G S ERE G R R an T REHYRCERE reomgr THEMFHIAEHEERIR PR,
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W

AR EH T HESE

FEFRREE T EZE RS vCloud Director EFREERNEMN <IN AR KSEIRIEF A
AR FHE B ASE BT

FEFISE L T B85 /opt/vmware/vcloud-director/bin/. A LAERTEARBITE —am< - HA[DL
B EA B G # Shell 077,

FI AT FHRYa <

RV T R#EREE T AGS

AER TS5,

./cell-management-tool -h

(£ Shell {22
R (5 B0 RGP T R + (ST LR BB T8 Shell (7.

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management—tool
Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands. cmt>

Jafs Shell BzUE > ERIDIE emt> FERFIT M AEMEFREE TRG< > EppTR.

cmt>cell -h

usage: cell [options] -a,-—application-states display the state of each application on the cell
[DEPRECATED - use the cell-application command instead] -h,--help print this message -i,--pid <arg>
the process id of the cell [REQUIRED if username is not specified] -m,—-maintenance <arg> gracefully
enter maintenance mode on the cell -p,--password <arg> administrator password [OPTIONAL] -q,--quiesce
<arg> quiesce activity on the cell -s,—-shutdown gracefully shutdown the cell -t,--status display
activity on the cell -tt,--status-verbose display a verbose description of activity on the cell -u,—
username <arg> administrator username [REQUIRED if pid is not specified] Note: You will be prompted
for administrator password if not entered in command line. cmt>

S TR @IS omt> $ETEIT, FEAER Shell B+ F{E amt> FURTIT FHA exit,
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Fore . e Yerim Jfe 2y
EB@H : ﬁ%ﬁ*%gfglﬁﬁﬁl uﬂ%
ItEpE TR — . ROl > FIH AT A Shell EE T Har <.
[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h
usage: cell-management-tool -h,--help print this message Available commands: cell - Manipulates the

Cell and core components certificates - Reconfigures the SSL certificates for the cell . . . For
command specific help: cell-management-tool <commandName> -h

m  Z7E vCloud Director ZZ4E
AR E R T B system-setup f7% > OI{# F 2408 Bk = BAH R B ok wiaa LE Ak #s B4
HYERHE .

m B vCloud Director Web Console
1£ vCloud Director 10.0 1 » vCloud Director Web Console (L) Flex EELrafy(d A/ HE) il
BF > FHELE NS FIIREE » Web Console URL & 5 [m] £ AR B L& AR FE AR E HTMLS Bk
HiAl. o] LA AR EE T EARIH Web Console,

s (EHRSER SRR AP LnBhr 7 HURE
/£ vCloud Director 10.0 Bf44 » #30] LA R B8y vCloud Director OpenAPI 2 AlisEE » DLEERR 75
FEALEFIFE A fZHL vCloud Director,

BT
A EE T AN cell Fas » 0 DIEHE TIEPHERs i TIEEARE) . MEER T TIEW
AREE . EHI AR HEER S BUEERIFAREEIS

s EHIGEFEEAER
i A E L T B cell-application dy< 3R H FEF AR AT RUEIR B THY—4HFEFHE =,

n  FEHERHEAEG AN
T3] D) 3B (e FH (2 ARS8 T B9 reconfigure—database T2k vCloud Director &
HIEEARNZS

(EHEHEERBHRE R ER
vCloud Director {#i[f Quartz TAEHEE a5 1738 245 ETIIIERERPAESE (T/E). W Quartz FEfEES
ERHEIRR - WTRERUARI IR IE 2% [EHEREFREH THEA fix-scheduler-data droff &R
RS AIERNPHESRER TR FEZEEEILE R,

m  EA HTTP FIE%EE Proxy iy H RS E &
(EF S ERE T EAY generate—certs a0 A HTTP fIEES Proxy Ik HIKEHE SSL &

2L
o2 o

n U HTTP fIF{EE Proxy By Ess
RIS EHE T HAY certificates g HUT HTTP 11325 Proxy Imhhdy SSL /&8
n [EIMIERFSEE A SSL 185

{oE AR T B Y import-trusted-certificates d52ME AEEE > DI ETI EANBIRE (A
AMQP #1 vCloud Director &) iYZ4- 44
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n  EHEFHY SSL HiEEE
{EF S E R T A ciphers 679 » B REFIEIRELHVE TN EMEE - DUELE SSL E9R R
o

n  EH I SSL EEn e F B
{EF IS E R T A ss1-protocols i< » LEREFISERMLAY  SSL i ES - LAMELE SSL (&
SRACHARE PP AR E A o

n REEEUE
{EF BT TR configure-metrics a4t TR L.

m % Cassandra [EEERHEHE
(ERFFAASER T EM cassandra 655 » RHEEEIS ISR 2 BRI S 8 B E.

n  BRZGEH BN
a7 vCloud Director ElHEEHY(HE I AFEAIZNS - 50T UL A EFEEE T AR
recover—password i< 3{EJH vCloud Director 247 E H B %0,

O TAERYRRGIRAE
(G E T AN fail-tasks 655 » K B AR HUE RAPANE (E A THY /B RARAY 5K
IRRE. BRIFFTA RS EN R - SRIEEDEEH fail-tasks 65%

n EMREKEE R
(EF S ER T HEA configure-audit-syslog i< » 5XIE RARCERIEZNERT T 2o

n EEFEMFEA
{EFH A E R T HAY manage-email 3% » AIE I BT SRR 2480 HAVEAS

n  FERINIIAVREE B
(FEHEEEREH T ERY find-orphan-vms 174 » B[ HEALFY vCenter Ek}E({HR1E vCloud Director
ERHEAY R BRI 25

n JIAEGRH VMware & &K B st
HENMABERH VMware = &8 ERHUERTE] (CEIP) » 0] DAE FHEEFASEHE T HAY configure—ceip
T

O EAESAHRERE
i H AR E R T A1 manage—config Fap4 > 0] DU BN [EIAVIE FFE =AAREEE - (140 H $%E7
JEE

EOE HERERFETR
2 (8 B 8578 H 2 B =M AH AR B A AR SRE T Be 20 (18 B $#PH B I - F5 2 08 240 1(E B $k[EI P IHARTE
# o WATLAERE B $R[ERPEIR . R DAGEH A& E B T HAY manage-config Fii% » MR AT
(] e [E] 2 0972 =X R T B B 2kE% e B Sk [EP ER

»  GHEHRAFHL vCloud Director {i F#E /M HHE (T REEED R

SR RIS vCloud Director Eit&th vCloud Director f5{ZEA&HYA R IP Arklfil DNS IEH » #Xn\]
DU R EFAE R T H manage-config Fa< .
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m  {E5E vCenter FEHEHESIFR
7 F GRS S T HAY debug—auto—import T2 » #RA]LAFHARZ VAPP BN B —B 2%
(il vCenter FE#HER1YE A

»  ETAELE B UL G ERAEREHT MAC fikk

WERERRE T [E 22 3 IS AR E vCloud Director Bh&S HHERN - FIRE G LIS LENE & 2 R AV AE[H4E
EErhER A MAC fizhb@Erse. 35200 ot 28 - (EARIE A [F 22 W5 Hy B 5 TR e H o — {1
vhis FEHTEL MAC fizil.

m  F ¥ vCloud Director f#{7i& RV ERHE IP firtik
] LU R AR E B T A gk e s vl i Mg & Ay vCloud Director fEFA&HY IP {iztit.

== J A

=2 7€ vCloud Director %4t

[ A E TR T LAY system-setup ird » BT P S0 0 B PSRRI (L IR S5REAR AT 20
.

SE vCloud Director (aIiREEEAE P HIFTA MR S E I 55 ORHEE 2 1% » A BUBH T IR %
I » S PR R T I S R RS LR 946 vCloud Director ZkYR -

cell-management-tool system-setup options

A EERCEN RS ETIb a5 WA ERTHEEIH > —unattended M1 —password FRSh.

F210-1. A E T T HSETHES [, system-setup T

TR 5 iy

—help (-h) fi PEHEILE R r] F ap S IR E .

—email EEEITZZMEHE AWEHEENETE I T
HYEEFEL (-l vCloud Director &RHEF

—full-name TEE ZGEEE AMEH BN ERITAE vCloud
4%, Director &HEEH,

——installation-id 15| 63 #Fi[FENAYELEL 2k vCloud Director 22852288

ID. Z& kst NIC 4 MAC ikl
Wp e <8 1D,

B MRAETEE SIS EE his
#& vCloud Director ZZ45 7T SiE {4
P& o 558 vCloud Director
LEER TEME— I 2 AR

——password EERETZ ZMEHE R&%EH A vCloud Director #1T
HE S, {6 SR E e L e

F—-unattended #EEIEAF
T2, AR

——unattended #E1E > &
EARAT a5 LRI
FER A O F R

Ao
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2 10-1. (A EH T HBEIHELS [#, system-setup T (%)

i 58 iy

—-serial-number FAN 228809 5% (1% EEFEME. WHEA R vCloud
HE458). Director FF8f.

—-system-name vCloud Director It vCloud Director ZZ85fF (s E
vCenter Server &f7E ity vCenter Server | > #i& bl
B AN, HIBIVE R E TR

—-unattended fitt M, EREEN SO > 6

ARG EE T A

——user WEETZ 2EHA  ASEE A E vCloud Director #E77

HI{E F 41 o N = E e AN SRR = Ly

#uf5) © 57 vCloud Director 2415%%E

S TSP 6 5 1554 vCloud Director ZEEFTA S5tk . HIRAIEE —unattended il
——password 67 G LT R R By A SR B R T H BT

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool system-setup \

—-user admin —-full-name "VCD System Administrator" —--email vcd-admin@example.com —-system-name VCD ——
installation-id 2

Please enter the new password for user admin (password must have more than 6 characters):

Re-enter the password to confirm:

Username: admin

Full name: VCD System Administrator

Email: vcd-admin@example.com

System name: VCD

Installation ID: 2

Are you sure you want to use these parameters? [Y/n]:y
Creating admin user.

Setting system details.

Completing system setup.

System setup is complete.

EZFH vCloud Director Web Console

1F vCloud Director 10.0 tf » vCloud Director Web Console (DL Flex jEiriny i B/ ) i > 78
SR FIIREE » Web Console URL & 8 i & [m] 2 AR B HE S R ARSI E HTMLS S FEEmE . 0]
DU A E L T HAKE A Web Console.

B
1 Ll root 5738 NS SSH & AtE:fe] vCloud Director fEfFIEIIIEFE Z47
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2 (FRfEFSEHE T EEUH Web Console,
n  EELFTHEHERF Web Console » 55T MNllda< .

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n flex.ui.enabled -v true
n EEERRGEH BRI Web Console » 5EEI{T Mllan< .

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n flex.ui.enabled -v sys-—
admin-only

% 10-2. A EH T HEIEELS %, manage-config T-is

IR 58 Ee
——name(-n) flex.ui.enabled A EUHEUEH Web Console FYjE
s
——value(-v) false (FEXE) 5[ false ¥{=F Web Console, iz
SETHEAT Fyo
B base_cell_URL/ - RNEEHZEAE »
EHEASAHH.

®m  base_cell_URL/cloud - i
% /provider,

B base_cell_URL/cloud/
login.jsp - EHTEEE /
provider,

W pase_cell_URL/cloud/org/
organization_name - B[]
% /tenant/

organization_name,
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% 10-2. A EH T HEEIHES [#;, manage-config T-in< (44)

I 518 A
true 5% true BELH Web Console,

W base_cell_URL/ - REEH&EH »
HHEASAHM.

W base_cell_URL/cloud - RNEEH 2L
G

B pase_cell_URL/cloud/
login.jsp - REHTAL[

W pase_cell_URL/cloud/org/

organization_name - NEE 4
o
sys—admin-only 5|87 sys—admin-only & 2408 H 5

B Web Console,

W pase_cell_URL/ - FEHEHE »
EHEA S AHM:.

B base_cell_URL/cloud - REEH&H
=8

B pase_cell_URL/cloud/
login.jsp - NEPZLF

W pase_cell_URL/cloud/org/
organization_name - B[]
£ /tenant/

organization_name.

3 EHELE) vCloud Director FEfFEH » [ 45,

service vmware-vcd restart

REDER

s FHFE vCloud Director Web Console » 528 4 https://hostname.domain. t1d/cloud L
ZUETE BB 0 BEE S https://vcloud. example. com/cloud/org/myOrg DIE A\ VRHY4H
%%, WFEAR vCloud Director Web Console (s H4HE&E » 552#0 (vCloud Director & 24554 )
B4 9.7 1 (vCloud Director {HFHEF5E ) kA 9.7,

s FHH{EH vCloud Director Web Console Wi k1{8 B THEA T B > 5T Folan< .

cell-management-tool manage-config -n flex.ui.enabled -v false

{5 B e E BT EE i AP UrsBiA 7 B

#¢ vCloud Director 10.0 Bg44 » &) LI{#E FH B8R vCloud Director OpenAPI & Alm®h » DU IR HE{L
EFIEFHAFFHL vCloud Director,
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vCloud Director 10.0 5| A T Ri{#E#HY OpenAPI IxEE » fxa] DUH f i tergBEPR &% vCloud Director /Y
7R DREEmdett.

= /cloudapi/1.0.0/sessions/provider - FHAARESFRALE S AN OpenAPI gk, AR A2 (0 A H
EE7FHL vCloud Director,

= /cloudapi/1.0.0/sessions/ - FHFAEF A S AR OpenAPI lifhh . AR HEHEE A FH ML mBE 7 EL
vCloud Director,

STERS » TR S B AR & T BES A /api/sessions AP IiiBEL 2 fFHT vCloud Director,

(R AR E T HAY manage—config T-dn< » 0] DUE AR FEL & %S /api/sessions API Fihy
TFHURE - (RIIL > SRS B ASRE A E SRS PR E U HT /cloudapi/1.0.0/sessions/provider
OpenAPI JHEE,

(E4aE
1 Dl root 5738 Ak SSH & A £ vCloud Director fE{FEHIMFHE L.
2 CEEBHEAEEYS /api/sessions APl InBSHFHUE - sEEAREFREE TR - 88T Ml

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
vcloud.api.legacy.nonprovideronly -v true

RS

AR R S A BT HL /api/sessions API Ik, ARFSH (L3 7] DA AT HY OpenAP! Ik /cloudapi/
1.0.0/sessions/provider ZK{£H{ vCloud Director, #=FfH AT LAEESHEF /api/sessions API ligBERIHT
HJ /cloudapi/1.0.0/sessions/ OpenAPI IBizk{F7H! vCloud Director,

BRIELER
R R L] /api/sessions API UGB HUE - 55T Folans :

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
vcloud.api.legacy.nonprovideronly -v false

B EAES

BB TEAT cell Tavs » (o MU TR S 0 T EAREY . s (e L fErmRe
PRI R EBIR » SIE M BRI

HEERFHTE > FEA MRS

cell-management-tool cell -u sysadmin-username —p sysadmin-password option
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Hrft sysadmin-username F1 sysadmin-password 22458 B (1 (i F % 2 fafIas s

ek ERNZEHE > A DEIILER. FIER T > a<gienim A e EEE EBURLES.
BIRAEBER —pid BEEIR AR FRVE RIS - AR ARG EE R HESEFRN

FEFPaAIbS - SEEE LI IR E G

cat /var/run/vmware-vcd-cell.pid

2 10-3. BE{FISEE TSI [0, cell T@id

BUH
——help
(-h)

—-maintenance

(-m)

——password

(-p)

——quiesce

(-a)

——shutdown

(-s)

—-status

(-t)
—-status-verbose

(-tt)

——username

(-u)

EH AR RAER

4

P
BN
i

IS P HIRE el A i

true =¢ false

vCloud Director £ 5%
1

true = false

.

—

vCloud Director 448 5 (i
FH#E1E.

feat
FEAL R T A A S AR

] DASE F BEEEIE LA, —username.,

TR T E TG

AR _EAYS 18 true B IFEE) »
{HEETEAS A 4

518 false F{fi AR HAEE S
YER{EH —username BEIE > HIJ 5y i5efE
.

WIRABIELLEEIE - dr o S m i A
HESIM A e A CEURZER.

AR I RETEAS RRYES.

5% true SEEHHZES.

518 false GEHTETHZER

TEfElkes EIEFE R vCloud
Director 1%,

HURIEAL IS BT L IE B H
EEFIRREAVAE R B

HURIEAE RIS LT LR
FEIRREAVFEAIFERH R

TERTLARE FH S BRI —pido

{EFHEEFEEE T HAY cell-application fy & A% AR AL RUEIF B THY — 4L IE IR

vCloud Director @it vCloud Director H FiiwFTas IRISHI % (EE IR RTHRS » FEFIS S RLE)
EUERERX 35 BEFEEEHMNIFTER B f:571% vCloud Director 274,
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R R B AR BERF AT TIE R AVE B - SR MYy an S5

cell-management-tool -u sysadmin-username —p sysadmin-password cell-application command

sysadmin-username

vCloud Director Z4 /& & f{H Fi &2 .

sysadmin-password

vCloud Director 24 & BV, IEEEEE SRR T T - AR EESIES 58

s A DUE cell-management—tool d54- %R {t vCloud Director 24t/ EH S %548 » Nl » &
B LRI e QL& cell-management—tool $2 i A% - & i ARY > FH5 A FHEUR

FEEHE L.

N R A ——pid BEIEIL IR (SRR P VR el IS - AR A E B AREaE . EH= T
FREVIZ e > B B NI BRI a4

cat /var/run/vmware-vcd-cell.pid

command

cell-application Fi<,

% 10-4. (FFREE T HBEHHG [, cell-application Ta7<

i
—-help (-h)

——application-
states

——disable
——enable
——pid (-i)
—-list
——password (-p)

——set

——username (-u)

VMware, Inc.

518

P

iiin
P

s

JE AR a8

JE PR G 6
ST T HIRR 7 s TS
vCloud Director &5 5724
JE PR SR RIS DL A 5R 53 Rfy

JEE
Ao

vCloud Director & Hi{fi &4
o

fEat
FERE LSS T Py S HUR S

B A I PR = CR L H AR AR

BELLE L b A8 e AR AL G (AR BB R T

AL GRS E R S E G S BB T

JERTLABE FHBE BT —u = —u AT -po

FIHFrA R IERES - WEUNES AT E R R REIIE BT
B WARLCRAER ST TR EES - fhan S EitnEdn A%
TEEAE AR RIS T — SRR B AR Itan S G RI AR

FEREAS RN RO —4H AR IE IR (6] ——enable = —
disable %5 B —[E IR AAVRIENINAE -

RAGE ——pid BEEE
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#B Y EEF RS AR U R RG
BIF cell-management—tool iy &FI7F 3 A EHE B2 » i & MBI F R AT R LRI R A .

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool -u administrator cell-application —1list
Please enter the administrator password:

name id enabled description

Networking com.vmware.vc... true Exposes NSX api endpoints directly from v(CD.
Console Proxy com.vmware.vc... true Proxies VM console data connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant site.
Compute Service Broker  com.vmware.vc... true Allows registering with a service control...
Maintenance Application com.vmware.vc... false Indicates to users the cell is undergo ...
Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST API.

SR R AR A A

el DA s (o F AR B T 2V reconfigure-database a4 3CEE # vCloud Director ZfHERY
W&o

£ vCloud Director Zz#£5% vCloud Director g fH4E % Sf A2 e HARY » /0] LIS Bk B E R F el e 1
INZY, ESRE 5 2 4F Linux 225 vCloud Director FIZE 6 2 22 vCloud Director JEFR AL,

Y W g

#%E vCloud Director &% » WA LUEBH A reconfigure-database a2 & Rl B4R . 75
AT LURERA vCloud Director &t EEASEIHr £A% - 8 B Eish e i & A1 %0 - BURUH PostgreSQL &
FHEEHY SSL 4

cell-management-tool reconfigure-database options

EE BT reconfigure-database < FrfiiH IS B G5 AGFEHI RIS
global.properties HI[O|fEfE responses.properties, ¥{Tan< 2 A1 iEHERLCIEREALTY /opt/
vimware/vcloud-director/etc/responses.properties i H A8 A, 4173 K, 865 # 55 FH (O FEAE Y AH
REIEEN » 5520 &5 5 & 1F Linux _24E vCloud Director,

WERAER] —pid B HENTEENE S BT,

2% 10-5. EE{F RS T EETEHIS 8. reconfigure-database ¥4

BEH 518 i

—help fi FROE R v P TR
(=h)

——database-host vCloud Director &} 3 database.jdbcUrl NZEMIH
(~dbhost) JEE Y 1P ik Esese

4T BE o EsA.
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72 10-5. A& EH T HEEIHELS [#, reconfigure-database Fai5 (%)

g
——database-instance

(-dbinstance)

——database—name

(-dbname)

——database-password

(-dbpassword)

——database-port

(-dbport)

——database-type
(-dbtype)

—-database-user

(-dbuser)

—-database-ssl

——private-key-path

—-remote-sudo-user

518

SQL Server &ik}ERh
TrEAE .

B AR 4

B TS

Bl R T B T
T {0 PRy R R
o

BRI, THH A
— 1l :

B sqlserver

B postgres
FORHE L B
EAEN

true = false

RS HIRE AR B o

R IEATRLE SRS
[KEATE

HA sudo R
HH T

8

BEREME . AN fy
sqlserver » HI{#i L8R

EE WREEIET > SRR
HIEE ERH R P A AV RHME

B database.jdbcUrl NZAIH..

B ¥t database.password NZM{H .
R E N BB TRII
o

H ¥ database.jdbcUrl NZEHIE

EE tasEisEst.

F ¥ database.jdbcUrl NZEHIE .

F ¥ database.user NZEMI{H.

W B EST B postgres » AllffiFH
BRI, 3%E PostgreSQL &kl »
DIZERAE vCloud Director #1F SSL

BN, R T Y vCloud
Director 7% FHUTEERRIE
RS o

WIFHL ——private-key-path FERC{E
R SR DA AR I AS 0T
Bl T i< o

BRIV, (EResERE P AVATA RIS
IEH R > B HEREANE - AR
EHTRE

B AR OR E AR A
FAEILH BB T #ET SSH #

B SN EARMER S > &
-—private-key-path EEFIFERC{HE
H.

B E ST > R AR LS TE A A
postgres {FH# > B4

——remote-sudo-user=postgres.

&G RIEETH —~database-host fll ——database-port I » a3 &bt 5 [BEIREE - HA GG AR
R A YRR AU - BE R S AR BT T R

VMware, Inc.
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WIERSE(E F——private-key-path BEIH » FTA FEFIRHECE K o B B A SRV T T
SSH g, Pl > HEEHT TR - AT AT R4 Linux a3

sudo -u vcloud ssh -i private-key-path root@cell-ip

BEREPIRCESEHY veloud Bl - 2% LRI FHE 5 0 AE#IT cell-ip B SSH BUREFEFRS - (HA12
AR EE . MRS L private-key-path thEFLE G o] HEHE veloud. veloud FEHT - H
HIEH AP SR CAEITT cell-ip RifFAEAREE Y authorized-keys fE% - Rllan <Rz,

#sE vcloud [HHHZE . vcloud EE4HF veloud.veloud fE P2 H vCloud Director Z28Ef202E 1A > FIE
vCloud Director f& i THET IR S 533% Ao vcloud {3 FH B E2AHE

gyl © #E 5 vCloud Director &R} FH & A A &S

W E vCloud Director ZRYIRHEF & LIGRITH » MAGHTE AR A R B » TR
SRIEEE

[root@celll /opt/vmware/vcloud-director/bin]#cell-management—tool reconfigure-database \
—dbuser vcd-dba -dbpassword P@55wOrd

#Y - EBERTA R ERTEETECE - # ¥ vCloud Director &t
e 1P izt

WREERA sudo FERAVIFRE AT - el DIT T olan< - TLRIEE A {7 L vCloud Director
FRHERY 1P firdik
[sudo@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \

——dbhost db_ip_address -i $(service vmware-vcd pid cell) —private-key-path=path_to_private-key \
——remote-sudo-user=non-root-user

(AN SRR HF R 2 50k

vCloud Director {# [ Quartz T/EHEE 281738 248 EBUTHVIEEIZPAESE (TIE). 45 Quartz JHEESER
[EEIEE - IRATREfE LRV IIER I 24 (FHEEFEREH T A fix-scheduler—-data fp S & RIEHZEGA
BRI AR » WRFEEEILER

E T IRSR T ME A BRIV E R - SR YA ar <)

cell-management-tool fix-scheduler-data options
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25 10-6. ST T ESEIEBE [#, fix-scheduler—-data FA5<
o= 518 faut

—help (-h) i FRAL IR T H ar S AR
——dbuser vCloud Director &l (# & NEAE RS F R

I A & 44 o
——dbpassword vCloud Director &} & AT RIE RN

HYE T o

L HTTP fIEFES Proxy kil H &S

R AR E T T EAY generate-certs < EAd HTTP flE#EE Proxy ImBily IS F SSL &5,

#{F vCloud Director falfk#sBrAHENEZ PEWAE SSL imBh + —(E N HTTP iR > S—ERIFER S
Proxy g%, HTTP IR &iEE 7 #% vCloud Director Service Provider Admin Portal, vCloud Director
Tenant Portal 1 vCloud API, & E#784 Proxy BB VMRC % VAPP FlE ey

EEFARET T B generate—certs e5& & H BT & Linux _EiY vCloud Director 2217 H Ik 25211 SSL
BRI IET o

EEEAIEREE SSL BENTIE EIEHY SR A keystore - FEEEM TYIEAATaRSA -

cell-management-tool generate-certs options

F10-7. B8 E T HEETHEAS [#. generate-certs F-ai4>

g 518 iy
--help (-h) e SRR AT S A

——expiration (-X)

——1issuer (-i)

——httpcert (-))

——key-size (-S)

——keystore-pwd (-w)

VMware, Inc.

days-until-expiration

name=value [,
name=value, ...]

key-size

keystore-password

IBFEEIRER R TRy 365

X.509 G EHE NG, T
Fy CN=FQDN., H.rf1 FQDN 2 EFIEHY
AT P fizhh (WFeH
Tﬁﬁﬂ’]**ﬁfﬁﬂi@-fﬁé) HEISESE
JBYERMELE - SEPATOESE () RBH
j’ﬁﬁﬁ%l%ﬁ@&%{lglﬁﬁzo

AR http Uiy EES .

ifﬁaiﬂjcd\ » DU TR R, TH
ek 2048, fREE NIST 5
800-131A » /NA 1024 {4 A/ R
HZETE.

¥4 | keystore HYZETE,
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F210-7. A8 S T B EEEBI5 [#. generate-certs T4 (4)

BEIH 518 iy

——out (-0) keystore-pathname HF# | keystore HY5EELPRIK 4L
o

——consoleproxycert (-p) A FELE LR Proxy B,

et RAERFHHERUSE T SHIEEN: - FERFEES -3 1 -p BEIRHEM -3 A1 -p HEAEERIES R .

] - BIUIEREEEE
12 W EE IR /tmp/cell. ks /Y keystore » HEZEE B kspwo W% keystore RNFEIERHFELL
BRI o

ARFEFIHEE A M YITHEAEACEIITEEG . %3 & A MMaeE Fy CN=Unknown . [EIEEG(HE A THESHY 2048 firjTs:
e WA —FEIH.

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw
New keystore created and written to /tmp/cell.ks.

ILER B ST http WGBS RS, T g h&ie /NS A EEHTH. ZEAmeh
CN=Test, L=London, C=GB. http FHARAVHEE & —(# 4096 A1 THISHE - GEELE 90 KREHH, Fx
& Proxy BV IR A REEA G SR E,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London, C=GB"
-s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

B (HHE vcloud.vcloud YA A EE A EEET keystore #8251 H 8%, vCloud Director Z#8Ef2 s Er
FETL I AR

B HTTP F1EE 5 Proxy UInkiiiEss

[ PSS T B certificates a2 HUA HTTP FIE#E4 Proxy B SSL /&5,

FEFAREE T AW certificates i< HEIITIER - DL JCEKS 8864 F & T a7 aYH S REU R A
8o (HHH certificates < HREZFEDIRBESFBET » BB RIUEHAES . =3 EIL
HETOHFEZEIN JCEKS S8tEER » 352R5 Linux Y vCloud Director 217 H IV E 20 SSL /&

a7
i o

& EHUA B (Ewn LAY SSL /SEE » R LL MEAHya S

cell-management-tool certificates options
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25 10-8. RS T EUSTHEIS |8, certificates Fais

BEIH 518 At
——help (-h) i FRAL IR T H ar S AR
——config (-C) BETEAERY global.properties FHEE B $VCLOUD_HOME/etc/
T8 ZE SR B PR IS4 global.properties,
——httpks (-)) fi U http Bk A Ay KeyStore
fEZ certificates.
-—consoleproxyks (-p) i HUR TG Proxy Bk fr{d Y
KeyStore f&ZE
proxycertificates,
——responses (-r) RS TE% B $VCLOUD_HOME/etc/
responses.properties f§Z5¢ responses.properties.
R AT
——keystore (-K) keystore-pathname &S E SN JCEKS keystore
SEHEE TR . TIBERY -s fRITP
FHEU Ry ko
——keystore-password (-w) keystore-password ——keystore #EEIEHFT2IERY JCEKS

keystore ZiE, HUCIEIEAY
—kspassword f{l ——keystorepwd &
IH,

# - HUAOEEE

AT LA ——config F1 —-responses #ETH » FRIFPEAE R CIEFARNTER L B RS8R . ARFEBIERFIfz
By /tmp/my—new—certs. ks HY keystore » HEHZHE B kspw, AEFIFIE{HEHLE /tmp/my—new—certs.ks
HP R EIHY RS HU G ARSI AT http InBl&eg .

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool certificates —-j -k /tmp/my-new—certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

et CVEERUERS Z RE TR R

{ES MR RS A SSL /8aE

{(E I EEFRRE T L EAY import-trusted—certificates ey Sl AGRE - DUHNEIZESMIRS (10 AMQP
il vCloud Director BR}EE) A2 2 H#iLs

vCloud Director WAESE B ARSI /EEIE AL E S ETFRE %Lﬁ%ﬁrﬁfﬁ“ﬁﬁﬁ FUETHHLE - 2R
BA BEL 2R FINIIRTS « & B2 ETHESE AREREEERE - SFHEAML TGS

cell-management-toolimport-trusted-certificatesoptions
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72 10-9. FEFEMEH T H5THBIS [#. import-trusted-certificates F&i%

Ery SI% fHit
--help(-h) I FROtIELE ] T H an > AU
—-destination FRIEAA T H B (S (P A e EERR (ST

RS FARBEHE - AITES
Ky /opt/vmware/vcloud—
director/etc/certificates,

——destination-password

1
1

HHVHE R EAT ST . THEE A
vcloud.ssl.truststore.password [y

{E QERARAEaT ST IR

——destination-type BRI H IS ARG e
B, DL JKS 57 JCEKS, FE% A
JCEKS,

——force

£

HE HAM (S E R E P AERAE

43
B0

--source FRIEAATE IE PEM REZEHY SERERR IS 44T

Bl A S
L E5 BEE 1 /tmp/demo . pem [E A % vCloud Director A< iaE{EE (fi1f> /opt/vmware/vcloud—
director/etc/certificates). vCloud Director {7 import-trusted-certificates ap > fREAIL

IS e .

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool import-trusted-certificates ——source /tmp/demo.pem

EHLETHY SSL i
IR ST TEAY ciphers d7% » S BRI BMATIEIE LS » DUSTE SSL (B ScHusm B .

P 4E SSL 4R 2 vCloud Director fE{FI&HF » & A G iRt CAER TRy RIS THECH BL_ESUERY
w5, HEEW ISR L SEHER B EEa e e LIRE RN L 2 - BETRN RE LT e
Y SSL AR RN, LT vCloud Director i » ZEEETIH R SIS Giad fERAY/EE. WREME
FIEHS (MERFTAVEISEE L) WEEEETINE - RIFE OIS B ETFRAVARS - DUETE LB
WENES. @EEEESEEARRNE - G0y ] S FIRA RS - B R LAERHL 2P BRAHUA
AR BRSO SR THY A B

1 BV AR EE RS ERS . W LA cell-management—tool ciphers —a : 4%1HiFT
B ER . BEOR o P HTERRAARE T R ETE H .

2 {#if] cell-management—tool certificates an<RiEEAASHYER A BEEHUA HHTERE
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3 {#f cell-management—tool ciphers #5< EHELE RLIVEESE » DHEG RS A EHNFE
T EHR AR R BRI T B N R 2 1% - HERRE Ce 2 nh o] DU [t 2 1 2 AR Y
SSL #Hi4R,

EE KA VMRC Ei&ETEHEH AES256-SHA F1 AES128-SHA 224 » 415 vCloud Director FHFE
WA VMRC 5 » Rt ALE | is el

EEEH AT SSL EHEEE > SEEA TP AR5

cell-management-tool ciphers options

7% 10-10. AR EH T EBIAES [#. ciphers T4

BETH 518 i
-—help (-h) i FEAL ISR o] F fr S Ui
——all-allowed (-a) fie S FTA REFH S
-—compatible-reset (-C) fi BRI RIS THROE . > W B
FFF IR SRR R .
——disallow (-d) DUESRYIRI RS 2T 2Rk DUESREREA e E A B
SEE S Y https:// 5.

www.openssl.org/
docs/man1.0.2/man1/
ciphers.html frff

o
—list (-I) fiE 5l B AT E i B
—reset (-r) it B METHV IS THROE B AR I

R R LS - AUE
BB ] s e s a2

Al > SR SSL MR R iHF
o

H#B © FILATE R ERS.
[#F —al1-allowed (-a) BEIEFL H A AT FRETFISTE SSL SHE SRR HAURTA 5

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -a
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

3 3 3 3 3 3> 3> 3> 3> 3> 3> 3> 3>
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* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
* TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
* TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
* TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
* TLS_ECDH_RSA_WITH_AES_256_CBC_SHA

* TLS_ECDH_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA

* SSL_RSA_WITH_3DES_EDE_CBC_SHA

* SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

gufyl] o R E R E
{HFH ——disallow (-d) ZETHIE MEFHVETE S A IR — B (EETS . HEHEEDREE—(EHSAH. HrTLIE
HEDUESRIRBRAAYE B P S (IS4 H . WRTLAE ciphers -a B R HUS B BRAVAME. HREFIEHER
SRR 1] T R 25 o

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool ciphers -d
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA,SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

BT R SSL imER i E S B
EREEEREH T ERY ssl-protocols s
PP AR A o

P SSL 4R e vCloud Director fEFHEHS » B R EtetEAEHE 1570y SSL @i e /A E -
HEAEE . AREERE  (BFE  TLSvI. SSLv3 i1 SSLv2Hello) RIFFEZLEEE > RBEA
EMEBENZEMERFE-

EEEH AT SSL iEE e AR > SEEA I Eyam <51

SOEREFIETRMALHT  SSL AmERIGESE - PAELE SSL [E973cH

cell-management-tool ssl-protocols options

2 10-1. A E T T B BEIE A5 [#. ssl-protocols A<

L 5% fit
—help (-) i FRBLILIR o o] P i O
--all-allowed (-a) i 5t} vCloud Director AE# 5]
Fifs SSL imaRfaiE.
—disallow (-d) USRS SSL R SSL ESRipE A EE
R A TR TE A L P SR R T E
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% 10-1. (P EE T B BHES (¥, ssl-protocols F-an< (4H)
Ery 5% #aut

——1list (-I) 4 %11, vCloud Director HEIZTE B
By ey SSL e s

——reset (-r)

b=

WHOERER  SSL EEIE s EE
Ry R THRR E

BEE {F34T ssl-protocols ——disallow = ssl-protocols reset 1% OVEEITEIFEIEEE
s

#P : HIH T ReaoEry  SSL o R e
(i —al1-allowed (-a) MEFAFILH SLRFRE(FHSTE SSL (SHECHINMIREEATA SSL JBRiE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

st

* TLSv1.2

* TLSv1.1

* TLSvl

* SSLv3

* SSLv2Hello

LB E S gy SSL sl S, FHEYHAEE  SSL #ERE @ B
——list (-I) #E1H,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:

* TLSv1.2
* TLSvl.1

gl ¢ EHraE AN LATHY SSL N e S

i ——disallow (-d) BETHEHEE A LETHY SSL @ E A E . B{HEEFEE ssl-protocols -a A
AR i ER R E TR ES RS .

I & 5 T f0 Y SSL RSB > LIS TLSVI. F% 5.5 Update 3e Y VMware® vCenter™ fif;
KT TLSVI,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols —-d SSLv3,SSLv2Hello

FERITIE e & 2 1% - S HE RN RS

DX/—\EJAA ELIQ—P

(i PSS T T EAY configure-metrics i3 E BT ENE R E,
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vCloud Director B DAUEE AT HE (L it es s aE SR & 2 i@ s R s g sl S = . (B IL T
4EE vCloud Director UTENEE . {#] cell-management—tool cassandra Fai<3E Apache

Cassandra BR}ELLHATE vCloud Director EEE{FIE. H2M %E Cassandra [& 8 &k H,
25 E vCloud Director UgEERIFE & » BE{FEALL MR =a<7)

cell-management-tool configure-metrics —-metrics-config pathname

F210-12. EFASE T T BBEIEHS [#. configure-metrics 74

e El 0

—help (-h) fit: FEHL R o] A e S AT

——repository-host (ELiHHF) KairosDB F Ay F &4 fisk IP LY, {4 cell-management—
firsk tool cassandra Sy

——cluster-nodes #EIEEG TE Apache
Cassandra &Fk}E L. H{E vCloud
Director [ & {Fh#H.

——repository-port (ELiHH) FFH Y KairosDB 71 ELaE%, (85 cell-management—
tool cassandra &<y ——port &
IHZE Apache Cassandra &}
PIAE{E vCloud Director fE&77iL

o

——metrics—confg [sEeain & EARREAEATRETE

gt

i FEEEE R EELR
IEGIEE T EESES > W /tmp/metrics.groovy fEZHATHEE

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool configure-metrics —metrics-config /tmp/metrics.groovy

vCloud Director FEEUEREZEE vSphere JEEEH EFTUENE & 4. NFEARHEEXEAIE
SENTEEAIERN > 5526 vSphere EEEH E5RIH . metrics-config FHZES|IH T — L (HEEL
i i REHES | S SR AEUES . Fla

configuration {
metric("cpu.usage.average™)
metric("cpu.usagemhz.average")
metric("cpu.usage.maximum™)
metric("disk.used.latest™) {
currentInterval=300
historicInterval=300
entity="VM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"

SO NIRRT
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% 10-13. [FEETE

e ey

cpu.usage.average DL SRy LR E > HSEITEAE AR CPU s (5T H
CPU #EHEATE b EIEFTA R FIFTE Lo

cpu.usagemhz.average DL sy T E > HPIEEEANY CPU BE MR R A
M. CFEATAEE AL L.

cpu.usage.maximum DEREE SRy R E > IR AR CPU & RS A
CPU JEHEITE /b EIEFTE R PIFTE Lo

mem.usage.average L e s (o F nv el RS B G R E MR A A E Y 5 7 tb.

disk.provisioned.latest BC & 45 B aH AR RE A e L PN BLRE SRR I it A 2

disk.used.latest FITA i e iR AT (5 A R T R B

disk.read.average Pt R I S B HUR R

disk.write.average A AR L B AR

et ERCBHRES R SRR - SR E RS RFTAMERRES . CPU EE R AL BLEEH 5

28

WG O

HiEEEAEE - A LUEE YIRS
% 10-14. ERYESH

ST & Eiiipus
currentInterval BB A RO I R E (GBS H AT W56 PRI Efafe (B

b B BEfr). FHARNEE » AITHS Ry 20, R 1 EE AN
20 1YfH - 41 vSphere WEEEH BFTE R

historicInterval BETE. TR PR 5 P S (S A iR R PR (ARD RS BRAr) o #5REEE » I
THRCFy 20, {EJ@8R 1 EEIE A 20 1Y{E > 41 vSphere XT&E
BHEMTER.
entity THIHEA—{E : HOST. WM HIEHE R VC PIRIVERL, ERIEE - HITER R et
WIEFTE R E 0T R FTE S
instance vSphere WEEEH & FERRHEE & 2 (E B T E RS HT Dk (ﬁJ;’ZD{IF'JU CPU fZit) . Fit
PerfMetricId BT ﬁ%ﬂﬁ1l‘%’§ﬁ’]%%ﬁﬁﬁﬁ%ﬂﬁfﬁﬂlo  EEUERTAEE . B
A o TTERSFIALE, 27 " U, FIETS

"DISKFILE" )@LISZ%E%/*L??ME*E’J%MO EARIEIE - RITHR

g
o

minReportingInterval BB X e 5 05 ] P 5 D (0 P A TR S AR G (DR Ry B
fir)o W SRIFEIFEIFRATAIORE A R - W — o P A
[ THmER O (s FsR S I i)

aggregator FENH R 1E minReportingInterval MBI THIGEARRL . FoREE - HI
AVERAGE ., MINIMUM, TE &% By AVERAGE,

MAXIMUM, SUMMATION
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s E Cassandra [E & & EH
RGPS B T2 cassandra 1 » TP RS AR S SRR E R ZHLER,

vCloud Director aJ DAEE FT R (LR B SS MRE I E IR H & 2 o &R st EalliV S & (R
4 ¥ Apache Cassandra &k LA E vCloud Director fEEFNE. [ T EM cell-
management-tool configure-metrics Fap<EERWENE EE. HSE e EUE,

SR B E R FE Apache Cassandra BRIE T . W17 BilaE BRI SR B AR AR AU RE L
BEENEN » HSE UEEE Cassandra BERHELLEEFRE S Bk

=877 vCloud Director Bl Apache Cassandra &fHeE > R 4s - 556 DL RS 1 d 2%

cell-management-tool cassandra options

% 10-15. EFISE T T EUSETHES [$), cassandra fd7<>

e Ell it
—-help (-h) i FER I S A T TR
--add-rollup fie FHEEEELESREER, F2

B ZAEEEEE Cassandra EifsHeE DL
R R EEER,
——cluster-nodes address [, address ... ] Ls}“éﬁﬁmﬂ’j Cassandra #&EAIEDH
» FHj7> vCloud Director &5,

——clean it 1% vCloud Director &R} EMHR
Cassandra 4HREE .

——configure 4t #%7E vCloud Director DB A
Cassandra FEEHEEEH .

——dump fiit fEE H i EeRAH RS

——keyspace FER & Cassandra #1#y vCloud
Director g2 M4BT fy
string., FH#:Fy vcloud_metrics,

——offline 4t % 7E Cassandra fit vCloud
Director ] » {HE N B HLR
vCloud Director #HIEt4AEE

——password T Cassandra &RHE &IV

——port 8y TEEHE S B B AR AT R
FHEE By 9042,

—ttl kit 4 W EERIORE integer Ko
integer F%7E Fy 0 B kL HEBE

——update-schema i W4a{E Cassandra 4548 » DAY
vCloud Director [E&&F}

——username R Cassandra EfeHE i F &1 28 o
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&y« #E Cassandra &R #4R
[ FPE LA T Y2 - Hf nodel-ip. node2-ip. node3-ip 1 node4-ip & Cassandra 5k Y IP
firkko AL FTHECEREE (9042), EFREEERRE 15 K.

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra —--configure ——create-schema \
——cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

——username admin —password 'P@55wOrd' ——ttl 15

a5t o R HE R

EBIFARGEH A%
{40 vCloud Director FHRYEIAI( & IRAIAETS - o o] LASE I RS B T HLAY

recover—-password <A {E R vCloud Director Z 458 H & %505,

BT A EH T AN recover-password @< » A8 vCloud Director ZfHeE i F & A FI S a6 FH &
o] LUE R vCloud Director 24081 5 %05,

EEREFRZGEH B > SFEA TS Rm S5

cell-management-tool recover-password options

72 10-16. #EF MRS T B IHHIS |8, recover-password F-fi%

HEIH 518 it
--help (-h) fi FRALILIE R T S AR
——dbuser vCloud Director FR{EMIHE D SHTHEf.
B P& A
——dbpassword vCloud Director &RIEMIHE  HARIREAIBRIET,
TS .

ST TAERIRHUIRRR
BB AAS T RAY  Fail-tasks fr + AT HTEREH AR HURIIAAS TEAESA A0 (AR BB SER
5. IR BRI » SHICIEEGI fail-tasks f1%

(R cell-management-tool -q ay<CHEFILGEAFAEEF - SITHEV TAEREE AT SN MRS 1E . OR TAERF
EECH LAV BT > RIS EE I T DIRAPARE S - EE R sl ETRiT P eI TIERM. 7ERAR (68
FI T A TAERMD) Z1% - BEER(EAE T ST cell-management-tool fail-tasks HCEEHHNLE T (E
HSERGIRRE . DUSHE T R T ARV SE GRS BRI - (EUE iR R s E B B BT B A R -
[l R E NS 24 Pt G

EREANMECE EEER LT TSR S5ER TIP3

cell-management-tool -u sysadmin-username cell —--status-verbose
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% 10-17. (P EE T R BEHELS [#, fail-tasks Taa$

e 518 et
——help (-h) i FEALIE R F o] F dp S IR .
——message (-m) SHESLF TEIN TAEERGIREEAYERE ST .

#P RS BRI TR L IERRL
R S T A BRAESS LA A1) T AT T A2 otR A

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown"

Operation: IMPORT_SINGLETON_VAPP, Start time: 12/16/13 6:41 PM, Username: system, Organization: orgl
Would you like to fail the tasks listed above?

Ay UERre OIS BB BRRRRARY LF . d A n - SETIFEEITT.

fEE WEREEPEE] T S ETE > AR E RS TR RN S SREUEENE . AR
M TAET 5.

S TR SR
A E R T AR configure-audit-syslog &< » BE RATECHEZEIEN T,

{1 vCloud Director {#{F& VAR ERFEZEECHE] vCloud Director i} - WifE 90 KiZF|
8, FHEIERFEZNERHARR > 555 € vCloud Director RFESFHFEZNEE£AE] Linux syslog 2\ HFE
. ([EFHE2£E] vCloud Director &),

LSRR R ST N R e ERE I E AR T . 5525 (vCloud Director Z2858i7 - 4R #5654 ) Ay (5%
TEYHRRBE R LR ) o BE LSRR E CHUsC sk s E S (R R AE W (EfEZE T © global.properties Al
responses.properties, K0P YIRSV EEFISE T T Ban<5 » 888 15 W (EE ZE P AIFER~ZEHE
SCERAHAE ¢

cell-management-toolconfigure-audit-syslog options

T I AR B B T BT S S T 2 S H e (R A AE B 748 1Y global.properties Fl
responses.properties fEZ 1, EHEEIFFESRE > SEFEA LN
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7% 10-18. EE{F AR T HiETEH5 (8. configure-audit-syslog ¥4

g 58 iy
——help (-h) e PR oA A S A2
--disable (-d) i {2 1EE) syslog sUiffERZ M. (£

FERZZEE30 8% vCloud Director &
THEE. HEERHEHUMRE
global.properties I
responses.properties f1f{y
audit.syslog.host I
audit.syslog.port NZEHI{HE.

—-syslog-host (-loghost) Syslog falfik &5 E Y HEEETEE I audit.syslog.host NZ
IP frhbelseBedgisi ot AVER AiE E Rk ese 2 dd it
o
——syslog-port (-logport) 0-65535 #EINAVES  HIEEIEHE I audit. syslog. port A

B Rt EHIEE B

Fk

= JHEIE ——syslog-host M1/8( ——syslog-port HY{EN > ay & &g TEE EAVEUE AL - EAGHEE
PRELE PR SHVEE R S A HHFHL > SE RS FEENTTHAY syslog AR

#ifl - 2 Syslog falffzas FiEATH
EE (SIS U T G A SR RIEIER . S SR » SHEREMAS R /opt/

vmware/vcloud-director/etc/responses.properties i HA[E A, £ (vCloud Director 2784

BAFHRAETE ) Ay (RS RIERE ) .
R H Y Syslog sHER T » SBHERHBUITIINENGS
[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

[ ER IR EARAE THE 2 2R F TR Syslog EHE ..
&S &5 global.properties fil responses.properties » (VBB EENEETAS » S A4S 4

&‘TQO
BsE B R A
(51 A6 T LAY manage-email - » TR TRAEHETL TG BT SR IR

RTERS » ZMERE R X B T BN - DUBRI AR EE B i REREH T ARISEFER M. A LA
vCloud API 5 Web & # e T B (F U (T E/F R A LUEBER TYIRARIFEFSEHE T REa<
5 > BERBEE R TERE T E A

cell-management-tool manage-email options
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7% 10-19. (EFIREHE T HEIEBLS [#. manage-email Fa7<

i 58 iy

——help ik PO R o] A fr S AU 2

——delete HIARALTH TR > B 44

—-Tookup N DES 9ok M . AR ILE -
T (0[Ol A S A SRR S B,

—-locale AR E RTERY > ILanr S fEE A en-US HilE

SEERVEIA FEIE, (R EEE AT

ﬂi}%ﬁtﬁﬁuuaxiEu

--set-template BECENETEMGE  IERMEEAR TR FDE

K7 REERIREAE AT HY > Sl AT A veloud.veloud 38
Hlo 40 /tmp/my-email-
template.txt

#P - TR EM R EIA

FHdroar DRI /tmp/DISK_STORAGE_ALERT_VDCS—new. txt [yfEZE hZETT N E - Bift
DISK_STORAGE_ALERT_VDCS & F-E A& A0y B 7 a.

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-email —set—template DISK_STORAGE_ALERT_VDCS /tmp/
DISK_STORAGE_ALERT_VDCS—-new.txt

New property being stored: Property "email.template.DISK_STORAGE_ALERT_VDCS.en-US" has value
"This is an alert from $productName The $datastore is used by the following PVDC(s): $pvdcslList

Property "email.template.DISK_STORAGE_ALERT_VDCS.en-US" has value "This is an alert from $productName
The $datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK_STORAGE_ALERT_VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the
followingProvider VDC(s): $pvdcslList

= PN HY e e e

[FHHEEFARER T B find—orphan-vms f5% » B[ {7 vCenter E}E{HALE vCloud Director &}
R BER 2%,
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1£ vCenter EflEHF 2% » (HA1E vCloud Director HHHRE it # FAl T Y EEEES - A%y vCloud
Director S AFHUSLLER - (HEMEREAEENFER. BESZ ARG 0T 5E 2 fE R R 2
o BIEARTIFEHR . SREERD R EHEIE, find-orphan-vms &< 03T B 5 S Lo s
DU HAZFREEHE A vCloud Director, [tin< BEAEEE UEEEHENGE ST EFERER
#E R vCloud Director 5 vCenter 22450 » T RE & R Z IS EFRE

{EF YIS 4

cell-management-tool find-orphan-vms options

2 10-20. A8 EH T EEEES [#, find-orphan-vms T34

BIH

——help (-h)

——enableVerifyHostname

——host

——output-file

——password (-p)

——port

——trustStore

——trustStorePassword

——trustStoreType

——user (-uU)

—=VvCc-name

——vc-password

——vc-user

VMware, Inc.

Bl 4

.
it
EoY

o
i
i

D

PRI -

WhEE

vCloud Director HTTPS #i§3#
B,

Java [FEFRIERE R 72 B
e

FEEHY ——trustStore HYZETE

FEENY —trustStore HYERY
(PKCS12., JCEKS %)

iz

SRR A e S Y S
BUH SSL (S5 ciany £ iEEnag
#aro

BRSO SRS
vCloud Director Z#85(1 IP firfikak5e
FUGR AT

PINL R bt HIE RS A R ZE5E
FPRICETH . H50E - MR EETE - DL
S B A AR

vCloud Director 24 & B %50,
EIEA A IS (E FH TEE vCloud

DirectorHTTPS ##HBAHENFIE E I
Ho

A A St an < (7 vCloud
Director (F{EFRIEEZRIFEEL
Ho

EAEIREH] —trustStore fREE
EEFREE RN .

ARG —trustStore fRER
EEFREEER .

vCloud Director 2% &EH B HE
Ao

BRSO E SRS
vCenter fy447H.

vCenter & B 205,

vCenter EH B HEATE.

18
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HOB - FIRINILAY G RS
HEREFIFAEIEE — vCenter Server. HIJ —output-File WSS - - FILAS & BBIDERIIYE.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool find-orphan-vms \

—host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd ——vc-user admin ——output-file -
Querying for VC by name 10.20.30.40
Querying all vdc's associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Querying all vdc<->resource pool mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Querying all vdc<->VM Moref mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools
Analysis complete.
VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]" (org: "ExampleOrg") ResPool: primary (1a97...) [moref:
"resgroup-30515"]
The following 22 orphan VMs were discovered:
Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test VMs",
parent moref : "group-v30533")

Orphan VM: "indDisk12-0-51259 (0bbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test VMs",
parent moref : "group-v30533")

AR VMware 25 S8R &l

EEIMASGR VMware Z S EERHUUESTE] (CEIP) - KR DUE AR EEE T HEHAY configure-ceip T

AN
~ o

LRl RS RS A S (T E R0, 4845 http://www.vmware.com/trustvmware/
ceip.html, 0] DAE F EEAAS S T ERERE A SR b2 iy VMware CEIP,

ISR B VMware & S ACERIOEETE] ([ CEIP ). BHIAZEM CEIP WERYERILU VMware {510

cell-management-tool configure-ceip options

YRGS ELAFE LAY VMware CEIP » SEEC ——disable BEIHFITIHEA <o

% 10-21. P EE T HBEEIS [, configure-ceip T4

L] 518 i

—help fie HRLSE T S A
(-h)

~—disable 16 ] VMware % P81
—enable 1 HIA VMware % BB 81

--status e HUR VMware 25 = &CEaiEst #) 4
HY H A2 85K
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vCloud Director %% | 5% E B4R FERS

H#B : B VMware FF vt
IR VMware % SEEBRBUERHE] » SEAE TR A6

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool configure-ceip ——disable
Participation disabled

STILA ST - AT G ETERG VMware 2 S EBATES #1.
LB VMware % S ARSI F TS EURAS - 508 PR T PR A6 S ¢

[root@celll /opt/vmware/vcloud-director/bin]#cell-management—tool configure-ceip ——status
Participation disabled

EoTE AR TGRS E

{HHEEFRE T ERY manage—config Fap< > K0 DAFE WA ERYE IR AR RS E - B0 B $kER S
#,

% 10-22. (A EH T HBEIHSS %, manage-config T

B 5% it
—help (-h) it SR T 7 2 A T B
—delete (-d) it Pl B AR
—Tlookup (-1) e Sk B AR E
~—nane (-n) 4HRER TR F4 A A 28

[ —d . -1l —v BEEIS TR,
—value (-v) FRERELE FH SR B AR A

B - e PAFE A manage—config Fap<akiE H 8k [E A E .

aOE H 8k [ERP R

1268 H $%7H B 23 B E A AR SR e HAth AR e TR 28 B 00 B - S5 208 5 2407 H SBR[ B REE -
AT LAREE HSR [P R . AT LARE A& E 3 T2 AY manage—-config T-ap< » BRI A [EI EIPHY
FEEEIE H 8 B 2REE B $RIEIP A

EE TR Hkieta H $RE0 0 - T30y B $f e o2 =UEH H ¢ vCenter Server {i(E %] vCloud
Director {#iif s A7 - FHETLETRI B $%ay NEESsS . G0] DURGIFTE T3 B 8% 0T FF T #krIiz=E
THE#H . @rILIRGIRTA TR B s o] EREPEEE B E o 0T DR Tk B 8% o [E R E
HRE=ETH H B H o

AT LA R A B H T B AY manage-config Fan< K BUH H SR ERRAVARREEE . WIFR[HEF manage-
config Fap-SHYRHRAERN » SR 0 E R HERE
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7% 10-23. HEEIRMAVAHRERE

ERESE TERE SR
vcloud. tasks.VDC_ENABLE_DOWNLOAD.que 30 vCloud Director #\f (S FIVFT AT
ue.limit i H $% 0] [EHE1E vCenter Server [NE#EF|

vCloud Director fyf2=EEE H PEA] .

AIERAE vCloud Director S T{EASIA Tk
HIE. S {2 =B TE F YA BB B I (R 72
FURETH H i LR 9 B 2 (B3 Sy > A%

GAaN S
vcloud.tasks.LIBRARY_ITEM_SYNC.queue 30 vCloud Director $#\f T{iE i YR A = TR
limit E 8% mT G5 [E]25 Ay A2 2R v H BRI

WI5AE vCloud Director g T{E#E A [E
HET R U TE B 4o im LR > THE
EHEILIRH T B2 E Y > ARAITE

contentLibrary.item.sync.batch.size 10 BE—5TRe H $ 0] [F]RE[E 0 A2 =0 TE B R
il
WERFAEETR B sk B EH AR EHE H
O EBIIRS - ATEE et RS 5
RS > RBIRFEST .

H - SOEET R H BRHIERE IR
Tl 2 B T I 3 D0 25y s R L PR 5 7

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-config —-n contentLibrary.item.sync.batch.size -v 5

WERETR H ke 13 [EREUEHEE - (HErgid = EEEM T HsIERD . F—EoraanE#EE -
FoEorEERE TARNIEHEE - &R —E e e e =(EHEH .

M A{FHL vCloud Director {# F& 7 T T SeEEHE#

g AT vCloud Director B35 91 vCloud Director f{F#ASHYARL IP firkil- Al DNS JHE - A DA
FHEEEFRE T T B AN manage—config 5%,
il

RRIE A L% > 4 EfFEL vCloud Director Service Provider Admin Portal 5 vCloud Director Tenant
Portal,

S AEH T ALHREER - BUR MYISERERE « ARG . e LS. SRR AE
STV URL f7HUE AR A A E R T R RE A S [

JFA

vCloud Director (B FEIAACFREFEILA (CORS) Gt & 1F » 4 0] I NEHL Service Provider Admin
Portal 1 vCloud Director Tenant Portal fJF77/5 7 3 Baa 5 8
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TEE S e E A - SR ANIE R CORS &gt /EH . HEaEkafrdhArAHFEREY HTTP M HTTPS
JHH > HepEE IP {izkkA0 DNS #fE. [ B@Ea M 1P fizhk - #Z{rkkh vCloud Director falflkgstt
AEL AT Y S B - s A

TEREF B BRI AUE NI - R (A vCloud Director (FEHEHY DNS ZiREHAEL - it FLAR
KBRS DNS R T7I.

OV

1 Dl root 5535 A SSH & A (MBI I P— (B

2 TP AF RS vCloud Director (TFISHTA URL » S#IT FHId 471

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -1

EH R B S AR a R T AT A AR HTTP FI HTTPS IHEH AR » HpEE 1P firibAl
DNS #ff. b - BB E A IP fitht > #firhkh vCloud Director {alfii gsEFAH AT Y & 8-t 25
Mo

HHERE USRS TR S T E 2 REAZE.
3 CRIBME) BETH webapp.allowed.origins IR » ST FFlen 27, FEMSFH » EOES
B DR IR BT R 0 P L] DNS SARATH I - i2eTE 2 A 2.

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -v "comma_separated_list_of_URLs_without_spaces"

1855 vCenter [EHi%EsIEE
7B A EH T EHAY debug—auto-import TS @ Eu] DIREREZR vApp AUHHIIS E—ok 25
vCenter [EEHESEAYE A

TETESL4HBET » 404k VDC & A EhiE{F 38 VDC 2 & JEEE P 7MY vCenter [EEHESE . E2h
{vCloud Director Service Provider Admin Portal 555 ) gy (1A vApp &) o 418
vCenter & &SRB A= MY vApp o > AT LIS IR e 23k VDC #1{T debug-auto-import

Fivdo
cell-management-tool debug-auto-import options

debug-auto-import Ty &[0 vCenter R REHES Y7 B LU B PR RIS B AT 7] RE R IRV AH R &
o JEE PR EEETENYEREARE A 248 VDC 1Y vCenter S
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2 10-24. E{A&EH T HEETEE5 (%, debug-auto—import F&i<

g 518 iy
--help i SRR AT Al S A
(=h)
--org HE AT BRSBTS E SH AR AR A R e
e AHRH A
—-vm FEBES s e R VI B E e e B R C s
et R Bt es U AH R AR

R ——org I - HIl Ryl

i R B ER LT test [HE vCenter L RITEER
T dn S EHOFTA AR RS R vCenter M REEZRIIMHEIE .

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug—auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc can be
skipped for the following reasons:

1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc can be
skipped for the following reasons:
1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:
1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

FEREHEEI T - Zebli S RS HAMEE TS test IY=(E vCenter & FH&es0IHHRIE
Mo EHEHAES import-test3 EHUEFFIAVHIAELENE A £ VDC HYEBHEES AV

B EE AR 2 IR AE iR Y MAC fizhE

WIS E T A8 [E] 228538 HIH5AI Wi {E vCloud Director BEEAHRBHNE - FIRE & {EiE Lolihi o 2 AV AL 4ERE
5&2E MAC firhtfrge, 5500 e b se - MVEIRIE A EI 2 AainisHy 5 5 T T e —(Erh e EE
HrEd MAC fizik.

TE¥I4G vCloud Director g% & #AR » 8% E 2245815, vCloud Director {5 2224558 51 2 A KE et sR 4 s
FriHiEy MAC fiztik. 30 TAR[E 22468 B H5HIRI{E vCloud Director Z28EnTgE &z A AH[FINY MAC firik. =
2T MAC i il AT RE & EEE A (EAE BRI IG & 2 [ R AE (R AR T S 2R 28

TERTE T 18 R 4S5 n IS By AR BRI G & < T T A A RS = A1) > A RS E B T EAY mac-
address-management -y SFH P —{Er5E FEHES MAC fizhk,

cell-management-tool mac-address-management options

EEEAF MAC firdik - S E AR FIR RS EE T . il TN GRS A - & RE
G ROTIE T RS (EAHRE 2 > DI R e BEa s
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AR SEEE4AAY(T T vCloud Director [ £3#7T mac—address—management T4 . Zan<$1%f vCloud
Director EiRHEET » KRt » EIMEIRESEEI TR S — Ko

EE MAC (it ErEE R % vCloud Director {S%—ERifH . FAGERTAEL 2 AT > /AR L ERkEsEE

VAT A REFI8 LRSS

7% 10-25. #EFEMREH T 2ETHELS [#. mac-address—-management T-di<

BUH
—help
(-h)

—-regenerate

—-regenerate-with-seed

—-show-seed

EE R IEEEMA MAC {irft.

fEFE ) o

5%

P
At
s

.

7ris O | 63 Z fHryfE

T

ik
FEGLITH T d S A

MHBRFTA AE AT MAC firdk - IR
& H AR T A A HY MAC fizhk. 0
RAHESRATRRERE T - GiREE

BRI EEE MAC {izkk. iR
B IEAEfE IR MAC fizhl.

L (FIRESEHH T AP A RS
JERINIEE I AR . IFRET LG
% EREBIHIMEREER - F2h B
.

FEERE R e R TR T - ER
BT REFHN MAC firkt - WGHREH
ROE T EEADETTY MAC fizik. K
CREFIEAE(E I MAC firkto

Rt (FRESEHH T AP A RS
JUERNIEE R RRE . IFRET LG
# EREEIHIERIEER - F2h B
.

{821] E e A (- AR R R
MAC firht#H .

E R IEAEE IR MAC RS S Ry B e 22T MAC fizhk - 8
BRI MAC fizht. AR 4mEEEE BERES PO BRI &R » 552

# - ARSIV H ST T B E L MAC izl

AR H AT TEOE Ry 9 0 AR TS

[root@celll /opt/vmware/vcloud-director/

s { vCloud Director fAH = A 14805

SCE TR T BT A AR AT R (E Y MAC firdk

bin]#./cell-management-tool mac-address-management —regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.

VMware, Inc.

124



vCloud Director 274 | 3% 5% BlF 4R s ra

#H et H AT AR T IEAE AR MAC fizik# H
Tl 48 F TR TR T-19 MAC fir 48 F AR BERR -

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool mac-address-management ——show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.

MAC address seed 9 is in use by 12 MAC addresses

MAC address seed 1 is in use by 1 MAC addresses

TERLEEGI - REmN BT E AT TR 9 » BAREZAE T 12 (8 MAC fizkk. BEoh » B SenifeE 1 o2 4aa
A5 16y MAC fizsib 1 (.

3 vCloud Director 5% FRVERIE IP {irik
S DU AR B T B okl = n] M5 2 4y vCloud Director FAfFI&HY IP Azl

DB

TR A MR AR T AU EE AR HY 1P itk o DVRFROE H A R ERREY 1P fizhk. EEERE] P i
fik - SEtRE R AR DT E M EETR B A A E. IERLOIEER T [EZERY] - (EHEG T
BEEHTHAVEMERR] IP k. F28 (a1 AR EIRE) .

1 DL root 5438 ABfHH SSH & AR M FEFASIIERE S50
2 HERREHFIRE A AR LR BT,

service vmware-vcd pid cell

WREEFIBTER S E NULL > AIIFR7R vCloud Director fE{FASIEAERT » AT LIS F Bk
HY 1P firsikifi -~ 2 ¥R vCloud Director {7

3 EETW{EMkesEE PR FTA RS BT IP Akl - S5 T T YlE S ¢
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host primary

node IP address —-pid cell process ID —-remote-sudo-user postgres —-private-key-path /opt/vmware/
vcloud-director/id_rsa

Z St R R ETROE R o
4 (EEM) wEEHE vCloud Director FE{FA&E A TEA T IERERVERIE IP (rik.
grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties
e R EE R
5 WHRAEMEFERER  FRTHSETENRE.
»  WURFEFREARSIT - SFRIT MYl

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database —--database-host
primary node IP address
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»  WUREAFSIEAERTT > 8T TS -

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database —-database-host
primary node IP address —i cell process ID

6 WIREHECE TRITHIREES - B Tan S LLENTRE) vmware-ved k7.
a  BiTan < LUFEIERE .

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid cell) -s

b ¥{Tan < LAREIIRE -

systemctl start vmware-vcd
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755 vCloud Director ai =
vCloud Director JEFHIEH 7 1%

37 vCloud Director {alfR#5EE4H% » A LAZAEE Microsoft Sysprep fEZEf1 Cassandra &RlE, 415
T A EYE PostreSQL &l > B DAGE SSL i JE & e By —2b2 8,

#17 vCloud Director JEFJEEE % - AL vSphere $EERTHRERTE S /MK (NIC). F52H
(vSphere [EEHRSEE ) HaRE -POURFRERE S R B AR B A AR

RELTE N EE

»  EfAIfRES_ B2 Microsoft Sysprep fEZ

m 3 vCloud Director [EFZEEIFIE

= HETAMfEE

n  PHEEE Cassandra EHEE DU IE S i & k)

m  {ESIEL PostgreSQL &iseE_EghiT HAth4HRE

TE{EIR A 2225 Microsoft Sysprep 5%

WER A E LR HELLEENR Microsoft fEE AN E R HET 1% » RIWVETEFIIR=sEFAHNE(ER & L2748
WY Microsoft Sysprep fEZ,

HAEHILERR Microsoft (£ L4 TEZ Sysprep fE%E . YIRFEBEEELAGTENERATFTE L IREEE
il 0 RPN Z8E Sysprep fEZE,

R Sysprep EIIER - S EEERER EEARS FAVRTEUE. TOAMEREHE RS
SHAVEHE R A -

DEAGRIE
SRR IFFEL Windows 2003 Kz Windows XP 1y 32 il 64 firT Sysprep —#E{ifEZ.

id5d
1 DURMERES S A BIEfERES .
2 BH#FEE E $VCLOUD_HOME/guestcustomization/default/windows.,

[root@celll /]# cd /opt/vmware/vcloud-director/guestcustomization/default/windows
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vCloud Director 2225 | 2 5E Bl 4RI RS

3  EIr%HEEs sysprep Y H o

[root@celll /opt/vmware/vcloud-director/guestcustomization/default/windows]# mkdir sysprep

4 SHTEE Sysprep HEIEENE —(EFBSEH Z40 17 $VCLOUD_HOME/guestcustomization/
default/windows/sysprep 9+ H %o

T HF A e B EE LR EE LT
% 11-1. Sysprep 1A+ HiFfaE

TfE $VCLOUD_HOME/guestcustomization/default/windows/sysprep | 5EITHIT
E4 (3 F S0 H#k

Windows 2003 (32 fi77T) svr2003
Windows 2003 (64 {i77T) svr2003-64
Windows XP (32 firJr) xp
Windows XP (64 {i77T) Xp-64
B EZENL H $R R GBS Windows XP (Y Sysprep —HEfrfEZE » F5(EH T4 Linux
5.
[root@celll /opt/vmware/vcloud-director/guestcustomization/default/windows]# mkdir sysprep/xp
5 i Sysprep ZE(fEFER E AR EH A1 vCloud Director {alffkds DAVEE L E.

6 FEMEEEFIFE veloud.vcloud A DAFEEL Sysprep fEZ,
{1/ Linux chown a5 THE/EZE .

[root@celll /]# chown -R vcloud:vcloud $VCLOUD_HOME/guestcustomization

4R
& Sysprep B EFEIREFAHAVFTAR RN - A DUE BN PRI B ERTEREET. EH

Sysprep f&EZE > 1% » /A EHEE) vCloud Director,

% vCloud Director JfE 4L EISE

%N vCloud Director fEFIAEE R » A IS HERSEEN A& . Ak EFAEAE Ak AT
& HJFTA vCloud Director JfE %S Eiﬂﬁ{l%z\%@%ﬁm%ﬁa

L

m % vCloud Director JEFEEE , 552505 6 & 4% vCloud Director JEHZEE

B ERERREEEIE S E 5 vCloud Director F BEfE S BEHIHIFE.

2

1 REEEEEH Web REGEER EEGER - EERGRENL TTT  BIERERE.
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2 GENfIE. BI%R/MIEAR .
HTEEE T & B EIRE SRR T 7.
3 Dl root 543% A vCloud Director JEfISEE T4,
4 EEMECR vCloud Director JEFJEE T RTHHYRE - 55EHTRE) vmware-ved fIR# .
5 ¥#fj% vCloud Director EiZEHHVE I RFanfIE R GEFAS - VR 1 22008 D 4.

EEIFAVELITR! S

L e Bk AT EsE, Proxy #50K 0 8RS vCloud Director Web A 1485, vCloud API flF %4
Proxy Yy PHEmRb A AL o

WHEEHE vCloud Director fEFHSEE - AUVERRE vCloud Director A4 Proxy firht » R A% E
MEEREA BaTE R 8443 (VE— IP (iLak A£G Proxy IR, #5526 25 6.

IR

(¢S RIIPNS AN

&7

1 GRS o R,
2 fEREERTHVEE T AR,
3 TEREELIEETAHES
4 FFHET vCloud Director URL - F4f1EE Web A 485N EL .
a B HTTP (R224) Hagiln A EE]T vCloud Director 2\ URL,

b ¥ HTTPS (Z2) #&Hn A 53T vCloud Director 23] URL » Zhf&$%— T _EABAC - (# Ry biRh
AVAEIER RN TR

ABEEHEAE DA S IR B R AV SRS - R4BEEE L EH]# s consoleproxy Z &l vCloud
Director I8 i FEHERE . ARG Proxy HIEGRMEIT SSL 4%k,
BEEHEGEOAREETRA PEM U HA SR E SiRAImEnEsE . TSRS
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5 (EEEM) 5 EHET vCloud REST API fil OpenAPI URL » s RAFIER Web AISENLREE Ui -
a M AHET HTTP AKX URL.

B0 - AFRAAGKE HTTP L URL 3%27E & http://vcloud. example. com » ZXA] DAFFHUIL I
http://vcloud.example.com/api HYJ vCloud API » ifi H °] DIfFEUZA http://
vcloud.example.com/cloudapi Y vCloud OpenAPI,

b #AEST HTTPS REST API £ URL » 215 — [ B (H Rk Bh T (S (LS HY &R

il - ASEE HTTPS REST API ALK URL %7€ & https://vcloud.example.com » #Ea]LI{E
EUZiA https://vcloud.example.com/api iy vCloud API » i H o] DIFFEMI Y https://
vcloud.example.com/cloudapi #Y vCloud OpenAPI,

BEEHAE AT IR IR EE YRS - 4B 2 LEEH1# R http Z & vCloud Director fi#
AR ER G EE P HEs VIP SR (R SSL %1b). SaEisS 0 /AE &P/ PEM
BB ERNFSRVIRRES . PERSIIRERE .

6 i A9 =T vCloud Director /N E#e4 Proxy firt,
FEArHEE B A HEBHRE SRR vCloud Director {a]fk#s B E #2515 B4 5 18 (FQDN), THEE?
BHE B 443,
3 vCloud Director 4L E4 ELA 3 THEHEE 8443 (1] etho NIC A E14 Proxy R,

il - EHYEAA FQDN veloud. example. com BY vCloud Director [EFZE B $THES » i A
vcloud.example.com:8443,

{EHE 2 T BBCEN R + vCloud Director €115 46 Proxy firt -
7 EEEEET . TR

ZAEEEE Cassandra ERHE DA 7R L E B &R

vCloud Director o] DAgH AR R YR SEtEs - UNEE TTHE AL e SR SURE LB R F & 2~ S & s
HEHRNEE. BREREEREE{FE Cassandra #EH,

Cassandra & —{EFRFEIAMEERE » 0] B f ol HE i S e AR 77 R S B > DA EERRE R
FPyEt » Bl it E & . R EAE#E vCloud Director SR ME St as ANV LS & - AIMHZEE
A% E Cassandra &£ » I H{#H [ cell-management-tool &g 45 4 vCloud Director., #EHIH Al
P A R o R S F Y & R A o

AR

m  EHERY vCloud Director EVZA8EEIAT » IR a2 FH BV ERHEE RIS -

n YRGB RZGE Cassandra o s5fafe http://cassandra.apache.org/ ERVE R}

» 520 (vCloud Director AR ) » HUS LR FEE R ERER Cassandra IiAVE . KATLAE
http://cassandra.apache.org/download/ T & Cassandra,
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vCloud Director %% | 5% E B4R FERS

m ARG E Cassandra #4 ¢

m  Cassandra s VAEE 2/ DIUESZ LR G B %6 T EAVEHHEES
m  ETER{E Cassandra fETEi%,
m  Ff] Cassandra F IR SIERBIAYINZE . 554608 http://docs.datastax.com/en/cassandra/3.0/

cassandra/configuration/secureSSLIntro.nhtml,

m B Cassandra (& EazE. 552604 http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html,

m fF4f Cassandra #% FEiF Java Native Access (UNA) 3.2.7 fRa T #ilR A
» Cassandra HEfiBEEIETREAT I & BEEE N
m Jff SSL Bd Cassandra fAFC{E 2 EEREIERT . WRATIE AR fy Cassandra B SSL » RILWVATES
{EEEFEMS _ERY global.properties f£Z&H ($VCLOUD_HOME/etc/global.properties) e
$7 cassandra.use.ssl 5¢7E Fy 0
2F
1 {fiF cell-management-tool A\FHEFR#E vCloud Director 81 Cassandra s P #EGEE 7 Ry
£ T &Eifa4 5 > nodel-ip. node2-ip. node3-ip 1 node4-ip & Cassandra s8R £ IP i
bk RHERITHRSOEBHE (9042), S EEERRY 15 K.

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra —--configure ——create-schema \
——cluster-nodes nodel-ip,node2-ip,node3-ip, node4-ip \

——username admin —password 'P@55wOrd' —-ttl 15

WMFRRIE AR EE TEAEN - F2H% 10 = fHEREH T RS,

2 (M) AUERZERERA 9.1 FH4) vCloud Director » 5{# /] cell-management-tool jfF/& B &}
JE Rl RN &

ST ARG -

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool cassandra ——add-rollup \
——username admin —password 'P@55wOrd’

3 E=HRLENE(E vCloud Director 7%,

14NN PostgreSQL &lRHEE 3T At 4HRE
717 vCloud Director falflgzsff4Hiz » AT LIRSS PostgreSQL EIEHERE A3 %K H vCloud
Director fEfFR&HY SSL 4R » W SRFEE /> Bk E S B UE SR R AE

L ENHEGEE LIFSHEN SSL &S - HEEFNEAAMBERIEREN R E IS, 5058 - &0
DA E R EEN SSL G NSRS B0y SSL Es8 - (HIRVE % &i5kE A £ vCloud
Director {E{TL{FIE -
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vCloud Director 2225 | 2 5E Bl 4RI RS

5 RIS R S SRS I B SR AU S (BRG] DLFR 3 b} R AH Refg rh iy DR EEAH AE AT autovacuum £»
o

1 2% vCloud Director Bl PostgreSQL &k} AT SSL 4% .

a RSN PostgreSQL &R H R s E A SR AERS » 551¢EE vCloud Director
BEFARENGT NHdn S - I EREEEE A vCloud Director (S{E{FEE

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates —-source path_to_self-
signed_or_private_cert

b T F%l&< LLUELE vCloud Director Eil PostgreSQL 7 [iSiiy SSL #i4s .

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database ——database-ssl true

AT LA --private-key-path ZETE¥HE AR 23 EFAH VAT A FEFISEIT MY <

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database ——database-ssl true --private-key-
path path_to_private_key

WMFEARAG S EE T HIVEHIER 552055 10 & A TES
2 RIBEAZGHIE - 4RiH postgresql. conf HEZE V&R EEAHAE
B0 - $H¥EA 16 GB LB 24t - o] DUEA TR B

max_connections = 500

# Set effective cache size to 50% of total memory.
effective_cache_size = 8GB

# Set shared buffers to 25% of total memory
shared_buffers = 4GB

3 MRBEAYESR » 45iE postgresql. conf #EZE ) autovacuum 284,

#)y—f% vCloud Director T{E&#, » AT LA TR Bo

autovacuum = on

track_counts = on
autovacuum_max_workers = 3
autovacuum_naptime = 1lmin
autovacuum_vacuum_cost_limit = 2400

e BrEdEhEE E HET autovacuum_vacuum_scale_factor {H LK, activity_parameters &i}Fe,

REVER

R AREE postgresql.conf fE2E » WVHEHIELEIE FHE
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& 25R: vCloud Director JHREHThA - 5RARE Res EE4H T VA #1741y vCloud Director g -
T EE RS _ L2285 A » F+4k vCloud Director &iftes » BT ELE) vCloud Director £{F4%.

WIFIEA vCloud Director {af#sEf4HE & Linux LY vCloud Director 2745 » #ia] DUFE AT Linux
#y vCloud Director ZEREAH AT HREHVEREE . 50E - A LUREREE#E 2 vCloud Director 10.0 JEI4E
B, H2RE 13 &= BiE 4L vCloud Director JEFISEE

YIS vCloud Director falf25EE4H A& vCloud Director 9.5 JEFISEE HE - 1 AR RIS 25 o
#THAHT vCloud Director JEFHASEE . & LA FI 4 * Linux 9 vCloud Director Z285f25t » LUSTER
TR A IREE. 26 (85 vCloud Director JEFIHEE) o

#74 Linux Y vCloud Director 2245 » ] IS TALHARAITH4K - S F-E)TH4) vCloud Director, 552
¥} vCloud Director 2245 E{ T 4H Sk 4R T-Bh714% vCloud Director 2245, FEIBALHLRIIT4R - ¥
T SR TR E RS E A P HIFT A R ISR E . EdTET R IR TR &R
=8

& %25F vCloud Director JERISEE 9.7 Itk % 10.0 K - 5528714 vCloud Director JEf4EE .

#¢ vCloud Director 9.5 Fi#4 :

»  Oracle HEHIERZ . MEAIAR vCloud Director Z4E( ] Oracle BRI » 2RI
P RR.

o RIERURRIE ESXi ¥, BEATHE AT - MERUFRTA ESXi ¥, AATLI#ER] vSphere Client
i ESXi FHE LB

= vCloud Director [ EAHG#HE LDAP 7481y Java, WIRE(EHIVE LDAPS (s » fyifitt: LDAP
BAFI  EAHER G B EHEE RSB . MR - 5528 (Java 8 fRAEE ) - 48HLSs

https://www java.com,
#¢ vCloud Director 10.0 Fi#4 » A £ $%& Microsoft SQL Server &}
EIETH4R vCloud Director I » SHTARAMVHBIIHA ZHEHY DU T TR EE

= {SEATIR vCloud Director ZRHATZIAECHE. MASEAIZN « 2R [ TS | 2k
%

s EHEIFEAN VMware vSphere ® fiA,
»  WHAIEAHR VMware NSX® A,
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vCloud Director 22 | % BT 436

m #i vCloud Director H# 5 B (a5 =7

#1575 vCloud Director E3HAth VMware it & 55 = & REAVHAERMHRIEER » 3526 ( VMware &
LA EMEIES ) > 488k 5 - http://partnerweb.vmware.com/comp_guide/sim/
interop_matrix.php. #IEFTELE vCloud Director F-45iEF2 4% vSphere 5 NSX Tt » BILWELE
vCloud Director FHE{Z#EI TR FESHIT 14 = T4 ERZE vCloud Director 2 1%,

Z/DFH4k—{# vCloud Director falfzgs{% » ZALAFH4) vCloud Director Bl . EiheE & 817 (E f s 2
TP ESIREEITEEANE T - BB IEAASTHIATA vCloud Director TENJIREE, ETREEEF R 184 H (T
ol TAEEREEE RS - AEIEREA4R Al - MR A (EIARES IR EmIER Y TIE.

TR E R YR - 2 (2 fEFAE vCloud Director &b ¢
AR I A S e B A
. FREREEE]T RN Microsoft Sysprep HgZRF & /B 2 Y 4048

TFHRFEZEE SRR vCloud Director (SHHRIE » LB 5 S8 B4 P AT (MRS AT ZORI R, A0SFAft
FRERLT 7S » T DU TR E LAl SRS, » B0 A TR P R
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FHERIREER PR (LB TR

Epzse

Linux _{ERI4ME PostgreSQL &k
iy vCloud Director 10.0

RIREOR

i F4ME Oracle &)Y vCloud
Director 9.0 f{1 9.1

YN PostgreSQL & RHESY vCloud

Director JEF4LE 9.5

Linux (@M PostgreSQL &k}EY

vCloud Director 9.0, 9.1 1 9.5

VMware, Inc.

1

#f17> Linux -y vCloud Director
9.0 » #5jff vCloud Director F14f &
9.1 k. sESHE (FH4k vCloud
Director) ,

# Oracle &l ELiHE
PostgreSQL FiflE. #H2h (i
% PostgreSQL &kl )
HHEERIR T Linux /Y
vCloud Director 10.0., 552
vCloud Director Z 251 T 4H 48k
FHap BT 874 vCloud Director 2%

£
%,

Ttk

IRIERIE TR Z Linux _E/Y vCloud
Director 10.0, #%£:Rd#f vCloud

Director Z-4& T AH AR AR T8It

4% vCloud Director 2785,

EFIPIER= PostgreSQL EoRIEERY
vCloud Director fEFH#EE 10.0

1

#f17> Linux _Effy vCloud Director
9.0 » #5iff vCloud Director F14f &
91k, #FHSh (FH4k vCloud
Director) ,

i Oracle &iltHEEf 2
PostgreSQL &kl sk (i
% PostgreSQL &kl )
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m  F}4% vCloud Director JfEF45E
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.
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F+4% vCloud Director [ #EE
AT LARE vCloud Director JEFI#EERE 9.7 Hirt4k % 10.0 il » 24kF vCloud Director 10.0 FH4k 2 &I
AT

1EF4) vCloud Director fEFZEEEZ /AR > vCloud Director BT (HEE - W7 H o sE gy (i — Beh:
il AR RIEU A T4 vCloud Director fEH4EE LUK (T vCloud Director EiklEF 4I5S HEAT
IR, vCloud Director {a]flk 25 B4 Y TAEREFASEH @D » EE{F 15 % vCloud Director
JEFE5E Y vCloud Director i, {£ vCloud Director HTTP Ui Bh i (EfER & Y &k st & iz 1
B B R AR I E RIS

FHAREH 25 vCloud Director fEA4EE HEREARTERIR - EVERHEE vCloud Director fEH
ALE

AR

777 2 vCloud Director [EF#EEATHRIR.

1 BAERHESTHMEHZSEN T2 vCloud Director JERAEEFTTERY vCenter Server #h{T{E#S .

2 HEERFU vCloud Director JEFJALE » f£H b7 — TREGH - A& — TEIR > MEAZREER

3 HEEMEE L —THEGHE A& — MR > BirtiR. @ ATRIRryaRE - ISkt AR
Y NEIE— MHERE

4 7 vCloud Director [ERIEE Ef—TIgR/AHE - A& — T BRI > FEER.
5 MERERER AR ARTE R RN BAHRRR. BRI E Rl E s o R IRAE.

1 TEHEBIEZS - B A vCloud Director [ E S T{ERGHIE A E B AEvm - DRG] £ 22
JEFIZEE https://appliance_ip_address: 5480,

iC FEREMEEYN. LASTHREEEREE - ARETHREaEREA RS HiEkE
> R E B A E

2 REHEG MEELETHRHIEREE,
ek DT EEERAE.

vCloud Director ffi B mTshiTragci » H2EE =% VWMware_vCloud_Director_v. v.v. v

nnnnnnnn_update.tar.gz » HH v. viv.v [REREMLIA - nnnnnnnn (F4HZERSR . a0
VMware_vCloud_Director_10.0.0.4424-14420378_update.tar.gz.

3 EVEEFHEEE R EM local-update-package Hifo

mkdir /tmp/local-update-package
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4 AERTEILHY H #k AR E

tar -zxf VMware_vCloud_Director_v. v.v.v-nnnnnnnn_update.tar.gz \
-C /tmp/local-update-package

5 ¥ local-update—package H§%35% 55 Hi{FE.

vamicli update —-repo file:///tmp/local-update-package

6 e B AR S AL T IEREAYFEIRUE
vamicli update —-check
TR A TR Ry T R S 3 o
7 FEaEehiT A4S AKEEA vCloud Director ¢

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell —--shutdown

8 EMWHIFAHK.
vamicli update —-install latest

9 TEHERMaAIERREAGES L EEPE 2 2 8,

10 {ETZEMSEE » i vCloud Director [ERASE RN iR ERHE
/opt/vmware/appliance/bin/create—db—-backup

1M {EERERSEE - {7 vCloud Director &iflJ# upgrade A2,
/opt/vmware/vcloud-director/bin/upgrade

12 ¥4E vCloud Director JfE FHHEE & BT .

shutdown -r now

BENVER
n  WIRFEET > AT DUHIER vCloud Director JfE FEEE AR,
W FESH > ALK vCloud Director i A E G B FHARETATERIIAVIRIE . 55 RITHR A

185 vCloud Director JEFZEE

Tk S iE1E 5 vCloud Director JEFHZEE

W5 vCloud Director JERISEETF 4RI » 0] DU AFEF4FI{E]R vCloud Director [ 4SS AiIAT T
2 FEFHHE B IE,
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PIARTEIR Z Al > 3558 e & BoR e = o] P PR SRR IR T AT AR Fr o 50 I R T e BT Y B RS |
{8

1 # 32 vCloud Director [EFAEE B[R RBadaT 4k AP @ ILH PRI

I e 6 P A U AR R B S DR . 55288 (vSphere B SSEEIIERT ) iy (fEAER
DU BB IR ) o

2  BARLEE vCloud Director [ HAEE FEFIEHVER .

3 HBES AR SSH AP E Al vCloud Director [ERIEEFFHIIFEZS. THEDIREE
FHHITE Ao

4  {FRTEFERAEEEFR F1Z1E vCloud Director A%

service vmware-vcd stop

5 (#HEREE vCloud Director FEFREAFEIR G Sk 58 T AN EE B
a DIREAESTEBS ASHEH SSH H Aln e A X ZEEHFENEEX L5
b RHHEAHEEE K postgres.

sudo -i -u postgres

¢ ¥iTan< DURFR S i AranE R BT
B RS AR T TP HIFF A ERL - AT ARG .

/opt/vmware/vpostgres/current/bin/repmgr standby unregister —--node-id=node ID -f /opt/vmware/
vpostgres/current/etc/repmgr.conf

d EE 5.c DIERRE S HAN R an fE FAE B A o
6 f£ vSphere Client 1 - BHEANCIHFRATA Fran E A E
a {f vSphere Client 1 » HE B RFapfEREE.
b {EffapfERAEE B —NFRAH - Akl TER > AR REELRSR.
C TEFEFIHSE iz —TBEGH - ARt — TICHERIER .
S HAN A B B IS EE 6.0 £ 6.0

1 repmgr T EE{H1F % vCloud Director JEFSEE EEFIAYA#LE PostgreSQL ERIEZ A IE
HIE,
a EMBEZEE S postgres,

d
7 M
(Gl

sudo -i -u postgres

b #iTan O LI AR EIRAE,

/opt/vmware/vpostgres/current/bin/repmgr cluster show
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vCloud Director %% | 5% E B4R FERS

EEGH G RURE S i ERHI AR &

ID | Name | Role | Status | Upstream | Location | Connection string

Node 1 | Node name | primary | *running | | default | host=host IP address
user=repmgr dbname=repmgr

8 EWUEXEEMALLE., 520 (HH vSphere Client #22 vCloud Director JEF4EE

9 HPESAZ(#EH SSH H Pl s AEHE vCloud Director JEH S E FEFAEMIIEE L4 WADIR{EH
HEE AN

10 Fi#f vCloud Director B

service vmware-vcd start

i VMware 5 #{F#[EF4k vCloud Director JEFZEE

AT LA VMware B {7 ELRF vCloud Director fERZEERE 9.7 iiFt4k % 10.0 k.

By RHEE[EF VMware EHEUE ¥ vCloud Director F14% & 5#fy vCloud Director P,
VMware H¥i{7 i E P ERR MR R A . AR EFEERF vCloud Director AR EAR[EINTRA » 5ESR T4
vCloud Director JEFSEE

{EF4} vCloud Director [EFZEEEZF AR > vCloud Director = (R - W7 H o] sE S =i — BeiE
o {FHEE RO A48 EHE vCloud Director JERZEE DL #{T vCloud Director &Rt EF 4R 55T
FEHVIEfE . vCloud Director {alflg#s B4 Y TAEREFIS B H &RV > HEF &% —{& vCloud Director
[ 255 Y vCloud Director fiB#. 1F vCloud Director HTTP Uit B Fi i [F i & A & s iy 22 &=
T S B U IR RIS o

T4 EF 24 vCloud Director A E HERIET4RGERIZ - B HRHEE vCloud Director fEH
ALE E AT

DEARIF:
fs? vCloud Director 45 % 5/ https://vapp-updates.vmware. com F{EHUHE .

1 TEHEBIE Y - B A vCloud Director [EFASE S T{ERSHVEFAEE B HE v - DIaks] 22
JEFAEE https://appliance_ip_address:5480,

iC N EEERSCELTE. HiERER - VA EEEREE.
2 EEKEHEE o fEHER VMware BHTFRUE.

vamicli update --repo ""
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3 RREEHLER VMware SET{FEIER & A TR
R > vamicli ar S EER VMware BRH{F I,

vamicli update —-check

THAREEA T RSB By ] FH BT o

4  EET N Er4 AR EA vCloud Director :

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell —--shutdown

5 EMFTHIT.

vamicli update —-install latest

6 {rig(EEMSEE LEE P8 2 £ D 4.

7 WEXEERLSEE > #ifn vCloud Director JERISEERIN iR ERHE

/opt/vmware/appliance/bin/create-db-backup

8 {HEMIFERIZEE » 47T vCloud Director &k} upgrade A2,

/opt/vmware/vcloud-director/bin/upgrade

9 [¥4F{E vCloud Director Jf& ke &3 5k,

shutdown -r now

%} vCloud Director 2451 TH4H A% T4k

BRI LLE BT EA ——private-key-path EEIHY vCloud Director 425 » AT (EIAR 2R EF4H P HYPTA
A& DA S S &R

fRE] LA A A A Linux 19 vCloud Director 228525t » fE 72 Linux {E¥ 4% FF 4R £12 vCloud
Director %21y vCloud Director (/g gsE#4H, #4152 vCloud Director {s]ggsit4H 2 vCloud Director
9.5 [EFASEERE » AIEAHZER S Linux #Y vCloud Director 22452 =\ DUE ARSI T /E A2 HAR - 4R AR
AT, F2EF 13 & B2 vCloud Director JERIEEE

vCloud Director for Linux & Agir & Z /Y n] S THEI 2URE T » 248 ERH vmware-vcloud-director-
distribution-v JZ=. v.v-nnnnnn.bin &= » Ef viv.v (REFEETA - nnnnnn (XFE4HELRSR . F
%1 : vmware-vcloud-director-distribution-8.10.0-3698331.bin, {7 A THE I 2L B 4]
vCloud Director,

HYTEH —-private-key-path #IEHY vCloud Director Z28Ef25001% » A DLHTEE upgrade /N FHFERAYE
< 75E3E - fFl4l--maintenance-cell, WIFFERIE upgrade AHEAEEHIVHRIE > S5 E &R ET
AN FAfERS%E,
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AR
m %Y vCloud Director EflE. vSphere To:F1 NSX JT{:Bl Ay vCloud Director fH%5.

1

EE IRAIRART vCloud Director 2285 F Oracle &ikl/EDL Microsoft SQL Server &l » &5
RS E] PostgreSQL EiRE - A& T4 £ vCloud Director 10.0 fifte 417 AIHERTF4RES
& FH2HE 12 Z F+4) vCloud Director,

gt BA HEEREsHY Superuser 2255 .

R R A B A R AV %5 = - S5 4E H IR (Ekes £ AL 22 VMware AR, 0%
R L SR B &R - AIEZRHFA R . H2HE M E2 % VMware A

SHER ST 71 AR vCloud Director Hegtihiiz.
HESRFTA G7AG B S04F Superuser T4 RTBIVNGN THE(T SSH M. ERITING - (EATLIBIT T

Fl| Linux £5% -
sudo -u vcloud ssh -i private-key-path root@cell-ip

BEEBIRESRHT veloud Bo3afinl » AR DARMEFE B /78T T cell-ip IR SSH MR £ #FE > (=2
PREHREEFHE . QRAREEFIE L private-key-path T 5 o] F{E 7 veloud. vcloud
SEAL - BHTER AR SR EAAERTT cell-ip B FERREEERY authorized-keys 1% » Hllan < pk
e

#sE vcloud [ . vcloud EE4HFI veloud.veloud fE P2 H vCloud Director Z28E5f2 =017y > H
£ vCloud Director f2fF#{THFFT AN S 735 A . veloud (i F#E &S

WERZIH T A ESXi EHIIELEUAH . 1€ vCloud Director 9.5 Bi#h » N2 FFIY ESXi %,
WL EI IR B B4 TR AV AT A (E R 20 o] UFE B F W E(E R 23 7 . S SR E iR 23 a7 1 .

#15R vCloud Director Z285(# F LDAPS {alfk g3 DL e 4l & HIR LDAP B AN » sEtE R iia
REIERERY Java 8 Update 181 /525, WIFEMHRIERN » 55205 (Java 8 iiUARSEH ) - 484k 5y https://
WWW.java.com,

DIARGERE & 70 8 A B i Ekes -

2 HAER M EE B AR .

YIREMEEHAS EAVHEAES - 552 et 2 8 E) B AR iRes o] IR AL E
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6

RS

Biss MRVl AR G S MEE I _E AR .

MD5 K SHAT BRI ESHEE A FEEE L. SEEAEEN TR » BT T2 EnIs
kg &S AR & N E_ EREURIEMR DS, THIEHY Linux @3S &8UR installation-file FY4E
Gl N

[root@celll /tmpl# mdS5sum installation-file

IS g EELET S FEKE A _EAY MDS 48R 5 27 R ZE AR 685
HfERE 2R ZR I AT o
LERERBEHITHEIR . EEMEE CEA IR - SRR EES . Shell B ImERE - WE{T T51

Linux &74 » Hrh installation-file & vCloud Director Zz5EkE ZE 1) 52 # IR IR L o
[root@celll /tmpl# chmod u+x installation-file

FEEFES . Shell Bkt E o [#H ——private-key-path BEIEA HARGH(FE 2 AL BERHVEILH
TR T BB 2

] Lgrg &kl e upgrade 2 IR AV M ar S5

./installation-file ——private-key-path /vcloud/.ssh/id_rsa

st AR LIRS 2SR F T B SR TR 2
L AAEHIEEE R vCloud Director » WiHg R IHERET 45 -

WSR2 HEREFENF] vCloud Director MASER BRI 2 4B ZE THIMCA » Al E SRR SEAEHE L4
Fo

Ay q04% Enter §2 > FEZZTH4)

RIS T S AR T HR AR

1

a ~ W N

6

HfEsE B RIS MG PTA R K.

fi#BR4E vCloud Director RPM &,

T4k B A% Y vCloud Director #if .,
T4} vCloud Director &}/&E .

45 T e 0 - 1A% _E 1Y vCloud Director #iihs » sR1% 88 H B BN 4% 9 vCloud Director I
%o

B RCE B RiREEAS LAY vCloud Director o

R E Ak 23 BF4H R VT A A 74% AT vCloud Director .
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RERAE AT DA R EL 832 vCenter Server 24 fHRHIHYEHE NSX Manager » 23& 74k vCenter Server
%40, ESXi EHA1 NSX Edge o

F#hT4) vCloud Director Z#4E
SET DUB B TR s 6 288 vCloud Director 22452 sCTHIEE— (7% . BT FABEFHRARETEAG
TR VSRR . FHREIR SR B — A 2 16 o PR

R PAE A A Linux 7Y vCloud Director 228622 » 22 F2HY Linux 1FE 48 -4l & vCloud
Director ZZE(y vCloud Director (] gsE#4H., #4152 vCloud Director {s]iggskF4H .2 vCloud Director
9.5 [ERASEENE - AIEAHZER S Linux #Y vCloud Director 224512 =\ DUE RS T/E AL AR - 4R SR
ANESR. FH2EF 13 % %2 vCloud Director JERISEE.

2 74% vCloud Director 2245 » #n] L ¥%f vCloud Director Z28&s A HARVF4R - iR 2T
AR EFEFRAERE, s525% vCloud Director LS EITHAH AR
AR
" =% vCloud Director ERIEE . vSphere JoF1 NSX JTiREI# ALY vCloud Director %
EE YIREIRAR vCloud Director Z2255(# ] Oracle ERIEE; Microsoft SQL Server &k} » 55

TSRS E] PostgreSQL ikl » 244 FIFH4E vCloud Director 10.0 i, AIEEATEEMI T4k
& sE2RE 12 & 14 vCloud Director,

n  HESAHEA vCloud Director {alfkzs#f4H H{EkE5HY Superuser §755 o

»  WURTESE RS AR R & T S5 HAMEkEs £ TEdn 4 VMware AFsdR. 0%
Cid 7 R RN %R - AEZERA RIS E. F20 M2 VMware 24l

n  SAEESREL TR - FTEEAITEE Y vCloud Director #CHA

= EERAHIFTE ESXi FHESTRUE. f vCloud Director 9.5 Bt - R LIRS ESXi i,
eIy

1 J}4% vCloud Director {744

vCloud Director Z45f2 =g linzg H EUaE ik es 2 B AFa AT FH4R e i 1 - -4 (E Ak es _EAY vCloud
Director #if%,

2 F% vCloud Director &EHeE
ETH4RHY vCloud Director {Efz#s{T vCloud Director EklEF 4k T . fE4ILHERE >
Al RS EHREN TR AE( vCloud Director {alf#s

RETER

n  FHR(EARE A AYFTA vCloud Director faliR#3FIERHE R - &0l DARLEFTA {748 LAY vCloud
Director R#5.

n  FHAREAELEIEE vCenter Server Z4tHEIRRIYAEE NSX Manager
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m  JHEREE(E NSX Manager 7 1% » KA DIFH4) vCenter Server 4. T HEHT NSX Edge. FE2RITH4)
vCenter Server 4% . ESXi T #f1 NSX Edge ,

F4f vCloud Director f5{F4%

vCloud Director Z-45f2 =&y iisg H A E R es & BT e A FHT ARG - 164 ERR#s /Y vCloud
Director #gs .

vCloud Director for Linux /&L Efir g5 Z 0y a] s THER kg » 2% vmware-vcloud-director-
distribution-v JZ=. v.v-nnnnnn.bin &= » Ef viv.v (REFESLA » nnnnnn (XFE4HELRSR . F
%1 : vmware-vcloud-director-distribution-8.10.0-3698331.bin, Sh{TIL AT THE B Z2EEE 4]
vCloud Director,

N7 vCloud Director 2245 » f&upiELE vCloud Director falf#sEFAHAYEHE R B L3117 vCloud
Director 22852,

352
1 DURERZES A B ERES
2 R T E AR ERES.
WREIE R RS DAVERES - 552 s FE B8 B AR Res o] AR AL E
3 BES MEEVERIR AR ST S M EE AR,

MD5 J; SHAT BRIt &S HIE & A e FEHE Lo S5 AEERN TR » BT Ny L EnI4E
g EESE A& N EE A ERURHE RS, THIREEY Linux an$&8UR installation-file HY4E
gt

[root@celll /tmpl# mdSsum installation-file

[root@celll /tmpl# chmod u+x installation-file

5 HITZEEE.
EEPITLERER - S A SRR - B4
[root@celll /tmpl# ./installation—file
BEAE R IR SR S0 K A Eka RPM &,
it ARSI N S 2RIt B S TR R
2 HREF A NF] vCloud Director MUAZER BRI 2 A EZE THIRCA » Al e SRR E AL 4E

Ho
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WRZHAZ TN EEERR vCloud Director » Al Z 4 G n R TT4K -
6 i@ Ay Mif% Enter §# » HESITT4R.

ZHERRARAEEAE TR AR

a MERFHEFEMATRK.

b f##EE4E vCloud Director RPM {4,

c f#fFiE EATATERH vCloud Director TAE5ERt% » & (% ik fAffzss LAY vCloud Director iz - if:
FH4} 27451 vCloud Director .,

WERSARAE HEMEMREs L2 VMware A& » ZERAGER TRV ES

warning: installation-file.rpm: Header V3 RSA/SHALl signature: NOKEY, key ID 66fd4949

5 F [ {EIRES 5 global.properties RiFEHF » 24teat @RET: oGRS -

warning: /opt/vmware/vcloud-director/etc/global.properties created as /opt/vmware/vcloud—
director/etc/global.properties. rpmnew

e WRESEFIEEHIRA global.properties #22 » RIE[ LA global.properties. rpmnew #H
LSS,
7 (CEEEM) FEECsEANE.

HERI% > RSN E G S A LMEZE /opt/vmware/vcloud-director/etc/
log4j.properties.rpmnew,

I Btk
MR RREFHAENRAE Wit REZzeE#l 4 /opt/vmware/vcloud-director/etc/log4j.properties.,
MREEEFCHAER FHELRHEFTIAVERE > 55K /opt/vmware/vcloud-director/etc/

log4j.properties. rpmnew Ei¥{7# /opt/vmware/vcloud-director/etc/
log4j.properties f&Z {740t

4R
vCloud Director F-#i5e itk » 242N GHIR—AERE > HhEEAREHRE ENVEN. Ak 2k
AR ERITERE R T

BIETER
W AT A LAFH4) vCloud Director &l
EHE R 2sEEAH Y EEE vCloud Director fA{FASEE LR o

EE FAERESEHE T ETA GRS FIERERT > 552788 vCloud Director 7% .
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T4k vCloud Director &} E

T4y vCloud Director {dfk#3%1{T vCloud Director ERIEF 4R T H . FEFA4RILHERE AT > R
fFEHTRENE 4R I(E{r] vCloud Director fafkzs .

BT T & B RTE e Y T EARRRR VSIS R E & (7 4E vCloud Director Bt . HIFYERIEET T4k
GEELTIEENRR > NILERHET A ARG e T AR P BIEIR A (T TAEIEAE#TT.

vCloud Director falflggsEf4H P HIFTA GEFIs L MR ERIE. fEamlEr i M EREFER - AEET
PETHE— R FHEERIEZ & - RITHEHY vCloud Director A& AR EERIH. LUETHRATE
RS ARG EET RV ERIE.

R

A ERE. EHCHER R R .

w SR ENReELTHIFTA vCloud Director fAFFRIEIFEILIRER . FEFHFSHE - FHE L EFHRAIREEF
& AIRAERMARTHEHY vCloud Director falffiegs » LHT UE A A B T EAF 100 RAPAH IR 75
WFARLOAE A S EE TEREEFEFEREN > F2MS 10 & @EREE TRES2 S,

»  REERESAEASE -,

1 BUTHASOLHEHEVERE upgrade AHER,
/opt/vmware/vcloud-director/bin/upgrade

R BRI 4R A FRZ U] NSX Manager IRAARIEZ » Egfmn— AP & SR HUH 4R
2 {EEEREE - BA y % Enter SEFESIEORIEES 4R
3 TEEEREE - B Ay 6% Enter SEREST T M SR
WFR(EF T —-backup-completed BEE » AR SHEBILIER,
4 MPAFIEREHENER PG o BERTRERA n G55 Shell - A HTA (T BT ER
T o A HESR—TOEE B PR 1 TR
RS
BRI TR STIBTRERGE . FHEGERR - 2B EAE B ATHY Ik Es LRE) vCloud
Director ¥
RELER
Ay A% Enter ## > SiF%/2 (T service vmware-ved start s BB IR .
A LARE EF kY vCloud Director {alflkasifikss -

f&n] DTSR IR es BFAHAY E AR vCloud Director Bk B EIEHHARS . 5525TH4 vCloud Director #{7
*go
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ERET R AHERSS
BT upgrade AAFIZAI » 1T IR d & 31 R L 23R A B RS .
upgrade AR E By /opt/vmware/vcloud-director/bin/,
221241, ORI PR SEIEAI

By

——backup-completed

——ceip-user

——enable-ceip

——installer-path

—-maintenance-cell

—-multisite-user

VMware, Inc.

518

CEIP JiR#sik = B9 447

BT Hp—TE
m true

m false

vCloud Director Z45tE 2R SER G (4 TH .
Fi# vcloud.vcloud WhJEHRE S AL 2- 4585 25 DL
K e L2 RE 2R H 8o

P firik

IR ZARIRFHIE & AT,

izt

FEEMRE5ER vCloud Director HY{#
7. ELEILEEERS - AR AHERA
R B

MRS CAAERA I EAE
LIEIIERE - g LM TR

{E : phone-home-system-account,

TR ZEEEE S VMware B 5
KEsoERT# (CEIP). dnRAT HAT4H
R AHRME H RS R false » RIITHEE
Fy true. VMware iy = &UgRTUE
FHE ([ CEIP ) $2tRaNE#\ CEIP
WEEATE R VMware ff S0
B FARIEA &R - &L
MEEEGREE L - 8L E ¢ http://
www.vmware.com/trustvmware/
ceip.html, 0] DAE FfEFASE R T
HEER N ABGR R AT VMware
CEIP. 5525 10 & AR T

EEEI __private-key-path EIE,

FHARHAR DA T 2 FHAR A
TR REFARAT 1P firdl. PLEEFAR
T H A EE AR RAPART M A Y
A AT EAN GEEAS TR R 4
B EEMEERCISRE R VA
—{EEF S ERENL - IS
RARAN 4R FEEE
——private-key-path #EIEH,

vCloud Director L& ThEEE (4
MR . MR LAGESTEFERR
PEEREATRIERE - BiTtag L
Hir, TEZS{H : multisite-system—

account,
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121 ERIET R A PR B IEANS [ % ()

BIH 518 Eiz:p8
—-private-key-path pathname PN o i Dt = 4 S

o F L 88T - fel AR es BEaH R YT A
RIS RHE B R B TR0 TEH RARA |
FHRAERTEE) . AR T
RIS EAEER » S5 2R
vCloud Director 2245 T 4H4%HD,
FH4o

——unattended-upgrade 4 TeE A

WHRI(FER ——private-key-path BETH - FTA FEFAS A HEE By SLET Superuser 15478 ZHBHVIE N T HEST
ssh 4R . AT {E RPN N ARAY Linux a5 SR8 IEE . BEEfIEEGE B veloud B 43kl » 2h1%
DL root B3 {EHIT cell-ip BEEF ssh 4R 2 FEFAS - (BN FRALREE FHE

sudo -u vcloud ssh -i private-key-path root@cell-ip

R AMEEETFAE L private-key-path T FL 8 7T EH{FE A% veloud.veloud 3EHY > HAHEAT A BT
TEHT cell-ip WEEHE EFR{EHEHY authorized-keys #8Z > Hllan< .

#55E vcloud [HFHZE . vcloud EE4HAD veloud.veloud B P2 H vCloud Director Z28Ef2=0E7 Y » FHTE
vCloud Director f&FF#fTHF AT 5573kl o veloud (i &S
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#iE 2 vCloud Director JlEASLE

i€ 9.7 hieBfl4h » vCloud Director fERSEE & HA S 7 FHMEDIRERI A PostgreSQL &k . LA
HeHs FHAMED PostgreSQL &kl R R ARYIR A vCloud Director ¥gizf4iE 2 £15 vCloud Director
10.0 [EHIEE EZHY vCloud Director 2%,

] DI A2 Linux Y vCloud Director Zz#5g vCloud Director JEF#EE 1221 vCloud Director

BB, 1 10.0 iR - A4S Microsoft SQL Bk » 1 R AERS (IS PostgreSQL &R
vCloud Director 2%,

YR AHY vCloud Director Btz FH4MES Oracle B}EB/MNIE Microsoft SQL &klE » I E S FE
PostgreSQL &l - ZREFF4RZE vCloud Director 10.0, #IZEEFFARELR » 3SR 12 2 F+4% vCloud
Director,

AREEHIE R MY
m BHEHINED PostgreSQL &EiRlERY vCloud Director ##8%] vCloud Director JiEf 2

(e A MER PostgreSQL &k} vCloud Director f&
vCloud Director JEFHZEE

15 HFij vCloud Director iz FHAMES PostgreSQL &ifk}EE » A3 0] AR EEE] 124 vCloud Director JfEFH
LB AT vCloud Director 5%, #XHFIAY vCloud Director ¥z n] DIAlS Linux /Y vCloud

Director Z#8L0l vCloud Director JEFZEEEZ . #HY vCloud Director B n] DI = v] FIME = T (5
JEFASEN N PostgreSQL &kl

M TR AR BRI (E £ 2R EL

m  TEIRAE vCloud Director IREE

= MHEE— 8%l vCloud Director JEFACEE{TEAS - EILHHY vCloud Director {alflkgshfH
m RENE RS i P i B

w RS RS R RERE Bk

=

1 AFREE ARSI PostgreSQL BRHERIA Ry 9.x » S5SNI PostgreSQL ERHE 4k 2 10 hival & ¥
H&ZKO

2 ¥ HFIRY vCloud Director BHE71-45 %] 10.0 ki,
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10

n

2R 12 =2 14 vCloud Director,
w2 vCloud Director EHTELEIE TS
EFH %) vCloud Director BIEHVEHEFE{FAE I #iTds< LUZ1E vCloud Director fi%.

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

1ESMES PostgreSQL &k [ > #ifn H A& RHEE

sudo -u postgres path_to_pg_dump -Fc db_name > /tmp/db_dump_name

YR /tmp BRI F2 A e SRy Rl FHZERT - BA (s A A A B R R
AR ERHE A & BB TR 2 veloud » 3t T IHLH A& &R A1 &R E 48
FEABR 13 o SR BT ER B P R T L (50 P 8 00 B ey 4 e

WFRIEATER#HY vCloud Director BRI AIERATREAY IP ikl - R EREREHE R RSN
PostgreSQL &itHE EAYVAL L E - ZARBHFAGEFIEEIR.

a By /opt/vmware/vcloud-director/etc/ i global.properties,
responses.properties. certificates. proxycertificates # truststore fgZ !

£ /tmp 27N PostgreSQL & R fE AL E -
b B AEREHEEESREEAE R

AR vCloud Director S (H FIFRATIEHT NFS {dlfleds - sHEILLEEEH It NFS {dfkes EAY
BT H SRR ATV NFS 2R

A EE A A ENER: > REE NFS o FE R & I RIS (UID/GID) mIReEd
#r NFS oy g WS AL A S B S A AT o

7% vCloud Director 10.0 JEFIAEE NSV (E TE RS - BT B (G EsAE4H

w  ORSEIEEE AR A I PEDORE - AR —(E T E SR (R an Gl A - B
— =i vCD FERREA GRS

»  REFIRAEE T IUREFASREAEIR o 0T DUE R AR 1P ik,
n  JIREEHIRA NFS EHRES DAL > G00] DI B ER 60 A a2 (a3 B g .
2R 6 2 0= vCloud Director JEFE5E

FEEEHEEI RS L $iTa S UELE vCloud Director flg#.

service vmware-vcd stop

ISHEETRE SR SNT PostgreSQL ZERHEL 1Y /tmp ZoEM I BIS ST AN L T EATFAS LA /tmp 20k}
St

ASELER 5o
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12 SEFEHEIEZEAIHEIR

chmod a+r /tmp/db_dump_name

13 DA root 535 AMTEIEY L EFHFERYEZE G T - WM vCloud Director &} i 2 ikl E

a

KHE B VIR postgres » HARE psql BRIEA I > AMEITIEEE veloud ERHERIBRAI .

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql —c 'DROP DATABASE vcloud;'

WM E SN BRI R A S A& veloud » A PER 6 that T iy fmidE —(E A
Ho

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql —-c 'CREATE USER
<db_owner_external_pg>;'

#{T pg_restore A3,

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg_restore -C —-d postgres /tmp/db_dump_name

R A SNSRI E R A & R 2 vcloud » S5 FHEIESEE 6 il THYATRIE S RIE LR
§4H B veloud,

sudo -i —u postgres /opt/vmware/vpostgres/current/bin/psql —c 'ALTER DATABASE
<db_name_external_pg> RENAME TO vcloud;'

4153 vCloud Director BESINYERIFMIA 5T /2 vloud  HIRFERIBMA HZE s vcloud
A RIR R RIRYS veloud.

sudo -i —u postgres /opt/vmware/vpostgres/current/bin/psql —c 'ALTER DATABASE vcloud OWNER TO
vcloud;"

sudo -i —u postgres /opt/vmware/vpostgres/current/bin/psql -d vcloud —-c 'REASSIGN OWNED BY
<db_owner_external_pg> TO vcloud;'

14 FEEMEHEZIHEE L EONERERER - AMREWECELLE®) vCloud Director fz#.

a

FEIIANE . BEFRENSERER - RRIEBEACRIIINE PostgreSQL HigHE LAY E (£ ER
7a RHEFEREILE) ERIH USSR

global.properties. responses.properties, truststore, certificates fil

proxycertificates f8ZE(/> /opt/vmware/vcloud-director/etc/.

#(y /opt/vmware/vcloud-director/certificates.ks FHIEIEE{FEIEfEZE
AR EAORE SR A ig T EER.

HiTenS LLERRE vCloud Director g%,

/opt/vmware/vcloud-director/bin/configure —-unattended-installation --database-type postgres
—-database-user vcloud \
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15

16

17

—-database-password db_password_new_primary ——database-host ethl_ip_new_primary ——database-
port 5432 \

—-database-name vcloud --database-ssl true —--uuid --keystore /opt/vmware/vcloud-director/
certificates.ks \

—-keystore-password root_password_new_primary ——primary-ip appliance_ethO_ip \
—-console-proxy-ip appliance_ethO_ip ——console-proxy-port-https 8443

Hrp e

m  ——keystore-password {EfF &t EFHAEEW)4A root Fhi.

» ——database-password {E R & T ME S B H B M E 1T ERE B .
--database-host {7 T2 MEFHASERY ethl 4GS IP firkl.

. —primary-ip EFFEHEHSEERT etho 48 IP firil.

m  ——console-proxy-ip {EFFGEMEEER etho 4EE 1P firdik,

m  ——console-proxy-port [HF&TEMILE TS Proxy #HiEE 8443,

WMFESEEHE LN - B2 RBEEGERE] vCloud Director fERISEERF & ¥ra%E vCloud Director
AR IR

d #iTds< LIEE) vCloud Director Hgi%.

service vmware-vcd start

#RE[DIAE /opt/vmware/vcloud—director/logs/cell.log HESHefEfZ RS BLENHERE

B EE T HTERAEE > DS SFEFSEE etho IP S 1E HTTP. HTTPS I TCP i1 & & P i
L& B EEEERER Linux vCloud Director f{7HE 1P,

TEHT Rk Bs B AP A A SE EBLENTE FP 1% » T3] vCloud Director BREECL RIS
a (FAETERAs B R GRS etho 4E% IP firkl (https://ethO_IP_new_cell/provider)

L Service Provider Admin Portal,
b [HHRANARGEEEEZ S A Service Provider Admin Portal,
c  EpEgfCHY vSphere MISENm EFAERREL T &M i o
FeIhEEzE vCloud Director f4i§#E 7 1% » {#iF] Service Provider Admin Portal fifl/E g vCloud
Director BREZHIE TETHEEAIEEFIS
a QEEER (5 & BB
b fEERIRT » #— T B
c ERUEFERPHIGETER - ARG TRERE SR,

f&n] LLESE vCloud Director [EFISEE - DURIEC R Y EREEERET (] rasirato
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RETER

Hiizigry vCloud Director ERRERIR(EH B & E B RN E G et
HEFENER > SHEE YRR TERE

1 BERESTSEHFEEREEE] /Jopt/vmware/vcloud-director/data/transfer/
certificates.ks JfHf.

2 BTREFREHE T Earo DIHUERS
HELR veloud. veloud /IR ZEMIHER & o

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/vmware/
vcloud-director/data/transfer/certificates.ks \
—-keystore-password ks_password_old_vCD

3 E¥ErE) vCloud Director IR .

service vmware-vcd restart

WERATREHT B BT B ER S - i e B B BB M B T E R B S
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4k 2 f28# vCloud Director 27 1%

T e A vCloud Director {afiR RIS ERIE R » AT A4 R Bl Stadrs Ry NSX
Manager ${T{E#E. ZAi% - FILITHREE#E vCloud Director 2245/ ESXi £l vCenter Server i
TTEES .

9.7 KB - vCloud Director {12 Edge Wi, {/AHHERSKIFIERS Edge MY
R PSR . 552 https://kb.vmware.com/kb/66767,

AEEEE MY EE

m  JHRELEHEREE vCenter Server L4 MHRERAVEE NSX Manager

m  FH4 vCenter Server Z4t. ESXi T{%F1 NSX Edge

THREIEHPE vCenter Server Z&AHREAEHYEE(E NSX Manager

FH4R & $%%] vCloud Director iy vCenter Server f1 ESXi T A » EVEFH4RELIL vCenter Server #f
BEl Y AHE NSX Manager,

FHE NSX Manager & sl NSX BEINEEIVFEL - ER2A g PEER RS . ErTLIET 4R vCloud
Director ZFij=.Z &4k NSX Manager » fitgm /e & A ({7 vCloud Director f#{FIEIE/E#TT.

WNFET4F NSX FIAHRBHERR » 552:R NSX for vSphere giREHSC {4 > 48t fy https://docs.vmware.com,
(e

1 F4REIE4$%%] vCloud Director 2245 vCenter Server #HEEEY NSX Manager,

2 JHEFTAE NSX Manager Z1% - ] IR E S #%H vCenter Server 241 ESXi L.

T4l vCenter Server %%, ESXi F1#F1 NSX Edge

FH4k vCloud Director 1 NSX Manager 1% » A4k B8 3% 4% vCloud Director [y vCenter Server
ZHR1 ESXi T, FHRFTAEE4ERT vCenter Server 241 ESXi F % » @A LIFH4k NSX Edge.

R

g R TR B 2 B 2 vCenter Server 24 AHEARHYHE NSX Manager., 552140 Bl 2
vCenter Server ZHEABHTIEHE NSX Manager,

VMware, Inc. 155


https://kb.vmware.com/kb/66767
https://docs.vmware.com

vCloud Director 22 | % BT 436

1 {EH vCenter Server i {T{E .
a # vCloud Director Service Provider Admin Portal #J3:Ih45% (=) o » #H{ vSphere &
Mo
b {EAHEWET - #%— T vCenter,
c BEHUE{EHAY vCenter Server S3BHEEIANHE - AA&IE— MR
d #—THEE.
2 FH4) vCenter Server 4.
WFFHBE 5525 (vCenter Server JH4)) o

3  EBFTA vCloud Director /\FH URL R 5 plst

a LTI () b BEE,
b FEAERTHIEGE T » #— N,
c WESRATAE AL,
4 EHEE vCenter Server [a] vCloud Director Y& $%.
a f# vCloud Director Service Provider Admin Portal iy 1jgE: (E) 1 s 3EEH] vSphere &
;8
b A{EZEmET > §%— T vCenter,
c EEHUHER vCenter Server SHBHVERIRIZHT - A& — T EHELR.
d % THEE.
5 TJHRETHEAY vCenter Server Z&RFTZERVES ESXi i,
FH2h (VMware ESXi 7H) o

BHE EEWECHRANCIHR RS E A SR B VR B ES o 55 UMEREY TR ER . B
sty > ERAERESTH R DU SER) - LLACE TR Bt a2 i o] 2 4R Ay i

a {#HH vCenter Server 24 FHEENMEER > W oz T EVFrE R RSS2 S —5 1
*%O

b FekEi%.

¢ {#H] vCenter Server &4 8 HrE4E F 1%,

d [fif vCenter Server Z4i:%E FHOR H 4R,

VMware, Inc. 156



vCloud Director 22 | % BT 436

6  (CEEM) FH4EEE T4 vCenter Server Z4:A8EER 2 NSX Manager A& HY NSX Edge.

BT NSX Edge FERUBEFI®E &S TH A FiditE. 0] LU#EH NSX Manager =t vCloud Director Ff
4% NSX Edge,

»  WIFEEH NSX Manager F+4k NSX Edge HUAHRHE N @ 55 2:Fd NSX for vSphere S {4 - 484k
B https://docs.vmware.com,

. ZHE([fH vCloud Director 714k NSX Edge 7 » AUVVELE Edge 7 $EHY vCloud Director 4%
Yt L HelE -

» E#EA vCloud Director =t vCloud API H3% Edge FEFTRSHVAEESE - EAHIER 5 BT
e Edge FiiE.

»  EHEE Edge RIEETHAMHE NSX Edge [EFEEE.

#EEE {% NSX Data Center for vSphere Edge [ {2 E= ,

m & vApp BUEHEERL VAPP GEESIS - ST FARER AR AHRAIRHY NSX Edge [ERIEEE . HHEE
VApp BREEPER VAP MR 0 FHEEE vApp HIRERR RS [IRE - BUR HAEESSEE R - 45—
T VApp RS ARESEHVETRIZ T - AR — N EER.

WFARHAATERTEE Edge FIEMIER vApp HESAVEAE - 5528 (vCloud API 2 XE5t
f5RE ) o

EEE$%: 2 vCloud Director 22285/ H Al vCenter Server 24 EEIIEF
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f@ i vCloud Director 5%

vCloud Director f] B 248 HIEHEEImGEF IR IE ftacst &l i aisk B USRI R W R T
SEHETRAR o

TSHDAAE /opt/vmware/vcloud—director/logs FREIEEFERAVECEE. 7 15-1. vCloud Director 751 H}
o] FECS%o

%% 15-1. vCloud Director :C§%

Bt

celllog

cell-management-tool
cell-runtime

cloud-proxy

console-proxy
server-group-communications

statsfeeder

vcloud-container-debug.log

vcloud-container-info.log

vmware-vcd-watchdog.log

diagnostics.log

YYYY_MM_DD.request.log

et

vCloud Director f{FIHI TG o
RIS B TR
TRV TIE BT RS

R BN TR SR IS

RS A - P AR
A E R asErAE E R

i R A 2R P RHREN (72 vCenter Server) FIfE{F& RN SERRE
=]

A EE SRR
FEFRAVEGLERE . TRk F B R R B B B it

A TINERGCHAE . SRR ER. ENREEE
a3 A ]

IS 2L IR CAEA RIS P B 20 &
R SR PR 22 H

HTTP ZDRAVECEREE Apache IECERIEE.

S ] LA R A S e &5/ et 2 R LA AR T B A e %
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seEeEf# vCloud Director JERHIEH

W5 vCloud Director JERIAEE B LM - SUERSEEARIEE HIE > 0] DUs & E A A B S0 sk iE DUHERRY
MR A

VMware F51l Sz % 3 1 (E g B S 4% a5 KR 2R R (it 2 & sl ] LAHE I vmware-ved-support 54 5UY
£ F 0 3R &R vCloud Director 20%. MFEARIUE vCloud Director HUSZETE AR EAIERN - 52
fd https://kb.vmware.com/s/article/1026312, #{F vmware—vcd—support F5SHENT » SC8E T RE L& iR

PRZ(EEIHIEEFR GIRRE R HUMHRBEE R 5528 https://kb.vmware.com/s/article/71349,
AREEEE R NI EE

»  f@& vCloud Director 2 E fEC ik

= vCloud Director #{FIE{EIE A E R B RIDAR B

n  F2HEEEEHF vCloud Director JEH AL EIE B #3:E vCloud Director R1%4c

»  [EFECEAEYS vCloud Director SRS AT TREEER

m &7 vCloud Director 5 ¥4

2745 vCloud Director & 58 ¥ oy

K 2x vCloud Director JE AL et s

% vCloud Director JERZEE R @ A DinE 5 KA ERIBERCE: T Y SR E &

1 PAroot By E#EG ASEH A SSH & A vCloud Director JEFIEE F1%5.
2 HEE /opt/vmware/var/log.
3 IRESUHE.

» firstboot fEZf & BIEMIAEE H REAEMHRIHYECE & .

m  /opt/vmware/var/log/vcd/ HEEEl &6l Replication Manager (repmgr) T EEAZ28E | B
SEEAMIE RSB R HBHRYECS -

s /opt/vmware/var/log/vcd/pg/ HEktd & BN R E RS E SR ERH (D HREATECEE -

m  /opt/vmware/etc/vami/ovfEnv.xml FEZEEEE5E OVF 28],

A\
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vCloud Director 274 | 3% 5% BlF 4R s ra

vCloud Director {E{FA& 1T A B B E 1% A RUED
E R IhEE vCloud Director fEFHEEE » {H vCloud Director Hg#5 o] g4 AR E o

R
vmware-ved ARFSIENE LB B & RN IEIE A HiRAE .

JE PR

R EHE EH T - vCloud Director i o] SER A THACHE AR NFS H F (s iR 155 (5 1 i S0 4 B
5, HETEEALEE R HAERRS T E RS E responses. properties %5 appliance-
nodes H#%.

AR CECE a7 &l veD EME {718 - vCloud Director o5 AIREMEARIE) » [N Ry NFS JA
EEFIEm P84 responses.properties 1%, Mo EMSEEE vCD JEFREREE 2 fi » L
HEgR % EEF S A& responses.properties fEZ.

P VAE S

1 Dl root B4y E G A SSH & A vCloud Director fEFIASE 15,

2 fg#& /opt/vmware/var/log/vcd/setupved.log AR NFS FE{FEATFHZRHE
3 SHMERISEESIAEMR NFS fiFE,

4 EHEEHEES.

e e [H %) vCloud Director JEHZEHIF EHE vCloud
Director Ag#54<R

% E e E| vCloud Director [ERJ4SENS » #1{T configure SRl gEE KM,

i

{7k vCloud Director ##EslZ2 FE#rHY vCloud Director B IRISAYRZ FPHAM » AT LIgTT
configure g LI HTECE FHEHT 71816y vCloud Director filif5. configure < AlEE &AL ER
$EzRzE sun.security.validator.ValidatorException: PKIX F&{&EGEE4HT:
java.security.cert.CertPathValidatorException: ZEEfadrsi.

R TT
1 £ LTS

sed -1 '/vcd_ova.crt/ s/$/ ——force /' /opt/vmware/appliance/bin/appliance-sync.sh

2 EFR o8 MEEHEIT configure @54,

{5 HEC#k &% vCloud Director S rHlEife 2UE TREEE A

RHEfifE=(EM ] vCloud Director JERIEENR - AF] DR ERCIE T & S F AR E &
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vCloud Director %% | 5% E B4R FERS

i

Y vamicli dp<{EHEgEER - 0] DU R0 siie A TR DA

R %

1 Dl root B4y EiEE A #HFH SSH & A vCloud Director JEFHEEE T4,

2 HEFHENGIHE.
m Y5 vamicli update --check &y > s5E% % /opt/vmware/var/log/vami/vami.log,

m Y5 vamicli update ——install latest Z:fy > sH5EE S /opt/vmware/var/log/vami/
updatecli.log,

3 fREECEfE.

tm& vCloud Director 532/
f@ vCloud Director JERZEBERYE HIF » #h77 vamicli update —-check fp5n]gE &l

i

B smtEEH £ vCloud Director JEFISEE AIFE AR » AR DAE(T vamicli update ——check @54
Dtg& 2 A THE #ro vamicli update ——check a9 RIRE G AETURAR: TRGERUE HIF A58
o BEMEARIMLRE -

A
TR H SRRSO TERE
(P YT
1 (EHIEHRIBSISETT vamicll a5
vamicli update —-repo file:/root/local-update-repo
2 FRH(THSUREREEFH.

vamicli update —-check

7845 vCloud Director BT B 2 f

74 vCloud Director JEFHZEBE AR H HH#HF - #4{T vamicli update ——install latest #34< oJRES
PN
filRH

FriEttEXER 2 vCloud Director JEHASEERVIEFHARM > A0 LA#{T vamicli update ——install
latest #p % UEHRHH T FHEMTE. vamicli update ——install latest & A[REE 2 BT~
Kl HITEMZAEF A R
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vCloud Director 22 | % BT 436

A
# NFS FERBIOATIES - hE LIt

R TTEE
1 HESPEMET] /opt/vmware/vcloud-director/data/transfer (i NFS (G & m] {77 HL .

T

2 HX#(Ta<S UEMTHREMER.

vamicli update —-install latest
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fElm24-aE vCloud Director Eiie

{EFH Linux rpm a5 - 7E{ERIE R e Rk 2245 vCloud Director #ifg .

1 DREARAZES A B &R
2 HIEMERIR SRR o i SEE A /opt/vmware/vcloud-director/data/transfer,

3 BIRCESEG. Shell BUAIRIEIIE - AT Linux rpm dis,

rpm —e vmware—-phonehome vmware-vcloud-director vmware-vcloud-director-rhel

AN EC B 2T vmware-veloud-director Eff + S EHB T {EIIR 24 vCloud
Director HiScitirieisiE ettt
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