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FERR IR AR RN R R I

HESRAA T P 5 LA AR I A A IS MR Mo

TR GV, TR AR T4 T AW £ TV 568 T 05 1) pam_cracklib f524H S HEEV S
VR P RBL DA T SHAB12 BRI $68 BTH. 1 AT C AL TS PO BERE bR

EF
1 AR HEIOMEZE , SHLAMRAE A S B NIETT # more /etc/shadow 74
IR BRI A2 L

2 RASES AU SHAB12 JEE, wHAT passwd fy S TAE

FirAT BB JE RS AR 4 pw_history #i4HEH T enforce_for_root, N7 /etc/pam.d/common—
password FEZ AR, IKTER, ARG RE LB, FE =SS T
7F /etc/securetty/passwd fi %,

ERIREBEERC &%
e PR ool T A SRR B

FITAT CL s IO HE 25 2 #B%E pw_history #4HH] T enforce_for_root, FI{F /etc/pam.d/common—
password FEZHP A, RTAK, ARG araciimd IS, SR TS E RS T
1 /etc/securetty/passwd fEZH

=R
1 BT Ml

cat /etc/pam.d/common-password-vmware.local | grep pam_pwhistory.so
2 EARENG4E R R H ] enforce_for_root.

password required pam_pwhistory.so enforce_for_root remember=5 retry=3
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18 S B HA
(BB AR 222 VR I 3 A IR B 0,

RIAR, PSR VMware FESRERE I EIR P AEH] 60 REHRIM ., fERZ Wb SeE I, Huk
Ry 365 RAMGRI] . St e MR AT AR P IO BTG e R ESE T R AHE

ISR RIY, AR . R e BB, ARG A BRI 25 A5 21

2R

1 DARBEHIZ S SRR I B, IRRBAT Al S LAMERE AT A IR P A5 2130 o
# cat /etc/shadow
AR WL 2 B S I B TR AL (BRAZAE 500 B8 o ARETIIDAREGROE o
7-2 ERERIEAMGL

2 EEBSURIRPIEI, SERAT R YIRS,
# passwd —-x 365 root

FEME A&, 365 FRE SRR RS AR ar S BBUEATEIE . IRER P T,
IR BT AH AR 2 FTAEEE

SRR EBINEIEIRS

A T AR ﬁfrﬁ R HE 2 A4 (SSH) iRl E o FEAE A EIREE F] SSH, I FLig i
PR SSH AR R S 2e 1k

i
T

SSH /&4 I mim 4R 2 VMware B feiE FE 51 B B ey A5 EREE. IRFAR, SSH 17N GEZE i HERR Al
P PR . ARGE I SSH IG Bl i & U]%l_ﬁﬂﬁ)”{ny}H%l | (RBAC) f FEAZ HiR Hi HE FH 258 i o ds il

frTiﬁ?ﬁUAE(iLﬁfﬁiﬁﬁP@ SSH, SREMHRH, VAPEEEHEHE R A 5 R o R R
SRR REE H AR a0 Ak 24 ‘?HUU# W L AEFRLE RO AR fE . vRealize Automation JEFZE T - T
%&LETTFH SSH. 1 vSphere 4HRETIE, & AHE FBURFAR X (OVF) F AR TR Er i H =5 H SSH.

HlESS FA2 A CHUT] SSH AU ELAIE 2 B T SSH FAMGHAR . WIRHARFAROIE ZOREEF, T SSH
BT HL AT A AR
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ZEREREREIRS

% VMware JEIZEE AU S FYeROE O IR T, IRTARE, AR ATAGE SSH BB . flitRiA
HRAE I B 3452 ) SSH.

RFFE A SRR G EAEE P A sa e IR 1Y) SSH fllilkaR# i1t i & AllowGroups wheel 1
H, ARSI SSH IR 24 wheel, SHEIE L #E, B MBI /etc/ssh/sshd_config ## 5T
AllowGroups wheel T [ DU FHILABREZE (41 sshd).

GREFBAR I Z I, T pam_wheel BIALET wheel BEAL, A wheel FEAE 8 T DU 6 501
WORRME T, AR ER RS, AR BT S A SSH AR S i THE T , (AR n] DL 1)
BAHE . 12 AllowGroups Wi ARSI . LT HEGRIE ST A B b T4
Fig, BWEHBBEPITHS # service sshd restart FHTHE) SSH ks

B A=A vRealize Automation JEFEE IR £H%E

PEAEHEATREEEHEARINE, A HiUT] vRealize Automation IR |44 (SSH). R 1E T A= A I
A {5 HiE 2eseft i SSH.

G VLG TR A A P R4 5, HUTIE (5 )1] vRealize Automation JfEJTI# ' 1) SSH.
i
1 % vRealize Automation JE 11258 & 11 HEBEE 2E AT R4 5 (VAMI),
: https://lvRealizeAppliance URL:5480
2 - MEERSIERK.
3 B MEE TR,
4 EH SSH IRBBUTZEO YRR SSH,  SMEE IGZAZ B VLA A5 H] SSH.
5 i MEFRERM A

ﬁ?é%ﬁ@ﬁi@ﬂfiéﬁﬁ
LAV R A AR B A B A L A L7 (SSH) HA PR e AMAT MR 7 HbAh, 7R
HIk =%, FEERIR SSH Z?Hméo

%y SSH ik % wheel AL H (B &) FE AT 5 o A5 T B EARAIURERT, 5 el ey
BREM L AllowGroups (71 SSH, PLMAETS ] wheel A I DI Ao AL I o

2
1 BRI 2, DURGERE B SN R B FAE T M Alar .

# useradd -g users <username> -G wheel -m -d /home/username
# passwd username

Wheel ;& AllowGroups H1 %5 SSH fFHGEE IIHFAL . BRI 2 MR A, s -G
wheel, sshd,

VMware, Inc. 15



2 UMREIEE SRR, LIRS TR AR

# su -username
# username@hostname:~>passwd

WRTT SRR, SIS . WRATT SR IHREE , B EnBIT R IR, B E T
T2

3 PHERLE SSH BN, 8% /etc/ssh/sshd_config K%, 5 (#)PermitRootLogin yes
A PermitRootLogin no.

B, AT DA R A B B T I (VAMI) iSO S B B R 5 1R AV E R
EHLE SSH BNZIUTIL, AR/ SSH.

T—1&

(VARG TS B0 BB N IRTER, SRCHUE IS Y erB i T 6 BB N EMR B8, fEaEr A
SRR EENE T su-root wheel fEHAETS , sERAMILEE I B4l /etc/security RE5E, 1%
ttyl JHH I console, DI FHEREARE N,

1 fEXF4miaes R /etc/securetty REZE,
2 A tryl WEHEU S console,

3 AL PR S

PR =2 £ 3R ETFEL

OB AR RE I35, Al I E RS E T VMware BEJERE T3S 324 11 top_wrappers £ 56 [E
Wil 2e 4% (SSH) A7, [RIRFAERE S SE e T2 2 FRTAsi SSH 4k 2 MEPR

Fr VMware JiFBEIE H2E #0075 tep_wrappers £41, VL5ti'T tep-supported A3 42 il 7] /7HY libwrapped
K A T4 . IRFIEE, /etc/hosts.allow B & —KIIH Sshd: ALL : ALLOW, #%JHH feiF
A 2 AT o A AH A A PR A A o

EFF
1 FESCT AT R R B ROE SERE T ¥ - E Y /etc/hosts . allow 5.
2 A EERRIT R NG — RO AR T P A S A A O VR e A SRR BRAER 1A%

sshd:127.0.0.1 : ALLOW
sshd: [::1] : ALLOW
sshd: 10.0.0.0 :ALLOW

FERCHIBI, FeRT T A AT OB AR ] Pt 7E 10.0.0.0 1481k i iR
3 HIERrAE R AR, Bl L IP ok SEBEAE R (FQDN) FlFlA
4 FRAAIEBPIRE S

VMware, Inc. 16



sl % 7R B (R AR AR AH RE

HEERIPL, By VMware JE S 5431 O sab Y TR AL fE

A fallle
WAL, 55/ /etc/hosts.allow £

535

1 ¥ VMware [EFHZE FPBHRL /etc/ssh/sshd_config filllies

o EHFEPILLZER

B PR e , R MR AR e 7 ARt %ﬁﬂco
IR SSH falflksrERE

PR BR- 498

AR, RS R E IR R

B E A A R 2 R T B A

20
LAK o

BE

RS TR
CBC )il

TCP %
frlllRat Al e
X11 {51k

SSH Ik

GSSAPI i
Keberos i

AHEAEI (AcceptEny i35 TE)

MIHAH 8
Al TAEPE B
A TR

R AT
HERRL >

rhosts RSA gzt
JiAR

AUE BR RS

CUHIERRER )
2 A RS B PR S o

M RERE R FiniaRE

fEAGRIBRER, F5iERD SSH ] FunAtif

W, HEEHBOETT T VMware HER,

VMware, Inc.

N

Protocol 2

aes256-ctr fll aes128-ctr
AllowTCPForwarding no
Gateway Ports no

X11Forwarding no

At /1] AllowGroups URGHEE FoFFINTFARAF U . i idai  ne B2

FiES 2
A, % GSSAPIAuthentication no

GRAALT, HIIA KeberosAuthentication no

AR F disabled by commenting out i enabled for LC_* or

LANG variables
PermitTunnel no
MaxSessions 1

SR I SUT AT AR B, ROE7y

1, /etc/security/limits.conf fZRTE DA R E A TR

Strict Modes yes

UsePrivilegeSeparation yes
RhostsESAAuthentication no
Compression delayed ik, Compression no
MACs hmac-sha1

PermitUserEnvironment no

SRAE, TR A e I A 1 SSH P

4H e

It
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1 PR SSH I im4lRers /etc/ssh/ssh_config, WMERR AN BN 1 R 8 P01 e FE R

RE HRRE

AP vmB R e Protocol 2

H P SRR Gateway Ports no

GSSAPI 58 GSSAPIAuthentication no
AHESHH (SendEnv 23R RTH) AR LC_* 5k LANG %)
CBC & 45 aes256-ctr il aes128-ctr
B B {#4F MACs hmac-shal 3 H i ]

2 ffr AN B PR

nm\?én&}ﬁﬁ "*EH%%BE
Fo U BRI D BRI, RHAERE R BT FH 2 B A OB SSH G S MERR

TERETK HHT SSH ZHETS, Gl AAERR T3 SSH ik SEMERR R 35 AR A T
= (\JA /etc/ssh/*key . pub [FJ2AFH A% S S AR (S T M HMERRR E 2 0644 (-rw-r--r--).,
m (A Jetc/ssh/*key FORLEE FAR A SaA 2 FARQE 2 A HLRERR S e 2% 0600 (-rw------),

E58 SSH & I8TE =HEMR
TR SSH MERR IR FH A2 BRFNRL 254 Sk 2 o

EF

1 EEHITUL My SSH A& ifESE: 1s -1 /etc/ssh/*key.pub

Tl BB B ARG T . BEAL A S AR, DA SEMERR s 0644 (-rw-r--r--),
3 BEEEITIA N S AR L

chown root /etc/ssh/*key.pub

N

chgrp root /etc/ssh/*key.pub

chmod 644 /etc/ssh/*key.pub
4 FEEHITUL NS hids SSH A4tk %: 1s -1 /etc/ssh/*key
5 BIEHITUL Mg S BIE MR

chown root /etc/ssh/*key

chgrp root /etc/ssh/*key

chmod 644 /etc/ssh/*key

CEERERAXETENEERE
ST VAE HE R P PP T L BTSRRI DAl B 2 TR

VMware, Inc.
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i JREHEE P B P T ARG TR P ] PAM BT THes, AN PAM BUE I AR R b ] o an R A4
AR S ARk RO TR B B i, R P RE S/ SO BB AR N IRr 8 E R BRI o LD,
GRRARIR P R AL VA AR AR B2 B 2 A TR RRRO N, A P] REFT ZO8R A8 A IS 107 Admin
[EEES

SRR

2

1 BATUA N S AR, Nt = ke SR 2R P A B T AP A
useradd -G vami,root user

2 Rl S,
passwd user

3 (BEEEVE) BATLL N DAERGEREE AR B B i A5 R IR
usermod -R vami root

FEeE (5 IR B0 A P B T AOARAT TRORE , 7R s FIARE [ EE) 255 DER s oog i 2 Bl i F 1
BERETHRE

2R E B B\ 22 BT
IO AL E LV S, R VMware R T T F K BARE \AS B
R ARSI N SRATEEE S, B RS S IR 200 n] DUE S AR e AR Re ol R 4 Bl
B ARG, SSRGS EOR I R G E it VMware FEREE TI2<E 180
AR E PRGN AR, I A2 H T GRUB B S LAE TREE
b5
1 WERPIMOS IS R ATAE, TS e BEHE Y 11 /boot/grub/menu. 1st &5 53X password
——md5 <password-hash> 17,
2 WAGZENSAAAT, SHCREREE TS AT # /usr/sbin/grub-md5-crypt 4.
bl A MD5 %05, F Har 2 et mds #EzEm .

3 ¥4T # password ——md5 <hash from grub-mdS5-crypt> @4, KNG T2 menu. 1st FEE,

E NTP

BA TR BRI AR, A ] S MR R R 2D (G AE vRealize Automation JiE JTIZE |- FHAS RS I M ER o
(NTP),

vRealize Automation JfE T2 1 NTP A il Fe LR E R AR o NTP ARFAR A=, A AR SR i)
WHEATROE . A ] AR A AR NTP, (B e O FEAZ AN SR A7 A B B ek FH & B 1 DA M A R
RIS BRI . W75 NTP 22 M SR IE AR &R, 5208 NTP 495,

VMware, Inc. 19



NTP 4 Ge ks 2 v AR E TS E 1Y Jete/ BRIk, 401] & vRealize Automation JEJTIZE B R T NTP IR
%, WAERERUE A EE N TN EEE R Glﬁlﬁﬁfifﬁiﬂ%ﬁaﬁfn &

2R
1 SO 4 e RO B E TS 2% LY /etc/ntp. conf 4H AR

2 EREEPEANERIE S root i root,

3 RREIRRE £ 0640,

4 F T BRI NTP RIS EA TH ARG O BRI, 5PHR /ete/ntp. conf RS REGRIN S P AEAE

restrict 17,

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 e A AR REPARE 5

7 VRealize Automation FERZEEFE#M P ERIERE TLS

HELR PRI vRealize Automation 555 G T TLS a9 E 26 (% vRealize Automation JE FHZ5E ¥ 011
(E LRl

FLpA e, e R IRTS > [ localhost sHAFRANEUT TLS, (H Ay SIS IR EED 2 S5AE AT A
localhost afiifl_#H] TLS.

ERFHE REECORCFTR R TLS, S IATA SOl ies B iliiine, filin SSLv2,
SSLv3 I TLS 1.0.

¥ Localhost ZHRERAF TLS
WeTERE, %7 localhost A AE i H TLS., #n] DL FTAT localhost AR TLS PAMEERZAE

EF
1 (i} SSH iz % vRealize Automation JfE 2
2 FHAT Ml AR veac Sl i R E AR .

usermod -A vco,coredump,pivotal vco
chown vcac.pivotal /etc/vcac/vcac.keystore
chmod 640 /etc/vcac/vcac.keystore

VMware, Inc. 20



LA AHREIEN

3 By HAProxy 4HfE.

a  PHR A /etc/haproxy/conf.d ) HAProxy 4 fEfE, sR1%154% 20-vcac.cfg JIR7% .

b HENEGA NI TFHIAT:
server local 127.0.0.21.30F MIREFIEEIHET T4 E: ss1 verify none
el B G SR LA RO HAA T
backend-horizon backend-vro
backend-vra backend-artifactory
backend-vra-health

c % backend-horizon (1Rt 8080 A#HT /4 8443,

4  JU15 keystorePass [1J%51,

a ff /etc/vcac/security.properties fZE IR NA certificate.store.password,
141, certificate.store.password=s2enc~iomOGXATG+RB8ff7Wdm4Bg==

b ] A E R

vcac-config prop-util -d —-p VALUE

141, vcac-config prop-util -d ——p s2enc~iomOGXATG+RB8ff7Wdm4Bg==

5 % vRealize Automation JIg7%

a

b

HEL /etc/vecac/server.xml f#5<,

H N A E T A [ AR] el Hhi certificate.store.password LA
etc/vcac/security.properties HI[EZEIEB: S AHE EUA

scheme="https” secure="true” SSLEnabled="true” sslProtocol="TLS”
keystoreFile="/etc/vcac/vcac.keystore” keyAlias="apache” keystorePass="
certificate.store.password”

6 € vRealize Orchestrator JIz7#5 .

a

b

B /etc/vco/app-server.xml %

N A T A RERR] sl , i certificate.store.password 0L
etc/vcac/security.properties HI[ZELE B S AHE E

scheme="https” secure="true” SSLEnabled="true” sslProtocol="TLS”
keystoreFile="/etc/vcac/vcac.keystore” keyAlias="apache” keystorePass="
certificate.store.password”
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7 HE) vRealize Orchestrator, vRealize Automation £i haproxy filii% .

service vcac-server restart
service vco-server restart
service haproxy restart

Y QSRR TR T OED veo-server, A TR IS T T
8 R RIEUE T A,

a Pk /opt/vmware/share/htdocs/service/café-services/services.py f%.

b # conn = httplib.HTTPQ1T4a%81 /% conn = httplib.HTTPS() PAMGGHZe 4,

B R E R IEIZHE (FIPS) 140-2 &4

vRealize Automation i 125 25 B 7E @ e AT A i N\ Bl HH AR A i Fh B AE B 0 TLS (g ert, i FH
PN SE AL E (FIPS) 140-2 5255 AT OpenSSL,

XA A{E vRealize Automation JiE FI2E E AT A THIMOH Bk (52 F FIPS Bkl 8 nl DAZEDIARE & 508N
ST, FEa S A 1 N Har & 2% E FIPS:

vcac-vami fips enable
vcac-vami fips disable
vcac-vami fips status

BT FIPS 12, kel 443 |l \BiLig vRealize Automation JEJTI2E B 485% i & &7 il & FIPS 140—
2 [hNE, 4 FIPS 32 A, vRealize Automation #5er{ii /7] AES—256 {5 L H 17/
vRealize Automation ffE T E 124 %8

fiisE  H1T vRealize Automation & 530 F A FIPS R, TR 88 o 4 AR (6 FH SR e 1 S5 S &
WigH . AE AR B E R 4l 2D, I S8 R4 sy Sy e i JT) AES—256 Zilhnaz ,

fant  BIACERCHRER:,  NOVRE S S RS ST R

i

1 DR E 545 E N\ vRealize Automation JiE H2E s 55 A1
https:// vrealize-automation-appliance—FQDN:5480

2 RN VRA BUE > EHRE .

3 H— M Uy [EhE] AL N ROEEH AR E S FIPS

4y NRIHTE) vRealize Automation 1%

Eia SSLv3, TLS 1.0 f1 TLS 1.1 2=
BRI AR P I —3By, AR5 vRealize Automation JlE T2 it e 4x o diim i
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e iR
SERCE Localhost ZHA8 T TLS,

2

1 W22 SSLv3. TLS 1.0 fil TLS 1.1 £'7F vRealize Automation JiEJ1I#EE |- 1) HAProxy https pzF i b
=
WA RN TNE FRFERIB AT BT

/etc/haproxy/conf.d/20-vcac.cfg no-sslv3 no-tlsv10 no-
tls11 force-tls12

/etc/haproxy/conf.d/30-vro- no-sslv3 no-tlsv10 no-
config.cfg tls11 force-tls12

2 EOFTRAEIIRTS o

service haproxy restart

bind 0.0.0.0:443 ssl

crt /etc/apache2/server.pem ciphers !aNULL:!
eNULL : KECDH+AESGCM : ECDH+AESGCM: RSA

+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH
no-sslv3 no-tlsvl® no-tlsvll

bind :::8283 v4v6 ssl

crt /opt/vmware/etc/lighttpd/server.pem
ciphers !aNULL: !'eNULL : KECDH+AESGCM: ECDH
+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA
+AES:@STRENGTH no-sslv3 no-tlsv10 no-tlsvll

3 iRk /opt/vmware/etc/lighttpd/lighttpd. conf 5, HERHILERMENIETEH

R5EE AT RIALE Lighttod HPEE ] TLS 1.0 5k TLS 1.1 (9454, 151564 OpenSSL A /1] TLS 1.0 F1
TLS 1.1 fhnssett-, v TLS 1.0 F1 TLS 1.1 [ fs FHFR il

"disable"
"disable"

ssl.use-sslv2

ssl.use-sslv3

4 [fERPC 8 vRealize Automation JEEHIZEE £S5 Proxy {52/ SSLv3. TLS 1.0 A1 TLS 1.1,

a  FrNEESL M T, ¥ /etc/veac/security.properties S AE T4 :

consoleproxy.ssl.server.protocols = TLSv1.2

b FEWBAT [ R S -

service vcac-server restart

5 fEsRE 4 vCO % e SSLv3, TLS 1.0 A1 TLS 1.1,

a %%l /etc/vco/app-server/server.xml §$2 1) <Connectors FEil, IRIE DL R .

sslEnabledProtocols = "TLSv1.2"
b BT NI T HE vCO IR .

service vco-server restart
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6 AL 41 vRealize Automation fIR#% 1% [T SSLv3. TLS 1.0 1 TLS 1.1,
a f{f /etc/vcac/server.xml FiZE1 <Connector> fE=0 Hogh e 41 i
sslEnabledProtocols = "TLSvl.2"
b B EST Nl A THIE) vRealize Automation JIii% :
service vcac-server restart
7 TEBLEHE RabbitMQ {511 SSLv3, TLS 1.0 AITLS 1.1,

B /etc/rabbitmg/rabbitmg.config #55%<, M2 ssl 1 ssl_options [t H1{77F {versions,
["tlsvl.2', "tlsvl.1'1},

[
{ssl, [
{versions, ['tlsvl.2', "tlsvl.1']},
{ciphers, ["AES256-SHA", "AES128-SHA"]1}
11,
{rabbit, [
{tcp_listeners, [{"127.0.0.1", 5672}]},
{frame_max, 262144},
{ss1l_listeners, [5671]},
{ssl_options, [
{cacertfile, "/etc/rabbitmq/certs/ca/cacert.pem"},
{certfile, "/etc/rabbitmq/certs/server/cert.pem"},
{keyfile, "/etc/rabbitmqg/certs/server/key.pem"},
{versions, ['tlsvl.2', '"tlsvl.1']},
{ciphers, ["AES256-SHA", "AES128-SHA"]},
{verify, verify_peer},
{fail_if_no_peer_cert, false}
11,
{mnesia_table_loading_timeout, 600000},
{cluster_partition_handling, autoheal},
{heartbeat, 600}
11,
{kernel, [{net_ticktime, 1203}]1}

8  HHrikE) RabbitMQ fillll#s
# service rabbitmg-server restart
9 R EHE vIDM IR 5 ] SSLv3, TLS 1.0 fII TLS 1.1,

H¥MU 2 SSLEnabled="true" [AHIE RS TS, FHRL
opt/vmware/horizon/workspace/conf/server.xml &0 i RAAAE DL N T,

sslEnabledProtocols="TLSv1.2"

# vRealize Automation JTTHEEE TLS IEZEH

B BRI 24, A vRealize Automation Je-38 & A il s s i
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I S e A IR AR S 25 2 RS UE, I TLS T AR B R s sam s .
Fy 7GR 1, FE7F vRealize Automation JufA s 9 . B allikes s e Al ~e B o iU
5, VAMAE RS RS8R/ N o, sk B = e i e B ins o
AR AR s =0k, 9l NULL s . aNULL 5% eNULL, thiks 1112 44 Diffie-Hellman 446
R (ADH) B H 4 ines (EXP, {us DES RUINER) . /N 128 {7 e A s Fadlm = roaim ks &t
SR e H MD5 A #EEi%d] . IDEA £, VUM RC4A It [AlIRr, aifs: HIfEH] Diffie-
Hellman (DHE) 4422 1 inss 244
7E£ HA Proxy FIZ B
SRR SIS BBy vRealize Automation JEFIZE T HA Proxy i iy, i 52 R A 99 2 i Fr
B
(S TIASR LB N2 =4, 91 NULL i34 . aNULL &k, eNULL, ik T 44 Diffie-Hellman 4346
R (ADH), BE =4 ines (EXP, Uy DES HUNEE). /N 128 fioc R insssflimm i kN 6F
EPEERR R ] MD5 A szl . IDEA D2k, DL RC4 HsE4):,
EF
1 WBIEA5EH /etc/haproxy/conf.d/20-veac. cfg #5453 AU SO P A7
o
bind 0.0.0.0:443 ssl crt /etc/apache2/server.pem ciphers !aNULL:!eNULL :kECDH
+AESGCM: ECDH+AESGCM : RSA+AESGCM : KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH no-sslv3 no-
tlsvl® no-tlsvll
2 BSR4 /etc/haproxy/conf.d/30-vro—config.cfg RS, A5 TR 259 s
HIFT A %05
bind :::8283 v4v6 ssl crt /opt/vmware/etc/lighttpd/server.pem ciphers !aNULL:!

eNULL : KECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH
no-sslv3 no-tlsvl0® no-tlsvll

1£ vRealize Automation FEFZEE vRealize Automation FEFEE 154 Proxy IR HEAHZE

IR SZRI51S HAREY vRealize Automation JEFTIHEE J: 456 Proxy IR &, A5 FIH 299 a1
IR A o

5 AR LB (R s 24, 90 NULL sk . aNULL 5k eNULL, 3555 % £ Diffie-Hellman 448
L (ADH), BE =4 ines (EXP, fus DES RUNEE). /N 128 (e insssdsfilmm nu 4 kN, 6F
SRR R T MD5 st st . IDEA e, DL RC4A It

53

1 FCF4RIEES PR /etc/veac/security.properties f&%,
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2 EZETEE - TME AR E S S

NI THEA TR AR
consoleproxy.ssl.ciphers.disallowed=cipher_suite_1, cipher_suite_2,etc
Bilan, #E{E] AES 128 I AES 256 NI Er:, i NoliT:

consoleproxy.ssl.ciphers.disallowed=TLS_DH_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA, TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA, TLS_DHE_RSA_WITH_AES_256_CBC_SHA
3 (M N E RO iR .
service vcac-server restart

7£ vRealize Automation FEAZE vCO lREHIZEABAZRE

IR AT B I R vRealize Automation 155 vCO IRFS M5, S T A5 R BB 4 5
5.

5 AR BLER I N =0, 01 NULL 525 . aNULL 5% eNULL., thif{s 1]l % Diffie-Hellman 434
A5 (ADH), HEH 4R inss (EXP, U7 DES HIINE) . /N 128 e A s el e s /N . ¢
PR AL T MD5 Atz rd] . IDEA 2Lk, DLk RC4 &4,
EF
1  3%%| /etc/vco/app/server/server.xml f5Z 1] <Connectors> 15,
2 gwisulogies s E:, DA TR S e
FH 2B NI
ciphers="TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_EC
DSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_

SHA384,TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_
WITH_AES_256_CBC_SHA384”

7£ vRealize Automation FEFZEE RabbitMQ RIFHIEABER RN
SRR R SIS B Y vRealize Automation JEHIZE Y RabbitMQ I %5, 0452 A A5 s IS A
B,

(5 AR AL ER S R 2, 90 NULL fnssf . aNULL 5k eNULL, 3555 1 £ Diffie-Hellman 448
2245 (ADH) ., FEH =4 Nz (EXP, 37 DES HIINES) . /N 128 (it A B silm | i o &
SRR R T MD5 izt . IDEA s, PLN RC4A IIEE:,
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1 FEEBST# /usr/sbin/rabbitmqctl eval 'ssl:cipher_suites().' ay 2 sE LB SMEEL:,

PLR S 491 r e ) 25 (AR 25 S R 1 355 . RabbitMQ il IR 28 A~ @ i FH mli i s Be 35 A5, 4k
rabbitmq.config fZEHAMIHIE

["ECDHE-ECDSA-AES256—GCM-SHA384" , "ECDHE-RSA-AES256-GCM-SHA384" ,
"ECDHE-ECDSA-AES256-SHA384" , "ECDHE-RSA-AES256-SHA384",
"ECDH-ECDSA-AES256-GCM-SHA384" , "ECDH-RSA-AES256-GCM-SHA384" ,
"ECDH-ECDSA-AES256-SHA384" , "ECDH-RSA-AES256-SHA384",
"DHE-RSA-AES256-GCM-SHA384" , "DHE-DSS—-AES256-GCM-SHA384" ,
"DHE-RSA-AES256-SHA256" , "DHE-DSS-AES256-SHA256" , "AES256-GCM-SHA384",
"AES256-SHA256" , "ECDHE-ECDSA-AES128-GCM-SHA256" ,
"ECDHE-RSA-AES128-GCM-SHA256" , "ECDHE-ECDSA-AES128-SHA256",
"ECDHE-RSA-AES128-SHA256" , "ECDH-ECDSA-AES128-GCM-SHA256" ,
"ECDH-RSA-AES128-GCM-SHA256" , "ECDH-ECDSA-AES128-SHA256",
"ECDH-RSA-AES128-SHA256" , "DHE-RSA-AES128-GCM-SHA256",
"DHE-DSS-AES128-GCM-SHA256" , "DHE-RSA-AES128-SHA256" , "DHE-DSS—AES128-SHA256",
"AES128-GCM-SHA256" , "AES128-SHA256" , "ECDHE-ECDSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA" , "DHE-RSA-AES256-SHA" , "DHE-DSS-AES256-SHA" ,
"ECDH-ECDSA-AES256-SHA" , "ECDH-RSA-AES256—-SHA" , "AES256—SHA" ,
"ECDHE-ECDSA-DES-CBC3-SHA", "ECDHE-RSA-DES-CBC3-SHA", "EDH-RSA-DES-CBC3-SHA",
"EDH-DSS-DES-CBC3-SHA" , "ECDH-ECDSA-DES-CBC3-SHA" , "ECDH-RSA-DES—CBC3-SHA",
"DES-CBC3-SHA", "ECDHE-ECDSA-AES128-SHA", "ECDHE-RSA-AES128-SHA",
"DHE—-RSA-AES128-SHA", "DHE-DSS—-AES128-SHA", "ECDH-ECDSA-AES128-SHA",
"ECDH-RSA-AES128-SHA", "AES128-SHA"]

2 BRI A ARSI A VETERIN SRS

G, Py 4 ¥4 JT] ECDHE-ECDSA-AES128-GCM-SHA256 & ECDHE—ECDSA-AES256-GCM—
SHA384, :ifiikd /etc/rabbitmg/rabbitmqg.config f&ZiH 0L N 4T3 4 ssl Fll ssl_options.

{ciphers, [“ECDHE-ECDSA-AES128-GCM-SHA256”, “ECDHE-ECDSA-AES256-GCM-SHA384”]1}
3 (] A A EETRCED RabbitMQ frlfilss

service rabbitmg-server restart

BRBREERNZEH
fifEREL vRealize Automation F5C s FH ORI Al e 2e 41 o

Postgres {EF &

P%@%meﬁmﬁmﬁ% % Postgres ERHEGHA M HFIR M, WKEARGESUERMRT . w2l

M AR, PR REEIRARGE R P T I RE2MREREUE R B ZR =

AEREERERFAE

FiF% Postgres i P A (AN I AR X IDRE 2 SN I o 5 B R AR THR OB B AR B Bl R e 7%
B, ST HARNR I R G
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TE A RBATEL N A1
vcac-vami add-db-user newUsername newPassword

B TR 15 RN 2 A T R I Bl o

st FU e 1 HA Postgres #CERIIEI T, W ZEEHE T Postgres EORHEB TIH PR 41

R 7E PostgreSQL F FimEass

Tt {4 vRealize Automation JiEH#E ¥ PostgreSQL 2ok} ki i AT ER S . I 4H A8 fo T AT Ak (i FH 25
(COFEEORL B AR AE HI77) MEST PostgreSQL {1+ B 43 i (ST 15).

st Postgres i 4 {iif I P ERZ RS IEUR AR 5 AT

AL mdb Bt ik, AR e e s s il

H Fimbsas sl e sk iE ik /storage/db/pgdata/pg_hba.conf %

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all postgres trust
# IPv4 local connections:

#host all all 127.0.0.1/32 md5
hostssl all all 127.0.0.1/32 md5

# IPv6 local connections:

#host all all ::1/128 md5
hostssl all all ::1/128 md5

# Allow remote connections for VCAC user.

#host vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac 1:0/0 md5

# Allow remote connections for VCAC replication user.

#host vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication ::0/0 md5

# Allow replication connections by a user with the replication privilege.
#host replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication ::0/0 md5

WS AR A pg_hba. conf KE5E, (EAE AR BN LB T o4y

# cd /opt/vmware/vpostgres/9.2/bin
# su postgres
# ./pg_ctl restart -D /storage/db/pgdata/ -m fast

M E vRealize Automation FEARER LR
ik vRealize Automation JfiE JT1 5 20 JSURMFR il A ZERERR o

VMware, Inc.
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PATEL R s, BUHERAAT SUID Fil GUID fie b CIMHE % -
find / -path /proc -prune -o -type f —perm +6000 -1s
NG B ERZ e R

2197357 24 —rwsr-xr-x 1 polkituser root 23176 Mar 31 2015 /usr/lib/PolicyKit/polkit-
set-default-helper

2197354 16 —rwxr-sr—x 1 root polkituser 14856 Mar 31 2015 /usr/lib/PolicyKit/polkit-
read-auth-helper

2197353 12 -rwsr—-x—— 1 root polkituser 10744 Mar 31 2015 /usr/lib/PolicyKit/polkit-
grant—helper-pam

2197352 20 —rwxr-sr—-x 1 root polkituser 19208 Mar 31 2015 /usr/lib/PolicyKit/polkit-
grant-helper

2197351 20 —rwxr-sr—-x 1 root polkituser 19008 Mar 31 2015 /usr/lib/PolicyKit/polkit-
explicit-grant-helper

2197356 24 —rwxr-sr—-x 1 root polkituser 23160 Mar 31 2015 /usr/lib/PolicyKit/polkit-
revoke-helper

2188203 460 —-rws——x——Xx 1 root root 465364 Apr 21 22:38 /usr/1lib64/ssh/ssh-keysign
2138858 12 —rwxr-sr—x 1 root tty 10680 May 10 2010 /usr/sbin/utempter

2142482 144 —rwsr—-xr—x 1 root root 142890 Sep 15 2015 /usr/bin/passwd

2142477 164 —-rwsr—-xr—x 1 root shadow 161782 Sep 15 2015 /usr/bin/chage

2142467 156 —-rwsr—-xr—x 1 root shadow 152850 Sep 15 2015 /usr/bin/chfn

1458298 364 —rwsr—-xr-x 1 root root 365787 Jul 22 2015 /usr/bin/sudo

2142481 64 —rwsr-xr-x 1 root root 57776 Sep 15 2015 /usr/bin/newgrp

1458249 40 —rwsr—-x——— 1 root trusted 40432 Mar 18 2015 /usr/bin/crontab

2142478 148 —-rwsr—-xr—x 1 root shadow 146459 Sep 15 2015 /usr/bin/chsh

2142480 156 —-rwsr—-xr—x 1 root shadow 152387 Sep 15 2015 /usr/bin/gpasswd

2142479 48 —rwsr—-xr—-x 1 root shadow 46967 Sep 15 2015 /usr/bin/expiry

311484 48 —rwsr—x——— 1 root messagebus 47912 Sep 16 2014 /1ib64/dbus-1/dbus—daemon-
launch-helper

876574 36 —rwsr—xr-x 1 root shadow 35688 Apr 10 2014 /sbin/unix_chkpwd

876648 12 —-rwsr-xr-x 1 root shadow 10736 Dec 16 2011 /sbin/unix2_chkpwd

49308 68 —rwsr—-xr-x 1 root root 63376 May 27 2015 /opt/likewise/bin/ksu

1130552 40 —rwsr—-xr—-x 1 root root 40016 Apr 16 2015 /bin/su

1130511 40 -rwsr-xr-x 1 root root 40048 Apr 15 2011 /bin/ping

1130600 100 —rwsr—-xr-x 1 root root 94808 Mar 11 2015 /bin/mount

1130601 72 —rwsr—-xr—x 1 root root 69240 Mar 11 2015 /bin/umount

1130512 36 -rwsr-xr-x 1 root root 35792 Apr 15 2011 /bin/ping6

2012 /1ib64/dbus-1/dbus—daemon-launch-helper

PUTVA M an, DARERBEEBEE R Fpr A E A A+

find / -path /proc -prune -o -nouser -o -nogroup

BIRPIT PS>, MBI R IR B 2 IrA A SRR, AR AR M s

LARCOSRON L}
wOw

find / —-name -type f —-perm —-a+w | xargs 1ls -1db
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FN

BUTPL N s, DARERRAE veac i &G IFRERE % .

find / —name "proc" -prune -o -user vcac -print | egrep -v -e "*/vcac/*" | egrep

Ol

-v —e "*/vmware-vcac/*
WORE ARG, DA IEMERS S04 veac (8 & HEA .

ffERRAE veac 127 AT Eg N AR 5
/etc/vcac/vcac/security.properties
/etc/vcac/vcac/solution-users.properties
/etc/vcac/vcac/sso-admin.properties
/etc/vcac/vcac/vcac.keystore
/etc/vcac/vcac/vcac.properties

SR HERR B AR 5 M LT F g%

/var/log/vcac/*

/var/lib/vcac/*

/var/cache/vcac/*

fERRAE veac SRR AT DARITE B A1 H 85 M - F PR IERRERE 56
/etc/vcac/*

/var/log/vcac/*

/var/lib/vcac/*

/var/cache/vcac/*

HERRIERERE S voo SURGE A, 40 A H S L1 HEFR.
/etc/vco/*

/var/log/vco/*

/var/lib/vco/*

/var/cache/vco/*

FERRIERAERE S % T T veo HlARFETIAZIN, 4 Mo H kA H 1 HER.
/etc/vco/*

/var/log/vco/*

/var/lib/vco/*

/var/cache/vco/*

FRERRIERAERS S 1T veo BRI RAEN, 4 MA Flgk A H1 F 8 R.
/etc/vco/*

/var/log/vco/*
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/var/1lib/vco/*

/var/cache/vco/*

a HTE*;‘;‘A Proxy II\H.II_.\

#50] /% vRealize Automation H 5] s 14 A0S, DAFBEHEHE AR BB A0 AR N0k
IR ROEEAEE vRealize Automation [RF, R A B HEEEE G A FH 2R RO RERFHE R ELE S . Rl dllRE
R TR AR R, ] R e B R A s i i A2 PR o t.ﬂiﬁ;a‘ A RE A B S R
Xﬁ%nx, nﬁ@ﬁ%éw ’TTj:éE}Elzb‘FXo
B%] VMware Remote Console Z:ZF|HA

0] 5T A 7 VMware Remote Console 345 2 ji i = 128 45 2251104 2UUIFR

54T VMware Remote Console 1HARIRF, A&y J W0 AR BERGRRE, R E ik i as 11
WRPE AR, R SR ) IR AT e A e e PR R i 3 (DA 8 A AT ) o

EEF

1 AT HmiERsH B /etc/vecac/security.properties %,

2 P IEAN4T consoleproxy. ticket.validitySec=30 E
FERATH,  BUE S S B IR o3 S

3 Al BHPARE S o

4 {JiJTliy% /etc/init.d/vcac-server restart HEETREE) vcac-server,

SR B I R R R MR I (VA # % B ) o

BRIE#E & Proxy fAkzFE#IE

%W 5] VMware Remote Console =515 Proxy HIAHARIUE AR

EZF

1 ST AR /etc/veac/security . properties fE%,

2 CHiEHIENIAT consoleproxy . service. port=8445 ZAH5E,
HETRE ARG Proxy IRESHEIRGENG, (EHZEHIHE 8445,

3 EAAIEBAPARE

4 {Jifflfy4 /etc/init.d/vcac-server restart HETREE) vcac-server,
Proxy A1 e 4 0 2 b i R 5l

B E X-XSS-Protection [EIfEIZEE
I X-XSS-Protection [M]fEFEGA % haproxy 4H & F
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1 PRk /etc/haproxy/conf.d/20-vcac.cfg DA{HLREE

2 AT TR A R il B

rspdel X-XSS-Protection:\ 1;\ mode=block
rspadd X-XSS-Protection:\ 1;\ mode=block

3 A Ml A TN HAProxy 4H5E .

/etc/init.d/haproxy reload

RE HTTP 58 &l & £+ A o EiEEE
S HTTP SRl 2 2 EiE fr (HSTS) Ml fEfEEE 2 HAProxy ZH /& .

B
1 PRk /etc/haproxy/conf.d/20-vcac. cfg DA{4mEE ,

2 S AT TR A R B

rspdel Strict-Transport-Security:\ max-age=31536000
rspadd Strict-Transport-Security:\ max-age=31536000

3 M AIar A F g\ HAProxy 4H5E

/etc/init.d/haproxy reload

% E X-Frame-Options [O]fE1ZEE
7F FEefs N, X-Frame-Options [nl RS 1] et B vk

HIS VIDM JRsgs i AR BT e 2 2 o A M HAProxy, fiTlL X-Frame-Options [ EAEEAATREET BN, 44

AT B E AL, B RS B

EF

1 PRk /etc/haproxy/conf.d/20-vcac.cfg DA{4mEE

2 AfEnwE B AR N AT
rspadd X-Frame-Options:\ SAMEORIGIN

3 R FARATHIE E AR b BB AR EBINRAA T 2 A
rspdel X-Frame-Options:\ SAMEORIGIN

4 (T H4A g HAProxy 4H17E .
/etc/init.d/haproxy reload
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EREER

&
e
=
&

"% 7 (7] Ak =% O] FEAR 2R

LA MO R 3 E 51 vRealize Automation Z5%1, DAPR T HEB 7T 3R T

A et U DA R AR B 0 R AR B AR o B I 0 T ) AR T 20 AR A Web il kst
Bl A B B 4 e O

& E Lighttpd {7]Ak=5 Bl fEIRER

AL/ £ vRealize Automation JEJTIZE S lighttpd Al 72 PR iEE

B

1 FESCT4REEES PR /opt/vmware/etc/lighttpd/1lighttpd. conf f¥ %,

2 il server.tag = " " EHEE,

3 fRAFEERR RPN S
4

AT # /opt/vmware/etc/init.d/vami-lighttp restart @5, R lighttpd {allkes.

# vRealize Automation FEFZEERE TCServer [E|fEIZER

TS A5 vRealize Automation JiEE FZEE i Y TCServer [RIERESAFE . HET 25 A fal ik afsisr, DA
IR il 2 e M B S BT B I m e

BF
1 HEXFHmiaasH B /etc/vco/app-server/server.xml f&%,
2 YEAEE <Connector> JLRHUHTHY server=" ".
4: <Connector protocol="HTTP/1.1" server="" ........ />
3 A BHPH AR %
4 ()R8 TR ikt o

service vco-server restart

AR TE 4 % A s A RTUR 75 1) AR 27 [l B AR R

B A 1A Identity Appliance B FRIUAISARES VEANIR S (IS) AR A 11T 22 1 RS e, R
B A T AR TR

53

1 0T 4RiE2e R C:\Windows\System32\inetsrv\urlscan\UrlScan.ini #§%,

2 J4= RemoveServerHeader=0 {4 H 4451 /5 RemoveServerHeader=1.

4

BIRHAT iisreset - FHTE) filfilkas .
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LA AHRESEN

T—1&

T NS L E] By G R i RlR HTTP [lfiEfsss, DA IS X-Powered By £,
PHRL NS EEE] 156

BHRC [HTTP (Rl EAREEA] 6 AL B R LRSS

3 BEBAT iisreset ay S HUHIEN RS

N =

8 7E VRealize Automation FERZEE T 1EREEL GRS

HRg A Rl PR, 3OE vRealize Automation JEFIZET 1A TAERSBOmIRGRUE o

vRealize Automation JfiE JTI%& B G135l FH 2[4 B 1 TRER TAERS BOming 2 30 438, 22 miReE LATT A
AR 2 PEIF R, H54WTE vRealize Automation JEHI2E 2 321K 11 web . xm1 A%<

=2

1 (EF4mtEzs B /usr/1ib/vcac/server/webapps/vcac/WEB—INF/web.xml K%,

2 Jk# session-config Wi & TAERBOARHE . sH2BIPL M REHEH 1,

<!—— 30 minutes session expiration time -—>

<session-config>
<session-timeout>30</session-timeout>
<tracking-mode>COOKIE</tracking-mode>
<cookie-config>

<path>/</path>

</cookie-config>

</session-config>

3 BT A TR ik o

service vcac-server restart

HIEENEERE

By T2 R R i, 551 vRealize Automation T HEFZIG k5 i A Es B i

PR RLE R BRIk, e T EATERRIOIAE, D 2o IR vl e e 2 i
{&O

ﬁ% USB REIFEFREREER

 USB RAUfAfFAR B EI R 2, I A HAicRs USB AP s Bl U VMware RRABERE A S P AR R
fﬂ o TEAEHBCEEL A REE M HIML BB S F A5

iyed
1 X7 4missh B /etc/modprobe. conf.local F#%,
2 ERZIEZFHE] install usb-storage /bin/true 1T,
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3 AT AL PR S

REETRBABEREEN
DRI R PR 1 M 1 B PR b e B B e e, DA 1 H B B 25 0
B R I A B A R N A, T L SRR A R T
B
1 FECF4ilHES P BHRL /etc/modprobe. conf. local 5.,
2 GRS TP HBILL M T.
install bluetooth /bin/true

3 RAAILBAPARE S

'f%;% $ IJIL*I%U{gﬁL*ﬂmE
PP B R E A R E (SCTP) A EI R %, 7B B8 nlae e A FH s s e s 5 &

Hio

PRAFAESEIAEL, 153 WG AR SR A RHL SN FR i i i AR 15552 (SCTP) Hi#H. SCTP jg—RiAfi H]
(1) IETF ASEHECL (0 AR DA AE o oA R i A 20 AN P e S A R T a8t i T2 s e e B
RcmER ,  SEAER AR TR & Az OB RE N R o e B EE

EF
1 4RSI /etc/modprobe. conf. local fE% .
2 FECRRES I I T.
install sctp /bin/true
3 FRAFICBAPARE S o

REERSEEBMNHE

TR R BSRACTRED ) — 07, RFHR T EH LR 2o ZE ZEm AR b e (DCCP) N B R HIE L A, 7%
FEBCEE P REE A IR E B F R 5.

FrAbs Bt AE, 5 RS R d N ERHu ZE 2e s HER e (DCCP) 14, DCCP J&— i ik it {20 iZm =1
e, WA, BRI E A 2 A b @ ok S MO, B T e s e B R T
JHERERI ) ARE P T B e iz B fE sl Nl AT e R =X

EF
1 FCP4REESPBHRL /etc/modprobe. conf. local fE& .,
2 fEpRazpE S A I DCCP 17,

install dccp/bin/true
install dccp_ipv4/bin/true
install dccp_ipv6/bin/true
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3 AT AL PR S

RAEMERIEE
WRFARR G A A ERAR AN B R e PEAECRE W RE G MBS E R %o

FRAR4RE AT, 75 HIGEE R G T A B I NG 1 . VB SO v Re e A e IS 2t AR B B S8 R
el T

N

a0

2R
1 7ERrA VMware J o S 0 Fad TR M a2
# rmmod bridge
2 T 4miERs L /etc/modprobe. conf. local F#5,
3 AR Bl AT,
install bridge /bin/false
4 fREIRRIEIE .
REFEELEBEAHEBERIGE
TR RGBT — 35y, AR TR B A T S Bkl (RDS) il FUBhE SN 1 s T e 1
o VB BUSEE AT R A T AR 2 3 R B

AR PRl R (RDS) i a 3E S 4% S AR HEF R AR o i i 2 A 95 e el Rt
s, SEAEFRA AR P nTRE & i A e B Qe N R o e B EE

EF

1 FF4REES PR /etc/modprobe. conf. local fE% .
2 Rk P install rds /bin/true {7,

3 AR

RAEE BRI BB E

TR AR ACTR B — 50, AP R KB W] B i PRI AE (TIPC) N 2 e SRt A v b
AEBCEEF AT REE A BRI E 1 F A5

HEE W BEEL P FIERE (TIPC) 45 4R e B i MR AR I o BB (I RZ e 5 PR R, 41
PR ACHE R Fr AT RE & (A% DB RE N R 1 B P 2

EBF
1 X 4miasrh B /etc/modprobe. conf.local F#%.
2 R Z P B install tipc /bin/true 17,

3 fHPALRPARES
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REFEFARHA AL RENHE
WRTHRL ST PH LE S AP A Bt e (IPX) U E N B R 5. 7B EEM I ERR e e & A&

Bt

PRARKES T, FGH A SN AR A B 3230 (IPX) Sl e A o IPX i Ui A A2 — ARt O 4 6
ANIEARE o LRI 1 A5 R AR S R AR T o B 2 e PR R, JREAFERIR A1
AR P AR BTl AR e BN AT 0 R A 2

25
1 AECF 4t s /etc/modprobe. conf. local %,
2 GRS Bl NAT,
install ipx /bin/true
3 IR RHRARE S

1% AppleTalk BRI ELE
TR P14 AppleTalk 1HF A E N2 R, AL ] g e F) I B e 155 A %

BRARAEELILEE, A REEE TR AppleTalk (BRI ERAR o A ILIERH i AT 2 A ek T i R - A
T it il HIRZamAR o B R AR, SRR AR i T RE & Al A e B Qe N AR b a2 B X

EF
1 FF4REESTP IR /etc/modprobe. conf. local fE% .,
2 FECRAE ST HIBIL AT,
install appletalk /bin/true
3 FRAFICBHPARE S o

{R#& DECnet @ E
IRTEZRETELIL- % DECnet iz ENE A %%, TEAF SO nTREE A I m AR 7 153 R %%

BrARAEn g, 5 AR TR DECnet AU IBAE /A o 7RI AT boh e M 4t 0 AN e ey I A
1o i1 A2 s PR R, SRR A AR - P RE (AR e B R N At AL A e B 2o

B2
1 TECF4RiEws PR DECnet 1515 € /etc/modprobe.conf.local ##5E
2 PRSP BILL M T,

install decnet /bin/true

3 AT AL PR S

{RE FireWire #&28
TSP 114 FireWire BIAHHN B &%, S nTae e A I B e G E 2% .
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PrARAERng, A IRERERE FireWire f5i4H.
B
1 FXF4REZSPPAR /etc/modprobe. conf.local FiZ.
2 GRS HIEL T,
install ieeel394 /bin/true
3 REIBARARE S

REERGHART TH

1ESRIE ARy, WPk vRealize Automation JLEEGSHERDIRTS (laaS) Joff MCH K, ARG (R (E
BHMHA.

WAEHE vRealize Automation FEREEEEHIIRG (1aaS) ol MaZo e T St A T2 e Re . AR
SE SRR FLAARBE T AR R AR . AEREE S IL N, AT LARERR BT ROE , (HEMIRAL N siss
BICHTIE R E A REI I A 8

1= Windows BR5AR
52 AL 215 VRealize Automation / AEHEH A FTHZHEE I AN, ik MR 0.

TRAE RN, S T A BRR R ) 20 A G B PR e (e, DASCIR I FEAZ B G Bk, HEREIB B0 ]
HIELASGH AR R S BRI

REREEANRBEEPNERRE TLS
FESE 1511 vRealize Automation 5 68 136 TLS AN 2 S LERES HEED RS Je P i) (L

ZeanimaER g (SSL) Bl BB OB g e 2Pk (TLS) J& B ibdn s =l E , AInBIHERAEA IR R 5t
Teff 2 A TR RN ) R B2 4 TS SSLOBIRESHUARHE, HEF 2 B EC Ik S MR SR S
P A b, Bk SSL RN IE (fo4h SSLv2 1 SSLv3) Tkl Hh T g5 M. 18 Beam sl g Ot
AL

BAHSRZ e VERANE, ArTseth a1 TLS 1.0,

fERE  FERARCERS FAGE TLS Wy, sl E—0HE e Ramstine, #lan SSLv2, SSLv3 LK TLS
1.0,

{£H Internet Information Services HiJ SSLv3

LR A AR A R RS (1aaS) A ilkas i 5] Internet Information Services (I1S) H1t)
SSLv3,

EF

1 DUEERE B384 T Windows k4w o
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LA AHRESEN

N

10

11

TR Sk AL B 2
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schannel\Pr
otocols\.

7F Protocols | 4i— N4, IR1ESEIGEHY > A5,
Il \ SSL 3.0,

R RHIRAS RS, EET 10 SSL 3.0 FEHE Fi%— Mg A #E, REAFDUEThAE R PRI B > #
B A\ Client,

TEEERIRAS RS, 7ERTEAY SSL 3.0 FHS Fi— TIg A #, SRIEFEDEAThAR L PRI Er g >
H5IG N Server,

AT RTR AR SSL 3.0 NJy, £ Client bf%— NHFRUA#E, SR1Z2INHHE > DWORD (32-177T)
B %5 \ DisabledByDefault.,

A RHIRGE RS SSL 3.0 Ny, BRI Client, SAE{EA B I HH4 | DisabledByDefault iif: i \
1.

FEASERRGE T SSL 3.0 Ty, fE Server Ii%— NIFRA . SR{EIGHHE > DWORD (32-fi
JT) {6 A\ Enabled.

PRI RIR ARSI SSL 3.0 N5, 12HY Server, SRELTAT BN N U RUTIY) DWORD ifi i A
0.
) Windows Server.

£H¥# 1aaS =H TLS 1.0
R eV, 54 1aaS 3 Al SRR 452 A TLS 1.0,

TN, 552E Microsoft Kz &5, 4944 https://support.microsoft.com/en-us/kb/245030,

2

1

2

i1 1aaS & R Al Web i .
a {r <appSettings> [ BerELL M, DA Manager Services 41fEH C:\Program Files
(x86)\VMware\vCAC\Server\ManagerService.exe.config

<add key="Extensibility.Client.RetrievalMethod" value="Polling"/>
<add key="Extensibility.Client.PollingInterval"” value="2000"/>
<add key="Extensibility.Client.PollingMaxEvents" value="128"/>

b F¥HE) Manager Service (VMware vCloud Automation Center Iii%).
ffe% TLS 1.0 7F laaS falllk#s 5.
a DB ES S PITES SRR

b {EEEiE L 2
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schanne
1\Protocols\
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https://support.microsoft.com/en-us/kb/245030

C fE Protocols | #%— MR #E, HIBGHE > #15, RZIA TLS 1.0,
d AFEERARGERER, ERIEST A TLS 1.0 #4605 Fi— NiBAas, REBAPEIhRER PRI >

MERST i\ Client.
e [EEERHRGERETD, FERIZEIAO TLS 1.0 #605 Fe— NI EA s, RBIEHREAThAE R st e b >
MERSIT i\ Server.,

f o R RASRE Y TLS 1.0 T 7, 1E Client |3%— NiERA#E, SR%¥H— F¥H > DWORD
(32-fiz7c) fEf i\ DisabledByDefault.

g (PEEEHRGHSH TLS 1.0 7, 2V Client, SRE4 4 & #H#p | DisabledByDefault
DWORD if g\ 1,

h ARG TLS 1.0 MJ5, 7& Server 44— N4, IR1Z 12 > DWORD (32-
fz7T) {EF 5 N\ Enabled.

i RS IR SR TLS 1.0 Ny, 121U Server, KB4 M3~ Enabled DWORD 3fi i
A 0,

i FEFTEEE) Windows Server,

E TLS mTZEH

FE R ORIt A7 vRealize Automation TTAF R E A6 ISR AR M. ISR e 7 frl Hin e A
SirnZ HAZI, FIET TLS TARPRBUE ISR . K 1 IR IERIER RS, FH1E

vRealize Automation JoffHifs SRS TRl A (i SRR UG, LAMAE LR SR B4k
No IEAN, T AR AR B AP R P AT s o

NEZHMEES

{5 AR BB A A 2, 040 NULL #2508 . aNULL =k eNULL. {43 /i 4 Diffie-Hellman 434
254 (ADH). T H AN (EXP, 375 DES [IN#). /INA 128 {7 e HR s el st i smoA /N . &t
B RET] MDS5 U2l . IDEA IR, LA RCA e, [FIRy, #aife ] Diffie-
Hellman (DHE) 44832 i s 544

IR AREEEMN
LAV E MBI RS R D IR (1aaS) M ikastfas oL A0 e
Microsoft fi¢ fit 1 #5cfii T B s op Bh 5 hfk iR = M Al IR mn 10 Lok o Sl 4% 4510 Microsoft i, AN
B Lt T Himai 5 i o 551 .
BRI ARRSREREE
1T Microsoft Baseline Security Analyzer (MBSA) DA DA Rk 2 75 A Sl i Bek Hotfix,

ETLURIR Microsoft e PR, ] MBSA ik Dir) Microsoft Lo PEBIFEA, DAME (ks fre i

it Microsoft 48k [ #lifc g MBSA T H. .
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e TR RAREE R AR R

{6 JT] Windows “Ze4 3% @53 (SCW) Fll Microsoft Security Compliance Manager (SCM) | FLAH 22 3=

AR E 22 H0E.

it Windows filfliessfy A& EL T AshdT SCW. I T H AT ik A e M 28 Thie (TohAdi 2h
fit. Windows 5 kOfAIE SR E ) M BL 2K [ Windows frllilkse AHE SCM IR fv 455 AT
Ko REATAARBRAS RGN (A ikes . iR =

o= EGili e

2L

A

XA ULTE Microsoft Technet 4855 =348 47 1 SCW T HAUEEAT R

REEMAEXER

LAV S AU AR e PR P AT A BRI At i B s At S A AT 10 5 MR o

SRR DA R R IR LB B SRR AS R B IR R 5 . AER U DU N, AR R AR 1 BORH ORI 5

WEZ A AT B IARIR] R E o

1 Windows [5J¢H) 2 S ERGE, 152

kg7 E

VMware\vCAC\Agents \<agent_name> \log

S

VMware\vCAC\Agents\
<agent_name> \temp

VMware\vCAC\Agents\

VMware\vCAC\Distributed Execution
Manager\

VMware\vCAC\Distributed Execution
Manager\DEM\Logs

VMware\vCAC\Distributed Execution
Manager\DEO\Logs

VMware\vCAC\Management Agent\
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FHBURIE
Bl237i-£4 FHHBR A seEE BK AT ER BA
VMware\vCAC\Server\ S X X X X X
R X X X X X
ik X X
VMware\vCAC\Web API EN X X X X X
B X X X X X
Uik X X
REERGHIREEENRE
LAVERAEMIEE, WBEEREAS R EIRTS (laaS) FHENIAGRE, WEARILET A

/\
Ereasei
ORAILEEST LIRSS (laaS) T FRUHARNR S . IR, BRI RIRTS 24

MR AR EAERFRE

HERRATAEAL BRI ABERIA A IR 5 MGBOE o RFBL I HIRE D RE SR BRI O BT A 6 R =2 PR A 2 a1 7
EHL AR BRI AR DORE . A A R P s i £ HDURERIR A 2 A Al s T = R A AEARERR o
i et e SRl

AL EHERAER

PRI AR RIER AT A AL EE R . A I AR A A B AR R ARSI TR, e m
A

EARNVEREEIETIRES

A = M AR5 SR P BRI L, E8H laaS ook B RS E AR BT R . 525
BOE PRI E o FERZ S MR BATIONRTS , W AT E RIS .
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REFTHAEREE

Ry T EPHC RN Z eV s b2, ST VMware F-8E FfEF TS A I BRI REOE o

EARTI VR I, SR E iR, SHE VMware e 2 i DL EERESS R BIIR S o
HEATAEE S T I VR E

AEEETE R A2

m 7% VMware JfiE T EEAEATAS 3 E

m R BERRAS RS RIS A EA TAK RE

RO HEERAE A

% VMware FEAZEEETHERTE
B T HELEI VMware BEBERE AR J M0l B2 A HOBEAGIEN,, S50 4 L AR SR e

MR, fdy VMware EHEROARES 1P Sl b AR, DARGE TR OE . {5 AT R B RERR
Tﬁio

BELIE {5 A& = I AR EE A1
L MEARAE I R AR U FAE VMware BSOS b 5ERcH TAERT A 10 RGN

JbutFEﬁ PRERIR () 5 FH 25 i SR A AR o T o S A e e A VA B4R s o FIR ) R A RERIR ) 6 2
vvvvvvv AR T IR RO AYBE

EF
1 (EREE VMware JEFECE 0 ERAT MAlard.

# grep —i 'AUSERCONTROL=' /etc/sysconfig/network/ifcfg*
2 GBS TSR A NO,

RE TCP fFEEIE BT KN
PP T RO I — RO, S VMware T F B R TR TOP AHIE 51k

N

¢ TCP B FLIE H 751 K NUE Rati i TR N, ARRAIR TCP AEAB A BB Jm\ . R FRGSOE
F5 1280,
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1 fEfE(E VMware IR 0 ERATLL Man
# cat /proc/sys/net/ipv4/tcp_max_syn_backlog

2 {ESCATERS TR /ete/sysctl. conf A5,

3 BURUA I FRTHE 2 R S AU E TR TCP AR BRI AT A1 RN
net.ipv4.tcp_max_syn_backlog=1280

4 R AETENE RPN 5

1E4E ICMPv4 FEE il [l fE

LA NERARMIR R MR VMware JIEFHA< B LRI ICMP B A7k HEE0R .

R AR A A IETUE ER A (ICMP) 8] EAEA T 0] R 2 O B PR B A, i HLn) RE el R
HEREAH S e TAIRR B . AR PRS2 TR E A 2% ICMP4 [T, T DAHRERI AR R

2R

1 7F VMware 50 FHHEE 0 F 3y T #

cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts a4, DARESIEEE EHEEAE IPv4 ik
(A ST (5

QISR TG E R tE4E \Pva g, Hitbar &gt
¥} /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts {3[1{f 0,

2 AR FEE T B MG AR AR ICMPYA BRI HE I EER, 557F Windows SR S A ws
B /etc/sysctl. conf %,

3 HEINES net. ipv4 icmp_echo_ignore_broadcasts=0 [IHH . WA HIEARE A F e
ZIEEAMETE, sz A H el e B A T H o

4 GRAFREENERAPIRE SR .

{=H IPv4 Proxy ARP
fifes2 IPv4 Proxy ARP L5 H], ARG AL AL CRIEER VMware JE 12 P R A HABEDK)

IPv4 Proxy ARP 03 A F AR E — B LB 53— (AT | ARP BRI, ARATEE
B - AR B 5 R LA

i35

1 {F VMware JFREIE IR ¥ 30 384T # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|
egrep "default|all" #y4, DAKERE IPv4 Proxy ARP BV,

QIARAE 4 52 H] IPv6 Proxy ARP, It 25 HIME 0.

/proc/sys/net/ipv4/conf/all/proxy_arp:0
/proc/sys/net/ipv4/conf/default/proxy_arp:0
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LA AHRESEN

QAR M ERERE, R T 2P
2 U A FRGE IPV6 Proxy ARP, GEFE ARSI BHRL /etc/sysctl. conf A5
3 kaE M HE.

net.ipv4.conf.default.proxy_arp=0
net.ipv4.conf.all.proxy_arp=0

ARE LT H AR BOE HEARRBUE A S, Frfrids LeTH H s S A T
4 R TR AT AR S BAPARR 5

3648 IPv4 ICMP EFE @A
LM A R MERR Y VMware JEFREIE 1256 5 AFE4E IPv4 ICMP B0gRE AR E .

i h A BT ICMP FUEREL A RHUEARIE AN 1, I A7 8 B LS thes . Y ICMP FUFREL A R A
5y AE AR A . 1E SRR BTSRRI PhA PR HRAR R . AR RGNS, FERECR Y
ABURE Ly BMEIE LA o

EF

1 1F VMware JEJTI5EE M AT # grep
[01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep "default|all" @4, PAEZIE
- AR 1Pv4 TR A RRUEL

WS R E A0 A8 \Pv4 Ty, by & e ml RN A
/proc/sys/net/ipv4/conf/all/accept_reidrects:0
/proc/sys/net/ipv4/conf/default/accept_redirects:0

2 QURTREGE R A A E R e IPv4A TEHPEAEIE., SHAESC T4l o
i /etc/sysctl.conf 5,

3 MEPHUEA net.ipv4. conf R THOME.
QAR PA R IE B A E B B a1 Yo A FANTAE, Sl A S el I S BT TE

net.ipv4.conf.all.accept_redirects=0
net.ipvé4.conf.default.accept_redirects=0

4 AR TIO AT AR S G BAPAAR 5

}E4E IPV6 ICMP EFFE @A
LM SIS MR VMware BB FHEE B S ke 48 IPve ICMP & a1 R .

A BT ICMP BUEPEL Al RHUE ARIE AN 1, A8 B LTS thie e 0 ICMP BUFREL A AU A
5y FE AR A . 15 SR BTSRRI PhA PR HoRAR e . A b g, R R
ABUE L BMEIE LA o
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1 £ VMware EF5EflE T2 E 4% AT # grep
[01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep "default|all" %, HiEPasit
TSR IPV6 TS,

QR AR A58 1Pve TgE),  HIlb a2 S Eiial M oAt R .
/proc/sys/net/ipv6/conf/all/accept_redirects:0
/proc/sys/net/ipv6/conf/default/accept_redirects:0

2 FEU R A B AR T AR AR IPv4A TR AIEE., R X F SmtERs P B /etc/sysctl. conf
%7%0

3 AGBHEEY net.ipv6. conf A THOM .
R MHTHEEREARAS, soe FITEHEAFE, sl MITHEB N RS, SE e .

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4 R AEEERAPARE 5

=2$% IPv4 Martian &

LM S R MR ) VMware BEFREIE FHZE B A @ 50 8% IPv4 Martian £1U,

Martian 10005 A% A NHE . SEBF TAHGR T Art B tEalUE,, REAESER A S al Re sl A T Y
T

B

1 7F VMware JiEJT1%E 5 6% 34T # grep [01] /proc/sys/net/ipv4/conf/*/log_martians|
egrep "default|all" w4, WL ek IPv4 Martian £,

GO RS O 3 By 8% Martian 40, I ER] FAI45E 5.

/proc/sys/net/ipv4/conf/all/log_martians:1
/proc/sys/net/ipv4/default/log_martians:1

R TR IERE o, TS T E— P e,
2 ﬁu%‘”*%ﬂ%ﬁ’%ﬁ&%%;&mﬁﬁ %% IPv4 Martian £13, S5 X F4mtdas B /etc/sysctl.conf

3 MEPHEA net. ipv4. conf AT THOME.

R I AHERMEARS S 1, 2o FYIHEAGAE, Sl FYHE NSRS, S0 EiaIE
E o

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1
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LA AHRESEN

4 ARG R PAIERE S

EFH IPv4 [ [o] B 1& 6t
YRR E MR A VMware FEBEE FIHEE A ] IPv4 S m A< A

IS i) ASE Fi 138 T LA e AR e S AR A AN LA Rl AR IR JSA /T I3 €0, AR Rt (R 2
fiﬁ:o A ) REIR I EMERRE R B TSR BRI A B8 . AEFLEETHDL N, B Lﬁﬂé [ IFa A i 3R ]
TR AGHIER AR R . R BB BN, nTRERE B ] TR OB U 58 4 fa HI B I B A< i

1

E\

. m
(HE [Yt%
N

5

-_—

# VMware FRHHRETIHEE S0 31T # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|
egrep "default|all" x4, MERRELEHERRHIT] IPv4 BCim R A it

IS 1PV AR, I Sl T3 %

/proc/sys/net/ipv4/conf/all/rp_filter:1
/proc/sys/net/ipv4/conf/default/re_filter:1

AR BRI E B, AR THE— P B,
2 QURTEAE LM T IPvA SUrERACHRZE, S SCAmiEath Bk /etc/sysctl. conf FE5E
3 & ERAYEA net.ipv4. conf [HHEFTIOM.
A I EMEASE 8 1 BT E AL, ST S H i S SR g B T H

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

4 GRAFETNERPIRE SR

648 IPv4 %

TEERAAT VMware JE TR AR 1Pv4 (55

AR RGE ST 1P A B TR HA S FEE RIS FH RS, IS ] R i A A 2 1 R B e s P2

A, F FHIE R e RIS A 2 1 o il AR I R TR FH 2 B G A0 4 IPv4 BB A 18— Sl o

2R

1 ¥ VMware JEFZEY 1€ F 84T # cat /proc/sys/net/ipv4/ip_forward my4, DAHER1ELE 4%
TE4E IPv4 155%

WS R E 2040 1Pv4 26 A Ay 2 9ré1¥#] /proc/sys/net/ipv4/ip_forward H[Hl{E 0, 41
REEEE O EeRoe, N ik — LB e,

2 AR IR E SMGEUE R IEAR IPv4 X, BRSO SRR PR /etc/sysctl. conf A

3 ifizil WA A net.ipva.ip_forward=0 I H . W2 HIE H RS C A F e 28 HAMFE,
SRS ZIE H el s B B A TE
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4 AT AR SR B PR 5 o

3648 IPv6 BEIE
T A R R AR VMware JIEFEE S TR A B E40 IPV6 Bk

IR AR S 1P BRI TROE AR IRE MR Ay, TR ] RE 510 A A e R i 2 i R 4
BEAE, P TIH AR GRS A 2 o Rl SN R TR FT1 R 8 - R E Rt 4R 1PV R Al 1 — S

EF

1 £ VMware JiEJ126 128 34T # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep
"default|all" 4, DAERRIEEE EHGEAR IPV6 Hk,

DR EREROE R EAE 1Pv6 T2k, Al ar & ErEinl MO A .

/proc/sys/net/ipv6/conf/all/forwarding:0
/proc/sys/net/ipv6/conf/default/forwarding:0

IR R ERERE, N T — 2P Bt
2 QARTSESH EMROE RAtiAR IPve THX, FEESCT4iAR IR /etc/sysctl. conf £,
3 AAPIU net. ipv6. conf AT TV,
AREL NI YEABOE R EHoRm S A AL, SR LA H el A T H

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4 R EEATIOEATAE G B RE 5

{£F IPv4 TCP Syncookie
TERBART) VMware JiE T2 B L 1% (# 1T) IPv4 TCP Syncookie.

B SYN_RCVD ik RERIHARI A% TCP 4R, TCP SYN PRI n] Ak @ U 48 IR .
Syncookie FIFIIFIBHEHAR, EEKEBAT ACK R HEI#s 1E B sl Ruiias IR IR A 1l o B
WA E Ty TR e RO RtE , (R H B PR ORISR O], 36 LT 7E B R R R A A A 1T
S RAEBEIRS
BRF
1 7F VMware fE 155 18 9T # cat /proc/sys/net/ipv4/tcp_syncookies fiy4, ARG
FHEIE AT IPv4 TCP Syncookie.,
WUR A HERE 248 IPv4 5K, Ibar & &85 /proc/sys/net/ipv4/tcp_syncookies HHI{E 1.
AR R RS R e, N T — P e,

2 QAR R A R A ] IPv4 TCP Syncookie, wifE X 4w B
it /etc/sysctl.conf,
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LA AHRETEN

3 HEINAE net.ipv4.tcp_syncookies=1 [JIEH
GnAR I TE H A H iR e A 1 SN AE, sz IE H AT O B A TE .
4 A TR A N B AR &

}E4E IPV6 IRHSEIR S
s VMware T AEGE4R 2SI el 25 /1 ICMP J0irEin) (FRAE R G ERT ER52)

IPv6 ] A& H B il IR rh g BRRAGROE AR e L . VM S, BLLARA SRR Ak
A TR EEARLL, TR e T AR R A T

EF

1 7 VMware JEJTI2E 5 28 30T # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep
"default|all" w34, DARERDIE LS - HGEARES Fh sl o

DR EREROE R EAE 1PV6 B el e, Abar& ErEml i 0:

/proc/sys/net/ipv6/conf/all/accept_ra:0
/proc/sys/net/ipv6/conf/default/accept_ra:0

IR M ERERE, N T — 2P B
2 IRTESH EMROE RtAR IPV6 T aRE s, ST TR TR BHRL /etc/sysctl. conf fEZE,
3 A MAEH,

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

ARE T H AR BOE HEARRBOE A, Frfiidis Lo T H SR S A T
4 AT RE T A2 BN B PARE 5

FE4E IPv6 FRHERESS

LA AL RIS VMware JETIEE EHHEAR 1PV6 B rhasaioR (AR AFUEMER EHE).

S R R R RREE T E R AT TIRE A O A s R B . AR E SRR FRIRALIE, NRFR EATATHE R
2F

1 £ VMware [ 0 9T # grep

[01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep "default|all" 4, DLAE
PSS IEAR IPV6 S RS R OR

AR AR E R AE4E IPV6 B phafal ey, Rlar & e Enl M %

/proc/sys/net/ipv6/conf/all/router_solicitations:0
/proc/sys/net/ipv6/conf/default/router_solicitations:0
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WERFHECIEREROE , AR T — PR,
2 RTINS EREE R IELE IPV6 B HRRaok, RSO AniE R B /ete/sysctl. conf REE
3 *””EI_F&I IHE'O

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

IRE LT H AR BOE HEARRBUE A S, Fefids LeTH H s S A T
4 FEAATATAE L B PR 5

1EABBR H2RRR K HY IPV6 BRHSREIFRTE
HESRAT) VMware JE 12 5 AR IPV6 B 123K (ol AU S

A RARE H I T AR B A BUE TR AR AR OE . AR RFRBARIRAZIE, RS G R AT
It AR R AU o

i3

1 7E VMware JiE HIZEE 14 90T # grep
[01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep "default|all" @4, DARERR
1o MR IPVE IR RS ok

YR R E Fe1RAE IPv6 e rharily, Aldtar & Em M A

/proc/sys/net/ipv6/conf/all/accept_ra_rtr_pref:0
/proc/sys/net/ipv6/conf/default/accept_ra_rtr_pref:0

QR R TR T, R T — DB E,
2 REEGE AR R AR AR 1PV B RRa K, R X T AmiHR P BH /etc/sysctl. conf FEE
3 md MAIEA,

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

ARE LT A AR BOE HEARRBUE A S, Frfrids Lo T H sl S A T
4 GEARE TR A AR G B PARE 5

1E4E IPv6 Bt HREIE R
FERBASIT) VMware JE FFI 1 - HEHAR IPV6 B 2T SV (AR RGN B ).

accept_ra_pinfo BGE Ml Hl RGUE N HSZHE ROl Bl . W RC B HRIRAIE, RS R T
St Ph s AT L R
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1 & VMware JiE 2 328 31T # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|
egrep "default|all" p4, DAMERZIGECFAAEA IPV6 #% Fhasil msi A,

R M 2 AR 1PV6 BB, Dtk a4 SRR

/proc/sys/net/ipv6/conf/all/accept_ra_pinfo:0
/proc/sys/net/ipv6/conf/default/accept_ra_pinfo:0

QAR FHEE I ERER T, T T — P E,
2 qARERELE AR R AEAR IPV6 B FRER T E e, REAE SRR TR BHL /etc/sysctl. conf

Fo

3 fmd NAITHH,

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

ARSI H A EOT HEARRBOE RS, FEfids LI H sl o A T H
4 FERAATATAE L B PR 5

548 IPv6 IEH 3B S EER IR E
TESRARIT) VMware JE TS 4 - MAEAR 1PV B s iRl (Bl ).

accept_ra_defrtr 5 iE W5 ARG 15 52 e 5 PR 5 o« AR e AT B 1% ph =s A
AR TERR IPV6 FREESFR 6,

EF

1 7f VMware JiE 2B 0 94T # grep
[01] /proc/sys/net/1pv6/conf/ */accept_ra_defrtr|egrep "default|all" #y%, DAMERIE
LB HGE AR IPV6 1% HH A BiPR R e o

ISR MEREE R R4 IPV6 R Fhas B R 0E , Mltar & & e 0.

/proc/sys/net/ipv6/conf/all/accept_ra_defrtr:0
/proc/sys/net/ipv6/conf/default/accept_ra_defrtr:0

R FHO IR, MG E T E—S e,
2 GARERELE AR A AEAR IPV6 i AR PR AR, REAE A RS PR /etc/sysctl. conf

o

3 *DHE_Fgl Iﬁao

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

IRIE LI H AR EOE HMEARBOE A S, SEHTEIE LI H A R B I E
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4 R REL T A TG B PARE 5

548 IPv6 IEH=RBS HEIEERE
TSRS VMware JE TS 8 - HE AR IPV6 1% ih2s D4R A 38 E (BB 0 8E),
autoconf §% i A il FH R 52 75 BE A A & ) A T FRR 4 du B S e 7 o

/ﬂ

i)ed
1 7F VMware JfEJT135 5 34 34T # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep
"default|all" @72, DUREZIG L HEHEAR IPV6 B& Hos [ BAH e

PR EROE R IEAE 1PV % s H AR A RRE, A & & mE 0.

/proc/sys/net/ipv6/conf/all/autoconf:0
/proc/sys/net/ipv6/conf/default/autoconf:0

IR EAEC B E, ARG T — LB R,

2 TR AR E B AEAR IPV6 BEhES I BEVAHRERRE,, AR SO AR RS AR /etc/sysctl. conf ¥

o

3 A MIEH,

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

INFOE LA H AR R ARRUE RS, R s S0 H sl B A T H
4 Rl ATAE S BAPARE 5

B4R IPV6 EHfsE K
TSR] VMware JiE FHZE B FHGEAR IPv6 S5 AT K (FRIAEA 135,

dad_transmits SBEE A PSRBT TAIRFRE A 0E (230 Mgl - Ae) Bk s Alah ok it DARECRIT R4
HEFE A R g E— 1

EF

1 7F VMware JEJT12E 1 36 30T # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|
egrep "default|all" a4, DURERDLEEE EREIEAR IPV6 J5 40K o

QAR EMGRE APEAE IPVve J5ARRESK,  HIltbar 2w 0,

/proc/sys/net/ipv6/conf/all/dad_transmits:0
/proc/sys/net/ipv6/conf/default/dad_transmits:0

MR TR R E, QIR T E— D EE,
2 GRTRELE AR A AEAR IPV6 S ERRE K, REAE SO AR A PR /etc/sysctl. conf FEE,
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3 My FAIIE

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

IRE LT H AR BOE HEARRBUE A S, FEfrids LeTH H SR S A THH
4 AT E T A AR NG B PARE 5

FR#I 1IPv6 {iritE B IR
ffes8 VMware JiE FH2E B A4 1PV A R EE B RS E s it/ M o

A R E RS T AT TR 2 da B e % 1Pve (S . MESRTEZE 2 16, (HES IS A e 5
ARG T R E A R

i

1 % VMware JE2E S E8 34T # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses
egrep "default|all" 4, HEFEEEE ARSI 1PV AzakEH IR,

AR e FHELARR 1Pve Az BIR, ar&RHEIRME 1.

/proc/sys/net/ipv6/conf/all/max_addresses:1
/proc/sys/net/ipv6/conf/default/max_addresses:1

QAR R ERER T, R T — P E,
2 gREEEEEOE A F IPVe B BRR, RETESCTAREER AR PR /etc/sysctl. conf FEE,
3 WA N,

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

INFOE LI H AR BB AMIME AR E S 1, FEsribis L H s B T H
4 AT TR A2 BN B PARE 5

RERAER RS EHEITHRERE

LAV IR O A VMware FoRELMERN, 7F VMware JEREAEREEIARTS (1aaS) Joih M i TA9RE A

#)-Lﬁ
AL o

FLRp AR RS (1aaS) THEMATREAEAE , Dl i i 2o Mk 3 1 52 2211 vRealize Automation I

o> :nn

b
Bo

A 2B PR SRR R D I T

VMware, Inc. 53



R EEZIE B I E

LM e i BB VMware HEHI AT/ vRealize Automation JiEE 2 B AT 3 8 mi e Am s 1

1,

55k vRealize Automation JoRE ENAE E AR, (LB S ARG oAE A e, 5 T A
SRR ANER R . 526 (vRealize Automation £ 444 )

5 A& BT S HE#E
LAV VMware HEH 2637 vRealize Automation {7 JT]1 55 1425

PR LA ARG b A PR B IR

frflkeR R
vRealize Automation fiE JTJ2 443, 8443

SEE L EREEE
LA R VMware HEH 2650 vRealize Automation #5H EUHZHR

AR LIRS 123 BA SR

(Gl R

vRealize Application Services fill[37% 5480

vRealize Automation FEF# BiEiE1R

LAV A VMware B35 vRealize Automation JE TR BN FIELH iz
EONEE:S

¢ E VRealize Automation JE AT FTRs N HIZER G MPR o S0 AR S At 28 55 B e PR Vil e 1

RIg 81 FTEHRMENERE

R ERIBE wHfiR

443 TCP 173 vRealize Automation J:35 %4 K API 1Y,
8443 TCP J424 Proxy (VMRC),

5480 TCP A7 IR HI S Web I LG

5488, 5489 TCP Mk, 1 vRealize Automation JiE FZEE . A TE W .
5672 TCP RabbitMQ U fHi%

faE  #: vRealize Automation JEHIE T BT8R, fEnTRETR
O PHMOEFER 4369 Tl 25672,

40002 TCP VIDM JIRFSIFTT . 76 HA ARGz, AT N e
(B FHAlh vRealize Automation JiEFHZE L #BEOTERIN)
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P SRR E B N
R1& 8-2. EEMENEEE

BB BAE FH#

22 TCP (#18Mk) SSH. b AEfrh, (rilibeii 22 | {5 %0 SSH ki,
BRI 22,

80 TCP (FEfEIE) FHTIEE 443,

BHiERE

PROE AT R

F1& 8-3. TEMRMEHERIER

R TEREE 3

25, 587 TCP. UDP B g HR A R SMTP,

53 TCP. UDP DNS.

67, 68, 546, 547 TCP. UDP DHCP,

110, 995 TCP. UDP FASC NI K B POP,

143, 993 TCP. UDP FACI N BRI IMAP,

443 TCP it HTTPS [1EERE45HEED Service Manager 7%

PG BGR e S e

Fi 8-4. WIBMAH S

R EE 7

80 TCP GEARVE) (LRI 00T, T DU T A0 2 ST

123 TCP. UDP CSEARYE) (PRl S NTP, jfid Al AR

BRI iR E R

LN AL AR VMware MER, oL BESREHIIRTS (1aaS) TR e (N B a5
BNEREE

iH A% 1aaS JeiFRUE AT i DB

1% 8-5. FTEMRMENEREIE

Vi HREE BRI HE A

Manager Service 443 TCP B HTTPS sk laaS T & vRealize Automation JiE FH2E 1 m AL, T2
Proxy FRHRRE AR REREL T B th #RAZHH L TCP SR 443, DURZIEN
e

BHERE

i Ay 1aaS JelTRRE I i D IR
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1% 8-6. FIRMRDEHERIE

Vs HREE TR IHE .

Sl 53 TCP. UDP DNS.

e TCP. UDP DHCP,

Manager Service 443 TCP i HTTPS fil vRealize Automation JffE 114 5 105 .
A8k 443 TCP 151 HTTPS £ Manager Service 1ifi#flo

Distributed 443 TCP %1 HTTPS £ Manager Service 1fiiflo

Execution

Manager

Proxy {REEFE T 443 TCP %1 HTTPS #kEil Manager Service M il = amzn.,
B PR 443 TCP %1% HTTPS il Manager Service 15l

Manager 1433 TCP MSSQL.

Service, Ak

WHFREE, RE SRR R

F1g 8-7. EIFMME T ERR

To IR TR HE 3.

e 123 TCP. UDP NTP JZ M.
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UL ST St M PR g AN N (R ) SR 3 AL e A o M AT IR G O
— TR BT WA, BT DB oA, DASAERDRAT R A 22 (B H_E 8 = e B 2 0
)P Fiee ) ke E e i SR RBRVERRE S ) e N S S DI NIRETRE 31 G O | 4 =5 oS e i P e 8

R ERRSRARSTFERZEER

W E IR e 2%, WA a0 SO, DBt T, AR AR IS i
MR B R S s , A BRI RO R

1 RERZHEER NTP {AAk=5

FEE R AT ML TR TR RS AR, COFAR B B HRh AR ARG, e DR A PSS R i A e 2
T E FROIRFTAVESERE (AR BEAEERRR (] (UTC)o A 5 R I BRI ART, PR A R B AT S Sy, Tkt
ABHENE BN AR BN . A IERERRRRREE & e A DA s A I 22 A BB RO RE B, Lg%
AHERE

a2 /DRSNS I AR = NTP filfikesy, sEAEGTAIAIER b 3UE A NTP fillkss, AR
/D= {WAINAIRR A A PR HUAHIRF ] o
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