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var hosts = VcPlugin.getAllHostSystems(null, "xpath:id[starts-with(.,'1')]");
for each (host in hosts){
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}
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var datacenters = VcPlugin.getAllDatacenters(['tag'], "xpath:name[contains(translate(., 'DC', 'dc'),
'dc')1"M);
for each (datacenter in datacenters){

System.log(datacenter.name + “ ” + datacenter.id);

}
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ZRFIRI1ESE
Operations.properties FIN AW ZIRFINIMESE . AETHMIESE, WA RERIEE.

AT 2 operations.properties FETHR A, = BACHAESE, 52 B E LR

#Blueprints
operation.create=ManagementModelEntities.svc@VirtualMachineTemplates
operation.update=ManagementModelEntities.svc@VirtualMachineTemplates
operation.delete=ManagementModelEntities.svc@VirtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@irtualMachineProperties
operation.read=ManagementModelEntities.svc@VirtualMachineProperties
operation.update=ManagementModelEntities.svc@irtualMachineProperties
operation.delete=ManagementModelEntities.svc@irtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes
#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonwWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonwWSModelEntities.svc@AmazonVirtualMachineTemplates
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operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@0OpenstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0OpenstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@0OpenstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints

#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@ManagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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m  Requested
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= InstallTools ({: VMware)
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var requestTemplate =
VCACCAFERequestsHelper.getRequestForResourceAction(operation)

var jsonData =
VCACCAFERequestsHelper.getResourceActionRequestData(requestTemplate) ;
var json = JSON.parse(jsonData);

//Change cpu example

json.cpu = 2;

//This is a property needed for the Reconfigure IaaS operation:
json["Cafe.Shim.VirtualMachine.Reconfigure.Requestor"] = 1;
VCACCAFERequestsHelper.setResourceActionRequestData(requestTemplate,
JSON.stringify(json));

request =
System.getModule("com.vmware.library.vcaccafe.request").requestResourceActionWit
hRequestTemplate(operation, requestTemplate);
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2 ERFHRTEFINNA
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4 ERMETHHINE
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=& 419, WINEH

B vl

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'HostNamePrefixes';

var links = null;
var headers = null;
//Create properties for prefix entity
var prefixInputProperties = {
MachinePrefix: 'test-prefix',
NextMachineNo:1,
MachineNumberLength:3
s
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
s
//Save the provisioning group
var entity = vCACEntityManager.createModelEntity(host.id, modelName, entitySetName, inputProperties,
links, headers);

#if5]. FT# vRealize Automation 1RV E B2
BEFEA- S A T N A

1 TSRO B RS RIS .
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3 R E RIS L A
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4 (AR BT BLE S B S
5 EFRAMEITEHMINAA S
6 BHAAEA TR BRI

R1& 4-20. BINEH

B . <pitl
entity vCAC:Entity
updatedDescription T

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();

updateProperties.put("UserNameDescription"”, updatedDescription);

//Update the user description

System.getModule("com.vmware.library.vcac")
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,

headers);

#): sEE vRealize Automation 1B
B BB BT T N B -
1 R LA RE L 470

2 DA EIE s A A o
3 IR

R 4-21. EINEH

B g 2tinl

host VvCAC:VcacHost
blueprintID 7

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var links = null;
var headers = null;
//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintId,
i
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintId, headers);
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#5151 : M vRealize Automation 1&%!
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i il

entity vCAC:Entity

var hostId = entity.hostId;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac")
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);

#if). EEX vRealize Automation E (3% HTEIER)
BEFE A S T A T N A

1 ERBMLTATETREE A,

2 EERMEBEERITNNE .

3 EHEBENIE R

RI& 4-23. EINEH

\I[E
all:=4

f

Lol b zridl
host vCAC:VcacHost

templateName =t

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var headers = null;

//Create properties for prefix entity

var properties = {
VirtualMachineTemplateName:templateName,
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18
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilterChost.id, modelName, entitySetName, properties, headers);

#fl: BB vRealize Automation B (IR R L)

I FEA HEFE ) T A T B A ED T

1 EREN R E RS AT

2 ERMSEERYAT I ARG, AR IR TR A SR, B A AR AT T TR R AR A R

3 BRI,

B g 2tinl

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachines';

var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
var orderBy = 'VirtualMachineName asc';
var top = 10; {
var skip = 0;,
var headers = null;
var select = null;
var entities = vCACEntityManager
readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,
skip, headers);

21 vRealize Automation EE5S1EEE 0]

Rl LA ] vCACCAFEEntitiesFinder 54 M5 A IR W0E, 59N B L A4TE JavaScript f{I2K 5 A
=4k vRealize Automation EL T FE A HE

W57 vRealize Orchestrator HIFE4-HEEZEIIREANETAL, 52204 (/1] VMware vRealize Orchestrator
HEATHIEL) .

#h). SREKER (RBBHIE)

1 g il

host vCACCAFE:VcacHost

AT DL R A — A )
WIS IR AR SR S REAIAR B 155 name_of the resource 5 i A4, HUEATA HEEETR

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");
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w RS HSEE TR T AT,

a  BUSHRUNFE &R, WY get 757k, (A Pageable £:4{ (vCACCAFEPageOdataRequest
PR TR fE0E

b it OData &5 name_of the_resource 7112 name k(1) B — i g sl it v
vCACCAFEPageOdataRequest ¥ifd-.

var service = host.createCatalogClient().getCatalogConsumerResourceService();

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

#Hl: SXAKRER REFEHE)

ARSI AT T A -

1 WSHUTHH ERRSS, WG get ik, (N Pageable 24§ (VCACCAFEPageOdataRequest ¥
PR T ) B

2 {ii OData A EHIHUS T user@domain.com F-H: > owner/ref JEIE 1 {5 P AR
vCACCAFEPageOdataRequest ¥}

-

~

owners/ref JEVEE N EBESE R H BRI AZ AL R O4H 7 . vCACCAFECatalogResource Fil LA
owners g, %M % vCACCAFECatalogPrincipal E R84, vCACCAFECatalogPrincipal
HEEEA ref WH, SZNA A S ZHER SN 7 R oRk.

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",

VCACCAFEFilterParam.string("user@domain.com™));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

g0l SKEREE (RIBAEFEFE)
R4 M5HE 518 1] vCACCAFEFilterParam.and(array of conditions) @fEE -, HaimEEEEd
) OData & & ff A — g o

var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VCACCAFEFilterParam.string("name_of_the_resource_here"));
conditions[1] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);
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filter[0] = vCACCAFEFilterParam.and(conditions);

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

P AT DAl FH At s i 51 (3141 vCACCAFEFilterParam.group(array of parameters) .
vCACCAFEFilterParam.not(parameter) . vCACCAFEFilterParam.startsWith(id, string).
vCACCAFEFilterParam.endsWith(id, string). vCACCAFEFilterParam.greaterThan(id,
number) . VCACCAFEFilterParam.lessThan(id, number) %) i # H MBI,

V48 vRealize Automation &5l MEHE N LR
EATUART N B E A4 JavaScript ik 5 A5, TR vRealize Automation i 1) Bl TS

E’%ﬁo

CatalogResource i vRealize Automation F{{ffi iR, 1= %A ProviderBinding JE% 1
JEtk, R B SRR IR LS Z MR R, HEraT .

= bindingId - AFRHEBEEME— BT BE RIS

= providerRef - iii| E#:EH vRealize Automation -5k & SIS A E R B Sk fit 2
Wit AT B vRealize Orchestrator Hi4ES M5 AR EAN RN, w52 B ({li/1] VMware vRealize Orchestrator
HEATRHEE ) ©

&5 . EVBMH%A vRealize Automation B2 & BGEN EEFKE

S EF B H vRealize Automation -4 H 1aaS MU N, 1 H., SR AR RIS, &
[MIHIEHER laaS BEfRs . 8IS 1aas-service #2HEF i) Virtual Machine 87U H 5%
ﬁ?}go

RI& 4-26. MNEH

B b i2hil
vcacHost VvCACCAFE :VCACHost
iaasHost vCAC:VCACHost

// Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6190-4458-8c92-8eceOba06173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceId);

var resourceType = resource.getResourceTypeRef().getLabel();
System.log("resource type: " + resourceType);

var providerBinding = resource.getProviderBinding();

var bindingId = providerBinding.getBindingId(Q);
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();
System.log("provider id: " + provider.getId());
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System.log("provider name: + provider.getLabel());

if ((resourceType == "Virtual Machine") && (provider.getLabel() == "iaas-service")) {
System.log("It is an IaaS VM!");

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS VM id: " + vm.virtualMachineID);

System.log("IaaS VM name: + vm.displayName) ;

// IaaS Entity

var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,
bindingId);

System.log("IaaS entity 1id:

+ entity.keyString);

— i TAEHE S L

NN Bﬁi%ﬂ?ﬁﬁiﬁ JavaScript Hi{51, th ] DA s 2e a5 e 55 3 45 H LY vRealize Automation
— R A4

547l vRealize Orchestrator HHHRMSEZ IR FANEGI, 5264 (/1] VMware vRealize Orchestrator
1TRAEE ) o

#]: B3I vRealize Automation iR EEE

HEFS S WF B R BAT T B

1 B HR % B 1= 1 vRealize Orchestrator T /i

2 AR TR A A IR R R A

3 EAES B Y

4 B Bl

R 4-27. MINEH

b2 ot

host VCACCAFE : VCACHos t

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba®c-12086540b28b";

var name = "MyBlueprint"
var description = "Blueprint description”;
var workflowClient = host.createAdvancedDesignerClient() .getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name) ;

blueprint.setDescription(description);
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//Create the service blueprint
var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();

var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint
var createdBlueprint = blueprintService.getServiceBlueprintByUriCuri);

blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),

VvCACCAFEDesignerPublishStatus.PUBLISHED) ;

&fl. #3r vRealize Automation #% /& E Al
B HRA IS AT T B AN EDIE

1 DA R,

2 RUE TR R4
3 RUEAEREA

4 EFRMENTZIER B

5 ERMEEALMERRE

6 EFAMEIURIRG, Bladams, fRReg,

[ E:avx 233/

8 ML, AL R, BRI 2
=1 4-28. MINEEH

2 -t

host VvCACCAFE : VCACHost

// Get the type of approval policy by ID

var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();

var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal();
user.setValue("user@domain.com");
user.setType(vCACCAFEApprovalPrincipalType.USER);

var group = new VCACCAFEApprovalPrincipal(Q);
group.setValue("group@domain.com");
group.setType (vVCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new vCACCAFEApprovallLevel();
level.setName("IT Approval Level™);
level.setDescription("IT Approval Level description™);
level.setApprovalMode (vVCACCAFEApprovalMode.ALL) ;

System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(level,
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(level,
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level.setlLevelNumber(l);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType(Q);
phaselType.setId("com.vmware.cafe.catalog.request.pre™);
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description");
phaselType.setPhaseOrder(1);

var phasel = new VCACCAFEPhase();

phasel.setName("Pre-Provisioning");

phasel.setDescription("Pre provisioning phase");

phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phasel, "getLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType(Q);
phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description");
phase2Type.setPhaseOrder (1) ;

var phase2 = new VCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getLevels", level);

// Create the approval policy specifications

var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState(VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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TAERERASTHIMIMER TERERENXE
R TARRRERITSCPESMIVEE S TR, DA A5 T ARk TR PDF T3
.

4RI 7F Orchestrator F P TAEAR AR rh A7 I0E B T /Emfe, IR AR > TARRESHSCA:.

TAEmbE £ B
WS T AR AR S FEAEB IR RS . TARR AR BT
WA AR ORI IS B AR A I AR R RO AR

EXTERESRAXHE

YR FEREDL PDF 4% 0HE e 00 TR AR ek T /R AL R A S S

W H SO S AT B PSR LA R e A T ER AR IR AN R AT TR &R, R 4FE
TAEREERCARA B, BEtE . SR TR B M TAER AT E, AN, SRSt AR A
HEEER

EF

1 i Orchestrator H] i) NhrAThaER, SIS TERET.

2 — IR,

3 BITEE AR A AR S AR R R AR e A, AR H%— MR
4 R EAEICR.

5 BISEIkHif#Tr PDF AR EORISE, SRS, IRIEHZ— T 7.

WEH AT TERR SRR, s b TARRAE R PDF AR R R 5 b
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{8 HTTP-REST 4p i ER

HTTP-REST #MEME N A] 5175 w2t vRealize Orchestrator Fll REST k> fiit H Bl 265 HE REST Web
i, A LLE RS TALRE TAERAE, # REST IRiSEIL /e An Al B &kt WAEEENY: F
1T REST fE%,

AN R A B — R Y BT PR REST SEREFINY ] REST {ESEAHB R NE T /R, T DL HE] T
Wk, B REST Feigdh i L/E A BN,

REALE LT 8

m  E HTTP-REST #MEREL

= REST 3@ MM LIFmME
= Y] REST {3

B E HTTP-REST Mgk

WA ] Orchestrator F] P @ HTTP-REST AMHFE A,

#HBE T1EiRTE
(48] AR A A B A B REST M6 T/EmFL,
AT 1¢ Orchestrator F P i TAERAR S [ OFEREE > HTTP-REST > 8HAE (7 UG b T1EmifE

Tremi2amm R

Wi REST i REST FA%Hr 8 2 A G40 H gk

R HRIEIY Swagger BURGHIN REST 46 S HIEUIR ALY Swagger B4R AR REST d:4.
F A URL 119 Swagger #UECHS REST -4 #%MURFE URL #2451y Swagger Bk Hil REST 41,
W REST 1R3¢ T ESERTI A REST J:44,

ARG 5 REST J:H i XSD AT A REST bk,

M REST 4% Har REST A,

% REST {2 M7 REST RS,

TN M A TR AN R AN H #rh ) REST =R,
Pk REST TEAMEBRE R 8 ER REST 0.

ol REST 1R it REST LR 15
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Trrmi2amm Gt

7 REST F- IR A it REST L HEFEERATA AR XSD Ak,
B3 REST 1A% ST M A4 H e REST T2,
HY REST 1R BT REST 0 FIOfESE,

R E Kerberos Bg&E
TG T PowerShell 4#iRE, RT LA T] Kerberos Bt
151t Kerberos B, Ainlfdi F1127 %5t WInRM 134 PowerShell (13 difii A T84 o
2R
1 ¥ WinRM IR i ] Kerberos Bt
a  BUTRA Mard, RS E i Kerberos Bt
c:\> winrm get winrm/config/service
b #ATLL Man 4T Kerberos B
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥} WinRM H P Kerberos it
a HATLL Mand, i AT Rt Kerberos B
c:\> winrm get winrm/config/client
b #ATLL Nan 4R Kerberos B
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 BUTRA M A LURIEEL WinRM IR 4R .

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password -encoding:utf-8

4 @57 krbs. conf MG EAIEA FAIAIE .

=33 2K

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /usr/java/jre-vmware/lib/security/ (¥Mi vRealize Orchestrator),
/etc/krb5.conf (N vRealize Automation [ vRealize Orchestrator).,

krb5.conf K&a NGRS

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
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default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

Kerberos HBERE  FRAMEHR

default_realm FH P A B Active Directory falllR #5117 Kerberos 4k
e AR R,

kdc filoRs g S0, (KDC) A% 35 Kerberos ZEE 1A= ik

default_domain FHIA BEAE SEREA AR TREA

BEEE LTI Kerberos 4 R,

et K7, Java Kerberos 4H A8 @i JT] UDP s . 2 2 b U] TCP iafIfie,, Ak
udp_preference_limit Z81E BT A 1.

it Kerberos Bt 753 ¢ 2240 2 f8 (FQDN) A%k,

BEE e B krb5. conf R, WA HTRE) Orchestrator falilk#s % o

it REST F#
EAT BT TR RS0 REST 1M, 63 Ml e,

i

o a A~ W DN

PUETHR H 54> N\ Orchestrator [l /7.

1t Orchestrator H] P rh#%— N TAERAZ L

E AR AL FES Bk, REpIREEE > HTTP-REST > 4HA 62T % [l REST 1:#¥) T 1EiifL.
75 [t REST 4] TAEmAR ik — PiRUG . RERIRE T/ERER.

e v yrp UINE NE IDE R

7F URL ST 758, N A0 bz

55k Kerberos it d5 S5 A £ 78 (FQDN) Ak,

TE AR 7 Y, N\ EARE R R
R (=S E N DN (ST e
WA REST LR

FEFERHT Y 2 Orchestrator filflia (5 (EAFH: -
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EIH ]

Fis T

OAuth 1.0 OISR 20
OAuth 2.0 Pk Token,
=N TR SRS

SR TAERE B
ORI TAERSEE, ST TR B
R R TAERE B, Orchestrator HI /i @ it BN 5 I

ﬁzj Ao

= PEAEEE I B T I
BEINCT fER B

R AR GERE TR B, S A TR B .

u ﬁu%‘ﬁ ST I TAEBEBL. Orchestrator 7@ (B N6 H 2 BN
NTLM 7C Windows Ze4 1 SO IRBEAEE (SSPI) Z4fE N2t NT LAN Manager (NTLM) 775X

%XML_O

SR T AERS Fﬂ‘aﬁﬁ

QUG TAEREEE, SSPROtIL T TR B

LT S 3t HX@—@%%IYEF%P}: Orchestrator ] 7@ it B N (1 fili FH 25 LN

I‘IAMTJ\DJ_ o

PR NTLM 3 .
Kerberos T4t Kerberos f7HUi S
BT AR B,
SRR TAERSEE, SO DR BT
R RINE—E FE TAEREEE, Orchestrator H it i B A\ {12 RN

n‘?b]\n‘rl o

11 PG T] Proxy, sl Proxy frlRES A A HEAIE R
a  (W]3%) ZEH Proxy BB,

b2 | i
i AR
A SEPEEAA IR o

BT AR B

R OGERGEATERE, Eeft T TR R RRE .

QR EEIE— R TAEREE, Orchestrator H] S & i B N0 I
ﬂyubnwo

2 RIPUE T PR AR S I as SRS R O 4
13 (R 38E) EUTI A kAR O i A H o SRR I FLL B PrivateKeyEntry J7L,
14— MREZBAT TR

TAERFBE I TR, REST EMMEEr H B AT B8k 0URE
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BESR
TR AR SR XSD ZURETHG = REST -0, SRR 1EHR4 B S0 BT LIFRAL

#if REST 1%
BT AT TR, DAEAMEME 4N B 8o /6 8] REST 4.
S RAR M
»  EEREC DA By N Orchestrator J] P
w RS BETAN B S 0l REST L.
B
1 {F Orchestrator [l Fuifiii— N TAERARAIE .
2 TR, JEPIREREE > HTTP-REST > AR RBNG 2 % [ REST 1E%] TR,
3 fE [ REST 1E3] TR % — MIRG#E, AR EIME TIERAR .
4 EAUEL FUTHAYE S T
5 TEERECT TR, AR AT,
6 7rEIAR URL S 8, (N URL MOFEZERY
ERTDA S TARA E, TR EHITIE SRR I 28,
A A URL RE k.
/customer/{id}/orders?date={date}
7 SRS HTTP Jiik,
WERAEEHL POST e PUT, ] DLRR 5 A Py AR R AEEH
8 i MRRZUT LIEM
BETR
(IRt Sk Sl R R (e SRR BT

Wzt ZE REST ik
PRI DA T TAER AR, DATEYMEMEE G40 H SR XSD 224 5] REST 4%,

XSD ZE i DU 445 IR i NI HH AR XML SR, (R 2 B e M s AR B, BN e 1818
REST fE3 A T AEm s Frazim A XML St 2.

SR
R DA EE B B EN Orchestrator J] P

w HERDASHEA DA B eptu i REST KRR o
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led

1 {t Orchestrator [{] FiHi4i— N TAERARALE

2 ETAERFEREG T, JREHFERE > HTTP-REST > A1RE G 10 & [ 2L Ht 2 REST 1:#4] T 1k
Hifeo

3 7T DEAUSHTN S REST A% TAEmME Lk — PR, R RIME TIERE.

4 EINE AT XSD AU .

5 EIUETEE URL SNZEHE,

B BE
= i N AT URL,
= S PAESR

6 i MRERHT LIFhR

it REST (EXXELE I ITIERIE
Al PAE REST PRy HaT AR
PR ERT A TAE AR S b LA . s AR B Rt A e, R &
vRealize Orchestrator { %5 A E455 ) -
SRR
m fEREC DA E B 5N Orchestrator J] /7
w MERDASHEA SRR B St i REST LR AR
2
1 1f Orchestrator F] P N TAERARAE,
2 FTAERERS G, JEIRER)E > HTTP-REST 8155 % [t REST fE3mAug T /EmR] T 18
Tk
3 7E [{¢ REST fEZE A4 TAERE] TrEmME F e — M Rlasd, F s @) TERE.
4 R HfESERTE EHRI REST 3¢,
WERAESETREERN, 11 H XSD ZURST a2 a8, AR AR E R N,
5 (ERRESCTIEA, SONEE AN TR AR T A
6 BRI E A TR DR R R Ak
RRT LA AR AR AR R HR AR AT AT R AR
7 H— MRRHUT LR
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I REST {E%

2 T REST EOK, Zrl ABh &M FRE M REST 13, Wnl DU HIRGER REST {ESE/EARIAS,
RATTPEBUT A28, VLM ] REST R3¢

HZH A REST fE2%.

n ST REST AR REST 763 [Enfe, %o REST FHGF [ 37 REST fE2Eblis be 1440
Bellit . B85 REST 1A REST 1ES5Er4E, 1t HLnI 7ERE4l B 83 IR A= 43

. [PFEREE > HTTP-REST #5547 FIEIRE REST 1E3E [ {Eimfeskm ] REST fE%, ARl
REST F#FH REST /E2., Hlia i [/EmfE, @Dl dt REST MK URL FIMEEER ., &
RREAERFAE, i HoR DA REAM B SR B IR A

= (AFESUE > HTTP-REST #iff)w T BV RS2 B ] REST FH8A1{# B2 8 FH REST fEZ [ 1
kR, WO REST Ja#, 6 HE REST fESEELIS e F RN, SREM HIRUER REST AR
REST fFE3fiok H &M ORI, AT TIRmEE:, nDABR AR EN REST EHEF REST 1F3
KB, i REST LHI REST fE¥E e 2524,

I REST {E%
BT REST 7E2

SFEiR iR

= R DA B 50BN Orchestrator J] /.

w  ERR AT DA H Skt REST L0 iAR

=F

1 {f Orchestrator [l Fiiiidi— N TARRARAE

2 e TR R, RBIRESEE > HTTP-REST 2% 2 I F REST fE3 T /.
3 /MM REST FEE TR [ — M #E, AR IR TAERAR

4 [ERIIPESENI B REST 113,

5 REEEFENIMAZERNNG.

6

e MREAT LR
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SOAP AR A ] s B L vRealize Orchestrator A1 SOAP =1~ R H s & B SOAP Web JIj
o AL BB TALE TAERIE, #5 SOAP IR E 78 A4l H Bkt , WAE T HmMIWE FiiT SOAP fE
E

AN A B — R A EET I SOAP - HEAINY JT] SOAP 1ESEAHBINUARIE T/FmAL. Al DLasE BT TR
ke, ¥ SOAP B LAE HEbL.,

AREAL LN

= 3E SOAP S

= fif SOAP 1R A A MM T/
] IlL[m SOAP {’;-ﬁffg

E SOAP Sp#pFES

A Orchestrator ] Fomake i SOAP ANEE T,

n_,s I-{,EUIL*EE
[AHAE] TAERFEEE R A5 oA #E SOAP RN T AR
0] Orchestrator i TAEREEAE FHORERUE > SOAP > #HE 7 Ut T1ER L,

TAERARZE A
g SOAP Lk i SOAP EHEHTIEZ SMEMR A4 F 8%
FORTR S M A F AR AN AN F 850 SOAP LM I
Tl SOAP ik TesMEME R TAN F $F2 kR SOAP £k,
REREFEAN P B AEER I, T A RO L R 5 R R
BET SOAP 4k SUFTMEE AN F #5h SOAP k.

i Fv S URL B4 SOAP A% i FMmAFIfim B A7 BT SOAP M. Hiltim B At U WSDL g & fimhfk,  FZf
AR SOAP FRE.

718 SOAP i
] DL T LR s gt SOAP =, W3 E HiaR &9,
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bi)=d
1 DUEH B 550 E N Orchestrator H T .
2 7f Orchestrator H /7 4% — N TAERARE
3 ELEmEM s, EATEUE > SOAP > 4HRE %5 & i SOAP - T 1EimifL.
4  TEHHE SOAP T [ /EmfE Fae— MinhlAsd, R RIBE TERE.
5 (EARBSCT A, BN SR AR
6 RIER A FRIE AP WSDL A .
FIH BiE
= 1% WSDL P97 7 A S
5 E WSDL URI S5 5 LR N (ERE RS 1S
7 SEAREIR SC T LA AR, Orchestrator 2R 15 BiRf ] P934 2] SOAP A%, 75 HIsHAR
H%o
8 FESKERF T R E R, SOAP BESKAZHLE 18 FRIRFH I A, 75 Rl aailRs
9 RHUEHEEH] Proxy,
BEIH BifE
= Bt Proxy (74111 Proxy iz,
% BT N —EP B,
10 EEUEREERUN,
HIH B3]
Eiia TR
A PRI o
SRR B,

= QURGSEINGEH TIERRE, SSie U AR BORRAEE

RIS —E A TAEREEL, Orchestrator J] 7 & i BN 5 I

AR
At o

wE TR TN A B o
BT AR B
= ORI TR, SR AL T R BORRE

R R TAERE B, Orchestrator HI i @ it BN 5 I

EVIEZAS
nzj At o
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HIH #HH
NTLM TE Windows Ze 4 VE RIS (SSPI) AU P2l NT LAN Manager (NTLM) £7HY

AT
PREH o

lgHXIf’EIJ’F%E%EAO
SRR TAERSEL, SR DR BT
m ORAEEE— O RE TAEREB, Orchestrator J1] =i B e e N IR AT AN
AR o
FEft NTLM 2.
Kerberos Pt Kerberos 77HUER 75 .
ST PEPS Bt
m QUR R TAEREER, AR AT T AR B R
B R ‘“EX@—TEFH%IYFFE%E Orchestrator JJ P @ (e 26\ (1 I I

e
ik o

1M e MREBAT TR
TAERMER I TR, SOAP “EA(EwEr i B FE4H B Sk OUR

RIESR
REAT AR A E S0l 358 SOAP LMW, iU TIE Lo LA ERRE .

R E Kerberos Bg&E
e N Y PowerShell AR, A RLE ] Kerberos it .
151t Kerberos Bt , Aalfd 12 1%t WInRM fE 374 PowerShell (13 difii F#A a4 o
EFF
1 ¥ WIinRM JIx# ki ] Kerberos fgiits .
a HATLL Mard, i AT Rt Kerberos Bt
c:\> winrm get winrm/config/service
b #ATLL Nan 4T Kerberos Bt .
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥ WinRM H] P Kerberos it
a HUTIA Manrd, MO T Kerberos Bt
c:\> winrm get winrm/config/client
b BT Mg ] Kerberos Bt .
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 BUTLA A PUREL WinRM IR#S 114 o

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos -u:user_name -
p:password -encoding:utf-8
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4 757 krb5. conf BRI FAIA B o

=33

Windows

Linux

22K

C:\Program Files\Common Files\VMware\VMware vCenter Server - Java

Components\lib\security\

/usr/java/jre-vmware/lib/security/ (¥ vRealize Orchestrator).

/etc/krb5.conf (P4 vRealize Automation fYJ vRealize Orchestrator).

krb5. conf k&4 M AIASHE:

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1

[realms]

YOURDOMAIN.COM = {
kdc = kdc.yourdomain.com

default_domain

}

[domain_realm]

yourdomain.com

.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf WS R E4AHAE

N

SR LA

W

Kerberos #HfBIZET  FFANER

default_realm

kdc

default_domain

Rt KHTRE, Java Kerberos #HAE S0/ UDP lE e . 2] TCP imalin e

FH P A B Active Directory flllk#S(1I7E% Kerberos 48,
BRE AR i,

Ry R EE M0 (KDC) A% #E Kerberos Bt A gz il .
JHIA A 5 B A A R (P TR A

iRt HERRE SR Kerberos 4 1A,
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VMware, Inc. 152



{ifi Fff VMware vRealize Orchestrator #MHE =,

AEEBEMTIERE

AHAREAT] TAERAEEEA (U2 Active Directory 414K S EEANAN T AERFE .
EAILAE #230E > Microsoft > Active Directory > AH&R BN (FHGE L T /R

RS
HESTAIARE
HIAIARE
SRR G RTELRIR T 4

ERETIERRE

=
FEBAT LA Ao S A AR AL
{it Active Directory {7 {IEHE H AR 4% 5 57

fit Active Directory B TEMEH MERALAR AL, DLAMGZALA L ALBGIR - RSB A

[ 1135 T YERFESE R0 2Bl Active Directory i 155 BIAHBIG T /ERL,
Al PLEFEEE > Microsoft > Active Directory > i IZZ (A HL N TR,

THrmb &M

B P T 2 P AL
B Tl I R S

TERFAL AL T

FEALARE R A i

TERFAL AR T BT RSIN BT 2%

ALK R A B A A o
H

S
{2 s
i 2
T A R ARG

EREBHATERRE

B
(o7 fik FEY 5 T e o 5 AT L
SRR A . T50E SSL AR, LB MSAZHTE A Active Directory Bitiil,

HSTANT RIS . T OB NI A T, ARt 2B SR i 5 i P s
DTN

TEALAS LA N (T . %7 SSL HARCUT I, AUMEIRE RS, A IR SR
HR=MEM.

JAET B AT B G, T OB NI ] DA B G

TEARAR B AL JET B P T R B TG, OB NIRF T DABA BT, 77 SSL AR 5
H, HUEEE S A

1t Active Directory 1 TaRE HHIS (112
fi¢ Active Directory S 7B {57 Tl
11 Active Directory {7l BT 0T
T B RHE RGN

[ffi P RN T AR 4B Active Directory fifi FH 25 AL AP BRI T /R FE,
Al LR EE > Microsoft > Active Directory > {3 FSEHE4R /7 HS 28 T /R

THrmb &

R BRI T A AR
ARSI AR
HEROUNIE P TR e e bS]
FERFAL AL B A
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TAEmb L

PETREAR PR Nl F 2 ARG R | Group name
(pre-Windows 2000) |

FEALARE R A i AR
S A A
TERFAHL R BRI
TERFALY BABERAEAL

TR ALY SRS &

VMware, Inc.
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TEBIA AR GHARFAL) vhE A IR E Group name (pre-
Windows 2000) [,

TEBUA IR (BHARREAL) T (T AL

fit Active Directory {7 {5 H A1 P4
T HIE AR — 2 BEhE.

el I AL — Bl 2 (R I AL

Tl I AL — e 2 A I
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{F Dynamic Type spEpER

Orchestrator Dynamic Types SMEFEA ] EEEE R RRIVY . g ST, DAMGRERR I 2 )
B 1%

B RN E R S AR — 240 i) sk s BB e R 1Y) Finder TAEIRAZERE(E, ByREKY
TR B TR RS YR A Bh Re o AEBh R T TR AR, BRI AT N f T HABESE

TR B R HE a2 S E R . iy 2428 T — Al n] R 5 2 v v B FE ST T3 AH IO Bh R 2 1oh
.

ALK Dynamic Types SMEME AT HTTP-REST AMEMEARFSELEE ], PR ZE =511 REST API ki H
4% Orchestrator, %25 = 7711/ B Orchestrator 27!,

1 ¢ Dynamic Types SMEME U HHRAT [ Fean & 23] A [E B0 AR, )@ ZEmomh e Fnn
Ao AR, 1SR Finder FIREAN 10— R TAERAE, VA= SSo By eI LA S AN -
ORA 1

2 {BMCHT Finder FIEEANE &% TAEmRAE, BIRI1E55 =77 REST APl B2 N

a (HH HTTP-REST #MEFEHY [hih REST R3] T/EmAE, vl REST fE3IGF i b rE 2
JiE% REST APl 57,

b B2 Finder FIFEAN HEkA0 LI, M HIELE REST fE3EFEHI T o

BIRERRBARTERTE

Dynamic Types SMiE AR R S0 T ARirThe PR AUEr B AR | HEHURIRE N XSD S rh e
7, WEREEN BRI FBH .

AT LAME Orchestrator [ (1 TAERAR SE 1) FR2URE > BhRESERY > AHRB (7S L T ERifL,

THrmb & it

JE FE iy 223 ) SE SR 223

SEFERH 7 RV FE BRI R

JE R SE IR E a2 S R NIRRT

ASALREE AT I QBRI S ZEAH N R S AR R o B tH A m] AR NI LA (IR
T N R ST RB I N M A B

[\ XSD HiFHIEILER

>

SD SO E SR
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TAEmb L il

ol 425 Bhgar 422
ToRRH 5 TRRB
Tk HobRp.
Hrar o #4751
BT FUFRUI,
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{8 PowerShell 4pEMER

PowerShell MEME R, T AF AR R AU 5 T s 357 B PowerShell = HEAI#{ T PowerShell 5T E2ER0 T 1F
.

] A H] Orchestrator H s ORFAR B8O, DU ER ] HIfY PowerShell . #55 nf DA F I /M
ARG AP, DUEREE A ET TAERAL.

RISV 28

= VMware vRealize Orchestrator PowerShell ¥N#E A fH 1)
®  %F PowerShell /MEFEL

»  fifi[f] PowerShell SMEFEEELH H 8%

= HT PowerShell 5415

m EAEE

m (EERE TR AL SR

m  PowerCLI 1) PowerShell #MHFER A
BT R

= /7H{ PowerShell 4NHE L API

= {ifi}f] PowerShell {2[r][{)%5 R

= % PowerShell T fEfF54- 5151

w BEEEHRR

VMware vRealize Orchestrator PowerShell 4 2T/t

PowerShell #MEE 1] 5 vRealize Orchestrator 11 Windows PowerShell = [H3E4 T H ),

PR DL FHAMEME e Orchestrator BHEAN T AER A1 PowerShell #5454 emdlet, i FL {3 FH{ERf)
RIS MR R A S — RS HURENEE TR . 8t i) DL B /ESMEME L0 APL 1O H BT TAER R

PowerShell 5p#pFER T
PowerShell FMEVEE AR SO e/ A R IEREELE
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vRealize Orchestrator #11 Windows PowerShell fi2 i A /MR R -5, 1 FL /MR ] S 5 A
A ST B, PowerShell #hEFE A rl A A T4 vCenter Server ) vSphere PowerCLI 1475
gﬂ o

38-1: THEIE

vCenter Orchestrator

vCenter Server

vCenter Server

SR

PowerShell
SRR

WinRM/HTTP(S)
# SSH

|

Windows

o WinRM [l #5: OpenSSH v5.9
e PowerShell

o PowerCLI (i)

ANEFER 51 OpenSSH 11 WInRM iz 177 il Windows PowerShell 1 Ti5. #5425 2% WIinRM,
sk, A PUE PowerShell #hiE Bl vSphere PowerCLI 1 vCenter Server %275, 54204 PowerCLI
f) PowerShell FMEFE A

f5Er VT DA AR, M E 22 oo 1R vRealize Orchestrator £l Windows PowerShell 22255 7T
MRS, I PowerShell SMNEFRE R FTEE . DHREALEF R E TR B AERF A4

vRealize Orchestrator #£&¢ PowerShell SMMEERXHIAEE

A2 T] Orchestrator 4186712k PowerShell SMEMER., i /1] Orchestrator [ FuhsT M i T
TERFEFIAT MR AP,

PowerShell #MNE LA ER T vRealize Orchestrator, Orchestrator J&—{fFH 58 & g BRFE T [ B V&, Fft
TS AR AR, A VMware vCenter SERE4E S & HAfh 147 o

Orchestrator foi7FE b FHBEC NI AR S TN R B 75 %€ . PowerShell J2HL i — (s ] s 4
i FHAMEFE U3 Orchestrator [/ IR 5 2 i1
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B Windows PowerShell #&{TE B s iR

fsn] DU FAMEFE R 301 TEL Windows PowerShell #5647 5 B0 Orchestrator [ {EimfE, A AT A
PowerShell #5452 K T 1k,

Windows PowerShell ;& T {ERa A58, e S ARG S B ESE MG IiE S e a5 o

5% E WInRM
773 PowerShell #MNEFEE0HT Windows PowerShell 2 B[54 A28 35E WInRM i T i —{f 57
TR E

PowerShell /NHFER 32 DL Windows i & F (WinRM) 2.0 {0245 s e
i*ﬁ?ﬁl ::ﬁz:(jj{Ao

B FHAER
ELY/N AL AR, S RS
Kerberos  Zeaxffgatfiafl lohae, e b SRR reBeat F P AR A 2 43 o

st PowerShell SMEFERASCIEAE WINRM W 2Rl 15 725, 1) CredSSP GRS R 1SR )y ik

WinRM #EiB HTTP #TiE:R

PowerShell %Tﬂﬁﬁfi%iﬁi@ HTTP 15 77 B WinRM FA%ER . 355 WIinRM ergaamam, (HZorHEr
TG AL N, HEr DA SCFIE A4 FEt . QiR bl s e S > e R A B IPSec,  FIJ 43
T HTTP 3R E

A A A, IR SR P WIinRM 4HREHH 1) AllowUnencrypted WA A True, U1
HTTP 4HfEHIBI, &84BT WinRM DU HTTP,

WinRM &I HTTPS #4Ti@EER

PowerShell /MR % BB HTTPS il E Bl WinRM Eimsil. DU HTTPS il e, &

Pt Ly S RTI | WA R

E%@Efﬂ HTTPS 1@alle, @ E A mlkesBaas i, W04 WIinRM 4 22852065 . s HTTPS
ReEIBI, H2EEE WinRM DLE T HTTPS,

E WIinRM LUMER HTTP

T DL WINRM 248350 251518 HTTP a7 E B PowerShell SRR ES T A

VMware, Inc. 159



i [T VMware vRealize Orchestrator SR,

PEVELE WInRM MRS 80 Tar2, #EBek WIinRM 4188, 0T DA T B WinRM JIR#% A1 WinRM 1]
A R A

HE QURAYERCE WIinRM ] HTTP [ s BRI E BT RRITL Y, oskrpthrlaeey
'45(:HJ nﬁuﬂ Tﬁ ﬁﬂ

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage (JdkHttpConnector.java:117)

B
1 BITLL M S, BOETHRAY WIinRM AR .
c:\> winrm quickconfig
2 (W) MATUA M, e el R S IEART T, I H RS TR R
c:\> winrm e winrm/config/listener
HTTP (7RG R 5985, HTTPS 1Ml 5986,
3 ¥ WinRM JIR#% RIOTTEEAE R
a BUTLA M, MEES O R R A
c:\> winrm get winrm/config/service
b BATLL M RUTREAERE .
c:\> winrm set winrm/config/service/auth @{Basic="true"}
4 HUTLA M A LASEHEAE WInRM IR A inss 2okt

c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}

5 415 WInRM [R5 imE L 45 Token S04 RE A strict (k) |, aid$H{E A% 5/ relaxed (i
%) o

c:\> winrm set winrm/config/service/auth @{CbtHardeningLevel="relaxed"}
6 ¥ WinRM i Fimii HEE AR
a PUTPA NS, MEESC A
c:\> winrm get winrm/config/client
b HATLA M A HUT A o

c:\> winrm set winrm/config/client/auth @{Basic="true"}

7 BUTVA RS, RREEAE WIinRM ] P g s ek},

c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}
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8 R WinRM EAEHEIEA R IMBATE, G5 TEL Man & DB E R EHE.
c:\> winrm set winrm/config/client @{TrustedHosts="hostl, host2, host3"}
9 HUTLL T A& DARIST WinRM JRFS1iH47.
c:\> winrm identify -r:http://winrm_server:5985 —auth:basic -u:user_name -
p:password -encoding:utf-8
BE WIinRM UER HTTPS
ZERTLLE WInRM B0 foids it HTTPS 1l 5 B PowerShell SMEME A EF TR o
WinRM AR 15564 HEB I HTTPS IR Byt A TImaR. 457 DA sk . 0, T DA TG
A .NET Framework SDK —#33 )it 7 T H (makecert. exe) A HER B &Gt
SR
m  FE WinRM DUEF] HTTP alfaf s o it AnEl, s52B83r WinRM LT HTTP.
SRR AT I WinRM ¥ 119 Microsoft Management Console (mmc. exe).
2
1 EEFREFEE.
PUT 251875 a8 H makecert . exe 75 WIinRM 4% [ #7850 HE1REVE:

makecert.exe -r -pe -n "CN=host_name-3,0=organization_name" -e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 -ss my -sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 {§i[f] Microsoft Management Console iz A 1) 1535
a {7 mmc.exe,
b RS > TR EHEETT,
c MR HIMHR AN AR Ui b, RIDUREE, R — TR,
d BINERIES, REET—$.
e % M.

f RSSO R EGRES > &S (ARER) > EA > BENZRORE > BE (A
) > ZEERREEIRIEREA > 55E.

AR SAGAT RN SR AR A R AR R e 880, AR T B2
3 FHIERERARSUN EAE AR, HTTPS #lfifE =,
DA R a2 S aeridisr HTTPS Bl s il ik

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

fRE Ml RAUT O 2
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4 AEHEIZR,
DL N 62 52 anfar st i AR O s i o

winrs -r:https://host_name:port_number -u:user_name -p:password hostname

X iE Kerberos BgE%
e NP PowerShell F#EEF, AT LLEE ] Kerberos it .
151t Kerberos Bt , A9 il 1177 M1 WinRM 1132 PowerShell sz i difii 81 T2 o
EF
1 ¥ WinRM A% 0T Kerberos Bt .
a #ATUL Fad, WS T st Kerberos Biiad .
c:\> winrm get winrm/config/service
b BT Fan %] Kerberos Bt .
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥ WinRM JI] Pk T Kerberos B
a HATLL M, iR E eRT Kerberos B
c:\> winrm get winrm/config/client
b #HATLL NS RUT] Kerberos Bt
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}

3 #}WII/X‘FDD < l/)\(ﬁl nJE WinRM H&TQE/J Qiélo

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos -u:user_name -

p:password -encoding:utf-8

4 JT krbS. conf BENGGHFAN NAIALE

(=30 B

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java

Components\lib\security\

Linux /usr/java/jre-vmware/lib/security/ (¥Mi vRealize Orchestrator),

/etc/krb5.conf (P94 vRealize Automation [ vRealize Orchestrator),

krb5.conf #E47 T AIASHS

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
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}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WA SR EALRE S B A

Kerberos #HMBIERT  FFARER
default_realm J P A SR Active Directory {rllilR#5 11 7R% Kerberos 41l
Rt WA RS TR

kdc MRy i3 AL (KDC) A% 5 Kerberos B roAduk b il
default_domain FHIA B A Se S A 2R A P AP
BEE RSS2 A Kerberos 4 Az

H5EE  ikTE#, Java Kerberos 4H e filiJT] UDP a5 . #22 HiH TCP alsiie, il
udp_preference_limit Z81E BT A 1.

55k Kerberos it 75 S5 A £ F8 (FQDN) A7k,

BEE e B krb5. conf R, WA HTRE) Orchestrator falilk#s % o

X E PowerShell 5ppiER

R sE{F T Orchestrator [ Fia% 2 PowerShell MR,

HEE T1ERmHE
[AHRE] TAEmBSE A S i RS BE PowerShell 2860 T /ERFE
AT 1¢ Orchestrator F PO TAERAR SR [ OFERE > PowerShell > AHAB (7 UG L T AL,

TRt & R

i PowerShell 1:4% 1 PowerShell S = SN FLREAN F &%
Tl PowerShell 245 {ESMEMEGTAN H #7125 PowerShell 24

ST PowerShell J:4 SR SMIMERGEAL H S0 hifdsE PowerShell 4,

i PowerShell -4 Byt FE 2 PowerShell =140

SO

Fhit PowerShell &

ERIMBAT TARRAEE, B PowerShell -0 E FHGHARS W, Air] DI GEEm e A PowerShell
PR EAR

BF
1 DUEHEE 458N Orchestrator [ P,
VMware, Inc.

163



{ifi Fff VMware vRealize Orchestrator #MHE =,

2 Yf Orchestrator Jf] 7 9% — N TAERAR Al o
3 FEIAERFEREES R, JREFEZVE > PowerShell > ZHRE T EE £ (13 PowerShell 1] T 1Eix

o
4 fF [ PowerShell 38§ TAERAE Fde— MR8, SRIZEIEE) TIEREE .
5 BT, BN,
6 FEME P S A, N RO A

fist  Kerberos gty 5 e 48 2 FF (FQDN) =Rk

7 (R MEEER ST, NSRRI

RE HTTP 145 5985, okitiE HTTPS wlafliohie (i TR 5986,
8 EIMIMHAEREARY) PowerShell MY,

a ERE I E o

Bt S HTTPS Eilgmaiie, Hluih PowerShell -1 #E 25141 E A\ % Orchestrator 4>
SRR

b REHNEREREAY,
EE QR Kerberos B, #RAZHAE WInRM il [ RO 250G o
9 EIIMNEFE R B4R 2 PowerShell A T /e B g

IR A

AT AR ANV A R AR B e M. AR T VEPR B PowerShel
B2 T

AT ER B Orchestrator ] 7@ it B N (Il FHEHAIGRR . A E i ] user@domain K53

%\ Orchestrator, 7 fEfli HE—@ & TIERBE A,

10 ¢ Shell Code HH M IhiHE, 8L PowerShell fi# 4w MERE T
1M $— MRIHIT TAER L.

TAERFER TR, PowerShell F=HH e H B/ 540 B gkl

{£FH PowerShell 5pMEXEE4 B £

PowerShell MNEE R & 7T 2240 B 4% Gl D 2\ BHil: PowerShell =T A W:. An] DU HEE40 B 4%
PR C 2, oiAE PowerShell ¥tk 8T TAERAE .
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TEM MR R AR R4 F gk, 25mT DA% PowerShell 27 L N U EREE TR emdlet, F: I i 1A%

BAESRANEIY  , M ERAXEEHE e E emdlet,

H BRI B R T R, SRS R TR > R EERE > M E ek, NMREIER
AN B grh BB ThRERIZ U M. RO R , B A #84%— | Orchestrator 54 H #xHh (1

Ry, S RI IO AT AR R o

#1T PowerShell 35475
T LA T TARRFE, TH] PowerShell M /NIBEL 5] 545

iy A PowerShell 15475

FEAT AT AMEME SEAN F 8k AR 1R A% 1 T B Bk 15T PowerShell #5445,

S iRIGH

RO AT S Y BN Orchestrator J1] P

" R ILEERE E S 4T PowerShell SEREIHAR

i35

1 ¥F Orchestrator ]/ %— N LAERAEE .

ETAERAEPE R, JEPIFRSUEE > PowerShell 12155 % [1 /] PowerShell #5445 Tfiiifs.
1 [M 1) PowerShell #54-5] TAFmife 4% — MEUAHE, AR EIBE TIERE.
BEHCEE L H g T2 1511 PowerShell 4%

TERRRG Iy, T N 23T PowerShell 1545,

6 % MERHT TR,

A W DN

(3]

Y A5 ERFE &6
PR DAAE AMEFE SR FAN B B0 A% B 74N PowerShell 15415,
ANES PowerShell F54- 505 7F . ps1 KEZEH, @WEEHATIN «ps1 K AT PowerShell T-4%,

TEiREM
» AT LA ELE BN Orchestrator J] P .

»  ERRACEERAN B Bk lE AR = PowerShell -1,
n RIS TS R RE 2B AAD L ps1 A,

i
1 ¥£ Orchestrator ]/ %— F TAERARE .

2 TR, JEBIREREE > PowerShell N6 5 [ MR HE] TR,
3 AR [MJIINBHE ] AR e — TR, AR @ TAERAE.

R
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4 GBI H T TR A HEH) PowerShell o4,

5 FEARBSCT I, MANEBITIOING ps1 R AR S IORE S
iRt W L ps1 BERAE TR BRI, AHE N A SRR SEAS . An] DU ] R AR BR B A MOk iR
EFEA RIS, 4N, $env:HOMEPATH\testl.psl.

6 7ESIBOCT L, NSRS .
R L PowerShell =45 4 i I SEZEAHE]

7 ¥ PRARHA T TAERUR.

EXEEE

PRI DL T T AR AR DL AR AR PowerShell 5455k PowerShell Cmdlet #EATIRENE, 0T DA H A4
BRSO 5T AR AR R A v A

i£i PowerShell I5$BELEFE

BATLA T A EnAR, Bl it PowerShell 15 Bha B, AerT AR A rT A THT A AR B 1A
B LA

T DL T R FHTERE A B B A 2 B ER 5. TR G S Ta R A e, AP & AR e vy B
string JERVHEREIES S, BUTEIERE, 0] DA AL B BB A B E S S AR THBE AV B o

e iRE

n R E DU B 545\ Orchestrator H i,

m R LA B SR A PowerShell TERERHAR

1 {F Orchestrator JT| Fistiiz— N TAERIE S .

2 fETAERMER s S, RV > PowerShell > EA:, %1% % [i£1 PowerShell 54152 A4 1)
VE]_I:VEOwifo

3 7r [iEi PowerShell $54- W5 AEIE] TAERRE 9o — R RAE:, SHERBE TAERAE.
4  (FIRSHE A, NEL FBE A A BN ER) PowerShell 15415

fast  EATUAEET] {#ParamName#} (H02 BT NI TR AL P A TABE AL LB string B, 4
R S St RS O B A B B = B

NI LR BN S W0EAS AR SIS HIHR SIS B

param($name={#ParamName#})
echo $name;

5 BTN, REEEENETERN AR
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6 BRI AELEEBA A,
7 BIPURS AL TR

5 B

£ FEAEOIT AR, AR T LB s IS A T AR okt
HRE A L (RN AR Ui 207 Invoke Script, AT LB %
R

& BT AEAEL.

8 I MRRMT LIERRE.
HESR
AT ZE LRI ERE S BT LR AR R

7 PowerShell Cmdlet E4&Eh{E

PRI DT TAERRL, BBt PowerShell cmdlet RIS BEE EAETIE, BRI EIE, @R 7E
Orchestrator 11§ [1] PowerShell Zheg, 0] DA a A du ) LAEmRFE, RS TR B4 EfE .

FEA A PowerShell F5- 55 | 4 B PORMEARERCAE ] o 2mT LAGE T BOREAL (04 Integer,
Boolean, Char SFELANM . NET AHFFHHEMIERL, ool 1125 E &KL, (kI PowerShell cmdlet /&
SR TR, BRI cmdlet 2504 DL Orchestrator -4 3 I k. PowerShell SMEFE
BRI, NS, ARGUEREAR A S A ER Orchestrator K1Y, #OREETRHI L
PowerShellRemotePSObject #ff-7 .

SR

= EERAEC DA EEH By E N Orchestrator J1] P

w  fESRAEHEAT B AN E $he H PowerShell - HEHAR

=2

1 7F Orchestrator F P fie— T TAERAR S,

2 FETEmAERS G, REFESCE > PowerShell > EA:, (%1% 5[4 PowerShell cmdlet A1)
PE] TAERFR

3 1% [ PowerShell cmdlet jEAEEE] TARMAR [ i — N RUGHE, I U@ TIRRAR.
4 EIAE TERT A 2 BRI TIY) PowerShell cmdlet.
5 Jyaz Cmdlet BN HEE,

SUERERE B S BEER T .

et LS EESBEEFE T N TH, KBRS BIER. BB, RKIR
LS BERFT S 2 S BEIAHR B
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6 (EERET I, R AE A E RN R
7 B EEB RN RAL,

8 EIUT A EL T AR,

IE A

= EEATUO T AERFE, W AT BB E . S s A TR ARy H i ok
A
st A TAERRRM 280 h #2760 1Y Execute Cmdlet, FAlAEABIE)
Y RRALN o

= AR TR

9 MR LIERE.
RESR
BT BRI B RT LA R AR

HEEEZ BEEM BER

PowerShell /M RS A RUASHOE A, 1E—18 PowerShell 54 H5HH IS E0E £ S — {454 H50Y
VeSS R T IEREIRAS R, P FI PRSI R — i AR B T

PowerCLI| B PowerShell sp i EES

LRI 5 =7 RN U ERRE T (9140 VMware vSphere PowerCLI) [FZhAEFATL PowerShell ShEE 2 fif
o

HEE S =TI R cIhRE, PowerShell FHGAZATRZIR NS BB 0, A 300 HTo_LAERS
B NN TR T, 8 ZE M T AddPsSnapin EifE, {4 PowerCLI I, AR N A TR T
M4 H 3 4 VMware . VimAutomation . Core,

PowerShell FME R U L A 28 = 7 iR AU BR B R it e AR e . 48 m] AT [A PowerShell Cmdlet
EAETME] TAERRE, EAS=RARXSHETEIE, 520/ PowerShell Cmdlet /T,

com.vmware.library.powershell.converter =5 AR A E I LRES VC: <SomeObjectType>
Y E G E) PowerCLI ¥tk I IhAE 1] vCenter Server /MEFE U T /ERFREL PowerShell #hH
e TR AR T B, AGAE S P RIMNEMRE 202 IR 2 00

R TERRR

PO DURE I [ ss] TAERBEE S TAER P PowerShell YMHFE L PowerCLI 2 1885, 4
FUHEREES, PowerShell T4 CH 225 PowerCLI,

[FER] A0 AR s AR S BRI RE

fsE  PowerShell SMEFE RS A4 3732 PowerCLI vCenter Server YNEFE R TR T AR, Y 12
FSERY e [RHEAF SR
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HEATLATE Orchestrator i TAEFRAR GIE FIOFETUEE > PowerShell > #if5] > BIRES 7100 2L T 1ER
.

TAEmiE4TE HHA

1% PSObject 15 /% vCO #f4: # PowerShellRemotePSObject E4% /% VC: <SomeObjectType>.

¥ PSObject %74 vCO ¥, Ty PSObject 1 PowerShellRemotePSObject i/, VC:<SomeObjectTypes Fil 7 [l
1,

% vCO ity PSObject # VC: <SomeObjectType> fHf /5 PowerShellRemotePSObject,

g TIERTER
AP TR 0 2 B A 2 1A SR LA 22 i) T AR R
AT 1¢ Orchestrator F P O TAERAR S [ AOFEE > PowerShell > &7 UG L TR,

TAemAR 4 A

B AP RS o B E T i HE &5 APLIFIL PowerShell 545,
S H SR 7 Filth PowerShell -k 5 A4 i HEk N A
ERRHITHI) SRR T/ 2 2 (8 Cmdlet.

DGR AR R DR RS AR L IR

2B PowerShell 5pEp 23 API

#:r Orchestrator API Explorer, #:n[PL1% =% PowerShell #MNEFE API, i SRITE 54570 2] (i Hi
JavaScript ¥ HIAHBEE IS

=2
1 DU B &%\ Orchestrator H] P,
2 {it Orchestrator [ P, ok TAEGfAE. T HIRIB) S 2R 1B THE 162 S A A AP 4075
m T Orchestrator JTI P/ APL AT, Gif#%— T Orchestrator J11 7w TR A TR > API

e,
R TR U FIED AR RSB TR S IR S A I AP 4B, S — Mg s
API,

3 AHERH PowerShell #MEFER API P01 BE g B, G4 N A E# ) PowerShell 1541
BESR
it AP TR ERARHEI S R R HE ARSI . andsAa B AP RS HERREANE AR, 2Bl (]

VMware vRealize Orchestrator T ) .

{EF PowerShell EEFI45R

1T PL%E 1 PowerShell SMEFER. API [0#)2E{ Fi PowerShell {E[A] 1145 5
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s fdi 12K 1 PowerShellInvocationResult 5010 AR T 2 82 SO 2R .

gap:s #iiH
getErrors() 1] PowerShell 514774 Fa4 B TR ISR 1085 E B o

getInvocationState() 54 MGG, PIAREMUHE 2 Completed Bk Failed.

getHostOutput() i# PowerShell 454 [ AT RIS ISR
getResults() PowerShell 5|9 At . ERIHY¢E L Powershel1RemotePSObject K7,

PowershellRemotePSObject j& PowerShell 5|4 {H (0] > ¥y i S BT .
PowershellRemotePSObject 5 Al iEHIEN getXml () J7iEsARAAIH XML [E4I{b45 5 .

PowerShell SNEME A BRE—FPFEEIN, Al e XML 45251, H A S AR E YN
getRootObject () Jy AT BI A IAEIR . — %15, getRootObject ) JyikerliILL MALHI,
i1 PowerShell JH23fES Orchestrator FAH] FAAEE

RIS PowerShell B8, B R]p1-# E =AY Orchestrator Ji gAY .

= BT collection 0, HI¥fE& LA ArrayList %R,
n CAHERIPE dictionary 288, HIPfE )L Hashtable 3o,

A ENPIEE complex U, AIMIEE LA PSObject £or,

—f% PowerShell T/ERIFES S
AT AIE T N . B A4S JavaScript #i1, DLE N T—f% PowerShell T {ERraR1E4 15,
WFARASUSRFANEGR, 5528 vRealize Orchestrator ([l A\ B8/ ) -

5. EIB API $11T PowerShell 15475
Al A ] JavaScript i# i /MEME X AP #1041 PowerShell $54-15.

A EIFE A ST T AIEIE,
» [k PowerShell T=H4H T VERS B,

w ROEBITIOFR S,
w A AR

w P TAERREL

var sess;
try {
//0Open session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir')

//Check for errors
if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +
result.getErrors();
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}
//Show result
System.log( result.getHostOutput() );
} catch (ex){
System.error (ex)
} finally {
if (sess) {
//Close session
host.closeSession( sess.getSessionId() );

}

#f: FRIBAR

T DU ] JavaScript 5ZF PowerShell 54 B A 11045 o
15 L BB T T SUED T

w ARG

w ARG

® j5dY RemotePSObject A%,

var sess = host.openSession()

sess.addCommandFromString("dir + directory)
var invResult = sess.invokePipeline();
//Show result

System.log( invResult.getHostOutput() );

//Check for errors
if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {

//Get PowerShellRemotePSObject

var psObject = invResult.getResults();

var directories = psObject.getRootObject();

var islList = directories instanceof Array
if ( isList ){
for (idx in directories){
var item = directories[idx];
if ( item.instanceOf('System.I0O.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

} else {

System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());
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6. (ERABRIREIEITIEE

AL T] JavaScript i [ 5] 58 AR 2] PowerShell 24,

var sess;

try {
sess = host.openSessionAs(userName, password);

var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {
//Show result
System.log( invResult.getHostOutput() );

}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}

FEHEHERE

IR EAE(E ] PowerShell SR AURF B, FTLAZ RIS L, IR il AT A RS
Jit)o

B A Kerberos E{450 8%

R THEATREREHER, 0T RRRR S Le iR gt firh Ly (KDC) NI L, T Kerberos $i-s 8% e
SERE

#45 Windows %4 .

e

1 BB SSEMrLL (KDC) A8tk s,

2 DUEER 500 T B A A

3 fEEmEE T, R
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters,
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4 Ui LogLevel TEHSHMEANITAE, ahid%— NIRUAHE T,
a (2B 4x— MiERaE, #EIGHY > DWORD (32 fijt) fH, K{&#i A\ LogLevel.
b EHBE, WAL AN T Loglevel, RE/FBUEER: Sty 1.
HCELE Windows Server 2003 K i AR e B A%, fEZE TR R

Kerberos e 33478 H @ 50 8%7F 22 %8 Windows Sifit gk,

SR
IS ] Kerberos FifFatek, il LogLevel Bkt slots H Ut 2R A2 50 4 0,

£ Kerberos i%*%ﬁﬂlﬂ?ﬂi?ﬁ%ﬂﬁﬂ&%%

V540 Kerberos B ilRasis, WAEEH A EHET R HOR B AR ES
IR

PRE=HAEE RIRES, 7F Kerberos ERHE A RI{AlIR 75

RIBPA R GG RIEUARERE (EHIES: £ Kerberos HRIEHIRAZFMRE (7))

REH

SRR P RE R TR RUE AN Tt i o

= PowerShell TA¥A A4

m ORI AN R

= PowerShell F: (s 8 AR ARIERER

Rt A HRH s 1P A2k, [ Kerberos Bt it 7o

fRRTTHR

i ] Kereros Egaii #74 PowerShell LR, i A\ DNS =k NetBIOS H M.

#5548 Kerberos ZE:%
SR SERRIRRRE, AN H LIS Kerberos B535 .

&
RAIEE A RIS R A F B, ARG R OISR o

TR N AR (24)

&

TR 1SR A

VMware, Inc.

173



i [T VMware vRealize Orchestrator SR,

fRRTTE

Ejﬁ:i&/’\EEl{ Eﬁﬁ E]/j [ gﬁ

Kerberos Bz Bl i & 58 E A~ [5] T Sk BYL

fifi 1] Kerberos 41 fE 1R N BIA—EUOR RO, AR s o,

]

Bl ] Kerberos 11T ARG5S Bk B, i LB M AISERR AR

TRp R 22

RE
YRR TR SRR A e [ S A s ) sl A FE RS ROIRF FRIARZE 6 388 DA 1, Kerberos gt ey 2RI
fRRTTE

A PR ) R SRR PR — K

Kerberos B&z5 T 1EPE T Sk BX

H SR Kerberos Bt Bt T /1B B 51 115 TARERSBUE AL IR:, ¥ PowerShell F-HE] g
e,

IR

BT T T fERS Bl BT T PERSELS PowerShell J-HEATE SRR AFATE SR8, TERAL S
S, B F AR

THAAE A (601) — ARIGE TR (FEIR R4 /E: addPowerShellHost#16)

F&H
ARAE Kerberos 41 ERESE krb5. conf HIUFEE FHRCSE, AL 4 ARG R (ARt Sed
fRRFER

R Kerberos A TREg#I R, SHAE Kerberos A0 RERS S PR QLA A, BR7E @A FHE 2Ra i In N SEE

72NN Iﬁ ﬁgﬁﬁi&mﬁﬁﬁgﬁﬁ I:I:l
krb5.conf R E AP T4, PIREE R T ARp i il HE

&
TERTHY 48Ry, Kerberos Bt fitiklife % yourrealm 11 fihry (KDC),o

fEEHUAS YOURREALM.COM AEISY) KDC.
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FEH
krb5.conf }EZH) Tibdefaults Fl realms [k EE ] GEATHEEEMI o
fRIRTTR

38 krbs . conf #ZHY 1ibdefaults Fil realms [ B BSPf 7 1FHE.

KA BITERR R ELE

it Kerberos 41 fERE 12 A IEMENUR Nk 4mtts, NIFEEHETT Kerberos i) Orchestrator T Ei7ifeE n REEr
N

Lkl

Kerberos st #7551 IR A

FRAN B TR IR AFI

LeS)

#5 {25 vRealize Orchestrator Appliance 1) Kerberos 4% % krb5. conf EL£FE UNIX 1EZE R G 44GH
%ﬁﬁﬁo .IH:’ %i%ﬂ%ﬁﬁ%T bTEﬁEo

fRRTTE

Fr3EE Orchestrator Appliance 7 krb5.conf F5ZE, FEZA& WA UNIX, Hog o4mhihAa78 2 ANSI
as UTF-8,
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Multi-Node SMEER T Ve e fe 2 (0 & B e 23k . Orchestrator U7 T4 FR DL M Orchestrator 7 )
T AR

AREFEAEGIAUT A

= vRealize Orchestrator Multi-Node SN 71
» X Multi-Node MEFEL,

»  {fif] Proxy TfERfE

= {fi[] Multi-Node #MNEMEZCREAT H B

= /7 Multi-Node #NEE L API

n DRSNS

vRealize Orchestrator Multi-Node pHMEXE Nt
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39-1: SEEIMMENZE
F 3 Orchestrator {55

Z R MR

1/t)& Orchestrator fa]filR&s 1 /& Orchestrator {gfE#s 2 #/¢/& Orchestrator {H]fE 22 3

SRR HMHTER HhfEEC

AMERE S B R 773 . Orchestrator ¥ TH B4 FELL N, Orchestrator 7 Bh8 78 10— 4HAEME T /ERiRL

X E Multi-Node spEMER

#RAEE H] Orchestrator s %2 Multi-Node #MNEME .

VMware, Inc. 176



i [T VMware vRealize Orchestrator SR,

{ARREFAHRE TIERTRE

[fFRAS AL RE] T AR AU T 2 4% Orchestrator falllk#sit) T/EmAE
AT LAAE Orchestrator [ 7 TAERARGIE H, 1EFER)E > Orchestrator > faRAFAARE VL T TIER

Fo

TAEmELR A

1 Orchestrator flll7S 1% Orchestrator fRlllFS 2 AMEME A F4 F 4%

ks Orchestrator frllllkzs — #EAMEMEREANH $5F255: Orchestrator frlfllkas, SRIZMIRITAT 414 MRS 711 Proxy.
FEHT Orchestrator filllzis — EAMIEAGTANH Sfrh A£EFFANEEN, BRI BEHT Orchestrator fillllid .

#i& Orchestrator {AAREE

PR LA T T AR LA #T vRealize Orchestrator /a4 .
e iRIGH

ez £ ERIE G Orchestrator falflkfsSe AR MR A .

2F

1 DUEPEE %\ Orchestrator [T

2 1F Orchestrator H] /i rhd%e— T TAERAE MR

3 f TAERAERS B, REHRECEE > Orchestrator > flfilk#R4H B I %

il TAERE.

55 % [¥r Orchestrator flllik

4 1t [#4Y Orchestrator filllies] LfFEmMe F#— MERGH, AMRENBEN TIFRE.
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{EF Proxy TIERTE
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