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Expected:

Method:

URL:
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VC Container Connections Connections
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VRA_VA_2 1010101 1 8008 443
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Select Profile Type APPLICATION v

[ ADD APPLICATION PROFILE ~

About

HA Flow Mirroring

(¥ Disabled

Name Type Idle Timeout (sec)
VRA_HTTPS Vo e 1800
Description Enter Description

Tags Tag (Required) Scope (Optional)

Maximum 30 tags are allowed.

SAVE CANCEL
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"é" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES About

Select Monitor Type ACTIVE ~

[ ADD ACTIVE MONITOR ~

MName

vRealize Automation VA *

Description Enter
Tags

+ Additional Properties

SAVE CANCEL
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HTTP Request Configure

Description

Maximum 30 tags are allowed.

Monitoring Port

8008

Menitoring Interval

MONITORS

COLLAPSE ALL
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HTTP Response

Q. vRealize
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Configure
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HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Method Get "

HTTP Request URL /health

HTTP Request Version

Header Name Header Value

Request Header not found

HTTP Request Body

CANCEL APPLY

HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Response Code 200 x

1 or more response codes

HTTP Response Body
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T e A REHERRBLRS B Ak I -
%" LOAD BALANCERS  VIRTUAL SERVERS

ADD SERVER POOL

Name

pool_vra-va-web_443 *

SERVER POOLS

Select Members
Description Enter Description

SMAT Translation Mode Automap

» Additional Properties

SAVE CANCEL

Configure Server Pool Members

Server Pool - pool_iaas-manager_443

© Enter individual members Select a group
MName P Port
443
443

RE NSX-T EHHAR=S

About
E
Virtual Servers
Active Monitor vra_htt
X
>earc:
Max
Concurrent

Connections

CANCEL APPLY
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Automation Automation Automation
VRealize L4 TCP VRealize IP 443 VvRealize i
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Orchestrator
AT
VMware Identity L4 TCP VMware P 443 VMware VMware Ildentity
Manager Identity Identity Manager
Manager Manager
O SE B AH BB ERR DU 1L H T
“é’ LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About
[ ADD VIRTUAL SERVER v EXP
Name IP Address Ports Type Load Balancer Server
vs_vra-va-web_443 10.10.10.10 * 443 o * LaTce r34r3rd ® pool_
e.g.10.10.10.10
Description Enter Description Application Profile * VRA_HTTH
Persistence Disabled
~ Additional Properties
Max Concurrent Connections Unlimited Max New Connection Rate Unlimited
Sorry Server Pool Select Server Poo Default Pool Member Ports 443
(e.g. BOBO,

Admin State

Tags

CAMCEL

SAVE
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vra75_lb * Small wRA-LB-Tier-1-Router &3]
Description Enter Description Error Log Level Info
Tags Tag (Required) Scope (Optional) Admin State (:)

Maximum 30 tags are allowed.

> VIRTUAL SERVERS
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SR AT, TR AR
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R

I AH S8 FEARDURA I T I -

MName IP Adldress Ports Type Load Balancer

Vvs_vra-va-web_443 * 192.168.205.10 * MERECE VRA_LB ® v
e.g.10.10.10.10 Enter Ports or Port Rang

Description Enter Description Application Profile * vRA_HTTPS

Persistence Disabled e

» Additional Properties
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T35/ vRealize Automation. VMware Identity Manager F19M5 vRealize Orchestrator (i5: ) sgEs i
E2F
1 BN F5 flcr iy, RIS SRR > B,
2 i VRS, REN TR R R, QRIS SRR,
% 6-1. WEEER
E ot 5[] PEils X, BT, IEL: fvp e o]
VvRealize HTTP 3 10 GET/health HTTP/I\.(O]1) | 8008
Automation HTTP/1.0\r\n\r (200)
\n
VRealize HTTP 3 10 GET/health HTTP/1\.(0|1) 8008
Orchestrator HTTP/1.0\r\n\r (200)
\
T "
8 vRealize
Orchestrator
/( J ,ﬂ_lﬂlllv
VMware ldentity HTTPS 3 10 GET/ ok$ 443
Manager SAAS/API/1.0/
REST/system/
health/
heartbeat
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Local Traffic » Monitors » New Monitor...

General Properties

Name | vra_nttp| va_web
Description |
I Type HTTP |
Parent Monitor http |
Configuration: IBasic &4
Interval 3 seconds
Timeout 10 seconds
GET /health HTTE/1.0%r\n\r\n
Send String
V.
HTTE/1%. (0|1) {(200)
Receive String
V.
Receive Disable String
V.
User Name I
Password I
Reverse “Yes @ No
Transparent “Yes @ No
Alias Address | * All Addresses
Alias Service Port | 8008 | Other: |
Adaptive | Enabled
Jk[j?ﬂﬁf&[@iﬁi@ﬁ@lﬁt%ﬁ . Cancel Repeat Finished
=JLr=o = [=]
=E FS Ak=mERE
5415 vRealize Automation, VMware Identity Manager Fl19M4 vRealize Orchestrator (i)1]) % s

[B:

i3

1 SN FS flich ey, SMRIESE AR > R

VMware, Inc.
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# LRI BER AT HiBiZTE frak Jiop kst
vRealize vRealize e g (e E) | VA1 IP {7k 443
Automation Automation VA2
VA3
vRealize vRealize e/ DA (B ) | VA1 IP {v7hl 443
Orchestrator Orchestrator VA2
L (TSNS VA3
vRealize
Orchestrator 11 71|
il
VMware Identity VMware Identity /DI (0 R) | VAT IP 7kl 443
Manager Manager VA2
VA3

3 B NEREEEEA SO BT ERE, AR U SRR B

IHEAH RE AR T «

Local Traffic » Pools : Pool List » pl_vra-va-00_443

% -~ | Properties Members Statistics ]
I

Load Balancing

Load Balancing Method | Least Connections (member) |
Priority Group Activation I Disabled j
Update

Current Members

|||~ Status |+ Member ~ Address + Service Port | ©+ FQDN ¢ Ephemeral | ¢ Ratio | ¢ Priority Group | ¢
B Q dz-vra8-node1.sof-mbu.eng.vmware.com:443 192.168.10.30 443 No 1 0 (Active) 0
B Q dz-vra8-node2.sof-mbu.eng.vmware.com:443 192.168.10.31 443 No 1 0 (Active) 0

Q dz-vra8-node3.sof-mbu.eng.vmware.com:443 192.168.10.32 443 No 1 0 (Active) 0
Enable Disable Force Offline Remove

& E F5 EHRARS

3174 vRealize Automation. VMware Identity Manager 140 vRealize Orchestrator (132 1) 3% & st
&E

o

puriyn

o
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2 i NENL, MR ARITURRCGE R AR . WARARIREAEATNE, S TR
& 6-3. REERFAMRR

TRRFHEMRE
#HE Al Bt bt Jil-o e ] RELIHERE | TERER 4
vRealize e (G 4 4 IP {71k 443 EELEa)/G vRealize Eiig
Automation Automation
vRealize e (4 4 ) IP {37k 443 SRy vRealize il
Orchestrator Orchestrator
Rt RSN
¥ vRealize
Orchestrator %,
TR
VMware Identity | ZfE (58 4 J&) IP {7l 443 ST VMware VMware |dentity
Manager Identity Manager
Manager

3 HAERSUEAIRE e Ias ik e, SR IR > EREERARS .

VMware, Inc. 31



vRealize Automation 8.1 £ -F-1fii 5w

General Properties
Name | vs_vra-va-00_443
Description |
Type | Performance (Layer 4) ~|
O Host Address List
Source Address I
Destination AddressiM O Host | Address List
estination [182.168.10.33
S O Port  Port List
rice [ 443 [HTTPS =]
Notify Status to Virtual Address
State | Enabled j
Configuration: IBasic -1
Protocol TCP j
Protocol Profile (Client) | fastL4 |
HTTP Profile (Client) None |
HTTP Prafile (Server) (Use Client Profile) j
HTTP Proxy Connect Profile | | None |
VLAN and Tunnel Traffic | All VLANs and Tunnels j
Source Address Translation | Auto Map ~|
Acceleration: I Basic  ~|
iSession Profile None |
Rate Class I None ~|
Resources
Enabled Available
'Common
=< _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APM_ExchangeSupport_OA_NtimAuth
>3 _sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main
Up Down
Default Pool + || plvra-va-00_443 -l
Default Persistence Profile None |
Fallback Persistence Profile None =]
2 N \ Cancel Repeat Finished
I AH R EERALEL N A1) 1

® vs_vra-va-00_443

STATS DIAGRAM

C) List other virtual servers that share these pools

Virtual Server

@ vs_vra-va-00_443

192.168.10.33:443

VMware, Inc.

C) List other pools that use these nodes

Pools Pool Members

@ pl vra-va-00 443 @ dz-vra8-nodel.sof-mbu.er

192.168.10.30

@ dz-vra8-node2.sof-mbu.er
192.168.10.31

(] dz-vra8—3r;ode3.sof—mbu.er

192.168.10.32



=2 E Citrix ADC (NetScaler ADC)

{E%5E Citrix ADC 2 i, sHHERAE Al 7L vRealize JoLFERIE T2 NetScaler 51 .

EAA AR, Citrix ADC WEFFS NAIEE R,
TR DA R Rk TEHS NetScaler,

»  Citrix EUCERS ] 7EEH k% B HE s
A ERHUHE RS Al SSL A, F5E T4 NetScaler > A% > BE > RE > EATNEE.
AELHR A

| )J; Citrix mIT ;
m % Citrix IR HEAH
m  XE Citrix i (RAs

m  #E Workspace ONE Access [FJ4248 1 E4H

R E Citrix BitH 3
PRI DLE BT NP R E Citrix Bifias.

i3

1 Z A\ NetScaler £l iz, SRZBLET S NetScaler > g
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2 P PEPE, REBEW PRI R R R ARR TN, s TR
& 7-1. 8 Citrix BX1RES

HTTP
RIE | Bk | BER | #ky Sz

E g it ] T HR S EEH | B H HER | &4
vRealize HTTP 5 4 3 1 GET/ 200 i3 8008 &
Automatio health
n
vRealize HTTP 5 4 3 1 GET/ 200 e 8008 i
Orchestra health
tor
fRE
FHIASNES
VRealize
Orchestra
tor 1 Tl
i
VMware HTTP- 5 4 3 1 GET/ 200 ok 443 i
Identity ECV SAAS/A
Manager PI1/1.0/

REST/

system/

health/

heartbe
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R

® Create Monitor

Name*

vra_https_va_web ®

Type*
HTTP > | @

Basic Parameters

Interval

s Second

Response Time-out

4 Second

Response Codes

200 x

Custom Header

HTTP Requeast
GET /health

Secure
Advanced Parameters

Destination IP

Destination Port
8008 0]

Down Time
30 Second
TROFS Code
TROFS String
Dynamic Time-out
Deviation
Second

Dynamic Interval

Retries

LA R FERA DU T
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R 7E Citrix PR E#4R
(ST DB T T S B et e IR A

EFF

1 N\ NetScaler £l F-fliiy, SR1ZLET 4 NetScaler > REETE > A FHr > IREGEAE.

2 ¥ NEDE, MR NERITRBGE MRS A .

xR 7-2. REMRBG A
#78 RERILEEA B E SG 8 VAl R
vRealize vRealize SSL et VA1 IP {71k 443
Automation Automation VA2

VA3
vRealize vRealize SSL fEEeds VA1 IP {37k 443
Orchestrator Orchestrator VA2
e (RN VA3
VRealize
Orchestrator £/ 7l
VMware ldentity VMware ldentity SSL s VA1 IP {7l 443
Manager Manager VA2

VA3
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® Load Balancing Service Group

Basic Settings /
Name pl_vra-va-00_443 Cache Type SERVER
Protocol SSL_BRIDGE Cacheable NO
State ENABLED Health Monitoring YES
Effective State @ UP AppFlow Logging ENABLED
Traffic Domain 0 Monitoring Connection Close Bit NONE
Comment Number of Active Connections 0

AutoScale Mode DISABLED

Service Group Members

3 Service Group Members >
Settings s X
SureConnect Use Client IP NO
Surge Protection ~ OFF Client Keep-alive NO
Use Proxy Port YES TCP Buffering YES
Down State Flush ENABLED Client IP DISABLED
Header i

AutoScale Mode DISABLED

Monitors X

1 Service Group to Monitor Binding >

Done

IHEAH B ERRDURA I R I -

R E Citrix E#E{FAAR=S

AT LOE AT T B AR E M Al o

B

1 %\ NetScaler £ Fifiips, JA{ZILE % NetScaler > BT > H#H VA > REFAIRE.
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2 N, SRR N ARURROE RS o ARAIEEALATN A, Sl AR

& 7-3. REEEERSR

e B RE B it R AT IRAGEHERRS
vRealize SSL fhfs IP {71 443 fe /D AR I vRealize
Automation Automation
vRealize SSL e IP {71 443 /D IARE vRealize
Orchestrator Orchestrator
fERE RN
vRealize
Orchestrator 471
o
VMware Identity SSL &y IP {37l 443 e/ DA VMware |dentity
Manager Manager
AN N
AR R DL A e FH i
® Load Balancing Virtual Server
Load Balancing Virtual Server | Export as a Template
Basic Settings Ve
Name vs_vra-va-00_443 Listen Priority -
Protocol S5L_BRIDGE Listen Policy Expression NONE
State eup Redirection Mode P
IP Address 10.71.226.23 Range 1
Port 443 IPset -
Traffic Domain 1] RHI State PASSIVE
AppFlow Logging ENAEBLED
Retain Connections an Cluster NO
Services and Service Groups
No Load Balancing Virtual Server Service Binding >
1 Load Balancing Virtual Server ServiceGroup Binding >
Traffic Settings / »
Health Threshold 1] Priority Queuing
Client Idle Time-out 180 Sure Connect
Minimum Autoscale Members o Down State Flush ENABLED
Maximum Autoscale Members 1] Layer 2 Parameters OFF
ICMP Virtual Server Response PASSIVE Trofs Persistence ENABLED
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2 E Workspace ONE Access RIIFEEEE4H
AT VMware Identity Manager [RFEEMEREAL, AT P AILEE

2K

1 %\ NetScaler, JA{2iL5 % NetScaler > IREETE > F#H VM > FralERr4A.
2 - TE.

3 KR E £ 36,000 1
4 SRR R A IREE T 2 VMware Identity Manager,

flast  F5o0HrtE vRealize Automation B% vRealize Orchestrator s,

5 #%— MHEE.
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4 OneConnect B F5 BIG-IP i {& FR i 5B

ST R IR A5 OneConnect THAEEL F5 BIG-IP #47C A TR, i T/EATIRFEr it

OneConnect FHECRAE V- firas 2 1 il 0idAR 2 2 TAR AR R ] . 18 Ef it miies e,
LB LS

F5 A1 OneConnect L ELAG SSL HEIN M lkas FARC T, 18 nTRE eSS B sl i, 4t
OIS, AleP s BB IA TR BIEEY SSL T /EREBL, &l Mikds i B2 ) Fam B P4
BTSSP BUA TAERE B, 1S e Budigerhl. {51 OneConnect, VAR IR

1 TN F5 Aicfires, ARRETEEAME > IREEIRES > B RIRAHEE.
Fie— MBI IR AR 10 227

TEpmER G B, % OneConnect 3RS SRR .

i N5ER.

F5 BIG-IP 2R HI A ERIE S

FHA CC T W aeddis i i Wt F5 BIG-IP SERERR A, ZmT R el 24 L Bl N vRealize Automation =
EE HANME

A BIG-IP &5 2 BRI, 528 (BIG-IP VE ARG o lstf THe e ik s % )
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