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Windows Server 2008, Windows Server 2008 R2, x86_64, x86_32
Windows Server 2012, Windows Server 2012 R2, x86_64

Windows Server 2016 1 Windows Server 2019

RHEL 5. RHEL 6 #1 RHEL 7 x86_64. x86_32
SUSE Enterprise Linux (SLES) 11 SP3 # SLES 12 SP1 x86_64
Ubuntu 14.04 LTS, Ubuntu 16.04 LTS # Ubuntu 18.04 x86_64
VMware Photon (58 1 X , 1858T 2 MR). 25 2 IRFISE 3 kR x86_64

VMware, Inc.



f# A vRealize Log Insight X IER

Linux S X%E18

WMRERETABERZFERAEE Log Insight Linux REBRAMTERZE K EREETRESEEERK
SENHERE., RERXTERHRITRBETRY , URKETERIEFENERNES. AL
Inaccessible log file ... will try later EEEMINEEL . B ETERLEENTE
AR NBEFRAERER.

WMREHERA rom = DEB EHRZHE Linux REER |, ISEEHTRBEPLREES liagentd 9
init.d IE<W/. bin EASIIBIESH  EFFETER, LKUNFHEEESH.

BATLAEAT (/sbin/)service 1iagentd status S RERARRKEBKI.
AEHF W THEE
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1 B ARARZHE vRealize Log Insight Windows X R A Windows #88,

2 #EAEBSE vRealize Log Insight Windows KERX .msi EENE .

3 M T vRealize Log Insight Windows RERX .msi BR , EXRESONMKNR , REET—F.
4 HA vRealize Log Insight IfRERHEY IP Uit REMEME , REE-TRE.

BEEU [ ARAR | RERFZEREHMABE Windows BRIEH vRealize Log Insight
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RS I RRFEH vRealize Log Insight Windows RIEZ
BRI LAt P R HEH Windows RERER,

BRI ERERESEERKIRS , YEAGSIISHRIEERAMRE . ERENBMBEEN. BR MSI
WL 5IRIE | 52/ Microsoft Developer Network (MSDN) Library #8348 , 12 S MSI G < HIRIE,

BEFRM

H®FEE vRealize Log Insight Windows KEREX .nsi BRNEAR. F2ETEAERRH#RE
£

BREHEAE Windows B EHITREMBBRIBHER.

MREAEREREIRIE /quiet K /qn , FERLLUBEESSPHTEZE, NMREFREEEIHIT
FEAERE ZEIASRITIEEEEEHEMRI LN, FRARHKEBENSHY /1xvr file_name , AEE
PEBW,

BAEREREH vRealize Log Insight Windows REBRHH Windows #zF .

MRS STRIFIRE.

#¥ A HA vRealize Log Insight Windows XERX .msi R/ E .
BBATIHRANGS  EARAREETRESEN. FUCHRAMARZERIUL version-

build_number,

/quiet BMIBELUEMENTRXMTHS , M /1xv BESHERTERPELTEE.

Drive:\path-to-msi_file>VMware-Log-Insight-Agent-version-build number.msi /
quiet /lxv* 1li install.log

(GRIZM) BT ARHIT vRealize Log Insight Windows KXERXRISHEHERBIRS.

Drive:\path-to-msi file>VMware-Log-Insight-Agent-*.msi SERVICEACCOUNT=domain\user
SERVICEPASSWORD=user password

f&& SERVICEACCOUNT SEHRMEMNIRSWRESBRESRXNBAERIURY sProgrambatas
\VMware\Log Insight Agent BBRMWTEEAER. MERENIRFARTFE , REMUEYL,
FRAEERBATRIE 20 FFT, MREKRIETE SERVICEACCOUNT 28 , B vRealize Log Insight
Windows REBRXRHELER LocalSystem IRIEIRE ZEREH .
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6 (EREM) BUUREZEETIGSIRENE.
30| L
SERVERHOST= hostname vRealize Log Insight EMFEHAXEN P Uit REKZTE,
SERVERPROTO= protocol RIEBERAFANEXEHNZE vRealize Log Insight AIREEM BN E . ATEENES
cfapi | sysloge
FERES cfapi,
SERVERPORT= portnumber RIEBRAFARGEHEEE vRealize Log Insight SE = H AR BNEEE,
kFER  AERXSREHY SSL NBABEMRENRBERAEENERE, &
ZETHEEPRUNEREEEE. REEEERREREEERETEHE , &
FEETIRE,
m ERUAH SSL Y cfapi : 9543
m B2/FH SSL # cfapi : 9000
m  B2RA SSL # Syslog : 6514
m B2 SSL # Syslog : 514
SERVICEACCOUNT=account-name AT Log Insight Windows Agent RISH B ERISIRF .
f5F SERVICEACCOUNT S8 HRMHMNIES L EREEUREENEAMNERARE
$ProgramData%\VMware\Log Insight Agent BE8MIBAER , UERER
KA SNER#MIT, MBHKRIETE SERVICEACCOUNT 28 , Bl vRealize Log Insight
Windows REBREXRESZEE LocalSystem RIEIRE T,
SERVICEPASSWORD= password fEAEREIR SRS,
AUTOUPDATE={yes|no} BASEAREEXNEBSEN . BN BH vRealize Log Insight A iRESREA B
BEH , T REERRAEESES. ERER R
LIAGENT SsL={yes|no} BAZE2ES, WEBRASSL, RERAEFA TLS 1.2 BAHEHEARSER.
EREA [R].
®R
Za< gL Windows BRIEM LN R L EHFH vRealize Log Insight Windows f{IER X, vRealize Log

Insight Windows RIEBRZ X RBESELE Windows #a5RFEIED .

RIBRENDSHISHEIE liagent.ini BRPEBRER., FSHRE Log Insight Windows

# Log Insight Windows Agent SpE 2| % & #88
BT LAE Windows #1E iy B ZZE R E#1T Log Insight Windows Agent fY KB ZRE

BF

1

# P E Z 1A vRealize Log Insight Windows RIEBRE K ERE

EREZEREEANBES &
i mst BREERAE msiEBR

VERIYSDERCEHESHNERE, ERRAERAE , R4
. 2BESRERAN BN ARBNENBE . ERE  URA

RZEFNE Log Insight RERXRBIEARERS .
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2 #B2 vRealize Log Insight Windows KB XA Z @ 1T E e
A LAIE Windows #81EH) B 2 E S £ 38 vRealize Log Insight Windows KIERR K Z@EHETE

e,
2 A B 2 vRealize Log Insight Windows XX EiRE

EREZEREEANBES  SL4RABUANEBECARSHNERE. EXEAEREXE , RS
#& mst BREEAZE msiBR. 2RESRERANENAKRBNENHRE ., ERE  URAREE
MEE Log Insight RERXBBHEAERS.

2RESARERANWENBARBNENHE . BEE , ARARZENME Log Insight RERX IR
MERERS.

RDEEH
n  WFIEE vRealize Log Insight Windows .msi BERNEAR, F2RATHEAERZEER,
n FHIZHE Orca BRERERE. F2ME http://support.microsoft.com/kb/255905,

BF

1 7£ Orca REEESHBIRK vRealize Log Insight Windows REBRRX .msi BR |, RAEZEEKGE > HHigE
ﬁo

VMware, Inc. 14


HTTP://SUPPORT.MICROSOFT.COM/KB/255905

f# A vRealize Log Insight X IER

3-1. RBREREX

CustomAction
Dialog

Directory

Error

EventMapping
Feature
FeatureComponents
File

lcon
InstallExecuteSequence
InstallUlSequence
LaunchCondition
ListBox

Media
ModuleComponents
MeoduleSignature
MsiFileHash
MsiServiceConfig
Property
RadicButton
RemoveFile

SecureObjects
Conmstmal " b

a B—TRZE.

PRODFOLDERNAME
ARPPRODUCTICON
ARPNOREPAIR

Manufacturer

ProductCode
ProductLanquage
ProductName
ProductVersion
DefaultUIFont

WixUI_Mode

ARPNOMODIFY

ErrorDialog
SecureCustomProperties
MsiHiddenProperties [
DirectoryTable100_x86.FSDO0B!

b RRETAXIDEERT , BEHEERS.
c & [HMBERIHELSRTFEARTEBNE.

SEBETRTRS.

2 WEARERXR, UHBETREIARMENSEANE.

Name Value
(E Property

Value

Column
Property - String[72], Required

SERVERHOST

OK

BH

SERVERHOST

SERVERPROTO

SERVERPORT

SERVICEACCOUNT

VMware, Inc.
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vRealize Log Insight EREFAFEERN IP Uit R EKETE.

JE:{EA loginsight.

RERRXHRERSEHZE vRealize Log Insight A REEMIBEANE ., ATEENES

cfapi %ﬂ sysloge

FEREA cfapi,

REEZRXFAREEHEEE vRealize Log Insight SRE = MRS ENEREE,

&ER  RERASREHY SSL NBABEMRENREACAEENERRE. F

ZHETHBEFRUNARERRE., RETERERHESFEARETER , 7

RRETEE,

m  BRKA SSL B cfapi : 9543
m BEfFH SSL # cfapi : 9000
m  BERA SSL # Syslog : 6514
m BfEH SSL ¥ Syslog : 514

AAREIT Log Insight Windows Agent FRISHI B ERIGIRE .

& SERVICEACCOUNT S#HRMHMIRS X AREAUBRBEXNE AN BRI R EH
$ProgramData%\VMware\Log Insight Agent B#RMNE AR , UEZHRE
RNATUEBERIT, MBEARIEE SERVICEACCOUNT 28 , Bl vRealize Log Insight

Windows REREXRELZEE LocalSystem RBEIES T,

IDC6-9789-AB7
.0q Insight Age

WERVERSIOND
UserRollback:Rs
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28 R
SERVICEPASSWORD fE A& RISIR SRS,
AUTOUPDATE BARFHRERANEBEY . L4 ER vRealize Log Insight IR A&
BEH , It TETERABREES. BERES [BR].
LIAGENT-SSL BAZE2ES, WEKRASSL, RERAEFA TLS 1.2 BAHEHEARSER.
EREA [R].
3 EEEE > BELAEER  REFT . ost BEE
BESR

A .msi M .mst BERIE vRealize Log Insight Windows KR,

82 vRealize Log Insight Windows X2 A 2 [E#4TEEE
A LUIE Windows #EH B 2B IS £ ¥ 28 vRealize Log Insight Windows IR AY Z B0 1T {E 8

MEERAMNEESAFP RMEEENMAMRXMNFEMEN , 28 http://support.microsoft.com/kb/
305293,

HE
|
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e
BRECEANEEFENERSIRFIATEEERRNIRS.

B EE vRealize Log Insight Windows REREX .nsi BRWEAR. F2ETEAERRZE#RE
2=

o

B 1TE3E http://support.microsoft.com/kb/887405 H http://support.microsoft.com/kb/816102
HATRNRERF

LEBEREAEEEERZEREN G DB AMEIEH L,
BV BMEY A vRealize Log Insight Windows RERR, .msi ERERTIZME .

R (BHARAEEXEZER], ARBYRARAYHLLEE vRealize Log Insight Windows {322
X .msi R,

REEANBENENHARIMEALERES.

CREM) WRERBHNCELE .nst BR , BT GPO ARRENBRRSIFER LB .nst ARE
3 6 P E R 5 SR AR R AR R U D SR BB . ms i B

(RiZEM) AR vRealize Log Insight Windows REBREX .

a MAK msi EREHDIBMGE.

b #®-T [BHEARANHAR] BE LHARRSIER.

c BEBEORERAHN nsi BRIBIEL  LEABARER.

# vRealize Log Insight Windows REERAFEBZEERAEFEAENBELEEAE.
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BARAAEIZEHIE LRV (AR EETZS M (RARUEEGER RE , AEEFFERAF K
HEER .

MREMA REBAREN] , FEAFP IR ENBEEMIR .
&2 vRealize Log Insight Windows KRB BB KRB LZEERFinlss

WMRBEHRE SERVICEACCOUNT M SERVICEPASSWORD BEUAMEA .mst HEEIFE vRealize Log
Insight Windows {REERANZEHTEE K BREIACEAZEENERERFERAF RS LTE
vRealize Log Insight Windows {223,

BESR
# VRealize Log Insight Windows REREXWZEHRTEETKI , 28 Log Insight Windows
Agent W RKEFHBFHKI.

24t T H vRealize Log Insight Linux RERE X, RPM EH4

AL RABRERAENIFREAEN T 2 REHEH vRealize Log Insight Linux RERX , YA FJUER
KYBREEAESH. RER  BUUBEICRENRA,

BRRM

B8 Linux L vRealize Log Insight RERXZHMNGSFIRE AL EFEREURNMAETEENME
&

DRERESDEA , SfEA sudo MITEEETS.

vRealize Log Insight Linux RN FEFE syslog MR RIS A 8EEME, T vRealize Log

Insight Linux REBRRR , WHEETEAR 3 M 5 LT, WRAEE vRealize Log Insight Linux 1%
ERANEHMRTERTEE , FERRERS.

BF

1

2

BRI FEEREIARRERN,

. EEUERAERTELZHE vRealize Log Insight Linux RER, , BFHBETEAIRITTIGS.
rpm -i VMware-Log-Insight-Agent-<version-and-build-number>.rpm

n EEASAREBEBRAMAESEEAINARCRE  FRREEAAMT TGS,

rpm -Uhv VMware-Log-Insight-Agent-<version-and-build-number>.rpm

GREM) SUNEENIBRBERZENERERENENARE. HEEEMH , FEREREERRK
FARBEH—HD .

sudo <OPTION=value> rpm -1 <version-and-build-number>.rpm
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3 (BEM) ZEBBTTIGSRKERCDZENMA,

rpm -ga | grep Log-Insight-Agent

gHl : Linux REBRXZRMEHEEH

s FHHESELEE Linux RPM B1TARA vRealize Log Insight REERR, KHSEERERXLTHEME
BB RRES L. BIRIEFAREFIEENE | WY vRealize Log Insight REEXFEHZE.

sudo SERVERHOST=myagentserver SERVERPORT=1234 LIAGENTUSER=liagent rpm -i VMware-Log-
Insight-Agent-44.1234.rpm

. THHSEEREEN rom ERREHFAERN, BNAEREXARATERE,

rpm -Uhv VMware-Log-Insight-Agent-44.1234.rpm

R FH vRealize Log Insight Linux KIEFE X DEB E4

B A fean 2 P SEB debconf ERIERZFE N EH vRealize Log Insight Linux X3EEX DEB
(Debian) B, R##% , BULUEREZENRAE,
DEFRMG

m 7 Linux £ vRealize Log Insight REERRZHENHSHIRE PRBEZEERBEUR NMAEHTERE
B ER

n DRERAESZIEA , EMA sudo MITEEEBS.

n 5 vRealize Log Insight Linux RIEEXEREFE Syslog MR , UEEEEE. KFERK,
vRealize Log Insight Linux KERXEHNTER 2. 3. 4 K5 L#T , TEHTERO. 156 LE
.IJ:O

n WEFMAENMMNES , FSEEE Debian Linux BRIREERXRE,
BF
1 EERRERFEH vRealize Log Insight Linux KBRS , BFHEREES , ¥HIT dpkg

-1ipackage_name <.

package_name H B vmware-log-insight-agent- M T &z iRAHY R A< 48 14 4 5% AHL X .
THRSHRAGUERELTEEY.

dpkg -1 vmware-log-insight-agent-VERSION-BUILD NUMBER all.deb

2 (BEMN ZBITTIDSRERCRENRA

dpkg -1 | grep -i vmware-log-insight-agent
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g5

n RGLIREESBAGBE.
EERSTERNWESBNGE , 6/ SERVERPROTO B8 , I N HIEHIFTR :

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

¢t¥} Debian Linux BV EREX g

BULEBFEAGSREEEEARTENETIAREE , NERE debconf EREL BRI BN TS,

m<y AT
EZERGSIBRELNLZSE  FEATIHIBIANGS ;

sudo <OPTION=value> dpkg -1 vmware-log-insight-agent-<version-and-build-number> all.deb

MEFRIRIEEFE | F28 Linux £ vRealize Log Insight RERRZEMN S HIEEIE |

THEHIRE RS TERNIBD —RERE.

» 5E B vRealize Log Insight fAlfRES.

n EEALTEPBERTEBEMERE , FHIT sudo 1%, XA vRealize Log Insight AIBREEHY IP {31k
HEWEBER hostname , IR FIEHIFTR

sudo SERVERHOST=hostname dpkg -iv mware-log-insight-agent-<version-and-build-
number> all.deb

BRIECEZEBBABAT --force-confold BEZ , FRIREEHZEHEAX , RERSRTEREH
HUX liagent.ini A8, BB R TNIRGAE -

Configuration file °/var/lib/loginsight-agent/liagent.ini'
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.

What would you like to do about it ? Your options are:

Y or I : install the package maintainer's version
N or O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation

The default action is to keep your current version.
*** liagent.ini (Y/I/N/0/D/Z) [default=N] ?

HERERBMARE , BEMA [default=N], RGB<SIEENEBSBNRER.
n REEKBABE.
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EFEBEERNESBANGE , 5FH SERVERPROTO & , N T HIEHIFTR :

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

n REEGEREE
FEEEERNERGEEE B3 SERVERPORT S8 EIEHALTHERER , M THEHIFR :

sudo SERVERPORT=1234 dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

n UFEREAENE S ATRERR,
EELFBFEAE F D HIT vRealize Log Insight Linux {RIBR R |, FHIT sudo 8%,

sudo LIAGENTUSER=liagent dpkg -i vmware-log-insight-agent-<version-build-number> all.deb

ERENFEAZETEAE , vRealize Log Insight Linux RERBRNAIEZHEBBELNWERAERS, B
ZHEE , TEMRERIMNIRS ., WREMEA LIAGENTUSER=non root_user BERH Linux {LEE
X, LERAER LIAGENTUSER=non root user2 SRETHER , HEREFR, AR
non_root_user2 EA&ERE non_root_user ERAENER , Bt gHBES,

ERR debconf & EH DEB E#F BRI EE

RERERN DEB EX I LUER debconf ERERRE, TRETZEMN debconf RIBF Y ER vRealize
Log Insight {2 DEB ZHRERIE :

wEHIRE Debconf #15 B
SERVERHOST= hostname vmware-log-insight- vRealize Log Insight E#EREKEM 1P s F#A
agent/serverhost .

JERREA loginsight.

SERVERPROTO={cfapilsyslog } vmware-log-insight- RERXARNEEENZ vRealize Log Insight alBREEHY
agent/serverproto BAHE. TEEMNEA crapi M syslogs
FERER cfapi,
SERVERPORT = portnumber vmware-log-insight- RERXARGEHEEZE vRealize Log Insight HE=
agent/serverport FRARSFNBMERE. KA, RAEEXSREHYH

SSL MBMEMRENRAEABEENERE. F2H
THBEETRENAREREE, A EEREBRRNEE
LERETER , THEEEELEE,

m EBUA SSL# cfapi : 9543

m B SSL# cfapi : 9000

m  ERRA SSL # Syslog : 6514

m B/EH SSL # Syslog : 514
LIAGENT INITSYSTEM={init| log-insight-agent/ EREHE  ARRXSEDEUCERRERERKXME
systemd} init_system B2 init AGEWER, FACALEREREERFER

WE , BAERLTA. XEN nit REEmERE

init systemd,
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wEIEE Debconf 18 L]
LIAGENT AUTOUPDATE={yes|no} vmware-log-insight- MASFRARERANEBEY. LS ER vRealize
agent/auto_update Log Insight [ fREERAA BB EHT , Mt T RE=EBRA B

BEH. EREA (]
Linux BIN E# A X EBBEH.

LI AGENT RUNSERVICES vmware-log-insight- XFERR , BRFE 1iagentd (IRERER) M 1iupdaterd (FBH
agent/init_system B) EREZ RSV HME ., El&
LIAGENT_RUNSERVICES debconf Z#3%& % no , 5L
L EMmME ., BERES [(B]. EZHNERE yes M
no ;1% 0 FEXEMNE.

LIAGENT_SSL vmware-log-insight- C
agent/ssl|

LIAGENTUSER=user-account-name  vmware-log-insight- EBEARBITRERXNIRS. WREAETEE , IR
agent/liagentuser #£EAGKHEBEYA-REAE. BEENEABKRET

7 , 8] vRealize Log Insight Linux REERSERE
MEZIERERS, BRREE , TERBRERINIE
1=

REKREEXGZHAGARERE S D RAT,
WMRIEMER LIAGENTUSER=non root user BB ZENRE
BX , WERFEM L1acENTUSER=10n root user2 #EIT
FR, BIEBEER. BN non_root_user2 fERER
BEME non_root_user NIER , Bt EHRES,

BRZEPBTEBRIEINERE. SAUNFBET
B, LSHEARRERRYE. ENEARE -2
DURERE & 2 RHAT.

Z % Log Insight Linux Agent —#& N EH#

ZERCEMEFEER bin BEREESTNITE , REBRERERN.

& bin EFIAFASRNERZE. MREFER bin EHEZEREM Log Insight Linux Agent , &

A /var/lib/loginsight-agent B8P M liagent.ini BREVEMERURBABAEAR, BIE
REXRE  FERBBRZE Log Insight Linux Agent, EZ2EFBHHEBRZE Log Insight Linux RERER
bin 4.

MREER bin EHZRE Linux REER , $EEHRZEBRIEEKER liagentd B init.d L,
BEATEERIESH. EUUFHRRESH.

WO LUEBHAT (/sbin/) service liagentd status MSERRERETRI,
DEEH

s TH Log Insight Linux Agent.bin B4 , ¥ HEREIB4E Linux #4388,

n 52 Log Insight Linux Agent B8 7 syslog 48 E RIS HIERR .

n BIEERAREURZEBNSESNWMEBEENM. 28 Linux L vRealize Log Insight REREX
ZENDSYIRE
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BF

1

FAREEZES , REHIT chnod %, # .bin BRBEATHITHE,
# filename-version B 58 &1 RS .

chmod +x filename-version.bin

4,

RBLSERETHIT . /filename-version.bin Mm% , LLZEHERERER,

# filename-version B &8 &1 RS .

./filename-version.bin
GREM) EEELXHEHBRE B E vRealize Log Insight fAIfRER , FF#IT sudo
SERVERHOST=hostname ./filename-version.bin 8%,

£/ vRealize Log Insight A IRESHY IP (it 5 E MR BEUR hostname.,

sudo SERVERHOST=hostname ./filename-version.bin

CEEM) EEFREAINEREANGE , FEA SERVERPROTO 28 , M TSIEHFIFR
sudo SERVERPROTO=syslog ./filename-version.htm

GREM) EEEEERNEGEEE 518 SERVERPORT S8 EREMAZERN , M THIEHIFT
N

sudo SERVERPORT=1234 ./filename-version.htm

GREM) EELIERFERE 52 HT Log Insight Linux Agent , 55#1T sudo %
sudo LIAGENTUSER=liagent ./filename-version.bin

MREENFEAETEL , Log Insight Linux Agent BEZEHRLFEAERSE., BBRZEE , T
SMBRERIHWIRS ., MREFA LIAGENTUSER=non root user BERZHE Log Insight Linux
Agent , W ERMEM LIAGENTUSER=non root user? BEETHER , BBEFRIBRESL , B
non_root_user2 & RE non_root_user EFAEWRER .

Linux L vRealize Log Insight KRR ZEN < FIRIE

HHSHIRE vRealize Log Insight REBRERE , BN EREHBMAARRESBHIRE, SLIBE
SYHER liagent.ini BRPWRE.

THRERARELZEPBRE Linux 24 LHITH vRealize Log Insight REBRER .

VMware, Inc.
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5

SERVERHOST= hostname

SERVERPROTO={cfapilsyslog}

SERVERPORT = portnumber

LIAGENT INITSYSTEM={initl|systemd}

LIAGENT AUTOUPDATE={yes|no}

LIAGENT SSL={yes|no}

LIAGENTUSER=user-account-name

EL]
vRealize Log Insight EREFAFEERN IP Uit REMETE.
JERRMEA loginsight.

REERXHRERXEHZE vRealize Log Insight A IR EE KB
Tﬁ%r: ngﬁgﬁ% cfapi *u syslogo

FEREA cfapi.

REERFREEHEXE vRealize Log Insight E=H 1
RBEMVBRERES, AR REEXSRESY SSL MBEH
MEMRENRBECABENERE, F2RTIEEPRM
WEREREE, AEEERRREREEARERRER , 7
FEETEIEE,

m  ERA SSL B cfapi : 9543

m B2fFHA SSL # cfapi : 9000

m BERA SSL # Syslog : 6514

m BfFH SSL # Syslog : 514

EREHE  AERXEEBHENCERRAER MRS
Zinit REHEE, FHEALBRRRIEERGRENE , B
ABBLTR. XEN intt RAEMEERE : inic M

systemde

BASREARERANEBEN . B4 ER vRealize Log
Insight AIREERAAEBES , T ERRAEBES. &
REAR R

Linux BIN EfFAXEBEBEH.

BAZE2ES, MERKASSL, RERNSEH TLS 1.2 B
HEHEMARESER. BERES (E].

BEARBPTRERIANIES, IREAETEFRE , AIRHER
XEKEBYA-—RERE, BEENEABRFEREE , Al
vRealize Log Insight Linux REEXSELZHBBELFERE
RE., BRZHER , TEMEBREZIWIRS.

AR ERRN SRR ACTRARERES 2 RNT.
MRIEMER LIAGENTUSER=non root user BSEETRE , A
EREA LIAGENTUSER=non root user2 EITAR , EgRE
&R, BR non_root_user2 ERERBERE
non_root_user WHER , At EHIRES
BRZERETEBRABINERE., EUNFBETE
R, L2EERRRERIXRYE ., ENEXRE —EZLURE
AEEDRHIT,

vRealize Log Insight REEXNWEEEH
vRealize Log Insight REEXWEBEHThEE , IREAFHRERIBRIERE vRealize Log Insight
ARBHRERXNZHEAETRE., TEREDEH.

B ARBRAMEREEANEDESN , IRAFKRAENRERXNTERNEDEN. K&
BAXERMERATMRE , BEXAR 4.3 RBEFMRAE.

Linux BIN EH A EEBEH.

VMware, Inc.
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FRARMAENRERAN BB ERN
EAUREBRARRANAF ALY  UBAREARRERANADES.
REREHAFRRARERANADER.

BEIFRAF

RERXLER 4.3 FAEHHA.

BF

1 HERERPFEBAEHE liagent.ini BER,

2 i [update] BER,
HBESELURTIEH.

[update]

; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:

; the agent will silently check for updates from the server and
; 1f available will automatically download and apply the update.

; auto_ update=yes

3 ZEEEFHEBBEHN , BUSEE auto_update=yes WHESEER auto_update=no,

fFE RERANEDERRARBBA. Bt , auto_update WEREAR [ , LS M EFEMHE,

4 f#FFEYEER 1iagent.ini BE,

VMware, Inc.
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HEREREXZ , TRHHERER/MFTEN vRealize Log Insight fRIARREZXEH . EEBMBEUARRKE
Hitb 3.

REZECASLETRESHNRERAUREER.

2 E Log Insight Windows Agent

ZH# % Log Insight Windows Agent 2 & AT LUINBARRE . #R¥E liagent.ini EERUHE Log
Insight Windows Agent R E B E4EXE vRealize Log Insight. REBMIBEMEREE  Hig
Windows B#EE , URRE—RERTH WS, ZERNR spProgrambata$\VMware\Log
Insight Agent H#,

R 1E Log Insight Linux Agent

Z# % Log Insight Linux Agent Z B AT UMLK E .

EFE R B vRealize Log Insight RERRWEH

WO AR AR 1iagent . ini BEZE [server| <dest id>] EETHERREE K BHAERIAERE
HE Y ER.

£ vRealize Log Insight fRIBRZNEXEH

BB REEARENSEHEEXZERZ=HE N, BRI EE vRealize Log Insight AR
EHRY  RE=FEREEMBRIR.

vRealize Log Insight RERXNEFNHRE

BRI LAR E Z 1B vRealize Log Insight (RIEBRER.,

HERERALEFERA —RE

BELAERAA Windows B Linux REEXNESEREERXHECEREAN —RSEHE K REERE
BRALEENTERE.

BT 8%

REBXRTHRIMSSRFERTEMERERILER , RBREIEZ vRealize Log Insight fRIMREE. £
FARCEREIMTES | VRealize Log Insight AJ A o Arsc sk, MEERVEMEE AR LERELEER, et
# Windows H Linux vRealize Log Insight KB R R EC#EZI4T8E,
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% Log Insight Windows Agent

Z# % Log Insight Windows Agent 2 BB AT LAMNEARRE ., #¥E 1iagent.ini BRI Log Insight
Windows Agent :RE B EHEXE vRealize Log Insight. :REBMIBEMEEE . ¥ Windows E
HBE  URRE—RERTHEWRE, ZERMN sProgrambata$\VMware\Log Insight Agent B

Log Insight Windows Agent FIFE:R 4 /&

ZHTERE , liagent.ini BEBKEEAH Log Insight Windows Agent TR EMTERR

114

Log Insight Windows Agent liagent.ini 78 &4 &&
MREMFEAIE ASCH BBFE , SEREBREFSR UTF-8,
MREFRAPRER K KANARBNANEARRSEZEMMANERAFER 1iagent-

effective.ini B,
CeRBERARENREEREXEMETREEEEN.

; Client-side configuration of VMware Log Insight Agent.

; See liagent-effective.ini for the actual configuration used by VMware Log Insight Agent.

[server]

; Log Insight server hostname or ip address
; If omitted the default value is LOGINSIGHT
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is vyes.

;

;central config=yes

’

; Set protocol to use:

; cfapi - Log Insight REST API

; syslog - Syslog protocol

; If omitted the default value is cfapi

;proto=cfapi

; Log Insight server port to connect to. If omitted the default value is:
; for syslog: 514

; for cfapi without ssl: 9000

; for cfapi with ssl: 9543

;port=9000

;ssl - enable/disable SSL. Applies to cfapi protocol only.

; Possible values are yes or no. If omitted the default value is no.

;ssl=no
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; Time in minutes to force reconnection to the server
; If omitted the default value is 30

;reconnect=30

[storage]

;max_disk buffer - max disk usage limit (data + logs) in MB:
; 100 - 2000 MB, default 200

;max_disk buffer=200

[logging]

;debug level - the level of debug messages to enable:

i 0 - no debug messages

i 1 - trace essential debug messages

i 2 - verbose debug messages (will have negative impact on performance)

;debug level=0
;
;The interval in minutes to print statistics

;stats_period=15

[update]
; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:
; the agent will silently check for updates from the server and
; if available will automatically download and apply the update.

;jauto_update=yes

[winlog|Application]
channel=Application

raw_syslog=no

[winlog|Security]

channel=Security

[winlog|System]

channel=System

M ERE EL
hostname LOGINSIGHT vRealize Log Insight EEEREEN 1P
{fruksh EHETE,

JE:{EA loginsight.

central config yes BMASEALRERRNEPRAE. =
AEpRien KBRS
vRealize Log Insight fal RS FTiR LAY 4E
R ESNEA yes, no, 1 =0, FERE
E YesSo
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BH

proto

port

ssl

max_disk buffer

debug level

channel

raw_syslog

ARE

cfapi

9543, 9000, 6514 # 514

yes

200

ERRNK, 224, &5

no

£ Windows E4BEEWREEH

BRI LA Windows BHEEFIE E Log Insight Windows Agent #8&., Log Insight Windows Agent
BURESH |, WHEHBERXZE vRealize Log Insight falfR2E.

WMUBEZIRG. THEBERE , MEMAMULERE.

m  event type

VMware, Inc.

LG

REEXAREXEHRZ vRealize Log
Insight A RSB E . FRENES

cfapi %usyslogO

FERR{E S cfapi,

REEXARGEHEREZE vRealize Log
Insight (58 =5 RAIBREFHVBIAERE . &
R, RERXSRESH SSL MiBEi
EMHRENBRECRABEENERE, B2
BETIEERRENERERRE. RE
EERBREHEELCERETRN , 75
EIEEIRE,

m  BREKA SSL 1Y cfapi : 9543

m B2/FH SSL # cfapi : 9000

m B2RA SSL #9 Syslog : 6514

m B/FH SSL #9 Syslog : 514

BASER SSL, ERES yes.

Ess1 A [yes | B, MREBREAERE
BRE—BE, BEBESaEENA
9543,

Log Insight Windows Agent BREESE
HREESTHEENRAMBEEE (A MB
REN),

EIEEMN nax disk buffer & , KE
BREHREEFRNEASH.,

ERLCHFMAENER. FSHES Log
Insight Agents PR EFAMERBR.

k%, SHEARX . TE2HNERK
Windows E#resgBEmMm LM ; Log
Insight Windows Agent T&IKEREE
LomBE M RC SR

ESBEM® Windows EHBEWRESH .

SHEEMA Syslog BRIBENRERER , £
FRERARENEEXRES Syslog B,
BRER [B], RIBENSHSEARE
REEEN Syslog BiERER, AR
EAWEE BT A EITEM Syslog B,
BEXMNES [B1/0 M [B/0].
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B hostname

u source

B text
PEFS

BEABZE vRealize Log Insight Windows XEERXA Windows #z8 , AEMBREEEEURR
vRealize Log Insight RERAREEZHE.

BF

1 EE3 vRealize Log Insight Windows RIEBRANEBRNERER K,

$ProgramData%\VMware\Log Insight Agent
2 HEFE—XNFHREI[PBEAMK Lliagent.ini R,
3 HETIZSE , YRELRREANE.

2H

[winlog| section_name]

channel

enabled

tags

whitelist, blacklist

exclude fields

[winlog|section name]

channel=event channel name

enabled=yes or no

tags={"tag_namel" :

4 fFEFEIWEEEA 1iagent.ini R,

VMware, Inc.

ELl
HEBRNE—RHE,

EHBENER ENEEHMERAE Windows ERRXFETRHNER. 528
REENBEERR  FESHREAI[TNWEELR-TEEEAR , BRASR , I8
H2EWUNRR.

ARBAREAEEERRNEBEMSE, AENER ves H no (BFANE). R
5 yes.

AREBEIEENEZEMRESH 2R ELESH,. £/ JSON B EERE
B, BHEBUUEETE. HFRER. EREBRAEUFTIRNEERHE , LB
TEEHEB 64 BF T, BEEBTES KNE. Hln , MREEA
tags={"tag_name1" : "tag value 1", "Tag_Name1l" : "tag value 2" } , 8I
Tag_Namel SR BEEM WA, BB event_type MEFBEB T AEEEBR
B, B-ESANETMEREBEHGRAK,

MR B # R Syslog AR , BIEHAILER APP-NAME #fz., fila ,
tags={"appname":"VROPS"},

ARPREERFRTEHSHNRELESH,

A blacklist REEEARRNY , BLAREEIF.

CREMN) AREEEHRENRUNSE. BTN R RZBENFEARESE

&, s, exclude fields=EventId; ProviderName

"Tag value 1", "tag_name2" : "tag value 2" }
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) . AR
BHZE T (winlog| MHREEH],

[winlog|Events Firewall ]
channel=Microsoft-Windows-Windows Firewall With Advanced Security/Firewall

enabled=no

[winlog|custom]
channel=Custom

tags={"ChannelDescription": "Events testing channel"}

]|E Windows B4 EIEREFE

B LA ¥ Windows B EEREENREE |, DB ARIRREHEY,

) whitelist M blacklist S LERFPEES, GFREREEAR—EMMEES , HEHRN
MEETATARK.

#5 blacklist BEEBRREN , EXARSETE,

» whitelist ZHEREHERBEATERFETNCRENF. NREERLSH , ME/MIFN 1.
» blacklist 2BEHRGEFEEXTHRAFTOHTREMF. BRER O,
WFE Windows BEHFRUMBE FNTEFE K F2ESHRUNERET.

BRI

EAB R vRealize Log Insight Windows REBERH Windows #28 , AZMEBREEEEURER
vRealize Log Insight RERRRECZE.

BF
1 EE3 vRealize Log Insight Windows REBRANEBRXERERK,

$ProgramData%\VMware\Log Insight Agent
2 HEE—XFHEE\EF[HPFEM 1iagent.ini BER,
3 & [winlog|] BER¥F#H whitelist B blacklist B8,

{570

[winlog|unique section name]
channel = event channel name

blacklist = filter expression

4 #% Windows B4 RUNEE TR IEFR[EERN
{5170

whitelist = level > WINLOG_LEVEL_ SUCCESS and level < WINLOG_LEVEL_ INFO
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5 f#EIEIRA 1iagent.ini R,

g5l . EPEIRARE
UL RERARERERTERSES , Hl

[winlog|Security-Error]
channel = Security
whitelist = Level == WINLOG LEVEL CRITICAL or Level == WINLOG LEVEL_ ERROR

UL RERAREAER [ BARENX | BERE VMware fEEH | i

[winlog|VMwareNetwork]

channel = Application

whitelist = ProviderName == "VMnetAdapter" or ProviderName == "VMnetBridge" or ProviderName
== "VMnetDHCP"

BALERERARERY (224 | BEREMASH  BRENEHERS , fim

[winlog|Security-Verbose]
channel = Security
blacklist = EventID == 4688 or EventID == 5447

EHMUMER T

£/ Windows EHBMAUMEE FEVHREB[EHN .
BERREEAEHET

ENT #

=== ERNTER. FFERREARFRUMTZ SR
>=,>,<, <= RRFER. AR, PR, MRIER. ERRERBFHRA.

& I, - {I7t AND. OR., XOR ARBHREHF. ERMEABTHL.
M. R #EE AND f1 OR., AARBRBAHEEEENRELERESEN.
not — T NOT EET. ARKRBEERNE.

0 EEEEERPERAERREEIENIER.

Windows 4181

B EESRERBEE P EA TS Windows B4R,

MuER VL i
FHER T
Text FH
RHUEERH T
BHRREE T

+F

EHEBIR £
BHREENE BT

VMware, Inc.
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ML moEaR
Channel F
ERERBRE  F8
Level e

BAUERT IR EERNER
WINLOG_LEVEL_SUCCESS = 0
WINLOG_LEVEL_CRITICAL = 1
WINLOG_LEVEL_ERROR = 2
WINLOG_LEVEL_WARNING = 3
WINLOG_LEVEL_INFO = 4
WINLOG_LEVEL_VERBOSE =5

Task

s

=
OpCode gy

Keywords gF

BAILERATIIEEERNUTES

m WINLOG_KEYWORD_RESPONSETIME = 0xO001000000000000;
WINLOG_KEYWORD_WDICONTEXT = 0x0002000000000000;
WINLOG_KEYWORD_WDIDIAGNOSTIC = 0x0004000000000000;
WINLOG_KEYWORD_SQM = 0x0008000000000000;
WINLOG_KEYWORD_AUDITFAILURE = OxO010000000000000;
WINLOG_KEYWORD_AUDITSUCCESS = 0x0020000000000000;
WINLOG_KEYWORD_CORRELATIONHINT = Ox0040000000000000;
WINLOG_KEYWORD_CLASSIC = Ox0080000000000000;

g4l
WEMBEKR, HRARESESH

[winlog|app]
channel = Application
whitelist = level > WINLOG LEVEL SUCCESS and level < WINLOG LEVEL INFO

B (22t BERE | BRXM ] B4

[winlog|security]
channel = Security
whitelist = Keywords & WINLOG KEYWORD AUDITFAILURE

REHEEWRESH

B LA#% vRealize Log Insight Windows {ERAREA KR —RZEREEREEH.
RMUBWIIRSE . THEWERE , MEMARLER.

m  event type

m  hostname

u source
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m  text
LEZUAREBEEXEMECE=EE N , WA EHFRERNBMIEREE, FSB® vRealize Log Insight
RERXNEXREA.

B ERAREEZRE Bl—TELL) B, B vRealize Log Insight RERAFERABZER , YA
ETRNERNE. BEEHLEERE , FEAENHN Glob BREEXAREAEEEXENER , RFH
FERHE NREEZAEERNER , FZREMEHSE , 5l CPU Ml RAM,

g RERXATENENERGETRE. AERXHNZENRNERAENTE , TEEMENER R
EITWE,
DEFRS
B A B X% vRealize Log Insight Windows KB R Windows #a8 , REMEB R EE S UER
vRealize Log Insight RERXRECZHE.,
BF
1 EEZF vRealize Log Insight Windows RIBRRANEBRXERER K,
$ProgramData%\VMware\Log Insight Agent
2 HEE-XFHEEBHJ[/PRM liagent.ini ER.
3 KEMERM [server|<dest_id>] BER. FIBARSH A IREECRREANE.

[filelog|section name]
directory=path to log directory
include=glob pattern

28 L
[filelog| section_name] HEERNE—RTE,
directory= full-path-to-log-file R BN TERER, K& Glob X, HHIARE :

m EEM D:\Logs\new test logs BEMEFEEPUE , BFER

directory=D:\Logs\new test logs\*

m NRFERFFHAETESE, BEATIARREZEFRETFER

directory=D:\Logs\new test logs\*\*
fE ATRIERNERRNEE  UREEAASER , ETEHE-BRE=
BE#H%EZEB & Glob , Bl : directory=c:/tmp/* B directory=c:\Logs\*,
BRERCUEZL>EMERR.
BUNEETEEESNEE  —BEVESNERC%  REEXPEEZE &
P ERE AR,
FAIUE—SZETEAACERTERHEN B & , URE—EERZRIBER
%, WEFITETRNEBNGFREEAZHRNEERE,

g NREHHELERFEAT2HARNAR , IEARBRELREESH.

VMware, Inc. 33



fi£F vRealize Log Insight RIEBER

2

include=file_name; ...

exclude=regular_expression

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value", ...}

VMware, Inc.
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GEEMN ERPBEENNEREBIERES EEEN), ZAUUAIRIsR2ZEE
WRERNRMEE, BRER *, KREEBEMEER. SHESAIE.

ERES (Glob #=) AIUARS A BEERTEEMNNERURE—RRIEBAN
BRI, BE=EWERSZM | I vRealize Ops Analytics.log M
vRealize Ops Collector.log, BRI A vRealize?Ops?
Analytics*.log B vRealize*.log RIEE., BERFAEREE , BALUEE
£ Linux f Windows T THREBRXAREINERERE.

B, .zip M .oz EREHBREWEZS,

EE NREBEEWEHETEE , FFH include M exclude SEIEERBER
EFENHREERNEZHER, MR HEEXEFESETELHER , Bl vRealize Log
Insight RERX TS MBI ELEN, vRealize Log Insight RERREH
BRATHMERRNWERIESF , WA ERNIEFSEHEXE vRealize Log Insight
AAREE. Bl , MEEFEREEEZ S nyapp. log , BERTEES nyapp.log.1 M
myapp.log.2 (CALLEEH) , BAILMEA TS include &R :

include= myapp.log;myapp.log.*

(CREN) FREREZINEREBIERES EEER). BAUS K RZEE
WERNREE, BREAEA , KRAKRIEREMESR.

(BEM) RICEETFEH4RANRAESESN. MREE  SERABRT. S@A
WEERXNNLEMFEA Perl RAIBEEREE,

E RETYHER ., WK (- v, RARAEEXNEBEE. ZASHHER
AERXN -,

HR vRealize Log Insight REREXCEHENBFKREREL , ABEEEANID
RHEASTREE D ERZESM4. BB NELRS 200 EW EREHEERE
M event marker , BB BHEWRIETH . ESMMEEIE, WHIHREEERAR
ERBEIEFER event_marker RE. CEEEHMEZEIEEEESH,

(BREMN) RASREHALERNSHE,. TENER yes R no, BRES ves.
EEN RERXEZEEHENTFT TR, TENES

m UTF-8

m UTF-16LE

®m UTF-16BE
FEREA UTF-8,

(BEM) KETESMEIERESHZ2RUNSE. £ JSON EREERE
B. BEEBULEEFE. HFRER. EREBRENFIRESRHE , X H
THEEB 64 BF T, BEEBTEY KNE, flin , WREEH
tags={"tag_namel" : "tag value 1", "Tag_Name1" : "tag value 2" } , 8l
Tag_Namel #EAEEMW LR, BB event_type BB AEERS
B, B—E5ANETMEREBEERZHK,

MRBM# A Syslog AR , BIEHRATLUES APP-NAME Hfz. i,
tags={"appname":"VROPS"},
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2 "y
exclude fields CREM) AREREINRELNMINSE. EUlsRRERS BHFER R
ZEBE. flm,

B exclude fields=hostname; filepath
B exclude fields=type; size
B  exclude fields=type, size
raw_syslog=Yes|No #E¥FE M Syslog BARBENARERN , K BREVERERXWENEXRSH

Syslog B, ERER [F], ERTEUEAEIEEN Syslog BHERBREKE
MEH., RALKBEURESHMAETEM Syslog i,

35 . #HRE

[filelog|vCenterMain]

directory=C:\ProgramData\VMware\VMware VirtualCenter\Logs
include=vpxd-*.log
exclude=vpxd-alert-*.log;vpxd-profiler-*.log

event marker="\d{4}-\d{2}-\d{2} [A-Z2]\d{2}:\d{2}:\d{2}\.\d{3}

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=*_old.log

tags={"Provider" : "Apache"}

[filelog|MSSQL]
directory=C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Log
charset=UTF-16LE

event marker="["\s]

B/ E Windows it 18 BB ERR

B LLEH ¥ Windows R8RSR EEFIREE | LARRMEAN A SR BEBRFC SRSB4

fE whitelist M blacklist S LERFESES, GFRREEAR—EMMEEZES , HEHRN
MEETATAR.

5 blacklist BEEBERNREN , EEARSEYTE,

» whitelist ZHEREHERBEXTERFETNCRESH. NREERLSH , MERKIFN 1.
» blacklist 2BEHRGEREEXTHAFETOHTHEEMH. BRER O,

Mm% Windows EHMAUNET TN EREE K F2REHAMUNEET.

RERA

EAB R vRealize Log Insight Windows REBERH Windows #28 , RAEMBREEEEUER
vRealize Log Insight REERRE D &2,
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BF

1 EE3 vRealize Log Insight Windows REBRANEBRNERER K,
%$ProgramData%\VMware\Log Insight Agent

2 HEE—XFHE\EBDEERK 1iagent.ini BE,

3 & [filelog|] BERH whitelist B blacklist 88,

Bl

[filelog|apache]

directory = path to log directory
include = glob pattern

blacklist = filter expression

4 % Windows B4 BUNEE TR EBR[EER,
Blgn

whitelist = myServer
5 f#EIXEIRN liagent.ini EBR,

i) . ErREBARE
BA LR ERNREBEWE Apache B8 , HF server_name &

[filelog]|apache]

directory=C:\Program Files\Apache Software Foundation\Apache2.4\logs
include=error.log

parser=clf

whitelist = server name == "sample.com"

blacklist = remote host == "127.0.0.1"

BEHEXZ Log Insight Windows Agent
BRI LS EH MR Windows HEERE X BI#1T Log Insight Windows Agent BI#28

BRI LUME A Windows B4 E XS EH R Z I Windows HEEREX T —2ZHEA Log Insight Windows
Agent RIHEEE . BERBEIT#E Log Insight Windows Agent SR EBWEFMEEXENH | WS HEXE
vRealize Log Insight falfR2E.

3% Windows B4 83X, 52 M http://technet.microsoft.com/en-us/library/cc748890.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/bb870973(v=vs.85).aspx.

PHEEH
H2R ® Windows B4 EEBEWNESH |
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fi£F vRealize Log Insight RIEBER

BF

1 %E Log Insight Windows Agent /AR T8 —EEE , A EREREXSEHM Windows SHEEW

g4,
FERIBEEZ B A ForwardedEvents,
2 RE Windows E#4EX%,

BIESR
BI{E vRealize Log Insight Web FA&ENE , BMREXEHCKE.
% Log Insight Linux Agent

Z# 5 Log Insight Linux Agent 2 BERI LMK E

ZAFERASEPFARERNHCKRERAREABEHEEZ vRealize Log Insight fAIRREE . EEBM
HEMEZE  LURRE—RERTHEKRE. WEFE liagent.ini BRHONE , FBEEE Log Insight

Agents PR FAERIER .

vRealize Log Insight Linux RIBREX A FERAHRE

RHETRE , liagent.ini BREBEES Log Insight Windows Agent AL R EMTARRE.

VRealize Log Insight Linux fXERZ 3 liagent.ini AR AHRE
MREERAIE ASCH BBFNE , FHEREBRES UTF-8,

MREERPRARE  RRMNARE R ERRARERREMAWERIFEK liagent-effective.ini 5.

JIl4

LERRRARFNAEEAERETRESERN.

[server]
; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is vyes.

;central config=yes

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):

; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

VMware, Inc.
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; SSL usage. Default:

;ssl=yes

; Example of configuration with trusted CA:
;ssl=yes

;ssl_ca path=/etc/pki/tls/certs/ca.pem

; Time in minutes to force reconnection to the server.
; This option mitigates imbalances caused by long-lived TCP connections. Default:

;reconnect=30

[logging]

; Logging verbosity: 0 (no debug messages), 1 (essentials), 2 (verbose with more impact on
performance) .

; This option should always be 0 under normal operating conditions. Default:

;debug level=0

[storage]
; Max local storage usage limit (data + logs) in MBs. Valid range: 100-2000 MB.
;max_disk buffer=200

; Uncomment the appropriate section to collect system logs

; The recommended way is to enable the Linux content pack from LI server
;[fileloglsyslog]

;directory=/var/log

;include=messages;messages.?;syslog;syslog.?

M ERE EL
hostname LOGINSIGHT vRealize Log Insight E#REFAEEN 1P
{fruksh EHETE,

JER{EA loginsight.

central config yes BMASEALRERRNEPRAE. =
AEpien  KERXSZK
vRealize Log Insight fAIBRESATIR LAY AE
R ESNEA yes, no, 1 =0, FERE
R YeSo

proto cfapi REEZXAREXEHRZ vRealize Log
Insight A fREZAVIBAGE. WREMES

cfapi F sysloge

FERRE S cfapi,

port 9543, 9000, 6514 # 514 REERXARNERXRSHZE vRealize Log
Insight {al AREZHYIBATEEEE . HWHREA
SSL i cfapi , TER{EA 9543 ; HAEH
SSL B cfapi , FEsR{EA 9000 ; HREA
SSL # Syslog , FR{ER 6514 ; HRE
FA SSL B Syslog , 8RR EA 514,

ssl yes BASER SSL, FERES yes,
B ss1 B [ves | B, MREBRERERE

BRE—EE  BERESEHENA
9543,
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SN ARE LG

max disk buffer 200 Log Insight Windows Agent AR&EE =
HREBSEHENRAMBEEEH G MB
REN),
EIEEMN nax disk buffer & , RE
BABRREERRNEASF.

debug_level 0 ERTEFAENER. F2HER Log

Insight Agents PR EFMERBR.

e EWEEST

BT LA#E vRealize Log Insight Linux RBEEBAREAR —RZELBERESH.

k78RR , VRealize Log Insight Linux RERXEWEEABRASIFERMEVNRBEER. BENERS
BELAEMAE., B MABERRZE exclude=. * , LAB7 Ik vRealize Log Insight Linux BRI W&
BRIER.

BMAUBBIZERE, THEBERE , BEHARMNLERE.

m  event type

m  hostname

u source

m  text

ZLEZUANERAEMEE=(EEN® , YT EHREMBMNEX, F2HK vRealize Log Insight
REEXEXEA

B EEABREZE B—FEL) B, E3 vRealize Log Insight RERRERABLSER , YA
STIRNBENEE. EERILEERE , FEAEXH Glob BREEXREABERLENER ,
FECHE NREEZAEERNESR , FZEEMEHSE , 510 CPU Ml RAM,

PEFRMY

s UBRFERAEESEA , fEA sudo MITEEREDS.

n 5 vRealize Log Insight Linux REEBXELZRALHTH., BALRSE vRealize Log Insight Linux
KREBRERXM Linux #28. BAERSE , ¥ 1T pgrep liagent,

BF

1 EEAXFEHFEIRFFE /var/lib/loginsight-agent/liagent.ini BXR.,
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2 REERM [server|<dest_id>] B, #IBARSE , URELRBEFANE.

[filelog|section name]
directory=path to log directory
include=glob pattern

28 L
[£ilelog| section_namel HEERNE—EE,
directory= full-path-to-log-file R IE EH BN TEER. XE Glob HX., #HIARE :

m EEfD:\Logs\new test logs BEMAEFERPKE K BEA
directory=D:\Logs\new_test_ logs\*
m NRFESAFBHETFEE BEATIARREZEFREFEE

directory=D:\Logs\new_test_ logs\*\*

BT ATRAIERNERNRNEE  LREEAKSER, ETEHE—BRE—
BE&EZB & Glob , I : directory=c:/tmp/* B directory=c:\Logs\*,
ERERINEZLEMERBR.

FBALERTFEESNRE , — EEVERAIERZ2R  REEANEEZE &
Ve T2 -

BANE-—RSEFEARER T ERMEELN B & , R —EERSRKER
&%, WEFAIETENEENGFESEASHEERNEHFRR.

e NREHBHELEREATZHERNAR  EARBREHAEESMH.

include=file_name; ... (BEM ERPUEERNEREBAERES @EEX), ZTUUIRsR2BEE
WRERRMEE. BRER *, KRIEEEMEER. BB AIE.
ERES (Glob =) AIUARSEABEHEETEEMNNERURE—RRABAN
BR, fln, BEEHEWERSEZM , W vRealize Ops Analytics.log
vRealize Ops Collector.log, BAfEM vRealize?0ps?
Analytics*.log B vRealize*.log RIBE. BRFEARRIES , BALUEE
£ Linux M Windows TR THRERXARTEINERER.
&k, .zip M gz BREHBREREZS,

HE MRLEEREREBTLEZE , B include M exclude BEIEERFF
EETENHERRN2EER, NR2GEXEFSETERLHEE , Al vRealize Log
Insight REBX TS ERBHEELEH, vRealize Log Insight RERXEH
BREREBERRNERIES , WIERMNIEFSEH4HEXE vRealize Log Insight
fR=S., Hlin  MBFELHEERS myapp.log, BELTHEER myapp.log.1l Gl
myapp.log.2 (MALEEH) , BAIAMEA TS include #3 :

include= myapp.log;myapp.log.*

exclude=regular_expression GREM) FREREZIMMEREBIEREE EER), BAUDREIRZEE
MR EEE, BRELAEA , KTRIEREMESR.
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2

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value"”, ...}

exclude fields

raw_syslog=Yes|No

3 f#EYEEE liagent.ini BE,
ol . MHRE

[filelog|messages]
directory=/var/log

include=messages;messages.?

[filelog|syslog]
directory=/var/log
include=syslog;syslog.?

[filelog|Apache]

directory=/var/log/apache2

include=*

VMware, Inc.

R
CEREM) RTITHEETSHRANRAESEN, NREK  BERART, BBA
MEEABEAEA Perl RAEERFE,

RE ZETEREE, FIWEI% () RARUBENNBEE. ZFREHHER
AEXN—ED .

B vRealize Log Insight {ERER B ¥ B ERERELL , ABEES AN D
R ETRES BNSESEN. AR EMNINEILER 200 EY ERAHNERE
¢ event_marker , Ao BHEWRETR . SHMNEEE, Wi REEERER
EHBEIEFER event_marker RE. EHEIEMINZREIETESMF,

(BREM) BAREREALERNSH,. TENER yes R no, BRES ves.
EEN) REREEEREN T TRE. TENER

m UTF-8

B UTF-16LE
m UTF-16BE
JERESR UTF-8,

(BEM) BETEEMZICWESHZRMUNSH. £/ JSON B EERE
B, EEEBUNEETE. EFRER. EREBRARUFINESEHFE , LH
TEEEB 64 BF ., BEEBTEY RNE., flin , WREEA
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2" } , 8l
Tag_Namel #EAEEMW L., BTEEHR event_type BB AIEERSA
B, B—ESANEMEREBEGRAK,

MR B HH R Syslog ARSE , AIBEBAIAEE APP-NAME #fz. #la,
tags={"appname":"VROPS"},

GREN) ARRKERENRUINSE. ETUDRRER D BHBERLREHY
ZEHE. fim,

B exclude_ fields=hostname; filepath

B exclude fields=type; size

B exclude fields=type, size

SHYEA Syslog BABENRERR , HBRETERERIAVNEMNERXRA
Syslog £, BREAR [B], ERTEUEAEIEEN Syslog BHREREKE
WEH. BALBREURESHMAETEM Syslog i,
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RSN

BT LATE vRealize Log Insight Linux REEX LB EBVEESRMERENSH , UEEERITE
BEWREEH. BALMER whitelist M blacklist WESSRERERETESS.

BT MR , vRealize Log Insight Linux R EERXBWERXRNFEEFREINEBREER. BEERNSA
WU AEBITE, BAIPALE vRealize Log Insight Linux RERRXINEBEER , A X2 HEHER
exclude=* 28,

Y EESEHE , WERETE vhitelist Mblacklist BREFREER, MR whitelist BERFTME
Btrue, Hblacklist BENXFT LA false REETE , USKEHBETIETE-—SERE, EFM
HaEnT , WESSREZEMH, whitelist EEANMNTERES true , B blacklist EEXMFER
B4 false,

RBR rilelog REREHARGRENRUELD . ERIGARGROML , BULRTREE. NEF
MEN , FSREETRE,

whitelist ® blacklist BFRBETLAE—EENRYEN—HEY. FEEEET. SAUEAS
HRUBABE  URESIFNFZENBFHAEE. NFEUTNEGRREEANEANESE FHBEE
A, AR EHARUNESE T

B
» NMREEBFRFELE  IMREEEFESINBETS , USEESEAFEERA/RT  XLANBERN
BATHLE. Bl

m EBER vhitelist = 123.0 == "000123" EFEA true,
m BER whitelist = "00987" == "987.00" EFLA true,

] EE%E& whitelist = response size >= "12.12" FF , mE response_size ﬁﬁlﬁ%{ﬁ s E'J
DgERXFHEEN. IREEXRDMAR 1212, BIEERXS true , BEIA false,

n AEETN whitelist = "09123" < 234" | FHREEESERABEYHEERNSTIEA
false,

» NREF-EFEREETBIBRANE , AISKEMEEEAERATE BTHSNEI K IREF
A, flm

m EBEN whitelist = "1234a" == "1234A" 2L A false WEBELE,
m EBEF whitelist = 4 < "four" B4 8E (4] | LFES true,

n HEEHEXN whitelist = response_size > "thousand" H, response_size BMUNEESERA

FHEE , CEREEATMEA false,
n NMRBEREENTHREHE, NRER 0, EREA false , FRIA true,

flan | wER some_integer RUEREREERULE , HEEERN whitelist = some_integer & 1
EiMER true , BEIA false,

NFEBHRMUNBE TN TREE  F2HELKEERESH.
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EREHIF | EBHRBERER /var/log/httpd/access WE&E Apache FEREEEE ., RBZERIEB o &5l

m  127.0.0.1 - frank [10/0ct/2016:13:55:36 +0400] "GET /apache pb.gif HTTP/1.0" 200
2326

m  198.51.100.56 - john [10/0ct/2016:14:15:31 +0400] "GET /some.gif HTTP/1.0" 200 8270

m 198.51.100.12 - smith [10/0ct/2016:14:15:31 +0400] "GET /another.gif HTTP/1.0" 303
348

m  198.51.100.32 - test [10/0ct/2016:15:22:55 +0400] "GET /experimental page.gif HTTP/
1.0" 400 46374

m  127.0.0.1 - test [10/0ct/2016:15:22:57 +0400] "GET /experimental page2.gif HTTP/
1.0" 301 100

BB

s UBRFERAESSEAN , A sudo MITEERETS.

. BAREHE vRealize Log Insight Linux R Linux #85 , BABEZE S X MIT pgrep
liagent , LA#ESR vRealize Log Insight Linux X EBERX X% B EAEHIT,

BF

1 ATBERINE  WTIHIBRXBHEFR

[parser|apache-access]
base parser=clf

format=%h %1 %u %t \"%r\" %s %b

LEERNEMBEBEARER /var/log/httpd/access WENBEEHHEE remote host
remote log name., remote auth user, timestamp. request, status_ code Uk response_size

WL, SR EREERAREFREH.
2 HEEMXFEHREIRFFEE /var/lib/loginsight-agent/liagent.ini X,
3 EERPERrilelog BRRUEMEIMZE , WTIBXBHERAT :

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access
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4 BEENFREGRSBM.

EEIWE HTTP #REEA 200 IR , BALE rilelog BERHPES whitelist , T HRRE
FEFTR :

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access
whitelist = status_code == 200

whitelist BEXRAGKREMHITRNE —ENFE _EEHTMER true , LEKERFRES
LEH,

MREBHRFFE status_code ML , EREFFHERCEFIAREN , RIEEFM whitelist
BHER  EXRTENEA false, YEAKRERERESH.

EFERBLATIRBREBNEML , BALUMEA blacklist BIE, flin , MREHAKZETRER |
AL AHE 1P 588 , M THRRIBHBRAR :

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

blacklist = remote host == "127.0.0.1"

WEFEHACEENE—E. F=ENEOESEHF.

FERBZELAGRAESM , BUUEA or Mand BEEF. fl0 , B LUSEESHE 1P FT
EENSEHTARCAERETETENEMNEHEENSH  OTHEABHERFAR

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" or remote_ auth user == "test"
M or BE F# blacklist BERANMEAR true, TRBTLENEH. BEEASETRERE
remote host M{Z{EA [127.0.0.1] B remote auth user MUES [ test | RISEEH.
g kaEfTHRENE —ANE =S,

FERBAAERERERE P EENSMH , BUKE blacklist BEXPMEMA ana , MTIIE
ABHBRAR

[filelog|apache-access]
directory = /var/log/httpd/

include = access
parser = apache-access
blacklist = remote host == "127.0.0.1" and remote auth user == "test"

WERERERBEIICENELESH,
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n BELAERFER whitelist M blacklist EFEes,. Hli , MREFZEEREKR/DKR 1024 LT
HANEH  BETEERFRREAMEIMRNELS  BUUEATIERNBSR

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache—access

whitelist = response_size > 1024

blacklist = remote _host == "127.0.0.1" or remote_host == "localhost"

WERFFRIRBHHICENE —@SH.

nd journald WEEH

£ vRealize Log Insight 4.6 %A , $F#IT systemd B Linux BITARP R EER | RIERN AT LER
kA Jjournald ?\mﬁﬁiﬁﬂl‘]-ﬁaﬁio BHE journald 2EA systemd A Linux $é\ﬂgﬁ§ﬁ%i§o journald 2

RERXETIEE .
journal files
EEENBARER. XBENEDT

&
2%
K

BATHE R

S

EfERE

fetch fields

B
FRRIEES 12 AT AT A A9 BS54RS
EEEYHENAREM EEENERER.

EERWENTSENARER  FRXAREETNE

ESS

EERWRENASRBNLO BRER,

EEZENENEfEAENARESR.

EftARCHRERENAENRL. KBEENERTEIAIE. LERITRHNRLEREE. BN

RN

111
pri_severity . pri_facility. syslog_identifier

5

g

LA
LLRENERE.

REUR A AL

THREE TR

EFZ R B vRealize Log Insight BRI EH

B AR 1iagent . ini B8R [server|<dest id>] BRPWERREE A RHKERXGZIEW

Y&
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filter = {collector type; collector filter; event filter}

BRER RP

collector_ TEHWEREEMUERDRNFE, ZENEA filelog | winlog, MRKREHE , MSFERAAERESRER,
type

collector_ B regex BRIEEKRERERNERE. Hl0 , vcops_. *R-HEER [ vcops_ | WAIBERERER.

filter

event_filt EGHRAKERERFATRERHEHBECAMEREEINESENV. ABEEXESEXBEEXTMEA True HAE
er ZEMNEH. ZAH event_filter —BEFEA True., BEEHEHEM event_filter , BUEEHEENRERER
F o, SFERERERTINE. DRERRENSEHRRZRUMELTGEES , ISRESH.

MESRIRETHEES EEHRB[EE , MTIEPHAR

filter=

{winlog;Micr.*;},{filelog;apache-access;level=="error"}

WRASHSEN B ENSAGERKEES  MESEE R
& 4-1. BEE A
RS <
filter= {winlog;Microsoft.*;}  {EEEH4EMAIES [ Microsoft | B , T EEERE winlog INEBNBH.

filter= {winlog;Microsoft.*; EEEHEBEAEA [ Microsoft | BEMHERAITBEN 1023 B , 7 2E%RE winlog WEREH
eventid == 1023} =4,

filter= {;.*;} FERNERE. EXREMERENFAESEH.

filter= {winlog;.*;} BEXEH winlog BEERIFTEEH.

filter= MREHENR 5, BIERRE [fileloglsyslog] BEXMIZESE . [fileloglsyslog] B %A R HHIE
{filelog;syslog;facility<5} BEWMAUNNE. TR, REERBREEH.

filter= {;;} FHEEMENS. EALEEZAERASHER,

T oSSR B2 A — @5 5E @B A AR,

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter= {filelog; syslog; }
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T—EgEfERERENGRFEEN.

; This destination receives vRealize Operations Manager events if they have the level field
equal
;to "error" or "warning" and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

MESRSRETHEESEEHR[EEN , MT IR,

filter= e.

{winlog;Micr.*;},{filelog;apache-access;level=="error"}

# vRealize Log Insight XX EXEH

BA B RERXWENESHEXZERZ=EEN, BN TAESE vRealize Log Insight {a] R 28 5 & 3%
U, RE=ABEERRAAR,

flan , B LSRR R AR CREEXELZ2EENARSE . SEARCREXZHAZEEERKFRSS ,
UR#EEERFERZE ITEERSG. BUUFHGRERECESPBLEEMNEZEN, BaEE—
vRealize Log Insight REERAGEMEXZRZ =B i,

RERBXREAMEBARME 1iagent.ini EBEMW [server| <dest 1id>] EBERRTHK., ¥M vRealize Log
Insight {RIARESSRE XY |, B cfapi BAAWE , HHMBZER BN AIFER syslog BAEE .

AREEXNEEZEENE , F—EENEFEATER loginsight VB, BN BERREHMEB B
BEA.

T—EEfEREEMEEB it Z llagent.ini BRI —20, MERLEE—EENESFERERAR
ERAM loginsight , MABMIEE. BBl [server|<dest id>] BEREBIEEB N,

; The first (default) destination receives all collected events.
[server]

ssl=yes

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

MEARBERBIHFREBNMEN , FSHHBRA vRealize Log Insight RERK M B,

% 7€ B £ vRealize Log Insight Al fR&S

BAI LA BTE Windows E#11THY vRealize Log Insight KB R EHE F B 1Z vRealize Log Insight
fREE. BRZUASEHEZZE=EENH , WEHRSEEWNEDL.
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FERE R TER liagent.ini BRMW [server] BERRRE., FARBEMNM—FEFE , BRERESE
HWEMBEA loginsight, EEHEZEEZBNH , FABEBERIL 8 (server|<dest id>] B
B, BXEEERE—NEIRER , MASERLGERNBNMEREIE. B USHERN (server) BR
HHRREAREMEN, FFERABBARREHEHMBENN  IHELANBARNRKEEIRE. &
A LAt EmEEE /N Y it

x7ER  REEXSEFMERENSHEXZFMEE NN, SR rile BERGREHN , LUETEHN
EHEEZETRMNE N, MEFMEN , FSHEEBRERE vRealize Log Insight REBEXNWEH.
DB

s BEABZE#E vRealize Log Insight Windows RERZINE Windows #38  REMBRBEEREURR
vRealize Log Insight RERRREC T,

= WREH vRealize Log Insight BEEMABERNEHFER K F2RAMARERNERTEHR L U7
AR SSL BENBERR.

BF

1 EE3 vRealize Log Insight Windows REBRANEBRNERER K,
%ProgramData%\VMware\Log Insight Agent

2 EE-XFHREFRPHEM liagent.ini EER,

3 BRTISH , URELREZEAGE.

28 LG
proto REREXARERXREHE vRealize Log Insight FAIRENERBE. ATEENES
cfapi *ﬂsyslogo

FEREH cfapi,

hostname vRealize Log Insight E¥EEREEMN 1P Uit REHATE,
BAILAIETE 1Pv4 B IPV6 {usik, BISAAE B AT AR A A HETIRIEE 1Pv6 fit,
f5lgn

hostname = 2001l:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

MRFEERZE IPv4 M IPve R BRFEBEEERTIHERE  AIRERR
SREBVWEMEXMEDN 1P It , RRE PR, NIRBFEARRFED
IPv4 F 1Pv6 fiit , AIRERXSERAUEEIRFRFEREEMEML.

max_disk buffer Log Insight Windows XEBREX T ARY BB RARENENSHETEFTERE
W EM LR A MB BE), EERESESLARSEN

[storage] .max _disk buffer B,
FER{EA 150 MB ; A BAERE 50 Z 8000 MB WEFE KD,
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2% R

port REEZRXAREEHEEE vRealize Log Insight LE = H MRS ENEREE,
k7R  REEXSRESY SSL MBABEMRENBECRAEENERE, &
SRTHEEFRENEREZEBE. REEEBRREREERRETEE , 7
FEETEIEE,
m  BRKA SSL 1 cfapi : 9543
m BfFH SSL # cfapi : 9000
m  BERA SSL # Syslog : 6514
m B/FH SSL #9 Syslog : 514

ssl BASER SSL, FBREA yes,

HEelRA R K EBEBERA 9543, RIFBBITEE,
reconnect BHENESZRARSBHER A EABN). FERES 30,
filter EEARBEEXEEZZANWHNEN. HRESFEHR=ME5%

{collector type; collector filter; event filter}

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes
4 fFEFEIEAED 1iagent.ini R,

&5 451
THEEEHFEREMSEAZEEREREMEN B Z vRealize Log Insight falfRES .

[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

THEFIRALESESEE N HREASNS BABAR,

; The first (default) destination receives all collected events.
[server]

hostname=prodl.licf.vmware.com
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; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter={filelog; syslog; }

; The third destination receives vRealize Operations Manager events if they have the level
field equal to "error" or "warning"

; and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter={; vrops-.*; level == "error" || level == "warning"}

; Collecting syslog messages.
[filelogl|syslog]
directory=/var/log

include=messages

; various vROPs logs. Note that all section names begin with a "vrops-" prefix, which is used
in third destination filter.

[filelog|vrops—-ANALYTICS-analytics]

directory=/data/vcops/log

include=analytics*.log*

exclude=analytics*-gc.log*

parser=auto

[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log

include=collector.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops—-COLLECTOR-collector wrapper]
directory=/data/vcops/log

include=collector-wrapper.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\.\d{3}

parser=auto

BESR

BT LLEHY vRealize Log Insight RIBREX R EHM SSL B1E, FSEAREMRKREE Log Insight RERE

X 2R SSLER.
EEARERANER

BRI ERZ =@ B Wt vRealize Log Insight LA Linux {RIBRR R EXEH4,
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ZEENMESEER li-agent.ini ERN [server|<dest id>] BREZE , HY <dest_id> 22—
NE—HRESEBITE., BUUEHARN (server) BREHRAREAREMENE., B2 , F1EAS
BEAAREEMENT  IHELENHARKRERNRE. BUEERMEREINE Wb,

LERNE—EERAIUERABARMABRIEE loginsight, EERHAMEER , X AEREBEN
[server] BRRAEETHEN. REAGRR K REEXSKTEREINSHEXEMERENG. ER
ERTAR. T8, BUUHESN , METRENSEHEEXETENE M.

PEEY
s DBREAESSEA , S sudo BIITEEADS.

n BAZHEHE vRealize Log Insight Linux REBRERXH Linux #4238 , BIREZAEHIT porep
liagent , LA#ERR vRealize Log Insight Linux K BRRX B X & B EHEHIT,

s WIREM vRealize Log Insight BECMAREXNERTHR , F2EAMARSXERTHSE , U7
BT SSL BREMNEBEEER,

BF
1 HEFAXEHEESRFBER /var/lib/loginsight-agent/liagent.ini R

2 BHTIZ2H, EERBBEANE.

S8 EoL]

proto REERRARNEEEMHZ vRealize Log Insight AREHENHE. ATEENES
cfapi M sysloge
FaRMES cfapi.

hostname VRealize Log Insight E#EERAEEN IP Ui NEHERE,
BAILUETE I1Pv4 B IPv6 fust, RJBAEA A AT ER S IEIRIEE IPv6 i,
#ign

hostname = 2001l:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

MRTHERZE IPv4 M IPve R  BERREHBEEEATHER , ARERK
SRESEBITEXTEDN P ik, £/ PR, NRBHEXERED IPv4
MIPve fzit , IRERAGERUEEIEF R FEREEME L.,

max_disk_buffer Log Insight Linux fCIEF2 = 7] FSRE 5 45 PR A R 23 W SR Y B E T AR B IR IR IV T
REM LR (A MB RE W), EEZESBERLMRRMN
[storaqe}.maxfdiskibufferﬁO
FAR{ER 150 MB ; A LARRE 50 E) 8000 MB HWEBEBEAR .,

port REEZRFAREEHEEE vRealize Log Insight SLE = MMRENENEREE,
AR , AERXEREHY SSLANBABEMRENERHEABENERE. F
SHTHAETRENEREREE REEEESRERELARETRE , &
FERETEIER,
m  ERA SSL # cfapi : 9543
m BEfFH SSL # cfapi : 9000
m  BERA SSL ¥ Syslog : 6514
m BfEH SSL ¥ Syslog : 514
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28 Lot
ssl BASER SSL, FBREA yes.
Ess1 BB [ves | B, IRBRERAERERE—BE , EZESEHENA
9543,
reconnect BEEFHEEDAREMNEE U DEAREN). BRES 30,
[server]

hostname=LOGINSIGHT
; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes
3 f#FEIWER liagent.ini R,

&5
THAEESHFSRECAZEEBEREREN B Z vRealize Log Insight fAIREE.

[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

THSEPIERZER AR,
» F—E@ER BNHERRIERENSEH.

[server]

hostname=prodl.licf.vmware.com

» B-{EENESEB MR Syslog BABEREW Syslog E.

[server|syslog-audit]
hostname=third party audit management.eng.vmware.com
proto=syslog

ssl=no

filter= {filelog; syslog; }

VMware, Inc.

52



fi£F vRealize Log Insight RIEBER

s F-EENHSBRERBVER [ 885R | 2 [ S | B9 vRealize Operations Manager 24 , B €

BEEBHEEA [ vrops- | NEERETHE

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

;Collecting syslog messages.
[filelogl|syslog]
directory=/var/log

include=messages

;various vRops logs. Note that all section names begin with "vrops-

third destination filter.
[filelog|vrops—-ANALYTICS-analytics]
directory=/data/vcops/log
include=analytics*.log*
exclude=analytics*-gc.log*
parser=auto
[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log
include=collector.log*

event marker="\d

{4}-\d{2}-\d{2} [\s]I\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log
include=collector-wrapper.log*
event marker="\d{4}

-\d

{2}-\d{2}

[\s]\d

{2}:\d{2}

:\d

{2}

\.\d

{3}

parser=auto

BRESR

A LLEH Y vRealize Log Insight Linux KEBRERNREHM SSL RE, FL2RAREMKRBIE Log Insight

REERNXN 2B SSL ERZ,

vRealize Log Insight REEBRANE R HRE

BRI AR E Z 1@ vRealize Log Insight (RIEBRER .
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1@ vRealize Log Insight REBAFEEAKARNARBIHARE, FRARREEFEERES vRealize
Log Insight REBRN 2 ERNEEKEN liagent.ini BEP, TEINFEERAMREHEARE , Fiw  1®&
Web EHAENEFNEE > RERR ., S8 vRealize Log Insight REBRANWALLHERNESEBAR .
SHRAFURENE.

vRealize Log Insight RERRXEEHE vRealize Log Insight A ARES I 12U A RS imAHRE , {a RS I%
MENMARALSEHUELEERWALRL, S8 vRealize Log Insight RERRN G FERERALEMBHEE
{ERE, BEARSE—AHERESR. ARSZFEEINESBESARAEARINE, SHRAMT -

» NMREFEEREFENRLIHEARRARFHEARE , AIZERREMBEARSERAEREEH -2
» NMRREEEREREFEASKARNARF AR  RZERTHSREBRETIRANETSO
» NMRARESHREFENLIRACRARF[HAE , AZSRREESRABRAET LERN —B

VAN
Ao

n NMRAEFEESREBEFENAIRAENARBDREAR  IZSHRERAEREAEPLERN —FD |
¥ AEfERARARRIRARTE.

EE 8 vRealize Log Insight A& A ERNHARLERZFTE vRealize Log Insight REBRER., Hla0,
LUNEEZEEEE  AEEERY , - TREEX. sREEXNEAR ST RIHAAREE , RER—
THREFEREBEENAEAE ZHEEKET —ARABNEAZMEIRENERARRERR.

EHE B vRealize Log Insight FAE R TUAERBEXNBAFFEABENEGRSE BINREXRSE . RER
AR, EWEBES P EE) , WSARERAZIHEN vRealize Log Insight KIBREX, MEREERXE
HAREREER  BE2R (FRAREEXEHE) .

wmE
n BRAREKEFREARERZEMFEA cfapi BB ER vRealize Log Insight REBER.
s ETHE—FRHIF , |EERE vRealize Log Insight REBRESR :
»  HAl vRealize Log Insight AIfREZEF2EEB M, MEREZEEWHNERBEN K H2EAEE

RERANER .

. 2% central config = no BEERERANARPEA. MEBEARN Windows WEZRAEREZNXA
REEWMBBEN , 528 Log Insight Windows Agent RITERRAAEE,

HESOEEH
&8 Log Insight Windows Agent K9S #F {7] IR 28 iz A RE A 2551,

ML RE
BAIREE A Log Insight Windows Agent T Bl As# 4R &8

[server]
proto=cfapi
hostname=HOST
port=9000

[winlog|Application]
channel=Application
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[winlog|Security]

channel=Security

[winlog|System]

channel=System

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86) \Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=*_old.log

event marker="(\d{1,3}\.){3}\d{1,3} - -

1a] AR 25 i 4L 1

BAULER Web ERENENEE > RERAAAAMARERAEATHNAR, S, E7TAHERR
MFBUERE  UREFRARNERERRTE.

[server]

reconnect=20

[winlog|Security]
channel=Security

enabled=no

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall]

channel=Microsoft-Windows-DeviceSetupManager/Operational

BXERE

BRAERAKERRB[BRARESHNER. Log Insight Windows Agent BREA :
s 20 P#EE vRealize Log Insight Al IRESEFELZE — X
BEWEEREANAGEHRE

| ]

s FLEBREZEMEHEE

s BB E Microsoft-Windows-DeviceSetupManager/Operational E4iBiE
n  EEWE ApacheAccessLogs

[server]
proto=cfapi
hostname=HOST
port=9000
reconnect=20

[winlog|Application]
channel=Application

[winlog|Security]

channel=Security
enabled=no
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[winlog|System]

channel=System

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall

channel=Microsoft-Windows-DeviceSetupManager/Operational

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86) \Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=*_old.log

event marker="(\d{1,3}\.){3}\d{1,3} - -

sHYREEXNERER —RE

BELAEA A Windows B Linux REEXNESERERXHARCREREAN —RSHE K REBEREEX
HARENTERE.

—RIEIE

liagent.ini ﬁtﬁ%*&;ﬂ'g [common |global] EE&¢?§EW%IE§§&W§UFEEEE§ , [common|filelog] &
BHREENREIRSHMEIFE filelog BE , M [common |winlog] BEREHBMEIME winlog BER.,

jﬁﬂLXE_ﬂQEEQqJTE% tags, include, exclude, event marker, charset, exclude fields N
parser B8 , MTHEHIFTR. ER Windows RERXHWEH

[common |global]

tags = {"log _source_vm":"win-2008r2-64"}
exclude fields = test_tag;some_other tag

parser = auto

[common|filelog]
tags = {"collector type":"filelog"}

exclude = *.trc

[filelog|channel 1]
directory = C:\app\log

include = *.log

HEHIEIEETETA :
s FERA filelog BERMEEMEAR 1og source vn Fl collector type MBHBREH A,
s EGERRFEEENRETHR test cag M some_other tag B,

. BB o BNEERSHERENRS.

= KTER , A filelog INEBMEMER R < trc {5,
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ABEWEH [common|global] PFHREBBERZME winlog BEL,

SEONEREA

MREEZRAERPERRE , IRASSHIBERTHE , BEH/ERER , AR/ EHENERSAAR
SEXIERF, ERTKE [common|filelog] WEBEHREEMRE [common|global] MIE , MKAE
[filelog|sample section] E@Eiﬂéé@?ﬁi%ﬁ%ﬁﬁo

BHNBERTASERBTIRA

s BERREBE (tags. include. exclude Ml exclude_fields) HBIESHEZREREEERSBLIERF
ZEBRNESH. MR TEAEEENERT , REAEEEELIEF2ERNEZBESEER
BEEAEREELIEF ZERNEREZERE.

n RIERBAEREEXIEFZEBRNEEERSTEBE—E (event_marker, charset fl parser) #J
EIEEO

ERTRKH [fileloglsample_section] B charset=UTF-8 EE@ BB ® H [commonlglobal] #J
charset= UTF-16LE 21E{&.

JH.', s @'leﬂ s ﬂﬂ%f@ﬁ [common|filelog] ':Pﬂﬁ tags={"app":"global-test"} , E.T:I_: [filelog]
flg test section] mEH tags={"app":"local-test","section":"flg test section"} , E\Uﬂzg
[filelog|flg test section] EE&E’J "app" %ﬁﬁggﬁmﬁ [common|filelog] E’\Jfﬁo ﬁi@lﬂ:
filelog BERWENFIERHBEREEE "local-test” EHEES "app" BE , UREE
"flg_test_section" fEH "section" BH, ., winlog BERIVEBEELIEFEEIER |, F4T [winlog|...] BERER
EERSEEIERF , M [common|global] EERIKELIERF.

E-RERTEEENER K FABRFSRBEYLE  BFE8HEERA EMBEZ filelog/winlog B
BHOESH . EEBH exclude fields BAARERENERT  RERXSRTHEENRSNAERE
B, UEBIENERNERBEMKER. REEATRKETEREMEERE. NRBLEFFAHENTH &
SERBZELBERBERANRENAEER

MRAERENE filelog H winlog ERPEAFBENERE , TS REZERNBHMERRE —
RERNERERE , BEFEHAZER. AERACKETERENEHER. NRBEFFHNGTS , F2
RREETBEREEXNREHARER.

&) 47 5T 8%

REERXRTHZIMSERFRTHEERERBLER , AREIEZ vRealize Log Insight R AREE. AR
#EIHTEE , VRealize Log Insight AJ A £ ATeC k. FEVEMEERRSI LBETELEER, &Y
Windows H Linux vRealize Log Insight X ER R R ECHEZI4TEE,

WMREA Syslog BAHE , BIMRIE RFC5424 | ZIMTES FTREENAY ML A STRUCTURED-DATA 9y —2

VAN
Ao

R ERCERFIATER
BAILAA FileLog M winLog WEESRERIMES,
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DERY
# vRealize Log Insight Linux RERER :
s BRERAEFDBEAN, REA sudo BITEEATS.

. BARHEH Log Insight Linux RIBRRXM Linux #38 | BIRMEIZ A HIT pgrep liagent , SAFER
Log Insight Linux R ERR EREBEE#HIT.

¥ vRealize Log Insight Windows X :

n BEAZREH Log Insight Windows (R H Windows #38 | RERE RS EE 8 LA vRealize
Log Insight FRIEE &4,

BF

1 EHEIEE liagent.ini BRHOERK,

ERRG BB
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 HEE-—XFHEE\EJ[PFEM 1iagent.ini BER.
3 EEXRTEREZNSE  BERINMB{ER, [parser|myparser]

HA myparser REMBHEBMER , AIRZHRRETLSE, INMFERESEEMAAE (SEMH
ESN) ZIzE , YREIMBOBHBERREFMLERE WRFE).

flan , base parser=csv R myparser JIMEBHTEBEREZEE csv. RBEH  WALERES
B L 5 55 20 FR AR

[parser |myparser]
base parser=csv
fields=field namel, field name2
delimiter=";"
4 TE&R nmyparser & , AREHENRE winlog & filelog EITSZE.
[filelog|some csv_logs]
directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser
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£ some csv logs HIRWEMEE (B0 , # D: \Logs B #) H myparser I , I E 45 Bl
Bl field namel M field name2 BREMARIE L.

B REREXKRMS pD:\Logs BEHPIFFREREIZENE vRealize Log Insight, {82 , A[1E vRealize
Log Insight FEV{S1E D: \Logs B EINHER.

5 f#EIXEIR 1iagent.ini BER,

AR H —ROE IR
BULAEEAERMUNAARNSRRE - REE,

RUBENREF

WMUBBIIRG. THEBWERE , MEMAMULERE.

m  event type
m  hostname

u source

m  text
FRANBIMERRE

TRANWRBETHRAAENIINE.

BE

base parser

field decoder

field rename

next parser

VMware, Inc.
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LRI R B ERRTRNEE. CUNRRERITES
BREMBTHMRSE, LARSRAREEE,

EEA JSON FHRNEMRTINE. RoIBREEAERIINE
MR ERE , EREANZMUNINEEE. SEERINESE
HEEAZERINBARBHEERNC. ERUNERERE
(BlunErEERE) K, MUBSBR+ 295, field decoder
BEOTEGCHEEEN JSON MIHRIEASIE , EREEY
BEMUEGEAKRYE , RECRESEHNEEZBERAEMRIN
B4,

e NEERAFRNEGANARNFAEN , F2RTAN
(field_decoder BB KA AR ) —H,

EFwEERNMRT. SEARSIRRMUNRRER. E2F
B BWH JSON F&, field decoder BE—EEE
field rename ZBIEM. IN| RV ELRENIEFFE

E, RTRDEE  BREE field decoder,

T—EZITHHTENEE. AFSERTRSHERNEA
R FFEAT .

B BWEREEETEH next parser BRFERNEE
#res , 3B A REEVR B F 2 BT A9 BUAT 2R MR AV B
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5 LG

exclude_fields EEEERARRZE , ERBNHBRZUD R BOWALEESE
B ERTEMGREIOSABRRUSE Okt , BEINE
R BEBREO R (LA S SE TR R R ARAT P A

debug AP EINNREEN [(B] F (B] BR. BARHEER , 3W
BT REERNEA L RTHEERELNER. BB
RERRER , R , EEAERERRERN IR,
HRENER , FEHETRRES debug=no.

field decoder EHEM KM HRE

HREGHEBEARAEBERERMLESTHFEEAZRNLHE (BIM , A info M error BEMMRT
82) , LA AERRGEXERFINER RO HERMCENEERUERTSENBINE.

Bign | AT HIRCERES :

2019-03-29T711:00:54.858Z host-FQDN Hostd: error hostd[2099230] [Originator@6876 sub=Default
opID=1983bdbe-cl1-800f user=admin.user] AdapterServer caught exception: SSLExceptionE (SSL
Exception: error:140000DB:SSL routines:SSL routines:short read: The connection was closed by

the remote end during handshake.)

2019-03-29T11:00:55.477Z host-FQDN Hostd: info hostd[6D620B70] ['commonhost' opID=575%adcc-
cf] [transportConnector] -- FINISH task-internal-5726666 -- -- Completed connection restart --

SETTLAGE A T BB RE SR B AT B LR 8%

[parser|clf parser]

base parser=clf

format=%t %{generator host}i %i: %{log severity}i %i[%{thread id}i]%M

field decoder={"log message" : {"log severity" : {"error" : "error parser", "info"
"info parser"}}}

exclude fields=log message

[parser|info_parser]
base parser=clf
format=[%{common info}i] [%{process}i] %M

field rename={"log message" : "info log content"}

[parser|error parser]
base parser=clfformat=[%{common info}i] %{exception handler}i %i:%{exception typel}i:%i:%
{error id}i:%i:%i:%i: %M

field rename={"log message" : "exception content"}

HHAAREEEUTER

timestamp=2019-03-29T711:00:54.858000 generator host="host-FQDN" log severity="error"
thread_1d="2099230" common_info=0Originator@6876 sub=Default opID=1983bdbe-cl-800f
user=admin.user exception handler="AdapterServer" exception type="SSLExceptionE (SSL
Exception" error id="140000DB" exception content="The connection was closed by the remote end

during handshake.)"
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tesh , BEY info RCERFIMT T HIMLAL

timestamp=2019-03-29T711:00:55.477000 generator host="host-FQDN" log severity="info"

thread i1d="6D620B70" log message="['commonhost' opID=5759%9adcc-cf] [transportConnector] --
FINISH task-internal-5726666 -- -- Completed connection restart --" common_info="'commonhost'
opID=575%adcc-cf" process="transportConnector" info log content="-- FINISH task-
internal-5726666 -- -- Completed connection restart --"

AR B9 lREV B R 82 AT B8R

BRI Filelog M winLog WERIBRRELEM S RHE (CSV) HIHTER.
csv BINTESMI I FIRIEA fields M delimiter,

LU & RV E S TR R

EEETHERERN csv BIMESEBNERM.

B LG

fields fields BIAEERETEFEZRMUNEE. JIHNRUSBRBLESRTRPUER S BEOMABE,
fields & CSV FRRM M EEIE, MRREE , BT ETEMIN. RRCAETTE , HUERENES|
SRRREMN.

Wz EBLANESRSRE , Hil
fields = field namel, field name2, field name3, field named

HERMBH field namel, field name2, field name3 M field name4d WEBDMFIEIRZHEH
fL.
MR CSV RIMBRMLAEMELRN , THEREFERAERRE. flm,

fields = field namel, , field name3, field name4

EEREEAT , AMSEREFAERE—E. S=ENENEMRL , 2BAHIEIKEME field namel,
field name3 M field name4.

MERBERIEECHETNZEREE , JINMESHERERBE. flin, MRERHBEEREE ric1dl.
field2. field3. fieldd M fields , {BEIEET fields= fieldl, field2, field3 , SIHFESASEEZ= B

fIEE,
RIESESTE CSV ZIMTEEEM ficlds=> , RASINMBEERZAMWBEE, BXEEETEMEE , BRIEL
FERBN LTl Rg R LR

delimiter delimiter BIBEEINBZEFEAN I BRI, KER , cov IIMBEERAETHRBMASRAE ; - , BN
BIRERSEERADR. ERIEMBIKF T, EBNIBARLERESIHKEE.
Bl | delimiter="," M delimiter=";",

csv BIMRXEACIRBEENEM—AFZ MBS BESR , H10 [ 11 =X [asd ] . REPHULEND BRFHE
EEIBRARSEMERNEXNT2MAR , TRITMRES KK,

B csv FINER , TLUSRHF T (MERD TAB) ERAS RS , RAEEHERKRF TN EREF T
(\". \s. \t) BDAT, Hlf0 , delimiter="\s" B delimiter=" ",

delimiter AERAMERIE,
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CSV ek 284 &
BHEFMHE winlog W filelog HFWEMREE  FEATHARE,

[filelog|some csv logs]
directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

[parser|myparser]
base parser = csv
fields = timestamp,field namel, field name2, field name3
delimiter = ";"
field decoder={"timestamp": "tsp parser"}
[parser|tsp parser]
; timestamp is a built-in parser
base parser=timestamp
"format" is an option of timestamp parser
format=%Y-%m-%d $H:%M:%S

EFEALARNERT , # some csv_logs RIRKEREE (B0 , #€ directory=D:\Logs B #) #
B myparser Hlff. MRKENTRZES=ZBAUD KO RNE , NS4S IRBIEFER
field namel. field name2 M field name3 H#,

BT CSV "o :

"United States","USA","North America","High income: OECD","Fiscal year end: September 30;

reporting period for national accounts data: CY."

EFE CSV HHTarrg .

[parser|csv_log parser]
base parser=csv

fields=country name, country code, region, income group, special notes

CSV TR aEE A T W

country name=United States
country code=USA

region=North America

income group=High income: OECD

special notes=Fiscal year end: September 30; reporting period for national accounts data: CY.
— RN (Apache) R IATER
LR A FileLog M winLog WERERRE —RFEEIEX (CLF) Apache H#fT2E.

— R EERX (Apache) ZHTE2
FERR CLF BIMTER S ER T HMLIEFMZ1E,

host ident authuser datetime request statuscode bytes
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TIATEE B : c1f

CLF ZIMTER43ERVBRIEA format.

wNEE

format BIERIEEELEMN Apache RBEMFEANER . RIBIW IR HIMRIE,
MRREERN , ARG FEATIER — R8BSR,

sh $1 %u $t \"%r\" %s %b

CLF BN FRBTIES regex BER, HIMIBEEH , MIFEER \s+,

R HMAREEN  FERERANEARTIEEZEN . ORI SER T IS BERERRSERK
to

i ERESENERT  MRARFREM (varvave) , WA S 2R,

L Tins &

togt. "remote_ip"

Ve "local _ip"

'$B', '%b': "response_size"

sCt: BARKRRPEENSEEE
- RRRER ISR RE
tept . "request_time_mcs"

TeRT "error_status"

er RRRER ISR RE
TSE', '2f': "file_name"

tep "remote_host"

ver . "request_protocol"

[EER BRI PEEN S HERE
'Skt "keepalive_request_count"
1o, "remote_log_name"

ve "request_log_id"

TS "log_message" GERILRE % , RS FLITEAZE)
Temt s "request_method"

tent: BRI PEEN S HERE
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5P

VMware, Inc.

&

BURARKFIEENSHERE

"server_port" EMig X AT IEE B BIEMER © %{format}p. ZENERAH
"canonical", "local" = "remote"., £f "canonical" X , MUBBEREA

"server_port"., A "local" XK , WLBAREHKEH "local_server_port" ; MfEA "remote”
B, WLBBEA "remote_server_port",

"process_id" EME N TEHLIEE R BEREMR : %{format}p, XEMNERXA "pid". "tid"
"hextid", MRFEA "pid" EBERX , MLBEKES "process_id" , M "tid" F "hextid" K&
EEHBB "thread_id" B

"query_string"

"request”

"response_handler"

RENTEELEERNBKAREN "status_code". EETEMMREE LBERR "status_code".

WRELEF "timestamp” BERASHREBLER , UEERBBTINR. sZESREBLED
B3R, BAEARFERPEE BB : %{%Y-%M-%d %H:%M:%S) ; MEFMER ,
ESREBRR.

CLF Z eSS R B R A ETLLRE "vegin:" B "end:" BIEH., MREXE vegin: HE
(FBR) , IAGERAEREEFMRNEE, MRMN end: AR, IABALREENKSD , 58
BIEEREEARWERE, 620, CLF JMBIETIEEMNEN : on 21 2u [

{begin:%d/%b/%Y %T}t.%{msec frac}t] \"$r\" %>s %b

CLF BliresRm BB RN IEE S B R T IR A

sec

Epoch 2 MM H. EFERNEFHBRITERN <5 RE.

msec

Epoch 2 EWH

usec

Epoch Z#&HItHT &

msec_frac

EV S B (EFRRBEBTIHTERN % EESW)

musec
WY 2E (SRREEBREINNEN % EEERH)
FEIAMEBRAENRTHEBTHRE Sl EARRERAT IR
format=%h %1 %u %{seclt \"%r\" %s %b

{
format=%h %1 %u %{msec}t \"%r\" %s %b
su ${

1
format=%h %1 %u usecltt \"%r\" %s %b

oo oo

BLENMEERUEO  EHRRXFRPNFEBECINBEEGH. ZTUARRERZAE
%{formatit #ERL, BN, EEFRACGSEVNRBERL  RTEARBBELIMEN o« BESR
BUS B LEA T EHNEREBRE ¢ 2(3d/%b/5Y 3T)t.%(nsec_fraclt .

"request_time_sec"

64



fi£F vRealize Log Insight RIEBER

W 1|

rout: "remote_auth_user"

eyt "requested_url"

A "server_name"

LA VAN "self_referential_server_name"

X "connection_status" BURRIE X P IEEN B BB B
eyt BRI P EEN S HERE

veT . "received_bytes"

1200 "sent_bytes"

tegt . "transferred_size"

Bl BEEMEMA CLF JIARAME winlog B filelog RIFUEM S , FHEE T 54

[filelog|clflogs]
directory=D:\Logs
include=*.txt

parser=myclf

[parser|myclf]

debug=yes ;Note: use this option only while debugging and set it to ‘no’ when used in
production.

base parser=clf

format=%h %1 %u %b %t \"%r\" $s

EFERALERHNERT , £ clflogs HR (Bl directory=D:\Logs B #) WEMNCEEASHE myclf
M. myclf BT ESIERAART Tt NELENTCEE.

HREINEE , E8ETERES debug=no.,
HMER CLF BEE MR
EELMER CLF EAXNTE , B4 ARARTPESHENKR, i,

format=%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User Agent}i\"

EFIRE 2 (Referer)i M %{User_ Agent}i B IE =ML & BIRTE vRealize Log Insight {afR=s £ | ZHE

A referer M user agento
BEREECIATIZNE CLF JI4TEE
BRI BE BRI BEHEXN Apache iE8Z.
FREABNT BRI KEBIXARE,

format = %$h %1

o°

u %${%a, %d %b %Y SH:%M:%S}t \"Sr\" $>s %b
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MRAREERBREE , CLF JIMREERZEBRTEDRBRELIAMBREDELHSERN , TRREAE
AT,

HBRTBIENBTEEEXA

BRTRME R FiL 15
s{ujt B , BREMY format=[%{u}t] [%1] [pid %P] [client %a] 3M
${cujt PRAFER 1SO 8601 XM B RIRER , BIEME format=[%{cult] [21] [pid %P] [client %a] %M

MEZENSEBTRENTEEE  ESREHELITEE.
g1 : WA Windows B Apache TE3& FEUAC 8% 40 &8

g5 . BAR Windows B Apache FER AR LR AHRE
L EFHIN AR AN ER BB A R Windows By Apache v2.4 1ZEUC SRR,

;ACCESS LOG

;127.0.0.1 - - [13/May/2015:14:44:05 +0400] "GET /xampp/navi.php HTTP/1.1" 200 4023 "http://
localhost/xampp/" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0"
;format=%h %1 %u %{%d/%b/%Y:%H:%M:%S %z}t \"Sr\" %>s %b \"%{Referer}i\" \"%{User agent}i\"

; Section to collect Apache ACCESS logs

[filelog|clflogs—-access]
directory=C:\xampp\apache\logs
include=acc*
parser=clfparser apache access

enabled=yes

;Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u ${%d/%b/%Y:%H:%M:%S %z}t \"%r\" $>s %b \"%{Referer}i\" \"%{User agent}i\"

EHZTFEGREER .
1 BEIREER (httpd.conf) 3RE Apache :

LogFormat "$h %1 %u ${%d-%b-%Y:%$H:%M:%S}t \"%r\" %a %A %e %k %1 %L %m %n $T %v %V %>s %b

"%{Referer}i\" \"%{User Agent}i\"" combined

2 EZ CLF Zl#res4se

;ACCESS LOG
7127.0.0.1 unknown - 21-May-2015:13:59:35 "GET /xampp/navi.php HTTP/1.1" 127.0.0.1 127.0.0.1
- 0 unknown - GET - 1 localhost localhost 200 4023 "http://localhost/xampp/" "-"
[filelog|clflogs-access]

directory=C:\xampp\apache\logs

include=acc*; myAcc*

parser=clfparser apache access

enabled=yes
; Parser to parse Apache ACCESS logs

[parser|clfparser apache access]
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debug=yes
base parser=clf
format=%h %1 %u %{%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k %1 %L %m %n %T %v %V %>s %b \"$%

{Referer}i\" \"%{User Agent}i\"

CLF BIMsRgEEUTRE :

remote host=127.0.0.1

timestamp=2015-05-13T10:44:05

request=GET /xampp/navi.php HTTP/1.1

status_code=200

response size=4023

referer=http://localhost/xampp/

useriagent=Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0

I BB AR A0 {AT 3% E 38 A A Windows B Apache v2.4 $53R 50 8RAEREMIER .

; ERROR LOG
;[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

;[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] ([pid 5288] AH00418: Parent: Created
child process 3480

;format=[%{%a %b %$d $H:$M:%$SSf $Y}t] [Sm:%{severity}i] [pid %P:tid %

o0
=
o0
=

thread id}i]

{

=

;format=[%{%a %b %$d SH:$M:%$SSf $Y}t] [Sm:%{severity}i] [pid %P] SE:

; Section to collect Apache ERROR logs

[filelog|clflogs-error]
directory=C:\xampp\apache\logs
include=err*
parser=clfparser_apache_error

enabled=yes

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf
format=[%{%a %b %d %$H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] 3%E: %M

next parser=clfparser_apache_error2
;Parser to parse Apache ERROR logs

[parser|clfparser apache error2]

debug=yes
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base parser=clf
format=[%{%a %b %d $H:%M:%S%f %$Y}t]

VMware, Inc.

[$m:%{severity}i]

[pid %P]

o

o
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#a BRUENBBNEHNREENEYEE, ki, Apache SEiRCHEEBEFR LMEXRERSIRMLR
B , MIE Apache FEERFCERIER .

EHERTEER
1 AiERIEEERX (httpd.conf) 3RE Apache :

LogFormat "$h %1 %u ${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k

"${Referer}i\" \"%{User Agent}i\"" combined

o°
=
o°
i
oo
=}

oo
=)

oo
=
oo
<

oo
<
oo
Vv
[0}

oo
o

2 TEH CLF 48R -

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf

format=[%{%a %$b %$d S$H:$M:$S%f $Y}t] [%m:%{severity}i] [pid %P] S%E:

o0
=

next parser=clfparser apache error2

;Parser to parse Apache ERROR logs
[parser|clfparser apache error2]
debug=yes
base parser=clf

format=[%{%a %b %d %H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] %E: %M
ERIER -

[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

CLF B g SR REB WU TR B +0400 KREHFERAIMER)

timestamp=2015-05-13T10:37:17.042371

request method=mpm winnt

severity=notice

process_1id=4488

thread i1d=272

error_status=AH00354

log message=Child: Starting 150 worker threads.

FO8RIER

[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] [pid 5288] AH00418: Parent: Created
child process 3480

CLF ZIMrEs2ERCHFEE N TR GB1E +0400 BEHFEAENTES) !

timestamp=2015-05-13T10:37:27.042371

request method=mpm winnt

severity=notice

process 1d=5288

error status=AH00418

log message=Parent: Created child process 3480
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Rol/ERHFINR
BALLA rilerog M wintog WERRERSIR/ERY (KVP) HIHE.

REol@/ERY (KVP) ZIHTER
kvp BT R ERERCEMBNFSRLEEURE key-value HEFIR, THEHITR xvp FIFT|HR,

[parser|kvp parser]
base parser=kvp
fields=*

flan |, RS- ERBEAURATHIER : scope=local; abstract=false; lazyInit=false;

autowireMode=0; dependencyCheck=0;

HEA kvp FIMTRE , BLXAEEERPERENRL. S, MREEHEFEER
fields=name, lastname, country , EEﬁ%E?J—Eﬂﬁﬂ@ﬁ%ﬁ?ﬁ%ﬂ*ﬁﬁ%%gﬁﬂﬁﬁo

FolRNEHTUREM DRSS « « FF , UERERIAMB KT T,

SHHRCIRNEFRAESIHE , TUASRBERFET [\ | AEREFT. REKFRRANEAFTHER
FHERN  BESSIRFAIRMEFT. Hl@: <\

FERTIZESHE,

n MRRSIR/ARBINRSIBREAARREFRARER varve , DHNRERXT , HEBILEE,
= RSBAAR/ZED, BANZEH,

» REABRBENSFRERAEIENT , BEWHE.

n EAULURESIRFAFEENFTAFTSE  HAUNUREN. FARBEREETNERFT.

KVP &4 28218

FER TSR wvp BINBREBNER.

VMware, Inc. 70



f# A vRealize Log Insight X IER

5

fields

delimiter

field decoder

oG]

LERWMOERUERBEMFRHA. HIM , ficlds=nane, lastname, country,

MR fields BETRHERNUERE , ASUESKRARESPHERZBMIEBINSEEN
FI. B, MR riclds BESHK [x-A ] M [a*(X+Y) ] #z , BISIATR SRR REEREL
W, X9 BHEHFSEE (x_al Ma__x_y| Wz, ETEHEENEBTFEEAZTH
L

MR fielas BEEES [ * ] CERWRE kvp HTRS ADHFBMA/ERY) , BIBNRES
BRAAE [ ZEFEA+EE | Fo (Z LI ARSFIXE) R, HtArEERFaeEIRE , m
FERR/ES. SABEIMBETLXENERERNEFEML.

BIEM,

RS BHREEERTT. Tab, FITFET. BEHHNSHEFT.
WMRAEPRIEEEMIBER , kp SRS EAER D BRSTETIN,
EERERISBEREEABES RN SV AEMELSSE 2 METER. Hli
delimiter = "$~ (", LHERZWEFAESIFEFETNEEFZTTBEAEIRER. HR o 3
e, FAZTBAREIBAE. EANEEETEERERIBAFME D B,

Bl | delimiter = "#2\t\r\n\s" REXEE Tab, FITFARERBAD BRI, WRE
BAELZR , CALKEBERANFT R 2R, Hill , BESERETMEIRTN  BEESERE
REEAPBARREENERAREFET [\ |, HIf deliniter="\s",

ERFITERIEER JSON T | AR RSIBREAZERFMB[ZMUNETE  ERARLHR
Iz ZIMERN B,

BREERINTFSEAZERIMEBBNEERM.

ERCIR-ERHAERE PINREBTINER I BOEE) 8, WAUBBHREEEA.

debug = BEM, debug = Eah yes 2 no, EREIHEE , EEERER debug=no.
EREREA yes B, BRI AT liagent <date>.log AR IR AT B R ER Y FE AR AT 6%
Hitt R 5| RERE
Rl EH
KVP MESSAGE = * (MESSAGE ENTRY DEEMzEgoRNAREREE
[WSPR])

MESSAGE_ENTRY = KVP / FREE_TEXT HERRC|IR/ERYRERTEXF

KVP = KEY ["=" VALUE]

KEY = BARE KEY / QUOTED_KEY

FREE_TEXT = "="

BARE_KEY = *1BARE_KEY CHAR

BARE_KEY CHAR = %$0x00-08 /

Ro|R/ERY . MR KEY REARRESFHRM VALUE , RISHKERBERS T IR

BYNERERRAEEXFEERAE,
E2L—EFR

BRESR . =18 TAB ZHMNEMF T

$0x10-19 / %$0x21-3C / $3E-SFF

QUOTED_KEY = 0x22

*1 (QUOTED STRING CHAR / "\"

0x22

EL—EAUBE|RFRBEENTT. BERMEAERLF T,

CHAR)

QUOTED_STRING CHAR = %0x00-21 / MRE S5 2 ERF T

%0x23-FF
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#®o|® E

VALUE = BARE VALUE / QUOTED VALUE

BARE_VALUE = *BARE_VALUE_CHAR ZRZEF

BARE VALUE CHAR = %0x00-08 / BRERN TAB ZHMWEMF T

$0x10-19 / %$0x21-FF

QUOTED VALUE = 0x22 DESISRFRAEENFAFHR, EUUAZR, SRMGAEFEREFT.
* (QUOTED_STRING CHAR / "\" CHAR)

0x22
KVP Zl#TasE & &5

BRLRFEMEA rielas— BTAEMM.

[parser|simple kvp]
base parser =kvp
fields=*

bt 3 451 B oA 5 E A AL RS RS

[parser |mykvp]

debug=no

base parser=kvp

delimiter="#"~|"

fields=*

;OR fields=scope,abstract,lazyInit, autowireMode,dependencyCheck
field decoder={"fieldl":"fieldl parserl"}

[parser|fieldl parserl]
base parser=clf

format=[%{valuel}i]]

field decoder={"valuel":"field parser2"}
EIM AT KVP it :

Configuring transport... proto = cfapi server hostname = LOCALHOST ssl = no port = 9000
reconnect = 30

EZE KVP ZIHrasdse

[parser|kvp log parser]
base parser=kvp
fields=*
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KVP Zlres2EE TR -

proto=cfapi

server hostname=LOCALHOST
ssl=no

port=9000

reconnect=30

g4 . MEMEMRN KVP JAT28H)
fHEEH KVP JATER 8l

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser|my KVP parser]
base parser=kvp
fields=*

BHN KVP ZI4TEs&i4)

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser|my KVP parser]

base parser=kvp

fields=*

field decoder={"fieldl":" fieldl parserl"}

[parser| fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":" fieldl parser2"}

By FE B RC Bl AT 28

timestamp BIMEBRAFAEELERNL , MESSERARFTEERRUEVE RN ABEBEBLHERN (B UNIX
epoch #€% , B , 1970 £1 A 1 B (F& UTC/GMT) ).

ME— X ENARRIES format, Bl , format=3Y-%m-%d 3H: So
B CLF ZIMEETRE , timestamp SRR AT AT REERE 2 BR B 2 RAFENER , Hln

$A%B3dSHEM%S%Y% 2,

timestamp EIMESERERENT -

oo

M:

e

%a' Abbreviated weekday name, for example: Thu
"SA': Full weekday name, for example: Thursday
'Sb'! Abbreviated month name, for example: Aug
'$B': Full month name, for example: August
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seconds,

SH':

Day of the month, for example: 23. strftime() expects zero-padded (01-31) digits
for this specifier but Log Insight agents can parse space-padded and non-padded
day numbers, too.

Day of the month, for example: 13. strftime() expects space-padded ( 1-31) digits
for this specifier but Log Insight agents can parse zero-padded and non-padded

day numbers too.

Fractional seconds of time, for example: .036 'f' specifier assumes that '.' or ','
character should exist before fractional seconds and there is no need to mention

that character in the format. If none of these characters precedes fractional

timestamp wouldn't be parsed.

Hour in 24h format (00-23), for example: 14. Zero-padded, space-padded, and non-

padded hours

"SI

are supported.

Hour in 12h format (01-12), for example: 02. Zero-padded, space-padded and non-

padded hours

TomT .
sm’

o0
=

o0 oe
n g

o
0]

o0
=

o
N

are supported.

Month as a decimal number (01-12), for example: 08. Zero-padded, space-padded
and non-padded month numbers are supported.

Minute (00-59), for example: 55

AM or PM designation, for example: PM

Second (00-61), for example: 02

Total number of seconds from the UNIX epoch start, for example 1457940799
(represents '2016-03-14T07:33:19' timestamp)

Year, for example: 2001

ISO 8601 offset from UTC in timezone (1 minute=1, 1 hour=100)., for example: +100

Hitt REAHREBLITRES  EHESZKETSREIMHNERE.

O W o 9 o0 9 o 9 o o o
d B d0 d° 00 W 0 o0 d° o° d° o°
= = =2 < e Y 0 u Q

Year divided by 100 and truncated to integer (00-99), for example: 20
Week-based year, last two digits (00-99), for example, 01

Week-based year, for example, 2001

Day of the year (001-366), for example: 235

ISO 8601 weekday as number with Monday as 1 (1-7), for example: 4

Week number with the first Sunday as the first day of week one (00-53), for example:

ISO 8601 week number (00-53), for example: 34

Weekday as a decimal number with Sunday as 0 (0-6), for example: 4

Week number with the first Monday as the first day of week one (00-53), for example:

Year, last two digits (00-99), for example: 01

ﬂﬂ%*i% format %5& , Timestamp %Mﬁ%%gﬁﬁﬁﬁ%&%ﬂ:ﬂ*ﬁﬁﬁﬁﬁac
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RIS EREbiE

KRB BEBTIHNRERRXREUABBREBCIINEE , WEBH field decoder HE

timestamp REIZMAHMEE K MEFERSBBTHNE. Hlw

[parser|mycsv]

base parser=csv

debug=yes
fields=timestamp,action, source id,dest

field decoder={"timestamp": "timestamp"}

il . AEERAENFEBRITESE
Etﬁﬁﬂﬁﬁﬁﬁﬁﬁiﬁﬁﬁ%ﬁﬁ’g timestamp %Mﬁ'%go

[parser|tsp parser]
base parser=timestamp
debug=no

format=%Y-sm-%d $H:%M:%SSf

EEM timestanp FATAREEM IR (BII0 CSV BMT=R) BE , BREETIIAR.

[parser|mycsv]

base_parser=csv
fields=timestamp,action, source_id, dest
field decoder={"timestamp": "tsp_parser"}

EBRIARR | nycsy BINMBESHMAFARTEE AWM, WHH tinestanp MUK ABTHIT

tsp parsero le]% tsp parser ﬁﬁmTﬁ;&H#ﬁgﬁ%ﬂ , ﬁﬂﬁ%ﬁgﬂgﬁtﬁ%ﬁgﬁ%ﬂﬁﬁE@%Eﬁ%ﬂ,%o
SEIERE Sk

B B34 28 7] B B RA — 1T Al 200 BF TANEBERL. ABRAZKEBTLHERE tinestamp &l

R E AR .

BERERRAEMEE. RT BBRUSBET  RolR/EJNFETHHTREE T
SPNEMRARSIR/ERY , WHEEBEERZ. fla,

[filelog|some logs]
directory=/var/log
include=*

parser=auto

HREMINR  SURAEDINRERERDE.

[filelog|kvplogs]
directory=C:\temp logs\csv-itbm
include=*.txt

parser=myauto

[parser |myauto]

base parser=auto

debug=yes

VMware, Inc.
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MREERBBRNERMA deoug , HEIENARIMTHEMER . Gl , BB BI85 H WE D
BATUR AR R P HE T WL B

HRZTEE  EHEERES debug=no,

Syslog & #T&8

Syslog #4888 message_decoder M extract_sd 2@ , W BB EHERMERN : RFC 6587,
RFC-5424 #] RFC-3164.,

R E message_decoder #1§

Syslog EIMBEAFEAME —MREEBEM message decoder B, FARIAEMWE timestamp M appname
WAL, EB liagent.ini BRPWHRERERBLTSIEH] , BUA message_decoder I :

[filelog|data logs]
directory=D:\Logs
include=*.txt

parser=mysyslog

[parser |mysyslog]

base parser=syslog

message decoder=syslog message decoder
debug=yes

[parser|syslog message decoder]
base parser=kvp
fields=*

g3/ : 3%EB message_decoder RIEEITIIHT
THEHIEREHEL , URARESMEH message_decoder BIEZ Syslog ZIHTEsETiE EEH4HIH
i :

w EHIEH

2015-09-09 13:38:31.619407 +0400 smith0l john: Fri Dec 5 08:58:26 2014 [pid 26123]
[Jsmith.net] status code=FAIL oper
ation=LOGIN: Client "176.31.17.46"

s EM message_decoder BIBL#EIT KVP ZHr8E 2 Syslog 2 ERMWER :

timestamp=2015-09-09T09:38:31.619407 appname=john status code=FAIL operation=LOGIN:

iR E extract_sd BELIZIMEBILER

EEIMEBIER , FEBHK liagent.ini BRPHARERERBEL SIS , BA extract_sd
B’

[filelog|simple logs]

directory=/var/log

include=*.txt

parser=syslog parser
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[parser|syslog parser]
base parser=syslog

extract sd=yes

g1 : 3EIB extract_sd BRIEE T

THEFBEREEHEL , URBARTEAMER extract_sd 218z Syslog ST E S4B

n  FIBIEH : <165>1 2017-01-24T09:17:15.719% localhost evntslog - ID47

[exampleSDID@32473 iut="3" eventSource="Application" eventID="1011"]

[examplePriority@32473 class="high"] Found entity IPSet, display name dummy ip set

1411

» Syslog B#TRER TIMUIEEZSEH -

timestamp=2017-01-24T09:17:15.719000

pri_facility=20
pri_severity=5

procid="-"

msgid="ID47"

iut="3"
eventsource="Application"
eventid="1011"
class="high"

appname="evntslog"

B AT 2% BREAY A8 £
FATER SR B B BB T SR

RFC 2% pri_facility pri_severity
Ik RFC
RFC-3164 X X
RFC-5424 X X
Syslog Z#T281R1E

TRHRA A Syslog #BIE,

B

message decoder

extract_ sd

VMware, Inc.

timestamp apphname procid msgid

X X

X X

X X X X
L

ERARITEHAEAXNEMFINE. ETRHREZNR Bl [auto | )
A BT ERIFIMNE.

BB ER,
extract_sd BIERZE yes B no B, ZEEERAER. BA extract_sd
BEK , HRgR&EBCENPEERIERSI2-ERY.
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il : RFC-5424 ZEEEH

THIEPIRRREZ Syslog MITEBAATHMESH , LW RRERR[ERANARE, #EHEMHF Syslog
BRI =S,

#HRE -

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

ERCERMEENSH

<165>1 2017-01-24T09:17:15.719% routerl mgd 3046 UI DBASE LOGOUT EVENT
[junos@2636.1.1.1.2.18 username=\"regress\"] User 'regress' exiting configuration
mode - Juniper format

Syslog BT e8#7 18 E BRI -

The following fields will be added to the event by Syslog parser:
timestamp=2017-01-24T09:17:15.719000

pri_ facility = 20

pri_severity = 5

procid = 3046

msgid = UI_DBASE LOGOUT EVENT

appname = mgd

g1 : RFC-3164 EEZ|HT
T o EF B R USRS EANARE . RFC-3164 8IS 4R Syslog Hit ZE4 MM,

HHEE -

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

B RERMELN RFC-3164 B4

<13>2017-01-24T09:17:15.719Z2 routerl mgd 3046 UI_DBASE LOGOUT_EVENT User 'regress' exiting

configuration mode - Juniper format

Syslog HI#T =5 ¥ iE =SB

timestamp=2017-01-24T09:17:15.719000
pri_facility=1
pri_severity=5

appname="mgd"

VMware, Inc.
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BNy REZITES
BRENMNRBIRE (LTSV) BXRENEIFEE (TSV) WS,

LTSV BRANSETCHENERRT. SERNULEN <> 2 , BEFEBENE. EBNEEN . 5
B, #A LTSV X , BALUEBFEA <ras> (B TSV BXMERE) 2 ETRENME—1T , LEAEE—EHRLT
REEHN BERRBIEIEF). MFEFRA LTSV ERMEXNFMAESR , 20 http://

ltsv.org/s

i . LTSV Zl4ragasE
i : LTSV C4RE5H|
LTSV S FEB S EHRRE, SEFEH LTSV rsE , FHEARPIEERNE 1csv ZITERHE,

[parser |myltsv]
base parser=ltsv

LTSV BEMNEREESEH ABNF X2 LTSV £ENVTAIER.

ltsv = *(record NL) [record]
record = [field *(TAB field)]
field = label ":" field-value

label = 1l*lbyte
field-value = *fbyte

TAB = %x09

NL = [%$x0D] %x0A

lbyte = %$x30-39 / %x41-5A / %x61-7A / " " / "." / "-" ;; [0-9A-Za-z .-]
fbyte = %$x01-08 / %$x0B / %$x0C / %$x0E-FF

host:127.0.0.1<TAB>ident:-<TAB>user:frank<TAB>time:[10/0ct/2000:13:55:36 -0700]<TAB>req:GET /
apache pb.gif HTTP/1.0<TAB>status:200<TAB>size:2326<TAB>referer:http://www.example.com/
start.html<TAB>ua:Mozilla/4.08 [en] (Win98; I ;Nav)

FEH LTSV RS |, RENJNEER T IR

host=127.0.0.1

ident=-

user=frank

time=[10/0ct/2000:13:55:36 -0700]

req=GET /apache pb.gif HTTP/1.0
status=200

size=2326
referer=http://www.example.com/start.html
ua=Mozilla/4.08 [en] (Win98; I ;Nav)
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EEsHERE
FEIMESEtERAN LTSV SIMres, FERSEH LTSV E8. EE@|E LTSV EE8 |, 58 A debug=ves,

[parser |myltsv]
base parser=ltsv
debug=yes

FREEER |, LTSV RIS SR HRERFEENEENE, LTSV ANMBEREESBEHEEET. K
S(_]). B ([.])UARBIFE([-]) ZxBR, NIRBEIEILEE—(AENERERE , AEIWN
BrE, FEERESEBEN , REERNSREHUERE. NREEENEE  MESEREZBBIEAS
MBI ERE,

& filelog BERRERIE LTSV Z4T8S

B A LIEER rilelog BERERE LTSV SI4TES.

[filelog|simple logs]
directory=/var/log
include=*

parser=ltsv

Regex Z#r&8
regex Elf R AFFSHHIRENERFER —LHRAEERK.

vRealize Log Insight RERXN G C++ Boost BXNE regex , WA Perl 5834, ALUEBEEES
AEHNEANRUEENERN , KER regex HIMTEE. Pl : (2<field 1>\d{4}) [-](?
<field_2>\d{ 41) [—] (?<field_3>\d{ 41) [—] (?<field_4>\d{ 41)

BAEAPEENEM (Bl : field 1. field 2. field 3 K field 4) RAHEMEEANMALN S
B, BEWAATIER

n FRAEEXNEXFIBEENBBLER vRealize Log Insight BB ZE.
n EBWALESSRFFANESR [ _| Fr.

» ERERTEAMMLTT.

MRREHEROEE  NARE KK,

Regex HI TRz &R

regex SIMBHME—NUERIEA format BRI,

AREREHEMEEENRER debug B,

#Hre
BEEEY regex B8 , FBEM regex A base parser , WRAH format BIE,
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Eif5] . Regex 4 KEEIHI
g5 . AT Apache C8ZE |
THEHITRAR DI 1234-5678-9123-4567 :

[parser|regex parser]

base parser=regex

format=(?<tagl>\d{4}) [-] (?<tag2>\d{4}) [-] (?<tag3>\d{4}) [-] (?<tag4>\d{4})

[filelog|some info]
directory=D:\Logs
include=*.txt

parser=regex_parser

EREER

tagl=1234
tag2=5678
tag3=9123
tagd=4567

EEMFA regex SRR EMN Apache 28k , 54 Apache iBERMAFEMN regex 1R -

[parser|regex parser]

base parser=regex

format=(?<remote host>.*) (?<remote log name>.*) (?<remote_ auth user>.¥) N[ (?
<log_timestamp>.*)\] " (?<request>.*)" (?<status_code>.*) (?<response size>.*)
HEREET

127.0.0.1 - admin [10/0ct/2000:13:55:36 -0700] "GET /apache pb.gif HTTP/1.0" 200 2326

remote host=127.0.0.1

remote log name=-

remote auth user=admin
log_timestamp=10/0ct/2000:13:55:36 -0700
request=GET /apache pb.gif HTTP/1.0
status code=200

response size=2326

THRXBRE RN Apache :Bi2H 3 —EEH] .

[parser|regex parser]
base parser=regex

format=(?<remote_host>.* (?<remote_log name>.*))

(?<remote_auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.* (?<resource>.*) (?<protocol>.*))" (?<status_code>.*)

<response_size>.¥*)

127.0.0.1 unknown - [17/Nov/2015:15:17:54 +0400]
remote host=127.0.0.1 unknown
remote log_ name=unknown

remote_auth user=-

log timestamp=17/Nov/2015:15:17:54 +0400
request=GET /index.php HTTP/1.1

VMware, Inc.
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resource=/index.php
protocol=HTTP/1.1
status_code=200

response_size=4868

MHEEEBER

EREARIATER (W0 cLF RIHTER) ML | regex BIMBERAESZER. WMRIET LUE R E A7 25 RN 47
R , FEREAELRIMBEMAEM regex BINER , IESEEAINEE.
MBEAREBNB[ALEEEFER regex B , FRETRFHABNEN. THHRMHIBTREEEREE
BROAR, LEfEERETRAENHEA.

(?<remote_host>\d+.\d+.\d+.\d+) (?<remote log name>.*) (?<remote auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.*)" (?<status_code>\d+) (?<response_size>\d+)

JSON & #r&s
AT LLEE] JSON BIMTESAHRE | LUEEREM I JSON B8,

S&T L% FileLog M WinLog WESBRREEM D BIME (CSV) BIMEE. Log Insight RERER JSON HT
SRASHM AR JSON esk. MM JSON REFINMBSEL=ELER.

FEERAY JSON EHTssHREEEB Log Insight REREXNRHEL JSON EFH AWM. & JSON ok
AYLE—WER JSON ¥ (LI BEZME JSON ¥14) XX R2EE |, JMBSEHAES (L) FK
SREER JSON I NESE JSON N ER, ESAYENIREETEESMNELERE. R
JSON e ZEa gy , AINETZEREESEIER  BAASN LZTEEESIFMHES| .

JSON B ERtLEREBA fields MIFERIA.

JSON Zl#r8s [ fields | I
U LAER fields RIEBHEAREDIEEEINTOMA, WRENWENRERMAREMZ JSON B8N

&b
BEo

B EEETREMIN , BXERERE JSON TENKRE, TERBK JSON YHELAFERE () F
TURRRR
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THRERFA-LETRERFTEFREM MBI JSON TR EBHIARE,

n  EHEIMN JSON BHANZERE , BELEEIEFLREINA fields BENSY  WKEBELTEIUE
HiEE. F2RTHEM

{"operation" : {"timestamp"
"2018-11-22T15:28:58.094000", "thread id" : "0x05673", "initiator" : "connector",
"log severity" : "info", "log message" : "Requested connection to the server."},
"operation result" : "success"}

n BREIMZAEN JSON ¥ (W timestamp. log severity Fl log message) , HBZEUT
g5, LwEFIBEREELETIMULER  operation_timestamp
="2018-11-22T15:28:58.094000" , H operation_log_severity ="info"

[parser|json_parser]
base parser=json

fields=operation.timestamp, operation.log severity, operation.log message

n  ERINEME IJSON 4 , FRAMMRE  AREREMEES () Fx.

{"product name" : "LI Agent",
"operation" : {"timestamp" : "2018-11-22T15:28:58.094000", "thread id"
"0x05673", "initiator" : "connector", "log severity" : "info", "log message"

"Requested connection to the server."}, "operation result"

"success"}

n EREFMN operation ¥ , FFEA T HIHERE :

[parser|json_parser]
base parser=json

fields=operation.*

« R JSON REAEMS] , ALRBFEINEERE  BrARTEABINTERS , W5
AR

"Records": [{
"object": {
"key": "/events/mykey",
"size": 502,
"eTag": "091820398091823",
"sequencer": "1123123"
}
by
{
"object": {
"key": "/events/user key",
"size": 128,
"eTag": "09182039000001",
"sequencer": "1123231"
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"object": {
"key": "/events/admin key",
"size": 1024,
"eTag": "09182039547241",
"sequencer": "1123213"

n EREIHNE-REPH key M size tF , FEATHARRELE TR
recordsO_object_key="/events/mykey"
recordsO_object_size=502
records2_object_key="/events/admin_key"

records2_object_size=1024

[parser|json_parser]
base parser=json
fields = RecordsO.object.key Records(O.object.size, Records2.object.key,

Records2.object.size
s BEINAEESITTEN key WL , BEATIIARE

[parser|json parser]
base parser=json
fields=Records.#.object.key

. EERINAERL , FBEA fields BIREESR () Fu., HARHAERERN JSON JI=R4E%.

[parser|json_parser]
base parser=json
fields=*

VMware, Inc.

84



R Z # vRealize Log Insight {32
X

MREFEMBRZHE vRealize Log Insight REER |, FEBEARECZENAERXEANERETR
1’EO

AEHFWTHEE

. RBRZE Log Insight Windows Agent

s RBREHE Log Insight Linux RERRX RPM E#

n  ERREEHE Log Insight Linux KRR DEB E#

n  fRBRZH Log Insight Linux AR bin B4

. FEHRBREZHE Log Insight Linux KERR bin B4

R L% Log Insight Windows Agent
BE LA Windows EHI&H [BXMIheE] EEMREZE Log Insight Windows Agent,

VRIS

EAB R vRealize Log Insight Windows REERH Windows #25 , AZMBREESEEURER
vRealize Log Insight RERXREEZHE.

ZF
1 EIEEHE > BXNATheE,
2 BE VMware vRealize Log Insight Windows Agent , A& iE— TR ZTHE.

#®R
AR EZRERE/F L VMware vRealize Log Insight Windows Agent RIS R R G BEREE R,

%% Log Insight Linux {R3ER2 X RPM E4

BT LARBREZ # Log Insight Linux Agent RPM &4,

BEFMF
» DRERAESDEA , FEM sudo MITEEABS.
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. BEAREH Log Insight Linux Agent B9 Linux #28 | BIRR mHEIZE B Y HIT pgrep liagent ,
&2 VMware Log Insight Linux Agent 2 2% B IEfE#1T.

EF
o HITTH&HS , Wi VERSION T BUILD NUMBEREBIR A ZHRERXMWRANEAZREI.

rpm -e VMware-Log-Insight-Agent-VERSION-BUILD NUMBER

#R
BBRLZHEEBREFLE VMware Log Insight Linux Agent B E , IR EZAGBREKR G TREUINFFERE
7%0

fR %% Log Insight Linux {R¥E2 = DEB B4

BT LARBRZ % Log Insight Linux Agent DEB &4,
DEFRMY
s DBREAESSEA , S sudo BIITEEEADS.

n BEAREH Log Insight Linux Agent B Linux #88 , BB EIZE S W HIT pgrep liagent ,
3 VMware Log Insight Linux Agent 2 %% B IFfE #1117,

BF
¢ HITTIHS

dpkg -P vmware-log-insight-agent

#“R
BBREERENEFIE VMware Log Insight Linux Agent 8 , AR ARG BEREAR G CBRIINYFTHEE
7%0

%% Log Insight Linux R bin 4

&R A A vRealize Log Insight SRR R % Log Insight Linux Agent .bin E#.

BB
» DUBREAESSBEA  HEM sudo BITEEZED S,

n BEAZREH Log Insight Linux Agent B9 Linux #88 | BB IR EIEE YW HIT pgrep liagent ,
52 VMware vRealize Log Insight Linux Agent B %% H IEE#1T.

B
1 ERERTP BATIHHSURBESRK.

loginsight-agent-uninstall
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2 BEEREUTHSEONERTA O, HTRIBERZRERITR.

echo $?

FEMARZEZE Log Insight Linux RERER bin B4
MBERETEGCAMBBRZTEESTE , ITUAFHRBRBRZE Log Insight Linux Agent .bin 4.

PDERY

FERRZHE Log Insight Linux REER bin E#

n DBREAESSBEA, SfEMA sudo ITEEATS,

s BEAZREH Log Insight Linux Agent B9 Linux #2% | BABKR R EIEA YT pgrep liagent ,
& VMware vRealize Log Insight Linux Agent B %% B IEE#1T.

BF

1 EBEITTHEGHSEL Log Insight Linux Agent f5 2 :
sudo service liagentd stop B sudo /sbin/service liagentd stop (GEFRE Linux
BIThR).

2 FEBK Log Insight Linux Agent #&%
m /usr/lib/loginsight-agent - BB EMERFERERE &,

m  /usr/bin/loginsight-agent-support - A% Log Insight Linux Agent E4 X B IR
.

m /var/lib/loginsight-agent - AAREEREREREFER &,
m /var/log/loginsight-agent - Log Insight Linux Agent BY52 8% B 8%,

m /var/run/liagent/liagent.pid - Log Insight Linux Agent PID &%, MRZERAEE
Wi , BFESHBRR,

m /etc/init.d/liagentd - Log Insight Linux Agent B ENE SIS H &%,

m  /usr/lib/systemd/system/liagentd.service
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¥ vRealize Log Insight REREIE
TR EEHE AR

£ SN K 5% 2 HE A7 50 AT 1 BY AR RO BT 0 BB IF BR vRealize Log Insight RIBRR N ESEAHBIRY RIRE .
AEHETHERE

s A Log Insight Windows Agent 3 X £ R¥EE

» A Log Insight Linux Agent Y X ER%KE

= E Log Insight Agents I iC iR 41 E KB R

s B Ul FER Log Insight Agents

m  vRealize Log Insight R BB R N EXREH

= % Log Insight Windows Agent #f 1% 1 5 Stk 5157 A

m  7E£ Windows Bi A& s 2 8FR B Log Insight Windows Agent By & E 45
m  Log Insight Windows Agent By K E BT Ih

» Log Insight Agents E#& B REEN BE

vRealize Log Insight fAlARZFIEAB IF N2 T B HYEAR

5 Log Insight Windows Agent Y X EBREE

IR Log Insight Windows Agent B IR EEMEEZMEESE , B LUSREENARENEREXD
VMware X ER#.

BF

1 BAZREE Log Insight Windows Agent B B 1Z#88,

2 &—TF Windows Bat#iZsh , A& —T VMware > Log Insight RERER - WEZERKEE.

3 (GEREM) NRELETTA , BEEZ Log Insight Windows Agent L3 B8 , REBEIRWM T
loginsight-agent-support.exe.

BT ERZTHEBHA  C:\Program Files (x86)\VMware\Log Insight Agent

#=R
EERBEAREABROIMFTH zip BR.
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BRESR
BREEREIERBEBEXS VMware XERH.

%A Log Insight Linux Agent Y X EREE

R Log Insight Linux Agent E HIREEMEEMTFERREE | B LS REENARENERERXE
VMware ZER#% .
BF
1 BAREE Log Insight Linux Agent #9 B 1Z#38
2 BITTIGS.
/usr/lib/loginsight-agent/bin/loginsight-agent-support
"R
ELXRBELEENEZRRFETA .zip BR,
BESR
BREBEERE I EREEEEXL VMware T ERHE.

EE Log Insight Agents HRIEEEFAERIER
BRI LA#REE vRealize Log Insight RERXWAREUBS ELEER.

RDEEH
¥ Log Insight Linux Agent :
n DUBEAESDEA , BfEA sudo BITEEETS.

s BEAZREH Log Insight Linux Agent B9 Linux #88 | BBEZE A X HIT pgrep liagent , TR
VMware vRealize Log Insight Linux Agent B &% B IEE#4T.

¥ Log Insight Windows Agent :

n BEABZE#E vRealize Log Insight Windows XEREINA Windows #58 , RERBREEES LURER
vRealize Log Insight RERXREEZHE,

BF
1 EERHEE liagent.ini EBENER K,

ERAZ B
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 HEFE—NFHEERFABEM liagent.ini BR,
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3

4

BE liagent.ini BEZRZ [logging] BERFMEEEEEER,

B EEBHHS |, Y vRealize Log Insight REBANEEM A, EREEZREA O, EEEBR
TREEZSEN  EEANGHERSHEE, EEER 2 RMEFMAEN. EE VMware XEIRH
EREFAERABER 1M 2,

[logging]
; The level of debug messages to enable: 0..2
debug level=1l

{17 N B3 B liagent.ini BR,

#R
RBREEERORE,

B2 Ul AEER Log Insight Agents
Log Insight Agents BI{TEBNEREATSEHREER UMW (REEX] EE L.

RE
Z# Log Insight Agents 2% , BRAEEEE Ul K [(REREX] EEHEZ Log Insight Agents.,,

R&H

BRERNERERMKELSEESR liagent.ini BRF Log Insight Agents T IEHERAHRE,

BRIR

*

*

B Z % Log Insight Agents FTTERY Windows = Linux &G EE L ZE vRealize Log Insight {a] iR
2.

&2 Log Insight Agents £/ cfapi B E.

5/ syslog BBER , Ul "8 Log Insight Windows Agents,,

BB A TSI B/ Log Insight Agents iR ENAR .

. Windows - $ProgramData%\VMware\Log Insight Agent\log

m Linux- /var/log/loginsight-agent/

ERESFFARERER. BB IHEBNBIENAR. KETRTRANTERAE.
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