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» AR RG] > 552R81 % Debian Linux HETAEEAZ4E.

1 HEEASEE T vRealize Log Insight Linux fCERFES - B5RHRLEFES » I#(T dpkg
-ipackage_name 5%,

package_name [ vmware-log-insight-agent- FIME & B AR ALH (R 4R SE4H Y -
TS g DUITERHEZEEE

dpkg -1 vmware-log-insight-agent-VERSION-BUILD NUMBER all.deb

2 (EEEM) BAETT T Yan < AL E R

dpkg -1 | grep -i vmware-log-insight-agent
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{#iF] vRealize Log Insight {tHIFZE

i fs
a1 H R E BRI AR E o

R AR TR SRS T > 5(EH] SERVERPROTO S8y » 4 MAIFEFIFTR |

m
s

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

$1%f Debian Linux EETCHIE 2288

AT LU B P an < BRI R RN 220 H AT4HAR(E - B E debeonf BfIEELLHET YL

EERE Y RCELRYZEE - SHEM MY S

sudo <OPTION=value> dpkg -1 vmware-log-insight-agent-<version-and-build-number> all.deb

I SEROEIE S B > 5550 Linux |- vRealize Log Insight X2 =t 2285 09652 51580

NHE BRI S Y SE A ER 7 — A RE

» 5% HHE vRealize Log Insight {FfiR22.

»  CEBAEZHEHIRRE HRERES - 55T sudo 3% » I vRealize Log Insight {aElfikgsHY IP {irkk
S FE AR hostname » A1 R FIFEFIFTR ©

sudo SERVERHOST=hostname dpkg -iv mware-log-insight-agent-<version-and-build-
number> all.deb

IR ARSI T ——force-confold JEf » 75 HI MBI HT ERHTHIA » ZMR ST IIRH L
U, liagent.ini 4H8ERY . ST IS8R,

Configuration file °/var/lib/loginsight-agent/liagent.ini'
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.

What would you like to do about it ? Your options are:

Y or I : install the package maintainer's version
N or O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation

The default action is to keep your current version.
*** liagent.ini (Y/I/N/0/D/Z) [default=N] ?

EERETIAHRE - B [default=N]. f¢dan-<5 ISR H M SR8 -

»  REHGEERITE -
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R R TR RS E > 55(EH] SERVERPROTO S8y » 4l MAIFRFIFTR

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

" REEAREENR
L B TR R AR - 55K SERVERPORT S EIEHEAA 22851250 » W FFIERBIATR -

sudo SERVERPORT=1234 dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

»  DUEREAEN S TR
R LIRR{E M 5 7 #{T vRealize Log Insight Linux fAERES » 55T sudo @34

sudo LIAGENTUSER=liagent dpkg -i vmware-log-insight-agent-<version-build-number> all.deb

LI ENEHERFE > vRealize Log Insight Linux (REFZ A AT/ Z2 45 HAR T ISR P o fRER
% > RNl B AR E . R (EA LIAGENTUSER=non root user S:H{Z74E Linux (RIEFZ
H > WEEH LIAGENTUSER=non_root_user2 SEUEITHER @ a4 Eze. H
non_root_user2 {f#4H non_root_user {FHEHIEIR » Rt & HHHRES,

HHA Y debconf &iklER) DEB EfFHE]EETH

HEEFEF DEB Eff-tn] DU debconf ERIERSEE . NHREVT IEHY debconf B ER)
vRealize Log Insight (CEfEF DEB ZA8EF2 #0EETH -

S FIEIE Debconf 3ETH B |
SERVERHOST=hostname vmware-log-insight- VRealize Log Insight [ fEfEHSEERT IP (iriksk T
agent/serverhost i

JHE%{E & loginsight.

SERVERPROTO={cfapilsyslog } vmware-log-insight- RERAFNEEEEE vRealize Log Insight {alfIR 26
agent/serverproto R, AR cfapi il syslogs
TERLME By cfapis,
SERVERPORT=portnumber vmware-log-insight- AREFEA A FE{#1% E vRealize Log Insight 5055 =
agent/serverport e T

SSL IR E i 5% E Y BEVR (B S R . 5525
THLEE R THR A BHR (g . UA AT AR BRI BLE
SETHEAR A [FIN - A 7R S5 E B8

m LR SSL Ay cfapi @ 9543

m L2 SSL Ay cfapi : 9000

m EEUAH SSL Y Syslog : 6514

m U2 SSL Y Syslog : 514

LIAGENT INITSYSTEM={init| log-insight-agent/ L e - REE A B B (U A B U e
systemd)} init_system PRS2 init ZRSRAVIEAY R T SRl

HYME - BT RS T Mo SCPEHY init Z40A MR -

init fll systemdo
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SFEEIE Debconf 37H S
LIAGENT AUTOUPDATE={yes|no} vmware-log-insight- B S AR = B . S ATE vRealize
agent/auto_update Log Insight {alfE#3 R HENE R » AELASEC R H
BT, THEE S 2.
Linux BIN EFARZH BB,
LI AGENT RUNSERVICES vmware-log-insight- HSTEES » IRT% 1iagentd (ﬁiﬁ?gﬁ) F liupdaterd (B
agent/init_system Hrig=) ELEZ G LS. AT LLRE

LIAGENT_RUNSERVICES debconf S8R no o LA
ILEMEE). FERER U2l #ZENA yes flino:

15 0 NETIEMIE.
LIAGENT SSL vmware-log-insight- C
agent/ssl
LIAGENTUSER=USer-account-name  vmware-log-insight- FEE AT REESIRE . W EREREE > Al
agent/liagentuser e A —RERE . SEENERERER

T71E > Hl] vRealize Log Insight Linux {{HEFZ R @ fF 228
IRV EIR . RS S - A EMERE AL AR
Fo

IRTHRAIRE A G e R R E & 5 KT,
YIFA(F A LIAGENTUSER=non root user 74T
fifﬁ ’ jﬂ%%ﬁ{f}fﬁ LIAGENTUSER=non root user2 ﬁfﬁ‘
FHef > RIEr3s @28, HY non_root_user2 4
HHHIFE non_root_user HITEIR » RItL &S,

fEbrL AR SRR SR R . T AT (T
Blhr. HSRERPAREERRS. EHERE—Eg
LIREE & S A T -

%45 Log Insight Linux Agent — {1 &4

R EEAER bin FEREE BT - AMRE T EREER

T4k bin BTN ZEER TR WREERH bin BFZE4EATT Log Insight Linux Agent » &

&y /var/lib/loginsight-agent H#FHHY liagent. ini FEEEVH R AUIREAPAARE . EIIH
HEARE » FEIEFRZEE Log Insight Linux Agent, 525 FEIfERZAEE Log Insight Linux fCEEFZS
bin &

WERIGEER bin B2 Linux R - FEEFLZEBET 254 1iagentd #Y init.d 550
HEFAFGEHRILIECH. ETEEHRE ST,

A LUEBENTT (/sbin/) service liagentd status SR Z LRI,
WA
»  [# Log Insight Linux Agent.bin & » I EHAEHE| HE Linux 125,

S0 Log Insight Linux Agent E577HL syslog FI4gE AR B HIRERR

»  GRETHSAHRRE DL R B T AR &R . 5525 Linux _E vRealize Log Insight f{EIFER
LA S HIBEH o
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1 BABLESERSG » AREIT chmod #3< » KF . bin AR S n[ g1 THE
¥ filename-version B By i & IR A
chmod +x filename-version.bin
2 EfSERTICIT . /filename-version.bin &34 » DIZEEAIE,
% filename-version Bl By i HIRAS o
./filename-version.bin
3 (EEREME) 5B ASHRIEE HAR vRealize Log Insight {alifias - #5#11T sudo
SERVERHOST=hostname ./filename-version.bin @4,

{fH vRealize Log Insight {a]figgeaY IP (kb= F 4B hostname.

sudo SERVERHOST=hostname ./filename-version.bin

4 (RN A TRV SN E - S5 SERVERPROTO &8y » 4l NAI#EFIFT

sudo SERVERPROTO=syslog ./filename-version.htm

5 (EEEM) BEAERTHRAVEGHEEIE - 55K SERVERPORT Ziy(Eie ftéaZdaies > A NyIsEfIRT
S

sudo SERVERPORT=1234 ./filename-version.htm

6 (EEM) SEZEUIEREHE S /38T Log Insight Linux Agent » 35%#1{T sudo i<,

sudo LIAGENTUSER=liagent ./filename-version.bin

WRIEEMNFEAEARFLE > Log Insight Linux Agent G {EZ S AT EREIRE . EERZEE% - R
SR T HIME P . WIS {# ) LIAGENTUSER=non root user SE7KkZ24E Log Insight Linux
Agent > W E A LIAGENTUSER=non root_user2 SEETH > AT EWENES Wk
non_root_user2 {FHE %74 non_root_user (i FEZHIRER .

Linux [ vRealize Log Insight {CHIFE 2t 22 8L 14 dir 2 %[ 35ETE

i HIZ4% vRealize Log Insight (CHEIAZ G » 0] DATE 2SS HARTAN A T ARE E B B EETH . 18 th B TH
HIER liagent.ini FEZEFHIEE

TNHIEEIE n] AR ZEEHAREE Linux %48 E3#fTHY vRealize Log Insight (AEHFEZ,

B &
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I BT
SERVERHOST=hostname VRealize Log Insight [ #EEFISEE Y IP fir kst F 1478

TE#(E 5 loginsight.

SERVERPROTO={efapilsyslog) AREFZ AR ERE SR vRealize Log Insight (k56N
fhiE. FIRERIE Ry cfapi Ml syslogo
THE%(H 5y cfapio

SERVERPORT=portnumber RERFE A AORF E - E 24 2 vRealize Log Insight S5 = J51H

RestrimaR R . (RTERY > (AR SRR etE SSL AlimEsR
16 7 NS5 X H TR (5 P A 8 Y R . 55 2B T Pt
HITHEGERHRE . A {E PR BIE IS S TR (N [EI -
EEEE LA,

m LR SSL Y cfapi - 9543

ELF A SSL (1Y cfapi : 9000

ELELH SSL i1y Syslog : 6514

L= H SSL i1y Syslog : 514

LIAGENT INTTSYSTEM={initl|systemd} EZPEEARY - (AR = CE B B R 2 3SR U e i 2

Z init ZERAVERL. FE R LB E AR - Bl
AEEIAT Ro SRR init RATARIERL ¢ init F1

systemde
LIAGENT AUTOUPDATE={yes|no} B EE AR BB . AT vRealize Log
Insight {alk 23R BB R > WA RESERERUA B8R . TH
By 2]
Linux BIN £ A28 HEF .
LIAGENT_SSL={yes|no} R Ze 4 iias . ISR SSL o (RERAZ=E A TLS 1.2 3
TohE B {E A e et THEEE S (2o
LIAGENTUSER=USer-account-name FaE AR TR AR P o AR HEAFE - Rl

HEREET A —RERE . SEENEREREAEE >/l
vRealize Log Insight Linux {CHFE = & (278 AR @ (i
MRF. fbrZedsts  RNEMbrCETImRs.

RTAES R G 24 B (E R E B 93 5T T o
YIRM(EF LIAGENTUSER=non root user SEUEITZ4HE » i
B3\ LIAGENTUSER=non root user2 #f77H4f » Rlldrasd:
B¢, % non_root_user2 i lI# 4 A4
non_root_user YREMR » Kb I EE

FERFRZ AR R BRI R . T AT B TR
Fro thSBUE RN AR . e =R — g LR
JEEE=gip S

vRealize Log Insight CHRFE AT B 5 Hr

vRealize Log Insight (G H B ¥ IhEE - olE(E A iR SRIBE A H vRealize Log Insight
ARSI AEE R TIRE . THER BT

T LA (EIik Es R A AT (ERRESCHY BB ST - B A P R A ) CEAE 2 T (AR Y B B . (X
R HPR N E R REE - ELVATE 4.3 R HThiA

Linux BIN £ A1 H -
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15 FH BRI A (1] AR R H Bl S

PTG B R ERA R PR PP AT - LB PR (RS 1 B T
TR P P B R EER  E B S

DR

REFZA VAR 4.3 R EHIA.

1 7E4REE=3PHARCARE liagent. ini 2,
2 R [update] EER.
HAONE S ALY N FEE]

[update]

; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:

; the agent will silently check for updates from the server and
; 1f available will automatically download and apply the update.

; auto_update=yes
3 EHHEIFHEBER - HUMGEAE auto_update=yes MRFHSEE £ auto update=nos

ek REREXNY BB F RTER B o IRIBE > auto_update HITHERE Ky [ /2 | > BIfEC 0 B&E
o

4 EFIRARA 1iagent. ini fE%.

VMware, Inc.
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=% 7E VRealize Log Insight (LR

HEARERERE - AR E By TN vRealize Log Insight {EIRes kg . 5 el e A%
Htt 2.

TRIEFR (L A B e e R RERE A DUR 2 7oK

2L

ax € Log Insight Windows Agent

273558 Log Insight Windows Agent 2 2K a] DINLIEEE . 4wl liagent.ini fEZELIEF Log
Insight Windows Agent 5% & fff B{4-{H1£ % vRealize Log Insight 3% E mafl7AE MIEEER | Hrby
Windows S48 » DURERE —RIEZECHUE . ZIEZEMR ¢ProgramData$\VMware\Log
Insight Agent H#%.

€ Log Insight Linux Agent

24558 Log Insight Linux Agent Z & ] LIIPAEEE -

EiiE K H vRealize Log Insight (CEIFE =AY

AT LIFI A 1iagent . ini f#% [server|<dest id>] ERERTAVETSESEETE - tROMCERAE LT
H &R

7t vRealize Log Insight {CHHFZ FfiE 5 & =]

AT LSRRI BN B L B 2 — ([ H AU, Bl & vRealize Log Insight {EIiR#3EL
pELIL - BUEE = RO E A T R

vRealize Log Insight {CHEfE R AYE R 4HAEE

AT DAss E 2 vRealize Log Insight A2,

AR AR —RE

AT A B Windows B Linux (B2 E R REEERAN — K2 8E - RESAH
T2 EH RE R THE (E -

Htfracek

AHEAE AR sk AT S S e R GRS RS RS LE R » MR HIEZE vRealize Log Insight fElfik#s. &
FHECEREIMTES » vRealize Log Insight A[{E ek . FEHGE AL [Eik s F8UREEE R . At
¥ Windows I Linux vRealize Log Insight {CHEIfE & Es0 #%5IMT 85
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€ Log Insight Windows Agent

ZHHE5E Log Insight Windows Agent Z i ] DIILAES E - 4wl liagent . ini fEZELIFF Log Insight
Windows Agent 3% € &G SE{E{#H1£ % vRealize Log Insight. 2@l EAERHE . ¥l Windows
HkEE o DU E— IR ZE 0B . AN $ProgramData$\VMware\Log Insight Agent

om

Log Insight Windows Agent Y TEE%4HAE

ZpitsE i liagent . ini FEZE¥ S 5 Log Insight Windows Agent T4 ERVTE L E .

Log Insight Windows Agent liagent.ini FEZ:4H5E
AR AIE ASCI 2FEFAME - BaHREEEF R UTF-8,
WIRE AP I EHRR » A AVAHRE RN By BL{E A EAR 288 E AT ARIRE R DAL 1iagent -

effective.ini 8%,
st ER R BN H TR e g E AR

; Client-side configuration of VMware Log Insight Agent.

; See liagent-effective.ini for the actual configuration used by VMware Log Insight Agent.

[server]

; Log Insight server hostname or ip address
; If omitted the default value is LOGINSIGHT
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is vyes.

;

;central config=yes

’

; Set protocol to use:

; cfapi - Log Insight REST API

; syslog - Syslog protocol

; If omitted the default value is cfapi

;proto=cfapi

; Log Insight server port to connect to. If omitted the default value is:
; for syslog: 514

; for cfapi without ssl: 9000

; for cfapi with ssl: 9543

;port=9000

;ssl - enable/disable SSL. Applies to cfapi protocol only.

; Possible values are yes or no. If omitted the default value is no.

;ssl=no
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; Time in minutes to force rec
; If omitted the default value

;reconnect=30

; FIPS mode.
; Possible values are 1 or O.

; ssl fips mode=1

[storage]

;max_disk buffer - max disk us
; 100 - 2000 MB, default 200
;max_disk buffer=200

onnection to the server
is 30

If omitted the default value is 1.

age limit (data + logs) in MB:

[logging]

;debug level - the level of debug messages to enable:

i 0 - no debug messages

i 1 - trace essential debug messages

i 2 - verbose debug messages (will have negative impact on performance)

;debug level=0
;The interval in minutes to pr

;stats_period=15

[update]
; Do not change this parameter

package type=msi

; Enable automatic update of t
; the agent will silently chec
; 1f available will automatica

;jauto_update=yes
[winlog|Application]
channel=Application

raw_syslog=no

[winlog|Security]

channel=Security

[winlog|System]

channel=System

VMware, Inc.

int statistics

he agent. If enabled:
k for updates from the server and

lly download and apply the update.
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28

hostname

central config

proto

port

ssl

max_disk buffer

debug level

channel

VMware, Inc.

THRAE

LOGINSIGHT

yes

cfapi

9543, 9000, 6514 #1514

yes

200

JEFRES, 2t 240

HH

VRealize Log Insight [ EEFAZEE T IP
fir bk sl FE AT
TH¥{E 5 loginsight,

R B A et AR Ay e R 2
FHEE AR - ARERFE e 20
VvRealize Log Insight {alfl#3FTH2ALAY4H
BE. PEZOVE R yes. no. 180 0, THER(E
By yeso

REEAHPMEZEEME vRealize Log
Insight {EliR 3R E . ATREME B

cfapi fil sysloge

THEAE Ry cfapio

REFRRA AR SEH#H 1% 2 vRealize Log
Insight 5055 = J7 {El iz as Ay ma s #aR . (R
THES - REFEA EIRIE S SSL FumaR s
JE MR E VBT AT E WY R . 32
Bl NEE B R bR TR R . 1A
{F PR B B LT R [EINS - AR
PR L

EURUH SSL Y cfapi © 9543

m M SSL Y cfapi : 9000

m R SSL /Y Syslog : 6514

m  {FH SSL /Y Syslog : 514

B SSL. THERME B ves,

H ossl Ay [yes | I » WIREIGH Ry
PHRSCE —(BHE - HBERE H R
9543,

Log Insight Windows Agent FA4E(#=E
1 R H B B U s AR R RRARE 22 R (DL MB
FHAL)o

HEFFEEMN max_disk buffer {% > {tH
TR At E A S

TEFLHAHE BT 552 EE Log
Insight Agents fiyECika Al ERE .

RTEEE > FEIEAEN. 225
Windows a0k E N Fatfi# 5 Log
Insight Windows Agent Rz &Esk 4 s
HEIEE RS

FH2EE Windows B EE RS o
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28 FHRAE A

raw_syslog no EHEHER Syslog s ER RS o
A EE L A Syslog Fif.
FHRAE R [B] > RSB A
FIEHEERT Syslog A . B I
TELAT SR e TE A Syslog .

FeznE Ry D21/ #1 [41/10].

ssl fips mode 1 i liagent.ini f£% > #¥#f Log
Insight Windows Agent B = FIPS
B, BEZAYE R 1/ O

& Windows /@B U EE M

Al DI Windows ZE{EE Y £ Log Insight Windows Agent 4H5E.

USRS AR HE A 2 vRealize Log Insight fElfikgs.
i B2 EIRE. TYIRMBERE - SAERR .

m  event type
m  hostname
m  source

m text

DR

B A2 vRealize Log Insight Windows (CEEFEECHY Windows 125 »

vRealize Log Insight {CHEFE SRS 208

(352

1 ZE¥ZF vRealize Log Insight Windows {CHEFE X AIFE X E R H 8% o
$ProgramData%\VMware\Log Insight Agent

2 fEE—XF4miEssPHIR liagent . ini %,

3 CH TSR - WEE EEREE A E

Log Insight Windows Agent

AR BB R E B A DA

2% 529

[winlog|section_name] 4R BB R — S

channel BRI E A SR SR Windows FEFIRE R P BRI A%, HE
SERERE TS SRS RS b TBEAR  RINE i
HeBMArIRE.

enabled PR P PR AR I BB M 2. TRETI By yes 2 no (B5A/NES). TR
{E 5y yes.

VMware, Inc.
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E 2 EE

tags FHA RS B STRESA Y 2 P S SR (- 2 I A BE PR M 28 (S8R JSON A EFAE
o MBI DEETR, B MRS . BN e R FTE I H
TreE# 64 57T, BB AES RN Bl > WA
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2" } » fI
Tag_Namel KA RBEE M AN . EARER event_type FINFEEEC AR
o [El—E & NI EEE HE R RS o

AR HHYH s Syslog falfzgs » AT LIES APP-NAME fi#ifiz, {41 -
tags={"appname":"VROPS"},

whitelist,blacklist FAHARE L2 B PR RO Bk R (R B 2

ffisr blacklist ZEIE{EMAEAL - SEFREET.
exclude_fields CGEEFEME) F AP DR (E B AT Y 28 AT DL 3R 53 Be 2 5 BT U (2 11

{Ho B4l > exclude fields=EventId; ProviderName

[winlog|section name]

channel=event channel name

enabled=yes or no

tags={"tag_namel" : "Tag value 1", "tag name2" : "tag value 2" }

4 {EFIRARA 1iagent. ini f&%K,

#] - 4HRE

520 T3 [winlog| 4HAEHIH,

[winlog|Events Firewall ]
channel=Microsoft-Windows-Windows Firewall With Advanced Security/Firewall

enabled=no

[winlog|custom]
channel=Custom

tags={"ChannelDescription": "Events testing channel"}

%€ Windows S5 3 1E 1 i 5E

RAT LIS Windows ZE (@i sk EaT e - DUFARELY A SUHER 0 81,

{#F whitelist fll blacklist S¥EHGETEEE N, s BB —EAMEER - BEFMAL
FEE AR .

#sE blacklist BEIEMEREANA > EEHNRE#ECT

»  whitelist SEEUEEESET NG HIFZHECHEM . WREEEIL2E - RIEREETAY 1
»  Dblacklist 2EEHHREESET NG HIFEHIECHSE(F. HRER Oo
W7 Windows BRAAER T2 REHE » SE2RIBEFRLER T
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BRI

B A B2 vRealize Log Insight Windows {REEFEZNAY Windows #25 » SR 1EEENR S E B & DAFERY
vRealize Log Insight (CHIFREARH T 28t

(352

1 ZEE %L vRealize Log Insight Windows {CEIFZ S AVFE SR H 8% -
$ProgrambData%\VMware\Log Insight Agent

2 FEE—F4REEES TR liagent . ini %

3 ff [winlog|] EEEHI whitelist B¢ blacklist £,

piran

I

[winlog|unique section name]
channel = event channel name

blacklist = filter expression

4 ff Windows MR fEE T At es i@ B =,
il

whitelist = level > WINLOG_LEVEL SUCCESS and level < WINLOG_ LEVEL_ INFO

5 fEFI6RAP] 1iagent.ini fEZ,
FOf © EREEESAHRE
AT LRI A E Ry (E U SRS s =R > Bl

[winlog|Security-Error]
channel = Security
whitelist = Level == WINLOG LEVEL CRITICAL or Level == WINLOG LEVEL ERROR

TR R A ROE R ERE [ AR ] s VMware g8 - B4

[winlog|VMwareNetwork]

channel = Application

whitelist = ProviderName == "VMnetAdapter" or ProviderName == "VMnetBridge" or ProviderName
== "VMnetDHCP"

TR LU AEEABCE R | L2t | SERERAES - ERENEARRSL - il

[winlog|Security-Verbose]
channel = Security
blacklist = EventID == 4688 or EventID == 5447

EF A ER T
[ Windows S5 RIEEE T T A s H A .

VMware, Inc.
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Fiist e R UE R T

BEBET HiH
==,1= TN o [RIRHHE BT (58 B A = S AL
>=,>, <, <= RJREEERY . KR AL ANREEERY . ERSBCE IS

& I, %~ fir7t AND., OR. XOR DU Afiseidi% 1o fEFAHCH L.
. = #E AND F1 OR. N8 & Hf i B R A AL M R
not —JCHER NOT R T FIF SRR AI(E-

0 T R I T 2 (o R R ol B T B I o

Windows F{4-H#ir

T D e s R A BT 51 Windows SRfRIfL.

Tl 7%
=i

Text
Pt E T
FAREATHE
AT
B
Channel

(i FHE SR S

Level

Task
OpCode

Keywords

VMware, Inc.

L kbl

T
T
ey
TSR LASE RN PR I

&

WINLOG_LEVEL_SUCCESS =0
WINLOG_LEVEL_CRITICAL =1
WINLOG_LEVEL_ERROR =2
WINLOG_LEVEL_WARNING = 3
WINLOG_LEVEL_INFO = 4
WINLOG_LEVEL_VERBOSE =5

=

ey
Leg
TR LA P F Se E SR AT T B

WINLOG_KEYWORD_RESPONSETIME = 0x0001000000000000;
WINLOG_KEYWORD_WDICONTEXT = 0x0002000000000000;
WINLOG_KEYWORD_WDIDIAGNOSTIC = 0x0004000000000000;
WINLOG_KEYWORD_SQM = 0x0008000000000000;
WINLOG_KEYWORD_AUDITFAILURE = 0x0010000000000000;
WINLOG_KEYWORD_AUDITSUCCESS = 0x0020000000000000;
WINLOG_KEYWORD_CORRELATIONHINT = 0x0040000000000000;
WINLOG_KEYWORD_CLASSIC = 0x0080000000000000;
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{#iF] vRealize Log Insight {tHIFZE

o
WEEFT A ER . $EER LR E S

[winlog|app]
channel = Application
whitelist = level > WINLOG LEVEL SUCCESS and level < WINLOG LEVEL INFO

&0 | Zeat | EEE [ ek S

[winlog|security]
channel = Security
whitelist = Keywords & WINLOG KEYWORD AUDITFAILURE

TEECERTEU RSB

AT LURF VRealize Log Insight Windows (UHEIFRE0E Ryt — B (EECEFE IR BT
22 IR THIRHMOEIRE » ARG 4.

m  cvent type

m  hostname

m  source

m  text

a2 ] Ry RERRE RN = 8 H AVt - A0 A] el B A AN PAUE . . 5F2BI1E vRealize Log Insight
(REEHESELL b=l

i

s EPEKEREZE (F—TEL L) B SEE IR EAESER o I 2 R AE ., B
Bk EfEER - & @E%Eﬁu Glob B L E A EE: ?W@Wr@.:% EFERSE. WRAE
PR EREENFEK BB RN EES8 > §20 CPU fl RAM,

w (CEHREHIIE HERAE AT - A ReieinEny B sriErTdide.

w  (REREFUE SRR SRR WRCERdarsity Hik > HEKWE Hi% > AG/AE @
AT REPIIR R RS H #%o

IR

B A2 vRealize Log Insight Windows (CEEFEZCHY Windows #28 » JRBEEIIRASE B & DInERY
vRealize Log Insight (LR IR T Z28E,

e
1 ZEHEZ vRealize Log Insight Windows [{HZHENE R HE.

$ProgramData%\VMware\Log Insight Agent

2 AE(E SRR ETRIE 1iagent . ini %K.
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{# [ vRealize Log Insight {tHFZ=

3 IREIREZEHY [serverl<dest_id>] EF%. HrigtHRESE - W E MEREEARIE.

[filelog|section name]

directory=path to log directory

include=glob pattern

b2

[filelog|section_name]

directory=full-path-to-log-file

include=file_name; ...

exclude=regular_expression

VMware, Inc.

A
AHARIE PR — 4T

SUERAE H SR SERERE (8. SPE Glob . #HPIAHAE
B AEfY D:\Logs\new_test_logs HEFATAT B #kpulids » 5505
directory=D:\Logs\new_test_ logs\*

n AURTFHEARS AT S T YIRS RATE T H %

directory=D:\Logs\new_test logs\*\*

R K T IRFIEEME S E - WERREARSZER  CAENE—BRE_R
H$tEFz Hek Glob » 5140 © directory=c:/tmp/* B directory=c:\Logs\*, H
SRERISDHZE DA W E AR -

AT LUESRAFAE H SRS R - — B B 2 % - IR & 1E% B 8%
Elvewagi- B

AT E— B8 FIH AR R T E AR EIRY H % - DUER—EfEZE % lidead
#ho PEAZRF A RIRER BRI AR 25 2 F B RIS A

st RS R B s M FIAVARRE - AR Esn & IR .

(EEfEME) B PR E RIS R AT SRS 2 R (=) mTLLST SRR 20
B iREME. TESHER © RCEEMERER. SEES NG

TEZ A EE (Glob #20) nT AR A 4H G A Rl e 4 B GIRIRE 22 DL R BB—RE ZE AR HY
. (I - @EZASHIRASTE - B vRealize Ops Analytics.log fl
vRealize Ops Collector.log @ ¥H[{#H vRealize?0ps?
Analytics*.log B vRealize*.log KI5 E. BEMEMAEERESE - KL E
£ Linux #1 Windows F A% Ny CHEIE 2 4H A8 aT ez AR 2 4T

RFERY » . zip M . gz REECHERREUEEZ S,

EHE MRAEEREEREEHE 557/ include fil exclude 2HHEEFEIRIRT
& PR EEEN S AR SRS T EELSRE > HIl vRealize Log
Insight (REEFEZC AT BE & /E i IR L 2. vRealize Log Insight REEfZ & H
B E R E RNV IERENE - 1 DUERENIIE 54 E 24 5] vRealize Log Insight
fElfkes. B0 > AR FZEECEAEAL TR myapp . Log » B ECHkE R myapp. log. 1
myapp . 1log.2 (DAULREHE) - #e] DUER 51 include i :

include= myapp.log;myapp.log.*

(BRI PR YR 2SNV ZE Pl A ZE B (i) ST DA SRy PR 20
FHPARRME. HRERZES - FORARTREMIEZE,
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{# [ vRealize Log Insight {tHFZ=

E 2

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value', ...}

exclude fields

raw_syslog=Yes|No

] - 4HRR

[filelog|vCenterMain]

EE

(M) LoracstE S IPIGARAER N, MURENS - TS RIRTT. T A
AR Perl BAERAEE %

et AN EREREE > Blsiet (1 ) RAMATER ARG, REEEEG
FoE(Ey—# 5

1Bt vRealize Log Insight (R E#H # RN USSR R - MRS AR ST
SLERERE I RE G D BIRR Z (E B LS RET N L 200 =M H)Z A i 2<E)
K event_marker > ARG HARMEER . EETNCEEE. tetirEiEmis
& HAESEIERF ST event_marker 30 LB MIESIEDER BB

(EEEEME) BUT B FIAHREEEL Y28, PIRERYERy ves B noo THRRIER yes.

CEEREME) BRI 2 SO BB T ITamts . AIREAVE S |
m UTF-8
B UTF-161F

B UTF-16BE
THE%AH s UTF-8,

CEEFSEME) E S TR B U 2 NI 28 (1 JSON ML AEFRIE
o MW DEETR, BT NER . FEERAT HREL TR ARG A H
EE#EE 64 (H7 T, FEEAUAED /NG B0 - AIREEH
tags={"tag_name1l" : "tag value 1", "Tag_Name1" : "tag value 2" } » HI|
Tag_Namel A HEE M # ARG, EARRER event_type FIbs[al#kEC FIERHRA
o [6—E & AT E I H &R s .

R BRI Syslog falflkds - RIS IS APP-NAME filifir. {0 -
tags={"appname":"VROPS"},

CEEREVE) RIACTR U SERRER (E I AL I 28 ST LAY SR s e oy IRn s B e i
¥ E. Fa

B exclude_ fields=hostname; filepath

B exclude fields=type; size

B exclude fields=type, size

FHE Syslog MR ER IR - hBRE R QR AW BRI A 46
Syslog . FHRER [R] > BXTGLUEAEFRER Syslog &M A %
HIEME e BUHBEEETHALA SRR A T T Syslog B,

directory=C:\ProgramData\VMware\VMware VirtualCenter\Logs

include=vpxd-*.log

exclude=vpxd-alert-*.log;vpxd-profiler-*.log

event marker="\d{4}-\d{2}-\d{2} [A-

[filelog|ApacheAccessLogs]
enabled=yes

ZI\d{2}:\d{2}:\d{2}\.\d{3}

directory=C:\Program Files (x86) \Apache Software Foundation\Apache2.2\logs

include=*.log
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{#iF] vRealize Log Insight {tHIFZE

exclude=*_old.log
tags={"Provider" : "Apache"}

[filelog|MSSQL]
directory=C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Log
charset=UTF-16LE

event marker="["\s]

rE Windows 20 $7H8 1 72 i st
AT DAET ¥ Windows SCEkiE R E fhidEss  DABHHEGY A SHERREC SR
i/ whitelist fll blacklist S¥EHEETERERRN . MENERENE HAMERER  HEAERr
FIEE R4
fier blacklist ZEEMEBEANMOL > FOERPNEHCT.

n whitelist SHEREERRIBEERTMEBIFBITEHEE, ORCEIIESE  AEBBRIF 1,
= blacklist SHEHRERBEERITMEAIFEITHEE. HRER O,

1% Windows M RER THISZEHE - BB M AER T

NG

B A B2 vRealize Log Insight Windows (REEFEZNAY Windows #25 » R 1E BN E B & DAFERY
vRealize Log Insight fAHIFE IR 228t

1 ZEE £ vRealize Log Insight Windows U2 AVFE=ER H #%.

$ProgramData%$\VMware\Log Insight Agent
2 {H{E—F4REEESPHEL 1iagent. ini FEZE,
3 ff [filelog|] E&EFHHY whitelist B blacklist &8,
fian -
[filelog|apache]
directory = path to log directory

include = glob pattern

blacklist = filter expression

4 ff Windows MR fEE T 1 At es iE B =,
Fi4n

whitelist = myServer

5 {EFIRAEA 1iagent.ini fE%E,
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{#iF] vRealize Log Insight {tHIFZE

) ERsEERAHAE
] DI AR R E R E UL EE Apache GCgf - Hif server_name £y

[filelog]|apache]

directory=C:\Program Files\Apache Software Foundation\Apache2.4\logs
include=error.log

parser=clf

whitelist = server name == "sample.com"

blacklist = remote host == "127.0.0.1"

B {4-5#7£F] Log Insight Windows Agent
AT URF B¢ Windows ¥ EsI#AFIE{T Log Insight Windows Agent s

AT LAE ] Windows S {4 RFE(RE 2 B Windows HEsHIA S| —E[ 22454 Log Insight Windows
Agent FYES . FEIZEIATIF Log Insight Windows Agent 55 & Ry SRR A A S - IR EAE AT
vRealize Log Insight {alg 25,

HR Windows S{RE% 5526k http://technet.microsoft.com/en-us/library/cc748890.aspx fll
http://msdn.microsoft.com/en-us/library/windows/desktop/bb870973(v=vs.85).aspx.
AR

H2E ¢ Windows B EBERESEN: .

2

1 {£ Log Insight Windows Agent ZHRE i —(EE L > DUEREREIEEIFHY Windows S iEUL
EEMFo

THRC M B 47 fy ForwardedEvents,
2 3E Windows SH{FEL,
R

Hi{¥ vRealize Log Insight Web {357 > WA AR,

v

%7€ Log Insight Linux Agent

24558 Log Insight Linux Agent Z & 0] DUIILAREAE o

ST LA R R AP ARSI AR R & i £ HE 25 2 vRealize Log Insight {Elfkzs . f5E Ml
hE RIEREHE » DUREEE — RS . W7 liagent . ini fEEMNAIE  FH2HEF Log Insight
Agents HIVELEFEEANE RS

vRealize Log Insight Linux (CHEFZ AV TESS4HAE

GAETER{% » 1iagent . ini fEFEFFEE f Log Insight Linux Agent FHSLEEHITHERERIE o
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HTTP://TECHNET.MICROSOFT.COM/EN-US/LIBRARY/CC748890.ASPX
HTTP://MSDN.MICROSOFT.COM/EN-US/LIBRARY/WINDOWS/DESKTOP/BB870973(V=VS.85).ASPX

{#iF] vRealize Log Insight {tHIFZE

vRealize Log Insight Linux {CEEFE S liagent.ini 7Hz%2HAE

WMERAFEIE ASCI AFRFNE - FAHRE R Ry UTF-8,

YNSRI Y o 4H RS A AH AR o IE (5 P e Al B35 E AT I ARAE ZE LUK liagent-effective.ini fE2E.
T BB E RS R e TR EF TR

[server]
; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is yes.

;central config=yes

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes

; Example of configuration with trusted CA:
;ssl=yes

;ssl ca path=/etc/pki/tls/certs/ca.pem

; Time in minutes to force reconnection to the server.
; This option mitigates imbalances caused by long-lived TCP connections. Default:

;reconnect=30

; FIPS mode.
; Possible values are 1 or 0. If omitted the default value is 1.
; ssl_fips mode=1

[logging]

; Logging verbosity: 0 (no debug messages), 1 (essentials), 2 (verbose with more impact on
performance) .

; This option should always be 0 under normal operating conditions. Default:

;debug level=0

[storage]
; Max local storage usage limit (data + logs) in MBs. Valid range: 100-2000 MB.
;jmax_disk buffer=200

; Uncomment the appropriate section to collect system logs
; The recommended way is to enable the Linux content pack from LI server
;[filelogl|syslog]
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{# [ vRealize Log Insight {tHFZ=

;directory=/var/log

;include=messages;messages.?;syslog;syslog.?

2% TR s
hostname LOGINSIGHT VRealize Log Insight [&#EFASEER IP
(e s, =
TH¥{E 5 loginsight,
central_config yes BRSSP AR 5

FASE AR (e S
vRealize Log Insight {alfl 22 La4H
f8. BEZHYEE ves. no. 15 0. THIRE
By yeso

proto cfapi e HAE S vRealize Log
Insight {aElfiRE3AVEERIIE . FTREMIE Ky

cfapi Ml syslog,
TERLAE By cfapis,

port 9543, 9000, 6514 f1 514 REEAANEZAEE vRealize Log
Insight {aAk#3AvmaHEEAR . SR
SSL 1y cfapi » FHEAE £ 9543 & $fiMFH
SSL Y cfapi » FHE%{E £ 9000 : HEFHAELH
SSL 1Y Syslog » THME Fs 6514 5 ¥4 F
FH SSL 17 Syslog » FHE%{E s 514,

ssl yes BUFHEEH SSL. THERE 5 yes,
& ossl ik [yes | B WIRMASGH R
PHREE—(E(E - PR BN
9543,

max disk buffer 200 Log Insight Linux Agent HiA4%E sk K
HE S st Enme KL ZERT (L MB B ER
fir)o
EFFEEN max_disk buffer 1% - {UHE
TR At E A S

debug_level 0 TEFELI B R g, FH2RIER Log
Insight Agents tFfyEC#faEAl &R E o

ssl fips mode 1 i liagent. ini fEZE  $1¥f Log
Insight Linux Agent B EiEH FIPS %
Ko BEZAVER 1/ O,

i gl SR B T
AT LAKE vRealize Log Insight Linux APRAE G E Rt — B (ME s g I e o

{KTHEY » VRealize Log Insight Linux AR g 5 e AR U B4R iR 28 T L HIBSREZE o FRIAVIE K44
ey DA EEEETE . EE DI ABERR 28 exclude=. * > DI[fjII- VRealize Log Insight Linux {EEFZ Ui £E
22 BRE . THIRMHMEIRY - SOEMU 4T

m  event type
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{#iF] vRealize Log Insight {tHIFZE

B hostname
m  source

B text

i % m] Ry RERRE U E = 1 H At - 0 A] JefRBs A I LAE L . S5 2B vRealize Log Insight
R A A E R

ik EPEREEE (BI—TELLE) B - &EE vRealize Log Insight (EEAEMB L& - 1 H
B EHAVEEGRRE . SR IEEEER - s AEZR Glob i EEAGUE RIERFENIAEER - 8T
FHELHE. WRATIEAEEZENTFTR - FHEMINERSE > F141 CPU /1 RAM,

R

»  DUREERZESEA > SR sudo ST EZEE S

m  fi#EEY vVRealize Log Insight Linux (CEERES 228800 shiT R, B A LSS vRealize Log Insight Linux
ARIFEAAY Linux #6285 BAIRLTIESG > WHYT pgrep liagent,

1 FEFERFEES Rl /var/1lib/loginsight-agent/liagent.ini {82,

2 IRFMEZER [server|<dest_id>] @E% . HrigsHRESE > a4 E BERBIEFINIE

[filelog|section name]
directory=path to log directory
include=glob pattern

S #EE
[£ilelog|section_name] 4HREIE ERfE— 24T
directory=full-path-to-log-file SCERAE H RV B IR 1S, 48 Glob 1z, HifI4HAE ¢

m CEZEfE D:\Logs\new_test_logs HEKFTA T HEkHUREE » 556HH

directory=D:\Logs\new test logs\*

" ERTHEASMA T HE > SHEM TR ZEATA T 2 #%

directory=D:\Logs\new_test_ logs\*\*

Rt K TIRBEZER HettvE e - e RS &R - AR — s g
HikER HE% Glob » 514 : directory=c:/tmp/* 3 directory=c:\Logs\*, H
SRS IS /DA I {E g4

R DUE B ATE HERAUES S - — BB HEsRE R 2 1% - REE R E% H ik
SRR

5T e — s (R G Y TSI B 38 - DGR — (s Sl et
Fko ILARFP Al A RIS AN G e 25 2 F S AH F B S 2R

st RS B s e FIRVARRE - RIS n & IR R
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{# [ vRealize Log Insight {tHFZ=

E 2

include=file_name; ...

exclude=regular_expression

event_marker=regular_expression

enabled=yes|no

charset=char-encoding-type

tags={"tag-name" : "tag-value', ...}

VMware, Inc.

HiE

CEEIEME) PR B RIHIE R MBS R (=) RISk R 0E
HPARREME. THRER * rRCEEFAER. 2HESTRNE.

FEZRUEEE (Glob 1) R BLH AR S 4H G 5] a2 1B B HIRE 22 UK B — 1R S4TI9y
%o B EEZERMINELH » fI4 vRealize Ops Analytics.log fl
vRealize Ops Collector.log @ &H[{#HH] vRealize?0ps?
Analytics*.log B vRealize*.log ZKH5/E. BB FEZMERE - ol LIHEE
£ Linux #1 Windows F % Ny CHEIE U 4H A8 a2 AR 2 4

RTERY » . zip Al . gz REECHEBRTEUEREZ 4.

BE MREEFWEEREUSHE 5567 include il exclude SHHEEFRRT
& T ERRE RN 2N AR 2 E RS T EELRE » ]Il vRealize Log
Insight (REEFEFC AT BE G E R I8 A . vRealize Log Insight (REEEHNEGH
B E SR OV IEREIE » S DUEREIIE A 4824 F] vRealize Log Insight
falfRes. B0 » AR TEESES S myapp . log » I EUEkE R myapp. log. 1 Al
myapp.log.2 (DULEEHE) - A DUER %1 include 5 :

include= myapp.log;myapp.log.*

(BRI PERRIEUCER 2SNV AR A 2R R (i) I DA SRy iR 0
HHPARRHE. THRERZES  FRATREMEZE.

(BRI FomacsttE S RlaRMRAER . NURENS - TR R IATT. A
YIS A Perl RN R G5,

Rt RN ERATE > BI0s5 5k () S RRAER B . 2MEREA
R AT— 7o

bt vRealize Log Insight (A T H$# R USSR L - WELEEESS ARTE 7Y
SLEERETTRE G D BIR Z E B SRR L8 200 =i H)Z A 42E)
H event_marker » ARG HARMFEER . CETHICHEEE. Mt imEis
TEHBIEF R event_marker 80E. ACERENTIISIENRAE S

CEEFENE) BTSRRI BRI 2 8. FIRERI(EL R yes B no. THRZIES veso

CEEFEME) BRI 2 SO By FoCimtts . mIREAVIE S -
B UTF-8

B UTF-16LE

B UTF-16BE

THE%H s UTF-8,

CEEREME) R S TR ST R B 2 28, (/7 JSON fEEdiAE #IE
#o EEAWE DB ETRE, B RJES . BEEAAR HAEL - REER AR GRS » I HL
EEEHE 64 (HF . UM AED /NG 0 - AFREHEH
tags={"tag_name1" : "tag value 1", "Tag_Name1" : "tag value 2" } » HI|
Tag_Namel A K EEMN A . EARRERF event_type FIRFHIEGEC I MEREEA
o [E—E & NHVETEEIH B &R 20 .

WS HHYHR Syslog falfizes » AT LIS APP-NAME fi#ifir. {141 »
tags={"appname":"VROPS"},
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{#iF] vRealize Log Insight {tHIFZE

E 2 EE

exclude_fields CEEERME) PR U SRR (E I AL A 2 8. T AT SRR SR 7T FRAY A B St
ZEBE. Fa

B exclude fields=hostname; filepath
B exclude fields=type; size

B  exclude fields=type, size

raw_syslog=YesINo FHEHER Syslog N ERYAEIRET - R AR QB QU SR A A SR A
Syslog Hf., FHRER (K] BFrGLIEAETREN Syslog &M AEHAT I
AV BUHIEEETH DR SRR TR Syslog ik,

3 [EFILRARA liagent.ini fEZ%.

#f - 4HRG

[filelog|messages]
directory=/var/log

include=messages;messages.?

[filelog]|syslog]
directory=/var/log
include=syslog;syslog.?

[filelog]|Apache]
directory=/var/log/apache2

include=*

B sE SR
fHI DATE vRealize Log Insight Linux RHEEFZ X IR HAR A (E A uﬁﬁﬁu&c =EF > DUTE B e
FAYECHEE M. A DMER] whitelist fil blacklist U EE BRI E AT =i o

N {XTHREX > VRealize Log Insight Linux (REEFE S SrU R s dmiE 28 i T 1V EiE 2 . [EiiE R4
Ll BEAEE . ATTHIE vRealize Log Insight Linux (CHEEUERBREZ > 7700y HEkR

exclude=* £,

FHEHEEEM - RS TR whitelist Ml blacklist EiEsRiEE . A1F whitelist HEFEEE
Fstrue » H blacklist MEGHE R false sUEASHE - AIER SR B(TIIETE PRI, {EEM
HArER T - WEERS g E M. whitelist HRAAITHERE S true » H blacklist EEAAYTHH
{8 By false,

R Filelog WESHR AN EREAVRAEY V. HEAUS AT ERERIRIAL - AT DISINTECstE. Wkt
A& > FFSREITEC
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{#iF] vRealize Log Insight {tHIFZE

RO SUREE R  DURES SR 7 PR MR . BRI LI EE S as @ E A A (E RV E R T HE A
afl > E2hd BRI AER T

3
s WURGRE T B > SRR RS FIREY S - MEREE 7 P AEs - I HDBEP R
HITERR Bl

m BT whitelist = 123.0 == "000123" @@L A true,
m  HETL whitelist = "00987" == "987.00" @=¥{E 5 true,

[ ] Eﬁ%iﬁ whitelist = response size >= "12.12" EF‘ » Y5 response size f&ﬁﬁ[ﬁﬁﬂﬁ » HI|
DIEEP A E R AIEREEAR/NARY 1212 » AFER true - &AL false.

n  FEEEF whitelist = "09123" < "234" > FEEEEER LEEN HEEX g A
false,

w  IRE P EESERTAER AHEE - AR EREERTTER b E . BITRSHNES N NEF
HiEbsL. B

m EEF whitelist = "1234a" == "1234A" E3F(H 5 false BYFEELEEY .

4 < vrour @ 4 #ENE [4] o AHGE true,

m B whitelist

m  FHEEH whitelist = response size > "thousand" s response_size Ui AR A= =Sy
FERE - EEREREHEE false,

w  ASRETESSEE T HEEEE  AIRER O gl false » BHIE true,
B0 > 405K some_integer MM E R ERIEARMLITTE > AlZEE whitelist = some_integer & 1
Gar i Fy true » RIS false,

WEBMMUAERE TSR > B2 SENES .

FERLEERI T VERAEZE /var/log/httpd/access Y Apache TEREC R, 2K E B8 2 AT 3 &)
ER v

m 127.0.0.1 - frank [10/0ct/2016:13:55:36 +0400] "GET /apache pb.gif HTTP/1.0" 200
2326

m  198.51.100.56 - john [10/0ct/2016:14:15:31 +0400] "GET /some.gif HTTP/1.0" 200 8270

m  198.51.100.12 - smith [10/0ct/2016:14:15:31 +0400] "GET /another.gif HTTP/1.0" 303
348

m  198.51.100.32 - test [10/0ct/2016:15:22:55 +0400] "GET /experimental page.gif HTTP/
1.0™ 400 46374

m  127.0.0.1 - test [10/0ct/2016:15:22:57 +0400] "GET /experimental page2.gif HTTP/
1.0™ 301 100
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{# [ vRealize Log Insight {tHFZ=

BRI

»  DIRERZESSEA > HER sudo STERE WS

B B AR vRealize Log Insight Linux fCHEEFEAY Linux 1428 » BEELFIEEWHIT pgrep
liagent » DIHESY vRealize Log Insight Linux {CEEFEEC 22755 H IEE#T.

1 REcgrEssitres - W NI BFR

[parser|apache-access]

base parser=clf
format=%h %1 %u %t \"%r\" %s %b

J LJ\

FNIEIMNT 2T BIEREZE /var/log/httpd/access WHENEHESE(FRIEL remote host,

remote log name, remote auth user, timestamp. request, statusicodeJin response_size

WML o FAE] DA A 22 oM sk R e B
2 (P EFE4mEiEEETEIEL /var/1lib/loginsight-agent/liagent.ini fEZ&,

3 FEREETIESR Filelog EEAUEETIEINTECE: - 40 MYIREAEEFH BFTR -

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

4 IRBEHYFRORERESEN

EEEE HTTP SRRy 200 HYECH: » A LUE Filelog WESTESR whitelist » 41 FAIEAHS
F RS ¢

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access
whitelist = status_code == 200

(iif

whitelist BEE N HERAKEHBECERAISE—ERISE (EERHE R true » W HUG RS S BEE
%%{q:o

WREMA T RTFELE status_code AL » KRBT REERECEE P EAREINT - RISERE G
whitelist #HER » EFNEHE S false » I HULESREieEEIL,

E RN BEERA RN - A LA blacklist BEIH, B4 > AREARE R E A R -
LRSS 1P EH5 - 40 N YIRS F BRS¢

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

blacklist = remote host == "127.0.0.1"

VMware, Inc. 44



{# [ vRealize Log Insight {tHFZ=

e G E BIEC sk AR —(H . 55 =AU EEf.

»  CEEIRE S EAEERERTA R > EATPEM or M and R BIA0 - AR LAESERCAR IP A
FELE RIS BRI A A TR AV AT B AR RIS > A0 FRIRER SR BT

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" or remote auth user == "test"

{FF or #HE K blacklist HEHFHE K true » FIHGE RNV ES;. EEAGHERIERST
remote host M{iZ{H A [127.0.0.1] B¢ remote auth user MfiZ{H &y [ test | BH&FEHA

WS a3 e A BRC SRR RS — (A5 = (8 ST

w  CEERERENRERAECAR P EEAVENS > A LUE blacklist BETEM and - 41T
AHER EFTR

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" and remote auth user == "test"

WS as S iE ok B E PR BV B T B

w A DIERFEER whitelist Ml blacklist EfilfEes. Bl » ARERHFEEER/NARL 1024 firyT
HAVEM - [BEATEACE A AR - ] LA T IREE A B

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

whitelist = response size > 1024

blacklist = remote host == "127.0.0.1" or remote host == "localhost"

W S 2 S BE A B S BEC RAY SR

€ journald UTEEEM:

i VRealize Log Insight 4.6 Bfl#f » $HEE{T systemd #Y Linux & TARFHVECERERE - (QERFAZEZCAT DI HL
=] journald LR EC R, BRATE + journald EBA systemd 722 I Linux “EE Ry THEFEAE journald
AHRRLE P ST % IR

journal files

HEEEHIH S . SCERHIEWTT ¢
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et Ez

e BRI BT T PR R

N e P BT BN 7 FL SR

SRS R S T F S - R AR O
ES

e LS e i INEEC o

(Bl i B PSR AT PR SRR

fetch fields

B H et sk HIHGRE AL IEEARERA R AN . DUESR I IRRIR L2 E . SCPRry
HAT -

& Bt
pri_severity . pri_facility. syslog_identifier BETETHRAE
* FEHUAT A AL o
2 A FREUEATRREAL o

Efii#2K 5 vRealize Log Insight AR Y E(F

AT DIFH A% 1iagent . ini §§2E [server|<dest id>] WEmERTTATRETGEESETE - R CHAE A EET] H Y
HHVE .

BRI R T — (Rt

filter = {collector type; collector filter; event filter}

[z i
collector_ FES R LIS IR E R . SZIRAVE R filelog B winlog, WISASRHME - RIEr{HHATAUEERS SR,
type

collector_ DL regex HA5EWERSEERAZAH . 4 - veops_.* FRBHEE Ry [ veops_ | AYFTA ISR @R .

filter

event_filt  EfBEEI R BRI P v 12 B BB S B T IR AR L. AR S RE TR B True B0R3E
er TEIVEM. 2200 event_filter —FREFHL L True, FHEHHELRIH event_filter » LB E IR L
oo SRR BEUE RN . AR BRSSP ERZ M MR ARHE R > g RES .

LUgSR o IRBI ] 155 2 (EfmsEes R > a0 Y IFEBIFT -

filter=

{winlog;Micr.*;}, {filelog;apache-access;level=="error"}

WERANE T & Bt BRI 24 ER B R & - ANEE A
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2 4-1. gEAH
B ==
filter= {winlog;Microsoft.*;} AT ATREATE [ Microsoft | B » A& f#itsk e winlog UHESEny=t,

filter= {winlog;Microsoft.*; EAEEE 2 FREEGE B | Microsoft | HEE{%RBIREZ N 1023 1Y » A @15 E winlog U222
eventid == 1023} =g,

filter= {;.%;} THRLOVEREE . (A E A AR A B

filter= {winlog;.";} B E winlog E&FRHIFTA ST

filter= NSRRIV 6 - HIEAAKE [fileloglsyslog] BELITE. [fileloglsyslog] B /s EA FEHY
{filelog;syslog;facility<5} MRS . SR R GIRIBFTAE ST,

filter= {;;} RECEHEM R, [FH RS T S,

T 1 B R A T A ) P 5 H 4 RE

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter= {filelog; syslog; }

N R R AR A s R

; This destination receives vRealize Operations Manager events if they have the level field
equal
;to "error" or "warning" and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

SeoyPRRI AR E 2 e S e i R - W T YIEBIFTR.

filter= e.

{winlog;Micr.*;}, {filelog;apache-access;level=="error"}

7t vRealize Log Insight {CHEFZ 0 12 & =1

AT DR AR S R A B A 2 i 2 = (E H Y. HAYI T & vRealize Log Insight falfk 2 eiiEik
EE iEFF“Jﬁuﬂf? ﬂiﬁ¢5h73ﬂ<o

BN » A LBFER B MR A sk E ik B 2 BRI EARES . & ARG sk s R 4B B El R Es
DIREE ERr sk EHA 2 1T S A4, eI DU FET RS e & s 2 Bt ErfEE—
vRealize Log Insight {CHEFE R s 28 2 5% 25 — (8 H iy
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REFEH T O IBE AN 1iagent . ini FEZEM [server|<dest id>] W52 . ¥7® VRealize Log
Insight {alfiz e B z4mh - 55(EF cfapi @EEiiE - BEM B EsSH A RIEEA syslog @ E -
FREEAIEE 2 HovE: > 55— (@B G ERTHEE loginsight 1B . WMETSEHAM B HYHMAIAL
BEHo

T {EFEFIZET S E M {E H At liagent.ini fEZEHT—E07 . (RTHEY & H 55 —{1E B Ay fE & (60 H PR Ak
P22 1loginsight » IAEIILAFE B 58 [server|<dest id>] B s i H At .

; The first (default) destination receives all collected events.
[server]

ssl=yes

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

WNEE R AR AR T AR SRS UAHRE & AN - 2Rk H vRealize Log Insight (XEFZ=ATEEH-.

2 E HiZ vRealize Log Insight {Glfl 2%

A DLUBAE Windows 37T vRealize Log Insight AAHEFE=Ey @8k 5 HiZ vRealize Log Insight (d]
AREs . 2o ol E A R = H i > W ERSEEE B nI i

THER HEYM AT 1iagent . ini fEFEHY [server] BEAKEE . THaX HAYM —HFE » HIRTHRR &R E
TSRy loginsight . HEHIE S M EEHAVH > 3B HEE BRI (server|<dest_id>] &
Bt SRR EME— Y EAATE - SUR I E A SR B a5, T LISt BITHERHY [server] WFL
R FEEETH AR LM H Bt 55 R 22 R B B HRERE HoAt H Vit > sikris 2t B avit R (B GEE . &
AT LUFEE W EERS N H HIH

RTESS » REER GG I ENEEEETE i, WA LUER file BEIEAREIEEME » LUBARER
FHEZEEAER R, WFEFMER - B2 RETERKE vRealize Log Insight AR AT
N

AL vRealize Log Insight Windows (REIFEY Windows #%88 - A& BBk & 5L B DUERT
vRealize Log Insight {CHE 2 AR TS T 2088,

= QA VRealize Log Insight EEE BT AR ERTES  FHoMBTEa R ERTES DT
flREET SSLOBRBIIREER K.

1 ZEEZF vRealize Log Insight Windows {CEEFZ CHIFE N EH H #% o

$ProgramData%\VMware\Log Insight Agent

2 (R EAREE TBIEL 1iagent . ini REZE.
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3 B2 E WSE IREEAIAIE

2H T8
proto RELEZA N E XL FEF 2 vRealize Log Insight falfiRZsiyEaHTTE . ATREAIE
cfapi %D syslogo
THEAE Ry cfapio
hostname VRealize Log Insight & BEMETAEEHY IP firhl 2 E 44
R LUFRZE P4 B IPV6 fizsike B DASE I A DA DT FE IR E 1PV6 firkk.
B
hostname = 2001:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

AR EHER 8% 1Pv4 71 IPV6 Ml - B4R TR E R B - AIAERER
GBI AT O P Azl > 085 IP e, QAURRATAE S EIE 0]
IPv4 1 1Pv6 firsil: » RIAFHAE & & SR E AP Py R 22 iE M (i

max_disk buffer Log Insight Windows {RERFE = m] AR By LL R (R AR e U SR SR (- 1 T 4 e 1
AYREREZZ [ FRR (DL MB Ry Bifr). a (M B & 3 H Iha ik 28y
[storage] .max_disk buffer {H,

THELE R 150 MB @ ITH]LIEIE 50 %] 8000 MB Hy4E & Ao

port AREFR A AGR B HE%£ 2 vRealize Log Insight 205 =J7 fF iz gty imstiE#AEER .
TR - RERFECE RIS ST ST SSL A1 &l T s g VR TEfE A E 0 et . 3%
SR TYB B R A TR AR E . A R TS SO TR (E R [E0Y >
TR T I
®m CUEH SSL Ay cfapi © 9543

m  {ZH SSL /Y cfapi : 9000

m LB SSL i1y Syslog : 6514

m  [Lf5F SSL 1 Syslog : 514
ssl B B2 SSL. THER(E B yes.

W ossl ks [ | B EBHREE Ry 9543 0 [RIETCSITEE.
reconnect R Tl EE T 2B 2 el IR SR IR (DAS3 i R A ) o FHERAE £ 30,
filter faE R E A S HATHAT & PhEETE e = (E5 (%

{collector type; collector filter; event filter}

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
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;port=9543

; SSL usage. Default:

;ssl=yes
4 {EFI0RAPA 1iagent.ini fEZ,
#afl
NEIAHASFE e & E (A 2 GRS I SN B AZ vRealize Log Insight fElRES .

[server]

proto=cfapi

hostname=LOGINSIGHT

port=9543

ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

TG I S H M B Y 2 H B AR

; The first (default) destination receives all collected events.
[server]

hostname=prodl.licf.vmware.com

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter={filelog; syslog; }

; The third destination receives vRealize Operations Manager events if they have the level
field equal to "error" or "warning"

; and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter={; vrops-.*; level == "error" || level == "warning"}

; Collecting syslog messages.
[filelog]|syslog]
directory=/var/log
include=messages

; various vROPs logs. Note that all section names begin with a "vrops-" prefix, which is used
in third destination filter.

[filelog|vrops—-ANALYTICS-analytics]

directory=/data/vcops/log

include=analytics*.log*

exclude=analytics*-gc.log*

parser=auto

[filelog|vrops—-COLLECTOR-collector]
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directory=/data/vcops/log
include=collector.log*
event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log

include=collector-wrapper.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\.\d{3}

parser=auto

RV

A LIS FE vRealize Log Insight (AFHFZ 3L B H A SSL #ETH ., 352 E AR Log Insight {(LFHFE
2 Ay SSL 2H#4R

e ARy B
AT LR E 5c 2 — (@ H 9 vRealize Log Insight DA Linux (A2 #H A EA:

2 H Ay #HeR 2 E 1i-agent. ini fEZENY [server|<dest id>] &EFES » Hf <dest_id> FME—
W —4HAS AR R IS . XA DASTHEITERRAY [server] EESEHHEIEIER N EHM HAYH, HE » A% 5
H B4t e HA H oyt > Soif st 5 Ay R RBERE RS . 0T DUFE E (EEES N H A,

A 8155 — (1 BT LG PR TR (ARS8 Loginsione. ESEFEEL FIRES (R0 EE (48 H RS
(server) WEELT ST XA, ARG - RIE @A RN B R B . 2R
TR T Fye M+ (AT ARRIESEAE » DU R RIS R TR I B

DR

»  DURERESHBA - SUEA sudo BUTERGTS,

n S ALEEH vRealize Log Insight Linux (CHEEFZEFAY Linux #28 > B LIRS WHIT pgrep
liagent » DIEESY VRealize Log Insight Linux fUHIFZ R 2288 H IFAE 80T

»  SIEHT vRealize Log Insight #AECBRL AR ARTHE - HEMEME SR AP - DT
3T SSL BT EBR .

1 EEASCF4miEESTHE /var/1ib/loginsight-agent/liagent.ini f§Z,
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2 BB WESoE EEREE A E

2H T8
proto RELEZA N E XL FEF 2 vRealize Log Insight falfiRZsiyEaHTTE . ATREAIE
cfapi %D syslogo
THEAE Ry cfapio
hostname VRealize Log Insight & BEMETAEEHY IP firhl 2 E 44
R LUFRZE P4 B IPV6 fizsike B DASE I A DA DT FE IR E 1PV6 firkk.
B
hostname = 2001:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

AR EHER 8% 1Pv4 71 IPV6 Ml - B4R TR E R B - AIAERER
EIREATE AT IE S Y 1P Azl > fEF 1P M. QSRR E 0] 1Pv4
1PV firhl » AMERIE e B ol DR B A iR 22 ia W ikl o

max_disk _buffer Log Insight Linux {{HFZEm] A2 Ry LR EI R B USRI S5 T T 4R e B R
BEZER FPR (DA MB R BAr) . S (EEEE 7 5 I E s
[storage] .max_disk buffer {H,
THELAE £y 150 MB 5 #m] DIEEE 50 £ 8000 MB 4R TEEE A/ N,

port AREE A AGR 8% 2 vRealize Log Insight B¢E5 =77 el s 0yt peiR
fRTEEE > REE GRS SSL Rl & M s Ay ZE A S iy B PER . 55
SR NYIE B R Y TR AR E . VA (E AR BEE LS S TR E R FIR - 4
TR E B
m R SSL /Y cfapi @ 9543

EVEH SSL #Y cfapi : 9000

ELRLRT SSL 19 Syslog : 6514

£ SSL Ay Syslog : 514

ssl BBk A SSL. TEREME B yes.
& ssl 5k [yes | W WIRMAVGH Ry E —(E(E - HEHe g BB
9543,

reconnect SR BT AR B (e ) (DLOY 88 R BRAL) o FHRR(E A 30,

[server]

hostname=LOGINSIGHT

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:

;port=9543

; SSL usage. Default:

;ssl=yes
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3

EEEIRAEA 1iagent . ini 82,

#afl
NFI4HREE e R E [ 2 S RS TE ST H iZ vRealize Log Insight fEIfkES o

[server]

proto=cfapi

hostname=LOGINSIGHT

port=9543

ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

A BRI 2 (E H HIHAHRE

\%

F—l (Fe) HAvthE AR

[server]

hostname=prodl.licf.vmware.com

B E Hevi{E g —f% Syslog i@l sk UL Syslog Ef.

[server|syslog-audit]

hostname=third party_audit_management.eng.vmware.com
proto=syslog

ssl=no

filter= {filelog; syslog; }

5= B el g R RS | $EaR | 2 [ 245 | Y vRealize Operations Manager F{f: - H&r
MRIEfEEATE By | vrops- | M@ EL#ETTULEE

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

;Collecting syslog messages.
[filelog]|syslog]
directory=/var/log
include=messages

;various vRops logs. Note that all section names begin with "vrops-" prefix, which is used in
third destination filter.
[filelog|vrops—-ANALYTICS-analytics]
directory=/data/vcops/log
include=analytics*.log*
exclude=analytics*-gc.log*

parser=auto
[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log
include=collector.log*

event marker=~\d

{4}-\d{2}-\d{2} [\s]I\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto
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[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log
include=collector-wrapper.log*
event marker="\d{4}

-\d

{2}-\d{2}

[\s1\d

{2}:\d{2}

:\d

{2}

\.\d

{3}

parser=auto

RV

r] DLEH#f vRealize Log Insight Linux (AFEFR (G E HAl SSL #8055 2R3 E FREREL Log Insight
AREEFE > [ SSL 4R .

vRealize Log Insight (CHHFE =AY E = 4HRE

0] DAEs e 28 vRealize Log Insight A2,

H{E vRealize Log Insight HEIFEAE BAAMHREN A asimiiRs . AMRERREFEZEEA vRealize
Log Insight (REFE R 2 B E RS ESY 1iagent. ini fFZEH, AI{FHURISRIE(EIRESIMAHAE - Bl > #E
Web & HEFPAVER > REER. &E vRealize Log Insight (G AVAH RIS H & BRI 8840

Ao i@ EA T EENE.

VRealize Log Insight {CHEFE & £ H#wsE vRealize Log Insight AR5 UL EIR =3 ImdHRG . (EIAR=531
AHREFIAREAARE S & (DA R HRAVAHRE . £ vRealize Log Insight (REEFE (6 A ARG HHE
TE4HRE, BEHAEE R — SRS, FIRESImAHRE T E S EE AMHETAIE, SHRAMT ¢

m WURKFL(EE B E P AR AR AH RE SR (EI R a3 imH A » AIRZ R B K HLFT A B BT Bl B A A RE T — 057
w QORI R B F R AR P AR A (El R as R - AIRZ I B TP HY SRR TV IR AT & ff -

s R FESEEFE R AN AR E IR E5UmAH RS » AR S8 B A R R B st aH e o HE & B Y — 36
o
R F(E S ERFEAR AL RE R EIAR 230w 4HAE - HIIEZ &3 a B SaH fe T TR & ER A —ER 47
37 H & {5 F (A IR B m AR RS A E o
BT E vRealize Log Insight & A EFHAHEEH £A7H vRealize Log Insight (XEEFEZC. #4010
T EEEEEER - AEBEERT » F— TREEN. ERERERERE I i AL E - AR —
TREEFTEREREAAVERE . ST (B B s A v 5 E0I7E R =,
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‘BT vRealize Log Insight {58 f#& i 7] DI ARERRE ABEAH T (5 A E R BT R Ss (DI RIFSE 2 RERRE
A EREREC P #E) - IKHREN 25 ER vRealize Log Insight (RERFER . AFRAHEEET
SHEIMHRAE R - 2 (AR o

st
n  WHEERE T EH EMH R cfapi i EN vRealize Log Insight {LHEIFE =,
n  FENIHE—EHT - EEE vRealize Log Insight (CEEFES

= [Aj vRealize Log Insight falfizas A& £ % HAYHL. IFREE 28 H BB &R > 552 R E
REREATEE .

» 2% central config = no GIEAERAMBPMEM . WHFREAF Windows HYFHReAHEIZ4H
RERIAHBAERR © 528 Log Insight Windows Agent HYFHERAHRE.

S

HRE S OFHEY
&0f Log Insight Windows Agent FYAHEF1(EI AR 25 m4H Ry &5

AHEAHRE

faa]gE EA Log Insight Windows Agent B T FIARE4HRE .

[server]
proto=cfapi
hostname=HOST
port=9000

[winlog|Application]
channel=Application

[winlog|Security]
channel=Security

[winlog|System]
channel=System

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=* old.log

event_marker="(\d{1,3}\.) {3}\d{1,3} - -

{EI Ak e vmaH &

AT LAER Web fER#E M ErVER > REREAH R ArA (EEAERE DR fIan - &) DIk
HHT G S SR > 1078 B P A B R A AR E

[server]

reconnect=20

[winlog|Security]
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channel=Security

enabled=no

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall

channel=Microsoft-Windows-DeviceSetupManager/Operational

HREHRE

B R R A EIIR e mdH RE S 4SS . Log Insight Windows Agent 5% iE & -

20 4148 vRealize Log Insight {31728 88 ¥iss—2
EEWEENEA RS E RS

R bW s e R e

FHAAUNEE Microsoft-Windows-DeviceSetupManager/Operational {4 E

PaE I EE ApacheAccesslogs

[server]
proto=cfapi
hostname=HOST
port=9000

reconnect=20

[winlog|Application]

channel=Application

[winlog|Security]
channel=Security

enabled=no

[winlog|System]

channel=System

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall]

channel=Microsoft-Windows-DeviceSetupManager/Operational

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=*_ old.log

event marker="(\d{1,3}\.){3}\d{1,3} - -

S AR TR ] — % (E

&I LAE By Windows 2 Linux (ERE A E AR A HRR R B E A — R 2 8UE - KB AERE
AHAEAEHITHE(H
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—MRE AR

liagent.ini 4HRERERY [common|global] EREZHHIEENVEHEHUAEIFTAREL » [common|filelog] &
B s E S E LG HUA EIFTA filelog BEEL > Ml [common |winlog] EEIHHEHUMEIFTA winlog EE:.
ﬁEEquZE‘*ﬁQEgﬁQ[Piﬁgﬁ tags, include, exclude, event marker, charset, exclude fields %D
parser S% » W NFIEHIFTR. E& Windows {(RHEFEFAYEEH -

[common | global]

tags = {"log source vm":"win-2008r2-64"}
exclude fields = test tag;some other tag

parser = auto

[common | filelog]
tags = {"collector type":"filelog"}

exclude = *.trc

[filelog|channel 1]
directory = C:\app\log
include = *.log

ILEBIEEE TIT A

n  FrAZRHE filelog WEERATELIFEIEA Log_source_vm il collector_type FEGH K HEIE(E .
o REREIEHTA AR T HERR test_tag fll some_other_tag fHk.

n RHEH auto HINTEEMEFTA IR,

»  (RFHE 0 FTA filelog WS A &L E 2 h HERR *.tre fEZE.

FHR G [common | global] HHYEEHEM ZEHTA winlog &k,

=Xt =2t

WROEZEEEET EREE > HlAGgaiiEm RS LE  Hat/EER > By &EE GRS AR

SENER . EFRKE [common|filelog] HIEFEHEERKE [common|globall MIH - fizkKHE

[filelog|sample section] HUﬁiﬁlé?é%ﬁ?Eﬁ%%?%iZﬁio

EOFFIE S T R EE T YA

n  {EfCRMEEE (tags. include. exclude Fl exclude_fields) HyEETH & EilR% BETE Ak 5 HA 8 = B SCIHF
ZEERIMES . WSeHiFT » EEAEENER T > KA EARSELIET Z EENERE S E K
H B ARRESCIER 2 &R EE A -

EFREEARSESIET 2 EENEGE S T EAE—{E (event_marker, charset fl parser) iy
BEVRE .

iEFerAk A [fileloglsample_section] 1y charset=UTF-8 {& & 555 [commonlglobal] (17
charset= UTF-16LE 4:Ja{d .
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RIIE - B0 > WERAAE [common | filelog] HEA tags={"app":"global-test"} » Hf [filelog]|
flg test section] EF‘E% tags={"app":"local-test","section":"flg test section"} HIIZkH
[filelog|flg test_section] EEHY "app" MEE(EGFEFKHE [common|filelog] HIH. ZEiEIL
filelog @ EGERIIFTARLHE & A EE "local-test" [EHVERSN "app” £ - DU EE
"flg_test_section" {Hy "section" {4, winlog l&EEESCIFF#EAEAHE > (Ff] (winlogl...] EEELHD
EHESESER » M [common | global] A HEELIER.

TE— @R B E MAERT - Z40ETE Fig st E - HAERHERE i IE Y filelog/winlog &
EEHEE D 1EFEEE exclude fields BEIHEAMEAVEN T - AHRENGE T REHIE L A RE
B IR A B A 2. IO T R . RS FTRTE » 5
SRECEAE B EAEEAE S AT AR

WERAREFERAE filelog B¢ winlog & B HHIFERRVHEASE - RN & & 0K H % R B IR (E R E —
R ELHEIAE - HAGRIZ @R .. REEAG s E TGS A s, WRBEIEEMNTR > F2
FECERfENE I I U AR R S VR B55

HIfTECER

RERE A RS T S S R AGEC S GRS (BB R » MR [HIEZE vRealize Log Insight fAlfikEs. FEHEC
FEEIMTES © VRealize Log Insight A[{E 3 AREcsk . SHECER I E (AR FRURESHEER . AlgtE
Windows # Linux vRealize Log Insight {CEFZ =3 E 08k 2T Es .

WIEREH] Syslog e - RIMREE RFC5424 » FffasprfHAYRAL & STRUCTURED-DATA #)—#f
pars

B E sLEk A INTES

A DAy FileLog Ml winLog WWEEESERIE HINTHS -

AR

¥4 vRealize Log Insight Linux {CEEEL :

» DUREBERZESIEA > K sudo M{TEZEGTS

n B ALEEA Log Insight Linux REFRZE(AY Linux #4285 » BAEL LG T pgrep 1iagent » DAWERY
Log Insight Linux AZFE =248 H IEE#TT -

#1154 vRealize Log Insight Windows {{EEFE= ¢

n S AZEEAH Log Insight Windows (ERFEFNY Windows ##%2% » ZMERIEI RS EH B DR vRealize
Log Insight A L4045,
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5

HEF|EE liagent. ini HRIVERIC

TERZRE BRI
Linux /var/lib/loginsight-agent/
Windows %$ProgramData%\VMware\Log Insight Agent

FEE— S 4miEas THARL 1iagent . ini %,
SEROERPEEITES - SEREINTERERL . [parser |myparser]

=

Hrf myparser EHINTERIVEIEATE - TIEECHARETSE . FINTEREEIESZ (TN ST
HoAthE 2AY) JIHTES > MR E FIATER A R HIEE T Rk E I E MBS (MR E) .

#l40 > base parser=csv /R myparser SIFTELTAEE NESINTES csv. ZIETER > I ASCRES
WA LA 53 555 5y PR AL

[parser |myparser]
base_parser=csv
fields=field namel, field name2

delimiter=%;”

JEF myparser 18 » AI{EELER KR winlog B filelog #fT&%,
[filelog|some csv logs]
directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

it some_csv_logs AJRULEMECE: (140 > 7€ D: \Logs H$%) H myparser #HT - #EELAYE57 5
Ll field namel I field name2 B TRAE(AIIRES F.

st R D: \Logs HERFAVEFESCSHZHE] vRealize Log Insight, {HJE » A[{E vRealize
Log Insight FFEUGAE D: \Logs Hik T EIIHYHIER .

{fEFIERAP] 1iagent. ini 82,

A as iy —REEEIH
TS E L Ry B A LA P AT B8 — AR
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R AR PR+

L2 2IRA . TYIRBERE - BAMR IR

m  event type
m  hostname
m  source

m  text

T FHEY BT 852870
IR HVEIH A R FTA SARA SRS o

BIH

base parser

field decoder

field rename

next parser

exclude fields

debug

field decoder I 4H5E

B

It BTN 2 A (Y BB ST B 4 . & ] LR N BT 28 24
T EEA 5 AT s 4T PLaRR iR Rt E .

58 By JSON FEIVEREINT S, 25 R A SR 25
W27 - (ER T MO AT Es G, SHEHIRET 2
H B T S AR i A . E O (S R R
(BIAEEFIRGED) B - MRS es 535, field decoder
FETE 7 5 F SR A JSON WP ok /e o [ - i Tl st
FEERIOLEE R - RO ERE SRR TIE A SR
£5o

e A ARG R > SR T
(field_decoder BEIEAYRAARARE) —Ei.

Era A HEHUROL . RS B RGBS
AT 4fE0y JSON FH:, field decoder BEIE—HE(E
field rename ZFIEM. INIfFZEHiELEEIEANIEFR A~ E

B, Ry TS » 5RY4EE field _decoder,

N EEETHIEINT R AT R S (E ST SRS AR E A
WP T o

Rt BINTESFIREEATA N next_parser AT 2RI EH]
res - S H ATRERUAE B Z AT SIAT S FEH AL (o

PR B (e 2 Al > BEREFEBERZ DL SR FRAv i 2 &
B FERNTRIFESEZ AT o IR RO AT - 2L - ST
R R AR R A A A R O P R o
FOATEME BT R EERY 2] 20 (5] B0 B {EsER - HIAT
et AR R R A . BTV R A RS R I
REBBKER - atE - EEMNEREREERATETE.
HREINTES - (HEETHR(E R debug=no.

B B A R A S UE AR R e R i (B 7 A = SR EEC ek (B140 - A info fil error By MEAYED
%) > ] LAE R R USRS SR - PUBCY B EBINTEC sk iy ER i £ H A D S EIAT 25
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pirgn - (ER R SIECERE -

2019-03-29T11:00:54.858Z host-FQDN Hostd: error hostd[2099230] [Originator@6876 sub=Default
opID=1983bdbe-c1-800f user=admin.user] AdapterServer caught exception: SSLExceptionE (SSL
Exception: error:140000DB:SSL routines:SSL routines:short read: The connection was closed by
the remote end during handshake.)

2019-03-29T11:00:55.477Z host-FQDN Hostd: info hostd[6D620B70] ['commonhost' opID=575%adcc-
cf] [transportConnector] -- FINISH task-internal-5726666 -- -- Completed connection restart --

] LA TS IRH RSB S EeRr ik -

[parser|clf parser]

base parser=clf

format=%t %{generator host}i %i: %{log_severity}i %i[%{thread id}i]%M

field decoder={"log message" : {"log severity" : {"error" : "error parser", "info"
"info parser"}}}

exclude fields=log message

[parser|info_parser]
base parser=clf
format=[%{common info}i] [%{process}i] %M

field rename={"log message" : "info log content"}

[parser|error parser]
base parser=clfformat=[%{common_info}i] %{exception handler}i %i:%{exception type}i:%i:%

[
$i:%i: M

{error_id}i:%i:
field rename={"log message" : "exception content"}

FEsHRE S A A= LT &

timestamp=2019-03-29T11:00:54.858000 generator host="host-FQDN" log severity="error"

thread 1d="2099230" common_info=0Originator@6876 sub=Default opID=1983bdbe-cl1-800f
user=admin.user exception handler="AdapterServer" exception type="SSLExceptionE (SSL
Exception" error id="140000DB" exception content="The connection was closed by the remote end
during handshake.)"

Beoh > ¥ info sOEREHINT N FIMAL |

timestamp=2019-03-29T11:00:55.477000 generator host="host-FQDN" log severity="info"

thread 1d="6D620B70" log message="['commonhost' opID=5759%adcc-cf] [transportConnector] --
FINISH task-internal-5726666 -- -- Completed connection restart --" common info="'commonhost'
opID=5759%adcc-cf" process="transportConnector" info log content="-- FINISH task-
internal-5726666 -- -- Completed connection restart --"

DUEER BRIV ERC SRS =8
A DLy FileLog Ml winLog UZEEESEEE LUER /T FRHVE (CSV) HIffrgs.
csv SIFTEEAY AT FHEEIE By fields fll delimiter,
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DL 5y B (E AT 25881
SR FHERN csv SIS AR,

B A

fields fields BEIAFEESCHR PIFAE ZRALIVARE. 51 ARG BB AEELVEE T ok DUESR o iRy R 4880
fields j& CSV HINTERATNEIEETH, WISEAIEE - BN EHEITEMIHINT. R AEE - B EEEES ]
SRS BRI
TR AT H LSR5 » B4

fields = field namel, field name2, field name3, field named
IEEF S field namel, field name2, field name3 fil field named MATECEFIEIRZE ALY
AL o
A CSV B s A BIS FEAL i - "I E R RIg AR flan
fields = field namel, , field name3, field name4

TEEMEN N » SR E R FERERGE—E  SE=EFIEE ER - 2% A HIEREHE field_namel,
field name3 Al field name4,
RN BRI E RS P HY e BEAE B - BT es R Bl 2E OB B B0 - AIRECEHEZRE S fieldl,
field2, field3. field4 fil field5 » {HfEFFE T fields= fieldl,field2, field3 » T RaME{E[0]ZE (14
fiEE.
LS CSV FINTesH fields=> » ATt e EEIZE ORISR CVETEERBRMAER - BRIk
TR B Pl i L L T

delimiter delimiter ZEVEFSESINT S ZE IV PRR . KTHEL > csv HITeser{fE FE RO R ST bR Fss © (B2 &a]

LISy PRTToREE o Ryor st . 2t SR T T ERAII PRI S | 5HE T

B4 > delimiter="," Il delimiter=";",

csv BINTES SRS [SRIE AV EM —HFTT iU o EArsE » Bl [11] 2 Tasd | .

JREEL YRS 2 M E I SE AR o S RIEIAT SR R

Y csv HIFTES - FTLURHRS AT T (ZERSEL TAB) B R FReT
(\". \s. \t) Bia], {41 > delimiter="\s" B¢ delimiter=" ",
delimiter fyieFHAYEEIE,

CSV sl asnss

HEETIE winlog B¢ filelog AURUEERYECER » S {EH THIHAE.
[filelog|some csv logs]

directory=D:\Logs

include=*.txt;*.txt.*

parser=myparser

[parser |myparser]

base parser
fields
delimiter

csv

timestamp, field namel, field name2, field name3

n.n
’

field decoder={"timestamp": "tsp parser"}
[parser|tsp parser]
; timestamp is a built-in parser

base parser=timestamp
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{#iF] vRealize Log Insight {tHIFZE

; "format" is an option of timestamp parser

format=%Y-%m-%d $H:%M:%S

TEMHBLAHREHIEIL T » 7€ some_csv_logs SRIFULEEAVELER (A1 > §¢ directory=D:\Logs H#f) #F
M myparser Hffr. WIRWERIVECEEE =ML SRIIRAVE » SINTHYS(F SRR
field namel, field name2 fil field name3 %f#.

HITELT CSV 5ok -

"United States","USA","North America","High income: OECD","Fiscal year end: September 30;
reporting period for national accounts data: CY."

TEFE CSV HffrasdHig :

[parser|csv_log parser]
base parser=csv

fields=country name, country code, region, income group, special notes

CSV Hitfras & & /m DL ML -

country name=United States
country code=USA

region=North America

income group=High income: OECD

special notes=Fiscal year end: September 30; reporting period for national accounts data: CY.

—fEECERE T (Apache) L8k Es

R LA B FileLog Fll WinLog UXEEZS s E —A%ECHRIE . (CLF) Apache Z[HT&%.
— MG (Apache) HffT2s

THE% CLF Efresg e Ny IBINLIE 14471 .

host ident authuser datetime request statuscode bytes

Htfres 4t © clf

CLF Bty EHIEEH By formato

FEUEIH

format BEIHE{EEAELN Apache SLEfFTERFHEIRE . BEEEEIGIRTRHIIEEEE.
WFRAIEERI > ARG LA MR RECiiE .

o°
=3
o°
=
o°

u $t \"%r\" %s %b

CLF Hffrasta s\ ep 12 regex BRI PIMHEEZER > MIFER \s+.

VMware, Inc. 63



{# [ vRealize Log Insight {tHFZ=

EEEINTHMECEAE - SFEREERERR PR EZE . FITHIO & M NI EURE ket

LO

e EFREBEHHIENT » WRERF AR (varnave) > B & ZES

Rfiz

[
I
tont.
SA':

8B', '%h':

'SE', 'Sf':
'Sh':
'SH':
Fi':
'Sk
'Sl
vo
TEM'
sm':
'Sn':
'So':

%p':

9P

VMware, Inc.

ZiA
"remote_ip"
"local_ip"

"response_size"

HUR A i E RV A i
HURP 15 ERV A T
"request_time_mcs"
"error_status"

HUR 15 eV
"file_name"

"remote_host"
"request_protocol"

HURp s i E B B
"keepalive_request_count"
"remote_log_name"
"request_log_id"
"log_message" (ZEF|[LHIEEIR - FIHTESE (T LI ASCH)
"request_method"

HURp s i E Y B B
EIDRIN e ERaibp 2 e

"server_port"

H A AT EL LS E AR E LR © %{format}p. Z#&FE=} "canonical", "local" 5
"remote", {fH "canonical" {1 » ML LTRSS B "server_port", {#F "local" #&=i% »
Mz T8 By "local_server_port" 5 A "remote" #&={IF » I SRR

"remote_server_port",

"process_id"

Hophfg AT B LR E A RETLEE - %{formatiP, TEEATMESUE "pid", "tid" fl "hextid", #1F
i H "pid" 7E Fst& X BRI ATEH Fy "process_id" » [fij "tid" 1 "hextid" f&= &Lk
"thread_id" #ffr

"query_string"
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A

TSR

1ot .
5S

'ST':
su':
'SUT:
'Sv':
VA
TEX':

ot .
"Ex':

VMware, Inc.

&

"request"
"response_handler"
"status_code" » FELE BRI R ALIREE

“timestamp" - {F Ry EHUG AV FLFEARED - AT AU HBECEIT S . R RIS R HEhE
M SR DR ATESR S8 e HRIRE IS %{%Y-%m-%d %H:%M:9%S}t @ JIFEFFAIEER - 3
SR REC T ES -

CLF Bt esayi IRGECAS ZUPABA Al LU "begin: " B "end: " AR, RMEALL begin: FHEH
(FE%) > RIZARE R ORI AR o 40SRLL end: BHEH - RIREAGCERHERIIRE - 2d
PR SORBEFGSRARE ] . B0 > CLF BIfres sz MYIAIATAREE - sh 81 su 1%

{begin:%d/%b/%Y %T}t.%{msec frac}t] \"%r\" %>s %b

CLF Htfres vl s U E AR SR T YIRS AR

sec

Epoch ZI&HIMEL, i EINHHRECEINTESAT os S,

msec
Epoch ZiZHV=ZME
usec

Epoch 212V
msec_frac

oY H (R EREC HIAT 251 %6f 15 E #47H)
musec

Tob oy 9 (S IR R BEC HIAT 251 96f F5E #47#)
EEEITIA S RS R R RO AYEC S, - T DMEAHRE P R FIRR K

format=%h %1 %u %{sec}t \"3r\" %s %b
format=%h %1 %u %${msec}t \"%r\" %s %b
format=%h %1 %u %{usec}t \"%r\" %s %b

BRI AL E0F - B ERS A & AV R EI T s s N e Bf . T DA I 21
%{formatit #fL. FIU > ERE N ESZ PG REES - BT (IR REECEIREEN of fEEH
TRLAAN » It m] DU A& PV REIRGED ¢ $(%d/%b/3Y $Tht.%{msec_fraclt .

"request_time_sec"

"remote_auth_user"

"requested_url"

"server_name"

"self_referential_server_name"
"connection_status" - HUAT& 5 E AV R AT

HUAR S A5 F 2
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i Zi=A

ST "received_bytes"
'30": "sent_bytes"
"9SS "transferred_size"

pan > FEEER CLF HATesHfit winlog B¢ filelog HURUERMAVELEE » S5TEE THIHAE -

[filelog|clflogs]
directory=D:\Logs
include=*.txt
parser=myclf

[parser|myclf]

debug=yes ;Note: use this option only while debugging and set it to ‘no’ when used in
production.

base parser=clf

format=%h %1 %u %b %t \"%r\" $%s

FEBEFRILAIEAIDER T + 7 c1£logs U (BIANME directory=D:\Logs HIi) UMK mycl s
o myclf HfrEsE S ER FHaHRE T prdtas =X £ HYEC 8k
HNEINTES » (HAFETHEY{E & debug=no,
HINTEEFE CLF FE4fYEE8%
FHEENTEA CLF B4Rt - VR AR T E A ERRS . Bl -
format=%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User Agent}i\"
{HFI#ED % (Referer}i Ml % {User_Agent}i WYFEZEMMM @HIRIE VRealize Log Insight falfkes I - &H%
T Fy referer fll user agento
AT RIBGC T a5 81 CLF Hffras
e DLEIT e HE TR RS =AY Apache 50§k .
FHEAWT BT S AR

o
o
o

format = %$h %1

{

o

d

o

b

o

u a, Y $H:%M:%S}tt \"$r\" %>s %b

WFRAIEEHETHE - CLF BItrasg BulE (T B Shirai@iEc st es B ShEntr st SRKERE
EALEIEL S

B ERRC RS PR H R TIRFEIAS U R

HETR R 3R 4R
S{ult HAiiER - sy format=[%{u}t] [%1] [pid %P] [client %a] %M
%{cult RIS 1ISO 8601 #8=01Y H Al » BFEFFP format=[%{cu}t] [%1] [pid %P] [client %a] 3%M
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WNFE AR RO e RO B s S RIS R HIAT 28

o« A Windows [y Apache THEG{FHIECERAHRR

#ifFl © WA Windows 7 Apache FEREHERAELEFAHAR

LA 4B AT 3 72 s Windows [f) Apache v2.4 77EEE$%4HBEATRE

;ACCESS LOG

;127.0.0.1 - - [13/May/2015:14:44:05 +0400] "GET /xampp/navi.php HTTP/1.1" 200 4023 "http://
localhost/xampp/" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0"
;format=%h %1 %u ${%d/%b/%$Y:%H:%M:%S Sz}t \"Sr\" %>s %b \"%{Referer}i\" \"%{User agent}i\"

; Section to collect Apache ACCESS logs

[filelog|clflogs—-access]
directory=C:\xampp\apache\logs
include=acc*
parser=clfparser apache access
enabled=yes

;Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u %{%d/%b/%$Y:%$H:%M:%S %z}t \"%r\" %>s %b \"${Referer}i\" \"$%{User agent}i\"

EFFIGECIRER
1T BfFHGEEERFSEE (httpd.conf) 27 Apache :

LogFormat "$h %1 %$u ${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e
"${Referer}i\" \"%{User Agent}i\"" combined

o°
=
o°
i
o
(=)
o
=]

o°
=)

o
i)
o°
<

o
<
o°
N
9]

o
o

2 EF CLF HffrastHag

;ACCESS LOG
;127.0.0.1 unknown - 21-May-2015:13:59:35 "GET /xampp/navi.php HTTP/1.1" 127.0.0.1 127.0.0.1
- 0 unknown - GET - 1 localhost localhost 200 4023 "http://localhost/xampp/" "-"
[filelog|clflogs—-access]
directory=C:\xampp\apache\logs
include=acc*; myAcc*
parser=clfparser apache access
enabled=yes
; Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u %${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k %1 %L %m %n %T %v %V %>s %b \"%

{Referer}i\" \"%{User Agent}i\"
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CLF Htfras & #E Ll AE

remote host=127.0.0.1

timestamp=2015-05-13T10:44:05

request=GET /xampp/navi.php HTTP/1.1

status_code=200

response size=4023

referer=http://localhost/xampp/

useriagent=Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0

IEEH AT % M A 7 Windows ) Apache v2.4 $E5R 0S40 REATRE =

; ERROR LOG

;[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

;[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] ([pid 5288] AH00418: Parent: Created
child process 3480

;format=[%{%a %b %d $H:%M:%S%f SY}t] [%m:%{severityl}i] [pid %P:tid %{thread id}i] %E: %M

{

=

;format=[%{%a %b %d SH:$M:%$SSf $Y}t] [Sm:%{severity}i] [pid %P] %E:

; Section to collect Apache ERROR logs

[filelog|clflogs-error]
directory=C:\xampp\apache\logs
include=err*
parser=clfparser_apache_error

enabled=yes

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf
format=[%{%a %b %d %$H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] 3%E: M

next parser=clfparser_apache error2
;Parser to parse Apache ERROR logs

[parser|clfparser apache error2]

debug=yes
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base parser=clf
format=[%{%a %b %d $H:%M:%S%f %$Y}t]

VMware, Inc.
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[pid %P]

o

o
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it RO BRI A O ECERS UM EE, LoD > Apache $EsRECiRiE A _ Rt e E RS SN LAER
BH > M3k Apache §ERECsrig =,

TEFFE R

1 FedEssatsrig=t (httpd.conf) 37 Apache :

LogFormat "$h $1 %u ${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k %1 %L %m %n $T %v %V $>s %b

"${Referer}i\" \"%{User Agent}i\"" combined

2 EFk CLF HffTassHRg -

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf

format=[%{%a %$b %$d S$H:$M:$S%f %Y}t] [%m:%{severity}i] [pid %P] S%E:

o0
=

next parser=clfparser apache error2

;Parser to parse Apache ERROR logs
[parser|clfparser apache error2]
debug=yes
base parser=clf

format=[%{%a %b %d %H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] %E: %M

ELERIHHE ¢

[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

CLF Hffras & ElEcekH H Y LU ML CGE1E +0400 iyl i i I EIfTs) |

timestamp=2015-05-13T10:37:17.042371

request method=mpm winnt

severity=notice

process_1d=4488

thread i1d=272

error_status=AH00354

log message=Child: Starting 150 worker threads.

SLERIHHE -

[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] [pid 5288] AH00418: Parent: Created
child process 3480

CLF Htfras & EElECstrE HAY LU ML GEFE +0400 Bl 15 AT as) -

timestamp=2015-05-13T10:37:27.042371
request method=mpm winnt
severity=notice

process 1d=5288

error status=AH00418

log message=Parent: Created child process 3480
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25 [/ EEC B EIT s
SEFILLEy Filelog Fil WinLog URSEESLERS [/ (EACE (KVP) HIfTEE.

5 [§E/EHACE (KVP) Hffrzs
kvp BT SRR HERE S FHIAHEFTA key=value fFFH. THIFPIRUR kvo HIfTZ5H8E.

[parser|kvp parser]
base parser=kvp
fields=*

B0 > =5 | S-SR 0T AR THIRR R, scope=local; abstract=false; lazylInit=false;
autowireMode=0; dependencyCheck=0;

G kve BINTES > VETRE ZHE T BHUERIIIOL. B140 > ARAHREPFEE
fields=name, lastname, country * {EEATRERT [HRHVE G HETHIATIL (X %ﬁﬁﬁa’%

RO [SEAMEHS I DUV DU S 5 5 - DUE B EM R AT TT.

ﬁ%ﬁ%%lfk%ﬁﬁﬁﬁﬁﬁlsﬁﬂf B LUK SRR T F\J ﬁﬁﬁf RHFITC. SRR TR BRI T A2 IR
FHEFRH > ARG [5EFITsN BRI, B

L TR,

SRR AT YRS S R B SR YE LSRR vaLuE » EIANEIER T  HERGAIEE,
R IER A - AR,

R EN S R AR A,

(DR S TR T - AT DURZEAT. (PR AR e R T

KVP &t s

LT THIRIN ko B ERESHTTE R,
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b

fields

delimiter

field decoder

debug =

AR S [ (E R

HH

SR A E R SR B 2 =050 BH . (5140 » fields=name, lastname, country,

WHRLL fields BEEERFTEMA AT - Qg DURLR U IS0k s i £2 78 Hh A Al s
FICo Bl > AR fields BEIETI [ x-A | FI [ a*(X+Y) | #lfir - B2 & a0 ek hRpEUE L
L > NSy R R Ry [ x_al f1 Ta__x_y | Bifir. 1= v B REEUA S Shoa (L e
firo

MG fields BEIAE S [ * ] GEEKE wp HINTEE H BN/ ECE) - Al gs
AR [ 38T IT+EaE | T (2 L (ERREs ) oM. HMpTA RS TEE@sieeE -
MIEEHA AR AR o 15 A Ak 5 AT SR D0 S R R S AR

BN

TEE IR A2 TTT . Tab, ¥i{TFT. EE R TEFTT.

WIRAARE PR EE R IRATSE v BT S & 6 TR D B S T 5

o SR THEE T PR T e 8 S R R 7 BTt - R E Wi e s [ 2 R T E 2. B4
delimiter = "#~|"o MLERBRZE RS SHEENEETITERHES IR B kv J
Mres » (B B R BTk . AT DA E 26 P B & TR S PR AP SR AL A o3 BT 55k o

B > delimiter = "#~1\t\r\n\s" FRIlt=UEIE Tab, ¥{TFIC MU SRR, AR
MBS BMOVHERRETFIC B B EZE R T IR I RERTE - SE TR 2= A&
TOIE Ry 5 bR R REE A EC AT A AR ETT T\ > 4] delimiter="\s",

FLIREITE5EE f5 JSON F&R » Hp RS [ H] 2 8GRI 28 2 M AY445 - B AR
fir 2z HbTEs I AR o

FHE AR BT 25 S B AR BT SR AR5 E R AL .

TR FE-[EECH R (BIROES IREC SR IR S B I A s esd ke A .

BN, debug = {HA[ Sy ves B noo HNFINTES - (HEETHER{E Sy debug=no.
EEBIHRUE By ves B > fTH]LUME 1iagent_<date>.log PRI E B HIHYEEAIRC# o

G EE
KVP MESSAGE = * (MESSAGE ENTRY AR M ZEAS oy R ST H OB B
[WSPR])

MESSAGE ENTRY = KVP / FREE TEXT THH R 5 S/ B SUE R ERLF

KVP = KEY ["=" VALUE]

KEY = BARE KEY / QUOTED_KEY

FREE_TEXT = "="

BARE_KEY = *1BARE_KEY CHAR

BARE_KEY CHAR = %$0x00-08 /

RO IH/ERE . AR KEY [RECRIREE SR VALUE » AIFENRE A Ry ESCE I LA

ISR G W R RS T s,
=/l

BReEgE . Z2Akel TAB ZAMATIFIT

$0x10-19 / %$0x21-3C / $3E-SFF

QUOTED_KEY = 0x22

*1 (QUOTED STRING CHAR / "\"

0x22

/D —(E LS [ TR (ER I R R T

CHAR)

QUOTED STRING CHAR = $0x00-21 / EREES (55 7 SN T

%0x23-FF
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R5l# EE

VALUE = BARE_VALUE / QUOTED_VALUE
BARE VALUE = *BARE VALUE CHAR FEHZAEHFTC

BARE VALUE CHAR = %0x00-08 / fgzefgal TAB Z AN FIT
$0x10-19 / %0x21-FF

QUOTED VALUE = 0x22 DUEES [ e FIr T 8. BB BRAMRAFRETIT.
* (QUOTED STRING CHAR / "\" CHAR)
0x22

KVP Hffres s REdH 5]
R LI ZE R £ields=> EITATAMIOL

[parser|simple kvp]
base parser =kvp
fields=*

IR IR A 5 L AR 25

[parser |mykvp]

debug=no

base_ parser=kvp

delimiter="#~|"

fields=*

;OR fields=scope,abstract,lazyInit, autowireMode,dependencyCheck
field decoder={"fieldl":"fieldl parserl"}

[parser|fieldl parserl]
base parser=clf

format=[%{valuel}i]]

field decoder={"valuel":"field parser2"}

BT LI KVP 228%

Configuring transport... proto = cfapi server hostname = LOCALHOST ssl = no port = 9000
reconnect = 30

TEFE KVP B asalis -

[parser|kvp log parser]
base parser=kvp
fields=*
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KVP Hlffras g EE 2L MM -

proto=cfapi

server hostname=LOCALHOST
ssl=no

port=9000

reconnect=30

st EAHSET - EFEIRERT (=) ATEA —EERELERRS [ > RECEETERES ~ BHE
KVP Eiffres - NAE GRS ZEERL - ErTaeEE Ul A& sseE M @] DL R e 2 fRE EIATHY
TR Ao A AT 2 o

#R  REEAIE R KVP ST es#Ee b
FETBELEY KVP It a5l

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser |my KVP parser]
base_parser=kvp
fields=*

HERY KVP Hffras ]

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser|my KVP parser]

base parser=kvp

fields=*

field decoder={"fieldl":" fieldl parserl"}

[parser| fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":" fieldl parser2"}

IRFfEI B B 2s

timestamp SINTES NG E LML - i S H i AN 7 SRR DIZ B RIS R RS =0 (B UNIX
epoch #44 > B > 1970 £ 1 B 1 H (4F18 UTC/GMT) #248).

Wi FEAYAHBE TR By formato 40 > format=3Y-%m-3d %H:%M:%S,

B CLF HtrasA[E > timestamp HIATEs ] DI IR EL 2 )2 A Sy BRATIRAVIFE - G4

SASB%dSHIMSS%YSzZo
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timestamp Hffras{EHAVEZRELIT -

'$a': Abbreviated weekday name, for example: Thu

"SA': Full weekday name, for example: Thursday

'$b': Abbreviated month name, for example: Aug

'$B': Full month name, for example: August

'$d': Day of the month, for example: 23. strftime() expects zero-padded (01-31) digits

for this specifier but Log Insight agents can parse space-padded and non-padded
day numbers, too.

'Se': Day of the month, for example: 13. strftime() expects space-padded ( 1-31) digits
for this specifier but Log Insight agents can parse zero-padded and non-padded
day numbers too.

'$f': Fractional seconds of time, for example: .036 'f' specifier assumes that '.' or ','
character should exist before fractional seconds and there is no need to mention
that character in the format. If none of these characters precedes fractional

seconds,
timestamp wouldn't be parsed.

"SH': Hour in 24h format (00-23), for example: 14. Zero-padded, space-padded, and non-

padded hours
are supported.

'$I': Hour in 12h format (01-12), for example: 02. Zero-padded, space-padded and non-

padded hours
are supported.

"Sm': Month as a decimal number (01-12), for example: 08. Zero-padded, space-padded
and non-padded month numbers are supported.

"SM' Minute (00-59), for example: 55

'Sp': AM or PM designation, for example: PM

'$S': Second (00-61), for example: 02

'$s': Total number of seconds from the UNIX epoch start, for example 1457940799

(represents '2016-03-14T07:33:19' timestamp)
'$Y': Year, for example: 2001
"$z': ISO 8601 offset from UTC in timezone (1 minute=1, 1 hour=100)., for example: +100

FLAtAR G AT R RIBEC BT es 12 > (BHE &R HA G2 BRIV .

o
Q

Year divided by 100 and truncated to integer (00-99), for example: 20

'$g': Week-based year, last two digits (00-99), for example, 01

'$G': Week-based year, for example, 2001

'S Day of the year (001-366), for example: 235

'su': ISO 8601 weekday as number with Monday as 1 (1-7), for example: 4

'$U’ Week number with the first Sunday as the first day of week one (00-53), for example:
33

VA ISO 8601 week number (00-53), for example: 34

"Sw' Weekday as a decimal number with Sunday as 0 (0-6), for example: 4

TSW! Week number with the first Monday as the first day of week one (00-53), for example:
34

TSyt Year, last two digits (00-99), for example: 01

WRARER format 2H > Timestamp HIHTE5E {6 A THSAE A ST REIEEC
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EEUS IS Gl

AR RV BT &5 E A8 SR G U 5 B I BGECEIT &S - SUBMTE field decoder HI{HE

timestamp K EFENIEIATES - MERR E B EEGCHITas . PIan -

[parser|mycsv]

base parser=csv

debug=yes
fields=timestamp,action, source id,dest

field decoder={"timestamp": "timestamp"}

i) © BA TERAH AR R R HIbT R
I FIRE T B THEYAHAERY timestamp HIHTES o

[parser|tsp parser]
base parser=timestamp
debug=no

format=%Y-sm-%d $H:%M:%SSf

EER timestamp HAfTasELEAEIATES (B2 CSV Hffres) B - 5515 MYIMHAR.

[parser|mycsv]

base_parser=csv
fields=timestamp,action, source_id, dest
field decoder={"timestamp": "tsp_parser"}

TEFILAAREE » nycsv HINTES G A HRE TS E Z LIEHIRL - 13 H timestamp BV EHIT
tsp_parser, W tsp_parser fHHL AR EEGED - (EMEs &R LR RGO AR REskan R .

EEUEweSHIlNES:

EEhEIMTas o] B EH—1T AT 200 {E5 TR RIEGEC . HEENZ R HEECAIRE R timestamp H

rasHyts = AHE

HENEINTes R A EMEE. BT BB RRED - R 3/ E RT3 E ml s R s H T - BEENE

SRAERERARS [S/ERCY - WARE SR

[filelog|some logs]
directory=/var/log
include=*

parser=auto

BN EMEINTES > L] Ry B BhEINT 5 E BN

[filelog|kvplogs]
directory=C:\temp logs\csv-itbm
include=*.txt

parser=myauto

[parser |myauto]

base parser=auto
debug=yes
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WERICE R B BB EUH debug - A HIEIRN FINTHYHALE N G140 - AR B EhEIfTasst Bk ECH:
T LR A R ik P AE T IR EE AR A B A

HREIMTES > (HEETHE{E R debug=no.

i AT > EfRIRERT (=) plEA —(EERELRIRS [ - RESEEEHEBEITES
WREGEAT ZREMMNAL > B REEE Ul MIESRRE IR 100] DACR 5 7 75 2 S AT L 2 o
KVP HEilffras.

Syslog Hl[tfrzs

Syslog H#r25% 2 message_decoder Fl extract_sd #EIE » i H @ 58 M fEiE T © RFC 6587,
RFC-5424 #1 RFC-3164,

X E message_decoder #EIE

Syslog Hffr&s Al A — A% ZETHA message_decoder #EIH. THax A G timestamp I appname
WML B4 liagent.ini fEZEHHHVAHREE R E AR N7 H] > B message_decoder #ETH :

[filelog|data logs]
directory=D:\Logs
include=*.txt

parser=mysyslog

[parser |mysyslog]
base parser=syslog
message_decoder=syslog message decoder

debug=yes
[parser|syslog message decoder]

base parser=kvp
fields=*

gufyl © % message_decoder BEIHAETTHIHT

NyFEFIEEREFIEE - DU HETE R message_decoder #ETH . Syslog HHT2sHr e 2 S
fir

m FEfIEA
2015-09-09 13:38:31.619407 +0400 smith0l john: Fri Dec 5 08:58:26 2014 [pid 26123]

[Jsmith.net] status_code=FAIL oper
ation=LOGIN: Client "176.31.17.46"

»  EH] message_decoder ZEIHLI#T KVP Hffra8 2 Syslog HiffrasEHElyEE -

timestamp=2015-09-09T09:38:31.619407 appname=john status code=FAIL operation=LOGIN:
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SE extract_sd BEIHDIHIMTES L ER

4

HETH

e

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog_parser
[parser|syslog parser]

base_parser=syslog

extract sd=yes

il © iFEiE extract_sd BETEMETTHIMT

SEHIATEEELER - FHEBK 1iagent . ini R TAVHRRERE RO TFIEH] -

EZH extract_sd

THE IR R E B > LR RS E By extract_sd #EIH > Syslog HIFTESHiYg 2= HEHAIMIAL

m FIEEY  <165>1 2017-01-24T09:17:15.719Z localhost evntslog - IDA47

[exampleSDIDE@32473 iut="3" eventSource="Application" eventID="1011"]

[examplePriority@32473 class="high"]

1411

m Syslog HIffras & MYIMIALHYE 20

timestamp=2017-01-24T09:17:15.719000

pri facility=20
pri_severity=5

procid="-"

msgid="ID47"

iut="3"
eventsource="Application"
eventid="1011"
class="high"

appname="evntslog"

s R {17
HIbT s G S B B EECT IR

RFC 7% pri_facility pri_severity
JE RFC

RFC-3164 X X

RFC-5424 X X

Syslog HffrasHETH
T FEEREA R Y Syslog #EIH

VMware, Inc.
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b

message decoder

extract sd

#ifl © RFC-5424 FLAEHIfT

S

S B SR PO LA 738 . BT 5 PO IATES (i [ auto )
ST 5 T F T35

B LR

extract_sd ML yes o no i, AR, BT extract_sd
SUIERS » BRGSO P T S -

NHIEBIRUREE Z Syslog ¥ TERERTHIFTAYR [ - WRURIERSEEFIRVAHRE . #EIFE R Syslog

HIAfr BTG 2 AL o

m ZHER:
[filelog|simple logs]
directory=/var/log

include=*.txt

parser=syslog

w  EEEZREEATELENST

<165>1 2017-01-24T09:17:15.719Z2 routerl mgd 3046 UI DBASE LOGOUT EVENT

[junos@2636.1.1.1.2.18 username=\"regress\"] User 'regress' exiting configuration

mode - Juniper format

»  Syslog H#fras#r 2 H (AR -

The following fields will be added to the event by Syslog parser:
timestamp=2017-01-24T09:17:15.719000

pri_facility = 20
pri_severity = 5
procid = 3046

msgid = UI_DBASE LOGOUT_EVENT

appname = mgd

#ifl © RFC-3164 fEAEHHT

THE T B 25 FAY4HAS . RFC-3164 S Syslog #rild 2 (R .

= ARE:

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

w  EEPEZAEZEFTE ALY RFC-3164 Ff:

<13>2017-01-24T09:17:15.719Z routerl mgd 3046 UI_ DBASE LOGOUT EVENT User 'regress' exiting

configuration mode - Juniper format

VMware, Inc.
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m  Syslog HffresHr i 2 EERIRIL

timestamp=2017-01-24T09:17:15.719000
pri facility=1
pri_severity=5

appname="mngd"

PEECE L oy PR E AT s

TECEN S IRE (LTSV) U E M fR(E (TSV) HYEE
LTSV fEZ S EEC G ARG RR . FEMAE 2L <tas> 7368 - H¥EAIREMNE. EEMESE : 7o
o HEET LTSV f85% - (FTLLEMBRIA <1an> (B1 TSV HsUARIRI) 53 BITACHIATEE—FT » 30 P — L
TEAR R (AZ IR EIRR) . WFRAR LTSV ERAMSRIVEFAEN - 5528 http://
ltsv.org/s

P LTSV Hiffrgssiis

g : LTSV ekl
LTSV Hfre3 A 2w AR BT, (A LTSV HhTes - AT ENE 1esv SIfTeiais.

[parser |myltsv]

base_parser=ltsv

LTSV EZELEFFE M ABNF 18302 LTSV A @ryirycalIFf .

ltsv = *(record NL) [record]
record = [field *(TAB field)]
field = label ":" field-value
label = 1*1lbyte

field-value = *fbyte

TAB = %x09
NL = [%x0D] %x0A
lbyte = %$x30-39 / %$x41-5A / %$x61-7A / " " / "." / "-" ;; [0-9A-Za-z_.-]

fbyte = %$x01-08 / %$x0B / %$x0C / %$x0E-FF

host:127.0.0.1<TAB>ident:-<TAB>user:frank<TAB>time:[10/0ct/2000:13:55:36 -0700]<TAB>req:GET /
apache pb.gif HTTP/1.0<TAB>status:200<TAB>size:2326<TAB>referer:http://www.example.com/
start.html<TAB>ua:Mozilla/4.08 [en] (Win98; I ;Nav)

FaHH LTSV 4HRE#EG] - SCEkAy AT REE B T YR

host=127.0.0.1

ident=-

user=frank
time=[10/0ct/2000:13:55:36 -0700]
req=GET /apache pb.gif HTTP/1.0
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status=200

size=2326
referer=http://www.example.com/start.html
ua=Mozilla/4.08 [en] (Win98; I ;Nav)

H ARG
BOMASEERIY LTSV Biffres. Fak&ER LTSV fHih. EEEIPA LTSV [Hil > 558 A debug=ves.

[parser |myltsv]
base parser=ltsv
debug=yes

BAIRUESER > LTSV BT eSSk TE B RUZEEAE . LTSV FMTes BRI 2 (e i i ToT. K
GCT_1). BB T )PURBEATSE ([-]) Foot. Wiatstd &/ DFF — S 2 - QT
o BIEEELREAER RIS EMA 4. WSRFEFESLHE  AERMEECmE e
TR 27

it filelog EEERERE LTSV HfTEs

G o LB filelog EERERE LTSV Hffres.

[filelog|simple logs]
directory=/var/log
include=*

parser=ltsv

Regex Hirzs
regex BIFTES B EEHYBRHE Al — s HE Rt

vRealize Log Insight ({EEfE= & (i f C++ Boost f2J& regex » ifRH] Perl 584, wDIEEfEER S
BHAREREFHA R RE R A > 2KERE regex Mg, fl41 ¢ (?<field 1>\d{4}) [-](?
<field_2>\d{4})[—](?<field_3>\d{4})[—](?<field_4>\d{4})

BHHTPPTE BV 2HE (140 : field 1. field 2. field 3 K field 4) A E¥%MEREEUAIME M HY
fii. BEEATHIFRX

o RAGEE B PR E VST TE vRealize Log Insight HYA RN A7 .
n AREAUEEEEETEIORES [ Fot.

»  AREBHEN R BB T

IR FR BRI AHE - HIAHRRE R

Regex &8585

regex HINTERAYIHE—V BEBEIE Ky format B,

A DAE R H A S A RIS # debug B8,
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SHAR

BT regex HIffEs 0 F5HH regex fify base _parser - ARk format #EIH,

#iff] : Regex 4HAEHI(
#ify] : HAT Apache sCEkEIG]
TNHEEIE AT 1234-5678-9123-4567 -

[parser|regex parser]

base parser=regex

format=(?<tagl>\d{4}) [-] (?<tag2>\d{4}) [-] (?<tag3>\d{4}) [-] (?<tagd>\d{4})

[filelog|some info]
directory=D:\Logs
include=*.txt

parser=regex_parser

GERGRIT

tagl=1234
tag2=5678
tag3=9123
tag4=4567

EE(EM regex HIfTEACHINT Apache 5Ci% > 55/ Apache SLEREHURIERY regex &3 -

[parser|regex parser]
base parser=regex
format=(?<remote host>.*) (?<remote log name>.*)

(?<remote auth user>.*) \[(?

<log_ timestamp>.*)\] " (?<request>.*)" (?<status_code>.*) (?<response size>.*)

GERERUR

127.0.0.1 - admin [10/0ct/2000:13:55:36 -0700] "GET /apache pb.gif HTTP/1.0" 200 2326

remote host=127.0.0.1

remote log name=-

remote auth user=admin

log timestamp=10/0ct/2000:13:55:36 -0700
request=GET /apache pb.gif HTTP/1.0
status_code=200

response_size=2326

FHIFE SRR Apache BRI S — (&I .

[parser|regex parser]
base parser=regex
format=(?<remote host>.* (?<remote log name>.*))

(?<remote_auth user>.*) \[(?

<log_timestamp>.*)\] " (?<request>.* (?<resource>.*) (?<protocol>.*))" (?<status_code>.*)

<response_size>.%*)

127.0.0.1 unknown - [17/Nov/2015:15:17:54 +0400]
remote host=127.0.0.1 unknown
remote log name=unknown

remote auth user=-

VMware, Inc.
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log timestamp=17/Nov/2015:15:17:54 +0400
request=GET /index.php HTTP/1.1
resource=/index.php

protocol=HTTP/1.1

status_code=200

response_size=4868

RS EHIH

EAHAMEfrEs (40 CLF HIMTEs) MHEL » regex BT @R E 2 EIR . AIRSR] DAE A H A S8 A A
sLBk o B SRR A E L EIMTER I A (LA regex Hffres - U\ﬁéfﬁﬁ{%é’\ﬁﬁﬁéo
WERARFR a5l H M regex HiifTss - BEEERSWIMERER. TYIEGIBIRHEHE HRRE
GERHVAHRE. LERpIHEE B A AL EAYRIL .

(?<remote_host>\d+.\d+.\d+.\d+) (?<remote log name>.*) (?<remote auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.*)" (?<status_code>\d+) (?<response size>\d+)

JSON Hitfr#s
fEATLUEET JSON HBINTRR4HAE » DUEA BRI BT JSON ik

A LUKy FileLog Al WinLog Y Eass E R 7 IR{EH (CSV) Hffrés. Log Insight ({EEFZZ( JSON Hif
as I AREY JSON 5i8k. My JSON SLek It a5 & (Ha 22 EHEE R

#HJ JSON HIffEstHRE A4 Log Insight (EEREACHHL JSON ZeakhAvATAMIL. & JSON Fii#kA
%LAE—E’J%E%“E JSON P (] & &2 (i JSON #ff) AR EHIT - HIfTes & i ARLR ) FokepE
FIR JSON PfERIE =g JSON #fHeyaf. B8 R¥ErTREd vl EHE SRV 2. 05 JSON
seiRiE ] Al BT RS E iy - HREE I LT RSP EIES [

JSON Hffresth &4 ftif fy fields HYRFEEEH.

JSON #7238 [ fields | 75
ERTLA#ER fields BEIAAEMHRE PR EZHINTHUMIOL . FEERIEAY H HY 2 BN BRI JSON ECakiyTh

&b
HEo

HeE R TR RN > COEIEERTRR JSON JTERIVEREE. FFEHY JSON ¥ /aE %S () F
TEAKBRBH o
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NHIE B g SR R A B M AT JSON

SCERHTEBIAHRE
2T JSON &
BLERE . FHSE TAIE

{"operation"

{"timestamp"

SLERTHIZETTER - MRFTR TR Y K fields BEIHAVRH

"2018-11-22T15:28:58.094000", "thread id"
"log severity"

: "0x05673",
"log_message"

"info",
"operation result" "success"}

"initiator"

HE T

ang=|

: "connector",
"Requested connection to the server."},
5 HEENT R A EHT JSON #7{4 (41 timestamp. log_severity fll log_message) °
gl [hEfIsE
H operation_log_severity ="info"

[parser|json_parser]

base parser=json

BSELUT
A THIME4EEE - operation_timestamp ="2018-11-22T15:28:58.094000" >

fields=operation.timestamp, operation.log severity, operation.log message
w EEEEITEL(E JSON Wit » SE AMIIFREAR » MR AT 2SR (7)) FoTo
{"product name" "LI Agent",
"operation" {"timestamp" "2018-11-22T15:28:58.094000", "thread id"
"0x05673", "initiator" "connector", "log severity" "info", "log message"
"Requested connection to the server."}, "operation result"
"success"}
» 5 BT operation Wi > E{HE M T HIGHAR
[parser|json_parser]

base parser=json

fields=operation.*

= YR JSON S &y - HAEREEI YIS E TR @ sHEHRE P AR TTRRS > A5
HHIAHRRATR -
{
"Records": [{
"object": {
"key": "/events/mykey",
"size": 502,
"eTag": "091820398091823",
"sequencer": "1123123"
}
by
{

"object": {

"key": "/events/user key",
"size": 128,
"eTag": "09182039000001",
"sequencer": "1123231"
}
by
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"object": {
"key": "/events/admin key",
"size": 1024,
"eTag": "09182039547241",
"sequencer": "1123213"

w BT E ORI key Fl size JTE  SEFR NYIAHRESRE L TFIRRAL -

recordsO_object_key="/events/mykey"
recordsO_object_size=502
records2_object_key="/events/admin_key"

records2_object_size=1024

[parser|json_parser]
base parser=json
fields = RecordsO.object.key Records(O.object.size, Records2.object.key,

Records2.object.size

am

w  CEEHTATAIESITERA key ML - SEEEA THIRHAS -

[parser|json parser]
base parser=json
fields=Records.#.object.key

w  CEEETATAMAL > S5 fields BEIHBLENE (%) FoT. HAHRSAHE N THERHY JSON HffTEs4HAt

[parser|json_parser]
base parser=json
fields=*
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220

WFRIEFT LR 22 vRealize Log Insight {CHEE > SR A G224 (UERE B FE R EITHE
,ﬂi‘o

AEEE G NI

m  fERZEE Log Insight Windows Agent

m R ZA8E Log Insight Linux LR, RPM &4

m  fiEERZAAE Log Insight Linux (LEFfE= DEB &4

m fEERZAE Log Insight Linux fCEFERS bin B

. FEIERRZLEE Log Insight Linux ({EFEZ bin &4

fiElRZA4E Log Insight Windows Agent
AT LAE Windows #Efil &/ (REF1ThEE] E R Z4E Log Insight Windows Agent.

DR

B AL vRealize Log Insight Windows ({FHF2=(HY Windows 25 » 78 B Eh Ak B E B & DIRERY
vRealize Log Insight {CHEFE SR B 208

a2
1 FiHERE > BXRThEE.
2 #EH] VMware vRealize Log Insight Windows Agent » ZR1& 17— T RBERRZEEE

SR
filir2z 2 &2 1F VMware vRealize Log Insight Windows Agent JRF&IG 1 4 fE i HifE 22,

fEk224E Log Insight Linux fEIFZ=t RPM &4
Hu] DLf# IR 22255 Log Insight Linux Agent RPM Ef4:,

NEARAE
n DRBERES 2 EA - 5 sudo STEZEW S,
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B B AZEEEA Log Insight Linux Agent /Y Linux 425 » BRI Im# F 225103 T pgrep liagent »
Y VMware Log Insight Linux Agent E2274% H IE/E#T .

2
* HIT YIS 5 i VERSION F1 BUILD_NUMBER HU{t 5 B 27 (CHRAE 20 i B AR 4H 2 4R 8

rpm -e VMware-Log-Insight-Agent-VERSION-BUILD NUMBER

fRbRZAAEFE0E {2 1E VMware Log Insight Linux Agent ¥582 » Wi{E 2 48R AR B L8k SN TE

fiEbRr27 %< Log Insight Linux ({25 DEB £(F

1A DU Z25E Log Insight Linux Agent DEB &4,

DEARIF:

» DIRERAZFESSSA > B sudo BTG S,

. BAZEA Log Insight Linux Agent i Linux t#g3 » BARES It 2B U#IT pgrep liagent
2 VMware Log Insight Linux Agent £.%24E H IEAE#{T .

Eda

* HITHVIES

dpkg -P vmware-log-insight-agent

GER
R 520G 7 1 VMware Log Insight Linux Agent #5228 > W{E &8 FRE ARG GC8k LUINNYFTATE

~0

N

fEfRZe% Log Insight Linux fCHEEFE= bin &4
el DI{# F vRealize Log Insight f5 S mEA iR 2245 Log Insight Linux Agent .bin &4,

IR
»  DURERZESTEA > HER sudo ST EREMS .

B AZEEA Log Insight Linux Agent /Y Linux f£25 » BRI Im#% F 225103 T pgrep liagent »
E2d VMware vRealize Log Insight Linux Agent E2228E H IF/E 8T .

27
1 EREERT > A TS DIBETE S,

loginsight-agent-uninstall
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2 EiBEtREL N o S EEIREEREE R O > R aHER AP RZ R TR 5E o

echo $?

FEIFEFRZEE Log Insight Linux AEIE= bin &
W ASEE AR F PR 2550 > Al DAF SRR 224E Log Insight Linux Agent .bin &{4,

NEARIE

FENEFRZE Log Insight Linux (REEREE bin E¢f:

n DRERZESSEA > Sl sudo BT EREGT S

. l‘)\ﬁ%iﬁ Log Insight Linux Agent 1y Linux 228 » BARIAIHHE Ee S0/ T pgrep liagent >
7 VMware vRealize Log Insight Linux Agent &22245 H IEfF#U(T.

(352

1 ZEBEEIT THaoF 1L Log Insight Linux Agent 582 :

sudo service liagentd stop B sudo /sbin/service liagentd stop CGEFIFYEE Linux
BT -

2 F#EF%ER Log Insight Linux Agent f£2&
m  /usr/lib/loginsight-agent - }FEE I FE BT RERE ZE H %

m /usr/bin/loginsight-agent-support - A4 Log Insight Linux Agent FE4 TIBARHS
(o

m /var/lib/loginsight-agent - 4HREFEEAERIEFEEE Hi%.
m /var/log/loginsight-agent - Log Insight Linux Agent Y% H $%.

m /var/run/liagent/liagent.pid - Log Insight Linux Agent PID f§2&, #1522 R EE)
B - FEF IR SRR

m /etc/init.d/liagentd - Log Insight Linux Agent {58155 HEH .

m  /usr/lib/systemd/system/liagentd.service
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{TReREH

ERIAYSEEER AR 1 il i B (210 5 IR B vRealize Log Insight (RERFE =/ FZEAHRHHYRTE
ENEAGER IR

m % Log Insight Windows Agent 217 7 FERR S E

m 5 Log Insight Linux Agent 217 7 #2HR 156

m  JEF Log Insight Agents FIHYECEkaFAHE R A)

. EH Ul REET Log Insight Agents

s VRealize Log Insight fAHFE =R AR

= & Log Insight Windows Agent 3 - 5114 MR Hi

m  {F Windows [[Fi ki 7072k H Log Insight Windows Agent (i H 4%
m  Log Insight Windows Agent fy K& HZ R T

m  Log Insight Agents fE48 H T 2 FHY &S

m  vRealize Log Insight {alfik#3TE4EIE IR =AY 224

E Log Insight Windows Agent 217 7 2R 5 E

W1IR Log Insight Windows Agent [K|HHER A M A AL THEAENE - E0] DURFECEEIAH REAR AU A 2k

2 VMware ZHEARS o

1 BALEEH Log Insight Windows Agent #Y H FEH4EES .
2 #%— Windows Fa##it - A% H— T VMware > Log Insight fAEHE - &R L.
3 CEEM) BN A > B E Log Insight Windows Agent fy2245 H $% » AR T

loginsight-agent-support.exe,
fEer FHENZAEEHSEE C C:\Program Files (x86)\VMware\Log Insight Agent

R
PEA BB BN Rl Sy B SRR Y - zip AE
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RETER

TRIBECRI SR AR B A4S VMware SHE A o

& Log Insight Linux Agent /& 17 7 R

A5 Log Insight Linux Agent [N tH IR R AR AN FSHARE - 0] DURFRC SR E AT AR AR A 5 2]
VMware S HEART -
2
1 B AZEEA Log Insight Linux Agent AY H 1455
2 T MlES.
/usr/lib/loginsight-agent/bin/loginsight-agent-support
“ER
RS AR AT H SR EEE Sy - zip FEE

R

FRIBECRR SR AR B IALE VMware SZEEE o

EF% Log Insight Agents FHJECEREFAEHE 4R
AT LI4REE vRealize Log Insight (A HVAHRERE DA HEC 8R4 o

WA

#1174 Log Insight Linux Agent :

» DREAEZES 7B HHEH sudo T EZER S

B AZAER Log Insight Linux Agent 9 Linux #2% » BRI IS #fT pgrep liagent » FESY
VMware VRealize Log Insight Linux Agent BE2248E H IEE#(T.

A Log Insight Windows Agent

B AL vRealize Log Insight Windows {UEFEZHY Windows g5 - A& BBk 5 & B & DIHET
vRealize Log Insight {CIEf2 AR 7 B 208E

1 HEHEE liagent. ini HENERI.

FEERS L2
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 {EE—F4REE PRl 1iagent . ini FEZE,
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3 W liagent.ini % [logging] EEEZTHIZCERHEER .

e (HESERS - ¥ vRealize Log Insight {UEEA AV EROR . TR RIERRE Ry O (HEHEA
AR AN o R AN SRR S R (HEE R 2 AR HEEAE . (#E VMware SRR

BRI A (@SR 1/ 2,

[logging]
; The level of debug messages to enable: 0..2
debug level=1l

4 (FHFWRAEA 1iagent.ini FEZE,

s

SRR

#38 Ul REET Log Insight Agents

Log Insight Agents ShiT{ERSHVMAHR & AN g HIRAEHE Ul By [AEE] =5l k.

O

&R

H

Z4E Log Insight Agents 1% @ A AEEE Ul /Y [{CHERER] EE$E2] Log Insight Agents,

JHA
B AR R SRS 4R B 1iagent . ini f§ZEH Log Insight Agents ‘K IEREATAHRE,

fRIRTTH
o TERIZEEE Log Insight Agents F{ERY Windows 5%, Linux 45 #4582 vRealize Log Insight falfg
Bo
¢ ffESE Log Insight Agents {1 cfapi &/ «
#H syslog @z ER: » Ul Re&EETs Log Insight Windows Agents,
o BRI THIHERRT Log Insight Agents GCiffEHI A%
m Windows - $ProgramData%\VMware\Log Insight Agent\log
m  Linux - /var/log/loginsight-agent/
FEE R RS . AT TR SR . I E RN B EC R R

o ffERE liagent.ini @& HM vRealize Log Insight Al gsATIEREAHRE . 552 E HZ vRealize
Log Insight falfk g5 At e RHEERAT B o
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{# [ vRealize Log Insight {tHFZ=

vRealize Log Insight X R E A

RIEwERVAHRE® B 58 vRealize Log Insight CHFE A A S22 %] vRealize Log Insight {E]fRE5,
SRR IEMERS E — RS R ME "ﬁ’_fﬁ GEFEUIFINEERE © i@ [ CHANNEL_NAME | ArHY
B ERN . EHERE BT > i [ CHANNEL_NAME | B RIR

G

VRealize Log Insight ({HEFE (I TERRIREEE > RBEEXHE L HEMEFEUR VRealize Log

Insight (CHEIFEZ MY [(ZE=00] Bl b RIEMERSE — R iE R U mE .

JRA

RIEwERVAHRE € E5; vRealize Log Insight {CHEFE A4 A S 4RE5 % vRealize Log Insight {E]EEs .

R TE

* EFRAVHIERE, WRESCIEMENSE —RIERRERE, F2RE 4 2 HE VRealize Log
Insight AFERE=

+ 72 vRealize Log Insight Windows ({EEFEZ » 55 ETLL T H(E.

= JIRCEUH Windows 5 - 5t vRealize Log Insight Windows (AEEFEZELEHMENIAE - fiL
Y $ProgramData%\VMware\Log Insight Agent\logO i&ﬁi@AH 3E Subscribed to
channel CHANNEL_NAME HYifE4HREMHRARVECERENE o BH &L HAYEE S Application,
System J Security,

m  WIFCRIERESCEEE o fEH T@E%E?U*EMTWW%?B’JEE%%EHE  fE/ASTRIEE CHANNEL NAME
B RS 0 15007, IAFHEEAVEE. edi@Es. eI ETIIE 15007 HyFEZRIESE
B5o

»  ERORIERERE —MtE R EE » A RE g EEROI TV INERERE © RisiE
"CHANNEL_NAME' FrHUSHYRCEMN. IEMEE Z AT - 188 [CHANNEL NAME | BH{REFAIR

¢ A vRealize Log Insight Windows (LEEFEZUR1 vRealize Log Insight Linux {CHEFESL » HEHLLT
PRAE

o OFRERE —RAERWREE - SRR EEIBIITIINEREE A R R
"filelog'o RIEMERIEZRT » —fiEZEECHERUEE SR ORFFIRHR

VRealize Log Insight {CERFEAECEEHYA AL AT H #%o
m  Windows - $ProgramData%\VMware\Log Insight Agent\log

m Linux- /var/log/loginsight-agent/

R

WMFEAFE VRealize Log Insight (REEFEAVEFAIE N » 3525 E Log Insight Windows Agent Al

2Lz

axE Log Insight Linux Agent,
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&5 Log Insight Windows Agent 3 HH 314 MR AR HI

JEFAE Windows [ Kl fiiFrEr$H Log Insight Windows Agent BYFIF MR A
LR P A7 Windows Server 2008 R2 J; B #AlAS » DIK. Windows 7 Jz B #hR Ao
NBGRAE

n  HEREEAEHE IR P EEEEEEERRS

R
1 EEHUBESA > $dTo
2 @A wf.msc » REHE—THEE.
3 fEAEERTIEREARRN b — MR EGHE - MRS — MR
4 ENBEETIRIGREESCE TYIEH,
I A
2= liwinsvc.exe
Jicz LoginsightAgentService
B E R TCP 9000 (FiJiA cfapi) fil 514 (HI)f* syslog)

5 1 HEEEMLHRAIRECER] Hil b - BEHUEE fIHEHER .

m
= AH
= LA

faE ] DUBEHUPTA MRS - DIRECR A SmaR BRI AL Rofrl - BISMRSCAR RIS EEH1F F HhoikRg

RV ER

HifE Log Insight Windows Agent 528% H #% $Programbata%\VMware\Log Insight Agent\log ifi
BHEE T IECERAE . W BT (a5 E Config transport error: Couldn't resolve host
name fll Resolver failed. No such host is known ° RIJE¥E(E) Log Insight Windows Agent
A1 Windows #gs.

fiaE Log Insight Windows Agent IR 5752 5 77 f K B H 4R 2 (el ik 25

1 Windows [k & 0372k 5 Log Insight Windows Agent £
B 2R

FE Windows K iErE » DLEF Log Insight Windows Agent & vRealize Log Insight {23V
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850 B E) Log Insight Windows Agent k2 1% - Windows AE3s i AL K% o] 5E & PR il A2
vRealize Log Insight {a]ARS2H53H45

AP Windows Server 2008 R2 K E kA » DL Windows 7 K A .
DB
n  HEGREEAEH SR PSR EERERAIR S

E4aE

1 EEHBES > BT

2 @A wt.msc o ZREIE— THEE.

3 FE [EhF] etgh - 2 —TAE.

4 EABEECERE RS IR L o (CE AR T A RE R AR (D)

AR AR B > (K] DUEHFA NG ERE S R TR - BBS U A E S 4R A4 JE R
5 f—THEE-
BEWVER

TEFAE Windows [JiKif&H$t#f Log Insight Windows Agent fERREFSHITEIIMAAR A, 5526 & Log
Insight Windows Agent i Hi FIAMREAR AL .

Log Insight Windows Agent By K& Z(ZE R
HiEfkes Y Log Insight Windows Agent K&EHIZF AR

e

EiEE AR RRIPIHE Windows 48iskifas BT AEHIE Z1% - Log Insight Windows Agent fi&/%
il Ry AR B 2 2

JRA

BEAR R A E T REEBH I Log Insight Windows Agent (i TEREZ4E

Ve

1 GREEAHFERPI (GPO) 3E - WEHEE Log Insight Windows AEHIRER,

a {£GPO Lfr—TNFEAH % TRl NEEE2BIECE > R > Z4GEHEE > 24 >
ﬁAO

b Rk EEBIERE b8 AR R AR R ED 5
c EEFBEIEECE > FR > ZGEEEA > 248 > BHEEA.
d  BUHBENRAEE SRR - 1R ERRRE (B) s 120,

2 {EHIEMES FETT gpupdate /force /boot fi%,
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Log Insight Agents 548 H % FHY /&S
Log Insight Agents $E4% H FH 21V EE .

e
VRealize Log Insight (AR =142 B e F 1R » H i AB E AR 23 T H#HAR

fant ASRETICEAEFEGR TR - ] DUR QR A ESE e Ry 1> DI e En s idliEcsk. W
B - 35280 EF Log Insight Agents fiEE st 4R @4 o

IR
RERFEEC R P B SR R F s e SR A

HE RHE

B EFIREBNES. AR FITFIEE ST . Hi{{ vRealize Log Insight #&&&1F FAE & HIFRILIE Mo

Fo m {11 vRealize Log Insight &ifh A #E R ETTEH R HER
SRR E LR HA WSS ERss > rlRE S BRI B o

EEHFEEERHRENR B2 AR R ERE (RN g T CA FBEE.

£/ ca P,

FRERTT

o HESDHEEHRAATEES HZETR vRealize Log Insight sy T{ERE » A& vRealize Log Insight £
N cert HERFBIMIER Z AU

m 5 Log Insight Windows Agent » 357i{E C: \ProgramData\VMware\Log Insight
Agent\cert,

m A Log Insight Linux Agent » 55Fij{ /var/lib/loginsight-agent/cert,
et VB R G IR O E 2 (EEMVERS. Log Insight Agents A DUBESIA MG E

ssl_ca_path=<fullpath> {HFES KL EZETRETNEIIEEE. # <fullpath> BUCEZ(E
EZ R BEE RS ERE R, SB2HEE Log Insight Agents SSL 28,

VRealize Log Insight {GjflkgstE42I NN TR E 1Y 4R

s RE S EAIENIZ R 20 > vRealize Log Insight (Gl &2 &rfE47E1 Log Insight Agents HYE4R .

#E] ¥ vRealize Log Insight {EIfRSSE%E B ie2JE SSL 845 > 5% Log Insight Agents ¥ 7E fyid
SSL cfapi R EHEEHEEER .

o
i

&

EEEER cfapi FIAIEIIETENR - vRealize Log Insight (Alfikes &EEERY#ELG . ARG
R NAE P —(E$EEREHE ¢ 403 Forbidden 2 403 Only SSL connections are allowed,
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JFA
vRealize Log Insight %€ &R SSL 4% » {H Log Insight Agents RIJz%7E R FHIE SSL 4R,
IR TTH
1 % vRealize Log Insight {alffizasas e Rz IF SSL 4R,
a HEFEHZRSIERK.
b 1£ [BHRE] T - #%— 1 SSL.
c 1 [API fdlflzas SSL] #EEH T - HUMEEHIFREE SSL 4R
d #—TEEF.
2 K vRealize Log Insight fAERFZ A3 E Fyi 8 SSL cfapi Mo E AR X ER

a HEFWE liagent.ini ERIVERI,

fes%4h SR
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

b L3RRI 1iagent . ini
¢ i liagent.ini f&% [server] EETHY ss1 K5 [HBEEE R yes » Wkl EEE K

cfapio

proto=cfapi

ssl=yes

d @#FILEAPA 1iagent. ini 82K,
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