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B—E & S Mg iR =UaRE

IR AFABORESE A SRR, BB G B, R A ]
FHAEER, ARG T RS IR AR A EUHE .

BF

o TR Jetc/inittab K52, WERHBILL FWAT: 1s:S:wait:/etc/init.d/rc S fll ~~:S:respawn:/

sbin/sulogin,

BEREEXVESEAEIIRRE

TR BANE AR, MR LERfHEIR S

2

& OPIEAT host:~ # cat /etc/passwd T2, HERHELAABE(S HF IR .

bin:x:1:1:bin:/bin:/bin/bash
daemon:x:2:2:Daemon:/sbin:/bin/bash

haldaemon:x:101:102:User for haldaemon:/var/run/hald:/bin/false
mail:x:8:12:Mailer daemon:/var/spool/clientmqueue:/bin/false
man:x:13:62:Manual pages viewer:/var/cache/man:/bin/bash
messagebus:x:100:101:User for D-Bus:/var/run/dbus:/bin/false
nobody:x:65534:65533:nobody: /var/1lib/nobody: /bin/bash
ntp:x:74:106:NTP daemon:/var/lib/ntp:/bin/false
polkituser:x:103:104:PolicyKit:/var/run/PolicyKit:/bin/false
postfix:x:51:51:Postfix Daemon:/var/spool/postfix:/bin/false
root:x:0:0:root:/root:/bin/bash

sshd:x:71:65:SSH daemon:/var/lib/sshd:/bin/false
suse-ncc:x:104:107:Novell Customer Center User:/var/lib/YaST2/suse-ncc-fakehome:/bin/bash
uuidd:x:102:103:User for uuidd:/var/run/uuidd:/bin/false
wwwrun:x:30:8:WWW daemon apache:/var/lib/wwwrun:/bin/false
nginx:x:105:108:user for nginx:/var/lib/nginx:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash
tcserver:x:1001:1004:tc Server User:/home/tcserver:/bin/bash
postgres:x:1002:100::/var/vmware/vpostgres/9.3:/bin/bash

EiEERVERA

BT R AR B, DARECR RSB AT AT AN B O R AH Bl AR A7 TBURE

EF

o EHILLHAT <host>:~ # cat /etc/group fp%, RHERBELAAEFEAA AL B B A

audio:x:17:

bin:x:1:daemon

cdrom:x:20:

console:x:21:

daemon:x:2:
dialout:x:16:ul,tcserver,postgres
disk:x:6:

floppy:x:19:

haldaemon:!:102:
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kmem:x:9:

mail:x:12:

man:x:62:
messagebus:!:101:
modem:x:43:
nobody:x:65533:
nogroup:x:65534:nobody
ntp:!:106:
polkituser:!:105:
public:x:32:
root:x:0:admin
shadow:x:15:
sshd:!:65:
suse-ncc:!:107:
Sys:x:3:

tape:!:103:
trusted:x:42:
tty:x:5:

utmp:x:22:
uuidd:!:104:
video:x:33:ul,tcserver,postgres
wheel:x:10:root,admin

www:x:8:
xok:x:41:
maildrop:!:1001:
postfix:!:51:

users:x:100:
vami:!:1002:root
nginx:!:108:

admin:!:1003:
vfabric:!:1004:admin,wwwrun

Eik vRealize Operations Manager B 8 1§ (Linux)

I 2R AE Linux 552 1, 418 vApp Bk Linux 223577 vRealize Operations Manager %15,

BF

1 DUREETIET S5 8\ master SN0 755

2 HADL R s, SRR KA T: SVMWARE_PYTHON_BIN $VCOPS_BASE/../vmware-vcopssuite/
utilities/sliceConfiguration/bin/vcopsSetAdminPassword.py —-reset,

A% VMware FEFZEER NTP

SREFTSIORS IR, 7 VMware JEFIS L AP IIRIE (e, 3 HASASRERILEA 2 (NTP),
(SRS AR NTP (RS, DUA TG, NTP RSB MRS, S
SRR R AL

VMware i IS 1t NTP SEERLAGHR BRSBTS . NTP BB, BICEHE I
e AR, A AETREI BT NTP, EBATHERORBITAE, SR IS T AT B A
SRR, 17 NTP SR PEATATMIVEN, 520 NTP 49,

NTP AL fEfE AR EE 2B EY /ete/ntp. conf FZH,
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BF

1 A R TR R 1Y Jete/ntp. conf AHAERES .
2 RS BEARER S root:root,

HHEIR R E 1 0640,

5 SAE NTP s s SHE IR R B i 3, PR /ete/ntp. conf RE2€, TR restrict 17H
FER S

W

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 [HAHATATAE NG B PARE 5 o
s NTP 4@ AN rAHR &R, #5225 http://support.ntp.org/bin/view/Main/SecurityNotice,

£ Linux £ TCP BffIBscEE

TCP R [RIRERC M A F A TS wd i AR R, IR R BRIt B . Heah, SR TEER SR
I TCP R ACA T A AR R4

EF

& [f Linux {5 TCP Hrftkscnl e,

a I net.ipva.tcp_timestamps [{HRIES 0, T sysctl —w net.ipv4.tcp_timestamps=0

ulj/?\o

b TETHKM sysctl.conf fEZE Y ipva . tep_timestamps=0 {H.

RA FIPS 140-2 #&3X

vRealize Operations Manager 6.3 15T FEM 1 OpenSSL M AL R FIPS 140-2, At FIPS
BAR TR RO

WnRA MR PR TR O FIPS B, G IASREEETT 1+ FIPS (B ibd sk, HImIRoH
FIPS 15X,

BF

1 A mod_ssl.so Hi%, FHATIA Fand

cd /usr/1ib64/apache2-prefork/
cp mod_ssl.so mod_ssl.so.old
cp mod_ssl.so.FIPSON.openssl1.0.2 mod_ssl.so

2  ii4niH /etc/apache2/ssl-global. conf #4554 Apache2 4HfE.,
3 8= <IfModule mod_ssl.c> 17, WiAE:%4T Ny ML SSLFIPS on $5% .

4 U Apache 41fE, FEEAST service apache2 restart fiy4 .
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RBEPHERER TLS
IR VTR OR R FRE A L A e

B vRealize Operations Manager 8 E BRI E

— A SSLv2 M SSLv3 il Al e Sl e e AN, RS TLS 1.0 HJT TLS 1.1 A1
TLS 1.2,

Ef:B7 Apache HTTPD HhIEFEFE AERGE

vRealize Operations Manager Ti: & {5 H SSLv2 & SSLv3., A ASefs A fid Firas A2 im
AghiE, A RER RSN

BrF

1 P RTFICHUT grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/
vcops—apache.conf | grep —v '#' @4, il SSLv2 Fll SSLv3 484 ],

mE I E DS, e S er @ m DL g . SSLProtocol All —SSLv2 -SSLv3

2 QUEREMEH] TLS 1.0 miFliE . siftan 242 " T IeHUT sed —i "/A[A#]*SSLProtocol/ ¢
\SSLProtocol All -SSLv2 -SSLv3 -TLSv1l" /usr/lib/vmware-vcopssuite/utilities/conf/
vcops—apache.conf 4,

3 WURETEE) Apache2 fallllids, S AT R T IOUET /ete/init.d/apache2 restart i,

ERRBTE GemFire TLS REE X hIEREME AEMIGE
vRealize Operations Manager T & {511 SSLv3, A s TR Sl Vs A2 idstige, 4
Aeis RGN A

B

1 BedsigE O . Rl e O, S R T Mol %
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'
TEITE A MAIAS R

cluster-ssl-protocols=TLSv1l.2 TLSv1l.1l TLSvl
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep -v '#'

e PG

cluster-ssl-protocols=TLSv1.2 TLSv1l.1 TLSvl
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties | grep -v '#'

e FAIASIR
cluster-ssl-protocols=TLSv1l.2 TLSv1l.1l TLSvl

2 [EHTLS 1.0,

a EEEEHEMEHEN, AR url/adming
b % — NEER,
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c  #H{EJ] SSLv3 M TLS 1.0, 5T Falland

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties
sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

TR ET BE TR AE BR
d EE AR B A,
e & ML&
3 FEHIH TLS 1.0,
a I EMAE A, SEEEEEAY: url/admin,
b & MR,
c  # R {5] SSLv3 A TLS 1.0, #H¥fT FAldr4

sed -1 "/A[M#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1l
TLSv1l" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/A[M#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1l
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties

sed -1 "/A[M#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1l
TLSv1l" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

A ETA R IS (P BR
d EEEREHAMEMEAE, HaEE R
e %ML

5% 7E vRealize Operations Manager {EREXMBH R

TSR e e, A EEE vRealize Operations Manager s T X N 7y, A (e 56
BRI [NE: 2y W T 955 5 B L e W & &t e L O 5 W) | s BV | A E KU ISEE PN e wavd N
AN, I AR B T 5% E o

vRealize Operations Manager 1 7% & {52 H1PA DHE 8@zl S SR DhRE . SEi% A /e T £
Firas SR AL S IS E, T RGIRNEE,

EREXMEAR

fal iR e By s 2 > PRSP a5 =, PoE T TLS T AEBSER i i 4 as 3 TE AN as g i
EREETE Apache HTTPD HRIEFEMEAMEEH
BT e, SR E Apache Httpd HoERESE TN £,
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A Apache Hitpd FROERECE NN B/, SElear SR TITHT grep

SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf | grep

-V '#' /l%é\o

anit Apache Httpd fii HIERERI IS S0, Zar S &= RILL Mg . SSLCipherSuite kECDH

+AESGCM: ECDH+AESGCM : RSA+AESGCM : KECDH+AES : ECDH+AES : RSA+AES : 'aNULL ! ADH: 'EXP: IMD5: !

3DES: ICAMELLIA: IPSK: !SRP: IDH

T EEOE B NS, S S R T IOU AT sed —i " /A[A#]1*SSLCipherSuite/ c

\SSLCipherSuite kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : \ !

aNULL\!ADH:\!'EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!SRP:\!DH" /usr/lib/vmware-
vcopssuite/utilities/conf/vcops-apache.conf @54,

QFPEE 1 Rl TER, SER TS A
B A4 e s T T DH 1 DHE 444007 s &4k,
WA S H R T ICHAT /etc/init.d/apache2 restart x4, HUHTHCE) Apache2 filllkss.

EHEFECETOH DH, S SR T I T sed —1 "/A[A#]*SSLCipherSuite/ c

\SSLCipherSuite kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES:\ !
aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!SRP" /usr/lib/vmware-vcopssuite/

utilities/conf/vcops—-apache.conf ay4, FEEINEELER IDH,

2P R T IUHAT /etc/init.d/apache2 restart #y%, HUHIHCE) Apache2 filllkrs.

ERFETE GemFire TLS BEERXPERFEFRAMEEY
By BTN, SR EE GemFire TLS R b i fefdi i nss &4k,

BrF
1

HEEEIE SO, AR EERTRAT MlaS, Bt iiE C AR

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.properties |

grep -v '#'
grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/
gemfire.native.properties | grep —-v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/
gemfire.locator.properties | grep -v '#'

2 FEIEMER IS,
a R EM S, AR URL/admin,
b AT, R T EEAR.
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Cc AERCEIEMEIINEBEL:, T Molad
sed -i "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-—
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware-vcops/user/
conf/gemfire.properties

sed -i "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-—
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware-vcops/user/
conf/gemfire.native.properties

sed -i "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-—
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware-vcops/user/
conf/gemfire.locator.properties

{1 T B A A R
d EEEEHEMHENm, HAR URL/admin,
e F—TNE#.

§£1¥t Localhost E42EE A TLS

TR, 1% PostgreSQL ¥R localhost iR Al ] TLS, #3HH TLS, &47A ] OpenSSL
EAFIRECE AR, oo R B O,

AR S PostgreSQL 1) localhost 148 f /T TLS, &55e R 8 .
1 fliJf] OpenSSL A ulfe ik H iy H R A G

2 % PostgreSQL 7272 55

3 %1% PostgreSQL /1] TLS

fEM OpenSSL B4 HIRMEACHARTERE

1% PostgreSQL %K localhost i@ A @ fdi ] TLS, 752k TLS, DI OpenSSL A4 H
TR AR EE RS, sl TR B O RS .

n A OpenSSL awA: AR B, WPdT Flan s

openssl req —-new —-text -out cert.req openssl rsa -in privkey.pem -out cert.pem openssl req -x509 -
in cert.req -text -key cert.pem -out cert.cert

HTHRME A CIERS, SESORREER .
% CAcerts.crt HERMIFEAMEEICL, postgres,
m 4l postgresql.conf FZEVA{UE$E4 ss1_ca_file = 'CAcerts.crt.
WERAEAE AT CA SASIIRES, ALK (5 4RI CA JBEEIY CAcerts. crt R ZHE EIAHIH]
Hégrd

5 PostgreSQL R iH:E
$H¥# 4 PostgreSQL 19 localhost JHARRT] TLS B, 24714 PostgreSQL 2285153
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BrF

1 14 cert.pem 248

A WO DN

#F] /storage/db/vcops/vpostgres/data/server.key,
# cert.cert FEEH ] /storage/db/vcops/vpostgres/data/server.crt.
1T chmod 600 /storage/db/vcops/vpostgres/data/server.key #5% .

#H{T chmod 600 /storage/db/vcops/vpostgres/data/server.crt s,

5 #{T chown postgres /storage/db/vcops/vpostgres/data/server.key M chown postgres /

storage/db/vcops/vpostgres/data/server.crt Wi, D server.crt Fl server. key FEZ[1

BEAMENL root 4

§t¥} PostgreSQL B TLS
754 postgresql. conf £

BF

%1 /5 postgres,

%, AHEfESTHENEE PostgreSQL 1) localhost 343 | jilFH TLS.

& AREEN7A /storage/db/vcops/vpostgres/data/ [t postgresql.conf f&ZE, Wil T FAIAET .

a &E ssl = on,

b T ssl_cert_file =

c XT

HARENEARAER

ssl_key_file

'server.crt',

'server.key';

I L VR MR I RS TR B R

APGTOL TR,

BrF

FRE PRI R RS2 B R

1 $#dT Find / -path /proc

1 SUID & GUID £zt

(e B T

354131
354126
354125
helper
354130
354127
354128
73886
73888
73887
73890
73799
73889
73884
73885
73916

VMware, Inc.

24
20
20

24
12
16
84
88
20
84
240
20
92
88
40

—rwsr-xr-x
—rwxr-sr-x
—rwxr-sr-x

—rwxr-sr-x
—FrWSr—X———
—rwxr-sr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rwsr—-xr-x
—rWSr—X———

=

R R R R RRRRRRRR

—prune -o —type f —perm +6000 -1s @2, Bt e ER5%T

polkituser root 23176 /usr/lib/PolicyKit/polkit-set-default-helper

root polkituser 19208 /usr/lib/PolicyKit/polkit-grant-helper
root polkituser 19008 /usr/lib/PolicyKit/polkit-explicit-grant-
root polkituser 23160 /usr/lib/PolicyKit/polkit-revoke-helper
root polkituser 10744 /usr/lib/PolicyKit/polkit-grant-helper-pam
root polkituser 14856 /usr/lib/PolicyKit/polkit-read-auth-helper
root shadow 77848 /usr/bin/chsh

root shadow 85952 /usr/bin/gpasswd

root shadow 19320 /usr/bin/expiry

root root 81856 /usr/bin/passwd

root root 238488 /usr/bin/sudo

root root 19416 /usr/bin/newgrp

root shadow 86200 /usr/bin/chage

root shadow 82472 /usr/bin/chfn

root trusted 40432 /usr/bin/crontab
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296275 28 —rwsr—-xr-x 1 root root 26945 /usr/1ib64/pt_chown

353804 816 —-r—-xr-sr—x 1 root mail 829672 /usr/sbin/sendmail

278545 36 —rwsr—-xr—x 1 root root 35792 /bin/ping6

278585 40 —rwsr—-xr-x 1 root root 40016 /bin/su

278544 40 —rwsr—-xr-x 1 root root 40048 /bin/ping

278638 72 —rwsr—-xr—x 1 root root 69240 /bin/umount

278637 100 —rwsr—-xr-x 1 root root 94808 /bin/mount

475333 48 —rwsr—x——— 1 root messagebus 47912 /1ib64/dbus-1/dbus-daemon-launch-helper
41001 36 —rwsr—-xr—x 1 root shadow 35688 /sbin/unix_chkpwd

41118 12 —-rwsr-xr—x 1 root shadow 10736 /sbin/unix2_chkpwd

2  #7 find / -path */proc —prune —o —nouser -o —nogroup %>, R vVApp HIITA Ik 2 #0
HEEAH

IREATHRBUTATATR . R AR S AP

3 {7 find / -name "*.*" —type f —perm —a+w | xargs ls -1ldb 3%, KBt vApp FATHHEE
AORERR, B AR LR A BAT A N EBREES N o

15 SeR AR —E A SRR xx2,

4 4T find / -path */proc —-prune -o ! —user root —-o —user admin -print @72, MZiE

BERESINPEA & AL IR BT
IREAT R BUTATAT R, 2R ARSI root 5K admin,

5 47T find /usr/lib/vmware-casa/ —-type f —perm —o=w #72, (R /usr/lib/vmware—casa/ H%#
HAPRO RS ZE A BT A BB RS NI

U TSERIRAE HBULATA R

6 ¥4T find /usr/lib/vmware-vcops/ —type f —perm —o=w w5, HEff /usr/1ib/vmware-vcops/ [
SRR AT A ABRE RS NI o

PUTICIRIRAEHBUEATAS R

7 YT find /usr/lib/vmware—vcopssuite/ —type f —perm —o=w iy2, ffEff /usr/1ib/vmware—
veopssuite/ HEEH IR ZATATAT AFBREZS A

U TSE RIRAE HBULATAT R

i%FE PostgreSQL A FisER:S

BATLARBUE RS T H Pt . B T DABUE RGUE TS TEE . 15 BT s AR B = (B
PORHHURAL L 1) VA PostgreSQL T%ﬁﬁ%‘ﬁﬁ%m_m, AT S AR SRS AR, o
AR R A Bl A A T IR P AR AT, i) 5 —REERRE T 12 md5 ik e FHRGROE . aifife
AT ST A AN E B AR md5,

X0 ULTE /storage/db/vcops/vpostgres/data/pg_hba.conf H14k %] Postgres R4 TS FH i
%E;DE* AHREREE o RHMERRC S T B AR £ MGHAR % E md5,

ﬁu
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X0 UAfE /storage/db/vcops/vpostgres/repl/pg_hba.conf H14k %] postgres-repl Ak 804 TR R FH
Pt AR E o R ERR S PIT A ARG EHGHAR S md5.

fEEE 2B postgres {3 FHE IR P R H P s A RE R AE
Apache &

£ Web B33

T VR R O Rl P2 0 3, DR 0 ] BE S 0 ns2 ) s o s A B St o
:3=4

o HEREFAG HE%1) Web HE5%%0%

a X T4 esh B /etc/apache2/default-server.conf #l /usr/1ib/vmware-
vecopssuite/utilities/conf/vcops—apache.conf &%,

b SHEHEY Y <Directorys>, R Options {THI A IEAHBARL S ) Indexes HEIT,

TEB% Apache2 fABR=ZRYEHIFR TS

Apache 10 i EFFIE FHNIEA T (CGl) $8415: printenv il test-cgio. 47 Web filllg#s RAECUS7E
HEVERRAE B TTE . E e ef A n] R e il Y R G BRIk

AR LAV cgi-bin HERMIER CGI 545,

f#

=F

o IR test-cgi Ml prinenv #8415, 55T rm /usr/share/doc/packages/apache2/test-cgi
1 rm /usr/share/doc/packages/apache2/printenv x4

E3:8 Apache2 fAllR=3 AR AREE Token

A b R dE T B Apache2 fillRafi filllikss Token, HTTP [HIfER) Web filIf s Hl RERRSA AT GE 40 &
BRI . R S 2RI HTML H T, Web filflRa@ B ioAS . 1o S fnitioAs, DL B
Web Al s AHBEBAT R . S S e P B B M, M B i T

$54 ServerTokens WHZE S Prod. 11, ServerTokens Prod. o4 7 E ] FH P i el ik

xRl EAEIRN S S S TEE ARG IR, DA A ANAAH A B B

BF

1 EEEG RS Token, 54T cat /etc/apache2/sysconfig.d/global.conf | grep
ServerTokens w2,

2 U ServerTokens 0S &% % ServerTokens Prod, %47 sed -i 's/\(ServerTokens\s\+
\)0S/\1Prod/g"' /etc/apache2/sysconfig.d/global.conf 3%,

£/ Apache2 fRREEH Trace Fik

AERHE A FEESED, Rl 2 i A S BOOE USSR N R TR . 2 22Bh 1 B E R, 5
H HTTP Trace /51,

=01}
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1 FEEREE Apache2 filfIREEN Trace /578, i1V v :grep TraceEnable /usr/lib/vmware-
vcopssuite/utilities/conf/vcops—-apache.conf,

2 )] Apache2 filllgsiit) Trace 757k, FERfTUA Mindised -1 "/A[A#]*TraceEnable/ c
\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf,

ERAEER

T A e | ek 4E# vRealize Operations Manager 5, 1S4l ek e, DU Ay 2 it
HEfR RS

Fo PRI AR A B U E H SR RS, DARR IR A2 B AR 2 B3 i AR o 2 (AN g AFLAE A B I e 2 31 AR

FI’F:, HH@JE&)\L}AEﬁiﬁo

EHAEENRETH

TR R, S5t vRealize Operations Manager =i as #2154 5k 25 2 A~ S ff il

SRR e AN e e M i L, RO T EORRERIIR Y, ¥ ple L A TR T AR PR BRI
{R7€ USB XBEHFHEEEXHRSL

A PR USB KA IURHH UM% 4y, QR vRealize JEEI B THRCAHEON , I HLAMESs vRealize JE Ik
L USB BEE B P R PR ISCEE A m e M) I B i e B e

BF
1 FECF4iEsTh PR /etc/modprobe. conf. local %,
2 TERAEZR T install usb-storage /bin/true i5—{T.
3 fEAIRRAPAREZ.
REETEAGEREEERANRS
iR vRealize FEHIBEE FROE WA e BERR 2, B0 B BB I

S B SR I o A B AR B A, RN M ORI . A TERR VRealize JE 1A B
AN A o R B R B AR

BF

1 (EF 4z B /etc/modprobe. conf. local K%,
2 et install bluetooth /bin/true i5—17.
3 FRFIEBHPARE S

FRERTENEHERBENRS

aH (R vRealize IE TR L PRI H #2035 :E (Stream Control Transmission Protocol,
SCTP), {EfERCEEH n] REEFI G (MmN I MR B R 52
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SE ARG E L AR E A B, BRI E TN SCTP #i4H., SCTP J2 A ERH ) IETF Atk (s
HFEIE o AP E RR oh e 45 B A, iR SRR 2SO MR ) AR 7 A] RE (i FH i
AR ap e BHIBGE AR, A B RE RN H A o B 3 o
3=4
1 AN THmiERsH B /etc/modprobe. conf.local %,
2 ffEpRRE T B N AET.
install sctp /bin/true
3 AR SR
FESHGZEERTEMBREHNRS

AT AT AT A GG B RS, FECR vRealize T8 B FHEANN BERHu R ZE b HilE A e (Datagram
Congestion Control Protocol, DCCP), & {r 4 i&+5 n] g e F1) s b sl inh e MM A 4.

PR3, HBRII20H N DCCP #i4H, DCCP J&MirEfE st s ie, WAaEAEH. 75
IEAR AT T e Y A B A A, R SR M S IR AT, SRR A AR e m] B e it FH s AR 2 B i
iy, AEAEAZ OB RE N AU B R 2

B

1 ECT4RiEes Rk /etc/modprobe. conf.local #§% .,

2 TER-AEE B DCCP 17,

install dccp /bin/true
install dccp_ipv4 /bin/true
install dccp_ipv6 /bin/true

3 AR PR S

FRETESHAEBEMRERABEERBENRS
P DATEREA T A B R iG BhIEE, FECR vRealize JE HS i FBANEN A] 5 E0RHMU iR (Reliable Datagram
Sockets, RDS) sl EESCEEH Al s e A g (ERlaR e MR ER R % o

K RDS iR s BAS BIATHE:, SR S 2SO SRR ARy T AR S O IS o B
FCEERS A2 OB) R RONE AR R B

B2

1 X F4iRZSh ARk /etc/modprobe. conf. local #45.

2 TfEREES B install rds /bin/true 15—1T,

3 fRAEIEBHRIRE

REZENEFEEABRIGEN R L

PR DAIAEHEAT R GEBR TR B, , AR I e FE T2 B RS PR AN N B WAL e [l A7 (Transparent
Inter-Process Communication, TIPC) ilisfl{fic . TEAERIRE vl AE e s s e MR A% o
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it TIPC R b A A R, SR S2 B . SRR O AR P T RE & B R b R b
B RS A , (G042 LD e RNl AL S B

BF

1 TEF4miEash B /etc/modprobe. conf.local FE%E,
2 HEGREZTHL install tipc /bin/true {71

3 IR PR

FREE AR AZREBEAGENR S

SR VRealize HE PR TR R HNEAARE HH3EHE (IPX) ARG o FFEBCR 4 T B G iz
T WENZ I R S o

FT5”52 BEE, SHIVIZEN IPX @A ERAE . IPX m R e i R A R e b o R,
SEBAE IR AR, SNSRI SRR A ACHERE Fr T RE & 68 AR e PR RS AU, {2
1&*@% SRR N AU R R B 2

BF

1 (ECF4RiEES R /etc/modprobe. conf. local #5%,
2 R install ipx /bin/true 51T,

3 IR BHPARE S o

R+ AppleTalk BRIBEHRE

A ffEfR vRealize FETIHEE TR AN AppleTalk MR HE o EF(ESCEE 2 ] GEEH 1S (S AT E MR
% Ylo

AR, SRIVIZEN AppleTalk A ERAL . At ilai e BAS PIARR e, SR 2
PRI o SEABEPR A ACHEAR - vT RE & (o FHIH A AR Db PR AR, (o AR el RE TN i L e Bt 5

BF

1 7ESCF 4t s B /etc/modprobe. conf. local Fi5E .

2 KR B install appletalk /bin/true ii—17,

3 EAICRAPAREZ

{*7& DECnet BERBEMRE

PRI RS TEREAN RN DECnet il E o TE(EICES AT AR R i s e N R R 5.

PrARAEEAA L, RIAIDIZ0H N DECnet Al A E R4 . i M AT I aE A B AR M, iR A
SR o SERERRIR AR e m] e i 6 T b R P RSO R, (e 8 AR e D R N A R 1 B R 2

BF
1 X 4niassh Bl DECnet 1lii[E /etc/modprobe. conf.local Fi3E .

2 ERFEZP B install decnet /bin/true 1o—17.
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3 AR

{R:E Firewire AR S

FEELR vRealize JE S ¥ FARR AN Firewire F4H , T /E B ] AE & 1S (R AU e MR ERI A% o
PRARAEE A LT, S HIEIZ08N Firewire <40

2K

1 (ECF4miERs R /etc/modprobe. conf. local %,

2 ERFEEP B install ieeel394 /bin/true 1m—17.

3 AR SR

AR NS ERE
/etc/sysctl.conf FEZHI1) kernel. printk BIARTEE TAZOF B8 o
FRERMEAT 4 .

m console loglevel. #IEE] =95 & Z 5 AT

» default loglevel. MENFERUEEAL 2 AR M IRANTTAR
RGBSR

RGOSR TR,

TR A T RETE H

m  define KERN_EMERG "<0@>" /* system is unusable */

m  define KERN_ALERT "<1>" /* action must be taken immediately */
m  define KERN_CRIT "<2>" /* critical conditions */

m define KERN_ERR "<3>" /* error conditions */

m  define KERN_WARNING "<4>" /* warning conditions */

m  define KERN_NOTICE "<5>" /* normal but significant condition */
m  define KERN_INFO "<6>" /* informational */

m  define KERN_DEBUG "<7>" /* debug-level messages */

# kernel.printk E:%iE A 3 4 1 7, R /etc/sysctl.conf fEZEH 4T kernel.printk=3 4 1 7
EATo

End Point Operations Management 2=

End Point Operations Management FEF R A @i DLACHERE X s BE R iR 2 BLEA I Uk & vRealize
Operations Manager,

End Point Operations Management {XIRFE U L2260 L, 1 HAS RS54 0 A2 Bl End Point
Operations Management falflzxs ], A, @A ERERAEIAE T T 200
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#4T End Point Operations Management KEERX R ERLSHHE
R M PRy, AZH R I — i i e e M o

m CHUTHERRELRIRE, EETSFR AGENT_HOME/conf/agent. properties g2 i 7 O RRa Bl (s
TETELL,

= {#iJ{]# 51 % End Point Operations Management fCHERE 5 M E S 4 2411 vRealize Operations
Manager fii &R 7, andssr4niasi, 2B vRealize Operations Manager itHH11) ( vRealize
Operations Manager ¢ ffi (a FIRERR ) F2 8.

m COREASRR, R ERE ARG vRealize Operations Manager i 51 7 o AU il
MR A R B A £ O . andss AN, 5526 vRealize Operations Manager it H1HY
(/f vRealize Operations Manager % = i 2 FIRF4H ) 0,

n IR TR AR EINR, R UUH ] vRealize Operations Manager [ /7 R R AL
EUR, DU IR S ﬁuﬁﬁua‘?%ﬁﬂﬁpﬂ, FES N (R ) —1i,

PITRERAThEEM TR RE L ZHER

AR BB IR HOMERR o R IREIRZBATREF, RS TRIERE T IR IR =, s
SR P Sy B AP R . AR EE2eeAy Windows fESER ST [, 7H Pl i e BB BSUIR I HE

PR AnRARECLBEAE Linux I, iff HARGUEME T RPM Zeef A A e e, RILZH B AP E R X
LR RTEIOMERR o

#1311 vRealize Operations Manager filllxaat HCERRR R, s REaE 2 57 7 Agent Manager ff)

I REES, T ARG EHY A IR
Linux &5 REER
‘22%& End Point Operations Management fCEERE 1R, BT &l L 2em2 R o i & .

2225 End Point Operations Management HCERAE AR (i 2 iR 4s TAR Fif 2k 2225 RPM I, 22258 [ 3%
B SERERR (19140 600 A1 700) S EAAHER %

flaet WA ZIP RSy, RERRTREAEIEREE . BRI ORI R

Tl

Fra AR MBS NI E RS 2, #PEE15 700 MEFR, HLEE E e iz S no i
5+ 2-16. Linux & MR

[Ef- a7 - PR FHR B RE AL BA AT
agent directory/bin 700 & & = e
TR i i &
el i m 7
agent directory/conf 700 B 2 ps =
bl &5 & 4
il i & i
agent directoryllog 700 a5 = = i
A % 3 4
el & 3 i
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F+ 2-16. Linux &R (4

EE&YiEd HER BHOS A I BA AT
agent directory/data 700 Wi = JE =
pieai| 7 |T? &
St B & &
agent directory/bin/ep- 600 BHH = = i
agent.bat B 4 o a5
Bl & i m
agent directorylbin/ep- 700 Wi & = &
agent.sh PE o a5 5
Bl 7 &5 &5
agent directory/conf/* 600 WaE 2 & P
(conf EEEHIIFTATEZE) AL a5 e a5
4 7 # Ea
agent directoryllog/* 600 WaHE & & e
(Log HIBEFHIFTA 1 5E) il 5 = 5
A = e i
agent directory/data/* 600 Wit E b i
(data BRI REE) P4 &5 73 e
o & o &
Windows ¥ &5 R ELHER

2 End Point Operations Management CHEFE fU22 357 Windows |, 2 CHRFR LU0 FH & A28 HLAfh
LB SRS HORERR .

7725 End Point Operations Management FREIFE A%, 22kl (UFRFTA 1 H 8RR 5) EAERE D &
Gi. TR BRI LA T2, (1T ep-agent.bat 2% End Point Operations Management fE
R, SRR RE PR SE . AR AR 2 R RIS, T MMESEERAE . asiik
PRI, I AT DA 2 s SRR

% 2-17. Windows &R SR

EE &£ BHEERfERE B BH SEEUNAT AL BA

<agent directory>/bin %

i

I B } ; }
(e b - - - -
LHAL i - - - -
e - - - -
<agent directory>/ EX & - - - -
conf L 0 B B _ _
LA b - - - -
EEEA - - - -
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%+ 2-17. Windows &3 BEMR (&)

Shaivi e BAHRFERE R B EHCRI T G100 BA

<agent directory>/log  Z#%; = -
EIE & -
e i & -
euliEa -
<agent directory>/ e = -
data
R & -
e 20Uk & -
I -
<agent EX0 & -
directory>/bin/hg-
agent.bat
(e & -
LRI P -
i -
<agent EN P -
directory>/bin/hg-
irectory>/bin/hq T B _
agent.sh
LR i -
I -
<agent directory>/ BN iz -
conf/* ) B H -
(conf HEKHIIFTATHE
%) LR i -
I -
<agent EX & -
directory>/log/*
irectory>/log ‘ — B B,
(Log HIEkHIATAAHE
%) LA & -
i -
<agent directory>/ EX & -
data/*
e I 2 -
(data HEEHHAIFTAHRS
%) LA i -
& -
PR ERTE R E 1 L YR

REFEAFLFE7E 127.0.0.1:2144 1 127.0.0.1:32000 335 i F AT LR i Faeitdy 4 1o s
A BE R TR IRIR, R IR SRS T Be e ANA] o ARERRE A BRGNS A T sz
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* 2-18. RIEERMERIE

BB EA e il | R
443 TCP fHH PRI HAEE HTTP, TCP ik ICMP 4T E 4y,
2144 TCP ik PRI P . WTDAROE o FHRAACERRE SRR 38 s AR 5 2 Ay & 91 O e i

Ao AEREARE e s R R el
Y EEIRSEIG R ERTRIR, TR

32000 TCcP g RPN . TTRAROE . I AR B NN T s AR A i 1 I AR [
Ao AR e s R R e

fisE  HESRSRISE AR, DI REE A

meHRERER

IR AR, PHnA S T R AFE RN, WA R 40 g REERE
o AR ATEOR A S ER T S

fEn] DL H] vRealize Operations Manager {3 175111, DARZERACERRE SRR 7 ey AR 20 .
Wn$‘x~mﬁuﬂ ;%%Fﬁﬁ 4:9|%1K.IE$J;J\4iKl{/IJ{O

FERGUAR 218, BT DABAERERRE . IFss A, w5200 IR i
BRAEEXER

AT DU TT] vRealize Operations Manager F2[ ARFRFER IR, DARGH AR S 7
DEEH

R B PR LS AT A S R ORI AR, S RO BRI A EOR RV End Point Operations
Management fCHIFESL; Token,

BEF

1 B %) vRealize Operations Manager i i /i [H4%40755].
BB [ 1R iR AS A o

Pk [EP Ops A1 K] i H.

I EP Ops HREEFES - *L#k DNS &HE*.

P T 4mEE A .

FLa AR GG, At AREERE L Token 2 Hi .

BHEA [AiHppr] BT

8 I EP Ops fAZEFE - *F 4 DNS &f8*, Rigik— TR,
RERERXER

/% blfl’]tc R, AT AAR IO AR o TR PR A RER AR sUAR AT T RRIRT T s H

ANE R R, LS B, AR TR RO IR AT TR S0 AHIA) Token, RN M
E’j End Point Operations Management Token %€ . iR (B REIRE &R ) —H,

N o a h~A w DN
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DEFH
n  fEESA LS, End Point Operations Management Token 7 Hi
= i1t vRealize Operations Manager fil/lz s F5F IR AT PraC $£ 110 & Token,
SR T EPRARRERRE ] PR,
BF
1 DI THREIRE AN &y, Er R Token #65<.
BN, TS AR HN 7 123-456-789 Token f1) Token F# %<
= Linux:
echo 123-456-789 > /etc/epops/epops—token
s Windows:
echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops—token
FEMCHIBI, Token 1B RS N2V G IUTHER Token fi

2 B REEREEL, 1617 vRealize Operations Manager falllxasat it w5 fifE @ AR U 87 Token
m,@lﬂﬁ)\ﬁ’j Token,

BB BRI ) MR, A RERUTE BN E .

REEABERHLBEEN

TSRS ] setup Ay 2415 [ BAEARBEAE SED . R R MBS H] setup 4511518k
ep-agent.sh setup WIE BRI, 1Y registerAgent a2l e ik 2 AR A

fifRes e R 2 RPN DA, MRS T Pim B s RERRE R, i e s REEFE R

PERERRE R, WO P R e B N, IR RS, BPEFE 5T ep—agent.sh setup

8415, &G 28— HIRREESR SRS . B rLIFE agent . properties &5 e a0 Ak # st

FR4L, FIWT ep-agent.sh setup 54, e AEH IR .

B

[EEEARERREL | PR, DASRH A .

3= 4

o {fLinux {E2ER% b, AR M F#T ep-agent.sh setup i34 . & Windows {E¥ R4, of
1T ep—agent.bat setup @34,
AARACEERE AT R AR e A T B, e B — IR . R AT T, i LS a2,
%Brﬁﬁlﬂ%ﬁ(xo

End Point Operations Management X TBF2 3% i &4 B 5 7

WHTHE, #ift) End Point Operations Management U % fu AT A ML (477 vRealize
Operations Manager iz A< 4.
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End Point Operatlons Management RIRFE X AE I BERIRE S HT . AL n] I T hid PR
X, HiEE SR e g, RN L MBI G K VMware 224 ik ey # OB e &5 5
. E%%Fﬁg Iéu R R

Hih & LB REEE

i fllkas (AR S, A EA ARG BRI R L 2 IR SRR ER, WA ARk
air EHITIOARA SR o

HE 247 G 3% 5 FA & R P AR E

TR R A A 12 P B3 1A AL TR =

R P LA S R A E ARBTG5, IRAIAAETRE . AEREAISERE AT RO P o Aisl il 2
PP A7 EBURE , P VARR AR el (IR BT 5 A SR (s AR PR o AR s SRR A 1 2R 7

il Bk i 2 PR S o R0 FE PR R X

e AR AL IR TRRARSN KA RS JE PR B & G AR EOR B EE MG, PRI
jJHH% /\/\O

& AR B 8 B AR 75

$HE FORT I R PG ER NG R, R AR IR B SR o

Eﬁﬂ%a‘ﬁkf NSO R L7 — i 41 & vRealize Operations Manager R AIREDR, difvid
W), ECEE S SN, REREARAE MRS LTRSS, SRR AR L ERS o

MR SRR 2IER

e VLS B AN AR VMware BEFEIE IR EOM - MRS O AR E » A7 2 VRealize
Operations Manager i# & fc SR O EN A HE HH iz

RIERERARAREETHERE

PR VMware REFREE HIZKE T e T MR TP 204 FLD BIERR, SR e b A i LA R
o

Bh AL 1 A & HIHERE S A

B L A VEOE A I Se i PR R AR o 28 A AR T RROE o ARG 2 REER AR 1T, PR
B A 2 A PR SRR TR TS o DR s R R AR o T AR E A Fh B I sl

BrF

1 EEREREHEHRE, YT #grep —1 "AUSERCONTROL=" /etc/sysconfig/network/
1fcfg up/v\o

2 PR TR E A NOo

A% E TCP FEMIA HTHI K/

A E LML AT VMware JETICE ERER I, SOETHRRMN TCP Hﬁiﬁlﬁﬁﬁ§' Kohe B A
TCP [HE IR, G54 TCP R B 78I R/ NSUE B H I RO/ AT ROE /2 1280,
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BZF

1 L3 VMware JE s FHEs |, $UT # cat /proc/sys/net/ipv4/tcp_max_syn_backlog
A
H 'Y o

2 FE TCP Fpp BRI H T HI R/
TE N F mlias R /etc/sysctl.conf FE 5

b EREEHFHIL NIHE, BUEFRIN TCP AR EIA 14K/

O}

net.ipv4.tcp_max_syn_backlog=1280
C BT BN .

{648 ICMPv4 BEi& (it G FE
R A A s 2 R U AR E (Internet Control Message Protocol, ICMP) [FIEEAINIIE, ey A
KBRS 6] A B A SR AR U TR B . i RS E A2 ICMPV4 Bl fiET% , fi
AERHTTIIE I
BF
1 $UT# cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts @2, WERRGAE 41 ICMP &%
N7 b [ R B SR AR ]
2 RETHAS, HILIEE ICMPv4 FEREA 1R ETER
a T 4miERR L /ete/sysctl. conf K5,
b HMIEHMEAR T 1, sHFIEH net. ipv4. icmp_echo_ignore_broadcasts=1,
c BRI,
REEHESKUER IPv4 Proxy ARP

IPv4 Proxy ARP & 7o A HER AR = BB I 48, SHE 55— (/TR ARP DR M, 454
715 1] IPv4 Proxy ARP, DU AKSHAEN BRI o {57 IR Pl s e 7 e R A ok B e o ik ¥
Ao

ErF

RO

1 {7 # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default|all" 3%, B
Proxy ARP & i L5 ]

2 FETEHARSLUE T IPv4 Proxy ARP,
a  fEXFHEash B /etc/sysctl. conf K%
b AEART A 0, sHEibaZIE H el E B BT E o BHER T 5 00

net.ipv4.conf.all.proxy_arp=0
net.ipv4.conf.default.proxy_arp=0

c [ ATATAE N B PARE 5 .
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MEETHWRAZEE IPv4 ICMP Ei&EmAE

I LA VMR R R AR ST E 2 IPv4 A4 IR Bl AU B E (ICMP) FERREL AR . R
ICMP F3EL A AR T RE R Se FA B . s ””’\T@H ICMP FEHEL AR, R A T
Pefis i 15 LERE S BB K, fﬁiﬂf!i BRRG o

BrF

1 EEHEA%S 4T # grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep
"default|all” a4, My FHERGL 20 IPv4 FEHHEAIEIUE.

2 HAELHEASIZNE IPv4 ICMP HEEL A,
a Pk /etc/sysctl.conf fE%,
b AEARES 6, sl MHITHHEMES, s AT . BHERT A 0

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

c fafr RSN B PR SE

BREEHERSKLIZR IPv6 ICMP EfiEmE

I LA VEMOE S MR AR S e 2% IPv6 4P 4 il s B e (ICMP) T s B, HEi
ICMP T3 a5 AT AE ey fe i e . s a1 ICMP BB mlaflUs,, S5 st 5 B
Bl . 1SR e IS R R ﬁﬁﬂﬂi MR

3= 4

1 HEFHAG 94T # grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep
"default|all" @34, M i 20 IPve TgrE il aH e

2 REFMARGDLIZE IPv6 ICMP E AR E .
a PR /etc/sysctl.conf i E LA G, HIHLZ0% IPv6 Fga AR .
b EEARES 0, wadrih MYITEEEHESE, sl BIETEH . BHEROE 4 00

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

c A AN B PR R

SREFHRSKINIELE IPv4 ICMP EHiER

I L VRS FERR E A AR S S AR 1Pv4 QAN b U AT E (ICMP) FUgigtnl . & aR & il
JICMP SRS AIEE., S AMEARER R E H A B o 1S 2aE S 12k B AR e R AR,
PIRE B Ea AR AR IR

B

1 EEEASR LT # grep [01] /proc/sys/net/ipv4/conf/*/send_redirects|egrep
"default|all", FERAFIEGIEAR IPv4 ICMP FHHE,
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2 REFMASUIEAR IPv4 ICMP FE A,
a PBHRL /etc/sysctl.conf RS DA E LHER So
b EEARES 0, smdili MYITHHEES, sl s BATHE . BHERE A 00

net.ipv4.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

c A ARG BPARE S

RREEHRSKLIECH IPV4 Martian $H8

e VA S MR M R %00 8% IPv4 Martian 540, Martian 3095 R %0 O ARSI AL, 5HRRE
FET RSO SEAIE,, IR IR AL RE SE R nl A T Y i

BRF

1 T # grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep "default|all" 3%,
s FAROE TS A 08k IPv4 Martian 41,

2 ROEE MRS BE IPv4 Martian £,
a PBHEL /etc/sysctl.conf 5 DA E EHER So
b EEARES 1, i MITHHERES, s g BA T o HERRE A 1o

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

c [afr BN B PR SE

REEHARGUER IPv4 R {EER

IR VRS ROE TR, BT IPv4 SR BRI . DA R A i a2 P R R e e ARz 1
A, &mﬁ%ﬂﬂﬁkﬂ‘aﬁfﬁuﬁﬁﬁﬁﬂﬁ VAR R B A SR AR IR A IR

RIE A L]/J\{%T EREIRRIR ST B SIAGMEAINE, MIAESH B REEE A BT £
ML, ArTRERE 2 A STz rOfiat, Bloe 5 4xtsr SR A i “o

BRF

1 TELHEARS 9T # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|
all" a5%, W RGNS IPv4 [ IR FE e,

2 BT THEARGUAE ] IPv4 S a A AT
a Pk /etc/sysctl.conf fESVIRE FHEA .
b AEAREE 1, i PYIEEEEE, S ERIHEA . BERES 1.

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

c P AFHERPARE S
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RREEWRSUIBLE 1Pv4 EX

I LAV R AT ERAR IPv4 K. 5 AGTROER TIETT IP K, 1y EAZHRERIH
e, BLRTREE M RIA ], SRR A ﬁ%ﬂH’]@%ﬂE%ﬁéﬁE%%ﬁ%ﬂﬁ%ﬁagﬁﬁ%ﬁﬁzo

BF
1 ¥4T# cat /proc/sys/net/ipv4/ip_forward 54, FERIHGERIHAR IPv4 fH1%
2 BT EHARIMEAR IPv4 ik,
a PRk /etc/sysctl.conf DLE FHEAS,
b HEABIER 0, srEThY FYIHHEMS, SO EEBAIAE . BERTES 0.
net.ipv4.ip_forward=0
c ffrRE s PR

REEWRGIER Pv4 RiFEH A A MEE

AR PR R SR AR TR AR R P A LA B A RS FHRR e P BRI A B, 1T Pl AR S A 44

PR

I TE SR AR 3 PR AU PR e i 2%, I TR T 1Pv4 B8 H AR G A A IR o

BF

1 $HIT# grep [01] /proc/sys/net/ipv4/conf/*/accept_source_route|egrep "default|
all" 4, PAERRAGE S A 1Pv4 358 Bt

2 REEREAGUAEAE IPv4 S5 i Bk
a (X HmiasH B /ete/sysctl. conf fEZ,

b  EEAFNEK 0, FHHEIR net.ipv4.conf.all.accept_source_route=0 M
et.ipv4.conf.default.accept_source_route=0 #P:5 /N 0,

c [HAF LR PR S

AREEM RS NIELE 1Pve X
A VEROR U MR A R G e 040 IPv6 #8555, 5 ARG A4 T IP 3k, i ELAS S48 e 1 Fh
o, BRI RE S IR A, PR LA R AN R A R A S AR AR L e MR e
BF
1 ST # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" w4, fiff
AREMOE T EAE IPV6 ik,
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2 R THEARGVIEA 1PV %,
a PBHRL /etc/sysctl.conf PLRE LA S
b EEARES 0, smdili MYITHHEES, sl s BATHE . BHERE A 00

net.ipv6.conf.all.forwarding=0
net.ipv6.conf.default.forwarding=0

REEMARLMER IPv4 TCP SYN Cookie

LM SRR AR S T IPv4 g ilEsEi 52 (TCP) SYN Cookie, TCP SYN ptyKI4 i n]
AEETTE ARSI TCP iR FIE N SYN_RCVD jARRE1HigR, LR HE R . fifdi 1] SYN Cookie 1) H 12,
TEW B AN ACK, TR E Bl ER0ELR, MASIUKIERT, AEHEELR .,

B A S SE A EEELE, NAAZEMTREIGIRAUE A RO, 1 Lo 7 R B B [ R 4 45

Fola BESRIN

B

1 ¥T# cat /proc/sys/net/ipv4/tcp_syncookies 54, MM A% &4 {#i/1] IPv4 TCP SYN
Cookie,

2 B BRG] IPv4 TCP SYN Cookie.
a PRk /etc/sysctl.conf DAE THER S
b AR 1, sEE NAIHE RS, sl E AT . S ERE R 1.
net.ipv4.tcp_syncookies=1
c fafrAE G BAPARE 2

RREEHRGLIELR IPv6 BRARBAE
IR LA VEHTE R A TIRARA L2, A RIS RS Thas A dy KA A sl Sl s g e

(ICMP) HLHiE [ . IPV6 [HF (a2 —2 A GERE At F B il AR AN AR E HARR R . A2 IR,

e, EnTIRGEE ARG, MARRKR B M A FR AR I B
BF

1 (ETHEAG FT # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default]|
all" %, MRRAGUERRAEA YV, ARl har A & ICMP B,
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2 REEHAGUELE IPV6 B RS A S o
a PR /etc/sysctl.conf fi5E,

b EEARRIER 0, meHTHY MAIHH EMEEE, SURBIE BT o KERES 0.

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

c R ARG BPARE S

RREEHRGELR 1Pv6 BRh R8RS

LAV E MR E ARG LB, SIS IPv6 B s, B h#RBimoE e e
IR s H 2Dk thafBl o A AZHE AR BRI, BEANTT SR

BRF

1 $#iT# grep [01] /proc/sys/net/ipv6/conf/*/router_ solicitations|egrep "default|
all" 4, MERTHMAGEEBRIFALE, A HIEIEAR IPv6 B A Eas o

2 WEFMARLLUELR IPV6 I s
a Pk /etc/sysctl.conf,

b EERRER 0, meHTHE MAITHH EAEEE, SURE I EC BT o RHERER 0.

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

c Ffr R ENGBIPIRR

RYE ERE R AL BE 1 BRBER P RY 1PV BB EHFRRE

B L VIR OE MR E A TIRARA LB, S AIEIEAR IPv6 B s 18550 s E R iR 20 3%
SEVRE TS AR B i o ARz AR e TR, BEANTS BSOS MO 3R = 0 i

BF

1 EFHEAS L HUT # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep
"default|all" w34, HER LRSS E 4R IPV6 I HHasifias

2 REFMEARGLEAERS hAmBGE Y IPV6 B A s i e
a P /etc/sysctl.conf fE5E,

b EERFIER 0, mEHTHE MAITHHEMES, SUREE BT o RERER 0.

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

c fREAF ARG BPARE S
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RREEMRMIELE IPv6 BRHRAIEA

I VRS R EA A IR AT 2, A AIEE4R IPv6 i h#R 1T L5 ¥El. accept ra pinfo 3%

SEFSH T RGUE R A Es AT B R A e A A SR RIR,  ARFURAECEATES s i
o

B

1 ¥7T# grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep "default|all", #E

BAGHER AR IPv6 IS i B el & il
2 R TFHEAGVHEAE IPVE JE RS B o
a Pijk /etc/sysctl.conf fE%,

b FEEARRER 0, FEHTHE MITHH S, SURBIE I EAA T o KERES 0.

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

RREEMRLGELR 1Pv6 B3 & RBEPRBIRRE

BT A AT S, 75 R R MR e TR 2 A 5P 1P s ph A S PR R 2
accept_ra_defrtr B AT FH REL A BEES i A S P IIEIR IS . 2E s 0, WTEER S
A5 U P TR 1PVG IR

BrF

1 T # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all" 7y

A MR MR GIEAR IPV6 B s R BhrR 3
2 WIRIEMEHAERT S 0, sl ARG A TEAR IPV6 B RS A BRI T o
a B /etc/sysctl.conf H5,

b IR 0, FEHTHE MAITHHEMES, SURBE BT o RERES 0.

net.ipv6.conf.all.accept_ra_defrtr=0
net.ipv6.conf.default.accept_ra_defrtr=0

c ARG BEARE S
BREEHMARSKUIELR IPve BRSNS Autoconf 5RE

It 2 A VESOE R MR A R G e dH 48 IPV6 1% #8227 autoconf 587, autoconf BT 44t T RS 2y

e AL AR SRR A R AR A A

Br

1 T # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" w4, HfERD

THEAG SRR IPV6 #5201 autoconf B,
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2 EEARER 0, MRl AR, HIHAEAR IPv6 RS autoconf BE .
a PR /etc/sysctl.conf fi5E,

b EERRIER 0, meHTHE MAIHH S, SURBIE BT o KERER 0.

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

REEHRGLELR 1Pve FEBIEGE

LML R M R Sl A 5, S HIEEAR IPv6 S8 . dad_transmits ROEDRAE [ 1E

A I A T DA e BT o 7 A E AR Fh e M — R, AR — (i HH 2/ DO RS, (B4G43 M Link-local).

BF

1 {7 # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "default|all" 3%,
MERRE MR e 4R IPV6 J5#8iEG .

2 EEARER 0, sl ARG, HHAEAR IPve Sl
a P /etc/sysctl.conf fiZE,

b EEARRIER 0, FeHTHE MAIHH S, SURBIE I BAA T o RERES 0.

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

o BETFETEILBEIR.

REEHRSARIRE 1Pv6 HihtEy IR

B L A VSO HERR A PR AT 4RI 1Pv6 ik gl FBR . A7k 3 PR E PTG E R FRIR 2 /D4 Sl B
{875 1PV6 (ZHEAS TR . TR 16, (HIE BRI I 3 Ry ity 2B ROE 238k

ErF

1 {7 # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep "default|all" 7%,
HERB A A Ho A BRI AT FRIRIT 1PV6 {7k R

2 WREMSEAERTER 1, s ARG, RS R EIRA IPve (7aEE FIR .
a Pk /etc/sysctl.conf fE%,

b FEAEZHININ FATHH S BT o A EBUER 1o

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1
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AR € i HE IR Fnim R 13

i A LR 5 TR AR B R MIE R A E

sk 25K 25 vRealize Operations Manager JUAFRE N M HEEAR , DU T3 A oo aefr A AR
B

RIEERMHTER SN EIEIE

i MR R E BN, DLf# vRealize Operations Manager g7t AR HE

* 2-19. RIEERHENEZIE

R EAE 3

443 TCP 7N vRealize Operations Manager {# -5 1711 &
vRealize Operations Manager 55 F £ 4111,

123 UDP i1 vRealize Operations Manager JTjA 495 R s 72
(NTP) [ 25 & Bk

5433 TCP TERCH = AT FITERE, master f BRI AT 5 A 2 4 duk 2okt
Jii (vPostgreSQL).

7001 TCP Cassandra ] DARE G BE 5 eam i 2e 4
A OB T R T R B A AR . ﬂ%—ﬂt AR TS 2 5k
o

9042 TCP Cassandra JIZEHEFTHE (B P omAHIR 0 T B R 2 4
T S R AR A . S BRI 5 ok
o

6061 TCP ] Fimaidiss 45 GemFire Locator DU k= &2 4 Al s
AR R IR s iR e 2, DAGEEE F P o s 1) £
e/ NI RS

10000-10010 TCP fit UDP PR e R e 4 T B R UDP EEREL TCP 2Rk
AR GemFire fallliss 17Hs HI B

20000-20010 TCP £l UDP FHATES 543 B A e A T B % UDP {3REL TCP 2Lk

R GemFire i {v # IZ7IRF PR R

+ 2-20. ZHBENEEIR
HEHR BERRE iR

22 TCP B, Lehii)E (SSH), frAAEkRIE,
AR AT 22 sl A A Hifth sl i
FEEi SSH MRS, ift HZH B P R
22,

” Tee ST, T % 443,

3091-3101 TCP 2245 Horizon View IF, FIA{¢ Horizon
View 771} vRealize Operations Manager
i) vae

vRealize Operations Manager &k L BfEi% 0%

I FE LA VEHOES S E vRealize Operations Manager 2% |3 @ FEAZ L B, IIRE
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FEAZ SRR S AN B VR TR 3 A SO Y

T LR A BOE H R T B T 2, Rert B Bt 17— R e A o R AT A ST 2 vh e
&, WEIR — T RRER R A BRI, A, BuE DAL 0 2 (RS 1, S Tofllon i
S HAMIOBE . KB L2 RS ke, AE PR L e B 2 B, r DRt R
R 8% o

A& iR im0 3% 17 AR 2%

I R 2 A R R OR U SRR 5 P22 P AR i el B (el 1 L it S (el i e 22 42 0
RECI MM ZEVENERE, MRea Rl B EHGEE RS, DI HA THOE A AR B L T~
IR TEHIRE.

i AEIRIER NTP A AREE

A FTA AR AR TS G FARIR AOAHSE IR IR, COFABA ) B It R A IR o A mT LU IR ] S
T ) — Il S O IR DA, QD PR XA EIRR ] (UTC).

AT DAEAR BIAHBH RC B SRy, BB I BB R E BN . A RIRF IR E AN IERE, AR ) R A A
AR BB RC SR S A NI, e (A ANIERE o AT DARE T2 D = (8 SNSRI AR IR NTP felfil
v, B EAERAES b, RO AR NTP flfless, 6 AEHAEZ D= RS MaRs R A R ]
ARGAAEREEFTR

IR LA RA T AR A AZ SR BRI P, S B S as e hat < Pt iy

vRealize Operations Manager.
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IEHERE
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Manager %, LIS AT BRI FR P Bk

N TR

BRI

w IEfLE

m 7% vRealize Operations Manager
CISviE R RS Y S = NN

= vRealize Operations Manager %2574 % & 41

CISE N2 3 v

FARRE

224k yRealize Operations Manager IH;, #:r[PL7F vRealize Operations Manager 1 KB i Er i 2o g
hho Rt AT DARZIE, DIREENEE i vRealize Operations Manager fitiia (1 %, #E5ik vRealize
Operations Manager 1" D545 15

EERTUAE LB R, oy nT LR RS I A AR 2 BB 6 T #4540 vRealize Operations Manager 2 2. #fiih
wt, RTLLEAT vRealize Operations Manager 2 Erfx it i EL0] DAFERFDO T 3 ds ik vRealize
Operations Manager JITis {1 B15

R

224 vRealize Operations Manager (e L /E AR5 EREE, 050 L4910 vRealize Operations Manager
AR, DASC BRI A T e

4 vRealize Operations Manager B T{ERTE

vRealize Operations Manager 58/ JT25E 2 2 62 Al 1R — i SR HT AR — K vRealize Operations
Manager OVF sl efe X, A H0as s DRBE M (i E s R G, DAMCE NV E &84T H .
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3-1. vRealize Operations Manager R 524E

& OVF/&=EE

ERRBRRER

Y TEImIERRS

BRI E

A

REMERTTE

REREFRA

3>
>

Y

EEIRIS

iH% vRealize Operations Manager & X/
vRealize Operations Manager fIrifs 2, AETEIAB PRI AT OB | BRI S DA AR
(A7 BT R RO T
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REER BRI 2 R e BN T2 CPU., SCIEHSAIRARE TR R . R ART 2488, avieE Sy -4 B
I, EIE LA IRV ARIL . HA HRTRE . EORMRE IR R, DARAaEiR . A SRR
R BB R HOM

VMware TE}] vRealize Operations Manager f/NAFENZ L EEE, AR B ARk SCis, DAGE R DURLg8 4 1)
T ¥HRF vRealize Operations Manager iz A< H i 4 5 ek /a3

RIS 7T 2093783

IR ST TR IR, Sl aRa T i (e o rhig N PRIV B s o PR A B E ). Af5 s
BEgy, S IR M Ay ik, BIfE)] vRealize Operations Manager A £t

1 WBEATE R LA Qi35 i i vRealize Operations Manager i,
2 JSHERH; vRealize Operations Manager fii%h,

3 RUE—E AR, A 5o AR BERE H k.

4 frEUERIRFETEG LY [ SRR Fm,
5

AL BRI N5 AA I IR TERS] TSR 28, TERIRE SR 2093783 A K/ Nk
S NASRI A T R A P A R AR

6 MR AR NS TS vRealize Operations Manager w5 6E. 43A] DL 7 R R G 4
REHRFE B BT B Af 2 B e B o

MAREAH KRS IR, P REF ARG R, RO R, BRI R A A FRIRED
B A AR A AR T2 R A S R AR

PR N T o IR . AR ST A 5 e, (R E A R R S Ry
I, I FeFT A 78 R IRE I AT VG B B R 2 e B o SR T DA /R i il U IR o 1B Al A
WERHIERIUIR, B 8,000 & ka1 vRealize Operations Manager H—fii# vApp H525HA—I N
TRl At

SRR S M ZE vRealize Operations Manager vApp #ifig4
2 A B R 23 A JEIHE, 5871 % vRealize Operations Manager VApp i B ZORH AR
WEEH
RO R AT N, SRR, S M AR Y b AR N R AR — R
» {ii]f] vRealize Operations Manager i i, L BhEEAR
m  EERAE M vSphere Client 143 % vCenter Server £%%, k{2Z\ vSphere Client,
3
1 BEPAHIRRZ BB O R R A
2 iR RSO T, AT — R
Er S JRBIRARE, vRealize Operations Manager A~ 3¢ 42 & B

3 DARUHRYE B 2 e AR R IR
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W2 AR o

m  {fE5% End Point Operations Management fCHEFE 22258 H 87 vRealize Hyperic FEEFE U208
] noarch e, FEHERET- E T4k JDK ok JRE,

RS E R 2 IR BRI T ASCH Fote WA AEEH ITIHE ASCI 7o, HIAZEIE
Linux #&#5H1 SSH H P e FHAE X4l A UTF-8,
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BF
1 I RPM IR (0 N FEEAERR o

TERARH RPM H# T

64 (TTIEERH epops—agent-x86-64—1inux—version.rpm
32 VR RS epops-agent—x86-linux—version. rpm
AR epops—-agent-noarch-linux-version.rpm

2 fii}f] root AEFEFARL SSH 4R,

3 HIT rpm -i epops-—agent-Arch-linux—version.rpm PUFAFRFE R 2 2 BB 5, Hih Arch 12
HAZHE, version HEZRORSENS,

End Point Operations Management fCEERE A 202, RIS AC A Ay DA s o

RSB

ERENIRTS 21T, FaMERE epops  FHRERE (0 & RIS MR U AR R AN s L PR ORI 75 2 AT AR
AT FAI A — IR

= {7 service epops-agent start DL epops-agent Ik .

QRS End Point Operations Management fUEIFE 2285 /E 6101 T SUSE 12.x KRS |-, ST
[EP Ops Home]/bin/ep-agent.sh start fiy% 2 E) End Point Operations Management {XI 2
Ko

»  EEERUHEE) End Point Operations Management fCEERE AR, AIRERILEIRE , FonRIRRE T
AT (EREDRIERE S T, FEJC AT . /bin/ep-agent.sh stop.

= {f agent.properties fEHREERIMERN, REHBENRS . 528 HU1 vRealize Operations
Manager filllk#s % End Point Operations Management fCHRFE R E N Ao

fE Linux F& L RHFEREREER
AT DAE tar. gz £11# End Point Operations Management fXEFAE A 24E % Linux -6,

IRIRR, BOERTEfE e P R R AR . AT AR E RN A IO, iRy
HEMC. HLERAAEN AR EREIE, HEEHZE. < RIEEr e AR N AP R ER
IER8

DEFH

m EHERAEAT R ARERR nTLAESS End Point Operations Management fXIEFE . AAZH#E(T vRealize
Operations Manager {15 #5651 HRZ B EE I A G EREN o543 End Point Operations
Management fREEFER,, #5£:EH vRealize Operations Manager H/1) A1 4 FIHERE

n AEEEEEAT ICMP g, HILAZAfE FTIARFERR 22 End Point Operations Management {CHERE K,
= [i#5% End Point Operations Management fUFR 12028 H 4% 4~ vRealize Hyperic fUHRFE 2028

n (EEE RIS R IR IRy, SRR A ASCH F o0, @R E i H9E ASCI #ot, HIE
Linux Bézs A1 SSH ] P A sU iRk 2 UTF-8,
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BF

1

NG R 4R A Linux 7E 2 2%:19 End Point Operations Management XEIFE R 245 tar. gz £

Z

Zko
VEEZES tar.gz JREEE T
64 fMITFERS epops—-agent—x86-64-1inux—version.tar.gz
32 fITTVEE RSB epops—agent-x86-linux-version.tar.gz
i epops-agent-noJRE-version.tar.gz
2 AT cd ACHEFLLH/bin, BRI bin Hi%.
3 #{T ep-agent.sh start,
BT RPNy, e RERERE 7, BRAEEC AR N B N FE e B A fE
{H.
4 (GESEME) 94T ep-agent.sh status DUGHIREERE A HRiRE, 145 IP (ZEAH s
RESH

BSR AR U H Pom B . S 2B For s AR AR U P ARt

# Windows ¥ & L RHFRERERER

AT DAL L zip #5551 End Point Operations Management fXERFE A 2854 Windows “F-4 .

TR, BOERRF S L PR R AR el . T AR e REERE RN AR Fh ML, R R
HEME . AN AN TR, BeaElizilb. 2Bz rer AR N SR e E

=
HEEH
m EERRAEA R ARERR AT LAES End Point Operations Management (HFE 0, /7 YEAT vRealize

Operations Manager fili 5 4555, 11 HAZ R0 6 S5 1 M 2 AR A 7o r 454228 End Point Operations
Management fRFRFE;, %425 vRealize Operations Manager H/1) 1 4 FIFERL

fités2 End Point Operations Management fCH 1) 2228 H 4457 vRealize Hyperic fUHRFE 2028

TE81T Windows Installer FXIFRFER 2 i, sHffERRERIUEREE A Z2E4T/] End Point Operations
Management &1, vRealize Hyperic fCHIFE .

BF

1

NI AR 4 T Windows 1E 2 2 %: /1) End Point Operations Management (X ERRE R 205KE L zip 4%

Z

Zko

=330 ZIP lR#R T

64 FITCIFERK epops—agent-x86-64-win-version.zip
32 fITTVER RS epops—agent-win32-version.zip
mE epops—agent-noJRE-version.zip
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2 HWUT cd AEEAEANbin, RRIEFEBE bin HEk,
3 34T ep-agent.bat install,
4  ¥{7T ep-agent.bat start.
EEE RS AR, S gRERCERT, FRAFECAA RN AR N fR e 4 e .
BESR
AR A Pt o A B For e AR AR U P A5

£ Windows & F{Ef Windows Installer & IBENX
AT DL T Windows Installer /# End Point Operations Management fCHE L2225 % Windows “F-5 .

REEFEA P DA R 28, FE2 R0 /& Windows #qi I E5HUE 2% End Point Operations Management 1
IE%T_IKO

DB
SRR JEARORERR AT DA End Point Operations Management fUFRFE L, #4FHEA vRealize

Operations Manager {ifi [ #8538, 1 HaZ B w810 Ao Eae4 o ir 4542 End Point Operations
Management fXFRFE,, 7542 vRealize Operations Manager Hi/t #f) (2 FIFERE

m  {f£52 End Point Operations Management fCHRFE 22225 H 87 vRealize Hyperic FCEEFE 2408

n AROEAE RS | 2245 End Point Operations Management fXFRFR S, S5 HIRE R G A EEA T
W

= {EPT Windows Installer fCHERE A 2 i, SHMERARIVEREIA 2 24H{7T End Point Operations
Management 5k vRealize Hyperic fCHEFE L,

AN vRealize Operations Manager 118 2 “RiEL 215 . vRealize Operations Manager frlfl
srhztlk (FQDN), DL ARIIREREEEEHRAUE . An] DAERR v G B R a0 FR e g A AH B R

1 TNk A Windows 511 Windows 222K EXE 25 .

(=33 RPM fR#540 T
64 fITTIER RS epops—agent-x86-64-win-version.exe
32 MR RS epops—-agent—x86-win-version.exe

2 HN MRS ABRRCL RN %
3 SO E LR

A ERR S TN AN ARG AR R B, 1T A SR T S I oo O S ARG BUE G H
Hio REATAE [Mbln BRIE] Bl [l ROE] 325 G FsoE i 3R AR S bR RO o

H A BLE S iR AR RSB ACH B I BERIEC 8% B2k
n B THEETUR LRI A iR R R AL

m  FELCTT DU SHAT 5k SHA256 Ik,
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m  {KFEX, vRealize Operations Manager filflk#s @y &4k A FLEE 510 CA #5538, s sk gris o
PR B MERE . FERIENL T, 2 IRgUZaEL CA BB aUN], RERFER A REELRT A5
BEIEE

= % vRealize Operations Manager £ 5, AT DAE N FETERGE, AV TIPSR . itk
8, AR B S M FR AU E R (N A

SRS TEAUE, BN vRealize Operations Manager &5/ ™1, #4941/ https://IP
Address/admin, SR{&¥— MR DIRERAIA I SSL gl . PRIEEC AT Bt U4
w5 IS H Y S8 AR ARN A IE R . QSR -l P ET IR, TS HR i SR — (R A )
R EHERIE

4 (GBEEME) AT ep-agent.bat query DUMESRAFERE IS OV 2 RNEAE R T,
REFFEABIBA4AEE Windows “E& 38U T,

B A 2 SR A B S S 2 i el s, ARERRR SRR G AT, M product
installation path/log HExH) wrapper.log fil agent.log f5¢, MERZATLHER .

# Windows %88 L 8 =% End Point Operations Management {£E 2z

XA PAE Windows A bl FHAIERR S stk B IERTUEL 20256 75 5 422¢ End Point Operations Management G
e,

AR B e PRS2 2 e T S FH e e e T A TR (X A 2 S T A T

AT Windows Installer fCERARR R 2 1T, #llfsR A BRI R 2 4T End Point Operations Management
5}, vRealize Hyperic fCHEFER,

Al A2 HEUE LRy . a2 IR AN, S 215 End Point Operations
Management f{EFE G E N A
#54HE Windows 23RS UHR B S B B0 = B VAL RS, NEraCambnet . QiR i fhalamm 1P

Ak #5385, End Point Operations Management AR 207 iCE)

x*4-4. FEAREGSIREENZSH

2 (il G [ e S

-serverAddress FQDN/IP fi7 &l vRealize Operations Manager {2757 FQDN &k IP i
bl ko

—username FH Critl

—securePort pIE2 B THRRAE 2 443

—password FH Crtl

—serverCertificateThumbprint FH Bl vRealize Operations Manager frllR#5 265540, Aol

JZe A S | SRFT A AREE a4, flan -
serverCertificateThumbprint
[31:32:FA:1F:FD:78:1F:D8:9A:15:32:85:D7:FF:54:49:0A
:1D:9F:6D/ .

SR AR LR E R H AL A AR
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+® 4-5 Hih BB M SIREERSH

S FERE R

/DIR C:\ep-agent FRE GBS . LHRIRAAF AT AHs, i ELAZE Al F 5l
45 /DIR iy A AIZEBEERAE, 101 /DIR=C: \ep-agent.,

/SILENT I PR R B ke, (rfa B, e BRI E

/VERYSILENT i3 B L P PRI D 2o, e PR s B b, ARt
A, SR RS, B —E (SR
HAHD)o

£ AIX & EREREES

PRI DITE AIX 2P 224 End Point Operations Management fXEEFE S,

DB

1 %2 IBM Java 7,

2 1t IBM JRE security [14## 531 JCE: JAVA_INSTALLATION_DIR/jre/lib/security. WIFsF
AUEEN, FE2RE NG LRI E JCE [ HIAH %

BrF

1 % PATH @88kEy, ¥l /usr/java7_64/jre/bin:/usr/java7_64/bin 5% PATH=/usr/
java7_64/jre/bin:/usr/java7_64/bin:$PATH,

2 2 HQ_JAVA_HOME=H i Java H IR,

WFEHENGE AIX BRSNS, 5528 https://www.ibm.com/support/knowledgecenter/
SSYKEZ2_7.0.0/com.ibm.java.aix.70.doc/diag/problem_determination/aix_setup.htmi,

3 fF AIX BEZE |, Nk nodre ilRZ<[Y End Point Operations Management fUERFE, Af 28R ERFE
4  EERIERE LN, RE2 R Linux -5 FAEEMF LR

# Solaris & FRERERN
R LATE Solaris - | % End Point Operations Management {XFEEFE,

DB

1 & Oracle 44l Solaris %25 Java 7 SHUHTHCA: https://java.com/en/download/help/
solaris_install.xml

2 1 http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124 .html F 3T
1) JCE

1 &5 PATH %8850, Wil /usr/java7_64/jre/bin: /usr/java7_64/bin 5k PATH=/usr/
java7_64/jre/bin:/usr/java7_64/bin:$PATH,

2 % HQUJAVA_HOME=H &7 Java H SIS,
3 1 Solaris ##s |, NIl 22 nodre i /K1) End Point Operations Management f{EIFE (.,
4 RN, FHZBAE Linux 16 F IR 2 e R
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End Point Operations Management X223 i) Java LEEH

fir47 End Point Operations Management FRFE R HF27E Java E4E 4045 Java Cryptography
Extension (JCE) Unlimited Strength Jurisdiction it HIJ# 5 .

Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction i HIJ}# %< fu 574 JRE End Point
Operations Management IR 225 3 TE

]2 4y JRE #5581Y End Point Operations Management fCHIFE R B, k2% H & 91 JRE,

AR AE JRE 4G 8TH, WA Java £1F107 Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction J5HI#5%¢, DU End Point Operations Management FCEEFE S0 E Sk, QAR AR
F JRE 318, H & Java A7 Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction
RS, JIEne B DL FROSERAIUEL . [ fRES T Re il (ORI SERRM TP/ H5) | FI [ Cannot
support TLS_RSA_WITH_AES_256_CBC_SHA with currently installed providers | .

5% End Point Operations Management st JRE fi8

End Point Operations Management R U2 JRE, ~F&5 5 HIfJ End Point Operations Management
IR 2R P a2, JRE, 7 F4A119 End Point Operations Management fCHEFR 228 R 2 IS
5 JRE,

AR EEE JRE Z288580H, W) Java 111075 Java Cryptography Extension (JCE) Unlimited

Strength Jurisdiction I AR5, DURCOT B E SR PRABERE A BBk, WIFS A4, 55284 End Point
Operations Management fRFIFESY Java A5,

AU BIR B LB e, ATREFHRE ARIEAESE JRE UM E . LA MERIEFR % JRE (7%

w  ERAEAEHZ JRE MRS EIOF S BB AR 2R k.
A A RREIR R

REEAMABHE JRE

PRERRE ST H JRE 105 XA 5 508

B UNIX AR5 FEEL UNIXAHIARF & b, ARERRRACE RN SN e {7 JRE :
1 HQ_JAVA_HOME FrbiA#H)
2 MR JRE
3 JAVA_HOME FRB34AH

Linux -8 {F Linux V-5 _F, A PAF ] export HQ_JAVA_HOME=
path_to_current_java_directory 5 E 3% G40,

Windows “F-& 7 Windows -5 |, HEREUE R NAET T JRE

1 HQ_JAVA_HOME 3%t
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SER I E BRI A B E 2% . SR R HIEOR T T (~) TR AL S
&, fBlan: c:\Program Files\Java\jre7 nJ4#py
c:\Progra~1\Java\jre7. ko mM 8 B A F7E HekbrE 4
PA progra PHEAMINE Z 2 FEBEIER (a1 a=1. b =2 %:55),

2 Wik JRE

R DAEFRA BB RS I RN e 2 A G A I > 1R > IRIBEH > &

B > B,

HA Windows [ EU IR, {F Windows Server 2008 R2 £l 2012 R2 |-, Windows I M GEE {1 B 2 %%
SRS, BT TR IK . TR, HQUIAVA_HOME 4% A5 B sk A2 v BE AN et 2 End
Point Operations Management IR, 7EbIf74L F, End Point Operations Management X2
R HEET (0TI RF ) HQ_JAVA_HOME i, Tiic i - FHSHERIY JRE R

End Point Operations Management X IBEEX MR L EEM

RN localhost &5 AlH%A74F, End Point Operations Management fUH Rl A S EaE, i FL

THURPL MR [ EARVRE, RS TTRETEAE MR (BURMHEEERN IP/ER) . B S 10 B, A

BER |

FHTER N A R AR A DR it «

2K

1 ¥F Linux PR EAERG % /etc/hosts, Bl7F Windows B C:\Windows\System32\Drivers\etc
\hosts,

2 f}if]127.0.0.1 localhost BMi%, &k IPv4 127.0.0.1 [F4(74EH{U7 localhost ¥,

3 REFREE

&% End Point Operations Management {{¥#2: E vRealize Operations Manager {7 iRk &3 &R
RE

PR RIRAE AT, AT AR Y agent . properties RS Pyt Zalt fUHAR UAEN vRealize
Operations Manager filllx i f AN A, FEP R DUER AR N A N ARhsoe
Ry, PTUAR 2 (R AU A 13

WAL, e Bt Tify. HRIEERZANARE, FHETr— N BHRE
RELFEZUETE AgentHome/conf M gLy &8 . b A agent.properties TR B o

TR A A ey F 41 A 5B vRealize Operations Manager fil [l 21 Tl AT 2, HIAREERE R AR
AR S, AR R R P9 AL

T B T R RESE RO o
R AERIAROED 2 AT B2 12 E RS RBERE R A o A2 LA N a7 20 Py 2 Rl — e 22 R AR R i

RE o
w [EACERE A R SSL Keystore, [fiiA~ /& vRealize Operations Manager &4~
Keystore,
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n (HREIRE R AEIEE Proxy filfilkz5di45% % vRealize Operations Manager filfilR#5

WEEH
fifez? vRealize Operations Manager fill[R#% 1F/E 4T o

BF

1 1] vRealize Operations Manager filflli#s % End Point Operations Management HCELFE 1R E N
%:
7f agent.properties ##5H1, Eil End Point Operations Management 032 0F1 vRealize
Operations Manager {l/lza& SRR 1) P9 A TR A AETE A o A2  inEAR

2 {fiE End Point Operations Management fCHFE LU E I A
EATUARE agent.properties f ST 0N A D HIERN .

3 % End Point Operations Management f0FIE 1 Keystore
PHRRE L ] B RSB MRS A TS, Ao TR AR i R Rl 2 s, g AR 2
FRAR B o KT, BRI data BRI AR Keystore 1, AR DLREE H LY
Keystore, {HHALACHIREA /],

4 fIiH] [AHRE] #1557 WLEE End Point Operations Management f{EFE T,
R — R EERE R, H 45 vRealize Operations Manager {ilfl#3 (7 & (4 REH IRy, 7
Wi s End Point Operations Management AR AR BEEIRE S WL, HRE e e s B fe it
vRealize Operations Manager fl/IlR#s Az BLaedR DU BT S LA B 2oR)

5 RPN
#EnlPAAEE, & vRealize Operations Manager FI#ECUE 5511 FIET I AANFIEE, 78 B FER O ACERFE X
WA

6 End Point Operations Management fCHIFE P9
End Point Operations Management fCEFE 7 1% agent.properties fEEMIZITHANE . WAEATA
SR A HSE R S (E agent. properties f%H

JE) End Point Operations Management AXEEFE L,

B vRealize Operations Manager ffllkg&E End Point Operations Management X122 BIRRE

ME
1F agent.properties fi#Z 1, il End Point Operations Management fCEEFE UH vRealize Operations

Manager falfii sl sHAHI Y P9 A TR AR AT . AZE AR
BF
1 7f agent.properties fif 5 UL PR .

## Use the following to automate agent setup

## using these properties.

##

## If any properties do not have values specified, the setup
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## process prompts for their values.

##

## If the value to use during automatic setup is the default, use the string *default* as the
value for the option.

2 RERBATHIUN # R LA N A .

#agent.setup.serverIP=1ocalhost
#agent.setup.serverSSLPort=443
#agent.setup.serverLogin=username
#agent.setup.serverPword=password

55— KBcEh End Point Operations Management fCHRFERIH;, 77 agent.setup.serverPword /F{E ]
W, WEEAAESCTAE, AERREA e T

3 (EENE) BEREEATII Y # BEGC #agent.setup.serverCertificateThumbprint= e R4, DAL
AR sR B I TR AL AR E S

g End Point Operations Management KIBEXBENE
ERIVAREE agent. properties fi S 0 AN AV FLE A

PR - IR AR R E A T e — M i DI N R
BE
1 FEERHFEA%S vRealize Operations Manager {rlIiaisRpA 28 68 FH A7 B AR

NE WAER

agent.setup.serverIP $57E vRealize Operations Manager fillJR28 17 hF ok A= e .

agent.setup. serverSSLPort TERHI 5% SSL vRealize Operations Manager falfli el ingipzta . 7 4 falfii
R E AN, S8 R RS

agent.setup.serverLogin FeE RSOt 2 2RG, 6 e &% 25k i1% vRealize Operations

Manager filllleii . #2015 username T AE T A FUABAEL, SERERR A0 5 7E
vRealize Operations Manager filili# | 3% i 1E 1

agent.setup. serverPword {rii4% vRealize Operations Manager {illlie#5ir, $5 0 IR B IR0 il, DA
vRealize Operations Manager {1 %/, F5fERRiE 21k vRealize Operations
Manager HEHEZ 0 T & IR TR 3 i,
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2 (BEM) s5¥EE vRealize Operations Manager filfili 78 5 55540

NE RESE
agent.setup.serverCertificateThumbpr  FEft L EATAY MRS B G RN T,
int P TR S L S M 20

BACATPAGE T SHAT Bk SHA256 5677k
1R7E%, vRealize Operations Manager filllias &7z 3k % 21 CA 153, 260
SERZREEE R M BT A I B AR . ESAEE M T, RZARALZHEL CA 18
AR, ARERRER BREL AT A E A

54 vRealize Operations Manager ©530 2, 78R DAFEN [ 5T 8855, AN 748
R o AU, SAEAR I B R O FR AL E A (A A PO
TSRS, FPE\ vRealize Operations Manager F7HLA i, 484F 4
https://IP Address/admin, SR#E$— NAJATHRERSIA M SSL sl k. i
AR BT SRS R AR, 75 A R 88 AR R A Il 2 ERERO(E . TR f&
I TR, RIS PR R — (SRR A A IE R

3 (RN BT & Token RSN FEFIREZE 4 FH .
PRERE AL AWM T IE RS, 1S 08 F e 5ok Token,

W& WASER
Windows: ALV & Token # fiﬁ%ﬂﬁ*ﬁﬁ’\]iﬁlﬂﬁilko
agent.setup.tokenFileWindows AR DLV E RORAE (\) ka0 (%) FoT, Bl FRiss

Linux: agent.setup.tokenFilelLinux JE5E Windows BRAGRE , e 86 IR AN (/).

4 (ERIEVE) B TIE B e S AR E T HAB L E R N A

1EERS we
Linux ./bin/ep-agent.sh set-property PropertyKeyPropertyValue
Windows ./bin/ep—agent.bat set-property PropertyKeyPropertyValue

agent.properties #5<HIK N A& N
#%%E End Point Operations Management {23 Keystore
ﬁfﬁ%f@im AR B MRS TN, AR TEE R R iR I 28 (R, s A FH Al
e MTHR, BN data BRI AR Keystore i, AT LA E H LT Keystore, LM
FEEE?FIEWEFH .

BE AEMAEACH Keystore, AZHTE OB AR A RTHATIE TAF,
BF
1 {¥ agent.properties FEZNRT # agent.keystore.path= Eil # agent.keystore.password= %,

i/ agent.keystore.path £ Keystore 15¢ #4141, i agent.keystore.password iE %
Keystore [T,

2 ENAERERHTEY [agent.keystore.alias] WA, MR AFEEENAA, UT Keystore 12
RL I sIEE
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£ [AE] #HiEAHRERE End Point Operations Management rEE

TR —EAERE A, HIZA45/E vRealize Operations Manager filllka (v 2 AL MEIN, U N
2i7R~ End Point Operations Management FCEEFE A RESTEE L. 5 D e 424t vRealize
Operations Manager fil/lg#s 07k Bl e, DU H A B AR AT B 0k

BEDLNIRDURy, S AERE A R E  HR -

s P RBENREEREL, FLPASE(E agent.properties £ —ok Z AT N A
w EAREM IR, R A e IRt PORHR S B RS

fth ] DL T AR SR A A T T RS T R

BEGFY

TR AR IR IEAE A T

BRF

1 FEZERBEREANT & LB o

2 P4 AgentHome/bin 4%,

3 RGO B TARE R A AR

& we
B2 UNIX A8 ep-agent.sh start
Windows FufREERE U 25E Windows lii%, SAE#IT it: ep-agent.bat install ep-

agent.bat start &%

w45 End Point Operations Management fHIFE A% ik Windows [R5, il
TEARABTE I RERS R ARz s i 2 S B I BitT . i, @i lARAE Microsoft SQL

Server |#4T End Point Operations Management fCERE X, H HAGHE i #10E

BNZAies, ARz 55\ Windows JIlii .

4 TR, FERUETTHRRRRS, SEIEELL N R,

Ei7ap ]

R TER 1P frik T R ELAREERE SR — B b, AT localhosto 75 B JGRARILEE 74%
PR (A s 2 BT L, RS Y FR e 45 B Ok

T\ RS SSL jERs 1F vRealize Operations Manager {rllll# L5 @ REIFE A FHARAYT SSL iz
THRGHEEHR L 443,

fAMRESHR T AR RS FHBU L RS A ST 2, BB E A thumbprint N

7, HHAEES, AREERE T HESZ 2 U5 (man-in-the-middle attack).
{TﬁHM BHRE RS S PR A A R

B NS fRIAR B P 4 R% fifi \NJL47 agentManager HEFR 1Y vRealize Operations Manager {1 [T| 2 ¢4
BN RS SIS Tl \F57E 11 vRealize Operations Manager %5, #5205 2 M5 A7

agent.properties }ZH,

ﬁﬁ&fﬁﬂfﬁ'ﬁ( i} %% vRealize Operations Manager falflzas/1Hi4R, falllkas s QR XGmEminas, vl
BRI R
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ks e A AR A S RERFE S Token [T i 4558 . 11 A% 4K The agent has been successfully
registered flUE.. REMEAPHIGIRET-&, WK H I TIIIEE,

EEREEXEENE

AT UAHEE, & vRealize Operations Manager AL E F6I1 HET N A AFIRE, 78 5 PR AR R U Y
TE [AfEr] Sy I R B, R E R R B e false, BEEENHTRLMN
REERE A R R, R R R R E & True, M H AR BUE, e Z2IETHRT
PHERE I, W T EREE NI

QAR g R A TR MSSQL #3E (MSSQL. MSSQL Database. MSSQL Reporting Services
MSSQL Analysis Service ok, MSSQL Agent) K5, 5B BREEXARBERIOERE S True, FHEEEL
A BT By

End Point Operations Management {EERXAN S

End Point Operations Management fCHfi 57 1% agent.properties M HPINZIANE, ARG X 1E
N AFBE TR B 5 agent.properties f5H,

TR T AR A RN S 7ETHRY agent . properties FiZ AN A,

A LAINE: agent. properties FEEHINNE, DABUTHERUE 28,

% End Point Operations Management {CER R £ P9 A48 s

2% End Point Operations Management fCHEIRE > 1%, 450] DUTIEE DN oM b )
agent.properties 5 HH DUBHIEEIUE 22258

BN, EEYeE TS0, WA DUEIT . /bin/ep-agent.sh set—property agent.setup.serverPword
serverPasswordvalue, HUL Nig—{T#HS % agent.properties F§Z,

agent.setup.serverPword = ENC(4FyUfém/c5i+RriaNpSEQ1WKGb4y
+Dhp7213XQiyvtwI4tM1bGIfZMBPG23KnsUWu30KriW35gB+Ms20snM4TDg==)

FHIA B D51 4415k {775 AgentHome/conf/agent.scu M1, QRS HAE INEs , ke s T A — 1
BN 58

WEEH

ffe5% End Point Operations Management {CHE R 5B 7HL AgentHome/conf/agent.scu, SHEMTATAREERE
M RAREAR N AT IR 2 1%, R RS U S LA ih

35

o DR R, WEAT ./bin/ep-agent.sh set-property
agent.setup.propertyNamepropertyValue,

FSBEHE DN ) =48 /71 AgentHome/conf/agent.scu /1,
®RIBEDR

WERARFO AR AR SRS I Sl A5HE agent . properties RS HUf T AR, ARE At 2R K
ffi agent.scu, 52 A2 2 End Point Operations Management f{EFE £,

N 25 %) agent.properties 3¢
TR ZE T BEATAT AR il BB 25 /1 7H3% agent.properties fif 2 FH N A o
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AR TN AT B

agent.keystore.alias %

P9 2 A AR R o 3 e 2 i m%ﬁﬁz Keystore )& Hil; sz R UAS R E B BT vRealize
Operations Manager fil/lRss =1 T 5 7)1

agent.keystore.password Y%

LA AR E End Point Operations Management fCEFE X SSL ) Keystore f1)%5 0
agent.keystore.path P&

IR E End Point Operations Management HCEFE I SSL Keystore [ F o

agent.listenPort Y&

LA End Point Operat|ons Management [CERFZ SCOpT R B, LUK FI A vRealize
Operations Manager fil iR .

agent.logDir 9%

BATDLE I P 208 45 agent . properties 155€, PAHEAE End Point Operations Management f{EEFE
BN LB BB B W AR E TS, agent. logDir sl A AR X 2he F Bk
Ao

agent.logFile P9&

(RSLIEESR VTR ¢RI T

agent.logLevel N&

PRSNGSR 2 RIUE R AR

agent.logLevel.SystemErr &

i System.err FEHIEL 4 agent . log K%

agent.logLevel.SystemOut %

i System.out FLHTIL[A % agent. log fif%E

agent.proxyHost N %

End Point Operations Management {REEFE N #1/i2 vRealize Operations Manager frllllz 147
IRe, WSS {EHRI) Proxy Al T84 IP Az,

agent.proxyPort %

End Point Operations Management ﬁfﬁ%ﬁ@jﬁﬁé vRealize Operations Manager [k 75 f)3H45
My, WZE— 4R Proxy fiiRes.> HHR 4m5E

agent.setup.acceptUnverifiedCertificate %

P AR End Point Operations Management X2 U275 & 7F vRealize Operations Manager
falllR R AEEARTERE I Keystore 1, if FLE A Fe & Zrak h #53 AOEERE X SSL #H PAAM HAth
SRS BN SSL IR s
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m agent.setup.camlP N
i T A Ak E ZeRFIFER. > vRealize Operations Manager fililz#5/1) IP £z, End Point
Operations Management fAEERE A 70 F R Skrh PO BImiAR4H RE R, 4 i s i

= agent.setup.camLogin N %
LA T ORI TN 2 E 3% End Point Operations Management AP R 7 E 2 Bl Ik iy
Jrfoli PP AR 2 25 400

m agent.setup.camPort Y&

LERAE T OB, W] I P9 A A SRR et £ TN e 4l RURE T £ 1Y) End Point Operations
Management FEEFE A g iiidi

m  agent.setup.camPword &

i FHItE 9 A2k 76 End Point Operations Management fCHERE R (143 45 vRealize Operations
Manager fAllRAFREAITAE IO B, 1B RERAR A 28— ORIy, Ay BB s s i A e
5.

m agent.setup.camSecure
P A 5 End Point Operations Management %4% %] vRealize Operations Manager filfll#51A
AR T I RURE

m agent.setup.camSSLPort Y&
LERAG P IRy, LUK N %Y 22 7% End Point Operations Management ACERFE A fllermdifz i, TR
AifrlfRasES T SSL 1A .

m agent.setup.resetupToken P&
fdi I P9 5 7] 3% End Point Operations Management HCFRFS 2 v — i Bl 390 ) B ] AR e A 1 e
SR AT FHR 3T Token, QSR AREERE UK Token T MBS Bl AR % i e v B A IR il 4R IRy, ER T A4
Token & —FIE UM T

m agent.setup.unidirectional P&
}#H] End Point Operations Management {{3! %X fi1 vRealize Operations Manager filfiisi < [H] /1)
[RIRGEE 1N

m  agent.startupTimeOut &
FEARERE A S ED 2 15 End Point Operations Management ACE U UGB 15 - 5SRO D
O ST e i LR vaR s il ETA I 23 e SR N e {4 T = N 1) 1 I =R U i)
[

= autoinventory.defaultScan.interval.millis P97
5/ End Point Operations Management fCERFE B TTERE AU SFAN H 8% B 2 iR

= autoinventory.runtimeScan.interval.millis P9
7€ End Point Operations Management AR Gk T3 T I Bedm g =2,

= http.useragent N &

7E#% End Point Operations Management fCERRE A% 88 2 HTTP ik user-agent 22K AZHE[Y
1B
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m  logdj WA
1o #5521 End Point Operations Management fCHETFE 1) 1ogdj WA .
» platform.log_track.eventfmt %

fitE Windows St N 75 Bl X, s S mst 2 /F vRealize Operations Manager Hjf
Windows it g% d+EH:, End Point Operations Management fCHE 20 5 10T H .

m plugins.exclude N
75 End Point Operations Management A2 U/ IR A S i N ANEME G, 18 T DA D AR
PR RO SRS A

m plugins.include W&
2 End Point Operations Management HCH R A/ F RIIRFR N FMEE 3 1 BRI DA/ D AR AR
EVEW G

m  postgresqgl.database.name.format P&
LN HAHEE PostgreSQL AMEME AR H AT PostgreSQL Database £il vPostgreSQL
Database KRR Ak,

m  postgresqgl.index.name.format Py %
H AT E PostgreSQL AMIFE U ARIR R F BH#£ 2L 1) PostgreSQL Index fll vPostgreSQL Index &5
F ) A

m postgresql.server.name.format P&

AT PostgreSQL MR ASEIRE] H EIFRAZ 1 PostgreSQL Fl vPostgresQL il s HL ) 24
{52

= postgresqgl.table.name.format %

b & F87E PostgreSQL #MEME IUIEIR S FH IR ZE Y PostgreSQL Table Fll vPostgreSQL Table K%
LSRN SR Y S

m scheduleThread.cancelTimeout %
A FTE ScheduleThread FoiF R FISCERME 58 T— B 21 B SRR _E PR (AR 28 B4
m  scheduleThread.fetchLogTimeout %
I P 2 PR A TP A A IR T A T 10 B R 3 U
m scheduleThread.poolsize 9%
A ROTAMEIE L, AR 25 T4 IR Bk . WA T A INE R A U T4E L oM U
=L pee i
m scheduleThread.queuesize P&
DAL NS BRI AN U B SSCER AT A1 R N (BE TR )
m sigar.mirror.procnet &

Linux 1 mirror /proc/net/tcp.
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m sigar.pdh.enableTranslation N &
SIS, PTG ) 7 S AR ATt 3% 8 RO
m snmpTrapReceiver.listenAddress PI&
57 End Point Operations Management fCEEFE R SNMP 3% AR Al /e i g i

agent.keystore.alias &

A T AR R e 2 25 P Keystore 44 HE; 1z CHRAE 4K e Bl vRealize
Operations Manager filfilx#iE4 T H Al sR .

&%l FEF;E Keystore MIZTB

SHE LA AR AR E LA N 2l T2 PR Keystore

hq self-signed cert), Jul 27, 2011, trustedCertEntry,

Certificate fingerprint (MD5): 98:FF:B8:3D:25:74:23:68:6A:CB:0B:9C:20:88:74:CE
hg-agent, Jul 27, 2011, PrivateKeyEntry,

Certificate fingerprint (MD5): 03:09:C4:BC:20:9E:9A:32:DC:B2:E8:29:C0:3C:FE:38

f55E 75 Keystore 4R T

agent.keystore.alias=hg-agent

WRIEN B IIEATT Keystore 455, AIREE A EL i ka2 F i m s e .
THRH
REFFE O TARAT At 54K hq Keystore,

SR E S P Y. Keystore [ AEERE N, AR TS (M 252K E # Keystore #4H,
agent.keystore.password &
A Y% End Point Operations Management UFEFE 1 SSL ) Keystore [{)2%5H5.,

i JT] agent.keystore.path PY% 9%, EF% Keystore [Hfi7E

IRTER, 215 55—k B End Point Operations Management fUHEFE S EE, 25
agent.keystore.password # MR HIEN HEAACTAE, HIARERAE U ez N A Eh IS o 7E b AR
2T, A TR AT I

MR H PR Keystore FIRIRER AL B e i@ Al fr e AH R 2105

THFAR

TR agent.properties FfZ AU S EHPNA,

agent.keystore.path X%
T E End Point Operations Management fCEEFE, SSL Keystore (1047 £

D

THIE Keystore 15235 %4% . {#i/1] agent.keystore.password PN EF: Keystore [1257H5,
agent.keystore.password A

it
W
=

il

{f Windows | #51E Keystore j#{%
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1E Windows “F-5 |, AR Keystore 1AL,

C:/Documents and Settings/Desktop/keystore

PR

AgentHome/data/keystore.
agent.listenPort P9&

7545 5%E End Point Operatlons Management IR AP TR, DAk [ A vRealize
Operations Manager fiilfJk#&1if

AR TR A

agent.logDir Y&

VAT DU N ST % agent . properties #55¢, PLEE End Point Operations Management fUERFE 25\
HECEAER B8R0 o NSRBI E SCIEER S, agent. logDir S afd AR ERRE N Z B H e

T S ARE R SR B O B, SN — (R AR RE S 2 I B B ORR A, Bl Se A
mE, AP ARSI 2L agent. logFile WA IE o
TR AE
KT agent.properties HZAUEIEMHNA .

THRAT 2 agent.logDir=1log, EEAELFEAGIEAEH % N\ AgentHome/1log H %%,
agent.logFile P&
RIS O A B 2 A

FHRRAE

7F agent.properties f#5¢H1, agent.LogFile W AFIFIR AT /& FH—(H AR —(H 5 FR AR AL,

il

i«

agent.logFile=${agent.logDir}\agent. log

Hr

m agent.logDir ;&A% HIATEHL A 5e ARR I ARERRE NN B RO, TR, agent.logDir F{E 2
log, Wit BRI 203 HERE B

m  agent.log ;- UHRFR R SL AR 0 28,

W, ARSI 7 £ 74 agent. log, & %5\ AgentHome/log I $i.
agent.logLevel 9%

REEFE AN R SR 2 STUS R AR

SREFI{E A INFO A1 DEBUG.

THRAE

INFO

agent.logLevel.SystemErr Py %
i System.err TLHTL[ % agent. log FHZ,

LA E B System. err PYLITE agent. log. startups
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FHRAE
ERROR

agent.logLevel.SystemOut %
# System.out FLHTE] % agent. log K5,

SEIR L R E B L3 System. out 7L % agent. log.startup,

THRAE

INFO

agent.proxyHost %

End Point Operations Management {CEF2 X 7 %414 vRealize Operations Manager {rlJliR i 4RIRF, 4
ZEE— AR Proxy falllkei < RS MREL IP A2k,

PR A B A AP A SR LN A

&I agent.proxyPort il agent.setup.unidirectional —f# LN A,

THRAE

agent.proxyPort %

End Point Operations Management {CH 2 7 #414 vRealize Operations Manager {alJliR & HARRF, 24
JAZE AR Proxy fallllss 2 iR 4555

PR A B A AR A SR LN A

&1 agent.proxyPort Fil agent.setup.unidirectional —f# N2,

THRAE

agent.setup.acceptUnverifiedCertificate %

A i End Point Operations Management fCHFE T2 75 &7 7F vRealize Operations Manager fil/lk
s H R AP S Keystore W, T DR AT S B E AR AR 5C SSL AR DLAN HA AR S A 2
B SSL SR .

TRy, AP gt

The authenticity of host 'localhost' can't be established.
Are you sure you want to continue connecting? [default=no]:

aRAER AR, RPN ARSI, Wk B b 2 AR TS SR .
THRE

agent.setup.acceptUnverifiedCertificate=no

agent.setup.camIP P&

I P s sk E S REEFE I vRealize Operations Manager filllz#51 IP {73, End Point Operations
Management FCHFE 0 UG 7R 00 H b HoABEARAR fEIRF, A wri s i .

Al PR E S HAHAD agent.setup.* W2, PAR/D R E AERAR 2Bl e sl R PURF o B A (s FH 2 L5
fEo
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AZAE TR R 1P AHEE SR A AR A it o 8 IR — A R ARl R s, SRHEL AR E R
127.0.0.1,

WSRAEERE ANl se 2 FA B IO, SHHEERE SR AZIE; QiR SSL i, FE B SOl miss
14 7080 =k 7443 |11 E 1% 5] vRealize Operations Manager filfli# .

THREE

1% localhost Z1fftdsi,

agent.setup.camlLogin N%

CEHEIE PRI, AT {d I N A5 2 5 End Point Operations Management X ERRg X7 F 245 £ IR 2 g il
FHROARERE A F 2 24

TEFRES FEAT S AT ORERR A Create.

e A TR AR e AR, TR SO N R o

IR A E 2R HEkrh P A B4R 40 R, @i iGE e .

PRI PAFRE 15 A A agent. setup.* WA, DA/ DRSE PR sCER (kA SRR 75 B2 A 2 B )4
fE

THRAR

i hgadmin GEARTH

agent.setup.camPort &

DRI F RN IRy, T I P9 A P BRI AR A A TS 2l E R T 1 End Point Operations
Management FCEEFE Ul iR dipe i

REFFE R UA7E R H P P B4R AN e, i G A .

PRI A SR e S AN A agent. setup.* PN, DA/ DR e AR AR 2B ] IR A S RIRE 5 22 4 FH 5 BBl
fE

THRAR

#7080 FEfiFds.,

agent.setup.camPword P&

i FHIE N A2k 2 75 End Point Operations Management fCHIFE R fF 142 % vRealize Operations Manager
IR AR T A5, AR PR U 28— R By, e B Bh R EE s l H & R s a5 .

I F & 1 agent. setup. camLogin $57E 154 HE

REFFE R UATE R BR F S P A B AR AN RE R, i IS A .

FET DU S EAEAL agent. setup.* P, DATR/DES e AOEERE X B (IR Uy 7 B O il 1 3 L e
fE

2% T — K ) End Point Operations Management REEFRE IR, #7 agent.keystore.password B
R A SO, IR S 2N A E BN . fEREN R 2y, nEhE N A BT
e

TR

# hqadmin FEffL

i
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agent.setup.camSecure

A 5% End Point Operations Management #5431 vRealize Operations Manager frilfig#s LA
DA T AR o

B HLERIT] yes=secure. encrypted b SSL A& A o

14 no=unencrypted FAAINEEFIHEN

agent.setup.camSSLPort P97

LI UORENRE, DU A EFE End Point Operations Management AR U frlilkasififzift,  FHIA I
MastEfT SSL 1maH.

IR AR H B PRI HAR AL RE Ry, A e aE (R .

Al DR E i (HAHAD agent.setup.* W2, DA/ REE ARERAR 2B (r e el sRURF 7 B (o FH 2 Ll
fE

THRAM

i 7443 SHEL

agent.setup.resetupToken P&

3 I N A7 2% 2 End Point Operations Management PR Xt 37— (7 Rl a0 ) Bl fral I a6 7 7 B 25
I Token, WERAEERE A Token T MHFR kAR B fn M7k B fr] s 400Ny, TR ZE A Token s&—7if
TRk,

RHIRE A R H S P 2R AH B IRy, et aE R

S N AR R, ARPRRR S CER A L% i i A 2E Token,

TR

i no R

agent.setup.unidirectional &

JMH End Point Operations Management {XE: U fl1 vRealize Operations Manager frllllz i 2 [ 11 5 1] 3
o

AR AR R 2R e A B T, IRER B et < [V A A T UF A RER R R

SR P 2 i A1 2 Keystore B FAAEERE, AZHTE agent. properties FEZ 3 E Keystore
it

TR

i no FEAR
agent.startupTimeOut &

F e AR AR B DIRCE) 2 1T End Point Operations Management {CH R sURGENE A MR ORI, 27
BRI AT A POl AR B R, S (RSSO Bk N2, 1 RCBl+E 4 WS e iy

THREM
TE agent. properties K2 A 2SN A

FIRREA I FTRAT A2 AE 300 FMZIEHE
autoinventory.defaultScan.interval.millis 9%
7€ End Point Operations Management FRFT R AT FRE R4 H S5 H Bl & 91
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Am e AR R AR I SR, R G R B R E Windows gk, TR SRS IR R
JJ";‘%MTB%&%T” o

il
AR A 7E By SR (55 15 3 SEp T PR A
i 86,400,000 Bk —KFHE.

autoinventory.runtimeScan.interval.millis %
fHE End Point Operations Management {CHFE A T80 TP B AR I3

BT P B ] e i L TR A5 F B 2 B VR AR A AR AN, TP ARl e e ik
SQL ZFEjukEE ) MBean,

THRAM
86,400,000 =), mh—K.

http.useragent WTA}
T #: End Point Operations Management fCERFE UFTAZ 3 2 HTTP kb user-agent SR AEEAE .

AL http.useragent 2EAE 38 7E 5 THH—2UT user-agent i,
KT agent.properties M AEEEFNA
THRE

HeFaE, RPRFERER Y user-agent fU4T End Point Operations Management fUERFER A, PRI EAR
Eﬁfﬁ%ﬁﬂ%ﬁ T s, QAR FVEE HTTP falIRAFASEOE AR user-agent EEAEOK, JIREAERAR UTT
W15, REREERE AN,

DL Hyperic-HQ-Agent/Version /{5, Hyperic-HQ-Agent/4.1.2-EE,
log4j N7
1B ] End Point Operations Management fCEERE K 1oga] WA,

log4j.rootLogger=${agent.loglLevel}, R

log4j.appender.R.File=${agent.logFile}

log4j.appender.R.MaxBackupIndex=1

log4j.appender.R.MaxFileSize=5000KB

log4j.appender.R.layout.ConversionPattern=%d{dd-MM-yyyy HH:mm:ss,SSS z} %-5p [%t] [%c{1}@%L] %m%n
log4j.appender.R.layout=org.apache.log4j.PatternLayout
log4j.appender.R=org.apache.log4j.RollingFileAppender

##

## Disable overly verbose logging

##

log4j.logger.org.apache.http=ERROR
log4j.logger.org.springframework.web.client.RestTemplate=ERROR
log4j.logger.org.hyperic.hqg.measurement.agent.server.SenderThread=INFO
log4j.logger.org.hyperic.hq.agent.server.AgentDListProvider=INFO
log4j.logger.org.hyperic.hq.agent.server.MeasurementSchedule=INFO
log4j.logger.org.hyperic.util.units=INFO
log4j.logger.org.hyperic.hqg.product.pluginxml=INFO

# Only log errors from naming context
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log4j.category.org.jnp.interfaces.NamingContext=ERROR

log4j.category.org.apache.axis=ERROR

#Agent Subsystems: Uncomment individual subsystems to see debug messages.
#.

#log4j.logger.org.hyperic.hq.autoinventory=DEBUG
#log4j.logger.org.hyperic.hq.livedata=DEBUG
#log4j.logger.org.hyperic.hq.measurement=DEBUG
#log4j.logger.org.hyperic.hq.control=DEBUG

#Agent Plugin Implementations
#log4j.logger.org.hyperic.hq.product=DEBUG

#Server Communication
#log4j.logger.org.hyperic.hq.bizapp.client.AgentCallbackClient=DEBUG

#Server Realtime commands dispatcher
#log4j.logger.org.hyperic.hq.agent.server.CommandDispatcher=DEBUG

#Agent Configuration parser
#log4j.logger.org.hyperic.hqg.agent.AgentConfig=DEBUG

#Agent plugins loader
#log4j.logger.org.hyperic.util.PluginLoader=DEBUG

#Agent Metrics Scheduler (Scheduling tasks definitions & executions)
#log4j.logger.org.hyperic.hq.agent.server.session.AgentSynchronizer.SchedulerThread=DEBUG

#Agent Plugin Managers
#log4j.logger.org.hyperic.hq.product.MeasurementPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.AutoinventoryPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.ConfigTrackPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.LogTrackPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.LiveDataPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.ControlPluginManager=DEBUG

platform.log_track.eventfmt Py %
F82 Windows it I g A g X, s fa i i 2 r vRealize Operations Manager 13 Windows
ARy, End Point Operations Management HCER RS 60 2 (0TE H

1 TE# agent.properties f¥Z AU IHN A,

*) L

THRAR

4+ Windows se#iB It DhAe RO, R IREL B2 2RI [AHAE N ] H s e 2 BERIFERT IS0, K5
#4 [Timestamp] Log Message (EventLogName):EventLogName:EventAttributes 3% 5P TE H sl a8k N2k,

JJI>

5 WA

Timestamp P S I

Log Message Y??tﬁ

EventLogName Windows i/ 508#587M /4 System, Security Z¢ Application

EventAttributes PLHSEABEAUTHI, 1 Windows S [ZRif] B [FHUE] A pk
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B4: 04/19/2010 06:06 AM Log Message (SYSTEM): SYSTEM: Print: Printer HP LaserJet 6P was
paused. , 1o fEFCEIE I Windows Ji#-4 2010 4 4 J1 19 H |/~ 6:06 #53 \ Windows Z % Jif4-iC
$ko #ZJH Windows FAH1 [ARIE] L [FHUE] B3PS B2 [ Print | A1 [ Printer HP LaserJet 6P was
paused. | .

AR

1 M A2 B SRR T Windows FiFIIES N Windows R B ET T3UE . #2800 Bl
AR Windows i JEgt

£ 14 B

%users AR B A PRAR IO B 447
scomputers  EEAHAHIREITTER PR A4 M o
%source% ISR Windows Jaf-frodit.
%events% FHTA SR 2 e PR SRS
smessages  HFEILE.

%category% R M IREINIE, HIAHET TR 41,

B, EHNAHRE L platform. log_track.eventfmt=%user%@%computer% %source%:%event%:%message%,
End Point Operations Management fCHFE @& 7F 50 8% 04/19/2010 06:06 AM Log Message (SYSTEM):
SYSTEM: HP_Admistrator@ffice Print:7:Printer HP LaserJet 6P was paused. 15Jd Windows $i{)
R, BN PAIER, ST H S Windows Hi/14 2010 4£ 4 H 19 H F4F 6:06 #55 \ Windows Z %
PEa0 s, BLEZIERAE AR RS B 2 DL [ HP_Administrator | (5457 [ Office | E#E 34T, %38
Windows SRR [BRIR] . [ERE] A0 [ERUE] BB T Print ] . [ 7] 0 [ Printer HP LaserJet 6P was
paused |

plugins.exclude P&

J£i5 End Point Operations Management f{ER s 7 B < i HOSMETE . 3 BEHCT DA b REE R
RIS i .

(EEEEES
PEBEEHFERAOIMIME R B, LSRR, pian,

plugins.exclude=jboss,apache,mysql

plugins.include P
{5/ End Point Operations Management ACHIFE AU/ ROENIR I FOSMEME Ao i R DATs D ARHEAR 7Y

AU

i

RAEOERIMIEAE R, SMMERELE SRR B,
plugins.include=weblogic,apache

postgresql.database.name.format %
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I A A TR E PostgreSQL MEME ABIRES H EHRZ Y PostgreSQL Database il vPostgreSQL Database
PORHRBT Y 2 2

Wi, PostgreSQL uk vPostgreSQL ¥k} i) £ /& Database DatabaseName, .11 DatabaseName &
EORHRI A iR R A

AR AR A8, 55 E 5% postgresql.database.name. format, A FHIAEHOE RN Y
PostgreSQL #MIME AL,

SEH M AIREE AR E ML A RIRI TR AR 247,

Database ${db}

Horh
postgresql.db ji- PostgreSQL &% vPostgreSQL R 1) H IR % 475
THREE

{TH% agent.properties AU EIE N A

postgresgl.index.name.format N %

A E PostgreSQL AMEMEAFRIKE] HEIAZ 1 PostgreSQL Index fll vPostgreSQL Index 25|
FErE

WA, PostgreSQL Bk vPostgreSQL & 5[4l Index DatabaseName.Schema.Index, {45 T %4k
£

2 i

DatabaseName  ¥Ek})a H B £
Schema VORHR A BRI
Index 25| ARRII LA

A AR 24150, FHAE % postgresql.index.name. format, Z{H FAEEZERLAZH
PostgreSQL #MEFE U FE L,

S M AEE A RSN A RIR A TR R 5 | 4,

Index ${db}.${schema}.${index}

Hrp
O
db S 4 PostgreSQL 1k vPostgreSQL fillkasiF-5 o

schema G A AR I 2 o
index  PostgreSQL M 5|47,
THFAR

1KTHR agent.properties K& AU S E N A,
postgresqgl.server.name.format N %
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A5 PostgreSQL #MMEIRIRE] HEIPRZ T PostgreSQL A1l vPostgreSQL flllza B A 2 Fifhs 1o
W TERY, , PostgreSQL ki vPostgreSQL frlllk#31 & F It Host:Port, TUFE NHIAEE

gy HA
Host 4% fullledimi)~F-5 2 FQDN.

Port PostgreSQL il

AR ARy 21815, #5ES postgresql.server.name. format, AR AZE
PostgreSQL /ML FE L,

R N YRR E SN A RIR A TR Al ks 474 ,
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RARE ssl

®4-7. THAWER

B &

il AR

TR localhost

P S false

) N/A

BisE ATTEP IR TS 2 RGN MR, Blan: mysite.com
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agent.loglLevel
LA A $57E End Point Operations Management fXCHEEFE U5 N B Ae SR ORI AT L

ANEEEH agent. loglevel WZAERE 5 DEBUG JE4k . 1w T A T A AURC S B e INE AT, e
RO B A AR I B A B R B TUE o B R T A FUE N E E HEE AR Bk o

T3 P9 AT e A B S A R A N AR AU L S B AR AN B AR B R 2, B A fdeah
BRHMEENEMENRERENH
FETT DU TS B N A 21 2 0 2 A 1 IUE AL ] 42 End Point Operations Management fUERR 50 4%

e
H o
agent.logLevel.SystemErr

A System.err FEHIHE[E agent.log, FHERHIL R EEEE System. err P[] E
agent.log.startup,

THRHE Ay ERROR.
agent.logLevel.SystemOut

A @ System.out FLHTEA] 4 agent.log. FHRMi % c &R System. out H7E [N 4
agent.log.startup,

THRAE Ay INFO,
MEREEXFRENEHER
PRI DLA 1 BE A I i o (H B AR EEFE N R 85 4l .

T DR A RGRCE A, FEIBUHAEAE agent. properties FiESHIIR £ Agent

Subsystems: Uncomment individual subsystems to see debug messages [b B/ H 1T o

FRELTE logd] Py

ih,e agent.properties 511 logdj WA
log4j.rootLogger=${agent.loglLevel}, R

log4j.appender.R.File=${agent.logFile}

log4j.appender.R.MaxBackupIndex=1

log4j.appender.R.MaxFileSize=5000KB

log4j.appender.R.layout.ConversionPattern=%d{dd-MM-yyyy HH:mm:ss,SSS z} %-5p [%t] [%c{1}@%L] %m%n
log4j.appender.R.layout=org.apache.log4j.PatternLayout
log4j.appender.R=org.apache.log4j.RollingFileAppender

##

## Disable overly verbose logging

##

log4j.logger.org.apache.http=ERROR
log4j.logger.org.springframework.web.client.RestTemplate=ERROR
log4j.logger.org.hyperic.hq.measurement.agent.server.SenderThread=INFO
log4j.logger.org.hyperic.hq.agent.server.AgentDListProvider=INFO
log4j.logger.org.hyperic.hq.agent.server.MeasurementSchedule=INFO
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log4j.logger.org.hyperic.util.units=INFO
log4j.logger.org.hyperic.hq.product.pluginxml=INFO

# Only log errors from naming context
log4j.category.org.jnp.interfaces.NamingContext=ERROR
log4j.category.org.apache.axis=ERROR

#Agent Subsystems: Uncomment individual subsystems to see debug messages.
#.

#log4j.logger.org.hyperic.hq.autoinventory=DEBUG
#log4j.logger.org.hyperic.hq.livedata=DEBUG
#log4j.logger.org.hyperic.hq.measurement=DEBUG
#log4j.logger.org.hyperic.hq.control=DEBUG

#Agent Plugin Implementations
#log4j.logger.org.hyperic.hq.product=DEBUG

#Server Communication
#log4j.logger.org.hyperic.hq.bizapp.client.AgentCallbackClient=DEBUG

#Server Realtime commands dispatcher
#log4j.logger.org.hyperic.hq.agent.server.CommandDispatcher=DEBUG

#Agent Configuration parser
#log4j.logger.org.hyperic.hqg.agent.AgentConfig=DEBUG

#Agent plugins loader
#log4j.logger.org.hyperic.util.PluginLoader=DEBUG

#Agent Metrics Scheduler (Scheduling tasks definitions & executions)

#log4j.logger.org.hyperic.hq.agent.server.session.AgentSynchronizer.SchedulerThread=DEBUG

#Agent Plugin Managers
#log4j.logger.org.hyperic.hq.product.MeasurementPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.AutoinventoryPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.ConfigTrackPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.LogTrackPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.LiveDataPluginManager=DEBUG
#log4j.logger.org.hyperic.hq.product.ControlPluginManager=DEBUG

VMware vRealize Application Management Pack

VMware vRealize Application Management Pack ] {it Wavefront Ji T FHFE R 44
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A BTN AT A REREAN DR, RE el RAIPER:
1 FEDhREARH IR, MR A/ A BEURR TS 5 o

2 {EAERSHY [T %] B ks, 3: VMware vRealize Application Management Pack.,
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RMEMEEIRE
ST S A R OB R BB plAS, T UARGEST B AT . [MORED ) sciemisEair sk, &
FILARBOE DM 2L AT 8530

faet  [NORTIA] Thag et ST (R, IRIEHRZERR VA 12 G B i T B

Tk A
R Yearly straight line depreciation = [(original cost - accumulated depreciation) / number of

remaining depreciation years]

HER2EE B4 FIR Yearly max of Double or Straight = Maximum (yearly depreciation of double declining balance method,
yearly depreciation of straight line method)
Yearly depreciation of double declining method= [(original cost - accumulated depreciation) *

depreciation rate].

Depreciation rate = 2 / number of depreciation years.

f55Ef Double declining depreciation for the last year = original cost - accumulated depreciation

6. HGNELEH

=3 JRIREA RARITE  EARITERA
145 10000 0

[(10000-0) /5] = 2000

o 2 4= 10000 2000

[(16000-2000) /4] = 2000

4534 10000 4000

[(10000-2000) /3] = 2000

s g s
44 10000 6000 [(10000-2000) /2] = 2000

454 10000 8000 [(10000-2000) /1] = 2000

fifl. SEHERERTEZHEH

4 FamA  rER RMNITE BERTERA
A4 10000 0.4 0

Maximum([(10000-0)*0.4], [(10000-0)/5]1)
= Maximum(4000, 2000) = 4000

HoAs%5 1 333.33,

#2% 10000 0.4 4000 Maximum([(10000-4000)*0.4], [(10000-4000) /4]1)

= Maximum (2400, 1500) = 2400

Hot3 H 200,

%34 10000 0.4 6400 Maximum([(10000-6400)*0.4], [(10000-6400)/3])

= Maximum (1440, 1200) = 1440
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"criticality":"ALERT_CRITICALITY_LEVEL_WARNING",

"Risk":4.0,

"resourceld":"sample-object-uuid",

"alertId":"sample-alert-uuid",
"status":"ACTIVE",
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"alertName":"Invalid IP Address for connected Leaf Switch",
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"resourceName
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:"sample-object-name",

<startDate>1369757346267</startDate>
<criticality>ALERT_CRITICALITY_LEVEL_WARNING</criticality>

<Risk>4.0</Risk>

<resourceld>sample-object-uuid</resourceld>

<alertId>sample-alert-uuid</alertId>

<status>ACTIVE</status>

<subType>ALERT_SUBTYPE_AVAILABILITY_PROBLEM</subType>
<cancelDate>1369757346267</cancelDate>
<resourceKind>sample-object-type</resourceKind>

<alertName>Invalid IP Address for connected Leaf Switch</alertName>
<attributeKeyId>5325</attributeKeyId>

<Efficiency>1.0</Efficiency>

<adapterKind>sample-adapter-type</adapterKind>

<Health>1.0</Health>

<type>ALERT_TYPE_APPLICATION_PROBLEM</type>
<resourceName>sample-object-name</resourceName>
<updateDate>1369757346267</updateDate>

<info>sample-info</info>
</alert>
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