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# passwd username

Wheel &1 SSH 421X, 7F AllowGroups HIFEEMIHEA . A2l 2 AR, S5 -G
wheel,sshd,
2 UIAiz i B AP BT HS,  DARE e T ISR A

# su - username
username@hostname: ~>passwd
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S

FEBHEEN B NIR P VA fet SSH @i, WEELAET su a8t wheel f2IUELIAREE T S BNIR,
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3 HERRRER SSH B REEEN, #h8M /etc/ssh/sshd_config 152, # (#)PermitRootLogin yes
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i /etc/securetty ##5E, LA console UM ttyl, FEULASE T EFAREN
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2 AR BRI R A B R I O A A MO FURI BRI 1Al DAAERE (SR 224
sshd:127.0.0.1 : ALLOW

sshd: [::1] : ALLOW
sshd: 10.0.0.0 :ALLOW

FEMLRGIT, PTDABEII AR bealiaR, DURTIFHE 10.0.0.0 F48RK 1 Er i,
3 BRI, OISR 1P bk, SCEAURATE (FQDN) K[k,
4 GREEHIERE.
ﬁ%&é%@ﬁﬁ%%%@

AR T e S, RS

J:M
rml
><>

LU (SSH) B SR o

B

1 AR /etc/ssh/*key . pub (RN LG S %

2 RSO AR B . AL ARG AT, AR SRR R 2 0644,
EFREs (-rw-r=-r--),

3 P REE.

4 LI Jetc/ssh/xkey R EHES BRI

5 HERAREE A B G SO AR, DASA S NIRERR 3% E 2% 0600,
BEFRZs (-rw------- )o

6 PBHPITAERER.

sl 22 R E A k=R 4E A8

FERATIONG DL T, REBEE FIRE 20 (OVF) #BATHRISRILARRE . I T LARERAR AB A ¢ v A al it I e
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TCP %

A IR

X1 %

SSH NIl

GSSAPI s

Kerberos s

ARHAZ (AcceptEny I

&b

THIEALRE
A TARRR B
AR A A
HERR a2 1)

rhosts RSA i
IR 4

USRS
A HEL ]

2 GREFEILRERE.
MU RERERFiR

Protocol 2

Ciphers aes256-ctr,aes128-ctr
AllowTCPForwarding no
Gateway Ports no
X1Forwarding no

i1 AllowGroups iz, &1l IIRFS IR 2F, 80 foir n) A7 B
SRS R HO R4

GSSAPIAuthentication no (AR FHIHE)
KerberosAuthentication no (4 AR T

BOE MR GEMD) 2 MO (R LC_* = LANG S0
PermitTunnel no

MaxSessions 1

Strict Modes yes

UsePrivilegeSeparation yes

RhostsRSAAuthentication no

Compression delayed &k Compression no

MACs hmac-shal

PermitUserEnvironment no

IL_,\

TE RGBSR 2 B, i B e S 1268 v RS 11 SSH T mat e ¢, fEpR Hskoe Al
i VMware 17748, IR SSH A P umrsaft

EF
1 BHRG SSH H FiinH fe e %

(/etc/ssh/ssh_config), SRIZHED AT B R T IEHEMERR

BE
H PomEER e
PR

GSSAPI 533%

ZHE BB (SendEnv £353%TH)

VMware, Inc.

N

Protocol 2

Gateway Ports no
GSSAPIAuthentication no

AR LC_* 5l LANG 288



B AREE
CBC &= Ciphers aes256-ctr,aes128-ctr
FREBRE TS 4 MACs hmac-shal 38 [ A {si /]

2 AP TG BPIR R

ERURERESTEEEAN
RIAR, BRACIRIIE IR E e r DRI I 57y, (I F 6 BN LRI R E
P ER S VAR AT 5580 . ] su—root 2 HIRKIR S 1) wheel f7HUE, SKETHE FIE BN
WHERY
m ST AR R N A R R P 2 R R BR
n  (EEEERENZ AT, JeRER O R AR S S IR S
2F
1 DUREEIF S BN, RREITEE /etc/securetty Hi5.
AL AP R T oA S (AR 2

2 4 ttyl TEE XA console,

=H Admin {ERERFR SSH 7B

B 124t b, e 15 1] Admin i FH2H0E P SSH /7HUE . vRealize Operations Manager %1
BUIE AT Linux B EE BE P I TIARR 0265 527 Admin 210 SSH /7 EME R fECRETAT SSH i %
¥ filiJTIEL vRealize Operations Manager 52 Bl P AN H & 58 NFEFRIRAR IR IR 7, 2 72 HlHE
P DI 55 PR B R ol P2 S v OB, , R s s A3 A T ol e o
EF
1 %l /etc/ssh/sshd_config FH5E.

R DA Ay 2P n 7 oA IS A 2
2 5% DenyUsers admin JH HFINEIRER P TATAI 2, IRERAFARES

3 AEEEE) sshd fllRes, AT service sshd restart fp4
5% XE B E\ 23 B EE
FERRALEE LA, SHE VMware BB E FRoe PIMGENRSETE . R AGBHBEZ AR

T, HRAGAEALEA IR, WEralREs A A GPIRARE, B R G PIERI 0
AR, GEEHETIRS BOREERAREN) 2 i

A BB 2750 IE AR VMware R FROTRREGROE , PRI GRUB B /54 RERRE -
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1 FEEREEREE TSR [ /boot/grub/grub. cfg 5t I 1A Ar B
2 QUREATEMS, SHIERERE NS T /usr/bin/grub2-mkpasswd-pbkdf2 4.
wASPERN A, HBHar S efe R o
3 fF /etc/grub.d/files/40_custom %51 DL F A,
set superusers="root"
password_pbkdf2 root <hash of password>
4 (EHIVL FNAERGY /boot/grub/grub. cfg 5
cp /boot/grub/grub.cfg /boot/grub/grub.cfg.vropsbackup
5 #4T /usr/sbin/grub2-mkconfig —o /boot/grub/grub.cfg 54 VLFEH grub 417E,

iol

B
et TEEHHIE: SRS T IR TR A TR E, S, TH44%, vRealize Operations Manager

i1 FSZ B WS A R PG\ 23T 14 vRealize Operations Manager 1R o
1T HHPL a4 E 1 grub. cfg:

cp /boot/grub/grub.cfg.vropsbackup /boot/grub/grub.cfg

2 J4k vRealize Operations Manager,

3 JI#4% vRealize Operations Manager 1%, i i HHEE 2 BAMSER N 23508 5t WA O BT A7 20 B4 T4 o

BEERLEERERE
WA BAT SRS, R AT AL R P
2R
o ERDIBAT host:~ # cat /etc/passwd fir >, HERIEALEAI AR

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
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sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false
apache:x:25:25:Apache Server:/srv/www:/bin/false
ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999:: /var/lib/bind:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash
postgres:x:1001:100: :/var/vmware/vpostgres/9.6:/bin/bash

B R AL ERE
(R PSATTREALRI B DAHEBRBSIR AL TS B R EAL AL DU

o EWPLHAT <host>:~ # cat /etc/group %, AMERBIEANETFAL FITEAH Bl B RS o

root:x:0:admin
bin:x:1:daemon

Ssys:x:2:

kmem:x:3:

tape:x:4:

tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal:x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus—-proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin,apache
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ntp:x:87:
named:x:999:
vami:x:1000:root
admin:x:1003:

E5 VRealize Operations Manager & 5 %5 (Linux)

T2 VS Y Linux 3552 |, 41 vApp Bk Linux 2% vRealize Operations Manager %%
150

i3
1 DRG0 B BN L2 e P

2 TGADL NS, SRIBRIBILRETT: $VMWARE_PYTHON_BIN $VCOPS_BASE/../vmware-vcopssuite/

utilities/sliceConfiguration/bin/vcopsSetAdminPassword.py —-reset,

X E VMware FEFZEER NTP

SHEFER SRR, £E VMware JEFSEE [ F et I A 21k TILE@E/EHZHE%E%EFEHL»:RWJE (NTP).
MLIARBESZABATI i NTP sy, DAEATRRRFEIE M. NTP ffias 0 s i s, sl =
DB AR A2 A o

VMware HEFEREIBEE Y NTP BRSSP IR RS . NTP FHRR A= ], I AR 2T Bh%
SEo FMRATVA, RETEAR RG] NTP, SRS T E, ARt 2 B 7E M AR I E I
WHERINAR o Wnds NTP L2 MEm AN R, 52 NTP 43k,

NTP ZHRERE SN REEIE TEE LI /ete/ntp. conf RS,

2

1 A R ST MRS Y Jetc/ntp. conf AHREARE

2 EREHEANER S root: root,

3 HREREE S 0640,

4 7 NTP o s LB R B n m e, wifBHRk /ete/ntp. conf R 5, HELR restrict 4T
BUERE S

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

RN PERERIE DI | il E

WFE NTP e thBMIMHREE N, 520 http://support.ntp.org/bin/view/Main/
SecurityNotice,
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£ Linux H{EA TCP BB &EC Bl fE

TCP IRp[RRRC [F1E PT F TR AL i T BEARE (IR IR, SEAEA SRR B R g il eoh, MRS ARETH]
REL TCP IRFRIBGRCA TR AR R F AL

i3
& {E Linux {5 /] TCP IRpfHBGC MIE .

a 8 net.ipva.tcep_timestamps [MEFRT /L 0, sHPfT sysctl —w net.ipv4.tcp_timestamps=0

e

b FETHRM sysctl.conf HEZE T ipv4. tep_timestamps=0 {ii,

B A FIPS 140-2 &3

vRealize Operations Manager 6.3 FIHHHRAFEMN ) OpenSSL MUALGRZE T4 FIPS 140-2, ANifh FIPS
B AR TR RO o

R L AVERT SRR RIMAHMON FIPS #850, WA RASRRRETT & FIPS AOZ 4R, R RH
FIPS 5,

Enabling FIPS mode:

1 1 SSH sk d:#55, DA root 43 B NFRE SR ETE,

2 (ENrgniaasrp R /etc/httpd/conf/extra/httpd—ssl.conf %,
3 1¥5 SSLProxyCipherSuite 17, WifEizfT1E FJ3 00 L SSLFIPS on 5%
4  {}i[i] service httpd restart 54 T % Apache #HFE,

Verifying FIPS mode:

1 7F httpd RS EHCENZ, PR /var/log/httpd/error.log itk .
2 =42 Operating in SSL FIPS mode M4t}

Disabling FIPs mode:

1 fiif] SSH ki F: 45, VL root BB N (i SR misG .

2 A AmTEHER L /etc/httpd/conf/extra/httpd-ssl.conf FH5E,
3 J4= SSLFIPS 47, % SSLFIPS on Hijf /s SSLFIPS off.

4 ffiH] service httpd restart 54 5% Apache 41fE,

AEEFNERER TLS

I LAV R MR R GRS L 4 A
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# VRealize Operations Manager 2 E @B R E

— AP SSLv2 K SSLv3 SRR e R e 4. IEAN, TLS 1.0 FT TLS 1.0 b5 1], SRR THR A
O TLS 1.2,

fast B8 vRealize Operations Manager $U{ T4 T4 % 8.0 }#Jiﬁﬂ} @Y/ vRealize Operations
Manager i85 F{5 4 TLS 1.0 1 TLS 1.1, TLS 1.2 J&ARTHE R Iz 7 E .

ER=ETE Apache HTTPD HIEFE{E B E

vRealize Operations Manager THZ & {5 A SSLv2., SSLv3. TLSv1 il TLSV1.1, SAZidefs i £k
e AL EREE, AR RSN E,

2

1 S R Ic38T grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/
vcops—apache.conf | grep —v "#' @y%, EpEd SSLv2. SSLv3., TLSv1 Il TLSV1.1 EL&842 ],

MmO, Zar S e m DL R . SSLProtocol All -SSLv2 —SSLv3 -TLSvl —
TLSv1.1.

2 QREETEETRED Apache2 fAlREE, F5EMr SR RTFICHUT systemctl restart httpd mid.

ERFE7E GemFire TLS RIEE XX P IEREFEHBEMBE

vRealize Operations Manager T {5 ] SSLv3. TLS 1.0 A1 TLS 1.1, A% 545 A Ca i F s 1
AN LA E, A e RGN E,

E2F
1 EEs e . AR mA G E O A, SR BT R Al a4
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'
TAMIEA PAIASR
cluster-ssl-protocols=TLSv1.2
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep -v '#'
TAWIEA PAIASR
cluster-ssl-protocols=TLSv1.2
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties | grep -v '#'

FEAT POIGSR

cluster-ssl-protocols=TLSv1.2
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2 JUFH TLS 1.0 A TLS 1.1,
a HEEEMEMME D, SR url/admin,
b & NEER.
C AU TLS 1.0 f1TLS 11, G59UT FAlar4-:

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1l
TLSv1l" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1l
TLSv1l" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1l
TLSv1l" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

Ay R B FEAR 1 R BR
P EM T, AR R,
e —T‘Z;“Fiﬁo

S

d &

=% vRealize Operations Manager {EAEIXMZHFHK

RAEFF I Lt BAAREE vRealize Operations Manager Jof i f115a 0 Na 720, AR {12 ]
SREINEE TR, FHE S RINE T R B FRES e A BEsm A 51, W BSR4k N
AN, e s s Za R OB 2% o

vRealize Operations Manager &% @15 FHPA DHE 4-483s i NS S Thae . s WSe e frfa £
RS FAS AR A2 IS e, RGN,

FHBEAMZAFR

frl IR S BRI 2% A BB RN X, PE 7 TLS TAEBS Berb il P 4l s TR R ai B

ERs57F Apache HTTPD RIER{ERAMZEH
B BRI A M, SEERTETE Apache Httpd P ERERE B ER:,

2R

1 HEEEAE Apache Httpd HIIEREMIINE M, S5t 2 I T eHT grep
SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf | grep

-V '#' ﬁé\o

anit Apache httpd i HIERERI IS ELE, ey & @R FoEH . SSLCipherSuite HIGH: !'aNULL!
ADH: |EXP: !MD5:! 3DES:!CAMELLIA:!PSK:!SRP: !DH:@STRENGTH

2 FERCEIEREE NS, S P R T T sed -1 "/A[A#]*SSLCipherSuite/ c
\SSLCipherSuite HIGH:\!aNULL\!ADH:\!'EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!SRP:\!
DH:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf 452,
ACEER 1 A TE], SR TS ey Ao
a5 A s A 1 DH #1l DHE S0y iEminss 24,
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3 WS RTITHUT Jetc/init.d/apache2 restart 34, T Apache2 fillles

PEFUHIMOT DH, Gt ar 25 n T IeHUT sed -1 "/A[A#]*SSLCipherSuite/ c
\SSLCipherSuite HIGH:\!aNULL\'!ADH:\!'EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:@STRENGTH" /usr/lib/vmware—vcopssuite/utilities/conf/vcops—apache.conf @4,
MERINEEZH 1DH,

5 {Ea AR R T I CHIT systemctl restart httpd ip4, TSN Apache2 fillligs.,

ERZETE GemFire TLS EIEEXhIERERAMZEMS

BT, SEEREEE GemFire TLS B o IERESE F N &4k,

=2

1 EEES IO, SR T R larS, Bt e C AU
grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.properties |
grep -v '#'
grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/
gemfire.native.properties | grep —-v '#'
grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/

gemfire.locator.properties | grep —-v '#'

2 ROEIEERINEEN .

a ETEEE A, HADR URL/adming

b IR EEAR, i — AR

¢ HERE RIS ES, ST Flard
sed -i "/A[AM]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.properties
sed —-i "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl—
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.native.properties
sed —-i "/A[A#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.locator.properties
Ry T B S (P B

d AEEE R S E A, AR URL/adming

e f&—PL&R

VMware, Inc.
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£H¥#f Localhost E4ERH TLS

IRTER, #HZE PostgreSQL ¥k localhost HARAE ] TLS. AT TLS, B Za ]
OpenSSL EA: R H R, ot E o O,

EAHERH A PostgreSQL 1) localhost s#4RHT] TLS, sh5emk NI .

1 /1] OpenSSL FEAEEdR Bt B O B # 2 B

2 J4 PostgreSQL 2L dERE

3 41¥ PostgreSQL Hi/T] TLS

£ OpenSSL EASRMAEECH BREERE

1% PostgreSQL ¥k localhost ARG TLS, #EH TLS, DI OpenSSL a4
HOR AR EEERE, dif Rt a o,

w  AEEH] OpenSSL g HRGEZ I, AT Mlard .

openssl req -new —-text —out cert.req openssl rsa -in privkey.pem -out cert.pem openssl req -x509 -
in cert.req -text -key cert.pem -out cert.cert

s AERMMEACKEE, SOk MR
m % CAcerts.crt BEMBEAMEEHUS postgres.
m %l postgresql.conf FEZE LI 5454 ss1_ca_file = "CAcerts.crt,
WEREER A CA SEASIERS, I A SRR CA BE51 CAcerts. crt BEEHTIHGRIFH]
Hékrh,
7 PostgreSQL R#ERH
FHEREL S PostgreSQL 11 localhost HARHH] TLS [, W20 PostgreSQL Zaeihat .
=2
1 % cert.pem fE5 %% /storage/db/vcops/vpostgres/data/server.key.
2 4 cert.cert FEZE#EMRA] /storage/db/vcops/vpostgres/data/server.crt,
3 T chmod 600 /storage/db/vcops/vpostgres/data/server.key @i’
4 4T chmod 600 /storage/db/vcops/vpostgres/data/server.crt 4.
5

1T chown postgres /storage/db/vcops/vpostgres/data/server.key A chown postgres /
storage/db/vcops/vpostgres/data/server.crt 7%, LA server.crt fll server.key K51
P MENE root 4511/ postgres,

¥ PostgreSQL B A TLS

PR il postgresql.conf fE%, JAerEdthili e PostgreSQL 1 localhost 4% F ] TLS.
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& 4R /storage/db/vcops/vpostgres/data/ [ postgresql.conf f§%, AfEfT FNAI4%

O Q
R
iy

o)
it

ssl_cert_file =

ssl_key_file =

ssl = on,

'server.key',

WIRREREAERER

I L VTR ORI IR AU T 2 B O

IH l’

EF
1
1) SUID J GUID fittk.
HEERL NG
584208 44 —rwsr-xr-x
584210 60 —rwsr—-xr-x
584646 56 —-rwsr—x—-——
584216 40 -rwsr-xr-x
584206 68 —rwsr-xr-x
584211 44 —rwsr-xr-x
584218 40 -rwsr-xr-x
587446 144 —rwsr—-xr-x
585233 36 —rwsr—xr-x
584212 32 —rwsr—-xr-x
584209 76 —rwsr-xr-x
585231 56 —rwsr-xr-x
583901 36 —rwsr—xr-x
586675 36 —rwsr—xr-x
584217 44 —rwsr-xr-x
584214 80 —rwsr-xr-x
582975 428 —rwsr-xr-x
587407 80 —rwsr—-x———
launch-helper
587109 16 —rwsr—-xr-x
587105 16 —rwxr-sr-x
582750 40 -rwsr-xr-x

1

HETEL NRER, R ORE HIRE AR 52 B IR

root

R R R R RRRRRRRRRRRRBR

=

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root

'server.crt',

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root

T find / -path /proc -prune —-o —type f —perm /6000

44696 Feb 4

54112
51872
37128
63736
44544
37128
140856
36144
31048
71848
52968
34944
34952
44472
75776
432512
76224

14408
14384
38960

2 97T find / —-path */proc —prune —o —nouser —print

VApp HTH IR A A
IR HBUEATAS R, LonIr A S A A&

VMware, Inc.

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Mar
Feb

Feb
Feb
Feb

-1s 5%, BB RO BUEE R

2019 /usr/bin/su

L I e T T

EN

2019 /usr/bin/chfn

2019 /usr/bin/crontab

2019 /usr/bin/newgidmap

2019 /usr/bin/passwd

2019 /usr/bin/chsh

2019 /usr/bin/newuidmap

2019 /usr/bin/sudo

2019 /usr/bin/umount

2019 /usr/bin/expiry

2019 /usr/bin/chage

2019 /usr/bin/mount

2019 /usr/bin/fusermount

2019 /usr/bin/fusermount3
2019 /usr/bin/newgrp

2019 /usr/bin/gpasswd

2019 /usr/libexec/ssh-keysign
2019 /usr/libexec/dbus—daemon-

2019 /usr/sbin/usernetctl
2019 /usr/sbin/netreport
2019 /usr/sbin/unix_chkpw

-0 -nogroup -print 2, R
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3 ¥f7T find / -name "*" —type f -not —path "*/sys*" —not -path "*/proc*" —not -path
"*/dev*" —perm —o+w | xargs ls -1lb %, Kb vApp FATHRESIOMERR, DARERRAT MR A
SEATAT NEBRE S NI 2 o

Others ANFEE A S NMEIR . 10 Lo Z IOMEPRIE fy #44 ok ##5, Hrh # S5 a Z A I P
R, filan 6 5k 7,

4 #47 find / -path */proc —-prune -o ! —user root -o -user admin —print #y%, s

BER SR A R E A T
WS BBUTATES SR, FORITAREZEEIR root BX admin,

5 {7 find /usr/lib/vmware-casa/ -type f —perm —o=w 175>, ffEf% /usr/1lib/vmware-casa/ H%%
HRTRRE AR AT AFBRE R NI o
AT TR AME R BUEATAS R

6 ¥ find /usr/lib/vmware-vcops/ -type f —perm —o=w 72, HE(% /usr/1lib/vmware—vcops/ H
B RE SEATEATAT N ABRERS NI o

HUTIC IR AEH BT ATAS R

7 47T find /usr/lib/vmware-vcopssuite/ —type f —perm —o=w 52>, ffEfR+ /usr/1ib/vmware—
veopssuite/ HERHIREEAEATT AFRERT N o

P TS IRIRAEHBULATA R

Apache ZHAE

= Web BBIE

LAV AR M PR A T2 S8 B sk, DR ] AR I 0 Sz 21 sk ol e A R 1 Jm o o
B

o HERENIAA HEN Web HERZITE,

a [(EXTF4miEasrR Pl /etc/apache2 /default—server.conf fil /usr/lib/vmware-
vcopssuite/utilities/conf/vcops—apache.conf f&E5,

b HEEEAI Y <Directory>, i Options 1THEAMEAHBIEERCIT Indexes 1221,

&k Apache2 [RARESHIE G FEX TS

Apache B2 PR G (B I A1 (CGI) F54M5: printenv Ml test-cgio & Web filllgas A Ag &1
SEPERR A BT . 15 S oA T R Er s ) R R SRR B

IR 2 A M 2 1 cgi-bin HEHME: CGI F54405,
B

& USRS test-cgi M prinenv 354 W5, 54T rm /usr/share/doc/packages/apache2/test-cgi
1 rm /usr/share/doc/packages/apache2/printenv 4,
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ExsE Apache2 {AAk=3AI{AIARESE Token

iR dE 1B Apache2 fAllR#s1 ket Token, HTTP [FIfER Web frl/lrssml fEREER 1] HE (D
EBURBIAI E R . 1S5RS BRI HTML HA. Web frllieas L ELRRA T’E%%%ﬁéﬁiﬁ&ﬂi, M&
il Web falllea AR RO ER . @ BRI G e fUE A E B, TR E R ih T

§4 ServerTokens W% % Prod, 41, ServerTokens Prod. i ffdEa-4athil 7 =Em] ] Fmr fal iz
AR AN S S 2 TEE ARG IR, AN NARAH AT B B

2

1 AEEEEARES Token, 54T cat /etc/apache2/sysconfig.d/global.conf | grep
ServerTokens 4.

2 SE ServerTokens 0S &40/ ServerTokens Prod, Fii#hfT sed —i 's/\(ServerTokens\s\+
\)0S/\1Prod/g"' /etc/apache2/sysconfig.d/global.conf 4,
£ Apache2 fAIfkREFHY Trace Hik

AEREEA: FEfESE Al A2 E R v AR B B R A AR N I o 2 s 1 F R R, wh s
H HTTP Trace J3ik.

53

1 FEEE Apache2 flllResly Trace J7ik, W TLL Fand:grep TraceEnable /usr/lib/vmware-
vcopssuite/utilities/conf/vcops—-apache.conf,

2 FE{E] Apache2 fElflR#EM Trace 57k, HPUTUA Fdnd:sed —-i "/A[A#]*TraceEnable/ c
\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf,

= RAREER

B R e . ROE AL vRealize Operations Manager Iy, A RESGRE, LA A 28I TRE
FEHHR AN

B VR AR A T AU E E R0 FEAZ, DARECR A2 FH AR 2 BB B RO PR . NI E A R A B IE e 2 B A
R, R NA R

EEAEENEHETH

Py R, SH1E vRealize Operations Manager MRS Rl i e AN T B2
FEAR R L R A M O, ROE T RS ERIEY , aE A 2 R TR P R PR R A
R7& USB KB FHEEEANZE

A PRAE USB R R R U4, MR vRealize JEFIACE ISR, I HAES vRealize JEF1%E
I USB AP B A, ARSI AT RE SN I (AR AU S g
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EF

1 X FHmiEesP B /etc/modprobe.d/modprobe. conf fi%,
2 fEESE B install usb-storage /bin/true 1517,

3 IR BHPARE S

REEFTEABEREERANELZE
AHPRAE VRealize MEIZETE F IO E @ e L 20, e BB SO R

B A T AT o A R A A A D2, BRI R R I RHRECR vRealize JIEFTIHE TR
AN B AR o e B A

2

1 T 4miEss B /etc/modprobe.d/modprobe. conf £#%E,
2 PSSP install bluetooth /bin/true 1517

3 fAFIEBHPARE SR o

REEREHERBEMBENZE
SHER vRealize JE TR B IR AN B it EimE 19 & (Stream Control Transmission Protocol,
SCTP). T4 nl RE e A s (B e NZ I A% o

T AR E AR AR AL, ARG SCTP 14, SCTP A E s I IETF A HE (i g i
AUBARE o Ao AR A R A T, SR I e MR 1 ERERR AR P ) RE TR
il bik et b P R P RN i N N R L e W

B
1 7ECF4miE#S PR /etc/modprobe.d/modprobe. conf £#5€,
2 JfEfREEE I NS

install sctp /bin/true

3 IR PR S

REGHEEEEFBEMBENRE

PRI DAEEA T A SR LGB, AR vRealize JEFZE T RN B RHE ZE FEPS R 72 (Datagram
Congestlon Control Protocol, DCCP), J7ER 4 n]fEwr A i i s i e M2 BRI R 8.

Frakgmi g g, BR8N DCCP 541, DCCP j&M7r ek Eimsnine, WA IERFEH, &%
IR o e A AR M, B R AR R . SRR PO AR - m B & (o b R 7 e B Rt
iy, PEfEAZOEDRE ﬂZ)\LquLTi%ﬁEJ&ZEE i o

EF
1 EXTF4iEzs B /etc/modprobe.d/modprobe.conf 52,
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2 ffEAREZ T B DCCP 1T,

install dccp /bin/true
install dccp_ipv4 /bin/true
install dccp_ipv6 /bin/true

3 AR PR S

FRETVTEEMNSENmENA B ECEANBRENZE

PR DA T R Ge st b IR By, HECR vRealize JEHZE & THRASEN ] 45 Bk AU (Reliable
Datagram Sockets, RDS) ilisfl i€ TEFESCEE 1] GE e Al s s e NMEER A% .

il RDS R S 45 S A e, SRk M S O SRR AR 7 m] e e i T 3L o B
RO, AR OB BN AR 5 B R o

EF

1 EXFHmiEesh B /etc/modprobe.d/modprobe. conf fi%,

2 EGAEZH I install rds /bin/true li—{T.

3 IR PR S

FEEMNEFEBEMEMBENRE

T DULEHEA T R SR I E EhIEE , R GRS R R0 AE F 258 T MBS TR AN NGB DR e [HEER (Transparent
Inter-Process Communication, TIPC) il . AR E AT GE e Al 1S (FRE s e MR BT A% .

Fits TIPC A g B AS SRR HER:, SR AR 2 R . MEREFR AOACHERE iy mT e o FH L 1 A
R R, BEAZ CoBD AE N JE R B P o

[ =2

1 X F4miges P Bk /etc/modprobe.d/modprobe. conf £,
2 TSI install tipe /bin/true iE—{T.

3 IR AR S

REAFABEHEXREBMBENTE

FHIELR VRealize JE TR B FHREANTN AP AN IS B Ac i (IPX) e\ i o VBRI ml R e f) i i R
TE NI RS

PrARsRE L2, BRI IPX B ERA . IPX R o e IR A SRR b e o & R
e AR AR, SRR S B . AR AR P nT RE B R ot P o s, 4k
(BN O NS AL e e

EF
1 T HERSF B /etc/modprobe.d/modprobe. conf 5%,

2 RS Z I install ipx /bin/true i5—1T.
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3 AR PR S

1% AppleTalk BB ENRE

SHHER VRealize IS HREAHN AppleTalk M 2 . FETCHE T AL G R iz AR s A
P

FRAEA LI, SRILIZIEN AppleTalk MEERA . & i IHIm AN e B 4 B AR s, S M2
O, SERERR A ASHERE 7] e eyl il R 2 BRSO AR s, (2 6 AR Sl RE s NI AT B P e
B2

1 4RI SRR /etc/modprobe . d/modprobe. conf £#5

2 EpESE P install appletalk /bin/true 1517

3 IR BHPARE S o

{RE DECnet Bl ENZE
SRR PR IR A B TER AT DECnet A E . A B4 n] Re @ A G (B9 E NZ R A %o

ErARAEA 2, RAITIZ0HN DECnet iRl EBA . ol It Al g Al B AR i, SR A
SR o SERERRIR AR e M e i 6 b R 1 P RS R o, (e (8 AR e D R R N A R 1 BB 2

R’

1 A 4miEas R R DECnet i[5/ /etc/modprobe.d/modprobe. conf £ .
2 ERAE P B install decnet /bin/true 157

3 IR BHPARE S o

{R7E Firewire R4 Z £

FHIELR VRealize JE FHZEE HHRANIN Firewire F4H , T 7E OS2 m] AR R S EE A I E N A &

o

Frapamit g, SR80\ Firewire <4 .
BF
1 X FHmiEEEP B /etc/modprobe.d/modprobe. conf fi&5

2 RSP T install 1eeel394 /bin/true 1i5—{To
3 A RHPHRE S

RS ik
/etc/sysctl.conf HEZHY kernel.printk FARTEE T 0SBSOS AL
FREEA 4 .

m console loglevel. FIENE| 455 Z s E IR ARE ST .
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» default loglevel. #EF}/ERCEEA 2 AUE MIRANTEAL

B EREEAI R

 EEEREERIN TR

BREEAT P H

m define KERN_EMERG "<0>" /* system is unusable */

m  define KERN_ALERT "<1>" /* action must be taken immediately */
m  define KERN_CRIT "<2>" /* critical conditions */

m  define KERN_ERR "<3>" /* error conditions */

m  define KERN_WARNING "<4>" /* warning conditions */

m  define KERN_NOTICE "<5>" /* normal but significant condition */
m  define KERN_INFO "<6>" /* informational */

m  define KERN_DEBUG "<7>" /* debug-level messages */

1 kernel.printk (TR 3 4 1 7, AGhELR /etc/sysctl.conf FEZE 4T kernel.printk=3 4 1 7
18170

End Point Operations Management {XIEFEX

End Point Operations Management fCEERE A e g DUREERE 204 28R UIR R ELE R UhRE & vRealize
Operations Manager,

End Point Operations Management IR A& FLF 2867 A L, I EAS RS54 e A~—E 8 End
Point Operations Management falllie gt o [Altt, A ZARERDAIRAR R T 202

#4T End Point Operations Management RIBIERX WREL L MM %

il I 50 P, A R — i MR de 2 e Ve o

w HUTIEEE LRy, FH12% AGENT_HOME/ conf/agent. properties 5 G 7 IATAT AR B f] ik s
IBEREL,

» {54 End Point Operations Management (PR AGHIHESEAT R (1) vRealize Operations
Manager i[5 F . s tangsf, 520 vRealize Operations Manager il { vRealize
Operations Manager HIf{ F A FIERR ) =1,

w CERERENR, RS TR ST vRealize Operations Manager fifi 1120k 5o WAZE R
i P SRR A BB B OAZ I . NS f A, 5520 vRealize Operations Manager #illf]
i) (¥F vRealize Operations Manager W3 E i A R4 ) 208,

s IS TR R GEEINAR, BRI LA ] vRealize Operations Manager i F# /7 if2 R A
PRI, ARG CHRE R . Tt s, 2 (e RERER) —i,
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FITRERE DR ERNR{R L EREIR
(ISR 2 SRS BURFS ORI . ISR ETREBATRL , AIAHTHITRE AT ISR, tds

J8 FLA G SRR SRR U . AR 2R AY Windows 1ESE RS L, WAZH B 2R B MU (O

PR, R EZ2REAT Linux b, 1fn LR A ] RPM 2 sk e e R AR =, HILAZE B SRR
T IR HOMERE

#H1) vRealize Operations Manager falllxas st MR, FrisIfmteR
TR R G NS AT R R

Fta R A R,

Linux &+ R HERERR

Z2’F End Point Operations Management (REIFER{Z, #A e BRI O .

224 End Point Operations Management FERFE R 4R TAR Rk 258 RPM I, 226 H
SRR ZEHERR (5141 600 F1 700)

=

FIT A ARERRR U, MBS NIFT AR SE, AP EriEqS 700 PR,  FLEEA A2 s TRz REm AR S i 1

AR R ZIP RSy, MERRTTRE

R 3-1. Linux &R AR

R
SEIERELI

e

7]

T Agent Manager

i

A e PRABERIR I o

HSEER

agent directory/bin

agent directory/conf

agent directory/log

agent directory/data

agent directory/bin/ep-

agent.bat

agent directory/bin/ep-

agent.sh

agent directory/conf/*

(conf HERHINTEREZ)

VMware, Inc.

HER
700

700

700

700

600

700

600

BHAES R
WA

B

el

Y/ EEES

(i)

ﬁﬂ;

B

o I ™ R B B o ™ B fr B B A

i

i

I FD

i

»  fED

Pl s B> SR v s R s s R S s R S > B i D i B B O

iz

AT

jy

il

iy i

iy}

o | T

7]

FID

i)

i)

O o | &

i

o
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F 3-1. Linux fEREHER (4)

Elgkek g% FER FHOS A X BA AT
o 3 & i
agent directory/log/* 600 BHH JE B =
(log HERHRRIFT A5 5E) E4H 75 N A
oY 7 i o
agent directory/data/* 600 WA =2 7= 5
(data HERPRIFTARES) PE4T 5 e &
ES 7 & e

Windows & 18 R EEH#ERR

i 3% End Point Operations Management fREEFEU2557F Windows |, 2B ARERRE U FH & 428
B 2B BSOS HORERR

2245 End Point Operations Management fRERFER{Z, 28200 (UIERTH - H 8RR Z) FEMEREH &
Ge . PR AR RNl T 242 E. {4)T] ep—agent.bat 2% End Point Operations Management X
FEHE, FHMEARERICREFINER] 5E M AR AR 2B R O, A T M et B Wiam
TERER AR, A FE AT AT B s SR

R 3-2. Windows f&E = BE#E[R

EE 7 e BHESRGERE  soRdstl B FEEUIEAT FHEX BA

<agent EN &

directory>/bin e B
LA &
e e

<agent directory>/ EX =

conf s B
LRI b
&

<agent 25 =

directory>/log e -
% PUiE b
EaiE

<agent directory>/ N JE

data A B
LI b
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% 3-2. Windows & RERERR (44)

ES R

<agent
directory>/bin/hg-
agent.bat

<agent
directory>/bin/hg-
agent.sh

<agent directory>/
conf/*
(conf FIERHPIRTARE

%)

<agent
directory>/log/*
(log HIEkHHIAITARE

%)

<agent directory>/
data/*
(data HERHPIOATERE

%)

AR BEE

ui

HE
f2s BUliE
e
HHE
LR
i
HLR
LA
A
Es2io

LR A

(EiE

SeEIH]

bl

haul

bl

FD D

i

Jan

o

Jan

Fo

il

Fo

FD D

faul

PRI IEFZ 4 LRV 1R

RRIPFE AR @7E 127.0.0.1:2144 F1127.0.0.1:32000 155 P i 1] DAy frgsaifta. |- g
BT RE AT Rk, I HE B e R s S nT A e AN o ARERRE LA S BN A T F e
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B
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& 3-3. RIRERAEHIE

EHER FAGE Wl i BHR
443 TCP i RIRFE R AE S HTTP. TCP 5 ICMP 1T HH 45
2144 TCP Pt PRI, WPARE o FHRAHCEIRL 2 B N R 3% s AR 22 A 2 1) TR O et e [ i

Ao AR AR S e W et et
R BRI R IRIR, LT REE AR

32000 TCP g RPN . TIAROE . IR B NANREE 32 IR X i & 1 IR e P
Ao AR P e e s I e e

fisE  HEIRSERS L ERIR, T AR AN

B EREN
AR TR IR, G BT R R R BN, AT 54 R AR ¥
o AEATESERA TR

#SATLAE T vRealize Operations Manager f T2, DARSBRARERA2 PRI Iy s R AR i
AN, B R P,

REABITR L 412, FATLARIEAERE R TR ranigan, ai2By IRt

BRAREEREE
fn] DAL ] vRealize Operations Manager 2[R HRAE 20, UGS IR UGS
HE(EF

R B BB g RO Ak P R BRI AR, SRCeR I AN EE R BIURI End Point Operations
Management fCEFE Token,

=

1 #%%] vRealize Operations Manager i & /I W FORFAH B Sk 11 .
B [ TR -RAEZ] AR

Pk [EP Ops AT K] 75 %

L EP Ops RERAER - *3:4% DNS &8+,

i MY

FLER AR AR ARG, dUE REEFE Token FH .

B PH (A fE] ST 8

2EH EP Ops HREEFRER - *F 1% DNS &>, shisik— M.

0 N o u h~h W N
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PR B E R
RGN LR RBIEIE, A0k r] APAEREE I REERE R 18 AR O AR AR A S T AT IR e HH R
o, MIAEEE R L TR Eha B, A IR R R IR AT T R S AAHIR) Token, AT
Y End Point Operations Management Token 5, 2R (R &R ) —Hi.
HERMA
s fEEEA 4 End Point Operations Management Token i,
= {ii}{}f vRealize Operations Manager filll& i fZER ARE R IR AT FTRC B EHR Token.
w  MEEAEEA [ AEPRARERRE S | AR,
BF
1 DT R TIE B, A AR Token 5,
B, PATaA AN 7 123-456-789 Token [ Token %,
= Linux:
echo 123-456-789 > /etc/epops/epops-token
= Windows:
echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops—token
FEHEABHI, Token F{EE R NZ - AMNHHHR Token (i E

2 IR, M) vRealize Operations Manager filllkaistttt o Fife e ARPHER AN AT
Token f#ZHHE A\ Token,

T AR T BRI | RERR, A REBUTE MBI E.

RIEE R HEH R E

TR ] setup 2415 [ R R . AR 2 s O RERFE U H] setup @y 4511518
ep-agent.sh setup IFIENERNGEHNE, #il registerAgent a2 il & {Hik 2l o

e Er R T ASREM, WA A P S A AR R, A Er S AME BRI
AEREERE R, CE i P AR B A ke AR B B0, ABEE ST ep-agent . sh setup
18Oy, a2 ARUEEDRASENTERE . BT LIE agent. properties 5P U il flers 550
RAL, AT ep-agent.sh setup 5%, dadfed AEHBGEE.

BB
[EERARHRRE S | REIR, AR RO S 3
53

& fF Linux EERSG I, RIRRE G4 34T ep-agent.sh setup 4. & Windows E¥ R4,
ST ep—agent.bat setup fS .

IARAEERE R AR R R AR R T AR B, AEE AR — AR . R AR, i R BRa L,
IEERH P
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End Point Operations Management RIBFEX H{ERHEEE #r

AT EE, H End Point Operations Management RFIFE R IRF 0 i) BAME A (B 7R vRealize
Operations Manager JitA~2 4h)

End Point Operatlons Management fCEIRE AR SRR Rk B0, FRAZH 2288 v] T i AR R
X, HAEE S Rt BiE . BRI IEH &R VMware 224 aks gty 410 E &4
7, uﬁﬁ\%‘ﬂﬁiﬁn SRR

Hit 2= HEERE
S IR IR, A IR NSRS TR . SRR, AR AR
2 LTI

Ero (Al AR R (E A B IR PR E

FR AR A R AN B e P B e AT A B I R P o

R R LA S R VAR AT CE R 2R 5, R AR ﬁﬁnﬁﬂ SEEHERR T FIROBR P o A 2
R P o 77 EBURE P AR A5 b s A e e T e RO S s BRI o i R 42 R S RS 2R P

il iR i 4= A ZERERATER

PRI S MBS AT HE PR e ERERSN AL AR A A AR A AR S R 99 B, R
il

& AR 0B RIEZIR AR
SHEH SRR LT PUBCEBERIT B, e MRS HB A

R AR AT A SO S AR AU — R P 41 7% vRealize Operations Manager FURARE K, B~
FENTE, AESER . AN, SRS AR EIRES R TR, 645 AR TR .
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bR e S

I L AR SRR B AR VMware FEREIE TR EURN MR A m AR E » B tB i 2s vRealize
Operations Manager % & R EDR BRI E R

AFTE R AR
m SRR BEE R A TR T
» BOEEERAER R E

e

AEIREREXNLREETHERTE

TR VMware FEREE FH2EE B N TGS o2 4 BN, sio Bt g LA am sk
e

R E TCP #EEIE1E B 1977 K/

IR AVEHIERAE VMware JEFRSE AR b, BROETHRIN TCP fpsg A AT AN, A R4k
TCP [HETIRT B, 5y TCP BRI P78 R/ NSO B B I TR IR FRRGRUE A2 1280,

53

1 7EE—4 VMware JEFZE S RS [, BT # cat /proc/sys/net/ipv4/
tcp_max_syn_backlog 5%

2 BUE TCP £k IR H AT RN
a fEX AR IR /ete/sysctl. conf {5,
b EREHHIRIL N, BOE RN TCP s Bl AT A1 KN,
net.ipv4.tcp_max_syn_backlog=1280
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Lk

}E4E ICMPV4 BB B fE

A FERR A A s LR Lﬁﬂfﬂ%i (Internet Control Message Protocol, ICMP) Rl A nlfE, e /s
PERTBOESEICRIEA S, W PT A BUR E E AREEAR B TR B . B R AU A 2% ICMPV4 [HIffiET%
fERERL T BRI

EFF

1 T # cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts 452, (ERERGAEEE ICMP EERE
N7 b [ R B SR AR B

2 WEEMARS, FHIER ICMPV4 BB AEERIEESR
a [EXTF4miEEE B /etc/sysctl. conf FE5E,
b FIEHMEARZE A 1, SFiIEH net.ipv4.icmp_echo_ignore_broadcasts=1.
c  FEFFAEFTBPAIRE S

HWEFHRZLUZR IPv4 Proxy ARP

IPv4 Proxy ARP & fiF A G RERE HigR £ Wm0 A%, S8 — AT ARP ZEREAIE, #
A= H] IPv4 Proxy ARP, DL AL MER B o 158 FHIRE % e mT e e A $&ﬁﬂﬁ%@xﬁnﬁ&zﬁumié
;Elﬂo

EFF

"~

1 4T # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default|all" fy%, Bt
Proxy ARP 2 5 H,

fSai)

2 REFEARSGLUE] IPv4 Proxy ARP,
a  (EX Tz B /etc/sysctl. conf FE5E,
b FEART A 0, sfitibsZIa e E A EE . BER T 0.

net.ipv4.conf.all.proxy_arp=0
net.ipv4.conf.default.proxy_arp=0

c  FEHAEATAEELBPIRE S

HMETHARZIZEE IPv4 ICMP E3fE @A

T2 ML i R F R G T 2% IPv4 A4 s R EEE I E (ICMP) EEHHEAEHE . R
ICMP & A RHUE AT GE & ol s . B Hhes ﬁ@éﬁﬁ ICMP TS )RR, AN st T s
MOl . 18 SRR S B AR Fh 3 rﬁjﬂffi Byt o

53

1 MRS 34T # grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep
"default|all" 4, M FHER LGS 2N IPv4 TR
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Lk

2 HELMAGLLZNE IPv4 ICMP EmEi
a PRk /etc/sysctl.conf H5,
b FEARTE 6, sl MYIAEH ERE, sl EERBAIEE ., BER T A 0.

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

c AN BPRE S

HMETHARGIZEE IPV6 ICMP E3fE @A

IR FELAVEMOE S MR TR S & 2% IPv6 AR5 il B m s e (ICMP) Forigimafle . sty
ICMP F2 B Al S T RE & SR A . B ﬁﬂ%ﬁﬁ ICMP FEHTEAIERE,, A5 A% H st Ag o s
s, 1o eEUE S s AR thk, ﬁﬁﬂﬂi AR

i3

1 {ETMEAS 3T # grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep
"default|all" x4, i 2m 20 IPv6 HHARAEIE

2 RETHASDIZE IPv6 ICMP gL e,
a PR /etc/sysctl.conf B T AL, HiHLZ% 1IPve Fogrdmai .
b EEARTH o, sufl MYITHAHEMS, i BaTEEH . BHERE A 0.

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

c fafr BN B PR S

HMEFTHARBZILIIESRE IPv4 ICMP EFE

L VRS FERR S A S e AR 1Pv4 A AU I3 e (ICMP) BT, % R dr i
JICMP B AR, AR H AOHAT B o 1 SERE B 1 AR R R Gk Hh R RN,
P RE 18 R o AR A K o

EFF

1 HEFEHARS LT # grep [01] /proc/sys/net/ipv4/conf/*/send_redirects|egrep
"default|all”, HERARFUEHIEA IPv4 ICMP HUgLA),

2 A GLEAR IPv4 ICMP TS A,
a BHHL /etc/sysctl.conf FiZ LN E MRS,
b EHARER 0, sy FATHEER S, s ER I EATHE . #BHE

>“<“‘
Jm“
(o}
o

net.ipv4.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

c fAr RSN B PR S
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RE T RS LLEE 8% IPv4 Martian 8

2 RS T AR Bt 8% IPv4 Martian B0, Martian 540028 26 O Rl . 555
EREE ARG R, R A AR SRR B A T

B

1 #fT# grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep "default|all" &%,
A AL A RO IPv4 Martian £,

2 REETMEARSSE IPv4 Martian F1U,
a PHRk /etc/sysctl.conf fEEELIRE A .

b HEARBER 1, oy MTHHEESR, SARE R ECBATE o RHERER 1o

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

c GRFEILRIRR.
RETHRGILUER IPv4 [7 [0 B S EHE

IR LAV AU BOE RS, BEEL ] 1PV RORBRASRRIE . AR A i 28 ] R A e R B AR 411
ArcmE @, SRR HRTRRE G TN, DA R G SRR A IR o

BUE ARG PTRESE IR AR . RASMEAME, KIAHHE REEd i ik e SE s £
BRI T, BTRER M AR SRR, Boe st s AR (S fse .
53

1 ELHEARS FHAT # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|
all" 4, M AGUEH ] IPv4 OISR,

2 HEFMEARLGDIMLT IPv4 SRR FE AR,
a BHRk /etc/sysctl.conf REEELIRE A .

b HEABER 1, o MITHHEESE, SARE R ECBATEE . RHERER 1o

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

C  ERFETNBIERNE.
REFHARFZLUIELR IPv4 X

IR LA VEME AU AT EIRAR IPv4 B 5 REERGE R TTHETT 1P K, I HASEHEERIER
e, BLPTAEEERIA ], PEORAERR e B A S RS H R A A R A e 2 e VE R T o

53

1 ST # cat /proc/sys/net/ipv4/ip_forward @4, MR EHOE SEAR IPv4 X
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Lk

2 T THARGIEA IPv4 ik,
a i /etc/sysctl.conf DL E F RS
b AT 0, sdl FAIHEHE, sSaE A TIH . $HER T 0.

net.ipv4.ip_forward=0

c  ffr AN B P R

HETHRGIER IPv4 RiER R EREE

ACTREK H B0 P Se R 0 AR s I i A SR I P i SO MO A AR A e 4, i m T AR it A 2 4
PR o

ST R {50 FH A AR i S, BIansy CROH 1Pv4 B8 HLAR SRR R FRaaE (R
EEd

1 @47 # grep [01] /proc/sys/net/ipv4/conf/*/accept_source_route|egrep "default|
all" @4, VMERBAGUES A IPv4 S5 it

2 FRETHEARSGLIEGE IPv4 Al Rk
a  FEXF iR /etc/sysctl. conf FE &

b  EEAREN 0, FHIELR net.ipv4.conf.all.accept_source_route=0
et.ipv4.conf.default.accept_source_route=0 FH TN 0.

c A ALRA PHRAAR S

MEFHAGIUAIELR IPv6 HEix

?ﬁ??if MOEME MR R F e ih4E IPVv6 #1637 AGRE R A EAT 1P #ERE T HAS 4R E RS
o, BRI RE S IR A, PR LA R AN A R A R A S AR AR L e MR e

EF

1 94T # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" w4, fiff
MO IEAR IPV6 ik,

2 T THAGLIEA 1PV 1%,
a Bl /etc/sysctl.conf DLE EHEA S
b FEARTHE 6, sl PAIEH EREE, sl BA I BER T A 0.

net.ipv6.conf.all.forwarding=0
net.ipv6.conf.default.forwarding=0

c A AN PR S
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Lk

B EH%, 24t {E FH IPv4 TCP SYN Cookie

RO MR A R G 1] IPv4 {3 B (TCP) SYN Cookie, TCP SYN JL/K i n]
bT [FZAZ ) TCP HAREIELN SYN_RCVD ke H4R, ERPHENRES. i SYN Cookie 19 H 1
ST, FREBATH ACK, ERRIGE B A ROEAR, ASHUKAIERT, AEHHAR,

BN AE e TR, TR IR BRI A B, 10 E e rr R e B i R R4 4
P ESR IS

B

1 #4T # cat /proc/sys/net/ipv4/tcp_syncookies 54, MR HEAS L] IPv4 TCP SYN

Cookie,
2 RE MRS IR IPv4 TCP SYN Cookie.
a BHRk /etc/sysctl.conf DL E LHEAR S
b HEARRIER 1, AFE FTHH RS, S ST IHE . KEROER 1.

net.ipv4.tcp_syncookies=1

N Ze2 TOA e

S0 M RGELUIEAE IPV6 B ERAE

IR E LM EMTE MR LA GIRAR A A, 75 RIS AR S thas A A A sl Sl AU 3
(ICMP) HUEFELA o IPV6 [FHRF A2 — A GERE AN I 1 Bl AR SRR RO AR A B . (e PRI,
A, T HRGE AR, MARRA S M2 A F R 4R HO B

EF

1 RS FEIT # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|
all" %, WRAGENRIFAVE, S HIEHEARE 2 has A5 & ICMP BT,

2 FRETFHARGVIIELE IPv6 R A
a [HREk /etc/sysctl.conf FZ,
b FEARTH 0, sd FHIHE ZEMHE, s S Ea TH . BHERE R 0.

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

c  fafr ARG PR S

RMETHRFEIUIER IPv6 BEHI/ER

IR VTR R TR SR L, S AIEIE4R 1Pve BXemisis. B Hemsis s E e TR
B IHRF e s 2 Dk thafdl o A AZHE AR BRI, BEANTT SRR .
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Lk

BF
1 @47 # grep [01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep "default|
all" @4, WRFEAFESIRIEALE, BHIEHEAR IPv6 M.

2 RTETFHAGUIEAE IPv6 By
a [k /etc/sysctl.conf,

b HEABER 6, APFTHY MITHHEESR, SUREEIDIBATHH . RERER 0.

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

C BRI B
AR E M R A U IE 4B K B 2R ERE T Y IPVE BRHISREIFRTE

i AT R E A SRR A, 3 RIEriEAR IPv6 B amBin . EXnad E FRIS has = 4t

TEPUE T B A U0 o AN REFRETRIR, WA RO IR BS AR 22 U o

EF

1 HEFEHARSG LT # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep
"default|all" @34, MR LRGSR IR IPV6 B asGh o

2 RETHEAGVIEAE AR SGE iR IPv6 B R 0 ROE
a PRk /etc/sysctl.conf %,

b HEABER 6, ApFTHY FITHHEESR, SURE B ICIEATHH . RERER 0.

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

e TR
RETH ARG IUIER IPv6 HH AT &R

LR MR B A SR AE A L EL, S I IPve B =317 =5 5. accept ra pinfo #%

TEVEH T AFoe B2 K H S AT B R el A ARFEIRIR, RGNS F A H

#ifo

ZF

1 @471 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep "default|all", ff
BAGE L IEAR IPV6 I FH AT I B e B
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Lk

2 REFMAGLUEL IPve B e piE il
a PRk /etc/sysctl.conf H5,

b HEARFTER 0, G MTHHEES, SARE RSB . RERER 0.

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

c GRFEULHIRE.
METHARGIUIER IPv6 B AR HIRRIPR IR E

B2 VRIS, 75 IR MR S B AR RS AN R 1PV Bt 25 A BRI o

accept_ra_defrir B T H I RGBS BE I A T IOBEBIRAIRUE . 250082 0, T IR it

BT 1PV6 BRI

i

1 #y# grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all" fir
A, MEBAEMERGHEAR IPV6 I Th 2R B 2

2 WREESEAERE R 0, aalt EARRGROE AIEAR IPV6 B RS AT HE PR R E
a L /etc/sysctl.conf fiZ,

b HEABER 6, apFTH MITHH SR, SUARE I ECBATH . RHERER 0.

net.ipv6.conf.all.accept_ra_defrtr=0
net.ipv6.conf.default.accept_ra_defrtr=0

c eI S,
WEFTHRZIIELR IPv6 BEHEE/AE Autoconf 5&7E

It 2 A VEMOR U MR A R G fE4R IPV6 B RS2 autoconf % E . autoconf R EFsSHill TS AR
R R RS FEIRAI H BERR A I A .

EFF

)

BT # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" @4, FfERD
FHER G LT HELR IPV6 R RS A1 autoconf T

2 ERRER 0, GERl EMEAK, G IPv6 SRR AT autoconf BEE .
a [Hik /etc/sysctl.conf fF%,

b FEARRER 0, sHHE MITHHERS, SUEEREHBEIHH . BHEBUES 0.

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

c  fafr BTN PR S
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METH R INIER IPv6 FHEE

LV UE MR E A SRR, S HIEEAR IPve S#NEES . dad_transmits BEEPE T 1E

SRR A 1 DARE 2 B TS A6 A A AR e e — Ry, (bt 2 /D O5ald (G438 & Link-local),

ZF

1 $T # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "default|all" 34,
MR A F e T HEAR IPV6 J5#REGS

2 FEHARER 0, s ARG, HHAGA IPve Y .
a L /etc/sysctl.conf fiZE,

b HEABER 6, arFTHy FITHHEESE, SUAREEECEAHE . RHERER 0.

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

WEFTHRGKRE IPv6 {iritEl EIR
B R e AP O W2 A M TR U T FR R 1PV Akl PR, (I 1 BR 2 T e ARSI 2D Aol
R 1Pv6 i HHAAEEHEA T . TERAEIE 16, (HE BRI B T % e AT i ae i v 1k .

BEF

1 ¥{T# grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep "default|all" my4,
ERB AR G O R AT HEIRIY 1Pve fzikg FIR .

2 WURESMEARRER 1, ahaE PR, BOLRREITHRIR 1Pve fzhk g FRR.
a PRk /etc/sysctl.conf %,
b FEREZEHIN A sl B AT I o SRHERGE R 1o

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

c ffr BRI PR S

AR EIE IR MBI E
SR A P R T A S B B R 2«

AR R 2 vRealize Operations Manager JUAFREE N MR iz, DUEE 5 A G CIFaRfE A4 &
Bt

RIRERHPFARENEEIE

LAV R R E DA, P vRealize Operations Manager Agft Ak AR ISR,

VMware, Inc. 46



Lk

R 41 RIEEREENEEIE

EHER THEIBE BHiR
443 TCP A 1#HL vRealize Operations Manager {113 /1 1fi M
vRealize Operations Manager £5F4 H /],
123 UDP tl] vRealize Operations Manager JHAGYRE I a7 &
(NTP) [Fl20 5 = B2 A,
5433 TCP TERUT S AT FIPERE, 2 SR AN B A B At b
(vPostgreSQL),
7001 TCP Cassandra JH ARG B R R HE R 2e 4 o
FH 0 A R T R B AR AR o i R i A B ok
o
9042 TCP Cassandra HIARHEAT A CrRELH] P AR BE A i Bh RN 2o 4 o
FH D I R R B AR AN o i I R i A B ok
o
6061 TCP HE FisdisE % GemFire Locator DU ik S 4 b ik
AR AR IR P (IR A R, DA i s 2 £
T N frl R
10000-10010 TCP il UDP IR e R G A T B R UDP fEiRHEL TCP 2l
TR GemFire fal s 1y R L R i
20000-20010 TCP il UDP JHRAE G #e A Hoh A T BEE UDP SR TCP 2l
TR GemFire SE(#5  F R R
x 42 BABNEREE
EHHR HAE R
22 TCP B LaE (SSH). (EAEERE,
RGP AR, 22 BifE AR f H AR
FEERA SSH A%, i HAAZE B Pl e
22,
80 TCP B, TN A 443,
3091-3101 TCP 2245 Horizon View I, 2k Horizon

mE=EEH

VAN SRR AR | R T SR sl AR

[=1=]
Ho

VMware, Inc.

View 771 vRealize Operations
Manager (1 ¥k}

TR EAHEE . N EHE TR LR BRI

47



vRealize Operations Manager HI{ENE LR

& 4-3. AREAERKMZEES

e

It

CURCE R I £

Apache 5

ECDHE-RSA-AES256-GCM-SHA384 ., ECDHE-RSA-AES128-
GCM-SHA256 . ECDHE-RSA-AES256-SHA384 ., ECDHE-
RSA-AES128-SHA256 ., ECDHE-RSA-AES256-SHA . ECDHE-
RSA-AES128-SHA . AES256-GCM-SHA384 . AES128-GCM-
SHA256. AES256-SHA256. AES128-SHA256. AES256-
SHA . AES128-SHA

RTINS . BB RGBS 5N Apache 185%, 55HU4T CLI #54: openssl ciphers -v

vRealize Operations Manager 25> 5 i &5 B i & 45

R 4-4. AR REERNMEE S

&R

=St

CRUERT I B

inter_cluster

WEE - TLSV1.2, TLSVL1, TLSVI

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA |
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA |
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA.
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA.
TLS_DHE_RSA_WITH_AES_256_CBC_SHA.
TLS_DHE_DSS_WITH_AES_256_CBC_SHA |
TLS_DH_RSA_WITH_AES_256_CBC_SHA.
TLS_DH_DSS_WITH_AES_256_CBC_SHA |
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA .
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DH_RSA_WITH_AES_128_CBC_SHA .
TLS_DH_DSS_WITH_AES_128_CBC_SHA

vRealize Operations Manager R HiE 4R

ELBUE i H I B m] 43 2% — M .
IR E A

n i AMEBEE

VMware, Inc.

48



x 4-5. T EFEKIE

ER

e

adapter_to_source
MEAURE - TLSV1.2, TLSVI1, TLSVI

VMware, Inc.

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 |

TLS_RSA_WITH_AES_256_GCM_SHA384 .
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 .
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 |
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 .

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 .

TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 .
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 .
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 .

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 .

TLS_RSA_WITH_AES_256_CBC_SHA256 .,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA.
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA |
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA.
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256.
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256.
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256.
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA.
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA .
TLS_RSA_WITH_AES_128_CBC_SHA.
TLS_DHE_RSA_WITH_AES_256_CBC_SHA.
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DH_RSA_WITH_AES_256_CBC_SHA.
TLS_DH_DSS_WITH_AES_256_CBC_SHA .
TLS_DHE_DSS_WITH_AES_128_CBC_SHA .
TLS_DH_RSA_WITH_AES_128_CBC_SHA .
TLS_DH_DSS_WITH_AES_128_CBC_SHAA

49



R 4-6. EREERIR

ER

g

LDAP
THER A - TLSVI1.2, TLSVI

. TLSV1

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA .
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA.
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA .,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DH_RSA_WITH_AES_256_CBC_SHA.
TLS_DH_DSS_WITH_AES_256_CBC_SHA |
TLS_RSA_WITH_AES_256_CBC_SHA.
TLS_RSA_WITH_AES_128_CBC_SHA.
TLS_DHE_DSS_WITH_AES_128_CBC_SHA .
TLS_DH_RSA_WITH_AES_128_CBC_SHA.
TLS_DH_DSS_WITH_AES_128_CBC_SHA

vIDM AREFTRE s,
sso_util RERE S £,

& 4-7. wHSMER

i I
email_sender RE PR It
rest_sender KEMBREMEES,

VMware, Inc.

50



vRealize Operations Manager Z#4t

ad:NEiy R

e LML AE vRealize Operations Manager R %t b FEIZEL AL SR DIAE
FEAZ B SRR AN BV E AR IR B A I SRR RE I Y

s LR AT U F AR AT B AT 3, RorCBte Bt 182 A I o SR RC A SR 2 R
&, BT — T AR R BBt e, LT IR AU Fhin 2 AT RS b, B Ta o &
EAEMRBR . KBTI E L 2 AR likay, AERTEE AL Sl 2 R, AT AR BHRIY
IRz B

NI ET RS
» PRl A Sk RS
w R NTP filfless

o PRI

RAEIR AL &k (R AR =S
S 24 P A HER LA SRR P15 T DA S SRS 0 FLI SRR R 0,

RECTE MG Z VNSRS, MRear RS ERRHGE s, DI HA THOE A AR BRI DL T
IR FEHIRE.

(EREZRERN NTP [EARES

AT RE I A SEA AR e AR AR R TR AT, EOSRARBR A & R RIS o A mT LUREAR IR ] S B
I 2 — {1 S IR R, BN RIS EIRE ] (UTC)

AT IAER BB RC SR S IRy, BERRIBHETE BN RE B E . ARIR RO AN IERE, 1R P RE e e
A AT BAMHRC B3R S AR (NI, S (R ANIERE o AT DA 2 D = (82 E MRS AR NTP falllie
e, B S EAERAES b, RO AR NTP fallllkds, AEHAEE D=8 INBIRF A AT IRF ] o

AFmBEREE851E

IR LA RA T R B AZ BRSPS B ST s e hat « FH Pt iy

vRealize Operations Manager,

VMware, Inc. 51



	安全組態
	目錄
	安全組態
	vRealize Operations Manager 安全性狀態
	保護 vRealize Operations Manager 部署的安全
	驗證安裝媒體的完整性
	強化已部署軟體基礎架構
	強化 VMware vSphere 環境

	檢閱已安裝與不支援的軟體
	驗證第三方軟體

	VMware 安全性諮詢與修補

	vRealize Operations Manager 的安全組態
	確保 vRealize Operations Manager 主控台安全
	變更根密碼
	管理密碼有效期限

	管理安全殼層、管理員帳戶和主控台存取
	啟用或停用 vRealize Operations Manager 節點的安全殼層
	為安全殼層建立本機管理員帳戶
	限制安全殼層存取
	維護安全殼層金鑰檔案權限
	強化安全殼層伺服器組態
	強化安全殼層用戶端組態
	停用以根使用者身分直接登入
	停用 Admin 使用者帳戶的 SSH 存取權

	設定開機載入器驗證
	監控基本必要使用者帳戶
	監控基本必要群組
	重設 vRealize Operations Manager 管理員密碼 (Linux)
	設定 VMware 應用裝置的 NTP
	在 Linux 上停用 TCP 時間戳記回應
	啟用 FIPS 140-2 模式
	為傳遞中的資料使用 TLS
	為 vRealize Operations Manager 設定強式通訊協定
	驗證在 Apache HTTPD 中正確使用通訊協定
	驗證在 GemFire TLS 處理常式中正確使用通訊協定

	設定 vRealize Operations Manager 使用強式加密方式
	驗證在 Apache HTTPD 中正確使用加密套件
	驗證在 GemFire TLS 處理常式中正確使用加密套件


	針對 Localhost 連線啟用 TLS
	使用 OpenSSL 產生或提供您自己的自我簽署憑證
	為 PostgreSQL 安裝憑證
	針對 PostgreSQL 啟用 TLS

	必須保護的應用程式資源
	Apache 組態
	停用 Web 目錄瀏覽
	移除 Apache2 伺服器的範例程式碼
	驗證 Apache2 伺服器的伺服器 Token
	停用 Apache2 伺服器的 Trace 方法

	停用組態模式
	管理不重要的軟體元件
	保護 USB 大型存放處理常式的安全
	保護藍牙通訊協定處理常式的安全
	保護串流控制傳輸通訊協定的安全
	保護資料包壅塞控制通訊協定的安全
	保護可靠資料包通訊端通訊協定通訊協定的安全
	保護透明程序間通訊通訊協定的安全
	保護網際網路封包交換通訊協定的安全
	保護 AppleTalk 通訊協定的安全
	保護 DECnet 通訊協定的安全
	保護 Firewire 模組的安全
	核心訊息記錄

	End Point Operations Management 代理程式
	執行 End Point Operations Management 代理程式的最佳安全性做法
	執行代理程式功能所需的最低必要權限
	Linux 平台檔案與權限
	Windows 平台檔案與權限

	開啟代理程式主機上的連接埠
	撤銷代理程式
	移除代理程式資源
	恢復代理程式資源

	代理程式憑證撤銷與憑證更新
	End Point Operations Management 代理程式的修補與更新

	其他安全組態活動
	確認伺服器使用者帳戶設定
	刪除並停用不必要的應用程式
	停用不必要的連接埠與服務


	網路安全性與安全通訊
	為虛擬應用程式安裝進行網路設定
	設定 TCP 待處理項目的佇列大小
	拒絕 ICMPv4 廣播位址回應
	設定主機系統以停用 IPv4 Proxy ARP
	設定主機系統以忽略 IPv4 ICMP 重新導向訊息
	設定主機系統以忽略 IPv6 ICMP 重新導向訊息
	設定主機系統以拒絕 IPv4 ICMP 重新導向
	設定主機系統以記錄 IPv4 Martian 封包
	設定主機系統以使用 IPv4 反向路徑篩選
	設定主機系統以拒絕 IPv4 轉送
	設定主機系統拒絕 IPv4 來源路由封包的轉送
	設定主機系統以拒絕 IPv6 轉送
	設定主機系統使用 IPv4 TCP SYN Cookie
	設定主機系統以拒絕 IPv6 路由器公告
	設定主機系統以拒絕 IPv6 路由器邀請
	設定主機系統以拒絕路由器邀請中的 IPv6 路由器喜好設定
	設定主機系統以拒絕 IPv6 路由器前置詞
	設定主機系統以拒絕 IPv6 路由器公告躍點限制設定
	設定主機系統以拒絕 IPv6 路由器公告 Autoconf 設定
	設定主機系統以拒絕 IPv6 芳鄰邀請
	設定主機系統來限制 IPv6 位址數上限

	設定連接埠和通訊協定
	最低要求的預設傳入連接埠

	加密套件

	vRealize Operations Manager 系統上的稽核與記錄
	保護遠端記錄伺服器
	使用獲授權的 NTP 伺服器
	用戶端瀏覽器考量事項



