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REST API AuthN Alert
Service Service Backend

Extract Auth
Header
isValid(credentials)
L LE )
getAlertDetails(123)
Alert Data

VA Token ZJLuEER 7 POST B ANEK % vRealize Operations Manager API filfilies, 1R4EAR1
AR AT 588 Token,  NAIEBIFEHELL Token A BERREM S 2491
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4 st PREA, FEEREIRErh S R A MR Token ¥
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ERITH
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Content- AU P SO R AZE A S 03 i) HT TP Content-Type FZUH,
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n WHREORIIT RN ar 2 s e B XML a2 st

n WURIERAER T SRS, ) XML Ao I o B A, LR B
SRR R R,

AT BRSO o B SOR SO JT R AR IR B L I IF T LR,
BRI A TR SR AN P

vRealize Operations Manager API REST [0 fE

Fra RS S HTTP ARBERSHT (SAERAERS 2 204 (RPN A)) Be 20, [0 g A MR AR, st ji
AN, AEEE URL, ATl 25

HTTP EERS
API T i r] LAE IR EFR TG 21 HTTP R ABRS 5.

VMware, Inc. 9



VRealize Operations Manager AP fist 5w

% 2-1. API {E[EIAY HTTP AKRERS

N L]

[200

[201

[202

[204
[400
[401

[403

[404
[405

[406

[415

[422

[429

[500

[503

[504

SEH
CLEor]

L% ]

St
BRI
RAEHZIE]
ik

AN
AR

Imida%s]

AN SR AR

AN

SLEAINE SN

ALl ] Al 7 ]

872 ReS EEE|

fif] T 3 s ]

R
TORABHC e B @A SN

TR CHENZEORIYE, I HL AR PR S E ) URL
WA,
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e R AT A BEE OIS B, ] DU T AP BT a0 nl T R i e i i

RIS A
s JU3EEES Token
SR HRER A E

. MR R

PA=] =
EN135%7% Token
vRealize Operations Manager F5 3050 APl 3K, IV TAERAERSE— L S IR Token,

RS Token, BANEREDAIEAR HTTP Bt s ross et il & 5050 . TEbdpirh, &
] URL https://vrealize.example.com/ E A\ vRealize Operations Manager #1754,

fart MCHEEBIEETINL Token ZBEbast. maRBlEaEvmnsfanamn, b 2o,

HERMG

m  JfERAYHEIE AR EL vRealize Operations Manager filflikai 2 AT A M1HIE . PHIBORI BRI i\
vRealize Operations Manager U T{HELH URL, 5I40:

https://vrealize.example.com

A AR N EAR . % — TR L MEPIINIRDL, SRR, SSL A2t

n  EREADIAFEIN APL, B\ vRealize Operations Manager $4 T4 URL, 161 suite—api/
docs/rest/index.html Frid & Emm, H1a0.

https://vrealize.example.com/suite-api/docs/rest/index.html

» JifEFRAT vRealize Operations Manager 7RIS & 1B NRRRT .
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B
1  POST #ERFELAN URL PIINASF Token,

POST https://vrealize.example.com/suite-api/api/auth/token/acquire

2B BNEDRFNANE,
2 AR,
DI ESR G R ops 34 Token, BULAATRANN API ZOR A AR,

g5l BANEXKIMNMDAE

AR R BN T 4485 % . vRealize-user FIZ5H5 % : vRealize—dummy—password = i [T 21 Hk
N E i

ESNEEE

POST https://vrealize.example.com/suite-api/api/auth/token/acquire
Content-Type: application/json
Accept: application/json

LA JSON s AFRES I EOR 3

"username" : "vRealize-user",
"password" : "vRealize-dummy-password"

}

PL JSON s nl e .

200 OK

"token": "8f868cca-27cc-43d6-a838-c5467e73ec45: :77cea9b2-1e87-490e-b626-e878beeaa23b",
"validity": 1470421325035,

"expiresAt": "Friday, August 5, 2016 6:22:05 PM UTC",

"roles": []

3

Al EAHS R R ZRIE ), BRI

n QUREDRARDY, fRIRESEEE] HTTP BIFEFCHE 200 (OK), DARAE SE/INERZ BUNG 7] S8 4 T4 ops
FHE Token, It Token WA S TERHEZ AT AP ik,

n QEREORAOEAEEET G, Rk EER] HTTP [ EACHS 403,
R REEEE T PR RO RR R, PR AR ] HT TP [MIEACHS 401,
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SERAE-FEENYHER

vRealize Operations Manager S T{AREU 52BN RIEA, HEadk vCenter N HRAN I RIEAY,
AT GET ERDMINATA N H-REAOIE B. API [ EQ S AR T P,

R

M

R E BN VRealize Operations Manager & T,

=]
)

1 SFEFTENIIRERER Y GET 2K,

b

GET https://vrealize.example.com/suite-api/api/adapterkinds

2 v IfELAE SR vCenter A RIS B P R RS B
FHSBY HIE vCenter AR TR AT AT FOIa] S o

). FHIZE vCenter ﬂﬁfﬂ@ﬂﬁ-ﬁ%ﬁ’jﬁﬂ%#iﬁ*“
eHE e =4k vCenter ARG R, DAMAIH-RASEE % e S HIpra Pl
EORIEER

GET https://vRealize.example.com/suite-api/api/adapterkinds
Content-Type: application/json

Authorization: vRealizeOpsToken <vROps_token>

Accept: application/json

Hrh vROps_token SEfENE BT Token Hifk Rl ERIFH) Token,
vCenter 711 FPL JSON 5853 [ml R FE MG B -

200 OK
{
"key": "VMWARE",
"name": "vCenter Adapter",
"description": "Provides the connection information and credentials required...",

"adapterKindType": "GENERAL",
"describeVersion": 573,
"identifiers": [],
"resourceKinds": [
"ClusterComputeResource",
"ComputeResource",
"CustomDatacenter",
"Datacenter"”,
"Datastore",
"StoragePod",
"DatastoreFolder",
"VM Entity Status",
"Folder",
"HostFolder",
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"HostSystem",

"NetworkFolder",

"ResourcePool",

"VMwareAdapter Instance",
"VirtualMachine",

"VMFolder",
"DistributedVirtualPortgroup",
"VmwareDistributedVirtualSwitch",
"vSphere World"

4% vCenter /I K, adapter—kind 4465 VMWARE . resourceKinds & vCenter S\ AR Ea 4108
W PR RS ETY , resourceKinds 7 VirtualMachine,

EXMURMEEENFE

# 5k vCenter /TR AR I AT AT R A R R SE I B, SR A TR A e

URL #&H GET K,

LB

R IR

= (BT VRealize Operations Manager #AT At

| ] {@%ﬂjﬁ VCenteI’ il\ﬁfa/\] QdetEI"K'i.nd {Es M&E};E%%%E/\J resourceKinds {Eo g%%%%”m VCenter
MR SIOPNITN S U MaS el

EZF

1 3 GET SERDURS AR A Yokt

GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds/VirtualMachine/
statkeys

2 IEIEErR ) A R R B R A T P RS R TERER . RH B AP R I A I R e e

=
EEN

fe =
#f: API FMERENEPHERKFEES
IR A XML Bl EFR A1) HH ) R AR ERE R 1 2T B vRealize Operations Manager fiff I /1 [
R EERAHEL IS
EOR
GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds/VirtualMachine/
statkeys
Content-Type: application/json

Authorization: vRealizeOpsToken <vROps_token>
Accept: application/json
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Hrfr

m  VMWARE /& adapterKindKey.

m  VirtualMachine 7& resourceKindKey.,

m  VROps_token &MU Token W EHASTY Token,

A JSON s [ml e REACA B -

200 OK

"resourceTypeAttributes": [

"key": "mem|host_workload",
"name": "Memory|Host Workload",
"description": "Host Workload (%)",
"defaultMonitored": false,
"rollupType": "AVG",
"instanceType": "INSTANCED",
"unit": "%",
"dataType2": "FLOAT",
"monitoring": false,
"property": false

e

M EFREEE resourceTypeAttribute s& A5 HFFH& ML 2 A SR . name B vRealize
Operations Manager i FHE AR SO, e R EI, FRRUHE R Boar F R s AN =i T AR F

2 B ] JE P ) P B A T P R R EA TER L,

TAEEE B AL

v [ Discovered virtual machine Snapshot
Tools
Utilization
v &% All Metrics
> |*| Badge
5 VA_600_2263110 > [&] cpu
> |&%] Disk Space

> [&%] Diskspace - Total usage

> |*| Memory
W % Memory(Host)
Workload (%)
> B sescscaste, > [&%] All Properties

B Twix
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IR an i R e s R i . S At R
VirtualMachine BV A resourceKinds,
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IR~ TREE vSphere Ty A TR TIEE, B4
ERHEIRE S H 2 R e R ER . RN SRR RE

SEFRIPITTIR

w RS
AFEEN R A

RO TR R R

o BT TR

R T
n SR ]
R

ARG

BE T EFHITEE

ZRHHE

AT A AR AP ZEORUABCE /TR TI8E . 2k B e Al ZOR A0 Ry 22 AR R A EOR P i B

= 4-1. BERPBE

=5

A P L ) 2 B AR T
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FU,

HENLAT IR TR
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resourcekinds
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credential [1{H
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R 41 EBRHHEE (&)

ez =R EFERAX )3
BRI TP TR LARERATIE PATCH <API-URL>/suite- POST <API-URL>/suite- POST <API-URL>/suite-
e inpatioy api/api/adapters api/api/adapters [/ API [i] api/api/adapters ¥ API [i1]
fiE fE, A% adapter-
cerfiticates
RS AT PUT <API-URL>/suite- Bl 200 OK
api/api/adapters/
{adapterid}/

monitoringstate/start

AAlRRATREENEF

vRealize Operations Manager SAT{IHEE 1] RE L e MR T 2. 5= 4k vSphere fifih 7 2 M HAr
HRFEAY, GEEST GET SR DI A M s R HTE B I Ia e o itk 5 S rh BE R O A A TE R

FEMCHE I T2, vRealize Operations Manager A T{lE#E1) API-URL 7%
vrealize.example.com,

WHERG
TR AAT DB N vRealize Operations Manager S THEELT APl URL, 2R TS 7 Token,
BF
1 B2 GET ZLRUISIHAT A BRI % o
GET https://vrealize.example.com/suite-api/api/solutions

2 EblfELA=AR vSphere il & K HA I REIL,

a2 vSphere iR ST I RBAR AT HERS
#l. vSphere A ARNNEFESR
PEHa e S AT O R 5, DA B iR,
TORAREH:

GET https://vrealize.example.com/suite-api/api/solutions

PL JSON #EES [l JE .

200 OK
{
"solution":
{
"id": "MPforLogInsight",
"name": "VMware vRealize Operations Management Pack for Log Insight",
"version": "6.0.3171089",
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"description": "VMware vRealize Operations Management Pack for Log Insight... ",
"vendor": "VMware Inc."
"adapterKindKeys": [

"LogInsightAdapter"

"id": "ep-ops-os—-and-availability",
"name": "Operating Systems / Remote Service Monitoring",
"version": "1.0.4071095",
"description"”: "The End Point Operations Management Solution for Operating... ",
"vendor": "VMware Inc."
"adapterKindKeys": [
"ep-ops-os—-and-availability-kind"

"id": "VMware vSphere",
"name": "VMware vSphere",
"version": "6.0.7496664",
"description": "Manages vSphere objects such as Clusters, Hosts..."
"vendor": "VMware Inc."
"adapterKindKeys": [
"VMWARE",
"PythonRemediationVcenterAdapter"

SRR R = (I L e B T 5

= Log Insight filgil )y M PR A

LI TE (e S AP S

m vSphere fif s 5

vSphere fift 5 ST PR AR B2«

= VMWARE

m  PythonRemediationVcenterAdapter

¥ vCenter 1k, M REU A VMWARE,

Al 9T TE R B SR B R A

PUEEEST vCenter N RIVBATIERYE , BTGB R -8
I vCenter NIRRT YMSERLTE B,

\

M, ST GET 20K, DU

>.>_
+
i

5=

WESRE
R AHIE vCenter AMTHIRIIAT TR R,
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At
ol

1 27 GET #k, DA vCenter AT RIUFT AP,

GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds

2 ARELRITEE R,

2B vCenter I RATFSOPIT AT B[R] ERS ST

#fl: vCenter M EFATEMYHFIET
HeAE e =4k vCenter A -RAUAT A YL,
EORAEA:
GET https://vrealize.example.com/suite-api/api/adapterkinds/VMWARE/resourcekinds
DA JSON #53 [ml E AR S o B

200 OK

"key": "VMwareAdapter Instance",
"name": "vCenter Server",
"adapterKind": "VMWARE",
"resourceKindType": "ADAPTER_INSTANCE",
"resourceKindSubType": "NONE",
"resourceldentifierTypes": [

{
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{
"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{
"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3

{
"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

3

VMware, Inc.
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"VCURL",
"STRING",
"isPartOfUniqueness":

"name" :
"dataType":
true

"VM_LIMIT",
"INTEGER",
"isPartOfUniqueness":

"name" :
"dataType":
false

}

AR S BB R B 2% " resourceKindType":

"ADAPTER_INSTANCE" [P ATAA , iRk A Ay

"isPartOfUniqueness": true BT ILASTE ZEA AP ZORIGRZMIIFRLME, A REE A H-RHUT

s,
vCenter A AR TH RS TERE TS VCURL [1JEEL vCenter 1 URL,

AT HEFEITEE

AR R 12, SR B2 i DU
HARHRSHINEERN .

E AT AR TR, VCURL 3 & A,

VAT TR T

=154
TR vCenter 11 1P AriEANERES
EF
1 2 POST K, PAEL AT R TR .

POST https://vrealize.example.com/suite-api/api/adapters

N
o

s M FEDL =54% vSphere fiftih 77 2 4488 M LA TR AE A,
2 AR TR R

6. ATEFHITEE

IR N A 2808 vCenter FIA T -3 T .

n  FURARE: VC AR T
m . VC12.345.678.9 [1) vCenter A1 A EA T ALY

p=iil’
D
W

m vCenter Server IP {i/}it: https://12.345.678.9
PR VC-Credential-1

s {li]]& 45 administrator@vsphere.local

VMware, Inc.
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»  Zf5; VC-dummy-passwd

AUTODISCOVERY #ll PROCESSCHANGEEVENTS %1, (HertS7EN, DATEZR P SRR R SR B
M HAB R

TORAEH:
POST https://vrealize.example.com/suite-api/api/adapters

PL JSON & s i Bk I <

{
"name" : "VC Adapter Instance",
"description" : "A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId" : "1",
"adapterKindKey" : "VMWARE",
"resourceldentifiers" : [
{
"name" : "AUTODISCOVERY",
"value" : "true"
1},
{
"name" : "PROCESSCHANGEEVENTS",
"value" : "true"
"name" : "VCURL",
"value" : "https://12.345.678.9"
}
U
"credential” : {
"id" : null,
"name" : "VC-Credential-1",
"adapterKindKey" : "VMWARE",
"credentialKindKey" : "PRINCIPALCREDENTIAL",
"fields" : [
{
"name" : "USER",
"value" : "administrator@vsphere.local"
1,
{
"name" : "PASSWORD",
"value" : "VC-dummy-passwd"
}
U
1},
}
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A JSON f5ess nl e RE=0RS B -

201 Created

"resourceKey": {
"name": "VC Adapter Instance",
"adapterKindKey": "VMWARE",
"resourceKindKey": "VMwareAdapter Instance",
"resourceldentifiers"”: [
{
"identifierType": {
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value": "true"

"identifierType": {

"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",

"dataType": "STRING",
"isPartOfUniqueness": false

}7

"value":

"identifierType": {
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value":

"identifierType": {

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value":

"identifierType": {
"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value": "true"

"identifierType": {
"name": "VCURL",
"dataType": "STRING",

VMware, Inc.
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"isPartOfUniqueness": true
o
"value": "https://12.345.678.9"
o

"identifierType": {
"name": "VM_FOLDER_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
g
"value":

b

"identifierType": {
"name": "VM_LIMIT",
"dataType": "STRING",
"isPartOfUniqueness": false
g

"value":

]
X,
"description": "A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId": 1,
"collectorGroupId": "909c2fbf-2c2c-4957-9a75-21bf2a887d31",
"credentialInstanceIld": "65081a8d-d462-43b2-b4e0-596eaf3d497e",
"monitoringInterval™: 5,
"adapter-certificates": [

{
"thumbprint": "2520fb4351bc91lee7b82ef7cc54a8d88fa893da9",
"certificateDetails": "[
Version: V3 Subject: C=US, CN=12.345.678.9
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
Key: Sun RSA public key, 2048 bits modulus:
Validity: [From: Wed Jul 15 19:26:51 UTC 2015, To: Tue Jul 08 11:26:30 UTC 2025]
Issuer: 0=W12R2UINanduVC, C=US, DC=local, DC=vsphere, CN=CA ...
7"
}

1,

"id": "a97bd204-e3e5-404b-a219-e2b20cf158d2"

}
API gy — ﬂ_la“ﬁH/]Jl ] EP&J PSR AR UUID, ATME—af 3. API [RlfE{$E vCenter
12.345.678.9 ${iLf] i‘ o TR T RS S BRSSP R RAEh s RS B k)

REREFURIEH

{F vRealize Operations Manager A DLidi4E % vCenter i BHIA R 2 1T, T B S8 A T E g T
RZ B ER AR m R AR . AN PATCH SR ARER NS (BT T IR POST 2
*ﬂ@]ﬁl}@), 4(55{;:‘\: /u ru_ﬁ)(&ﬂ/]n
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HERMF
MRS R AR 2 POST ZORINMIRE, FE2:B 71 iR T{Hs i,

EFF
o f2th PATCH 20K, Dl ARGl kil 117 2452 vCenter SRt

PATCH https://vrealize.example.com/suite-api/api/adapters

%ﬁ ﬁl,l . {"l_:\ E.u. lﬁ

FEREAEHI, PATCH ZORAGEOR Py SCEL AT AT IR T RS 2 POST 20K [mIEARIA] .

TR
PATCH https://vrealize.example.com/suite-api/api/adapters

P JSON R AHRESHYEOR NS

"resourceKey": {
"name": "VC Adapter Instance",
"adapterKindKey": "VMWARE",
"resourceKindKey": "VMwareAdapter Instance",
"resourceldentifiers": [
{
"identifierType": {
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false
1},

"value": "true"

"identifierType": {
"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value":

"identifierType": {
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value":

"identifierType": {

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

VMware, Inc.
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b

"value": ""

"identifierType": {
"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

g

"value": "true"

"identifierType": {
"name": "VCURL",
"dataType": "STRING",
"isPartOfUniqueness": true

X,

"value": "https://12.345.678.9"

"identifierType": {
"name": "VM_FOLDER_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
g

"value": ""

"identifierType": {
"name": "VM_LIMIT",
"dataType": "STRING",
"isPartOfUniqueness": false
g

"value": ""

]
b

"description": "A vCenter Adapter Instance for VC 12.345.678.9",

"collectorId": 1,

"collectorGroupId": "909c2fbf-2c2c-4957-9a75-21bf2a887d31",
"credentialInstanceId": "65081la8d-d462-43b2-b4e0-596eaf3d497e",

"monitoringInterval™: 5,

"adapter-certificates": [

{
"thumbprint": "2520fb4351bc91lee7b82ef7cc54a8d88fa893da9",
"certificateDetails": "[
Version: V3 Subject: C=US, CN=12.345.678.9
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
Key: Sun RSA public key, 2048 bits modulus:
Validity: [From: Wed Jul 15 19:26:51 UTC 2015, To: Tue Jul 08 11:26:30 UTC
Issuer: 0=W12R2UINanduVC, C=US, DC=local, DC=vsphere, CN=CA ...
7"
}

VMware, Inc.
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1,

"id": "a97bd204-e3e5-404b-a219-e2b20cf158d2"
PL JSON #5ezg il i .

"resourceKey": {
"name": "VC Adapter Instance",
"adapterKindKey": "VMWARE",
"resourceKindKey": "VMwareAdapter Instance",
"resourceldentifiers"”: [
{
"identifierType": {
"name": "AUTODISCOVERY",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value": "true"

"identifierType": {

"name": "DISABLE_COMPUTATION_BASED_ON_CONSUMERS",

"dataType": "STRING",
"isPartOfUniqueness": false

}7

"value":

"identifierType": {
"name": "DV_PORT_GROUP_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false

3,

"value":

"identifierType": {

"name": "DVS_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
3,

"value":

"identifierType": {
"name": "PROCESSCHANGEEVENTS",
"dataType": "STRING",
"isPartOfUniqueness": false

}7

"value": "true"

"identifierType": {

VMware, Inc.
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"name": "VCURL",
"dataType": "STRING",
"isPartOfUniqueness": true
X,
"value": "https://12.345.678.9"
X,

"identifierType": {
"name": "VM_FOLDER_DISABLED",
"dataType": "STRING",
"isPartOfUniqueness": false
g
"value":

b

"identifierType": {
"name": "VM_LIMIT",
"dataType": "STRING",
"isPartOfUniqueness": false

b

"value":

]
X,
"description": "A vCenter Adapter Instance for VC 12.345.678.9",
"collectorId": 1,
"collectorGroupId": "909c2fbf-2c2c-4957-9a75-21bf2a887d31",
"credentialInstanceIld": "65081a8d-d462-43b2-b4e0-596eaf3d497e",
"monitoringInterval™: 5,

"id": "a97bd204-e3e5-404b-a219-e2b20cf158d2"

e B R Y SCAIE], A7 adapter—certificates [iEL.

R EN B = FT R A E R AT R

TR AR TERENT % E vRealize Operations Manager DA UBE 2, BEEh s M e 2okt
B PUT ZOREEHEHR IR Z I 2 AR TSR UUID,

DB

HERBIEAT W A AT R TERER UUID. 552B8 Al TERe Fhidml e,
EFF

o et PUT 20K, DAGEATETIO /TR T (SR Rmh s

PUT https://vrealize.example.com/suite-api/api/adapters/<adapter_UUID>/monitoringstate/start

WOl REWH LR EER
e TR AT BT RN PUT BER A T BT s BIRE, B R s,
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ESNEEE

PUT https://vrealize.example.com/suite-api/api/adapters/a97bd204-e3e5-404b-a219-e2b20cf158d2/
monitoringstate/start
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