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BRI —ZRABHM vRealize Operations Manager 4 , EAEFHEEERTN T2 HBE.
MERH VMware Z2MBHANFMEN , F28 http://www.vmware.com/security/advisories/.,

vRealize Operations Manager & 2 4H&E

BELZ2MMIERRE VRealize Operations Manager TEAEWNEL R , YEB L2 RE (SSH). EEER
FANXTEZEAFEN, BERARZGAHBEZL2EREE.

B4, EHAT End Point Operations Management R EBRRE , bt X BETF—ENRELZE2HME.

BXF FIPS 140-2

FIPS 140-2 ENETERBNZBRAIREATE AR ENER  EEERSEH L REHELAED
HE FEMHUEMAERNER, BA FIPS 140-2 R 65 , B vRealize Operations Manager 8.4 HI{E{d

Z2BENEFEAZEBPENEREZE (FIPS) IAFNZBHEEEELZRBEMGE. FIPS EXNSHMA

& FIPS140-2 INZEH . BEMF vRealize Operations Manager 8.4 HE 2 M HEBERERXES LB FIPS
140-2 B#. BR , FIPS 140-2 BXMMARTEMA. MRELL2EHRMUER , EREARKB FIPS BFE

MRS mEEEE , RITBARA FIPS 140-2 X,

B RUA FIPS R—EE@OEME , ERARELRER.

ENRESEBEHBRA FIPS

s TERY vRealize Operations Manager #E#ETEHIBE.

n BREBEHI (OVF/OVA) HEMEEEERAMA FIPS HE.
EEREEHES LA FIPS

1 BEZ nttps://<VROPS IP>/admin/index.action,

2 BLAdmin £EAESSEA,

3 FEESES UBAEEEREEETHEA FIPS &l

4 EEERTHRERSRERSIER.

5 HEFIPSREERT , B—TRHA FIPS,
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6 EEKLR.

B FIPS BX 2R EKA

f& Admin EAENME :

1 HEZ nttps://<VROPS IP>/admin/index.action,
2 BLAdmin ERESDEA,

3 REERTAREEERERSIER.

4 BERDEER FIPS 140-2 SRS,

1% vRealize Operations Manager &% %
Z 4 vRealize Operations Manager # , BAEETE—RBEAN , T ERESETSEHTHTEENRZS,
DEEM

Z# vRealize Operations Manager,

B
1 7EvCenter FREMHETES K AREBRTFREHMIES,

£ vCenter A |, BT Alt+F1 FEIEART., EREZE2EE | (KFEREEH vRealize Operations
Manager & in & im i TR ER

2 LRERESDEA.
EHRENIBBUE 28, vRealize Operations Manager A& A EEFENHRSIERFETT,
3 ZERTEMAFERN K WALENRER YR TUMBAESE.
4 EHNBWABRER.
5 BHFEEA.

BERRT

AR S | BER® F (1T vRealize Operations Manager = E 5 &R & SR,
REEFAETREE /etc/pam.d/system-password el 0] pam cracklib BERGERERE, fTERLER
HEEHUA enforce for root EHERA /etc/pam.d/system-password BRFPH pw_history HE, &
uﬁﬁ%ﬁgﬁ,fi%&ﬁﬁﬁ E’Jﬁ{%ﬁ%o ﬁ1@ﬁﬁﬁ%ﬂ"]%gﬁ%%ﬂ§ﬁﬁﬁ /etc/security/opasswd *?ﬁ:?i‘sq:' °
DEFS

BRAEALENBREBHSABNAREREREER, MRIRFEWBRU ses BHE , RRRHEA sha512
RE SERAMBBRICERARENZREME.

BF

1 CEEARENBREHIT # passwd <.
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2 EERIBRFBHNEE, BEUBERENE S EA , AREBHIT 4 more /etc/shadow wne.
BEREGSHREEEN.
3 MRBBHEFE shab12 #E , BT passwd ML BERBRE.

EERRHE MR

BULBRBEBNZEMRA  REMBIRFHZBERR.

KRR , RIRFHNEZBERRSRES 365 X.

REH-BBHY  BreEhE. ALELABELEEBNERR , HLEEEERBRARZHEH.

BF

1 FUREHAEE P EALNEREREEHES , KRBT 4+ more /etc/shadow ﬁf% s BRAERE
M S E AR .

2 EEBUURRFHENIAR , FEHIT # passwd -x 365 root MR,
EE/EBSH , 365 RREBHNERKRY,. FEAR—BRSREREMERE |, # root BEBE
WIRF , B ERSHASNEXGREEREKRE.
AR , REBNERHARIRES 365 K.

EERE2RE. EESRFNEZEAFE

HYRRER , TERCNERRERGEESRERE SSH) BABE. AR, RILEARELSER
SSH,

SSH REBRXMmSHIRIE | XERIKELEZE vRealize Operations Manager #i%, SSH ERFEFASE
BROEAERSERE., SSH ZBBESRBEABEFEUES (RBAC) , I B vRealize Operations
Manager EiBhEVIES],

BEMEIRELEERETRFEA SSH , REDHSREHMRELUEM SN BRVBERARA. BRIELHR
EESEEN , URBEEASHZEHER , RATERBERAMRE, MEE/MRA SSH , BFRRAMHER
ETETINE MBEEVERBA. SAUREEN vSphere AR | ERBRAMERLER (OVF)
AR  MAZER SSH.

ERFIEHEE L SSH REMA  EEMNRAALERMER SSH REMER . MRESFAMILERR
& , &R~ SSH ERMABTARER,
RERBRERE

HR VMware ERERBEFRERERENAREAERS , BHMKER , BIRFATNUER SSH EEE A,
BUAREAEN S 2 M EEA SSH.

AREFEMHEEUBIRURRMY , IERICEREE LM SSH ARBHBEELRE AllowGroups
wheel lBH , PR#| SSH FEVEERAXERA wheel, ZEEBHDEE , BALMER /etc/ssh/
sshd _config BERFH AllowGroups wheel B , A S — @A (B0 sshd).
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wheel BRI pan wheel HAMA , B WREUS superuser FEUE , 1738 wheel BN R E8EE A
su-root % (FALGSHBEEEREZE). HEAESWEFERAEFEA SSH EHAEALE K BEEAFEA
sUMSHBERAENT BN, FETFEBRIEH AllowGroups BT EMIER , LERERKXEIE
BEE, BFE%R , FHIT # service sshd restart % , BEHEE SSH EEER.

B =& A vRealize Operations Manager i B Z 2R E

B LARK A vRealize Operations Manager BiBN L 2R E (SSH) RETREL R, o , EEHRRES
ETREHME  TREEEZMAREEER SSH WEEAFIUE, £A—KREX , BIEA vRealize
Operations Manager Ei25# SSH.,

BF
1 & vCenter 17H! vRealize Operations Manager SIS E#H &,
2 BRTAt+FIEBEART, REEA,

w

AT #systemctl is-enabled sshd ﬁ’%o

4 # SSHD RBEFR , BEIT #systemctl enable sshd %,

ul

AT # systemctl start sshd anSEARE) SSHD BRIE.

6 #H{T# systemctl stop sshd L EELE SSHD BR#E.
& a] L vRealize Operations Manager BN HEM SSH REE R TH | BUASER Secure
Shell,

BLRERBRENAKEEEIRS

BYARUAKREESIKRS  FEUTEAZERE (SSH) WLRIRE wheel HANKE , 2B T REBERR
SSH FHL.

EEREERFRE , BEA AllowGroups RAFAREEEE RSB ULAFI SSH , MEBRLER Wheel
BN su S, MIRERAENEDEA,

B
1 LUBREAESSBEALBRITTIIGS.

# useradd username -d /home/vropsuser -g users -G wheel -m

# passwd username

Wheel 2&t¥f SSH 7HL , £ AllowGroups RIEEMNHA. EEMELEREHE , FFEA G
wheel, sshd.

2 PBRAZEAELRETZR  URERTERERERS.

# su - username

username@hostname:~>passwd

ERMBEITRERE  FOEH. aERAEITRERE  F2ERARRTR  SL4REHRT
%ﬁ%ﬁ%o
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HERYBEARFUAF SSH BIRFH , WHMEA su 8 <HE wheel FEELRERAEZDEAE
BRI AR SSH HEZARRIRS .

3 EEBRYNSSHWEEBA , B8N /etc/ssh/sshd config EF , # (#) PermitRootLogin
yes 5454 PermitRootLogin noo.
BRESR

FRUBRERES P EEZEREA, kAR, RIVENERREATEBIZEREBRRARCERE. EEEY
BEEERFUBLTAUERME , WAEIKRSH wheel FEUE (su - root) & , BURERAEN G 24
8§ /etc/securetty R, W console BUY eyl , BUEFEREZEBREA.

REZZREFR

HERGRICBRET , EHRE VMware EREARETHEM EBERTE SSH EAHKRF] Secure Shell 77
B, Mo FEELERLEFERELEN SSH SBIERER.

BF

1 EXFHRERTHEBMEREAEETIBER LR /ctc/ssh/sshd config BE,

2 BAEERSPHN-RAEBSEARCSAUIMBRNEEMR FEK  UBRREXNRZE2MY.
ETITHBEARE.

AllowUsers root@127.0.0.1 root@::1 root@10.0.0.*

HEUEFIP , AHAMERAEEIRERNAF KR 10.0.0.0/24 FHRKREVHER,
3 RIFALEMEPAER.
4 BB systemctl restart sshd EHEE) SSH RFE.

HEZE2RESRIERER

FREREENZE2NER  FRERERE SSH) RERER.

BF

1 BI|MR /etc/ssh/*key.pub WAAETHESBMER.

2 WMRAEULERRABEAERS. RARMBEAERES  URERNERRES 0644,
FEBRA (-rw-r--r--),

3 BARFERER.

4 MBNUR /etc/ssh/*key HRATHESBER.

5 BRBREAERFELERNFE  URERNERRES 0600,
RERA (-rw------- )o

6 BAFFBERZR.
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(b % & 7R E frl R 25 AL 1

EATHERT , ERERAEAZE OVF) BERRNBLARE, EAETURBECRERTE2HRRARE
B ARSERAFRRE  REIHARECEERL.

BF
1 BB /etc/ssh/sshd config ARBEARER K BRARTHMERER,

B’E e

AR ERRXBMBE Protocol 2

mEZEA =R aes256-gcm@openssh.com,aes128-gcm@openssh.com,aes256-
ctr,aes192-ctr,aes128-ctr

TCP E% AllowTCPForwarding no

A fRES B EEE Gateway Ports no

X11 % X11Forwarding no

SSH AR#& A AllowGroups ¥y , StERIEARENFERE , BEEEBATITER
REFERFIEKEZHPHEAE.

GSSAP| g% GSSAPIAuthentication no (& A& LR E)

Kerberos B &%

B B (AcceptEny 2 1HR1E)

KerberosAuthentication no (& A&t 3R E)

REAEH (F#E) LBA (ER 1c ~ R 1anc #®)

BEHRE PermitTunnel no

P TIEREER MaxSessions 1

BEEIRE Strict Modes yes

FEPRE R UsePrivilegeSeparation yes

rhosts RSA B3%

RhostsRSAAuthentication no

B2 48 Compression delayed 2 Compression no

SMEEREE hmac-sha2-512-etm@openssh.com,hmac-sha2-256-
etm@openssh.com,hmac-shal-etm@openssh.com,hmac-
sha2-512,hmac-sha2-256,hmac-shal

fEAEFER & PermitUserEnvironment no

KexAlgorithms diffie-hellman-group14-shal,ecdh-sha2-nistp256,ecdh-sha2-

nistp384,ecdh-sha2-nistp521

2 RESEXEMAER.

LR EFRE R F iR

ERSGRCERRFNSRY  FRBEREAXKETIMBE LN SSH AFRARBER  BRREREHE
& VMware 89758t , M SSH A F iR R,
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BF
1 BB SSH AFImARIER (/etc/ssh/ssh_config) , RAEBIRZHBEERTHREERER.

BE R

AFRBEMRiGE Protocol 2

AFmMEEREER Gateway Ports no

GSSAPI| B8 GSSAPIAuthentication no

B HE (SendEnv 23%IR1H) BRA LC_* 3 LANG 28

mEAFR aes256-gcm@openssh.com,aes128-gcm@openssh.com,aes256-ctr,aes192-

ctr,aes128-ctr

HAEREBHR hmac-sha2-512-etm@openssh.com,hmac-sha2-256-
etm@openssh.com,hmac-shal-etm@openssh.com,hmac-sha2-512,hmac-
sha2-256,hmac-shal

2 RESEXEMAER.

FRURERESDEERA
MAR , BILENEARBEANECURERENS Y , CATEGEEEAN, RER2UMENREYE
HEERFUBYAAERME, A su - root WTREIKRFH wheel FEUE , RAEBEREEEA,
AR
» EHAZRRERVAMEESRFEBIETHIR.
n EEFREEREAZE , ARRECAAEAEEE S S FNERSR.
BF
1 LUBREAENSDEAN , REBEZE /etc/securetty BE,
AN RS TRRIF T FIGERBESR.
2 # tty1 HEHA console,

2/ Admin ERAEIRFEH SSH ZEE
BTZ28E  REMCERER Admin FREEIRFM SSH 17HUE ., vRealize Operations Manager B
ERFH Linux BEEERFHXAMHBNZE., A Admin FRAER SSH FEUERBRFTAE SSH EHAE
5% A B2 vRealize Operations Manager B EIIRFTRINZRIBEARRBEENVRKIRSE , 28BS
AEVBIEEESIREAESESHNER , BB TREMRE8EH,
BF
1 #R%8 /etc/ssh/sshd config ISR,

BO UG SRRAFAFIERBRER,
2 &8 DenyUsers admin HEFEBERFNEANVE  REREER,
3 FEEEHEF sshd @ARES , FFHIT service sshd restart %,

VMware, Inc. 44



Ll

RERBEARRE

FERUBEENZE2MER , FE VMware ERERKELRERBBARRE. NRAGHBEART
FERE HRAGARIEATHENERE  wHNENSERAGRKAR K RGFERIE—fF
RESHEERN  EYEEREIRERENRFEETR,

HRFABBASRZRELIE VMware ERERALE LNFERRE , AILBXEEY GRUB BB RERE.
BF
1 BRAERERALBELH /boot/grub/grub.cfg BRARBFERBER.
2 WMRLSEHN, FEEREREE L#T /usr/bin/grub2-mkpasswd-pbkdf2 @<,
ZIEHENEE  ERwSEREEBRERE.
3 £ /etc/grub.d/40 custom &RMEUTAR,
set superusers="root"

password pbkdf2 root <hash of password>

4 FERALUTAREH /boot/grub/grub.cfg EBR :

cp /boot/grub/grub.cfg /boot/grub/grub.cfy.vropsbackup
5 #1T /usr/sbin/grub2-mkconfig -o /boot/grub/grub.cfqg HEELLLEH grub AL,
BESR

B EEEHE BRBTARRNAREBEFRETRE , S8, A& , vRealize Operations Manager
BreErE.

FAZEHREN BRI AZFEFA R vRealize Operations Manager HEF .
1T FEAURT@HSEREN grub.cfg:

cp /boot/grub/grub.cfg.vropsbackup /boot/grub/grub.cfg

2  F# vRealize Operations Manager.
3  F#% vRealize Operations Manager # , FEBREFIMMASZBREB P RPN BT BETRE.

ERELRLEERERS

BRRAEERENERERFE  YRABREMATXENERERS.

BF

o IBOULARIT host:~ # cat /etc/passwd we , BREALEFHERS

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
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systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false
apache:x:25:25:Apache Server:/srv/www:/bin/false
ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999::/var/lib/bind:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash
postgres:x:1001:100::/var/vmware/vpostgres/9.6:/bin/bash

EEEAVEHA
EHRAERRENRANKE , URRBREATLENRARFATIE,

BF
o IBULLBAT <host>:~ # cat /etc/group S , REREANEFHMANFEAREER,

root:x:0:admin
bin:x:1:daemon

sys:x:2:

kmem:x:3:

tape:x:4:

tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal:x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus-proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
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wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin, apache
ntp:x:87:

named:x:999:
vami:x:1000:root
admin:x:1003:

E & vRealize Operations Manager B 8 % (Linux)
BELZE2MMIERE Linux BE L |, ¥ vApp = Linux K E 3R vRealize Operations Manager &,

BF

1 UREAENESIBEATEHHNEREES.

2 BALUTHS , ABRMBIRTRHIT : SYMWARE PYTHON BIN $VCOPS BASE/../vmware-vcopssuite/
utilities/sliceConfiguration/bin/vcopsSetAdminPassword.py --reset,

FE VMware R EN NTP

HYEENRERIR , & VMware BRARKE LFERIHEEEDSV , Y AERRBRSHBEMBE (NTP).
BLAREZEENER NTP AR , SUETRBERLSL. NTP ARFLARRERERRSE  NEE
LSERREFBARIRELS L.

VMware ERERAEE LN NTP FEEXSREUBASHWEERE. NTPERAER , ALEZEEFHR
E, MRTL , FELEERREDERA NTP , ZBBRNBZETE  REMEREBERENBENER
KEMAEZ, MENTP Z2HENNIHEEEN , 260 NTP 84,

NTP AREERNVNEEERAEE LW /etc/ntp. conf BERMA,

BF

1 BEZEREAZBEIMBIELN /etc/ntp.cont ARER,
2 BIEREEERS root:root,

3 MERRKRES 0640,

4 FHEE NTP R LBEMEEREBEAREBHNERE , R /etc/ntp.conf R , R restrict TH
REERS.

restrict -4 default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 REAMSEWEMESR.

T NTP Z2MBEHAWEREER , 528 http://support.ntp.org/bin/view/Main/
SecurityNotice,
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£ Linux £ TCP BB @ E

TCP BB ET ARTEMER THNEERDE , YERRNKREDRARHE, i, BoOELEAKT
RE TCP EFRIBEIT AR HIE AL,

EF

¢ T Linux H{ER TCP BEREERLEE.

a %—Eﬂg} net.ipvéd.tcp timestamps E’:”E%QE;EJ 0, %gﬂﬁ' sysctl -w

net.ipv4.tcp timestamps=0 ﬁ%o

b TEFERM sysctl.conf ﬁﬁq:'%ﬁig net.ipvéd.tcp timestamps=0 Eo

AEETHERMEM TLS
BEREHMERRRAGNETZLEREE,

A vRealize Operations Manager R ERN B E

—RFEA SSLv2 & SSLV3 SEABERBRZEM., A, TLS1.OMTLS 1.1 tLEER , WRTARE
2R TLS 1.2,

&5 1% vRealize Operations Manager 7.5 R ERAAKRZE 8.4 i , EREMEHEY TLS REFTHH
&2 . vRealize Operations Manager 1T 7.0 AR ZE 8.4 B , FiH vRealize Operations
Manager B9 E/EA TLS1.0 R TLS 1.1, TLS 1.2 REFERZENE —BRABE.

BB 1E Apache HTTPD HFIERFER BB E
vRealize Operations Manager FER&F A SSLv2, SSLv3, TLSvI M TLSv1.1, BXAXERAFMEESR

P LA Z2NBABE , TRERGRALE.

BF

1 RBLERFETEIT grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/

vcops—apache.conf | grep -v '#' @< , BRF SSLv2. SSLv3., TLSv1 fl TLSv1.1 EREH,

NRBEAHBECKEER , ZnSMEERUTEE ; SSLProtocol All -SSLv2 -SSLv3 -TLSvl
-TLSv1.1,

2 MREZFHKE Apache2 AR , BERDSRRFETEIT systemct]l restart httpd BE.

BB GemFire TLS EEE XD IERERENGE
vRealize Operations Manager FAREFMA SSLv3., TLS1.0 M TLS 1.1, BXERERAREEHTHESEL
FRENBERBE , TEHESEGBRALE.
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BF

1 REERABECER. FERIBEABECER  FESESHATIISS :

. # grep inter cluster.supported protocols /storage/vcops/user/conf/ssl/secure-

communications.properties

. # grep default.supported protocols /storage/vcops/user/conf/ssl/secure-

communications.properties

MABLTI1HERBZED , AIRR inter_cluster RETEEHEEE K MEEATERA® S 2 SHNHE
RIE.

2 EHEATLS1.0 M TLS 1.1,

a

b

C

d

e

BEZEEEEAENE , BEEHEA 1 url/adnin,
B—TERAR.
EERAEMA TLS1.0 M TLS 1.1, BRI THHS -
MEGS 1HWERRZEAR , BEATIGS

sed -i "/~ ["#]*default.supported protocols/ c\default.supported protocols = TLSvl.2

TLSv1l.1l TLSv1" /storage/vcops/user/conf/ssl/secure-communications.properties

MRGL1NERTRERD , FEATIS®S :

sed -i "/~ ["#]*inter cluster.supported protocols/ c\inter cluster.supported protocols

= TLSv1.2 TLSvl.l TLSvl" /storage/vcops/user/conf/ssl/secure-communications.properties

AEEBHEREESR.
EEZEHEESEAENH , REE LR,
BE-TE®.

% vRealize Operations Manager £ BN INH AR

AESBEENZEMN  BH4ARE vRealize Operations Manager T ERABAMBZA R, ABFRERA
BAMEZELSR , REABIMBLFN., BAREREAEZIERIAMEBELN , YEFERAAKRKNSBAD,
A, MBS RNSERBENIEFRE.

vRealize Operations Manager {kFEREFEALL DHE €8 TBEAMBELHNINGE, FBELEEREA
BYERLERAERNTZENEZEN, , BERAGRALE.

FEREIAMEZESR

ARBERER CEAXFNMBAR , RET TLS TERRTAEANSBBRFENNBRE,
ERS1E Apache HTTPD HIERFERAMBZEH
ARERAREM  BRIBAE Apache Httpd R IEREFERNBREH.
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BF
1 EBHERFE Apache Httpd FIEERSEAMEZEES , FRGSETRFTHIT grep

SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
| grep -v '#' W%,

MR Apache httpd A EBHNMBEN , <SEER THHE : sSsLCipherSuite HIGH:!
aNULL!ADH: !EXP:!MD5:! 3DES:!CAMELLIA:!PSK:!SRP:!DH:@STRENGTH

2 FBERTCEREANEZEH  FRBLSERIRFTHIT sed -1 "/~ ["#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:\!DH:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-

apache.conf mE.
MRS NEETWNES  BRTEEFS.
EEG<EERAMEEA DH M DHE €BXBRFENMBEH,
3 ROBSERFETLHIT /etc/init.d/apache? restart % , EFAE Apache2 @RS,

4 FESEHMADH , FRBLIBTRFRLEIT sed -1 "/~ ["#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf

we , BRMBEHM DH,
5 MHSERFETLHIT systemct]l restart httpd 8% , EFE Apache2 fRAIREE.

ERFETE GemFire TLS EEBEEXNP ERERAMNREHK
ASEERAREM , BHEE GemFire TLS BEEXP ERFEAMBREY,

B
1 FERINEZEHCEA , FESESFRHT TGS  REBAHBECERA

1. # grep inter cluster.supported cipher suites /storage/vcops/user/conf/ssl/secure-
communications.properties

or

2. # grep default.supported cipher suites /storage/vcops/user/conf/ssl/secure-

communications.properties

MBHS1HWERAZEN , BIRTR inter_cluster AIRTEEEEE , MEFATEBRAG®S 2 lEMWTHE
RE,
EHEETIER

inter cluster. supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM SHA384,
TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES 128 GCM SHA256,
TLS _ECDHE_ECDSA WITH AES 128 GCM SHA256
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MRAGLT1HERRZED , AIUTESGT 2 WEABER,

default. supported cipher suites = TLS_ECDHE_RSA WITH AES 256 _GCM_SHA384,
TLS ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS ECDHE RSA WITH AES 128 GCM SHA256,

TLS ECDHE ECDSA WITH AES 128 GCM SHA256

2 REEBHMEEH.

EBEZEESMAENE , EUR URL/admin,
b EERESER 6 FER-TEHE

c BEITEWHMNEZEEH , BRTTIHS

Q

sed -i "/~ ["#]*inter cluster.supported cipher suites/

c\inter cluster.supported cipher suites = TLS_ECDHE_RSA WITH AES 256 GCM SHA384,
TLS ECDHE ECDSA WITH AES 256 GCM SHA384, TLS ECDHE RSA WITH AES 128 GCM SHA256,
TLS ECDHE ECDSA WITH AES 128 GCM SHA256" /storage/vcops/user/conf/ssl/secure-

communications.properties

MRBLT1HNERAZED , FEATISHSRENBEHN

sed -i "/~ ["#]*default.supported cipher suites/ c\default.supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM SHA384, TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES 128 GCM SHA256, TLS_ECDHE ECDSA WITH AES 128 GCM SHA256" /

storage/vcops/user/conf/ssl/secure-communications.properties

AEEETHEESEESR,
Jd BEZEBEEMFAENE , HUM URL/admin,

e B—TE#H

$t¥ Localhost B4&ERA TLS

XFER , EZE PostgreSQL EREM localhost BETEFEA TLS, BEMA TLS , B4 AMER
OpenSSL EXBRFZFERE , B RHEBACHNER,

EEHYEZE PostgreSQL B localhost AR TLS , E R T HIFE -
1 fEf OpenSSL EXHRMUZECHBEREZSEE

2 5 PostgreSQL ZEBH

3 #H¥ PostgreSQL BAA TLS
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5 OpenSSL EARREALECHBEREBSRE

HZ PostgreSQL BERIEM localhost EETEFMEA TLS, BERA TLS , BALUER OpenSSL ELEE
HBCHEREERR K IERUEECHER,

n EHEMEA OpenSSL EXBEHERE  FRTFIGS .

openssl req -new -text -out cert.req openssl rsa -in privkey.pem -out cert.pem openssl req

-x509 -in cert.reqg -text -key cert.pem -out cert.cert

» EERHLBCHEE  BTHTIZR
n i Chcerts.crt BRRNEEEEHA postgres,

n  {REE postgresqgl.conf BRUBEES ssl ca file = 'CAcerts.crto
MREERE CABENEE , AIXAKEEFENIE CA BEN Cacerts. crt BRIGHAE
B&H,

5 PostgreSQL Z#BHE
EH¥ITE ZE PostgreSQL B localhost FEARRIA TLS B , 247EA PostgreSQL ZHEBHE .

BF
1 # cert.pem BEEHRE /storage/db/vcops/vpostgres/data/server.key.

2 #& cert.cert BRERE /storage/db/vcops/vpostgres/data/server.crt,

P

3  #1T chmod 600 /storage/db/vcops/vpostgres/data/server.key @B

o

PN

A
<
4 #4T chmod 600 /storage/db/vcops/vpostgres/data/server.crt a8%

o

5 #1T chown postgres /storage/db/vcops/vpostgres/data/server.key K chown

postgres /storage/db/vcops/vpostgres/data/server.crt % , BA#§ server.crt M

server.key ERERNBEERER root BER postgres,

$#H¥ PostgreSQL BUA TLS
BB YREE postgresqgl.conf IR , 7 BEEEEEZE PostgreSQL B localhost E#R ERUA TLS.,

BF
& MREE{IM /storage/db/vcops/vpostgres/data/ By postgresqgl.conf &R , WEIT 5%
B
a ®RE ssl = ono
b ®IE ssl cert file = 'server.crt's
Ean—] .
C ’E ssl _key file = 'server.key'o

i

z

LRARENEARIER
BiEZZMHMZRRREARKERZIRE,
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B

FRTUTER  RREARIERZERE.

BF

—

BEEM SUID & GUID (¥t

LERIUTRE

584208 44 -rwsr-xr-x 1 root
584210 60 -rwsr-xr-x 1 root
584646 56 -rwsr-x--- 1 root
584216 40 -rwsr-xr-x 1 root
584206 68 -rwsr-xr-x 1 root
584211 44 -rwsr-xr-x 1 root
584218 40 -rwsr-xr-x 1 root
587446 144 -rwsr-xr-x 1 root
585233 36 —-rwsr-xr-x 1 root
584212 32 -rwsr-xr-x 1 root
584209 76 -rwsr-xr-x 1 root
585231 56 -rwsr-xr-x 1 root
583901 36 —rwsr-xr-x 1 root
fusermount
586675 36 —rwsr-xr-x 1 root
fusermount3

584217 44 -rwsr-xr-x 1 root

584214 80 -rwsr-xr-x 1 root

582975 428 -rwsr-xr-x 1 root
keysign

587407 80 -rwsr-x--- 1 root
daemon-launch-helper

587109 16 -rwsr-xr-x 1 root
usernetctl

587105 16 -rwxr-sr-x 1 root
netreport

582750 40 -rwsr-xr-x 1 root

unix chkpw

root

root
root
root
root
root
root
root
root
root
root
root

root

root

root

root

root

root

root

root

root

54112
51872
37128
63736
44544
37128
140856
36144
31048
71848
52968
34944

34952

44472

75776

432512

76224

14408

14384

38960

2 #T find / -path */proc -prune -o -nouser -print

# VApp AN ERBEHERE.

MEREHBAEMAER , RMARRBEHERE.

3 #IT find / -name "*" -type f -not -path "*/sys*"
~path "*/dev*" -perm -o+w | xargs ls -1b®% , B vApp LAAMRIER , MR

EAERTREMARETANESR.

#1T find / -path /proc -prune -o -type f -perm /6000 -1ls % K BEERERETE

44696 Feb 4 2019 /usr/bin/su

Feb 4 2019 /usr/bin/chfn

Feb 4 2019 /usr/bin/crontab
Feb 4 2019 /usr/bin/newgidmap
Feb 4 2019 /usr/bin/passwd
Feb 4 2019 /usr/bin/chsh

Feb 4 2019 /usr/bin/newuidmap
Feb 4 2019 /usr/bin/sudo

Feb 4 2019 /usr/bin/umount
Feb 4 2019 /usr/bin/expiry
Feb 4 2019 /usr/bin/chage

Feb 4 2019 /usr/bin/mount

Feb 4 2019 /usr/bin/

Feb 4 2019 /usr/bin/

Feb 4 2019 /usr/bin/newgrp
Feb 4 2019 /usr/bin/gpasswd
Mar 6 2019 /usr/libexec/ssh-
Feb 4 2019 /usr/libexec/dbus-
Feb 4 2019 /usr/sbin/

Feb 4 2019 /usr/sbin/

Feb 4 2019 /usr/sbin/

-0 -nogroup -print wns ,®

-not -path "*/proc*" -not

others NEEBARAKR, BLEEENERER #2435 ##5, B # ERERENFANEARE

R, Bl 65 7,

4 #IT find / -path */proc -prune -o ! -user root -o -user admin -print wms

RELEERNERENRERNERSE.
yuifﬁﬁﬁiﬁ1iﬁﬁ% ) i’%?ﬁﬁﬁﬁﬁ%%ﬁ%ﬁ(\‘ root ES?, admineg
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5 #4T find /usr/lib/vmware-casa/ -type f -perm -o=w BB% , TEfR /usr/lib/vmware-casa/

BSPHERTREMARERAN.
BITZERTEEBREMER.

6 #{T find /usr/lib/vmware-vcops/ -type f -perm -o=w 8% , BEfR /usr/lib/vmware-

veops/ BEEFRERTREMARERTAN,
BITZERTEEBRAEMER.

7 #1T find /usr/lib/vmware-vcopssuite/ -type f -perm -o=w 3<% , R /usr/lib/vmware-

vcopssuite/ BBPHERTREMAZERE AN,
HITREATREEREMTER.

Apache #H8E

£ Web B&2IE
ZEMREMEIERREAEELIERSE  AAERSENZ I E LB ERENRR,

B
» BREAMBEBEMN Web BERRE,

a BEXFHREBEEFFHK /etc/httpd/httpd.conf M /usr/lib/vmware-vcopssuite/

utilities/conf/vcops-apache.conf &3,

b &#¥EEFHM <Directory> , T Options THEEBMHERERLH Indexes BIE,

Ex?% Apache2 fAREEHIRBRES Token

RS RICEFEIETRE Apache2 fIARESHY [ AREE Token, HTTP EIFERY Web IR EZHETERE
HEWUNEN, ELERNEEERN HTML HE. Web AREZEREEMRA . EXRGFEMA | LK E
Web RIRESMBEE N EIZE BELENMSRUEELENLAEIMFEAE K METEBE®HIA,

6% ServerTokens SERES Prod. Pl |, ServerTokens Prod. E{EIESES T ERHFwmHNME
RECEZERVEEESELRZRGNRYE  UREAEHANMERBEN.
BF

1 BERFMIRES Token , BT cat /etc/httpd/conf/extra/httpd-default.conf |grep

DDA
ServerTokens af <,

2 FEEH ServerTokens Full 885 ServerTokens Prod , BT sed -1 's/\

(ServerTokens\s\+\)Full/\1Prod/g' /etc/httpd/conf/extra/httpd-default.conf
DA
Ap < o

£ H Apache2 A fREEH Trace &

EEELEEED  TERADEHREMARBREXEZUERERMANRE. EEHLEREZEAR , &5
A HTTP Trace F3%.
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BF
1 BEEF Apache2 fAREEM Trace B3 , BT T @< grep TraceEnable /usr/lib/

vmware-vcopssuite/utilities/conf/vcops-apache.conf,

2 EEEH Apache2 AREEN Trace FE , BEITUT®S:sed -1 "/~ ["#]*TraceEnable/
c\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-—

apache.conf,

FRAREN

BEMEEERHE . RENMEE vRealize Operations Manager B | (SARTRTE , UEALTRANITE
BHEMA{EE.

BTN ESEASFREERIERZ , UBRREFAZIEENRE. EEATRCACESFIRIIR
E OBEIBAEERE,

EEBETEEMNEE Y

AERERKETEMEAR , 5% vRealize Operations Manager THHEBBR IR EFTEENHE,
ERBEREFERNREMREME  REMELRBRNEE  SEXZE2HERBNATEHRERE.
R¥E USB AEEHEBEANZS

HIRE USB AEEHEEERNES , R vRealize EAREFERFHA , i BFR%ES vRealize EFA S
BN USBHEBEEER, BERBETVASIEEAREERNZEESEHE.

BF

1 HEXFREFEPHR /etc/modprobe.d/modprobe.conf R,

2 WEREHRFPHR install usb-storage /bin/false B—1T,

3 RELEEER.

REEFBABEREETANZ S

FERE VRealize EREKELMNEFBABEEERER  BEEIEEREBENTA.

BETBRABERENFREETERALE  EERATHNZIHER, FRIR vRealize BAREHER
THAETFEMBEREENEE.

BF

1 EXFRE[FPFEM /etc/modprobe.d/modprobe.conf ER,
2 MEREEREAHBRE install bluetooth /bin/false BE—1T.

3 REALERER.

RESREHERBABENRZ R

BEER VRealize EREBERTH A B RIEHEH B E (Stream Control Transmission Protocol ,
SCTP), BEREBETHKSINAESEBAHEARENRL.
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FREAGREAREBHELE , TRIFTEHA SCTP #4, SCTP R KRERERAMN IETF EXEHER
AHE, BB EESTFERER SRATHNINER, EERNAREFTEEMAILENR
W ERRBERR , EEROBEHFABABEREER,
BF
1 EXFHRE\EEDHRAR /etc/modprobe.d/modprobe. conf R,
2 BERERPHBATIEST.

install sctp /bin/false

3 REFELEMESR.

REEREEEZFBABENRZS

B LR ETRSRERE , FBR VRealize EAEEERTIHAAERCEELFBAHE (Datagram
Congestion Control Protocol , DCCP), BEXNEBE WS AEEBRBEABENRS.

BIEBUHEXE K BAYZEHA DCCP #4H, DCCP EMEIRENEHBREABE , YAREXEAR, &
WEABEREINFEKERE SWATHNIRER., EERNAKEF e 6 LB ERBGER
i, REROBERABIAHEEEER,

BF
1 EXFHEI[PER /etc/modprobe.d/modprobe.conf BR,

2 BRERPHIE DCCP 1T,

install dccp /bin/false
install dccp_ipv4 /bin/false
install dccp_ipv6 /bin/false

3 REILEEMESR.

RETEENEBREARBAHEEMNBENZS
B MR ET RS RIERE |, IR vRealize BEAEEERTEATEERBENR (Reliable
Datagram Sockets , RDS) Bl E. BERBEAMHESINAEEBAHEAERENRS.

%1 RDS BAGERG DA ER , ERATHNZRER, EERNIUEF IS EALERGER
RiERR , EEROBERABABEEREER.,

BF

1 HEXFREIFEFPHR /etc/modprobe.d/modprobe.conf R,
2 WRERFPHE install rds /bin/false EB—1T.

3 RELEEER.

REZHRFEENEBABENRZ S

B DEETRFRGER N , BRENEREAES I RMSERTRAEZREFBBEN (Transparent
Inter-Process Communication , TIPC) BHE., BEXRBENESFNAEZEEBEMBEARENRE.
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R TIPC B ERERMAMEDR  SRATHNIRER. BERNAIREFTESEALBRGE
FREEMR , EEROBDERABABEEREERX.

BF

1 EXFHEF[FHK /etc/modprobe.d/modprobe.conf EXR,
2 WRERDPHIE install tipc /bin/false &=8—1T,

3 RELEARER.

REARARBEXREABENZS

AR VRealize BAREBEARTHARBARHNERE (1PX) BABE., BERBETESINAEMEEN
TﬁEA{i E’J%n Lo

RIEBHBELE , BRYIZBA IPX BABEEA. PX BB ERBRHOAKEENRE. &L ER
HEBRGTAXER  SWATHNIRER, ERRNIKEFTRSERALEN B ERENR , £
ERGBDERABABELREER.,

BF

1 HEXFREIEFPHR /etc/modprobe.d/modprobe.conf BR,
2 MEREBREPHR install ipx /bin/false B—1T,

3 RELEARER.

1R AppleTalk BB EN RS

EER VRealize EFAEBAERTHEA AppleTalk BHE., BEHBE VRSN AEEEABEARE
E’J%%ﬁo

BRIFBLE , BRIYIZEA AppleTalk BB EEA, B HLERBEREDMXERE  SWATHNR
wER, EERNAEEFTRESEALBABERBERR , RERAGHEIABAHEEEENX.

BF
1 EXFHREF[PHEM /etc/modprobe.d/modprobe.conf HEER,
2 WRERFPHIE install appletalk /bin/false &—1T,
3 REXLEEAER.
R DECnet B EN R 2
ARRENARARTHA DECnet BAGE., BEREETESNAZERBABEAEENRL,

BRIFEBHAELE , BRIYIZEA DECnet BARIBERMA., FRLBERGEREDMBEESR  STWATHMN
EREmE, EERNAIEEFIESEALERGERBENR  RERAGDEFABABEEEER.

BrF
1 EXFHREFPH DECnet BEWIE /etc/modprobe.d/modprobe. conf MR

2 MREREZRDHE install decnet /bin/false E—1T,
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3 REILEMESR.

1R Firewire EANZ 2

FETEAR VRealize BARKBRRTHA Firewire . BEREEAREFNAEEBEMBEAEENR
l%}zbo

BRIEFHLE  BRYIZEA Firewire 4,

BF

1 EXFHRE\EEPHER /etc/modprobe.d/modprobe. conf EE,

2 WRERFHIE install ieeel394 /bin/false B —1T.

3 REAEARAER.

RS R

/etc/sysctl.conf ERHM kernel.printk RIEEE T &R OFIENEEHTIE .
EENESR 48 :

m  console loglevel. SIENEFZEAEZAENREKELIERF.

m default loglevel. BB ETCHRERZASNRESEE,

n FEERBEFRNREEH.

n FEARBFRNEARE.

BEEANEREERE.

m  define KERN EMERG "<0>" /* system is unusable */

m  define KERN ALERT "<1>" /* action must be taken immediately */
m  define KERN CRIT "<2>" /* critical conditions */

m  define KERN ERR "<3>" /* error conditions */

m  define KERN WARNING "<4>" /* warning conditions */

m  define KERN _NOTICE "<5>" /* normal but significant condition */
m  define KERN INFO "<6>" /* informational */

m  define KERN DEBUG "<7>" /* debug-level messages */

# kernel.printk HREH 3 4 1 7, MR /etc/sysctl.conf EBERFH kernel.printk=3 4
17 &7,

End Point Operations Management X ERE X

End Point Operations Management REEXNEHIEUREERXNAERNRREEIEINGEE vRealize
Operations Manager,
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End Point Operations Management RERASEEZEEIH L K MBSESHITEFT—EE End
Point Operations Management fafkzstEE., At , L EBEARERICRERE.

#1T End Point Operations Management X ER XN REZE2 M MHE
FERACHAERER  YEAER—ENREZTEHME.

s HITEMERHER , FBBR AGENT HOME/conf/agent.properties &R T EMAFH MR
BRI

»  FA4BIA End Point Operations Management RN FMIEEFTR B R vRealize Operations
Manager A ERSE ., MEFME , 520 vRealize Operations Manager SBFH (vRealize
Operations Manager FI A MER ) £,

s LTHEERE  FEACHARRERIFMH vRealize Operations Manager EREIRE . B4 ERMA
FREHRERXEE TN FIVE, NEFMEN , 520 vRealize Operations Manager sRBAH
# (7£ vRealize Operations Manager R EFAEMEA) &,

s NRFTREEIANZRGEIIAE , BULER vRealize Operations Manager &N EBERAIE
BRXER , UBHEAERXRE. WEFAEN , 20 (AEcEEX) —&.
BTREBRIXVEFENRELERER

BB REARZENERRBENER. IREERRITESF  MERTRERMANERERE , b
AERELEFEARANEFIE. NREEREE Windows EERL L , LAEBRREESURBHE
R, MRFBERZEE Linux £, MEMRERES RPM ZEBRARZHRERN | IV ARBAHRER
AEZKBRBHER.

%= [ vRealize Operations Manager fAfRESFMREBRER , IENREAZ2ERF Agent Manager
ABNERERE K BEEREATHYHBEMEIR.

Linux & {2 RERER

Z# End Point Operations Management REBRER% , BEEREREREZREEANERE,

E %% End Point Operations Management RERXNWFEHEHR B TAR ERNZHE RPM i , Z#H
SR ERRE RAEMR (BN 600 F 700) BRELEEE.

#EiE ECRES 2P ERE  BRUETSERER. ERELBRBRIER,

FFERRERXEYRBEANEREE , 25 700 #R , EEAERERNTZARERANERE.
7 2-5. Linux 1 ERER

BRRNEE R RAREAE HE BA 81T

agent directory/bin 700 BEE = = =
7 & & &
23 & = S

agent directory/conf 700 BEE = = =
2| & & &
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& 2-5. Linux ERERER (E)

EF -3 1 {3 HASEAE MEX A 1T

2% = = =
agent directory/log 700 BEE = = &

e | = & =

2% = = =
agent directory/data 700 BEE = = =

e | = & =

2% = = =
agent directory/bin/ep- 600 BEE = = &
agent.bat

e | = & =

2% = = =
agent directory/bin/ep- 700 BEE = = =
agent.sh

e | = & =

2% = = =
agent directory/conf/* 600 BEE = = =
(cont BBEFHFAEER)

e | = & =

2% = = =
agent directory/log/* 600 BEE = = &
(log BBEFHIFIEER)

e | = & =

2% = = =
agent directory/data/* 600 BEE = = &
(data BEFHFAEER)

e | = & =

2% = = =

Windows ¥ & 18 REZRER
#E#% End Point Operations Management KRR REE Windows t , KEREERXANEAENLE
BB E RS REAIRER .

Z# End Point Operations Management RERRX % , KEER R (BEMEFEZNER) BEFEHZR
5. SEERENTHFERAEFIN, FH ep-agent . bat £# End Point Operations Management 1%

BEAR , FREARBCEFIENTER. NMREZRZEREBEEANEAE K BERSSTEMHERAS. nR

BICEFAN , FRETAFBHERASLER.
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#+ 2-6. Windows & RERER

B s&ei SR BERGEAE SR B3 MEARATT M
<agent EXH = - - -
directory>/bin
EEE = - - -
ZEERE = - -
ERE - -
<agent directory>/  Z&#H = - -
conf
EES = - -
REFRE = - -
ERE - -
<agent A& = - - -
directory>/log
BEEE = - -
ZEFRE = - -
fEAE - -
<agent directory>/  Z# = - -
data
EEE = - -
ZEERE = - -
ERE - -
<agent EXH = - -
directory>/bin/hqg-
agent.bat
EEE = - -
ZEERE = - -
fERAE - -
<agent EX = - -
directory>/bin/hqg-
agent.sh EEE = - -

ERE - -
<agent directory>/ &#: = - -
conf/*

(cont BEMFE DER - - ]
ER) . a
REFERE = - -
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R 2-6. Windows 1R EER (&)

EF -3 1 HASEAE SRS B AEAENTT AL ®A
ERE
<agent A& =

directory>/log/*

(log BEEEmER 2R =

=) RE B £
R

<agent directory>/  Z&# =

data/*

(data BRI BER =

=) . -
RREAE 2
R

BRRERR M EryEER

REERXEBFSE 127.0.0.1:2144 1 127.0.0.1:32000 EME AT AR ENEZE FERGS ., SMEEE
ETMEERFEERK , ALBEENERERBIEERE., REEXTSHABIMNINE LWEZEE,

*®2-7. BRIEERNERE

e BEftEE HE R
443 TCP (] RERAAREB HTTP. TCP = ICMP ETEHER,
2144 TCP -3 EREA. TURE. ARREBEEXESFANREZREERRN 2GS ENEFBRE

Al RERARFEEEEERE LRI,
R ERRRBRESER, RitREaRE.

32000  TCP EE EREmA, TURE, ARRERXERANREZRERA 2o SIBNEF-ER
M. RERARFEEEEERE LIZR,

Bt ERERBEERSER, BLARETRE.

BERERES

MELERHSEREREER |, fINERTHRERINAZGEIARE , TUMBRRGE LHARERRE
R, ERNAREERBESRIBLAK.

BRI LAE A vRealize Operations Manager FAENH , ABBRREBERERN A ABEREBEEXEE.
MEFMER , F2H BRAEERXNER.

FRFEBERZZ2E , RUMARERERN, WEFHEN #2228 RERERXER.
BRAEBEAER
BRI LUE A vRealize Operations Manager BBRAREERRER , SUHERERRXEE,
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B

FERBERELFCHRZEEENNEEY  FBRERFMERF TN End Point Operations
Management fRIER I Token,

BF

1 BB Z| vRealize Operations Manager EAENEPHFMAE EEME.
FRR [TEFEE] BikEE.

BARK [EP Ops /TEF] BE.

ZH EP Ops RER - *X# DNS &,

BE-TRENHE.

THEABRAMBE  ERRAERRK Token F&,

BAEA [AmEEMI1H] HRET 5.

EHEP Ops RER - *TH# DNS £ , RER—TRHBRW4E.

MEREREXNER

AENZEREERE  ZRUURERFENREER. EUREAREE #ESHERNERZHR
& MIAEEAERLER, EEEEY  SZXACABKRARERNERAATCHENER Token , REMLH
# End Point Operations Management Token X, #F2R (BRREBEXER) —&.

0 N o ua » W N

BEEH

s BEELEAERE End Point Operations Management Token F &,

s AR vRealize Operations Manager A REFBRABRENER AT ricsziEIR Token,
» BELAEE [ EEAERER | #ER.

B
1 MBTRERANERAESED , BYRERR Token R,

Bl | MITRLSKEIEE 123-456-789 Token B Token HEE,

m Linux:

echo 123-456-789 > /etc/epops/epops-token
s Windows :

echo 123-456-789 > $PROGRAMDATA%\VMware\Ep Ops Agent\epops-token
TR EHIF |, Token WREFEAZFAHFER Token L E

2 ZRHEFNARERR , X[ vRealize Operations Manager fAREEEM. FREREBRIAFALE
Token {ERAHAM Token,

EuARE | EERERS | R, TRIITEEDHE.

VMware, Inc. 63



Ll

RERX BRERHEBRER
EFRBEREREA setup MLFIEIBRRERXHE. MREEMNRERXEA setup WL FIEIH
ep-agent.sh setup WHEAERWAER , FH registerAgent ML HEBEEE RARSE.

fAREFEAZREREI LT , XEXFNAFREREARERER K MTAESNMELREERER.
ERERNE , FINAFPRERRERNREN. ERARFBEBREIEXR , BEELHIT ep-agent . sh
setup IS , 2FR —HHAEEREBEEHBE, BB agent .properties BRAREHNM
REZBRIEM , BHIT ep-agent.sh setup S , ERBFTFEZHEANE,

DEEY

[ EERERN | BR , UBENEHNEE.

b33

o TELinux E¥ZGEL  RREBEEBXEM EHTT ep-agent.sh setup % . & Windows fEEZR% |
AT ep-agent .bat setup L.
MEREENEHZFARB[ERIFCLEN , REBER—RHAE., NRBEETHEE , MEAZERIREN,
MEFEZ.

End Point Operations Management RER X WIS HEE H

MEFEE | K End Point Operations Management RIERR R IRIEE 7] B IMEM B vRealize
Operations Manager WA 2 M),

End Point Operations Management R EBEEX T RUEHEEXIEYN . BLEAZTETANRHIIRRER
X, HEFFESEERINZEHEBE. EENRZEMHEELER VMware Z2HHERBEESFHNHAES
&, B2RAREUBHAPNEE,

HttZ 2 ARETH

ETEENTHARE L HERNSKENERZE

FERASEREREZEERK

HEAHFREEB ZHIEEENEE MR HAREAHE ARG,
EEBEREARANHREEZENBRBGE —&+ 55 vRealize Operations Manager WREEXR |, F
ELEN , 2MEEE. LS, FRREIHARBLBTHERE , XEATRLENRE.
HREEMHEZEEA

BEZE2MMERRENFE VMware EREREEM I HMBNFERBENRE, BHHMES vRealize
Operations Manager [REREERWEAFE HEREE

AERERAEAZRETHERRE

EERREN VMware EREAEERTIHMUB[EATZZAXENEN  FREYHFEHLAKBEAR

e

rEo
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RE TCP fFREEE B HFHI KRN

RIEZEMMCERE VMware EREE T HMES - | REFERN TCP FEEBEB T AN, BEERE
TCPEEREHNE K FA TCPFEEEBMTIXIREEENTARAN., BENERRER 1280,
BF

1 EE—H VMware EBAHEBEFHMIE L | #MIT # cat /proc/sys/net/ipvé/

tcp max syn backlog @&
2 RETCP FREEEBNTI AN
a BEXFHRESFTHER /etc/sysctl.conf BE,
b EERPHELUTIEE , REBRN TCP FEBEBFIIKRN,
net.ipv4.tcp max syn backlog=1280
c REBEIMEAEE.
d BT 4 sysctl -p UEMAMARE.

B4 ICMPv4 EHE it Ol

EHERBRARIZESNEERNBE (Internet Control Message Protocol, ICMP) EIfEEXEE K HE s
BARBRERAKEBEN , YEEINRESREEXBTRRYE. BRGRESZE ICMPV4 EE% ,
FEREFTEL R E,

BF

1 ¥AfT # cat /proc/sys/net/ipv4/icmp echo ignore broadcasts WS, BRAKTLEHE ICMP

ERE I EESREXEE,
2 REIMARS  FHER ICMPv4 EEUUEIRER,
a EXFREZ|[PFEM /etc/sysctl.conf BXR,
b ZEWEEWERRES 1, HFILIER net.ipvd.icmp echo ignore broadcasts=1,
c RESEIERANE.
d BT # sysctl -p AERMARE,

REEXHAKLUER IPv4 Proxy ARP

IPv4 Proxy ARP EAMAMARCESRZEEBNEMNEH , $rE8 5 —ENHEHN ARP EREXEIE, &%
BfEH IPv4 Proxy ARP , MU RERENEALA. FARRENRAEEZFARERBRRLUE
%ﬂo

BF

1 #1T # grep [01] /proc/sys/net/ipv4/conf/*/proxy arpl|egrep "default|all" i
%, B3 Proxy ARP REBEA,

VMware, Inc. 65



Ll

2 REFHARLHLIUER IPv4 Proxy ARP,
EXFHREEFPFAM /etc/sysctl.conf BER,
b EHEARREAR O, BHMEXHEIEHEMEHNREEE ., BERER o,

QO

net.ipvd.conf.all.proxy arp=0
net.ipvd.conf.default.proxy arp=0

c REFETMASLEIBEFAEER.
d BT # sysctl -p AEFHMARE,

BETHAGLIZRE IPv4A ICMP EFfEGHE

BEZEZMMERRRRIMAKS AR IPv4 BBMAKREHAEENGE ICMP) EFEMAE, BN
ICMP EFERMETHEAFREANE, KHU[SFEH ICMP EFERNE , BATHENHMEER
ENKA, SEMESERERAKAER , MERBEBRE,

BF

1 HEEMREZLEHIT# grep [01] /proc/sys/net/ipv4/conf/*/accept redirects|egrep
"default|all" @< , RETRAGRELAMK IPv4 ENE@AE.

2 HETHALGLUZE IPv4ICMP EFEGHE.

a BB /etc/sysctl.conf EE,
b FEREZREAR O, FFETIERZER , IMEEMEHREFERE., $ERES 0.

net.ipvd.conf.all.accept_ redirects=0

net.ipvd.conf.default.accept redirects=0

c REBEIBAEER.
d #IT # sysctl -p AEFHMARE,

HBETHAGLIZ IPv6 ICMP EFE@[IAE

BEZEMMERERRIRAGSLEE IPve FBRMAKEZEFAEERABE ICMP) EFERNE., BEEN
ICMP EfEQAETHEEATREANNE., BKHRSFEH ICMP EFERME , SHXHENHEEER
ENKAH, SEAMESERETRAKAER , MERBEBERE,

BF

1 HEEMREFLEHIT # grep [01] /proc/sys/net/ipv6/conf/*/accept redirects|egrep
"default|all" % , RERRZAK IPve EFHEMAME.
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2 WRETHALLIZEE IPv6 ICMP EFER@ME.
a BB /etc/sysctl.conf REFHARSG  FHZEE IPve EFERE.
b EEARREB ., FFETHEEZER , IHEEGRERBREEEH, $ERES 0.

net.ipv6.conf.all.accept redirects=0
net.ipvé6.conf.default.accept redirects=0

c REFBEIBEAEER.
d BT # sysctl -p AEFHMARE,

BREZTHAGLIER IPv4 ICMP EFE G

BEZEMMEREBRRAIRARSIES (Pv4 FBRAKIESHEENHE ICMP) EFER, KHSZSHE
AICMP EFELNAE , FAARSEBEENEREERH, BEMEEETRARAZAKBRNEN ,
NS ER IO MR HRE,

BF

1 EFEHWAEZLHIT # grep [01] /proc/sys/net/ipv4/conf/*/send redirects|egrep
"default|all" , BEREREER IPv4 ICMP EFEME,

2 BEIHARFKLUIER IPv4 ICMP EFERE,
a BB /etc/sysctl.conf ERURETHERL,

b HEARRER O, FHETIHEEEER  MEHERERREFEE. #ERER o,

net.ipvd.conf.all.send redirects=0

net.ipvd.conf.default.send redirects=0

c REFBEIBEAEER.
d #IT # sysctl -p AERMARE,

BREZHAGLUT S IPv4 Martian HE

BELZE2MMEMBRATHALTIE IPv4 Martian $8., Martian EBRAS RS C MERIH, FHR
EEFRARTLEANE , FEERHALHERNETPIHRE,

BF

1 ¥IT # grep [01] /proc/sys/net/ipv4/conf/*/log martians|egrep "default|all"
WL, MEFHERERLE IPv4 Martian HE.

2 BEBIWARSALLE IPv4 Martian HE.
a BB /etc/sysctl.conf BEUREETHEL,
b HERREA 1, BFETIEBZER , IMEEHMEHREFEE., $ERES 1.

net.ipvd.conf.all.log martians=1

net.ipvéd.conf.default.log martians=1
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c RESEIEBMAER.
d  #IT # sysctl -p AERAERE,

RETHAGLUER IPv4 R AR EEHR

RERE2UMCEREREIMME  CHEER Pv4 RABEEHRE. ROREHRUTRASBERRRULR
BRANHEE , AIRBAREQRENENEE , MREBRZRETZFRIRLUANEE.

REAGUBTREAROBEEHE. AEARACHE ROBREHETRSERSEREEIRR. &
HEERT  BUHEFSEFARAERRNER K IRT2FEARMBEEHER,
B

1 EEMREZLEHIT # grep [01] /proc/sys/net/ipv4/conf/*/rp filter|egrep
"default|all" W% , BERAREEH IPv4 REBEERE,

2 REXTHAGIUMER IPv4 ROBEERE.
a BB /etc/sysctl.conf EEURETHERL,
b ZHERRER 1, mHETIHEEZER  SHYEGEHRREER. $EREAR 1.

net.ipvd.conf.all.rp_filter=1
net.ipvéd.conf.default.rp filter=1

c REEEIBMAER.
d #IT 4 sysctl -p AERAERE,

RETHARGLUIEE |Pv4 HE3X

REREMBERRERIRAGEIERS IPv4 BX, BRGRERATET IPEX , MATRIEENHKA
3, RURSEINNA  RUARKETSHENBEAREREBARZEMER.

BF
1 #4T # cat /proc/sys/net/ipv4/ip forward @< , BRBREMEEIER IPv4 B,
2 BRETHARFLIERE IPv4 B,

a PR /etc/sysctl.conf LARREEHERL,

b HERRER o, FFETIHEEEER  NHRHEHEHRREER. BERER .

net.ipvd.ip forward=0

c RESEIBEMAER.
d #IT # sysctl -p AERMARE,

RETHASIER IPv4 RFEHHEHEX

FREHBEUAFHERFEREARARREHBRENBREREZHE K METAREBAKRZS
M.
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HIREREFEARFERARENEX , SINECKA IPv4 BXBRGERBARERR.

BF

1 #AT # grep [01] /proc/sys/net/ipv4/conf/*/accept source route|egrep
"default|all" % , UBREAREFFER IPv4 RREHEE

2 WREIHMAGLIER Pv4 RFERBHENEE,
EXFHREEFPFAM /etc/sysctl.conf BER,

QO

b EERREK O, FBER net.ipva .conf.all.accept source route=0 &
net.ipv4.conf.default.accept source route=0 HZRER 0,

c RELBERAZER.
d 1T+ sysctl -p AEHMERE,

RETHAGLUIEE IPv6 B

REREMMCERERRAIHASTIER IPve B, BROREXTET IPEX  MATREENEKH
2, RUHSEINA  RUARKETSHFENENRCREBARZEMER.

BRF

1 ¥T # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" @§
T, BRAETHIESIER Pve B,

2 REFHRSLUER Pve B,

a BB /etc/sysctl.conf ARREFHZRL
b FERRER O, mHETIEEZER , IMEEMEHRRFERE. $ERES 0.

net.ipvé6.conf.all.forwarding=0
net.ipvé6.conf.default.forwarding=0

c REFBSEIBEAER.
d 1T # sysctl -p AERMAERE,

FHALER IPv4 TCP SYN Cookie

E
EMREMERBRIMALFER 1Pv4 EEREZEFHBEAIGE (TCP) SYN Cookie, TCP SYN 3tk KB
BERGH TCP EERIEA SYN_RCVD MENEL | EHPEERTE., MAEEH SYN Cookie WE B
2, EFHREEEN ACK, BREREERARENES , MARMEKKERE , TEMES.

ERAEMETREE2HERENENR , AEEENZM KRR RA , MEAFRGED B EREHE
REMERRH.

m o & R

BF

1 #1T # cat /proc/sys/net/ipvd/tcp syncookies S , BREIHAKEEEM IPv4 TCP
SYN Cookie,
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2 REZHMABMER IPv4 TCP SYN Cookie,
a BB /etc/sysctl.conf ARREFHZRL
b FHEKRREA 1, FHETHEEZER , IMEEGMERHREEE. $EREAS 1.

net.ipvéd.tcp syncookies=1

c REFBEIBAEER.
d BT+ sysctl -p AERMARE,

RETHASIUIER IPv6 R A S

REZEMHERERIAIRAGRIEGLE  FRASEEESIRAR AT RABRAREFHASBAIGE
(ICMP) E¥ 8@, IPv6 N2 —RAGENMEEBDEAARENARRELMAREE, RL2UNE
HRE  ERTORTEENAREN , MERERIEEIRARBENEN.

BF

1 EFEREGFLFIT 4 grep [01)] /proc/sys/net/ipv6/conf/*/accept ralegrep
"default|all" < , BRARARERFELE , CRISEREZIRHF[AER ICMP EFEM,

2 REZTHALLUIER IPve BBHBAE.
a BB /etc/sysctl.conf BEE,

b BHERRER o, FHMETIHEEEER A IIEHEHEHRREEE . BERES 0.

net.ipv6.conf.all.accept ra=0

net.ipvé6.conf.default.accept ra=0

c RESEVBAMAER.
d  #IT 4 sysctl -p AERAERE,

RETHALLUIER IPv6 BRHARREE

REREMBERREREIRAGIRIEELE , BRISERE IPv6 BHBRAFE. BERBFERERE T ERK
BNENSEEALSORAREBHE. EULASEER, RTEEERATMEE.

BF

1 AT # grep [01] /proc/sys/net/ipv6/conf/*/router solicitations|egrep
"default|all" W% , BREMAGRERIEETLE , TRISIER IPve BBHBEE.

2 RETHAGILUER IPve BHREE.
a BB /etc/sysctl.conf,

b HEARRER O, FHETIHEEEER  MEHERERREFERE. #ERER 0.

net.ipv6.conf.all.router solicitations=0
net.ipv6.conf.default.router solicitations=0
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c RESEIBEMAER
d  #IT # sysctl -p AERAERE,

REFHAGUEERAERAFTHN IPve BEBELFRE

FREUMERRBRIRAGKRIFALE , BRISER Pve BAREE. BERETHNRAREFR
ERETHHBELFRE. FUUAFEER , RATERYCABNERHK{EFRE.

BF

1 HEEMREZLEHIT # grep [01] /proc/sys/net/ipv6/conf/*/accept ra rtr pref|
egrep "default|all" W% , BREIMAKERIERE Pve REBHE.

2 REZHAGLEBIHJBFETH IPv6 BEBEHRE.

a BB /etc/sysctl.conf BE,

b FHEARER O, FFETIHEBEEER , IHEEHRERRAEEE. #ERER o,
net.ipv6.conf.all.accept ra rtr pref=0
net.ipv6.conf.default.accept ra rtr pref=0

c RESEIBMAAEE.

d  #IT # sysctl -p AERAERE,

RETHASLUIER IPv6 IRHRRATER

BEZEMHMENERIAIRALARIIEELE , SRIRER IPve BHB{BAIIEFAEM. accept ra pinfo
REZLS T ARREEIRANBHARNINEAEN., FUNABEER , RER T EREMARHRNE
AEM

BF

1 4T # grep [01] /proc/sys/net/ipv6/conf/*/accept ra pinfolegrep "default|
Allv  BRERGEEES Pve BRENEREN,

2 REZHAMLUIER IPve BBHRATER.,
a MR /etc/sysctl.conf fEXR,
b HERERER O, mHETIEEZRER  EEEMEFRREER. BERESR 0.

net.ipv6.conf.all.accept ra pinfo=0

net.ipvé6.conf.default.accept ra pinfo=0

c RESEIEBAFAER.
d 1T+ sysctl -p AEHMERE,
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RETHABRLUIER IPv6 BN AT BRMBRHIRE

REZEMMERKRIIFELE  BAREIMASRSEERHF[LAETH IPve BERLAFRHERHIRE.
accept ra defrtr REAEZEFRRREEHIBARAOTTNRBHERIIRE. BRELH 0, AP LLKEHER
SLEEHHENER IPv6 BERSE.

BF

1 T # grep [01] /proc/sys/net/ipv6/conf/*/accept ra defrtr|egrep "default]|
all" S, BREBAKIER IPv6e BRHERBRIERFEIRE.

2 MRBLEFTRRER 0, MR EIRARRERERL IPv6e BHARATERERHEIRE,
BRK /etc/sysctl.conf R,

b HEARRER O, FHETIHEEEER , MEHERERREFEE. #ERER o,

Q

net.ipv6.conf.all.accept_ra defrtr=0

net.ipvé6.conf.default.accept_ra defrtr=0

c RESEIEMAER.
d #IT # sysctl -p AERMARE,

BREEMAGLUERE 1Pve BBHEEAE Autoconf E

BEZEMMERREREIRASLZIEE IPv6 A A autocont BIE., autoconf FREIEF T HHASE
AERBEFERSE RS HEMNEBVUZENE,

N,

BF

1 #T # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" fn
S MBRATHEARGEEIER IPvo AR AT autocont BRE.

2 FEARRER, AREIHMAL  FHIERL IPve BHBEAE autoconf BRE.
BRK /etc/sysctl.conf BER,
b ZHERRER o, mHETIHEEZER , SHBEGEHRREER. #EREAR o.

Q

net.ipvé.conf.all.autoconf=0

net.ipvé.conf.default.autoconf=0

REESEIEAER.
d #IT # sysctl -p AERMARE,

(g}

RETHARGLUIEE IPve S HEE

REZEMBERRRIRIRAGIRIEEGLE , BRISERE IPv6 FMBIE. dad transmits RERET
EERBNMTEUBREMEVUUHEARPHRIE—F 5 —UuEEHSOFMEFE (BE2ER Link-

local),
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BF

1 ¥IT# grep [01] /proc/sys/net/ipv6/conf/*/dad transmits|egrep "default|all"
we , BREIEARGEEERE IPve FHEE.

2 FBERRER O, ARETHALS , FHIER 1Pve FMBEE.
a MR /etc/sysctl.conf fER,

b HEARRER O, FHETIHEEEER , MEHERERREFERE. #ERER 0.

net.ipv6.conf.all.dad transmits=0
net.ipv6.conf.default.dad transmits=0

REBEIERAER.
d 1T # sysctl -p AEFAMHERE,

(g}

BREEMAGBRRES IPv6 Ut 2 ER

BELZEMMERERATHARFEI TSR IPve Uut B ER., Uit B ERBREAREMEE RSO 2EHER
B3% IPve (A EBENE. BERER 16, EREUVEBLEFREAZTENTERTED AU,

EF

1 AT # grep [1] /proc/sys/net/ipvée/conf/*/max addresses|egrep "default|all"
e, BRERABEREREI TR IPve Uit H LR,

2 MRELETERES 1, PREETHASR , FHRFIFIEIKM 1Pv6 Uit & LR,
a BB /etc/sysctl.conf BEE,

b EERFNATIEEREHRFEE . BERES 1.

net.ipv6.conf.all.max_ addresses=1

net.ipvé6.conf.default.max addresses=1

c RESEVBEMAER.
d  #IT 4 sysctl -p AERAERE,
R EEFENBAHE

BEZEMMERREAMEIELENEZENBRGE.

BEHRRIEER A vRealize Operations Manager THREBARBEHEZER  UEEERGTHEELEE
RIBEHEE,

BRIEERNEREANERZER

BELZ2MMERRESENBEAEEIE | LU{E vRealize Operations Manager REEAERIEFEE, B
EREERE S A/FRUEEE | LB vRealize Operations Manager B Z B @R FF B vRealize
Operations Manager K&,

ST A R FUR A R B BB R R B A R TSR
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mEEHMBERGE
E FIPS B [FR] M [BARA] B , 5 HMBEEHNAEBEMBE.

FIPS RS IR EH

TR FIPS RN MZEHEFE. NEEARBEAER STREESNALERETIE. NEEH

BERNEHIRNEBE,
vRealize Operations Manager HJ{E A E &
* 2-8. AREAEZNNEZES

#HE nEXEH

ERENMZEHN

Apache fn&E ECDHE-RSA-AES256-GCM-SHA384,
BWE - TLS 1.2 ECDHE-RSA-AES128-GCM-SHA256,

ECDHE-RSA-AES256-SHA384,
ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA,
ECDHE-RSA-AES128-SHA,
AES256-GCM-SHA384,
AES128-GCM-SHA256,
AES256-SHA256,
AES128-SHA256,
AES256-SHA,

AES128-SHA

METHRE  EXSREXZEMBEMHEEN Apache B3X |, FFHIT CLI W% : openssl ciphers -v

vRealize Operations Manager £ %~ BI#Y 8 SRS E 42
#*2-9. AR HBMESNNEEMSH

-1 mEBEH

ERENMBEHS

inter_cluster TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
BAEE - TLSV1.2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

AETHRE
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R 2-9. ARBYBESNNZEHR (&)

®#%
RREEERERN AT REMZEEMS.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

&5 PostgreSQL M Cassandra MBEHFEMAR inter_node NBERHFEARE, BH inter_node BENREH SRR

PostgreSQL #l Cassandra AR Z 2N MBHEH .

vRealize Operations Manager K& H E &
ERENBENBEHATOA=ZERE
n NEFERRE
n ERFERR
s BHSMHER
& 2-10. NEFEFRR
8

ENEF
BAWBE - TLSVI.2, TLSVI.1, TLSVI

VMware, Inc.

n#EEH

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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xR 2-1. BERR
%%

vIDM
BAEE - TLSV1.2

sso__util
BEME - TLSVI.2
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pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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xR 2-1. BBERR (&)
%%

csp
BEME - TLSVI1.2

LDAP
BAEE - TLSV1.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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*® 2-12. B MEHER
®#%

cprc_connection
BEME - TLSVI1.2

marketplace_manager
BHAIHE - TLSV1.2
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pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

78



Ll

R 2-12. @H MRS (@)

58 pikE 303
email_sender TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
BAEE - TLSV1.2 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

VMware, Inc.



Ll

R 2-12. @H MRS (@)
£ 1

rest_sender
BEME - TLSVI1.2

lint_rest_template
BEME - TLSVI.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

80



Ll

&’ 2-13. IRENE HMZEEH

®#%
AR HERREN A TRENRENS.

FIPS BB INHREH

LT 2 FIPS BRI ZREMHFE
BERUEYSRHEE,

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

. MEEARBEAESR STREESNGLERETIE. MEEH

vRealize Operations Manager K@ A E &

*® 2-14. ARBEAERNMBEH

£18
ERENMHEHF

Apache fn#
BHEE - TLS1.2

ETHRE  BESHRERRGNBESF

== o

JRE

@ EH

ECDHE-RSA-AES256-GCM-SHA384,
ECDHE-RSA-AES128-GCM-SHA256,
ECDHE-RSA-AES256-SHA384,
ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA,
ECDHE-RSA-AES128-SHA,
AES256-GCM-SHA384,
AES128-GCM-SHA256,
AES256-SHA256,

AES128-SHA256,

AES256-SHA,

AES128-SHA

# Apache B3k | E#I1T CLI wE openssl ciphers -vo

vRealize Operations Manager 1% 2 B S BRI E K

VMware, Inc.

81



Ll

* 2-15. ARBHBESKNMZEEH

£
ERENMBESF

inter_cluster
BAWE - TLSVI.2

VMware, Inc.

pikE 303

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

82



Ll

R 2-15. AN EEESNNREY (E)

®#%
RREEERERN AT REMZEEMS.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

fEfE PostgreSQL # Cassandra IBEHFENLAE inter_node MEERBEEARE, BH inter_node BEMZREHSEHE

PostgreSQL 1 Cassandra AT RZEMNMEEH,

vRealize Operations Manager Ky H & 42
ERENBENMZE4TsB=EHE .
s NEHFERE

VMware, Inc.

83



Ll

B RR

s BWHMHER
& 2-16. TEHFERIR
%%

ENEF
BERUE - TLSV1.2. TLSV1.1, TLSVI

VMware, Inc.

hnEEH

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_RSA_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_128_CBC_SHA

84



Ll

r 2-17. BERR
%%

vIDM
BAEE - TLSV1.2

sso__util
BEME - TLSVI.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,

85



Ll

r 2-17. RERR (@)
%%

VMware, Inc.

pikE 303

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

86



Ll

r 2-17. RERR (@)
%%

csp
BEME - TLSVI1.2

LDAP
BAEE - TLSV1.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,

87



Ll

r 2-17. RERR (@)
%%

VMware, Inc.

pikE 303

TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,

TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_RSA_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA

88



Ll

* 2-18. W HMERES
®#%

cprc_connection
BEME - TLSVI1.2

marketplace_manager
BAWE - TLSV1.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,

89



Ll

& 2-18. WM ER (&)
£ 1

VMware, Inc.

pikE 303

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

90



Ll

& 2-18. WM ER (&)
£ 1

email_sender
BEME - TLSVI1.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

91



Ll

& 2-18. WM ER (&)
£ 1

rest_sender
BEME - TLSVI1.2

lint_rest_template
BEME - TLSVI.2

VMware, Inc.

pikE 303

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,

92



Ll

& 2-18. WM ER (&)
£ 1

VMware, Inc.

pikE 303

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

93



Ll

&’ 2-19. AIRENG B INHEH

%!
AR HESREN A TRNEENS.

puikiE o3

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_EMPTY_RENEGOTIATION_INFO_SCSV

vRealize Operations Manager %%t R &4 B0 8%
BEZE2MMIER % vRealize Operations Manager Z & F % ERAZ BRI AL,

BREEENFAEERARSEELXHNEER.

VMware, Inc.

94



Ll

RBERGEREREPASHEIRNSX |, ARSEMHT —ER2NENE, HRERRKRES FRER
% AEFRE-TAFEEREREE W CETUEEREETNIESERL  TELINE
BEFASNHE, EESERERSEPNNTHMARE , FTETHGDSENEN , talEH/EY
MBI R,

RER I A RS

BERIMMERERERAESENEAETURTERTEARE  MAERTERARSEEIRN,
EBELIHBRRZIMNNES  THELESTERENTHERER  UESETHYERERBENERT
R,

ERAEZEN NTP [k

AREMAIHAGBERARNAERERER  SEHEANEBERLER. ST LS EH R ERRE
B —ERENRBRE  fIHEBRERE (UTC),

ZALERFABTRERE  SRERIABASENDE NERBMRETER , RTHSHEEHL
RENEBCHEERREIRE , CSERRTER. STUEAZED AR MBRHBIRN NTP FR
#AEESEEOMEEL  RELERK NTP ARE , WEEREDS = EHNBREICRREHE.
RAFmEBRERSER
BEZZMMERTEEARETREERREBENASE , REAAER R AP HEHY

vRealize Operations Manager,

VMware, Inc. 95



EHERE

Z % VMware vRealize Operations Manager REV MR E—NZEHY , UMREX ST BREFNYHEE

\F\
o

AEEW T HERE

BRZER

BRRE

Z# vRealize Operations Manager

FBHM BB HRFREREAN

Z % Cloud Proxy

vRealize Operations Manager K#EZEZEEIE
FR . ROMER

BARZE

Z# vRealize Operations Manager WEE TEAFTMGIRIE | WEBZ M vRealize Operations
Manager 5 H% , U ELNERERLTRN.

Z ¥ vRealize Operations Manager B T/ERTE

vRealize Operations Manager E#EA R BLZXEFEIEHEE B EHTHIE —IX vRealize
Operations Manager OVF, ZFRERUBREHACGKREEEHH K URBAURERE,

VMware, Inc. 96



Ll

3-1. vRealize Operations Manager R4 &

T# OVF/&RERER

EREANTE

BATEMEIRE BiTiEIm SRR

BEI&E

A LAEF vRealize Suite Lifecycle Manager , #E—EREEBNHANRZE . AL, AL, 8@, A&
Bl EREERBEZRANEBIL. WRERHNWERE , FE—TERILE vRealize Suite Lifecycle
Manager, EEMATLURE IT Managers of Cloud BB ER , BEEEIREKBRERASR , BRFEA
BREGERE (TTV)., ASMEN—Z%.

VMware, Inc. 97


https://docs.vmware.com/tw/VMware-vRealize-Suite-Lifecycle-Manager/index.html
https://docs.vmware.com/tw/VMware-vRealize-Suite-Lifecycle-Manager/index.html

Ll

& A LAE A vRealize Suite Lifecycle Manager R&Z#E F # 4% vRealize Operations Manager., &
HME , FSRERE vRealize EMREILIRIE,

FAE vRealize Operations Manager &£ X/

vRealize Operations Manager FTEMNER , REEHEENI>TWRERE, FFERENEEEEUR
BHEFERMENFEME.

REABFEATTRERERREFTEN CPU, LRBNMBKREIR., HHEFZ2E , NREINYHHE A
B  BECRENEFNHBENER ., HA BoikE, ERRENSERE , ARMNER. SBESFRE
HNEEERRSNBE.

VMware F8H vRealize Operations Manager K/NEEZELHE  WRBEABENE | UEALUREFE
FAEERM vRealize Operations Manager IRA P B ERAB K/ NETE,

HIBEE 2093783

ABENEQEER IR, ZERERTES G EETRAEREEZNYHNEERE) ABHE
Lgxr BoEAERINTI SRS E , BIEA vRealize Operations Manager K&

1 BEAXEEUERBINAIHENKRE vRealize Operations Manager &%,
2 EREBEREF vRealize Operations Manager Ei%

3 RE-SHZENEF , LAFRSEHRMREEBRE.

4 FRGROHLEW BEEE)EE.

5

ERAVRERERTARIN (MEFRTER] FERASE  RABEXE 2093783 HWEE A/
AERTAATENEFEENMHFNESLR.

6 WBREAERFABKANPEZBIIE vRealize Operations Manager #5., B LUEBHIBERMNEEHE
FHRNEHEREFHRREEESE.

MREBERENEF , ATRFECRETR LERYEEZEF  ECREMENAEAR, RED
HERBRANBTERERNITREABREENEEER.

S—ERBENDNGTEREBEREE. REENGREMITRIBERSR  CAERERRERERELE
™, RMAHERENEERFIEHHIEURERE. CHUJUREEEBRAEREBEYETEHEA.

AEREIEARS |, B5#E 8,000 & ERHEEEHY vRealize Operations Manager E— 1% vApp HEBR—BR
ASUBRTE,

158 Bl R 2= B F 1% = vRealize Operations Manager vApp Ei %,
ERARBEREERNNERETERE , FFHEZE vRealize Operations Manager vApp EiEH & BT,
DB

n FESMEBEHHOBBRADN, FGHEKE , SoTESTR AR NBXERE -3

m {#H vRealize Operations Manager EENE , EHEEE.

s TERIEEEBE vSphere Client & E vCenter Server &% , A% Z A vSphere Client,

VMware, Inc. 98


https://docs.vmware.com/tw/VMware-vRealize-Suite-Lifecycle-Manager/2018/com.vmware.vrsuite.lcm.20.doc/GUID-7E2CE69B-2CE2-49EA-8FC4-C7816F5FC837.html
http://kb.vmware.com/kb/2093783
http://kb.vmware.com/kb/2093783

Ll

BF
1 EARAARZE M EEMES.
2 REERMESHERRTE , WSS — R
#3 FVRERBEMB. vRealize Operations Manager T X ER BHEE.
3 FRARTHZERKSBNER.

®R
ERREREFYE , ERHEEEER vRealize Operations Manager BRI RS 2,

RIFEMMN

&8 ERE vRealize Operations Manager B |, SEEZNYHHBE MNISHTIREEEER K BERAEXER
%O

EHEMER

REENRGURBBAESNERERRE , SALXETHE. TREATUGRETRNIER , THE
BHERENERERERER.

s B8
BHEZREECRAZEERAEEREEAHBNER T TRENEENMRRT, BEETHES,
n =6

BHRERBETRBEHBNRT , RENERBERAME., FLEALNEFARKREHEE LW
REZER%.

s Af
BHLZEOERZIEEZRAZTERBURR., FAHENEFARRABHE I EAEERE.

BIE BEUGYERNERTEETRE., 2BE vRealize Operations Manager B | % BEIEHE R
18 5B (BEE 4 A vRealize Operations Manager WEEE ¥ RBH B SEMEI) FIAEZE,

& 3-1. MERAHERMENTE

RS B BTl #TRY SB R ARH HufEs

#e IEMIT T — {8 vRealize Operations Manager &8 BEBENPITERBEE SN vRealize Operations
e Manager F#E

s T BB BIERIE VMware Solutions Exchange 8 A M$ERIIE R vRealize Operations Manager &
MEWHEBMEEMIIA [ &6 | NEEES. WEEBEEHRIERN Sx EBEHERBIMARET

HHFES. ERLEERT  EMEETEEFHRIUE
&, BEENGERTRE. RN, EAEREFEW
ByAREAR  UEHERBNERN. ERRNERSE
HERBEMET.

FEE  ARMAB R, EEEN. NEFNIMIE
AEEBREA.

VMware, Inc. 99


https://solutionexchange.vmware.com

Ll

*® 3-1. WERAHERUEHTE (B)

ARERR
&

pid

&

i

bl
i:y

b
®

A

e

e

e

e

B AT A IR B R A

BT T 218 vRealize Operations Manager #4718
B,

BRI BB EIERIE VMware Solutions Exchange 48
WEWHEBMEEmMIIA [EE | NEEES.

R IETEZBE vRealize Operations Manager &%
ERETEL

IR IE L ERE 2 i % vRealize Operations Manager #
£,

IEHIH vRealize Operations Manager $1TEEE 48
¥ Linux &,

I&HY vRealize Operations Manager 117 {E B &£ F
S A% (HA),

BB E {7 BB AR vRealize Operations Manager BY#T
MEEREFRNINEE , URRBNAEZWRERE
FELIhEE,

B#1T 7 Z1E vRealize Operations Manager #11T1&
B HEPZELE-ERTEBRCEERESEERERS
(VDIy.

BRI BB EIERE VMware Solutions Exchange 48
W EMERMEREMIIA (AR | NEEEH.

IR IE £ 288 %@ vRealize Operations Manager #
£,

& B Bi#Y vRealize Operations Manager S EEEH
ERBEAHERSE,

BHERH B 7&K vRealize Operations Manager
HE. HITHAEOEEKES. BSHBEREE. HEE
HEE SERETRHLBEITRE.

HetfE

BREECAZENTERREEARRNEL FEAE

HHEBMIEEIE R vRealize Operations Manager X
NWEEBEENHRIERN Sx EBEMHERBIMART

WHELH. EXELEBERT , EMETEEAETLE

£, BEENERTE, EWROM , FRAEBEZH

BhRAEHEARE  UEMBEBNER. BRENERE

HEREHER,

EinWEREHITRESR  BERERNRETENER
BEIFBHROITESE.

ZEBIEE ARER vRealize Operations Manager
HIESIRThBE,

Linux SBEBFm vApp SPERER , MEABEFTEZ
BE—EHKREEEE,

EUANREASMNREBENER - RERNSE
HIpe , REMRBZINETTRERE EE IR,

ERE, BR, BEM. BREIHESSE,
vRealize Operations Manager 8 vCenter
Operations Manager R"[E. Bk , vRealize
Operations Manager BF AN HE.

BEEEFERAZENMTEERREERAR. BETFERAE
X, RERBEEEEHN VDI (V4V EE) FIE vDI
HITEEE.

HHAMIEFEE R vRealize Operations Manager X
NWEBEMHRHEEN Sx EEEHEERILRAR

WEEH. ERLEERT , EMEEEEAHETE

£, BEENERTE., Bw[ , EAEBEEDH

BIREHEMAR  NEFEHEBHNER . BRENERSE

HERBHETR.

BEEEASERERREREKEERDE.

MREWRRFEER | TEZANWRFRAERER
%, RIEESRE AT REEA |, AT REE AR AR A
B AR

MREWBRRFEER | TEZANWRFRAERER
%, RIEESRE AT REEA |, AT RE¥ AR AR A
B IR

B vRealize Operations Manager 5 8 %

FrE vRealize Operations Manager #5 B2 XHH (FEHH). BEEMSUTHAMEARETE . BEMEHR
B, ARREMRRNERDTE.

VMware, Inc.

100


https://solutionexchange.vmware.com
https://solutionexchange.vmware.com

Ll

Z 4 vRealize Operations Manager B , 2 vRealize Operations Manager vApp ZBERELEA
BNEY SHEVUVEESEREE IPNUzE , ZULUFEAEENERBEEAGETRE.

BO—REIFEEACHY WU AESEREY, FRENKRERBGETHERBERREBRMITILEH
2 | LUER vRealize Operations Manager HRESIEIBIE

vRealize Operations Manager DTS H T 7S ERERR -

FER

IHEETEST , BE vRealize Operations Manager FR AL EE T, MEHMHEESIE
EBEE,

EE-SRZET  TEFHSEREE , CRENEF , LRTAEERREN .

BRI
EEAHENHET , REHEAMCERBRZENEFEITRERD .
BEAENHEEFRASEERTHRLEZENEF , AT EHFRNELHTHNERTZ2AEEERE
J:o

EARER

£ EFH vRealize Operations Manager A At (HA) , #ESERCKERNHHERATEHEN
?EZKO

THIEFEER 2 vRealize Operations Manager 2K E , BEFAESMEEN —I5 :

oo lve 3900

PHXNBEUVESFTE—EITUAEER AR, TEEHERRER. BEBEERPOER , SRS
vRealize Operations Manager 7B S8 BN RKNERT Y. BERUERESREFHEZNY
#, MAEHEERBRTON. I, BRBESTRIAREETRARERBENIELRE L,

REER

& Z M vRealize Operations Manager EE A (CA) , BEEERCAGRIEHE. UERER
SR BN ERESTE B RIS K BEE vRealize Operations Manager A MR
%O

BH vRealize Operations Manager & i W £ 23S 67 B}

BRinWERSE R —EHEMIEEET , 7 vRealize Operations Manager S EZYHWEZIHFME
SRR LUETEE, RENSRTE , B ST EST vRealize Operations Manager HINERE A
&, ELERRBERTERAEERN  COTERETAIMUEE. BRUERSRESHUHREER , A
HEEENEXETESY. RE  TEFYSEEER K BALTUSESBREMIMERIREELE

ERRZANER K SERhBERSRERA. IUEERVBMES ERBERIESR  YEEEFEMVE
BEEEHH.

BURAZDE—AXEREHH , TRMEERKER[DBIH.
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BEESNBERERNERTHUEERH AR, REEEERPONEERE. ERIRKERRER , RED
vRealize Operations Manager B ENEH ., ZEEXSERKVESTY K F2RATZEENBEN
BIYRmWESEEE,

PRI RIRER  BRWEBRTEERTERNET. NRERKERESMEECRNESDE  RixksE
BlEMFZBRUEARENERE. Bt , FELZMRER , vRealize Operations Manager & 1% E&
HEANHEESHERSHEEMANEER oM EE 2,

WZEHF B vRealize Operations Manager WEIZIEEN , BFSREZENBAGE.

B vRealize Operations Manager High Availability

vRealize Operations Manager XES A (HA)., HA 3 vRealize Operations Manager X ZE#f
HNER  WREINEEHRERHH.

BN HA  REETEBHNERKES 100% NECGEELAHR L. FEBAHA , RTETEHHZ
o, BEXARBEL—BENGH. IREASEEREH , ATUNEIEHRREFER , XEEAH
M ESEN. ENREIEDHEAE  AIRBRABRHTURAEREH.

n HAMEXEREREHS ., HAREIMESBRELR—EDHH  BREIE-—EEX  SEEEHMNE
HESE vSphere B5% , LEXARBEMNEYIHEES.

» EHARAR K NRIEHHFRATAREMSE 6 SFEEZETEHHRHNOMEE. NREXE
BEHE  ZRASEHREBEIER K MBAREE vRealize Operations Manager FLLEE=-Z=
DEMEREEE  YEFBBERKE,

IRHHBMBEENREBER  SATHIENIEDNH K MBESSERREADHT. FEZRRARER
B, BERIMTIIZRZ—,

n FEFEHHOMBE, SURE HA B, FEFHEHCHA HANEER  YBEEEAEFHN
A, TeEEFMAEE, Bt , FEFLEFENEHH L EHBE vRealize Operations B REF ,
BEAGEBEAER K REEFMAEE.

n BRABRVEIESH 6 ARSERNGTHERNERUETHMA HA, TEHHEBRENTEEE
FEF INE vRealize Operations Manager,

n BRENAREEDHH  RRER HA BUWHEKIE HA X, TRHHEBRRDFEEENEN

fnE vRealize Operations Manager,

s EEENEYP  HAEXBHRHEEYRAFNTIEDH 2R, CEEREETBRENNBREIED
BoOMS, RENBRHSEEIRATENN SRENERERTYMAGMRNBIRINGE  FENBE
RS

n BAHAR , BEUUEAE—EAENGENBERTEEREE  MALEXTMER. B, HA =X
RetRE— B (EMER) FEEX , AEREREXERNETE/ERGEY  IMEL LERE
BB RBITXE, AW , vRealize Operations Manager HA Si2 NN EARREBERE LR
E URREREXNERNTAM,
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s A HA B, ©218 vRealize Operations Manager WREMEEEEFE—¥  BA HA YU EE
BEEVERNNTSRER  URFTEHHNELRED. RE vRealize Operations Manager # S8 2
WEENRER , 15 HA WBEARIAZE. F2E #BE vRealize Operations Manager EE X

o

n BAHAR , BFHEEENRRENEEINIR I BESNTEETH. FRZ—E2FEALSHTHR
EB71E vSphere #EBEX# LM R BAER A,

MREEEBISHEBEYL  ITAERA HA, ZHERTESEZEL—EULNES  EERRNRE
EEXE  MBFAERM vRealize Operations Manager 8% R E A FEH .

R2hR, FERAHA , BUSHBREBER —THE  HEFSEREZEE, TFH HA |, BIFEBELR—
BBt EZEER vRealize Operations Manager EAEA

» BRERSRERYSETEREBNARRER  SHEERERN P i, bz’ , E8EEB
TR HA 5%  MEARBHHAREEA (EEFFHIN] ., FRALERANRFE P .

n MREFEHHE-—HZE vCenter NEFEREAZWECHA HA ZEENER  BIRAEBRE
EZEMAEBEN —HZE vCenter NHFEEFLWE. BUUEBKREH A , BENEFE
B, BNERITED S B,

» EE U SBETERREGIE. #REFREGTHRRSBERTYAREY , ©8 [FHAE % 88T
FEWMH. Hit , MREEBRA HA WEERER vCenter NTEHFREEN AL EHFEHSEEHE , BER
ZEHE , [FABR] BRIP4 BREESRER U BRNTAE.

M vRealize Operations Manager E & o] A4

vRealize Operations Manager X BE &7 A (CA). CA &4 vRealize Operations Manager #& 75 X
REREES vSphere #EMNRERE  YREIDMBEUR A EZZERERE.

BULREAR [(EETRAMI NoMER. ETEESHHEIMERERE2ELEMR. SERAEEH—
SESTE AN  ELHRARRAEENFOANERNES?H. FB CA, MERERETE
vRealize Operations Manager RHEEERNVE , URFHE—FERINEBER.

# E7E vRealize Operations Manager HEAAEETHAMY , X EEBEETIHERRTEH, RRAETEW
&R, ETEREFEN. ERMERHAGNNARERERNERLT , BEEARL I RNRE, REDH
ZeEAZRER MET—AREENERE  UBGERT—HHE CeERETUTHRRoH
HHEERE U LBERLRZM. EEALREEAERAEEELECH  FREEMERERENSHZ
B, ARIIECEFRARE. BR2E  SHUERHEAGEELR.

A CANEE  RECTEHHNIEFR 1 PERNBHFEANERN —FT 100% BT EEZELRHTHR
BRI 2 PRERTHRY . EEBACA, RTTEHHZIHN , CEXLERBEL —EERTEH. W
REE—EULNENTE  AICGESXTEFHEANERSTHEELERBE. i, BEXEE 2. 4.
6. 8,10, 12, 14 16 EEE A REENKNERME. RASREIHEEA 1 P EHHAFETFNE
B, UERIFERE 2 NELESH. REASRFIERT 1 PERDTHARENER , LERTIFEH
H2oHWEHERDY. BNRFIEHHNE  IREEFHHITURRETEGHH.

n CATREINMER  BRAZHP - EAFHASNFEERSNEHR. T URMHILE MBS
vSphere & , IERRREMIZLHEES,
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B CAR , EAGHUNEFTEHFHREMER , EETZHHRENMEDE. FEBEIER
RE—EHHEX , MEREE vRealize Operations Manager FIL BE-ZF = ERMAEMEEE I
EFRMBERKE.

B TEFHBELERN  EATNEERIEON  MESSERREXPHT. ERBELD
B, BT T IME—BE.

» FRHEFFEHHKE.
n FRITRHH, BECARA, ERENHATSHEEHHLE  MEHFTRAREIRHIHAG.,

HEENEYP , CAEFAPTRHBEEARA/FTNEIRHH 2R  CEEIRBETBRANNBREIREG
o OWH, AENBHSEBAI TATESHN FEENBRERTERMADHNBRINE  FENEE
BEE.

A CAR  BERTHRBREE —EREASPAEFHENTHNER , EFEREEMER. CA—
RIERER LBEX —ERERE., FTXERBAEZERNTIEGH/ELHE  IMETERDPORE
R EBERER.

MREHP - EREASEANEMIERMNNEIEORERNER , AIRA CA WRNESKELE
#O

BRA CA B | ©2#§ vRealize Operations Manager It REMEBELERE—F ;. BA CA YR
EEERIENNTBER , URETEHHNERED . RE| vRealize Operations Manager H5&
HNBENBER , B CANEBERARIAZE. 528 FE vRealize Operations Manager 5
KN,

A CAR  ERNEENRREYN  FESEFEAITNELIR ERESMEEDHR. BETUE
RERERREE vSphere BRPRHEETH LN RBABSRA.

NMREELESERERGTERSE  ESAUUBA CA. TRBEEGERAEREPNERDTR
&% , M vRealize Operations Manager I AIE B — AR EMITHFEA.

MRBERERERH D BIRTER vSphere BE | FZRA CA. BEMEESEZERFHULNE
BER  ERXERIER , B vSphere BARe SR MEEER .

TMER CA B | LA LUSEI BB EE — 1 vSphere MHBE# L., TEH CA B | ENMEEX—EH
2L AT RE R T AW vRealize Operations Manager 8 R EE A

ARMERGERAGEFNERNTRERT ST ERESNRRRER  SXEERHRN P uut, 2
% WEZBEHRCAESE  BAEHEREHEE T A "waiting for analytics", miEmREH
K 2EREE (P 3t

MRARBEH A —HZME vCenter NTHFRREREWSEMA CA ZERNER , BIRAERE
BEZEMERABE —RNZE vCenter NHFESFLKE. BLAEBREMZNEENE AR ,
N EFETRE S —EER.

EENEEERERRIGE. BADRRIGBR R SR A FTRY | TREE A SRETA
At MRRMERA CA WBRAE Center NEFRERN L BN PHSEHY , BREBY
% . HEESERGIAHEEEREENERTOTAE.

VMware, Inc. 104



i

BERE
FRAREOEBELE | WEBEREIETNBS 0L, BE, A NREBRERFIAEE.

£ vRealize Operations Manager R K , BN BEEE—LEEER,

03

E

£ B2 vRealize Operations Manager £ IPv6

vRealize Operations Manager X B MR BTG ESE 4 iR (IPv4) FMFBRFERBAIGESE 6 IR

(IPv6), ERILMER IPv4 3 IPv6 , IEIREAME, MRRKFEE IPv4 F IPv6 BB ENEEHE X
B ABSPNAMEHREBSERAEBNBENBE. MRFEANI Pve , BIEETE —EEHRM OVF
HER  LEARABEMSER IPve EE, MREREBEMEA IPv6 HEHZ , Al vRealize Operations Manager
EEH IPv6 BITHRIPEN . EFEEL vRealize Operations Manager EEE MNP B AN, BHEL
vRealize Operations Manager £ 1Pv6 8§ , A EBFISENRS.

£/ IPv6 B EEEE

n BIEERWERMNATA vRealize Operations Manager £ BB L EEHE IPv6 Uit, F2ER
IPv6 Ed IPv4,

n FHEMFAZ2SE IPv6 fitt, T Link-local izt

» EEEAEHEER DHCP , &1 DHCP R[S ERELAZE IPV6,

n ERERERERRFWERZE DHCP, FEHREEATHHEREEREML , IPv4 BR,
= JZHY DNS ARBF/LERESZE IPV6,

n EREHNEEESR  BATEHHRB@A Pv6 ik,

m & vCenter th{E IPv6 , 7 vRealize Operations Manager H & VMware vCenter #{TE R |
FBTE VMware vCenter Server Z&H IPv6 (vt BIEBE T EIN,

70 : [2015:0db8:85a3:0042:1000:8a2e:0360:7334]

5 & vRealize Operations Manager fEKI & IPv6 , vCenter Server TJREERE IPv4 {uit, &
AR T |, vRealize Operations Manager FEEH$FIN,

BIEZEMN B vRealize Operations Manager FIEEEEE K X EZFASTH—KRER,

—#R vRealize Operations Manager £ HER
EBRETEVEEE  SXEET-E—RER,

—RER
m vRealize Operations Manager R4, FiEEIEAEBITHRER vRealize Operations Manager kR
.

Bl | FDE 6.1 RERIEIEHIEZE vRealize Operations Manager 6.2 SIEiHEE .
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» IHEEHERE. EINEBEET  IEHNBLEABRE—EEE : vApp.
» ERUEHRPBEE ERUEHROHNBEBERITRESTEKOBHMER.
MEREBRATEANERBESRR , XBETHESE
= VApp ZHTEE
» REORBERE RBHMRLEARMBEN vApp BE.
. DWBEEHRAD. EIMEBERES , IEHRMN CPU, REEBMERANBLE -
IREHH . EAPRNENBHOANMSE -,
n ERWESRBEAD ., BiRBERARHANDITUREREE , E-BN 2 TEEHHADTE,
» REHRHAN. RRHHIAFT-EXN  BXPITUNERBESRFE , INE -2 M EKBHTE

n  HIREREME. BAULUES MEEBRMETEN vSphere BEF |, BELBH ML ANVRE — Bk EQ
EO

TRETEBEVE,
n RRORHEN. SUNERIBHHERETRRS TERH vSphere BEH.

n ERMESEE WETUEHHRIERBMEEN , B LUEBEEEH vRealize Operations Manager ¥
BN A EREBEHNZEREIHNE.

Flan | X EIERH vRealize Operations Manager I 1ZH vSphere LLE# VMware Tools,

n HEENRERE. WREBEMA HA , XEROMBESHRREERBN IR L. F2E0 BN vRealize
Operations Manager High Availability .

n NREHEMA CA, B MESHTHERELEMEM vSphere BENBERFH., F2H BR
vRealize Operations Manager E&EAI A,

n BAULEEREESBEEHIER. BRUER[NO B ZETATEA NAT,
BRI RAFR

EER  BRARENERTEEBM vRealize Operations Manager &K&W EXR . fl0 | vRealize
Operations Manager for Horizon View iR ERIsWERNERFEN K NERF &
BE2RENARATRFAXY , U ERERAFTRUARIRDEEAENIMER. FEE , ARFBRS
R EEENH NEFNIMMEXNTRRER.

vRealize Operations Manager # 58S ER

BER YA vRealize Operations Manager & SET R , ZRARRETNHBREH RS R ENER
MEREEFEEE.

BEER

EE vRealize Operations Manager ZH#EHH R B EBREBEN. —BRMsS , BHERE vSphere
BB AKSI B EBMZ vSphere BIMERNIRHY . Bl FEIFETRM vMotion, Storage VMotion,
HA E4# DRS 4.

s FEHMNEANGHABEFERERE P UL  EEEFE P YN TEHEEEZRE (FQDN),
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ERANER KSR T MERABRERZFBABE (DHCP).

BRI LB AT (BERRWERS) BTk E DNS =6 |, JEF#EESE FQDN , FQDN B i &8 %
FHAERE,

OVF BEMNHMEREEIREBRERAERFEEA FODN,
FREEn R (BIEEIRIWERRS) YA TLUER P ks FODN S EEKH.

BEE AR U EE (Network Address Translation , NAT), B8 FVEss. FBHARBRER P it
= FQDN PABEEE BN Proxy RO RO MBS,

DMBESHHRTITREEERNEHEE.

BoMBEEHRRERBERF LR , KA ERZHENEFSMR (LAN),

o MBREMBENERESE —EHEN P TR L.

TXEEMHNE —BARNBEANE =R,

NEE_EBRARBHEIZSEUE , ETESSIEMAREERD SR NERE,

RRF EER AN B, RO RSB0 MBI vSphere BENREAS.
IMESHHBENHERETERELER S EVRER.
SERHHBNARBERELESR 1gbps RES.

WED A7 B S0 R AU FE AR (WAN) £

HEWERE WAN, ERUEFERTORTEBBLENESR , BEABERKES.
EinWRBRBBIRBAR , MIE NAT &,
FNEAMESREHNIREBPESESR.

vRealize Operations Manager #5£ 8 R E#E

IR HRLEAA PR vRealize Operations Manager S B | BFEIIMIREMETRA vRealize
Operations Manager B X AEEE A SE 14 .

REMCE

# vRealize Operations Manager 2 & KL BEE —ER R OMWE—1@E vSphere E&EH , I H
—RRAE—BESEHIFIE—EHY K TREBHES @,

BEERESESHN vSphere BRTHEINEEHH , THEEERBEFRUEIREMRE.
WE CPU BERBERSFILER  FHHATERHER CPUNLKRERSHENEE.
ER-BENHEEEE  ETIoOMBERHRNTNE.

FRHENSOMEBESHHMAPEKETR , FEHA Storage DRS REMARRA , EE RV AERNE

ARET N BEGHE |, 51 Storage DRS RAFE.

RERDTEEDBHMED FEHOKEE , FEASERARMBEN ESXi TH. BANERRERL O
BRSO TERENEERTE,
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n ABRWEETRE , AETARESHITE | vRealize Operations Manager DTS H N BRRER
FEEZ. vRealize Operations Manager HIBEEE X/ NFTERER , REXRTREBEETEE
FHNYHEENEEAER  RFEER. HANFEASZSE, EABKNE , EREEETEE , 1F
ERE,

BEZ2RABEXE 2093783,

» HRFRURESEZESE  RUFREERA (XX (B8] RN EX] SEAMRSHE, 6, &
BEREREN HANES , IRREFEREIENHAC  HREFAG,

m 7£ vRealize Operations Manager 6.3 REFHRAHPEBER NUMA BEE. OVA EBERZ NUMA RE
WMEBEREFINT :

% 3-2. NUMA B &

BitE LA

#% VRealize Operations Manager # EiREER E BB E

—_

B3R vRealize Operations Manager #%& .
2 HEERELR-TBEAR  AZR-THRERE>BE>
ER—R.
3 ®—T#HKESMW 7 vSphere Client 1 , ASEEHE
BREEEESRE,
B NUMA RE 1 R AEESY] BRERE nuna.vepu.preferiT , A%
BR—THRE.
2 B-TEE.
3 #¥ vRealize Operations BEFWIEERKBEEE
L8R,
4 FERESER.

miE ARKEHERNTAMEBENERMEE , FRE vRealize Operations B CPU = |
CPU Bi#& Rk CPU Z AR UEZEHMEE.
KPR EFAEER

MEREREERW CPU, REBAMMEESR , BUARRERYHNEENER  URAMRENER. &
BECEENNEFHENER . STAM (High Availability , HA) = E#& 7 A% (Continuous
Availability , CA) IfEA . ERRBHNEERE , UREBEIZHEERNENEE,

VMware EEH A#MENE 2093783 , ASFBAANNRERARNKHEN. IBREXECEERESRAE
HEAERNE  TREFASNEZENYHBENEEREMRER.

Z % vRealize Operations Manager

vRealize Operations Manager SIS AEREREE (VApp) B4,

¥ & vRealize Operations Manager

vRealize Operations Manager B8 —RZEHE , SELHHEUBENFERATFE, FEEIYELHY
A X EATREZHEBIEEAM vRealize Operations Manager.,
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FBIE OVF B

vRealize Operations Manager B8 SR —NZEEGH. EEZEVEHH , B vSphere Client TH
I E ¥ vRealize Operations Manager E# S | EH Y S EEEHHIIT X,

REEG
» EREREERS OVF SAEEFHAE RNER.

n MR ESXi THEEREWN—2y , FEEETEA DRS, WR ESXi THEBMNIE DRS EE | SEAFR
BEEREEDRE,

n NMRANHHATEDNH K BAERSRRETE P UL, YRFEAEBOAIEE. SEESKRE.
PEABARSE. ARAERARESNE.

BMEMRE P Uit , RAEREEREBE MU

n MRUBHAEREGE  XERA HA/CA EAGH  FRERHF[RETE P ut |, WHFHEB
HREEE. REESKE. AEEBARSE . ARFERARESNE.

eHh | 5EFEE B vRealize Operations Manager High Availability FET#tHy HA SIEHEK , AR E
M vRealize Operations Manager E& ] MR FTiitay CA BFEACE .

n FRECHPENKERGE  EHRENERKRSBRENEEATE (-2 IHF (0-9)Fx , M
EEEBASTE. HFREFH () Fr. IRBBEATEHNLEE (FQDN) F TR EEEERKF T
(D)

BREREER  DAERREREBERR.

WMEFHMEN , 55EE Internet Engineering Task Force 12 T HZBHEE ., Bt :

www.ietf.org,

n FREBIESEERERE , LS —MR vRealize Operations Manager # £ 8B ER M vRealize
Operations Manager # £ MM ERMRBMNFR,

s MREAE vRealize Operations Manager #&E A I1Pv6 it , FE#BI AL vRealize Operations
Manager £/ IPv6 FATEREERY IPv6 PRI,

= % vRealize Operations Manager .ova R T8 %l vSphere Client J 2B E .
s NRTHERMBREIERS .tar , BSEIEBREES .ova,
s TERIEEEBE vSphere Client & E vCenter Server &% , A% Z A vSphere Client,

FHR ESXi EMIRE vRealize Operations Manager, {£# vCenter Server &,

BF

1 #E vSphere ¥ OVF §i4R1E,

2 E A vRealize Operations Manager .ova ERNEE,
RBRTHT , B ERECBATHERE.

WADIERE, HHTEEES opsl. Ops2 5 Ops-A. Ops-B,
FNEBHREBIERFEEFT , FIHER ().

H W
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10

1

12

13

14

15

16

$#H ¥ 1@ vRealize Operations Manager EiSEATREZHE.
REBIRRENT , ERIERGEEVARE KRN,
BREGEENHARA/)D, SHBRESTSEEUBERD,

ERCENSANWHEE A FSRBSESUBRZEE. MRLFTEENEHREHNEHNER , FEDE
VApp B E SRR , F2RSERBBREEITIEZE vRealize Operations Manager vApp Ei% .

B RT , ERIERCBEIMEBREN.

BE Ll
FEAEHEXST LR e BN E L BB RAR
FEAEREXSNT By -BrEBEAERERURER  WXEESIE (W Fault Tolerance). RIBERE

REETES  EMEZREABEHRATREAMEE.
MRARENE  FENTRAEREARTEE.

R DREREL ., FRAKEXTHE/RHFEEMA.
REBTESHEREBNNEEELEEETE , W HBEEEH vRealize Operations Manager T/E&
EFEIK 25% B 30%. mAFERARE.

BT—%,

MTAXIEERS , BENE AR Bl , #@B8%1= 8K, RERT—%.

EWEBRAR]T , ERFE P, FEEHBRBNERME. A58, ARESKRE. AEaBARK
2. AR 1P bR 1 BIRERNE, B2 DHCP , FRERUREEE., TEHHMNEAH
HEERFHE P, BN NEREEKHFERAERN DHCP HFE IP.

i FADHCPFIDNS REXHERE, NMRECHATSE P, XS4 SRECHIBALHBEE
WEHBEBRETHEE,

£ [BERE] B , REERN UTC , REM—EARE.

BREANSEZE2ERLFER UTC, & , SETEREAHBNRE.

B ETERERREATRANKE,

GREM) £ (BB [EAREX] T, BN IPve MEERIE,

GEEM) mMBEEHEBE A FIPS B vRealize Operations Manager :RE , 81t FIPS [REF , ZEEX
A FIPS X B .

BT—%.
MBIRE , RER TR,
MREEZ TN EZEH Y vRealize Operations Manager 2% | B EEMES BRNESEESE .
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BESR
ERREREREAF , BIENEERES vRealize Operations Manager T Efi%h . EREHH. 57
AMFTEEAHRIERBERGTE. SATETEHH.

ARZER K FORTEEIREFENAF R , ARREABERIEF DR A FinFH vRealize
Operations Manager,
RRER

Z 4t vRealize Operations Manager Em#& , BAIET [ HZE | . [REZE | S [ EARENR
.

n RERE
. HRE
n BERE

A ¥E F & L% vRealize Operations Manager

fE OVF L #E R R Z# vRealize Operations Manager # , RS EBBEHSIELETER U B
H, BUURBEERENERBEIE-HFHRNZEHE.

[#iZz& | @A
BRERE  SALMER [ REK | HERAITREEF , YEVE-NEHMNRETERRENEE.

3-3. [Z#] EEM (T2 %]

NEW INSTALLATION

£ vRealize Operations Manager Efm Ul 34T [ Hik# |

BUEVE-GY , YEZHRRERAIENY  SIREESTEVENTRREREINMER. G
vRealize Operations Manager ZEHFTE—BAFEEH. EPHE—HFHES  EEMNER AR
ENETESE . ZE% vRealize Operations Manager #8288 —HXEHSHN—ZEAREERH 4
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DB

n  EIBEPE vRealize Operations Manager vApp EM Ei %,

n BBR, DTZHBNTEEEERE (FQDN) = 1P {it.

n EEFECAETNRERR A BRIALNBEERRS vRealize Operations Manager FIFER.

1 BEBEIERA vRealize Operations Manager WX E& B BB B 1P {71t
WEEHRLZERABE , BAEEE A vRealize Operations Manager.,

2 BR-THRE

3 BF—%.

4 ®WA admin EAERFHEBLER  REET &,

BERRETEIRNEFR , BAFELEE—EARFE. —BIRFE. —BARHFN—ERKT
jTEO

ik7E%R , FHERE RIS admin BEERE
5 ZEIEEHA vRealize Operations Manager BB BREEZREHACHEE.

a HEMALECHER K FR-TIAE K RIBIER , RER-THRE (BREM] XFHHR
HEAER,

b MEHREWERMEINZNES , UBEREEERSE vRealize Operations Manager FIER,
6 EF—F.
7 BATEHHNER.
fl40 : ops-Master
8 WARBRRIHNAREBBERGE (NTP) MEREH URL 3 IP ik,
flEN : nist.time.gov
9 B-THHE.

#& NTP B2 |, LU# vRealize Operations Manager EBE AT R ETF EH R NELAHTEE L KE
BHEACWRES,

10 ®#F—%.

11 FRIE vRealize Operations Manager Al i, BEZ XA BTN vRealize Operations
Manager , R ATAMER K AREN (SUAM] X (EETAM]). TEUATERERHERTR &
E_—F-F_ﬁo

BE RETHE  SNUREEENHEKRA (SR A S EETAM]
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12 B—THEERUHIEEE.
a WAFNEBEMmRA.
b EHNBEmNESEAR®.
B WNREERERAR  ARSTRATESE. NRELHBESEERN (SUAM] , BUUREE
AEATHNECHIGHHEELRNGY. B2, FEPRE—EAHFHTUREAEREGH . NF
[(EAAM] WEFEME , F20 & High Availability #1#ZE vRealize Operations Manager, MR #E

LEEEN SETAL], IRELHE - AREORNEREREHHN (BEZEDR)  AKELH
HoemERERD., IFFAER  F2RMEEETHLE .

13 BF—F K REBE-TER.

B REENE , vRealize Operations Manager EE— LR ERIILETEH .
BR
REBVZEGH  TEHLFEESHH.

BIESR

BYTEHHZAEETIRE,

n EBEVERESHIHEERMENESE.

n BVRRKERDBLFTEZRRBOEE.

s B —TEtE vRealize Operations Manager R B E—EiHEE K Y BRAUETHREER.

RBEEEER 10 230 7ENKE , AEENBTROAIAE. MBERK  FVEEEHHL
S ERHTEMBE.

@A vRealize Operations Manager 1%
FEIB 2 vRealize Operations Manager #EHEAVENNHBRH BN ETEHE .

TRHHEVTEREE  MAELRETMHERE , KLAER. i, TEHHOLAER , TR
HteEiRER, MRTIEZHRNELFHHEARRR  FEEIBNEHF LR BEAEITEHRH LR, RERE
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"autoscaling:Describe*",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"logs:Get*",
"logs:List*",
"logs:Describe*",
"logs:TestMetricFilter",
"logs:FilterLogEvents",
"sns:Get*",

"sns:List*"
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"Effect": "Allow",
"Resource": "*"
}
1
}
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https://console.aws.amazon.com/iam/home#/policies/arn%3Aaws%3Aiam%3A%3Aaws%3Apolicy%2FAmazonDynamoDBReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn%3Aaws%3Aiam%3A%3Aaws%3Apolicy%2FAmazonDynamoDBReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonRedshiftReadOnlyAccess$jsonEditor
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonRedshiftReadOnlyAccess$jsonEditor
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/CloudFrontReadOnlyAccess$jsonEditor
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/CloudFrontReadOnlyAccess$jsonEditor
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%ﬂo

EEZGNEAENER

& T LAE vRealize Operations Manager FEEIRERARERN R . Sl EEEKS LEERERNE
ARERENEmBER.

flmn , BREEE  FUREERZARMTEARINRENEREEBA T, , RETARE. MEEA
BEREARARNBERELEEESAEE  SULEEEARNISMENEREE | MUAEEE
., ZumREERARMENEEEE  YHEEERAEANWERLAENR. BALFEA vRealize
Operations Manager REBEBRERERN |, WK E A RN EBFXZ] vRealize Operations

Manager., #&ALAMR vRealize Operations Manager FER | WEEBKRAAELEER | FEMMRS
B pE AR RS .

£/ vRealize Operations EREAR , R AILUE vRealize Operations Manager FESIEEE ARG W HITE S
WZE, FA vRealize Operations Enterprise R4S , A LAfE vRealize Operations Manager F#1{Ti& i
BE EEEERGVEARK  URBTEFTESK.

LR

BREXAGVNEAERAER EREREEEESNEARAEESRARRECHENERERRS
PARERATHEXRRZGNEARS , AREEXZENERARANNITRREEREZERFHIFAE
MEE.

XETS 23 ERARNERE.

& 4-25.
ERRR R E-3:
Active Directory vRealize Operations Manager
ERA® MQ VvRealize Operations Manager
Apache HTTPD vRealize Operations Manager

VMware, Inc. 212



Ll

+ 4-25. (&)

AR R
Cassandra E$E

Hyper-V
Java

JBoss
MongoDB
MS Exchange
MS 1S

MS SQL
MySQL
NTPD

Nginx

Oracle ¥ E
Pivotal Server
Postgres
RabbitMQ
Riak
Sharepoint
Tomcat
Weblogic

Websphere

X BHFA

*&

vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager
vRealize Operations Manager

vRealize Operations Manager

vRealize Operations Manager XEME A API X EREZETIFEMERARRNNAS.
vRealize Operations Manager X EERAREXRSENERAREZNTES

#a

Red Hat Enterprise Linux

CentOS
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7.X
8.x

2

64 Ut

64 17T

ERER

ERRGEEN A ENE

ARk,

EXRZGEBNRARNE

ARk,
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®8

Windows

SUSE Linux Enterprise
Server
Oracle Linux

Ubuntu

VMware Photon Linux

X EHNEARXBRBRA

[

Windows Server 2019
Windows Server 2016
Windows 2012

Windows Server 2012 R2

12.x
15.X

7.
8.X

18.04 LTS
16.04 LTS

1.0
2.0
3.0

E2

64 17T

64 17T

64 T

64 {17t

64 T

LLEE % AR R A R E AR X B i B AR SRR IS AR AN .
LB AREREXEZNEARRA
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ERER

ERZGEBN A RNE
AR,

EXRREENAEXENE
AR,

EXRGERNRA X ENE
AR,

EERGEEN A ENE
AR,

EXEEXAGERER
vRealize Application
Remote Collector 8.3 [/
Photon 1.0 #4T,

VvRealize Application
Remote Collector 8.2 ATHA
Photon 1.0 #1T.

vRealize Application
Remote Collector 8.1 AT
Photon 1.0 81T , M
vRealize Application
Remote Collector 7.5 A
Photon 1.0 #1T

Site Recovery Manager 8.2
A7 Photon 2.0 #1T
vSphere- vSphere 6.7 & 6.5
A Photon OS 1.0 #1T
VMware vSAN 6.7
VMware VSAN 6.5 A4
Photon OS 1.0 14T

Unified Access Gateway 3.7
AR Photon 3.0 #4T ,
3.6 AR Photon 2.0 #1T,

214



Ll

ERERER
fERH MQ

Apache httpd

Clickhouse
Java

JBoss

MongoDB

MS Exchange

MS IS

MS SQL

My-SQL

Nginx

Pivotal TC falfR &%

Postgres

RabbitMQ

Redis

Riak

SharePoint
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EERERENRE

5.15.x f 5.16.0

2.4.38
2.4.39
2.4.23
2.4.6
2.2.15

20.3.12.112
N/A

7.1
13.0
20.0.1

4.0.8
4.0.1
3.0.15
3.4.19

MS 2016 - 15.1
Windows Server 2019 : 10.0.17763.1
Windows Server 2016 : 10.0.14393.0

Windows Server 2012R2 : 8.5.9600.16384
Windows Server 2012 : 8.0.9200.16384

Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2017
Microsoft SQL Server 2019

8.0.15
5.6.35

1.12.2
3.2.x(3.2.8. 3.2.14 & 3.2.13)

1.2
10.0
9.2.23

3.6.x(3.6.15 K 3.6.10)
5:4.0.9-1ubuntu0.2

214
223

2013
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EREXNER RERERBHRE
Apache Tomcat 9.0.17
9.0.22
8.0.33
7.0.92
Weblogic 12.2.1.3.0
Websphere 9.0
8.5.5
NTP 4.2.8p10
4.2.6p5
Active Directory 2016
2019
Hyper-V 10.0.17763.1
Cassandra BRI E&E 3.11.6
3.1.7
Oracle ERlE 12¢c
Mc
Velocloud 4.0.0

vRealize Application Remote Collector #{aE2 vRealize Operations Manager 8.4

fEECEH

& vRealize Operations Manager 8.4 B , vRealize Application Remote Collector BEH , A BR
vRealize Operations Manager A ENHEHET TH. VMware BEZ# vRealize Application Remote
Collector BEZE i Proxy M E AR R,

#£ vRealize Application Remote Collector BE ZEZE#% Proxy

WFE ¢ vRealize Application Remote Collector BHE ZZE iRk Proxy HAHBE , 2 EABE 83059,

ERARXERKERERFAER

& vRealize Operations Manager 8.4 Bi%a , BELETIRAPHENRENEARXERRERSETRE
ERARKERWERTED., TJLUREENMER vRealize Application Remote Collector HEEFME R, &
SEFE S T8 vRealize Application Remote Collector T EEE
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R 4-26. EEEMBTHRRE

BR L
wmEE R AME N vRealize Application Remote Collector AAREFFARE

B, HIEEE vCenter Server WEAER

BRFAENLEZE - THRERR  NREHREZERE  BH
WS BRAZSABENET, IREEERE  FE-TE
¥ EEFEEREER.

iR ZALAMERERAERER RS, EHREARRNERKESRZ
Bl , AL REENEREREERZERERS,

BHTLREREFRRE  REBENFAER
xR 4-27. ERIEEEF

2R L

FQDN/IP AR vRealize Application Remote Collector #§ FQDN/IP,

AR R RERERA R VRealize Application Remote Collector RIMRZA , MR A B IR
vRealize Application Remote Collector ATt |, Bl B RTE:,

ZEHE vCenter FE ¥ FEZ] vRealize Application Remote Collector By vCenter Server
#H,

W S B3 fm] AR 2SR B X3 VRealize Application Remote Collector BYEZ RN .

m  #&f. R vRealize Application Remote Collector % BEF.
m A, &R vRealize Application Remote Collector RIRF R .

MRR2MRARERAE , FEOLRFERBETERREENTA
BR.
EENBEARGR B0 LSREREERE.

HEERES  WERBRBRRA S D&,

BEFAFMNERBRER

MBEHABEEEN Proxy , AIEASZE | LT R vRealize Application Remote Collector By 4B &4
MEEEEMFEAER

VERGF

n EEREERE vCenter NHEF, £ vRealize Operations Manager Hi&E T vCenter NHEFH
vCenter Server EFIERFEZEE T SR : Guest operation modifications. Guest
operation program execution N Guest operation queries, %%Eﬁﬁ ?ﬁﬁﬁﬁ%ﬁ@ﬁ%'f‘%fiﬁ

Eto

ﬁﬁ ¥§%L}}E%ﬁ%%§@ﬂ'g'f‘%ﬁﬁﬁf%*ﬂﬁgpﬁfﬁ , Guest operation modifications. Guest

operation program execution # Guest operation queries ERTENEN.

n  FEEA LA vRealize Operations Manager ## vRealize Application Remote Collector £ HyE
# 9000 M 8883,

m T vRealize Operations Manager # vRealize Application Remote Collector B9 NTP RIER
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4-1. vRealize Operations Manager. vCenter Server [ i BhiyE 1218 & B E

_______________________________________________

: EREERER |
! 1 B 3 B s et | shisie st | et |
LCM $2Iga s ; !
g1 SALT #REBEHiE Telegraf .
© j EARRXIERE 2ES L ;
Platform
o vCenter Services
Server Controller
4505 -
4506 443 EE| 443 ENE
%8 TCP et BB
= HTTPS HTTPS (1) vRealize
R b e R e R e Rl Operations
. ! Manager
E P (3 0 o 8883, iEid TCP AppOS
E Salt : NN
: .\, 8999 - & 9000 - 3 ' LCM 2 g%
R HTTPS HTTPS :
' NGINX i
| ; RIS

vRealize FEFATE N R IH K &£ 3

FERIERE
— BAHBEE
@ sIRBEFERMERBERRSE
@O H#ERBROSEER
© mEsHES
O HrEmEtESR
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B EFER vRealize Application Remote Collector ETEARR ERNFALBNLERY | F2H

vRealize Operations 8.3 FBAN 4.

ERERARANS R

UL EZEEREXRBENERZAGLWEEBEES.

LT REBHRAMARE vRealize Operations Manager SUETREARR B,

7£ vRealize
Operations Cloud/vRealize
Operations Manager
& FE E i Proxy

7£ vRealize
Operations Cloud/vRealize
Operations Manager
thE% T vCenter Server Eifitk S

G
vCenter-Eif
Proxy 3XiE
HILE R

{EIE
vCenter-Eif

Proxy X IERIWLEEG

HE
Ui BE-E i
Proxy 3Xi&
HILE(EHE

b
B

FEETICRAEZERES.

1 REEWW Proxy.,

MEFHMEDT , 52 B vRealize Operations Manager Hi%E E i

2 RE vCenter Server E

Proxy fEB U ERS.

MEFHMEN , 52 B vRealize Operations Manager F3&E vCenter Server &

3 TERABLEMRE.
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FEIRIRFE ., :]RE vCenter Server 2

uHi

REREENX

EEBRRIIRS 2

B ER

REERENEARSS

XE

2EuF "
HiEH 2 LB

HATHMIFD,
Bl B S e R ERR R,
FRsHERX

Proxy.,

miRFR , KAREBESR 1 FHENER

EiRR P
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MEFEEZHEEN , F2H LE2HRME,
4 EFTRERMREIRHERLERL,
WEFMEN , F2REEAEMHZHERERN,
5 REBEARIRE.
WEFMEN , F2ERBDEARIRE
6 MIIE vRealize Operations Manager P ERRFNEABXBRBENEXERGEZR/E,
WMZEHRITE vRealize Operations Manager EER R EFARANFMAEN , F2RGFRINZIENEE
ARHEERARXREZRE .

£ vRealize Operations Manager F & EZ i Proxy

#EB1E vRealize Operations Manager FERAZE i Proxy , JURERRERFOWREMEZER, BF |
BEERERHDUEEE—RBEIR Proxy. &AL vRealize Operations Manager H# B —HZEEix
Proxy , A RIRIRIZEL vRealize Operations Manager Z B E G B, Ein Proxy LEmERKWE
BNARNEE  WEERBREFNER LEZ vRealize Operations Manager, Eif Proxy A X B %@
vCenter Server IRF

DEFMY
» FERREHES P it DNSIEHE |, BURTE vSphere $8 OVF SRR REMR .
n  F A vSphere X BRESELE vCenter Server &#i.

n 85 cloud proxy & AL FHEH HTTPS K&, cloud proxy A HTTPS & vRealize Operations
Manager FE#TE.

n  FE vCenter BEiRIRF , WIRMABTHERMEAERWIRS :
s vCenter IP {43t FQDN
m 1 vCenter Server EZ#E i proxy FTEMNERR .

MEEBERNFEMAEN , F52E (vRealize Operations Manager #HEEIERE ) FHY [ 3]E vCenter
E‘Fiﬂﬁﬁﬁ*ﬁﬁ%ﬁ’ﬂ%l‘ﬁj £

BF

1 & A vRealize Operations Manager,

2 TEYRERTE-TEE A AKRETEERDENEE > Eix Proxy , RAEER—THE.

3 @7 OVARE, WE , B—T FWEN Proxy OVA , LLTH OVA ERARFELH,

s EEER VMware vRealize® Operations Cloud Appliance™ HJE 4 | & — T Cloud Proxy
OVA HESUREE T

n FETH OVA BRUEMBTFEAH , FZ— T TEENR Proxy OVA,
4 BHEZEM vSphere , BE vCenter Server BN ER | RAERBEDERPREIE OVF HE,
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10

1

12

WA ova B, RER—TTF—%,

& cloud proxy OVA E# LR URL H1z .,

n R-TAEEREEE  ABWHRNESTHHN OVA &,

fk B3R R1E vCenter Server EZ# OVA,
MFEEBRARPNBERARNBHEN , F2REANMENE 78491,

ERSGREREGERTREAEEmPHA— XL (OTK) B |, $5IEE vRealize Operations Manager H
f) [2% Cloud Proxy] Efl , RAEE—THEESME .

—AMESBEEE 24 /P RZATY. ERAFEABHNSNR K BEHECIR-TEFELESH.
cloud proxy & A — XM £ #8RERE vRealize Operations Manager.

E%) vSphere , WHE—RMEEBIFHRHPE LS8 | LLZ#E vRealize Operations Cloud
Appliance,

(REM) EATHEAEEPRE Proxy RS,
a TE#8E& Proxy IP fit & #85% Proxy BIBAR T AFMAER
b HERMASSL, FREMEM SSL ERZE Proxy ZEUG .

c WMREFEAPZ SSL, BITJLARRE Proxy FIRZFBHER., ARARIRELERNER Proxy AR
BRE. EERALIER  BEERE SSL BREARF , BEEE Proxy B9 SSL BEZENS .

d FHRERTEHREE  BALUEEARENRZLHN IP /FQDN URL,

e NMRLHEAIREREHRE  BEAM CARTFUHLRBBRERE  LUIRER Proxy fAREN
B RERREMESEESER Proxy. 7 EBRBRERBETFEESTIIXFT .

AL & | P #2555 CA AR vRealize Operations Manager &%,
B—T5%EMK.
HEEEL ) ENEETETR.
HREIMIM 2K cloud proxy , #E! vRealize Operations Cloud Appliance , A% & — THRRER.

B BNUEETM vRealize Operations Cloud Appliance # 24 MERBEREEIR, 24 NEEE |
— XSRS , BAAMER vRealize Operations Cloud Appliance It ZEH A cloud proxy.

3R @ vRealize Operations Manager A # Cloud Proxy Bl , AR EIM 2 cloud proxy ik
‘AE

R o

2 L]
£t cloud proxy K&,
P cloud proxy #9 IP fizit
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4] EiLE]
HRBE cloud proxy HIAREE, fltn , EEFIE cloud proxy B , [£
B REEFEREDEE, — B cloud proxy SE&E

vRealize Operations Manager , SREERE# A [&HL]. W
& VvRealize Operations Manager RE4 , BIS R [B4]

EimiRF BRI IE cloud proxy HEBH ERIEFHE .
HAg s EE I IEE cloud proxy MEABMIRSHE .
EYAH cloud proxy WZE B,

13 ZEREFEALERNIRSE |, 5% —T Cloud Proxy.,

# cloud proxy ZIZWHBAEREMAY . cloud proxy EiBiEILELR K MAMKE K BEREBFHENE
B BlmAEFARES AR PAK). cloud proxy BEFEB https BB EET—ROMRAMEFE ,
BEFEEFTMSHARE X BERE, cloud proxy EREFHESNERRHENEE , MEEEH Proxy
fAPREEF L SSL , BT RERE S cloud proxy HIREREE,

cloud proxy BXEEBL¥ Proxy FARESETER. K& OVF BEHMRM Proxy RE.
14 (BEM) ZEEBBR cloud proxy , BE—TBE.
BESR

FRIBH cloud proxy., WEFHME , FSE (VMware vRealize Manager vApp SEER ) Y (FH
HREu Proxy) £,

VMware vSphere fi#R 75 T 7 # vRealize Operations Manager 88— Z{# vCenter Server #1T{E 8 &
& BBEAEN , 528 (VMware vRealize Operations Manager IR ) f (EHEIERTR)
—HIMERE | £ vRealize Operations Manager 38 vCenter Server EFIEF |

£ vRealize Operations Manager H & E vCenter Server Eixitk F

WMZEFE vRealize Operations Manager H5%E vCenter Server EixtR FHMBEE |, FF2BE vRealize
Operations Manager % E vCenter Server EiFtRF .

DR

FEEREREARBIERRS  FTHAELERMSE , 2 Proxy 7 #IEFIE vCenter Server Kif
FEA.

#T UERHNEZFEEN , F2[E https://ports.vmware.com/home
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4-2. EZIBEH | LIRE vCenter Server MBI E (1 VI ZHRAERR)

LCM $Z i BR1E

____________________________________________________________

____________________________________________________________

(3]
(1)
443,
£5)
4505 HTTPS
4506,
B o
TCP e
EHIBHE
 EHEE

Q HITRBEFERME AEER T
© HBERBER OS R

© FBsAmES

O HEAEXER

VMware, Inc.

BREXRE
SALT ZRBEiZh (1X3] SHEERX sHEEERX sHEMER
HEAERRXIESH RFEIER
Platform (g)%) EREIM FERRER
Services R E=
Controller (2 (4
(1]
443, |
=3 HTTPS :
HTTPS e E
o FE AR A 2 R bk ' 443,
NE+F LER
B , HTTPS
LCM #2 il 1%
(1] 2
(3] 4
443, BB 443, &EiB
HTTPS HTTPS
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4-3. BEREBEEN , UARENESHAERNAERA TR 2 RN BN

iy " Salt ZBE EIEh
LCM #24I15:81
Salt &R B H % Q0O  sEMER sEMER sEMER
o
BRI fEFRE=
AR5 EE
(2] (4]
) CE—
B FERBERE £ R ' 443,
TCP 3} ST EF ' %T%PS
ARBE E
LCM #2418
EE
(1] p)

FEIBEE o © ;
— AHBR
O HITRBEFERMRES . . .

CIRFR A 443, FEiB 443, Bild 443, &

RERLRE HTTPS HTTPS HTTPS
0 HBER®
@ RENEHER vRealize Operations

O BEEREAEL

Bd vCenter Server B M L E &4
BRECETERAESEERYE | Ein Proxy 7 HBEEE vCenter Server E3,

BARERIKIN ESXi MITEREZ Proxy I NTP RERS .
Zi% Proxy AJ17HL vCenter Server FRYEREIE 443,
Eif Proxy S EREAEDE TEEHIHEM ESXi PFEUEREIE 443,

Eiw Proxy AIfEE Platform Services Controller Ry EREE 443, MR BELUIMNER Platform
Services Controller 27 vCenter Server , s5FRULERIE

EEREERE vCenter ME K, 1 vRealize Operations Manager H3&E vCenter N E-FFi{EA
#) vCenter Server EFHEWRF , BEH vCenter Server BRMNERZEE Y HEREETHIE

PR : Guest operation modifications., Guest operation program execution F Guest

operation queries, ESE RERAEMTHZERERN.

ﬁﬁ ¥¢E@L1*E%ﬁ%k§ﬁﬂ’9'ﬁ,ﬁﬁ:ﬁzﬂtﬁﬂﬁﬁ%f% , Guest operation modifications. Guest

operation program execution H Guest operation queries ERTEXEN,
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Ein BN L E R4
BRECTHER Proxy SRin R TN L EMRLE.

MEEENT
n EREHIHEP ESXi HITMEE . WEEEIR Proxy B NTP RERF .
s EEHREALFEIRER Proxy EREREE 443 4505 K& 4506,

s EEXBREEER, TAEEER#S EZHERERNX, & vRealize Operations Manager F:RE T
vCenter ST+ vCenter Server EAEIIRFEZEE T 5IEMR : Guest operation

modifications, Guest operation program execution M Guest operation queries,

ﬁﬁ ¥¢F@LX?{E%E%%E%E’91‘%@&:_&?(%%@%?% , Guest operation modifications. Guest

operation program execution H Guest operation queries ERTEXEN,

n IRFERMXERG. NEFAER  F2REAERSELEHRMG
s HBEREBARER,
m  Linux X
#% : /bin/bash, sudo, tar, awk, curl

Eﬁ: : coreutils (chmod, chown, cat), shadow-utils (useradd, groupadd, userdel,

groupdel), net-tools
# /tmp BHERELZRHBRRTESH.
= Windows 2012 R2 &R
MAMER Universal C MITHIBRERN I, WEFHMAEN , F2RTIES,
= Windows &R
= Visual C++ lRAMEABR 14,
n  BEMA Windows EERFERMER LRI MELER R,

s VMware Tools % BELEZHRNREERANERMSB LZ2HIHIT, MEFEIEMN VMware Tools
MRAS | B—TIEL,

s HMENERABAEEHRNERME FWORRUE (I SSL EENAFHER) , EENUBEEAR
EEREIRER , LUt arcuser RIFEUELEREE,

e WmRIMBEAEREREERE , FENMEXBABERERY arcuser IERIEE 2 ERVEMN
RER.

15 7 & iR 5 A B R4
ZERARERAFARBFELRAERFHNLERN.

Windows i Bh Y 4 B4R 4
s EEREREER
s FRAESEREEES =
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» BREESHEMNIEEES.

Linux % BhAY A &4

Linux in R EMELAERSE  LHREREEAENNITRRERE.

/tmp T BEMFEH exec BHEREHMNE
R /etc/sudoers. REHEUTT,

l.root ALL=(ALL:ALL) ALL
2.Defaults:root !requiretty

3.Defaults:arcuser !requiretty

MRRFEHAECRAERERN sudo , BITUUER (1), R

requiretty , BITALAERE (2) A (3),

REFERELERY

BAEATIAER 2 —REE Linux mEAE.

RERE - AR
AER2HERNFERERE

BRRIERFERERIEREAEFHANERE Sudo RE#EREZE,
EEHYRE bob WERAERAERE Sudo REEREE |, i bob ALL=(ALL:ALL)

NOPASSWD: ALL ¥i8 % /etc/sudoers,

EBHEE B bobg WIE A EBERMA SR Sudo IREEMRFE , 1 sbobg ALL=(ALL:ALL)

NOPASSWD: ALL ¥TZE /etc/sudoers.

AERBERRANIFRERE

FERE Sudo REEREFIMMIERERAE AR ERESHEFIVER., EE/KA
ARC_INSTALL_USER £E& Sudo RS #ERFEH , mHE T3/ EEE E sudoers X :

Defaults:ARC_INSTALL USER !requiretty

Cmnd_Alias ARC_INSTALL USER COMMANDS=/usr/bin/cp*,/bin/cp*,/usr/bin/mkdir*, /bin/
mkdir*, /usr/bin/chmod*, /bin/chmod*, /opt/vmware/ucp/bootstrap/uaf-bootstrap.sh, /opt/

vmware/ucp/ucp-minion/bin/ucp-minion.sh

ARC_INSTALL USER ALL=(ALL)NOPASSWD: ARC_INSTALL_USER_COMMANDS

For example,for a user bob, add the following lines to /etc/sudoers:

Defaults:bob !requiretty

Cmnd_Alias ARC_INSTALL USER COMMANDS=/usr/bin/cp*,/bin/cp*,/usr/bin/mkdir*, /bin/
mkdir*, /usr/bin/chmod*, /bin/chmod*, /opt/vmware/ucp/bootstrap/uaf-bootstrap.sh, /opt/

vmware/ucp/ucp-minion/bin/ucp-minion.sh

bob ALL=(ALL)NOPASSWD: ARC_INSTALL USER COMMANDS

BT B BER B L E R
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7(£ Linux mHHP A ERAMELSXBYURTHRERERE : BDNFE. RITHREAEAFEESBNE

2 BIR arcuser M arcgroup., KR BEEE arcuser M arcgroup, MREBRIEFEET

arcuser M arcgroup , A TRHEHRH :

m  FEET arcuser M arcgroup,
#3L arcgroup M arcuser , M# 3 arcgroup BYEAEE , LMEA arcuser WEEEA., UTRER :

a

arcgroup #4784 arcuser WEEFA,

Blan | THIES A AREL arcgroup H arcuser :

groupadd arcgroup

useradd arcuser -g arcgroup -M -s /bin/false

arcuser AR EEHERHBERFNREEANMRETEY,

Blan | #E arcuser M arcgroup # , arcuser B etc/passwd BB WM T TR,
arcuser:x:1001:1001::/home/arcuser:/bin/false

arcuser XEEFERBNAMERRIEZ BN ERERAE , 0T At

EEBBITHE arcuser BAAEENS Sudo IREHEREE , B THIXEEE I ZE sudoers 1&
ﬁo

FrE R

arcuser ALL=(ALL:ALL) NOPASSWD: ALL

YSERERA :

Cmnd_Alias ARC_RUN_COMMANDS=/usr/bin/systemctl * ucp-telegraf*,/bin/systemctl * ucp-
telegraf*, /usr/bin/systemctl * ucp-minion*, /bin/systemctl * ucp-minion*, /usr/bin/
systemctl * salt-minion*, /bin/sytemctl * salt-minion*, /usr/bin/netstat, /bin/
netstat, /opt/vmware/ucp/tmp/telegraf post install linux.sh, /opt/vmware/ucp/bootstrap/
uaf-bootstrap.sh, /opt/vmware/ucp/uaf/runscript.sh, /opt/vmware/ucp/ucp-minion/bin/ucp-
minion.sh

arcuser ALL=(ALL) NOPASSWD: ARC RUN COMMANDS

REREREBABERE

ZHRIARZRITRWER Proxy 2% , B ERTEBRNWEFEABEN —Bo . MEERK Proxy
vRealize Operations Manager 2 A RERERERES | 1&3—1555EEJ{thE'ﬁ;z%*thsuﬂl%FﬁmE fiE
FEREEENGE (NTP) BERBERBES . vCenter Server, ESX E#H vRealize Operations
Manager ZEHRFERSL .

BF

1 BAZEiK Proxy , WK THEXITIEUTRABRIEN /etc/ntp.conf FRAIAM ntp.conf EBHR :

server time.vmware.com

B UERANEREARSRRERN tine. viiware . com, BRI LAE AR R REEH FQDN = 1P,

VMware, Inc.

228



Ll

2 HWATIIESURG NTP BE .

systemctl start ntpd
3 EATHESURANTP BE .

systemctl enable ntpd

ZHRAEER

A LA vRealize Operations Manager WEAENE , AFABMTESHEN AR , EERBS LTER
BRERX,

REAEMTAHRERERER
BYABNEERENERANERMES.

REEG
BRECTHAELERG. NFEFAEN  F2RLERA.

BF

1 REBRERARIIER , - TRERET. BANEEIEERERXEESTHR,

2 ERENAREESBSIBEDL  THTISR
a WRGEMEERKSFZIBEAEAEAEEBAESE  FRBAKAESBNBRRE,
b MREEMEERKRLFEATRANEAESBNRE  FENBAERMBRREERER,
c BF-%.

3 ERMUARBEEL  REEFMAERKSLHREABARE  BEREMAERKS LHREATRRRM
E, WmATIIFAES

a WMRFENERUEREABACAERBNER B NERAEREIBNERR.

b MRF-—NVEBRMZHDEATRANEARERBANERE , BTHCSV #AX , ARHMEE —HEHK
BNLXEFAEN NEREER. BiRS). AEAIERMAREINELR.

c DMEERZEAREER , & Linux ERSSR LEVHTRBEAEZNIRARSRIMRE. W
EFAEN  F2R CAERPLERNE.

d ®&F—&%.
4 FBULAEREEEL , MREHE LEHE Agent (RERR) WERMEEE,
5 R—TREREBRR., EFEE U, RRCTHRNRERER,

£ Windows i EEA UAC B#ES £ | Agent (RERER) ERRERMSE L RHENWERESRE.
ERAEARE SRR EEEREER R EBNERRINVRE/CERENRBEERTH. REERER
AESIEED , FULURREBEEIREERTREREENZERE,

Windows i B3 EBEXA UAC RyHEES
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AZEERUATRERYY. ELAFHRENT.

a fc:\VMware\UCP\downloads BITREREF.

b #Iff $SYSTEMDRIVES\VMware\UCP\downloads,

c MEEEERFAR cmd.

d #4T cmd /c uaf-bootstrap-launcher.bat > uaf bootstrap.log 2>&l we,
e #® uaf bootstrap.log BEER.

f EREEXEERIIEBNABBRARBN LREERBERTH , B2 Agent (RERN) 2%
HYARRE .

BRESR
feunEEgERERN ENRK.
NMFEEARBERZERERANEN , F2HABKREZEAERN,

ZE Linux PELEAESHRE/MRLZREAERN
BULERESHEERMES ERRIBRTRAERRX.,

BRRM

1R % Bh7E vRealize Operations Manager ARHE A,
BREETHAELERGE, NEFAER  F2RLERNL.
BRBEBEEFTUEERESE LER.
BRAEAEREBETRERRNFEVER.

BREE P BERRKRE , BR vCenter Server MM —E ., MR E vCenter Server H EX12#Y E R4
BRR—AEGHE 1P, BIESBEEETRTRERERERE,

BRERKEZFTEBH vCenter Server BEREZEWIRS ., vCenter Server BB E R Proxy HE,
R IHE AT ZH vRealize Operations Manager FRYEEZIE 443,

R 5Z vRealize Operations Manager fEF & EH U TR :

» FTEHEAMEE. EA AP

n  HR AP B EEUFE

n EEEARKEE

. BEEAERER

. TEITHRBER

BRI RXE IPv4,
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BF
1

BALERE/MBREZERERANERKR K RERER Proxy WTIETHECIESH
https://<CloudProxy>/downloads/salt/download.sh,

BT TIHP—EES

wget —--no-check-certificate https://<CloudProxy>/downloads/salt/download.sh
curl -k “https://<CloudProxy>/downloads/salt/download.sh” --output download.sh

B EEMNEBSHIEEMNET , $HY <CloudProxy> EARBMWER Proxy IP {fit/FQDN,
BITTHGRS , FESHRATRT -

chmod +x download.sh
BERTESHBAZR/BRLEREREN , BRTTIES

./download.sh -o <operation> -v <vrops ip or fgdn> -u <vrops user> -p <vrops_ password> [-
d download tmp dir]

Description of arguments:

operation - Bootstrap operation. values: install, uninstall.

vrops_ip or fgdn - IP/FQDN of vRealize Operations Manager. This can be the address of any
vRealize Operations Manager node or VIP of vRealize Operations Manager.

vrops_user - VRealize Operations Manager user. The user should have enough permissions.
vrops_password - Password of vRealize Operations Manager.

download tmp dir - Temporary directory to download agent related bits. It's an optional

parameter. Default value: current directory.

EERARBEAME , FHE uvuaf-bootstrap-results I

MRELSWHY , AIETH—RQE 5-10 7ENBERREZ  IEENEERERXRSIREIHR
ERARE,

i ESEAEBLESHE  TXERAKNA 20 WERABERARE.

7 Windows ¥ & LERESHBRE/MREERERSX
B ERESREERMS FRRRERN,

MERS

BRIFEE vRealize Operations Manager A f.
BREETHAELERY. NEFAER , F2RALERNL.
BRBBEEHTUEERBELER.
BREAERBETHER RO FEER.

4R Windows PowerShell £ 4.0 SRE TR

BIREE 1P BIEERE , BHR vCenter Server yME—{E, WMRTE vCenter Server FES1E Y E i
BRR—-aEGHE IP, BIESHBEEBTRTRAERERERE,
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n BREBRMEZFTEH vCenter Server BREZWIRF . vCenter Server A E iR Proxy HE.
s RIBE A FE vRealize Operations Manager FRYEEIE 443,
m TR vRealize Operations Manager & BB U TRER :

FrEEH &R, BA AP
R AP HEEVFE
EEEAEIER

RRED R A R B8
TRUTHRBEF

s BRIRXZE IPV4,

BF

1 BALERE/BRIEREERIANERKSE  RBRER Proxy WTIINETHEFIESH :
https://<CloudProxy>/downloads/salt/download.psl

BT TIHEP—EES

Invoke-WebRequest "https://<CloudProxy>/downloads/salt/download.psl" -OutFile download.psl

wget --no-check-certificate https://<CloudProxy>/downloads/salt/download.psl

HE EEMNESTEEMNET , #¥ <CloudProxy> #AHEEHEN Proxy IP fit/FQDN,
2 EFEFTESHBUZE/MBRZERERN , BRTTIES :

powershell -file .\download.psl -o <operation> -v <vrops ip or fgdn> -u <vrops user> -p

<vrops_password> [-d download tmp dir]

Description of arguments:

operation - Bootstrap operation. values: install, uninstall.

vrops ip or fgdn - IP/FQDN of vRealize Operations Manager. This can be the address of any
vRealize Operations Manager node or VIP of vRealize Operations Manager.

vrops_user - vRealize Operations Manager user. The user should have enough permissions.
vrops_password - Password of vRealize Operations Manager.

download tmp dir - Temporary directory to download agent related bits. It is an optional

parameter. Default value: current directory.

EERARBEAME , FHE uaf-bootstrap-results BR,

MRESHAY , AETH—RYE 5-10 7ENPRERERE  DEENEERERARIBEBRTIHR

#EE ELEAEDLESHE  TXERAKNEG 20 WERAEBERARE.

B e AR A2 = R3S
FEREZARERSS TRTHERARARY K RERERARL AL B RERERPREINMENX.
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BEZEREBRENE  TUBRANMNESUEEEARRE., SHUEHFMESEEZNIMNIER,

HEFRY

s NRMMHEBABAZSEREERMB LNERNVE Bl SSL EENAFRER) , BEENUEBEAER
BEEREIER , LU arcuser REFEUELEE,

B mRIMHEXEREREERE  FENMHEXBAYBREMY arcuser IELIEE Z2BRVEN
MR,

» ABEPidERREXZBSZHRMAGEIERE  Pid BRN Linux BFRAZTSEER.
MEEARRERY

EEEERARARYE K BATATISR

1 BEFFHARE > EEARRARSIRE.

ENCRENERANERBER.

ENEERBETR , BRTHAXERTEIRERRE.

REE <service name> RERAHZE LSRN A ERMAEARIRYE.
B-TEERPHTEERUFESERARXRENTER.

B— T B P H M ERE R SAM BRIE AR X REHHITERE.

BALHFENSERTEENFAER  REZE-THE. ERsEERRANARFAER K &2
RREXENERARZRSE.

MBE—F THREBERINEY/CRENBHEER/THIHRET ZEARARBOMREFAESR | F
SREEAERARSIERPHHEMERPN [ERERE] RE.

BERECEAERCFAFEATIERET : "[1() O, .<> 2:1]/~0#53 %~ _ +=

ERERBBFETUFEATSERX ('oBvaME 11, 'DBNAME 2', 'DBNAME 3'] , HFF DBNAME_1,
DBNAME_2, DBNAME_3 R8EE5I5 * M -,

N oo oo b owN

B BN EEREERE  SERERELER.

EREXTA%E

ERARABRBEAR  SERSERARXTAMER  YRETNEARXRBESTEHERKES LHTE
REHMA. 1 RTEABRAREEEERMRLIT , o RFEABRARBEHEMN. LESERNE JAVA
FERRKXBBUMI A ENEAZRE.

ARERRENER , F2REABAENRE.

REXZENERERNRS
vRealize Operations Manager XEZ+=HEAERR®E. LEIEHIZENERARNRYE. BorERARE

ABRBEALLARENBRHAT., BoEARABRBEALLAXTRENELER. REANFTR , R
mEREEHR.

Active Directory

vRealize Operations Manager X Active Directory,
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1!
BREHE

ERF MQ

vRealize Operations Manager X1& ActiveMQ,

B9
BREHE

Al AREY URL
FEAERRE
oA

RERE

Apache HTTPD

vRealize Operations Manager X Apache HTTPD.

%!
BraR

AMEEEE URL

EREER

R
SSL CA
SSL B
SSL &8

BB SSL R

Cassandra B8 &E

vRealize Operations Manager % & Cassandra E¥l&E,

VMware, Inc.

M 2

Ho

M 2
=

=]
=

il

il

o

MR ?
=

=
=

o

|

o

|

3,
BrERERABTEERNEME.

3

BrEARARTEENERE.
http://localhost:8161

Active MQ WEERE BT, #H : admin
B

W EERAP MQ N RHER,
&5l
B Linux EEHES : /opt/apache-

activemg

¥R Windows E##ES : C: \apache-

activemg-5.15.2

23,
BRERERXHTERNEE.

http://localhost/server-status?auto

Apache HTTPD BRIEHERAE R,
#fl : root

R

W BE B9 SSL CA R

iR LR SSL BEERER
B LM SSL £MERERE,

A SSL, BERBHEAETIMERE. 78
8 : True/False,
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£8 M 2 3,

BTREB = EARXHTERNETRER.

THERE = BERERERR.

URL B http://localhost:8778
Hyper-V

vRealize Operations Manager & Hyper-V,

8 M 2 53,
BRAE = EREXRENEREE.
Java

vRealize Operations Manager X1 Java.

£8 2 53

BRERE = BREARIHITEEBNERE.

H¥% URL p=3 http://localhost:8080

RHEER = i Java MREREKE, &6 - Linux

EEHEE - /Jopt/vmware/ucp ;
Windows EHH#ES | C:\VMware\UCP

SSL CA & BB LR SSL CA BERERE.
SSL BE B imBh LY SSL BEERER,
SSL &8 = 2 LR SSL SMERER,
B&iB SSL BR:% & fEF SSL, [BRBHEAIREMERE. &
H : True/False,
JBoss

vRealize Operations Manager X #& JBoss.

% wE? 3.2

BRER = BErERARXATERNERE.
E¥ URL = http://localhost:8080
RHERE 2 B L Jboss RFERKE,
SSL CA & B L #Y SSL CA R,
SSL B & B LR SSLBBEREE,

VMware, Inc. 235


http://localhost:8778

Ll

£8 B 2
SSL &8 =
BEB SSL BRE =
MongoDB

vRealize Operations Manager x# MongoDB.,

=8 B ?
BRER =
iR P
THEE B
ERESR =
R B
SSLCA A
SSL B# S
SSL &8 =
BB SSL B =

MS Exchange

vRealize Operations Manager X MS Exchange.,

HE nH?
BraR =
MS IS

vRealize Operations Manager & MS IS,

BH BH?
BREH =
MS SQL

vRealize Operations Manager X MS SQL,

VMware, Inc.

=33
B SSL SMEREKRE.

fEf SSL, (BRBEEAETHERE, |
9 : True/False,

3

BREARABTERNEE,

#1T MongoDB WE IR, gl : 27017
MongoDB FRISHEAEHETE.
MongoDB MIfEA&ERTE. 4l : Root
i

IHE ER SSL CA RBREE,

i B B SSL BB EREE,

B LA SSL £MERER,

R SSL , (BRSBEEALEE T HERE. T8
8 : True/False,

23,
BRERERSTERNEME.

23, 2
BrEARARTEENEE.
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=t BH? R
BrEE = BrEARARTEERNERE.
BiTER P MS SQL fBRZRHBITEE SR
e S BT MS SQL WERIE . #f) : 1433
THERE = MS SQL RIGHZEAEHERE.
EREER = MS SQL KfEAEEE. #H : Root
Hi = Hi
MySQL
vRealize Operations Manager & MySQL.
BB B2 3
BREB =3 BrREARARTERNEE,
iR = BT MySQL WERIR . g4l : 3306
ERERRE P MySQL BRISHERE B, &6l . Root
password = =i
SSL CA & un B FHY SSL CA EREER
SSL B# & WBh LR SSL BEERBE
SSL &8 & i B LY SSL S£MERIRE,
THER = MySQL lREHZEATHERE
BENE & EEENERNERE CIEHIRE). S8
EERNERNESBAAUESIRER
BERERSEIGEH SR, Flm
'databasel’,'database2’,'database3’,
TLS B4 & AFFHES true, false M skip-verify,
NTPD

vRealize Operations Manager & NTPD.,

B @l ? E23
BATREE 2 AREARRSTEENERE,
Oracle BHE

vRealize Operations Manager 1% Oracle B E.
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£ B2 i

BTER z2 ERRXHTERNETEE.
OracleDB ERE & 2 Oracle ERIEHTERNEAEER.
OracleDB Z1§ 2 Oracle EX|EHITERHNZT.
OracleDB SID = Oracle R EHITERA SID.

Pivotal Server

vRealize Operations Manager %1% Pivotal falfR&S.

=28 wE 2 3.3
BERER = BEREARRATERNERE,
H¥ URL = http://localhost:8080
RERT = 2 E Pivotal fAMRARH ZEHE,
SSL CA & BB R SSL CA BRBE,
SSL B & IHE ER SSL BB RREE,
SSL &8 & BB LR SSL SIREERT,
B&3B SSL A & 6/ SSL , [BmBEARETHERE. A
5 : True/False,
Postgres

vRealize Operations Manager 18 Postgres.,

EZ28 2 AR

el = AREREXBTEENETE.

EiEiEe p= 1T PostgreSQL KyEEER &4
5432

ERERRE 2 PostgreSQL BRIEWERE R, &H :
Root

oo = oo

SSL E#R S AFFWIES disable. verify-ca. verify-
full,

SSL CA & B FHY SSL CA HEERE

SSL B = I R SSL BRI RERERE

SSL £148 = w2 LM SSL SMBEREE,

B&iB SSL By & A SSL, BMBHEAETIMERE. 7

Hj - true/false.
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1! BH? 3,

EHEHE & PostgreSQL IRISHVEA EHE M.
HRERE & BRERRBZESNERE.

anE & EERNERERE GERSR). 88

EEENEREERBIESAMNEES
% BENEAFEUEHRSR , i
'databasel’,'database?2','database3’,

R ERE = FTEEEENENELE CUZEHPR).
FTEEEENZEERES BRI & 4N
LESIS , EERERFELERSE
filzn

'databasel’,'database?2','database3’,

RabbitMQ

vRealize Operations Manager X1 RabbitMQ,

=28 =g EEfR
BEREE 2 BErEARIRITEENERE,
EEIMIEN URL 2 http://localhost:15672

FEREER = RabbitMQ KIEAEATE. il : Guest

A & A

SSL CA = B EHY SSL CA RBREKE,

SSL B = e B SSL BEERRE,

SSL &8 a B ER) SSL S RRE,

BB SSL B & A SSL, BRBHELETIMERE. 7
i : True/False,

GRS a H{@ RabbitMQ BRI EH R B AR E
InEESIS , BEEAGEUERS R,
B RSB E XA EIEE. fln
['rabbit@nodel’,'rabbit@node2’,..... 1

Riak

vRealize Operations Manager X 1& Riak,

=28 2 EEfR

BEREE 2 BArEARIRITEENERE,

A AREE URL = http://localhost:8098
Sharepoint
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vRealize Operations Manager X1 Sharepoint,

=28 =g 53
BARAEE = ARERAEXMTEENEE.
Tomcat

vRealize Operations Manager X Tomcat.

% BE? 233
BRER = BErERARXATERNERE.
E¥ URL = http://localhost:8080
TRER = i3 E Tomcat FIRERRE,
SSL CA = W B L #Y SSL CA R,
SSL BE = mE LR SSL BREERERE,
SSL £48 & i3 EM SSL £MBREL,
B3R SSL B ¥ & fER SSL, (ERBHEAETHERE. &
H . True/False,
Weblogic

vRealize Operations Manager %1& Weblogic,

-t BE? 233
BERER b= EREARXNTERNERE,
E% URL = http://localhost:7001
RERE P 2 - WebLogic &R #HE,
FREARE = WebLogic BIfEREEE. &6l : admin
R = R
SSL CA = i B EH SSL CA BRI,
SSL BE A ImBh LY SSL BEERER,
SSL £ = B LR SSL SMERER,
B&iB SSL BRE & fEF SSL, (BB EMERE. &
H : True/False,
Websphere

vRealize Operations Manager X Websphere,
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2% wE 3.3

BERER = BEREARRATERNERE,

IBM Websphere fAlf#&§ URL P &4l : http://localhost:9081
Websphere ##& Token = EEEY Token , FEBUATER :

m  HifE https://
www.base64encode.org,

B BANTIRXEENEAENE
% : user:password

m BT [(RES] &,

m EHELH Base64 FEFHE, &

gil.:2ZWZyb2500ndhdimcm9u
dA==
Bintes
HTTP BinRE
vRealize Operations Manager X% HTTP,
29 BE? 233
BETER = BRBERTEENETER.
URL = http://localhost
Tk P GET/POST/PUT
Proxy & Proxy URL : http://localhost
Bl 8 g B BERNAR UBREN). Flm: 10,
BHEHREE & True/False (& #EMABREREH @), H
o, true/false (FTE/ME).
2D & HTTP ERAX.
(G f& 7 &5 L 3 & BRI FFER Regex FE .
SSL CA & B E#Y SSL CA REEE.
SSL B# & B EH SSLBRREREE.
SSL &8 & B LM SSL SMEREE,
BB E M SEALBR Y & 5/ SSL , [BmBMEARETMERE. A

8 : True/False,

ICMP EixE

vRealize Operations Manager X ICMP,,
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=t BH? R
BrEE = EnREHTERNEREE.
FQDN/IP = BEEHBNERERE, &85
example.org
B & SEMBREEN Ping HE#. Him: 1.
Ping & & Ping HEZENEFRE UV AE
{), %l :10.0,
R FEEHEGITRIN N,
palliS2 & Ping BEIFEEIRF N SEE AV ARE
). iz :10.0,
o FEEHESTRINDEL,
AR & # Ping MR (AW BEM). #lw : 30,
STE & 3% Ping BT E S AHRIR
TCP EiRRE

vRealize Operations Manager 1% TCP.

£8 2 £33
et 3 BRiEMERTEENEREE.
{rk = <hostname>:port

i = BENFTREERE TCP, THURER
BHNEAFS,
FEH) & BENFTHREHRE TCP, BAIURES
BONEAFS,
BRF = TCP fAfREZELBAF. 5120 : 10,
EEUE A = TCP fAIBREE @ FERIRS ., Hl0 : 10,
UDP EBiniE
vRealize Operations Manager & UDP.,
=28 =g 53
BARAE = BnMERTEENEREE,
{r ik = <hostname>:port
B = EENFREEXZE UDP,
FEH) = BENFHREHRE UDP,
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£1 2 3.
BIEE & UDP fAIBRESE&FEAF. 40 - 10,
EEUE A = UDP fAIBRES B fERIES . 70 : 10,

REXEN VeloCloud BRIE

vRealize Operations Manager X /\{@ VeloCloud ERRRX KK . LEIHTENERARRLE., o
EARXBRESEELARENRIARET. BrEARIXBRESELYXELTRENALER. RERR
%, ZAEgWEESR,

VeloCloud Orchestrator

vRealize Operations Manager & VeloCloud Orchestrator T % iR# .
m  VeloCloud Orchestrator

= Nginx

Bt AKEKE ngnix IR IMEER | BETE url http://127.0.0.1/nginx_status PEAEZ
ik,

m  Clickhouse

s RREFRBEAIGE
= MySQL

= Redis

s Java ERER

B HITRREE A VeloCloud Orchestrator BRI R EE R Java ERRER , BESKEAZKE ,
AAERMTEE Java BEAREN.

FKPIEE VeloCloud Orchestrator RESIZ T 5BRTS . $tHEERYE , RMPSERARETIRERENE

= .

n BiF
CENEE D
s &

VeloCloud Orchestrator A& ¥ .

8 2 R
FEp = VeloCloud Orchestrator #1471 8% i 78
A,
Nginx

vRealize Operations Manager X1 Nginx,
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1!
BREHE

MEEEE URL
SSL CA
SSL B

SSL &8

BB SSL EgE .,

ClickHouse

vRealize Operations Manager X1& ClickHouse,

B9
BREHE

Al AREY URL
FEAERRE

e

NTPD

vRealize Operations Manager X NTPD,

B9
BREH

MySQL

vRealize Operations Manager X# MySQL,

M 2

Ho

o

iy

o

o

iy

M 2

=]
=

Ho

|

M 2

=
=

R
BrEARARTEERNERE.
http://127.0.0.1/nginx_status
B LM SSL cA BRBE.
iR LAY SSL BEERER,

W ER) SSL SMERERE,

B SSL, [EMBRARTIMER. B

# : True/False,

3.3
BEREARATERNERE,
http://127.0.0.1:8123
ClickHouse BRI EAE LR,

e

3,
BrERERABTEERNEME.

HERMA MySQL SMHREAIHEEEE |, F20 VMware XEHAREFHXE (A MR KRR

MySQL B telegraf £ & ZFH LB (81153) ) .

{8 FE R 4R 5% 3306 RETT MySQL M Telegraf BH , WRAAMIER,

!
BREH

iR
EREER

password

VMware, Inc.

MR 2
=

=
=

Ho

il

£33
BrEREAMTEERNEE.

T MySQL KIEZE, il : 3306

MySQL RIS EREERE. 6l : Root

B
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Ll

£8 g 3.

SSL CA = 2 FHY SSL CA HEERE

SSL B = ImE R SSL BRI RERERE

SSL £148 = w2 LM SSL SMBEREE,

FHEE &® MySQL RRIEHBAEHEE

ERE = EEENENERE CLERSR). S8
EERNERNERBI AN EAES RIE
1=, BEREAGELUEE SR,
'databasel’,'database?2','database3’,

TLS E4 = AEZHES true. false # skip-
verify,

Redis
vRealize Operations Manager X1& Redis.

£18 e £id: 3

ATREE = ArEARXRTERNERE.

Redis URL = servers = ["tcp://localhost:6379"]

SSL CA = Z2BENHEBBRERE.

SSL BiE = ZEENRERE.

SSL ©48 = Z2BEARELR

BZi® SSL BRF¥. &® Bkid SSL BREE.

VeloCloud &

vRealize Operations Manager % VeloCloud BEM LT RS

n  FEREBBEMBE

= VeloCloud B

HEMEHE VeloCloud MEH , BEETIRERF. $SHHEEEF , RMSETRTEFRENEE.
= bgpd

m  watchquagga

= gwd
= mgd
= natd
m  ssh

. VC procmon
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= vcsyscmd

VeloCloud FEFHER

Z8 e EEfR
BARAE VeloCloud BE#ITEENERERE,

Ho

NTPD

vRealize Operations Manager X NTPD,

%8 W ? s34
BREW 2 BREARANTERNEE.
EAEXRENELEER

EEE telegraf Agent ((RERN) WERLEARXBRENER K SXEERBERBSPETER, &
TEEERZE , Agent RERER) B2HRKREEE. EH47E SSH ZHREEHE Agent (REERX) k&
AR RE RS 0 FT1E R AR ES

Apache HTTPD

& /etc/httpd/conf.modules.d/status.conf R A AR  YEE HTTPD HMEERK
mod_status , BREERREHREEE.

<IfModule mod_status.c>

<Location /server-status>
SetHandler server-status

</Location>

ExtendedStatus On

</IfModule>

MBRBARE  BLRRY —EARE. EEB3AREZR  ERATISSTENRE HTTPD R

systemctl restart httpd

Java JMEER

EEEE Java EARK |, B L Jolokia IMEERNHEBA WAR BRI JARER, EHB WARE
R, BEENRERE.

EHE JARER , MAREREY Java BFH IMX SIHHESE JAR TBERRER , AEEHNRBZER
BB,

Nginx
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BELUTH#ITHIEE /ete/nginx/nginx. conf AHVAARERE -

http {
server {
location /status {
stub_status on;
access_log off;
allow all;
}

FERATI S EHNRE Nginx IR :

systemctl restart nginx

Postgres

' /var/lib/pgsql/data/pg hba.conf BIAHRERE S | 3% 1ocal all postgres peer NESEA
local all postgres md5 WEATIGSERRBRY :

sudo service postgresqgl restart

Cassandra B &

EEER Cassandra EREEARR , MAH A Jolokia jar #65 Cassandra EXEEARRHN JVM &
Ao TRTHILSER -

1 {8 /etc/default/cassandra,

echo "export JVM EXTRA OPTS=\"-javaagent:/usr/share/java/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=localhost\"" | sudo tee -a /etc/default/cassandra

2 HE, BUALMEN cassandra-env.sh UBARERER ., £ cassandra-env.sh WERHHAT
54T -

JVM_OPTS="$JVM OPTS -javaagent:/usr/share/java/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=1localhost"

EEF VM BAR , EXME Cassandra BR#%.
Oracle EHE
HEEE Oracle BERIE , A T HIZER
1 RTICETHHITERAFWERE : https://www.oracle.com/database/

technologies/instant-client/downloads.html,

EAATE Oracle HITERBEXNEILHRA PATH 2/,

VMware, Inc. 247



Ll

2 BVFERE,

CREATE USER <UserName> IDENTIFIED BY <yourpassword>;
GRANT select catalog role TO <UserName>;
GRANT CREATE SESSION TO <UserName>;

3  R# Python 3.6 HEHIRA

python3 -m pip install cx Oracle --upgrade

4 R TNS ADMIN HJ PATH.

flgn , TNs ADMIN HIBERELL c: \app\product\<version>\dbhome 1\NETWORK\ADMIN”,

B E|EETE Linux P& L& Oracle ERE.,

Active MQ 5.16 R E B4
EERA Active MQ 5.16 REBRA , R NS R -

m EBEZF /opt/activemg/apache-activemg-5.16.0/webapps/api/WEB-INF/classes/

jolokia-access.xml
n BRIEBTILT:

<cors>
<strict-checking/>

</cors>

s EFEE Active MQ BRFE.
MS SQL
FERERFSLEEE T IR |, A8 Telegraf E5#E MS SQL EARER,

USE master;

GO

CREATE LOGIN [telegraf] WITH PASSWORD = N'mystrongpassword';
GO

GRANT VIEW SERVER STATE TO [telegraf];

GO

GRANT VIEW ANY DEFINITION TO [telegraf];

GO

EERERARSIERFHNEMERE

REEW Proxy Ml vCenter Server EmiRFY ZHREBRERN 2% , IUREERERARCIEZBEEE
BHEEFNRERR. STURECHERZNE Proxy B vCenter Server RAIANE R AL, EHANE
& ZBOUNEERKESRLERE. F. ENEARTZERERS. SHUURERLERZMZENSER
RN ENRE.
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LERRERANNVE

FEEEAERANERARERRYE  FEYREXRTENEE  REARECERTENFMABE. TEERKT
BE-TEERERRRIITRR.

X 4-28. ®1E

2E A

ZEE BRAEEAZEEMENERKS . BENCEZEREEANERKS K RER-TR
S£ER, MBEFHMAEN , FSEREAENNEREREBER,

fRBRZ 5 BRZHEAEERR, BENSEERRTENREREINERKESE  RER-THRERRER
T, WMEFHMAEH  F2ERRTERERER.

B EHERAERR, BENEEEENRERXNERKSE A2 R-—TEMER. BF
Agent (RERER) 2% , LRXEERESEFARTAEMRI.

Eap MNRBEHEEE 1E [ vRealize Operations Manager EXEE | T LAE A S EZRERK
BEARNRENERKE,

=1k EHEEYR | B LERELEM vRealize Operations Manager X EARR RS E
B ERSEZEEIRERXNERKE K RAER-—TELER.

EERE ERERXMRENERESE L  SUUARENRARRINERARNRE. BRESEE
ARAWARFAER K F2EREXENERARRE.

[BERE] > [(BRRE] AEERRAM ICMP BZE, UDP & . TCP REM HTTP REZFERBE.,

EERH > B5E Windows R AR EIRE Windows ERIMES FMTHEMRE. MEFHMEN , FSHEE
Windows BR#.

EERY > EREXRGRER AEAEIRE Linux ERES EHTHNEMRE. OFHAEN , F2EEE Lnux B
Fo

[(BERE] > (BRI ESE AHLEERRBIRITETESE , YRETKEEEEEREANETER. WEF
WMEF , FSEETESE.

BRFEMER BTRFTRERMENEERSIER.

2 IENREE REERMSENEE. BITHEERS. FRIANVEARIRE , AREE#INERR
RESRERIRERIMES

BHTLREREFRRE  REBENFAER.
& 4-29. ERIgREE

B #e
ERREEE EREERNEME,
(AT RETERER ENERRESR,
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& 4-29. ERURERE (H)

BR Ll
BRI RB/ S REN RS EERESR ERRIN T EEARXREEE.
n EARABRBZTAERANKRTEARARECKA K BENRERE
R,

EREENEARARBEAL—@E , BEET—@ECKD , BEMKNE
ARARBARKEES , AZBBNERARXRBNERTALH.

n EARABRBIEEERY  RRTAERAFTEENHRA. L4AE
HRAERARAERYE. ARENRBANFAES  F2ERBERR
HIRHE .

B ZBEEFHERT Agent (REER) EFLE,

n ERARABRBEEEZeETR , R ERAERARIRE.
NREBALTENERE , CEEFYIEA=EKPENECET. B
TRSUNGEBEEHFMAEN. TIHUELSRRES .

n BEEARKBBENWARSIRRT. BERBERSREEN
THHEEERE,

n HEBEEARNRE  FR-TEERERRRIIFRFNME
THAEREE, SEEBEERERNECERL , URRE

HHE.
n NREARXBRBOFAIRBA  ETEERARRBEETE R
BEER/R.

m HREREE LA Windows R , £ FEREER.
m HRERERLBAN Linux BF , ZEEIEBFER.
n BHESBARARARARE 2R ZASETEERE  ERE

B ERBAILE.,
B-TReNH  UHSEZEARXRENHEER.
RERAME AR LR AERME,

n EeETR. RIRERXALREZE.

n FEETR. RIRERIXEEHT.

n ABET. RRRERXEFL.

B RH. BRERBEHS  BEEEEFRDZIEEN.
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& 4-29. ERURERE (H)

2 W
ST o
T
M
==
o
IO
S8

ERMMEE, LT RATREHE ¢
S
REMD
RERH
EEZRE
RRED A Zh

R ED & K
IEFERE
fE1E R Zh
FIE KB
EHELE
B
S

B EEEITH
FRERZE AT
FRERZ KRB
IEFERBRZ %
TEAD

EEEER R EREBENERRE, UTRTHENE
n EFRRER
n CEEAER

\
[

ARC BIEEfE AR vRealize Application Remote Collector Z #11TEEEHY
FQDN,

REBRIARA EREESE FRERSRAE. IREFRSETEEN , NSRRI,

vCenter £ BRI ERFTEN vCenter NEFHITEENERE,

HREEAERENX , BRETISRAT
1 BZRAEREN,
MFHAEN , F2E RERAENERERERN,
2 EESECEEX LNERARXRSE.
MEFAEN  FEEREERARARS.
3 FIEXHEBELHEEE ENRERN,
4 BREEAEREN.
MEFHMEN , F2R #RZECEERN,
5 EHBEMRAERR.

BRIESTH
BUNEERBBFIATEIESE  YRETEEECEEREANBTER.
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DR

» BEAENESHRTHRIEESHB4CRARHE—BYE. IRAETRE-EYE , £AEMHR
BRERER.

n BFESHEMER Telegraf M exec IMIEREERBBNELZRF LATIESH. ESHHEEER
BERET Telegraf REEBRXNEAERIT. £ Linux EXELT  ZASEY—EEEEBEERA
A A arcuser WIFHRERE , MERHE Telegraf RERN ., HIt , exec IMIERNEFEHZ arcuser
FERAERPITIESH. BIR arcuser AIAHITHEA BRI ESHBNIESH (arcuser XABTMITZIESTH
MIRERR). Bltn , REN Proxy BEIR YK arcuser REBHITRHIFE /root B THIESTHENE
PR .

n EBLHBYUERERE /opt/vmware ERIRA,

B E L

ARG A BRIESHRAT,

BREB RAESHHLESNERE. - REXFR , TEESBHERM.
EREE BAERMERBSE LA ESHERNERE,

BB PERFEWATER.

518 PIHESTEHAEI B,

il EEFEIE LRAESHITAR,

HERFESHEZ  CEHREATESRYBEARNEEE P, SEMEAMBREST  BR-TEE
BEAHFERMERZE. EHEARFESHRER  #EERERARSIER > CHER/RENBRBEERT
b, CERIETESHRER. EOETESHRER , UARRESHEERELRE,

#

n HBHFIESHBYEL ERROR|<Error message> WRXBEIFAEHR , HREBE T EENR. WRESH
FEEERABESER | Bl vRealize Operations Manager @ AEN TP ERIERAS
Unable to parse the error message. Please check the endpoint, ERHREIRE
# , EZIE R Proxy B THRYNERAEAL.

m Bash i8S MBS B shebang (#!/bin/bash) BIEE,

[FREER] R5IEH

RINKEERE R EREEREZESIZEET K BESHHRAERKSENERETEER. ESEEER
ERABESENYGTEYL , EESAERKBNENE—UH. ERERESBINIEEERSAN
BEEITESBYHGT  BZYHEELERINFEETIESE. ZUURRIESEEENAY . ESEE
RBRTHEEEBECAEEELESBALKEENERERE. fin, NRZEEREBRES
Python 154 , AIRAEETYE A Python ESHBNEE WRERIKWEER),

EL % Windows RS

EERMSE T RERERNE  TUEEREERKSE TN ERAEHBET Windows R
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REBREBERIAZSIERTD , H—TEHRKE > B Windows BRI , UEEEREEEE LA Windows R
%, REBREBRAEEARD | IR EEEEMN Windows BRI

& 4-30. MITEBREMHERER

By L

(¥ 48] R4k 5 P T R SR T #7398 Windows FRE .

(MBR] 2R 55 I M BR 42 48 "I MIBR Windows AR5 .

REE BUA¥ Windows BRISHIESEE

BTER & Windows [RHIEBENEE. THFTER , FEES
WA <. " > .

MR BABEEEN Windows IR AT .

BERE , #& Windows IREHEEEEREBMAHZE LRV EEHES . HFEHYHMER Windows AR
¥, FRE-TEERTHMEIMERRE. FEIREF Windows lREE , #t [EERERER] RIIER >
RRIVBRE/ERENBBERTH , SEIRBER. KHEEBEREER L5 TRE Windows IR
REMEHFE.

[EE] R|ER

B EERE |, T Windows RBERERKBNERETRE. EERRESE  FREERER
RNESIERF , BERNETFHEAEN > ERRS|IFER. Windows RBHEEKEERS services BPHT
BY  ERESEERMRNENE—MHF.

EEE Linux B F
EEEKSRE TZEREERE  TUEEREERKS ERTHWEREEHER Linux BF,

REBRERIXRSIERD , B—TEEERY > EREXRARSF , UERERME LN Linux BF. #
EERFREABESRD  TUEIREZEEZN Linux BF.

*® 4-31. HTEEREMEMEER

215 L]

[F7i8] & ERF IR THE Linux BF.

[MHIBR] #=&h & FAMBRIZER AT MIBR Linux 225,

AR & BRASER Linux BFRVESE,

BRERE ST EEEMN Linux BFFTEEENERE. THFZTEN, T
BEEBPER <. . > |,

ikl RTHANIIEERT , BINAHATEEE . Regex XN Pid 1§
REAGRSBZER,

EFEERE EFRBEETUREFTHTERE . Regex X pid BRE
IR,

RERE , § Lnux BEFHEZEERFBAYHESRNEEHET . SEMEIMER Linux BF , FR—
TEBERPHIMIGRMBRIZR ., FIZIHEF Linux BFE |, & [BFERERRX] RIIERE > KRB R/
ERENBBELTH A SFIEFER. SEEBEZRFER LS TRE Linux BFRERENEE,
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[EE] R|ER

BRWREERE , T Linux BREAERBSNEERETRE. EERGEE  ARHEERERRE
SIEES , BENEARSFHAEE > ERRSIER. Lnux BFNEESERSB Processes WYHTEN
EREEERMSHENE— UK.

EREARARN RS

BRILMERERRXRYE , UEILERIEAEEEXERZE vRealize Operations Manager K ERARE R R,

HEEG
s NREFEAMNMEXNZSERHERBSE TEAERNNE Bl SSL EENAFRER) , BRAVEE
EEEENERER , LUt arcuser FEELER.

e WRIMBENEREREENRE , FENMEXBABERERM arcuser IERIEE ZERVEN
RER.

FRERRXERE

EEERMER | LUEIEEE S E B{E X 2] vRealize Operations Manager WERRBRRRIE , FxK T
SIS

1 BEZHMAAE > EEARERARIIER.

2 ENERRAEEXNERBKEE.

3 ENEER¥ET  BRTHADERTEZIBRBEEE.

4 HRE® <service name> REBAHZ S RN AEREREARIRYE.
5 BR-TRE.

FIERERAN  SREIRANEANEN. NRERKECHEMERNTERER Proxy WER , &
ERRESMAMER,

NERAERARXRENMERER  F2E RBERARXRSE.
mrREEAERN
B ARNERRZRRNERNEREMES.

BRI

m  E% Proxy. VvRealize Operations Manager, ESX E#LL K Windows # Linux B EZEE#ES 2
MEETREERS |, FeeETT2BA.

n FEXBEEER, TeeEERME L LR REREKX, & vRealize Operations Manager FERE T
vCenter N EFH vCenter Server EREIRFEEZEE T FHER : Guest operation

modifications. Guest operation program execution M Guest operation queries.
n IRFERVERG, NFFAER  F2RERAERF LEZE®A.
w IRRMERMESREARER,

= Linux FXR

% : /bin/bash, sudo, tar, awk, curl
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§1¢ : coreutils (chmod, chown, cat), shadow-utils (useradd, groupadd, userdel,

groupdel)
# /tmp BHERERZRMRATESH.
= Windows 2012 R2 &R
MAMEA Universal C MATHIBRERN RS . WEFMAENR  F2RTIES.
= Windows &R
Visual C++ RAMKEZR 14,
= VMware Tools % AELEZXERERANERE S ERERIHIT.

BF

1 REBRERARIIER , - THRRZEE R, BENSFIEEARERAEZELR.

2 ERENMAREESMSIBEDL  THTISR
a WMRGEMEERKSFIIBEAEAEAEEBAES  FRIBAKAESBNBRRE,
b MREEMEERKRLAEATRANEAELSBNERE  FENBAERMBRRRERER,
c BF-F.

3 ERMUAREEL  REEMAERKSLHEABARE  BEREMAERKS LHREATRRREM
E, MATIIFAESR

a MRENEFRUBREAE-—ERAEIRAER  FRABRANEREIBANERR,

b NRBEERUEBESEAEAESVWABNR  FTE CSV BAALMEFAER . FEAUER
SRARENEAS

c BT—%.
4 FAUEREEAEL, BREE LEREREEXNERKITEE,
5 R—THREBRZERERR. SHEE U, UBRRARERARBRTENEE.

THRBEFHREBERARCNRRINBHERSELBERZRETR , MASEARERX LY RKRRIEE
frEmAZEN R .

Windows M ERBA UAC K#eR

ABFEBNUTTRERSE. BV EFHRBRZTEMT,

a fc:\VMware\UCP\downloads HITREREF.

b #IfE $SYSTEMDRIVES\VMware\UCP\downloads.

c LEESERB cmd.

d #1T cmd /c uaf-bootstrap-launcher.bat > uaf bootstrap.log 2>&l wme.

e 1® uaf bootstrap.log BMBRER,

f EEEZAERINKERNREN LERRBERTH , BRRRERXBREZENMRE
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NMEZEREBRANEN  F2REAETAREREERX.

RE B AR IR
UL ERRRERANER#SE EREBARERE.

35
1 EEEARERRARIIEEL  BNERERERX. BEFRRIEAB RN ERKES.

2 ENEERYE  BSHTHAXERPENEEEHE. BERMNEEIEE <service name> REERY
A

AR , SHURANEARXBRBEUEREEER.

RAEARABRBHNERKE.

WARARABRENEERE. BRESERARANARFAEN  F2EREXENEARNRE.
BE—TRE A6 RRE-THA.

BHEERNWRURSERL,

NMFE - THRERRRINEY/ CRENBBERTHIER 2 ERARXRENREFAER , F
SREEAEEXARSIERPHEMERPH [ERRRE] RE.

o u »~ W

RESR

BATLATE vRealize Operations Manager B e R X RIS .

KRN ENEERGEEARXBRE2HE

&M LATE vRealize Operations Manager EEZERARABBRELRG , URERENER.
R MR vRealize Operations Manager FHEARR

EVRERTPENEE , RAAEEERTENERERAER.

RRBWIEX RGN R

BANEERERARENEZERESE LRRAINVEARIRE . REZEARXEETHNERINE
ERGHRBER K Z—TXFENRBUARRAERAME, FERE. ERLSNERREUARER
HELRRIVEEARARKEE. NFEFAEN , F2H EERERRIER PV EMESRE,

XENEERS

&2 E%E —17 vRealize Operations Manager WEEEN X BEXRFABE,
X EN R

& EE—1 vRealize Operations Manager WEE BN X BREFE,

BENEE

HYEXRG. BRAERAKRE. EHRRE. Linux BF K Windows REREEE .
EERBEE
¥ Linux A1 Windows (E¥ R GINEEE

Linux &

HBEHE Linux EXRBZRETIEER -
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£ 4-32. Linux NEE

Ei
<HiTEREE> CAEHE

<HTEE B> AR 10 FHRM
<HTIEEE SR> EF R R
<HITIEEE B> 1 B R
<HITEEE & 1> Z 8 Nice KSR
<HITIEE SR> M E R
<HITEEABRE>10 SERY
<HITEREE>IRQ KR
<EITIEEEE > (Nice KR
<HfTER &> |Soft IRQ B
<HITEEE & 78> | IS ER RS Y
<HITEE SR> RGN
<HITEEE B> 1A AR
<BTEREE>ERTERE (%)

<BTEREE I RBRERAE (%)

<BITERETE>FHE Nice £AE (%)

<BITERETE>IRQ EAE (%)
<HATERE B FE>INice EAE (%)
<HATIEREE TE>ISoft IRQ EAE (%)
<HITEREE B> BIEAE (%)
<HITEBERE> REERE (%)
<HITEEERE>-IEAEEAE (%)
CPU &1 (%)

CPU &8 15 (%)

CPU &8 5 (%)
<HITIEEERE>10 BH
<HITIEEEZRE>| WEER

<HITIEREE>| HE
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EREH

CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU &#H
CPU &%
CPU &8
W 1/0
TR 1/0

R 1/0

KPI

False

False

True

False

False

False

False

True

False

True

False

False

True

True

False

False

True

False

True

False

True

True

False

False

False

False

False

False
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R 4-32. Linux WEE ()

Ei
<HITERERE> BARH

<HTEMEES| BA
<H{TER 5 > | T A R
<H(TEM S > (R
<H(TEM B> | SRR (%)
B

Gl

SEfERH

2R
ERANES
=EIE

AR

i B, A
2fF1E
b=z
A A
WA

B

2EA

ERANES

Windows ¥ &

ERE5
B8 1/0

W% 1/0
R
R
R
ERIY
wis
i
ERIY
wis
i
BF
BF
BF

BF

¥ Windows ¥ RSERETIEE :

VMware, Inc.

KPI

False

False

False

False

False

False

False

False

True

True

True

True

False

False

False

False

False

False

False

False

True

True

True
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R 4-33. Windows WEE

Ei
HERE

B
BYTE
TR R Y B
IR

fERE R

19 BN RR AL T A

PRBEY R

FHUBEEVEA

FHEBREATIRE

FHBBRHIUTIIRE

R R
(72 PN
WA MB
RZEE
HERE
s¥HE 10

A A4
TRERY 7T AR

B RENEER
BRI TAE
BYERTHR
B Y HER
BYERE
SERDEMTA
SESHLTA
BYEBRER

B KR
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EREH

CPU
CPU
CPU
CPU
CPU
CPU
iR
{423
LS
iR
{423
LS
iR
{7423
LS
iR
{7423
e
i
ERlEt
e
i
ERlEt
e
i
ERlEt
e

BF

KPI

False

False

True

False

False

False

False

False

False

False

False

False

False

False

False

False

False

True

False

False

True

False

True

False

True

False

False
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# 4-33. Windows HEE (1)
ER

BB

¥ 10 Ry TA
S 10 EHEE
/¥ 10 EAfud
SV 10 BAEE
o4 T A R 19 5
BN
HITHH B

155 B & B R
SHRBER
BF
EEEFHIRE
SHREEY

R EERE

EREXBREES

EREH
BF

BrF
BF
BF
BrF
BF
BF
BrF
BF
ES
ES

£

gHH 23 EEARABREUREEER.

Active Directory E&

&H¥F Active Directory ERRABRBEUEEE.

7 4-34. Active Directory E&

EBEEE
BRERE % WA (%)

ENERD D BER/D
BB ERIAN
BENER

ERERT
FHEERE

ERKH

BEEER
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Al

Active Directory B E
Active Directory EHE
Active Directory & ¥ E
Active Directory DFS #5
Active Directory DFS 558
Active Directory DFSN
Active Directory DFSN

Active Directory DFSN

KPI

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

KPI

True

True

False

False

True

True

False

False
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&R 4-34. Active Directory E& (#8)

ERER
KK B EEH

BIERMN B EH
EEE#
EEE A KK
REEHAH
EEUNAER
BERMEEE
HERE
Kerberos Bt 7%
NTLM B &

B $&R7E : <InstanceName>| S EA
BEH

B #R7 : <InstanceName>| S & H
BB

B #R% : <InstanceName>| W&
EE i BR &

B R <InstanceName>| &R E Sk
REB/B

B $%BR ¥ <InstanceName>| & ¥} E @ U
RE/W

B $%BR 5 <InstanceName>|DRA 8 A
TUHRBE/D

B &2 R <InstanceName>|DRA & A Y]
He/®

B # R <InstanceName>|DRA # H i
TAAAE/D

B $%BR 5 <InstanceName>|DRA i 4
HE/®

B #2fR#<InstanceName>|DRA HE &
BB

B $%BR ¥ <InstanceName>|DRA & h
HEZERSL

B $%BR ¥ <InstanceName> [{2H#) DRA
RHERE

B 2R % <InstanceName> |DRA ESHE
SRERZh
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Active Directory DNS
Active Directory DNS
Active Directory DNS
Active Directory DNS
Active Directory DNS
Active Directory DNS
Active Directory DNS
Active Directory Z2 M2 R GG ER
Active Directory &2 M2 ARG HTER
Active Directory Z2 2 RAHHTER

Active Directory FR#%

Active Directory IR

Active Directory FR#

Active Directory PR

Active Directory FR#

Active Directory IR

Active Directory PR

Active Directory FR#

Active Directory R

Active Directory PR

Active Directory R

Active Directory FR#

Active Directory BR#§

KPI

False

False

False

False

False

True

True

True

True

True

False

False

False

False

False

False

False

False

False

False

False

False

False
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&R 4-34. Active Directory E& (#8)

ERER g5 KPI
B #MR#<InstanceName>IDS FAFIwm%E  Active Directory fR# True
HERE/B
B #% Bk ¥ <InstanceName>|DS H#:EEl  Active Directory fR# False
KRB/
B #%BR ¥ <InstanceName>|DS B ##E  Active Directory fR# True
RE/B
B #MR#<InstanceName>|DS fAfREE%E  Active Directory fR# True
HERE/B
B $&BR 5 <InstanceName>|fE A& DS Active Directory IR True
BATHE
B $2 PR : <InstanceName>|LDAP 4 Active Directory BR#§ False
AR EITE
B #%BR#% : <InstanceName>|LDAP H Active Directory IR#§ True
Bl TERER
B $%BR ¥ <InstanceName>|LDAP B3E Active Directory R False
WERE/Y
B 2R % <InstanceName>|LDAP $& Active Directory FR#% True
BE/®
B #%BR % <InstanceName>|LDAP £ 2 Active Directory FR# True
KRB/
B $%BR ¥ <InstanceName>|LDAP FZh Active Directory R False
RERE/D
B # R <InstanceName>|LDAP UDP  Active Directory fR# False
8/
B #BR¥ : <InstanceName>|Z# Active Directory FR# False
LDAP EAH
ERRATAE Active Directory False
Apache Tomcat
8% Apache Tomcat ERRRABREWEEE,
#& 4-35. Apache Tomcat
ERER |5l KPI
EEEE<InstanceName> |5t & Tomcat fal fR =S False
EEEBE<InstanceName>|ERAWRIE Tomcat fal BR &% False
B
EEEE<InstanceName> | BR & Tomcat {al B 28 False
L=V EONE-PN:CEF g Tomcat fal fR =S False
HRBAIRAWE R4 Tomcat fal BR 2% False
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& 4-35. Apache Tomcat (4&)

ERER

BB R BRI BB B
ERETERR EREETH LR
ERMEMTE A2 MRS BRI T
£

EEZEIE B W : <InstanceName>| W&
BE-€:5)

EEZE1E B W : <InstanceName>|U&E
RFRARET

JVM B ERLEERERARIERTH
s

JVM R ERR IR A R s RRE
G

JVM R BERT IR AR RARE
B’

JVM R BERTIREEAR EARE
e

JVM iR Rt R R EA R 2R
LOERIEY

JVM e R Rt R R A R W E R
e

JVM ERB I EETREBEAR BT
g

JVM iR Rt REREERARIERARE
=i

JUM BB HEFERAN UG BESE
JVM CIEBIEE : <InstanceName>|%R
IR BR TN ISR

JVM iCiBB8|EE : <InstanceName>|&R
I fE AR IR TiER
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& 4-37. PostgresSQL (4&)
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WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

KPI

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False
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& 4-55. WebSphere E& (&)

EREE %5l

BF CPU B&H WebSphere

% CPU BF WebSphere

REFHEEE WebSphere

PR A WebSphere
Java BRAEAEE

2 Java BARABRBUEESE.

& 4-56. Java EARREE

ERER
EEFEEE<InstanceName>|5H&

EEFEE<InstanceName>| A E
B

EBEEE<InstanceName> | R E
eV PNE PNV
BRIBA I BARE R AR
BB R BRI BB B

EEEE1E B W <InstanceName> | it &5t
Bt

EEZE1E B W& <InstanceName> | L E K
st

JVM R EEERE AR ER TN

ERlEY

JVM iR R ERER R DR TR

B

JVM R BERTIRE AR BEARE

8

JVM ERBERLEREAR I EARE

B
JVUM BB UM SRR ER

<InstanceName>| R IEfE & | 2R

iEEe
JVM iTiEE VM REREE

<InstanceName>| R I&fF A & | TR

B
JVM TiEE VM RERERE

<InstanceName>|RIEE A E | R ARE

8

VMware, Inc.

=]
Java EAER

Java ERAER

Java FEAEER
Java EAER
Java EARER
Java FEAEER

Java EAER

Java EARER

Java EAER

Java EAER

Java EAER

Java EAER

Java EAER

Java EAER

Java EAER

KPI

False

False

False

True

False

False

False

False

False

False

False

False

False

False

False

KPI

False

False

False

False
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X 4-56. Java EARXEE (&)

ERAE

JVM BB UVM TR RERE
<InstanceName>|RIg&FE A E|E AE
B

JVM iR UVM B EEEE
<InstanceName>|fE A E|ER A EE
B

JVM REBIUVM TEEEE
<InstanceName>|{# £ | MR IEE

JVM ZiEEIUVM RIEREE
<InstanceName>|fF F 2| &R XL EE

JVM RiEE VM B EEEE
<InstanceName>|f£ £ |E A EE

JvM iR IR R R ER R ERY
EOEREY

JVM ERBR IR RERER R MRT
=3

JVM R Rt R R EA R IR AR
e

JVM R Rt R R EARIE AT
g

JUM R M T RN BE
EERY

MITHE AT

BF CPU AR %

& CPUBAE %

AZHART %

BERBEEE

AEEHYE HTTP, ICMP, TCP M UDP Y4 ERINEEE.

HTTP E&

vRealize Operations Manager & HTTP EnRENEE,

HTTP E&
R A4-57. HTTP EE

ERER
A%

RERE

Bl FE TS

VMware, Inc.

EEl
Java EAER

Java EAER

Java EARER

Java EAER

Java EARER

Java EAER

Java EARER

Java EAER

Java EAER

Java EARER
Java FEAER
Java EAER
Java EARER
Java FEAER

Java EAER

KPI

False

False

False

KPI

False

False

False

False

False

False

False

False

False

False

True

True

False

False

False
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+R 4-57. HTTP E& (&)

EREE KPI

5] FE B P True

HRRE False
ICMP E&

vRealize Operations Manager & ICMP ¥ EHNEE

# 4-58. ICMP E&

EREE KPI

A False
F i E R R True
HEEX (%) False
BERHEEH False
BRNEHEH False
ERRE False

TCPEE

vRealize Operations Manager & TCP ¥ EAENEE.
& 4-59. TCP EE

ERER KPI

Al A False

5] e B P True

ERAEE False
UDP E&E

vRealize Operations Manager 3% UDP ¥ EHNEE

% 4-60.UDP EE

ERER KPI
AR False
(Bl fE A True
=R False

Linux BFEE
¥ Linux RISWEEE.

VMware, Inc.
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xR 4-61. Linux BFEE

EREH b3l KPI

A A E TR AT A BF False
EREIRBRERE (%) BF False
EFAEICPU A= (%) BF False
EREIRFHE BF False

Windows [RIEEE
¥ Windows BRISWEEE .

& 4-62. Windows fRSEE

EREH 3l KPI
AN ERTAY R False
FREICEBERR (%) R False
FRAEICPU EAER (%) R3S False
SRR
REEBAERARHE

EA vCenter Server FAEERAEE , RBEEXZE LYK
TEFRELERIEEERKSE TZERERERX,

Lk}
MRRBEFRERER  REEXANZEEAYN , YR RUATHERAS

vCenter NEFEAZERD THHF—HEREXER - ST, BR. EA

BRTR
1 BBMNERE vCenter NHETE.

2 1£ vRealize Operations Manager F&&E vCenter N EFH vCenter Server A EIRFE
DIRERR - EHEXBSY  EFREXEIMTNEREXREN.

HRNTP TRZ , RERAREXHK
MREH Proxy ABRFNWEREERRIERENKE , TREEREABRITRRIUNER.

&k
n REEBAZERKXN

BRER
¢ BECREARKBEBABERE b =
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¢ HITTIES , LEVEH NTP fRBREEAM KR : ntpdate time.vmware.com

EFIT ntpdate ELZH , BRELEEL ntpd BRI

wE ZEBBEENS 2EE NTP ARSHERS,

Linux in B FREREXZE KRR
BERT—AERNIERERAEE Linux B LTRRERS LK,

Bi]:)
MBERFE coy 5L RERANZRERMIBRUTHER !

EER#EE <vM 10> WREBMTREFAK , YR RERMAE : { "status":"FAILED", "data":

[ { "status":"FAILED", "message":"giﬂﬂl - 2% - FHEF <Install Username> TS mkdir BEERE
sudo TZHUE. [sudo : ¥ , BHUBEE tty FEEBIT sudol™, "stage":"0" } ], "currentstage":"0",
"totalstages":"0" }

R R
o MBI FIEER , FBER /etc/sudoers MERBEE T HIET,

1. root ALL=(ALL:ALL) ALL
2.Defaults:root !requiretty

3.Defaults:arcuser !requiretty
MAREAECHAREERN sudo , BIFTER (1), MRENHHERKRECRERBEA
requiretty , BITTLAEE (2) M (3).
HEELITHIEE /etc/sudoers (MR EKRHTIE).

o BEMR Linux B ENEMKY  FREMLA exec BHEBRIEENE /tmp TEH.

UAC EFIl , Windows FHRBERXZE XK

Gl

BE UAC BEFA , RERANZRNE R,

B E

¢ EEH Windows LEH UAC (%rTHEA LUA) , EER T HIHE -

a TEESMEE HKIM: \Software\Microsoft\Windows\CurrentVersion\Policies\System
A, #EHES EnableLun BIERRS 0.

b BXERUBREHNRE K BEFTELENR.

RERNE Windows SR KM , BAERERBEIEHER
£ Windows BT BRI , 1§ Telegraf ERREFH M BH ucp-telegraf , T EEABERE

EUE_E &N

VMware, Inc. 299



Ll

Lk

B, BERTHINHSERBHEHLIERARXEFGARIEHEHERER. ERHERT , KFERTYIE
BREAE

Install telegraf [unable to install telegraf due to system error : [WinError
5] Access 1is denied: 'C:\\VMware\\UCP\\ucp-telegraf']"}].

BRIR

o FEANSEEBARERITRBER.

REBARZKRBER

il

ARERAZENE | [BAWITHE] BRH TEFEE (EERD] BR. THFLERBA.

BRI R

BRI Proxy PN EFHTEEEN ([EEREER] g, MEFR B FRAENEEFRIN
EFHITEE, BEEZFMEE > NEHFHNTHEE > VMware vRealize ERARREEM A FHTERS.
REBEPNWHRSIER , B EFRITEE  B—TELEKE  R%EER— TBRRIE.

SEE SR IME R R K

FOERANMER
MM ER ARz, BEBARGHARRUN MRS,

&
vRealize Operations Manager BWERAE N ESERUATERAL

Failed to update resource: Resource with same key already exists

BRER

o FHMRAENIIMENAR  AREFERMAINMES. NREEDEE , FFEE SMREENE
o

SREFREENE

SHHE Agent (RERR) RENEEREHE

WMRZEH Proxy # vRealize Operations Manager ZEHRFERERBL L , B LBIREERAZTHE
MEEWERRE, 5% , BAEE A vRealize Operations Manager &ERIRPE I AEE,

S

BT BEE 7E vRealize Operations Manager FE&EZ| T 5| E :

s BEEE Windows M Linux B EEREE PR HERERER.,

R&E
20 R A P i M A AR AR 2 BT TLS/SSO BAK BB R4 .
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R vRealize Operations Manager fE i Proxy HEEREL |, £ vRealize Operations Manager H
HREEiR Proxy B, BIEERS R,

R Windows # Linux B2 E & #2382 vRealize Operations Manager Z BB TRRL , Bk Proxy
HEAERRACENBHASER#REEX 2&TE. Bt , RETEHEEZENEREEZ vRealize
Operations Manager, 5% , BF LY EHEE Agent (RERN) EFFRILERE,

BRI R

1 WETHEREFH vRealize Operations Manager XERIEE : COLLECTOR/adapters/
APPOSUCPAdapter/ 2B EIMEEHR,

2 WEEIR Proxy XERMEE ucpapi.log REEFEHER,

3 ®REU Proxy. vRealize Operations Manager B Windows # Linux BZER#E 2 MHNREE
EEWO

4 FEMBREFYE Agent (RERERN) , FZREERERARIRRPHHMEE,
SRHHFRABTAR

Gk}
IR AR ARKRIY , WRRTHIEER

Timeout Error. Please retry the action after some time.
R&H

B, WHOARARSEARENR Proxy BEBBTAN.

BRI R

o ENBBRMNARARUBRLEE.

ERAXEREEETREDR

FEEXERBE , THEARXEENABEBEEETREI S . HR Linux M Windows iy & & £ #
2, HTEENESEFREREE.

R AR R R SR AR

1 BAWRR,

2 REBRMERBENEERSBELRTTIIES
BAR Linux WWRER#ES

/opt/vmware/ucp/ucp-minion/bin/ucp-minion.sh --config /opt/vmware/ucp/salt-minion/etc/salt/

grains --action gen support bundle --log level INFO

AASELIERBEBIE ZIP ERHVFERFHE /opt/vmware/ucp/support-bundle-
endpoints/ B&H,
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ERAR Windows B ER#ES

C:\VMware\UCP\ucp-minion\bin\ucp-minion.bat --config C:\VMware\UCP\salt\conf\grains --
action gen support bundle --log level INFO

AASELTERKEBIL 2IP BRHOFERFHE ssystemDrives \VMware \UCP\ support-
bundle-endpoints\ BH&MH,

EEERMAkas

BRI NERERARSE EMTHERRGEMN Hyper-v BARARYE , AKERA . 2ENERERERS
BEERENEREES.

EXREREERARS LRITHEXERGR |, B2EH Telegraf , UBRTANAREXRSINIES |
{8 Hyper-V EARABRBEZRD. EEBHTRITA,

#E URAZER/BEREXZGYHEBHERNERE , ERERZFB 2RESD |, ER2 Telegraf AHRERE
F# vuip B,

BE LR E Telegraf SEAEIHIESTE

R Telegraf

A LARRE Telegraf B ERARBPAIIEXEZRL . B LTE Linux FAZH Windows ¥ & LRE
Telegraf,

£ Linux ¥ & L&/ E Telegraf
WA LARRE Telegraf B ERARSESPFNEERA.

B

. BRRERAEBRER.

s R CURL %K 7.29.0,

s #H unzip B 6.0-20.el7 HREFHhRAS,

= HER2 OpenSSL A 1.0.2k-fips BLEFARAN .

BF
1 f&E¥m Proxy Hin 3 T& Telegraf,

curl -k https://<cloud-proxy>/downloads/salt/telegraf.tar.gz --output telegraf.tar.gz

B ELREENMED | $H¥ <cloud-proxy> EHAMEBBRIZE N Proxy IP {izit,
2 EBRPITTIGSRKREIBERBEER :

openssl req -new -newkey rsa:2048 -nodes -keyout key.pem -out csr.pem -subj "/C=IN/ST=KA/
L=BLR/0O=VMWARE/OU=CMBU/CN=$ (uuidgen) "

VMware, Inc. 302



Ll

3 ff/ vRealize Operations Manager AP| #E&E

a

EEEEBFE Token , BHTUTHS :

curl -X POST "https://<vROps_ IP>/suite-api/api/auth/token/acquire" \
-H "accept: application/json" \
-H "Content-Type: application/json" \

-d "{ \"username\" : \"<vROps username>\", \"password\" : \" vROps password\"}"

b EEESWESRERE , FRITUATHS !

C

curl -X GET "https://<vROps_IP>/suite-api/api/collectors?host=<cloud-proxy IP>" \
-H "accept: application/json" \

-H "Authorization: vRealizeOpsToken <Access_token >"
BB ZIP ERFAMSERBBEN CA , FRTUTHS

curl -X POST "https://<vROps_IP>/suite-api/api/applications/clientCertificate/<cloud-
proxy-id>" \

-H "Authorization: vRealizeOpsToken <Access_token >" \

-H "Content-Type: application/octet-stream" \

--data-binary @csr.pem \

-ko certificate-bundle.zip

#3 {# A vRealize Operations Manager IP/FQDN & Lt & 5F# <vROps_IP>,

EAZE Proxy IP/FQDN {EA Lilig 5l #) <cloud-proxy-IP>,
FERAZEL Proxy WER[BBITHES LREHIHPH <cloud-proxy-id>,

4 fRBHE telegraf ZENERFNEHBNBERKE. FATIREEH telegraf ARE :

[ [outputs.http]]

url = "https://<cloud-proxy>/arc/default/metric"
insecure skip verify = true

tls ca = "ca.cert.pem"

tls_cert = "cert.pem"

tls_key = "key.pem"

data format = "wavefront"

[outputs.http.headers]

uuid = "$ (uuidgen)"

hostname = "S$ (hostname)"

5 EHKE Telegraf ¥&H1F 10 p8E | LEBER.

BRESR

BT LA vRealize Operations Manager EAE N HZREEBYH > ERESIER  LIBREE,

£ Windows ¥ & LR E Telegraf
BT LARRTE Telegraf S BRAREBTNEERE.
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BEIRA

n BRERBERERK.
m TR PowerShell & 5.0 sREHARZS,

n T OpenSSL & 1.1.1 EHRA ., # http://slproweb.com/products/Win320penSSL.html

ﬁo

BF

1 #®Em Proxy Him B T & Telegraf,

Invoke-RestMethod https://<cloud-proxy>/downloads/salt/telegraf.tar.gz -OutFile

telegraf.zip

]

ELERIEENMNED |, $H¥ <cloud-proxy> BN E R Proxy IP i,

2 BBYTTIBNSREYUBIRREIER

SUUID=[guid] : :NewGuid () .guid

openssl req -new -newkey rsa:2048 -nodes -keyout key.pem -out csr.pem -subj "/C=IN/ST=KA/
L=BLR/0O=VMWARE/OU=CMBU/CN=$UUID"

3 f{#/ vRealize Operations Manager AP| 28 % .

a

EEHSFEE Token , FHTUTHS :

curl -X POST "https://<vROps IP>/suite-api/api/auth/token/acquire” \
-H "accept: application/json" \
-H "Content-Type: application/json" \

-d "{ \"username\" : \"<vROps_username>\", \"password\" : \" vROps_password\"}"

IS ERRBBING , BHITUTH S :

curl -X GET "https://<vROps_IP>/suite-api/api/collectors?host=<cloud-proxy IP>" \
-H "accept: application/json" \

-H "Authorization: vRealizeOpsToken <Access_token >"

c BFEUZIPERFEANGCHBRIENCA,, FRTUTHS .

curl -X POST "https://<vROps_IP>/suite-api/api/applications/clientCertificate/<cloud-
proxy-id>" \

-H "Authorization: vRealizeOpsToken <Access_token >" \

-H "Content-Type: application/octet-stream" \

--data-binary Qcsr.pem \

-ko certificate-bundle.zip

#5 {F£/ vRealize Operations Manager IP/FQDN 4 L& F|F# <vROps_IP>,

R E i Proxy IP/FQDN 5 L& 6|+ <cloud-proxy-1P>,
FERAZER Proxy WESRRBISES LREHIHH <cloud-proxy-id>,

VMware, Inc.
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4 fRIBHE telegraf ZENERNCHESNERRBE, FHTHREEIH telegraf HEE :

[ [outputs.http]]
url = "https://<cloud-proxy>/arc/default/metric"
insecure_skip_verify = true
tls ca = "ca.cert.pem"
tls cert = "cert.pem"
tls _key = "key.pem"
data format = "wavefront"

[outputs.http.headers]

uuid = "$ (uuidgen)"

hostname = "$ (hostname)"

5 EHRE Telegraf ¥&FF 10 98 | LEIBER,

BEBESR
A LA vRealize Operations Manager fEAENEZREMEBEYH > ERZESIEE , URGREE,
HHIESH

B EAEESREEERARBHNIERRLSE.

£ Linux ¥ A LEASHESHBEZERMARES
BRI EREMETRERER ARSI TNEXRS.
THEXRZR X EEHESE

= CentOS 7 # CentOS 8

m RHEL7 f RHEL 8

m  SUSE 12 M SUSE 15

s OEL7

= Ubuntu 16.04 # Ubuntu 18.04

s VMware Photon Linux

B

 BRRESEARBRERK.

s & cURL £7.29.0,

s HER unzip £ 6.0-20.el7 REHFIRA

n R OpenSSL % 1.0.2k-fips REHTARAS .
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B
1 EBBTTI®HS , £EW Proxy TREHIESHE

wget --no-check-certificate https://<cloudproxyIp>/downloads/salt/

unmanagedagent setup_ sample.sh

#a EXREENMNES | ¥ <cloud-proxy> E BN ELR Proxy IP i,
2 HAITIGS , FESHEEATHT

chmod +x unmanagedagent setup sample.sh
3 BITEHIESH.

unmanagedagent setup sample.sh -c <cloudproxylIp> -v <vrops ip or fqgdn> -a <vrops user> -b
<vrops_password> -d <agent installation directory>

MRRBMREZE Proxy B7 , RIEESHRE AR Proxy BAIMEPELR.

B BEAR Proxy RENEAEEBNEZRTINRIARFZTE EREBIRL .

unmanagedagent setup sample.sh -c <cloudproxyIp> -v <vrops_ip or fqdn> -a <vrops user> -b
<vrops_password> -d <agent installation directory> -x

<[protocol://]lproxyhost[:proxyport]> -u <proxyUser> -p <proxyPassword>

SI®EREA
cloudproxy_ip : £ Proxy B9 IP, HESE,
vrops_ip_or_fgdn : vRealize Operations Manager By IP 8] FQDN, AEZ 2
vrops_user : #1T suite-api YA vRealize Operations Manager N{ERAEZE., VESH,
vrops_password : 3T suite-api FEIYHY vRealize Operations Manager %G, HESE
installation_dir : RERXNZRHUE, SR EREMSH. BARE: BB &%,
Proxy : Proxy fAlfR88 URL, REM S

4  #T Telegraf,

telegraf/usr/bin/telegraf -config telegraf/etc/telegraf/telegraf.conf -config-directory
telegraf/etc/telegraf/telegraf.d

BESR
& A LA vRealize Operations Manager £ & /M EEEEBEYH4 > ERESIEER , URKREE.

£ Windows ¥ & LR HIE<STEEE BB MRS
B LA PSS IBE I ERARETNIEXRE.
{£7F Windows 2012 R2 1 Windows 2016 LRI EHlIES T,
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PDEEY
n BRERBERERK.
m TEF PowerShell & 4.0 REHARAS

n T OpenSSL & 1.1.1 EHARA., # https://slproweb.com/products/Win320penSSL.html T
8

BF

1 RTIMLETHER Proxy WEHIFESH : https://<cloudproxyIp>/downloads/salt/
unmanagedagent setup sample.psl
B ELREENNED | #¥ <cloud-proxy> FEHAEBIEN Proxy IP fiit,

2 HTEHHESE.

unmanagedagent setup sample.psl -c <cloudproxyIp> -v <vrops ip or fqgdn> -a <vrops user> -b
<vrops_password> -d <agent installation directory>

MRBRBMREZE Proxy BF , RIFESIREHEBUINE Proxy BAIMPELR.

#EE BEAR Proxy RENEAEEBNERTINRIARFZTCEREBIRL .

unmanagedagent setup_ sample.psl -c <cloudproxyIp> -v <vrops_ip or fgdn> -a <vrops user> -b
<vrops_password> -d <agent installation directory> -x

<[protocol://]lproxyhost[:proxyport]> -u <proxyUser> -p <proxyPassword>

S8R -

cloudproxy_ip : Eif Proxy B IP, BEZE

vrops_ip_or_fgdn : vRealize Operations Manager B IP 8 FQDN, %EZ2#,
vrops_user : #{T suite-api YA vRealize Operations Manager W{ERAEZE., VEZH,
vrops_password : 3T suite-api FFIUHY vRealize Operations Manager &G, HES
installation_dir : REBXNZRNUE, BEMSY, ARE: BB &,

Proxy : Proxy fAllR&§ URL. REMSE.

3 #4T Telegraf,

telegraf.exe --config telegraf.conf --config-directory telegraf.d

BEBESR
B LA vRealize Operations Manager A &N HEBAEBRYH > ERZSIEER , URREE,

VMware, Inc. 307


http://slproweb.com/products/Win32OpenSSL.html

Ll

EEER MRz LM Hyper-v ERARXRE

ERERARSR T REERARSE EMTH Hyper-v BRARABRBNATHEEE. WEARHY

Hyper-V BERRRARBUENEEEN , F2H Hyper-v E&,
THHEERFXIE Hyper-V ERABRXBREEERE !

= Windows Server 2016

= Windows Server 2019

EEEELASERMARSE LBITH Hyper-vV ERARXRE , FxK TSR

BF

1 ERTHAESHE  IEBER (FFTER) BESREFRENSX , RENEEERARSIETH

Telegraf #HE&E,

[[inputs.win perf counters]]
plugin name override="hyperv"

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual Machine Health Summary"

Instances = ["--—-—- "]

Measurement = "hyperv.vm.health"

Counters = ["Health Ok", "Health Critical"]
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Dynamic Memory VM"

Instances = ["*"]

Measurement = "hyperv.vm.memory"

Counters = ["Physical Memory", "Added Memory", "Guest Visible Physical Memory"]
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Hypervisor Virtual Processor"

Instances = ["*"]

Measurement = "hyperv.hypervisor.virtual.processor"

Counters = ["% Guest Run Time", "% Hypervisor Run Time", "% Total Run Time"]

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Hypervisor Root Virtual Processor"

Instances = ["*"]

Measurement = "hyperv.hypervisor.root.virtual.processor"

Counters = ["% Guest Run Time", "% Hypervisor Run Time", "% Total Run Time"]

IncludeTotal = true
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual IDE Controller (Emulated)"

Instances = ["*"]

Measurement = "hyperv.virtual.ide.controller"

Counters = ["Write Bytes/sec", "Read Bytes/sec", "Written Sectors/sec", "Read Sectors/
sec"]

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual Network Adapter"

Instances = ["*"]

Measurement = "hyperv.virtual.net.adapter"

Counters = ["Bytes/sec", "Bytes Received/sec", "Bytes Sent/Sec", "Packets Sent/sec",

"Packets Received/sec", "Packets/sec"]
[[inputs.win perf counters.object]]
ObjectName = "Hyper-V Legacy Network Adapter"

Instances = ["*"]
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Measurement = "hyperv.legacy.net.adapter"

Counters = ["Bytes Dropped", "Bytes Received/sec", "Bytes Sent/Sec"]
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Hypervisor Partition"

Instances = ["*"]

Measurement = "hyperv.hypervisor.partition"

Counters = ["Virtual Processors"]

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual Storage Device"
Instances = ["*"]

Measurement = "hyperv.virtual.storage.device"
Counters = [

"Maximum Bandwidth", "Read Bytes/sec", "Write Bytes/sec", "Queue Length",

"Lower Latency", "Minimum IO Rate", "Maximum IO Rate", "Latency", "Throughput",

"Lower Queue Length", "Queue Length", "Normalized Throughput", "Write Operations/Sec",
"Read Operations/Sec", "Write Bytes/sec", "Read Bytes/sec", "Error Count",

"Flush Count", "Write Count", "Read Count"

]

[[inputs.win perf counters.object]]

ObjectName = "Processor"
Instances = ["*"]
Counters = ["% Idle Time", "% Interrupt Time", "% Privileged Time", "% Processor Time",

no

> User Time", "Interrupts/sec"]
Measurement = "hyperv.host.cpu"
IncludeTotal = true

[[inputs.win perf counters.object]]

ObjectName = "LogicalDisk"
Instances [WEW
Counters = ["% Disk Read Time", "% Disk Write Time", "% Free Space", "% Idle Time",

"Avg. Disk Bytes/Read", "Avg. Disk Bytes/Write", "Avg. Disk Queue Length", "Avg. Disk sec/
Read", "Avg. Disk sec/Write", "Avg. Disk Write Queue Length", "Free Megabytes", "Split IO/

Sec"]
Measurement = "hyperv.host.disk"
IncludeTotal = true

[[inputs.win perf counters.object]]

ObjectName = "Memory"

Counters = ["Available Bytes", "Cache Bytes", "Committed Bytes", "Cache Faults/sec",
"Demand Zero Faults/sec", "Page Faults/sec", "Pages/sec", "Transition Faults/sec", "Pool
Nonpaged Bytes", "Pool Paged Bytes"]

Instances =

Measurement = "hyperv.host.mem"

[[inputs.win perf counters.object]]

ObjectName = "Network Interface"

Counters = ["Bytes Received/sec", "Bytes Sent/sec", "Packets Outbound Discarded",
"Packets Outbound Errors", "Packets Received Discarded", "Packets Received Errors",
"Packets Received/sec", "Packets Sent/sec", "Bytes Total/sec", "Current Bandwidth",
"Output Queue Length"]

Instances = ["*"]
Measurement = "hyperv.host.net"
IncludeTotal = true

[[inputs.win perf counters.object]]

ObjectName = "System"

Counters = ["Context Switches/sec", "Processes", "Processor Queue Length", "System Calls/
sec", "System Up Time", "Threads"]

Instances
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Measurement = "hyperv.host.system"
[[inputs.win perf counters.object]]

ObjectName = "Process"

Counters = ["% Privileged Time", "% Processor Time", "% User Time", "Elapsed Time",
"Handle Count", "IO Read Bytes/sec", "IO Read Operations/sec", "IO Write Bytes/sec", "IO

Write Operations/sec", "Private Bytes", "Thread Count", "Virtual Bytes", "Working Set",

"Working Set - Private"]
Instances = ["_Total"]
Measurement = "hyperv.host.process"

EE BYBETAHM Telegraf 8 , RREAESERZIINNTA.
2 EFE Telegraf ¥&1F 10 78 , LEIBER.
BrESR
B E]LAFE B vRealize Operations Cloud EAENH , #ERRSIEBRFREERYHFURREER.

BRBHER

[RRISHRR] B ERRESEEREBR P RITHRSE | RRE L ZEE R R FTIT RS 2 AR
FHAGMER, ETUARBEEZNRERBAELEE, SOTUERARBRRERRREZELR
%

[RFBHER] W BB H M RE P S EERMEE E TR IRSER, 0] DU S MR E B =8 B R AR 7S
R ERERNTE . SHNPE | URBEENERE D RERE, 8t w] DUk 5L E HR et W
RAREBRERY , ARBEERERIEREBTHIRERESEWLRS.

R

B LAfE A vRealize Operations Manager Advanced # Enterprise edition 2R#E &M ES 1 IRTE .
EEREMEERE , BFHREB T 5 vRealize Operations Manager B 5 B8R 1E -

RE [RBERR]. NFFHEN , F2RARERBHER.

 EERK OFFAEN  F2REERY .

» FERABRREEZERK. WFEFAEN  F2EABRBRZERK.

» BRRRIFOEBRE. MFFHMER  F2RRRIOEKRSE.

BHERRZENFENEMR
BBRRZBREFENMERRAE.,
BUURAEABEERRNEREXRAARE  AREABIT L ERERRE.

UREBRERNBBRRIENERRAE

m  HIEMEME ESXi. vCenter Server f1 VMware Cloud on AWS fRZA | 352 VMware EREEMIE
FEE

= VMware Tools : MIEFHMAER |, F2E KB 75122,
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fERR I
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Linux
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[T

Windows 7. Windows Server 2008/R2 K& B kR4,

Photon, RHEL., CentOS. SUSE Linux Enterprise Server .

OEL M Ubuntu (FTE Linux fEE£ RS AR A ORAE
2.6.25 REFHMRA),

RIEIFEE LT vRealize Operations Manager F X BN EERTS, LEY|HZENRTE.

X ENR

m  Active Directory

m  Apache HTTP

m  Apache Tomcat

= DB2

m  Exchange Client Access Server

m  Exchange Edge Transport Server
m  Exchange Hub Transport Server
m  Exchange Mailbox Server

m  Exchange Server

m  Exchange Unified Messaging Server
s GemfFire

m IS

m  JBoss

= MSSQLDB

= MySQL DB
= Nginx

m  Oracle DB
= RabbitMQ

m  SharePoint

s SharePoint ERAREX [AIREE
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SharePoint fal iR &%

SharePoint Web falBR 2§

SRM vCenter Replication Management Server
SRM vCenter Replication Server
Sybase DB

Pivotal tc Server

vCenter Site Recovery Manager Server
vCloud Director

VMware vCenter

VMware vCenter (FEFA £ 8)

VMware View Server

vRealize Operations 47

vRealize Operations W5 25

VRealize Operations GemFire

vRealize Operations Postgres Data
VRealize Operations Postgres Repl
vRealize Operations Ul

Weblogic

WebSphere

RERBHERR

FERZRBERHEBBMY  WFNEAEE  SUURHAGEERRNEREXRAARR , WA LUER
ERFN I ERRZRS.

BRRM

BABEFEEREN vCenter MHEFHITHELE | I EEHRIZFRRIEHMEE vCenter Server,
HNERZENRBIZRE , 3REM vCenter Server FREVEEBUTEHHER :

s Z3|# : VirtualMachine.GuestOperations.ModifyAliases , EithE Rt | ZTEEIEE -> FRE%E
e

s ZE3|# : VirtualMachine.GuestOperations.QueryAliases , BB &1t | BHEEE > ZTEEZE
BEEH

s ZE3| : VirtualMachine.GuestOperations.Modify , BB &1L : FEEX > BREZEBK

s ZE3|§ : VirtualMachine.GuestOperations.Execute , EH#hiER 1t : FHEEX > FREXEFH
1T
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s ES|§ : VirtualMachine.GuestOperations.Query , E#iER{L | TERIEX > ZTERIEXEN
HRERBREER , REM vCenter Server FHEBESNEREBUTHHRER :

s Z5|§ : VirtualMachine.Namespace.Management , E#isE 21t : [RIFARE -> SHEREARE
=  EB5|§ : VirtualMachine.Namespace.ModifyContent , Eih:E &1t : IRIGARE -> ISR IRIEHRE
s ZE3| : VirtualMachine.Namespace.Query , E#t:ER L | RIGHERE -> EHRIEALE

s ZE3| : VirtualMachine.Namespace.ReadContent , EizE &t : FRISALE -> FEURKHERE

n B ESXi BTEREHSERARINBBNERKS | MZBTERBLARTNUEBR HTTPS FMER
ERBHRRNE-FATEENWSERORERE 443,

» BRAEATIEENESNAIAER !

=Fii) ESHARER
UNIX tEZE R

RBHEER ps. ss K top

NeEERE . awk. csh. ps. pgrep & procfs (EREL)
Windows fE¥EZ &

RIERERE wmic B netstat

MEEEWRE wmic, typeperf R tasklist

n FRAEEFHRE
n BEALnuxEERE  FREEAER sudo FRAEHANBRERAEIRE,
B BRFERERE , BEE /etc/sudoers REEPRA nopasswp BIE | LI EEUNSESS
ESBEEEHRNBBE@RA,

SIS E Sudo AR vopasswp BB S BT
1 LRFEAEE S BEABEERHMS.

2 HITRRBRERM sudo visudo 8%,

3 BEESERY , ¥ username ALL=(ALL) NOPASSWD:ALL., username HEERATEAL
BRENBEEERAESRE.

4 REXLEMAER. BHSEBDEFEA.
» HEHE Windows FRZERYK , KEAREAEERBIRS.

FE WRERMRAIRE

User Account Control: Run all administrators in Admin Approval Mode , RETrEs
EEBRFASUIINEZEESHAKNERARY. AEEEEHAMLFRUREARRZRE. BMR
BB RRAIRE , AIgRDEXRENZTE2M,
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m  EE Windows Active Directory LIHRZERIE , X BERERGEERERSE,

n NRBEFRECEAURBAERNENEELFEAETRAZHEETEE , B vRealize Operations
Manager Hi%h. vCenter Server MEBRKSE C AN RERFELARS .,

n RENEAELEEEHERESNESER (£ Lnux 25F  BEXEEGHESNPTER ) . &
A Windows &% , AIRIRBEE TEMPEIBER, &A Linux &% , BlA /tmp F/R /var/tmp,

s MATLRBRBFEENEFFTEN vRealize Operations Manager S1ZE &%) SSO AR URL.

n MEXENTENMREHEBEAFAEN  F2RRBRERXIENTENER.

et WRE—EL LM vRealize Operations Manager #1T{E#8 [E £ EEZM R vCenter Server , ¥ B
B8 ¥35 L vRealize Operations Manager HITERBBARKERER , ARBERRTESTRE , EREH
B9 VMware Tools B, Bt , ATEEMEMITRREIER,

BF

1 EDEERT , BERNEHE  ARKELERTENEEEARR > BRERE.

2 EREBBEET , B-TREBRBEREBE.

3 H®EWRFEET , B—TBEHRM vCenter Server HTEE , AR BERBHRRESIZEK.

4 HFHEHEME vCenter Server FRARKBKRER , FRARBERRZEE,

5 HENERR K FENEARMEBZEG .

a BT 6 ARECEEIBUTHIRPAAFAEL  HPEESRBFE2BA vCenter FHESR
MEARE, I, F#WA Windows. Linux M1 SRM WEAEEBERE K RER-—TERE.

6 =E A MREFEHAERCEAEIBERE , FWA Windows, Linux fl SRM HTERFEH &S BER
EI%O

7 BMARREHEHENRES.
8 UM BAEARBEANEYEKERRES.
9 B—TRE.
#F WREEE Linux WIERERE |, IT2HRERZRE , BRIEEBEEL vCenter EWRIRFR |, 7

RIEEMBBOYRERRNE FRITEBRRA 7TRIE (FH Sudo (Linux EREAE)], WEIEERA
R , ERRELRTE vCenter ElRtk P , RASRAEREERRERASE .

10 FEARERZEINEIRIRS,

1N HERREERY  ZERTCEIAZNERBERER , FRNERISNEREERERRERPRIEA.
BIELSE

BAI A4S E E RS &8 vRealize Operations Manager XM BRI .

EER
BRI LA E EREEE B8 vRealize Operations Manager X B/ RS .
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EERBHLE

EgERD , BREE  AACLERPENFMABS. tHERTENEERERSIER. Sl
%HTEE , ?ﬁ?ﬁ%ﬂi&ﬁ*ﬁﬂ’ﬂ%ﬂ@ﬁﬁﬁﬁ > #ﬁiﬂﬁiﬁﬁl%ﬂﬁ?ﬁ Manage Services ?‘_E”Eﬁo ?@#ﬁiﬁﬁiﬁ
BEZEE Manage Services B,

BAI L EBEREPHRE  RIAZEENFAER.
* 4-63. ERREE

#H ELl

EREEEE EREENEE,

S RETERBR ENEXRSR,

KRB IR BRRRINBBEERE  RETERESR ERRRIRY , AE
B B BTRENERRENRBEEZREE. EORE , RASRRD

R WEES® 5 HEFERBRENEERE, TR, 8240
BEHIT—RRBERE.
BRI IRASRRH E SRR MRE, UTRATRENE :
= TH
KB
FRBIA
—RRE
BRI E ERMRNERRE, ATRTRNE :
n ERRER
. EEMER
n 2EE
= TH

WM E BRESENFNITEFRTERNESERE, BARERERR
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—TEE A AEEEERR-THMABE.

WM BRESENFNITEFTERNESERE, BARSRERR
B, AINETARTHFREINEFRTEBNEERARE. &
ZEERENEFRTEEBUARRNELWEER , FEDERPE
—TEE A AREEEERR-THMABE.
EEREREERE  TUETARRPRRAET KB EBRFMN
N ERERSEAS.
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* 4-64. TEB|EIF

By L

e BRBMEFE, MEFMEN , 5528 vRealize Operations
Manager BIE/FEE,

EHNBEARR PR MENEFEENELED S —EEARIUBRSYHENEREN ,
AE—THRAFTHEARINELS.

RRREE RBEEREINERKEE  RER-TRMARE , BREMEEEK
BHEAESBNRBURERE.

B AR A B4 REEPEIUERMEE  RER—TRARKEE , URAEE

WRBEZNBHEREEENE (55 9i8).
A BREBZHERMEETEEER vCenter Server B4R ,

ERCHBE,

E R RIS B REETEIUERME K RRE-TERREEE  UEREE
HERBRENMBBEREEEFT T, RERREREDRAR 24 b
.
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BrRAAEY HRZEERRENRERSIRE.
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VMware, Inc.

318



Ll

MEREWHMEN , F2BEA vRealize Operations Manager & E vRealize Log Insight.,
NEE vRealize Log Insight EEIR 2 HrHV BRI E R , 2B vRealize Log Insight B2BA 34,
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proto
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reconnect

ssl ca path
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VIW_Vr_OpsS_appname
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vmw_vr_ops_hostname
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I& B
BB Yearly straight line depreciation = [ (original cost - accumulated depreciation) / number of

remaining depreciation years]
EERELELR Yearly max of Double or Straight = Maximum (yearly depreciation of double declining balance
method, yearly depreciation of straight line method)

Yearly depreciation of double declining method= [ (original cost - accumulated depreciation) *

depreciation rate].

Depreciation rate = 2 / number of depreciation years.

ﬂ%ﬁi Double declining depreciation for the last year = original cost - accumulated

depreciation

g6 . BERITEEHEN

F RiEgEx RENFTE ESFEEE

#14E 10000 O [(10000-0) /5] = 2000

2% 10000 2000 [(10000-2000) /4]

2000

F3%F 10000 4000 [(10000-2000) /3] = 2000

F 4% 10000 6000 [(10000-2000) /2] = 2000

F 5% 10000 8000 [(10000-2000) /1] = 2000

gHl . SEIERLRITEEED

F RiEEE FEX RUANFTE ERFERE

F1%F 10000 0.4 0 Maximum ([ (10000-0)*0.4], [(10000-0)/51])

= Maximum (4000, 2000) = 4000

HA®A 333.33,

F2%F 10000 0.4 4000 Maximum ([ (10000-4000)*0.4]1, [ (10000-4000) /47])

= Maximum (2400, 1500) = 2400

HA®A 200,

F3F 10000 0.4 6400 Maximum ([ (10000-6400)*0.4]1, [ (10000-6400) /37])

= Maximum (1440, 1200) = 1440

HABA 120,
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F FimEa MR RMANFTE HRFMEE

F4%F 10000 0.4 7840 Maximum ([ (10000-7840)*0.4], [ (10000-7840)/2])

= Maximum (864, 1080) = 1080

HAE®A 90.

F 5% 10000 0.4 8920 Maximum ([ (10000-8920)*0.4], [ (10000-8920) /11])

= Maximum (432, 1080) = 1080

HA®A 90,
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CPU BRE).

5 GBRAM EXRER = (BAREERAE P2 RAM WEAE) / (FAHNTIEEERAE * LGB HNES
RAM B E),

¥ CPU AR = (FRANEERAR h2ERPEREERN CPU BARNMRA) / R ERKRN
B,

FHLEREAR - GEREERAETP2EETERRENTRBEABNRE) / EEPEREEN
BB,

EERMEF2 CPUNERAEEI SR,

HiE ECRNERCASFEARAHEERE NI BREARSSERCAENESERINEHAR
BORMME.

BAHNEERERE BERENEFZEEENERERILER.
BHE ECENERERARFARATEERR , A ZERERENERERAENEERATNERIAR
BIEMME.

ERAREEEFEREERE

BRE AU E AR BEEAFE vRealize Operations Manager BB ERA |, LRIMNMARRIBEEFEHE

AEERERA. B

BEARBERBEATRAGER , BALRE CPU, RAM M FEMBERATLER,

B EEXRTUEESEEREENFHERSERRE. CHUURERFBEFEELAER  ESRTHEER

BEREEBR.

R4-7. FRAEREAEEEEARER

EA R
vCPU ERER

RAM EARER
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AR
VvCPU EARER = Bl = (]8A CPU HIRA) / (BEFH vCPU
#A8)
RAM ERER = B2 = (A RAM B A) / (EEHH VRAM
#AE)

e UBERWLLRAERTERE, NRBERTLEA
1.4, BREEFHEZOER 6, Bl vCPU 58 =24 , MR HE
B vCPU WRERBLL HZEHE |, FEMRAE.
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*® 4-72. EAREBEATEERBERAR

R& ax

EREER A EREBERA = (EW vCPU BB x HFTEESN B1) + (B
B vVRAM BB x HFTEHE KN B2) + MFERA + EERAE,

e RENRTFERRBERBENRTFEELSEX,

REEERATEL X
BUURBREERFRERENATNELE. BENEATEERADE, EREERSINTELTXER
EXRBERFLEREENERE.
BF
1 EWERTE-TEER  RREEERTER-THRE > RERE.
2 & [BERAF] REIERD  B-THE,
[(BERANTEL X BB L RENETR.
3 EREM-—ERERAFTELE.

iR LG

BAHA AETERNHBETARR BEEEATEHNARBRES AN (HA) NREREERENELR.
EXRBRZNGERBEESENANBA HA IEFTERNTRARE. EEMER
FARRBELEEABRNFESH, ZTRFE
n ZEFEREERIELSER REERMSIEBEER.

D ZEERSSENELER EEERESSEESR.

n EXBRNERESRATEEEEENEREMRE.

|

A HA NEERRNTAREEEREAERC AN ZRSARFEREENK
7,

BERERCERR FEERBERERFRESHTHERBRGTEERER | FRIULER.
EXRBRNHERBESERENANTHOERE. ERMERFNERELELE
RWETEEH. EEEE
n FAEERARESERELERARS K EEERMRETES.

" GAEERESORREARRRE  COEERESEEEE.
D EABRAEHMERSSRERENCEREMCE RS,
D BERRERSEEE,
D RERERNRAERBFEERREERENERNERERY HEFEEE
meE
4 B—TRE
BMERMENEERAEER

BRI LATE vRealize Operations Manager F R MMEEHKEENEHRAEE, ERESNEAREK
EEREERMSEAEK . CPU, BEER. REENHMREANESERLTEN, SAREAEETIRMHEE
B ESAERA R 2 R A AT EF AR E R
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AFEERESESARANEARETN AR
B AEA T AN EEERMESERABAEH XA,

B ERHRS AR AT 3 FHH
EREEESHARE ERMRSHARSE = (CPU+ TER + REFE + HbRA) 1
S RRABH

BANAEESE K HENBLHEERBIARETALSEREANATR., ETNERTHLAXFTEERE
RN BEMAERES KA.

— 18 A 09 SRR P A T 2 e

EREBOAY MTD KA RAMESH CPU SHHRAMAN + AMESHTEESARAR
M+ ANESHREES ARAEN + BNESHEMS ARA
A

mmRRERRERNE A ER

FERVERRSENEEIRAERE K FRYERENEER K ARELAERTRIFHE & > vCenter
TEHF  BEREEERESE K ARE-TEERSITH.

EEHE

& T LATE vRealize Operations Manager FEVEEF , U EREREREBHEBEBNER. RE
vRealize Operations Manager EEBERENEEB R , BEBFIEIRS Vecenter REBEE., EEFTIHE
EREEBRERFEFENSEERNER.

BALRBIENTEREFTEEFR. VROps FRMBEENEE . BREEEFNUABRAFRERNEEF.
REEEFR , EUASEERG - NS EHEERKREN Vcenter ER .
mfAET B AR

LBRAEMIEERE vRealize Operations Manager ERBEIEENERFHEEREMREBE
¥, BRAUBREBEBWEEEREEL |, vRealize Operations Manager Al BIERIBEEREBERATE.,

AREE 24 NEEHAE RER  TEEFNERTESET —{@ vRealize Operations Manager B
BETEBEBRTK.
TE B R A9 e FE

vRealize Operations Manager AR AIIEIREAREBEEN vCenter, ZABTHEERBMENER , RE
R#3 vCenter, MRERMBERE , Bl vCenter WFERRRAFMBEN S —ERRA , REXRFTESUAEZEERT
FEERMEERAARRE. EltzE  BERTBELE vCenter,

B ERHEEERN vRealize Automation BEBH vCenter B | ZAE1RIE vRealize Automation P8
R EEE , % vCenter ERPBRREREES , WigHBEK vRealize Automation ER T,
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VMware Cloud on AWS &R EEBXE

& A LATE vRealize Operations Manager FEN EERE , Wi HIBIKA VMware Cloud on AWS
(VMC) &R , BR , #EsestY VMC HHBYHERAUERAERNEERE.,

B A VMCERERUKASERNRAUE , TEEARAY , YASKRANERAERE.

HEEEF

&M LLE vRealize Operations Manager # | $iEM$5IK vCenter MBEENHFEEF. EEFAIMRRAH
EXHE  SUURBERETREATENEEFIRERTENEEF. REEEFE , BULURE

EEFEREHIERSE — B LM vCenter HEE

BF

1 EEZEE > RERE > EME.

2 BR-THEEEFIREEEFWHMAER,
* 4-73. EEFARE

2K
HREEERA

EXEH

VMware, Inc.

L]
1 BWAEEFEBERS.
2 BA SHEEUHERN TEESRERRE,
3 BF-%.
BEREEFSERAEREREREZERARANFE vCenter
BIR,
BEFTEFNER, FEREKEATENEERSR.
1 BWATHIEBENREEE,
a CPU K&
b EEEEE
c REERAE
d EEIMRA
2 REZNERZEWEHE  2HEESI. 88, &
BrREA.
3 EBEEERNWESR  BREEFE-EIRARRFREABE.
4 BF-%,
f##3F MA - £ vRealize Operations FEEBHE, &
BE, AIXAFRARERS, fim, mRLRE 1 HE
B, AIRAERN 1, FREZM10% BETERL,
FRRETNERFRRA | <BE> x <FEEE> = B
BEBRERSENEEFIR.
1 BWASE vCPU K CPU BEZE (Ll MHz BE1),
2 ik GBBATEBER,
3 KGBBMAREZEEEER,
4 BEMBENKEDRA.
5 BRERMEENKRERREKE,
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X 4-73. EEF4HARE (@)

2% R
ERIEXRR 1 BARBEXRESREE.
WAERER,
3 REZHNFRBEWEND K 2HEQESIM. 80 8
Br®A.
s BWABRTEBARLHE. ERRESEMERER,

n BHY-WAEARER PYERWEHBNBHERERE.
BEBRETAR , WS EERBER,

B M- ER-AMERERKE, BHETTR, XS
R R —IRMEER

n BRRY - XEAFRERE , TERAEREREER.

EERBEERFABMREHRLETRENSR.

BEREM B ERFS RN ERSRZRER.

1 BAERBERERE.

2 BABHMMKE  RRETHANERFRESND.
P4 BT LT E B R IEIRAR vCenter FEE.

1 BEEZEATEEFRM vCenter ES.
2 B-THE A REE-TRR.

#R
FHEEFHAENSRRE (EE] R3IFRBF.

B A G & AR B

B REFE B AT ERFNIFEMARE,

RAER , RATESS R EFAERINABDEREIRESTRET. EUUFHBERRATE , UEF
HMERERABEETNSERE SRR ERESERA L K MBEALZSENFFTERFRRET MR,
CHERT T —ERATERFNEARERERRE.

A E E 4R’ vRealize Business for Cloud BE £ vRealize Operations Manager

vRealize Business for Cloud X #E# A B EHARER vRealize Business for Cloud BEZE vRealize
Operations Manager ., & A # R 2B HAHBE % vRealize Business for Cloud 7.x S E S RABEZE
vRealize Operations Manager 6.7 = vRealize Operations Manager 7.5,

MEERBEEFNFAEN , F2RABENE  https://kb.vmware.com/s/article/55785,

RS ST SRR Th RE

£ VRealize Operations Manager 1 , 5| A [ BEFHELRESY | EEZFH2EASR. EB [ E5FEAH
EFREE | , BUEELRE , YIEEENEREE,
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RAEZE EKERERAE | TERAEERBRRAR , TEEALRERY. RELREBER 85
MERCEAEENEIAS T ETREN LREFR. ELREROR , AHEAESFRERERE.
ELRER20E , FTEHERARKKER , BEREABENRIALT —EAGH.

B LREMNEERO 20, MRZEBRBLEE , ASEAARES HALREF.

MR ERFERERFTHEL A
EESE [ EREAEXRNE | 5 BL4ANETER > A8 > REARE > BRHAER. BT [B5
BEXRBER]|FELEZZNBE K RREW (BEEREAE]

[BEEHAEBERER | AENVE

FERTEEENLRE  SEXANTEE > T2 > 2ERE > BEEARLREAY. BANR OB 202
B ERE , RER-THE.

EEMRSERTRANAER , BT [HAERE]  ARENES.

MRFEN CPUBMERER 30% , BBl A 45% , BEEEEN LRER 10, A

s EETEH CPUMERE (%) = 40

» BECEEREMERE (%) =50

ERESFERESNRA AR LRE.

MRLHK EECHAEIRAK RAO0R20, Al AYLEREHAE WESEEAT —BEHF. i,
MRMLREERR O, AENEARESES 1.

TERAGEEHRAER

RATB (Pod) ER#E (VM) WRAEEEERAAXET IR

m Pod ERMSBENHAEESRAIGECBANTRERES.

s URGEEEMTHINERKE. Pod IERESNMERLEENEREIGETHANERESE

.

WRErER ERENREER

BE MTD BRA RAEIMT B A

SR ERHERS ARA AR ERBSRE ARAK
88 CPU & R4 CPU BAHKAE

S RTEERA RATEBSARE
BHREAFEHRA RARFEEARK
BRBEIIEE RABHAMEHRA

AEBERREEE

BAUERANARERERNRAEERFFN AR TOKRELNES  UREWELEHITERLEERAR
FEE FERBMEESTIETEREHMEEBNRLS , FREIHTE R EHEABTERE.
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PRI R 4R T [ Uk E M AR AN

EERBUIEKNEMREER , FEBERIK > FIEYWH > vCenter THF > BEHEEF > B,

B A LAE AR > FTEYH > vCenter MHEF > vSphere World > Bl > B 34 18 3 44 1] [3 Uk B 4~
B WNREBSERETEKRES  AIFSERETOKREMEBRBENRAEES.

EADWERERNERKATEE

£ vRealize Operations Manager & , BAILAEAEBEBREMA AT EE ., BOUFERHBERRERR
EERNERPOEENAAER, RENREEE, EEEEEMFEB vRealize Operations Manager E X
WEBEHEE.

ETHERT , EULERENPONERRAHEENEREKREE,
n  EBMBRE SRS R E N B SRR R AN

n EBMBRERKERREKEEAERERBIRNRE,

n FEEEAERMRERRCUFEBERMIRNRA,

w  EIBMBRRER AR E W R R E R ER A AR AN

w  IEE M BRI L A TR 22 8 2R (2] Wi A SZ AR A AR A

n FEREEANEREEIEBER vCPU MR RBREBRAE,
BB vCenter BEREMREIWELA

BAREFEB[NBDERBBENRATE

REBRECHERERBERKSENEBN N EERELERRSENERHE. EBA D RERERE

IRBHEHESRAERN 30 AzBNWFAPANKAFERCERAE. EFRAERNGKEAZEHNH

B, MRFAKEFHESHAER 120 X, FEERME , KR 150 RWZBANNARAHEUEHE. #RYE
ERE#RETRARRE(CTEKREE  ERESETRISTSRILKNETE.

EtRERECHRENSE
ERRH

s AEYWH CPU AR (GHz) : IRBREBRBBEREREN ZH1H 100 MHz , BIBBR vCPU #&F
S8FH CPU FRAZE , EZ1A 100 MHz, EXRKEEE vCPU BEREMBEBNTEKEE, B8
KREBHENTEW CPU FRARKKE O MHz,

» TERHEFRATER (GB) : AFEXRANCTERANBREREBNNEBINNE , ZEFRERT
ERTEUNTERE. TERNCERFERCEACKEBRERN N 2ENEE.

K CPU EAR (GHz) : B/NERHEEN CPU ERAXREAB RN CPU ER, CPU ERE CPU
FRARCENZERREBRECANTERCHEE® M,

w ENMPHEEATER (GB) : CHEATKRBENSEN , HENEEERMEIB/ N ERKRNLER
HEME.

RERR
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ERAMBEEE  SUNEERREAEERAREIBARBEIR/—FoRENER.
BERSHEEBAEFAER

= BAW CPU AR : $0, EATEWKE CPU EAZR (GHz) &R O,

n BANTEREAR  TEKRNEEATER GB) BEETRBERER,

» BARH CPURE: EBRN vCPU * MEE S CPU EXER,

n BANTEELE  EBRMNCER RERSTEREARBEER,
BERNEMBAEFAER

» B/ CPU AR ;BN CPU AE (GHz) * #5% CPU EXREBR,

» BOHERREAR  ENNERATER GB)  BETERELRER,

= B/OH CPU R : EHIEHM vCPU * BER K CPU EAREE,

» BOHEEERE  ERENCER - RERSTEREABER,
HEAENRERECETERUTARARTHN B RMH

n BAEREBENBEDHEREE CERARERKE).

n BNEREENEEENERES CERANERES).

B (TERHEEATER]. BN CPU AR M NN EEATER RUHSENEE , 25
NRBEIBAEENFEIBMEET.

vRealize Operations Cloud F# VMware Cloud on AWS A EE

IT BB VMware Cloud on AWS (VMC) BEEREESREAREER. A , MATLUER VMC K
AMBERELER (CPU, RERBNRER BERAEAERIER, RAREME RS RGEE — ERE
B(VMB CPU, ERBNREEMENER SR HECHEREREBEEBNEERA,

EEMH VMC AT EIIRE | S4B VMC NHEFHNERREERPWERBARERES true, W
BREA false , RAHEGUZERAAER

VMC A E - EERENES

n WBEBERASSENLNS A CPURER FFE (RTHHE5:1:05), Bal , BELFEEESLE.

» REZESEMENED  BWEEARERELEESE.

#a HoWEEA (B vRealize Operations Manager FHI T4 E R L ERE) SEMEEEE
178149 , BB BB vRealize Operations Manager EEZBEFAEERNER,

s R VMC IREE¥KE X T E R vRealize Operations Manager E¥4#& =, | Bl VMC iIRESER A
vRealize Operations Manager E¥ER , RAEEEFENERMSE LM, BUUE VMC HABER
MU THRIEEERE A —BRE.

n BREBPNSBERETKRRBRER. WREK VMC vCenter EEH E vRealize Operations Manager ,
B ERERAERSTIRINA VMware on AWS |, BIEREHREZBERY (tESEM) N2 ER
X, BEIREAREILRARE.
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BZRUZERERNRATENIRESERNEATER  FERUTLREESHE.

n HRUSELERORATE  BMISKEIRRA [ L£ETH |  SEHRERRS [BR]  TWEXK
AEBENESRER, EIHEHGTEAER  BMADNSEES [ BE | THERETRATE.

s MRAHHE—LRRER SDDC , vRealize Operations Manager A BER 25| HAZ PRI FAEE
. Bt MREERIREAEBRNBATE EEAERBEETERSE) , RO TREEETHEERN
BEARER,

s FERAAFREREEEZE , % VMware Cloud on AWS IRE FMEREERMEEEREME CPU., BE
BNREE, A7TS3ERMKAY Y EETREEEBPREE SDDC,

s BEAFEARBIRESESHNHFERER 1§ VMware Cloud on AWS fEB BN b 2R T TEES
BRE,

VMC BB ENEELT X
VMC B AELE R B vRealize Operations Manager FEZM T3 — RIS HEIT,

= A vCenter M VMC MTHEFHE VMC WM E &.

s A VMC RENEF# VMware Cloud Services & (CSP) #H VMC 1RE .,
n EARYERNSESEENER.

n  FRARAEHERE CPU, IERBNREEELER,

n BEREER EEEAEFHURESGFEREEREAER,

vRealize Automation 8.X

vRealize Automation 8.x #E{# vRealize Operations Manager F AN EESEINAE , WIBEHERERE
BHNERBAELTRE, vRealize Automation 8.x AJEEREIREE A 2 ERIRFHBENERERRT . X
ENMRER.

A LAE A vRealize Automation 8. x REITU T —LEET/E .

s SRABERER vRealize Operations Manager B Z i BiF 2 MM E22 RN,

n BEANERIKRF R vRealize Automation 8.x EAIEFE L ZE vRealize Operations Manager .

= 7 vRealize Automation 8.x FIEEESTHNERKBEETHEERE,

»  {£f vRealize Operations Manager {&&IxE & B vRealize Automation 8.x tHEHY vSphere ¥ B
FIRE T RE B HE AR

#F EURAF | RFIEXE vSphere in g,

vRealize Operations Manager E2 vRealize Automation B4 - F irt#

vRealize Automation 8.x £ vRealize Operations Manager BN &IEH T vRealize Operations
Manager FEMEEEEE , MIEHEREREBNERBAEET RE ., vRealize Automation 8.x
AREEZHEE A 2 ERIEFHEBHBHAREMRN . MENFERE.
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& LUE A vRealize Automation 8. X BT T —EXEE T 4 :

s SFEABEAMREE vRealize Operations Manager BN E iR BiF 2 MAEFM 22 AR .

. BRENERHIREHR vRealize Automation 8.x EE AN [E% E vRealize Operations Manager .,

m B vRealize Automation 8.x FIEBEEPNERKF[N ITEEHKE.

s f#F vRealize Operations Manager &&xRRE S B vRealize Automation 8.x tHEAE Y vSphere ¥
BRRAN (T RRERHEAR

vRealize Automation E2 vRealize Operations Manager &K E#EHF N

vRealize Automation TJE& vRealize Operations Manager £ EER , UHITER THEERKE . 2HEE
EREMNNERMEEENHTREE.

EREERENESLARANPBELEARIHE  MARABRERERNES,

% EE vRealize Operations Manager B4 | FEEERER > ER > BETH. EEFEES K £FE
vRealize Operations Manager URL REZAFEHEZBNZE, I, vRealize Automation
vRealize Operations Manager EEEEEHRNIHE.

THEEHERK

HMEBEEN K I/FfEENEBEeFARENERNRBTAEREREBNTENE. vRealize Automation
# vRealize Operations Manager #RE/E , AFEBEHEHIN TEEHERKERE.

R vRealize Automation BEEX£KEHE REEMEESFABEL , (B EEE vRealize Operations
Manager WREDTETESUNERSE., THEEIMEEERN vSphere imEi,
FRNITEEBEREME

EIEEERETHEZENE.

vSphere FHI#E K ¥ FEE vRealize Automation FEIFTEEIR .

» REERESENEE  APRETHENENFREIERFHERRENK. REEBTRESZEAEN
FREN/RERNFTHREES.

n ZERBETSEE-—EEE.
n EREETRBEZERE.
» MAIEEEKRER K MEIFAESERARERIZZEENRENVE.

EATHERERERZER

FERIEESENEMEERR K HEIERELSMEH vRealize Automation FHIREE EF vRealize
Operations Manager B &E1L.

1 vRealize Operations Manager RIS M ERIREHKERELES.
2 vRealize Automation AJ## vRealize Operations Manager RN KN BEZEBHERF.

IR vRealize Operations Manager xR MERRNERE LA |, Bl vRealize Automation BEIEA
HERHKEBES.
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THREERERRE

THREHERENEEERABETSERB 80% WEETTFARMER. THEEAREKI AUT =R
ER5ERK

R s
BAREBEVTER. CPU RBKEZEITEEE /PN 80%,
D#¥EmAERNITEERRE

EREEBREESE Ao MERKSE. ERSNERKRATHENERR K ERRULEREDERKER
FRERUELDEUER. MANIHAERNELR K ES2ERERRERIHERN THEARIET
REL.

o R

n VDM sHERRECES K MEEKZENZETFEEABREAS 20%.

n BEIH: BRIEEEEREBHER.

n B0 REIRTA  AREIFEHESERCER. ERLEBRT AP —EEKETARE
BHEIR.

THRERKEEZS

BRTESE EERAERESS) LRTITHEEENE |, S8t vRealize Automation R FTIEBHITUE
HE O REES, EHBIABBERMEZ  AEZERMSBNEENITEEFTZHEB CcPU F/LiER
FM/REHEEEN 80%, EEREES CPU THAHKRETHRELR  TSRBES.

B BEMNTESSERZEERECARIFERRKE  EARMEKSRAUREZFAN TEARUREZES
EiﬁWo

vRealize Automation THEEBHKEBEE 1 XE=

HEREEBRARTRERESIES M. WP ERETIFEEIEEFEAEAELTEELHRENZE.
WLP HERERBEREZINEHEARETHERSHENERHES

E—HEB100GB CIERRENEE ATRE20GB T , IE®ECHEA SOGB, £Z—EAE1TB
EEENEEBFHF700GB ITA , AIEKECFEA 300GB, MRZRUBSPHERE , KMBHEEE AR
BE80% MHUHEHE , MBEEBAE70% WUAEH , ERERTHEEAMS , @RHEEE B AF 700
GB %M , BB THESE A B/ 20 GB A=,

#3 NRIFEENEERESE LN I EEEHBE 80% , Bl vRealize Operations Manager EERE 2
BREREEMFEH |, vRealize Automation ERIEAHFERNE IR

THREEREBBIL
BBt

BEtE 5 PEFELNMA - RAERERNEE. NMRBREFRB[HRETREL  DSEDBRERE
ft. HEE A MABBRELZBNERRSAS 6 M.

B2
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FREECESESENRBRAFENTEEE. TARERE [—XR]. (BH]. (BBIM[BAL

HE R EHMIE vRealize Automation BEEMN EHREENE

FEER PO FRIFEE vRealize Operations  vRealize Automation BEE | MR EiREE P EEREKEE
A% vRealize Automation BE sk H vRealize Automation Y , BITEEHKHESZKELEE,

¥ MK vRealize Automation ixx

vRealize Operations Manager 8.4 x4~ vRealize Automation 8.x., #& vRealize Automation 7.3
FR A vRealize Operations Manager 6.6 EEEHIRA , TEE 1 AEENTEERRE. ©®
vRealize Automation 7.5 BRI #£EE vRealize Operations Manager 7.0 EBE#H A , X% 2 HEX
WIEEHREE.

L]

vRealize Automation 8.x AT vRealize Automation E A ZixtE M HEEE 4B ZE vRealize
Operations Manager #TEED . B FERAEREREEFHNT5EBEA vRealize Operations
Manager REVYIHEER

» ERES

. EE

n HR

. HE

. ERRE

» FAE

s S

» ERBBURBERR
THEEHERK

& T LAE vRealize Operations Manager &7 vRealize Automation 8.x #{T{EEE LS vRealize
Operations Manager #{T{EBEEE. {# M vRealize Operations Manager Bl EEZ R E THEEHHWE
B, WREFECEREAR,

DEFM

n HERFEHAECTE vRealize Automation FRREMABIEEE M Cloud Assembly EIEEMRERR .

n  BAERRTE vCenter Server 2% , WEBESMKEERFTENER.

s R E® vRealize Operations Manager WEE > BE > BA&A vRealize Automation 8.x, ME
HAEN |, 528 E A vRealize Operations Manager RE vRealize Automation 8.x.

m M ZBTE vRealize Operations Manager :®REEE vRealize Automation 8.x #B&FHI vCenter EImIRF .

s  ®EFE A vRealize Operations Manager # vRealize Automation 8.x BRAEE .
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BF
1 GEDRERTENEE , AEENTFEEREEL.
2 B-THRE&SSRSFTHNEER , REEIR VRA EENYHF.
FrEEE vCenter Server HHEEHNE R B E R TN vRealize Operations Manager .
3 BE-TERELHNERESE.
4 REBEXENTE  EHEER-TINREL.
ARV RECTTE , fEH [ 280 | M FREM) [ 2% | THEEHGES , SUETRIELEE.
5 MREFZIBECBHENEPER  FRT D,
6 REAREILBBAX A AREBER-THEBE.

£ vRealize Automation 8.x &K EEF , vRealize Operations Manager EHIZEXBHBREE
3R Z vRealize Automation 8.x, EEMTPEEBEHBEEREXZE vCenter Server,

BESR

EFERARENBECTER , BEERNERLBNEERE K REAELFERPR—TEERE > BANT
B, ERENITEEEF , FHATIEERIIN HREE] Thee , UBENRERIBE, BELERSERERE
BERIRES, flm, £ (FAREHE] 68  BHIACHABENERE  RBRRE (WHE8] GRS, &E
BABEHTETETFHEHP —EERMESE,

vRealize Operations Manager # vRealize Automation 8.x JT#HHEE

# vRealize Automation 8.x A EENE FHITEEE S vRealize Operations Manager # , BN A5+ & Fr
BRERNEFHNRE, ERVNERKSBEAA, TEENMSZLZ—BEZRRE. ERERURERASHEEN
R,

vRealize Automation 8.x EEA X

= VRealize Operations Manager B vRealize Automation 8.x FEZMNER , fETEER . HEWN
ERHEERN CPU. RAM., REFEMEME S ENER.

n B-ERTLAZERE K ME-—BBUUESERZESHMEBAERMS.
n HE-FEEEBSEERHEENEE  DERAELNERKESERE 2 TEERMAEN.

» NRE-EREZENE  IEREESHNELFENAN. BEUUESEERERREAEBNE
)‘J;?\O

n AEE—H , EEZSR vRealize Operations Manager FIEEMNEREA,
n EEZH, EREAUTLONFHE,
. EREFREAE - 51 BERRE
» NMREERRERELE , NS ERSHRRA true , EEBESREF BERTE.
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m  VRealize Operations Manager & T I FERMR , ATHR vRealize Automation 8.x FITEEEHY
EEFAER.
» EREBILREHE
» EREBDICERASTGER

i B B L EIRFE A BLE

iH BEML BT N BERR

e

e

vRealize Automation # vRealize Operations Manager TE{B# & Uk 5 158 I E
vRealize Automation WERINERFEET TFI5E , UEHEEZH.

m ¢ VRealize Automation WS EEE & 1 R & B A0 BB Y E iR E 15 2] vRealize Operations
Manager ,

s REEZBIERIEA vRealize Automation WEEZE,
n BEER ZRESNER , HBIBHE vRealize Automation FHERBEAR,

vRealize Automation 8.x AEETHH L HEK X E
vRealize Operations Manager A T35 X & & vRealize Automation 8.x H £ HIEE :

m VRealize Operations Manager fERE X+ K EHB 2 a2t B &8 B W EBI KA
m vRealize Automation 8.x # vRealize Operations Manager H#EEVERE K AR L ETHY R A
m  VRealize Automation EAENEAREEIEERE , ¥ EEREEZREHES,

m IR vRealize Automation KIEEEERA , AIE{#FEH vRealize Operations Manager KA E R Rl
RETEEE,

» MRBERFERETBIIEERA , ASREATRAEXBENCHE RERE.

VMware Cloud on AWS &R L HAEHK X
vRealize Operations Manager A T3 A XX & VMware Cloud on AWS BRI S HIEE -

s RAE VMware Cloud on AWS &R vRealize Automation R ELUERBEBHN EER |
vRealize Operations Manager 7 # VMware Cloud on AWS M HIEE.

= VvRealize Operations Manager A% VMware Cloud on AWS ERUBAEBERNTE,

f£ A vRealize Operations Manager & vRealize Automation 8.x

# E71FH vRealize Automation 8.x BITEBE I EA vRealize Operations Manager & k% B L[
B | B BTE vRealize Operations Manager H%E vRealize Automation MM E .

PEEMY
s BREBHBEEREZHE Z vRealize Automation #ITIEEEA FQDN/IP {it . FEREZBNERE,
m  BWE vRealize Automation FAERNEEEBEEENEREBLIREEEESER.
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m VRealize Operations Manager 8.2 RE S RA X EEE vRealize Automation 8.x #ET—H —E4& |
BT LA — 18 vRealize Operations Manager 8.2 S E &R ASHI #1178 B8 B2 — @ vRealize
Automation 8.x H{TEEES

m  vRealize Automation 8.x R E @A X B EL vRealize Operations Manager 8.2 S E S R4 EIT—
HZRBE  FBA L% @ vRealize Operations Manager 8.x #1117 {E 82 8 —{# vRealize Automation
WHERES,

n  MEEAEER vRealize Automation B vRealize Operations Manager 2 BB ENE L EN |, F2H
vRealize Automation ERXHHH ( B vRealize Operations Manager & ) 8,

1 HEVERTENESE K RECEERTRIESE > ES,
2 WREEEMEP , E—T vRealize Automation 8.x,

3 1£ vRealize Automation 8.x EH ™ , i A B EEEM vRealize Automation 8.x HITEEK FQDN
= IP ik,

4 BEABERRRES True,
5 HEMERR, FER-TMNE.
a T [REEW XFHRP  BAARBRARERZNEM,
b #A VMware vRealize Automation #{TEREHEREZBRNEL.
c BE-THE.
FERRHERERERZE VMware vRealize Automation #ITEEE.
6 MRBE|//BATHANEERP | BIRERFA.
7 B-TRRBESREIRGCHDER.
8 MBWEZMIRFEE.
9 BR—TEMRE.
10 #FEAEHBTRRINEERT , BRER vRealize Automation EAWEAEEREE .
[fEM & & BEEE 20, 100, 200, 300, 400 MAHEMAE.
N BR-TREUREFENEFRITER,

# vRealize Automation M EIF#1T{E R EL vRealize Operations Manager &% , BT LA vRealize
Operations Manager &&ZMRF KR vRealize Automation NMEFER.

¥ & vRealize Operations Cloud ## vRealize Automation Management Pack Eix

AR %%

vRealize Operations Manager # & EER LM EZE R EBLRBEEEN . BALUEA vRealize
Operations Manager REMERIRSE . EREE . ER. EE. HPBLUKE vRealize Automation 8.x
MR EE B ET .
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FAZEIRRIEH vRealize Automation Management Pack , AL EEIRBREFNTTH IT/E :

s & vRealize Automation Management Pack E i R#EEAH BB KK vRealize Operations Manager
ETES,

» % vRealize Operations Manager % T/E& # i B 5|2 2 vRealize Automation 8.x TEEHMiE
MEES| RS  FERRERKEL.

n BAERESCERRUAEZENRGFBREREREEROYHT.

n  BREH vRealize Automation 8.x IR B EimIRFE A vRealize Operations Manager .

s WRE PIFED Z vRealize Automation 8.x VI B ¥ ER

s # VMware Cloud Automation Services (CAS) FEZMN Eix BIEFEEZE vRealize Operations
Manager .

vRealize Operations Manager F i Eix &5
EHEHEAE - ATEERETIE , WIEREERLED., EHESZURSE/BEAER  Eit
EHBELERE—FAERIRE , THEBRLERESE., ERESECEEBRENBHMBNAR, B
BEEEIEFNRG , B—RZEEHEERESEER,
ERESNEESR

& vRealize Automation 8.x B2 vRealize Operations Manager 2 # , AL EREEHETNE
vRealize Operations Manager . EWEBEHRBERTET , LEAREE > BB THESEHRA

vRealize Automation 8.x BEEEA S HER,
AEEBETHEGE | A&7 vRealize Operations Manager R [EixEiH] BI1E,

m B vRealize Operations Manager B > BE > BT KBS vRealize Automation 8.x #1T{&E
B,

m  B7E vRealize Operations Manager F#x & F| vRealize Automation 8.x ¥4,
m  E2[@% vRealize Automation 8.x RS F vRealize Operations vCenter xRS .

£ VRealize Operations Manager F AI LURE ZEI B 7R VRealize Automation 8.x IRIEH M Eim &1
Y. 7E vRealize Operations Manager PR RFZEMBRBENERESE , TSHEE (FENEH].
(B & [THEERFEN] EEF.

EHEEEE

BAULRBREFERRETNERBEEE. EHEAEBS , ETUER-T [(ERES] , MAETRERIKRS
RENAEERNNME. BERE—T [(ERE] ¥ , RESKEERZERIRFHN (FEYMHARE] EH.

EREESNVE
EINRERFREUER  RRE-TEREHRSIER.
EREHRSIERER
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By e

=L BREZREINER,

RIS BETREIREHEEBNERIRS.
'R BETRREIREHERBNERRSER.

B MREEFWALZEA , R vRealize Operations Manager
REUBENZBEBHERESMN vCenter BXRIRS, FEHIZ
vCenter Bi%IRE , SifEA [BIKES] EEHH [EAZRIKRS]
;g

HERE FREERBEHARBNNEERE.

vSAN

BRI LMERERRGEEL . EEMBE{L vCenter Server Z#H vSAN Y4 X vSAN Z YK EE |
| VSAN EEEREDIEFEE.

VSAN ZEfR T THITHEE
n KRR VSAN ERFHERR vSAN BEEREA.
= &5l vCenter Server RHEFXE vSAN WEBEHEER . IRAGHNERFTRENH.
»  BEFIBENEZEAREAIAEE vCenter Server T,
. XEVSAN ERFREEIFARERECTHEERER T EHEE.
n  BALUEERERL—E vSAN EREFHREBES — @ vSAN ERERE,
= MRFE VSAN BEEBRERENELRE | BTG ER[RENL.

» BERKASTERFERANESKES K ISEERNRERFESTEEENERESNBELE
.

» RABEEWH vSAN ERERE L BRANEMKRERD (vSAN ERFRENRGEBHETEER)
K, 7TAELEEHFEHE,

» ERGERESFSNFEFERNSEEIFEERE(KEE (SHYRFERARTHEEMLRE).
n FAXER VSAN ERFREREERKERE vSAN EHER.

|IE vSAN NMTEFH#TER

ERE VSAN N EFRITEEE | EA vCenter Server FZRE, EEMM vRealize Operations
Manager # , VSAN f#R 75 & vRealize Operations Manager L& BRP —HiLd, HE , MR
VSAN R R F L LA vRealize Operations Manager OVF I —2B 0 FEEAHRE , BHLBEBLHE
VSAN fRRFE,

MEFS

REBEEHYE vCenter MEFHM vSAN N EFEREH vCenter Server &% , A 2B RE [VSAN F#HEE
B] THHMAE SEREED, FRIAEHKRKRE vSAN NHEFHTEER vCenter Server , thiRESH
VMware vSphere® f#R7TRE vCenter THEFEITHEE. BE , B ¥ vCenter Server $#1g
vCenter ST EFEITER.
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EBABIE T HER vSAN N TE R FTE R vRealize Operations Manager i B2 R , BIRUEHEIE 5989,
HE vSphere 1Y vSAN [RAR 6.6 REEH M | S EEEM,

BB ERE vCenter NHFHITERE | WAEEEIZEANEE vSAN REFEBEHNE —E vCenter

Server,

EEBBNARZKREEEEN  F2RBERTRERE.

EF

1 TEYRERW  BENEE  ARABTELERPENBRAR > BERIRS,

2 MRERESEENZEDIRI vCenter Server #1T{ABE , R%EKR—T vSAN &5,
3 EEFH vCenter Server REUA vSAN |, 55#% vSAN AR ER R A4,

#EE —BRARREET vSAN NEF#HTERE , RSB RMA vSAN AREE,

4 B vCenter Server BI{TEREMHMNZHF LAN vVSAN NEFHTEE. MREFEFEHELIAR , o
DR—THEREMERRE,

a BT [RIFE]MUZWMNSE K ARCEEIBUESRPBAFAER,
b BWAREBEM. vCenter FREBBAEE , ARE—THRE.

5 ZEEMA SMART BHIKE  LAERHKREEN SMART ERKE.

6 R—THIE.
ERAERIRFH vSAN AR,

7 B—TRRER  BRFHE vCenter Server MTEBMELS.

8 1E¥ vCenter Server R2F#.

9 B-TRERE.

"R

ZNEFEHIEE (MEFRITER]BFE , WEMEAPIRE,

ESB

EERBRNEFCRESBEM vSAN WHKERN | HERAENEAS  AxRAREAREEY

= WMEH, WRE VSAN HITEBABNAEMEC 2RO, WHRERRERE B EEERE
*SIDO

n BRI, B [VSAN BRESH]. (BEZ vSAN], [VSAN EXEBE] LUK SRR vSAN] BB E
AR ERMRD

s EBE > vSAN AIfEHEET |, #52 vSAN [EEESLLTHHEIN vCenter Server Z&EYH -
= VSAN IRIE
n IREVEIRE
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. REWMEK

=  EBUA vSAN B vCenter Server #5
= VSAN FEE@E BA)

= SR vSAN B EH#

= VSAN EREHE

s VSAN WREEE

s H vSAN BERFEHEHEENE S
s VSAN RFEE# 2BH)

BRENEFATERCERKBEETVRESESR

BB vCenter Server RRRE VSAN N EFHTEE, BE , SEEINEFRTEETURER
EFH vSAN YIHHEEE.

EERRYHER  BEDERPE-TER > AL > FHAB& > TEFHATHEE > vSAN TEFHRTHE
B><@HEZEVHHITEE.

R 4-74. vSAN TREN Y H-ER

wHER
VSAN N EF#{TER

VSAN # %
VSAN ERIFHE
VSAN B EREF A
VSAN A 4815
VSAN EH#
VSAN R EH

VSAN EBi%

TRER A R

BB

B

vRealize Operations Management Pack for vSAN #i1T{E %,
BERPROANI VSAN BE.

ZERHORK vVSAN EREFRE,

VSAN FifEM 2 SSD MBI ES .

LERPOLARER/INERT.

AR R OAN VSAN EH#.

EHRBEZRBFIROET WREE vSAN BERATHERIIM).

VSAN BEEFA vSAN MHEFHTEENFAREZER. VSAN BESBERTENE-FHTEEN
gHAER | UREE vSAN EENE—RWHE,

FHINARERERE  ARNBERESRERMTE vSAN,

ERENAKRERRE | ARE vSAN EEEE AR,

vSAN MTEFHEEE VMware vSphere N EFEZ M T 594

s BEHEER
n FHERG
n ERERE
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HIRERFR-TEE  REFELERTE-THAE > FHE &,
EBRLEETRANEFRITER | ARREHM vSAN TEHFATHEE.
ENNTHFATEESBRERTEFRTERRRINYHRE.
BRETIIBBEAR , BRI HRE,

Hh W N

YHRE  BREA
WERE BAZE K RRUMFEER.
WEMRR BRES , RRNEFEERMEERESR.

5 HURERMTHFATERERE AXRRVHRESER.
BENHEEEBOSRTIRETERZEENYHEE .

BESR

MEMHBBLIRKRERER , FREUEINHCER. RAEARERTHAMBER.

BRER vSAN MEFATRAKEMEREEER |, 4B vSphere FEA Virtual SAN MEERTS., FEM
A AEERENIET , F2E VMware Virtual SAN SR (BARR Virtual SAN REERRTE )

R Virtual SAN MEERB CEARBEME , EFEEHY vSAN MHFHTERBRER  MANEFE
SBEEN NIIHER,

ERROR com.vmware.adapter3.vsan.metricloader.VsanDiskgroupMetricLoader.collectMetrics

- Failed to collect performance metrics for Disk Group
com.vmware.adapter3.vsan.metricloader.VsanDiskgroupMetricLoader.collectMetrics

- VSAN Performance Service might be turned OFF.
com.vmware.adapter3.vsan.metricloader.VsanDiskgroupMetricLoader.collectMetrics

- (vim.fault.NotFound)

{

faultCause = null,

faultMessage = (vmodl.LocalizableMessage)

[
com.vmware.vim.binding.impl.vmodl.LocalizableMessageImpl@98e1294

]

VSAN Fe&k 0 ATIE 58 Th BE

& vRealize Operations Manager E2 vRealize Log Insight B& 8 | B A LLfE vRealize Operations
Manager REF MR B vRealize Log Insight ¥HRIE, TERT |, B LU REHEAAEE vCenter
VIR | (BIRER B TR DA vSAN BRI REIRE.

VSAN 5 MBI EEEEASEEAREUS T vSAN YIHFHIE 2 EH, -
= VSAN ¥5

n REIH

n  THERERAE

VMware, Inc. 357


https://www.vmware.com/support/pubs/virtual-san-pubs.html

Ll

w PREUERR

n FEHMK

18I E| vSAN MRS PR E B
BEZ [VSAN IHFAER] 5EE , RARE-TRERSIER.

B WMREMEREA vRealize Log Insight , Al vRealize Operations Manager R RIEFEAEAREE
AZ vRealize Log Insight,

vRealize Operations Manager ¥ SEYHERFERISHER. FH vSAN YHNEKRESR , TTUH
TTR5IEE

= P2 vSAN TN EBES K247

»  EUE VSAN ¥R AR

s SITFREHEARE vSAN Y EBENREE.

VRealize Network Insight

VRealize Network Insight ST E & A vRealize Operations Manager B vRealize Network Insight #
TS . VMware vRealize Network Insight 12t X 7] RER 247 , #&FE AR B8 H R A ks R 2 &
€. RECABKEE. BEEMAZE VMware NSX-T. VMware NSX for vSphere., VMware Coud on
AWS E® vCenter, VMware SD-WAN by VeloCloud Hl Kubernetes E&.

WA EF T # vRealize Network Insight ER{GRBIEZE4 , M FE vRealize Operations Manager &%
T, BREEMEYHEZ vRealize Network Insight B2 vRealize Operations Manager Z M E R4,
A EFXEN—RYHE vCenter Server. VMware NSX-T # VMware NSX for vSphere, $t$E R
Y | vRealize Operations XEEBREHE 2] vRealize Network Insight, EAEFAEEBMARE
#9 vRealize Network Insight , ST R E AR SRS HEAR

vRealize Network Insight M E &% & vRealize Network Insight 5.2 R EHFIRA, TJEB vRealize
Operations Manager R BRI vRealize Operations Cloud HERMAZ I ] E vRealize
Network Insight ST+, vRealize Network Insight N EFAXEE T LHE K HEARNIHE
vRealize Operations Manager ¥ W EB3FE vRealize Network Insight , LA} vRealize Operations

Cloud ¥} vRealize Network Insight Cloud.,

% 7€ vRealize Network Insight

£ vRealize Operations Manager H3& E vRealize Network Insight 1 1T{EEE .

BRRM

HR vCenter M NSX-T R4 vRealize Operations Manager EXEE#4 |, AIINR BT vRealize
Network Insight A E & E NSX for vSphere ERIRIR , BRAREZEZERKHA NSX for vSphere B
=,

35
1 HEWERPE-TEE

VMware, Inc. 358



Ll

2 HEEBEKT  REAEERE , RER-—TES.
3 & [EBE] 2T, #—T VMware vRealize Network Insight EfEH BMFR , REE-TRE.
4 BENEFHITERSE.

3] L
VRNI FQDN/IP vRealize Network Insight 89 FQDN & IP {1,
i RTHANIIERPREWNECEAREARENZAE . EETMERFUATINE

EEHWERE SR TN5.
n RREE REVRTE REEHEE]. SWLRERE LDAP = viIDM
Network Insight &8 .

FE HWEEEMHEXER vRealize Network Insight WERESERES |
FTBH A LDAP M vIDM R E,

m A - Network Insight 523%. BIARE R . vRealize Network Insight
PRENTEEAESR  URBERAENELR.

m  LDAP - Network Insight 3%, MAREZERZTE . £ vRealize Network
Insight & EH LDAP f15. LDAP ERAEBR , MAKRZ LDAP EREMN
LDAP Z15,

m  vIDM - Network Insight &%, MAREET . B vRealize Network
Insight Z&# vIDM FQDN/IP., vIDM EAEER , UKZ vIDM ERE

# vIDM 275,
REEE. ABEBE.
W seag / B BEUTEN RESREAE.
REER RREREZERI.

5 vRealize Network Insight #11T{E B 2R #5 vRealize Operations Manager 1 vRealize Network
Insight ZEMERERRRUREEH. ELEABBRERERRREARESHRER , IESH4H

E[E A vRealize Operations Manager.

6 I&TLUTE vRealize Operations Manager £ vRealize Network Insight WE & EESH AR
H, EEEEY , FRAKCEAEEBNSESHEAREA.

7 RELSFEEABRESHNBREM. AEARSEABREMATENBRENAERESHS,
8 B—THiM.

vRealize Network Insight S{T{EBE W EEE

End Point Operations Management vRealize Operations Manager
MR G R

#&# End Point Operations Management SR ER R EEE£RGEEUREZRR T EHEERAERXNTA
M, IiRHR T ZBE vRealize Operations Manager —B &%,

End Point Operations Management KR ER R LR ERE

BOERAELEELPNENR , BMEEREPLEEIE End Point Operations Management KERE
=
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L% End Point Operations Management {REBRER
EBZ % End Point Operations Management REBRRINUAF , BABETERBEE,
DERE

n EREREERAEZEALBHTEEN SSL B Keystore , FERERANEH ERE—E IKS KR
B Keystore AREEAH SSL B . # Keystore WREBEREMRELE TR, EHBAERERELHN
agent.properties BRPIEEERBER.

ERERAREREN Keystore RN R SR ZIE2ERM
n EHRNRERR no oava novs W E.

vRealize Operations Manager ¥ EEANZREERNEE JRE1.8.x, RBENRBNAEANZER
X, BAHEEEER JRENNE , BAREERITUKEAIERN JRE, F28 BE End Point
Operations Management Jt4#) JRE (L&,

End Point Operations Management REBRRX X BWIEX RS

ELERMMAA End Point Operations Management RIBR X PBF X EMNIEX R,
HRAREEERRTIHRERS  SLEACESIE.

& 4-75. End Point Operations Management X BRI X ENIEX R

EERE BERER JVM

RedHat Enterprise Linux (RHEL) 5.x. x86_64, x86_32 Oracle Java SE8

6.x, 7.X

CentOS 5.x, 6.x, 7.X Xx86_64, x86_32 Oracle Java SE8

SUSE Enterprise Linux (SLES) 11.x., x86_64 Oracle Java SE8

12.x

Windows 2008 Server, 2008 Server x86_64., x86_32 Oracle Java SE8

R2

Windows 2012 Server, 2012 Server x86_64 Oracle Java SE8

R2

Windows Server 2016 x86_64 Oracle Java SE8

Solaris 10, N x86_64., SPARC Oracle Java SE7

AIX 6.1, 7.1 Power PC IBM Java SE7

VMware Photon Linux 1.0 x86_64 Open JDK 1.8.0_72-BLFS

Oracle Linux lR#& 5, 6., 7 x86_64., x86_32 Open JDK Runtime Environment 1.7
ERRERAZHEXES

End Point Operations Management {REERRX 2 £ E B E7E vRealize Operations Manager ZEEH
#,
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B LAER tar.gz B .zip $1F , WA Windows F, Linux EX2RZ&KEHA , BXE RPM R ERA K
Z# End Point Operations Management X .

BB L IE JRE IRAM End Point Operations Management RIBREXIEF , ARFIREETREMRAS Java
WZZRAMRT , BREECARIHMRN Java,

m 7 Linux P& L% RPM EAZTHERERER

BRI AR #E KB RedHat EHEEE (RPM) EHH End Point Operations Management X2
ﬁo noarch ﬁ1¢¢m1‘%ﬁﬁﬁ7ﬁ@§ JRE,

n fELinux FALRHEEZERERER

BRI tar. gz 174 End Point Operations Management RERRXZEZE Linux ¥4,
= £ Windows ¥ A ERHFREREEN

A LR . zip BE# End Point Operations Management RERRXEZE E Windows F &,

s £ Windows F& L Windows Installer ZERERR

BRI LAE A Windows Installer #& End Point Operations Management {EBRXZH ZE Windows
Fa.

m  7E£ Windows #28 F #E 2 %% End Point Operations Management {2

A LATE Windows #28 E A& S ER BN ERE KL% End Point Operations
Management RERER ,

. EAX FPELZERERER
BAILATE AIX F A EZ# End Point Operations Management fRIBRE ,
m 7 Solaris ¥A L ZHAERERN
BTALATE Solaris F & %% End Point Operations Management X ERE R .

£ Linux FA L% RPM EAZHERERER
BA L R E K H RedHat EHEEE (RPM) EHH End Point Operations Management K223,
noarch EHFHRERRXTEE JRE.

EBRERANEZEEREEXAGEHEBNAET AR  EEsAREEANEEFFEEERA. &
Windows 182 UNIX LN RIR K EREETAE JRE BFEAREBEEXHE,

RPM E#1T T HIE1E

m ERRepops WEMAEFREFATHFE A RESRBRUZCAEERE. EAERCHENRBIRS , &8
EEAT.

n BREEXERZEZE /opt/vmware/epops-agent H,

m 7E /etc/init.d/epops-agent REDRIESHE.

# init BELWBHILES chkconfig , WEHITEHKE 2. 3. 4, E5BRES on.

ERERESEANREBRER |, F2H BEEFEZEZE End Point Operations Management {EBER .
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BEIRA

BF

mR

EEREE ZANAEMR T UEE End Point Operations Management RIBRRRN, . X EES
vRealize Operations Manager FA&ERE K MAZBEEESNARCEREAALTEZEHE End Point
Operations Management (REBR R . 28 vRealize Operations Manager FHY A& FMER .

EIRTERIT ICMP T | BIXBFERBERZHE End Point Operations Management X2,

EXEREBEERXEFRALBETEEMN SSL Bl Keystore , FENRBERAMN M ERE— B JKS &R
H) Keystore , REBREEXNRELAMFEHHE SSL BFE. ¥ Keystore N BB EMBRBLET R, &
MHAERERERAN agent .properties BREHBIEEEMBER .

FRERAREREN Keystore ZBNAZ SR ZB AR
ERZHEE JRE EH , FERNERR no oava Hove W E.

End Point Operations Management FAEBLZHBENEIE JRE1.8.x, IFAEBHLREREXAIR
BIE., KBENRENFMEANZERS K BUEEEER JREMNNVE , BRABREXTUKREFE
# JRE, #E2B 8RIE End Point Operations Management Jt## JRE VB,

MRBEEZKF JRE BN FRIALEEFERARHNN Java RAE ., ERABEN Java RATTEERE
RZZMHRERP,

#&2 End Point Operations Management X EBRERX M Z % B # 7 & vRealize Hyperic REBEAZ
%,

EIRMER noarch T8t |, BHERAFE LB L% JDK B JRE,

EETREEXNTHRER | BFRIALIAMEH ASCI £, MREEFHAIE ASCI Fit , BISHEE
Linux #2581 SSH AF wERBRRXNHEIERA UTF-8,

BERN RPM RGBT HZE B 1Z#Es,

ERRG RPM BEE TR

64 U TTAEE R B epops-agent-x86-64-linux-version.rpm
2 UTERRSK epops-agent-x86-linux-version.rpm
R epops-agent-noarch-linux-version.rpm

fEF root REBIR SSH E&.

1T rpm -1 epops-agent-Arch-linux-version.rpm URERAZRZEEZNTE ) Hrp
Arch REENBR , version BI RIS,

End Point Operations Management RERER B2 H# |, RELREABKEFRE .

VMware, Inc. 362



Ll

RESR

BRI 28] , R cpops EAERBESRANMMMBEAURZNEZRERARAME ZEMTER ,
REJTTIHD—BRF.

#HAT service epops-agent start BB epops-agent BR#E.

MRE R End Point Operations Management REBRERX ZHIEHIT SUSE 12.x WS L | FHIT
[EP Ops Home]/bin/ep-agent.sh start tn < REE End Point Operations Management 1%
B2,

EZERE End Point Operations Management KERREF , JESWEIHE , RRRAERERAE
ERTH, ERBRERN 28, FART ./bin/ep-agent.sh stop,

£ agent.properties BRPRERERN , RAEMBRE. F28 A vRealize Operations
Manager f@fRE§E End Point Operations Management K B AHNREAER.

£ Linux FA LREFZEREER
BAILAE tar. gz 124 End Point Operations Management RERERXZEZE Linux 4.

RER  RERFEERKERPRACREHEARE. EUNEERERXAREFNE , BUELEF
BEt. ERERAERREARRUZE  $EEARE. 2RNWBEFSEAREEARAREPEEN

{EO

BB

BF

1

2

EERSE RANEMR T UEE End Point Operations Management {VIBRRx, BXEES
vRealize Operations Manager FA&EEBE K MAZBEEENARERAALIFELRE End Point
Operations Management REBRER . #H2 B vRealize Operations Manager R A& FER .

EIRGTERIT ICMP BT | BIXBFERBERZHE End Point Operations Management KB,

&2 End Point Operations Management REBRER M L% B #F & vRealize Hyperic REBRERZ
g

o

EREEREETEREE  FRIALIAFEH ASCI Fx, NREBEFEHAIE ASCII 5, BIKEE
Linux #2581 SSH AF wERBRRNHEIERA UTF-8,

TR FEBAEBERAR Linux FEEZR K End Point Operations Management REBRERXZHE tar.gz
E=R.

EERGE tar.gz RBETR

64 U TTAEERG epops-agent-x86-64-linux-version.tar.gz
32 UERARS epops-agent-x86-linux-version.tar.gz
A epops-agent-noJRE-version.tar.gz

AT cd AEELEHE/bin , BREZRABEK bin B,
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3  #1T ep-agent.sh start,

ELERZENERAR K DSTRBREEF  RIELCKERERXATENEEMELENAR
fH.

4 (EEM) BT ep-agent.sh status UBRAERXMWEGIRE , BIF P utFMEFE,

®RESR
ERAERANAFRER. F2H EMELERERXAFRREE.

£ Windows ¥ & L #EFZ#REER
BRI LR . zip R # End Point Operations Management REBRERXZH# ZE Windows F A&,

RER  RERFEERKERPRABEHERE. EUNEERERXAREFNE , BUELEF
BEt. ERERAERREARRUZE  $EEARE. 2BRNWBETISEAREEARAREPEEN
{EO

BBRA

s FEREEZHNERTLLEEE End Point Operations Management REBRR, B4 EAHEE
vRealize Operations Manager FA&EERE K MAZBEEENAREREAALFELRE End Point
Operations Management REBRER . #H2 B vRealize Operations Manager Ry A& FER .

» 52 End Point Operations Management X B Z 4 B 8T & vRealize Hyperic RERERAZ
.

n  FE#IT Windows Installer RERX 281 , FRALZHRERZEEM End Point Operations
Management = vRealize Hyperic {22,

B
1 TEIBEBMHEBERARN Windows EE RGN End Point Operations Management {BEAZH .zip
BE.
ERAZ z1pr RBEB TR
64 U TAERAR epops-agent-x86-64-win-version.zip
32 e R epops-agent-win32-version.zip
WA epops-agent-noJRE-version.zip

2 BT cd ABEAEM bin, BREBXBEM vin B,
3 T ep-agent.bat install,
4 1T ep-agent.bat starto
ERERRZENEREAR K HSERBRERF , RFECELERERAATERNEEEARE.
rESR
ARERXELAFRER. F2H ENEERERXAFPRERE.
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£ Windows ¥ & LA Windows Installer Z#RERER

BRI LAME A Windows Installer # End Point Operations Management {EBRXZH ZE Windows F

B

REBRXTUENERE, H2H £ Windows #88 E & 2 %% End Point Operations Management
REREX,
DEFHG

n  EEREEZANERTUEE End Point Operations Management RIS, , B4 EES
vRealize Operations Manager FA&ERE K MAZBEEENAREREAALTFELZEHE End Point
Operations Management RN, 2/ vRealize Operations Manager RV BB FER

m TR End Point Operations Management KR R B # T2 vRealize Hyperic REREA =

g,
n EEROEEHHEE FRHE End Point Operations Management RER R, |, FREARERR L IEHNIT
H,

n  FEIT Windows Installer RERX 28 , FRALHERERZEEM End Point Operations
Management = vRealize Hyperic {2,

n  IBMZEHNE vRealize Operations Manager B & B TBEZE . vRealize Operations Manager fd
BREEM st (FQDN) , AR AR EHFIREAE., EUUERFHEIEREREANEMMEEEN.

BF

1 THEEAR® Windows &1 Windows Z# ExE X,

EXRF RPM [RHE TR
64 U TTAEE R G epops-agent-x86-64-win-version.exe
32 UTERRSK epops-agent-x86-win-version.exe

2 BEMTERURBZERE.
3 ERRERETNIR.
=3

FRAEAENZGEAEENGBERE MAREBEECHEENFIESERASHERENFTHER
. BUE BEREA] f (HERE] EFETREEAENEZSN L ERE.

BTyEEERRSBEENAEEANEMTETR,
HITEAEZHBEERARSZEBIRIBL.
n  IESATLAERA SHAT 2 SHA256 EE X,

m  {k¥EER , vRealize Operations Manager AIRFBEEEBREBHN CA BFE , ZBRIXRAXRESE
BEETFESEHNEE. EEEBAT , ZEANMEE CA BRENEAMHEE , RBEEX T eEME

s B A vRealize Operations Manager B & , B LIEA BRI BRE , MAEHAERER. S0t
i, BB EHEZEREENESEAEBABTHNE.
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s EEMEBRRIELE , FE A vRealize Operations Manager BIESHE , Mt A https://IP
Address/admin , REBE—TURNERIIEGAN SSL BRER. BRIFLSHBIRERNRER
BEBE , BRABEYNE_BEANALENE. RS LEBRFERE , WEEPHNE —EEX
BARIERNE.

4 (EEM) 1T ep-agent.bat query UERREBEERAREGECZEMELEHNIT.
#ER
KRERXAMABRE Windows F& LT,

BEEELZHERETRUNEESEEAREN , REEXMASHIT. BE product
installation path/log B#HH wrapper.log B agent.log R , BRRELHEER,

£ Windows #28 F 82 Z % End Point Operations Management SRR

BT LAE Windows #28 EEAEM S S ERENELZHE S KX ZHE End Point Operations Management
RERK,

BN HEERBA S REEEFARERX THTERT SN EIAIT.

TEFIT Windows Installer RIBRR 28] , BHRAEHNIRIZERZEET End Point Operations
Management = vRealize Hyperic {2,

EEATIHZEREZERF, NEELSHWFHFMENR , F2BEE End Point Operations
Management REEXREARR.

&eH¥ Windows RREBREENZHEGEEAEERNAR , TEKBRE, WRARHERN
IP it SifEAERFE , End Point Operations Management {AIBR2 R A AR E .

& 4-76. BAEHSINLTHERNSH
S/ & B/ EEE 2R
-serverAddress FQDN/IP g vRealize Operations Manager fAlfREEH FQDN = IP i
ik ik,
—username %:% gﬁ*“
-securePort ¥ BmiE FERES 243
-password T8 4]
-serverCertificateThumbprin F& 28 75l vRealize Operations Manager AR BHEIEN, BHSE
t FEREASIREEREER , flm

-serverCertificateThumbprint
[31:32:FA:1F:FD:78:1E:D8:9A:15:32:85:D7:FE:54:
49:0A:1D:9F:6D/ o

SEARAZERFERHMBEEBM.
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R 4-77. H B ESSHRERRSH

28 ERE £i3. 3

/DIR C:\ep-agent EERERRL, TERCIAEFERER , MASEFERERE
i /DIR ML MRERE , HIM /pIrR=C: \ep-agent,

/SILENT & EERRAEANERE, TEMERET  ReEREERE.

/VERYSILENT i EERERERBALSRE. TERENERED , TERTEE
RE , ERFERREERAL , RERBRR—& MRERE
BEEH).

£ AIX FELZHEREBRER

BAILATE AIX & £ &% End Point Operations Management R, .

DHEEY
1 %% IBM Java 7,

2 £ IBM JRE security B #3118 & MY JCE : JAVA INSTALLATION DIR/jre/lib/securitys

BF

1 ERIE PATH S B |, #iE /usr/javal _64/jre/bin:/usr/java’l_64/bin B PATH=/usr/
java7 64/jre/bin:/usr/javal_64/bin:$PATH,

2 ®EHQ JAVA HOME=BAI Java BH#HEE.

MERENHRE AIX BENFMAEDR , 520 https://www.ibm.com/support/knowledgecenter/
SSYKE2_7.0.0/com.ibm.java.aix.70.doc/diag/problem_ determination/aix_setup.html,

3 HEAXHELE  TH nodre lRAM End Point Operations Management AR, | ¥ ZHRER
=X,

4 MEREBERALZLEN  F2HE Linux A LREHFZEAERR

£ Solaris ¥ A LZHREBEER
BTALATE Solaris F & £EZ& % End Point Operations Management X ERER .

BEIFRM

1 f& Oracle #8346 A Solaris Z% Java 7 REFIA : https://java.com/en/download/help/
solaris_install.xml

2 1% http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html
FTIEHFH JCE

BrF

1 RIE PATH B8, #1€ /usr/java7l 64/jre/bin:/usr/java7l 64/bin B PATH=/usr/
java7 _64/jre/bin:/usr/javal_64/bin:$PATH,

2 ®REHQ JAVA HOME=BA] Java B#HERE.

3 1E Solaris #88 £ | TEHI X% noJre lRAH End Point Operations Management K ERE = .
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4 MEREBERALZLEN  F2HE Linux P LREHFZEAERER

End Point Operations Management XER XK Java HLEEH

Ff& End Point Operations Management {EEX #FEEE Java EHHEIE Java Cryptography
Extension (JCE) Unlimited Strength Jurisdiction JRRIER.

Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction R A& 22 & R JRE End Point
Operations Management X EREX Z#ER1EH

BAL#ETRE JRE BEEM End Point Operations Management RERRXNEH , HBZBHEHY JRE.

MRERIEE JRE ZHIRIF | HEER Java EHEE Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction RBIfE®R , LABXA End Point Operations Management K BN E &, WRE
LEE JRE 2B | BEH Java EHTE Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction JREIER , AIGWBIUTWERALR . [ ARSIBUERE (A2 ERERN 10/ EEE) |
M [ Cannot support TLS RSA WITH AES 256 CBC SHA with currently installed

providers ]

#% E End Point Operations Management Jt#4# JRE U &

End Point Operations Management REBRERXEE JRE, FAZ A End Point Operations
Management RERXNZHEAFEE JRE. BIRFAM End Point Operations Management X2
BAZ#HEXUFTES JRE.

MMRERIEE JRE REBIF | MEMRR Java EHEE Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction REIfER , UBARBEXEEREBEEANEE, WEFMAEN , 528 End
Point Operations Management REBR R Java HEMEH.

RENREREBEANZREANE , FUTRFTERRERAER JRENNVE. UATRREFEZ IRENE
HRE,

» EAELEFERAZ JREMNEBELNTAEEAERIZTEEE.

n BYRFANRERIZEEE,

RERXMAMBTH JRE

REBIXNFEMH JRE WAXEBURRFEAER,

B2 UNIX Ml £ &
FEE UNIX BT E L, RERXEMR T FIIEFRE AW —1E JRE :
1 HQ JAVA HOME BRIZEE
2 AHRKY JRE

3 Java Hove BRIBRE

Linux &
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£ Linux F& L, BRI BAMEA export HQ JAVA HOME= path to current java directory JRER
Windows £&

# Windows ¥ & L , KBRS R T FIIEF#ET JRE

1 Ho JavA HOME BRIBSE

BHPEEMNRECTTEBEEK. BREEABRRER () BRRBENERE, i : c:\Program
Files\Java\jre7 A c:\Progra~1\Java\jre7, BMRFTEENEFEURKFIE B &+
*:ﬁ?% 58 progra ﬁ@ﬁmﬁ%Ziﬁ]“ﬁf? (@Jﬂu a=1 b=2 %%)o

2 WHEHH JRE
BALEBRNERIIGERATEAAEE, REAR > £l > BRIEBE > RG89 > i,

H R Windows H B HIRSEE , £ Windows Server 2008 R2 £2 2012 R2 £ , Windows RIE T REERE &
GRYNEE , IEECERIBRER, Bt , so sava Hove REBENEN SRR TETERME
End Point Operations Management REBRXRHK . ELERT , End Point Operations Management
RERXTEESEABIN 1o oava nove B , MESEHEFEAERN JRE IRA.

End Point Operations Management K ER XN R HE L EHRH

MBEKRE localhost EESEZEMUE , End Point Operations Management R BRAR T EE 8 |
MESBERUTHR . [ BHRAK. FARSTHBENRE S2FEAHERN 1p/BEBE). 5% 10
¥, REBER | .

AR TS RIEREBEKE
35

1 % Linux FRREBER /etc/hosts , BAE Windows ERRL
C:\Windows\System32\Drivers\etc\hosts,

2 fffH127.0.0.1 localhost {SER , ZEIPv4127.0.0.1 EXUHEE localhost HIE,
3 RBEER.

| E End Point Operations Management XXX £ vRealize Operations Manager falfREFHYER R

0 &

BRARERERNE , BUUERERIXFMW agent .properties BRERNEZERERERNBEE vRealize
Operations Manager fARzFETBANAR , ERPEATUERHMREEXRAET. ERABEPERER
EHEXE , ZUUStZERERNTBMEE.

EERRREEE , FELBEHARIETHENS. EREEXRERAE , FEY—EREE.
RERXEE AgentHome/conf FERHEANBTE. A agent.properties WHERNE.

ERERXEE LU ERTZIEE vRealize Operations Manager fARESETEIAMENRE , AIRERR
ENBRBREBEBERR , LREHBREE,

FERTRES R EERILRE.
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BA U ERBEB 22 AERREREEXAS. BHUTEESAXNARA —EFEEDHBREF
RE.
n FREEXMEFEHEEEMN SSL Keystore , MR vRealize Operations Manager B4 2

Keystore,

n FEREEXMEEB Proxy fREFELRZE vRealize Operations Manager falfREs .

DE R
52 vRealize Operations Manager fAlfR2s E 1T,

BF

1 B{HA vRealize Operations Manager a2 £ End Point Operations Management {RIBER R
EAR
£ agent.properties BEEH |, B End Point Operations Management XE R X # vRealize
Operations Manager RS BAMEBHARTERAIFERF ., BLEMURKA.

2 8% End Point Operations Management R ERRXREAR
A LARRE agent .properties BRMESHARUEEEE,

3 ®RE End Point Operations Management {RIBRR R Keystore
REEBXFEABRESBNEBRETAREN  EETEERFFUCEAE_AEE A MEARERH
RSB, MFER , BEMEEN data ERRRARELEMN Keystore F, BALREEHCDH
Keystore , EHMRERXFEH.

4 {Ef [AARE] YiEA KR E End Point Operations Management X ER
ERRE—ERERR , HER AT vRealize Operations Manager AR ENALER |, 3RfE
AEEFE R End Point Operations Management RIBRRRNARHTESH R, HiFEHARSIEREIRMH
vRealize Operations Manager ARSIt ELE IR | IR HMBEESEREANER .

5 EEREERNAEAR
BAILAIEE |, & vRealize Operations Manager MZEEEZMN BT ARTEE , BEERERNRERR
RE

6 End Point Operations Management R ERXRE

End Point Operations Management RIBR XX B agent.properties BEFAWZERE., W3k
FEXENREAHEREREEE agent.properties BRG,

rESR

BXE) End Point Operations Management IR,
XA vRealize Operations Manager fAlR8§ £ End Point Operations Management XERXNRER

"@
£ agent.properties HEEH , B End Point Operations Management AR vRealize

Operations Manager RS BAMEBHARTERAIFERF ., BLEMUKA.
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BF

1 £ agent.properties BRIAKRBUTEE.

## Use the following to automate agent setup

## using these properties.

##

## If any properties do not have values specified, the setup

## process prompts for their values.

##

## If the value to use during automatic setup is the default, use the string *default* as

the value for the option.

2 BRST

#agent.
#agent.
#agent.
#agent.

BIAH # B UBARE.

setup.serverIP=Ilocalhost
setup.serverSSLPort=443
setup.serverLogin=username

setup.serverbPword=password

% —XBXE End Point Operations Management {REBREX K , & agent.setup.serverPword AIF

ERH

YHEEMXFE , AEEXAENRLE.

3 (GEREN) BRETHAM # 850 #agent.setup.serverCertificateThumbprint= WIREIEAE , KL
B IR BB TE RS,

#&E End Point Operations Management KRR REANS
BRI LARRTE agent .properties BRABENARUESEEA.

REEX-ARFNRERAFTRE-—EAKRINAE.

BF

1 EBERERRXBAL vRealize Operations Manager IR L EFANNVBENEE.

AE AEER

agent.setup.serverIP f8E vRealize Operations Manager fAlfRESHY (1t R =L B,

agent.setup.serverSSLPort FERR B 212 % SSL vRealize Operations Manager R REFIZEEZE, ZENRR
RERETEMNEBRERE | BETXEEERE,

agent.setup.serverLogin EEREEXNERAERRE , LHAZERE B BRERE vRealize Operations
Manager fAIfRZE. BHEM usernane MRESEREME , FRACAERSE
vRealize Operations Manager fAlfR2E LR EF#E,

agent.setup.serverPword 1£E# vRealize Operations Manager AR , EERBRIXECANEHE , XU
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2 (BiEM) FHIETE vRealize Operations Manager fIBRESBEIEAL.

AE ANEES
agent.setup.serverCertificateThum REEEENAREBEENFAEN.
bprint BITERASRERVAFAESESH.

BT LAGEA SHAT 5k SHA256 EE %,

k78RR , vRealize Operations Manager ARG EL B RBEEN CA BFE , &R
ERAREBEEPTETHNRE. EEEBRT , ZIEANEEE CA RENE
BHEE  RERX A sEMEH B

B %A vRealize Operations Manager 528 , LA LEABRBFE , MAERAER
B St X EEEREZRRUHENERIEAEERARTNE,
EEMIRREBIEAE |, 2 A vRealize Operations Manager BN E |, #itA
https://IP Address/admin , RBIER—TRINEERIIGRIN SSL BRE R,
MIELRCABITBRERRRBRE , RREEPNE_FEXNAERNE. OF
BEEBRAITERE , EEPNE—EEXNAERNE.

3 (EEM) IEETA Token BHUBEMERERE.
REBAEZXYBEYTEBRER , EEAERES WA S 285 Token,

RE ABTE

Windows : BHFEE Token BUBNEZBHFEMAEN.
agent.setup.tokenFileWindows  pERALEERAME () RESL () T3, RERASY,
Linux:: 15 Windows B8R | BRELEAN2EMNE (/).

agent.setup. tokenFileLinux

4 (EREN BBATEHENDSREETMEMELEZNAR.

EERG we
Linux ./bin/ep-agent.sh set-property PropertyKeyPropertyValue
Windows ./bin/ep-agent.bat set-property PropertyKeyPropertyValue

agent.properties BRFNWABRS BN,

#% E End Point Operations Management LI Keystore
REEBXFEABRESNEHETABEN  EETEEEFFCEAE_AEE A MEARIERHAR
BREEBN ., FER , BREMBEN data BERRAELEN Keystore 1, BALLREBE K Keystore |, iEE
HREREXER,

EE EZEFHEEHCH Keystore , BLAEEABEBRERR IR TIHIE,

BF

1 E agent.properties E%EWE&)% # agent.keystore.path= B 4 agent.keystore.password=
RE.

{Eﬁﬁ agent.keystore.path E% Keystore E’ﬂ%gﬂ%@ , ﬂﬁﬁﬁﬁ agent.keystore.password E%
Keystore K& 15,
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2 TEARARERHIE [agent.keystore.alias] AR s BEZAETERENIA ’ % Keystore FER
HNLESRIER

fEH K] HEF R E End Point Operations Management KR

ERRE—ERERN , HER AT vRealize Operations Manager AR BEMNALER K ZERNE
&R End Point Operations Management {ERXNAHAREF L, HEHRFRERERME vRealize
Operations Manager fRIREFM L EEREE  URHEMESEEERENER.

BAELNT AR  SRRREREARHFEGR

n BERXBEBRERR , BXKRIEM agent .properties BRPHN—RZEHERS.
» ELRBAERR K MEAKAENARFJESENERIEBRK.

BB UATREEARB B AERRTARHELR.

B

BRI R EERT.

BF

1 HERERERANTE LRBMARERE.

2 BEEZ AgentHome/bin B,

3 FERARBRRERANTRERRBE.

*& we
B2 UNIX #4L ep-agent.sh start
Windows AREBRERXZHE Windows BR¥% , REBMIT it: ep-agent.bat install ep-

agent.bat start WL

B #%# End Point Operations Management XEB RN &R EK Windows FRIGH |
FRELEENAEBERUABZREESEZEZNFEM. flan , MREE Microsoft
SQL Server E#11T End Point Operations Management RERX , BERARE
EREEEAZMARSS , AXEHZUERAEZA Windows IR .

4 OERER, EEETUHERFE  SEBUTER.

B’R L

BARBRSEN SR 1P it FEBREARBEERNMNE —SHEL | BABA localhost, ERFAYERRT
RERNEGRSI2EORE , BN BIEER NS,

¥ A fIBRES SSL Eigs 1£ VRealize Operations Manager ARz LIEERBREA M EELRMN SSL EFE,
FAREEIER 443,

ARFBEHRT FZEENEE EHREMES  EENARBRLCHGEENERES , ABELEH thunbprint

RE , FHESER , AIRERR TS EHERNKE (man-in-the-middle
attack), FHAMBEETRHNBRERIEAFMAESR.

BAZNARSBERAESR BWABRRB agentManager RA vRealize Operations Manager EHEZ R,
B AZKAREESE W AIEEM vRealize Operations Manager 215, BB BEREER

agent.properties ERF,
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mR

RIERXSFHMEREZE vRealize Operations Manager AREENESR , ARFEEEIREEXBBRE
ATEE LB .

ARBPBEELEEBERERN Token WAFIHERE., MAREHER The agent has been successfully
registered E, 'f'%ﬁﬁﬁﬁﬁyﬁﬁ?«qzé ) WHEEH EHITHERE.

BERRERXARRE

BAILAFEE |, & vRealize Operations Manager M EEEMNBITARTER , BEARNRERRRK
B

£ (REYH) BETRN &R BRY , nREKARREERNERERRES false , REEAER
WREEXEARER, NREEEARRERNEREHNRES True, MELEREERE , RELKBER
HWREERXZHE K TEEAERENE.

MBEEFEREPHNITH MSSQL ¥ (MSSQL. MSSQL Database. MSSQL Reporting Services .

MSSQL Analysis Service I MSSQL Agent) i , S EBERERNECERNNEREAR True , THEEE
R —HBNTA,

End Point Operations Management RERX AR

End Point Operations Management REEBRX Z 1 agent .properties BRINWZHRAR, WkEFE

TEARRSBEEREEE agent.properties EBRG,
BAAFIBEMAEREFEAEFTEBEETER agent .properties BRFHRE,

BRI AN agent .properties BRHPHVAR , UHMAZRAERE,

# End Point Operations Management X ER X A B E N

Z %t End Point Operations Management R BRER 2% , B LA NZRNEFIEE
agent .properties BRPLUMAEMEZE,

filzn ) FEEEERAERE s WA L AT ./bin/ep-agent.sh set-property
agent.setup.serverPword serverPasswordValue , HQJ-L}{TE_??%)?%:ZF: agent.properties *?i:'%o

agent.setup.serverPword = ENC (4FyUfém/
c51+RriaNpSEQIWKGb4y+Dhp7213XQiyvtwI4tM1bGIfZMBPG23KnsUWu30KrW35gB+Ms20snM4TDg==)

ARBENZENEBFEFEE AgentHome/conf/agent.scu F, MREEEMENS , RSERAKE—
BEMZENEH.

BRRM

& End Point Operations Management f{EEZ X 8E7FEY AgentHome /conf/agent.scu, &H¥EM
REEXHARB[BESABZETNE 2R , REEXXEEAFEUERUERLE.

B

* Iﬁaﬁ%%ﬂ_‘ s 31T ./bin/ep-agent.sh set-property

agent.setup.propertyNamepropertyValue,

R
ARG ENZNEBFEFEE AgentHome/conf/agent . scu .
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BEBEBSR
MBELENRERXDBEM S RISEXE agent .properties BERMGIMENNRERR , BELHMSUE
B agent.scu, B2 BEBELZEZE End Point Operations Management {RIBRER .,

AR 2 agent.properties &%
BAAFIEEMEREFRETEEETER agent.properties ERPWAS .

TIRTHABTHEE,

= agent.keystore.alias AR
HARARAREBEEAREZHERHEEE Z Keystore WHETE ; MEZAEBRR LR ELEME vRealize
Operations Manager fAIfRESETE B,

m agent.keystore.password AR

HAREARNRE End Point Operations Management X2 SSL B Keystore &R,

m agent.keystore.path AR
HARB AR E End Point Operations Management {RIEFE I SSL Keystore BB,

m  agent.listenPort BB
LARIETE End Point Operations Management {VIBFE Fri EEAYE IR | BUZWRB R vRealize
Operations Manager fAfREEHYER .

m agent.logDir A&
LA A B HIEE agent.properties IR , BUEE End Point Operations Management X2
BXEAHTHENERZUE., WRETEETERE , agent.logdir BRI HABRRBENZH
HEER.

m agent.logFile A&
REEXCHEENETEERE,

m  agent.loglLevel AR
REBXBFACEEZAENFARE.

m  agent.loglLevel.SystemErr IR
# system.err EHEBZE agent.log BR.

m agent.logLevel.SystemOut A&
# system.out EFERZE agent.log BR.

= agent.proxyHost A&
End Point Operations Management {RIBRERNE I ¥ A vRealize Operations Manager {al iR 8 AV E
e MEE—(EERN Proxy ARSBEBZEMEBREE IP sk,

m agent.proxyPort RE

End Point Operations Management {RIBR RN ZE L ¥ A vRealize Operations Manager {a) iR 28 I3
B MAFE—EESHN Proxy AR 2 EZERTR.

VMware, Inc. 375



Ll

agent.setup.acceptUnverifiedCertificate A&

AR TAES] End Point Operations Management X EBRERZ B E7E vRealize Operations
Manager fAREEH RAEERERN Keystore 7, MERBRFZSHHEBRERRK SSL BEU
MY HABRERBEERBN SSL BRERRHES.

agent.setup.camIP A&

FRALKABRREENRERR Z vRealize Operations Manager fIBRESHY IP fiit, End Point
Operations Management REERRXREEHERN B FPRTIEFALR , 7TSENERE.

agent.setup.camlLogin AR

ZREBXBER  AERLEARBESE End Point Operations Management {XIBRE R 7£ 2 4& I R 28
BAEANREERXERAESRE.

agent.setup.camPort A&

ZHREZGAREE , IFACAREXEHARIETTIZ2BAEERAE End Point Operations
Management REBREX ARSI EZE,

agent.setup.camPword AR

FEALABRES End Point Operations Management {RIBRR K IEE&Z E vRealize Operations
Manager fARBEFIEANEZE , ERRERREF AMBE , TEEHXNEREHAERHAR
EI%O

agent.setup.camSecure

HRBRARER End Point Operations Management & $%%| vRealize Operations Manager & iR
BRI A NZE T B

agent.setup.camSSLPort A&

ZREBXIBER , LILARESE End Point Operations Management RIEBRE R [IRSEREZE K A
AR BR =R ST SSL B

agent.setup.resetupToken AR

FERAERBERE End Point Operations Management RIBR R E Y — B BB AR B R IR B8 31T
EREBEFTERAMNH Token, MRREERXE Token EMIRRESRMELZERRI[PESGE  EFELE
Token 2—EERAMNEE.

agent.setup.unidirectional IR

XA End Point Operations Management XXX vRealize Operations Manager fal iR zs Z &
W EE @B

agent.startupTimeOut AR

HERBRR 1 ARKLIEE Z Bl End Point Operations Management KB X REBIESBZERNY
g, ERRREERNEHHBALREEEEER , NEILEEEREHETR , MBABESHER
H%o

autoinventory.defaultScan.interval.millis A&

#6E End Point Operations Management R ERRHATHERNEFME ZBBIFH 2EER,
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autoinventory.runtimeScan.interval.millis AR
#6E End Point Operations Management RIEBR R RITHITHRRIFHAVIAER,

http.useragent A&

EZ End Point Operations Management {KEBRE X iz 2z HTTP ERH user-agent ERZEH
&,

log4j A

EEH End Point Operations Management KERRXH 10947 AR,
platform.log_track.eventfmt AR

EE Windows EHEBHHNAREER , MEEEHEMRE vRealize Operations Manager F#§
Windows BH R #REHF , End Point Operations Management KERXTEEMNIER .
plugins.exclude A&

87 End Point Operations Management K BERXNERBHFFEHANIMNIENX . EEMTLURLD
REERXNTEBAE.

plugins.include AR

$§3E End Point Operations Management KERXERBHFRANIMIERX, EEHITUBRDRE
BEXNRERAE.

postgresql.database.name.format A&

KRB ARIEE PostgreSQL /NI IEIR4E BB R EM rostgreSQL Database B vPostgresoL
Database ﬁﬂﬁﬁﬂm%ﬁ%ﬁo

postgresql.index.name.format AR

HARBIEE PostgreSQL IMARNIEIREI B EBEREM rostgresol Tndex Ml vPostgresQL Index B
SlEANEEEN.

postgresql.server.name.format AR

HARIEE PostgreSQL IMEAERIEIREI BEIHREH postgresoL M veostgresol RAREFEEN A
KR,

postgresqgl.table.name.format AR

WARIEE PostgreSQL IMBERNIEIRE BBIFREM postgresoL Table Ml vPostgreSQL Table ¥k
BRERNEEEX.

scheduleThread.cancelTimeout &

HWABIEE scheduleThread AFEEREERFHT HIEAPEHNRE LR UZERAREN).
scheduleThread.fetchLogTimeout AR
HAREHNRAREARKEAITHEERERFREESHAE,

scheduleThread.poolsize A&

EABRRANMIER  UERSHITEARERERE. ATTUEMENARTEZZMNIMIEN 2
EEWXE,
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m scheduleThread.queuesize A&
Dt A BRFNMBEXNERBRETIRN (EEHE).

m sigar.mirror.prochet AR

Linux EM mirror /proc/net/tcp.

m sigar.pdh.enableTranslation AR
FEALAR , IRBEIZNEXASHEREMAEE.
m  snmpTrapReceiver.listenAddress AR
$§7E End Point Operations Management {{IBZ N SNMP RGN FTEERE

agent.keystore.alias AR
HABRARAREERARESHEAEEE Z Keystore B ; MEAERRN LR TEREME vRealize
Operations Manager AR EITE [ E.

g5l : T Keystore WEHE
HEEOREBXNEEUATZEAESEN Keystore

hg self-signed cert), Jul 27, 2011, trustedCertEntry,

Certificate fingerprint (MD5): 98:FF:B8:3D:25:74:23:68:6A:CB:0B:9C:20:88:74:CE
hg-agent, Jul 27, 2011, PrivateKeyEntry,

Certificate fingerprint (MD5): 03:09:C4:BC:20:9E:9A:32:DC:B2:E8:29:C0:3C:FE:38

BESE Keystore R BT

agent.keystore.alias=hg-agent

MREABHNERRF Keystore £ , RERAEARSF AN BRE KU,

FRE

REEAWERITARSHK hq Keystore,

HREGZEREEEZ Keystore WERMRERR , BLAEAEEABTRES Keystore .,

agent.keystore.password AR
HAREARNERE End Point Operations Management X2 SSL B Keystore RS,

5 agent.keystore.path A& WA , B Keystore B E .,

FER , REEE— X E End Point Operations Management (REBR R | &
agent.keystore.password IEUHE MY EELAXFH , IREEXSUZARTEEBNR., ERABHNRE
Bz , EUBETHLEAREETNE,

REMERHRERN Keystore IRERAL RSB EMEEHENHE.
aRE
kAR agent.properties ERTEEEERE.

agent.keystore.path A&
AR AR E End Point Operations Management {RIBF2 X SSL Keystore B E .

VMware, Inc. 378



Ll

EE Keystore IR, FH agent.keystore.password AR ERE Keystore WG, F2EH
agent.keystore.password RZ& .,

£ Windows L1EE Keystore &
£ Windows ¥ & L , BUt#ERIEE Keystore BIEERE,

C:/Documents and Settings/Desktop/keystore

ARE

AgentHome/data/keystore.

agent.listenPort AR

WARRIEE End Point Operations Management REBRER FTiZEEMNEREE | LIZERIRBER vRealize
Operations Manager fAfREEH @ .

BRERFrEELRAS.

agent.logDir I&

BRI LA L R BB E agent .properties R , BAIEE End Point Operations Management RERER
BAHDHENBEZNE. NMRETEETERE | agent.logdir BT EARREEXNZEBEER.

EESERERATHEENNE  FR A EBRRERRKEBREBNKERE K RETENRE.
AR RERXEHENEBRIYU agent. logrile RBRFIRE.,

HRE

fXFEIR agent.properties BEFEEEB/AR.

FERIT AR agent.logbir=log , BHNREBENCHEERE A AgentHome/log HE#E,
agent.logFile I&
REEZXNCHRENBTHEHER.

FERE
1= agent.properties BRP , agent.logFile ARNERRESH —ESEHE —EFRARK ,

agent.logFile=${agent.logDir}\agent.log

Hrp

m  agentlogDir 2—EEE , AREHEBT2MHMENRERXABWE, kK¥ER , agent.logDir WA
2 log, HAEARRERNZEEEER.

B agent.log I%{%EEEEE%E%EE@%%O

k%R, REEALEEDT B A agent . log , EE A AgentHome/log HE,
agent.logLevel A&
REEBXEACHEEZAENFARE.

ARFWES Tvro M dERUG.
FERE
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INFO

agent.logLevel.SystemErr AR
# system.err EFERZE agent.log BR.

ﬁﬁ?ﬁlﬂﬁﬁiggﬁ System.err ?&glﬁlg agent.log.startupo.
HERE

ERROR
agent.logLevel.SystemOut &
# system.out EFEMBZE agent.log BR.

ﬁﬁ?ﬁlﬂﬁﬁiggﬁ System.out ?&grajﬁ agent.log.startups
aRE

INFO

agent.proxyHost AR

End Point Operations Management RIBIRREZE L ¥ A vRealize Operations Manager {al BR 28 #Y E 45
B, BEE—EERHN Proxy FRSEZ EWEBR IP fuk,

REREMBANREEXAXIBELAR.
#:tﬁﬂ agent.proxyPort B agent.setup.unidirectional —@ﬁﬁﬁﬁtlﬂgo
FERE

Ay

agent.proxyPort B&
End Point Operations Management RIBIRREZE L ¥ A vRealize Operations Manager {7l BR 28 HY E 45
B MWASE—EEEN Proxy ARSEZEZBREE.

REREMBEANREEXXIBELAR.

FEB/C agent .proxyPort B agent.setup.unidirectional —EEALAR.

FERE

agent.setup.acceptUnverifiedCertificate A&

AR TIZES] End Point Operations Management R X E B &£ vRealize Operations Manager fa

RBETRTEFEERERERN Keystore , MERBEESIHEBSAERN SSL BEUINMY E M RBHE
HEBH SSL BEFBHES.

EAERER  AEEXgRHES

The authenticity of host 'localhost' can't be established.

Are you sure you want to continue connecting? [default=no]:

NMREEER  AEEASEAARBHER  UKAL 2 REBESEEEEE.
HERE

agent.setup.acceptUnverifiedCertificate=no
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agent.setup.camIP AR
FERERBRESNKIERR Z vRealize Operations Manager fABREEHY IP {it, End Point Operations
Management REERAREEHER BSPRTEEFHERER , 7T2FIERE.

B EEEEMEM agent . setup. » AT , UL RERERAEMRF[ENARETENERAELHR
1’EO

ZETES IP it REERAHZBRRESR.., FESE - ENAREHSAKRSE  FEERER
127.0.0.1,

MRRERXMNEREZBEERT MG | FBIEEH B REMEH SSL EIER | BREMANEEEE
I8 7080 = 7443 LR REBE X3 vRealize Operations Manager falfRES .

ERE
ﬂ% localhost Hﬁ?ﬁo

agent.setup.camLogin AR
ZHEEZEEXBEE , FEALKARBESR End Point Operations Management KB X 72 & 82 [ PR3 IS
FANRERXERAERR.

HEAREE EETF B DRI RRNRERS create,
ERERXNETIRAREND  EFERAERXZAAME.
REBXRAAHEEERBERTRANEGEARLR  FSRIEREE.

B EEEEMEM agent . setup.* AR, URPRERERARARFENREEZNEAELDER
WO

FaRE

# hgadmin TR

agent.setup.camPort A&

TREBRNMEE , IEALAREREHEARIFET I Z2BARMEAR End Point Operations
Management KB RS EEZE,

REBXARAGEEENBSPRANERARE , T EHIEREE.

BRI EEEEMEM agent . setup.* AR, B RERERALEAR[EARTENEAELHR
1’EO

FERE
# 7080 SERE.

agent.setup.camPword AR
FERERBRESE End Point Operations Management RIBE X EELZEZE vRealize Operations
Manager fARBRFIFEANEZE , ERREREREFAREE , T2 B NREREAEREEE,

FRAENEBEH agent.setup.camlLogin EENZEE.
RERARAGHEHEEN B ST RTIEFREARE , T SHIUEEE.

B LEEEBEMEAM agent . setup.* AR, URLRERERXRARFENRTENEAELDER
.
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L% % — X B End Point Operations Management {RIEFRX B | & agent . keystore.password #
ECEE MUY EEATE , AIREEREXSHZAREESINE, TABREENN 28 , AUHEERRE
EITME,

ERE

# hgadmin TR

agent.setup.camSecure
HARBRARER End Point Operations Management & $%%| vRealize Operations Manager {al iR&8 LA K
AmEETEAE.

BAENIKA yes=secure. encrypted B ssL RINZREEM

% no=unencrypted FHJ?’Q‘*M%Z‘E’J}E%HO

agent.setup.camSSLPort A&

RREBIBERE  LIABRES End Point Operations Management RIBRE X [IRSEREIE | ARA
fAPRES# 1T SSL B,

REBXREFEHERESEPRTINESERR | TFIERE.

BRI LB EEBMEM agent . setup. * AR , AP R ERBEEXEARSBANASETENERAELHER
1FO

ERE

#7443 SEERE,

agent.setup.resetupToken AR

FEALARBTRE End Point Operations Management X223 22 37 — B 7 BB £ B B4 ] AR 8BS 3 1T B 3%
BEFrE V3T Token, MMRREERRXE Token EMIRSIER ME L[ REFERE , EHELE Token 2
—BEEANSE.

REEXREFEHERESEPRTINESERR  TSFIERE.

EREATHEAMN , RERXTSELHE LG RNREREL Token,

FERE

# no EfRE.

agent.setup.unidirectional A&

BX A End Point Operations Management XX M vRealize Operations Manager fal IR &S 2 B EE [4]
®a.

MRERERAREAEQ BN , BEEGARSEZENAEBRASERERXAE.
HREESHERAEEEZ Keystore WERRERR , BNUBHK agent .properties BRHPRE
Keystore &8,

ERE

# no SHRIE.

agent.startupTimeOut AR

HERERR M ARKIIEE 281 End Point Operations Management K ERREHEIESHBZHRNVE,
ERARERAEHBEAALREZEEEER , SR EAERTSH TR, MABDESHEHK.
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aRE
kAR agent.properties ERTEEEERE.

REZAWERTRRE 300 WEAK.
autoinventory.defaultScan.interval.millis A&
$§7E End Point Operations Management R EBRRABATHERNEFME ZBEBFH2IEE,

EREHEEUARBETSRENG  BEREARFERRSE Windows Bk, BRFHIEANEIR
ERBMITRBRIFH .

FERE
REEASERBFRBEBES 15 PERTHEREH.
# 86,400,000 EMHR—KFMHE,

autoinventory.runtimeScan.interval.millis A&
$8E End Point Operations Management RIEBEZXFITHITHRERFHRMNIER

HITHEBRBHTASFEALEARFERHOEAESE RN ERERRE., flin , SITRBIFHE TSR
SQL &M= E# MBean,

FERE
86,400,000 Z® , H—XK.

http.useragent AR
E 2 End Point Operations Management REBRE R FTix % 2 HTTP ER A user-agent ERIEEME .,

BRI LAME http.useragent RERES HHF —BMW user-agent fH.,

kTR agent.properties BRTEBEEMAARS.

FRE

ix7ER , RERRXERPM user-agent B1F End Point Operations Management fRAIEBRRARZAE |, Fit

EREEAALFSEMEE. RBE HTTP AR[BERELURIE user-agent HEER | BRERE
BEXAGzE K RBEEBXAERS LY,

BA Hyperic-HQ-Agent/Version A5l , Hyperic-HQ-Agent/4.1.2-EE.
log4j AR
E#3 9 End Point Operations Management RER XK 10945 BB,

log4j.rootLogger=${agent.loglLevel}, R
log4j.appender.R.File=${agent.logFile}
log4j.appender.R.MaxBackupIndex=1

.MaxFileSize=5000KB

R
R
log4j.appender.R
R

log4j.appender.R.layout.ConversionPattern=%d{dd-MM-yyyy HH:mm:ss,SSS z} %-5p [%t] [%c{1}@%L]
sm3n

log4j.appender.R.layout=org.apache.log4j.PatternlLayout
log4j.appender.R=org.apache.log4j.RollingFileAppender

##

## Disable overly verbose logging
#4#
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log4j.
log4j.
log4j.
log4j.
log4j.
log4j.
log4j.

# Only log errors from naming context

logger.
logger.
logger.
logger.
logger.
logger.
logger.

org.
org.
org.
org.
org.
org.

org.

apache.http=ERROR
springframework.web.client.RestTemplate=ERROR

hyperic.
hyperic.
hyperic.
hyperic.
hyperic.

hg.measurement.agent.server.SenderThread=INFO

hg.agent.server.AgentDListProvider=INFO

hg.agent.server.MeasurementSchedule=INFO
util.units=INFO

hg.product.pluginxml=INFO

log4j.category.org.jnp.interfaces.NamingContext=ERROR

log4j.category.org.apache.axis=ERROR

#Agent Subsystems:

#log4dj.
#log4dj.
#log4dj.
#log4dj.

#Agent

#log4dj.

Plugin

logger.
logger.
logger.
logger.

logger.

org
org
org

org

Implementations

.hyperic.
.hyperic.
.hyperic.
.hyperic.

#Server Communication

hqg.
hqg.
hqg.
hqg.

Uncomment individual subsystems to see debug messages.

autoinventory=DEBUG
livedata=DEBUG

measurement=DEBUG

control=

DEBUG

org.hyperic.hqg.product=DEBUG

#log4j.logger.org.hyperic.hg.bizapp.client.AgentCallbackClient=DEBUG

#Server Realtime commands dispatcher

#log4j.logger.org.hyperic.hqg.agent.server.CommandDispatcher=DEBUG

#Agent
#log4dj

#Agent
#log4dj

#Agent
#log4dj

#Agent
#log4dj
#log4dj
#log4dj
#log4dj
#log4dj
#log4dj

Configuration parser

.logger.org.hyperic.hqg.agent.AgentConfig=DEBUG

plugins loader

.logger.org.hyperic.util.PluginLoader=DEBUG

Metrics Scheduler

.logger.org.hyperic.hg.agent.server.session.AgentSynchronizer.SchedulerThread=DEBUG

Plugin

.logger.
.logger.
.logger.
.logger.
.logger.
.logger.

Man

org.
org.
org.
org.
org.

org.

agers

hyperic.
hyperic.
hyperic.
hyperic.
hyperic.
hyperic.

(Scheduling tasks definitions & executions)

hqg.
hqg.
hqg.
hqg.
hqg.
hqg.

product.
product.
product.
product.
product.
product.

platform.log_track.eventfmt AR

B Windows E4BMHHAREER , MEBEHBM EE vRealize Operations Manager H#%
Windows BH R KEHEF , End Point Operations Management KERXIEEMNEER .,

MeasurementPluginManager=DEBUG
AutoinventoryPluginManager=DEBUG
ConfigTrackPluginManager=DEBUG
LogTrackPluginManager=DEBUG
LiveDataPluginManager=DEBUG
ControlPluginManager=DEBUG

fXxFEER agent .properties BRETBEER/ARS.

HRE
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& Windows REREHIZIEEC A , R MLEZERN HARAR] EEMEEZENETNEN, , R
%Hﬁ’} [Timestamp] Log Message (EventLogName) :EventLogName:EventAttributes %EEF'E/‘JIEE%E%

TR,

. j:d Ll

Timestamp EHRAER

Log Message j(:\?:?%

EventLogName Windows E#4 08 $EH B system. Security B Application

EventAttributes JERDMAIFEER , B Windows BH4H [FUR] £2 (2] BHEAER

{ﬁﬂﬁﬂ 1 04/19/2010 06:06 AM Log Message (SYSTEM): SYSTEM: Print: Printer HP LaserJet 6P
was paused. , BB EIE H 2 Windows B4R 2010 £ 4 A 19 H L4 6:06 #E A Windows &%
EHesk. %E Windows EHH [RIF] B [FAE] BHEDBIR [ print | M [ printer HP LaserJet 6P

was paused.J o

FEATHSHERGHRERRXAET Windows BHME AR Windows BHBMHETRE, S8 2 3Y
EZZBMEEM Windows BHBM.

28 LG

Susers BREBHRSAARNEAESE.
scomputers BAEBHRAENEMER.
$source? FIRR# Windows B4 HEREE,
Sevent$ ARBASES RN,
smessages  BAFHE.

%category% BEEARINE , ARETSE424E,

filzn ) EFRRRER platform.log track.eventfmt=%user%@%computers$
Ssource%:%event$:messages , End Point Operations Management REBRNEEFEE 04/19/2010
06:06 AM Log Message (SYSTEM): SYSTEM: HP Admistrator@Office Print:7:Printer HP
LaserJet 6P was paused. &8 Windows B4 ,  BEATIER, E@EE 2 Windows EHR
2010 £ 4 A 19 B L% 6:06 B A Windows RE Bk, BZASHFHERANEBERZL

[ HP_Administrator | B &% # [ Office | E# E#IT. B8 Windows E4H [HF]. [S4] M [FE]
B BlA [ Print] . [7] # [ Printer HP LaserJet 6P was paused | .

plugins.exclude A&

8 End Point Operations Management REBRXEMBFFEHEANIIMNIER . EEHITURISRE
BRANTRERAE.

EAE
REZHROIMIENEFE , LESRSR. Hla,

plugins.exclude=jboss, apache, mysql
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plugins.include AR
&7 End Point Operations Management RIERXE B RFH AN IMIEX ., EEHMTURSREEN
M ERAE,

ERE
RUEGSHIIMIRENEE  MIEXBUER SR, flw,

plugins.include=weblogic, apache

postgresql.database.name.format A
HARARIEE PostgreSQL IMBRERNIBIRA BEIRER postgreSQL Database B vPostgresoL
Database ﬁﬂﬂlﬁﬁﬂﬂ’ﬂ%ﬁ%ﬁo

RFER | PostgreSQL E7 vPostgreSQL BRI EMZ MR Database DatabaseName , HH
DatabaseName RERENBBHFRERRE.

%EE}%;{:EE"J‘%% E@—U ) %’%E% postgresqgl.database.name.format, fgﬁﬁﬁﬁ E’Jﬁ%{ﬁﬂﬁh%éﬁﬁa
PostgreSQL MR IR,

FEATIEEREEMERNERNARREER |
Database ${db}

Heh

postgresql.db & PostgreSQL B vPostgresol BRIEMN BEHFREZE,
ARE

kAR agent.properties ERTEEEERE.
postgresql.index.name.format AR

AR IEE PostgreSQL MR IEIREI B EIHRZER postgreSOL Index M vPostgreSQL Index &S|
HHNEBER.

RIBFER PostgreSQL =) vPostgreSQL &S| E TR Index DatabaseName.Schema.Index , aFET
B2l 3 ¢

L R

DatabaseName BEXMEBEEBHRENERE.
Schema ENERDRRRE.
Index R BBRRNERE.

EFEMFEA Z:ﬁﬂgﬁg B 51 ) BER postgresqgl.index.name.format, BERANSHERYER
PostgreSQL MR 121,

EATIIEEEEIM RN ARRSIBE

Index ${db}.S${schema}.${index}

Heh
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[ f: R
db B BIE4E PostgreSQL & vPostgreSQL AREMN T A,
schema BIRENEBLE.

index  PostgreSQL FHIEDIZHE,
ERE

fX785% agent .properties BETEEEBRSR.

postgresql.server.name.format AR

WARARIEE PostgreSQL IMARNIETREIB B R EM rostgresol M vPostgresoL fAREFEE N B TB/E
.

XIETFEER , PostgreSQL = vPostgreSQL AIREEMNBIER Host:rort , BIETHEE

o8 RN
Host EEMREENFEZ FQDN,
Port PostgreSQL #EEEEEIE

ggﬁﬁﬁ;ﬁﬁlﬂlﬂﬁ% 'E@J , %E% postgresqgl.server.name.format, i’_’?ﬁﬁﬁ E’ﬂﬁ%{ﬁﬂﬁl%éﬁﬂa
PostgreSQL FMERER IR,

ERATIFEEEEMEA B RNARARF[EE
${postgresqgl.host}:${postgresqgl.port}

Hep

. .3 L]
postgresql.host mBIEZEFEM FQDN,

postgresqgl.port BRER EEEEEE,
ARE

fXx78& agent.properties BRTBEEM/ASR.

postgresql.table.name.format A&

LARRIEE PostgreSQL IMBRERNIETREI BEIREM postgresoL Table M vPostgreSQL Table RIEHE
BB BRI,

MRIBFERR , PostgreSQL = vPostgreSQL RIEMZTER Table DatabaseName.Schema.Table , BT
2L -3

L3 ELl

DatabaseName BXEBBRENER.
Schema ERERDRREER.
Table RRBBDRENERE.
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%Eﬁﬁﬂﬁﬁ’ﬂﬁ%% 'IE@J ) %E% postgresqgl.table.name.format, f@,—iﬁﬁﬁ E"J%ﬁﬁﬂ%?ﬁ&l
PostgreSQL MR IRM,

ERATIFEEREEIMMERNERNARREER

Table ${db}.${schema}.${table}

Hep
| {: L]
db HBIEEE PostgreSQL = vPostgreSQL A REHE A,

schema MBI RIEHIERARE.

table  PostgreSQL FHIREERE.

FRE

k78 agent .properties BRTEBEEEBRE.

scheduleThread.cancelTimeout A&
BWABRIEE scheduleThread AFEERERFIIT EHIAERPENRE LR CUAEWBEN).

E ] s MBEA wait (). sleep () HIEHEM read () AREE , EENRESTE.
FEHAE

scheduleThread.cancelTimeout=5000
ERE
5000 28,

scheduleThread.fetchLogTimeout AR
HRBEZFNRAREARFEANTHEERERFRHESAE.
21

TEEWSEFBRBLEARNE CIZEVAEN) , IREEXEHESAERA agent. log BE,
EHE

scheduleThread. fetchLogTimeout=2000
ARE

2000 R,

scheduleThread.poolsize A&

LARBANMIEN , MESSHTEAREERSE. ARTURNEANRATEZZNIIMIEN ZESR
iﬁ%go

ERE
SHHEEWE  UEBEEIMER  YIEERENHTHEBE

scheduleThread.poolsize.PluginName=2

HA pluginName REERMTHELEBRIIMHEXNNERE. Hlw,

scheduleThread.poolsize.vsphere=2
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FERE
1
scheduleThread.queuesize BB

Mt AR REIMEXNEERETIIAN (EEHE).
ERE
UEBEEMER  AEEEETIIREHLER

scheduleThread.queuesize.PluginName=15000

Hrh PluginName EREERAEERFNMERNEZE,
plan

scheduleThread.queuesize.vsphere=15000

ERE

1000

sigar.mirror.procnet A&

Linux ERY mirror /proc/net/tcp.

ERE

true

sigar.pdh.enableTranslation A&

FALRAR , IREBEEIZNEXRGHERERMAEE.
snmpTrapReceiver.listenAddress AR

#&E End Point Operations Management XX EZE SNMP G FTEERZER

k78RR agent .properties BRTBEEA/ARS.

SNMP BESHRMBASMER UDP EiHE 162, WWERBENERERE , FitET EHAREEREKA
ENRERABEAMU root DT , E L Windows LN RBREEEREF BT,

MREBNEDTIREABRERFERAE , TUREARERARZREEREZE FORBAE  BHBITRE
B,

ERAE
EE P4 (3 0.0.0.0 REEEFE LHNAANHE) BEEE | UTHIHKKET UDP B

snmpTrapReceiver.listenAddress=udp:IP_address/port

% Z /A End Point Operations Management VIR RIFWEEREIZIE LI SNMP RfE , BIEEE
IR 1024 AESNEZRERE. TIRETERERNE UDP E#E 1620 LEWF A LEANEHR

B,

snmpTrapReceiver.listenAddress=udp:0.0.0.0/1620
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&I vRealize Operations Manager fAfRES WA IER K 2 4%

End Point Operations Management RERXFEAAFHEEREAFARBEANES s . REEXZHE
FEEEAFPHREE.

AEHRBRESEATEERIBHN Token, EXRERAFHBEWBHIRBAR X EEFRZEBE,
BB AgentManager REABEHITRERNEEERF . £ vRealize Operations Manager ¥ &
M ITEEE £ | B4$% End Point Operations Management KEBRR 2 , BLELREE > BRHER >
EHE > ¥ AZG/BRREERTFHRAEEES.
EUBRERNESENAFARBRAEBEALETNZE  ZASRERERN Token , MERFEREE
%, BN BEERZENEFREREE S ERNEE,

ENEERERXAFRRER

End Point Operations Management REERAAFHEESBY A MBAZEEFHR, 4l , BUESFER
ROREREABHERE,

BEFRM

ERALEZHNRER T LAEZE End Point Operations Management (RIBR R, XU EHEHE vRealize
Operations Manager A& RE , MEAZBEEENACEREANFEZEHE End Point Operations
Management REBRER , 52/ vRealize Operations Manager F1 ) & & FHERR .

BF

o BRRBFEFE , TEEMMTERARRITRERANERXRGN setup S,

i $10 MITIES

Linux ep-agent.sh setup

Windows ep-agent.bat setup
HR

REBXZERASITRE  OABRFERTERE  LEHBREAZE Keystore.

REMARRE

£ End Point Operations Management X322 2l vRealize Operations Manager fAfREFHVBHAE
|, TRESFBLEBBRE. BA—EEREREBLZEM (TLS) RE.

ERERAELZEEZENEEE vRealize Operations Manager IR ERIF  ARSBEHRERKH
~H SSLBE.

ERERXEEARS[ETHNER , R EEXFLEARBHIEEABFH Keystore,
EZBRRBENEREZ— CA) EEEENRERRN Keystore 1, REER NS EERAKREBHE
E%O

kAR , ERERXTEEARBETINEE , IgRHES. ZUURESERER  EREERE
Fo BRIEGHELIZROME yes , & Al vRealize Operations Manager AIREEEARBERAXTESEATZ(E
EHRE.
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A LA B vRealize Operations Manager AIREIEEREFEN , URERBEXNEZHENER , BF%
HES,

fix78:% , vRealize Operations Manager [AREEEELEBREBN CA BE , ZBRRRAREBEEYH
EHHNERE. FERHERLT , EEATREEEMEHTHEN , BN EAFRENEL.

& A vRealize Operations Manager B8 |, SALIEA B ERR , MAEAERER. St , B4
Bl THEZRRHENEMEAEEARARTNE.

S AT LAfE A SHAT 2 SHA256 SEE 3%,

RH<IBBRERR
BRI Linux M Windows fE2 ARG LN HSIRBRERER.

RIENEXRRGERBEENERF.

EREMPER data B8, B2EH Windows BRI REIEFEAE) End Point Operations Management X,
Eﬁﬁo {E}Eﬁ epops-agent.bat stop m%ﬂ:{‘%fiﬁﬁo ﬂﬂ*]F% data Eﬁ , %?ﬁﬁﬁﬁ epops-agent.bat
start IBIRERER,

& Linux a8 < 3BT RERX R EZF

f@ﬁ“f){ﬁﬁ AgentHome/bin B ﬁEF'E’J epops-agent.sh ?E’%ﬁ% ) Eﬁ@)'f‘%fiﬁﬁﬁﬂij}%ﬁ*m‘%ﬁﬁﬁﬂ%ﬁ

PaN
~o

BF
1 FRGSHRERLHRBRE.
2 AN sh epops-agent.sh command MABEMGTS , EF command B FHEF—1F,

BiE R

start BERERXERAERENER.

stop FLEREEXN JVM B,

restart FLAZBBRERIN JVM BF,

status EHARERR JVM BFEHMRE.

dump PITRERXBRFNNITEMED , RAEBEREA rgentione/log FH
agent.log R,

ping HREBRIABRFHT Ping BIE.

setup B Token EFIMESE.

# Windows < FIEITRERREZE
BT LA AgentHome/bin B8 H epops-agent.bat IBLH , MBREBEARBRNREEXN B

P
<o

‘R
1 FRRRERE.
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2 ﬁﬁﬁ%iﬁ epops-agent.bat command iﬂl%gﬂlﬂﬁ% ) E':F' command %—FEUEEF_IEO

By e

install RERERN NT BRI, 1T install 2% , HBRIT start.

start RERERXER NT R,

stop FILERERRES NT R

remove #NT RBRETBRAERANRSE.

query EHRERN NT R B aTARE RE).

dump BITRERXBFNRTEMED  RAERBERBA agentione/log FH
agent.log R,

ping HRERABRFHT Ping BIE.

setup HBRHE Token B EMER.

EEREREMES E B End Point Operations Management X

B ES— @ EEHIT End Point Operations Management K ER XMW ERMEEE K MZAEERXELE
WEER , RASNETREEREEMHEBENESR , THERREREEM.

B E R ES SR M BR IR 18 E i 28

MREEEEHEEEERMBRR G ERMEE  VELERRRBHEES 2 B vCenter Server #l vRealize
Operations Manager MIBR , RE A BEE L FTIEHE R4 S E B S AV BB

ERERKES  FHERRES BT

ERENERUBEATHEMBEKS P ENT , AMERAKEZTEINAREER , BA—BEREERXR
HEESIE —{EMEE .

BF

o TEEFMMEELE MBI EEZRL , MR End Point Operations ManagementToken # data
ER®,

EE£ R B2F

Linux {£1F End Point Operations Management fR# , 3tk
End Point Operations Management Token Ef data &#
%,

Windows #1T epops-agent remove,

1

2 BBRAREREN Token B data BRI,
3  #fT epops-agent install,
4

#H1T epops-agent start,

1£ vCenter Server #1T1H 8 ~ B 8 E £S5
A IR BRMEEE R — 1@ vCenter Server BEIE| S — @R , vRealize Operations Manager €13 B I — ¥4

MBI, MARMELES  MAFELEMNERER ETRNEXRGREEN ERKREEY
’l’io
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BERREZENENZRRERASERNTE

ERBBRERFEH L End Point Operations Management KEBRXE  EFENTEEZ I
BEAREEXBITREZINESR  URTUZEFZENRERX S ARSE L2 REZZ N4 ETR
HHEE Token, ERREREEN K X EBRBRZENEHZERNEEXNSERNTE,

EEBBRZERERAR  ZAeREMERAERMENERVE. EMRIERERN 2z, £
AREBREHMEBRMLEER,

n /data ERRBAEZEABRARFEIN ., HFEE Keystore BRIFEZINERARNNLE) LUREE 7
ZENREBRNEFENEMESR.

m  ecpops-token ¥ A token BEREBERABHNCEY , MEKTIREHT
m Linux: /etc/vmware/epops-token
= Windows @ $PROGRAMDATAS /VMware/EP Ops Agent/epops-token
BREERERNE , KLEMBR /data ERIR, EEBTSLEEREEM,

T8, ATRESEREEM , F2OMER cpops-token BR, EREREETAWHHH HEE Token,
ENeHERERANE  RERXTEB Token EfARE L ZARRINYHFETEL .

EREHZENERAR , RASEANECEERREAREN Token , LHRHATHBBH. HHE
Token , RREELAZ Token, HHRAE Token , RGASEMLHH Token, HRAMR , REFRT
&, BERIGREAE Token BHWNUBENEREME , NEH Token BHWNBENMERERE.

BREZERRERANAIARAEZESTAME.
n BREEU/BEFZENAERRX
BULERAEERFRERZERET , ERHFRRIERHS LHRERSK.
n BRZEEA RPM E4RENRERRN
BUNEAEERFRERZERET , LEA RPM EHZREERHE LHREER,
n BERZHERMEA Windows AIMTERZENRERR
BUNERAEERFRERZERET , LA Windows EXE EREHEREHSE EHAERER,

n ENREARERER

I8 F vRealize Operations Manager {@RESH IP Uit . FHBAEREZIBEE  SLEBRE
BAMRZEBENRE,

BREZRRHFRENRERK
BUNEAEERFRBERZERRET , SRV FREIERMS EHRERS,

BEERMY
FREAREEACFL.

BF
1 (GREM) BEEANR Windows fEERS , BT ep-agent..bat remove REBRREBENRK.
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2 MRENERBESENBRZERE,
n» HEBBRZEREBERAZRTHEEHNRZENG  FMRAEREXE &,
B FAR B MR epops-agent-version,
» HEBRZERBERAZRBBEHNREMNG , BMER /data B,
3 (BEN FERRZERERAZBRTTEENZE  IRETBEERISENEAMNE , B

epops-token ¥ & Token 1&,
BREBENEXZS  ERBENERETIHP -8B K RIERBFESEES.
m Linux: /etc/epops/epops-token

s Windows : $PROGRAMDATA%/VMware/EP Ops Agent/epops-token

BBRZEER RPM BT RO AERER
BULEREERFREREZKRED , BEA RPM EARKEERESE EHNRERK.

HUEZ % End Point Operations Management R BRE A , REMERFLEREERIANHT , UL [
fRE§ LR HLERNRA

BF

¢ ELREBRAEEANERMB L  BARGSIHABEIT rom -e epops-agent,

mR

EREE TWRERXMBKR T,
RBRZEMFEA Windows A#ITREZENRERS
BAIERERERFRBERTEEBIES | BEH Windows EXE BRXEEEHKSE FHRERR,

BUEZ % End Point Operations Management R B , REMEZ2FLREBERXNHT , UL [E
REE E R LEWE A,

BF
o EREBEANZHEMNMESZFEM T unins000.exe,

B®R
EfgE FNREEXNERRE,
EFNRRRERK

%88 F vRealize Operations Manager fARESH IP Uit . FHBZBRERBER | BX4EEREERX
BRETEBENRZE.
DEFMY

RTREENEEM  LEBRZERERARBLEARE cpops-token F & Token 1. FBH BERZE
RHFRENRERN.

EERKE FEHZHE End Point Operations Management KEBRRXE | ZoiEAZNYWERTEZE
B FERLEEBERELE  EIMERRDICER 28] , FZEHEE End Point Operations
Management RER= .
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B
o BTHENEERAGEANRERXZEERF.
F2H BERRERXRREXEMNH.

T
EHZHEAREBEERNXNZE , MSSQL BERATHESELLERER. MRBREEERN , FREEHENER A
BE—THRE,

E %% % End Point Operations Management RIERE

EHRERKZEZE End Point Operations Management (RIS, |, AT B —E&{V /Y
agent.properties BR, #rEREERXEA.

ZRZEREEATEZIBEASR. BREAIIEFRTSR.

B
BREME T IS ERMG .
1 REREMRMR:SE.
ZEMARFEEFNERTE , WETERZENMRE.
ARBLAEATRERRNEERITHESEBE R T AET SSH WERAERFPETRE.
2 WMESMEEZH End Point Operations Management RERXNWEEFLAHEETHIEER.
w ERAERF  FRZRARF[LAEYNERERFER.
» BEREZMEMNZREBRE , Sl /home/epomagent.
n  S1EH Keystore , BEEE,
BF
1 EM{E% End Point Operations Management RERZ X AEE
ZLANBVE-REE  YEHPESZARERXEANAEE.
2 Z-HENRBZEARLCERN
BANHRTERZE , B—HEBLEEAE— agent .properties BRIHRERER,
3 ERFENRBZEARCERSX
FBALHITRIERSE | BRFPEMEAE— agent .properties BRHKERER,

# 3 2% End Point Operations Management K ERRX A A 1E

FANEVE-ARE  YEHPEEZEAREEXFEANREE.

EERAZERERIIME , LA LLE Y ESE vRealize Operations Manager AIRSEFEREBERRXABTH
agent.properties BR, ELEAREPRHELENES  AISEAREEXSEMBRFRE B

BEE MAGRAECHBANE., ZUUEKREEANATEEREZREEARERHE , ARTHENRE

BAUTANNE.
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DEFMG
AR E ARETEZME End Point Operations Management {RIBRR R, PR SLERL,

B

1 HEB#SHPEY agent.properties EE,
HERLTESHERERE EOEES.

2 MERREAR.

HEZVER P it FHAERBERE . 848 vRealize Operations Manager &4 R IREHYE
BiE

3 REENERE.

®HR

REEXN BB R , 8B agent .properties B8R , UREIFARB[BEREN. R EEXSERER
fREE , I BITEEE.

BESR

HTRERRERNRE. F2E Z—FENHDZEARERS & ARBENBBZERERERN.
Z—BENBBZERERER

BT RERLE  B—HBEZEMEHE— agent .properties BRHREREN,

PERG

n BEERRE FARFZEZME End Point Operations Management KB FHAEHEMG,

n BRERETEEREEXAZE  IHHESREREEXZEIREEXNRETANNVE.

BF

1 BARBARSEEAEES  WESBLRERESHS SSH RARR | ETARBNTERESHE
BETANIES.

£/ SSH BEREER T A .
BRERANFERERER K.
mRERRERHE.

# agent.properties BREHIEBERT A LHARBE 2REEXNHEMN AgentHome/conf H#
q:O

6 RMEBHAERENX.

a b W N

mR

RERX B M vRealize Operations Manager fAREEE & , YRITEHERFEHR , MERHIHFEUR
EFE LTSI EEEER.

BERPENRBZEARERN

BRI UBITEREZSE K FNPBFEHAE— agent .properties BRHRKERN.
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DEEM

n BERE ERETEZME End Point Operations Management RIBRR R, PRI LEIFL,

n BRERETEEREEAARE  IHERZRAEEAZELIREEXZELTANNE, F28
# YV 2% End Point Operations Management RERRXABE.

BF

1 EENZEAGARFIEEY hosts. txt BR , BEEZRREBERANSETA2IHEBEES 1P
EO

2 EREARFFAMSSIIRE.
3 EREBAUTHS , MEEHSSARHERNRKERAEHERE.

$ export AGENT=epops-agent-x86-64-1linux-1.0.0.tar.gz
$ export PATH TO AGENT INSTALL=</path/to/agent/install>
$ for host in ‘cat hosts.txt’; do scp SAGENT Shost:$SPATH TO AGENT INSTALL && ssh Shost "cd
$PATH TO AGENT INSTALL; tar zxfp $AGENT &s
./epops-agent-1.0.0/ep-agent.sh start"; done

4 (REM EZEEITHNBBEEIERM BIIN : hostOO1. host002. host003 H%) |, E Al LABLE
hosts.txt ER , mfEMA seq wE.

$ export AGENT=epops-agent-x86-64-1linux-1.0.0.tar.gz
$ for i in “seqg 1 9°; do scp S$SAGENT host$i: && ssh host$i "tar zxfp S$AGENT &&
./epops-agent-1.0.0/ep-agent.sh start"; done

#ER
RERXNE [ vRealize Operations Manager AfREEZ 82 , WHITEHRERHE , UFERETHRTIEUR
EFELBTHSHZEEEER.

F#% End Point Operations Management {22

A LA vRealize Operations Manager B2/ , #% 6.3 = 6.4 iR#Y End Point Operations
Management REBXARE 6.5 R EHRA,

DEEM
s & End Point Operations Management PAK &3,

s ELRHE PAK RS AR vRealize Operations Manager #ITEEER , FEERTMETHRE |, L
REBAZR. BATRRAEEERER. ERER. BENRE. B K CEREHHE , FREAES
R PAK R | FEARENESRVNTANASEMERE,

B

1 BEAEERW vRealize Operations Manager BENHE (LM https://IP-address/admin).
2 BR-TEAERNEKEESR.

3 BR-TXERNWZERBEN.
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4 EFBREMEFHELSAT  B-TRHMRER PAK ER,
5 B-—TLE 6 RAXZERBETNIREERZE PAKER,

6 TERRERFNSE 4 2% , £EEZ End Point Operations Management BRI HH (B8 E #H]
EHAE,

7 FESRSETAAE , BHEREHRCIEFTR.

MEEEMABRRXRRDRE , FEMATARSR , L& SR EN - BENEKBEHN AE
L BEHFEERE PAKER , BERAREACEN.

BEBESR
& T LATE vRealize Operations Manager BB N H > [XE] BEE LRETBEEER,

T ENEE IR AR RO 82
B FRERRTREREEFFAERXARIYNEE. CTUEREEXANARBERNARZ
% BRAERANRE K BECEERARERIAR.

WA LVEHFBRED |, % epops-agent-upgrade-status.txt BREB\AEBERWARE, BLUE
epops-agent-bundle-upgrade-summary.txt BRPRBIEFARIBEEZAR2REBEEXBEN K
BE|E

BF

1 BEAEEMW vRealize Operations Manager BB/ HE (LM https://IP-address/admin),
B—-TEERPHZE.

B-THERPHEERS/IER , REEFMT EPOPS,

BW T REsERRBELEERR.

N

w

»

vRealize Operations Manager /) & & F #E R

vRealize Operations Manager 2t ZEREEZNACUREAEIEIRKER., BREAUELIBEHNA
@/o

A EEE REMR 7T RE1ZEY vRealize Operations Manager A ENEF M ETIRE, BENFEHEIRFSH
BN AER  RESETLFERI AR AT LLITHI B E .

B-EELAEENACHAS —ACHEER , URERAEELH WEXRR. BE. 2. 78, Al
B, R, BR. ERAERFEENNEF) LT, B, HE. EHIMERDE.

EER

%A vRealize Operations Manager R T IhaEs . YHMBIVERRERR .

PowerUser

FEREAERTEEEACHENER , EFAEEENEEEENRERERIN, vRealize Operations
Manager # vCenter Server R EYHERLA®,

PowerUserMinusRemediation
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EREARATEESACHENER  BEEAEEE . EEEENBSEDFENERRM.

ContentAdmin

EAE A LB vRealize Operations Manager FIVFTERE , BIEHRE. ®E. BXRBRMNETEH
li@-o

AgentManager
ERAE T UEEMERE End Point Operations Management AR =R,

GeneralUser-1 Z GeneralUser-4

ELEEACENEAEC—HHRREEAKERR®, vCenter Server EBETN UK ELERREAE
VABEERAFHERHZEEENER, AEGEZBZIBEE vCenter Server @ —X,

ReadOnly
FERAEERERFIE  TUMTEIMER  ERTRATEARE , WEY . EHMHMER.

EEELEHAEERX

ALK EER LESRAERANEFEL , AES—ERKER DNS EBAHZBRETRE , £HE
EBRFRERAR.

BAFEEEETEETEHEN DNS LERRERER  MARE P itk EENBREEETNEMRE
HHEERAERN  CHNRERAESSIHE.

EERERE , FHEZBINESERFRRAAR , SRAERENE DNS ARFIERA P UK , FiE
BRIt EREFEP —EAEEEENIL. TAREEXEADNS K, CERFRAREFT—EE
BMERR 1P funk , DU, BS(CHBRUBRASRE  SAXSSRREREER K BREFTE.

RIE DNS Ll , BARHERHERE  SERRMERNERMEER | BLHEN 1P AuEMRLABEE
o

FRRMERRZGUHF

REBXSRZINBOZEZNYM4. BUUFBIFEEMYE  FIER. BESHRIERF , LEEFHA
'R UERERNETER.

REAURAXRZAMGO NG  HBEDERT TS HERERE OS M.
35

1 7£ vRealize Operations Manager WE B , BREESHEAREZNY , X EHTEY OS I
WREBEXTE U4,

2 EEEE > B os Uk
LRERTEHRAIRARRYEABTHNYHEE.
3 EMTIHP—ERE,
s R-TEERNEEYGER | A[REBEYAERM (B OS i BHE AR,
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CEEEERNYHERSHREBTER.

n MRERBRINWYERETEBES , B—TESRFEM [EZ OS W HESR. RUHER
By RPN ARG TEBTERRYFEE.

4 IETE OS MIHMEETREM.

5 HEHMXFAHRPBABEENE.
WRERPHBRESRB LRI OS M EEETERE.
BEYFAATRSETRERE , eARELTUER. FIRTIHEAREMABEN.

o 3] ]

BF BMH PTQL &EH# , XA : class.Attribute.operator=value,
530 | pid.pidFile.eq=/var/run/sshd.pido
Hep:

B Class & Sigar &R L TERFNEFT.
B attribute RFTIEE Class B, HMARSINERS] , REEEREN K,
B operator @ NIIEHF—1E (RFEHEMS) :
cq ERE
B e TERE
m ew ZERE
m v BAEE
m ct BEE (FFH)
re RAEEXERE
DERSRER.
Windows fR#§ EiZE—EEARRBEE Windows B TBITHERAER.
EEMURE , FRHEEE Windows FHREERE.
EEZHERBER
1 4 Windows Y [B8] TheEsR , BEIHIIT.
2 HEHITHEAREA services.msc , BE—THERE.
3 EMETRNREEES , UBEARR-TEEZRNRE  ARBRERSR.
4 E—REIEBLBRERBEEE.

BB # vRealize Operations Manager ER EHHITIESBERUERGAEESEAERREER.
6 R—THEE.
BUBEEEMBLENXFTHRPBAE , 7R —TRE,

mR
OS MHEHREERRMH TS , RRAGSMBREE,

HEEREY OS MR ABRNFAES  #RATUEYYY  ERAEEXNEEZRRING | tb
BEEREEE,
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DERERSHEEYH
BEHR , E vRealize Operations Manager BEXRZE MG FEEAZBr L EBEHESHEERDE, &1
LUREZ YN S BRI HERNE.

MR IRTE vRealize Operations Manager 1 IREBHME] REFREBFTHA > FRSERNYH (EP
Ops), MEER—MAEEJNHERVEALSENFEYH. I, AREEEFERSENYHHEE
[WEEHRRE] ER P EEEER

EEEABERAESHN vRealize Operations Manager R ENEFZEYH , AEKN ERALIKEE]
B rgRERENERSY, BRZERRERETNBERENFAER.

B LUEBENE > MEBWFIIRER | FMIRERNSBIE.

SRR B EE RS E

B RERGSEEERGYHE  REREESEARGHEH B ERGESBRERNRERR.

vRealize Operations Manager €545 ESXi T#U R MU EZ T # M ERKEE, £ End Point
Operations Management REERAWKE , C2ERRIERMB[UREHRI LHTHOVH. REE End

Point Operations Management ¥k & ZI i [E £t 23 82 vRealize Operations Manager ESiRIEE R 4 4H
ERE  SEFRESHMAEATARABHE IHEBRNEERRE,

BRIECERA TSR ERMESH vCenter Server , ¥ vCenter Adapter ETRE, LEZEMR 0 HE
vCenter Server B H VMware Tools EREE SEEESSE L.

FERERG

vRealize Operations Manager I[EE#{T{E B & RERZEHZE End Point Operations Management
RERER., BELERE vRealize Operations Manager £ CPU B4 REREXERA/E. BEERRE
BRETR, BAHP—ERT Linux FEXERANERKI[RIERAN CPU RETRHER ., BBBTSIW
BEH CPU , ERERNALTE. BELEFHERERMBL,

EHENERT , 2 EE End Point Operations Management RERR, | BE LIS ERHKEE L
wYH  RMABEEEAEXEEYH EECEARETHAN CPURE, EXEHEES CPURER , ©
e ARERE, BERAZYHE , EH CPUREN T AMREFEESHER,

EERMESE ERRYT

EERBEE 2 End Point Operations Management RIERR#% , WMEBESHESIEXZRS |, &7
LAESZ e EBERMG.

& vRealize Operations Manager BRIFFEMYIH AT IERAN B EBEMKRE , thEEEHRREZIMFERK
2. BRENEARNY4L  URCHBHNARERXNLEA.

RMEERR—THRE , REULEERIEZ—T vSphere JIK > vSphere THAMBERBEUKRR  BITE
ERME ST ERESE CYH. BUMEERZSRTERYNANESHENAEEN,

ERREREYHR  FRAENENTRAERSRREZYAEBENER.
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B3] End Point Operations Management A BSR4

End Point Operations Management ZBBENRRKERXNRESF X RKEEXREEE. BRT End
Point Operations Management Z ¥R EZ AT AR IIRE 2N , BAIRAEREE . BASEHENE
BEHsMEES | AR BET End Point Operations Management #28%.

RE R

BOLURAERERRREERRE , BURERVEEEYHHMRE,

BRI LAER HTTP. ICMP, TCP FARREEMERE,

EXREERR HTTP, ICMP R TCPRE , 2RSS HEVR I EERE S AMHUREZREEZRN
T

MREGBREERREZNYHERZEET ) AR B L, Remote check type failed on a object
type. BRABBEY —EE R, NRYHREABETR , ZAGUSEAZER.

REMHERERE

ERALEFRENHERER,

MARERIBEME HTTP AHRERIE . ICMP AHRERIE B TCP AHRERIE hER . EETIHEFE TSR
ZENLEA,

BF
1 7£ vRealize Operations Manager EENHE , BENEBEZENRIFEYH.
2 HEZMHNFAERER, % BEDERPERIRREZLYS.

3 E[(BRREEYH) HEARS  RERRRRIIGERABRNERKEZRZYH End Point Operations
Management B{AEERER .

4 eMEHENERTENAREZEERWENGE.
AR EREMEY M EEREN SR
5 AFBHARERERAE, RAERE-TRE.

HTTP AARE#R1E
TR HTTP BERMWARA B FRIRIE,

¥ HTTP BIR |, netservices IMMEX R TARENT ¢
m port: 80

m  sslport: 443

HTTP A8 1E

& 4-78. ss| B1B
BEEEM &
A A ssl
RRE false
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K 4-78. ss| B1E (&)
BEEM
BEM
pFi)
B &

RAERE

R 4-79. THEFEEE

BERMA
A

aRE
BEM
E<cEic)
ByEE

R#EBE

R 4-80. EiZIBRIF

BEEA
HHA

BEN
bt
BfEE

RARE

* 4-81. BEiRAERE

BEEMA
A

FaRE
EEM

EE ]

VMware, Inc.

true
HME
N/A

ssl

&
EHEHE

localhost

false

N/A

BEFERBETEZEZRENIHEM, FII0 : mysite.com

sockaddr

&
iR

EERENARERARARBREMES SR TR ARS X
BRNERERENRE.

false
N/A
PR IE AT A I

sockaddr

1|
BARIRER (AR REN)
10

true

int

403
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& 4-81. BRIRARHRIE (#)

BEEM
ByEE

R#BE

R 4-82. BER,IF

BEEMR
A

ERE
BEN
il

B3

RAERE

* 4-83. FARBE

BEEM
A

aRE
BEM
E=cEid)

BfEE

RABRE

kR 4-84. FHIZETERIE

BERMA
A

ARE
REN

E<cEic)

VMware, Inc.

&
HRERBRBEHWER , RERXSREENFHRE LR,

sockaddr

false
N/A

WA —EEREERE TN EEERER, flw:/
Support.html,

url

&

EXRGE

HEAD

false

Bk

wmETRAMNSE,
AFFHIME : HEAD. GET
HEAD BEHMERERK,

A cer BEIZERREENA , UEEREHEE—EHE
FFEE .

http

EHARR

true

N/A

404
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R 4-84. THIETHERTF ()

BEEM &

FiaE ERAMRE  REZEERPH tost HTTP 25, MBEEER
WEULNEBATNERKE , AILBEEREEA. EE Vhost
FHOEKEZTE | HII0 : blog.mypost.com,

RALE http

#+ 4-85. BitEE

BEEM &

A BHEHREM

ERE E/RA

BEM true

i) A

BfEE MRFRELEN HTTP EREWEHNED , EMA. ERE

Z EAHTTP ARBEAEHENMELFENNRE , ME
EBEHEM , vRealize Operations Manager & ¥IE HTTP

REREEEEH , BUEHERARERERRD.
RERE http
% 4-86. HAEE
BEEM &
A EIFELLY (substring 3% regex)
HRE 4
BEM true
il N/A
Bz BEEBNHFFE |, & vRealize Operations Manager 8L E

HLEH HTTP BEBHNAER . ERERTEREZERRSH
A, BRERAZEREHNZERPNAR.

RALE http

& 4-87. Proxy #18

BEER &

A Proxy E#%
HERE S

BEN true

il N/A
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EREER
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EERMERERRE  ARHEAEERHE.

A
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BEEA &
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FERE 10
BEEM N/A
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it = HRERREHER , RERXSREIFEN B LR,
RERE R RIS MBI T
RERAEE

BHE (REEXEE]) EENESIESD , I8 . HBEFMER End Point Operations Management
BiEX  UREASRER End Point Operations Management JMERER .

RERERAEERENVE

EVMRERPE-—TEE , REAELERPIR—THALE > WwHiF%.
RERXRIIEZR
BA LRIRBREFEZENITEN End Point Operations Management R ERE R,

RERERARSIERNNVE
HIRERFR-TEE K REFELERTE—TARE > WHEX.
RERARSIEBNEFELRX

BOURREZENAERERY . REREEXNERKSE FX£2% , URREEXRBERAE, &
A RRESERERINKEFAER. REEXFETLURBREEXNEBHRE. #IT AL LAT
DATIBEREeE. R—TERTERE , DUHERF (REREX Token], (RERXEBHE]. (MEMRR] & [WER
RE] EERMT.

SHMHEXESIER

End Point Operations Management RERRNBIEMIEN , ALUREEZMEY 4. maEsE. KkE
MEEESE HL/HMHERNBENTERD End Point Operations Management KEBRERZ#EH | Hitsh
BEATUENEEEGHRRARN — 0 RIE ; BLEZMHRERUET vRealize Operations
Manager B2 F .
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B LER (RERXEE] EATHIMIERRSIRE  REARBABRTRZETRETLREPHN
RERAXIMEX, Sl BURSBETREAMNER  UEEIEENEREESE Eo M EEXN
P8 REFIOMBEARSIRE  SEWERTR-TEER , RREELERTR-THE > mIEX.

BULSFRSIEBRPNAEERT , RBER-TERTEEHT,

FAERRMERELZRE -—FZABRIERBENIMMELERRFIIEFIIRRSIEES,
BLARBEEMIEANER , TRRASERMEL,

BERMERE TR BfENMERERX+HER A mARERXTBURSEZIIMNIEXHEN
EEMEMER ., IMPERTE vRealize Operations Manager fAfREE LERACER.

B EE B E vRealize Operations Manager Z# B Z# K FERIMIER .
BOERAERTERE REZHENEEDERREARBAMER,

HEEEBHRWIMHERXD , ELEARBTHRARESF. NRTRTHEFAESF , RANMEXREIRTEH
B, MRARALARBE , EFEEIHWANITER  BRENER WHEHTH) T2BH. BRABL
MR XMITRMRERF.

» EAF=FRAENMER

A RERAENIMPER

ERESEEMNIMESN

TRESHERERNIMIER | BEIMHEXTREY Windows EXRGEKBE

IHERXNBRFTEFEARTE. F=FEERFTREES.
REMIEARA
EREE , End Point Operations Management KB EEH A AgentHome /bundles/agent-

x.y.z-nnnn/pdk/plugins BHHPWAEMIER ., BAURERE agent .properties BRPHAR KR
PREBAVTERAZ  tHRERSECREREZALFEANMEN.

REMBRLIRE , MR ENZEMERERN, TLFTENBERSIBR-ISEMNER , BE
THESAECEALERRNAS, SUEEEHRNIMHEREE  IRREEHANIIMERXFE,

plugins.exclude
FEALLRBRIEE End Point Operations Management (RIBR X N SHEME R AN IMIER.

BREEHRAIIMNIERBE , LAESED bR, i , plugins.exclude=jboss, apache, mysqgl,

plugins.include
ERAERBRIETE End Point Operations Management RIBR XS BEREN S A N MIER,

fﬁ%fﬁgg’gﬂgﬂ\ﬁﬁﬁlﬁﬁ , L}{E%ﬁ.ﬁﬂﬁo ﬁ“ﬂﬂ , pPlugins.include=weblogic, apache,
BEFEERSNRERAEA

FRLHRERXRZEIMIENRE N vRealize Operations Manager fAMREREZHAERN ., RERRX
AREEAEARF LEMIIHER , BRRIEEARF LEMNVIHES , IEFAEAERETERR
BR2% L A& Ky MRS
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BF—REEA M EE vRealize Operations Manager fARFERELS ., EREBEAZENFARBELSHIE |
veaHREIFSHRBRERXFED, BFEMR vRealize Operations Manager EHRENERA , K [BiE]
REFEAER L.

REBXNARBE  KERSSEXIAME. ARKFSERAEENEENRE , UK FARSEF LK
B, ARBEESTIRERN , REERMINZRETLENRD . THAMEBRMERX.

IMHERNEAEEEMMRASTREFN — B METHBE . FRHBMAR , vRealize Operations
Manager AR SERZEE , UEFTHSEXIRERN , LUETRS.

—RME , MEXNETHE. FRAIMAR , ZAREEASARIIXE. FERERXGRSNE
HER, BHSAERARAKESEN  TREMRFERLELNERE , RERUEE , HL#K
FRETES , A— S BENRBRHERE. S8R5, IRPRERANEESHERBERE.
REARERATE

&7 B End Point Operations Management RERXCHERELTE . NEMNTHRER, BHEUULRSR
MEEFENZRERERRLHE , YREREEBX FRGNEETCHEER.

RERNCHRE

End Point Operations Management R X iR 8 E @ FH AgentHome/log B#EZH,

RERXCHERETIIER .

agent.log

agent.operations.log
R EEEBRARL Windows AERHNREER,
ER-ERADER  ARTHAERR F2HTENGS  URRERXARERSSHSH,

wrapper.log

ER—1 Java REERERNBERERXMEE , ARBHAEBAZ wrapper.log BR, BRIFE
JRE MIREREX , IWERMM agentHome /wrapper/sbin,

IR agent.logbir RRHWECDEE , WIERERMNMN agentHome /wrapper/sbin,

RERBRACHEBHLE
ERELARREEAERACEENBBILE.

agent.logDir

B AR B IS agent .properties #F , BAIEE End Point Operations Management 3272
XEHENEABRNVE, NMRTEENBRETTE | agent.loghir BRARERXZREEBRNEHVE
HREFHE

HABRTEER agent .properties BRH , BUESZITHEIMHIE, BRNITHHE
agent.logDir=log %QEE’J%(%*EE' ) %‘B%ﬁﬁﬁﬁiﬁ%ﬂfé‘zﬁ?ﬁl AgentHome/log B ﬁo

FESTFRERNCHRENNE |, 51 agent . logDir FEE| agent.properties R , Wiy ABY
RREEXNZEAHZNER , ITBERE,

Kl agent.logFile ARREREEACEENERE.
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agent.logFile

AT EEEREEXCHEENRENERE.

£ agent.properties BEH | agent.LogFile NANTERRESH — S M —EFBHERK :
agent.logFile=${agent.logDir}\agent.logDir.

m  agentlogDir 2—EEE , AREHEBT2MHMENRERXABWE, RKFER , agent.logDir WA
2 log, HAEAERERRZEEHERA.

m  agent.log EREEXEHZENEE.
REEBXNCHRENTEREBMWA agent . log , R E A AgentHome/log B #,

%Eﬁﬁﬁfiiﬁ%ﬂﬁ%ﬁlﬂﬂﬂﬁﬁ , BB BITH agent.logDir AR FIEE agent.properties &
2=

<o

RERBEATZER
FALLARBES] End Point Operations Management KERXABAZRERA CHEENNEREMLE
&

agent.loglLevel
HRBAIEE End Point Operations Management RKERXBE A S EENNEFARE.,

TEEHR agent.loglevel ABRERES pEpvc BR . EEEMETFRANCRERSGNERNT , B
BESEERRBMEXERNTHNE. RFRRETFRASENRERHBERTE.

THEABFIBNEFEELREATENL)ELREN. ETLEFRBRERS  IURBEE.
BREGHAEEFEQZRERN &

UL EREERARRERAAEENAEEFRFER@ZE End Point Operations Management KB iC &%
EO

agent.loglLevel.SystemErr

AR EH System.err E%ﬁgﬂfz agent.logs FRENREEERN System.err 7&3;["5]3::

agent.log.startupo.

FER{EA ERROR,
agent.loglLevel.SystemOut

HABTE® System.out ENEQE agent.log, TRENREEEN System.out wE@mME
agent.log.startups.

JERES NFo,
RERBERATRENEEER
BaLETREEEMESENREENFRANEEER.

FERBENRERNFRAENTHEER , FEUETME agent .properties BRHPETRS Agent

Subsystems: Uncomment individual subsystems to see debug messages EBRNEET.

RERER logd] AR
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A

&% agent.properties BRHPH 10947 AR,
log4j.rootLogger=${agent.loglLevel}, R

log4j.appender.R.File=${agent.logFile}

log4j.appender.R.MaxBackupIndex=1

log4j.appender.R.MaxFileSize=5000KB

log4j.appender.R.layout.ConversionPattern=%d{dd-MM-yyyy HH:mm:ss,SSS z} %-5p [%t] [%c{1}@%L]
Imsn

log4j.appender.R.layout=org.apache.log4j.PatternLayout
log4j.appender.R=org.apache.log4j.RollingFileAppender

##

## Disable overly verbose logging

##

log4j.logger.org.apache.http=ERROR
log4j.logger.org.springframework.web.client.RestTemplate=ERROR
log4j.logger.org.hyperic.hg.measurement.agent.server.SenderThread=INFO
log4j.logger.org.hyperic.hqg.agent.server.AgentDListProvider=INFO
log4j.logger.org.hyperic.hqg.agent.server.MeasurementSchedule=INFO
log4j.logger.org.hyperic.util.units=INFO
log4j.logger.org.hyperic.hg.product.pluginxml=INFO

# Only log errors from naming context
log4j.category.org.jnp.interfaces.NamingContext=ERROR
log4j.category.org.apache.axis=ERROR

#Agent Subsystems: Uncomment individual subsystems to see debug messages.

#log4j.logger.org.hyperic.hqg.autoinventory=DEBUG
#log4j.logger.org.hyperic.hq.livedata=DEBUG
#log4j.logger.org.hyperic.hg.measurement=DEBUG
#log4j.logger.org.hyperic.hq.control=DEBUG

#Agent Plugin Implementations
#log4j.logger.org.hyperic.hqg.product=DEBUG

#Server Communication

#log4j.logger.org.hyperic.hg.bizapp.client.AgentCallbackClient=DEBUG

#Server Realtime commands dispatcher

#log4j.logger.org.hyperic.hqg.agent.server.CommandDispatcher=DEBUG

#Agent Configuration parser

#log4j.logger.org.hyperic.hqg.agent.AgentConfig=DEBUG

#Agent plugins loader
#log4j.logger.org.hyperic.util.PluginLoader=DEBUG

#Agent Metrics Scheduler (Scheduling tasks definitions & executions)

#log4j.logger.org.hyperic.hqg.agent.server.session.AgentSynchronizer.SchedulerThread=DEBUG
#Agent Plugin Managers

#log4j.logger.org.hyperic.hg.product.MeasurementPluginManager=DEBUG
#log4j.logger.org.hyperic.hg.product.AutoinventoryPluginManager=DEBUG
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#log4dj.
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logger.
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£ NSX-T IR 3.0 REFHRAH , NSX-T M HEFZEEH vIDM RENE ., BEWE NSX-T M EFE
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org.hyperic
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org.hyperic

H|E NSX-T MEF

VRIS

.hg.product.ConfigTrackPluginManager=DEBUG
.hg.product.LogTrackPluginManager=DEBUG
.hg.product.LiveDataPluginManager=DEBUG
.hg.product.ControlPluginManager=DEBUG

BR

WEMREESR.

ERSEREAKEN NSX #REH,

n WEERTFEHEBRUNMIFTE NSX-T ER , AREFRIEE
HEREH.

WENEHERER :
n ESFEEIRBORE O BHSE.
m £ vCloud Director ZIX W E 1 BHES,

BEERFPERUMIFEER,

ERBEEMESR.

B EE NSX-T NHEFH vIDM E A EHBEBN AT REZSE NSX-T,

BF

1
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3
4

EIHRERTIR-TER  AREEERPTIR-T BRFR > HitiRS.
£ [HiR S EEL , R—THMIES.

E RFER] EEL , T NSX-T iEF.

A NSX-TlRFHERBBMHRA,

Z1. B ABEE vRealize Operations Manager FEERAY NSX-T HITEERMNZRE.
RE, WA AESEHNTEENEMEN.

E#E IP/NSX-T Manager. #A NSX-T Manager By FQDN ., IP (it SR EHE 1P,
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6 WRTHUNINEERT  BELEARBARRNZE. EEFHEIBUEFEHMNSX-TERE , FR—TM
n REEB. ARBHICREAENEE,
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s FE. NSX-T BITEERE.

7 SREMSAB—{E vRealize Operations Manager IWERH W ERFHAREEIRSE, MREZHEREH
BEZARERSINERTE  MESBRESIBTEESURECNEE , FERNRESIRERFEUE
ERBTEBHNNEFER.
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9 HEMRED K RTEEREEUHERNBB TSR , SURBTEEZNRE.
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10 HERFHRE , FE—THFL sboc,
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NEFHNTEEEFTIEEEE S,
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BRERENEFLEEREESR,

EEREBE
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BENER
BB REMER vRealize Operations Manager FE4X 2 I BB RIBE, B UERBBENET > 23

TREMAER, FRAEEE , BUNE—T (BT DERZNESET , IR -—THERNER>E
RBRERE R, EFRETEETHERRNIREILMBHEREE.,

[ME%KER] RENEFSN
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EEERETHMAEY  FR-TETRER. EFFMERSRTEAH  SRZETBROER. A5

ERUEEEETNES  URAURTEZRNES. [BITHE RATESLREFAENT. BEET

BRZE L DURBORKEZ-TREASHTWERRRE. RE , BUURBREERERMEPFHMTIREN

EENGE, CUEBCKA (BT BENERRETHSE  YRTEBNITHE , UEBERERKHH
BR, B-TERBEETANDAR , LEERKHESESNEENNTERT

B-TEAERZUANERE  DUEEY4HAEN  URFREESENSHEBNEBER.
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3 [EERER] EENVE
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