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var datastores = VcPlugin.getAllDatastores(null, "xpath:name[contains(.,'ds')]1");
for each (datastore in datastores){
System.log(datastore.name) ;

}
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}
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var hosts = VcPlugin.getAllHostSystems(null, "xpath:id[starts-with(.,'1')]™");
for each (host in hosts){
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}
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b &I S R operations.properties f5, W H%— MR-
c  F— MRR—&KEABEIRA.
6 dHTikE) vRealize Orchestrator fillli#i.
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8 ERBAHU T ESEA T B AR S
HR
TR SRRV E SR B A B 1R T AR AR R ] o
BIESR
HNFTI AR ARy, g S TS PR AR

VMware, Inc. 46



i} VMware vRealize Orchestrator 4MNHFET

ZPRFIHI1ESE
Operations.properties MW S SZRRGIMOMES . A ERFAIES, WA ERBIEZE,

A F St operations.properties MifTHRIAS ., A3 EETRUTIEZE, BRI 2L .

p=(13

#Blueprints
operation.create=ManagementModelEntities.svc@VirtualMachineTemplates
operation.update=ManagementModelEntities.svc@VirtualMachineTemplates
operation.delete=ManagementModelEntities.svc@VirtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@VirtualMachineProperties
operation.read=ManagementModelEntities.svc@irtualMachineProperties
operation.update=ManagementModelEntities.svc@VirtualMachineProperties
operation.delete=ManagementModelEntities.svc@VirtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes
#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
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#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@OpenstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints

#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@anagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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B il

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'HostNamePrefixes';

var links = null;
var headers = null;
//Create properties for prefix entity
var prefixInputProperties = {
MachinePrefix:'test-prefix’',
NextMachineNo:1,
MachineNumberLength:3
};
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName"',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
};
//Save the provisioning group
var entity = VvCACEntityManager.createModelEntity(host.id, modelName, entitySetName, inputProperties,
links, headers);
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& 4-20. INEH

B il
entity VCAC:Entity
updatedDescription T

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();

updateProperties.put("UserNameDescription", updatedDescription);

//Update the user description

System.getModule("com.vmware.library.vcac™)
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,

headers);

&if5]. EEX vRealize Automation & E/E 2
BEFEA HEFEAI T T N BT -

1 EURItEA VI Y

2 DA E Fe B sk s .
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x® 4-21. NEE

B il
host vCAC:VcacHost
blueprintID =i

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var links = null;
var headers = null;
//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintId,
s
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintId, headers);

&515]. BE vRealize Automation #& e e
AR A HEEL A AT B R .
1 PR E BE S Ak I

VMware, Inc.



i} VMware vRealize Orchestrator 4MNHFET

4 PESEtR T RIS TR S A o
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R 4-22. BINEE
BE : =it

entity VvCAC:Entity

var hostId = entity.hostId;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac")
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);

#if). EBEY vRealize Automation B (3% BETEHESE)
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& 4-23. BINEE
B ot
host VvCAC:VcacHost
templateName “H
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachineTemplates';

var headers = null;
//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName: templateName,
};
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);

#i5]. EEX vRealize Automation B (IR R4 EH)
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2 ERMEEMITHNAGE, WRIER R BT IR EIE, A AR AT IHEE SR A5 R

R 4-24. @INEEH

B g 2tinl

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachines';
var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
var orderBy = 'VirtualMachineName asc';
var top = 10; {
var skip = 0;,
var headers = null;
var select = null;
var entities = vCACEntityManager
readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,
skip, headers);

2 vRealize Automation EEIESIEE

AT UAfE 1] vCACCAFEEntitiesFinder 84 HEA THFERMLE, BTN B FAI4TE JavaScript HifilskEs A=
¥ vRealize Automation E R4 TIUTEA S,

W54 vRealize Orchestrator HEAGAEHITFFAN RN, #E20 ({1 VMware vRealize
Orchestrator #EATHIEE ) .

#hl: SREKER (RAWHE)

R 4-25. MINEY

b2 44 ot

host VCACCAFE:VcacHost

T A T 05— (B

» RIS FIRE SR A REAA A TF & name_of_the_resource s EAE A%, HUSHTH HEkH
?}Eo

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");

w ARSI T R B

a U VRIS, 0 get JriE, HIL{H Pageable 2 (VCACCAFEPageOdataRequest 4
PR HER) (0

b it opata AL TS name_of _the_resource F-Hi2 name JEVER B —ffgead sk @ty
vCACCAFEPageOdataRequest ¥,

var service = host.createCatalogClient().getCatalogConsumerResourceService();
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var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

g BREKER REGEHE)
LA ISR BIAT T R 5B

T USRS, AT get Jrik, IR Pageable 224 (VCACCAFEPageOdataRequest Hff:

RO TR 1 o

2 12k obata TEIMATT & user@domain.com 2 owner/ref EEIEN B — i BERS Ak Ay
vCACCAFEPageOdataRequest ¥,

owners/ref BT P EAS A Sk E U (v 41 B P4 & o vCACCAFECatalogResource 'i%TH%AQ
JEk, i% M Jy vCACCAFECatalogPrincipal Fif%[HE 4. vCACCAFECatalogPrincipal FiE& L

N, AR R A R RS R R

var filter = new Array(Q);

filter[0] =

VCACCAFEFilterParam.substringOf("owners/ref",

VvCACCAFEFilterParam.string (" user@domain. com")) ;

var query

var items =

vCACCAFEOdataQuery.query() .addFilter(filter);

service.getResourcesList(new vCACCAFEPageOdataRequest(query));

0. SKLARER (REWNEFTEHE)

I A8 A i 51 (# JT] vCACCAFEFilterParam.and(array of conditions) HEfHIERT{~, 4 miy (I

OData & #ﬂ/\ﬁ$¢% AR A

var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VCACCAFEFilterParam.string("name_of_the_resource_here"));
conditions[1] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);

filter[0] =
var query

var items =

Za] DA At 8 3 S 551~ ({51140 vCACCAFEFilterParam.group(array of parameters) .

VvCACCAFEFilterParam.and(conditions);
vCACCAFEOdataQuery.query() .addFilter(filter);

service.getResourcesList(new vVCACCAFEPageOdataRequest(query));

VCACCAFEFilterParam.not(parameter) . vCACCAFEFilterParam.startsWith(id, string).
VCACCAFEFilterParam.endsWith(id, string). vCACCAFEFilterParam.greaterThan(id,
vCACCAFEFilterParam.lessThan(id, number) Z§) & Fe A4,
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R 4-26. I NEH

ma

Y

B (f#]T] VMware vRealize

\\\>

L3 vt
vcacHost VCACCAFE : VCACHost
iaasHost vCAC:VCACHost

// Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6190-4458-8c92-8ece@ba06173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getLabel();

System.log("resource type: + resourceType);

var providerBinding = resource.getProviderBinding(Q);

var bindingId = providerBinding.getBindingId();
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();

System.log("provider id: + provider.getId(Q));

System.log("provider name: + provider.getLabel());
if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service")) {
System.log("It is an IaaS VM!");

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS WM id: " + vm.virtualMachinelID);

System.log("IaaS VM name: + vm.displayName) ;

// IaaS Entity
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var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,
bindingId);
System.log("IaaS entity id:

+ entity.keyString);

— i TAEHR S L

FERTDABY N L A5 1 A4RiEE JavaScript i, ] DURI S S A2 H BE A O vRealize
Automation —f# T/EHEA .

547 vRealize Orchestrator IR BAEHFFAITN, w0 (1] VMware vRealize
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#fl: EII vRealize Automation AR EE

it T kIR T F

1 REMRHEEE Ik BT vRealize Orchestrator TAFjift.

2 B TR E AR BRI A

3 EAIRES IR TR

4 ARG EIE,

x 4-27. INEH

2% -t

host VCACCAFE: VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba0c-12086540b28b";

var name = "MyBlueprint"
var description = "Blueprint description”;
var workflowClient = host.createAdvancedDesignerClient() .getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name) ;

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService(Q);
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint

var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
VvCACCAFEDesignerPublishStatus.PUBLISHED);

VMware, Inc.



i} VMware vRealize Orchestrator 4MNHFET

#f). 3T vRealize Automation #% & Al
ARSI AT AT A -

T B AL A,

2 R TR T A

W EAZME A

TEZMIERTZAE RS B

TEFEMIRAZIEPREL .

TEBAZMEN RS, Blangmg . fnd A,

7 AR,

8  HMAZAEII, AR, VAR RO S

(0) BN @ 2 B N V)

B -t

host VCACCAFE: VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request™);

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal();
user.setValue("user@domain.com");

user.setType (VCACCAFEApprovalPrincipalType.USER);

var group = new VCACCAFEApprovalPrincipal(Q);
group.setValue("group@domain.com");
group.setType (VCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new vCACCAFEApprovallLevel();

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description™);

level.setApprovalMode (vVCACCAFEApprovalMode.ALL) ;
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", user);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", group);
level.setLevelNumber(1);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType();
phaselType.setId("com.vmware.cafe.catalog.request.pre™);
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description™);
phaselType.setPhaseOrder(1);

var phasel = new vCACCAFEPhase(Q);
phasel.setName("Pre-Provisioning");
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phasel.setDescription("Pre provisioning phase");
phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phasel, "getlLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType(Q);
phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description");
phase2Type.setPhaseOrder(1);

var phase2 = new vCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getlLevels", level);

// Create the approval policy specifications

var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState(VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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4 BEUEA URL R,
st FTAGEH] Microsoft ¥oRHRE, T —28, WGERHLEDRHEE TS 2 R A1 EORHER (15 A0 &
o

5 fRULELEZRE URL HEIEH.

a  TNERHER G SRR 1P Az,

b AR

c  GEFEVE) BN ZORHE LR R

EARFRE ARG, TR SR T R e S A o

d  E NIRRT 5 20

e NIRRT 2 o
6 x— MERHUT LAFmE.
iz JDBC E4R
AL Orchestrator I Fm# T LAERRE, DAGERIE ORI AR o
HERMH
FERRAA B NI I I R P M8 T JDBC AR LN L ZEHEIR
B2
1 7F Orchestrator HlFimifi— N TAERARRE
2 ELfEmAER e, ERERE > JDBC > JDBC FANGEIE % [JDBC 4] TIEmE.
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3 1r [JDBC M#gRHipl] T AEmife bie— R, SR aRE e
4 SROALAEEORE AR L A

a T NIRRT 40

b EANELAEN URL,

¢ TANHIAMEICERL R 2
5 TR HUT LIERME

£/ JDBC #EIL T

PRI PATE Orchestrator H P T T AER AR B Bk}

HERMG
HERRAE N IR E IR P HEA B T JDBC TARRARA L ZEHERR .
5

1 {F Orchestrator [T} Pt — N TAEREGE .
2 ETAERAEM eSS, RTERE > JDBC > JDBC Ff %% % [UDBC #ay BRELHFI TR

o
3 {t [JDBC By ERHFHI LRt i — M ia s, AR U@ TARRRE.
4 RRHTHRIEAN, KRBT,

a TN BERL S .

b AFRHHAR URL,

c TN A BRI  # 0
5 @\ SQL create Biidit.

F IR :

CREATE TABLE "table_name"
("columnl" "data_type_for_columnl",
"column2" "data_type_for_column2")

6 i FERRMIT TR

HEFFIEAN JDBC E#ER

T Orchestrator JIIFHHBATT TAFRVE, AN ZERAITA JDBC Pk,
BEEY

HEBA BN IO B R P4 $A0T JDBC T ARSI,
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bi)=d
1 7 Orchestrator H FiHid— T TAERAR IR
2 ETAERAER s, TR > JDBC > JDBC i1 %% 45 [JDBC i N ERFELHA TR

o
3 7 [JDBC fNZRRMMI] TARmARE i — MIERG#, SR RIE TIRRAR.
4 RTINS, REET—5.

a TNERHEIAR URL,

b NIRRT .

c NI S o
5 i\ SQL insert A=, i H4%F—3F.

IR -

INSERT INTO "table_name" ("columnl", "column2')
VALUES ("valuel", "value2")

()

g N B N R AL
S FERRSHAT T ERURR
2B JDBC REHIERFI

Al PATE Orchestrator HP w7 TAEMEE, PAMEEHL JDBC KA R,

N

HERM

FERR AN T IR IR S HEAT BT JDBC LAFRAR AL ZEHERR .

=R

1 {f Orchestrator P — N TYERAR SR

2 FELAERFERSE S, JRBITERE > JDBC > JDBC &N H %= [JDBC i &k BB TR

o
3 {r [JDBC {EFAGBAGH B TIERRE P — Mg, R ERURE T R
4 RYFTREN, RER PP,

a T AEORHEIEAR URL,

b EALM R E 2 2.

c  EANMHFRE R A
5 i SQL select PR,

HPIRETE

SELECT * FROM " table_name"
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6 i FIRATHIT TERA,
kg JDBC ERlFRHPIER

FERILAGE Orchestrator H Pumai T TAERAE, PATIERIE JDBC Bk MERTTH

WEGRE
FERB B NI RO I M P A T JDBC T AR R AL ZEAERR o
EFF

1 {¥ Orchestrator [T} Pt — F TAERRREGE

2 (ETARARRE R, PR > JDBC > JDBC RifFN#TE % [JDBC MR PORIA H i) T.

(BT
3 1f [JDBC MiFR¥RRIEHFA] TR bk — MERaE, KBRS TrERRE.
4 REFrENER, KRBT,

a NEMERTMEEIEE 2 47

b TNJHLAEIGERL 6 1 A

c N\ JDBC 3%} URL,

d ENEHERTORE I H 2 .

e BNFLAMEICE R 2 o
5 [f\ SQL delete PR,

FPIRELIE -

DELETE FROM "table_name" where ("columnl" = ?, "column2" = ?)

6 i MERHT LIHE.

fiip& JDBC ERlFZHHIETEIEHE

AT LA Orchestrator T FumadT T/EREE, PAMIER JDBC BRI E.
WHEREF

TfeER A NP I MR P AT JDBC T AR EEHERL o

EF

1 {£ Orchestrator H/ 7 — N TYERAR tilE

2 fF e b Y, JRBIFESVE > JDBC > JDBC NG5S & [JDBC 1 ¥k 4
TAERE

3 1t [UDBC {eERRAAMERFTEN TrRmAE b4k — Mg, R ERE TR .
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4 REPTEOEN, KRBT,
a T ANFRHREAR URL,
b AR R E 2 A
c AN JHUA IR B b o
5 i\ SQL delete PR,
HPIRELE -
DELETE FROM "table_name"

6 i — MR HUT LR
¥E JDBC BR %

ERILATE Orchestrator M P T TAERAR, PAMEHRRE JDBC Bl L.
WHERY
TERR A NFT IO E R P HEA AT JDBC TAERARIILZERERR
2F
1 {t Orchestrator JIl Pz — N TYERAR G
2 ETfEmARRE RS R, JRPIESUE > JDBC > JDBC #1555 [JDBC i PRI TR
o
3 ff [JDBC #EF Rt &gip] TR bk — P iasE, R RIBE T ERE.
4 RUFrFNER, REET P,
a BN HAFEE R A5
b EAFORHHAR URL,
¢ ENFLMEECE R & A
5 g\ SQL drop FfaAt,
HGIRE
DROP TABLE "table_name"

6 fi— MRAZHT LR

#H1T52E JDBC 1EHE
YRR DLTE Orchestrator FH Fumsd T LA, st —E s 2 Wb O [JDBC] #iufd) T /EmFL .

BERME
FERRAEE N I B R S A0 T JDBC TAFRREI L ZHERR .

VMware, Inc.

79



i} VMware vRealize Orchestrator 4MNHFET

5

)

1t Orchestrator JT] P — T TAERAR G .

(e TR e b fEis b, B > JDBC > JDBC #1555 [5e4% JDBC BB TrEmfE
1 [5e%% JDBC A1 TARMAR P MG, AR e TYRRAE.

RETFHRWEN, REET—5.

a HmATORHHLEAR URL,

b F NI R  fH 20

¢ ENFLAMEICE R 2 o

5 EEHECR EORRIE E 101,

6 i MRRHT LR

A SQL SMIEEXIZETERIE
TR PAME ] SQL TAERFEAEAT SQL 1E¥.

SQL /MR TEREERERE
FEATABA T [SQL AMEMER] TAEmAR, DUSHIER R AR R R, I B3 T SQL 1E%,
AT LALE Orchestrator M imi TAERAEAIE , EFEZVE > SQL > ARG RHEEALRE T/ERfE .

H W N

TAEmESR o

AT DR A EOBHEE T I S SN R A ko
AR R TR A DR DR T SN CR AN S O DR R
FobR ek TEIME AN F S AS R R AT
TEEERDRRIR R (MM R AN B B RORH RSB PORH I DR R
TRk HUETSME R RN F S P ZORL T ALRE

B YR B MR TR AN b R}

R LAE Orchestrator ]l TAERMEAE, ERERNE > SQL 74 [SQL 1F3E] TAFhmfk.

TAeRmRERE A

R T BT AR FEAEE POR A T B AT ARG B S s B ORI o BT DR, BT B WER . HA
MESNATF

FYPRIEREEA: CRUD LARRE R YRR A [ ). . CE0ET] A DR 55 TR

T EORHRE I 5T 25 PRI LR U T BT A s Al P RS ROAS SR AT TR, BRI A o

AERERESE CRUD TIERTE
PRI DA T T AR A A A sy . R, ST RIS Rk i LA A
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HEEH
R DU ER B 54BN\ Orchestrator [T o
n  EREEICEEAN B SRR AR 2 R

535

)

{£ Orchestrator i JFuimrh4a— N TYEIREAIE

2 ETRERAEREREEE D, REERE > SOL 1% 2 RN RELE CRUD LIFRME LIFRL,
3 (EREREES CRUD LR LR i MR, G TR
4 R TR PR,
5 P A T AR TR ORI A
6 EMGEAE R TBUG TR,
BRI Bl
R PELE I AR LA AT SRR TR
& AP SR AEARI R0 AR, AR A AR

7 GEEEVE) BEECRHEELNMZRAT
Pl AR CRUD LR R A B I 2R T o
8 NIRRT LIERR.
SR
TAERFER AT, CRUD LAFRFE et BIAE S LR AR 2ok s
BRETR
PR DATESSE IR ORI b e rhaghd 72 AR I AR iR
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NNl |

HE SSH ANEFELL
BAT SSH MR FF LR

BE SSH MRS

BERTLAROE SSH AMEME AU SRITAR % .

EF

—

o u A W N

PUSEE R 5738\ Orchestrator ] /7.
1t Orchestrator HlFiidi— N TAEGRAE R
FE T AR s Hrh, JRBHRRRE > SSH G = B SSH HE] TR,
15 [ROE B TARmA— PR, AR I TR
TEEMERE T, I\EEEE Orchestrator {ififT] SSH 77K #4458
N EELHPER . TR SSH e Ay 22,
FHEC I A SSH AR
B TR AR RE N
a i MEIRERAR,
b FINFIEAS, REE—TRAE.
P BT SSH a2 W ERERR 16 T\ 3 2470
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o3l g RIS

BEH BifE
2 BN T B A B I B
i INRLEE RIS, Ml H B AL B SRR A .

10 #— MRASHT LIEHiRL

HmR

SSH F:#N7A Orchestrator JJF L4l B 4% = b .
ZHRE T1EimTE

SSH AMEFEAY [AHAE] KR4 A /RS T Orchestrator B SSH A [ 4RI T AERFE .
5T DAAE Orchestrator 1 P TAERBRAIE b, 7 FBNUE > SSH > SR /F IS L T /ERifL,

TAEmARERE A

AP SSH F: 8k ISR ZE DAY SSH F AR
Hi SSH T HEEL SSH M HalA TN = DA A
Tl SSH MR R AR B2k SSH F I A il AR Fh AR PRI,
FelR SSH M SR A RE R TAT SSH iR .
FHT SSH 4k SHBUA N SSH iz,

1T SSH SN EX H O TIERIE

AT PATE Orchestrator H 7 mshf T [SSH AMEFE R FB TAERAE, MGt Orchestrator fAlllli#sEl SSH =
B2 AR

ey i)
AT PAE Orchestrator H /7w T LAEmAE K b il . (S i@nd BRI nH4R 2= SSH -4,

FERATINEAS o

A T AR A

1F SSH 4 F &4} Orchestrator 244

BTGB AP A4, A0S, 2 5E SSH Jo |- &8k Orchestrator ABI44, #rT DAL
Orchestrator JT] P T L/EmAE.

HAT SSH a4

AT Orchestrator P T LA AT T SSH fllllast) SSH a4,

it SSH - M uRm

fEATLAE Orchestrator JH P T AR, DAGERE SSH AR S E] Orchestrator filllk
o
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w RS SSH K

FEAILAGE Orchestrator a7 TAERAE, 1 Orchestrator frlfllk#sifs 8L %] SSH %,

EXeRiiH

RETLATE Orchestrator HIFind T LAER AR A AL SEMACH . (0 EiMic R TligR 2 SSH 4K, %4
AN o

EIRBCH U AT IR 8. Orchestrator R ULE FIRAR B EREARE SSH MK HINAPAEH . &
RILAME IR S s 2 4k

PR T R A A RO G AT DA, BRI S AL 8

HERMG
HERBAE NI AR I R P AT T SSH T AR AL EAERR
5

1 ff Orchestrator HJ7ii— N TAERARR SR
2 ETERRERES YT, EREREE > SSH RIS (AL SlE] TIERE.
3 7F DEEGSIE] TIRRRE Fak— MRS, AREERINE TIERE.
4 REVEEG.

a EHGEREI,

b EIEIEAN,

C (EEENL) M NS,

iRl BT R

d  GEFEM) MG,
5 f&— MERHUT LIFmE.

HOHSICE, B0eRcEhE 2 SiandH

SE SR AR

HEHILATE Orchestrator It T LGRS, DAAE B el A A PR SRIC 0 P 2 BB A0S o
DEMRME

HERR BN I & I P HEA BT SSH TARRARN L ZREIR .

=R

1 {£ Orchestrator ]/ iz — F LAERREIE

2 fELfEmPERE S, JRPIREREL > SSH G A [ T S 4RRCHIIMER ] LA
3 fE [N EAER ] DA b— M, SRR TR

VMware, Inc. 84



i} VMware vRealize Orchestrator 4MNHFET

4  HR SRR,
a BN HEHTAERERS
b EI RS

5 - MET LIERE.

1F SSH E£#% FZ4$% Orchestrator A H &8

YR DL AN B4 08, AN S5, 25 357E SSH oM | 2%4% Orchestrator 2NBA4 6, &ATLIGE
Orchestrator JT] FussiT T/ER L.

DERM
FERR AN IR R S HEAT BT SSH LARR AR AL ZEHERR.
=2F
1 {f Orchestrator /it — F LAERREIE
2 LAEREERS R, JRPIRERE > SSH AR & [7F -4 58k vCO ABIER] TR,
3 7F (M BBk vCO ABAGIR] TR Fic— MIERAH, SR IE TrRRAE.
4 R SSH EMIARE, DL R I AN 1S
Rk AR SSH A B BRIUREEE
5 i MERHT LR,
TEDLE SR OE I S oy AR SSH bRy, T AGE A PHESRB0RY, M AT B I 1650t o
1T SSH fr %
REATPATE Orchestrator JI i@t T LA ERAR A T SSH fIRARIY SSH 4.
HERM
FERRAEE N IR IR P HEAT BT SSH LARR AR AL ZEHERR .
EZF
1 {£ Orchestrator /i — F LAERRE S
2 FELARERRERE IS, JRBATERE > SSH IR % [T SSH ard 1 LIERL.
3 7E [BAT SSH 4] TAFMAR bk — TrRla s, R RE TR .
4 G SSH EMATEER IP Ak, 3 HIETF—$,
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5 ENZEESTIO SSH S, I HIET—35.

iRt TR SSH 42 uptime, B @R FIRSSFHEE EIORE TR E, K GE BRI S &
il
6 EIGELUTIZ NSRS, W HiT—3,
Rk THRCEIER A B ol S
7 EANETIE AR, W HAE T —22,
8 WURENEETIAT S, SEMANE. SHI, SIS SIS, WAL SRS
9 & MRRHUT AERE.
£ SSH THBERIER
LA Orchestrator M Pty 9T TAERAE, LUEHS SSH MRS S  2] Orchestrator falllks.
SSH AN 1 SFTP (1) Java JCraft F2:Uli, [SCP get #y4] TAERFEE ] SFTP kg%

HERMG
HRERRAEE NI I IR P HEA BT SSH TR L ZEHERR .

fisk Orchestrator WHATHIHEMHNKER, A AEENERC,
=R
1 {¥ Orchestrator J1j S — N LYERARSIE
2 FELARERRERE s s, JRPIREREE > SSH IR % [SCP get w741 TRIRAL.
3 7£ [SCP get %] LAFEMifE 4% — MERAH, AR ENBE TIERE.
4 REAPFFNER, REET—5.
a WA SSH EHEA Rk IP ik,
b N SSH B EA.
5 I AREEA.
a TN EE S Orchestrator falllas H &k AL

b NN SSH A EAS R 1K
6 i FRZHIT IR,
PERERERE SSH F#

TEAIPAGE Orchestrator ] Puimaid T TAERAE, 1% Orchestrator fulflR #2858 SSH %,
SSH AMHFEAE I EFE SFTP 1 Java JCraft #2220, [SCP put p4] TAEREEE{# H SFTP {#ligife 5 .
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WEGE
BB N IR IR P HEA I T SSH T AFRAR I SEHERR .

2F
1 1t Orchestrator iz — N TYERAR G
2 IR TR G R, REPARRUEE > SSH %I 45 [SCP put dy4] TAEREE.
3 1 [SCP put 4] TAERFE ik — FIsEA 6, RERIHE TR,
4 ROYTFRER, SRERT—5,
a TN SSH FHEAMHE IP Azl
b A SSH B A,
5 IAREEER.
a  INZLERE SRR Orchestrator frllleetE S5 i SSH I IRIE,
b NSRRI SSH R B IOIRE,
6 % — NERRHT LAERE.
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R AR ] XML MR AT AR A B XML S

XML ANEFE R E TS TR SRR (DOM) XML #I#T#5 % Orchestrator JavaScript APl, XML 4k
PR R — 2] T AR A s A m] LA T AR AL AB T XML U

kA T LTE Orchestrator JavaScript API P[] ECMAScript 288117 XML (E4X), DA 47
JavaScript HEEHE XML XPF, Qid5 E4X S A5HIA], 55280 (1] VMware vRealize Orchestrator it
FTREE) o

15 EAX IORFAIZEAR, 37 A ECMA-357 B A1AKIOAES.
NER RN IR

m HAT XML SRR e

AT XML ShEMEEE G TS

ZErT DA Orchestrator I umsid T XML AMEFER] S0 TAERAE, dr AMESORIE S XML Sk,
FA TAERAE ATy . GEEI USSR, I A ZE B T AE H Srr 2077 HURRR .
Orchestrator ¥ {allR28 2 %A HE#h 25 orchestrator R HIN . SAFBITHEIR . #ER T 1E

AR ORI B AR B NFA TAERR,, i S AT fllless A e - T R AIE , dnsAas i
Orchestrator Appliance, HI¥kIAZFE /% veo, [ /var/run/vco,

AT DA AR JavaScript 48 fi IR ii 2 R G IHURRE . VAT kA, 5E 2 BRI
7€ VMware vRealize Orchestrator, ¢ TAEREEFEIVERE ki 2 A5 1
A XML SO
ZErT DA Orchestrator H Pt T T/ R, ARl S RO S XML SCff
SR XML SRR E
FEATDAE Orchestrator a1 TAERFE, HAHAE XML fEgrha 4 [ 8 XML SCPR] T AR
Frrdisr ot &,
B XML X
FEATLATE Orchestrator M P T TAERAE, AMBE [ 5 XML SCPR] TAERFEEN T XML

i
o
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XML S SRR
FERTLAE Orchestrator H P T TAFEmAR , A A& fimaR Sk o

EIE XML X

I PATE Orchestrator H T LAERAE, B M@ E g XML Sk

WHERF

w RN IR IR P AT XML TR SRR

m  GHHERRIECAT Orchestrator fillliss AR E &% . T c:/orchestrator ¥k, skiliE 75—
{liﬁ'ﬂiﬂ’ﬂ?ﬂﬁ%@o

B2

1 7 Orchestrator H Fiidd— T TAERRR IR

2 TAERAERS S T, BRRESUE > XML > #if5) XML (F588) uf 215 5 [E (68 XML O] TAE
.

3 7E [EREE XML PR TAERAE Ffe— Tigi A, SR8 UREI TIERRE.
4 FNEENT I XML SRS R IR,
40, c:/orchestrator/ filename.xml.

5 i MRERHT LIFEL

HR
TAERAEE A S S R XML SCPF . AHETE H RS A user 1D il name,
S XML xR TE

PRI Orchestrator T LAERAE, FLAE XML FErp a4 (658 XML O] TAEmRAEAr i
VIR

BEMEH
n  HERREENT IR E IR P A AT XML AR AR o

n GHIERREAE Orchestrator filllkes ARG HEk FiEA7 T c: /orchestrator ¥Rk, skl T J—
fliél:ﬂjtﬁflﬁﬂwél?ﬁo

EF
1 fF Orchestrator [Tl Pt — F TR .

2 fETAFEmfER R, B FEUEE > XML > XML A (f88) FNGEITE = [S 80U HhcR] TR
o

3 [EHSUHITER] TR B — MR, R EIRE TR .
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4 BN XML SRR SRS
4N, c:/orchestrator/filename.xml,
5 i MRRHT TR
TAERBEEITE, WA ARG PEURE R,
BETR
TG R, 5#EHL Orchestrator P Fisgd 7o SN TARIRRE , R4 — N ERRES S IR AR 1 IRT &k,
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AP Orchestrator [Pty T TAERAE, ACIBH [EE - 18 XML SCPF] TARRAEEE 1 XML 4.
WHEMRE
BB IROSE TR PR T XML TR SR

m  GHHEERECAE Orchestrator filllkas A& ek N7 T c:/orchestrator ¥R, okt e 75—
f!iéﬂﬁH’JﬁHﬁEleo

1 7 Orchestrator ] FHidi— T TAERAR IR

2 FETAERmAERS S i, BRMESCEE > XML > XML R (fEEE) #0215 5 (20 XML KPR TAER
.

3 7 MBS XML ST LR 4 A, SRIE M@ TR

4 PN AORE SR A
a  TANESHIT XML SCPFRORE SR AL

4, c:/orchestrator/ filename.xml,
b I NEMIEN XML STk SRR IR

B, c:/orchestrator/ filename.xml,

fart  EEAEMERIA P AR AR SIS, AR’ S LMBBUR AR AT R AR 5 B AN
—EAFAERORE S R SRR, AR AR S — (R 3¢

5 MR HUT TIERE,
HER

TrEmfegf=ocs, WERAEZ R,

& XML 2 3 S 5@ A 6%
AT PAE Orchestrator M/ mdd T LAEmAE, G R i siek.
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n ESRIENAT RO AR PR ST XML TAERAR I A EHERR o

n  GHIERIREAE Orchestrator fllliss AFci H 4% FiEN7 T c:/orchestrator ¥Rk, s e | H—
TIﬁﬂXH’JﬁHMEBEO

EF

1 7t Orchestrator H Pimidi— F LYERAR R
2 FELERPERE G R, PIRMGRRE > XML > fi B XMLGERSR) IF 258 2 el aieeist] TrER

o
3 7E [Sedlnf ekl TARmRE bk — FisEaE, SRERIUE TERE.
a4 HOGETEER B,

#lan, c:/orchestrator/ foldername.
T AR A B AR,
5 i MRAHT LIFRfL
SR
TAERFEE A, DTD. XML Fi CSS 1, BEIIERRER, IR SRR E R,
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TG T B A AR ORI, AZEIE NORHE SSLARRE . AP DALY [Fl 0] B R 2R o ik
HEN SSL #5:,

]
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—
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1 DUSH BB BN Orchestrator i Fiis,

2 f Orchestrator {7 % — N TAERRE .

3 R LfEmREREE T, RBIRESUE > SQL > AARBIEEITE S Tl BRI

4  {EFEEORE TIRRAE b4k — M RaE, AR EIRE TARRE .

5 ARSI, BANERHER S

6 EIARHERRAL,

7 FEHEAR URL ST 5, N ORI AR .
] ik
Oracle jdbc:oracle:thin:@database_url:port_number: SID
Microsoft SQL ({f ] SQL Exz%) jdbc:jtds:sqlserver://database_url:port_number/database_name
Microsoft SQL (fiif] Windows 18 FE;  jdbc:jtds:sqlserver://database_url:port_number/
) database_name;useNTLMv2=true; domain=domain_name
PostgreSQL jdbc:postgresql://database_url:port_number/database_name
MySQL jdbc:mysql://database_url:port_number/database_name

8 EINSMEMEE A HIAGHE AR B PR R A TR B o

HRIH i)
FH L PERs B ANV A T IR S dAR B OB R, A AR T T 1R B b R s
H—HELERE Orchestrator H s er it B NAIE B RIGR

Y PTG T TP, AT T A 7B . 1

JiEsZ{#E H domain\user i user@domain HEATEGT .
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7 {REAREREC T, ORISR AR
8 IHARSEEREC T, WNAE AR A
9 ENURIAEZ REST EHEMET .
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10 FERUERFRAAL,

R Eall

e TR

OAuth 1.0 TRALBEIERRE 2

OAuth 2.0 FEALERS Token,
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m ARG T RSB, aifetH TrERS BB
B R AOERE— I TIEREBE, Orchestrator [T F e (it Lo A T2 HHL

2y
ntpi o
NTLM 1F Windows 22 VER B (SSPI) 24N FE it NT LAN Manager (NTLM) £7
e

RN T PR B
m ARG R T RSB, aiPeftH TAERS BB
B R AERE— E TIEREBE, Orchestrator [T F e (it Lo NI T ZHAHL

27)27%
E?DJ\EH o

HEE NTLM 3.
Kerberos 1k Kerberos 17HUEE .
BRI T AR B,
m QURAGEDGERTIERE, SRt TSR REE
m QR HE— R TIEREBE, Orchestrator T FumErf B Al R

27)7%
ﬁﬁﬁH,o

1M EHE{EH Proxy, AN Proxy falleas Az AR

a  (RENE) I Proxy s,

#H E2dj]
HE PRAEEAA PR o

BEICTAEREREBLR
w RGN, AR TR
n RIS —RRE TAEMEL, Orchestrator JII i @i BN T4
iVGiies
12 PO 5 H AR & R e R rh A7 1 247
13 GEREVE) BB A AR SR I oS3 IR H LR PrivateKeyEntry 2L,
14 $%— MREHT TR
R
TAFRFERCII TR, REST "M & B A Al SR o
BESR
TR USRI XSD JUREHT S REST i, RILTEREAN B S0 T T AR

VMware, Inc. 96



I8 SOAP

BERTLAI T LARRAR AT SOAP T, ot FHOHEAR 2L

[ =2
1 DUSHEE B8N Orchestrator )7
2 {f Orchestrator ] Pz — T TYERRAZ Ol
3 A LEmAER s, JRPIREREE > SOAP > AHAR (2% 4 #H SOAP 1t T /Emifi.
4  {FH SOAP L T/EifE Fai— TiAasd, SRS TIERRE .
5 R, WA,
6 ENUEAPICFIIE AR St WSDL WA .
EIH EifE
b HIH WSDL P 7 I ST
& £ WSDL URI S 75 B N IEREIEEAE .
7 (EEARERESC T B NFPEL, Orchestrator WAZETE IS BRI P 4R E] SOAP A%, 75 HIisR K i
Ko
8 FENREEE ST MR TR, SOAP HRAAL E BHRE I Y A, 75 s
9 EHULAfH] Proxy.
HEIH BfE
P $2k Proxy fZHEFI Proxy #ipsft,
7 LT PP BR
VMware, Inc. 97



i} VMware vRealize Orchestrator 4MNHFET

AR

B
E- 2N

wE

NTLM

Kerberos

1N F%— MRERZPUT TR

i

PRAESEAT T

BRI L AP A

m R HX#J%I{’FF%FQ R T AR B 3RaE

B URRIBE— R HE TIEER, Orchestrator [P B A1 F I

2%
AtANL o

FROLEE A D rodm A BT
BRE TR R,
m R GEDCGE A TAERE, RO R R .
m URERIE— R TR B, Orchestrator [T JFiier it a8 A T2 EL
£ Windows “Ze4M R (SSPI) ZEME it NT LAN Manager (NTLM) 1%
HUE o
BRHN T AR R,
R EEIIOL R TERB, SR TR B
L] KZD%@ ST I TAEBRBL, Orchestrator HIJF i@ (B N FI 2RI

=)=

nLn:m_o

AL NTLM 3BT,

T2fit Kerberos {7

WHUT PEREBERIA

SRR R TAERBE, ShP b A AR B R

B RAEEINE— A TAERR B, Orchestrator T it BN HIE I

B
AR o

AP T1%, SOAP ATy /R4 B kil b

BELR

TR AR H A2 T SOAP TMMft, I8 T L8 Wiy TARRE

VMware, Inc.

98



]

HE S HE R

B

RLAGE Orchestrator F it T PRk, DARE S fealt 2 AR ) B3 IRC S AT L el

WHERG
WS NI IR P BT SSH TARRRH LSRR,

i3

1

2
3
a4

7t Orchestrator J] Pt — T TAERAZ i

FETAEmARRE R B, FRPIREREE > SSH MBI & [0 4R BHEAEE ] T rEmf.
1 [ ARRC B A IE] T YRR b — R ARG, SRS IE TR

R A A

CI ONELNGE RN

b EAKTHIEAER S,

P MR HT TAFHEE

VMware, Inc.

99



== EH vCenter Server #1TEEH
yER

#n] DLAE Orchestrator JTIFuigHi#if T vCenter Server 418 TR, 2K EHL vCenter Server #11 1{H
GELENPUE S

EF

1 DUEHEEE 538\ Orchestrator /7.,

2 {t Orchestrator J{l Sz — T TAERAR G .

3 (R TAEREER S, JRHERE > vCenter > 4HRE, 1% £ F1HY vCenter Server FT{ERE T
(S
4 {tHihf vCenter Server HATMEEE [ (Fimfe Fi— MAERGH, MR ENBEI TIERE.
5 AL TREEIN vCenter Server B TIHRY Y HERSH IP AiEE; DNS #4F .
A NGNER = TSN N
TR B RO E 443
IRES SDK FFHRALE, PAHIAIEARE vCenter Server BTl
PR EEW Orchestrator 457 vCenter Server $f TR, K& T—%.
S TR BIS B AGETIANG vCenter Server BT L 2 15 5 e Ay

PR S EE  R e USRS %% vCenter Server BATERLEGE, WS 2205
FERO AR o

£

(=4

(o] 00 N (¢)}
Mg

VMware, Inc. 100



i} VMware vRealize Orchestrator 4MNHFET

10 SEEVSE TR vCenter Server 2% i T B A FEURER Iy 7

HIR o]
FLHmME— T fEREBL FoHF Orchestrator i —{fifi % vCenter Server fiidi%s.

T B LRSS 7 5P, B\ Orchestrator i % vCenter Server
MEIEARFT IR o

PRI B 4 AU AT T T vCenter Server AN 2 AR, F—41 FIETE
TEFSMERR AT U E 17 . Orchestrator fii S 2es25E i1 VirtualCenter Web JIk
s, WSS 7T Orchestrator 2% TR,

H—fHETER R 7 vCenter Server (T TAERSEL, IKEIERTAEMR DLt T CPU. SO IMBY RIS

[==rd
Hd

5 U vCenter Server fifjt Active Directory 481, =kii/T] vCenter Server
Single Sign-On [A1EHL N, FBEHOMESET
PRI il 2 A ZE e B TS BE vCenter Server JEMEAH 2 HERR A 2500 I o

PGB AR P et R A S |9 T A S st ORIt 2Ok . o B B 6 12505 A 2 4Tt
PR, RS AN vCenter Server FEANHS(IOAE Y, IR LE R
1M GESENE) B A4
U AE s FE RO T PRR B, A s JE e o P 4 4 R
st A R I T2 S TR R, RIS 7
12 (ML) S5\ vSphere /£ BRHENTT URL,

R PLEE Policy-Based Management (PBM) i, Storage Monitoring Service (SMS) im2lh, 1k

H IR E P o
13 4% MR T LA
R

I TAERFERIIEI T2, vCenter Server s TFRE M Ak B =4 TIERLIAT AT vSphere Pif#ler thBifE
FEAME SEAE

VMware, Inc. 101



I SSH p#piE=

TERTLARROE SSH MR R SRIdAR DI
[Ed:2
1 DUSHEE 54\ Orchestrator /7,
{- Orchestrator J1j Fuiriiz— F TYERAR Gl .
FE TAE RS RS B, R BAREREE > SSH IR & (Wil SSH L] T /e
(1 [REEEAR] TrRmfes— N, AR R TR
TEEMERE T I, N EELE Orchestrator fi] SSH A7 U -4 8 .
TN HER LR . THRY SSH MUy 22,
FHEC I A SSH AR
7 GEERME) MR FREEANIEE,
a H%— NHIRERR.
b EINFERE, RiRf— MRAE.
8 I HAHIT SSH i & A EIRERR B T T N\ 12 440 o

9 R,

o u A W N

B e
P NG AL AL
& TNFLR RIS RS, M R ORI RIS o

10 #%— MRAZHI T LAFm AL
R
SSH F:HEN7 A Orchestrator JI 7l fUEAR B s fbilE i

VMware, Inc. 102



€ SSH B RFEER

R0 ULTE Orchestrator i T TAERAE, DA SSH THERE 1545 Orchestrator falllk#s .
SSH AMIFEAE FEE SFTP [ Java JCraft #2 Ui, [SCP get my4 ] TAERMFEE (i) SFTP {duifigife s .

WEGRE

fst Orchestrator WWEAWIRERIES NMER , A REES N R,

2

)

7t Orchestrator J] Pz — T TAERAR Bl
T AER B RS Erh, REPIREREE > SSH Il %155 % [SCP get mr 4] TAERiEE.
1t [SCP get 4] TAERME I 4%— NiRlasd, SR ENBE TIERE.
RUETTEEA, REET—3,
a TN SSH LHEATEE IP fhl,
b N SSH B AN,
5 IAREEE.
a BN EEAEERE] Orchestrator fillllkas H ek AU
b AL EN SSH ISR AL
6 fi— MRRZHIT LIERM.

Hh W N

VMware, Inc. 103



HiERERE SSH £

R LAGE Orchestrator I imsad T LAEmRFE, 1 Orchestrator fallRes s S BU%] SSH .
SSH ANEFE A /E SFTP 119 Java JCraft #2XUHE, [SCP put my4] TAEmAE e i SFTP ks

WEGRE

HERR A

ENFTHIROEE IR PG AT SSH TARRAEAI L ZREIR

i

1

2
3
a4

{t Orchestrator JIjFuirid%— N TAERAR G .

fE TAFRREPS s, JRPIRRE > SSH WGBITE % [SCP put ar&] TRk,
7E [SCP put ey 4] TAERME Fé— MERGH#, AL RISE TAERAR.
PRUEATTRIEA, KRBT 5.

a N SSH LA REEL 1P (731,

b A SSH EE L.

LN -E S il

a TN EIEAM Orchestrator filflk#s S S]ah SSH EMAIIRAL,

b NGRS R wm SSH B H BRI L.,

P AW T TR

VMware, Inc.

104



J#E [3] Orchestrator {Afkag %
EI‘&EY

Orchestrator U2 HtE SNE L 1
FEUEr e tRr Al Hepal . 565 l
Pett Trempefe U, LA Eﬁ%ﬁﬁmé\%ﬁ&%rﬁ] B f FH 401

A AN 5 EEER
% 19-1. JE[F) Orchestrator ZEERIIMEIES

ﬁﬂﬂﬁl\ﬁﬁﬁ 567 Orchestrator V-5
FEABPESET, WA R G i A SR . MR e

ISP

INPRANEB A APL, AN

TR DM DB H I 8 WO LA MBI i, AT BN, A

SN Pl

vCenter Server JHZRAFIN vCenter Server API, DIH## vCenter Server
TIHTAT PRI REAN N EI 4Rl 1] Orchestrator 4T FHE){t
IR .

PLALIARE Orchestrator Biss

S TR

TR T AR A BEAR I, A EET FL E B T Pty
*Ir Tt o A i I EE . (. S8

- By, MEADERERGE TR IR, Al AR
i&?ﬁ$ﬁ$@4¥, VAR R MBS

%E{ﬁ Java ZORIFHAR (JDBC) API, 1t Java #Eaat
ri s MR b 2 [y e ok AR A A e . k)
JEE TR SQL ERHE A A% AR AR, IRt ek
— RS . JDBC AP PN T /ERmi A7 SQL 2k
IR IY J 4% AP

PRHELTAR . SSL s

SQL

SSH 2t Secure Shell v2 (SSH-2) il EEE. oiFd L

Ve LA RS ISR B G A SR %;Qinuw*ﬁﬁé‘

%ﬂm%fﬁﬁﬂ’ﬁﬁ*&c TR TR . (RN SSH
MR UAT AT Orchestrator P4l H sk iz

llfﬁmm/% T,

EEATLATE T AERAR TP BRI S S AT (DOM) XML
HFTEs . k¥, A PLYE Orchestrator JavaScript API
fii [ ECMAScript for XML (E4X) Fi{E.

R AR R (SMTP), @ L/ERAR AT 1
B

XML

BT

VMware, Inc.

L

AR

o

5 vCenter Server ShiME

nH/ Fi]&i SSH Aﬁ\ i‘ /EJ:J\‘

F B I EmailMessage W% E

THRH A
FE2BCE 20 TE E R TEKR SMTP i

,‘~/J<o

105



i} VMware vRealize Orchestrator 4MNHFET

% 19-1. ##[F Orchestrator ZERIMMESR (4)

SN

Net

LrEmes s

e

HTTP-REST

SOAP

AMQP

SNMP

Active Directory

Dyfey

PowerShell

sviEC T

&

i} Jakarta Apache Commons Net ft i, #Efk
Telnet, FTP, POP3 il IMAP il e i {E. POP3 il
IMAP Al g R SR T B A RS BB MEE S,
Net SMEFEA AL TAERAR L SE N 76 B e s
e

SEPERIREARDL PDF Mo UAs A= T AR AR ol T AR R U AH B
EAU TR

SePtAl R T AR R T A MR 2 T — RSB

FFE vRealize Orchestrator Hil REST =4~ [HI1 A 1A
T REST Web JIR7%,

T EEAOE L vRealize Orchestrator il SOAP >
[ H AR HE SOAP Web il .

AR R B R LB AT R 75 (AMQP) falllies (RS 2sfX
) HHEj,

S2#T VRealize Orchestrator B4R HH SNMP () % fl1
S, AP BRI

$2{it vRealize Orchestrator #ll Microsoft Active
Directory = [ty £ i)

AR E BRI, DM I i S dh RE ST 4
-

B GBS Orchestrator U TS ET HEDL K
Orchestrator iE @71 T /ER R

AlFERTHE PowerShell MR T T PowerShell fE
*.

Ange

EES R E HTTP-REST ShEMER

2B E SOAP AR A,

FTZBRE AMQP SN,

S E Active Directory S

T,

&S 37 25 fli)]] Dynamic
Type JMEFER,

A 26 40 Tt ffif] Multi-Node 4k
B

FHSBE 39 TF i PowerShell 4k
B,

BINEE R ES 7 DAR R, DAR REZE#/74(F Orchestrator Appliance F[# /var/1ib/vco/app-
server/plugins #1, FHEIMIMEIICLE, Bl TR A EL AP 4L, B FR R R my &80,

F19-2. v iERX T2

HHRBAERE A E RS
BERLHE DAR 5 TreRmAESER API 151
vCenter Server ollnplugin-vsphere.dar vCenter VvC
VRO #Hji& ollnplugin-configurator.dar 4H A Configurator
Tt ollnplugin-library.dar B ST
Orchestrator
BEREHE R
SQL ollnplugin-database.dar JDBC SQL
SQL
SSH ollnplugin-ssh.dar SSH SSH

VMware, Inc. 106



i} VMware vRealize Orchestrator 4MNHFET

£R19-2. SpHERTHBTE (49

ARREGE N TH RIS

HRERER DAR &

XML ollnplugin-xml.dar

pEWGs ollnplugin-mail.dar

Net ollnplugin-jakartacommonsnet.dar
TAERARS S ollnplugin-wfdocs.dar

— A S T ollnplugin-enums.dar

iRt olln-plugin-dynamictypes.dar
HTTP-REST ollnplugin-rest.dar

SOAP olln-plugin-soap.dar

AMQP 0lln-plugin-amqgp.dar

SNMP olln-plugin-snmp.dar

Active Directory ollnplugin-ad.dar

Orchestrator

ollnplugin-multi-node.dar

PowerShell ollnplugin-powershell.dar

VMware, Inc.

TAemsl
XML
ER

LR ]St

=

B
iy
CUE
g5
HARELAL
I
AL
AL
T
e
T
TR
Ak

L

2

API 1540

XML

Mail

Net

TAFRARRRSI S
Enums
DynamicTypes
REST

SOAP

AMQP

SNMP

AD

vCo

PowerShell

107



EETER SMTP E4F

B SMEE L Orchestrator flllkaf & BerE—ie, AR EABLEATE T BB . An DARSUE TR T
PR, U AT SMTP falflesriEs e, DA Sl iy b am A o

fanE  BERAER Orchestrator AR @ BRI V-ias . 1] HEEIAE] SMTP_HOST_UNREACHABLE #5i%

B
1 PUSFRE S8\ Orchestrator JH i
2 {f Orchestrator )7 iz — F YRR .
3 e LfEmb s b, RO > BRI E T BR] TR
4 fF RUEEE] TAEmiEE— MG, AR ERIBE TERRE.
5 EADLERE.
XFEH i
SMTP % TN SMTP flllRARA 1P Az sk Al £ 4
SMTP EEIR BT A0S SMTP AR AR LR .
TR SMTP i fy 25,
& 2R TNATR T IR
152 Orchestrator JIACEA 1 TR =R S
P N B AT B T 2 Bl
S L RE S FNZEHBIE M Orchestrator Bk 2 AT 6B E Hhfr) 27 £ B Al

6 fi— MRAHT LI

VMware, Inc. 108



EE S

AL Orchestrator I Fuin#td T LR A A SISRCE o (0 SMECE AT AR E SSH 14k, 554
AN o

SR S AP Z 448, Orchestrator A DA FHAL S 44848 25 SSH T# AU 448. &
AT DA FAE A RS N e 2tk o
HE A EERRA A T DGEE, AR S RS 4

DHERMH
TERBAEE NI T IR FHEA ST SSH LAFRAR M L ERERR .
2F
1 ¥ Orchestrator i Firhiz— N TYERAR I .
2 fEIERARRE G Y, JREIRESUE > SSH IRBITE R (A E SN H] TIFRfL,
3 DEASIRACH] TARREE Hik— MinRGE, KBRS TrERRE.
4 FRELAEYGH.

a EREEREA,

b BEEEHAN,

c  GEEEML) I NS,

fiiet B DU A A TS,

d (G WNGER.
5 H— TRRHT LIERR.

HOASRECE, FT SRR f kS IR

VMware, Inc. 109



FSh A iE NSO TIERTE

PRl DU B ANEME R T/ AR, eihsh 5] TARmRAE
BRI LLTE Orchestrator P LAEFRRE (i lE O REZUEE > S [EBPF] AR,

TR
RUETT
FHIGILE

SUPEIUE. (Z -
J1 )

(L SESibiL

AR R

i

VMware, Inc.

A

SEFEMEE SMTP filllas g . SMTP Btk /=, VLMo (1 HOBE e ANEH 15 2270 o

T H] POP3 it A o SUBUATE wd -BP PR P AIATUE o

] MailClient BUSBEILIUHHESHE AP, DIATHER 7T sCAHTIBCRE L 1 BP0 i arUE .

WO HRE WA B EA B HRE I B, TARIRE N2, AR B RoE
1] TARRAER S TR

BRI AT TE BB AR I B B LT . RIS SR R AT B PR
B, TR AETEE R ek] TR RE TR

i
»

110



£ SSH F#% & &% Orchestrator 2
F & i

AT AT 460, TG T3 M5, #554F SSH J:HE | ¥4k Orchestrator AR 44, AU
Orchestrator Fﬂ}ﬁl WTIT’EOILEO

PERE
HERRAENFT RO B R P A T SSH T AERAEAI A EAEIR o

EFF

1

2
3
a4

5

TE Orchestrator /74— N YRR GE

ETAERPER s S, RPIFETVEE > SSH MBI 4 [fE Th% [ 58k vCO ABHEE] T1ERE.

7E EHE 8 ek vCO APHEER] TARmME ie— MEilasE, NREIBE TERE.
fRft SSH TAEAIAARE, PLRE NI R I AR A AS o
Rt AT IE SSH M B BRRER

H— MRAPI T LA

"R
UL SR GE I Dy i AR SSH 1Ry, PIUABE I AP Eabet, 1 AFs 26 I bEnE .

VMware, Inc.

m



1T SSH 54

Al PATE Orchestrator H st f T TAERFESREAA T 1 5 SSH fallless iy SSH 4.

HERMG
HRERRAEE N FIT RO IR P HEA B T SSH TR AL ZEHERR
2

)

{1 Orchestrator J1j Fiiriiz— T TYERAR Gl .

TET AR AEss s Bk, JRPIRERE > SSH RIS % [#4T SSH avA 1 T AR,
75 [AT SSH 4] TARRAR % — MIERUG6, A% RIS TR

BN SSH EMARRER 1P Ak, WA F—2,

FNEE T SSH s, I L% T —25

aa ~ W N

ARt TR SSH @42 uptime. CEHURFAMRGFAATEFIOR IR, Mo BURe N2 £
o
6 EINCRUAfI RS, 3T —35.
faeE  PHRRBRIEUT G0 o0 R Bt
7 EAEAEAAE, HETE.
8 WURERE AT NS, SN SR, SRS SIS, AL IR N
9 I MERMT LIHk.

VMware, Inc. 12



{E AR REIMIMETC

B 1l [xtfilr0] 5 Orchestrator 2 4h, BHEREF| HALREAMIFE BT LIERAE, DUBRK
Orchestrator falflR#41 e E o

A REAMEE SR, T REE R TE Orchestrator filllraf xSl A7 I AR AR A5

VMware, Inc. 13



{E FERFSMEMESC

i 1 2 P A 5 RE (SMTP) FOBRPSMEEE R, ] DI TAER AR AT T B AUE . B,
B LAER AT S T BB e eI TRy, P DUES TARRRE, R TSR R i

VMware, Inc. 14



£ A B IME X EE G TIER IR

PEAT DA 5T TR AR ey [ N ] B0 T AEAE, DAMEAE AT TR BB ohhe,
PR DL TR /e RS, DAHIER Orchestrator Fil SMTP frlfli 22 [k 6 )

VMware, Inc. 15



{E FERFSMEMESC

i 1 2 P A 5 RE (SMTP) FOBRPSMEEE R, ] DI TAER AR AT T B AUE . B,
B LAER AT S T BB e eI TRy, P DUES TARRRE, R TSR R i

AREETE N
SR TERR SMTP HigR

s (EHER MR O T AR

EFETARR SMTP E4R

PFIMEIME AL Orchestrator falflikan et —ike, FREAILEITE 1B Fam A A nT LASOE THEC R T
AR, R PR SMTP falflRaiaEs Thast, PAEA S 1w A

fiRE ESAEIR Orchestrator FIREEMHRF - iras . 2 REEY S SMTP_HOST_UNREACHABLE #fix .
=2F

1 DUEHEE B3\ Orchestrator F P

2 {t Orchestrator J{] /7 — T TAERAE A .

3 fELAERRER G, SRR > EAIGET E (RO B TR

4 1F ROETMT] TAemfde— MG, R ERE TERRE.
5

T NLEI PR
XFTTH i
SMTP TSR SMTP fillIRaRIY 1P Azl sk AGk 27
SMTP Hijz# BT A5 SMTP AL AE A EE IR S
T SMTP itz 25,
FERE LM NGB T EHIR
1At Orchestrator JTIAEE BP0 BRI
S RN B T AR AH R T 2 1S
FE LS #i NI BLE 1 Orchestrator AT{diis > FTAT Ta - B rh i) 25 ¢ & it

VMware, Inc. 16



i} VMware vRealize Orchestrator 4MNHFET

6 i MR LIEE.

& AER RSN Z BB TR AR

PRTDASE 5T TAERRAR e [EREONEFR ] FOB TAEIRAS, DAMEAE (5T TR B/ B Thie
PRIE N LB THI TR RS, DLHES Orchestrator A1 SMTP filllk s> IRy &),
PR AMEME G T AR

I DLE R Orchestrator P (7 IS4 SMEE A1) L /R AR
n ERRIMEIEE ) TR A

P DU S B MR T AR RO, Aens T LA
TFEEMEFSMNH X EEB TIERTE
#enT DLt Orchestrator P /7 HUESESMAFE N E B T AR FL o

WEGRE

TR EE NI P 2 P A S0 TR T AR A A0 AR

EF

1 {f Orchestrator H|Fumh$%— N TAERFESIE .
2 R e R SRR > B,

RESR

R BB TR B AR

BN MRS TIERE
TR A RO R SR AR, AR 13T TR
{EFTLARE Orchestrator 1P tify L AR SUE rHAURE R > BPRA7IN [EPR] TR

TR
ol
G

FUBETUE. (Z B
J1 i)

(E3ESibs

VMware, Inc.

B

SE SR SMTP fallRatirfdis . SMTP BRSNS, UM r e B M I s £ A0
7] POP3 i i it SR E T BRI AURRUE. .

1 MailClient SRR EEAOHTEAHE API, DUARTIIR ) sACH U 7 B P AU

HALEHEE WA TE AR AR E R B B . AR E R 20, TR B (R T
] TR R TR AR

AU EHEE WA TE B SR T Bk B RIASS AR R RIAT B, AR e 2
B, TAEmAE S (RO TR RO E TR .

17



{EH Net 5MpFETX

i Net SMEFER, BIAIFE TAERAEHHEE Telnet. FTP. POP3 #ll IMAP izl E. 4T POP3 Hil
IMAP AR Al AE IR B . e AMEFE I, Net SMEFE AT E T AER AR R Qe B 1
FRPEEE R RE

VMware, Inc. 18



{# FH Enumeration SpHpER

(50T DB Enumeration SMEMEESUBT T fi kit — e AU,
AT i T
i [ A A5

LA DUBHE R ACHS 5 AE Enums :MSTimeZone F] GEAIERA(E .

Il AR R lE 4 1% 2]

000 PRI H AR ] (GMT-12:00) B4 H 4= LY

001 e PR AR ] (GMT-11:00) HIikky, pefE

002 R SR A HER ] (GMT-10:00) HJk

003 BRT LI DvigE e ) (GMT-09:00) B I

004 VP AR ] (GMT-08:00) AT (GEHIFIINEE
Ky, HRHELN

010 SN AR ] (GMT-07:00) s (GBI )

013 BTG RAAERF] 2 (GMT-07:00) & FL kL, Filbfzz, FSpEksm

015 SR L Bt AT ] (GMT-07:00) i fi] 7B

020 SN rp AR ] (GMT-06:00) HHHIREH] (GEEATINER)

025 IR PR ] (GMT-06:00) pk re

030 2 P RHEEEIRH] (GMT-06:00) JAGEHIEHL, SsPuEpsk, 52
57

033 RS ] (GMT-06:00) H &l

035 NP oRERE R 1] (GMT-05:00) HUHBIRFH] (CEEIFINEER)

040 SR ] (GMT-05:00) EllHbZe4h (i)

045 PSSR PR ] (GMT-05:00) R, AN, 3%

050 RGP AR ) (GMT-04:00) KVLFEREH (IIEEK)

055 A SN AR R ] (GMT-04:00) Ak, 2z

056 AV (R R) REERF(H] (GMT-04:00) Bt 2 =f

VMware, Inc.

19



i} VMware vRealize Orchestrator 4MNHFET

5
060
065
070
073
075
080
083

085

090

095

100

105

110

13
15
120

125

130
135
140

145

150
155
158
160
165
170
175

180

VMware, Inc.

Rl A4 1%

AL MR AT R 25 RN ]
P S I ]

1 U SR AERHE IR ]

B R ]

RPEEE P AR ]
AT 5 BRI ]

HETE SO S IR ]

GMT FEHERFH]

AN SR
FHBR R[]

BN PR ]

B 2l o I ]

PG IR
SRRJATHEIRF ]
R B AFHEIR ]

FLE FHERsH]

GTB HHEIRFfH]
At SIARHERE ]
R AR ]
AR [

IO IS BT AP VR (1]
PRARRHERF ]

PR O[]

FHIEREHERE

B AR ]

e I AR ]

TP e O HUTAT A R ]
PR AR e ]

Bt

(GMT-03:30) 43 M hifihir 2 &
(GMT-03:00) [Py F) s

(GMT-03:00) A & st i SR, eia ek
(GMT-03:00) f&%k i

(GMT-02:00) KPR
(GMT-01:00) HHiR

(GMT-01:00) #Ef AL

(GMT) A PR B I: ABRbE, BT
o, A, K

(GMT) KpEfhiiiF, 5244t

(GMT+01:00) H gt i, Ahnfiib b,
T, AL, AR

(GMT+01:00) FEhrH, Jrrapedi, 4
W, AUsEA

(GMT+01:00) T FERT, AN, Ffd
H, B2

(GMT+01:00) iRy, Abk, ML,
A5, EEFEIEE, 4Ethan

(GMT+01:00) HipgE
(GMT+02:00) i1 Iy
(GMT+02:00) [HZ¢

(GMT+02:00) il 3L, 2L, M, %
TR, BAK, AERRALI

(GMT+02:00) #Eiftt, AR, Bl
(GMT+02:00) BRI

(GMT+02:00) My, AT
(GMT+03:00) BLflif}, Hffsa, RATn
st

(GMT+03:00) FHacky, FHEsE
(GMT+03:00) ZsiLL

(GMT+03:00) [N 41

(GMT+03:30) 12k

(GMT+04:00) filfliFtl, ol
(GMT+04:00) ELJi, EELLAIMT, ZEHR
(GMT+04:30) "4 H]

(GMT+05:00) {5tz

120



i} VMware vRealize Orchestrator 4MNHFET

A
185

190

193
195
200
201
203
205
207

210

215

220
225
227
230
235
240
245
250
255
260
265
270
275

280

285

290

300

VMware, Inc.

Rl A4 1%
P AR ]

Bl AR HEIR ]

JETH IR ]
HH AR ]

S EL T AT R ]
PR SRR ]
A AEHEIRF ]

SR F EE AR ]
LA

P AR ]

T

& AR
W
ST
A ]
ST

e S
e R
W s
BT
WSS
B S FE T A
W2 s 1
PACP R
R Fh R

SR

A VG AR ]
SRR R

i

(GMT+05:00) (IS, wiser, &
T

(GMT+05:30) <N, INEE&%, &HE, Hr
i

(GMT+05:45) JII{Eit#s
(GMT+06:00) Fillliasy, E4
(GMT+06:00) Jir I i 2 g 4
(GMT+06:00) i F{}l, HivbffFla
(GMT+06:30) {i:

(GMT+07:00) 24+, KN, HihiE
(GMT+07:00) sehrlie e v

(GMT+08:00) Jbat, Tk, Ak AT

(GMT+08:00) A, Hini
(GMT+08:00) -t

(GMT+08:00) 11l

(GMT+08:00) [FHIIiR 5T, JSPHEFE
(GMT+09:00) 1

(GMT+09:00) KBz, FLIRE, Hnt
(GMT+09:00) ik
(GMT+09:30) JEf %

(GMT+09:30) B 1
(GMT+10:00) ¥k, sE@IA, LA
(GMT+10:00) A7 AL
(GMT+10:00) frft= 4
(GMT+10:00)34 4

(GMT+10:00) Bk, ST Htk

(GMT+11:00) NSk, FraifiRes:, @ik
HZJeikts

(GMT+12:00) ey, Hhghn, FH4Hm
s

(GMT+12:00) HLw, s E

(GMT+13:00) %858

121



A TIERERAEIMPEN

AT ARE I CARRARRE WSO AMEE R, DAE AR REE TRk CARRAEI PDF SEEHSCA,
YNENEE DT RSP

m DRGSO AME R R T i o

w EL TERARR IS

TiERERAX MM EXR TIERERENXE

I LAERARRR SO ANMB R LA EmAE, ] DL AR B LA al AR PDF SIS
TLI;O
AT 7E Orchestrator P TAERARGEN A HOE L TAERARE, IR RBERE > TIERBERIASH:.

R (272 Bl
W T AR R ] S FEAR B I TR AR

IS TAHRAERERRRIISC AR R AR I . T AR A Pl

EXTIERERIAE

AN FER DL PDF A% 2 HHSRER 0 T /R Rk T AR R AR I S

W H SO S A BT 3 T R R e R rh T AR RS R AN . AR TAERAE SRR, [ihamE .
TAEmBEROARL 3% Bt . SR . TAEmAA M TR AR e, AN, SRSt A R R R A
PEEhERT

EF

1 i Orchestrator /7w FhrThhEFRM, SR TE R -

2 B FIARRRE,

3 BB RIS T AR T AR ORI, Aieh T REAAL.
4 S EERMSOHE.

5 BIERHE POF IERITERSC, LIRS, AEH T .

VMware, Inc. 122



i} VMware vRealize Orchestrator 4MNHFET

WA BANR TAERFRA R, sk rh TR RN PDF B O EE B R S L.

VMware, Inc. 123



{EH HTTP-REST 4pEMER

HTTP-REST /MibEE i RE B i vRealize Orchestrator il REST F:# R LB s & # REST

Web JIefs. @R LLEEUATAR LA, 1§ REST IS ew 38 Font Al H Bk, A R HF

BT REST 1R,

AN S — RYVELE T REST AN REST (EFAHBIRIARSE TAERfR . B rDLEA 35T LA

AR, ¥ REST BB TAE AL
N Rl R

m  %E HTTP-REST MR

n ¢ REST fE2E A0 TR

s WJJ] REST 2

®E HTTP-REST 5p#pFE

#7846 T Orchestrator Fi] P i HTTP-REST #MEE .

HRETIERRE

[ZHAE] TAEMARIO S B AR 3 REST MM TAERAR,

It Orchestrator I/ LARGAR (U UFESUE > HTTP-REST > ZHAE /7 IIGE 28 T 1R

TR AR -
HH REST of 5 REST I SMI R4

IR BRI Swagger BUBHIHN REST £t HRIRLL T HIBRIRHLY Swagger BUALH AILITHT REST J:4.

LI E URL 1) Swagger U HTH REST M 1R E URL $2410 Swagger BURHTH REST J:#4.

i REST {3 oI REST k.
AR REST 4 i XSD R E REST 4.

2% REST 4 HENr REST EMHEH.

P REST {8 37 REST RS,

AT SRR AL ARSI AT B REST 4.

VMware, Inc.

124



i} VMware vRealize Orchestrator 4MNHFET

TARmpE A

Tl REST itk

Ik REST 113

Tt REST LHEAZERALH
HHT REST M

HUHT REST 113

]

TESMERE AN H 8RA20R REST 244,

it REST FHEMERIE.

it REST F RIS AAHRHIT XSD .
SUFTAMIMERGEAN 85 REST b,
HUH REST 4% IR,

X E Kerberos Egs&
i TR PowerShell =, TIDIH# ] Kerberos Eiis .

it Kerberos Biats, 4 5 nliE1 WINnRM 7E571% PowerShell i il FadTa 4.

EF

1

¥ WInRM IR T Kerberos Bt
a BATLL Mand, AR T AT Kerberos B,
c:\> winrm get winrm/config/service
b HUTPL A HUT Kerberos B
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
¥ WinRM JT P ] Kerberos Biiid .
a BATLL Mand, AR T Kerberos Bt
c:\> winrm get winrm/config/client
b BATLL Far 4T Kerberos B
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
BATLL T2 DU EL WIinRM IR 10H4R .

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

HEST krb5 . conf FENG A PAINE

(=30 BEAE

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java

Components\lib\security\

Linux /usr/java/jre-vmware/lib/security/ (9N vRealize Orchestrator).

/etc/krb5. conf (N vRealize Automation 1) vRealize Orchestrator),
krb5.conf kA NAI&5RE

[libdefaults]
default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
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[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM
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1 ¥ WinRM JIRi%g i Kerberos Bt o
a BATUL Mard, MR AT Kerberos Bt
c:\> winrm get winrm/config/service
b BATLL A& T Kerberos Bt
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥ WinRM J]JFusii 1] Kerberos gt
a BUTUL Fan%, e it Kerberos B
c:\> winrm get winrm/config/client
b HATLL Far 4 RiUT) Kerberos B

c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
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3 HATPA M A DARIEREL WIinRM AR AR

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

4 57 krbS. conf BENGRAFAN NAIALE

TERRS B

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /usr/java/jre-vmware/1ib/security/ (N vRealize Orchestrator).

/etc/krb5.conf (N HJA vRealize Automation [f) vRealize Orchestrator),
krb5.conf FE47 NAI45E .

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WAZHA SR 4H 8 S 3ok HoAp o

Kerberos FHREEERT  s4mEH
default_realm FI P FHR B Active Directory flllR#SHIHRE Kerberos 413,
FERL WIHRETIR R b
kdc R GEE M0 (KDC) WiA%EE Kerberos SR A il .
default_domain IR E A e B A A AR TR A
feE IR IR Kerberos 4 1AM,

f5RE  fkTHRE, Java Kerberos AHfEEfli /] UDP il e . & B TCP e, Az
udp_preference_limit Z2WEIETE S 1.

st Kerberos Bt ds Bog 3 4ald 44 8% (FQDN) =74k
BHE AOPINeEM krb5 . conf FEIRy, AT ETHCE) Orchestrator filllR#iki% .

%t SOAP {EX£ELE M TIERTE

HERILATE SOAP S FT TAFfE.
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hAE,

ZErT LU Dynamic Types MR HTTP-REST AMNEME RIS, DAMEASSE =711 REST API Ik
4% Orchestrator, W8 =W/ P % Orchestrator 7!,

1 1€ Dynamic Types SMEEUHIEAT DE ear 2425 11 A DEFEN] TARmAE, nlESS Bl eI
WA RiE, BEE] Finder FIFEARH Sx— AR5 TrRmAR, LA dopi B Mo DL KR (i)
IR (5o

2 BMCHIN Finder AIGEANH S T ERAE, BIRIIEEE =77 REST API #2IACHI N o

a M HTTP-REST SMEMErPRY [HdY REST f15€] TAFmke, nliar REST fESEf IS ESE
[ REST API J57k.

b X Finder FIFFATE SN LIFSEE, nIIITIELE REST fESCILFEN M H -
AFEHIR R Mo

w  ERRNIAH R T AR A

BREBHRTERE

Dynamic Types SMEEAAR B/ F i AR rl R mh 8 | [ L RN N XSD A S iy
SEFR, WEFRAE BB TR (5

BRI PLTE Orchestrator H P LYERFR GIE i) FEZURE > BhReSERY > A7 IS TR,

TR R

SE A 425 SEFEHN R 225 o

SEARIAR FREI 2 R E SR B R
SEFEIY SEFEEIE oy 24 2SN BT
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TARmpE A #

AL S L A 4 D AR AR AR R HH B S TRUAR B . T HH O v R A N A AR 5
TEEAIE AL AR S AR REE N SMI R R AL RE

FEN XSD A EALE S FEN XSD AE S E 5.

Fbrdn #25 SRSl

AR PR o

PR FBRAERL

S 47 B 2w M

SR ST
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VMware vRealize
OrchestratorPowerShell 5pHpFET

B

PowerShell #MNHFER T vRealize Orchestrator il Windows PowerShell 2 [H##1T H#h,

Pl DUE FHAMEFE TS Orchestrator BERT LAERFEFENY PowerShell 184571 cmdlet, 6 FL{# T[]
HgE S, MR RS — RPN HOREEME TR, ] DU B EAMARE R AP BT TAERFE

N Rl R
s PowerShell #MIFE T
m T WIinRM

m  %E Kerberos s

PowerShell 5p R Tl

PowerShell SMIFE AT R BRI A REIEREE .

vRealize Orchestrator 11 Windows PowerShell £ L35 TIAIMEE S, 1] H AN A ] sl iz 2
FEE IS TEE) . PowerShell SMEE A A HIEA T4 vCenter Server M vSphere PowerCLI 1k
1T HE),
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38-1. STHEAE
veenter orchestrator

vCenter Ser

rver

PowerShell

sAEPER

WINnRM/HTTP(S)
8% SSH

|

Windows

e WinRM fR# 8, OpenSSH v5.9
e PowerShell

e PowerCLI GEF)

AMEFER B OpenSSH il WIinRM i 77 2 £ Windows PowerShell HE1 Tl 254
WinRM,
ok, A LU PowerShell #hEER EL vSphere PowerCLI fll vCenter Server ¥4, 540

PowerCLI [) PowerShell FNHFL R34

et DU, =1 22 o, W vRealize Orchestrator 11 Windows PowerShell 2225
TEMFEIFERS T, Il PowerShell SN . THERAIE 0 Tk B 4R A
vRealize Orchestrator £ PowerShell sp M EXHI AR

1A H] Orchestrator 4H A8/ A Z4E PowerShell SMIVER:, 4[] Orchestrator [T P i1 & @i
TAEREF RS MERE R AP,

PowerShell /ML ER ] vRealize Orchestrator, Orchestrator J&— B &R T B b L&, 17
AT TR, AT HE VMware vCenter JERE&5#E K - AB R T,

Orchestrator 7075 B MIFE R AU B S B K RG0S PR 77 % . PowerShell S Hip—1{in]
PR AN IES Orchestrator [ ER AR T K,

B Windows PowerShell &7 E iRy EMER

DU FHAMERE B TEL Windows PowerShell Tt 4T HE)RY Orchestrator TAEREE, PAMIAITIY
' PowerShell 54152 810 T 1.
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Windows PowerShell j& TAERar 55, g B A ARG S PR E 2 e S el = o

s/ E WIinRM

YT PowerShell AMNEMEZFT Windows PowerShell 2 [FIff584%, #RAZHZE WINRM i T i —1i]
AR HEERTE o

PowerShell #MNEFER T IEDL Windows i HE (WInRM) 2.0 (Hua e FRamE s e o

& AL R

BErE:  SaBR
B YN ANLAIE R, R SRS
Kerberos — ZA NSRRI IHE, seff HZERE A fehass P An ik ss it £ 2

fEst PowerShell SMEFERASZIEAE WINRM HZS R 57055, 1fi CredSSP A AE S BEIM B Tk

WiInRM &8 HTTP E{TiEE

PowerShell #MNEFER L HZ i HTTP il a B WIinRM E#TE . 45 WINnRM & E5mE, (HEkHE
TG AL NS, H @ DAali S e 49 . iRt am s O TS > R s A i IPSec, IR
I HTTP 1 E

AR RO, A I A ] P WInRM A1 REFH ) AllowUnencrypted WA True, Qs
HTTP AHREH, sE2E0RE WIinRM DU HTTP,

WinRM &8 HTTPS #&4TiE:R

PowerShell #MEMER S TEi%E 1 HTTPS izl E Bl WIinRM T, R DU HTTPS ilal e, &
SENR AR R T 1

E%Tﬁfﬂ HTTPS sl i, fRAZE A kst i5as, d67E WInRM i 2820558 . ands HTTPS
/l&%ﬁﬁl N uﬁjﬁﬁau /'J_; WinRM I/J\@E) J HTTPSO

Iy

i

RE WInRM LU{ERE HTTP

AT DL WInRM R B HTTP iisi e Bl PowerShell SRR TR .
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HZELE WINRM RGBS 30 Tar4, #5Erk WInRM 4HAE, 0 DL FTEL WinRM JIR7% A1 WinRM
FH s AT A 2 B o

B

HE WREAERSE WInRM ] HTTP (e T B, AT REfdogte, soekrh tur] ae s
W RIS, Ban

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at
com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage(JdkHttpConnector.java:117)

ERF
1 HUTRA M, BOETHRT WInRM 4HAE(H
c:\> winrm quickconfig
2 G BATUA T ad, MABIERRZS AT, W AR R,
c:\> winrm e winrm/config/listener
HTTP [ TERGHE AR 5985, HTTPS [1HIE 5986,
3 ¥ WInRM IR R EE A
a FHUTLL M4, MtEh o i Aabim .
c:\> winrm get winrm/config/service
b BATUA N Ay A RO EEA SR
c:\> winrm set winrm/config/service/auth @{Basic=""true"}
4 HUTIA N ar L AR RFAE WINRM iR v B I &s 20k} .
c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}
5 ¥ WIinRM ] Fg TR A R
a  PUTLA a4, Mt o i Asw.
c:\> winrm get winrm/config/client
b HATUA NS ROTEREAES
c:\> winrm set winrm/config/client/auth @{Basic="true"}
6 HUTLA Nard, FeRFAE WINRM JT] S S A & 206 .
c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}
7 AR WInRM EHEEIGA SN, ST N ar S AR E BN 0.

c:\> winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}
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8 HUTLA Mx A LAIIEREL WinRM AR IHHER
c:\> winrm identify -r:http://winrm_server:5985 —-auth:basic -u:user_name -

p:password —encoding:utf-8

&R E WInRM LUEH HTTPS
FEAT DI WINRM 6 Joi5 18 HTTPS 12 Bl PowerShell MR T TR .

WINRM T HEFEEHEEE 1 AR HTTPS 1ls e A Tl . 8 n] DA kA= e . lan, #ml DA 1] )E
J& NET Framework SDK — 355 iy T (makecert. exe) A B E A 1G5,

n T WINRM DU HTTP BRI . A st aliEsi, sH2B%0r WInRM DU HT TP,

w EERE AR WInRM 328 | Microsoft Management Console (mmc. exe).

DU 45280 & anfa 7 i i makecert.exe 75 WIinRM 8 F N B O S 152

makecert.exe —r —pe -n "CN=host_name-3,0=0rganization_name" —e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 -ss my -sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 fiiff] Microsoft Management Console J#i EA 105
a T mmc.exe.
b RS > B/ BERIRAREEE T,
c RN I E T b, SRR, AR — PTG,
d EHNERIES, R T—5.
e TR,

fo RS S LN R IE AR A 8 > IR (REER) > EA > BENEEARER > &E (K
R > RAEERRRRIREE L > K.

WA AR SR A R A R A rp AR 28 83, AR TF 22
3 (MRS F L RR AN HTTPS Baifi o,
PUN A0S e iy HTTPS 2R fE A He (o5

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

4 JUHLHAR.
AN i A A AR R A 9

winrs —r:https://host_name:port_number -u:user_name —p:password hostname"}
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R E Kerberos Egzg

g M P PowerShell 4Ry, AIVAEH] Kerberos Bt
%R Kerberos B35, 49151 WInRM 7£ %2 PowerShell [ TRl FEirans .
EF
1 WInRM JIRI5 T Kerberos Bt
a BUTUL Fand, e oAt Kerberos B
c:\> winrm get winrm/config/service
b HATLL Far 4Rl Kerberos B
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥ WIinRM H] Fimil ] Kerberos i .
a WATLA NS, MERE T RET Kerberos Bt
c:\> winrm get winrm/config/client
b HATLL Far 4R Kerberos B
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 HUTIA M ar L DABIEAEL WinRM IRTSIIHAR .

c:\> winrm identify —r:http://winrm_server:5985 —auth:Kerberos —u:user_name -
p:password —encoding:utf-8

4 57 krbS. conf RGN NAIALE

(=330 A

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /usr/java/jre-vmware/lib/security/ (JNi5 vRealize Orchestrator).

/etc/krb5. conf (WA vRealize Automation [/ vRealize Orchestrator).,
krb5. conf FE47 T AI45HE .

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf VAR5 4H A8 2 8o A
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Kerberos AHRBAE  FH4M¥EH
default_realm FH P FiA B0 Active Directory filflR#SI17HR: Kerberos 4filif,
Rt WIRRITIR S TRk,
kdc RS O (KDC) A% Kerberos LA il ik
default_domain IS 2 A 5 B Al B R FHR A
e RSO Kerberos 4 RIAME

Rt TR, Java Kerberos #HEE{li}f] UDP ilHIhiE . #2201 TCP alalihiE , ALzl
udp_preference_limit Z8ETEES 1.

55k Kerberos Bt iy B o¢ 849 4 f% (FQDN) FHéA7HE .

EE B krbS . conf FiIHE, AT Orchestrator fillResikA% .
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{£FH PowerShell 5pHpFEZC

PowerShell SMHFE R T /ERTRERE R & v R BT PowerShell AT T PowerShell HET1EZ T
TR

AL ] Orchestrator ] Fumrh iR B sdilE , DUEEEAT I PowerShell 1. A0 nl DLRE TSN
BRI RE AR AP, DRSS FaT TAERRE .

AEE R A

»  {ii] PowerShell SMEFERFEAN H 45

m % PowerShell MHFER

m  HfT PowerShell 5415

s EAEBE

m R FEERE N 4G R

m  PowerCLI ) PowerShell FMEME A

m HET R

»  {7HL PowerShell SMEER AP

= fiifi] PowerShell {#[al {14

= —fi& PowerShell T R84 R5HI

w  SEHEHER

{£FH PowerShell M T2 40 H £
PowerShell SMEFE R e/ 224 B 4% 2 A\ B PowerShell HEIFTA ILE . Arl DA FTISE40 F 48101
[EgEE T2, e PowerShell Pt |- 84T TAERE,

f&t%%b&ﬁﬁﬁfiim Hegr, DL Y PowerShell R M AR N AU BRI ORI emdlet, i i - 1
SN HEE T, AR N R EE T AN S emdlet.

FEEURT AN H SRR TR AR, S 2 TR > MAESIRE > 57N E &, SRR

41 B S FIBRThRRRAZIU L. O, WA IA#EH%—  Orchestrator #f4AIH ki)

Ythy, SRURIEPEIORT A AT L R .
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%€ PowerShell 4pEpFETK
AT Orchestrator PR & PowerShell MR,
II\H.::::I1IEU|L$E

[4HRE] LAEmAEUI S o BE PowerShell T4 TR
70 1¢ Orchestrator M7 imi TAERARGE FIRERE > PowerShell > #HRE /7 UL T/ER L,

TARmBEAR A

HrHY PowerShell 328 ¥ PowerShell F:HBmHE = AN RG AT H 8.

Tl PowerShell 1t {ESMERFFAIH 8-15ER PowerShell 4.

HUHr PowerShell F2i BT MR AR F RS PowerShell F:H.

it PowerShell 4% Bt fae PowerShell EHEIALRE

i PowerShell %

TR T TR, 2K PowerShell BT R0 E FHGHIAR S H, 0] DIRE ik A4 PowerShell

TR AR

bi)ed

1 DUSH B B/ % AN Orchestrator JT] i,

2 {f Orchestrator J{l P Hde— T TAERBEIE.,

3 IAMERFEREESE T, R > PowerShell > 4HABZ1E 2 [Hi PowerShell #1 T/E

o
4 {r D PowerShell 48] T/EMAR o — FIEU T, ARG EIRE) TAERfE.
5 TEERECT T, AR,
6 {EM /1P SCE A, BN RO AE

Rt Kerberos Bt Tr st H 49 4% (FQDN) AN HE
7 GEPEVE) 7EERER ST, N AR

FERUE HTTP (i Hes 5985, il HTTPS s o ]z 5986,
8 EIUIMHAERGHAR PowerShell J: A

a BEIUEEE T .

Rt SR HTTPS ismsitne, Nigin PowerShell FHEHUE S HE N 2 Orchestrator

SRR
b HEHE

EHE IR Bl ] Kerberos B, AZEAE WINRM I EROHRZERRS o
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9 BEHUUMIFER HIZHIAR S PowerShell “EA% T RS BB,

HIR o]

T VRREEL ANV AL P S0 AR 2 i o, P E R L T AR B PowerShell
R TN

A TR B Orchestrator TP @ i BN T FIEGRE . Bl T user@domain #55,
&\ Orchestrator, 7 RE(# HE—EHE TIERE .,

10 it Shell Code HH [ixIfE, I PowerShell i I G AERIZY .
M 4% MRS T AR

R

ARG T2, PowerShell St e Hh /5140 B $F 0L

#1T PowerShell #5415
PR DLEAT CAERRE, W) PowerShell A%IANGRER F AT HE 415,

Ay F§ PowerShell 35415

TR DRSNS A H $rh ) 4% U TBLA B ET PowerShell 5445,

LB

T DA EEE B8N Orchestrator J1 P,

w  ERARHEA SRR H SRR 0T PowerShell EA%EAR

B2

1 7¥ Orchestrator il Fiigfa— N TAERARRE

T AR AR IS B, REPIEEE > PowerShell i 25 % [ ] PowerShell #5451 T AERFL,
7F [T PowerShell 54151 TR Féi— MR, A% IS LIERAR.
BEIEAEH I TE S 5 PowerShell 4,

TERA S T iR, BN E 25T PowerShell #8445,

Fo— MR T TR

W SNBSS
(EPTAZESMARE AN FL B0 S BT SN PowerShell 1545,

o u » W N

AN PowerShell 45855 ETE ps1 A, BESHATHY L psl FE R ALE 7Y PowerShell 24,
HEEE
n ERREC DU EEE S50 N Orchestrator JI] .
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»  ERRAEC IEEEAR B S0 HAR % PowerShell 4,
n  HERERFIUR ST HE S B R HA L ps1 B

E2F

1 1t Orchestrator JHI Pz — N TYERAR G

E AR e Brh, JRPIFREE > PowerShell %5 % [ FIANIHEAH5] TrERL.
15 [ JISNASFR 5] L RmAe e — Mg, SRS E IR .

2

3

4  BEREAEHPRATHR W PowerShell F:H,

5 RS, MAEUTIOING L ps1 F5 M AR SRS S 2T

et WR . ps1 RERAEFRRNE R, A NSRS T AT R GBI A ok s

SEFEASHEER TS, 4, $env:HOMEPATH\testl.psl,
6 TESIBCCT L, WANFEAISEI.

HREEEL PowerShell Sz & il A SEEA
7 R MR T TAERR.

EXEEE

AT DA T LA L2 AR RS PowerShell #5415 PowerShell Cmdlet #EATHYEN/E, ] DL ] &A=

BN EMCA A 5T TAERAET B A0
&I PowerShell 5§ E A ENE

BT T TR, B ety PowerShell $5-I5E =Mt AnT DUBRSE s Ak v i g T A LR BD PRIy

T R

YERT DL A T 4 FTHRE b e P 2 2E 2 BB A5 . T AEmfe e e TaR A, 7R & A B fE iy Bl

string S ERIENES U, BATED IR, AT DUSE O TS o BV S B A PR BE 7 2

WHERG

n ERIEC LU B 548\ Orchestrator /7.
R BT B SR B PowerShell iR .
EF

1 7F Orchestrator JTI Figii— N TAERAR IR

2 IR ER Y, EHERE > PowerShell > E4:, 2% % 151 PowerShell 545157/

BfE] TAERfE.

3 1t [i5il PowerShell f5 M5 A ABIE] TrRRAR F4%— MIRUAEE, WDEBE TIERRE.
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4  (EFRRSRSCT I, NS A AL B E PowerShell $54-5.

st TR {#ParamName#} Gl (1A T NFUTHER A2 L A IR AL ET A string UM, A0k
R IR 51 S5t TR A B O B = B 1
IR EE LR BN S H0dAS 4R S A2 B AR SR B1

param($name={#ParamName#})
echo $name;

5 TEARTIIIH, RN\
6 RN LB R BLARA

7 ERGEm AL TR

HIH i

= FEAREOI LARRAR, RS TEAMEIE, B A TARmR R BoR
FERE T TARRARA AR TS e 2807 Y Invoke Script, R EZETIERI#4
FHAH AL o

= A EELER AR

8 i MRERHT LIFhL
HESR
TR LA AR BD R A A E T AR o

45 PowerShell Cmdlet E&EIE

EEATDAB T TAERRE, A B3Rt PowerShell cdlet I8t i A BI/E, BBILEIE, BRI 7E
Orchestrator H1{fiJf] PowerShell ZhAE, #EnI DL A fu B LAEmEE, TR TR A4 B TE,

ALK PowerShell $84- 155 4R EL A & EORPIRIES IO o mT DAGE FHRO BRI TS Integer
Boolean, Char “FEEAAM - NET 4ALFHhROEfrany, skl F#& e &n0%ail. kI PowerShell cmdlet
SEFR BB R, AR cmdlet 280 1L Orchestrator “F-& XL R, PowerShell ShEFRE
NERBAE, —RIMS, ARG IAEAVEE S AR Orchestrator JA2Y, #AEEAILA
PowerShellRemotePSObject ¥I-3% .

HEEG

n  EREC VSR B B\ Orchestrator P

w RIS BLEAE B 8% 0 PowerShell AR

EF

1 {F Orchestrator H iz — F TYEREE .
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2 fETAEmMER RS S, RHFESUE > PowerShell > E4:, 03I % [/ PowerShell cmdlet /)
PE1 TAERAE .

3 ff [ PowerShell cmdlet FEAEBIE] TAERAR [ i — T RUGHE, 103 IORE TARRR.
4 EHUTRE T A 2 B FIREE T PowerShell cmdlet,
5 %% Cmdlet JBHEHEE .,
SR E R B 2B ER T
ek LA RAE S BEER LT T, RBRS e R, CHRRBRZ T, SRR
ZE BT S 2 SR SRR
6 TERRECT I, A sEE A B E N SR
7 SN EAEEN SR,
i

8 BRUET A4 TRk,
= e
2 BT AERL, PR AT, SRR A TP El DR
PRE e T AR SR U R0 Execute Cmdlet, AT ETHE
S,
7 AT R

9 ¥ MRERMT LIEmE.

AT UAR A B RS I E T LA o

HEEEZ BEIEM A4S

PowerShell ¥MEFER I &5 R VASEIE L, E—1H PowerShell #5415 F/ESE LR R 5 —f 52 A5y
FIWEZE . Ao 1 IEREEIRAS S, AR FIESE LA R — TR BT

PowerCLI ) PowerShell 4N E S

AT DL =i AU LG (N VMware vSphere PowerCLI) [LEEFRS T PowerShell ZMEFE i
Ho

EEAE S =R ATV L ThRE, PowerShell AR Z IR NS HFRE C. B EAE B nrg TR
A NIRRT FE ST, AU AddPsSnapin BfE, {Hi]]] PowerCLI I, B HR AR HE R T
M2 H3 2 VMware . VimAutomation . Core,

PowerShell #MNFE A L 2 85 = 7 i N S B CRe ik 7R e AR B E . R DT [ PowerShell
Cmdlet FEABIE] LIEmRE, EAS = NS ICiEIE, 55288/, PowerShell Cmdlet &4
e,
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com.vmware.library.powershell.converter =405 1 FL AR A [ PRAES VC: <SomeObjectTypes>
Wi s S EY) PowerCLI ¥tk HEIhRER] 3 vCenter Server SNEMER TAEFFLEL PowerShell 4
R TR T BB, NGAEE PR NEE 2 AR 2

EREE TIERTE

PR DU [iEgas] TAEmARE R F ) LA Em FRR s, PowerShell /MEEUEL PowerCLI 2 [HI 34
A EOHERIE S, PowerShell HVAZHZ 4 PowerCLI,

[ihitess] 001 T rEmAE o R s MR AR LA ThAE o

st PowerShell AN RAE A4 T S7 & PowerCLI vCenter Server SMAFE AR LORT A M, 57
e e B IR I o

HERTLAE Orchestrator s LYERAEAIE - OFEREE > PowerShell > #35] > BEIES 7 II0E L T 1ER

Fo

TAERESRE HEA
# PSObject #4124 vCO Pif: 1 PowerShellRemotePSObject #E4 4 VC: <SomeObjectTypes .
1 PSObject 44 vCO ¥, HHE A PSObject 5 PowerShellRemotePSObject M/ VC: <SomeObjectType> HilJsz [FjiE

i vCO WftiE% 5 PSObject 71 VC:<SomeObjectTypes> i /4 PowerShellRemotePSObject.

O TIERE
T A EIm R P 5 e A s SR Al FH 2 ) T AR iR R
#En] it Orchestrator H P TAERAR A FIFEREE > PowerShell > #if)/7H0E L TERFL,

TAEmBESRE L]

s APLIMFHEAHS  RORAMAZE ] HIRHE4-H5 AP FEI PowerShell #54-H5.
I H SN 2 St PowerShell -5 ALY H RN
BT JE AR AT T/ T T2 HE 2Bl Cmdllet.

DI S A IR DI R R O P R A

ZHL PowerShell MR API

#H Orchestrator API Explorer, #&1[DI3% = PowerShell SMEMER, API, N & BIAE 5 0 2 A a] {3 1]
(1) JavaScript ¥ FIAHBARRIH S

2F
1 DUSPEH 535N Orchestrator [ Fif,
2 {it Orchestrator M7, ok T/ERAE. I HIFIEDEARiH AR BATHE S5 5 A HL AP 4255 .

7 HE Orchestrator I/ I APl 4445, &f#%— N Orchestrator J1] P LA TH >
API 8%
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ST R FIED R4 i B TH SR o A I AP AR, St — M=l ig s
API,

3 iR PowerShell SMEE APIWPFIOBR TR, Gt A&k ) PowerShell 14

N

Sk

e AP ST ARSI H A = Fe W55 b . ands A B AP ISH0REANERR, sE2R (A
VMware vRealize Orchestrator #E17H#E) .

{EF PowerShell {EEI 45 R

PR DL PowerShell SMEFER API I8 FH PowerShell {H[H]{f) 45 5
] A H PowerShellInvocationResult K105 IR T 2 H8 A HEROATIH Rl

ok HHA

getErrors() {41 PowerShell 515 Ha A5 HISHMI IR 85405 5
getInvocationState() ARG, WIHEIMUIE 2y Completed 1 Failed,
getHostOutput O i PowerShell 456 [ THURIVHE A ISR I H o

getResults() PowerShell 5 &0 {f Wtk EIO%15 % PowershellRemotePSObject £/,

PowershellRemotePSObject & PowerShell 58&{8i[R] 2 ¥pi-1) iz im 2 B 77 7. PowershellRemotePSObject
BB BT getXml () 7L AAFENT XML JFAIAS SR o

PowerShell #MAFE R LR, nl402E XML 4558, HEE S IR eV A,
getRootObject() JiLtR MW AY A INFER . —%1fi =, getRootObject) Jyikerfli LA FALHY, #
PowerShell A EZE Orchestrator HiA] FIfR2E

w S EPPE L TR PowerShell 20U, R AT 4 4 E AR Orchestrator [ 4%,
n AEIEPE collection 285, NI ELL ArrayList oK,

w AERYE dictionary KUY, QIWFE VA Hashtable o5,

n IR complex KA, HIMIPEE DL PSObject oo

—i% PowerShell T{EHIIES TEEE I
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w A AR
n FAPATAERRRL

var sess;
try {
//0pen session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir")

//Check for errors
if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +

result.getErrors();

}

//Show result

System.log( result.getHostOutput() );
} catch (ex){

System.error (ex)
} finally {

if (sess) {

//Close session

host.closeSession( sess.getSessionId() );

}

. RIE4

ERTLAME ] JavaScript B2l PowerShell fi54HEHEA THUAT R .
TS BIHE A AT N AT,

w A ALIREE

LI SR SHEER

m  f{i#% RemotePSObject FA7HY

var sess = host.openSession()

sess.addCommandFromString("dir + directory)
var invResult = sess.invokePipeline();
//Show result

System.log( invResult.getHostOutput() );

//Check for errors
if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {

//Get PowerShellRemotePSObject

var psObject = invResult.getResults();

var directories = psObject.getRootObject();

var islList = directories instanceof Array
if ( isList ){
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for (idx in directories){
var item = directories[idx];
if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

}

} else {
System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());

A ST 2% Mg 40 i
Ul {FHA BRI EITER
ERTLAREH] JavaScript i A 5] R0 EAR ] PowerShell o4,
var sess;
try {
sess = host.openSessionAs(userName, password);

var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());
} else {
//Show result
System.log( invResult.getHostOutput() );
}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}
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