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B i H A ARl % Orchestrator i [f] vCenter Single Sign-On, HIf##E4H A8 T, Rl {di/T] vCenter
Single Sign-On fill[RFE 851 T1M 4484547 & Token 4 TERES . Q%R Orchestrator J& /L vRealize Automation
e, T LLE I OAuth bearer 7711 Token HE1 7557 .

FiAE Orchestrator REST API [t @ URL 42H HTTP 3k, [T 544 Orchestrator 11 7E % .
Orchestrator REST API #_I JE@[1) URL 7 https://orchestrator_host:port/vco/api/ .

f&55E  SMIB Orchestrator [ TEREH AR EERE /5 8281, A vRealize Automation [ Orchestrator £if 11
RE TR IR SENG 2 443,

REST API i I JE(f) URL GET 2k er{di[n] URL Z ]G APl /ZBUIAT A &R, # 2AFm st URL #211
HTTP #k, 7 EEHE Orchestrator 14 TE .
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m  https://orchestrator_host.port/vco/api/inventory/System/

m  https://orchestrator_host.port/vco/api/catalog/System/
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SRATEA R Y =B84 884545 & Token,

N . 2 EREIIN R Workflow [FTAT ARGt 5FAE
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URI uri = URI.create("https://orchestrator-server:8281/vco/api");
VcoSessionFactory sessionFactory = new DefaultVcoSessionFactory(uri);

//provide the address of the vCenter Single Sign-On server
URI ssoUri = URI.create("https://sso-server:7444/ims/STSService?wsdl");

//set the tokens to be valid for an hour
long lifeTimeSeconds = 60 * 60;

//create a factory for vCenter Single Sign-On tokens
SsoAuthenticator sso = new SsoAuthenticator(URI ssoUri, URI adminUri, VcoSessionFactory

vcoSessionFactory, long lifeTimeSeconds);

//provide vCenter Single Sign-On credentials
SsoAuthentication authentication = sso.createSsoAuthentication("username", "password");

VcoSession session = sessionFactory.newSession(authentication);
//use session here

VMware, Inc.
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M sir & Token, 15755 Orchestrator [RIfER 5 S0 & 408
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TR 45447 vCenter Single Sign-On frllliRes 55 H AT 2 HE G 888547 2 Token,
EF
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GET https://{orchestrator_host}:{port}/vco/api/users/

2 7EESKAY Authorization FEBAHEEML - HE G405 & Token,

[F]JfEIY) <user solution-user="OrchestratorSolutionUserName" /> J1 2117 Orchestrator ik )7 58
& 20, NI Orchestrator fil#jh /5 28 F% 448

<user xmlns="http://www.vmware.com/vco" admin-rights="true" solution-
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SDK

1 2R ECERFH B, i L 3E i vRA Bt 1] REST API SDK.
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(2148518) FIaH RS
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URI uri = URI.create("https://orchestrator-server:8283/vco/api");

VcoSessionFactory sessionFactory = new DefaultVcoSessionFactory(uri);

String token =
"eyJ0eXA101JKV1QiLCIhbGciOiJSUzIINi19.eylqdGki0iIjNzg4NWNiYSTIhZTFmLTRiM2UtYmYyYi04ZmRmNzY3N"

+
"GZ1ZWEiLCIwecm4i01iJhZGlpbmlzdHIhdG9yQFZTUEhFUKkUUTEIDQUWiLCIkb21haW4i0iJ2c3BoZXI1LmxvY2FsIiwidXN1c19
pZCI6Ij"

+
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"MiLCIhdXRoX3RpbWUiOjEIMDIyMDIXMTAsImlzcyI6ImhOdHBz01i8vc2YtMjktMTAtMjkuc29mLW1idS51bmcudm13YXI1LmN"
+
"vbS9TQUFTL3QvdnNwaGVyZS5sb2NhbC9hdXRoIiwiYXVkIjoiaHROCHM6LY9ZzZ10y0SOXMCOYO0S5zb2YtbWI1lLmVuZy52bXdhc
mUuY29tL"

+
"1INBQVMvd(C92c3B0ZXJ1LmxvY2FsL2F1dGgvb2F1dGhOb2t1biIsImNOeCI6I1t7XCItdGRcIjpcInVybjpvYXNpczpuYWllczp
+
"0YzpTQUIMOjIuMDphYzpjbGFzc2Vz01Bhc3N3b3JkUHIvdGVjdGVkVHIhbnNwb3JOXCIsXCIpYXRcIjoxNTAyMjAyMTEwWLFwia
WRcIjoxM"

+
"nldIiwic2NwIjoidXN1lciIsImlkcCI6IjAiLCI1bWwiOiIhZGlpbmlzdHIhdGOYQHNmMLTISLTEWLTISLNNVZiltYnUuZW5nLlnZ
+
"td2FyZS5jb20iLCIjaWQi0i]jYWZ1X2NsaS1yR1IINEx6bURNIiwiZGlkIjoiIiwid21kIjoiIiwiZXhwIjoxNTAyMjMwOTEwWL
CIpYXQi0j"

+
"EIMDIYMDIXMTASINN1YiI6IjQ1ZjQwWNWUzLTNINTgtNGImZC1hNzMwLTQ1IMjU40WIXOGUXNyIsInByb190eXB1IjoiVVNFUiJ9
+ "G9gEQPtmEH5jYab-
I1TK8NFYcwc3JZCEE]jsmpUSH60xLmZKEf-1JbsysBVH4ufgmGah3GMvmy6PUiTTamLRLFkCLwa500QCQ-ggKutZ121R"

+ "m740gBKLhmBBONQg19ysMAVINSxapFzirmwWurF_5CKpv4WM7Y8H_bY9iNmDKQTXI";

//provide OAuth2 token obtained in step 1 here
Authentication auth = new OAuthTokenAuthentication(token);

VcoSession session = sessionFactory.newSession(auth);
//Use the session here

HEMHZH

8 A — AR I -

URI uri = URI.create("https://orchestrator-server:8283/vco/api");

VcoSessionFactory sessionFactory = new DefaultVcoSessionFactory(uri);

String token =
"eyJ0eXAi01JKV1QiLCIhbGciOiJSUZzIIN1J9.eylqdGkiOiJjNzg4NWNiYSIhZTFmLTRiM2UtYmYyYi04ZmRmNzY3N"

+
"GZ1iZWEiLCIwcm41i0iJhZGlpbmlzdHIhdG9yQFZTUEhFUKUUTE9DQUWiLCIkb21haW4i0iJ2c3BoZXI1LmxvY2FsIiwidXN
1c19pzCI6Ij"

+
"MiLCIhdXRoX3RpbWUi0jEIMDIyMDIXMTAsImlzcyI6ImhOdHBZzO18vc2YtMiktMTAtMkuc29mLW1idS51bmcudml3YXI1
LmN"

+
"vbS9TQUFTL3QvdnNwaGVyZS5sb2NhbC9hdXRoIiwiYXVkIjoiaHROCHM6LY9zZ1i0y0SOXMCOYO0S5zb2YtbWI1LmVuZy52b
XdhcmUuY29tL"

+

"1INBQVMvd(C92c3BoZXJ 1LmxvY2FsL2F1dGgvb2F1dGhOb2t1biIsImNOeCI6I1t7XCItdGRcIjpcInVybjpvYXNpczpuYWl
lczp"

+
"QYzpTQUIMOjIuMDphYzpjbGFzc2Vz01Bhc3N3b3JkUHIvdGVjdGVkVHIhbnNwb3JOXCIsXCIpYXRcIjoxNTAyMjAyMTEwL
FwiaWRcIjoxM"

+
"n1dIiwic2NwIjoidXN1lciIsImlkcCI6IjAiLCI1bWwiOiJhZGlpbmlzdHIhdGOYQHNmMLTISLTEWLTISLNNVZiltYnUuZW5
nLnz"

VMware, Inc. 1
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+
"td2FyZS5jb20iLCIjaWQi0i]jYWZ1X2NsaS1lyR1IINEx6bURNIiwiZGlkIjoiIiwid21kIjoiIiwiZXhwIjoxNTAyMjMwO
TEwWLCIpYXQiOj"

+
"EIMDIYMDIXMTASINN1YiI6IjQ1ZjQWNWUzLTNINTgtNGImZC1hNzMwLTQ1IMjU40WIXOGUXxNyIsInByb190eXB1lIjoiVVNF
uija."

+ "G9gEQPtmEH5jYab-
I1TK8NFYcwc3JZCEE]jsmpUSH60xLmZKEf-1JbsysBVH4ufgmGah3GMvmy6PUiTTamLRLFkCLwa500QCQ-ggKutZ121R"

+ "m740gBKLhmBBONQg19ysMAVINSxapFzirmwWurF_5CKpv4WM7Y8H_bY9iNmDKQTXI";

//provide OAuth2 token obtained in step 1 here
Authentication auth = new OAuthTokenAuthentication(token);

VcoSession session = sessionFactory.newSession(auth);
//The operations will be executed in the scope of the tenant authenticated with the token
above.

//Use the session below

w B AR A

DR S AR AT AE [ LR B ] e — R R RE IR e Tl DAETES B O TR SERE
A

URI uri = URI.create("https://orchestrator-server:8283/vco/api");
VcoSessionFactory sessionFactory = new DefaultVcoSessionFactory(uri);

exapmle

String token =
"eyJ0eXAi0iJKV1QiLCIhbGciOiJSUzIIN1]9.eylqdGkiOiJjNzg4NWNiYS1IhZTFmLTRiM2UtYmYyYi04ZmRmNzY3N"

+
"GZ1ZWEiLCIwcm4i0iJhZG1lpbmlzdHIhdG9yQFZTUEhFUKUUTE9DQUWiLCIkb21haW4101J2c3BoZXJI1LmxvY2FsIiwidXN
1c19pZCI6Ij"

+
"MiLCIhdXRoX3RpbWUi0jEIMDIyMDIXMTAsImlzcyI6Imh@dHBz01i8vc2YtMjktMTAtMjkuc29mLW1idS51bmcudml3YXJ1l
LmN"

+
"vbS9TQUFTL3QvdnNwaGVyZS5sb2NhbC9hdXRoIiwiYXVkIjoiaHROCHM6LY9zZ1i0y0SOXMCOY0S5zb2YtbWI1LmVuZy52b
XdhcmUuY29tL"

+
"1INBQVMvd(C92c3B0oZXJ1LmxvY2FsL2F1dGgvb2F1dGhOb2t1biIsImNOeCI6I1t7XCItdGRcIjpcInVybjpvYXNpczpuYWl
lczp”

+

"0YzpTQUIMOj IuMDphYzpjbGFzc2Vz01Bhc3N3b3JkUHIvdGVjdGVkVHIhbnNwb3JOXCIsXCIpYXRcIjoxNTAyMjAyMTEwWL
FwiaWRcIjoxM"

+
"n1dIiwic2NwIjoidXN1lciIsImlkcCI6IjAiLCI1bWwiOiJhZG1lpbmlzdHIhdGOYQHNmMLTISLTEWLTISLnNVZiltYnUuZW5
nLnzZ"

+
"td2FyZS5jb20iLCIjaWQi0i]jYWZ1X2NsaS1yR1IINEx6bURNIiwiZGlkIjoiIiwid21kIjoiIiwiZXhwIjoxNTAyMjMwO
TEwLCIpYXQiO0j"

+
"EIMDIyYMDIXMTASINN1YiI6IjQ1ZjQwNWUzLTNINTgtNGImZC1hNzMwLTQ1MjU40WIXOGUXNyIsInByb190eXB1IjoiVVNF

VMware, Inc. 12
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uija."

+ "G9gEQPtmEH5jYab-
I1TK8NFYcwc3JZCEE]jsmpUSH60xLmZKEf-1JbsysBVH4ufgmGah3GMvmy6PUiTTamLRLFkCLwa500QCQ-ggKutZ121R"
+ "m740gBKLhmBBONQg19ysMAVINSxapFzirmwWurF_5CKpv4WM7Y8H_bY9iNmDKQTXI";

//provide OAuth2 token obtained in step 1 here
Authentication auth = new OAuthTokenAuthentication(token);

// By default each tenant works in its tenant scope. However, solution users can overrde the
tenant in which they performa a given operation:

// Here, users of SDK should provide a value that is meanningful to their context.

String overrideWithTenant = "nonSolutionUserTenant";

VcoSession session = sessionFactory.newSession(auth, overrideWithTenant);

//Use session below

7FEX Orchestrator REST API & %A 14

Orchestrator REST AP| £ 200445 4 APl RESTful 495 IR7% . ] API fr kR - FA API
A R FERCRS . ARG (5125 Rl

Orchestrator REST API 12250 IH 34451 Orchestrator —fd 22, nf &
https://orchestrator_host.port/vco/apildocs/ B35 % 2B S

Swagger [K'E 5 #A& A 1E https://swagger.io/specification/ B3,

{£M Java REST SDK
i ] Java SDK R 42 Orchestrator REST API &1 Java JiE FIFE S TAEFESE

Orchestrator REST SDK [14:1 RESTful 4391 A% A B EE S 0 AT Java JEH, b ml il ]
ARSI T o

Java REST SDK jii[ii] Orchestrator —#t 2%, Java REST SDK Al /5 Al £E R4 B BV .
e WSR2 Orchestrator Appliance, HIl FUAEAZEUS o

m  https://orchestrator_host:.port/vco-repo/com/vmware/o11n/011n-rest-client/
m  https://orchestrator_host.port/vco-repo/com/vmware/o11n/011n-rest-client-examples/
m  https://orchestrator_host:.port/vco-repo/com/vmware/o11n/011n-rest-client-services/

m  https://orchestrator_host.port/vco-repo/com/vmware/o11n/011n-rest-client-stubs/

VMware, Inc.
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gl 2-2. PITTIERIBILEFFTRH
FEUTBIECHS AT T AR S5 e

//start a new session to Orchestrator by using specified credentials
VcoSession session = DefaultVcoSessionFactory.newLdapSession(new URI("https://orchestrator-server:
8281/vco/api/"), "username", "password");

//create the services
WorkflowService workflowService = new WorkflowService(session);
ExecutionService executionService = new ExecutionService(session);

//find a workflow by ID
Workflow workflow = workflowService.getWorkflow("1231235");

//create an ExecutionContext from the user's input
ExecutionContext context = new ExecutionContextBuilder().addParam("name", "Jerry").addParam("age",
18) .build(Q);

//run the workflow
WorkflowExecution execution = executionService.execute(workflow, context);

//wait for the workflow to reach the user interaction state, checking every 500 milliseconds
execution = executionService.awaitState(execution, 500, 10, WorkflowExecutionState.CANCELED,

WorkflowExecutionState.FAILED, WorkflowExecutionState.COMPLETED);

String nameParamValue = new ParameterExtractor().fromTheOutputOf(execution).extractString("name");
System.out.println("workflow was executed with 'name' input set to" + nameParamValue);

S TIERERIMESE
Orchestrator REST API F2 {14 AR 7% sl 48 2R T35 e T AR E S

SRITERELHEINEESR

R T TR AR RS, AT Orchestrator s¥AL E &k HR 2] T /ERARIE RO, 5%
EFE Y TARm R AL 28, 9608 v AR EAs . TR s it

TR

AHMER AR EAE Orchestrator W NI TAERAEEN. E4-957F Orchestrator FBIE TR ZIP 455
1, #EA[1¢ Orchestrator 5B SO B Mg %<,
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BF
1 S CAERENTATE S o
m AR TR SRS AR T, SRR TR IR URL $2HH GET 22
GET https://{orchestrator_host}:{port}/vco/api/workflows?conditions=name={workflowFullName}

GET https://{orchestrator_host}:{port}/vco/api/workflows?conditions=name~{keyWord}

w R AR AR EAR F S F B URL 421 GET R, Bl st H sl = TR
F2:

GET https://{orchestrator_host}:{port}/vco/api/catalog/System/Workflow/

GET https://{orchestrator_host}:{port}/vco/api/inventory/System/Workflows/
2 (ETEmAEEAT H &I E R URL $2t GET ZOK, SR TRk s fAn H eI H .
GET https://{orchestrator_host}:{port}/vco/api/catalog/System/Workflow/{workflowID}/
3 {EEFRM URL $2H GET Bk, S TR 2

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/

&) 2-3. 5 Send Hello T1E#RTE
finl a4k Send Hello T /Em I LESR
1 A4k Send Hello TAERAE, sHe Mstasii7E TAERAEAET) URL $2H GET 2K .

GET https://localhost:8281/vco/api/workflows?conditions=name~Hello

e B LR 2 Hello 19 T 7ER RS

<xml version="1.0" encoding="UTF-8" standalone="yes">
<inventory-items xmlns="http://www.vmware.com/vco" total="2">
<link rel="down"
href="https://localhost:
8281/vco/api/catalog/System/Workflow/CF808080808080808080808080808080E680808001308666823601400614d1
6el/">
<attributes>
<attribute name="1id"
value="CF808080808080808080808080808080E6808080013086668236014a0614d16el" />
<attribute name="canExecute" value="true" />
<attribute name="description" value="" />
<attribute name="name" value="Interactive Hello World" />
<attribute name="type" value="Workflow"/>
<attribute name="canEdit" value="true"/>
</attributes>

VMware, Inc. 15
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</1link>
<link rel="down"
href="https://localhost:
8281/vco/api/catalog/System/Workflow/CF808080808080808080808080808080DA808080013086668236014a0614d1
6el/">
<attributes>
<attribute name="id"
value="CF808080808080808080808080808080DA808080013086668236014a0614d16el" />
<attribute name="canExecute" value="true" />
<attribute name="description"” value="" />
<attribute name="name" value="Send Hello" />
<attribute name="type" value="Workflow"/>
<attribute name="canEdit" value="true"/>
</attributes>
</1link>
</inventory-items>

2 fF#Ef5 Send Hello T {EjmifEsr4n H &7 H ) URL #2H GET ZoK .

GET https://localhost:
8281/vco/api/catalog/System/Workflow/CF808080808080808080808080808080DA808080013086668236014a0614d1
6el/

PErE I AR Rl E] Send Hello TAEFRARIFEAN H BkIHH «

<xml version="1.0" encoding="UTF-8" standalone="yes">
<inventory-item xmlns="http://www.vmware.com/vco"
href="https://localhost:
8281/vco/api/catalog/System/Workflow/CF808080808080808080808080808080DA808080013086668236014a0614d1
6el/">
<relations>
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a00614d16el/" />
</relations>
<attributes>
<attribute name="1id"
value="CF808080808080808080808080808080DA808080013086668236014a0614d16el" />
<attribute name="canExecute" value="true" />
<attribute name="description" value="" />
<attribute name="name" value="Send Hello" />
<attribute name="type" value="Workflow"/>
<attribute name="cankEdit" value="true"/>
</attributes>
</inventory-item>

3 HERINTAERRENES, fH URL f2Hh GET 20K,

GET https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/
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YREEIR EACRE L 5] Send Hello T /EFFRIES :

<xml version="1.0" encoding="UTF-8" standalone="yes">
<workflow xmlns="http://www.vmware.com/vco" customized-icon="false"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/">
<relations>
<link rel="up"
href="https://localhost:8281/vco/api/inventory/System/Workflows/Samples/HelloWorld/" />
<link rel="add"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a00614d16el/presentati
on/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/tasks/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/icon/" />
</relations>
<input-parameters>
<parameter name="name" type="string" />
</input-parameters>
<output-parameters>
<parameter name="message" type="string" />
</output-parameters>
<name>Send Hello</name>
<description></description>
</workflow>

HITTIERE
PEn] Bl T AR AR A BB TE, 1518 Orchestrator REST APl T T {ER L.
iR

FHTERIEELLE Orchestrator HE NGB TAEREEL . B USTE Orchestrator FfAilfE HFE ZIP #i %
EP, A1 Orchestrator Sl SC/: B N Az 2
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5
1 EEFM URL $EH GET 20K, FHRAE T LAFRAR I E SR

GET http://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/

SR EORI R AR TP R TR ER . £ LAERAERT, Al TAERENmAS . T
PRim AR S AR

2 A TAEREB TP URL $2H POST 20K .

POST https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/executions/

3 {FESRARET execution—context JuZEHT, FRAL T FEFTARE N S8 ¥ .

TEAEEDRACEE LS 1) execution—context, HIRZ LAEIRBE@ B THIN S8 TR .
% POST ZORiE), @ Location EREAHSCE] & 23 1 M EARER ARG 202 Kog v T fFikadidz

&515] 2-4. 1T Send Hello TIE#RE
AR Send Hello T /R AR E TG T
1 fE#Ef Send Hello T {EfifEE M URL e GET K.

GET https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a00614d16el/

e EOR I EARE T, W) TR E R

<xml version="1.0" encoding="UTF-8" standalone="yes">
<workflow xmlns="http://www.vmware.com/vco" customized-icon="false"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/">
<relations>
<link rel="up"
href="https://localhost:8281/vco/api/inventory/System/Workflows/Samples/HelloWorld/" />
<link rel="add"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/presentati
on/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/tasks/" />
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<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/icon/" />
</relations>
<input-parameters>
<parameter name="name" type="string" />
</input-parameters>
<output-parameters>
<parameter name="message" type="string" />
</output-parameters>
<name>Send Hello</name>
<description></description>
</workflow>

2 TEHEA TARRBERE TAEI URL 2 POST 20K .

POST https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/

TFEERAREN) execution—context JUHEAT, (HEH AN BT HA :

<execution-context xmlns="http://www.vmware.com/vco">
<parameters>
<parameter name="name" type="string">
<string>John Smith</string>
</parameter>
</parameters>
</execution-context>

HEHTERIEEREREGANSHESITITERE

T AR ] e SR, R ERE E TR N8, Qs e Fe R i B ook e # A i
Wl . AR TAERARIER AT, EERR TAERIEM e, B ER = TER AR A\ S B8 .

A BRTERE T B S T ARy, AT RERR 2N o, DAEAER T TR AR A IR A me
NS HEE . AT AES S TR R B0%, BSUE TAEREEE, A B REDRS o o i
IR T NS BUERSE . RPT SR TR M e FE ORI, B (R i N 2 B

SRR

aﬁnwa{i‘ Orchestrator HlE NG TAFEfifE ;. -5/ Orchestrator Hi i/ ZIP #i%
up , #0] 1} Orchestrator G I SO/ BT R alubbAR ¢

VMware, Inc. 19



[}## VMware vRealize Orchestrator ] Web Services ] )7t

e
@
I
=
ﬁ
~N

MRS URL $2H GET ZOR, SR E T LAFRRERE R

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/
A SR P E ARSI B TEREN R £ L ERfEEED, Bkt TIERfEmASE . T
YER PR A N AR
2 ET/ERFEMIA URL B2 GET ik, UM LIEmARTHE

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/presentation/

3 EESRPMIEARE T, ks TAERFR R T 2275 A T R £ i\ S SRRl
Flan: NS THCE FR S s B S
4 JETREREATREEE) URL $2H POST BE3K, SRBIERIT T /E i Refiisy .

POST https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/presentation/instances/

5 {EEORAGE LML execution—-context oz, AIERIMHR
PEn] DL i NS B 23 (1) execution—context okEE S A B execution—context,

6 CAREREUE TR MANSEL, S A AT TR TR URL 2 28 POST B PUT 25K

PUT https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/presentation/instances/{executionID}/

7 ARIRIEHAY POST B PUT B [n] fEACHE

AR E A S BB, W&/ execution FREH B valid="true" Elt. FHHARL,
RIS out-parameters JUR YL, N0 AE AT T T/ FRARINE B OB R g A 22
/8

8 HEIAZBIIIEATR, AR T/EmMAERATHY URL £ POST ZRDARAT T AERAE
POST https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/executions/
9 IR RINEEE execution—context JLEHN T /ER RN 28,

gifj) 2-5. EREE TIERIEMBNZE, #1T Send Hello TIERE
TR T A R R e 2 LR e N 285, #47 Send Hello [ /Fiife,
1 {F¥#i17 Send Hello [ fE#fEEFEN URL fi2H GET 2K .

GET https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/
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E A EORAMEEARE D, B TR E SR

<xml version="1.0" encoding="UTF-8" standalone="yes">
<workflow xmlns="http://www.vmware.com/vco" customized-icon="false"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/">
<relations>
<link rel="up"
href="https://localhost:8281/vco/api/inventory/System/Workflows/Samples/HellowWorld/" />
<link rel="add"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16e1/execution
s/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16e1/execution
s/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/presentati
on/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/tasks/" />
<link rel="down"
href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/icon/" />
</relations>
<input-parameters>
<parameter name="name" type="string" />
</input-parameters>
<output-parameters>
<parameter name="message" type="string" />
</output-parameters>
<name>Send Hello</name>
<description></description>
</workflow>

2 TEEEA TR E 7 URL $2HH GET Z3K
GET https://localhost:

8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/presentati
on/

3 TEHEA TAFRARMTHE TR URL B2t POST 20K

POST https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a00614d16el/presentati
on/instances/
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o

<execution-context xmlns="http://www.vmware.com/vco"/>

<fields>
<field type="string" hidden="false" id="name">
<display-name>name</display-name>
<description>name</description>
<messages>
<message severity="ERROR" code="VCO-CNS0002">
<Summary>

The minimum number of characters allowed for this field is 3.0

</Summary>
</message>
</messages>
<constraints>
<number-range max="15.0" min="3.0" />
</constraints>

4 FEFRARREMIEA TR URL S2H POST 20K .

POST https://localhost:

FEfik25 11 execution—context, VAHAEAFR UL N S 8OdE G Hl N

MYEVIN iRy IS | VATNE S NS EN DS NS L GREEL SIERSS 8

8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/presentati

on/instances/888080808080808080808080808080803F8080800132145338690643f660027ec/

E N i LA RSN S TN S ERECIER

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<execution-context xmlns="http://www.vmware.com/vco">

<parameters>
<parameter name="name" type="string">
<string>John Smith</string>
</parameter>
</parameters>
</execution-context>

FEEOR AR, AT NS BB S AR

<execution started-by="vcoadmin" .... valid="true".....

VMware, Inc.
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5 HFHRARL, sEPEA TOEREEI T URL 32 POST ZORLAHU T TAEHifL

POST https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/

TEEORAHE, R SE = T AR NS S TR AR i D S B Il AR e, B
LR B T AR FE R Y POST BRI
ATERESITREETE)
Orchestrator REST API SeiF =80 T LAERFER T8 TARRARI AR, AT AT sd T LR
R MPEEEAr O B E, DARIOH AR T,
B TEREBIITYHIERE TEREARRE

PRI B LA ER R TIOERE,  anBHanStai ok H Y] BT REA NS0 . At rTIGS T A
AT AR RL S o

TR

sHERAELAE Orchestrator HIHE NHi 5] TAERIEEN. B TE Orchestrator FfAilfE HIFEZ ZIP # %
i, RINE Orchestrator S SCAE BT M adubbiE S .

EBF
1 fF LAERAEM URL $2HH GET 20K, FIIEERE N TI/ERAREESR:
GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/
R BRI I EARE B TAERAENER . TAERMEE RS TIERAE TR 1A
2 TR TR URL 325 GET Zik, BEBUAT I TR AR g T .

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/executions/

ORI EEAHE S r] I LR AR TS, ArIEAs & A ER R TIOHan BL &S o H 0], ALK
FOIR SEANED 25 o

3 (RN AR L A RRE TIERESUTIVRFAIEGN, S50 TI URL $2HH GET 32K
GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/executions/{executionID}/

HEEREEARE R, eI E TIERREN XML FoRik. EATas kit TR R N\ 285
SE, REDEI THOBE I . PRAASLAS A H A R B Ttk A8

4 (EEEVE) FERIB AR A IR ER, R EFEA R URL 42 GET ZK.

GET https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/logs/
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5 (EEME) AL A BB TR, S5EREA TAERFERER URL 321 GET EOK.

GET https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/state/

#i45) 2-6. EVEHIT Send Hello TIERE R BT EHITHIIK BE
EHEE AT Send Hello TAERFE, 1B T KAs Ay s f 40 il
1 FEHEAETEN URL #2H GET R, BT Send Hello T {EmFLMERs :

GET https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/

2 FEEEA TYEmAES T URL FéH GET Bk, B nIsg T TAERAE :

GET https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/

3 EEDRMIAIEAFG S TIRRARIGE T GET 2RI .

GET https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA808080013086668236014a0614d16el/execution
s/888080808080808080808080808080803A8080800132145338690643f66a027ec/

(] AR 5 AT R R D S AR XML SRoik:, AErT e AT B2 s TR R A AT

<input-parameters>
<parameter name="name" type="string">
<string>John Smith</string>
</parameter>
</input-parameters>
<output-parameters>
<parameter name="message" type="string">
<string>Hello, John Smith!</string>
</parameter>
</output-parameters>
<start-date>2012-01-31T14:28:40.223+03:00</start-date>
<end-date>2012-01-31T14:28:40.410+03:00</end-date>
<started-by>vcoadmin</started-by>
<name>Send Hello</name>

B EEFhp){E A& EEl
0K} Orchestrator REST AP [Hl S AF 1 T A e i 155 i) .

VMware, Inc.
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TR

A ERRASCAE Orchestrator HHFENFEBI AR E . B E Orchestrator FBIIE LR ZIP 5
i, AT 1E Orchestrator NS HIf Ml

EFF

1 FEBEAT T B E HEPPHD URL $2HY GET 20K, BREERs Aot I BB, AR Ay i
BB

URL A

https://orchestrator_host:portivcolapilc  {I Orchestrator 45 1] T T2 T Bt
atalog/System/Userinteraction

https://orchestrator_host:portivcolapilc {5 i i H B
atalog/System/Userinteraction?
status=0

e SR T R B SER PRI LB & A 28Ry state A A waiting ()R
LS8

2 FEERER NG S T T B A H S H ) URL $2H GET 20K .
GET https://{orchestrator_host}:{port}/vco/api/catalog/System/UserInteraction/{userInteractionID}/
SR E S H G S T H B T EAS o (TR B T RS B R T ERUARAR R
3 A HIRREE TAERAETIO M 5 LB TS URL $2HH POST 23K

POST https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/interaction/

4 {REBRREEN) execution—context JUE PR ILE T G Bl N 2 B0

REST API AR IhIa] Al 2 B BhEFE ] 204 R fE .

&5 2-7. BEIFEEEEI Hello World TERENEREES
T E B Hello World i A T /E iz Bt [l F 4 B .
1 FE T H IR 10 T2 EL B s B ) GET R, 5 T /R AR i 112 L E .

GET https://localhost:8281/vco/api/catalog/System/UserInteraction?status=0
2 HRH AR ) Hello World T /ERURRI M 1125 LB P40 FL 807, W6/E H URL 42 GET Z3K:

GET https://localhost:
8281/vco/api/catalog/System/UserInteraction/888080808080808080808080808080805A808080013214533869064
3f66a027ec/

VMware, Inc. 25



[}#% VMware vRealize Orchestrator ] Web Services ]t

3 EHIR HAT TR THOGE 2 LB/t URL 2 POST 20K .

POST https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080E6808080013086668236014a0614d16el/execution
s/88808080808080808080808080808080578080800132145338690643f66a027ec/interaction/

TEEORAHET, TRt A S B .

<execution-context xmlns="http://www.vmware.com/vco">
<parameters>
<parameter name="name" type="string">
<string>John Smith</string>
</parameter>
</parameters>
</execution-context>

ElfEEREEIM NS ENERE T E

i P EL B B 0] S B R A TR AR N S S SR A o R n A 5 LB, ) R

& HEEBIFTE ZRAOPRS], et R 2 i\ S B0 B

SEiRIE

n R CAE Orchestrator HFE NG T ERfE L. EFSTE Orchestrator Hi {5l HIFE ZIP A4

i, AT Orchestrator sitBH SO EH PR Ee .

EF

1 FEEEA N TIE T BB URL 20 GET Bk, sl fin st S rh 6l F2 GiEh,  DARRIRTAG 6 &
HEWE

URL i

https:/lorchestrator_host:portivcolapilc  1r Orchestrator #4 T] FlfI{sE % 5 Tt
atalog/System/Userinteraction

https:/lorchestrator_host:port/vcolapilc {5 f K 12 BT
atalog/System/Userinteraction?
status=0

e R T S B SERF PR BB & A #4885 state HIRE A waiting (&
Mo
2 FEREINIEENGHEA A A A BB REAR F $H F URL 32 GET 5K .

GET https://{orchestrator_host}:{port}/vco/api/catalog/System/UserInteraction/{userInteractionID}/

[ 0 2 o8 P EL T TSRS ity o B PR LD T Bl R A T AR R A B i
3 eI EEDE TSI URL $2H GET K.

GET https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/interaction/
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FEIRNRE LS, Ao BB I LB S B N AT
4 e BB URL 2 GET 20K .

GET https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/interaction/presentation/

R [P AR R 2 BB ) E 5% o
5 TEMHCERN, A ] R 2 i A\ SR B H .
6  /EATEREAT AR URL £t POST ZORABATOE ]2 B B -

POST https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/interaction/presentation/instances/

7 FEEDRAREH, HEfE execution—context JT 2 H AN S B

FEMIEARS T, AU B A BRI TR . & G R Eim A S sE A 3, e
execution JTLEEEH valid="true" J&#, 7f output—parameters JuZ 1, AEriEHi n] 4 mfE
55 FH 25 E B N\ S 5004 O

8 {EATREHH HEPRITEREN URL 2 POST BOR{Z, B AT [HIfEGE I LB

POST https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/interaction/

9 FEEERAHER, ELESAAMASEEIEN execution-context WA
A3 ) PRI BER O A A e TR 2 B Bh T URL $EHAAG POST B3k,
# ERESRTD, eI ERAERS 204 M s 0] EAHY

1] 2-8. FIBEREMNSHEIEEHR Hello World TIEREEHERETSH

R ST 7 Bl A SRR A Bt i N S (e, 0 LLBh 3K Hello World I fEiagfe i) I A
.

1 EHA H SRR FH 2 BB Pt GET oK, DI TR S i F 2 L)
GET https://localhost:8281/vco/api/catalog/System/UserInteraction?status=0
2 A TE) Hello World T /EFRFRI T A Bl T4l H 807 2, M/ URL 32 GET oK.

GET https://localhost:
8281/vco/api/catalog/System/UserInteraction/888080808080808080808080808080805A808080013214533869064
3f66a027ec/
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3 MR ELEDEA TE#EI URL $2HH GET K.

GET https://localhost:

8281/vco/api/catalog/System/UserInteraction/888080808080808080808080808080805A808080013214533869064
3f66a027ec/interaction/
4 eI HE) RS URL 21 GET 2K .
GET https://localhost:
8281/vco/api/catalog/System/UserInteraction/888080808080808080808080808080805A808080013214533869064
3f66a027ec/interaction/presentation/
fEHE FRIM N\ 2R e, WS T ELE T R R IR
5 {EEEA A EE R TR URL $2H POST 25K

POST https://localhost:

8281/vco/api/catalog/System/UserInteraction/888080808080808080808080808080805A808080013214533869064
3f66a027ec/interaction/presentation/instances/

FESORAREH, TRt A S B .

<execution-context xmlns="http://www.vmware.com/vco">
<parameters>

<parameter name="name" type="string">

<string>John Smith</string>
</parameter>

</parameters>

</execution-context>

IEAHER) execution TTRGAT valid="true" EIt, FonetHH i & LBy R,
PO EAA . AIESYE output-parameters JLZH

<output-parameters>

<parameter name="name" type="string">

<string>John Smith</string>
</parameter>

</output-parameters>

¢}

FERAH R ERACREAE A2 BR 5 FiY POST ik, DAYERE & G B4 TR
POST https://localhost:

91 URL $2HH POST 22
3f66a027ec/interaction/

8281/vco/api/catalog/System/UserInteraction/888080808080808080808080808080805A808080013214533869064

VMware, Inc.

28



[}## VMware vRealize Orchestrator ] Web Services ]

BUH TIEREBIT
#1] i ] Orchestrator REST AP BUE# T T /ER .
B
1 ETAFRAREFRN URL #2H GET Bk, DU T/Em R e s .
GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/
TR E RS TR A R T 10384
2 e TARRE T B T4 URL $2 5 GET 283k, DAMUS AT T LR :

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/executions/

3 FERIHITAFmARR B TTE B, SISO T fRiRRe , JRT24E URL #2H1 DELETE 2K

DELETE https://{orchestrator_host}:
{port}/vco/api/workflows/{workflowID}/executions/{executionID}/state

R T{ERENES
fsn]fifi 1] Orchestrator REST API #HEN T /Eim FERT AT (5 & BB .
B
1 fF TAEmAEETRR URL 21 GET 5k, DURAI TR E SR
GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/
2 FFIERFELE) URL B2 GET Bk, HUE LAEmfE LEhis i .

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/interactions/
7 GET EoRkph, eIk eens 200 Mz L Emferh i (54 B BrE 5.

FHITERIERE
#50]{#1 JT] Orchestrator REST API 47 T AR IR kL

EFF
1 fETAFRARERN URL £2H GET 2K, DU T/FRfEmE s

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/
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2 3EH GET BRE T/ERAERCE URL , BUS T/EAERRC B s .

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/schema/

# GET 2RI, Aanii 2R 200 AR TAERFEACE UG A 20k, Blan: [nIREp 21 53R 2

IERER RS F] Content-Type:image/png.

ERTIE

0] F 1] Orchestrator REST API [ TAEARTS, SATIEMELEHE Orchestrator TAEARBANIIESE . An] diar

FHARHFRE TR LA, B LAER BT . s T e,
Orchestrator SZ 21 HERE T/ FFR 4 50,

EIITIE
YR A[ i Ff] Orchestrator REST APl B HEFE T/ER RN T 1E.

TR

s iERRARELFE Orchestrator U NFIL TAERIEESN . B/ 57 Orchestrator HifFlfiE R ZIP ## 5

i, #EA]1¢ Orchestrator St SC/: EH AT kAR % .
=g
1 LVEARAER URL #2HY GET Bk, RN EE S TAER TR eSS .

GET https://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/

PRI YE TAERAE E R LR R LRk A, DA N 228
2 AT EREAN S TAE, S5 LIEIRER URL $2H POST K.

POST https://{orchestrator_host}:{port}/vco/api/tasks/
3 fFEDRAREEG, ROt task JTEP AT TIEMSH,
SR EDD, AP IRl REHS 202 K5 (1 o] EACEE

&1 2-9. #EI AR Send Hello TIEREWIIE

R TAE, HFE Send Hello TAERAAEHTE HIVIRIER/ NEFBIAAEFEATT 15 434

1 7F Send Hello T {E#FL URL 2 GET R DASHEH & 2%

GET https://localhost:

8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/
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2 FEHDRARBERIR U TAES L, WA TERSN URL $EH POST 2K .

POST https://localhost:8281/vco/api/tasks/

<task xmlns="http://www.vmware.com/vco">
<name>Send Hello Task</name>
<recurrence-cycle>every-hours</recurrence-cycle>
<recurrence-start-date>2012-01-31T11:00:00+00:00</recurrence-start-date>
<recurrence-end-date>2012-02-05T11:00:00+00:00</recurrence-end-date>
<recurrence-pattern>15:15</recurrence-pattern>
<input-parameters>
<parameter name="name" type="string">
<string>John Smith</string>
</parameter>
</input-parameters>
<workflow href="https://localhost:
8281/vco/api/workflows/CF808080808080808080808080808080DA80808001308666823601400614d16el/">
<name>Send Hello</name>
</workflow>
<start-mode>normal</start-mode>
</task>

@&IW

P REHIEHIRE N A 2 TR S A E N AU . 2 R TR RE N 2, B MIR: TR
HEAHT T AE

SRR

Eit} ?E‘ﬁ RCLAE Orchestrator FHHE NF T /EimEEN: . E-E 51 Orchestrator FIE IR ZIP kg%
i, R {E Orchestrator sitBH SO T F iR & .

B
1 EEBSCTAER URL $2H GET 25K

GET https://{orchestrator_host}:{port}/vco/api/tasks/{task ID}/

2 EECRPIEAR A TENA.

3 EEBNCIAE, SHEEE SRR task-data ST TAFRUHTN 26/ TAFER) URL £21H POST 22

45 POST B3R Ak, API e [l EACHE i (E ] iR RE A5 200 A BT T,
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#i15) 2-10. E37 Send Hello &5 T1E
P T AR BHGAELAS o H . B d TAE WS NRB T AE . A JH B e SR A S Th B
HTRI B AR ER AL o H BANG7E T/ER URL $2H POST ZiK .

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<task-data xmlns="http://www.vmware.com/vco">
<recurrence-start-date>2012-02-01T14:00:00+02:00</recurrence-start-date>
<recurrence-end-date>2012-02-05T14:00:00+02:00</recurrence-end-date>

</task-data>

BETIEARRE
ey B e CAERIR A, sl R TR TSR 8
SRR
AR AT Orchestrator HIME NFI (A LAt &, B4R 5 1E Orchestrator i BilfiE TIFE A ZIP A5
H, AT Orchestrator SEHSCAF E AT MR % .
B2
w EERE AT B AERIRAE, R LPEIRIS URL $2H GET 20K
GET https://{orchestrator_host}:{port}/vco/api/tasks/
[AIEA RS 2075 Orchestrator HI H i A T AR EFE . & LARRDIRAE B AT fE #4454 state [ attribute
JCEE . T RIEE T 43 B % finished, pending. running %5,
» EEMEARE TAENBATIRE, FEEARAT LA URL $2H GET 2K

GET https://{orchestrator_host}:{port}/vco/api/tasks/{taskID}/executions/

Tl [ EEARE T AT T TARRTE B, A TAFS T state JTasrh, AT &I Tk

# Orchestrator S4B Bk 1
R T Sl R4 H #5725 4% Orchestrator AN H SRR AU REAERRHY HTTP 2R URL
BN 2, IR E 15

fn] st HI H #5354k Orchestrator F£41 H S B FFE ST, Bl D SRR E 4
PEo . AEATREEIUE AT B workflow BX action [FTAYILE, sk ATHERGEE N T AER AL EIE

SEAT E BRI TR i B A -F R BRIZIEE Orchestrator sF4ANTH S, AT FHRF4T B SRR 77N
Orchestrator 40 H ¢ EE A2 EL P HI¥T. 0lan: #n]IAE Orchestrator wf4 [ Sk B TE 22 ZER L
IR, B Library/vCenter/Datacenter , HEUITAT BRI TAERAE

REIFAC [ Orchestrator REST API [l 5 s B SRR 20, IRIAEAT A HTTP BERIG URL 45T
B, AEFTLAE A SERS 2 B IsE R URL SR ) [0 = B A 1 o 4 SR dR e
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BRI R RS S 4
i REST APl H SIS, #2800 MG 3= 4% Orchestrator HH#f-.

TR

MR ETE Orchestrator HlE NG T/EREEN . EM-1U57E Orchestrator $i 51l LR ZIP ## %€

A e

W, EATTE Orchestrator st SCEELIAT MU 5
535

1 AR FERIRPS I URL $2H GET 0K .

GET https://{orchestrator_host}:{port}/vco/api/catalog/

TR 0] AR 02 MV R 51 H SR N85 T 534S, WI 2N Orchestrator 540 H BkLAM
Orchestrator H1[1\) R &

https://{orchestrator_host}:{port}/vco/api/catalog/{plug-in namespace}/

https://{orchestrator_host}:{port}/vco/api/catalog/System/

2 EFIANEERE R A Y EL Orchestrator I ARG, sifE NIRRT H 58 N\ B URL alfr
Orchestrator F{F1E A G110 URL $2H GET ik,

TR AN HEAES (05 2 BRI R 45 o
3 FEEAFIIHEZAL URL ESEH GET 20K,

GET https://{orchestrator_host}:{port}/vco/api/catalog/{namespace}/{objectType}/
4  EEESIEREYI URL #2H GET 2K

GET https://{orchestrator_host}:{port}/vco/api/catalog/{namespace}/{objectType}/{objectID}/

&) 2-11. 2 Send Hello T{EHRE
AT T F S5 Sk i A Send Hello T /72,
1 7R E IR0 URL HEH GET Bk

GET https://localhost:8281/vco/api/catalog/

2 fE4%HH Orchestrator HifTA A&l URL $EH GET HiK .

GET https://localhost:8281/vco/api/catalog/System/
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3 AR TAERMEN URL $2HH GET 2K
GET https://localhost:8281/vco/api/catalog/Workflow/
4 1t Send Hello T {EifeM) URL $2HH GET ZK .

GET https://localhost:
8281/vco/api/catalog/Workflow/CF808080808080808080808080808080DA808080013086668236014a0614d16el/

REGES Y
XA Orchestrator REST [1RF4N H £85Ik #5515 Orchestrator M ANEFE GFAN H Sk pl B e %)

\miE
E

&0

SRR

WERAEE Orchesiator ‘UENGBILAFRAEE(E. SR Ochestator IR 2IP 15
i, T Orchestrator SIS HH M HULRESE .

2R
1 (ERFANH BRI URL $i2H) GET 2K .

GET https://{orchestrator_host}:{port}/vco/api/inventory/

] A 0 5 B 23 AN TS BRI AN H Bk P45, DLM System | Orchestrator 24901510 175
E%I’l o

2 ARG F R Ry AR GET 2K
3 AERFANHSIEER FJ7 M M masEE GET 20K, BRI R Zm Rt Ry ik

&if] 2-12. Z# Send Hello TEiRTE
N3 Orchestrator 141 4%, 4% Send Hello T /E7ife,

1 7EsFAN H RIS URL $2H GET 283K
GET https://localhost:8281/vco/api/inventory/

2 {¥ Orchestrator F145 %410 URL F2HH GET 2K .

GET https://localhost:8281/vco/api/inventory/System/

3 {F Orchestrator AT T {EmAER URL #2H GET 25k .

GET https://localhost:8281/vco/api/inventory/System/Workflows/
4 (A TAEmAER A URL $2HH GET K.

GET https://localhost:8281/vco/api/inventory/System/Workflows/Samples/
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5 fifif] Hello World TAEsm =810 F 5 #igh ik Send Hello T{Eife.

EHEm#E:S
Orchestrator REST API {4 2 2 Hith URL 228, Soilr a4l AP {0 HTTP ZRRAEI:,

fnl i REST API AFIA B URL SZARIIANFI B R 28, 4 22t iiae ] URL FOAY sl 2 H0EER,
vReaI/ze Orchestrator REST APl 22435 S0

it
W
=

p={11

EF
*  ETHEIRE URL ZORIEREEE, e URL A2 e

URL? filter_1& filter_2&filter_3&....&filter_N. 7 fifistas 75 i HIAAHR] URL A28, andsAT 13 %%
URL 4308 s 28041, =54 B Orchestrator REST APl &5 5] S04

gl 2-13. EHERITIERE
LSRG SR E I T ERAE, IR, AR s R A = T N S i«
GET https://localhost:8281/vco/api/catalog/System/Workflow?conditions=name~datastore
BRI R E S TR AR, Bland, sEE MG SERs R K,

GET https://localhost:8281/vco/api/catalog/System/Workflow?conditions=name~datastore&maxResult=5

FE N IEH Orchestrator #1144

Orchestrator REST API $2 (R n] AR E N BRI H TAEmAE . BifE. B4 B MR TR IR o

ENTIERTE
YR A[ i Ff] Orchestrator REST API [ N\ T {E7FL.
HER REST M AR R R e, &n e 5% TAEREN A B ET RS

SERAR ¢
TARRRE N N AR 2 WA . AR FAIEGR, s2bd RFC 2387,
B

1 7 REST H/7um i AR Ao koo, DA AN TAERERN A
2 ETAERAEYIE URL $#2H POST 35Kk .

POST http://{orchestrator_host}:{port}/vco/api/workflows/

7 POST R AT, e 25k EmS 202,
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FEH TEmTE
#&RFI ] Orchestrator REST API i Hh A RRlfl /e i e 5 Ml
EF
1 7t REST M P AR, oA R SE 2R,
. P R

= HfE: ERER/zip
2 7R TAERAEM URL $2H GET 23K

GET http://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/

T GET ERR AT, Aeni Bk Aems 200, T AERAR A A AT i pk S TR 2 4T
workflow_name .workflow [T, ASn] 54 REST H 7 e RS s &

BENENME

] i [T} Orchestrator REST AP [ A\ E){F:.

B REST HI P AR LRE U i, 4] 6T SRR P9 251 B AT R U
FRIGH

IE R N EE R E A A WA . INe5FFANARI, Fa2d RFC 2387,
=2

1 & REST HIFomfe IR sUH B kA0, DUE AN

2 FEEVIIRT URL $EH POST Tk .

POST http://{orchestrator_host}:{port}/vco/api/actions/
%5 POST ZER L), MEETIRER AR 202,

BE i B E
51T F| ] Orchestrator REST AP [ H B {E 05 Eh 7 Rk 2 T il
=2
1 1 REST M HIRE U, Bt & A T OB i BOR A
= ER BR
= HE: EBARERA/zip
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2 {EEEHEER URL B2 GET ZiK .
GET http://{orchestrator_host}:{port}/vco/api/actions/{actionID}/

4 GET ZORAT), AER BRGNS 200, EhE —HER A P E S TR S 440G action_name.action [
B PRGEH SET AT REST JH P FHAR R 5

EEANEH
AT i [f] Orchestrator REST API [fE A4,
B REST H P e AR R e, @rlfFHEREMNA BRI R,

TR, EEHENS AR Orchestrator 241, HAGESBUTEM . B UAEEORPEMNSE, 15
SERmEBIAEN.

IR, NS AL TR BYEEUEY Orchestrator 5, ZFIEZORAP TS E, HENZ A JBYERUAEN
E{tl:o

1%, Orchestrator =AML HEN , {HE Orchestrator falllikss I CAFTEAARIAEER, A4 RRBIA
AR . AR LMEZOR P2, 1EE RS IR R BUA AR .

SRR

B TE N A ER LT WA and i, w2 RFC 2387,
EF

1 & REST HF o HA AN Ui RS, DU RN SN A
2 EEHIHN URL £2H POST K.

POST http://{orchestrator_host}:{port}/vco/api/packages/

3 GEERNE) EEEAERIE AN AE S BIA S, S5 POST ZORMET] overwrite 24,
POST http://{orchestrator_host}:{port}/vco/api/packages/?overwrite=true

4 (GEFEV) BRI AHRTT R BB SN, S POST ZoRrhfy

importConfigurationAttributeValues 2285

POST http://{orchestrator_host}:{port}/vco/api/packages/?importConfigurationAttributeValues=false
5 GRFEIE) F5EHE A A A RIS, 56T POST BRI tagImportMode £k

POST http://{orchestrator_host}:{port}/vco/api/packages/?tagImportMode=DoNotImport
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6 (M) A EMENG OO ME S B EREER BN, SEEH POST EkAfY tagImportMode £
9

POST http://{orchestrator_host}:{port}/vco/api/packages/?
tagImportMode=ImportAndOverwriteExistingValue

4 POST BR AL, el 24k e Al 202,

EEHEMS
1] F] T Orchestrator REST API M H LR 15 sk 2 R ifio

IRTERE, IR oA BT R S I B VB 1) Orchestrator £, AFIE BRI 28, Rk
JEVEBUE AR B . AP Ry MR B SR E BET 4.

i3

1 £ REST Ml iR, B & A PO R ZOREREA,
= PR BE
= BfE: EAHEX/zip

2 BN URL 21 GET Z5K .

GET http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/

&

3 (BN AR ERROE HET SN, safT] GET ZORA packageName 245

GET http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/?packageName={custom_name}

4 (EERVE) AU A AR TR ISR B, S GET ZRRh
exportConfigurationAttributeValues 2244

GET http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/?
exportConfigurationAttributeValues=false

5 () A IE A RSB, S GET ZRMHY exportGlobalTags -4

GET http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/?exportGlobalTags=false

# GET BR LD, el BRAENS 200, =7 Y& AL RS TR 2 278 package_name . package
IR T 7RI R4 REST T ue e R Rk 2

FENEIR
s n] i H] Orchestrator REST API [\ i,
R REST FH P e AR R AR R e, n e BRI A TR RS,
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SE iR iR

BIR AN A EA R R 2 WA, Wndssranga, 5528 RFC 2387,
EZF

1 7F REST P AR A g SRS, DUE R AN BRI N A
2 EEIEMH URL $EH POST Tk .

POST http://{orchestrator_host}:{port}/vco/api/resources/
A7 POST EOR T, a2k et 202,
B2 H &R
AT [T] Orchestrator REST API [ H ¥ .
BRF
1 fF REST I FumfE MRk, B aa Mo sk,
= YRR, B%
" Bfl: ERAER/octet FH
2 {EEEIMEH BN URL $2H GET 25K

GET http://{orchestrator_host}:{port}/vco/api/resources/{resourceID}/
5 GET BRI, ek aERS 200, 78 1] HEARL dm] i RN 2

EENAEREITE

YR A[ i Orchestrator REST API [ N4HAE T2,

A REST P IR AR U e, A mT i Y E FRAR R T s A H AT R A

TR

ARETCR BN A EAZ A WA . andssr4ngsi, =528 RFC 2387,

EF

1 1t REST M IR U T RS, DU AT RN R

2 AR T EYT URL $2H POST 25K .

POST http://{orchestrator_host}:{port}/vco/api/configurations/

45 POST BR ALy, Ui 2 Ak e Al 202,
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EEHARETE

Y AT [l Orchestrator REST API [ H4H A8 0 2%,
=R
1 7£ REST IFumfEIREA, BiaA N I EE f 2ORREA,
= P &R
=l ERAER/vcoobject+xml
2 R HARRE TR URL $2HH GET 20K

GET http://{orchestrator_host}:{port}/vco/api/configurations/{configuration_elementID}/

47 GET ZORT), e sk ERS 200, 770 EAHE Hhw] i AL e T RN A

fiiB& Orchestrator 114
Orchestrator REST API S fFE @ n] FIZ-MER TAEmAE . BifE. &1, &, 4

B TAERTE

#30]{#iJ1] Orchestrator REST API {154 T /EFiF

EBE

1 55HH GET HIFY, SRRGCERI TR B SN T AR AR IR A G «

GET http://{orchestrator_host}:{port}/vco/api/workflows/
2 {E TARRFEM URL $2H DELETE 20K .

DELETE http://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/
#+ DELETE R L), e ERERNS 200, H AR EZS1,

il R Eh4E

#& 1] {4 FH Orchestrator REST API {3 Eh{E
EF
1 ] GET HIGh, ARRICEIRI B /RS B BB /R RIS -

GET http://{orchestrator_host}:{port}/vco/api/actions/
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2 {FEHE URL $2H) DELETE 2K .

DELETE http://{orchestrator_host}:{port}/vco/api/actions/{actionID}/
4+ DELETE B3Ry, e RN 200, HInIEARSE251,

R E 4

#&1]{# ] Orchestrator REST API JIH&: &4,

MEREEE, AEMEREETr TR, HEREMRERNE, GRRIGEIAZH

53
1 B GET HiGy, JREMEEIRINEHE F iS00 .

GET http://{orchestrator_host}:{port}/vco/api/packages/

2 /FEfFR URL B2 DELETE 20K, HAEAHEMEREMRITR, A EORATRIE (T

DELETE http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/?option={parameter}

2% G

deletePackage HHEEN, SRR REENE

deletePackageWithContent MERE LA NE . BRI EIL TR, AR =
HHTH,

deletePackageKeepingShared B R AR N AR . B LI T A e bR

LA IELRIA S, i T deletePackage 28,
4+ DELETE 33K AT), a2 RAENS 200, H.IR]HEARL 22511,

il Bk & iR

#57] i ] Orchestrator REST API fiHIf &5 .
BE
1 B5HH GET HIEY, SRIRVEEIR A B as Brb BUDCE IRk B A -

GET http://{orchestrator_host}:{port}/vco/api/resources/
2 /EERP URL $&HH DELETE %K.

DELETE http://{orchestrator_host}:{port}/vco/api/resources/{resourcelID}/

47 DELETE BORpGITh, Aarie 2R ENS 200, HIREEAHE 22311,

VMware, Inc.

41



% VMware vRealize Orchestrator ] Web Services ]t

MBRAHRE TR

i n] i ] Orchestrator REST AP 440 88 70 2=
EF
1 55 GET HI5G, SRBRMCEMI AR RE e 2T B BN RE T R R S «

GET http://{orchestrator_host}:{port}/vco/api/configurations/
2 {FZHAEITZENY URL #2HH DELETE B3R .

DELETE http://{orchestrator_host}:{port}/vco/api/configurations/{configuration_elementID}/

[y

7 DELETE ZR iz, e sk

% E Orchestrator ¥1{ERIHERR

#xn]{i [f] Orchestrator REST API 3% & Orchestrator ¥ [TMERR . 77 B35 EMERR , AZEAEYMHERR 1) URL
FEH POST SERAIf A B SRACHE Hh e MR

fst Al 11 Orchestrator REST API SHIUA B IHRERR I TN, SR E A HERL .

5200, HLIIEEARLE A,

&

REST API R

AR ] Orchestrator REST API 3 e MEFREE, A 7 e S E MR

TEHTE POST ORI ER AN <rights> K5 HEEH NN —R5 70, LAEFITRZ M.
0] sk 5E Orchestrator REST API L e A E S 5% .

#R1& 2-1. Orchestrator REST AP| #R=F TG

FIt 2]

r R AR
x BT B THER
i B A A A
c B Y AR
a BT ERER
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%E@“ 2-14. EQE*EBEEIJHHI
A YE Orchestrator ST ZMEFR URL 1) POST BRI ER ARE b (5 R A1 #1581k

<permissions xmlns="http://www.vmware.com/vco">
<permission>
<principal>cn=vcousers,ou=vco,dc=appliance</principal>
<rights>ric</rights>
</permission>
</permissions>

FEEORAHE) <rights> RSEEERE ric HEREZ, BVA[EE veousers B REALI AL Bkt . Ay
4 Orchestrator 7T 2.

FEEN TAERFEHIHERR
YRAT 1 Ff] Orchestrator REST API N T /E R FEFER B 1 .

EFF
1 B GET HGS, SMETHHI TR Rs B AU L Rat R i s o 405 -

GET http://{orchestrator_host}:{port}/vco/api/workflows/

2 fET/FERAERERIY URL $2HH GET 20K

GET http://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/permissions/
17 GET R, e Bk ENS 200, 7ERIEAEE R, vl A B TR AR 2o

il Bk TAERIERIREIR

fEn]{# F Orchestrator REST AP fiHE: T/EmAERMERR o A Aeilibn TR BLA MR, e gt
R

2
1 B GET Higg, SMRTGEMI T PRmARTS AU L R AR a4 -

GET http://{orchestrator_host}:{port}/vco/api/workflows/

2 A{E TARAEHERR T URL $2HH DELETE ZK

DELETE http://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/permissions/

#7 DELETE ZORAE, e 2R EHS 204, HIFIEARZ 251,
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R B AT B MR, DA KA I SRS i FIRRR T . §52:B8 REST API A
EF

1 B GET HES, SMELLERRIR TRt is B U T Rat R A s o 405 -

GET http://{orchestrator_host}:{port}/vco/api/workflows/
2 1f REST M FumfE AR SR, DUE SRR e MR TR N A

3 FEESRARET, R EEEE IR .
4 A TAERFEMEPRAY URL $2H POST oK .

POST http://{orchestrator_host}:{port}/vco/api/workflows/{workflowID}/permissions/
A7 POST LR, ek aens 201, 7ElnlfeAcsr, w6l A B TR RERR R Bt

REENENERYHERR

YRAT 1 ] Orchestrator REST API B ENEREPR 15 5o
EF
1 B5HH GET H5Y, SRERVEERI B ERS Brb B EERI R RIS -

GET http://{orchestrator_host}:{port}/vco/api/actions/

2 AFEBYEMERRA URL #2H GET 3K .
GET http://{orchestrator_host}:{port}/vco/api/actions/{actionID}/permissions/
17 GET R, e Bk NS 200, 7ERIEEAEE R, Al AT BB PERERR 1 R

il B BN 1R RERR

R i /1] Orchestrator REST API ERED{ERIMERR o AR JeMEREDERIBIATRERR , FHBUEHHERR o
2

1 BEHH GET HGY, SRGR (IRl Rmh /i B S PRI R 0 455 -

GET http://{orchestrator_host}:{port}/vco/api/actions/
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2 {EEYERERRAY) URL $2H DELETE 20K .

DELETE http://{orchestrator_host}:{port}/vco/api/actions/{actionID}/permissions/
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GET http://{orchestrator_host}:{port}/vco/api/actions/
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4 FEEHYEHERRIY URL £2H POST EoK .

POST http://{orchestrator_host}:{port}/vco/api/actions/{actionID}/permissions/
A7 POST HOR T, el ik eAs 201, AElnlEAREdr, w6l AT BAED M ERERR I BT

HEERE R RERR

#xal{i [f] Orchestrator REST API #HIELFHEFR 1 & = .
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1 BEH GET HIGS, REENEHE A fIE 45 .

GET http://{orchestrator_host}:{port}/vco/api/packages/

2 BRI URL $2HH GET ZK:

GET http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/permissions/
A GET DR, el Bk ieas 200, FERIEAREF, w6 AT BB RERR I BT

i BR & Y HERR
T /1) Orchestrator REST API IERESFEIUHER. (ST ESAEIUBLATHIE , TR HHIR.
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1 R GET MG, AREICMHITI SR B A I 1) 24

GET http://{orchestrator_host}:{port}/vco/api/packages/

2 FEfFHERRM URL $2H DELETE 0K

DELETE http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/permissions/
4 DELETE EDRAT, a2k Eans 204, HIREAREE 251,
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2
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GET http://{orchestrator_host}:{port}/vco/api/packages/
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4  TEEYRREFR URL £2H POST EhR .

POST http://{orchestrator_host}:{port}/vco/api/packages/{package_name}/permissions/
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GET http://{orchestrator_host}:{port}/vco/api/resources/

2 {EEURHERR URL £2HH GET 2K

GET http://{orchestrator_host}:{port}/vco/api/resources/{resourceID}/permissions/
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GET http://{orchestrator_host}:{port}/vco/api/server-configuration/
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<tag-instance xmlns="http://www.vmware.com/vco" global="false">
<name>tag_name</name>
<value>tag_value</value>
</tag-instance>
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