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var datastores = VcPlugin.getAllDatastores(null, "xpath:name[contains(.,'ds')]1");
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System.log(datastore.name);

}

1] server ¥4 MEY1-F11 findAl1ForType finder J5 LR IY ][R —1# XPath 1E iz,

var datastores = Server.findAllForType("VC:Datastore", "xpath:name[contains(.,'ds')]1");
for each (datastore in datastores){
System.log(datastore.name) ;

3
ARG e R ARSI A T 1 AT ARG

var hosts = VcPlugin.getAllHostSystems(null, "xpath:id[starts-with(.,'1')]");
for each (host in hosts){

System.log(host.name);
}

N4 HE R n] 0 0 o K s e N - BE A DC O EOR O P AR S o 54 i th
HERC A

var datacenters = VcPlugin.getAllDatacenters(['tag'], "xpath:name[contains(translate(., 'DC', 'dc'),
ldcl)]ll);
for each (datacenter in datacenters){

”

System.log(datacenter.name + “ + datacenter.id);

}
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SR
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FESTFT T ARIRRERE, e B P2 BRI £

ZPRHEIR1ESE
Operations.properties MM A ZIRHIIIESR . A ETHIMTIIESE, WA SEIRIEZE,
A FIE operations. properties MEMITRRIRAS . A S FHIRUTIESE, S BIR2EZER .

#Blueprints
operation.create=ManagementModelEntities.svc@VirtualMachineTemplates
operation.update=ManagementModelEntities.svc@VirtualMachineTemplates
operation.delete=ManagementModelEntities.svc@VirtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@VirtualMachineProperties
operation.read=ManagementModelEntities.svc@irtualMachineProperties
operation.update=ManagementModelEntities.svc@VirtualMachineProperties
operation.delete=ManagementModelEntities.svc@VirtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
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#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes

#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints
#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@anagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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var requestTemplate =
VCACCAFERequestsHelper.getRequestForResourceAction(operation)

var jsonData =
VCACCAFERequestsHelper.getResourceActionRequestData(requestTemplate);
var json = JSON.parse(jsonData);

//Change cpu example

json.cpu = 2;

//This is a property needed for the Reconfigure IaaS operation:
json["Cafe.Shim.VirtualMachine.Reconfigure.Requestor"] = 1;
VCACCAFERequestsHelper.setResourceActionRequestData(requestTemplate,
JSON.stringify(json));

request =

System.getModule("com.vmware.library.vcaccafe.request").requestResourceActionWith
RequestTemplate(operation, requestTemplate);
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host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'HostNamePrefixes';
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var links = null;

var headers = null;

//Create properties for prefix entity

var prefixInputProperties = {
MachinePrefix:'test-prefix’',
NextMachineNo:1,
MachineNumberLength:3

s

//Save the prefix

var prefixEntity = vCACEntityManager

.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);

entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
s
//Save the provisioning group
var entity = vCACEntityManager.createModelEntity(host.id, modelName,
links, headers);

&5 T3IT vRealize Automation {&EIE g
PRS- HEHEE AT 0 T R A B .
1 TR B AL A S

2 (R E RIS

TR AT HH N A S
BH UGS T B B B A B
R 4-20. I NEH

3
4 (EERBLRTTREIT TR RS
5
6

entitySetName, inputProperties,

2% il
entity vCAC:Entity
updatedDescription “Tt,ﬂ-',

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;
var entityIdString = entity.keyString;
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var links = null;
var headers = null;
var updateProperties = new Properties();
updateProperties.put("UserNameDescription"”, updatedDescription);
//Update the user description
System.getModule("com.vmware.library.vcac")
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,
headers);

& f5). 5B vRealize Automation 1R E
BEFEA WSR3 T N B -

1 ERBA AR R S

2 DAYt 2 B Rk A

3 GEHERE,
* 4-21. NEHY
B p=ril
host vCAC:VcacHost
blueprintID T
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachineTemplates';

var links = null;

var headers = null;

//Create properties for the prefix entity

var blueprintld = {
VirtualMachineTemplateID:blueprintId,

};

//Read the blueprint

var entity =
.readModelEntity(host.id, modelName, entitySetName, blueprintld, headers);

vCACEntityManager
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B il

entity VCAC:Entity

var hostId = entity.hostId;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac™)
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);

#fl: =BEX vRealize Automation B (R BFTEHESR)
s S A T N AIED A

1 EFRB AT R 20

2 EREETRETTMNS .

3 HERERIE R,

FT 4-23. INEE

=2 R
host vCAC:VcacHost
templateName 7

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var headers = null;
//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName: templateName,
};
//Read a 1list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);

&if5). EEX vRealize Automation B2 (IR RLKEH)
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* 4-

24, N

B

host

var
var
var
var
var
var
var
var
var

i)

vCAC:VcacHost

modelName = 'ManagementModelEntities.svc';

entitySetName = 'VirtualMachines';

filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
orderBy = 'VirtualMachineName asc';

top = 10; {

skip = 0;,

headers = null;

select = null;

entities = vCACEntityManager

readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,
skip, headers);

21 vRealize Automation EEIESIEE

R DA vCACCAFEEntitiesFinder fEA- G IFE M0, BI R . W FAI4WTE JavaScript sk s A =
& vRealize Automation F RS .

T4 vRealize Orchestrator M4 HEEERIAFFANETAN, 5288 (/1] VMware vRealize

Orch

&

estrator HE1THAEE)

SKBEHER (RaBHE)

& 4-25. AN
BH g2t
host VCACCAFE:VcacHost

RERTLAGE T R AL — {451 -

n RS BIRE S SRR S TS name_of_the_resource T HEE LM, BUTHTE H ik
?}?\‘O

m

a

VMwar

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");

LSS AR BT T RSB

BASHH 2R, S H get 757k, fEIL{H% Pageable 24 (VCACCAFEPageOdataRequest 4/
PRI TEIRE) (8.

P oData T SO TS name_of _the_resource i name RN —fif R 28 Ak iy
vCACCAFEPageOdataRequest Y o

var service = host.createCatalogClient().getCatalogConsumerResourceService();

var filter = new Array(Q);
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filter[0] = vCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

g BREKER REGEHE)
IEHE A BEHE IR 9T F AU (T

1 BEBUAE S RIRES, G get ik, (EHLHA Pageable £} (vCACCAFEPageOdataRequest Hff
RO TR 1 o

2 12 opata EEIMUATEE user@domain.com FH 2 owner/ref JEVE RS A divy
vCACCAFEPageOdataRequest ¥,

owners/ref JEI4 (2 P S&5 R H S R AL 4H 5 . vCACCAFECatalogResource EJ% L4 owners
JEk, % Jy vCACCAFECatalogPrincipal Fif%[1HE . vCACCAFECatalogPrincipal T4 HAT ref N
K, WA RS RS 7 R R

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",
VvCACCAFEFilterParam.string (" user@domain. com")) ;

var query = vCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

0. SKLARER (REWNEFTEHE)

I A8 A i 51 (# JT] vCACCAFEFilterParam.and(array of conditions) HEfHIERT{~, [y (EH I 1
OData :LnEJ/\T#/j% A

var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VCACCAFEFilterParam.string("name_of_the_resource_here"));
conditions[1] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.and(conditions);
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items service.getResourcesList(new vVCACCAFEPageOdataRequest(query));

En] DU I 1 - (914 vCACCAFEFilterParam.group(array of parameters) .
VCACCAFEFilterParam.not(parameter) . vCACCAFEFilterParam.startsWith(id, string).
VCACCAFEFilterParam.endsWith(id, string). vCACCAFEFilterParam.greaterThan(id, number) .
vCACCAFEFilterParam.lessThan(id, number) Z%) & Fe A4,

EX#8 vRealize Automation &iHIESEHERN SR
PRI PABT B FASREE JavaScript Fifilsk s fs 4G, FIR RN vRealize Automation i 1 & FE

k]
SEFRE
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CatalogResource FiH{L 4 vRealize Automation 2R, 151G ProviderBinding 2A7HU1) &
PE, R HSERIEIR O 2 IR, HEraT .

m  bindingId - fETEALAME— 1 BRI S

m  providerRef - 3 Ei$%E vRealize Automation ST 8 S S IIREATENRERY B 4542 (1t
W47 vRealize Orchestrator HfEAMSEFIRFANAGR, 520 (/] VMware vRealize
Orchestrator #EATHIEE) o

&5l. ENSM7A vRealize Automation B & RGER ERIHEE

HHEPIE)T vRealize Automation =#E MK 1aaS e NS, i H, BATR ALK SRR DS,
RN ER laaS FFiss . FE2 ST iaas-service $2HE M A Virtual Machine A7 H £k
ﬁ?}g()

R 4-26. EINEEH

B g2t
vcacHost VCACCAFE:VCACHost
iaasHost VvCAC:VCACHost

// Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6190-4458-8c92-8ece@ba06173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getLabel();

System.log("resource type: + resourceType);

var providerBinding = resource.getProviderBinding(Q);

var bindingId = providerBinding.getBindingId(Q);
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();

System.log("provider id: + provider.getId());

System.log("provider name: + provider.getLabel());
if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service")) {
System.log("It is an IaaS VM!™);

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS WM id: " + vm.virtualMachinelID);

System.log("IaaS VM name: + vm.displayName) ;

// IaaS Entity

var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,
bindingId);

System.log("IaaS entity id:

+ entity.keyString);
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ATDABS o I AN 4 JavaScript Hfel, AT AR FHIE R 2 228 B 4 B CU Y vRealize
Automation —& T/EfAHE.

W7 vRealize Orchestrator R HEEEFRIFFAIERN, &
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20 (f#i11] VMware vRealize

#%l: #3I vRealize Automation #EfE RIS EEEl
HEFE S WHB AT T B

1 RE HR RIS B ET) vRealize Orchestrator TFjif.
2 B TERRRE ARG BN A
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R 4-27. INEH

2% -t

host VCACCAFE : VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba0c-12086540b28b";

var name = "MyBlueprint"
var description = "Blueprint description”;
var workflowClient = host.createAdvancedDesignerClient() .getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name) ;

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint

var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
VvCACCAFEDesignerPublishStatus.PUBLISHED) ;

#i15). @37 vRealize Automation /& EHI
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host VCACCAFE : VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal();
user.setValue("user@domain.com");

user.setType (VCACCAFEApprovalPrincipalType.USER) ;

var group = new VCACCAFEApprovalPrincipal();
group.setValue("group@domain.com");
group.setType (VCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new VCACCAFEApprovallLevel(Q);

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description™);

level.setApprovalMode (vCACCAFEApprovalMode.ALL);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", user);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", group);
level.setLevelNumber(1);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType(Q);
phaselType.setId("com.vmware.cafe.catalog.request.pre");
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description");
phaselType.setPhaseOrder(1);

var phasel = new vCACCAFEPhase();

phasel.setName("Pre-Provisioning");

phasel.setDescription("Pre provisioning phase");

phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phasel, "getlLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType(Q);
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phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description);
phase2Type.setPhaseOrder(1);

var phase2 = new vCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getlLevels", level);

// Create the approval policy specifications

var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState(VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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e NIRRT 2 o
6 x— MERHUT LAFmE.
iz JDBC E4R
AL Orchestrator I Fm# T LAERRE, DAGERIE ORI AR o
HERMH
FERRAA B NI I I R P M8 T JDBC AR LN L ZEHEIR
B2
1 7F Orchestrator HlFimifi— N TAERARRE
2 ELfEmAER e, ERERE > JDBC > JDBC FANGEIE % [JDBC 4] TIEmE.
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3 1r [JDBC M#gRHipl] T AEmife bie— R, SR aRE e
4 SROALAEEORE AR L A

a T NIRRT 40

b EANELAEN URL,

¢ TANHIAMEICERL R 2
5 TR HUT LIERME

£/ JDBC #EIL T

PRI PATE Orchestrator H P T T AER AR B Bk}

HERMG
HERRAE N IR E IR P HEA B T JDBC TARRARA L ZEHERR .
5

1 {F Orchestrator [T} Pt — N TAEREGE .
2 ETAERAEM eSS, RTERE > JDBC > JDBC Ff %% % [UDBC #ay BRELHFI TR

o
3 {t [JDBC By ERHFHI LRt i — M ia s, AR U@ TARRRE.
4 RRHTHRIEAN, KRBT,

a TN BERL S .

b AFRHHAR URL,

c TN A BRI  # 0
5 @\ SQL create Biidit.

F IR :

CREATE TABLE "table_name"
("columnl" "data_type_for_columnl",
"column2" "data_type_for_column2")

6 i FERRMIT TR

HEFFIEAN JDBC E#ER

T Orchestrator JIIFHHBATT TAFRVE, AN ZERAITA JDBC Pk,
BEEY

HEBA BN IO B R P4 $A0T JDBC T ARSI,
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bi)=d
1 7 Orchestrator H FiHid— T TAERAR IR
2 ETAERAER s, TR > JDBC > JDBC i1 %% 45 [JDBC i N ERFELHA TR

o
3 7 [JDBC fNZRRMMI] TARmARE i — MIERG#, SR RIE TIRRAR.
4 RTINS, REET—5.

a TNERHEIAR URL,

b NIRRT .

c NI S o
5 i\ SQL insert A=, i H4%F—3F.

IR -

INSERT INTO "table_name" ("columnl", "column2')
VALUES ("valuel", "value2")

()

g N B N R AL
S FERRSHAT T ERURR
2B JDBC REHIERFI

Al PATE Orchestrator HP w7 TAEMEE, PAMEEHL JDBC KA R,

N

HERM

FERR AN T IR IR S HEAT BT JDBC LAFRAR AL ZEHERR .

=R

1 {f Orchestrator P — N TYERAR SR

2 FELAERFERSE S, JRBITERE > JDBC > JDBC &N H %= [JDBC i &k BB TR

o
3 {r [JDBC {EFAGBAGH B TIERRE P — Mg, R ERURE T R
4 RYFTREN, RER PP,

a T AEORHEIEAR URL,

b EALM R E 2 2.

c  EANMHFRE R A
5 i SQL select PR,

HPIRETE

SELECT * FROM " table_name"
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6 i FIRATHIT TERA,
kg JDBC ERlFRHPIER

FERILAGE Orchestrator H Pumai T TAERAE, PATIERIE JDBC Bk MERTTH

WEGRE
FERB B NI RO I M P A T JDBC T AR R AL ZEAERR o
EFF

1 {¥ Orchestrator [T} Pt — F TAERRREGE

2 (ETARARRE R, PR > JDBC > JDBC RifFN#TE % [JDBC MR PORIA H i) T.

(BT
3 1f [JDBC MiFR¥RRIEHFA] TR bk — MERaE, KBRS TrERRE.
4 REFrENER, KRBT,

a NEMERTMEEIEE 2 47

b TNJHLAEIGERL 6 1 A

c N\ JDBC 3%} URL,

d ENEHERTORE I H 2 .

e BNFLAMEICE R 2 o
5 [f\ SQL delete PR,

FPIRELIE -

DELETE FROM "table_name" where ("columnl" = ?, "column2" = ?)

6 i MERHT LIHE.

fiip& JDBC ERlFZHHIETEIEHE

AT LA Orchestrator T FumadT T/EREE, PAMIER JDBC BRI E.
WHEREF

TfeER A NP I MR P AT JDBC T AR EEHERL o

EF

1 {£ Orchestrator H/ 7 — N TYERAR tilE

2 fF e b Y, JRBIFESVE > JDBC > JDBC NG5S & [JDBC 1 ¥k 4
TAERE

3 1t [UDBC {eERRAAMERFTEN TrRmAE b4k — Mg, R ERE TR .
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4 REPTEOEN, KRBT,
a T ANFRHREAR URL,
b AR R E 2 A
c AN JHUA IR B b o
5 i\ SQL delete PR,
HPIRELE -
DELETE FROM "table_name"

6 i — MR HUT LR
¥E JDBC BR %

ERILATE Orchestrator M P T TAERAR, PAMEHRRE JDBC Bl L.
WHERY
TERR A NFT IO E R P HEA AT JDBC TAERARIILZERERR
2F
1 {t Orchestrator JIl Pz — N TYERAR G
2 ETfEmARRE RS R, JRPIESUE > JDBC > JDBC #1555 [JDBC i PRI TR
o
3 ff [JDBC #EF Rt &gip] TR bk — P iasE, R RIBE T ERE.
4 RUFrFNER, REET P,
a BN HAFEE R A5
b EAFORHHAR URL,
¢ ENFLMEECE R & A
5 g\ SQL drop FfaAt,
HGIRE
DROP TABLE "table_name"

6 fi— MRAZHT LR

#H1T52E JDBC 1EHE
YRR DLTE Orchestrator FH Fumsd T LA, st —E s 2 Wb O [JDBC] #iufd) T /EmFL .

BERME
FERRAEE N I B R S A0 T JDBC TAFRREI L ZHERR .
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5

)

1t Orchestrator JT] P — T TAERAR G .

(e TR e b fEis b, B > JDBC > JDBC #1555 [5e4% JDBC BB TrEmfE
1 [5e%% JDBC A1 TARMAR P MG, AR e TYRRAE.

RETFHRWEN, REET—5.

a HmATORHHLEAR URL,

b F NI R  fH 20

¢ ENFLAMEICE R 2 o

5 EEHECR EORRIE E 101,

6 i MRRHT LR

A SQL SMIEEXIZETERIE
TR PAME ] SQL TAERFEAEAT SQL 1E¥.

SQL /MR TEREERERE
FEATABA T [SQL AMEMER] TAEmAR, DUSHIER R AR R R, I B3 T SQL 1E%,
AT LALE Orchestrator M imi TAERAEAIE , EFEZVE > SQL > ARG RHEEALRE T/ERfE .

H W N

TAEmESR o

AT DR A EOBHEE T I S SN R A ko
AR R TR A DR DR T SN CR AN S O DR R
FobR ek TEIME AN F S AS R R AT
TEEERDRRIR R (MM R AN B B RORH RSB PORH I DR R
TRk HUETSME R RN F S P ZORL T ALRE

B YR B MR TR AN b R}

R LAE Orchestrator ]l TAERMEAE, ERERNE > SQL 74 [SQL 1F3E] TAFhmfk.

TAeRmRERE A

R T BT AR FEAEE POR A T B AT ARG B S s B ORI o BT DR, BT B WER . HA
MESNATF

FYPRIEREEA: CRUD LARRE R YRR A [ ). . CE0ET] A DR 55 TR

T EORHRE I 5T 25 PRI LR U T BT A s Al P RS ROAS SR AT TR, BRI A o

AERERESE CRUD TIERTE
PRI DA T T AR A A A sy . R, ST RIS Rk i LA A
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HEEH
R DU ER B 54BN\ Orchestrator [T o
n  EREEICEEAN B SRR AR 2 R

535

)

{£ Orchestrator i JFuimrh4a— N TYEIREAIE

2 ETRERAEREREEE D, REERE > SOL 1% 2 RN RELE CRUD LIFRME LIFRL,
3 (EREREES CRUD LR LR i MR, G TR
4 R TR PR,
5 P A T AR TR ORI A
6 EMGEAE R TBUG TR,
BRI Bl
R PELE I AR LA AT SRR TR
& AP SR AEARI R0 AR, AR A AR

7 GEEEVE) BEECRHEELNMZRAT
Pl AR CRUD LR R A B I 2R T o
8 NIRRT LIERR.
SR
TAERFER AT, CRUD LAFRFE et BIAE S LR AR 2ok s
BRETR
PR DATESSE IR ORI b e rhaghd 72 AR I AR iR
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PRI ] SSH /MR AR AR, DAYESZHE SSH [15mim 1A% 8T SSH av s, Wi4%
Orchestrator fillllg Sy i A% > T E R 2

NNl |

HE SSH ANEFELL
BAT SSH MR FF LR

BE SSH MRS

BERTLAROE SSH AMEME AU SRITAR % .

EF

—

o u A W N

PUSEE R 5738\ Orchestrator ] /7.
1t Orchestrator HlFiidi— N TAEGRAE R
FE T AR s Hrh, JRBHRRRE > SSH G = B SSH HE] TR,
15 [ROE B TARmA— PR, AR I TR
TEEMERE T, I\EEEE Orchestrator {ififT] SSH 77K #4458
N EELHPER . TR SSH e Ay 22,
FHEC I A SSH AR
B TR AR RE N
a i MEIRERAR,
b FINFIEAS, REE—TRAE.
P BT SSH a2 W ERERR 16 T\ 3 2470
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o3l g RIS

BEH BifE
2 BN T B A B I B
i INRLEE RIS, Ml H B AL B SRR A .

10 #— MRASHT LIEHiRL

HmR

SSH F:#N7A Orchestrator JJF L4l B 4% = b .
ZHRE T1EimTE

SSH AMEFEAY [AHAE] KR4 A /RS T Orchestrator B SSH A [ 4RI T AERFE .
5T DAAE Orchestrator 1 P TAERBRAIE b, 7 FBNUE > SSH > SR /F IS L T /ERifL,

TAEmARERE A

AP SSH F: 8k ISR ZE DAY SSH F AR
Hi SSH T HEEL SSH M HalA TN = DA A
Tl SSH MR R AR B2k SSH F I A il AR Fh AR PRI,
FelR SSH M SR A RE R TAT SSH iR .
FHT SSH 4k SHBUA N SSH iz,

1T SSH SN EX H O TIERIE

AT PATE Orchestrator H 7 mshf T [SSH AMEFE R FB TAERAE, MGt Orchestrator fAlllli#sEl SSH =
B2 AR

ey i)
AT PAE Orchestrator H /7w T LAEmAE K b il . (S i@nd BRI nH4R 2= SSH -4,

FERATINEAS o

A T AR A

1F SSH 4 F &4} Orchestrator 244

BTGB AP A4, A0S, 2 5E SSH Jo |- &8k Orchestrator ABI44, #rT DAL
Orchestrator JT] P T L/EmAE.

HAT SSH a4

AT Orchestrator P T LA AT T SSH fllllast) SSH a4,

it SSH - M uRm

fEATLAE Orchestrator JH P T AR, DAGERE SSH AR S E] Orchestrator filllk
o
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w RS SSH K

FEAILAGE Orchestrator a7 TAERAE, 1 Orchestrator frlfllk#sifs 8L %] SSH %,

EXeRiiH

RETLATE Orchestrator HIFind T LAER AR A AL SEMACH . (0 EiMic R TligR 2 SSH 4K, %4
AN o

EIRBCH U AT IR 8. Orchestrator R ULE FIRAR B EREARE SSH MK HINAPAEH . &
RILAME IR S s 2 4k

PR T R A A RO G AT DA, BRI S AL 8

HERMG
HERBAE NI AR I R P AT T SSH T AR AL EAERR
5

1 ff Orchestrator HJ7ii— N TAERARR SR
2 ETERRERES YT, EREREE > SSH RIS (AL SlE] TIERE.
3 7F DEEGSIE] TIRRRE Fak— MRS, AREERINE TIERE.
4 REVEEG.

a EHGEREI,

b EIEIEAN,

C (EEENL) M NS,

iRl BT R

d  GEFEM) MG,
5 f&— MERHUT LIFmE.

HOHSICE, B0eRcEhE 2 SiandH

SE SR AR

HEHILATE Orchestrator It T LGRS, DAAE B el A A PR SRIC 0 P 2 BB A0S o
DEMRME

HERR BN I & I P HEA BT SSH TARRARN L ZREIR .

=R

1 {£ Orchestrator ]/ iz — F LAERREIE

2 fELfEmPERE S, JRPIREREL > SSH G A [ T S 4RRCHIIMER ] LA
3 fE [N EAER ] DA b— M, SRR TR
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4  HR SRR,
a BN HEHTAERERS
b EI RS

5 - MET LIERE.

1F SSH E£#% FZ4$% Orchestrator A H &8

YR DL AN B4 08, AN S5, 25 357E SSH oM | 2%4% Orchestrator 2NBA4 6, &ATLIGE
Orchestrator JT] FussiT T/ER L.

DERM
FERR AN IR R S HEAT BT SSH LARR AR AL ZEHERR.
=2F
1 {f Orchestrator /it — F LAERREIE
2 LAEREERS R, JRPIRERE > SSH AR & [7F -4 58k vCO ABIER] TR,
3 7F (M BBk vCO ABAGIR] TR Fic— MIERAH, SR IE TrRRAE.
4 R SSH EMIARE, DL R I AN 1S
Rk AR SSH A B BRIUREEE
5 i MERHT LR,
TEDLE SR OE I S oy AR SSH bRy, T AGE A PHESRB0RY, M AT B I 1650t o
1T SSH fr %
REATPATE Orchestrator JI i@t T LA ERAR A T SSH fIRARIY SSH 4.
HERM
FERRAEE N IR IR P HEAT BT SSH LARR AR AL ZEHERR .
EZF
1 {£ Orchestrator /i — F LAERRE S
2 FELARERRERE IS, JRBATERE > SSH IR % [T SSH ard 1 LIERL.
3 7E [BAT SSH 4] TAFMAR bk — TrRla s, R RE TR .
4 G SSH EMATEER IP Ak, 3 HIETF—$,
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5 ENZEESTIO SSH S, I HIET—35.

iRt TR SSH 42 uptime, B @R FIRSSFHEE EIORE TR E, K GE BRI S &
il
6 EIGELUTIZ NSRS, W HiT—3,
Rk THRCEIER A B ol S
7 EANETIE AR, W HAE T —22,
8 WURENEETIAT S, SEMANE. SHI, SIS SIS, WAL SRS
9 & MRRHUT AERE.
£ SSH THBERIER
LA Orchestrator M Pty 9T TAERAE, LUEHS SSH MRS S  2] Orchestrator falllks.
SSH AN 1 SFTP (1) Java JCraft F2:Uli, [SCP get #y4] TAERFEE ] SFTP kg%

HERMG
HRERRAEE NI I IR P HEA BT SSH TR L ZEHERR .

fisk Orchestrator WHATHIHEMHNKER, A AEENERC,
=R
1 {¥ Orchestrator J1j S — N LYERARSIE
2 FELARERRERE s s, JRPIREREE > SSH IR % [SCP get w741 TRIRAL.
3 7£ [SCP get %] LAFEMifE 4% — MERAH, AR ENBE TIERE.
4 REAPFFNER, REET—5.
a WA SSH EHEA Rk IP ik,
b N SSH B EA.
5 I AREEA.
a TN EE S Orchestrator falllas H &k AL

b NN SSH A EAS R 1K
6 i FRZHIT IR,
PERERERE SSH F#

TEAIPAGE Orchestrator ] Puimaid T TAERAE, 1% Orchestrator fulflR #2858 SSH %,
SSH AMHFEAE I EFE SFTP 1 Java JCraft #2220, [SCP put p4] TAEREEE{# H SFTP {#ligife 5 .
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WEGE
BB N IR IR P HEA I T SSH T AFRAR I SEHERR .

2F
1 1t Orchestrator iz — N TYERAR G
2 IR TR G R, REPARRUEE > SSH %I 45 [SCP put dy4] TAEREE.
3 1 [SCP put 4] TAERFE ik — FIsEA 6, RERIHE TR,
4 ROYTFRER, SRERT—5,
a TN SSH FHEAMHE IP Azl
b A SSH B A,
5 IAREEER.
a  INZLERE SRR Orchestrator frllleetE S5 i SSH I IRIE,
b NSRRI SSH R B IOIRE,
6 % — NERRHT LAERE.
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R AR ] XML MR AT AR A B XML S

XML ANEFE R E TS TR SRR (DOM) XML #I#T#5 % Orchestrator JavaScript APl, XML 4k
PR R — 2] T AR A s A m] LA T AR AL AB T XML U

kA T LTE Orchestrator JavaScript API P[] ECMAScript 288117 XML (E4X), DA 47
JavaScript HEEHE XML XPF, Qid5 E4X S A5HIA], 55280 (1] VMware vRealize Orchestrator it
FTREE) o

15 EAX IORFAIZEAR, 37 A ECMA-357 B A1AKIOAES.
NER RN IR

m HAT XML SRR e

AT XML ShEMEEE G TS

ZErT DA Orchestrator I umsid T XML AMEFER] S0 TAERAE, dr AMESORIE S XML Sk,
FA TAERAE ATy . GEEI USSR, I A ZE B T AE H Srr 2077 HURRR .
Orchestrator ¥ {allR28 2 %A HE#h 25 orchestrator R HIN . SAFBITHEIR . #ER T 1E

AR ORI B AR B NFA TAERR,, i S AT fllless A e - T R AIE , dnsAas i
Orchestrator Appliance, HI¥kIAZFE /% veo, [ /var/run/vco,

AT DA AR JavaScript 48 fi IR ii 2 R G IHURRE . VAT kA, 5E 2 BRI
7€ VMware vRealize Orchestrator, ¢ TAEREEFEIVERE ki 2 A5 1
A XML SO
ZErT DA Orchestrator H Pt T T/ R, ARl S RO S XML SCff
SR XML SRR E
FEATDAE Orchestrator a1 TAERFE, HAHAE XML fEgrha 4 [ 8 XML SCPR] T AR
Frrdisr ot &,
B XML X
FEATLATE Orchestrator M P T TAERAE, AMBE [ 5 XML SCPR] TAERFEEN T XML

i
o
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XML S SRR
FERTLAE Orchestrator H P T TAFEmAR , A A& fimaR Sk o

EIE XML X

I PATE Orchestrator H T LAERAE, B M@ E g XML Sk

WHERF

w RN IR IR P AT XML TR SRR

m  GHHERRIECAT Orchestrator fillliss AR E &% . T c:/orchestrator ¥k, skiliE 75—
{liﬁ'ﬂiﬂ’ﬂ?ﬂﬁ%@o

B2

1 7 Orchestrator H Fiidd— T TAERRR IR

2 TAERAERS S T, BRRESUE > XML > #if5) XML (F588) uf 215 5 [E (68 XML O] TAE
.

3 7E [EREE XML PR TAERAE Ffe— Tigi A, SR8 UREI TIERRE.
4 FNEENT I XML SRS R IR,
40, c:/orchestrator/ filename.xml.

5 i MRERHT LIFEL

HR
TAERAEE A S S R XML SCPF . AHETE H RS A user 1D il name,
S XML xR TE

PRI Orchestrator T LAERAE, FLAE XML FErp a4 (658 XML O] TAEmRAEAr i
VIR

BEMEH
n  HERREENT IR E IR P A AT XML AR AR o

n GHIERREAE Orchestrator filllkes ARG HEk FiEA7 T c: /orchestrator ¥Rk, skl T J—
fliél:ﬂjtﬁflﬁﬂwél?ﬁo

EF
1 fF Orchestrator [Tl Pt — F TR .

2 fETAFEmfER R, B FEUEE > XML > XML A (f88) FNGEITE = [S 80U HhcR] TR
o

3 [EHSUHITER] TR B — MR, R EIRE TR .
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4 BN XML SRR SRS
4N, c:/orchestrator/filename.xml,
5 i MRRHT TR
TAERBEEITE, WA ARG PEURE R,
BETR
TG R, 5#EHL Orchestrator P Fisgd 7o SN TARIRRE , R4 — N ERRES S IR AR 1 IRT &k,

&2 XML 324

AP Orchestrator [Pty T TAERAE, ACIBH [EE - 18 XML SCPF] TARRAEEE 1 XML 4.
WHEMRE
BB IROSE TR PR T XML TR SR

m  GHHEERECAE Orchestrator filllkas A& ek N7 T c:/orchestrator ¥R, okt e 75—
f!iéﬂﬁH’JﬁHﬁEleo

1 7 Orchestrator ] FHidi— T TAERAR IR

2 FETAERmAERS S i, BRMESCEE > XML > XML R (fEEE) #0215 5 (20 XML KPR TAER
.

3 7 MBS XML ST LR 4 A, SRIE M@ TR

4 PN AORE SR A
a  TANESHIT XML SCPFRORE SR AL

4, c:/orchestrator/ filename.xml,
b I NEMIEN XML STk SRR IR

B, c:/orchestrator/ filename.xml,

fart  EEAEMERIA P AR AR SIS, AR’ S LMBBUR AR AT R AR 5 B AN
—EAFAERORE S R SRR, AR AR S — (R 3¢

5 MR HUT TIERE,
HER

TrEmfegf=ocs, WERAEZ R,

& XML 2 3 S 5@ A 6%
AT PAE Orchestrator M/ mdd T LAEmAE, G R i siek.
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WHERE

n ESRIENAT RO AR PR ST XML TAERAR I A EHERR o

n  GHIERIREAE Orchestrator fllliss AFci H 4% FiEN7 T c:/orchestrator ¥Rk, s e | H—
TIﬁﬂXH’JﬁHMEBEO

EF

1 7t Orchestrator H Pimidi— F LYERAR R
2 FELERPERE G R, PIRMGRRE > XML > fi B XMLGERSR) IF 258 2 el aieeist] TrER

o
3 7E [Sedlnf ekl TARmRE bk — FisEaE, SRERIUE TERE.
a4 HOGETEER B,

#lan, c:/orchestrator/ foldername.
T AR A B AR,
5 i MRAHT LIFRfL
SR
TAERFEE A, DTD. XML Fi CSS 1, BEIIERRER, IR SRR E R,
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i 1 2 P A 5 RE (SMTP) FOBRPSMEEE R, ] DI TAER AR AT T B AUE . B,
B LAER AT S T BB e eI TRy, P DUES TARRRE, R TSR R i

AREETE N
SR TERR SMTP HigR

s (EHER MR O T AR

EFETARR SMTP E4R

PFIMEIME AL Orchestrator falflikan et —ike, FREAILEITE 1B Fam A A nT LASOE THEC R T
AR, R PR SMTP falflRaiaEs Thast, PAEA S 1w A

fiRE ESAEIR Orchestrator FIREEMHRF - iras . 2 REEY S SMTP_HOST_UNREACHABLE #fix .
=2F

1 DUEHEE B3\ Orchestrator F P

2 {t Orchestrator J{] /7 — T TAERAE A .

3 fELAERRER G, SRR > EAIGET E (RO B TR

4 1F ROETMT] TAemfde— MG, R ERE TERRE.
5

T NLEI PR
XFTTH i
SMTP TSR SMTP fillIRaRIY 1P Azl sk AGk 27
SMTP Hijz# BT A5 SMTP AL AE A EE IR S
T SMTP itz 25,
FERE LM NGB T EHIR
1At Orchestrator JTIAEE BP0 BRI
S RN B T AR AH R T 2 1S
FE LS #i NI BLE 1 Orchestrator AT{diis > FTAT Ta - B rh i) 25 ¢ & it
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6 i MR LIEE.

& AER RSN Z BB TR AR

PRTDASE 5T TAERRAR e [EREONEFR ] FOB TAEIRAS, DAMEAE (5T TR B/ B Thie
PRIE N LB THI TR RS, DLHES Orchestrator A1 SMTP filllk s> IRy &),
PR AMEME G T AR

I DLE R Orchestrator P (7 IS4 SMEE A1) L /R AR
n ERRIMEIEE ) TR A

P DU S B MR T AR RO, Aens T LA
TFEEMEFSMNH X EEB TIERTE
#enT DLt Orchestrator P /7 HUESESMAFE N E B T AR FL o

WEGRE

TR EE NI P 2 P A S0 TR T AR A A0 AR

EF

1 {f Orchestrator H|Fumh$%— N TAERFESIE .
2 R e R SRR > B,

RESR

R BB TR B AR

BN MRS TIERE
TR A RO R SR AR, AR 13T TR
{EFTLARE Orchestrator 1P tify L AR SUE rHAURE R > BPRA7IN [EPR] TR

TR
ol
G

FUBETUE. (Z B
J1 i)

(E3ESibs
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SE SR SMTP fallRatirfdis . SMTP BRSNS, UM r e B M I s £ A0
7] POP3 i i it SR E T BRI AURRUE. .

1 MailClient SRR EEAOHTEAHE API, DUARTIIR ) sACH U 7 B P AU

HALEHEE WA TE AR AR E R B B . AR E R 20, TR B (R T
] TR R TR AR
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i Net SMEFER, BIAIFE TAERAEHE(E Telnet. FTP. POP3 il IMAP il E. 4T POP3 Hil
IMAP AR Al AE IR B0 . e MR I, Net SMEFE AT E T AER AR R e B 1
FRPEEE R RE
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{# FH Enumeration SpHpER

(50T DB Enumeration SMEMEESUBT T fi kit — e AU,
AT i T
i [ A A5

LA DUBHE R ACHS 5 AE Enums :MSTimeZone F] GEAIERA(E .

Il AR R lE 4 1% 2]

000 PRI H AR ] (GMT-12:00) B4 H 4= LY

001 e PR AR ] (GMT-11:00) HIikky, pefE
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i Kerberos B, Ak fi 127 nliF1# WInRM 1134 PowerShell [ difli A Tar2 o
(535

1 ¥ WIinRM JIRF% 1] Kerberos Bt .

AHAAT NS

c:\> winrm get winrm/config/service

TUL NS

c:\> winrm set winrm/config/service/auth @{Kerberos="true"}

a A HHERIETS UFF Kerberos i,
b ] Kerberos Biit, Fhig

2 ¥ WiIinRM JI] Pl 1] Kerberos Bt .
a HEMERE B, arEdT Nlar
c:\> winrm get winrm/config/client
I/J\_F HH 7
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 HEOAEUE WInRM ISR, SHEAT M Alare

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

SEAHATIN N AL

R Kerberos !

b FHET] Kerberos B, s

4 ST krb5. conf FE:

Orchestrator g7 B
HINER /usr/java/jre-vmware/lib/security/
PIERZ /etc/krb5. conf

krb5.conf KiAg FAI&EKE

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {
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kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM
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c:\> winrm get winrm/config/service
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c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥ WinRM J]JFusii 1] Kerberos gt
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c:\> winrm get winrm/config/client
b HEHUN Kerberos 5, sa#irLl Mans

c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
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3 HEEEL WInRM IRFSIEIARE, ST MAlar 4
c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8
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NG /usr/java/jre-vmware/lib/security/
PR /etc/krb5.conf

krb5.conf F5H N A &5 .

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

O
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TERTLAGE SOAP fESER N FIRT TAFifE.
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el A AR T 2

HZ IS AZHTT T Active Directory B,

[ AL TR SEL Active Directory i HE BEAT S EEANBAIRY TAER L.
AT DAt FEZUEE > Microsoft > Active Directory > ff A (A HGE 2L T /ERAE

TAEmeEEm
IR R AR
TR A R
ST T 0 A A A
FEFRAR Fp I AT AR

FEREAH S ARG E [ Group name

(pre-Windows 2000) |

VMware, Inc.
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e —E 2 R P AT R B T B AL A R
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TEDUATHIA RS (REAR) YRS A T4
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R (22 o]

FEAHAR A7 BT A FEBAT A e (AL Ty (TS A

SR AT AR fit Active Directory $hAT i HHER 1A T4
TERFALRY SASER e HE RS — ek 2 BB

TETEALRY SASIRTEAL A A ARl 2 (A T AL

TETEALRR AR e P AR — e AR G

Active Directory SMEMER B Fis & & F &

AT LA HI ] P Bl IR A Si R, LAGE Active Directory SMEMEAUAHIERIEIE .

4R

na

vRealize Orchestrator 7.3.1 B4y, #E0 DI TH Active Directory filiRzZS A1 HT Active

Directory filffeas L {Fimfisa e M il iy, nf LB ServerSet Java FUEST ] = 301 .

WHERG
E2F
1 DUEHLE B8N Orchestrator Java /7.
2 EINTAERBER LI,
3 1 EFERE > Microsoft > Active Directory > 4HfE > ¥/ Active Directory fARES.
4  BiTEHY Active Directory fAlfIRESEi 5 #r Active Directory fillRes [ {Firife.
5 BRRERIFEE I,
6 ¢ hhruhaedkrh, IR . EEREEERAESE.,
HIH Bl
B—fflkes i — R er P R AR B B E
TRIRECE IR PURCF U R BUE H Skt 2 R flrasfe . ansR R flkas e (i i, iy
TSN —E Rk
Bento i AT AR e AR IR e B o ML EEE A 2 AT DU AN (vl e et B 2 THIF 4
B IACHTRE B R P e vl P o
7 EESRELHCTT AR, SR PR .
8 i MER.
9 EHGRE LIERMEIITZ %, —THRR.
BESR
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{£FH Dynamic Type M FER

Orchestrator Dynamic Types /MR A GEEEREIERATY | B SR, VASGRER It 2 i
FN]EREA

BB R S WA R RT— 251 0] 12k s otk A s se -1 Finder TAERPRELE/E , BhREFEIYN
BT BE TERE YRR A BhRE Yl . FEBREMI TRl d T TAERAR, BUnl @ T HAEZE

FHEEh A A S M . a2 —H ] sR Al Sas b B e A 1 T o0 40 B e - 1p
hAE,

ZErT LU Dynamic Types MR HTTP-REST AMNEME RIS, DAMEASSE =711 REST API Ik
4% Orchestrator, W8 =W/ P % Orchestrator 7!,

1 1€ Dynamic Types SMEEUHIEAT DE ear 2425 11 A DEFEN] TARmAE, nlESS Bl eI
WA RiE, BEE] Finder FIFEARH Sx— AR5 TrRmAR, LA dopi B Mo DL KR (i)
IR (5o

2 BMCHIN Finder AIGEANH S T ERAE, BIRIIEEE =77 REST API #2IACHI N o

a M HTTP-REST SMEMErPRY [HdY REST f15€] TAFmke, nliar REST fESEf IS ESE
[ REST API J57k.

b X Finder FIFFATE SN LIFSEE, nIIITIELE REST fESCILFEN M H -
AFEHIR R Mo

w  ERRNIAH R T AR A

BREBHRTERE

Dynamic Types SMEEAAR B/ F i AR rl R mh 8 | [ L RN N XSD A S iy
SEFR, WEFRAE BB TR (5

BRI PLTE Orchestrator H P LYERFR GIE i) FEZURE > BhReSERY > A7 IS TR,

TR R

SE A 425 SEFEHN R 225 o

SEARIAR FREI 2 R E SR B R
SEFEIY SEFEEIE oy 24 2SN BT

VMware, Inc. 132



i} VMware vRealize Orchestrator 4MNHFET

TARmpE A #

AL S L A 4 D AR AR AR R HH B S TRUAR B . T HH O v R A N A AR 5
TEEAIE AL AR S AR REE N SMI R R AL RE

FEN XSD A EALE S FEN XSD AE S E 5.

Fbrdn #25 SRSl

AR PR o

PR FBRAERL

S 47 B 2w M

SR ST
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{£FH PowerShell 5pHpFEZC

PowerShell #MEE R TAERAERE SR 2 rl AT T PowerShell EHERTEIT PowerShell FIEIER L
YERFE,

A ] Orchestrator H P OsEam Bk i, PUEEE R HIRY PowerShell B, iz n] DL A
BMERIFEANE API, DUERAE & TR

AREE R A

m  VMware vRealize OrchestratorPowerShell /M2 /T
m % PowerShell SMEFER

»  fIi[] PowerShell #MEFEAGFANH &%

m  HiT PowerShell 5415

m EAEE

w  EEDE R Y T4 SR

= PowerCLI [ PowerShell ZNE R H7
TR

n /7l PowerShell MR API

m  {Ii/]] PowerShell {#[n] 14k

m % PowerShell T{EKH54 HEHIH]

m BEEEHE

VMware vRealize OrchestratorPowerShell 5p# X/

PowerShell #MNEFER A7 vRealize Orchestrator fll Windows PowerShell 2[R T H T,

] A FHAMERE AL Orchestrator BfEAN T AERFE-IH PowerShell 5451 cmdlet, 6 EL{# F{E 1]
RS F ., IWIMIE RS — AV ROREHE TR . At DA B ESMEFE LS AP IO ERT DA AR .

PowerShell 5p#iER T
PowerShell FMNEME AR o/ BRIE A
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vRealize Orchestrator il Windows PowerShell 2 A MR &, 1 Lt yMEMRE 2 n) ez
FEmIE T EE) . PowerShell SMEE A A HIEA T4 vCenter Server M vSphere PowerCLI i
THE),

20-1. TTHBAE

vCenter Orchestrator

vCenter Ser

WInRM/HTTP(S)

Wind
. WmRM B 5 OpenSSH v5.9

e PowerShell
e PowerCLI GEF)

AMEFER] 151 OpenSSH Fil WInRM 1E AL 7 E EL Windows PowerShell 1T, FE2:E %0
WinRM,

g, B Pl PowerShell #MNEFEER vSphere PowerCLI Fl1 vCenter Server 345, #5408
PowerCLI [] PowerShell #hNEFER A

e T DUAEARE B 2P o, W vRealize Orchestrator 1 Windows PowerShell 22
AR EREH, HI PowerShell SR L . DOREMIERIAE 75K B 4l A 42
vRealize Orchestrator &% PowerShell /MR

PEVVEA T Orchestrator 4B/ T2 PowerShell SMEER:, 434 T] Orchestrator [T P i1 & @i
TAERAEAAF MRS AP,

PowerShell #MNEMERERT] vRealize Orchestrator. Orchestrator &% M EEFEFL T B L&, i
HERTHE SR TR, AT HE VMware vCenter JEE45# K AR T,

Orchestrator FeiFiz i B UM E AR S TN A GUE BRI % . PowerShell Jg i —1 a] 5%
Hfdi FHAMEME RS Orchestrator [RATEREIR T S HiB.,
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B Windows PowerShell 1T B BRI FE

PR DL FHAMEE R T TEL Windows PowerShell =517 L b1 Orchestrator [ /e, DL TIY
H PowerShell 15452 26110 T A,

Windows PowerShell j& TAEMRar 515, g B A ARG S PR E 2 st s S sl = o

& E WIinRM

FHEST PowerShell MEFEEH Windows PowerShell 2 [B[45, EZEZEE WINRM i i d—(F
SCARIIEAIE o

PowerShell SN AL ZPL Windows i i (WInRM) 2.0 Ay FRAm S E o

Xtk NIRRTk

BETE  HABR
B YN AL AR, T SRS
Kerberos “ZafEgatiiaflng e, PSR aEE 0 P Al ik £ 5>

f5sE PowerShell SMEFE R A SZIEAE WINRM HZS R 153855, 1fi CredSSP I AE S BRIM SR Tk

WiInRM iEif HTTP i&E1TiE:R

PowerShell #MNEFER L2 iE HTTP il e Bl WIinRM E#HE . 545 WINRM & B 5ma, (HEkHE
G AL NEs, HE P G SC I S E A FAEs . an i il s FE I = e E i A i ) IPSec,  HIJ 48
i HTTP 1@ E .

B T ARER S, RS R T P WIinRM 4HAEFY AllowUnencrypted WA True, Wids
HTTP AHREH, sE2ElRE WIinRM DU HTTP,
WinRM iEi& HTTPS i&4Ti@:R
PowerShell SMIFER S IZiE M HTTPS Rz 2 WIinRM Mama, @rT LA HTTPS dafline, &
SR A TR R T 1

EOEH HTTPS dlale, i i IR S 65, I WInRM #2203 155 HTTPS
MHREHIF], FHSEET WINRM DU T HTTPS,
/E WIinRM LUMER HTTP

AT DL WINRM SRS Joifs il HTTP a7 B PowerShell SNEME R Tl E .
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HZELE WINRM RGBS 30 Tar4, #5Erk WInRM 4HAE, 0 DL FTEL WinRM JIR7% A1 WinRM
FH s AT A 2 B o

B

HE WREAERSE WInRM ] HTTP (e T B, AT REfdogte, soekrh tur] ae s
W RIS, Ban

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at
com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage(JdkHttpConnector.java:117)

ERF
1 HUTRA M, BOETHRT WInRM 4HAE(H
c:\> winrm quickconfig
2 G BATUA T ad, MABIERRZS AT, W AR R,
c:\> winrm e winrm/config/listener
HTTP [ TERGHE AR 5985, HTTPS [1HIE 5986,
3 ¥ WInRM IR R EE A
a FHUTLL M4, MtEh o i Aabim .
c:\> winrm get winrm/config/service
b BATUA N Ay A RO EEA SR
c:\> winrm set winrm/config/service/auth @{Basic=""true"}
4 HUTIA N ar L AR RFAE WINRM iR v B I &s 20k} .
c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}

5 Q1M WIinRM AR IIEIE ¥4, Token 5RICEARE A strict (A% ) , sl HEAE % relaxed
(BGZ)

c:\> winrm set winrm/config/service/auth @{CbtHardeningLevel="relaxed"}
6 ¥ WIinRM J{] P it I AR
a BUTUA Mand, MRS AR
c:\> winrm get winrm/config/client
b HUTIA N4 BUTRAERS .
c:\> winrm set winrm/config/client/auth @{Basic="true"}

7 HUATLA N4, JRRTAE WINRM P B oA s ok

c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}

VMware, Inc. 137



i} VMware vRealize Orchestrator 4MNHFET

8 R WInRM EAETEGAL I INTAPE, FERITIA M s & DR E S 4.
c:\> winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}
9 HITLA M A LAREREL WIinRM IR AR
c:\> winrm identify -r:http://winrm_server:5985 —auth:basic -u:user_name -
p:password —encoding:utf-8
& E WInRM KAER HTTPS
R WInRM MG Joi i HTTPS Tl g B PowerShell SN AT

WINRM T HEFEEHEEE BB HTTPS 1l e Tl . 8 n DA el aE A= ise . ldn, 48 m] DAGE
A NET Framework SDK —E4 104535 12 (makecert.exe) @4 HIk S 215,

=

HERMH
m  BE WINRM LA HTTP alislliises . andafaliat, si2Bdaos WinRM U] HTTP,
n ERAE ST AEEL WInRM 324 [ Microsoft Management Console (mmc . exe).
[ =2
1 EAERIEEEE,
DL R a2 88 W 5 458 ) makecert. exe £F WIinRM =4 | i B 0 HIIRE 1

makecert.exe -r —-pe -n "CN=host_name-3,0=0rganization_name" —-e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 -ss my —-sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 {}i[f] Microsoft Management Console ¥z A= 1153,
a 4T mmc.exe,
b NS > Fl/BERRARNEERETT,
c RTINS E T ik, IR, KRB — M H.
d EHERIRE, RS F—P.
e F%— M5

fo RS S LN R AR E 8% > B (REER) > A > BENIIEEHRE S > BE (K
HEER) > ZEERREEREEA > BB,

AR SAFATROR S EEIE  ALAEA ERAR rhoR e et , AR T B2
3 (EAIEMERHREUN AR T HTTPS $elife s,
PA T2 5 & A W iy HTTPS Rt i ik

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

Tl SR e =r ) = S 8
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4  HEGEIAR,
DL N 62 52 anfar st i AR O s i o

winrs —r:https://host_name: port_number -u:user_name -p:password hostname

R iE Kerberos ExzE
B K ATEE PowerShell ERHs, RTLAHT] Kerberos &t .
i Kerberos B, A1 51 WInRM 7£ 3% PowerShell iz il FETar 4.
Er
1 ¥ WIinRM JIk# 1] Kerberos 5t .
a AEERET LA Kerberos B, sHET FAlay 4
c:\> winrm get winrm/config/service
b HERUN Kerberos Bt FHHATIA s
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 ¥ WIinRM I Fimhi ] Kerberos Bt
a  TEHERETN SURT Kerberos B, sRdT Mol 4
c:\> winrm get winrm/config/client
b HERUN Kerberos Bt FEsATIA Tt
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 HEEEL WIinRM JIRFBIEELR, SHHAT Mol

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

4 57 krbS. conf REZGEEAEIN NAIALE -

Orchestrator 37 Bl
HINEB /usr/java/jre-vmware/lib/security/
PIRRE /etc/krb5.conf

krb5.conf ¥4 T AIA5HE

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
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}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5. conf WAZE{U SRR E 4 RE S Hs HAH

Kerberos ZHRBIERT.  FEAUER

default_realm FH P R ESRS Active Directory filllR#1717% Kerberos il
R IR TR T b,

kdc AR (KDC) W3S Kerberos SR A as it .

default_domain JHI i A S B A TR THRR A

et LT Kerberos 4 AHA M,

R5eE IRTERE, Java Kerberos A1fE @i /1] UDP imsiinc . & Z ] TCP amsile, fBAZAE#
udp_preference_limit 28I E S 1.

fait Kerberos Bt 2 5e AN A (FQDN) M7

BE WS krbs . conf iRy, WHTEHTE) Orchestrator falllRai i .

X E PowerShell sp#piEst

#RZEF T Orchestrator J ik PowerShell #hEFER,
(AR TR

[4HAE] T /RS e T PowerShell R T 7ERTE

At Orchestrator P LAERARAE L IIFEZVE > PowerShell > #HRE (7S EE T /ERFE,

TARmRBEARE A

Y PowerShell F:8 i PowerShell F:HpmHa = AN RG AT H 8.
Tl PowerShell 1t {ESMEEFFAIH 8015ER PowerShell 124,

HUHr PowerShell F24% BT MR E AR F RS E PowerShell F:H.

Byt PowerShell T EgilifRic PowerShell J-04I0RE

718 PowerShell F#

RGP T LR, A8 PowerShell L1 ROE FHGHARZ M. AR LARUE s 4B PowerShell
PR AR

EFF

1 DU BG4 B Orchestrator ]/,
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10
1

R

f£ Orchestrator JH P4 — T TAERARGIE .
TE T AR JEs s, BT EL > PowerShell > 4B B8 (Z5 2 [ PowerShell T8¢ T 1/ER

o
1E [Frid PowerShell 48] TAERUEE Fdc— Tt s, SREEINBE TIERE.
TEERE T I, N 20
(EFEME /WP SCFT A, BN AR
Rt Kerberos Bt Tr 5t a4 4% (FQDN) £ HE,
GEFRIE) BRI, N AR
ROE HTTP (e 5985, sl HTTPS il lohi i il 5986,
BRI ELRY PowerShell F-HEHER
a  BERUEEIERE o
st T HTTPS Eiliimantgie, N PowerShell #5554 E N %5 Orchestrator
£ xR
b EHERERAL,
EHE QUREEA] Kerberos B, EUAZETE WINRM i ERIOTRZERR
AN R I AE 47 % PowerShell A0 T RSB RIE

HUH o]

H AT VerEE ANV H G F SRt AR B s A, A ER (L H] L AERS LR PowerShell
M,

F—EFE TR Orchestrator JTI P e it B N & R . Bl T user@domain ¥+,

N\ Orchestrator, 7 fiEfli HE— HE TR B,

fit Shell Code HTH [Mi:(LhiE, 2N PowerShell i FHfARARI .
P MRRH T TR

TAERAE AT, PowerShell e H L FR40 B S% 01

{£ A PowerShell 4p 3 EREEA H £%

PowerShell #NEE S 74N B 8 0UE 2\ 5 PowerShell SEBEIAT A Yt 50T DLl TEE4m B 48101
L, Bi7E PowerShell ¥ 384T T/

TEHANEMER IS4 H s, nT DAY PowerShell 325 i AR FIE S0 emdlet, f i 3 1
B IRNVEELY T, MEERN SR TS cmdlet,
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R AN P ST T Rk, AR TR > MABEERGE > Al E sk, NREINER
At B g B IR DRI M. UTIHE IR, Fr LA A 4% — N Orchestrator FE4M H &ty
Yo, SRR AT AR

#1T PowerShell 15475
WRTLA T TR, T PowerShell F-HEIANTS ok F T 8415

I A PowerShell #5415

AT DAAEANERE A E S ) A% U TBIAT Bk 15T PowerShell 8475,

B

n  ESREC DU E 558N Orchestrator J1]/7.,

w  JfERAEHE BG4 B Sk i PowerShell %104

=2

1 7 Orchestrator H Fimidz— F TYERAR MR,

FE T ARRAERE S b, JRBIFERE > PowerShell 1% % [ 1] PowerShell #8451 TAERFL,
& [ ] PowerShell #5451 TAERAR F4%— MiERA#E, AR EIRE) TIERRE.
R s AT HE A W5 PowerShell F4%,

RS T 7, Bk EEEE T PowerShell #8415,

Fo— MR T LAFEhiAR

I MBS <5
ST ATE SN S REAN I B A M B TANHS PowerShell #5475,

o u A W N

NS PowerShell F84-H50E7E L ps1 fEZE . BEHATIN . psl FEZ AR PowerShell 1%,
HEEHF

n  ERRIEC DU E B8\ Orchestrator J] P

w  ERRAECIEETAR B SR AR % PowerShell 14,

w  EREAFIER SIS T RE S B HAD, L ps1 ¥

[ =2

1 {t Orchestrator J{j Sz — T TAERAR G .

2 EIERRER G T, RIS > PowerShell 3021% 45 [ FHANBHAH5] TR
3 AE [MJTIONBFESIE] TAEmARE e — T, SRR @) TAERAR.

4 GENEAEH AP THE S M PowerShell F:1.
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5 (ERMSCTFII, MANEHITIONG . ps1 8 SHEA SRS S 4R o

et AR ps1 REEANTETHRM R, A HI N AR SRS SRS, n] DU T R BB ok s
SEFRA B, I, $env:HOMEPATH\testl.psl.

6 TESIBCCT I, ARSI
HREE L PowerShell Sz & bl I SEEAAIA

7 H-TREZT LR

EXEEE

AT T T AR A LU E A A PowerShell $54- 155k PowerShell Cmdlet #EATHIENE, #8AT DA EA:
B FRT L Rm A B A
iE1B PowerShell 54 BE £ ENE

BRI T LAFAR, BRIt PowerShell 38 S5 A=W fF . ] DUIRESE 7 A ] SR T T 2 AR D PRI
P TR

EATUL BT PP R AL Py A A 2 B R . T/ e s P R AR A, 7E P A AR v vy B
string BB EL M0, BUTENERE, 0] DU I BB E MU B 2 S AR FA BR 67

BEMEY

n EREE DVE LB B8N\ Orchestrator H it

w  ffESRAEHEAT B AR H 8 PowerShell AT HIAR

2F

1 £ Orchestrator |7 — N TYERAEAIE .

2 e s, EERE > PowerShell > E4, RS ZE [1EiH PowerShell 38415 &4
BE] TR,

3 1E Bt PowerShell $84- W5 EEIE] TAERAE Fag— PG EE, WS IE LIERE.
4 TERRASRSCT I, s NERG 3SR A EER PowerShell #5415,

et AT LA {#ParamName#} (502 (T I NI TARI O B . A THER R BLRSIY string JEULL, 48
R TTEE 51 St TR 2 B O Bk = B 1

e E A I F 2 BOE A B IS IR S WG .

param($name={#ParamName#})
echo $name;

5 (EERTIIHH, R E RN AR
6 N EEBEBAARA,
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7 ENUREELE TR,

BEH i

2 FEAETB TARRAR, ATHIRA T B LE MBI E. AN 2 TR Bk
Ao
fet L TR LR INTRSCE RN 7 Invoke Script, MIFTEABIENH4
FEAH AL o

& A BRI LR

8 i MREAHT LI
HBESR
ERTUAR AR ED RS A E T AR R

75 PowerShell Cmdlet E 4 EN{E

PRI DLAT TAERRL, BBt PowerShell cmdlet FIZBEE A TIE, BRI EI/E, GHn7E
Orchestrator H1{fiJf] PowerShell Zhag, #EnT LS 4GB LA EmREE, TR TAT 24 ETE,

AT LL PowerShell $54- 155 | # SR ERERIS O o nT DA O ERER AR Integer .
Boolean, Char ZFEEAVAM - NET 4LFHPROTArEaRY, skl F# e n0%Eil, kI PowerShell cmdlet
TR A EIERE, BRI cmdlet 28010 Orchestrator ~F-& 32K R, PowerShell #hHFE
NCRBAE, —RIM S, ARG IAAVEE 2 AR Orchestrator JA2Y, # AL
PowerShellRemotePSObject Mt 1<,

WEEH

n RV B 548\ Orchestrator JT] P o

n R B A B Sk A PowerShell EA%1)H4R

EF

1 £ Orchestrator [}/ 7uiHid%— N TYERARAIE

2 ETERiREBS s, TR > PowerShell > EA, R % 4 PowerShell cmdlet FEA4:H)
PE1 TAER AR

3 ft [/ PowerShell cmdlet FE/EBIPE] TARmAR i — MR8, IS RORE TAERAR.

4 BRI A A 2 B ERF A T PowerShell cmdlet,

5 Jsiz Cmdlet BN L,
SURERA B ESERER T .
et LB RIS BEER T IR, KBRS ER . SRR RZ TR, R
ZZWERFT 5 2 2B .

6 TERRBCT N, BB AN N A,
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7 RN EEEEBA A,

8 EMUEM AL T R,

(e

HIH A

b3 AT T AERRE, WA T A OB E . S FE A TR R H 2okt
fERE FraEd LAEm AL SR A T 817 Execute Cmdlet, FIFTEEBIER
ZRBALN o

= AR T AR

9 i MERMT LIHE.
BESR
T LGRE EELE BN RS 0 BT LR AR

HEEEZ BEEM BER

PowerShell SMIMER SR RIASBOE A, 1E—1H PowerShell H5- 5 FI1F SR 2] ) —EH5 S a5
HIPESE . 2 1 IEREEDRAS IR, Y 1SR Rl — (8 AR BOA T

PowerCLI| B PowerShell 5pEMEREES
P D aE = R NS FIL T (141 VMware vSphere PowerCLI) [UIHER AL PowerShell SN i
.

B = IR NS P TCINAE, PowerShell A EER 2R NS B T, 22 BE H T TAER
B NRN A BT, BAZERY ] AddPsSnapin BifE, ] PowerCLI [, #AZEAS IR N SRS T
M4 FE 25 VMware . VimAutomation. Core,

PowerShell MR AL 2 55 = R N U EE S e e AR B fE . T LA T [4s PowerShell
Cmdlet EABIE] TrEmEE, AEAS =R AXEHE CEIfE. 55260/ PowerShell Cmdlet /L)
TFo

com.vmware.library.powershell.converter &5 EA A B A LAEST VC: <SomeObjectType>
Y s R PowerCLI 11, b DIRE IR vCenter Server SMEE R TAEAEEL PowerShell Sh
BRI TR E T EED, AR P ESNEE T R 20

EE TERR

PRl DUE FH e ss] TARmBRRE A s ) T /e st PowerShell MEFEREL PowerCLI 2 [HIROHE S
RIS, PowerShell EHAZH 2R PowerCLI,

[iEes] S0 TR e s MR SR R Thie .

fi5E  PowerShell YMHFEZI A4 523 PowerCLI vCenter Server SNHFE TR AR, A2
TR O RE TR o [ (B MR B
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AT DA Orchestrator im0 LAERAE AR FOFERUE > PowerShell > 5] > BE#ES (7 I0S 0 [/ER

Fo

TERRER B
1 PSObject 45 vCO ¥} 1% PowerShellRemotePSObject M4 VC:<SomeObjectTypes.
i PSObject # A vCO Wutf, A PSObject 1% PowerShellRemotePSObject A VC: <SomeObjectTypes Hil Jiz [AHE 4,

# vCO fidis /s PSObject 71 VC:<SomeObjectType> iH{41 /% PowerShellRemotePSObject.

&5 T{ERTZ
S T A AR A B0 o R A AR LAt FH 229 T AR R o
A1 Orchestrator i) TAERARAE L FEREE > PowerShell > #iHI77 S L T /ERFL,

AL B

B APHMAHESHS  JRosan g i) HIF 545 API T PowerShell #5445,
S H R 7 Fllt PowerShell St 5 AT HEEN A
RTINS JEORIMT R TAE 2 2 1] Cmdlet.

IR G N DI R e 1) e IR 8

ZHL PowerShell 5pEpiEZE API

#E11 Orchestrator API Explorer, R0 DI1H =2 PowerShell SMEMER API, S & RIAE A5 T 2 ml {1
(1) JavaScript ¥p-AHR R SCAE

E2F

1 DUSHEEE B3 N Orchestrator /7.

2 {i Orchestrator M7, ok T/EmAE. I HIFIEDEARiH AR BATHE S5 5 R A AP 4855 .
F UL Orchestrator P /7l APl 4855, ##%— 1~ Orchestrator F P T HA T A >

API 8%
AR TAERARE . A RS A TR S R 5 I AP 4855, St — N A8 s
API,

3 7ERER PowerShell SR API WPFRUBR TS LGSt R /-Eii& i) PowerShell fi4H

RELR

FEAIE AP ST ARSI G R Ha S W5 IR . i A B AP F8 S ISA0REANERR, sE2R (A
VMware vRealize Orchestrator #E17H#E) .

{$ F PowerShell {E R4 R
A PLiE I PowerShell SNEMER API ¥Rl T PowerShell {8 0] 48 5o
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i A 1 PowerShellInvocationResult K515 IR T 2 F84 HEROATIHE ZE5H.

Wak:s FHH
getErrors() 1] PowerShell 515A A HEM FHHHT RIS s ¥ o

getInvocationState() FEAHHIRAE, NHENEUE A Completed 5Y Failed.

getHostOutput () # PowerShell 1456 FRTEURIHE A SRR
getResults() PowerShell 5 &1k, EIOY11 % PowershellRemotePSObject K2,

PowershellRemotePSObject & PowerShell 5|50 > Wtk itisim £ 51 .. PowershellRemotePSObject

A5 B getXml O J71EARAFHNT) XML Frailfb 45 5
PowerShell FMIFE PR AR AR, "0 XML 4558, H RS IR eI N A .

getRootObject () JT kIR IBIEIR . —RIM =, getRootObject) Jyiker i FHIA FELI,

PowerShell JE ¥ % Orchestrator H R[] JfR%EM

n  HEEIRAE A PowerShell JAL, RIS E ZATEER Orchestrator 4%,

n P collection 285, HIPELL ArrayList KoK,
n  EHEPE dictionary B, QIPEE LA Hashtable Fo,

n EHEP L complex 287, HI#pfErLA PSObject Frro

—fi% PowerShell T{ERIESTEE I

Al PLEET . R EAN4RTE JavaScript GifAl, DAES NEST K& PowerShell TAERTHIIHE 45,

WP WA AR, 7528 vRealize Orchestrator { BH#5 A 248 ) -

#H. EIB APl #11T PowerShell 35415
PRl DUEH] JavaScript i sMEFE R AP #4T PowerShell 1841,
1o (HE RS HEE T N A EIE

» [} PowerShell 1 T/ERSEL
w ROEITIOER S,
w A HIER
w  BHPATAERS B
try { ,

//0pen session to PowerShell host
var sess = host.openSession()

//Set executed script

var result = sess.invokeScript('dir")

//Check for errors

if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +
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result.getErrors(Q);
}
//Show result
System.log( result.getHostOutput() );
} catch (ex){
System.error (ex)
} finally {
if (sess) {
//Close session
host.closeSession( sess.getSessionId() );

}

g0l BEIEL

Al DL ] JavaScript FEFE PowerShell $54- 5801 THY

18 R B BT N AT,
w AR
n TEAREIUE.

m 7 RemotePSObject KA,

var sess = host.openSession()

sess.addCommandFromString("dir " + directory)
var invResult = sess.invokePipeline();
//Show result

System.log( invResult.getHostOutput() );

//Check for errors
if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {

//Get PowerShellRemotePSObject

var psObject = invResult.getResults();

var directories = psObject.getRootObject();

var isList = directories instanceof Array
if ( isList ){
for (idx in directories){
var item = directories[idx];

if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

}
} else {

System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());
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g5 {FHBIREETERE
POl DUE ] JavaScript it H 5T saH4R 2] PowerShell F-44.

var sess;

try {
sess = host.openSessionAs(userName, password);

var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {
//Show result
System.log( invResult.getHostOutput() );

}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}

SRS HERR

R ] PowerShell SMEE RS M, DA BISEHEHEAR 8, s il o A A S

JHE) o

B F Kerberos E {45043
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ik

iy Windows %54% .

R

1 BN ML (KDC) R4 ik .

2 DIEEB S PUTERARE R

3 EESERE, FERH HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos

\Parameters,

4 IR LogLevel BN EAfAAE, stk — MERRAH#ENL.
a (IS8 MinRLEE, EEGHHY > DWORD (32 fijt) &, A& H AN LogLevel,
b RINBE, WAAERKTIN T Loglevel, SREABUEER: U7 PN 1,
HIRLEAE Windows Server 2003 MU A H & BIAES, 2R TR
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S
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Kerberos Bz Bl B B 5% E A [5] T 5k B
i F Kerberos &1 RERVEREE A — SRR 8, AT REEL R0 A

Lk

Bt Kerberos AT MM RIMATAE Sk PHRAFIIARI, 36 FLENBT F AR
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RE

AR ER P TR S E N K A e v S A st sl A R BEROIRF AR 5 438804 B, Kerberos Bt @k
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Kerberos Bizs T 1EPE B Sk BL

HHSH Kerberos BB T (FH Bk (I 1 TARREELISTRAEITINE , 374 PowerShell J:BEMTfE
e

ik

B I T /e Bk E 6 5 T AR BE PowerShell S MHg = AMEFE G EAN F BRIy, T AERFR
GO, B R AIEER
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&
RIE Kerberos AR krbS. conf MUEE FRRATDE, WATESE FIE ARG e L e et

MRRTTER

PR Kerberos 11 TERRIRE, SH7F Kerberos AN fERS S R I FIREAAIR, slfE @y & A i\ 4H
o

1\\\I£ ﬁi ,\i&mgiﬁgxﬁq:
krb5.conf R HEATEMPF TR, P AEEERTIE E AR R

Lkl

TEHTHE TRy, Kerberos Byt L4k % yourrealm 1@ s by (KDC).

VERAS  YOURREALM. COM %E15(¥) KDC.

EE
krb5.conf 5211 1ibdefaults Fll realms [ B A GEAT PFEEMIF .
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fRIRFR
8 krbs . conf f55<Pf) Llibdefaults il realms [ B B P 1F Mtk

BAEITERRRYELE

QiR Kerberos AHREAE 1 AT IEREMIRS Uk 4mily, HIFE2EE1T Kerberos B Orchestrator T/ERiFE AR
PG

il
Kerberos B i il i) s i S
A THER 1 SH

RE

# | {81 %] vRealize Orchestrator Appliance ] Kerberos 4HfER#ZE krb5. conf T ETE UNIX 7E3E R %48
AR R, A% USRS Al BEASIE/E

fRRTTE

P Orchestrator Appliance SEHY krb5. conf f52¢, FE2k A2 5 UNIX, A7 e s ANSI
as UTF-8,
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